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Foreword

Now is an excellent time to be working in the field of information security. Over
the past ten years, the security field has grown from obscurity to one of the most
prominent challenges W& face with the Internet for making it a safe place for
everyone. Security technology has #volved with the Internet, where in, the begin-
ning the only protectiofjon computers was mostly a usernama and password.
Now we have antivirus, firewalls, infgusion detection systeis (IDS), intrusion pro-
tection systems (IPS), vulnerabiliey Seanncrs, antispatn, antspyweare, and-Trojans,
security tokens, and Web content filtering. The list@ontinues to grow.

From the beginning of my start in §Ecufity, we always said, “Security i$ a
journey and not a destination.” This jdurney contitnes to lead to a fast-
changing path, and quick adoptigg of new technologies to stay one step against
the bad guys. With the explosion, of new technologies, the skills required to
understand these technologies, as well as how to manage them and apply them,
are becoming more critical. Undeggganding information security and under-
standing the lessons from this book will help you cope in this exciting field.

When I released the first public vulnerability scanner in 1992 and commer-
cial scanner in 1994, most people had no idea whether they were protected or
where they might be vulnerable. Most organizations relied purely on security
policy, but lacked any method to measure whether the policy was enforced.
This scanner opened up the door for truly pmderstanding which “doors” and
“windows” were open on the network. It also enabled security professionals for
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Foreword

the first time to quickly analyze their gap in security posture. By pinpointing
the security holes, the security professional started to see the world from the
view of penetration testing and hacking. Now, in almost any information secu-
rity class, doing a security scan and audit is just the beginning of the journey.

Understanding information security is not just understanding hacking and
penetration testing but learning how to apply your knowledge so that you
understand how security is applied in business and government, such as legisla-
tion and industry requirements. Industry requirements and legislation around
information security were minimal to nonexistent ten years ago. Many compa-
nies could easily ignore security by just saying, “We have not been hacked yet,
so why do we need it?” Every day, we learn about major security incidents and
compromised sites. We see the security implications with privacy and identity
theft being disclosed routinely. Security professionals are being asked whether
the business or organization is in compliance with the government and industry
requirements. These requirements are moving security from a “nice-to-have” to
a “must-have”

It is exciting to see security technology evolve from many stand-alone
products into more integrated security platforms that help security professionals
take a unified approach to managing security. As new protection technologies
emerge, it will be important to figure out how to make them a part of an
overall architecture into the grand vision of security. This vision is still evolving,
and it is what keeps this field so fun and challenging.

The industry has entered into an era of protecting against vulnerabilities
and threats, and is now being adopted to protect to the most granular level of
identity. As identity protection has become such a high priority, this opens up
many opportunities for InfoSec to protect this valuable information. The iden-
tity information is becoming a focus, and how it will be protected across the
network, is an exciting new area. This opens up new areas of building more
intelligence of firewalls to include not only simple policy rules but also intru-
sion prevention and granular identity rules. As security tries to keep up with
technology change, the security professional will need to explore new areas like
WiMax and VoIP. As the overall technology landscape changes, so too must the
security professionals. They must always keep on their toes.

Wwiw.syngre 55.com



Foreword XXix

As this journey continues, the information security field needs to keep up.
Many problems remain unsolved, and many challenges remain unmet. This
book contains many approaches and examples of techniques that work today
and that will help security professionals to cope in the future. It will help guide
information professionals to benefit from lessons learned and enable tomorrow’s
security professionals to stand on the shoulders of leading security experts and
keep the security journey going.

Good luck on your journey,
Christopher W. Klaus

—Founder and CEQ, Klaus Entertainment, Inc.
Founder and Chief Security Officer, Internet Security Systems
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Introduction

Information Security is a growing field, evidenced by the amount of media being
produced on topics such as identity theft, denial of service attacks, and overall secu-
rity failures. As the field is only about 30 years old, there is a tremendous push to
increase the number of qualified practitioners. A specific set of skills are necessary,
and a largely untapped resource is the hacker community.

This chapter walks you through both the origins of Information Security and its
current state. The skills required by Information Security professionals are compared
with the inherent skills of the advanced hacker, and the differences between “hard
skills” and “soft skills” are discussed and dissected.

Sell Your Skillz

Hard and Soft—Nothing to do with Eggs...

You will likely hear a lot more about hard skills and soft skills later in other
technical fields, so now is a good time to get familiar with the terms. Put
simply, hard skills are those that “pay the bills.” Is this accurate? Since you
need the soft skills in InfoSec, wouldn’t they be necessary to “pay the
bills,” too? Hard skills include previous experience such as hacking
together code, building databases, being a cable monkey, and overall
SysAdmin work. These skills take training, formal or otherwise, and prac-
tice. It is your hard skills that have brought you to this point.

Soft skills include interpersonal skills, documentation, writing, plan-
ning, management, and all those things that you may have studiously
avoided up to this point. Soft skills are important to any professional posi-
tion. Often, it is your soft skills that distinguish you from other candidates
for a job and/or further promotions. Soft skills are a crucial part of selling
yourself and getting ahead.

Types of jobs are also presented, as well as an overview for the different jobs and
what it takes to achieve and excel in those jobs. Not everything is chocolate and
sunshine; both positive and negative details are covered, as well as things to watch
out for.

WwWww.syngress.com
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Understanding INFOSEC

Information Security, or INFOSEC, can be traced back to at least the 1970s when
you look at the basis for many of the different security methods used today. Just like
its rich history, the current state of INFOSEC is constantly evolving. Specific tech-
nologies and practices used in days past do not provide much traction against
modern issues, such as injection techniques, man-in-the-middle threats, or wireless
network security.

However, the basic principles have evolved and become stronger in the latest
iteration. These principles are probably already ingrained in your mind, defense in
depth, multi-factor authentication, and complete (as well as useful} audit trails.
People who work in INFOSEC all start off with these same principles, but usually
diverge into a specific path as a career.

So what is INFOSEC anyway? Lots of different aspects of overall Information
Technology come together along with business strategies to form INFOSEC. I'll put
forward one definition of it, and everyone is welcome to disagree. INFOSEC is the
process that you follow to ensure the Confidentiality, Integrity, and Availability (CIA}
of information. Confidentiality is basically making sure that only the approved
person or people have access to the data. Integrity is the assurance that the data
stored and retrieved can be verified to be true, that no corruption or unauthorized
change has taken place. Availability is defined as the state of the data being accessible
when needed. Taken at that level, INFOSEC covers a tremendous space. This
involves the desktop support technician that makes sure that a new workstation is
current on patch levels, the network engineer that keeps exterior network traffic
from affecting operations, the systems administrator locking down any and all net-
work resources, the engineers and testers that verify and validate existing technical
security controls, as well as the analyst that works to create policies and procedures
so that repeatable processes are followed. No one person is more important than the
other, and without all of the parts working together, there is no complete program.

Without INFOSEC, data is simply not safe. There are many sources, both
internal and external, that threaten the CIA of data. Many people go into INFOSEC
without understanding the organic nature of how it should work. It does not stop at
the door to the data center or the telephone at the Help Desk.

INFOSEC can be broken down into three sets of controls: managerial, opera-
tional, and technical. At the highest level, any security control implemented should
fall into one of these three sets. Managerial controls focus on the management level
and designate individuals who are capable of leading an organization as well as how

WWW.SYnNgress.com
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organizations are formed and managed. For example, they may dictate the interac-
tion between a Chief Security Officer (CSO), a Chief Information Officer (CIO),
and a Chief Technology Officer (CTO).

Operational controls are used at the middle layer and can be considered an
“abstraction layer.” They provide interface between management controls and tech-
nical controls. An operational control would be, “All servers are backed up on a
nightly basis with backup media being stored remotely.”

Technical controls, the ones with which you are probably most familiar, are the
ground level controls. They are specific and technologically oriented and leave little
to no room for interpretation. For example, “All Windows and Unix servers are
backed up nightly with a differential, compressed solution. Weekly full backups are
done to raw data, during the 3-hour maintenance window. Backup media is rotated
daily, with weekly media cycled out on a quarterly basis. One copy of backup media,
both daily and full sets, will be stored in the data center vault, with another set
located at the off-site storage facility” As a matter of fact, that example would prob-
ably be three different controls, as one deals with types of backups, one deals with
frequency, and one deals with the media controls. Beneath this, there are specific
procedures and handbooks that deal with the “nuts and bolts” of the control.

Back in the Day...

In the 1970s, Department of Defense testers worked in “tiger teams” to test and sub-
vert technical security controls. They could easily be considered the first penetration
testers. Their results formed some of the first INFOSEC manuals, such as the
Department of Defense Trusted Computer System Evaluation Criteria, or “Orange Book,”
part of the “Rainbow Series” of practical security manuals. These manuals were
highly sought after and were used to develop the framework of the U. S.
Government's first Information Technology (IT) systems (www.sei.cmu.
edu/str/descriptions/intrusion_body.html). Once the information was put
to paper and disseminated, these were the “laws of the land.” In order for a system to
achieve the most basic rating, such as C1, it had to be evaluated against the required
criteria.

WwWwW.SYyNngress.com
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Sell Your Skillz...

All the Pretty Colors...
Breakdown of the “Rainbow Series”

These books were created by the National Computer Security Center
(NCSC) and the National Security Agency (NSA) for use when evaluating
the security and design of “Trusted Systems.” “Trusted Systems” were
defined in the “Orange Book” as “Systems that are used to process or
handle classified or other sensitive information ...” A complete listing and
download of the “Rainbow Series” can be found at
www.fas.org/irp/nsa/rainbow.htm
Here is a listing of the “Rainbow Books" by series and color:

m NCSC-TG-001 [Tan Book] A Guide to Understanding Audit in
Trusted Systems [Version 2, 6/01/88]

® NCSC-TG-002 [Bright Blue Book] Trusted Product Evaluation - A
Guide for Vendors [Version 1, 3/1/88]

m NCSC-TG-003 [Orange Book] A Guide to Understanding
Discretionary Access Control in Trusted Systems [Version 1,
9/30/87]

® NCSC-TG-004 [Aqua Book] Glossary of Computer Security
Terms [Version 1, 10/21/88]

m NCSC-TG-005 [Red Book] Trusted Network Interpretation
[Version 1, 7/31/87]

m NCSC-TG-006 [Orange Book] A Guide to Understanding
Configuration Management in Trusted Systems [Version 1,
3/28/88]

m NCSC-TG-007 [Burgundy Book] A Guide to Understanding
Design Documentation in Trusted Systems

m NCSC-TG-008 [Lavender Book] A Guide to Understanding
Trusted Distribution in Trusted Systems [Version 1, 12/15/88]

m NCSC-TG-009 [Venice Blue Book] Computer Security Subsystem
Interpretation of the Trusted Computer System Evaluation
Criteria

Continued
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m NCSC-TG-011 [Red Book] Trusted Network Interpretation
Environments Guideline - Guidance for Applying the Trusted
Network Interpretation

= NCSC-TG-013 [Pink Book] Rating Maintenance Phase Program
Document [Version 2, 3/01/95]

m NCSC-TG-014 [Purple Book] Guidelines for Formal Verification
Systems [4/1/89]

m NCSC-TG-015 [Brown Book] A Guide to Understanding Trusted
Facility Management [6/89]

m NCSC-TG-016 [Yellow-Green Book] Writing Trusted Facility
Manuals

m NCSC-TG-017 [Light Blue Book] A Guide to Understanding
Identification and Authentication in Trusted Systems

m NCSC-TG-018 [Light Blue Book] A Guide to Understanding
Object Reuse in Trusted Systems

® NCSC-TG-019 [Blue Book] Trusted Product Evaluation
Questionnaire [Version 2, 5/02/92]

m NCSC-TG-020A [Grey/Silver Book] Trusted UNIX Working Group
(TRUSIX) Rationale for Selecting Access Control List Features
for the UNIX System

m NCSC-TG-021 [Lavender/Purple Book] Trusted Database
Management System Interpretation

m NCSC-TG-022 [Yellow Book] A Guide to Understanding Trusted
Recovery

m NCSC-TG-025 [Forrest Green Book] A Guide to Understanding
Data Remanence in Automated Information Systems [Version 2
09/91]

m NCSC-TG-026 [Hot Peach Book] A Guide to Writing the Security
Features User’s Guide for Trusted Systems

m NCSC-TG-027 [Turquoise Book] A Guide to Understanding
Information System Security Officer Responsibilities for
Automated Information Systems

m NCSC-TG-028 [Violet Book] Assessing Controlled Access
Protection

® NCSC-TG-029 [Blue Book] Introduction to Certification and
Accreditation [09/94]

Continued
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= NCSC-TG-030 [Light Pink Book] A Guide to Understanding
Covert Channel Analysis of Trusted Systems [11/93]

The National Institute of Standards and Technology (NIST) was founded in
1901 to, “develop and promote measurement, standards, and technology to enhance
productivity, facilitate trade, and improve the quality of life” The Computer Security
Research Center (CSRC) was created within NIST to “...improve information sys-
tems security...” The reason why this is significant is the CSR.C has released Special
Publications or SPs since 1980 covering a large portion of the INFOSEC space.
These SPs are used by Federal agencies as guidelines and requirements for imple-
menting and securing their information systems. Access to the SPs are free, and they
should be used anytime you have a question about a particular technology or imple-
mentation of that technology. A complete listing of all NIST CSRC SPs can be
found at http://csrc.nist.gov/publications/nistpubs/index.html

Time came and went for the Rainbow Series. Systems had gotten faster, more
technologically diverse, and definitely more interconnected. The color-coded books
had become out of date for the “Trusted Systems.” Now bring forward the National
Information Assurance Partnership (NIAP) Common Criteria Evaluation and
Validation Scheme for IT Security (CCEVS), simply known as the Common
Criteria (CC).The CC was not only used for evaluating “Trusted Systems,” but also
for evaluating Commercial Off-the-Shelf (COTS) applications that consumers use. If
a COTS manufacturer wanted to be able to sell their product to clients who needed
a high level of assurance, the manufacturer would submit an application to have their
product Common Criteria certified. The certification process is a long one, usually
more than a year for any sufficiently complex system. Often, Common Criteria
Testing Laboratories (CCTL) get developer-level access to a great scope of platforms
and applications, so if you are interested in figuring out, at the lowest levels, how
some things work, and don’t mind signing a really hefty Non-Disclosure Agreement
(NDA), you might want to inquire at your nearest CCTL.

Since the advent of the CC, both the Orange Book and Red Book have been
superceded; however, this does not invalidate the solid work that went into these
publications. If, when starting the evaluation process for any system, you do not have
a firm grasp of the INFOSEC concepts for a particular task, such as writing a
Trusted Facilities Manual (TFM), read through a copy of the appropriate Rainbow
Series book. The exact methods used for providing a security service may have
changed, but the underlying concepts are the same.

WWW.Syngress.com
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Sell Your Skillz...

CC Validated Products - Your Name/Product Here

The CC has validated many different products, systems, and solutions. In
some cases, it is not just a single product that is validated, but also a com-
bination of products to provide a solution. A complete listing of these val-
idated solutions can be found at http://niap.nist.gov/cc-scheme/
vplivpl_type.html. This list can be deceiving, however, as a higher
Evaluation Assurance Level, or EAL, does not necessarily mean that one
product is more secure or better than another. It means that the vendor
or manufacturer has only submitted their product for validation with a
strict set of guidelines and configurations against specific Protection
Profiles (PP).

Employment Opportunities

Now that you have an introduction to INFOSEC, it is time to go deeper into the
field and look at the jobs within. You must first identify your motivations for pur-
suing this field.

There is some important information you need to consider when you look at
employment in the INFOSEC field. Going forward, keep your eyes open and do
not let anything pass without examination. Just like tickling that particular register to
gain a bit more data, the details really matter.

Asking Why?

One of the key things to understand about this field is that Security, no matter what
venue, is a process, not a solution. A firewall purchased and dropped into a network
without any forethought into configuration, placement, or exposure is not going to
give you any security. Of course, coming from a background where you spend
copious amounts of time with testing and subverting existing security controls, you
probably already know this. The same processes you used for hacking or modifying a
system will prove invaluable for increasing the security for a system. Moving for-
ward, there are some topics that should be discussed, as they are common to all jobs

within the field.
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Sell Your Skillz...

Hacking—Clear the Air

Some things need to be covered here, so that no one is mistaken about
this word's use. The term hacking will be used in this book to describe an
act of going beyond the intended use of something and making it do
things that were never intended or described for that device or artifact.
The people who engage in that act are “hackers.” The converse of that,
someone who takes the methods of a hacker and uses them unethically
or illegally, is a criminal, just as a locksmith who decides to break into
houses becomes a burglar. There is nothing illegal or improper about

hacking; it is the circumstances in which it occurs

The Good

No matter the type of employment, INFOSEC jobs require specific skills, and at the
current state, not many possess those skills. Based on this, INFOSEC jobs usually
command a higher starting pay and raises than other IT professions. Many positions
within IT are capable of being outsourced, and INFOSEC is not immune to this.
However, the move for IT outsourcing has created a large pool of entry-level posi-
tions within IT and INFOSEC provide are a perfect launching pad for a new career.
Previous experience with firewalls, incident response, coding, and access control
measures directly translate into marketable skills for these positions.

With the rapid growth of INFOSEC, the entire career field is still relatively
small. Many of the pioneers and heavyweights in the field are still working daily and
are very proactive about promoting the field. From this, it is easier to make your
mark in this field as there is a great need for new solutions to be presented, and
unique perspectives are always welcomed. If you have submitted work publicly, in
the manner of whitepapers or presentations, these are fantastic resume material.
Candidates that have taken it upon themselves to further their own development
always impress recruiters and hiring managers.

WWW.Syngress.com
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The Bad

There are some things that should be considered before getting wholeheartedly into
the business. It is not for people, who for whatever reasons can only work a strict
schedule, i.e. 9-5, Monday — Friday. Often, because of the nature of INFOSEC, situ-
ations will arise that require immediate and prolonged support. Anyone who has
ever worked as a Systems Administrator or Help Desk support will know this all too
well. Schedules will slip, timelines will be accelerated, and incidents will occur. Now
if you find yourself in a job where this is the norm, rather than the exception, then
something needs to be addressed, but regardless, there will be times when working
overtime, compensated or not, will be needed.

Many jobs within INFOSEC require more stringent hiring practices than other
jobs. Someone that will be trusted with securing a financial institution’s information
will go through a background check and be under constant scrutiny. This is the
nature of the field, and anyone with a criminal background, whatever the reason,
will definitely have a much harder time finding work here. If you have been publicly
accused or convicted of a computer or information-related crime, expect this to be a
Herculean stumbling block. If you plan to work in government, the background
checks will be thorough, and a security clearance may be needed. Many jobs will
require passing a drug test, and some require regular re-checks to be performed.

The Ugly

Some of you will be coming from an IT background of some sort; lots of IT folks
have made the transition to INFOSEC without too much pain and misery. There is
a corollary to this, however. Depending on the exact nature of your skills and how
you present them, you may end up looking at a pay cut or seniority drop when
moving to INFOSEC. This can be quite a shock to the system when you walk in
with many years of experience, and a junior or mid-level engineering position is
offered to you. A crucial thing to understand is that across the industry, IT jobs are
declining. Systems are becoming more efficient, more legacy systems are being
replaced with scalable and upgradeable components, and the heyday of the lone IT
guy/gal is dwindling. INFOSEC is definitely a growing field, and should you possess
the skills and motivation, it is a great place to go. However, do not be surprised by a
lower than expected offer if you put forth your IT skills without any security slant.
How to do that will be covered in later chapters.
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Defining the Jobs

Now that the principles have been discussed and the why has been covered, let’s get
down to the work itself. What kinds of jobs are out there within the INFOSEC
field? One view to take would be to say that no matter where the work exists, if
there is a need for data to be kept private, there is opportunity there for an
INFOSEC professional. Like other jobs, the two categories into which most work
falls are contractor and full-time, or in-house. No matter what industry the company
is involved with, they will likely have a mixture of contractor and full-time per-
sonnel. Many times the dedicated IT staff, especially for mid-sized companies, will
be full-time, with contractors brought in to perform specific tasks.

The Foundation

Full-time INFOSEC employees usually work in the operations area. They are the
ones who maintain firewalls, keep the network infrastructure secure, and work hand-
in-hand with the IT staff. For smaller organizations, the INFOSEC workers are often
one in the same with the IT staff. If you have an interest in more regular day-to-day
activities, this is a great area in which to work. Normally, operations jobs are stable
with few surprises. Usually full-time INFOSEC employees do not generate any rev-
enue for a company; their primary goal is to minimize losses. Because of that, some-
times budgets for training or outside learning may be slimmer compared to those of
contractors.

Hired Guns

Contractors are very much like mercenaries for the business world. They are used
whenever specific skills or experience is needed for time-critical tasks, or when the
cost of a job function may be too high to use dedicated personnel. Contractors or
consultants perform many jobs in the INFOSEC field. With the exception of the
recent IT operations outsourcing, most contractors do not work in operations.
Instead, they work on shorter tasks with clearly-defined goals. Contractors are by
nature profit-generating employees. They are expected to be knowledgeable about
specific fields and to keep up those skills. Consulting companies that work with con-
tractors are usually more flexible with training allowances and providing time to
keep skills current. However, they often expect more of a return from those
employees, such as speaking engagements and building new capabilities for their cus-
tomers. Although contractors are often contrasted with full-time employees, contrac-
tors usually work a standard 40-hour week.That designation simply means that they

WWW.SYNJress.com
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are not tasked in the classical sense.Your contract may be working alongside in-
house employees your entire career; it is just that you were brought there from an
outside agency, instead of being hired outright.

Engineers

Security Engineers are the workhorses of the INFOSEC field. They perform the
tasks that secure the data and can be found in all areas of the community. Engineers
work as full-time employees as well as on contracting engagements. Their skill sets
are diverse, but usually focused on a few particular disciplines, such as:

8  Firewalls
® Remote Access

®  Wireless

® Network
® Database
® Server

8 Workstation

®  Software, both creation and deployment

Engineers usually practice the more technical “hard skills,” as opposed to “soft
skills” such as analysis or documentation. That being said, the engineer that cannot pro-
vide support for the soft skills will usually not be able to transition well to higher posi-
tions or opportunities. As INFOSEC becomes more of a priority in organizations,
there is a huge need for technically savvy workers to be able to interface with the
higher levels of management. Engineers will usually spend between 70-90 percent of
their time on hard skills versus their soft skills.

Analysts

Analysts’ work is not easily defined. They are more soft-skill oriented and are usually
closer to management than operations, but they cannot be separated from the IT
engineering disciplines. Some analysts will have moved from engineering to analysis,
or added more capabilities to their skill set, such as log review and correlation, pro-
cess and procedure creation, or compliance and audit experience. With the recent
legislation such as the Sarbanes-Oxley Act of 2002 (SOX), the Gramm-Leach-Bliley
Act of 1999 (GLBA), Health Insurance Portability and Accountability Act (HIPAA)
of 1996, as well as the federal requirements such the Federal Information Security
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Management Act (FISMA), there has been a need for skilled analysts with engi-
neering and operational backgrounds to perform audits and compliance checks.
Audit analysts are usually found in the consulting realm, but for larger organizations
that have internal auditing capabilities, analysts can be found there as well. It is hard
to define how much time an analyst will spend on hard skills versus soft skills, as the
job requirements vary greatly. Knowledge of regulatory requirements, corporate
needs and requirements, as well as the core knowledge for the disciplines, are all
tools for an analyst.

Architects

The Security Architect position numbers much fewer than the engineers or the ana-
lysts. It could be said that the architect is a well-rounded compromise between the
two. A Security Architect is responsible for being current on both the technologies
needed, as well as any regulatory requirements. They are the people who are respon-
sible for designing an infrastructure or plan that accomplishes the goals, while being
mindful and proactive of the security concerns. While the engineer and analyst may
contribute to that design, it is the architect that puts the pieces together and is ulti-
mately responsible for the creation and implementation of the plan. For that reason,
the Security Architect is usually a management-level position. But for the hacker
who wants to be challenged technically and who has management and leadership
skills, then architect positions should be considered.

Who's Doing the Hiring?

When you look at full-time jobs, most industry hires for INFOSEC personnel, so
the differences between them are at the corporate level, and the work performed
does not differ much between companies. For example, the firewall administrator for
Microsoft does much of the same work as a firewall administrator for Oracle. Much
of the new hiring going on currently is for contract work, as many companies either
do not have INFOSEC fully budgeted, or their organizational structure cannot sup-
port full-time employees focused solely on security. Here are some of the companies
currently hiring INFOSEC candidates, including entry-level and skilled positions:

®  Booz Allen Hamilton, www.bah.com
®  General Dynamics, www.gd-ais.com/
® Lockheed Martin, www.lockheedmartin.com

®  Science Applications International Corporation (SAIC), www.saic.com

WWW.S5YNgress.com
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®  Computer Sciences Corporation, www.csc.com

® Ernst & Young, www.ey.com

s IBM Global Services, www.ibm.com/services/

Although these are some of the larger hiring companies, there are also many
opportunities to be found in smaller companies, as well as in the educational system.
Universities historically have had the reputation of having weak security. However,
many of them are being forced into taking a more proactive stance. Financial institu-
tions are also in the midst of hiring many more INFOSEC professionals than before.
The recent rise in phishing schemes has made banks consider additional precautions
for their services. One final note about this, if you have knowledge of several poten-
tial customers that need INFOSEC work done and can secure startup funding, there
are a number of opportunities to go into business for yourself. These small compa-
nies, such as Sentigy, www.sentigy.com, and Security Horizon, www.security-
horizon.com, have made great names for themselves and have the flexibility of
smaller companies to generate new work and fill niche markets that may be missed
by the larger corporations.

Another huge player is the government, both local and federal. Many people
argue that INFOSEC was created and founded by the federal government. Every
high-level federal agency, such as Department of Treasury, Department of Homeland
Security, and Department of Energy, now have mandates to consider INFOSEC as a
critical service they must provide for their data and services. Every year, they are
required to submit information about their INFOSEC capabilities; this will be dis-
cussed more in the next chapter. The Washington DC Metro area is a rapidly
growing area of hard core Information Security work and research. If you are inter-
ested in a move and an opportunity to challenge yourself, this is definitely a place to
look.The government hires both in-house and contract personnel to perform nearly
every task you can consider in INFOSEC. Check out www.usajobs.com, the website
of the Office of Personnel Management (OPM). OPM can be considered the federal
equivalent of Human Resources. Visit the websites for the large agencies as they will
sometimes offer their jobs directly. Also, most of the previously-mentioned large cor-
porations have many opportunities for employment with the federal government.

Bringing Together the Skills

For you to excel in any career, you need to have the right skills for the position.
These skills can be gained through training, previous job experience, or taking the
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time yourself to learn them. Going back to the CIA for INFOSEC, you need to be

able to demonstrate experience with providing Confidentiality, Integrity, and
Availability of data.

Confidentiality

When you mention confidentiality to IT people, most think of encryption, for both
data at-rest and data in-transit. However, as encryption and cryptography are entire
career fields on their own right, an expert’s knowledge is not needed. What you do
need is an understanding of how encryption and cryptography works so that when
you are asked to evaluate different encryption products offered, or how the current
solution is being implemented, you will be able to offer advice.

Along with encrypting the data, keeping the unauthorized user from gaining
access is critical. The use of Access Control Lists (ACLs) in multiple formats is a cru-
cial skill to demonstrate, whether it is done with the use of file system protections,
network access restriction, or application-level locks. Many controls used for
INFOSEC rely on these protections, either through the use of Mandatory Access
Controls (MAC) or Discretionary Access Controls (DAC). An example of DAC is
the use of ownership in a file system. Only the owner, or the owner’s designates, can
access the data. However, once you introduce a super-user into the system, they can
modify and access the same data. Introducing MAC, you remove the super-user
access from the data. Well known MAC providers are SELinux, grsecurity, Linux
patches, as well as operating systems such as Solaris running in Trusted Mode.
Regardless of the implementation, the ability to manage and design access controls
to resources is a skill needed by anyone working in INFOSEC.

Integrity

Simply put, if you cannot guarantee the integrity of the data, you cannot trust the
data, or provide any other assurance that the information is correct. For information
that is stored, usage of file integrity checking has become mainstream. Using hashes
like md5 are commonplace now to ensure the integrity of the file. Since there have
been recent findings into the ability to create collisions for md5, sha-0, and sha-1,
there will likely be a new standard for providing this type of information. There are
also automated solutions for stored file integrity, like Tripwire (www.tripwire.comy).
For data in-transit, you can use Public Key Infrastructure (PKI), in it’s various forms
for providing assurance that data has not been changed. Although these are just a
sampling of the field, again, you must be familiar enough with the principles behind
providing data integrity to succeed in this career.

WWW.SYNJress. com
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Availability

With the advent of Denial of Service (DoS) attacks and the rise of the Internet
Relay Chat (IRC) Botnets, availability has recently become a much more hot topic
than in years previous. Not only do you have to worry about environmental and
physical issues, such as power outages, fire, and weather damage to systems, but also
the possibility of being targeted and extorted to prevent having 10,000 trojaned
machines sending many hundreds of megabits of traffic at your servers. Most hackers
know about preventing the basic DoS attacks and being able to provide a capability
for defense against more complex attacks. However, unless you have previous data
center experience, you may be surprised when asked how the wall construction used
in the building has an impact on the availability of the systems. Physical properties
such as firewalls (in the building sense), sprinkler system (water or gaseous), and
power outage prevention are critical to ensuring availability of systems.

Soft Skills

If there is any challenge to a hacker when it comes to securing a professional posi-
tion, it is mastery of the soft skills. Although Social Engineering is a valuable skill
when trying to determine some piece of information, the practitioner is not likely
equipped to keep up that task for months and years on end. Knowing how to
understand and communicate with your management, as well as non-technically
skilled brethren, is critical.

This 1s Bob’s Meeting. ..

One thing that may surprise you is the number of meetings that are scheduled for the
average corporate worker. Many employees spend 3-5 hours a week in meetings.
When you move up to management, expect that to grow to 10 or more. Until the
advent of mass adoption of group-ware and use of virtual environments becomes
common, teams and groups will meet either in person or using telephone or video-
conferences. When you find yourself in that situation, just sit back and listen. Just like
when you are trying to bypass an intrusion detection system (IDS}, say as little as pos-
sible to convey your meaning. Everyone in the meeting will be impressed by your
brevity and ability to condense information. Some people will try to use the meeting
as their personal “soapbox” for their own issues, regardless if they have any relevance
on the meeting topic. Avoid this at all costs. Finally, if you are included in large tele-
phone conferences, make sure you mute the phone while you are not talking. No one
wants to hear your furious typing or the chatter from your fellow employees.
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Anyone who has spent a significant amount of time on a challenging task will
appreciate the need for good documentation, especially when that task will be
repeated at some point in the future. Documentation is probably the least favorite
thing, behind meetings, for the newly initiated hacker in professional life. Picking up
a book on technical writing, or using some web-based guides will greatly improve
the quality of your writing. This will also cut down on the amount of time you need
to finish the documentation, especially when you have required peer review sessions.
The flip-side of this is that you also need to be able to read these formal documents
and cut through the stock material to get to the meat of the document. Formal
plans, such as security plans, incident response documents, and contingency plans are
supposed to have a lot of critical information. However, they are also formal docu-
ments that need to be readable by management and executives.

Advanced Skills

In order to excel in the INFOSEC field, it is good to be able to demonstrate and
convey advanced skills and techniques that set you apart from other candidates. If
you have spent a large amount of time doing network and application-based pene-
tration testing, be glad, as that is a highly sought after skill. That directly ties into
performing vulnerability assessments, both external and internal. If you have experi-
ence in testing system and application software at the code level for discovering new
vulnerabilities and writing exploit code, you will be in demand for customers
needing code review and analysis. If you were early on the wireless LAN scene and
can map a network down to the last printer, with only a laptop and a 5dBi omni,
you should inform people of that. The rush of businesses to increase the productivity
of their workforce by using 802.11 is amazing. More companies today are doing
proper site surveys and scans for rogue access points before deployments and after
initial setup. There has been a lucrative market for automated software for that as
well, from companies like Air Defense and Air Magnet.

So Where Do | Match Up?

The following table lists the three job types, along with a selection of skills that will
work throughout those jobs. The familiarity with the skills will be rated from 1-5, 1
being least familiar, 5 being expert.
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Table 1.1 Skill Set Table

Current and
Regulatory Upcoming

Job Type Hard Skills Soft Skills Knowledge Environments
Security Engineer 4 2 2 3
Security Analyst 3 4 3 3
Security Architect 4 5 5 5

Checklist

M Do you understand what INFOSEC is and how it has evolved?

M Can you elaborate on the three foundations of INFOSEC and how
they interact?

What kind of skills are needed for success in this field?
What types of jobs are available currently?
What kind of job matches your particular skillset?

N B A R

Do you have any advanced skills that you should promote in your
resume or interview?
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Summary

Taking Information Security as a process from the 1970s and using it to create modern
implementations requires a skilled professional with an understanding of the past and a
foresight to the future. The processes from the past for INFOSEC have been updated,
but the fundamental concepts are the same.

Applying the principles of Confidentiality, Integrity, and Availability require basic
skills that are common to hackers. Combining those principles and skills helps define
the type of position an INFOSEC candidate desires. The positions most common to
INFOSEC are engineers, analysts, and architects, each with their own set of strengths
and goals. _

Both government and private sectors have opportunities for in-house as well as ' ‘
contractor work. Contractors and in-house workers share some commonalities, but
the funding and types of work can differ greatly. There are INFOSEC opportunities
in government, large organizations and small companies. There is also a place for the
enterprising entrepreneur.

However, it takes both hard and soft skills working together to excel in the
INFOSEC world.

Solutions Fast Track

Understanding INFOSEC

Initially, INFOSEC began as a result of practical security testing that started
the Rainbow Series of manuals.

The NIST CSRC modernized the Rainbow Series, translating them into
current implementations of the basic processes. Those processes are still
valid and used today.

Employment Opportunities

The common skills that hackers share can be directly related to modern
INFOSEC needs.

M The INFOSEC job market is not the best for those with serious time
constraints, or, any type of criminal background.

M Because of the lack of skilled workers, the job market has a number of
advantages, including higher pay, a smaller community giving you greater 5
room for advancement as well as the ability to leave your mark. i F
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Defining the Jobs

1|

Full-time or in-house workers usually perform operations duties, and their
schedule disruptions are less. Budgeting for outside activities is usually less.

Contractors and consultants are expected to be specialists in multiple fields.
Their jobs change more often, and training and speaking opportunities are
usuaily greater.

Engineers are the primary workforce in INFOSEC; they are the ones who
work with the tech and the processes on a daily basis.

Analysts work at a high abstraction level. They should know enough about
the technology to assist the engineers, but also have the ability to manage
the requirements and the majority of the soft skills needs.

Architects are a combination of a highly-skilled engineer and analyst. Their
work is at a much higher level, but they are expected to be extremely
familiar with both aspects of the job.

Although currently, many large corporations and government entities are
looking for INFOSEC professionals, small companies and educational
institutions are beginning to hire for more positions. And, entrepreneurs are
also getting into the business.

Bringing Together the Skills

=

=

Ensuring confidentiality involves protecting the data from disclosure while
stored or in-transit.

Integrity means that the data cannot be corrupted or modified by
unauthorized personnel without detection.

Ensuring availability requires not just technological know-how;, but also
physical construction and environment protections.

Soft skills are critical to managing the work environment and moving up in
the job.

Advanced skills, like penetration testing and code review, are excellent ways
to set the candidate apart. Any expert specialty should be put forward so
that the employer knows about it.
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Links to Sites
= www.sei.cnu.edu/str/descriptions/intrusion_body.html History of
IDS and INFOSEC

http://csrc.nist.gov/publications/history/ NIST Links to some
excellent historical INFOSEC papers

www.fas.org/irp/nsa/rainbow.htm Overview and listing of all the
Rainbow Series

http://csrc.nist.gov/publications/nistpubs/index.html NIST
CSRC Publications, Special Publications and Drafis

http://niap.nist.gov/cc-scheme/vpl/vpl_type.html Listing of NIST 1
CC Validated solutions including EAL rating

www.bah.com Booz Allen Hamilton, INFOSEC Employer

. www.gd.com General Dynamics, INFOSEC Employer
www.lockheedmartin.com Lockheed Martin, INFOSEC Employer
=  www.saic.com SAIC, INFOSEC Employer

®  www.csc.com Computer Sciences Corporation (CSC), INFOSEC
Employer

= www.ey.com Ernst & Young, INFOSEC Employer

=  www.ibm.com/services/ IBM Global Services, INFOSEC Employer
®  www.sentigy.com Sentigy, INFOSEC Employer

®  www.securityhorizon.com Security Horizon, INFOSEC Employer

=  www.usajobs.com U.S. Office of Personnel Management, jobs site for
Federal Government.

m  www.tripwire.com File-system integrity checking software.

Mailing Lists

®  http://securityfocus.com/archive/77 SecurityFocus Security Jobs
Mailing List

®  www.isc2.org/cgi/jobs.cgi?displaycategory=1176 ISC2 Job Search
Site
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= http://groups.yahoo.com/group/CISSPjobsforum/ Yahoo! Groups
CISSP Job Search Forum, requires proof of CISSP

= www.issa.org/careers/careers.html Information Systems Security
Association Job Search Site

®  http://nao.spc.org/secjobs/ London Security Jobs

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
. have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form. You will
also gain access to thousands of other FAQs at ITFAQnet.com.

Q: Why do you capitalize INFOSEC in all caps, why not InfoSec or IS?

. A Federal agencies abbreviate it like that. IS is the usually abbreviation, or acronym,
for Information System, especially in government.

Q: I'm just starting out i [hx_k.ihg, but I think I might be able to go for an entry-

level position. Do [ n@ggd to wait, g\ should I try now?

A: If you have the basic.#hills, espe i
now. If you find that all the emgpl
entry-level IT job, not INFO¥

¥ the ablhry to troubleshoot, you should try

A Further chapters will describe how to make that useabyin a resume. Also make
sure you have personal (good) or professional (better) references that can attest to

that.

Q: I have never been convicted or even arrested for a computer crime, but I have
had my name tossed around for doing DoS attacks against people. Will that keep
me from getting an INFOSEC job?

A: More than likely, yes. Employers are using background checks more every day, and
any private investigator can punch in your name or try to find your nick/handle
and see what Google has to say. If you have done this, be prepared to answer tough

questions about it at the interview stage, if it gets that far.
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I just want to get a job as a Security Engineer; do I really need all those soft
skills?

Yes, you will spend a lot of time in meetings and discussion, and the engineer
that can not talk with the manager about the latest requirements change, or why
they should do things one way instead of another will not move up the ranks. If
you ever want to convince someone that your opinion is better about the work,
you have to be able to communicate effectively.

+ That Security Architect job looks pretty nice, what’s the fastest way to get there?
: Read, implement, read. You need be very familiar, in other words, installed,

implemented, designed,with the tech that will be involved in your chosen pro-
ject or task.You must also be an expert on all the requirements that your com-
pany or government entity has for a project of that type, such as Privacy Act
data, eCommerce, and so on. Most INFOSEC workers need at least 10 to12
years of professional security experience to be considered for the Architect role.

25
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Introduction

In this chapter, we discuss specific differences between in-house and contract
employees, along with how federal work differs from the private sector. Different
skill sets and background information are discussed and contrasted, and the impor-
tance of the Federal Information Security Management Act (FISMA) is explained.
For contractors, the size of the contracting company is analyzed and comparisons
created.

Intelligence gathering must be performed in order to make informed decisions
about which companies to pursue. Finding out about company history, hiring, and
layoff trends, as well as awards received and/or negative publicity are important to
creating an informed picture of the company. The acquisition and divestiture trends
of a larger company are also important in determining business growth.

Personal contact with employees and human resource personnel of the target
company is very important. Attending job fairs, internships, and outreach activities
make human resource personnel aware of your interest, as well as your desire to gain
a position. Performing research into the company’s activities and affairs puts you in a
better position to make career decisions. This research also pays big dividends with
the interviewers themselves and hiring personnel down the road.

How to behave and present yourself when making important contacts is also
covered. Becoming knowledgeable and comfortable with topics common to the
desired job is important to convincing personnel that you are the right person for
the job. Areas of concern in contractual work are also discussed.

Narrowing Your Choices

Okay, you have studied all of your different options for work and have decided on
what you think you want to do. Now you need to be able to take your defined skill
sets and decide a few choice areas where you want to be. Although you do not have
the job yet, you need to be able to see yourself 3 to 5 years in the future and what
you would like to be doing. The first big choice is whether to pursue an in-house
position or try your luck as a contractor or consultant.

In-House

With the explosion in need of INFOSEC, there are opportunities in almost every
sector or industry that may interest you. If you have worked in the oil and gas

industry for years and love the environment, set your sights on a job there. Play to
your strengths and advanced skills. If your specialty is wireless, look for a company
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that may have multiple work locations, some in remote areas, where wireless con-
nectivity is more important than in a traditional office environment. Voice over IP
(VoIP) is another technology many companies are embracing to cut costs between
geographically-diverse offices. If you have experience setting up and securing an
Asterisk server, put those together.

Here you will find your targeted skill engineering jobs — it’s a great place to go
if you are just making the transition from straight IT into INFOSEC. Take your skills
with being a DBA and go for a security engineer’s job where you will analyze user
rights for usage of least privilege (only the minimum rights allowed for the task},
inherited rights and permissions, known insecure methods and invocations (like the
gratuitous use of xp_cmdshell in MS SQL Server}. Jobs like these are more stable,
and your job from day to day will likely not change much.You shouldn’t get too
many surprises, and it gives you the chance to really focus on your passion. Every
IT-focused task needs to have an INFOSEC counterpart that understands the secu-
rity implications of that task; remember this is not a solution, but a process.

Systems administration is a discipline that has been around as long as there have
been computers. With the proliferation of interconnected systems, not only does the
need for classical sysadmin duties arise, such as making sure resources are available in
a timely manner, but so does the need for ensuring the security of those resources.
Sysadmins should be security conscious already, so the leap into INFOSEC for this
job is not great. Make sure that user rights are appropriate for file servers, mail
servers, web servers, and other shared resources. You need to know what the baseline
services are for each properly setup server, so that any deviance from that will be
noted and researched.

If you come from a network engineering background, be aware that many of the
devices you are used to working with don'’t have the best track record for security.
Many devices don’t communicate over secure applications; most use telnet, ftp, and
SNMP v1 for remote access. Understand that since these are usually perimeter
devices along with the LAN infrastructure, a compromise of either one seriously
degrades the INFOSEC posture of the network.Take the time to research devices
you currently use, and figure out how to secure access to them and their configura-
tions. Network security is often overlooked at the infrastructure level versus the
perimeter security of firewalls and remote access devices such as VPNs.

When you look at a typical network, either enterprise or personal, desktop man-
agement may take a lower importance than the server and network resources.
Anyone that has done any penetration testing or security assessment can tell you that
if you can compromise the workstations at the end-user level, you can greatly
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increase any exposure in the entire network. Patch management, user rights assign-
ment, and making sure that desktop security roles such as local administration are
properly locked down, go a long way to ensuring the security of the environment.
As far as the work environment for an in-house INFOSEC job, it varies little
from other in-house jobs in stability. Assuming the company is viable and hasn’t had
any serious incidents, the job can be considered stable. Unless you work in sup-
porting multiple locations or remote sites, your travel will be light. If normality and
small changes are what you crave, then definitely look towards an in-house position.
If you decide to go towards the government route, use the same thought pro-
cesses, and go for an agency that best fits your interests and skill sets. Federal govern-
ment agencies are required to submit yearly reports for the Federal Information
Security Management Act (FISMA) where they are graded on an A to F scale on
INFOSEC abilities. You can find a copy of the 2004 scorecard shown in Figure 2.1
below, at http://reform.house.gov/UploadedFiles/2004
%20Computer%20Security%20R eport%20card%202%20years.pdf.

Figure 2.1 FISMA Scorecard for 2003 - 2004

FEDERAL COMPUTER SECURITY REPORT CARD February 16, 2005
GOVERNMENTWIDE GRADE 2004: D+

2004 | 2003 2004 | 2003
AGENCY FOR INTERNATIONAL
DEVELOPMENT* A+ | C- IDEPARTMENT OF STATE D+ | F
DEPARTMENT OF .
TRANSPORTATION A- | D+ |DEPARTMENT OF TREASURY D+ | D
NUCLEAR REGULATORY -
COMMISSION B+ | A |DEPARTMENT OF DEFENSE D D
SOCIAL SECURITY B |Bs+ NATIONAL AERONAUTICS AND p- | D-
ADMINISTRATION SPACE ADMINISTRATION
ENVIRONMENTAL PROTECTION B | C SMALL BUSINESS D c-
AGENCY — |ADMINSTRATION =
DEPARTMENT OF LABOR B- | B |DEPARTMENT OF COMMERCE F C-
DEPARTMENT OF JUSTICE B- | F gﬁzzlgglf,ENT PE Nt F c
GENERAL SERVICES
ADMINISTRATION C+ | D |DEPARTMENT OF AGRICULTURE F F

DEPARTMENT OF HEALTH AND
NATIONAL SCIENCE FOUNDATION | C+ | A- HUMAN SERVICES F F
DEPARTMENT OF THE INTERIOR C+ | F |DEPARTMENT OF ENERGY F F
HOUSING AND URBAN

DEPARTMENT OF EDUCATION Cc |C+ DEVELOPMENT F F
OFFICE OF PERSONNEL c- | D- DEPARTMENT OF HOMELAND F F
MANAGEMENT SECURITY

* - Inspector General did not submit an independent evaluation of the agency's security management program
as required by the Federal Information Security Management Act of 2002
** « No independent evaluation from the Inspector General was submitted in 2003

Prepared by the Reform ( chaired by Tom Cavis, based on reports requised by the Faderal Security Acl of 2002.
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By looking at this, it is fairly clear which agencies have been working on
improving their INFOSEC capabilities and which ones have not. If you are looking
for a place where you might be able to provide some positive influence into a newer
program, look at the lower scores. If you are more interested in more defined leader-
ship and a consistent vision, try the agencies with the higher scores. Please note that
these are cumulative scores for an entire agency, which might house several different
departments. It may be that Department 1 scored an A+ where Department 2 scored
an F to create the C score for the entire agency.

Sell Your Skillz...

What is FISMA and Why Should | Care?

When FISMA was enacted in 2002, it was a clear signal to the Federal
Government that Information Security was to be taken seriously. It
required several things to happen for each agency and provided a frame-
work for that agency to be judged against the requirements and guide-
lines set forward by the NIST. The full copy of FISMA can be found at
http://csrc.nist.gov/policies/FISMA-final.pdf. FISMA replaced the
Government Information Security Reform (GISRA), which was part of the
2001 National Defense Act that required agency-wide risk-based INFOSEC
programs, but did not have mandatory INFOSEC standards.

Basically, FISMA requires each agency to have their information sys-
tems audited every year and checked against the NIST requirements. The
agency then submits proof of these audits and checks, which is then com-
pared with the Report Grading Element, found at
http://reform.house.gov/UploadedFiles/2004%20FISMA%20Report%20Gr
ading%20Element.pdf. Often the success or failure of an Chief
Information Officer (CIO) is weighed heavily against his agency's FISMA
score.

Being knowledgeable about FISMA is a huge plus when you want to work for a
federal agency. Budgets are often tied to FISMA scores, and being able to support
the types of activities that FISMA rates is a big goal when doing INFOSEC for the
government. You may also be able to find more detailed information about each
department’s individual FISMA scores from the agency’s web site.
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Contractor

When you make the decision to go to work for a consulting-based company, or as a
contractor, you should also choose the kind of organization with which you feel
most comfortable. One of the harsh realities of contractor work is that if your con-
tracts go away and your company cannot find other work for you, you are likely out
of a job very quickly.

With the big companies (over 5,000 employees}), you will likely have more sta-
bility and feel more secure in your position. Larger companies will have more open
contracts at any one time and finding *“coverage” is not as much of a challenge, as
long as your skills are useable. Also, the primary growth method of large companies
is acquiring other companies and their contracts.

Medium-sized companies (500 to 5,000 employees), may not offer as much sta-
bility as the larger companies, but they are better poised to offer newer business ser-
vices on a faster timetable. A medium-sized company can usually provide quicker
access to resources to develop a new service, like software code review or database
security testing. Medium-sized companies will likely not spend as much money on
acquisitions, but rather, invest in research and development for new technologies for
additional business offerings.

Small companies (fewer than 500 employees), are all about speed and maneuver-
ability. They may not have the huge cash reserves or large contract portfolio of the
larger entities, but they can adapt much easier to changing trends. As a resul, the risk
is significantly higher when you work for one of these companies, but the potential
for reward is also higher. These companies usually are willing to invest some time—
and money—into radical approaches if the potential is there for a new business
opportunity.

Institutions of higher education are probably the most stable places to work, along
with government jobs. As long as the budget does not dramatically change, you will
likely be able to start and retire there. The benefits offered are usually better than some
of the smaller and medium-sized companies, as well. One issue with educational insti-
tutions is that they are much slower to adapt to new trends, as a whole. As always, there
are exceptions, some universities have started sharing more information about control-
ling disruptive technologies, such as Peer-to-peer (P2P) and IRC Bot nets.

As a contractor, your work is defined by the contract itself. There are differences
between the way commercial organizations and government departments work, so
their contracts have different information. There are many facets of contracts, and
trust me, unless you have a burning desire to become a contracting officer, you don'’t
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want to know too much about them. One big difference between commercial and
government contracts is the “limitation of liability,” where you define how much the
contractor’s company has to pay to the client if things go wrong. You will find this in
commercial contracts but not in government contracts. Any government contract
can be voided by the government, and all money paid to the contractor refunded to
the government. The main point of this is, violating contract terms is serious, so
make sure what you do is totally in line with the contract terms.

The language may be different, but most contracts have what is called a
“Statement of Work,” or SOW. The SOW outlines the specific tasks a contractor is to
perform for the client under the “Period of Performance.” When the task is com-
plete, the tasks from the SOW is what your work will be evaluated against. Make
sure when you go through your tasks, they match up against the SOW.

The kind of contract is important, as well; there are Firm-Fixed Price (FFP)
contracts and Time and Materials (T&M) contracts. FFP is just what it sounds like.
During contract negotiation, a price is agreed upon by both sides and fixed into the
contract. This can be a problem if the INFOSEC workers doing the job are not rep-
resented well in the contracting phase. You might end up with a contract requiring
you to build a firewall and secure 10,000 nodes, but only giving you 60 hours to
complete the task. Also, FFP contracts have the “overhead” or money for costs such
as office supplies, travel, and so on, specified up front, so those costs have the poten-
tial to cause problems, as well. FFP contracts are avoided as much as possible by con-
tracting companies. You will find more FFP contracts for short-term contracts,
anywhere from a few weeks to a year. T&M contracts are usually used for long-term
contracts that run over a year in length. T&M contracts allow you to have flexibility
in the time required to complete the tasks for the SOW. Just about every high-dollar
value government contract is T&M based. Most contractors prefer to work on a
T&M contract because if a task runs long, you will get paid for it, where you might
not with a FFP contract that runs long.

When you are working on a contract, is it possible that your company is not the
only one on the contract. In fact, on large contracts, it is likely that it are not. It is
common practice for one company to have a contract, but not have the resources to
complete all tasks for that contract. In that case, there will be a prime contractor, the
one who actually wins the contract, and multiple sub-contractors, the companies
that do the tasks the prime contractor is not equipped to do.

In contract work, you find some of the more specialized INFOSEC disciplines.
While you still have the IT to INFOSEC-focused jobs, such as the network security
engineer and system security engineer, there are also jobs such as INFOSEC business
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analyst and penetration tester. These specialized jobs require a broad knowledge of
different IT disciplines with very developed knowledge of INFOSEC and testing
procedures. Coming from a hacker background, you should have the experience
from doing ground-level work on securing and bypassing these disciplines; use it to
your advantage, and seek out jobs like this that play to your strengths.

As far as work environment, there are no certainties. You may be working solely
on the customer’s location, adhering to their policies, or you could be out at a con-
tractor’s office. You may be considered an expert in the field, or you may be treated
as a second-class employee because you are not in-house. Stability in contract work
may be more risky, and there is a higher possibility that you may be out of work if
the contracts for which you are qualified become hard to find; however, you also get
move of a chance to move around to different jobs and work with different tech-
nologies than if you worked at the same location for 10 years.

Digging for Information

Now that the targets have been identified, it is time to start working towards the
new job you have always wanted. Like any successful hack, you have to know what
you are looking for and the best place to find it. Company or institutional sites
themselves often have tons of information that you can use to plan your approach to
getting the job. News sites, from the global to the local, depending on the size of
your target companies, are excellent places to start, as well.

Company History

The first thing you need to explore is if your target is actually hiring. Although the
Careers or Employment section of that company’s site is a great starting point, you
should also check to see if there have been any events in recent history where that
company went through a hiring frenzy or a period of layofis. If they have positions for
30 INFOSEC engineers, but recently fired 100, you might want to look somewhere
else. Figure 2.2 shows helpful information for using a Google search to find a job.
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Figure 2.2 Google Search for Hiring and Layoff Information
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From this example you can see that although the Careers page at EDS does
show up, it also shows that EDS has also gone through a recent layoff cycle of at
least 2,000 jobs. I crafted this Google query using the OR operator, represented by
the pipe symbol ( | ).This is a basic example of an information search. For more
advanced searches, we will use examples and information from Johnny Long’s excel-
lent book, “Google Hacking For Penetration Testers.” Information like this is crucial
for deciding which companies you want to move forward with.

Companies are often involved in the business of buying and selling other com-
panies to gain additional expertise and/or contracts. Acquisitions and divestitures are
common for larger companies. A smaller company recently acquired might be
looking to replace or supplement existing staff. If you are interested in a particular
company, check the state of the company’s business growth. All of this information
will be useful when building your resume and tailoring it for the company, as well as
providing great “small talk” for interviews. The example in Figure 2.3 shows how to
search for acquisitions and divestitutes.
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Figure 2.3 Google Search for Acquisitions and Divestitures
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In this search, we look for information about Computer Sciences Corporation’s
(CSC) business activities buying or selling other companies. In the first six hits, we
see references about three acquisitions and one divestiture, the divestiture being a
company listed in the second hit, DynCorp. What we can learn from this is that
CSC is actively participating in the business growth process and is likely to need
more workers for new work gained from these acquisitions. Be wary, however, of a
company that seems to do nothing but buy and sell smaller companies. They may
not have a great strength in winning new work; their only work may be by what
they can buy from smaller companies.

Good Results

A company that does well will often garner awards and recognition for their work. It
is always a good idea to look and see if the company you are researching has
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received any of these awards. There are some yearly awards that companies will often
target, such as Forbes Magazine’s “100 Best Companies to Work For.” Access to the
list requires a Forbes subscription, but they do allow you to search for free. If you
receive a hit for your target company, you can follow up with another search for val-
idation. Often CNN.com or money.cnn.com offer basic lists of these companies free,
without registering. If you do a Google search for the “100 best places to work,” you
should be able to find the list for the last few years.

You can bet that if a company wins one of these awards, they will provide a link
to that fact on their site. Make sure you do a detailed search of the Web site of your
target for recognition. Many companies offer a Public Relations (PR} site that
should summarize this information, or at least give you contact information to their
PR people with whom you can follow up for more information. Again, information
like this is great to use to customize your later efforts for a specific company.

Whether you are looking at a contracting job or in-house, new business coming
in is crucial for a company’s success. Has your target company has won new work
recently? Many times a new win will directly correlate with hiring, especially in the
contractor space. Since contracting and consulting companies often minimize over-
head costs, they usually will not hire for potential work until the work is approved
or granted.

Bad Results

Along with the desired qualities of your company, awards and recognition and new
contracts, there are also times when companies get in trouble. As you are no doubt
aware, anytime something bad happens in INFOSEC, there will be media there to
convey the information. If a company is hit with items such as negative court deci-
sions, governmental investigations into misconduct, or even grassroots protesting
events, it can decrease the number of contracts or business awarded. In some cases, it
may even result in layoffs or pay cuts.

For your desired company, make sure you check out the different news outlets,
enforcement agencies, and international media outlets if your company does business
out of the country. Being armed with information such as this will help you prepare
for any “gotcha” questions later in the interview process. For example, if company
XYZ was publicly chastised for a network intrusion that exposed the sensitive per-
sonal information of employees or clients, and you have experience in securing sen-
sitive data on publicly-available systems, that is definitely something you should
emphasize in your hiring process.
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Seemingly “bad” things can have a positive affect on INFOSEC hiring. A com-
pany that has just gone through a high-profile compromise may bring on workers
for a new approach to their security posture. A smaller company that might have had
some problems and that had never understood the financial benefit in having
INFOSEC might also decide to create a new capability and look for new personnel.

Researching for Rewards

Networking is an important aspect in finding that coveted INFOSEC job.You may
feel that it is more important to know the field than to know who is in the field,
and to a large extent, you are correct. However, it is much easier if you can leverage
a personal contact when looking for employment. Many companies now require
two to five references to be supplied when you apply for a job, and they will check
them, especially when you are looking for security work.

You can hack away at a local target all day long and be very satisfied with the
results, as well as make progress. Once you have learned all you can at that level, you
need to start seeing how other remote resources affect your work. The same is true
for job searching; you can base all your work on your own experience and knowl-
edge, but take advantage, where you can, by making personal contact with those
already working where you want to be.They are a source of information about a
multitude of topics, including corporate culture, technical requirements, and contract
information, as well as the all important, “How do you like your job?” Given this,
you need to know some places where you can interact with these people in a
relaxed setting to gain this valuable intelligence.

In the Front Door

Companies are interested in prospective employees who will take the time to search
them out, rather than wait for a technical recruiter to track them down. Human
Resource departments often host functions allowing job hunters to interact directly
with those working in different areas of their company. Such functions are designed
to give you access to these people in a professional setting and give you the chance
to ask whatever you want.

Job Fairs

Whether they are hosted by your target company or by another organization, you
should use job fairs to the fullest. They are free, usually common to larger cities, and
draw lots of different companies. Do not go into a job fair thinking that you will be
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walking out of there with a job, however. Companies will often perform “resume
harvesting,” where they simply collect your resume in exchange for a pen or bag of
marketing information. This is especially true in the larger fairs where 50-plus com-
panies may be in attendance. Instead of using this opportunity solely to spread your
resumes out, which you should still do, gain some person-to-person time with the
recruiters and, hopefully, some of their INFOSEC employees.

Be direct with the personnel, and ask them questions such as, “Exactly what type
of employees are you currently seeking?” “What types of skills are you requiring, and
what skills would you prefer?” “Where will the work be located?” Something I have
occasionally encountered are companies who attend job fairs with no jobs to offer.
This is because some job fairs won’t ask companies to come back who do not buy a
booth at every event. Therefore, in order for them to be able to represent their com-
panies when they do need candidates, they attend and get resumes without any jobs to
offer. Note that this is not an every time occurrence; most companies go to job fairs to
find new candidates for jobs. Ask them if they are actually looking for new employees.

If you have several opportunities to choose from, try the ones hosted by the
target company first, or try “Platinum | Gold | Silver” level sponsor. Also note that
some companies have so many openings that they may offer multiple job fairs for
different types of work. If you want to get more information about the cultural
aspect of the company, attend those fairs to see if you can glean anything from the
recruiters and attendees. Don'’t limit yourself to strictly “tech” companies. At a2 mul-
tiple-industry job fair, ask a bank, grocery store, or chemical company about their IT
department. The representative of the company may not be in charge of hiring for
the IT department, but they may be able to put you in contact with the person who
is. Job fairs also provide a great way to “practice” your interviewing skills and to get
an idea of the types of questions that will be asked if you get an official interview.
Use job fairs as R & D experience.

The Job Fair is the first place for you to sell yourself to a prospective company.
You have a chance to talk with representatives in an open manner and ask questions
that you may not want to ask in a more formal setting. You can make a good
impression by asking targeted questions about a company’s particular need for
INFOSEC, as well as give the impression that your skills will work towards their
particular need. Making that first impression is critical, so make sure you present
yourself in the most positive manner when you engage your prospective company at
a job fair.
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Internships

Internships are often the career path for those coming directly out of an educational
track without much real-world experience. This is an excellent way to get knowl-
edge about the company’s operations and day-to-day affairs without being tied into
them for a career. Although some internships do not pay, or do not pay well, they
offer the advantage of making contacts in that company, and frequently lead to offers
of employment.

It can be tough to get that first “real world” experience in INFOSEC, especially
if you are still in school or don’t have much other marketable experience. If you
have the opportunity to qualify for some internships, you should try them out. Don't
think that an internship forces you to work for that company; you may find out that
the company you choose may not be the best place for you because of the intern-
ship. It is much better to find that out early, before you commit to work at place
where you won’t be happy. Even if you don’t choose to go with that company for
full-employment, you can still use that information on your resume. Many intern-
ships take place during summer breaks, especially those that have a multi-stage
internship process. Some companies will have a first-level internship over a month
during the summer, then pick their candidates to work the latter summer months, or
even during a semester that you take away from your studies. Those often pay better,
as you have to make up those hours you cannot take during that semester.

Outreach and Training Programs

Some companies practice outreach to the community by offering programs free of
charge, or at a reduced rate, for topics like certification, personal skill development,
or marketing. Seek out these programs as they are often taught or lead by skilled
staffers volunteering their time for the company. This is 2 win/win situation. You
gain personal contacts with the company; you learn something new, and you per-
ceived as someone who takes personal time to better their skills and knowledge.

Look on the company’s PR page or through press releases and you may find
information about how a company sponsors a class or gives training for a particular
topic, For example, Sentigy offers free-of-cost Certified Information Systems
Security Professional (CISSP) training classes, taught by their employees. Other com-
panies participate in similar programs to give their existing employees practice in
presenting and teaching, while giving back to the community. If you have a partic-
ular topic that you want to get more information on, do some searches and see if
your target company does anything like this.
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Making Contact

Now that you have identified desirable options, it’s time to gather more information
about the company, as well as any functions you might attend to make personal con-
tacts. It is time to move in and engage the target. When going through the initial
meetings with the company, such as in job fairs or meetings, always present a good
attitude. Read up on casual information about the company so that you are literate
about their concerns in conversations. Be mindful of any constraints that they may
require you to work under.

Improvise, Adapt, and Overcome

There are two keys to putting forth a good impression with HR personnel and
company contacts. Blend in enough to not set off any alarms, but not so well that
you are just another face in the crowd, and be flexible. You want to be able to pre-
sent yourself as someone who can fit in with their company’s culture without get-
ting lost in the crowd. Also, flexibility is important, as sometimes a topic may come
up that you haven'’t considered. Instead of reacting in surprise, take it in stride, and
give some thought to it later, if it is an issue that will affect your decision.

Appearance and behavior will be discussed in later chapters, but to be brief,
don’t alarm anyone with your presence or activity. If you hope to sow anarchy and
chaos wherever you go, professional INFOSEC is not the field for you, so save your-
self some time now and look elsewhere. That being said, this is not “selling out.” It is
simply presenting yourself to prospective employers in the manner to which they are
most accustomed. If you had wanted to never make waves and accepted anything
presented to you, you would not be where you are with your skills. Employers want
those skills, but they also do not want to be apprehensive about them. Putting forth
a pleasing appearance is the first step.

Chances are, at a function such as a job fair, or a training program, you will not
be hit with the most technical questions; those are reserved for interviews. Be pre-
pared to speak in broad strokes, over high-level topics. If a topic is presented that
totally throws you for a loop, say so, but be tactful about it. Suppose you are talking
about alternative methods of authenticating users with an engineer and you're asked
if you have ever used biometrics combined with PKI to authenticate a user. You may
know how the two technologies are used separately, but have never touched on inte-
grating the two. Be graceful and tell the interviewer, “I have worked with both of
those base technologies and would be very interested to see how they work together
in your implementation.” If topics discussed cover an area where you have complete
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mastery, let the person know, but again, be tactful about it. “Yes, I have three years of
experience with that and am confident I could tackle any issue that comes up.”
Keeping it high-level, discuss the foundations of your skills, including examples. All
of these topics will be covered in more detail when we discuss the interview process
in chapters to come.

Get the Background

Based on the industry or sector of your target company, become as knowledgeable as
possible, if you are not already. Depending on the sector, there may be professional
associations or affiliations that can provide background and detailed information
about the sector. For example, if you are interested in a job within the energy
industry, such as with an oil and gas producer, you can review the Security
Guidelines posted by the American Petroleum Institute, at http://api-
ec.api.org/filelibrary/Security_Guidance2003.pdf. Also, being that this is 2 commer-
cial entity, being familiar with ISO 17799 - Information technology - Code of
Practice for Information Security Management would also be very useful. Although
ISO 17799 requires a paid download, there are communities where it is discussed
freely, so resources are available.

For those seeking a federal position, along with the previously mentioned
FISMA, Certification and Accreditation (C&A} is currently a popular area for the
entry-level INFOSEC candidate. Although there is much paperwork and manual
process involved, C&A work includes technical and non-technical INFOSEC tasks,
and is a good way to get a grasp on the complete Information Security Program
concept. NIST has published SP 800-37, Guide for the Security Certification and
Accreditation of Federal Information Systems.

Sell Your Skillz...

Get the Background

Any formal INFOSEC program is built on documentation, processes, and
procedures. Those are heavily tied into those soft skills we discussed in the
previous chapter. Although hard skills are required to get the job done, if
you have some idea about the concerns of management, a more pleasant
working environment will be assured.

Continued
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Here are list of references you can use to become more knowledge-
able with formal INFOSEC Programs.

m NIST Draft SP 800-66: An Introductory Resource Guide for
Implementing the Health Insurance Portability and
Accountability Act (HIPAA) Security Rule, http://csrc.nist.gov/
publications/drafts/DRAFT-sp800-66.pdf. HIPAA has become
a huge force in the medical and insurance fields; many con-
tracting companies are finding new business opportunities for
INFOSEC in this field.

m NIST SP 800-64: Security Considerations in the Information
System Development Life Cycle, http://csrc.nist.gov/publica-
tions/nistpubs/800-64/NIST-SP800-64.pdf. Very dry informa-
tion, but this is very important at the Security Program
Manager level and higher.

m NIST SP 800-53: Recommended Security Controls for Federal
Information Systems, http://csrc.nist.gov/publications/nist-
pubs/800-53/SP800-53.pdf. Although this is not technically
program-level information, it is a critical document to know
when working in the federal space.

m NIST SP 800-30: Risk Management Guide for Information
Technology Systems, http:/csrc.nist.gov/publications/nist-
pubs/800-30/sp800-30.pdf. Understanding risk management
will help you understand how vulnerabilities are rated and
handled in a procedural manner.

= NIST SP 800-26: Security Self-Assessment Guide for
Information Technology Systems, http://csrc.nist.gov/publica-
tions/nistpubs/800-26/sp800-26.pdf. Federal systems are
required to perform a self-assessment yearly, as part of their
reporting for FISMA. Many companies assist in compliance and
audit base their activities off of 800-26.

m NIST SP 800-18: Guide for Developing Security Plans for
Information Technology Systems, http:/csrc.nist.gov/publica-
tions/nistpubs/800-18/Planguide.PDF. The System Security Plan
(SSP) is the cornerstone document of any INFOSEC Program.

= Open Source Security Testing Methodology Manual (OSSTMM),
www.isecom.org/osstmmy/. Although this deals primarily with
functional security testing, it covers in-depth procedures for
the INFOSEC process.

Continued
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m Sarbanes-Oxley (SOX) Act of 2002, www.aicpa.org/info/sar-
banes_oxley_summary.htm. Like HIPAA, this law has forced
some private sector companies into establishing a formal
INFOSEC program.

m Financial Modernization Act of 1999, Gramm-Leach-Bliley Act
or GLBA, www.ftc.gov/privacy/glbact/. Although financial insti-
tutions have historically been more current with INFOSEC than
other industries, GLBA has required compliance.

Watch Out for Mines

Depending on the company you pursue, there may be unseen consequences and
changes you need to make if employed. Employees of financial services corporations
are often restricted from doing business with clients of the parent company, such as
the use of credit cards, home loans, or stock ownership of those clients. If you work
for a federal agency, there are strict rules that prohibit many types of gifts from ven-
dors and other outside agencies. Many companies will ask you to sign a non-com-
pete agreement stating you will not work for a company that does business with the
same clients if you leave. In addition, Non-Disclosure Agreements are common
today, so that any exposure you get to any sensitive technology or information is
strictly governed. Consequently, when you make your first contacts, if you have
strong feelings about these topics, it is best to get them answered quickly so you can
adjust your pursuit.

Sell Your Skillz...

Fire for Effect

Here we walk you through a successful reconnaissance of your target,
ABC Corporation.

First, look at the Site Map and find their Public Relations page, which
states they received the MadeUp Magazine’s Award for Top 50 IT Firms to
Work for. Their PR page also states that they recently won a $300 million
contract to provide secure wired and wireless network deployments for
XYZ Corporation. In doing a DejaNews search from http:/groups-
beta.google.com/, you find some messages from people with the

Continued
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ABCcorp.com e-mail address asking questions about advanced Public Key
Infrastructure (PKI) and secure wireless communications using Over The
Air (OTA) re-keying.

Since the mid-sized company is located in Anytown, you check out
the Anytown Courier newspaper Web site and discover that ABC has been
working with a series of volunteers providing secure network access to
local school districts and libraries. You go out and spend a weekend
working with their engineers in wiring up the local library, making valu-
able contacts. You find out that these engineers really love their job; one
of them has worked for ABC for 10 years. ABC is a large sponsor at a local
job fair, so you attend the fair wearing business casual clothes (tie and
slacks for men, comfortable blouse and either skirt or pants for women)
with a stack of resumes. You meet the recruiter and two of the engineers
you met at the volunteer weekend and discuss their recent business win,
as well as your high-level of skill with both PKI and dynamic wireless re-
keying. You learn they are starting to gain some work doing HIPAA and
SOX compliance.

Now you know they will be looking for someone to do PKI and wire-
less, as well as be knowledgeable of HIPAA and SOX compliance auditing.
This gives you an opportunity to study those topics and refresh your
memory before you go in for an interview.

Checklist

M Are you comfortable in making the decision whether to work as a
contractor or in-house?

M Do you know what types of information you need to discover about your
target company?

M Do you know where you can go to have face-to-face interaction with
company employees and get a feel for the job?

Can you research and find out key topics that you may be questioned on
during the interview process?

Are you aware of any contractual issues that will affect the performance of
your desired job?

M Can you discuss the regulatory issues your company may be compelled to
follow?
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Summary

Being able to determine which type of job you are seeking is crucial. In-house and
contract employees have different challenges. If you decide to pursue a federal job,
FISMA scores are a starting point, as well as a goal for understanding the environment.

Much information is available publicly for federal and private sector companies.
Recent contract wins and any enforcement action should be noted, as well as awards
and recognition for outstanding work and employee satisfaction. Purchases and sales
of smaller companies are a good indicator of business growth opportunities, as well
as knowledge about skills important to the company.

In order to gain internal information about the company, try to get personal
interaction with employees of your target. Human Resources departments some-
times hold job fairs or community outreach allowing you to get more information
about the employees and their opinions. Research into newsgroups and mailing lists
: can turn up topics of interest to the company. Knowledge of regulatory environ-
% ments for the company’s customers is critical for interview stages.

- Solutions Fast Track

Narrowing Your Choices

For in-house work, try to match up your skill sets to a company with the
same needs and challenges, in other words, remote connectivity, database
intensive operations. Federal work needs to correlate to FISMA
requirements.

=

Contractor work varies, but is still skill oriented. Large companies have
stability, but are slower to move. Medium-sized companies are less stable,
* but more likely to create new opportunities. Small companies have a high

: level of risk, but are very flexible for new business and if successful, they are
likely to be acquired.

Digging for Information

Search for company history on hiring and layoff trends.

Search for acquisitions and divestitures of smaller companies to find out
growth potential.
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M Determine if your target company has received awards for work or

satisfaction, or has been involved with recent business wins. Make sure your
prospect does not show up as having excessive compliance issues or
enforcement actions.

Researching for Rewards

M

Use Public Relations and Human Resource departments to gain petsonal
interaction with employees. |

M Job fairs and outreach programs are a good way to gain face time with the

|

target company.

Internships are a great way in for candidates recently out of educational (A ‘
work.

Making the Contacts

Blend in for personal interaction, and be flexible with your responses.

Try to keep talking at a higher level; don'’t overload the person with all
your skills.

Find out background information, such as compliance or regulatory
environments.

Be aware of contractual issues within a particular job or industry.

Links to Sites

http://reform.house.gov/UploadedFiles/2004%20Computer%
20Security%20Report%20card%202%20years.pdf. Most recent
FISMA scorecard..

http://csrc.nist.gov/policies/FISMA-final .pdf.

http://reform.house.gov/UploadedFiles/2004%
20FISMA%20Report%20Grading%20Element.pdf. FISMA Grading
Elements.

http://api-ec.api.org/filelibrary/Security_Guidance2003.pdf.
American Petroleum Institute Security Guidelines.
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http://csrc.nist.gov/publications/nistpubs/800-64/NIST-SP800-
64.pdf. NIST SP 800-64: Security Considerations in the Information
System Development Life Cycle.

http://csrc.nist.gov/publications/nistpubs/800-53/SP800-53.pdf.
NIST SP 800-53: Recommended Security Controls for Federal
Information Systems.

http://csre.nist.gov/publications/nistpubs/800-30/sp800-30.pdf.
NIST SP 800-30: Risk Management Guide for Information Technology
Systems.

http://csre.nist.gov/publications/nistpubs/800-26/sp800-26.pdf.
NIST SP 800-26: Security Self-Assessment Guide for Information
Technology Systems.

http://csre.nist.gov/publications/nistpubs/800-18/Planguide.pdf.
NIST SP 800-18: Guide for Developing Security Plans for Information
Technology Systems.

www.isecom.org/osstmm/. Open Source Security Testing Methodology
Manual (OSSTMM,).

www.aicpa.org/info/sarbanes_oxley_summary.htm. Sarbanes-Oxley
(SOX) Act of 2002.

www.ftc.gov/privacy/glbact/ Financial Modernization Act of 1999,
Gramm-Leach-Bliley Act or GLBA.Xhttp://groups-beta.google.com/
Google interface to DejaNews.

Mailing Lists

www.fortune.com/fortune/technology/articles/
0,15114,1024072,00.html. Did bring up a lot of popups though. Fortune
Magazine’s 100 Best Companies to Work for: requires subscription, but is
searchable.

www.computerworld.com/careertopics/ careers/report/. Computer
World 100 Best Places to Work in IT in 2004,

http://expertanswercenter.techtarget.com/eac/
knowledgebaseCategory/0,295197,sid63_tax296929_idx0_off50,00.ht
ml. Infosec Careers information in a question/answer format.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form. You will
also gain access to thousands of other FAQs at ITFAQnet.com. :

Q: When you talk about in-house work being stable, does that mean boring?

A: Not at all, in-house work is more stable from a skill perspective. The systems are
less likely to change, and you will be working in a more stable environment than 1
a contractor would. Those for whom constant change is stressful would usually
be happier with in-house work.

Q: Why are you pushing so much information about federal systems?

A: The federal governmesse-he speen hiring much more INFOSEC since the
attacks of September , 2001. With the enacting of the FISMA legislation,
many agencies were hgT@®n the formal INFOSEC process and still need lots
of support to becom i
to become a very popsila
employment.

has gone into NIST documents, and they are a fanta e
INFOSEC professionals.

Q: 1 don't see the value in understanding why ABC Company has been buying and
selling smaller companies recently.

A: When all is reduced to the bottom line, companies survive to make money.
Understanding how they spend their money on new companies to buy new
work and processes is important to you so you will have new chances to work. If
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a company is selling off assets, such as companies, without winning new business,
they are less likely to grow and need new workers.

Q: Do you really think spending a weekend volunteering to gain some kind of per-
sonal interaction with different company employees is going to help?

A: Yes. When different candidates are being considered for the same job, especially
for entry-level positions, it can be the smallest difference that may influence the
decision. Being known to the hiring personnel or workers as someone who
takes the time to help out and learn new skills is a big plus in your favor.
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Introduction

Enumeration: To count off or name one by one. Enumeration is one of the most
important steps a penetration tester performs. It is also extremely valuable to job
seekers. In most cases, job seekers enumerate the positions that are available. In order
to successfully find your first INFOSEC job, you also need to enumerate your own
skills and the ways to highlight those skills to prospective employers.

Chances are you have a pretty good idea of your skills. Chances are you have no
idea how to make those skills work for you. There are a number of ways to improve
your odds of landing that coveted INFOSEC job. Networking, education, increasing
your profile in the community; all are important, but what does that mean? Where
do you network, and with whom? What type of education should you pursue?
How about “increasing your profile in the community?” What in the world does
that mean?

This chapter teaches you these concepts and more. By applying the principles
outlined in this chapter, you’ll learn to effectively network with the right people.
You'll also be exposed to the educational choices of successful INFOSEC profes-
sionals. You’ll learn about the security community and now to improve your visi-
bility in it. The truth about certifications is revealed, and it probably isn’t what you
think. Finally, some proven ways to increase your value to potential employers are
presented. Some of the principles outlined in this chapter are fun; some are hard;
some are hard and fun...and guess what? Some are hard and not one bit fun, but
hey, you want to be an INFOSEC professional. Everything can’t be gravy.

What Should | Do First?

Ok, if you made it through that daunting introduction, not to mention the first two
chapters, chances are you are still interested in pursuing a job in the INFOSEC field.
Now you may be asking, “Where in the world should I start? I have all of these
wicked skillz, but no one seems to care” Well my friend, you have come to the
right place. Believe it or not, chances are you have already taken the first step in pur-
suing your new career...you just didn’t realize you were doing it.

Networking

Yep, it’s networking. Before you get worried, you can put those Cisco manuals down.
It’s not that kind of networking. This is the kind of networking that is even MORE
fun than playing with the latest IOS. It’s the kind where you get to hang out with
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other people who enjoy the same type of things you do.You know — discussing the
latest kernel modules; talking about the latest Windows vulnerability; talking to other
people about their INFOSEC jobs. Wait. Talking about INFOSEC jobs?

Local ‘Hacker’ Meetings

One of the best places to work on your networking skills is your local hacker group
meetings. There are several different types of meetings. Defcon Groups (DC Groups)
(www.defcon.org/html/defcon-groups/dc-groups-index.html) and 2600 Meetings
(www.2600.com/meetings/) are a good start. Attendees at these meetings are usually
an eclectic mix of people working in INFOSEC, people who want to work in
INFOSEC, and people who create the need for people who work in INFOSEC.

Usually, there are one or two topics per meeting, and can range from beginner-
level to extremely technical. Don’t be discouraged if you don’t understand some-
thing a speaker is presenting. They are presenting information so that others can
learn from their experiences. Although cliché, it is true that the question you feel
silly asking is probably on the minds of several others in the room.

Go beyond asking questions. Engage the speaker in a dialogue. You may have some
information that is new to the speaker. For example, if the speaker is giving a presenta-
tion on exploiting PL/SQL, and he doesn’t cover a point you know, mention it. If he
is aware of your point, he’ll probably work it into the presentation, and if he isn’t, he’ll
want to know more. Everyone will learn from you as well as the speaker.

Once you have been to a few meetings and feel comfortable with the people
and the material being presented, take it to the next level. Ask the group coordinator
for a slot for you to speak at an upcoming meeting. Before you start worrying that
you may have bitten off more than you can chew, relax. You're not trying to wow
the group with your technical expertise just yet. Rather, you want to get in front of
them and make sure they know you, know who you are, and start to get a feel for
your abilities. Furthermore, public speaking is a sought after skill, and getting experi-
ence and recognition as someone who can speak will benefit you down the road.

Another great strategy is to make time both before and after meetings to
socialize. R emember, many of the attendees at these meetings are already working in
the industry. The old axiom, “It’s not what you know, it’s who you know;” is often
true. Remember, you aren’t necessarily looking for the job you'll retire from.You are
looking to get your foot in the door. Personal references from a respected employee
go farther with prospective employers than almost any other tool in your arsenal.
Taking time for one-on-one conversations with other people in the industry, while
making sure to let them know of your desire to work in the industry, can result in a
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goldmine of potential leads. One caution — don’t be fake. It is easy for people to spot
someone trying to use them to further their personal agenda. On the other hand, it
is equally easy to spot a person that is genuine.

Local Users Groups

Much like local hacker group meetings, local user groups are also a great place to
network with people in the INFOSEC industry. Probably the most prevalent type of
user group is the Linux User Group or LUG (www.linux.org/groups/}. Many
INFOSEC professionals are also members of local LUGs and attend meetings regu-
larly. Pretty much any type of technology has some form of user group community.
The Snort Intrusion Detection System (www.snort.org} has a growing user group
community (Www.snort.org/community/usergroups.html). Wireless User Groups
(WUGs) have been springing up all over the world in recent years. You probably
already know what you are interested in, intrusion detection, forensics, vulnerability
assessment, operating systems (Linux, BSD, and so on). Simply go to Google and
search for your favorite hardware, software, technology, or special interest, followed
by the words ‘user group’ and you will likely find a user community that gathers to
discuss and promote that technology.

You will find that the larger the user community, the more hits you will get
(shocking isn’t it?). For instance, a search for ‘linux user groups’ will likely yield sig-
nificantly more results than a specific search like ‘HP-UX user groups,” but don’t be
discouraged. Many of these user groups have mailing lists that you can subscribe and
contribute to. Although e-mail or Internet contact is not always as fruitful as face-to-
face contact, many strong, valuable relationships can begin with an online introduc-
tion. Hey, eharmony.com is in business for a reason. Additionally, almost all of these
smaller, more specific communities have Internet Relay Chat (IRC) channels where
you can begin to cultivate relationships.

Regardless of the way that you make contact (face-to-face at meetings or
through some form of online community}, the principles mentioned in the Local
Hacker Meetings section also apply for user group meetings. Listen, learn, speak, and
be genuine. Once you start to make a name for yourself in a specific community,
you'll find that your skills are recognized, and if you let it be known that you are
looking for work in INFOSEC, it is quite possible that one of your contacts in these
communities is aware of an opening and can put in a good word for you.

If you get nothing else out of this chapter get these four words: Google Is Your
Friend! The easiest way to alienate yourself with a user community is to ask ques-
tions that are easily answerable using a search engine. That isn'’t to say that you
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shouldn’t ask your questions. Rather, search first. If you can'’t find the answer, reword
your search string and search again. If that doesn’t yield valuable results, yep, you
guessed it, reword your search string and search again. If you still haven’t found the
answer to your question, it’s a safe bet that when you ask the question you won'’t get
the standard “Google it” or “RTFM (if you don’t know what RTFM is... GOOGLE
ITY)” response.

Is Education Important?

Is a formal education important? This question gets asked all the time of INFOSEC
professionals. The answer will depend on who you ask. Some of the best INFOSEC
professionals out there have never seen the inside of a college classroom. These
people will tell you that education isn’t important. However, ssking the same ques-
tion of someone with a Masters of Science in Information Security will bring a
completely different answer. So who should you believe?

No single factor — education, experience, reputation, or anything else, is going to
get you the job you are looking for. Rather, a combination of all of these factors is
going to be required. Let’s look at each of these.

Experience This is probably the hardest to get. That’s why you bought this book
in the first place — so you can get a job in INFOSEC and get some experience. The
problem with experience is the same in INFOSEC as it is in any other field. Every
employer wants it, but few employers want to be the one to help you get it if you
don't already have it. Remember though, you are a hacker.You have been finding
ways around things most of your life. It’s time to apply those principles to your job
hunt. Remember, formal experience is not the only type of experience employers
look at. Volunteer experience also looks great on a resume, and almost every type of
organization in your area uses some form of information technology — schools,
churches, Girl or Boy Scout groups — you name it. They are all great places to vol-
unteer your time and talents. Contact the school board and let them know that you
are pursuing a career in Information Security and that you would like to volunteer
your services at a local high school. Since this puts you around kids, which tends to
make some people nervous, you will have better luck if you know someone on the
board or at a specific school who can recommend you (hey...that goes back to that
networking thing we talked about). Churches on the other hand are usually much
more receptive to any type of volunteer help they can get. Be creative; find an orga-
nization in your area that will let you practice your trade while building real world
experience. Don't be discouraged if the first few places you try don’t show much
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interest. Keep plugging away. You have a valuable skill, and there is someone out
there who will let you use it.

Your reputation is gold. Well, you hope it’s gold anyway. If you have a good repu-
tation in the user group community, or in the community where you live, it will
carry you a long way. If a prospective employer searches for your name on Google
(ves, they actually do this) and finds three or four presentations at a local hacker
group, and several well-written, informative posts on INFOSEC message boards or
mailing lists (more on those later), they are likely to be impressed. This both increases
your chances of getting an interview and increases their opinion of you before you
even set foot in the door. If, on the other hand, they search for your name and find a
string of poorly written, abusive posts, several pictures your college roommate took
of you passed out with your pants around your ankles, and a bunch of questions
posted to message boards that could have been answered with a cursory Google
search...well, odds are you aren’t going to be called in for an interview. These are all
factors in your reputation.

Sell Your Skillz...

Keep Your Nose Clean

Most of us have heard stories of attackers that get arrested for compro-
mising a network, get a couple of years in jail, and then come out to six
figure salaries and instant fame. Does this mean the best way to improve
your odds of getting that dream job is to get arrested? Absolutely not. If
there is one mistake you can make that will, in all likelihood, sink your
chances of securing a job in the INFOSEC field, it is the mistake of getting
arrested for committing a computer crime.

For every Kevin Mitnick or Kevin Poulsen that has turned jail time into
a promising INFOSEC career, there are ten Brian Salcedos or Adam Botbyls
(Google them). Committing computer crimes, and more specifically, get-
ting arrested and/or convicted for committing computer crimes is a sure-
fire way to end your INFOSEC career before it begins.

Prospective employers will run a background check on you. Few rep-
utable employers will consider you if you have a criminal record, and
working for the government is out of the question. You can possibly open
your own business, but who will want to hire you?

Continued
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Curiosity is a huge part of the hacker mentality. This curiosity is what
drives the skills that you have. Set up a network at home and come up
with a hundred different ways to compromise your systems. Once you
cross the line, though, and access computer resources that you are not
authorized on, it is just a short time until your fledgling INFOSEC career
comes to a screeching halt.

That brings us back to education. Is formal education necessary? Maybe not. Is it
a definite way to increase the likelihood that you will be able to break into the
INFOSEC field? It sure is. You’ve probably heard people talking about not needing
a college degree because college has nothing to teach them. Maybe. Maybe not. The
fact is, a college degree does more than demonstrate what you have learned. It
demonstrates to a prospective employer that you have the ability to stick to a task
and see it through for an extended period of time. Most bachelor’s degrees take at
least four years to complete. Many projects that you will work on in the INFOSEC
field are long term. Just having the degree tells a prospective employer that he can
count on you to stay the course.

Setting aside the benefit of demonstrated tenacity for a minute, look at your
decision to obtain a degree a different way. Think of it from a purely selfish stand-
point. Many INFOSEC jobs, in fact, many IT jobs in general, require a college
degree. Without obtaining a degree you may not make it past the Human Resource
(HR) resume screeners to even get an interview. HR people don’t usually have an
understanding of the specific job duties they are recruiting for. They have a list of
‘requirements’ they look for. A college degree is often one of these requirements.
When these people look at your resume and see no experience and no degree,
well...you get the picture.

Fields of Study

Okay, so we have determined that it is in your best interest to bite the bullet and get
that bachelor’s degree. Now the question kicks in: “What should I get my degree
in?” Your choice here is very important. A liberal arts degree isn’t going to pull as
much weight as a bachelor of science in an IT-related field. There are several good
choices of potential degrees. Bachelor of science degrees in the following fields of
study are the most sought after by employers looking for INFOSEC professionals:

®  Computer Science

® Information Security
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s Computer Engineering

®  Electrical Engineering

This list is by no means comprehensive. A bachelor of science degree in other
fields will probably meet the degree requirement. These are just the degrees that
employers often list as acceptable in job descriptions. In addition to the bachelors of
science degrees, there are several master’s degree programs that specialize in
Information Security. While a master’s degree is rarely required, especially an entry
level position, if you are inclined to pursue a higher degree, a Master of Science in
Information Security can never hurt.

Certifications: Magic or Myth?

Some of the most common questions for INFOSEC professionals revolve around
the issue of professional certifications. Some will say that certifications are the
greatest asset you can have and that an alphabet soup after your name only increases
your value. Others will tell you that certifications are a waste of time and only
people that can’t actually ‘do’ the job waste their time getting certifications. The
truth lies somewhere in between.

Getting selected certifications can be beneficial. Some companies or contracts
require a Certified Information System Security Professional (CISSP) certification
(www.isc2.org). Much like a degree, this is something a HR person will screen
resumes looking for. If they don't see it, they won't consider your application. The
CISSP focuses heavily on security policy issues. If you are looking to get your foot
in the door with a Certification and Accreditation (C&A} position, then the CISSP
could be very beneficial to you. CISSP certification is also useful when applying for
analyst work such as risk assessment or compliance auditing positions. On the other
hand, some people in the industry tend to think the CISSP has been devalued and is
no longer a realistic indicator of the skills an individual possesses. This can be the
case with any certification. When the job market becomes saturated with a particular
certification, the value of that certification decreases. This was the case a few years
ago with Microsoft Certified System Engineer (MCSE) certification. Individuals
with MCSE certification were widely sought after and could command high starting
salaries with relatively little experience. As the demand for MCSE certified people
grew, a lot of MCSE ‘boot camps’ sprung up that were teaching the test and not the
concepts required to understand the skills a MCSE needed. This led to a market
with a lot of ‘paper MCSEs’ — people who were certified but didn’t have the knowl-
edge required to do the actual job they were hired for.
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The SANS Institute has worked to combat the ‘paper certification’ problem by
introducing the Global Information Assurance Certification (GIAC) line of security
certifications. In addition to two examinations, students were required to complete a
practical assignment within six months of taking the GIAC training until April 15,
2005. This requirement was dropped as of that date. GIAC certifications are available
in a wide range of disciplines. From the most basic GIAC Security Essentials
Certification (GSEC) to more advanced INFOSEC specialties like Forensics and
Security Administration. Information about the GIAC certifications can be found at
www.giac.org/ certifications.

Obtaining professional certifications can be in your best interest. For instance, if
you are interested in pursuing a vulnerability assessment position, the National Security
Agency (NSA) INFOSEC Assessment Methodology (IAM) and INFOSEC Evaluation
Methodology (IEM}) certifications can be very beneficial. For more information on the
IAM and IEM, check out www.securityhorizon.com and www iatrp.com/main.cfm.
The 1AM is a framework for doing assessments that are policy driven, and the IEM is a
hands-on technical evaluation of an organization’s security posture. Most operating
system vendors also offer some form of operating system-specific security certification.
There are wireless security certifications available, as well as network security certifica-
tions from vendors and third-party organizations.

A few targeted certifications can help beef up your resume and show a prospec-
tive employer that you have some background knowledge and skill in the specific
area they are looking for. If, on the other hand, you pursue every certification out
there, you run the risk of employers concluding that you are possibly a good test
taker, but without experience to back your certifications up, they may just pass.

Getting Your Name Out There

You have the skills, and you’ve put time and effort into getting your bachelor’s
degree and a couple of relevant certifications, but you're still having trouble getting
your foot in the door. One of the best ways to get that initial interview is to get
your name out in the INFOSEC community so that you are recognized. There are
several ways to make this happen. Here, we discuss a range of methods — from things
you can do in your own house for little or no money, to more expensive and time-
consuming strategies.
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Mailing Lists

Much like the LUGs mentioned earlier in this chapter, there are mailing lists avail-
able for pretty much any product or technology you might be interested in. There
are some very good lists specifically for INFOSEC professionals, as well. The Bugtraq
mailing list (www.securityfocus.com} and the Full Disclosure mailing list
(https://lists.grok.org.uk/mailman/listinfo/full-disclosure} are specifically designed to
discuss security vulnerabilities associated with information systems. Archives for both
of these lists can be found online (http://securityfocus.com/archive/1 and
http://lists.grok.org.uk/pipermail/ full-disclosure/}. Before subscribing to any
mailing list, it is 2 good idea to read through the archives for the last few months.
This will accomplish a couple of things. First, you will get a feel for the ‘tone’ of the
list. Some lists are very high volume, like Full Disclosure.You will get at least 10 or
15 e-mails per day from the Full Disclosure mailing list. If a new vulnerability is a
hot topic of discussion, that number will triple or even quadruple. Similarly, the
Bugtraq mailing list traffic increases significantly with new, hot topics of discussion.

Because not everyone wants to get a continuous stream of e-mail from mailing
lists, most of them offer a digest option. This is a single e-mail that is sent out daily
containing all of the posts to the list in the past 24 hours. This can be a great option
for high-volume mailing lists.

The Bugtraq mailing list is hosted by Security Focus (www.securityfocus.com}.
Along with Bugtraq, Security Focus offers several other mailing lists geared to more
specific INFOSEC interests (as shown in Figure 3.1).
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Figure 3.1 Security Focus Provides a Wide Range of Mailing Lists
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Don’t try to throw your arms around the entire field by joining every list that is
offered. You will spend all your time reading and sifting e-mail to find the relevant
information you need. A popular technology has been the use of RDF Site
Summary or Rich Site Summary (RSS) feeds for keeping current on your chosen
lists. You can then skim them much easier, rather than spending all your time han-
dling the noise on the list, and you can use that time to respond to a topic that
interests you. Another advantage of using RSS to handle multiple lists is that some
lists choose to update frequently and can easily overwhelm your capacity to stay cur-
rent. Other outlets may pick up the information later that day or week, but with
RSS you can be up-to-date with the information and not overloaded by the sheer
number of posts.

Forums

Forums, love them or hate them, are a prominent fixture in the Internet community.
In many ways, they are the evolution of the bulletin board, some of the first com-
munications channels used between hackers and professionals. If you are already a
member of a forum that might garner some positive attention, like the Defcon
Forums (http://forum.defcon.org}, or a more specialized forum, like NetStumbler
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(www.netstumbler.org/), then your reputation is already in place. It sounds silly, but a
well-established presence on boards such as these can do wonders, especially if the
HR people have used those forums for reference in the past.

There are also forums out there for professional organizations or certifications,
like the CISSP® (https://forum.isc2.org/index.php?} or GIAC (www.giac.org/
certified/boards/). Membership to these boards is usually restricted to certified
members, but there are related forums that offer open membership. Those are great
avenues to try to find like-minded colleagues who might have more specialized
skills.

Since there are as many lists for skills, almost, as the skills themselves, I will not
list them all here. One way to narrow down the search, however, would be to
include a prominent tool, vendor, or aspect of the skills to focus the exposure. An
example of one way to gain recognition in wireless networking and security is to
check out the previously-mentioned NetStumbler forums, as well as Kismet,
www.kismetwireless.net/forum.php, a very popular tool for performing wireless net-
work detection and monitoring.

Don’t Just Read...Contribute

Now, perhaps you are thinking “Hey. Why should I even bother filling my inbox up
with all this mailing list traffic? You already told me that archives are online.”
While it is true that the archives are online, you can only read those. In order to
really get your name out there, you need to contribute. You can contribute by asking
insightful questions or by providing new information, depending on the type of list.
For instance, if you have discovered a new vulnerability in a product, the Bugtraq
and Full Disclosure mailing lists are good places to report them. Be careful with this
type of disclosure though. Irresponsible disclosure can be counterproductive, and
more detrimental than no contribution at all. Before posting a vulnerability to one
of these lists, you should contact the vendor and provide them with information
about the vulnerability. After an agreed upon time for the vendor to develop and
release a patch, a joint announcement between the vendor and you to these Lists is
an outstanding way to get your name out to the community.

There will be cases where vendors decline to fix a vulnerability, or an inordinate
amount of time passes after vendor notification. In these cases, you are forced to
make a decision. Should you disclose the vulnerability, or not? There is no hard and
fast rule. Some people will tell you that the benefits of alerting the community to a
vulnerability so that they can try to find ways to mitigate the effects outweigh the
potential for an attacker to use the information for untoward means. Other people
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feel the exact opposite. You will have to make this decision on a case-by-case basis,
but always keep in mind that an irresponsible disclosure could backfire and hurt
your reputation in the community.

Of course, not everyone in INFOSEC discovers new vulnerabilities, and you
don’t necessarily have to go that route to get your name out there. If, as an example,
you have developed strong Solaris skills, you can begin to get your name out by
answering questions on the Focus on Sun mailing list. If you have done research on
firewalls that you feel would benefit the community at large, then posting that infor-
mation to the Firewalls mailing list would be an outstanding way to begin getting
your name out to the community.

Remember, your goal in posting to these lists is to get your name out in the
community to either prospective employers, or to other professionals. Name recogni-
tion can go a long way toward getting an interview.You can, however, shoot yourself
in the foot by participating in flame wars and being condescending on these lists,
particularly when you are a new poster. Additionally, it is in your best interest to
craft your e-mail using proper grammar and spelling. Almost every job in INFOSEC
requires some level of written communication. Using proper spelling and grammar
demonstrates to prospective employers that you have this necessary skill.

Security Conferences

Another great resource available to you as you pursue your first INFOSEC job is
security conferences. Unfortunately, there are many conferences out there, and many
of them are very expensive. You obviously cant attend them all, so you have to make
decisions about how to get the most bang for your buck.

Attend Conferences

Attending conferences can be a fantastic way to learn some of the newest informa-
tion in the INFOSEC field. Some of the brightest people in INFOSEC speak at
annual conferences like the Black Hat Briefings (www.blackhat.com}. The presenta-
tions at most of these conferences range from introductory level INFOSEC concepts
to advanced, previously unreleased information. Additionally, many conferences
include a track for managers responsible for INFOSEC matters within their organi-
zation. The technical talks are obviously beneficial to you as you round out your
arsenal of security knowledge, but the management-level presentations can also be
very helpful. By understanding the issues that managers have to deal with, you can
better prepare yourself for an interview with them.
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There are so many conferences geared toward the INFOSEC professional that
you will have to choose the conferences you decide to attend wisely. Before deciding
which conferences to spend your money on, you should understand that different
conferences attract different types of attendees. If you are looking for a conference
that is mainly attended by other hackers, Defcon (www.defcon.org), held annually in
Las Vegas, Nev., has the largest attendance, usually around 5,000 total attendees. If
your goal is to meet other hackers and people that have a recognizable name or
handle in the hacker underground, you will find a lot of them at Defcon. You may,
however, find that it is difficult to get any one-on-one time with these people
because of the sheer number of other attendees vying for their attention.

Fortunately, in addition to the big conferences, there are several smaller confer-
ences that take place throughout the year. InterzOne (http://interzOne.com/} in
Atlanta, Ga., ShmooCon (www.shmoocon.org/} in Washington DC, Toorcon
(www.toorcon.org/) in San Diego, Calif., and Layer One (wwwlayerone.info), in
Los Angeles, Calif., all provide smaller, more regional conferences in the United
States. Also, Canada offers CanSecWest (www.cansecwest.com/)} in Vancouver BC.
These conferences are all INFOSEC specific and can provide you with an opportu-
nity to attend a conference without having to travel as far, if at all. Additionally,
because these conferences generally have smaller attendance bases, you will probably
have more of an opportunity for one-on-one time with the speakers, staff, and other
attendees.

Most of these conferences provide PDFs or Powerpoint slides of past presenta-
tions on their websites. In addition to providing a wealth of knowledge, these past
presentations will give you a jumping off point for conversations with speakers when
you meet them at a future conference. Most speakers at professional conferences are
more than happy to spend some time talking with attendees about their presenta-
tions (current and past). Asking insightful questions will allow you to begin to get
your name out to individuals with established reputations in the INFOSEC field. As
with presentations at smaller user group meetings, it is imperative that you are sin-
cere. If a conference speaker believes that you are trying to use him to further your
own reputation, or that you are being disingenuous, they are very likely not going to
spend much time with you and are likely to remember you in a negative way.

Speak at Conferences

One of the greatest ways you can increase your chances of landing your first
INFOSEC job is by not just attending security conferences, but speaking at them. As
we mentioned earlier, many of these conferences are attended not only by people
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currently working in the field, but also by the managers that hire them. By pre-
senting at these conferences, you are providing a prospective employer with hard evi-
dence that you are a leader in your area of expertise. Your interview process will be
significantly easier because employers will be able to gauge your knowledge level
before they even meet you.

In addition to routine background checks, most employers also run rudimentary
search engine queries on people they plan to interview. A simple query of your
name and the word presentation (which you will obviously mention on your
resume) will provide a prospective employer with valuable information about your
ability and standing in the community as shown in the example in Figure 3.2.

Figure 3.2 A Google Query for ‘Chris Hurley Presentation’ Yields
Valuable Results
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A simple Google search for the name Chris Hurley followed by the word “pre-
sentation” yielded over 30,000 results. Obviously all of these results aren’t actual links
to presentations; however, the searcher could quickly verify that the information
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listed on a resume was in fact legitimate. By pulling up and viewing some of the
presentations, he could determine the level of technical ability of an individual in a
specific area. After this initial research, the interview process will likely be much
easier for you because if the company representative decided to call you in after
reviewing your conference presentations, chances are very good that they were
impressed with your skill level. At this point, it is probably your job to lose, rather
than something you have to fight tooth and nail for.

Regardless of the method or methods you choose to get your name out there,
you need to use your real name, not your handle, if you have one. Companies hire
Chris Hurley. They don’t hire Roamer. If a company doesn’t know that you are the
name behind the handle, you are going to have a difficult time turning your name
recognition into a paying position.

Training / Teaching

Training and teaching are similar to the authoring and presenting methods; you can
often combine them and create a training session. A common INFOSEC training
outlets is the SysAdmin, Audit, Network, Security (SANS) Institute, www.sans.org/.
Although it take an accomplished individual to offer SANS classes, you can do the
same on a smaller scale. Check out your local community college or high school for
opportunities to provide free training classes on INFOSEC topics. Libraries and
other public institutions are often budget restricted and welcome someone offering
to give lessons to the community. This is an excellent way to give back to the com-
munity (also discussed in Chapter 10). For example, to get your foot in the door,
you could teach a basic Windows security course. Chances are, if you have bypassed
security on them, you have a pretty good idea about how to reinforce them. Also,
this is a good way to complete continuing education hours required by some certifi-
cations, such as the CISSP

On the receiving side of training, the ability to list many INFOSEC-related skills
on your resume is critical when developing your resume. Check out free tools and
resources to up your familiarity with INFOSEC processes. Projects like Nessus,
www.nessus.org/, MetaSploit, www.metasploit.org/, and the Open Source Security
Testing Methodology Manual (OSSTMM) can provide you with the experience and
skills necessary to build up your resume and skill sets. If you are planning to pursue a
career in penetration testing or any type of assessments, get very familiar with these
tools, as they are common throughout INFOSEC. Just a word of caution, don't
download these tools and just fire them off at random addresses; test your home
machines only. Certifications can be included here, as well, although they usually
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have a financial cost to them. Some companies offer free or discounted certifications
through sites like Brainbench, www.brainbench.com/. Take advantage of those as
much as possible. Any opportunities to gain vendor certifications should also be uti-
lized, as long as you do not rely on them solely for gaining work opportunities.

Understanding Opportunities
and Gaining Experience

Everyone needs experience. Eatlier in this chapter we looked at ways to gain uncon-
ventional experience. While unconventional experience is great, traditional, conven-
tional, actual experience is virtually impossible to replace on a resume. A couple of
years experience can be the difference between getting an interview and being
passed over. It can mean the difference between being offered a job or having it
offered to an equally qualified, but more experienced candidate.

There are ways to get real, traditional experience — the experience that many
potential employers value very highly. Experience that can often give you the edge
you need. Experience that, depending on your background and mentality, may chal-
lenge your ideas of whether or not it is worth gaining.

Gaining Your First Experience

What would you say if you were told that you could gain three years of traditional
INFOSEC experience without having to go to an actual job interview? Without
having to have any prior experience? Chances are, you would either think you were
being conned, or you would ask where to sign up. Well, sign up is probably the best
way to describe it. Think “military.”

The Military

Yep, you read that right; the military. The military is an outstanding place to gain tra-
ditional INFOSEC experience. Now, before you slam this book shut and throw it
across the room like it was trying to bite you, read on for a page or so.

Unlike many other employers, the military looks at your aptitude for doing a
specific job rather than your experience and education level. For someone trying to
break into a particular field, the military offers the opportunity for you to gain both
training in that field, and then experience.

Many people reading this have spent some amount of time in the ‘hacker under-
ground’ or ‘the scene’ as it is sometimes called. As you know, this is a culture that is
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very free and tries not to be bound by many of the restraints and restrictions that
society has placed on people. In fact, in many cases, it is that disdain for restraints and
restrictions that initially drew you to the hacker community. At this point, you are
going to have to make some choices about what is important to you. If you are
serious about making a jump into the INFOSEC field, you are probably going to
have to give up some of these ideas. You need to be willing to wear appropriate
attire to work instead of shorts and t-shirts. You are going to have to follow the
direction of your manager or supervisor. The military may take these things to an
extreme that makes you uncomfortable (uniforms and orders instead of button-
down shirts and tasking), but the concepts are basically the same.

All four branches of the United States Military offer multiple careers that will pro-
vide experience in INFOSEC or INFOSEC-related fields. All allow you to choose
and be guaranteed a specific job, if you are able to demonstrate an aptitude for that
specialty. Once you have completed your initial training, you can gain experience per-
forming the duties associated with that job. Additionally, many prospective employers
appreciate the discipline and ideals that the military stands for, and this will give you an
additional leg up. The military also offers tuition assistance to active duty servicemen
and women that pays up to 75 percent of college course fees. And, in lieu of enlist-
ment bonuses, tens of thousands of dollars for education can be chosen for use after
enlistment ends. This provides you with traditional experience and the ability to obtain
formal education — both of which prospective employers desire.

The military is not for everyone.You should be realistic about this fact. You are
going to need to assess your ability to adhere to the restrictions placed on you by
the military. If you believe you can’t do this, then you should not consider gaining
experience in the military. As favorable as an honorable discharge from the military
can be, a dishonorable discharge, or a general discharge under less than honorable
conditions, will almost certainly sink your chances with most employers.

The Government

Another place you can sometimes obtain an entry-level INFOSEC position is with
the government. To some of you, working for the government equates to sleeping
with the enemy. However, government positions offer several advantages and oppor-
tunities. USAJOBS (www.usajobs.opm.gov/), run by the United States Government
Office of Personnel Management is the official job listing for positions with the fed-
eral government. It allows you to search current listings for available positions.

When looking for entry-level positions, narrow your search to only positions
listed between the pay grades of GS-1 and GS-7. Figure 3.3 shows an example of
government entry-level listings.
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Figure 3.3 Entry Level Positions Available at USAJOBS
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Most government positions that have an experience requirement allow you to
substitute education for experience. In addition, many government positions only
require general experience as opposed to specialized experience.You can almost
always apply the volunteer and non-traditional experience mentioned eatlier in this
chapter to a general experience requirement.

Government positions offer several potential advantages over commercial posi-
tions. The government has placed a premium on all security fields, including
INFOSEC, since September 11, 2001. This means that many agencies budgets
include line items for Information Security. Big budgets mean good equipment. It is
always fun to have the latest and greatest equipment available to you, and govern-
ment positions often afford you that opportunity. Also, while corporate America is
controlled by the bottom line, and layoffs, even for INFOSEC professionals are
common, government positions generally offer a strong level of job security. At a
minimum, you maintain an awareness of the government INFOSEC positions avail-
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able for entry-level candidates so that you can keep all options open to you.The one
difficulty you may face when trying to get a government INFOSEC position is that
many require some form of security clearance.

Security Clearances

One of the most frustrating aspects of searching for INFOSEC jobs can be that so
many of the positions require some form of government security clearance. A search
of Monster.com listings for ‘information security clearance’ returns over 1000 listings
(see Figure 3.4).

Figure 3.4 Monster.com Job Search Results
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It is obvious from these results that persons with security clearances are in high
demand. Unfortunately, getting a security clearance is not as easy as requesting one.
Most of the time, companies are reluctant to invest in the background investigations
required for a clearance and would prefer, and in some cases require, that an appli-
cant have an active clearance. This puts entry-level job seekers at a decided disadvan-
tage. There are a couple of ways to get this clearance.

The first, and most common, way to get a clearance is by joining the military
(you were hoping we weren’t going back to that weren’t you?). In addition to the
benefits mentioned earlier, the military is not reluctant to invest in putting you
through the clearance process. If your job requires a clearance, the military pays for
it. It is as simple as that. Many people join the military for this benefit more than
any other.
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A less common way to get an initial clearance is through a sponsorship program
with a company that has contracts requiring clearances. This method can be expen-
sive. Using a corporate sponsorship works this way. First, you pay for the background
investigation (around $2500) instead of the company. Since $2500 doesn’t sound like
that much money to a company, you may be asking yourself what the big deal is.
Put simply, the real expense to a company isn'’t the background investigation. It is the
time that you have to spend on overhead (not billing to the contract since you don'’t
have the required clearance to perform the work). A “Top Secret” clearance can take
between six months and two years to complete. Two years on overhead is very costly
to a company, even for an entry-level position. The company doesn’t offer you a
position, but rather, agrees to hire you after your clearance has been granted.

During this time you will have to continue working at a different job. Most compa-
nies are reluctant to do this type of sponsorship for a couple of reasons. First, clear-
ance-required contracts specify a certain number of cleared positions. These billets
are usually filled by people actually working on the contract. Second, the company
has no real guarantee that you will take the position with them after you have been
granted a clearance.

Sell Your Skillz...

Clearance Fu

When reading job descriptions for jobs that require clearance, the types
of clearance and acronyms can be difficult to understand. The following
list explains the U.S. Government security clearances available. Most agen-
cies have some form of clearance and many of them share names and
meaning.

The Departments of Defense and Justice, the National Security
Agency, the Central Intelligence Agency and most others grant clearances
at the following levels:

= Confidential

m Secret

m Top Secret with Single Scope Background Investigation (SSBI)
m Top Secret with Sensitive Compartmentalized Information (SCI)

Continued
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The Department of Energy grants two clearance levels
s L (Equivalent to Secret)
= Q (Equivalent to Top Secret)

Further, one of two types of polygraph investigations may be
required. The Counter-Intelligence (Cl) polygraph and the Lifestyle (some-
times called Full Scope) polygraph.

Some people in government work often refer to security clearances,
particularly Top Secret/SCl clearances with a Lifestyle Polygraph as ‘union
cards’ because of their value. Because of the time and money a company
or agency has to invest to get you this type of clearance, they will often
hire less qualified people for the position and train them rather than hire
more qualified people and pay for the clearance process. Also, most posi-
tions that require a Top Secret/SCl with Lifestyle Polygraph pay at least 25
percent more than the same position with no clearance requirement.
Obtaining this level of clearance immediately increases your worth to a
company by that same 25 percent.

In order to obtain a U.S. Government security clearance, you will be required to
fill out an SF 86 form.This form provides the investigating agency with the infor-
mation it needs to begin a background investigation commensurate with the clear-
ance that is being requested for you. Even if a clearance isn’t required, you may be
subjected to a public-trust background check (SF 85) or National Agency Check
(NAC). These are less intrusive background checks that focus on past criminal
activity.

So How Do | Get There?

Okay. All of that information was great, but how do you translate it into a job?
Well, let’s start with where you are, and look at where you want to be. First, what
defines a hacker? This was covered in Chapter 1, but it should be described here, as
well. A hacker is someone who can take something, such as code, hardware, or radio
waves, and do something new and different with it. Contrary to what television and
other media may have you believe, being a hacker is not a bad thing. The INFOSEC
profession was founded on hacker and hacking principles. Many argue that the best
person to create a secure infrastructure is someone who possesses skills in bypassing
the security services in that architecture. This being said, you will face many in the
INFOSEC field who, mistakenly, view all hackers as criminals. Be prepared to
defend the term if you choose to use it.
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Taking this to the professional level, a hacker needs to be able to view the ethical
challenges in all INFOSEC activities and be able to meet those challenges in a posi-
tive manner. It is an act of supreme faith for an administrator or business owner to
allow someone from the outside to come in and perform an evaluation or even just
operate in his or her “trusted” environment. In order to gain that trust, you need to
be able to project a presence of technical competency along with the demeanor of
someone who would be a good steward of that information. Data security depends
on trust. Without trust you cannot allow multiple people access to the same
resources.

One advantage a hacker has when moving into the INFOSEC field is the ability
to “think outside the box.” Although this is a much-overused phrase by manage-
ment, it does have validity. Many workers have a hard time moving their thinking
patterns out of the standard processes and cannot see problems from various perspec-
tives. This is a critical skill for any type of troubleshooting or root-cause analysis.
Meeting challenges from a hacker’s perspective allows you to understand all of the
levels of the problem or situation, and then figure out someway to make it work. It
may not be the cleanest or smoothest solution, but if it gets the job done, it can be
refined later. Use your innate curiosity and talent to figure out different ways to
solve a problem and provide solutions.

Figure 3.5 shows a high-level overview of the skill progression from a script
kiddie (you know who you are) to an INFOSEC professional.

Figure 3.5 Progression of Skills

Hacker
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Welcome to the Jungle

The work environment that you will be entering will vary depending on the type of
job, as well as the culture of your employer. Some companies still use the “laid-back”
approach of the late ‘90s dot-com businesses, whereas some positions and employers
are as bureaucratic as they come. For the INFOSEC field, however, there are some
constants for which you should be prepared, no matter where you find work.
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Obviously security for security personnel is paramount. If you cannot protect
your own resources, how can you be expected to do so for other clients, internally
or externally? Fewer people will have root access to the data than you may be used
to; think about the recent rise in the number of phishing scams and identity theft
cases. Improperly stored data is not something that just happens to your clients or
co-workers; it can happen to you. Apply the same work ethic you use in your job,
to your job.

If you have issues about people watching over your shoulder while you work, or
expect you to explain your actions, then you should try to resolve those before
advancing far into INFOSEC. With the ability and access you are granted, a much
larger responsibility for handling those resources is also granted. If you take the track
of functional security testing, some circumstances may require keystroke logging that
will be reviewed by an independent third-party to ensure that you followed the
Rules of Engagement (ROE). The work of an INFOSEC professional is always
under review and scrutiny, and not because of some perceived threat from you.The
nature of the job requires diligent protection against all threats, including internal.
Also, when you walk into a position where you have specialized skills, many times
other workers and clients will want to learn from you. Expect that anytime you are
doing things that you consider fun; others will want to gain information about what
you are doing.

Once you get your new position, it is entirely likely that you will be working
with people whose skills do not match yours in depth or level. It is paramount,
however, that you work well with these people and use the skills they do possess to
your advantage. So what if your team member doesn’t understand SQL or how you
can use it to bypass poorly written security controls in a2 web environment? That is
your job, and theirs may be to show you the policies are written to reinforce those
controls. Use their knowledge of the topics you are weakest in to supplement your
own and get the job finished. You will gain a reputation as being a hard-tech person
who works well with soft-skills people and may have more opportunities given to
you. Be upfront with people you work with about your skills and weaknesses.
Working in INFOSEC is a continual process, just like INFOSEC itself, and contin-
uous change is the norm. If you do not keep your skills current and try to increase
them in scope, you will be left behind.
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Summary

There are many ways to can increase your odds of landing that coveted first
INFOSEC job. Some of these ways are fun and exciting. Some are time consuming
and difficult. In both cases, it is possible to take the skills that you have and comple-
ment them through different traditional and non-traditional means to increase your
chances of getting your foot in the door.

One of the best ways to do this is to become part of an extensive network of
people in the industry. You can network at local hacker and user group meetings, or
at professional conferences. Regardless of where you start building these relation-
ships, once you have a strong network of INFOSEC professionals that recognize
your worth and abilities, their recommendations will vastly increase your odds of _ 1
getting an interview with organizations that respect their opinions.

Formal college education is another way to increase your worth to prospective
employers. An information technology-related degree, such as Computer Science,
and/or an engineering degree, such as Electrical Engineering, demonstrate to
employers that you have the ability to both grasp the concepts required to perform
your job and the dedication to complete a long term project. A degree says much
more about you than what you know: It speaks to your character. In addition to formal
education, certifications relevant to the type of position you are seeking show
employers that you have either grasped the required concepts of the job or that you
are proficient in the skills required to perform the job, depending on the certification.

Getting your name out there and recognized in the INFOSEC community is
invaluable. You can do this in a number of ways. Speaking in front of local hacker
groups is a good start. Subscribing and contributing to mailing lists where your skills
are strongest puts your name in front of industry professionals. The respect of these
professionals that you gain through thoughtful, well-written contributions help your
name be both recognized and respected. Attending security conferences and meeting
industry leaders is a great way to begin increasing your visibility in the INFOSEC
community. Taking the next step and actually speaking at these conferences helps get
your name in front of both industry professionals and HR managers that you may
interview with. Regardless of how you do it, increasing your name recognition will
benefit you in countless ways as you pursue your first INFOSEC job.

One of the most difficult things you will face is meeting the experience require-
ments for many positions. Although difficult, there are ways to gain experience.
Non-traditional experience such as volunteer work is usually available, if you are
tenacious and dedicated. Traditional, ‘real-world, experience is usually more difficult
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to come by. Military service is one avenue open to most people for gaining this tra-
ditional experience. Pursuing work in the civilian government sector is another great
way. Since many government positions require some form of security clearance, you
may have to investigate ways to obtain this clearance. Once again, the military is a
good place to get your first security clearance.

Assuming that you are willing to make hard decisions and work hard, you can
get your foot in the door. Take advantage of these methods, and you will benefit by
landing your first INFOSEC position.

Solutions Fast Track

What Should I Do First?

Caultivate a network of industry professionals to help you down the line in
i your job search. A strong personal reference from one of these professionals
ﬁ». is often more valuable than any item on your resume.

Use local hacker or user groups to begin building your network.

M Be sincere when conversing with professionals you'd like to add to your
network. People are quick to recognize someone who is trying to use them
for their own gain.

Is Education Important ?

Many positions require some sort of formal education. Even for those
positions that don’t require formal education, you will increase your value
by having a college degree.

53|

- em Degree fields such as Computer Science, Information Security, Computer
# Engineering, and Electrical Engineering are highly sought after by
prospective employers of INFOSEC professionals.

Q|

In addition to demonstrating a grasp of the concepts required for the
position you are applying for, a college degree lets an employer know you
have the ability to set a long term goal and then work to achieve it. This is,
in some cases, more valuable to the employer than the degree itself.

M Most entry level positions don’t require advanced degrees; however, if you
have the time and money to pursue one, a master’s degree or higher can
only increase your chances of getting your foot in the door.
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M Many online universities now offer Information Security Master of Science
degrees.

Certifications: Magic or Myth ?

A reasonable number of relevant certifications can augment your college
degree very successfully.

Research the certification to determine its value to employers. Talking with
your network of contacts is a good way to determine if the industry views
these certifications as valuable. Do not, however, take the word of only one
person. Ask a cross-section of your network what they think the value of a
particular certification is before making a decision on obtaining it. ‘

M Pursue certifications that specifically target the type of position you are
seeking. If you are seeking a vulnerability assessment position, you will
likely benefit more from an IAM or IEM certification than from an
MCSE. If you are looking for a policy-heavy position, the CISSP
certification may help you get where you want to be.

Getting Your Name Out There

M Contribute to security mailing lists to begin building name recognition.
Most subscribers to the lists are people already working in the industry you
want to break into.

M Craft well-written, grammatically-correct e-mails. Most positions require
some level of writing ability, and your e-mail communication to these lists

should demonstrate that you possess these skills in addition to your
technical skills.

M Do not engage in flame wars or put other posters down. Behaving like an
online bully will turn many employers off very quickly. Intelligent questions,
and more importantly, intelligent responses that display your technical
proficiency are much more impressive than putting someone down.

3|

Attend and, eventually, speak at security conferences. This is the single best &
way to develop name recognition. Most employers perform search engine
queries about people they may interview. If they see that you have
developed and presented technical presentations about a topic that is
integral to their position, you increase your chances of getting the
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job,,significantly. Once an employer finds your presentations online and

reviews them, if you are called in for an interview, you have a very good
chance of getting the job.

Understanding
Opportunities and Gaining Experience

Recognize opportunities to gain traditional experience. Even though it
may not be the most pleasant option, joining the military will provide you
with traditional experience and training. You can also gain funds for your
education through military service.

Recognize non-traditional opportunities, such as volunteer work, to gain
experience. Entry-level government positions are available to people with
little or no experience, since most government positions afford you the
opportunity to obtain the position with general experience as opposed to
specialized experience.

Make sure to keep your nose clean. Nothing will ease your move into the
INFOSEC field like an active government security clearance. If you have
been arrested, you will probably not be able to obtain a clearance.

One easy way to obtain clearance is by joining the military in a job that
requires a clearance. Unlike many commercial employers, the military will
pay for the investigation required to get a clearance.

Security Clearances

Many jobs, both government and contractors that provide work to the
government, require a security clearance.

There are many different levels of security clearance. Depending on the
level of clearance required, it may be difficult to convince an employer to
pay for the clearance process.

The military is an excellent place to obtain a security clearance.

Once you have a security clearance, the number of jobs that are open to
you increases significantly.
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Links to Sites

s  DEFCON Groups www.defcon.org/html/defcon-groups/dc-groups-
index.heml

® 2600 Groups www.2600.com/meetings/

®  Linux User Groups (LUGs) www.linux.org/groups/

® The Snort Intrusion Detection System www.snort.org 4
®  Snort User Groups www.snort.org/community/usergroups.html

m  CISSP Certification www.isc2.org -
®  SANS GIAC Certifications www.giac.org/certifications ‘
= JAM and IEM Certifications www.securityhorizon.com

®  JAM and IEM Information www.iatrp.com/main.cfm

®» The Black Hat Briefings www.blackhat.com

® The DEFCON Conference www.defcon.org

®  The InterzOne Conference http://interzOne.com/

® The ShmooCon Conference www.shmoocon.org

®  Government Job Listings www.usajobs.opm.gov

®  Job Search Engine Monster.com www.monster.com

Mailing Lists

®  Subscribe to different Security Focus mailing lists
http://securityfocus.com/archive/1.

®  Subscribe to the Full Disclosure mailing list www.netsys.com/full-disclo-
sure.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form. You will
also gain access to thousands of other FAQs at ITFAQnet.com.

Q: There isn’t a local 2600 or DC Group in my area. What can I do?

A: Start your own group. Becoming a DC Group organizer is easy. Instructions and
information on starting a DC Group in your area can be found at
www.defcon.org/html/defcon-groups/dc-groups-index.html.

' Q: Sometimes it seems like the best way to get name recognition is by getting

arrested. Why is that?

~ A Thisisa misconception. A few, highly-publicized arrests have led to lucrative

jobs after the attacker was released from prison. In most cases though, you just
get a criminal record d nolone wants to hire you. Employers don'’t trust crim-
inals, and INFOSEC positiogs all require some level of trust. An employer has to
be able to trust you t ﬁt, naoitiack, his network.

Q: I really feel uncon orteﬂ\ile spe

get my name out there in a p

A: While presentations at secufTty confeérences 4z

your name out there, it isn’t the only way. Wall-written/fechnical white papers
submitted to online sites like Security Focus (Wwessgéurityfocus.com) or to
print publications will go a long way toward accomp the same thing.

Q: Should I take an INFOSEC position that may not be exactly what I’'m looking

for to get my foot in the door and start building experience?

A: No one can answer that question but you. Taking a job related to your ‘dream
job’ may be a great way to get your foot in the door, but it can also be demoral-
izing if you are unhappy with the work. In the end, you’ll need to weigh the
positives against the negatives and determine the best decision for your circum-
stance.
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Q: It seemed like you really pushed the military and government in this chapter.
Why is that?

A: We didn’t really push those options, but unlike a lot of work in the commercial
sector, you can obtain these types of jobs with little or no experience. Since your
goal is to get that first job in this field, it is important to present all of the
options available to you as you begin your quest.

Q: 1 have been to hacker cons for years, just as a participant; is just attending good & 3
enough to put down for a job?

A: If you have not been active in the conference, I would not recommend it. But if
you have done any presenting, participated in a contest or panel, or assisted in "a
the running of the conference, I would put that down. Companies want to see .
that their prospective employees have a life outside of work, and if it is on their
own time, and it involves developing their skills for that job, all the better.

Q: So if I want penetration testing or vulnerability assessment for a career, and |
don’t have any experience with Nessus or other scanning/testing software, I just
need to download it and run it a few times?

A: That is a start. Get familiar with the way it works; if you have been able to setup
an attack lab as described in further chapters, then that’s the place where you
need to run it. Figure out what any problems or issues you run into are and how
to get past them. See what kind of results or false positives you get back, and
document them. There are lots of free resources you can access and use them to
build your own skills and resume material. Like I said before, “you know more
than you know.’ Then you can honestly say on your resume, “experience with
industry standard penetration testing and assessment software,” which is a big
plus, and a requirement for many INFOSEC engineer positions.







Chapter 4

First Strike:
Basic Tactics

for Successful
Exploitation

Solutions in this chapter:

= Writing Your Résumé
=  Engaging the Job Posting
m Interviewing for Success

m  Getting Your Offer

'-“I : Nl 1 #;1;-
.-
- -.",‘,.Ij‘ = o &

M Summary
M Solutions Fast Track

M Frequently Asked Questions

s =
e

83



84

Chapter 4 » First Strike: Basic Tactics for Successful Exploitation

Introduction

Let’s face it—writing your résumé and getting through the interviews is one of the
worst things about job hunting, an activity that is not known for pure joy. It takes
some tricks and forethought to put together a written document that accurately cap-
tures your skills and work ethic and conveys them effectively to a stranger. Here you
will learn how to craft that piece of paper that will get you in the door and allow
your dream company to lavish all its attention on you.

The job posting is the best way to figure out if that job is worth your time or if
you should pass it by. Some of them are well written, with clearly written require-
ments; others are vague and confusing. In this chapter, we go into some of the lan-
guage you see in a job posting and how you should manipulate it to your advantage.

Once past the perimeter guards, you need to be able to wow the interviewer(s) so
that they have no doubt about the veracity of your experience and skills and the great
stuff you can bring to their job. There are many different ways to interview someone;
we cover some basic interview techniques, including some pitfalls and what you want
to avoid. It’s often not good enough to just have done some aspect of a job—you need
to be able to prove it to the people who are considering hiring you.

If all goes as planned, at the end of this process you'll have gotten your hands on
an offer letter for your new job.The offer letter is a strange beast, part offer and part
contract, all in one document. Understand what it says and what you need to clarify
before starting your new adventure. This chapter will help you do just that.

Writing Your Résumé

So here you are—you’ve laid the groundwork by getting your name out there, and
hiring people can Google your name and figure out that you are the hottest thing
since firewalls. You know the history of and pertinent information about your
desired companies, and you are ready to get your experience down on paper (or in
bytes) so the recruiters and hiring managers know it, too. If you can’t translate your
skills into résumé format, though, you will go nowhere in the hiring process. So,
what goes into a successful résumé?

A résumé is a document that should briefly cover your marketable job skills and
education from a definite point in the past to today. It should be a road map indi-
cating where your skills lie and the course you plan to follow. It does not need to be
too high-level, nor does it need to be detailed down to the packet. If you have been
around academic institutions, you might have also heard of a CV, or curriculum vitae.
Resumes and CVs are very similar, but CVs are normally associated with applicants
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for higher-education jobs or research grants. It’s probably best to leave CVs alone
unless you are specifically asked for one. If that happens, Google the term C1 and
modify your soon-to-be résumé accordingly, and you’ll be fine.

Résumeé Types

If all that has not defeated you yet, don’t worry about the different types of résumés.
Just so you know, the types are chronological, functional, and combination. None of these
is really complex; the terms just describe how you put down your experience and
skills. Chronological résumés use a timeline approach for putting down that data,
focusing on a linear progression of your skills. In functional résumés, you group similar
skills and education together. Because neither of these types really makes much sense
in looking for a job today, the third and more relevant type is the combination résumé.
Just as it sounds, combination résumés blend your skills and experiences and present
them in chronological order.

Some people say that functional résumés are best for seeking technical work and
that chronological résumés are best for management. We will use a combination
résumé style in our discussion, and here’s why. Employers want to know that you
have shown progress in your skill development and education over time, but they
also want to know that you haven’t had any serious lapses in work experience. Time
lapses in a résumé are a red flag for anyone doing résumé reviews; they imply that
you were unfit for work for some reason. If that reason is not stated plainly in the
résumé, you will be suspect and you could be taken out of the running for a job.

It is really important to get a good outline for your résumé before you start cre-
ating it. Just as in any IT work, if you don’ have a firm foundation to start, you
might make some progress, but anytime you have to go back and work on your
résumé, you will have to rework from scratch. Take the time to set out sections and
areas to work through for your résumé. If the job you’re applying for has a set
format for the résumé, make sure you follow it exactly. In our example, we will use
the format shown in Table 4.1.
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Table 4.1 Résumé Sections

Section Content

Contact Information Your legal name. A preferred name or nick-
name should be placed in parenthesis.
Mailing address. A P.O. box should not be
used unless necessary.

Telephone number(s). Include your mobile
number if you use that. It is important to be
reachable for an interview or any questions
interviewers have about your résumé. If you
will post your résumé on publicly available job
sites, feel free to remove your mobile number
for privacy.

E-mail address. If you are sending your
résumé to a select few companies, use your
primary e-mail address. If you are sending it
through a public job site, you should use a
“throwaway” e-mail account or one that is not
your primary address, since it is likely that the
site will be crawled by spammers.

Education This should be the highest education you have
achieved. If that is high school or GED, say so,
unless you have completed some college work.
If you have graduated college, place your
degree information here, along with the
month and year you graduated. If you had a
cumulative GPA over 3.0, note that here. If you
didn’t have that but had a major GPA over 3.0,
use that. Barring those levels, don‘t put any
grade information. Also note any relative post-
graduate work.

Experience Summary This should be a short (one- to four-paragraph}
section that covers all your skills in a written
format. Write this from a first-person point of
view (I, me, myself) so that if a recruiter only
wants the highlights of your experience, they
can read it and get the critical information.

Continued
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Table 4.1 continued Résumé Sections

Section Content

Specific Skillset Summary Any specialized skills you have, such as com-
puter languages or skills with particular pro-
grams or processes, should go here. Use
modifiers such as “Very experienced with ...”
or "Knowledgeable about ...” Again, this sec-
tion is included so that recruiters can get a
quick overview of your skills.

Publications and You have taken Chris’s advice in Chapter 3,

Presentations (Optional) haven’t you? Here, include the titles and publi-
cation information on any white papers or pre-
sentations you have submitted or completed.
These are pure gold on résumés, and
employers love to see this stuff.

Work History, in You need to step through your relevant work
Chronological Order history from your current job or status, moving
(Current to Past) backward through time. Set a time at which

you stop noting jobs, such as if you worked in
fast food at age 16 and you are 24 now, unless
you worked your way up the management
structure at that job and left in a much higher
position than when you joined. Make sure that
if you worked jobs part-time with other jobs or
education, you note something like,
“Concurrently with other <activity>" so that
the recruiter will know there might be over-
laps. If you have any gaps in your job history,
make sure you include an explanation so the
recruiter won't assume that you have some-
thing to hide. Feel free to use bullet points or
write out your work history; just be consistent
with each step in your history.

Security Clearances (Optional) This section is mainly for people coming from
a government job or military. If you have been
granted a security clearance or even passed a
background check, public-trust or otherwise,
note that, along with the agency doing the
checking and the date the check was per-
formed.
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Table 4.1 continued Résumé Sections

Section Content

Awards/Recognition (Optional) If you have received any awards for civic duty
or outstanding performance, list those here.
Awards such as “Most Beers Slammed in 10
Minutes” should probably be left out.

Specialized Training (Optional) Any training that you have received that is per-
tinent to InfoSec should be listed here.
Basically, you can list anything for which you
received a certificate of completion, but again,
be careful about which classes you list.

Résumé Misconceptions

Before you get heavily into writing this all-important document, let’s get some
“advice” (read: myths) you might have heard about writing an effective résumé out
in the open (see Table 4.2). Note that this discussion is based on getting a job in the
InfoSec field. Some of these suggestions might work for jobs in other fields, but not
here.

Table 4.2 InfoSec Résumé Myths

Myth Fact

You need to print your résumé Most of your résumé submissions will be
on colored paper or distinctive via electronic means—Web form, fax,
stationery when you submit it e-mail—so colors won’t matter. As far as

for a job. This sets your résumé physical submissions, recruiters and

apart and will make it easier to hiring managers might go through

distinguish from other hundreds of résumés for a particular job.

job-seekers’ résumés. If you use colored paper or really fancy
paper, chances are it will just go unno-
ticed, or worse, get your résumé thrown
out as unrelated paper that worked its
way into the stack! Regular white paper
does the trick every time.

Continued
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Table 4.2 continued InfoSec Résumé Myths

Myth

Fact

A résumé should be one page
only. Employers don’t want to
spend the time reading
multiple pages.

Using a Word or OpenOffice
template is good enough; it
doesn’t matter how the
résumé gets done.

| have to declare my
independence of a proprietary
format by sending my résumé
in HTML, PDF, SXW, etc.

If you don’t have much experience or
education, a one-page résumé is fine.
However, if you have multiple pages of
material, don't try to squeeze it down to
one page. When you start applying for
mid-level and senior positions, it is
expected that you have lots of skills and
experience relevant for those positions.
The résumé is usually your first shot at a
position. Make sure that you use every bit
of relevant material that you can to
ensure you get an advantage.

| don‘t know about OpenOffice, but MS
Word templates use text boxes for some
of the Resume Wizard forms, and Word
doesn’t do a spell check within text
boxes, so there’'s a possibility you’ll miss
spelling errors on your résumé—never a
good thing. Using a résumé wizard is just
not the best way to do this task. A résumé
is the first chance you get to make an
impression (hopefully a good one) on an
employer. You want it to be perfect and to
relay all your best qualities. Expecting to
copy and paste a skills summary and your
e-mail address into a form generator and
then expecting that to impress someone is
a poor way to go. Lots of companies that
accept résumé submissions for a job
through a Web form will only accept raw
text, so all those template-generated
forms will likely not be easily convertible
to readable text.

Most businesses run some version of MS
Office products for their internal use.
Chances are, if you send your résumé
electronically in a format that is not
immediately identifiable, it will be
trashed as junk or a virus. If a job posting
doesn’t specify what format to use, use

Continued
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Table 4.2 continued InfoSec Résumé Myths

Myth Fact

MS Word. You will have all the time in
the world to change the company over to
a different format after you get the job,
so pick your battles wisely.

Make your résumé as distinctive The fancier a résumé is, the longer it

as possible by using lots of dlip takes to read. Again, for the résumé
art, frames, and fancy design reviewer who has to read hundreds of
elements. résumés for one job posting, the longer it

takes to get the same information out of
a résumé, the more likely it will be
ignored and trashed. A simple and classic
résumé style will be read and accepted
more readily. If you have ever written
code or done design for a program, you
know that the more extras you throw in,
the more points you have to debug when
something goes wrong. Use that same
principle here.

Something you might notice that is missing from this example is a career objec-
tive or goal. Some people say that if you don’t “target” your résumé for a goal, that
means you don’t show direction or motivation. My thought is that you are applying
for a position, so your implied goal is to get the job.You will see an example later
based on my own résumé that it is lacking the “motivational” language that some
people espouse to be necessary. My feeling is that you are applying for a job, so it is
assumed that you are “task-focused, motivated for success, and dedicated to excel-
lence.” Especially when you are dealing with InfoSec, recruiters are becoming more
sensitive to people trying to fill their résumé with a lot of doubletalk. Let your skills
and experience speak for you.

You might be used to seeing a résumé full of bullet points and outline-style
writing. This is common for a technically focused résumé, but make sure that you
don’t overuse them. It is important that you do some descriptive writing to illustrate
your history. It is expected that you will use bullet points for emphasis so that you
can summarize content quickly. With InfoSec, however, you will be doing more
writing than with a typical IT job. Demonstrating your capability for descriptive
writing will give you that extra edge over other candidates.
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Skillset Presentation

It is critical that you know how to present your existing experience and skills in
such a manner that hiring personnel take the information at the appropriate value.
Just saying that you “updated firewall rules” does not really say much about your
InfoSec prowess. Let’s add an InfoSec slant by saying, “Ensured perimeter and
internal security by maintaining proper firewall rulesets.” This is not going to make
much of a difference with an InfoSec skilled manager, but it does let the recruiter or
first-line résumé reader see “maintained security” in the description.You are not
being misleading; it is simply the way to properly frame your reference.You should
be prepared to properly frame all your previous IT skills or hacker experience in
InfoSec language to get the right point across. Take the time to review your skillset,
and don't settle for a simple explanation of your responsibilities. Make sure you take
an “InfoSec point of view” for each of your skills.

Notes from the Underground...

So, What Can | List Here?

We have already discussed outright illegal acts such as releasing viruses or
malware to other networks, along with data theft and nefarious acts
blamed on hackers in the past. What if you have written viruses on your
home network, just to figure out how they worked or how they interact
with certain processes? How about if you totally broke the primary
authentication method for a well-known database vendor? These are
great topics that you should present in your résumé—just be extremely
careful how you word it. Admitting to any acts that even sound illegal will
get your résumé dropped in no time.

The following examples cover some of this issue, but make sure you
avoid terms like hack, crack, or infect in your résumé. Although they
might not be negative terms in the grand scheme of things, they will def-
initely alarm the typical HR person who reads your résumé. “Oh my, this
applicant says that he broke into Oracle and hacked all their databases!”
is not the impression you want to give when you have figured out and
responsibly disclosed a vulnerability in the initial authentication mecha-
nism in older Oracle databases. You can always better and more thor-
oughly inform people who matter on sensitive topics after you get the

_____ Continued
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job. Until then, make sure your language is InfoSec-correct so as not to
alarm people. Table 4.3 gives you some language guidelines.

Table 4.3 InfoSec-Correct Résumé Language

Skill

InfoSec Résumé Language

Managed desktops

Worked Help Desk

Managed network
infrastructure

Systems administration

Network hacking/scripting

Backup operator

Application hacking

Followed change management principles in
securing desktop environments. Managed user
access rights and protected against unauthorized
software.

Assisted users in following InfoSec policy;
worked as first-tier support for preventing virus
and malware infections.

Maintained and protected LAN infrastructure in

a manner that prevents unauthorized access and
ensures confidentiality, integrity, and availability
of data.

Deployed and enforced domain security policy;
prevented network intrusions through the use of
practical InfoSec policies. Managed the server
infrastructure that protected and provided for
the availability of user data.

Designed and wrote scripts that were used to
verify and validate primary and secondary secu-
rity controls for <X> application or system.

Provided functional support in the secure and
timely process of protecting system and user
data against loss or corruption.

Researched and developed methods of circum-
venting security controls for the <X> applica-
tion. (If disclosed) Worked with <X> engineers
and support staff to correct a previously
unknown issue with the security services of their
product.

Résumé Pitfalls

One of the easiest things you can do to cripple your chances of getting that sweet
InfoSec job is to make your résumé invalid by using poor grammar or spelling.
Although hiring personnel are not looking for people with postgraduate degrees in
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English or composition, you are expected to be a professional and be able to effectively
and accurately communicate your information to clients. Take the time to go through
your résumé and spell-check every single word, and if your word processor supports a
grammar checker, use it! | have reviewed résumés for high-level positions and have
seen résumés of people claiming 20-plus years of experience as an InfoSec professional,
but they misspell management in their first paragraph. As far as grammar, check that
your verb tenses are solid throughout your document, especially between your current
job listing and previous ones. Only in larger environments will you have the luxury of
a technical writer to go through your documents and fix the obvious errors in com-
position, so show that you can handle these tasks well on your own.

In a résumé, it is difficult to avoid using buzzwords. Managers look for them, and
InfoSec people know that to convey ideas to some personnel, you have to use buz-
zwords in documentation and meetings. For that reason, be aware of how much and
where you use these buzzwords. Sprinkling one in every few sentences is acceptable,
but if you find yourself using them every sentence, it’s time to step back and rewrite
that section. Phrases like, “realign paradigm associations in a proactive manner” are
fodder for Dilbert jokes, and unfortunately you will see those once you start
working in InfoSec. Don’t make the mistake of being one of those people who rely
on buzzwords and therefore have real engineers and professionals wondering
whether you know anything else besides those words.

You can consider your résumé the first professional InfoSec document you will
create, and in that light, you need to have a good idea of your audience. Every docu-
ment you create is written for a particular caliber of reader, whether as technical as
you, as management-focused as a C-level executive, or somewhere in between.
Expect that the first person who reads your résumé will be a recruiter or HR
worker who might have some technical background but will mostly be familiar with
the industry through the use of buzzwords and needed phrases. For that reason, don'’t
pour on the technical detail in your résumé. Think of it as an abstraction layer. The
résumé must translate your hacker skills into something understandable by a much
less technical reader. If you try to convey too much technical detail, you will alienate
that reader and cut down on your chances to win him or her over. A résumé should
be a persuasive document, designed to make the recruiter totally in love with you
and your skills—someone he or she desperately wants for their company. Where
does the highly technical explanation of your work come into play? That kind of
gold should be saved for your technical interview (discussed later in the chapter).

If you are coming out of a government job, military service, or a job where you
had to sign a nondisclosure agreement (NDA), make sure you are cautious in
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detailing the type of work you have performed for previous companies. You should
have a copy of the NDA you signed; make sure you have no questions about what
you can and can’t discuss with outside agencies. It is okay to be vague when you
describe certain kinds of work on your résumé; HR personnel understand that need,
and when you get to the interview stage, let them know about any such limitations.

Now What?

Many companies ask for a cover letter when you apply for a position. A cover letter
is the logical place for any “goal-oriented” language that relates to the job. We’'ll
cover this topic in the next section, but every résumé should be lightly tailored to
the job for which you are applying. The cover letter is where you describe how you
will apply your skills and experience to that specific task. Don’t use the cover letter
to reiterate your résumé material. A cover letter should be short—no more than a
few paragraphs, tops—and should introduce you to the HR personnel and give an
overview of your skills.

Flexibility is key when you are finishing up your résumé. This is a document
that you should keep current at least once a year, if not several times a year. If you
end up as a contractor, you will likely need to keep it updated monthly, since your
company will use your résumé to bid on new contracts to demonstrate employee
skills. Don’t write a document that is so heavily balanced toward one task that you
cannot easily interchange pieces or provide emphasis for one set of skills without
major surgery on your document.

A résumé is designed to let a recruiter know that you are someone who needs
further investigation, that you are the right person for the job. Once you have com-
pleted your résumé, you need to identify where you should submit it. If you have
some select locations in mind, such as specific jobs listed on a company site, or with
a personal contact that you made after reading Chapter 3, that should be your first
place to submit to. If you are still in school or have access to the career services
organization at your alma mater, definitely use them as well. There are always the
publicly available job sites, such as www.dice.com, www.monster.com, www.com-
puterjobs.com, and dozens of others. You will be surprised how many hits you can
receive from these job sites. The jobs might not be exactly what you wanted, but you
never know who uses those databases for their initial sweep when a new job
becomes available. One approach that you should not do is the “shotgun” approach
of applying to anything remotely interesting to you. This is especially true if one
large company has several jobs that interest you. Pick the one you like the most, and
apply for it. When you hear back from them, express interest in the other jobs as
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well. The HR personnel will appreciate not seeing your résumé and information
multiple times over in one day.

Résumé Example

Figure 4.1 shows my current résumé. I have disguised the names of specific compa-
nies and agencies for which I performed work. Note that it is a very simple and
clean résumé. All the information is easily understood and can be skimmed very
quickly. This résumé style has gotten me two jobs in the last three years.

Figure 4.1 An Example Résumé

AARON W. BAYLES

123 Falte Street

City, VA 20224

(555) 555-5555 Home

(555) 555-5556 Mobile
aaron._bayles@@bad-amail com

Education
B.S., Computer Science (CS), 2001 (Really Sweet University)
Graduate CS class, Embedded Limx Programming, 2002 (Another Sweet University)

Experience

I have over § years of extensive experience with enterprise techmology that mcludes savers,
wurkstations, mainframes, thin and thick clients, databases, storage area networks (SAN), and
infrusion detection systems (IDS), with over 8 years of specilized informahion technology
security experience. | have extensive experience designing, securing, and penetration testing both
wareless and wired networles. My work expenence inchudes the design and domain administrabon
of a Windows 2000 Acte Directory doman that also uhlized Linux servers. [ have created
domain secunty policy, actvely monttored the network for anomalous behavior, and responded to
network intrusions | have tramed and directed technicians m the daily administration, operations,
and testing of Windows and Linux-based networlss as well as securs software deployment. [ have
been performing techmical vulnerability assessments and penetration testing m suppert of Federal
Catification and Accreditation (C&A) efforts of national and global networks, along with the
creation and review of nsk assessments, secunty plans, incident response, and disastar recovey
plans. Seme of my projects mclude developmg and managing the incident response capabdlity for a
global heterngeneous enterprise, desigrung and secunng a wireless network used to access
personal data over a college campus, detechnon and mapping of rogue wareless access points,
designing a secure architecture for remote LAN segment monitoring and correlation of incidents,
and using open-source software to create a remote log accumulahion server with automated
backup procedures.

Hardware/Software Surmmary

Sto ]l yar Wmdows Saver 2003, ChegkPont FW-1

| to 2 years: Ethereal, Fedora Linuz, QpepBSP. Snort IDS.

210 3years: ISS Internet Scanner, Nessus, Ausnar. Eitercon, Seagate Winlnstall,
RegMon and FileMag, OS/2 Warp 4.0, Warp 3 [, Kismet, wireless network
detection squipment, a 100Mbit/1 Ghit switched netwaork consistng of Cisco
290073500 series switches, a Meridian 2000 senes based telephone network.

410 10 years' Wmdows 2000 Server, Windows XP Professional and Microsoft Windows-based
software network deployment, Red Hat Liw, Sckware Linux, Windows 2000
Professional, both use and deployment, Windows NT 4 Server and Worlatabon,
MS DOS, Microsoft Windows 3.11, Windows 95/98.

Over 10 years: IBM and comgpatible persenal computers (PCs).

Publications and Presentations
Scheduled to present at the {9th Anmual Vanguard Enterpnse Security Expo on “Hacking
Windows Systems and Windaws 2003 Server Protection”
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Currently wnimg & book for yngress Publishing, as the pronary suthor, ttied, ~[gfaSes Caresr
Haclng' Sell Your Siglz, Not Your Soul.” scheduled publicaton date of Appl, 2005

Employmant Histery Semor Secunty Enginesr, Really Big Campanry (RBC), City, VA, May
2003 to present | am cumently working on the Contract Chent Company (CCC) IT Secunty
outsourcng contract perfoniing dubes as the Computer Secunly Incydent Response Team
(CSIRT) Coordmatar, managmg frewalls and remote access dewices, and perfomng INFOSEC

for other d withm the CCC busness | am currently devaoping a
respanse-based lnmmm Daecmm Synun (IDS) fnr CCC 1 was mvaolved m performmg a
Nahnna) Process (MIACAP) cerhficahom

and accyeddation (C&A) project, aclhmg. vahdatmg. and teshng secunty requirements for the
Department| under the Agency! | bavealva conducted mmnercus NIACAP C&A projects for the

Department? of the Agmcyl 1 have performed nuk wreszments wsmg NIST 300-37 based CEA
actwaties for the Dep 3, as well ax perfy textmg for the Dey 31
have creited audaandummcefwsmgw‘mmmmmnml servers, LowceRne
workstitwms and savers. madiame systerm, datatases, lenmoel server and chent/server

, Pubbc Key 1 {PKY), and wereless equpment, meiudmg Blackbermy

personal dwl ussutants (FDA) | have provided techmcal secunty expertue m support of the
\’ERY COOL progmm, with workstatons and servers, for the Department!t In order ta budd
new busmess, [ created » methodology and process for conducting Wirdess LAN (WLAND
Assesgoemts and mite suveys, umg open-sowce lools and Commereml Off- m:—M(COTS}
technology 1 have sssoted m ung and a
for bptops comImumcating over puhl: wireless and wired networks [ hlvenhdllednn tesied
securty conirols dunng a nsk assessment for the Stateof BLAH on the COMPANY Voting
Machines that were used m the March 2004 decnnns Mnmmrlm'rm 1 bave

iead teams as well as conducted Tar he
D 1.D 2, D Depmmﬁ and Lhe Department TthepmmmM
pmmlmn test mdmulmmnlmﬂ over salelite

Antnretica, Chie, and New Zesiand under adverse condsiiems  Usmg my background mvmds:
securtty, | have developed a wireless standard for Department ], Degsartment 3, and the
Department3

Syviems A Compuier Ser Realy Sweet U Cty, VA Jomsyy 2000 to
Apnid 2003 | woriced with three other admenstrators to manage an 1800 svorkstaton Windows
200D Actrve Dyecinry domsm tat utlzed Microsoft Exchange, anden EMC SAN. My prmssry
wea of responmixbty way the secwre P and pr of aver SDmtwnrk
tmsed softwae ttles As an \ Iveas for the

security of approxammidy IDR.edﬂllumxmm and over 30 Windows 2000 servers I
designed both test and secure production oetwerls for both public and Pivacy Act daia As part
of my duties, [ assisted i the design, mplementahon, and mamtenance of a secure 302 11b
network that allowed users to accss thar pascoal date, us well a3 collegmte coursewnrk [
parformed regular anesments of the approved wirdesy network and sweeps for unauthormed

wireless Far other 1 the secunty of several cammencal off-the-
shelf (COTS) software apphicahans by testmg lhzbm‘l-n securty seraces Dunng my
employment, 1 also warked as a T Té where | the local

telephone natwork with fidddwork and teck office operations

Contract PC/Network Technician, Really Small Company, City, 5{4 May 1994 to August 1999
concwrently. [ performed PC mamtenance, builds, and secuyity for new

tuilds, upgrades and network design, ublizing 10/100Mbit mchﬁl,lmh based, mdannlng
modem-based ris 1 deployed Small office/h office (SOHQ) workstations and servers in
a secure configuration. These netwarls connsted of Microsoft Windows 95/98, Microsoft
Wimndows 3.11, IBM QS/2 Warp 3, Wanp 4.0, Slaclkwars, and Reghat Lanre

Independent Petroleum Landman. Sef-Employed City, VA May 1995 to December 1999
concurently. Worlong as a bandmap, | parformed research on both chent-server tased system, as
well as legacy tenmmal-based applcations, for a variety of chents | performed land boundary
mapping and analyns using different commercial mapping software. Dtm;lamgdfum lalso
acted as technical support far my co-workers wile working m the

Awards/Recognition
Received 1= Anmml Montgomery Bums Award for the Field of Excellence, March 2003

od Tradning:
Renlly Bag Company Certified Penctration Tester, June 2003.

Cover Letters

Figure 4.2 shows an example of a cover letter used to apply for a job posting
explained in the next section. Note that this letter is very high level and covers and
answers the requirements of the job itself. In your cover letter, you should make sure
that you address some of the specific job requirements, but leave enough room for
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your résumé to fill out the rest. Make sure that you address the letter to the person
listed in the job posting, if any.

Figure 4.2 A Sample Cover Letter

March 27, 2005

123 Fake Street
Clty, VA 20222
aaran_bhaviea@uad-emall.cam

Jomes Clark
SAIC
Dear Mr Clark,

1 would itke to apply for the INFOSEC Engineers position, reference number
CAT112681.

| feel my previgus experence with parforming INFOSEC Risk Assessments,
perfarming penetratian tasts of giobal enterprise natworks, and developing
secure network designs equip me with the tools required to excel in this Job
Please find my resume atiached that detalls the skills and experience ) have that
should meet all of the needs Yor this postion Thank you for your ime, and
please feel free to cantact me by phona or emal i you have any quastions,
Sincerely,

«3ign here>

Agron W Baytes

Encianh

In addition, make sure that you reference the job number or position and tell the
person how to contact you. This letter should be about the company and your
prospects—how you fit the job requirements. You should use basic business format
and include the information outlined in Table 4.4.

Table 4.4 Cover Letter Format

Section Information

Salutation Use the name of your contact, listed in the job
posting or application process.

First Paragraph Explain that you are writing this letter to meet
the needs listed in the posting.

Second Paragraph Briefly cover two or three of your skills and how
they will benefit the company.

Third Paragraph Sell yourself and thank the contact for his or her
time.
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When you do submit your cover letter and résumé via postal mail, put it
in a 9 X 12-inch business envelope. It looks neater and it has a lesser chance of
getting pushed aside versus a small standard envelope.

Engaging the Job Posting

Now that you have your résumé all ready to go, you need to find that elusive dream
job by going through all the job postings out there for your target company. Most
companies today have a Careers or Job Search Web page that allows you to search
via different methods. For larger companies, a great way to start is to do an Internet
search for InfoSec.

See What's Out There

Figure 4.3 shows some results of an InfoSec search—a list of job openings at
Northrop Grumman.

Figure 4.3 InfoSec Search Results

Dediwing Tt Pwtwki

PorOme Pours "Sectens. “Poekione Hacstions
20000130 FPINER  Inturamben Rrgen Wgve 4 Piwner 3 Molewn ¥A USA

03 38 2% “wisR fetprran HMEnages, Sywems ngrater  uorden, WA UBA
AO0% 01 85 MIAANA Iniverasen INFOSEC Grgmesr Molean VA A
00310 EETITIOON  Imermaten  Chrester inormaten Gty Mcbswn, VA S USA
FOOS01.30 FVDSTILN  inwrmemien Wy Ergnaar Mol VA USA
FOR 1P EWORERA lndorvmten  Ntwork Saginesy Quternel 1 Puirtax, WA SLAA
FOOTOMAS FUITTREA  imdmmton  efrvmition Sy Bty Oreilly, VA LA
P0IS.G3-10 BSATTROAR  tormmncn R infosmien Asiuange  Adrgion VA URA
20080201 WPISEBA  inioreen m-—-nu::uw Lastterg WA UBR
TOAS.0D0R PUISINAR  veman e e e Lysaburg YA VS,

T
WO T IBIIE Womie Teennaigy  Mrmsmaluessn BenDigh CAZUEA
BO0S08-T) CORMDN 101 Wiegremas Spmibme  nge 4 P P Uariedo, CA
]

00491 TE WIS Bomos Pecrnelegy i | oeas o ey Son Dwie, TA UBA

The first InfoSec engineer’ job jumps out, so check to see the details
(see Figure 4.4). We are searching for a job that could be an entry-level InfoSec job
for someone with a computer-related college degree and no security clearance.
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Flgure 4.4 Details of an InfoSec Engmeer Job Posting

E. Eea hbes e Gx Qeckmaks Lanw  Help
. _ [ o] T
Back nzn ugc rus!-n L% ki L ISR 4

Desimtne THE PUTURE

Lamprin Biarvme | W Rashny Gmmmin o Rusaem | Gimms | Garmpe | BEb

Job Detall

Technelegy
Posling ID: 28/289028R

© Gave thia b 1o My Jobe (Alcas you 10 pu the job in memary end retuen to X lmar)

1 Enginser | MelLasn, VA 7 USA | nformation

Desarigtion:
Doveiop wolationa, et in security tachnology. Test snd
SVEIUSLD SaCUFITy DrosuCts, BN QUESS (e cevelcpment of § large secure corporats Information
archidctune Famdiar weh Microsolt Windows servecs (Sun Boliris servers & pha| and Windows
chents, memwmmm in tewing and

ayslems 1o mesl lonmesl writing. e
moonan !Wnﬂhﬁoﬁscmn e, mmrmﬁl -rHLun- Nates will
e requirect
expanence Security pm vuampw smna--mu- n-qub-n

Apsiy Mow |

Everything about this job looks appealing: “test and evaluate security products ...
familiar with Microsoft Windows Servers (Sun Solaris servers a plus) ... Familiar
with secure IT products and solutions ... Knowledge of InfoSec principles ...,

At the end comes the sticking point: “Security Prerequisite TS/SCI with Polygraph
Security Clearance Required.” From the previous chapter, we know that TS/SCI
means Top Secret with Sensitive Compartmentalized Information (SCI), a pretty
high security clearance with a polygraph test required. Although this could be a
great job, unless you've got those clearances, this job is not for you.

Looking through another job search at a different company, you find one that
sounds pretty appealing as well, assuming that you live near Houston, Texas (see
Figure 4.5). This one requires a bachelor’s degree in a computer-related field and
four years in IT work, with one year in InfoSec. This isn’t exactly an entry-level job,
but with requirements like that, chances are the pay is pretty good. The required
skills are pretty high-level: “Experience supporting a large (national or global) critical
system or network including software, hardware, maintenance, and operations.
Experience developing secure software/systems, hardening hosts and network
devices, architecting secure networks, designing security plans, developing disaster
recovery plans, creating security policy/procedures, and performing technical risk
assessments (penetration testing). Exceptional knowledge of secure network design
and configuration. Expert-level knowledge of IP networks and secure
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software/system development. Extensive knowledge of Windows, UNIX, and main-
frame operating principles.”

Figure 4.5 InfoSec Security Engineer, No Clearance Required
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Even if you don'’t meet all the required skills, you should still apply for this job. If
it happens that no one in the pool of applicants has all the required skills, they might
accept someone who has a really strong focus in one set of skills but less in another.
Under the desired skills are these: “Past or current hands-on experience with router
and switch configuration, firewall and intrusion detection system (IDS} implementa-
tion and WAN deployments. Knowledge of heterogeneous enterprise architectures
including security policies, procedures, and guidance such as NIST and/or ISO
17799/BS7799. Experience working with routing, switching, and network engi-
neering products (Cisco, Bay, Juniper, etc.}, load balancing, telecommunications, por-
tals, large databases, VPNs, hIDS/nIDS, and PKI. System Admin Knowledge of
Windows NT/2000/XP and Sun Solaris (and/or other derivatives of UNIX).
Experience with risk assessments/vulnerability assessments (NIST/ISO/BS), penetra-
tion testing (NIST 800-42, OSSTMM).” These requirements are also pretty broad
and cover a large portion of IT disciplines. No mention is made of travel or salary,
but fewer companies today are including salary requirements on their publicly acces-
sible sites. That is usually a topic reserved for interviews.

The previous jobs are considered midlevel positions and would be better suited
to someone with a bit more InfoSec experience. Let’s look at a much more entry-
level position listed on www.USAjobs.com (see Figure 4.6). This one lists the pay
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grades, since it is a federal job and falls under the GS pay scale. For this job, the pay
range is from a GS 5 to a GS 9, which ranges from $22,558 to $58,218, depending
on your experience. The experience required for this job is listed as follows: “For
GG-5 level: three years of general experience (one year experience which is equiva-
lent to the GG-4 level): Experience that provided a basic knowledge of data pro-
cessing functions and general management principles that enabled the applicant to
understand the stages required to automate a work process. Experience may have
been gained in work such as computer operator or assistant, computer sales represen-
tative, program analyst, or other positions that required the use or adaptation of
computer programs and systems. GG-7 and above required 1 year of specialized
experience equivalent to the next lower grade level.” So, starting out, this job
requires only three years of basic computer experience for the GS 5 pay. It’s not a
CTO position, but its a great way to get your InfoSec career started. The job is also
in Hawaii, so at least you won’t have to buy any cold-weather gear.

Figure 4.6 Information Specialist Job Posting
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When reviewing these job postings, pay attention to the Required Skills sections as
well as the Desired Skills sections. Like the example of the InfoSec engineer’s job in
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Houston, here we see quite a few required skills that would be more suited for a
higher-level InfoSec professional. Usually you can relate the number of required skills
to the pay for the job. A position that requires more skills will likely pay more because
it will take a more skilled person to fill that position. Don't sell yourself short on jobs
like that if you don’t meet every single requirement, but if you can’t meet at least 75
percent of the requirements, you might not want to apply for that position.

Desired skills are just that—wanted but not required. These can be used as
leverage if you are missing a few skills from the Required column. When you are
applying for these jobs, see if you can send a message or cover letter along with your
application. That’s where you need to briefly describe how your skills match up with
the ones desired or required, letting HR personnel know that you have fully read
and understand the job posting and are less likely to waste their time.

If you are tied to a specific location or unwilling to travel, you should check the
job postings very carefully. Some postings are up-front about travel requirements,
listing a specific percentage of time spent on the road or saying, “As Needed” (see
Figure 4.7). Some of the job locator sites have an area that allows you to choose
how much travel you prefer. This is definitely something you need to be up-front
about with a recruiter or interviewer during the interview process. Some jobs
require 80 percent and more travel time, and if you are not prepared for that, you
will really hate the job.

Figure 4.7 Dice.com Job Search
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What Do You Do With This Information?

Something that is critical to understanding job postings is the fact that they contain
the language that needs to be in your résumé in order to push you forward. The
program manager or HR. manager usually writes the posting to meet a specific set of
tasks or work. Those tasks or work should be specifically listed in the job posting,
and it’s up to you to bring your knowledge about them to the recruiter’s attention
with your résumé.

Go through the posting and copy specific requirements or tasks, like
“Knowledge of heterogeneous enterprise architectures including security policies,
procedures, and guidance such as NIST and/or ISO 17799/BS7799. Experience
working with routing, switching, and network engineering products (Cisco, Bay,
Juniper, etc.), load balancing, telecommunications, portals, large databases, VPN,
hIDS/nIDS, and PKI. System Admin Knowledge of Windows NT/2000/XP and
Sun Solaris (and/or other derivatives of UNIX). Experience with risk
assessments/vulnerability assessments (NIST/ISO/BS), penetration testing (NIST
800-42, OSSTMM).” Then, using your newfound writing skills, rework the relevant
parts of your résumé to specifically say things like, “During this task, I was respon-
sible for enforcing security policies and procedures based on guidance from NIST
and ISO 17799.1 used Cisco routers and switches in such a manner to ensure the
confidentiality, availability, and integrity of the data in compliance with those poli-
cies. To provide both perimeter and internal security, I managed <X> vendor’s VPN
product in conjunction with <X> vendor’s host and network IDS.” It might seem
like you are parroting back their requirements, but remember, the résumé is sup-
posed to make you stand out enough to get an interview. When you get to the
interview, that is the time for you to elaborate and state how you did these things,
not just rely on the high-level requirements or the posting’s language. R ésumé
reviewers look for the résumé to reflect the specific job posting, so make sure that
yours is tailored to that job posting itself.

One reason to go through the process of matching skills to postings is the way
that résumés are handled. Large corporations and the government both use résumé-
matching software, such as Resumix, which matches phrases and words describing
requirements with the words in your résumé. Although these systems are usually
pretty good about doing a loose match on terms, it always helps to make the
machine do less work, even if a human reviews the matches.
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Who Do You Know?

References are a required component to most jobs today. If you cannot provide the
names and contact information for three to five people who can vouch that you are
a decent, upstanding citizen with a positive work ethic, you need to find those
before you apply. Some companies require the references upon submission of your
résumé, some will wait until you're into the interview process.

What makes a good reference? Someone who has known you for at least a year
is a good place to start. Coworkers or supervisors make the best references, since
they know how you work and are familiar with your habits in the workplace.
College professors, associates from professional societies, maybe even some of the
people you have met through your work in Chapter 3 are good places from which
to draw references.

How the references are checked varies between companies. Some will ask you to
have the reference fill out a form and send it back to the hiring company via mail or
fax. Some will call your references at a random time and ask questions. Others may
contact the references and ask them to send a generic recommendation about you
on a letterhead or some other official correspondence. A reference should be
someone who can be counted on to give an honest and personal opinion on the
kind of person you are. If you have in mind someone who you question can be
honest about you, don’t list that person as a reference. It is also good form to get
permission from people before you list them as references and give out their contact
information.

After the Application

Once you have applied for a position, give it some time. Some companies don’t pro-
cess submissions for a week or so. Larger companies should send you some type of
automated announcement that your application was received. Some even give you a
tracking number to use for further correspondence. If you don’t hear anything back
for a few weeks, especially for a job that was listed to close soon, e-mail or call the
contact person or the HR department to ask about your status. As long as you are not
being really obnoxious about checking back, they will usually give you an update.

Interviewing for Success

All right, your résumé is out there, your references are in place, and you are feverishly
awaiting a phone call. Your patience is rewarded when you get a call about your appli-
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cation from your dream company! From the time you submit your application, be pre-
pared for a phone call or e-mail from the company’s HR personnel or recruiter. Some
of them might contact you within a day; some might take a few days or up to a week.
Be mentally prepared for that phone call, since this is something you really don’t want
to make up as you go along. If a contact name was given for the position, chances are
you will be hearing from that person, so don’t forget the name.

If you are really nervous about this interview, check around your hometown for
opportunities for mock interviews or interview practices. Usually colleges and uni-
versities hold them just before a job fair, and some job fairs themselves offer them. If
you have some job postings that you are only mildly interested in, you might be
tempted to use those to brush up on your interviewing skills. But remember that
successfully interviewing with them, then turning down an offer or telling them that
they are just for practice will hurt any chances of you working at that company
down the road.

If you are caught off-guard when you get that big call, ask the person to hold for
a few seconds while you move to a less distracting area where you can be focused on
the call. Make sure you have a pen and paper handy to jot down notes. If they
happen to call and it is a really bad time, politely let the caller know. It is much
better to have them call you back instead of you trying to shout over the lunchroom
chatter or mumble in the back of a meeting room.

One quick note here about the phone number you use for contact. First, make
sure the phone at that number is either capable of recording a voice message or is on
your person at all times. You do not want to miss out on your opportunity because
the caller could not leave a message or your roommate flaked on the call. If you do
have a voice message prompt, make sure it is appropriate. No recruiter wants to
listen to 45 seconds of your death metal cut of the week before being given the
chance to possibly give you a job. If you have issues with recording time on your
answering device, make sure you have plenty of room for multiple messages.

The first step may very well be a phone interview, which you will set the time
for in your initial call. Interviewers like this method because it requires less work on
both parts and does not take up as much time as a face-to-face interview. The same
rules apply for a phone interview as for the first call—really, any call with a prospec-
tive employer. Make sure that you are in a quiet area and can be easily heard. Always
have notepaper nearby, because if you are lucky you will be getting directions to
their office to take the next step. Block out a section of time that you can dedicate
to the interview. Usually phone interviews last 30 minutes or less. Prepare yourself
mentally for this task by reviewing your résumé and the job posting itself. Keep a
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hard copy or electronic copy nearby during the call itself to refer to important
points. Be prepared to use some small talk up front to get the conversation started. If
this is an issue for you, check out some of the meetings from Chapter 3, and use
those venues to become comfortable with light banter. Be prepared to go much
more in depth about your experience, if it is asked for. The first interview may be
for HR purposes, just to see if you are “worth” an office interview, so don’t go full
out with the techie material unless asked.

On Their Ground

When you are asked to come to a prospective employer’s offices for an interview,
make sure you have directions or parking instructions for the location. It’s always
better to ask beforehand than have to call on the way over because you are stuck in
the parking garage or can't find the office. Tty to arrive at the location 15 minutes
before the interview is to being, but don’t go up to the office until 10 minutes
before the interview. Wait around outside if you have to, but you don'’t want too
arrive so early that you end up waiting forever in the reception area. That shows
time management problems and also rushes the person with whom you are meeting.
Bring in a slim portfolio or folder so that you can take notes and carry away infor-
mation you might be given. Business cards are always a nice touch; you can pick up
card stock from most any store and make your own if you like. It’s an easy way to
relay your contact information, even if this is your first professional job.

Okay, here is a huge secret when it comes to interviewing: Look professional!
Seriously, even if this is a job on the West Coast where the office is 5 minutes from
the beach, don’t go in there with your board shorts and sandals on to “blend in”
unless they have given you specific instructions to do so. Here are some wardrobe
guidelines:

® Men Wear a suit or jacket and tie, depending on the company culture (for
example, banks or financial institutions require a nice suit; but in-house
work might require only a jacket and tie}. Make sure your outfit is a con-
servative color—blue or dark gray for suits, jackets can be brown or any
dark color. Avoid black, since it can be too funereal or make you look too
much like a waiter. If you choose to wear patent leather shoes (shiny), make
sure they are shined! Lots of InfoSec personnel were military staff in their
former life, and that is something that makes an instant impression; pay a
few bucks for a really nice shine. Avoid colors in your outfit, including your
tie, that are too bold or flashy. If you don’t have a silk te, go to a depart-
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ment store and get an inexpensive, simple-patterned one. Polyester ties
don’t make good knots, and again, impression is key. As far as jewelry, it’s
time to remove the earrings, nose rings, and any other rings or piercings
you have adorning you, except for wedding or class rings. Make sure that
your hair is cut neatly; a little length is okay, but keep it above the bottom
of your collar. Facial hair should be kept to a minimum—a neat and short
moustache is okay, but no handlebars or mutton~chop sideburns. Goatees
are accepted in the InfoSec world, as long as they are neat. Go easy on the
aftershave or cologne, since some people have serious allergies to that stuff.

s Women Wear a professional pantsuit or jacketed outfit. Dresses are nice
but not professional. If you wear a jacket-and-skirt combo, make sure the
skirt isn’t too short. Your hair should be styled conservatively. Keep jewelry
to 2 minimum—small and unobtrusive earrings, one per ear. Wear only
your wedding or engagement ring and class ring. Keep your perfume use to
a minimum.

Cell phones should be off for any interview. If you need to keep it on, make
sure it is silent and explain to the interviewer that your phone is on because you
have a need for it, and give a brief explanation.

Politeness and manners are paramount! Using “Sit” and “Ma’am” will go a long
way towards establishing your professional appearance. When answering questions
use proper English such as “Yes” and “No” intead of “Yeah” or “Nope”.

Why Are You Here?

In interviewing, your body language is very important.You have probably heard the
expression, “It’s not what you say, but how you say it”’ That is very true when it comes
to interviewing; remember, you are selling yourself! Keep positive facial expressions,
and smile and nod agreeably when you are discussing topics. Keep your hand gestures
to a minimum, and don’t make any grand gestures. Keep your hands away from your
face and mouth. Maintain a straight posture when sitting. Observe a personal space
limit of 3040 inches between you and other people when you're talking to them.
Your handshake should be firm and precise. Don’t forget their names!

During any interview, make sure you take notes. This shows that you are interested
and detail-oriented. Also, if you get the “Do you have any other questions?” question
during the interview; you will have something to refer to if you've been taking notes.
Don't be nervous about asking for clarification on any topic. When you are asked spe-
cific questions, give specific answers. If you are asked about negative work experi-
ences that you have been through, especially if your previous work experience lists a
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company known to have had internal problems, like Enron or WorldCom, be posi-
tive about sensitive topics such as if you were unhappy about a previous job. Under
no circumstances should you bad mouth a previous current employer. The inter-
viewer knows you are at least a little unhappy at your current job, otherwise why
would you be interview with them?

The usual order for a multi-interview hiring process is an HR interview, tech-
nical interview, then final interview where an offer letter is given. Stay on the appro-
priate topics during each interview; don’t try to turn an HR interview into a
technical interview. This interview can be considered a Boolean check to see how
well you stick to your résumé experience.You might be asked to elaborate on some
portions of your résumé. Information about the company may follow, leading you
into high-level questions. Here are some typical HR questions:

®  Why do you want this position?

®  What skills do you have that are required for this position?

8  Where do you see yourself in five to 10 years, in 10 to 20 years?
® Do you work better in a team or solo?

®  Describe a challenging situation you have encountered at work and how
you handled it.

® Do you prefer to work on tasks in order or on multiple tasks at one time?
®  How much compensation are you expecting?

®  Have you ever left an employer on bad terms? Why and when?

The last question goes into a subject that is very important. What do you do
when presented with a sensitive personal question? Again, be honest if you have
been fired before; be as honest as you can without making yourself look bad. Explain
the circumstances leading up to the dismissal and any corrective action you have
taken since then.You don’t have to disclose all that information, but consider the fact
that if it was significant or involved one of the jobs you've listed in your résumeé, it
will come out in the background check and reference check.

When discussing compensation and salary, you have to present what you think
you are worth to the prospective employer. If you have the skills and present yourself
well, you might be pleasantly surprised at the employer’s offer. You will likely be
asked your current salary, if you are currently working. A raise of more than 10-12
percent when changing jobs will probably prompt a comment such as “Why do you
think you warrant such a large raise over your existing salary?” You can respond by
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stating that your current company is not paying commensurate with industry stan-
dards for your position, if this is true. Otherwise you can state your improvements to
your skillset that were not captured by a review where you would be eligible for a
raise. Many Web sites will do a salary analysis based on your skills and location; many
offer a premium service. Check out http://salary.monster.com and
www.payscale.com. Note that payscale.com requires a ot of information from you,
and they say they don’t collect personal information, but be careful. One final
resource for InfoSec salary information is to ask people in the business what they are
paying their own employees. Check out your contacts and see what they have to say.

Sell Your Skillz...

Can They Ask Me That?

There is a series of questions that should not be asked of anyone due to
their possible discriminatory nature. The Equal Employment Opportunity
Commission (EEOC) established these questions and the topics to which
they relate. Asking an illegal question does not mean that the interviewer
is trying to discriminate against you or other groups of people; it could be
that the interviewer is unaware of the impropriety of the question. The
following questions are illegal to ask during any interview process:

What is your marital status?

What is the name of your relative/spouse/children?

How old are your children?

Do you rent or own your home?

Are you a citizen of the United States?

What is your nationality?

What is your religious affiliation?

Have you ever been arrested?

Those are only a selection of the illegal questions. To find out
more, check out www.stat.washington.edu/www/jobs/questions and www.
jobweb.com/resources/library/interviews/Handling_lllegal 46 _02.htm.
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As far as the technical interview goes, expect questions pertinent to the disci-
pline for which you are applying. If you are going for a targeted InfoSec engineer’s
position, you should be prepared to get down to the lowest-divisible segment of
your tasking. The technical interview is where the poseurs are separated from the
elite, so go into this interview expecting that sort of questioning. If you are working
in an environment that is judged against any regulations or compliance items, make
sure you can talk intelligently about them. Review the list of NIST Special
Publications from Chapter 1 as well as any industry best practices (IBP) and vendor
recommendations for applicable technologies. This is where you really need to “get
your geek on.” A senior InfoSec engineer or analyst, someone who should be in the
know, most commonly gives this interview. Chances are that he or she hates doing
these interviews because of the people who will invariably try to cheat their way
through the résumé review. Make this interview fun for both of you and you will
prosper and hopefully make a new work friend in the process.

Here are some questions you might encounter in a technical interview. Think
about questions like this when you prepare:

B Assume an incident involving a suspected remote intrusion comes in. What
would you do to handle it?

®  What kind of exposure do you gain by leaving TCP ports 137 through 139
open to the Internet?

®  Assume that you get an alert that a host on your network is detected gen-
erating massive amounts of traffic on port 445 to random addresses, both
internal and external. What do you think is happening?

®  Discuss an experience you have had performing project management. What
were some of your challenges?

®  Describe a significant InfoSec task that you have accomplished.

The final interview, if there is one, is where placement may occur. Most of the
decision-making process should have already happened by the third interview, so you
are probably in. Be honest and up front about what you are interested in doing for
the company. Sometimes the offer letter is given at the third interview, sometimes it
is created just after, but expect an offer if you feel confident in your interviews.

Once you have nailed the last interview, tell the recruiter if you are excited
about the possibility. Ask him or her what the next step is and how many others are
applying for the position. Always thank the interviewers for their time.
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Shaking Things Up

You might end up involved in an alternative interview method, such as sharing a
meal, talking at a public occasion, or an interview conducted by a panel.
Competitive interviews still exist, but they are not heavily used in InfoSec (in fact, I
have never heard of one). For technical interviews, more companies are turning to a
panel-style interview. This can be really intimidating, since you will be in a room
with multiple people, each asking you a series of questions, and perhaps not all of
the questions will be technical. When you find yourself in a panel interview, take
your time answering questions. Quick responses are good if you have good, solid
answers at the ready, but if you don’t know the answer immediately, take time to
think it through.

In most types of interviews, take your time to answer; it is unlikely that you will
be penalized for taking time to complete your thoughts. Answer the question fully,
but don’t ramble. There is a tendency, for example, for most hacker-oriented people
to be asked what port 143 is, then answer with a discourse on the RFCs for IMAP.
Feel free to ask the interviewer if you have answered the question to his or her satis-
faction. If interviewers want more detail, they will usually prompt you for it. The
only time you are expected to flood them with information is when you're asked,
“Tell me everything you know about <X>" Even then, don’t be surprised if they
cut you off in midsentence. Chances are good that you stated exactly what they
wanted to hear and they did not need any more from you. In short, say just what
you need to say to answer any question.

Sell Your Skillz...

Would You Like Fries With That?

So you've been invited out to lunch as part of the interview process with
your prospective company. Are you nervous about what to order and how
you should behave? A meal interview can be very tricky, since you are
expected to not only answer questions but be a pleasant meal companion
as well. Here are some things you should watch out for; some might be
obvious, but it’s good to keep “the basics” in mind:

= Don’t smoke, even if your host does.

Continued
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It's usually wise not to drink alcohol during the interview, even
if your host does. Politely decline.

Be polite to everyone, including the restaurant wait staff—and
always use “please” and “thank you.”

Wait for your host to choose his or her seat, and then choose
yours.

Place your napkin in your lap as soon as you sit down. It stays
there until you are finished, unless you have to excuse yourself
to go to the restroom.

Keep your elbows off the table, and don’t reach across the
table for anything. Feel free to ask somecne to pass something
to you if it is out of your immediate reach.

Don’t open your menu until your host does. When looking at
the menu, don't take forever; make a decision relatively quickly
and stick with it.

Don‘t order anything exotic, complicated, or messy.

No pastas—stick with food you can cut into bite-sized portions
and that won't spill or fall on you.

Pick a dish you are comfortable and familiar with and know
how to eat neatly.

If you go to a buffet, don’t pig out!
Don’t begin eating until everyone has been served.

If you need to cough or sneeze, cover your mouth and/or
nose, preferably with a handkerchief (you did bring one of
those, didn't you?).

Never belch! If something does happen to squeak out, excuse
yourself.

Make sure you keep your mouth closed when chewing, and
don‘t talk with food in your mouth.

Take small bites.

Your host invited you to the meal and will likely pay for it.
Don‘t try to pay unless your host does not make a motion
toward the check when the server brings it.

Make sure you thank your host for the meal and the interview.

It might not be a good idea to bring a briefcase. Just bring an
easily stashed portfolio.

Continued
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= If you have to go to the restroom, excuse yourself. Place your
napkin on your chair or the arm of your chair.

® When you are finished eating, place your utensils at the 4:00
position on your plate. Don't try to buss your own plates by
stacking plates or the like.

= Don’t ask for a doggie bag.
m Have dessert or coffee only if your host does.

= Try to find out which restaurant you will be going to, and if
possible, visit the restaurant beforehand. If you can’t visit, call
and ask about dress code. Go on the Web and look at the
menu in advance and pick out two or three things you might
order.

= If you are meeting your interviewers at the restaurant rather
than the office, make sure you have directions to get you there
and give yourself adequate time to arrive.

The Waiting Game

Again, you face the waiting game. After the interviews, though, you'll usually wait
less than a week to hear whether you have the job, depending on how many others
might be interviewing for the position.

Keeping in Touch

A good deal of paperwork and internal discussions go on after a candidate inter-
views and makes it through all the interviews successfully. Even if you feel that you
are totally “in” for the job, keep looking around. Don'’t stop until you get that offer
letter that you are pursuing. If you don’t hear anything after a week, politely call or
e-mail your contact person or recruiter. Following up never hurts as long as you
aren’t a pest about it. If you are pursuing a job that has a listed close date, don’t
expect to hear back good or bad until the position is closed. This is especially true
for government positions, as they have a very rigid process to follow to ensure fair-
ness in their hiring practices.

Rejection Sucks!

It happens sometimes; you don’t get a job. Maybe they’re just not into you. Ask your
contact why you were declined. Take that information (much as it hurts} and build
from it. It could be that although you fit the bill to all their expectations, someone

WWW.Syngress.com



114  Chapter 4 » First Strike: Basic Tactics for Successful Exploitation

else came along that fit it better, and maybe knew someone in the company to boot.
The same skills and techniques that will get you the job will work for others, too.

Getting Your Offer

Your hard work has paid off—your dream company has sent an offer letter
promising you the world and all the stars in the sky as long as you sign on with
them! So what is this elusive document, the offer letter? What does it show and how
does it define your future work relationship?

An offer letter has the following high-level structure:

Salutation

Position/Job Description

Start Date

Compensation Schedule

Salary/pay rate

Any additional allowances, such as cell phone, travel reimbursement, etc.
Vacation/paid time off

Insurance and benefits

Stock information

NDA/Noncompete Information
Additional Legal Restrictions

Communications guidelines (no media, no public announcements on
behalf of company, etc.)

Termination guidelines/employment at will (either party can quit/fire
the other for any reason)

Intellectual property (IP) ownership (usually company owns any IP you
produce}

Conditions of Employment

Drug screening
Background check
Credit check
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m  References check
m  Completion of any training or requirements
8  Whatever the company wants

®m  Timeframe for Returning Agreement Letter (usually one work week
or less)

Basically, an offer letter is your contract with your new company, detailing what
you can and can’t do and what they can and can’t do. The Conditions of
Employment will be listed in there as well, and will almost always state “upon suc-
cessful drug test and background check” Anything listed in the offer letter will be
grounds to deny the job if you do not agree to them and meet the requirements. If
it’s in the offer letter you sign and return, you are contractually held to those condi-
tions while employed. For that reason, make sure you read the offer letter very care-
fully and submit any questions or changes to the company and get the answers in
writing before you sign it.

What Does All That Mean?

You should notice that the compensation package is much more than salary, so make
sure that you pay attention to the details. The salary you are offered might be lower
than you were expecting, so add in the incentives and benefits offered. Some items
that might be offered include a discounted health-club membership, a cell phone or
laptop allowance, dedicated money toward training, or discounted memberships with
various organizations. With all that, however, make sure that if your salary is not
what you expected and the benefits offered hold no value to you, you let your HR
contact know and try to negotiate accordingly. The offer letter is not binding until
signed, and you can negotiate with the company on any terms you wish. Just note
that you can ask them to include anything, but they have no obligation to actually
do so. Only ask for what you think you deserve and can justify.

If your new company offers stock purchases in addition to retirement accounts,
those can be very lucrative over and above traditional compensation. Just think about
all those Google employees who were paid in stock when the company was still run
out of a trailer. Stock ownership can be a very big thing to consider, so make sure
you find out about the possibilities and what they’re worth.

Breakdown

Here is a breakdown of some of the “bennies” that employers might offer you and
what they might be worth:
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® Insurance You will most likely be presented with several choices for health,
vision, and dental insurance. Some companies will pay for all or the majority
of your medical insurance. If you are unsure as to which type of insurance
you should pick, do some research. The company’s benefits coordinator is a
place to great start. The company might also offer life insurance. As with
medical insurance, you have to decide what is right for you and your family.
Some companies also offer accidental death and dismemberment (AD&D),
short-term disability, and long-term disability insurance. Again, ask the bene-
fits coordinator if you need help understanding these programs.

8 Time off Vacation, holidays, and sick days usually accrue one of two
ways. The company will have a standard number of actual holidays you will
have off and get paid for. Some companies will also offer you a few per-
sonal holidays that you can take off whenever you want. In addition to hol-
idays, sick days and vacation days are included. Some companies put these
together and call it pooled time off (PTO) or comprehensive leave. Other com-
panies want you to keep vacation and sick days separate. It’s important to
notice if your vacation and or sick days can be rolled over from year to year
or if they must be taken during the year they are earned.

® Training and conventions Have a professional convention you want to
go to but don’t have the money to meet expenses? You might want to ask
the company to add into your contract that they will pay for the event.
Many companies encourage their employees to attend training sessions and
conventions to stay current on industry trends. It’s important to know up
front what your company will pay for and the value of that benefit.

® Education Some companies will reimburse you for tuition and books if
you are pursuing a degree in the field in which you work. This is a fantastic
opportunity that you should examine further if you are interested in
acquiring more education.

=  Allowances Some companies will issue you a cell phone and laptop, espe-
cially if you're in a consulting field and are expected to be mobile and pro-
ductive. Others might give you an allowance to pay for your own
equipment. This can be a great benefit because the equipment is yours if
and when you leave the company. If you work in an area that relies heavily
on mass transit, such as the Washington, D.C., metro area, ask about com-
muter allowances. Sometimes you can get reimbursed for fares and passes if
you travel a certain percentage of the time using mass transit. Cities often
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give a discount or tax break to companies that offer this benefit to
employees.

®  Employee Stock Ownership Plan (ESOP) and Employee Stock
Purchase Plan (ESPP) These programs are designed to allow employees
to purchase company stock. This is usually a great deal because often you
are allowed to purchase stock at a discount. For example, if you were to
purchase one share of stock, you would pay 85 percent of the cost and the
company would pay the other 15 percent. Once your shares are fully
vested, you own the entire value of the share. What’s vesting, you ask? (I
know I did the first time I heard the term.} The vesting period is the period
of time before shares are owned unconditionally by an employee in an
employee stock option plan. If his or her employment terminates before
this period ends, the company can buy back the shares at their original
price. (This definition is taken from www.investorwords.com.} If you are
unsure whether this is the right choice for you, consult a financial advisor
before you sign.

= 401K matching Many companies match a percentage of the money you
put into your 401K plan. Definitely take advantage of this benefit—it is
free money toward your retirement. You won'’t be young forever, and you're
never too young to start thinking about retirement.

=  Bonuses Bonus money could be paid up front or after a short proba-
tionary period. One note about bonuses is that they are almost totally tax-
able, so your take-home pay will be affected. Consider this if you're offered
bonus money up front in lieu of a higher salary. Bonuses can also be tied to
a performance commitment or a time commitment. For example, some
companies offer relocation expense reimbursement or bonus money, but if
the employee leaves the company before X years, they must pay back that
sum. Bonuses can also be given through the use of stock options, which
allow the employee to buy company stock at a set price, no matter the cur-
rent price. Options usually expire as well, so make sure you keep track of
them if you are given options.

What Else?

The offer letter can also include information about telecommuting or “flex time”
that might apply to you. Telecommuting is pretty straightforward, if you have a
home-office setup and sufficient connectivity, your company might allow you to
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perform work from your home office. Telecommuting is pretty heavily regulated by
most companies, so make sure you do your homework before going for it. Flex-time
is a concept that allows you to modify your work schedule from a standard 8:00 to
5:00 or similar schedule. Many companies are offering this option to compensate for
families in which both parents work or a primary caregiver has to work. With flex
time, you usually have core hours in which you have to be in the office, such as
between 10:00 A.M. and 3:00 P.M., and other hours that you can work at home or
be in the office on off-hours.

In the Event of ...

You might be such a fantastic potential employee that you have multiple offer letters
arriving within hours of each other. When it comes down to making a decision
between jobs, if the work offered is all equal, sit down and figure out who is offering
more. Take into consideration the entire compensation package. Also find out about
the different daily dress codes. Suits and jackets cost much more than business casual
clothes, and don'’t forget about dry cleaning bills. Make sure you keep aware of the
timeline for responding to the offer letter; ask for an extension if you need one. Feel
free to let the offering company know you have received other offers and need time
to properly evaluate them.

What if the new job is in another city, state, or country? In addition to your other
research regarding compensation packages, look into the cost of living (COL) for the
new area compared to your existing one.You should be able to find multiple sites that
offer a baseline adjustment, but look at http://swz.salary.com/CostOfLivingWizard/
layouthtmls/coll_start.html for a good start. Understand that a higher COL needs to
be offset in some way by the employer’s compensation package. If it’s not, it’s the same
as a pay cut or no raise when you move jobs and geographic areas. If you know the
exact area to which you are moving, the local Chamber of Commerce should be able
to provide you with more specific COL information.

It's an Offer, But ...

If your dream job comes back too low on the salary offer, give the prospective
employer solid and realistic feedback about where you were expecting more. As long as
you can justify extra compensation, they should consider it. Offer compromises such
as, “Instead of a higher salary, could you offer me more money in a training budget?”
It might not be a fun prospect, but sometimes the dream job does not work on
all levels. If you cannot reach a happy medium when you are negotiating the job
offer, politely decline with a letter or personal visit. Never just let an offer letter
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expire—you never know if the company’s situation will change or if they will make
a counter-offer based on your stated requirements.

Separation Anxiety

If you have not told your old boss yet that you are looking to leave or leaving your
job, once you get the offer letter from a new employer, it’s time to bite the bullet
and do it. Don’t be surprised if your current employer tries to throw money at you
to get you to stay, especially if you are a high performer for them. Some companies
will not offer a raise higher than X percent unless you bring them an offer letter
from another company. You will likely encounter people who end up doing that at
every review cycle to bring up their salary. Two words of caution in this game: If you
engage in activity like that, you alienate the company that is courting you, and it is
doubtful you will get more than one offer letter from a company.You could also be
painted in your current company as someone who is just “crying wolf” and only
seeking another job to raise their existing salary, not someone looking to move to
escalate career options or other benefits.

If you accept the new offer, make sure you give at least two weeks’ notice to
your old company, especially if you did not inform your company in advance that
you were looking for a job.Your new company should understand that you need
time to prepare your former employer of your departure, including hiring someone
to replace you or training someone else to perform your tasks. Remember, you
might not expect to have to come back to your old company or to work for your
old boss somewhere else. InfoSec is still a growing field, and you might encounter
your past again—so don’t burn any bridges when you leave your current employer.

Here We Go

Once you accept a new job, be proactive. Ask if there is any paperwork you can
complete before you actually start work. This will speed up the HR processing time
and show that you are eager to begin work. If you know you will be working on a
different site, ask if you need to fill out any paperwork to get you a badge to the site
where you will be working. This is important because government offices do their
own background investigations and might take up to a year or longer to process
your paperwork and allow you on site.
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Checklist

&
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Can you properly structure your résumé to be easily read by a recruiter?

Do you understand the importance of the flow of your résumé and the
format?

Can you translate your day-to-day tasks and experience into InfoSec
language?

Do you know how to understand what a job posting is saying?

Can you properly address the job requirements by tailoring your résumé?
Can you step through a successful interview?

Can you answer some of the “gotcha” questions common to interviews?
Do you know how to present yourself during interviews?

Do you understand what an offer letter is and what it is not?

Can you break down a complete compensation package into components?

Can you effectively evaluate offers from multiple companies?
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Summary

A résumé is a document intended to present your skills and experience so that it can
explain your fit for a particular job. There are functional, chronological, and com-
bined résumé types. The combined type is best for an InfoSec job-seeker. Take care
not to follow any of the résumé misconceptions about what an InfoSec résumé
should and should not do.The way you present your skillset and experience in your
résumé should match InfoSec language and requirements. Use a cover letter to com-
plete any résumé submission before posting for a specific job or through job sites.

Take a detailed look at job postings from any company, understanding that there
are some requirements you need to meet before applying. Make sure you can meet
most of the Required Skills sections and, as much as possible, the Desired Skills areas. - 'q
Note any required clearances or prerequisites that you might need to qualify for a job.
Make sure you check out the www.USAjobs.com site for any information about fed-
eral government jobs. Make sure that your résumeé is tailored to each job you apply
for, matching needs and requirements verbatim to your skills and experience. Use any
personal contacts to get more information about the job and company.

If you are nervous about interviewing, see if you can find a service that offers
mock interviews as practice. Expect a call to interview within a week of applying for
a job; be prepared to take good notes and work from a quiet area. Some jobs require
a phone interview before face-to-face interviews, so make sure you have the job
posting and your résumé handy to ensure you have all the necessary information.
Get all the information you need to find the office and show up on time for an
interview. Your attire and grooming are very important to make your first impres-
sion. Make sure your body language is appropriate during the interview. Be honest
and tactful about any sensitive areas such as previous firings or bad relationships with
past employers.You might be invited to a meal as an alternative interview strategy, so
take care that your table manners are correct. Panel interviews are common for tech-
nical jobs, so take your time and expect to be caught off guard. Your technical detail
in answering questions should match the questions and environment; don't leave
your interviewers behind with your answers. If you do get negative results, find out
where you did not meet the grade and better prepare for the next situation.

An offer letter is a contractual document that lists the specific information about k
a job offer, such as start date, pay grade, and compensation information. Salary is just

one component of your complete compensation package; make sure that you under-
stand all the components. NDA and noncompete information may be included as a
requirement for employment, as might as a drug screening, background check, and
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credit check.You should factor in COL adjustments whenever relocation is needed
for a job. If you have specific training needs, try to get them written into the offer

Solutions Fast Track

Writing Your Resume

Cover your marketable skills and experience.
Combination style is best for InfoSec jobs and technical résumés.
Make sure your résumé is easy for the interviewer to read.

It is critical to be able to map previous experience and skills to InfoSec
language.

Don’t make the common résumé mistakes of writing to the wrong
audience and using poor grammar and spelling.

Use a cover letter when applying to a position that allows it; use the cover
letter to additionally match your skills to requirements.

Engaging the Job Posting

Search for InfoSec or information security as a first-level search for jobs.

Review your desired skills and required skills as well as any requirements
such as security clearances.

Check out www.USAjobs.com for federal government positions if you are
interested in that type of work.

Use the same language from the job posting to tailor your résumé before
submitting it.

Make sure you check with any personal references you might have when
applying for a specific job.

Interviewing for Success

Check out locations for mock interviews to build up skills before the real
thing,
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Expect an introductory phone call or e-mail within a week of applying; use
this to get the basic contact information.

Take good notes and work from a quiet area when doing any phone
interviews.

When doing on-site interviews, arrive on time and be very presentable.

Look for “gotcha” questions and touchy subjects when discussing your
previous experience.

Meal-based interviews may be an option for an interview method.

Panel-type interviews are common to technical jobs, so make sure you are

aware of how they operate. . ‘

Getting Your Offer

%]

%]

53|

An offer letter is a contract that is signed by both parties and holds both to
certain employment conditions.

Specifics such as start date, salary, and compensation are listed in the offer
letter.

There is more to a compensation package than just salary, so understand all
the various components.

You can push back specifics you would like added to the offer letter before
you sign it, such as specific training you want to pursue.

Links to Sites

www.dice.com Job site specific to IT jobs

www.monster.com Established job site for posting and reviewing jobs
www.computerjobs.com Job site focused on IT and related jobs
www.USAjobs.com Public link into federal government job sites

http://salary.monster.com Monster.com’s salary evaluation tool

www.payscale.com Pay-scale evaluation site that takes in many different
factors to match your salary versus an average

www.stat.washington.edu/www/jobs/questions/ Site listing illegal
interview questions
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=  www.jobweb.com/resources/library/Interviews/
Handling Illegal_46_02.htm Another site listing illegal interview
questions

B www.investorwords.com Site listing terms common to stock and
investments; good site for researching benefits

& http://swz.salary.com/ CostOfLivingWizard/
layouthtmls/coll_start.html Cost-of-living adjustment site

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
| are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form. You will
also gain access to thousands of other FAQs at ITFAQnet.com.

Q: Should I tell my current boss I am interviewing?

A If you have a good relationship with your boss and feel that he or she won’t
make your existing job more difficult by being honest, tell him or her you are
pursuing other options. Expect that your boss will try to keep you in your cur-
rent job by offering more money or a change in responsibilities. Once you
announce your inten 1s,

ever, you could end up losing any of the “fun”

employer?

i;f A: A verbal offer is a tricky thin

to hafe, but uRllerstand chat verbal
offers do not bind the emp Y

Q: If I receive two offer letters, should I let both compies know that the other is

offering a job?
A: If you feel that this will help you, by all means, let your company know you are

such a hot commodity that another company is courting you. I would stop short

of trying to play one company off another for the purposes of driving up com-

pensation. That could work, but it also could be a risky gambit and leave you
high and dry with no offer at all.
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Q: Can I use different ways of formatting my résumé? Your method is really sparse
and not interesting.

A: You can always spice up a résumé with different items such as horizontal rules,
clip art, and word art—just remember that anything that interferes with a
reviewer being able to quickly and easily read your résumé will work against
you. Also, many résumés received via fax and mail are scanned via OCR and
then fed directly into résumé databases. Using too many special features can hang

up this process and cause errors in reading your résumé. Also make sure you use &

a font that is large and readable for OCR purposes, such as Arial. - v
Q: Should my résumé be extremely detailed so that the reader knows every detail "

about what I have done? jf.a

A: No.The résumé is your “foot in the door” so that you can explain your experi-
ence and skill directly to the hiring personnel. Don’t overload your résumé with
too much detail.
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Chapter 5

The Laws

of Security

Solutions in this chapter:

s Knowing the Laws of Security
= Client-Side Security Doesn’'t Work

= You Cannot Securely Exchange Encryption Keys without a
Shared Piece of Information

= Malici@us Code Cannot Be 100 Percent Protected Against

= Any Malicious Code Can Be Completely Morphed to
Byp ignaturg Detection

= Fire E’qp_nvf-?rotect You 100 Percent fré_r_h Attack
= Any IDS Can Be Evaded
= Secret Cryptographic Algorithms Are Not Secure

= If a Key Is Not Required, You Do Not Have Encryption—
You Have Encoding

= Passwdlfls Cannot Be Securely Stored on the Client
Unless There Is Another Password to Protect Them

m In Order for a System to Begin to Be Considered Secure,
It Must Undergo an Independent Security Audit

s Security through Obscurity Does Not Work
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Introduction

One of the shortcuts that security researchers use in discovering vulnerabilities is a
mental list of observable behaviors that tells them something about the security of
the system they are examining. If they can observe a particular behavior, it is a good
indication that the system has a trait that they would consider to be insecure, even
before they have a chance to perform detailed tests.

We call our list the Laws of Security. These laws are guidelines that you can use to
keep an eye out for security problems while reviewing or designing a system. The
system in this case might be a single software program, or it could be an entire net-
work of computers, including firewalls, filtering gateways, and virus scanners.
Whether defending or attacking such a system, it is important to understand where
the weak points are.

The Laws of Security will identify the weak points and allow you to focus your
research on the most easily attackable areas. This chapter concerns itself with famil-
iarizing you with these laws. If you are already experienced in information security,
you could skip this chapter. However, we recommend that you at least skim the list
of laws to make sure that you know them all, and decide if you know how to spot
them and whether you agree with them.

Knowing the Laws of Security

As we begin to work with the laws of security, we’ll discuss their implications and
how to use them to discover weakness and exploitable problems. The laws of secu-
rity in our list include:

® Client-side security doesn’t work.

®  You cannot securely exchange encryption keys without a shared piece of
information.

®  Malicious code cannot be 100 percent protected against.

®  Any malicious code can be completely morphed to bypass signature
detection.

m  Firewalls cannot protect you 100 percent from attack.
®  Any intrusion detection system (IDS) can be evaded.
®  Secret cryptographic algorithms are not secure.

®  If a key isn’t required, you do not have encryption—you have encoding.
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Passwords cannot be securely stored on the client unless there is another
password to protect them.

In order for a system to begin to be considered secure, it must undergo an
independent security audit.

Security through obscurity does not work.

There are a number of different ways to look at security laws. In this chapter,

we’ve decided to focus on theory, or laws that are a bit closer to a mathematical rule.
(At least, as close as we can get to that type of rule. Subjects as complex as these
don’t lend themselves to formal proofs.} There’s another way to build a list of laws:
we could make a list of not what is possible, but what is practical. Naturally, there
would be some overlap—if it’s not possible, it’s also not practical. Scott Culp,
Microsoft’s Security Response Center Manager, produced a top-ten list of laws from
the point of view of his job and his customers. He calls these “The Ten Immutable
Laws of Security.” They are:

Law #1: If a bad guy can persuade you to run his program on your com-
puter, it’s not your computer anymore.

Law #2: If a bad guy can alter the operating system on your computer, it’s
not your computer anymore.

Law #3: If a bad guy has unrestricted physical access to your computer, it’s
not your computer anymore.

Law #4: If you allow a bad guy to upload programs to your Web site, it’s
not your Web site any more.

Law #5: Weak passwords trump strong security.
Law #6: A machine is only as secure as the administrator is trustworthy.
Law #7: Encrypted data is only as secure as the decryption key.

Law #8: An out-of-date virus scanner is only marginally better than no
virus scanner at all.

Law #9: Absolute anonymity isn’t practical, in real life or on the Web.
Law #10: Technology is not a panacea.

The full list (with explanations for what each rule means} can be found at
http://www.microsoft.com/technet/archive/community/columns/security/essays/
10imlaws.mspx. This list is presented to illustrate another way of looking at the
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topic, from a defender’s point of view. For the most part, you will find that these
laws are the other side of the coin for the ones we will explore.

Before we can work with the laws to discover potential problems, we need to have
a working definition of what the laws are. In the following sections, we’ll look at the
laws and what they mean to us in our efforts to secure our networks and systems.

Client-Side Security Doesn’'t Work

In the first of our laws, we need to define a couple of concepts in regard to security.
What, exactly, are we talking about when we begin to discuss “client-side?” If we
were in a network (client-server) environment, we would define the client as the
machine initiating a request for service and connection, and the server as the
machine waiting for the request for service or connection or the machine able to
provide the service. The term “client-side” in the network is used to refer to the
computer that represents the client end, that over which the user (or the attacker)
has control. The difference in usage in our law is that we call it client-side even if no
network or server is involved. Thus, we refer to “client-side” security even when
we're talking about just one computer with a piece of software on a floppy disk.The
main distinction in this definition is the idea that users {or attackers) have control
over their own computers and can do what they like with them.

Now that we have defined what “client-side” is, what is “client-side security?”
Client-side security is some sort of security mechanism that is being enforced solely
on the client. This may be the case even when a server is involved, as in a traditional
client-server arrangement. Alternately, it may be a piece of software running on your
computer that tries to prevent you from doing something in particular.

The basic problem with client-side security is that the person sitting physically in _front of the
client has absolute control over it. Scott Culp’s Law #3 illustrates this in a more sim-
plistic fashion: If a bad guy has unrestricted physical access to your computer, it’s not your
computer anymore. The subtleties of this may take some contemplation to fully grasp.
You cannot design a client-side security mechanism that users cannot eventually
defeat, should they choose to do so. At best, you can make it challenging or difficult
to defeat the mechanism. The problem is that because most software and hardware is
mass-produced, one dedicated person who figures it out can generally tell everyone
else in the world, and often will do so. Consider a software package that tries to
limit its use in some way. What tools does an attacker have at his or her disposal? He
or she can make use of debuggers, disassemblers, hex editors, operating system modi-
fication, and monitoring systems, not to mention unlimited copies of the software.
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What if the software detects that it has been modified? Remove the portion that
detects modification. What if the software hides information somewhere on the
computer? The monitoring mechanisms will ferret that out immediately. Is there
such a thing as tamper-proof hardware? No. If an attacker can spend unlimited time
and resources attacking your hardware package, any tamper proofing will eventually
give way. This is especially true of mass-produced items. We can, therefore, generally
say that client-side security doesn’t work.

You Cannot Securely
Exchange Encryption Keys
without a Shared Piece of Information

Although this law may seem obvious if you have worked with encryption, it presents a
unique challenge in the protection of our identities, data, and information exchange
procedures. There is a basic problem with trying to set up encrypted communications:
exchanging session keys securely. These keys are exchanged between the client and
server machines prior to the exchange of data, and are essential to the process.

To illustrate this, let’s look at setting up an encrypted connection across the
Internet. Your computer is running the nifty new CryptoX product, and so is the
computer you're supposed to connect to.You have the IP address of the other com-
puter.You type it in and hit Connect. The software informs you that it has con-
nected, exchanged keys, and now you’re communicating securely using 1024-bit
encryption. Should you trust it? Unless there has been some significant crypto
infrastructure set up behind it (and we’ll explain what that means later in this
chapter), you shouldn’t. It’s not impossible, and not necessarily even difficult, to
hijack IP connections.

The problem here is how do you know what computer you exchanged keys
with? It might have been the computer you wanted. It might have been an attacker
who was waiting for you to make the attempt, and who pretended to be the IP
address you were trying to reach. The only way you could tell for certain would be
if both computers had a piece of information that could be used to verify the iden-
tity of the other end. How do we accomplish this? A couple of methods come to
mind. First, we could use the public keys available through certification authorities
that are made available by Web browser providers. Second, we could use Secure
Sockets Layer (SSL) authentication, or a shared secret key. All of these, of course, are
shared pieces of information required to verify the sender of the information.
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This boils down to a question of key management, and we’ll examine some
questions about the process. How do the keys get to where they are needed? Does
the key distribution path provide a path for an attacker waiting to launch a man-in-
the-middle (MITM) attack? How much would that cost in terms of resources in
relation to what the information is worth? Is a trusted person helping with the key
exchange? Can the trusted person be attacked? What methods are used to exchange
the keys, and are they vulnerable?

Let’s look at a couple of ways that keys are distributed and exchanged. When
encryption keys are exchanged, some bit of information is required to make sure
they are being exchanged with the right party and not falling victim to a MITM
attack. Providing proof of this is difficult, since it’s tantamount to proving the null
hypothesis, meaning in this case that we'd probably have to show every possible key
exchange protocol that could ever be invented, and then prove that they are all indi-
vidually vulnerable to MITM attacks.

As with many attacks, it may be most effective to rely on the fact that people
don't typically follow good security advice, or the fact that the encryption end
points are usually weaker than the encryption itself.

Let’s look at a bit of documentation on how to exchange public keys to give us
a view of one way that the key exchanges are handled: www.cisco.com/univercd/
cc/td/doc/product/software/ios113ed/113ed_cr/secur_c/scprt4/scencryp.htm#
xtocid211509.

This is a document from Cisco Systems, Inc. that describes, among other things,
how to exchange Digital Signature Standard (DSS) keys. DSS is a public/private key
standard that Cisco uses for peer router authentication. Public/private key crypto is
usually considered too slow for real-time encryption, so it’s used to exchange sym-
metric session keys (such as DES or 3DES keys). DES is the Data Encryption
Standard, the U.S. government standard encryption algorithm, adopted in the 1970s.
3DES is a stronger version of it that links together three separate DES operations, for
double or triple strength, depending on how it’s done. In order for all of this to
work, each router has to have the right public key for the other router. If a MITM
attack is taking place and the attacker is able to fool each router into accepting one
of his public keys instead, then he knows all the session keys and can monitor any of
the traffic.

Cisco recognizes this need, and goes so far as to say that you “must verbally
verify” the public keys. Their document outlines a scenario in which there are two
router administrators, each with a secure link to the router (perhaps a terminal phys-
ically attached to the console), who are on the phone with each other. During the
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process of key exchange, they are to read the key they’ve received to the other
admin. The security in this scenario comes from the assumptions that the two
administrators recognize each other’s voices, and that it’s very difficult to fake
someone else’s voice.

If the administrators know each other well, and each can ask questions the other
can answer, and they’re both logged on to the consoles of the router, and no one has
compromised the routers, then this is secure, unless there is a flaw in the crypto.

We’re not going to attempt to teach you how to mimic someone else’s voice,
nor are we going to cover taking over phone company switches to reroute calls for
administrators who don’t know each other. Rather, we’ll attack the assumption that
there are two administrators and that a secure configuration mechanism is used.

One would suspect that, contrary to Cisco’s documentation, most Cisco router
key exchanges are done by one administrator using two Telnet windows. If this is the
case and the attacker is able to play man-in-the-middle and hijack the Telnet win-
dows and key exchange, then he can subvert the encrypted communications.

Finally, let’s cover the endpoints. Security is no stronger than the weakest links. If
the routers in our example can be broken into and the private keys recovered, then
none of the MITM attacking is necessary. At present, it appears that Cisco does a
decent job of protecting the private keys; they cannot be viewed normally by even
legitimate administrators. They are, however, stored in memory. Someone who
wanted to physically disassemble the router and use a circuit probe of some sort
could easily recover the private key. Also, while there hasn’t been any public research
into buffer overflows and the like in Cisco’s IOS, I'm sure there will be someday. A
couple of past attacks have certainly indicated that such buffer overflows exist.
Another way to handle the exchange is through the use of SSL and your browser. In
the normal exchange of information, if you weren't asked for any information, then
the crypto must be broken. How, then, does SSL work? When you go to a “secure”
Web page, you don'’t have to provide anything. Does that mean SSL is a scam? No—
a piece of information has indeed been shared: the root certificate authority’s public
key. Whenever you download browser software, it comes with several certificates
already embedded in the installer. These certificates constitute the bit of information
required to makes things “secure.”Yes, there was an opportunity for a MITM attack
when you downloaded the file. If someone were to muck with the file while it was
on the server you downloaded it from or while it was in transit to your computer, all
your SSL traffic could theoretically be compromised.
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SSL is particularly interesting, as it’s one of the best implementations of mass-
market crypto as far as handling keys and such. Of course, it is not without its
problems.

Malicious Code Cannot
Be 100 Percent Protected against

During the last couple of years, we have seen more and more attacks using weaknesses
in operating systems and application code to gain entrance to our systems. Recently,
we’ve seen a number of programs that were quickly modified and redeployed on the
Internet and have resulted in widespread disruption of service and loss of data. Why is
this? It is because we can’t protect 100 percent against malicious code when it changes
as rapidly as it does now. We'll take a look at some examples of this in the following
section and discuss the anti-virus protection process as an example.

If, like most people, you run a Windows-based operating system (and perhaps
even if you have something else}, you run anti-virus software. Perhaps you're even
diligent about keeping your virus definitions up to date. Are you completely pro-
tected against viruses? Of course not.

Let’s examine what viruses and Trojans are, and how they find their way onto
your computer. Viruses and Trojans are simply programs, each of which has a partic-
ular characteristic. Viruses replicate and require other programs to attach themselves
to. Trojans pretend to have a different function than the one they actually have.
Basically, they are programs that the programmer designed to do something you gen-
erally would not want to have happen if you were aware of their function. These
programs usually get onto your computer through some sort of trickery. They pre-
tend to be something else, they’re attached to a program you wanted, or they arrive
on media you inserted without knowing it was infected. They can also be placed by
a remote attacker who has already compromised your security.

How does anti-virus software work? Before program execution can take place,
the anti-virus software will scan the program or media for “bad things,” which usu-
ally consist of viruses, Trojans, and even a few potential hacker tools. Keep in mind,
though, that your anti-virus software vendor is the sole determiner of what to check
for, unless you take the time to develop your own signature files. Signature files are
the meat of most anti-virus programs. They usually consist of pieces of code or
binary data that are (you hope) unique to a particular virus or Trojan. Therefore, if
you get a virus that does not appear in the database, your anti-virus software cannot
help you.
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So why is the process so slow? In order to produce a signature file, an anti-virus
vendor has to get a copy of the virus or Trojan, analyze it, produce a signature,
update the signature file (and sometimes the anti-virus program too) and publish the
update. Finally, the end user has to retrieve and apply the update. As you might
imagine, there can be some significant delays in getting new virus information to
end users, and until they get it they are vulnerable.

You cannot blindly run any program or download any attachment simply
because you run anti-virus software. Not so long ago, anti-virus software could usu-
ally be relied upon, because viruses propagated so slowly, relying on people to move
them about via diskettes or shared programs. Now, since so many computers connect
to the Internet, that connectivity has become a very attractive carrier for viruses.
They spread via Web pages, e-mail and downloads. Chances are much greater now
that you will see a new virus before your anti-virus software vendor does. And don’t
forget that a custom virus or Trojan may be written specifically to target you at any
time. Under those circumstances, your anti-virus software will never save you.

I will not go into a lot of detail here about how viruses might be written, or
how to trick people into running Trojans. Rather, by way of demonstration I'd like
to tell my favorite “virus variant” story. In April 2000, we saw the introduction of
the “I Love You” virus via the Internet. This was another of the virus worms running
in conjunction with Microsoft’s Outlook e-mail program, and had far greater impact
because it sent itself to all of the e-mail recipients in the address book rather than
just the first fifty, as did the earlier “Melissa” virus. However, despite the efforts of
anti-virus vendors and others to contain the virus, it spread rapidly and spawned a
number of copycat viruses in the short time after it was introduced. Why couldn’t it
be contained more quickly? In the case of a number of my clients, it was because
there were far too many employees who couldn'’t resist finding out who loved them
so much! Containment is not always the province of your security or implementa-
tions of protective software.

Trojans and viruses actually could be protected against completely by users modi-
fying their behavior. They probably wouldn’t get much done with a computer,
though. They'd have to install only software obtained directly from a trusted vendor
(however one would go about determining that. There have been several instances of
commercial products shipping with viruses on the media). They’d probably have to
forgo the use of a network and never exchange information with anyone else. And,
of course, the computer would have to be physically secure.
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Any Malicious Code Can Be Completely
Morphed to Bypass Signature Detection

This law is fairly new to our discussions of security, and it has become much more
prevalent. It is a new truth, since the attackers now have the ability to change the
existing virus/Trojan/remote control application nearly as soon as it is released in
the wild. This leads to the discussion of the new problem—rvariants. If we continue
the discussion with the anti-virus example, we’ll find that if there is even a slight
change in the virus code, there’s a chance that the anti-virus software won’t be able
to spot it any longer. These problems used to be much less troublesome. Sure,
someone had to get infected first, and their systems were down, but chances were
good it wouldn’t be you. By the time it made its way around to you, your anti-virus
vendor had a copy to play with, and you’d updated your files.

This is no longer the case. The most recent set of viruses propagates much, much
more quickly. Many of them use e-mail to ship themselves between users. Some
even pretend to be you, and use a crude form of social engineering to trick your
friends into running them. As you recall, the original Code Red version was time
and date functional, with a programmed attack at a U.S. government agency’s Web
site. It was modified successfully by a number of different individuals, and led to a
proliferation of attacks that took some time to overcome. Why was this so successful?
The possibilities for change are endless, and the methods numerous. For instance,
you can modify the original code to create a new code signature, compress the file,
encrypt the file, protect it with a password, or otherwise modify it to help escape
detection. This allows you to move past the virus scanners, firewalls, and IDS systems,
because it is a new signature that is not yet recognized as a threat.

Firewalls Cannot Protect
You 100 Percent from Attack

Firewalls can protect a network from certain types of attacks, and they provide some
useful logging. However, much like anti-virus software, firewalls will never provide
100 percent protection. In fact, they often provide much less than that.

First of all, even if a firewall were 100 percent effective at stopping all attacks
that tried to pass through it, one has to realize that not all avenues of attack go
through the firewall. Malicious employees, physical security, modems, and infected
floppies are all still threats, just to name a few. For purposes of this discussion, we’ll
leave threats that don’t pass through the firewall alone.
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Firewalls are devices and/or software designed to selectively separate two or
more networks. They are designed to permit some types of traffic while denying
others. What they permit or deny is usually under the control of the person who
manages the firewall. What is permitted or denied should reflect a written security
policy that exists somewhere within the organization.

As long as something is allowed through, there is potential for attack. For
example, most firewalls permit some sort of Web access, either from the inside out or
to Web servers being protected by the firewall. The simplest of these is port filtering,
which can be done by a router with access lists. A simple and basic filter for Internet
Control Message Protocol (ICMP) traffic blocking it at the outside interface will
stop responses from your system to another when an outsider pings your interface. If
you want to see this condition, ping or use tracert on www.microsoft.com. You’ll time
out on the connection. Is Microsoft down? Hardly—they just block ICMP traffic,
among other things, in their defense setup. There are a few levels of protection a fire-
wall can give for Web access. Simply configure the router to allow inside hosts to
reach any machine on the Internet at TCP port 80, and any machine on the
Internet to send replies from port 80 to any inside machine. A more careful firewall
may actually understand the Hypertext Transfer Protocol (HT TP}, perhaps only
allowing legal HTTP commands. It may be able to compare the site being visited
against a list of not-allowed sites. It might be able to hand over any files being
downloaded to a virus-scanning program to check.

Let’s look at the most paranoid example of an HTTP firewall. You'll be the fire-
wall administrator. You've configured the firewall to allow only legal HTTP com-
mands. You're allowing your users to visit a list of only 20 approved sites. You've
configured your firewall to strip out Java, JavaScript, and ActiveX. You've configured
the firewall to allow only retrieving HTML, .gif, and jpg files.

Can your users sitting behind your firewall still get into trouble? Of course they
can. I'll be the evil hacker (or perhaps the security-ignorant Webmaster) trying to
get my software through your firewall. How do I get around the fact that you only
allow certain file types? I put up a Web page that tells your users to right-click on a
Jpg to download it and then rename it to evil.exe once it’s on their hard drive. How
do I get past the anti-virus software? Instead of telling your users to rename the file
to .exe, I tell them to rename it to .zip, and unzip it using the password “hacker.”
Your anti-virus software will never be able to check my password-protected zip file.
But that’s okay, right? You won’t let your users get to my site anyway. No problem.
All I have to do is break into one of your approved sites. However, instead of the
usual obvious defacement, I leave it as is, with the small addition of a littde
JavaScript. By the time anyone notices that it has had a subtle change, I'll be in.
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Won't the firewall vendors fix these problems? Possibly, but there will be others.
The hackers and firewall vendors are playing a never-ending game of catch-up. Since
the firewall vendors have to wait for the hackers to produce a new attack before
they can fix it, they will always be behind.

On various firewall mailing lists, there have been many philosophical debates
about exactly which parts of a network security perimeter comprise “the firewall,”
but those discussions are not of use for our immediate purposes. For our purposes,
firewalls are the commercial products sold as firewalls, various pieces of software that
claim to do networtk filtering, filtering routers, and so on. Basically, our concern is
how do we get our information past a firewall?

It turns out that there is plenty of opportunity to get attacks past firewalls.
Ideally, firewalls would implement a security policy perfectly. In reality, someone has
to create the firewall, so they are far from perfect. One of the major problems with
firewalls is that firewall administrators can’t very easily limit traffic to exactly the type
they would like. For example, the policy may state that Web access (HTTP) is okay,
but RealAudio use is not. The firewall admin should just shut off the ports for
R ealAudio, right? Problem is, the folks who wrote RealAudio are aware that this
might happen, so they give the user the option to pull down RealAudio files via
HTTP. In fact, unless you configure it away, most versions of RealAudio will go
through several checks to see how they can access RealAudio content from a Web
site, and it will automatically select HTTP if it needs to do so.The real problem here
is that any protocol can be tunneled over any other one, as long as timing is not crit-
ical (that is, if tunneling won’t make it run too slowly). RealAudio does buffering to
deal with the timing problem.

The designers of various Internet “toys” are keenly aware of which protocols are
typically allowed and which aren’t. Many programs are designed to use HTTP as
either a primary or backup transport to get information through.

There are probably many ways to attack a company with a firewall without even
touching the firewall. These include modems, diskettes, bribery, breaking and entering,
and so on. For the moment, we’ll focus on attacks that must traverse the firewall.

Social Engineering

One of the first and most obvious ways to traverse a firewall is trickery. E-mail has
become a very popular mechanism for attempting to trick people into doing stupid
things; the “Melissa” and “I Love You” viruses are prime examples. Other examples
may include programs designed to exhibit malicious behavior when they are run
(Trojans) or legitimate programs that have been “infected” or wrapped in some way
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(Trojans/viruses). As with most mass-mail campaigns, a low response rate is enough
to be successful. This could be especially damaging if it were a custom program, so
that the anti-virus programs would have no chance to catch it.

Attacking Exposed Servers

Another way to get past firewalls is to attack exposed. Many firewalls include a
demilitarized zone (DMZ) where various Web servers, mail servers and so on are
placed. There is some debate as to whether a classic DMZ is a network completely
outside the firewall (and therefore not protected by the firewall) or whether it’s some
in-between network. Currently in most cases, Web servers and the like are on a third
interface of the firewall that protects them from the outside, allowing the inside not
to trust them either and not to let them in.

The problem for firewall admins is that firewalls aren’t all that intelligent. They
can do filtering, they can require authentication, and they can do logging, but they
can't really tell a good allowed request from a bad allowed request. For example, I
know of no firewall that can tell a legitimate request for a Web page from an attack
on a Common Gateway Interface (CGI) script. Sure, some firewalls can be pro-
grammed to look for certain CGI scripts being attempted (phf, for example}, but if
you've got a CGI script you want people to use, the firewall isn’t going to able to tell
those people apart from the attacker who has found a hole in it. Much of the same
goes for Simple Mail Transfer Protocol (SMTP), File Transfer Protocol (FTP), and
many other commonly offered services. They are all attackable.

For the sake of discussion, let’s say that you’ve found a way into a server on the
DMZ.You've gained root or administrator access on that box. That doesn’t get you
inside, does it? Not directly, no. Recall that our definition of DMZ included the
concept that DMZ machines can'’t get to the inside. Well, that’s usually not strictly
true. Very few organizations are willing to administer their servers or add new con-
tent by going to the console of the machine. For an FTP server, for example, would
they be willing to let the world access the FTP ports, but not themselves? For
administration purposes, most traffic will be initiated from the inside to the DMZ.
Most firewalls have the ability to act as diodes, allowing traffic to be initiated from
one side but not from the other. That type of traffic would be difficult but not
impossible to exploit. The main problem is that you have to wait for something to
happen. If you catch an FTP transfer starting, or the admin opening an X window
back inside, you may have an opportunity.

More likely, you’ll want to look for allowed ports. Many sites include services
that require DMZ machines to be able to initiate contact back to the inside
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machine. This includes mail (mail has to be delivered inside), database lookups (for e-
commerce Web sites, for example), and possibly reporting mechanisms (perhaps
syslog). Those are more helpful because you get to determine when the attempt is
made. Let’s look at a few cases:

Suppose you were able to successfully break into the DMZ mail server via some
hole in the mail server daemon. Chances are good that you’ll be able to talk to an
internal mail server from the DMZ mail server. Chances are also good that the
inside mail server is running the same mail daemon you just broke into, or even
something less well protected (after all, it’s an inside machine that isn’t exposed to
the Internet, right?)

Attacking the Firewall Directly

You may find in a few cases that the firewall itself can be compromised. This may be
true for both homegrown firewalls (which require a certain amount of expertise on
the part of the firewall admin) and commercial firewalls (which can sometimes give
a false sense of security, as they need a certain amount of expertise too, but some
people assume that’s not the case). In other cases, a consultant may have done a good
job of setting up the firewall, but now no one is left who knows how to maintain it.
New attacks get published all the time, and if people aren’t paying attention to the
sources that publish this stuff, they won’t know to apply the patches.

The method used to attack a firewall is highly dependent on the exact type of
the firewall. Probably the best sources of information on firewall vulnerabilities are
the various security mailing lists. A particularly malicious attacker would do as much
research about a firewall to be attacked as possible, and then lie in wait for some vul-
nerability to be posted.

Client-Side Holes

One of the best ways to get past firewalls is client-side holes. Aside from Web
browser vulnerabilities, other programs with likely holes include AOL Instant
Messenger, MSN Chat, ICQ, IRC clients, and even Telnet and ftp clients. Exploiting
these holes can require some research, patience, and a little luck.You’ll have to find a
user in the organization you want to attack that appears to be running one of these
programs, but many of the chat programs include a mechanism for finding people,
and it’s not uncommon for people to post their [ICQ number on their homepage.
You could do a search for victim.com and ICQ. Then you could wait until business
hours when you presume the person will be at work, and execute your exploit using
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the ICQ number. If it’s a serious hole, then you now probably have code running
behind the firewall that can do as you like.

Any IDS Can Be Evaded

And you ask, “What the heck is an IDS?” IDS stands for infrusion detection system. At
the time of this writing, there are hundreds of vendors providing combined hard-
ware and software products for intrusion detection, either in combination with fire-
wall and virus protection products or as freestanding systems. IDSs have a job that is
slighdy different from that of firewalls. Firewalls are designed to stop bad traffic. IDSs
are designed to spot bad traffic, but not necessarily to stop it (though a number of
IDSs will cooperate with a firewall to stop the traffic, too). These IDSs can spot sus-
picious traffic through a number of mechanisms. One is to match it against known
bad patterns, much like the signature database of an anti-virus program. Another is to
check for compliance against written standards and flag deviations. Still another is to
profile normal traffic and flag traffic that varies from the statistical norm. Because
they are constantly monitoring the network, IDSs help to detect attacks and
abnormal conditions both internally and externally in the network, and provide
another level of security from inside attack.

As with firewalls and client-side security methods, IDSs can be evaded and
worked around. One of the reasons that this is true is because we still have users
working hands-on on machines within our network, and as we saw with client-side
security, this makes the system vulnerable. Another cause in the case of firewalls and
IDS systems is that although they are relatively tight when first installed, the mainte-
nance and care of the systems deteriorates with time, and vigilance declines. This
leads to many misconfigured and improperly maintained systems, which allows the
evasion to occur.

The problem with IDSs for attackers is that they don’t know when one is present.
Unlike firewalls, which are fairly obvious when you hit them, IDSs can be completely
passive and therefore not directly detectable. They can spot suspicious activity and alert
the security admin for the site being attacked, unbeknownst to the attacker. This may
result in greater risk of prosecution for the attacker. Consider getting an IDS. Free ones
are starting to become available and viable, allowing you to experiment with the var-
ious methods of detection that are offered by the IDS developers. Make sure you audit
your logs, because no system will ever achieve the same level of insight as a well-
informed person. Make absolutely sure that you keep up-to-date on new patches and
vulnerabilities. Subscribe to the various mailing lists and read them. From the attack
standpoint, remember that the attacker can get the same information that you have.
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This allows the attacker to find out what the various IDS systems detect and, more
importantly, how the detection occurs. Variations of the attack code can then be created
that are not detectable by the original IDS flags or settings.

IDSs are key in collecting information about new attacks. This is problematic for
attackers, because the more quickly their attack is known and published, the less well
it will work as it’s patched away. In effect, any new research that an attacker has done
will be valuable for a shorter period of time.

Secret Cryptographic
Algorithms Are Not Secure

This particular “law” is not, strictly speaking, a law. It’s theoretically possible that a
privately, secretly developed cryptographic algorithm could be secure. It turns out,
however, that it just doesn’t happen that way. It takes lots of public review and lots of
really good cryptographers trying to break an algorithm (and failing) before it can
begin to be considered secure.

Bruce Schneier has often stated that anyone can produce a cryptographic algo-
rithm without being able to break it. Programmers and writers know this as well.
Programmers cannot effectively beta-test their own software, just as writers cannot
effectively proofread their own writing. Put another way, to produce a secure algo-
rithm, a cryptographer must know all possible attacks and be able to recognize when
they apply to his or her algorithm. This includes currently known attacks as well as
those that may be made public in the future. Cleatly no cryptographer can predict the
future, but some of them have the ability to produce algorithms that are resistant to
new things because they are able to anticipate or guess some possible future attacks.

This has been demonstrated many times in the past. A cryptographer, or
someone who thinks he or she is one, produces a new algorithm. It looks fine to this
person, who can’t see any problem. The “cryptographer” may do one of several
things: use it privately, publish the details, or produce a commercial product. With
very few exceptions, if it’s published, it gets broken, and often quickly. What about
the other two scenarios? If the algorithm isn’t secure when it’s published, it isn’t
secure at any time. What does that do to the author’s private security or to the secu-
rity of his customers?

Why do almost all new algorithms fail? One answer is that good crypto is hard.
Another is the lack of adequate review. For all the decent cryptographers who can
break someone else’s algorithm, there are many more people who would like to try
writing one. Crypto authors need lots of practice to learn to write good crypto. This
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means they need to have their new algorithms broken over and over again, so they
can learn from the mistakes. If they can’t find people to break their crypto, the pro-
cess gets harder. Even worse, some authors may take the fact that no one broke their
algorithm (probably due to lack of time or interest) to mean that it must be secure!

For an example of this future thinking, let’s look at DES. In 1990, Eli Biham and
Adi Shamir, two world-famous cryptographers, “discovered” what they called differ-
ential cryptanalysis. This was some time after DES had been produced and made
standard. Naturally, they tried their new technique on DES. They were able to make
an improvement over a simple brute-force attack, but there was no devastating
reduction in the amount of time it took to crack DES. It turns out that the structure
of the s-boxes in DES was nearly ideal for defending against differential cryptanal-
ysis. It seems that someone who worked on the DES design knew of, or had suspi-
cions about, differential cryptanalysis.

Very few cryptographers are able to produce algorithms of this quality. They are
also the ones who usually are able to break the good algorithms. I've heard that a
few cryptographers advocate breaking other people’s algorithms as a way to learn
how to write good ones. These world-class cryptographers produce algorithms that
get broken, so they put their work out into the cryptographic world for peer review.
Even then, it often takes time for the algorithms to get the proper review. Some new
algorithms use innovative methods to perform their work.Those types may require
innovative attack techniques, which may take time to develop. In addition, most of
these cryptographers are in high demand and are quite busy, so they don’t have time
to review every algorithm that gets published. In some cases, an algorithm would
have to appear to be becoming popular in order to justify the time spent looking at
it. All of these steps take time—sometimes years. Therefore, even the best cryptogra-
phers will sometimes recommend that you not trust their own new algorithms until
they’ve been around for a long time. Even the world’s best cryptographers produce
breakable crypto from time to time.

The point of this law is not to perform an action based on it, but rather to develop
suspicion. You should use this law to evaluate the quality of a product that contains
crypto. The obvious solution here is to use well-established crypto algorithms. This
includes checking as much as possible that the algorithms are used intelligently.
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If a Key Is Not Required, You Do Not
Have Encryption—You Have Encoding

This one is universal—no exceptions. Just be certain that you know whether or not
there is a key and how well it’s managed. As Scott Culp mentions in his law #7,
“Encrypted data is only as secure as the decryption key.”

The key in encryption is used to provide variance when everyone is using the
same small set of algorithms. Creating good crypto algorithms is hard, which is why
only a handful of them are used for many different things. New crypto algorithms
aren’t often needed, as the ones we have now can be used in 2 number of different
ways (message signing, block encrypting, and so on). If the best-known (and foresee-
able) attack on an algorithm is brute force, and brute force will take sufficiently
long, there is not much reason to change. New algorithms should be suspect, as we
mentioned previously.

In the early history of cryptography, most schemes depended on the communi-
cating parties using the same system to scramble their messages to each other. There
was usually no key or pass-phrase of any sort. The two parties would agree on a
scheme, such as moving each letter up the alphabet by three letters, and they would
send their messages.

Later, more complicated systems were put into use that depended on a word or
phrase to set the mechanism to begin with, and then the message would be run
through. This allowed for the system to be known about and used by multiple parties,
and they could still have some degree of security if they all used different phrases.

These two types highlight the conceptual difference between what encoding and
encrypting are. Encoding uses no key, and if the parties involved want their encoded
communications to be secret, then their encoding scheme must be secret. Encrypting
uses a key (or keys) of some sort that both parties must know. The algorithm can be
known, but if an attacker doesn’t have the keys, that shouldn’t help.

Of course, the problem is that encoding schemes can rarely be kept secret.
Everyone will get a copy of the algorithm. If there were no key, everyone who had a
copy of the program would be able to decrypt anything encrypted with it. That
wouldn'’t bode well for mass-market crypto products. A key enables the known good
algorithms to be used in many places. So what do you do when you're faced with a
product that says it uses Triple-DES encryption with no remembering of passwords
required? Run away! DES and variants (like 3DES) depend on the secrecy of the
key for their strength. If the key is known, the secrets can obviously be decrypted.
Where is the product getting a key to work with if not from you? Off the hard
drive, somewhere.
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Is this better than if it just used a bad algorithm? This is probably slightly better
if the files are to leave the machine, perhaps across a network. If they are intercepted
there, they may still be safe. However, if the threat model includes people who have
access to the machine itself it’s pretty useless, since they can get the key as well.
Cryptographers have become very good at determining what encoding scheme is
being used and then decoding the messages. If you’re talking about an encoding
scheme that is embedded in some sort of mass-market product, forget the possibility
of keeping it secret. Attackers will have all the opportunity they need to determine
what the encoding scheme is.

If you run across a product that doesn’t appear to require the exchange of keys
of some sort and claims to have encrypted communications, think very hard about
what you have. Ask the vendor a lot of questions of about exactly how it works.
Think back to our earlier discussion about exchanging keys securely. If your vendor
glosses over the key exchange portion of a product, and can’t explain in painstaking
detail how exactly the key exchange problem was solved, then you probably have an
insecure product. In most cases, you should expect to have to program keys manually
on the various communication endpoints.

Passwords Cannot Be Securely
Stored on the Client Unless There Is
Another Password to Protect Them

This statement about passwords specifically refers to programs that store some form of
the password on the client machine in a client-server relationship. Remember that the
client is always under the complete control of the person sitting in front of it.
Therefore, there is generally no such thing as secure storage on client machines. What
usually differentiates a server is that the user/attacker is forced to interact with it across
a network, via what should be a limited interface. The one possible exception to all
client storage being attackable is if encryption is used. This law is really a specific case
of the previous one: “If a key isn’t required, then you don't have encryption—you have
encoding.” Clearly, this applies to passwords just as it would to any other sort of infor-
mation. It’s mentioned as a separate case because passwords are often of particular
interest in security applications. Every time an application asks you for a password, you
should think to yourself, “How is it stored?” Some programs don'’t store the password
after it’s been used because they don'’t need it any longer—at least not until next time.
For example, many Telnet and ftp clients don’t remember passwords at all; they just pass

147

WWW.SYNgress.com



148

Chapter 5 » The Laws of Security

them straight to the server. Other programs will offer to “remember” passwords for
you. They may give you an icon to click on and not have to type the password.

How securely do these programs store your password? It turns out that in most
cases, they can’t store your password securely. As covered in the previous law, since
they have no key to encrypt with, all they can do is encode. It may be a very com-
plicated encoding, but it’s encoding nonetheless, because the program has to be able
to decode the password to use it. If the program can do it, so can someone else.

This one is also universal, though there can be apparent exceptions. For example,
a specific version of Windows may offer to save dial-up passwords.You click the
icon and it logs into your ISP for you. Therefore, the password is encoded on the
hard drive somewhere and it’s fully decodable, right? Not necessarily. Microsoft has
designed the storage of this password around the Windows login. If you have such a
saved password, try clicking Cancel instead of typing your login password the next
time you boot Windows.You’ll find that your saved dial-up password isn’t available,
because Windows uses the login password to unlock the dial-up password. Some
versions of Windows have stored this in a .pwl file in your Windows directory.

Occasionally, for a variety of reasons, a software application will want to store
some amount of information on a client machine. For Web browsers, this includes
cookies and, sometimes, passwords. For programs intended to access servers with an
authentication component, such as Telnet clients and mail readers, this is often a
password. What's the purpose of storing your password? So that you don't have to
type it every time.

Obviously, this feature isn't really a good idea. If you've got an icon on your
machine that you can simply click to access a server, and it automatically supplies
your username and password, then anyone who walks up can do the same. Can they
do anything worse than this? As we’ll see, the answer is yes.

Let’s take the example of an e-mail client that is helpfully remembering your
password for you.You make the mistake of leaving me alone in your office for a
moment, with your computer. What can I do? Clearly, I can read your mail easily,
but I'll want to arrange it so I can have permanent access to it, not just the one
chance. Since most mail passwords pass in the clear (and let’s assume that in this case
that’s true), if I had a packet capture program I could load onto your computer
quickly, or if I had my laptop ready to go, I could grab your password off the wire.
This is a bit more practical than the typical monitoring attack, since I now have a
way to make your computer send your password at will.

However, I may not have time for such elaborate preparations. I may only have
time to slip a diskette out of my shirt and copy a file. Perhaps I might send the file
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across your network link instead, if I'm confident I won’t show up in a log some-
where and be noticed. Of course, I'd have to have an idea what file(s} I was after.
This would require some preparation or research. I'd have to know what mail pro-
gram you typically use. But if I’'m in your office, chances are good that I would have
had an opportunity to exchange mail with you at some point, and every e-mail you
send to me tells me in the message headers what e-mail program you use.

What's in this file I steal? Your stored password, of course. Some programs will
simply store the password in the clear, enabling me to read it directly. That sounds
bad, but as we’ll see, programs that do that are simply being honest. In this instance,
you should try to turn off any features that allow for local password storage if pos-
sible. Try to encourage vendors not to put in these sorts of “features.”

Let’s assume for a moment that’s not the case. I look at the file and I don't see
anything that looks like a password. What do I do? I get a copy of the same pro-
gram, use your file, and click Connect. Bingo, I've got (your) mail. If I'm still
curious, in addition to being able to get your mail I can now set up the packet cap-
ture and find your password at my leisure.

It gets worse yet. For expediency’s sake, maybe there’s a reason I don’t want to
(or can’t) just hit Connect and watch the password fly by. Perhaps I can’t reach your
mail server at the moment, because it’s on a private network. And perhaps you were
using a protocol that doesn’t send the password in the clear after all. Can I still do
anything with your file I've stolen? Of course.

Consider this: without any assistance, your mail program knows how to decode
the password and send it (or some form of it). How does it do that? Obviously it
knows something you don’t, at least not yet. It either knows the algorithm to reverse
the encoding, which is the same for every copy of that program, or it knows the
secret key to decrypt the password, which must be stored on your computer.

In either case, if I've been careful about stealing the right files, I've got what I need
to figure out your password without ever trying to use it. If it’s a simple decode, I can
figure out the algorithm by doing some experimentation and trying to guess the algo-
rithm, or I can disassemble the portion of the program that does that and figure it out
that way. It may take some time, but if I'm persistent, I have everything I need to do
s0.Then I can share it with the world so everyone else can do it easily.

If the program uses real encryption, it’s still not safe if I've stolen the right file(s).
Somewhere that program must have also stored the decryption keys; if it didn’t it
couldn’t decode your password, and clearly it can. I just have to make sure I steal the
decryption key as well.
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Couldn’t the program require the legitimate user to remember the decryption
key? Sure, but then why store the client password in the first place? The point was to
keep the user from having to type in a password all the time.

In Order for a System to Begin
to Be Considered Secure, It Must
Undergo an Independent Security Audit

Writers know that they can’t proofread their own work. Programmers ought to
know that they can’t bug-test their own programs. Most software companies realize
this, and they employ software testers. These software testers look for bugs in the
programs that keep them from performing their stated functions. This is called
Sunctional testing.

Functional testing is vastly different from security testing, although on the sur-
face, they sound similar. They’re both looking for bugs, right? Yes and no. Security
testing (which ought to be a large superset of functionality testing} requires much
more in-depth analysis of a program, usually including an examination of the source
code. Functionality testing is done to ensure that a large percentage of the users will
be able to use the product without complaining. Defending against the average user
accidentally stumbling across a problem is much easier than trying to keep a knowl-
edgeable hacker from breaking a program any way he can.

Even without fully discussing what a security audit is, it should be becoming
obvious why it’s needed. How many commercial products undergo a security
review? Almost none. Usually the only ones that have even a cursory security review
are security products. Even then, it often becomes apparent later on that they didn’
get a proper review.

Notice that this law contains the word “begin.” A security audit is only one step
in the process of producing secure systems.You only have to read the archives of any
vulnerability reporting list to realize that software packages are full of holes. Not
only that, but we see the same mistakes made over and over again by various soft-
ware vendors. Clearly, those represent a category in which not even the most min-
imal amount of auditing was done.

Probably one of the most interesting examples of how auditing has produced a
more secure software package is OpenBSD. Originally a branch-off from the
NetBSD project, OpenBSD decided to emphasize security as its focus. The
OpenBSD team spent a couple of years auditing the source code for bugs and fixing
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them. They fixed any bugs they found, whether they appeared to be security related
or not. When they found a common bug, they would go back and search all the
source code to see whether that type of error had been made anywhere else.

The end result is that OpenBSD is widely considered one of the most secure
operating systems there is. Frequently, when a new bug is found in NetBSD or
FreeBSD (another BSD variant), OpenBSD is found to be not vulnerable.
Sometimes the reason it’s not vulnerable is that the problem was fixed (by accident)
during the normal process of killing all bugs. In other cases, it was recognized that
there was a hole, and it was fixed. In those cases, NetBSD and FreeBSD (if they have
the same piece of code} were vulnerable because someone didn’t check the
OpenBSD database for new fixes (all the OpenBSD fixes are made public).

Security through
Obscurity Does Not Work

Basically, “security through obscurity” (known as STO} is the idea that something is
secure simply because it isn’t obvious, advertised, or interesting. A good example is a
new Web server. Suppose you're in the process of making a new Web server available
to the Internet. You may think that because you haven't registered a Domain Name
System (DNS) name yet, and because no links exist to the Web server, you can put
off securing the machine until youe ready to go live.

The problem is, port scans have become a permanent fixture on the Internet.
Depending on your luck, it will probably be only a matter of days or even hours
before your Web server is discovered. Why are these port scans permitted to occur?
They aren’t illegal in most places, and most ISPs won’t do anything when you report
that you'’re being portscanned.

What can happen if you get portscanned? The vast majority of systems and soft-
ware packages are insecure out of the box. In other words, if you attach a system to
the Internet, you can be broken into relatively easily unless you actively take steps to
make it more secure. Most attackers who are port scanning are looking for particular
vulnerabilities. If you happen to have the particular vulnerability they are looking
for, they have an exploit program that will compromise your Web server in seconds.
If you're lucky, you'll notice it. If not, you could continue to “secure” the host, only
to find out later that the attacker left a backdoor that you couldn’t block, because
you'd already been compromised.

Some worms have become permanent fixtures on the Internet. These worms are
constantly scanning for new victims, such as a fresh, unsecured Web server. Even
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when the worms are in their quietest period, any host on the Internet will get a
couple of probes per day. When the worms are busiest, every host on the Internet
gets probes every few minutes, which is about how long an unpatched Web server
has to live. Never assume it’s safe to leave a hole or to get sloppy simply because you
think no one will find it. The minute a new hole is discovered that reveals program
code, for example, you'’re exposed. An attacker doesn’t have to do a lot of research
ahead of time and wait patiently. Often the holes in programs are publicized very
quickly, and lead to the vulnerability being attacked on vulnerable systems.

Let me clarify a few points about STO: Keeping things obscure isn’t necessarily
bad.You don’t want to give away any more information than you need to.You can
take advantage of obscurity; just don’t rely on it. Also, carefully consider whether you
might have a better server in the long run by making source code available so that
people can review it and make their own patches as needed. Be prepared, though, to
have a round or two of holes before it becomes secure.

How obscure is obscure enough? One problem with the concept of STO is that
there is no agreement about what constitutes obscurity and what can be treated like
a bona fide secret. For example, whether your password is a secret or is simply
“obscured” probably depends on how you handle it. If you've got it written down
on a piece of paper under your keyboard and you’re hoping no one will find it, I'd
call that STO. (By the way, that’s the first place I'd look. At one company where 1
worked, we used steel cables with padlocks to lock computers down to the desks. I'd
often be called upon to move a computer, and the user would have neglected to
provide the key as requested. I'd check for the key in this order: pencil holder, under
the keyboard, top drawer. I had about a 50 percent success rate for finding the key.)

It comes down to a judgment call. My personal philosophy is that all security is
STO. It doesn’t matter whether you're talking about a house key under the mat or a
128-bit crypto key.The question is, does the attacker know what he needs, or can he
discover it? Many systems and sites have long survived in obscurity, reinforcing their
belief that there is no reason to target them. We’ll have to see whether it’s simply a
matter of time before they are compromised.
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Summary

In this chapter, we have tried to provide you with an initial look at the basic laws of
security that we work with on a regular basis. We’ve looked at a number of different
topic areas to introduce our concepts and our list of the laws of security. These have
included initial glances at some concepts that may be new to you, and that should
inspire a fresh look at some of the areas of vulnerability as we begin to protect our
networks. We’ve looked at physical control issues, encryption and the exchange of
encryption keys. We’ve also begun to look at firewalls, virus detection programs, and
intrusion detection systems (IDSs), as well as modification of code to bypass fire-
walls, viruses, and IDSs, cryptography, auditing, and security through obscurity. As
you have seen, not all of the laws are absolutes, but rather an area of work that we ‘
use to try to define the needs for security, the vulnerabilities, and security problems '

that should be observed and repaired as we can. All of these areas are in need of con-

stant evaluation and work as we continue to try to secure our systems against attack.

Solutions Fast Track

Knowing the Laws of Security

M Review the laws.
Use the laws to make your system more secure.

Remember that the laws change.

Client-Side Security Doesn’t Work

M Client-side security is security enforced solely on the client.

M The user always has the opportunity to break the security, because he or
she is in control of the machine.

M Client-side security will not provide security if time and resources are available
to the attacker.

You Cannot Securely Exchange Encryption
Keys without a Shared Piece of Information

Shared information is used to validate machines prior to session creation.
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M You can exchange shared private keys or use Secure Sockets Layer (SSL)
through your browser.

M Key exchanges are vulnerable to man-in-the-middle (MITM) attacks.

Malicious Code Cannot
Be 100 Percent Protected against

M Software products are not perfect.
Virus and Trojan detection software relies on signature files.

M Minor changes in the code signature can produce a non-detectable variation
(until the next signature file is released).

" Any Malicious Code Can Be Completely
"% Morphed to Bypass Signature Detection

. M Attackers can change the identity or signature of a file quickly.
| M Attackers can use compression, encryption, and passwords to change the
look of code.

You?can’t protect against every possible modification.

Firewalls Cannot Protect You 100 Percent from Attack

M Firewalls can be software or hardware, or both.

M The primary function of a firewall is to filter incoming and outgoing
packets.

M Successful attacks are possible as a result of improper rules, policies, and
# maintenance problems.

- Any IDS Can Be Evaded

Intrusion detection systems (IDSs) are often passive designs.

It is difficult for an attacker to detect the presence of IDS systems when
probing.

M An IDS is subject to improper configuration and lack of maintenance. These
conditions may provide opportunity for attack.
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Secret Cryptographic Algorithms Are Not Secure
Crypto is hard.

M Most crypto doesn’t get reviewed and tested enough prior to launch.

Common algorithms are in use in multiple areas. They are difficult, but not
impossible, to attack.

If a Key Is Not R equired, You Do |
Not Have Encryption—You Have Encoding o

This law is universal; there are no exceptions. ‘1

53|

Encryption is used to protect the encoding. If no key is present, you can’t
encrypt.

M Keys must be kept secret, or no security is present.

Passwords Cannot Be Securely Stored on the Client
Unless There Is Another Password to Protect Them

M It is easy to detect password information stored on client machines.

M If a password is unencrypted or unwrapped when it is stored, it is not
secure.

Password security on client machines requires a second mechanism to provide
security.

In Order for a System to Begin to
Be Considered Secure, It Must Undergo
an Independent Security Audit

Auditing is the start of a good security systems analysis.

M Security systems are often not reviewed properly or completely, leading to
holes.

M OQutside checking is critical to defense; lack of it is an invitation to attack.
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Security through Obscurity Does Not Work
Hiding it doesn't secure it.
M Proactive protection is needed.

The use of obscurity alone invites compromise.
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
. have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form. You will
also gain access to thousands of other FAQs at ITFAQnet.com.

Vi Q: How much effort should I spend trying to apply these laws to a particular
' system that I'm interested in reviewing?

A: That depends on what your reason for review is. If you're doing so for purposes
of determining how secure a system is so that you can feel comfortable using it
yourself, then you need to weigh your time against your threat model. If you're
expecting to use the package, it’s directly reachable by the Internet at large, and
it’s widely available, ypm shotld probably spend a lot of time checking it. If it
will be used in some p@rt of back-end system, if it’s custom designed, or if the
system it’s on is proteged insom
elsewhere.

ther way, you may want to spend more time

etration test, you will have to
‘ of attack versus

‘» can attack in turn,

Y kers would favor a

@2g to the actual target later

system they could replicate in their own lab, retties
with a working exploit.

Q: How secure am [ likely to be after reviewing a system myself?

A: This depends partially on how much effort you expend. In addition, you have to
assume that you didn’t find all the holes. However, if you spend a reasonable
amount of time, you've probably spotted the low-hanging fruit—the easy holes.
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This puts you ahead of the game. The script kiddies will be looking for the easy
holes. Even if you become the target of a talented attacker, the attacker may try the
easy holes, so you should have some way of burglar-alarming them. Since you're
likely to find something when you look, and you’ll probably publish your findings,
everyone will know about the holes. Keep in mind that you're protected against
the ones you know about, but not against the ones you don’t know about. One
way to help guard against this is to alarm the known holes when you fix them.
This can be more of a challenge with closed-source software.

: When I find a hole, what should I do about it?

: There are choices to make about whether to publish it at all, how much notice

to give a vendor if applicable, and whether to release exploit code if applicable.

: How do I go from being able to tell that a problem is there to being able to

exploit it?

. For holes that aren’t covered here, the level of difficulty will vary widely. Some

holes, such as finding a hard-coded password in an application, are self-explana-
tory. Others may require extensive use of decompiling and cryptanalysis. Even if
you're very good, there will always be some technique that is out of your area of
expertise. You'll have to decide whether you want to develop that skill or get
help.
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Introduction

The best way to sharpen and maintain your skills is to practice attack and defense
techniques. In the movie, “The Matrix, the lead character, Neo, begins his journey as
a bumbling-know nothing. In his own mind, he is hot stuff. When he steps up to
the next level, Morpheus teaches him a hard lesson in the dojo (training hall). After
being tossed around like a rag doll, Neo realizes his skills need focus and his mind
needs to be released from the things he thought he knew about the world around
him. The transition from computer geek to INFOSEC pro will undoubtedly leave
you feeling a bit like Neo. As a computer hobbyist, your perspective is purposefully
limited to the tech you feel like tinkering with. In the “real world” of professional
INFOSEC, you must focus on the technologies that are prevalent in the industry.
You have to practice your skills and techniques in an environment that mirrors what
you see in that real world. Specifically, you need to build a2 work machine (we’ll call
it an affack machine) and a working target lab that allows you to keep up with the
changing face of network security. In this chapter we’ll explore the main compo-
nents that make up a well-rounded, flexible attack machine. We’ll also discuss the
components of a solid target lab. From software to hardware, this chapter is your
guide to designing and maintaining what is arguably the most important catalyst to
developing and maintaining those hard-learned skillz!

Building an Attack Platform

Sith and Jedi warriors carried lightsabers. Samurai warriors lived and died by their
Daito and Wakizashi swords. Ninja were known to carry swords, nunchaku and shuriken
as weapons. A hacker’s attack machine (powered by a keen mind) is a devastating
weapon. As an INFOSEC professional, it’s important to prepare for the technology yon
will face, but without the proper tools installed on the proper well-thought out plat-
form, you will be at a severe disadvantage professionally. In this section, we’ll discuss
some the hardware and software considerations of building a well-equipped attack
platform.

Hardware

Most INFOSEC jobs require at least some travel, whether for actual gigs or for con-
ferences, training, or testing. With this in mind, a laptop is a logical choice for an
attack platform. A laptop is certainly not required, but the portability of a laptop
(sometimes called a notebook) is nice, even if you don’t do any traveling. Combined
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with a wireless connection, a laptop allows you to check your email, surf the web,
and keep in touch without being strapped to a desk. In addition, a laptop can easily
be transported back and forth between work and home (or between the living room
and the Jacuzzi), which makes synchronizing data that much simpler. The down side
of a laptop is that it is portable and can easily be stolen. A stolen laptop can be dev-
astating, resulting in loss of productivity and effort, or, in the most extreme case, it
could allow the thief to compromise your client’s network using the data stored on
the machine. Because of this downside, you should give extra consideration to an
effective backup strategy (using even simple tools like rsync or tar), and utilize indus-
trial-grade encryption on any laptop machine. Another downside of a portable
system is that it’s much easier to suffer data loss or hardware failure due to the rela-
tive frailty of most laptops. A drop from just about any height could cause hard disk
problems that could result in loss or corruption of data. When considering a laptop,
it’s worth looking for auto-parking hard drives that will secure the drive heads in the
event of a drop. This feature alone could save your hide when your laptop goes
bouncing down your driveway.

Sell Your Skillz...

Encrypt it!

There are many good encryption products on the market. Look for a
multi-use product like PGP Personal Desktop (www.pgp.com, available for
Windows and Mac) that is capable of one-shot encryption of files and e-
mail, but also allows virtual partition encryption, transparent encryption
of files that are used on a regular basis, like customer vulnerability
reports. SafeHouse (www.pcdynamics.com/SafeHouse/) is another good
hard drive encryption program for Windows, but lacks the industry-stan-
dard e-mail protection offered by the PGP product line. Windows 2000/
XP Pro, Linux, and Mac OS X users are afforded basic protection in the
operating system software through the EFS filesystem, losetup command

and disk image encryption features, respectively.
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Which Notebook Vendor?

There are so many PC laptop vendors these days that it’s nearly impossible to keep
up with them all. However, most laptops are similar and share various components
produced from the same manufacturer. When considering a laptop purchase, it’s easy
to get lured by “sex appeal”. Lean, mean, powerful machines are all the rage these
days, but if you're considering a single laptop purchase, and youre on a budget, sexy
isn’t always better. Consider the Sony VAIO PCG-TR3A notebook, shown in
Figure 6.1.This machine is lightweight, with built-in wireless, digital camera, CD-
RW/DVD drive and a 40GB hard drive. Although this machine is very capable, it
costs nearly 4 times the price of the similarly equipped (and less sexy} Dell Inspiron
1000, Dell’s entry-level notebook machine. Beware the sex factor, however, even if
you're independently wealthy. In most cases, highly customized machines like the
Sony VAIO are harder to customize with niceties like external wireless antennas or
non-OEM operating systems like Linux. In addition, sexy machines can become tar-
gets, even to non-technical thieves. What’s most important for work is flexibility.

Figure 6.1 The Sexy Sony VAIO PCG-TR3A
S

Photo Courtesy of Seny VAIO

What about a Mac?

This is a loaded question with no correct answer. The Mac vs PC war is a bloody
one with zealots on both sides of the argument. Apple makes gorgeous hardware;
there’s no doubt about that. In fact, even the “Anti-Mac” camp generally agrees that
Apple makes amazing hardware. Consider the 12-inch Mac Powerbook G4, shown in
Figure 6.2.
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Figure 6.2 The equally-sexy Mac Powerbook G4 12-inch
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Photo Courtesy of Sony VAIO

Nicely equipped, the PowerBook is more than able to handle the stresses of life as
an attack machine, but not without a price. Priced firmly in the mid to high range,
these machines range in performance, from the svelte 12-inch to the 17-inch model,
which is a desktop replacement system. The Apple operating system, OS X, is based
loosely on FreeBSD, with a smooth-as-butter Aqua user interface. Unix users will
delight in the ability to control the machine from a familiar command-line shell like
tcsh or bash. Macs, however, are not PC compatible, and they are best suited for run-
ning Mac (or in some cases Linux) software. This is not a showstopper when consid-
ering the PowerBook as an attack machine, and thanks to programs like Virtual PC
(www.microsoft.com/windows/virtualpc), the Mac is capable of running Windows or
Linux operating systems as a virtual session, enabling their respective software
libraries. If you aren’t familiar with Windows and/or Linux, you may consider an
attack platform based on those OSs, since you're more likely to run into them in the
field. Many renowned INFOSEC pros and hackers have migrated to a Mac as an
attack platform, but if you’re just getting started, there’s no sense overwhelming your-
self with too much new technology. Once you get the hang of things, however, a
Mac is an excellent choice.

Software: Running Multiple Operating Systems

War is also apparent in the battle of the operating systems. If you want to start a flame
war in just about any forum, try jumping on and shouting “Windoze sucks!” or
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“Linucks is for losers!” The choice of operating system for your attack machine is
important, as certain attacks against certain targets are just plain easier from certain
environments. For example, it’s quite easy for an advanced attacker to bounce around a
bunch of Windows shares from a Linux machine, but navigating a web of Windows
domain trusts tends to be much simpler from a Windows-based attack platform.
Fortunately, you don’t have to choose between operating systems. These days, it’s
simple to run multiple operating systems on the same system. We'll look at three pop-
ular ways to accomplish this: multi-booting, virtualization, and emulation. We’ll also
discuss another option for running code on multiple operating systems: porting.

Multi-booting

Dual-booting allows you to select between two operating systems when you boot
your machine. Once you select an operating system from a boot menu, your
machine is loaded with that operating system. If you want to select another oper-
ating system, you must reboot your machine to select the other operating system
from the boot menu. For many years, dual-booting was all the rage, and was
extended to include not just two, but three, or four, or even more operating systems
on the same system. This is sometimes referred to as multi-booting. This technique
allows you to dedicate all of your machine’s resources to running the operating
system, but requires a reboot to switch OSs, making it somewhat cumbersome to
run tools from the different systems.

Emulation

Somewhere between dual-booting and virtualization lies emulation. According to
the www.webopedia.com, “[emulation] refers to the ability of a program or device
to imitate another program or device” The key word is imitate. In terms of oper-
ating systems, emulation means you’re running an operating system on non-native
hardware. For example, Windows 1386 was not designed for machines running a
PowerPC processor, like an Apple Macintosh. Using an emulator, like Microsoft’s
Virtual PC, Windows i386 can run on a Mac, or more accurately, the emulator imi-
tates Windows 1386 running on the Mac. In most cases, the imitation is so good that
most Windows software run in the emulated Windows environment won'’t even
know the difference. Emulation is extremely handy for running non-native operating
system code and allows you to run multiple OSs at the same time. But, this tech-
nique creates quite a drain on system resources, and in some cases, may not be well-
suited for running processor-intensive operations.
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Virtualization

Virtualization refers to “splitting” a machine into smaller virtual machines running
simultaneously. While many folks confuse this with multi-tasking, there are several
important differences, the most important of which (for our purposes) is that virtual-
ization allows us to run multiple native operating systems at the same time on one
machine. Each of the virtual operating systems must be designed to run natively on
the machine, however. This means that a typical PC notebook can run Windows and
Linux at the same time, and each of these operating systems can connect to the net-
work autonomously. This is a huge benefit for an attack platform, since you can run
Linux-based and Windows-based tools and exploits without rebooting the machine.
Similarly, this allows us to run several operating systems on the same target server, as
well. In fact, virtualization is indispensable for a target lab, as we’ll see in the next
section. Virtualization strikes a great balance between performance and ease of use,
enabling you to run tools on different operating systems without rebooting the
machine; however, this technique only runs native OS code, unlike the emulation
technique. VMWare (www.vinware.comy} is the most popular tool to enable this
technique.

Porting

In terms of technology, porting simply means to modify a program so that is runs in
a different operating system than the one it was specifically designed for. The process
of porting code is many times very complex (see “Sockets, Shellcode, Porting, and
Coding,” by James Foster from Syngress Publishing). However, there are quite a few
tools that have already been ported from one OS to another that can be downloaded
and used without too much fuss. The cygwin tools from www.cygwin.com allow
the use of GNU development tools in a Windows environment. Once cygwin is
installed, you can run GNU shells within Windows, which gives you access to many
familiar tools found natively on Linux and BSD systems. Although only basic pack-
ages are installed by default, the list of packages than can be installed is staggering as
seen in the hundreds of packages listed at http://cygwin.com/packages. Although
these packages must be compiled, cygwin provides the compiler (gcc) and support
files required to help make that happen. An alternative to cygwin, unxutils
(http://unxutils.sourceforge.net/} provides some pre-compiled GNU tools for use in
the Windows environment. Some of the available tools include bzip, gawk, grep,
gzip, less, sed, wget, and quite a few more. Fans of these utilities are delighted to have
these tools finally available on Windows.
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Notes from the Underground...

Virtual Forensics

Virtualization is an important technology in the field of digital forensics,
as well. For example, when handling any type of malicious code, it's a
good idea to analyze the code on a machine that both disposable and dis-
connected from a network, in case the code harms the machine or
attempts to attack, or “phone home,” across the network. Without virtu-
alization, this means reloading the operating system every single time
malicious code is loaded to prevent possible infection. Running the code
in a virtual session, however, we could simply reload the virtual machine
file after completing our analysis, or use any number of write-protect
options to keep changes to the virtual machine from “sticking.” For more
information about this topic, check out “Malware: Fighting Malicious
Code,” by Ed Skoudis, available through Prentice Hall PTR.

Software: CD-Based Operating Systems

CD-based or live CD operating systems boot from a CD and are designed not to
interact with the hard drive of the machine, creating a sort of disposable machine
that you can work from. Once booted, a live CD reads from the CD-ROM drive
and writes only to memory. The host machine is not affected, and once the machine
is rebooted, there is no trace of your session.The vast majority of live CDs are based
on a version of Linux, and depending on the tools that are installed along with the
CDs operating system, a live CD can be used for any number of purposes. Forensic
investigators can use a live CD to boot a suspect’s machine, extracting the data from
the hard drive to an external device for later examination. A penetration tester could
use a live CD to perform network assessment from an employee’s workstation
without damaging or altering the contents of that employee’s hard drive. A privacy
advocate could use a live CD to keep his surfing habits private since a live CD keeps
no track of things like URL histories and cookies once the machine is rebooted.
Table 6.1 lists CD-based distributions that are specifically geared towards penetration
testers.
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Table 6.1 CD-Based Penetration Testing Distributions

Distribution

Web Site

PHLAK (Professional Hacker's
Linux Assault Kit)

ThePacketMaster Linux
Security Server

Linux Netwosix

SENTINIX

Knoppix STD

Local Area Security Knoppix

www.phlak.org
www.thepacketmaster.com

www.netwosix.org
www.sentinix.org
www.knoppix-std.org
www.localareasecurity.com

Table 6.2 lists CD-based distributions that are specifically geared towards per-

forming forensic analyses.

Table 6.2 CD-Based Forensic Analysis Distributions

Distribution

Web Site

F.I.R.E (Forensic and Incident
Response Environment)

Plan-B

The Penguin Sleuth Kit
Local Area Security Knoppix
Helix

http://biatchux.dmzs.com/

www.projectplanb.org
www.linux-forensics.com
www.localareasecurity.com
www.e-fense.com/helix/

A live CD distribution can also come in handy when used with tools like
Virtual PC (on a Mac) or VMWare (on a Linux or Windows platform) since the
CD can be booted inside a virtual machine. This puts the tools and capabilities of
the live CD at your disposal without rebooting and without dedicating any disk
space on the host machine. Figure 6.3 Shows a KNOPPIX Linux distribution run-
ning inside Virtual PC on an Apple Powerbook running Mac OS X. This configura-
tion puts the Mac OS X tools and the KNOPPIX tools at the disposal of the user
without allocating disk space to the Linux install and without the hassle of

rebooting,
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Figure 6.3 KNOPPIX Linux Running on Mac OS X Under Virtual PC
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Setting up an Encrypted
Persistent Home Directory for KNOPPIX

The one major drawback of a portable CD-based distribution like KNOPPIX is
that there’s no simple way to keep data in a home directory such that you can
retrieve it after a reboot. There is, however, a nice solution: a portable persistent
encrypted home directory. The concept is simple. You keep your stuff on an
encrypted USB thumb drive (or any hard drive}, encrypt it, and point KNOPPIX to
that device as your home directory. This is not necessarily a KNOPPIX-only feature,
but KNOPPIX, in particular, provides a nice, easy interface for accomplishing this
task. Insert a portable medium for your home directory, for example a smallish USB
1.0 drive. Do not explicitly mount the device.

1. Select K | Knoppix | Configure | Create a persistent KNOPPIX
Home Directory.

Select Yes at the create a persistent home directory prompt.

3. Select the partition that will house our home directory. The default direc-
tory for the USB drive is usually /dev/sdal.
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Select No to use a file on the USB drive as opposed to using the entire
partition.
Enter the size of the home directory. The default is 30MB.

Once the file or partition is prepared, select Yes to encrypt the file with
AES.

Enter a passphrase and verify it.
Click OKro complete the process.

If you would also like to save system configuration information to your
home directory, use the saveconfig script, selecting what you would like to
save, as shown in Figure 6.4.

In order to use the home directory, reboot to the KNOPPIX load screen,
and enter knoppix home=scan or knoppix home=/dev/sdal. If you
would also like to load a system configuration (saved with the saveconfig
script), you can append either myconf=scan or myconf=/dev/sdal.
When using the ‘scan’ options, the filenames of both the configuration
script and the home directory image must be set to the system defaults. For
example, to load both the config script and the home directory found on
/dev/sdal, boot with knoppix home=/dev/sdal myconf=/dev/sdal.

You will be prompted for your passphrase as you boot the system. Enter it
to continue loading KNOPPIX.

Figure 6.4 Saveconfig Program Options
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12. Once the system is booted, and the proper passphrase is entered, you can
verify that the home directory is, in fact, using the image on the USB drive
with the df command. As shown in Figure 6.5, the USB drive is mounted
on /mnt/sdal, and the home directory is the encrypted disk image,
/mnt/sdal/knoppix.img.

Figure 6.5 KNOPPIX with Removable Encrypted Persistent

Home
Session Edil View Bookmarks Seftings Help
knoppix@ttypOlknoppix]§ pwd a2
/ramdlsk/hameknopp1
knoppixBttyp0[knoppix]$ ls -1
total 14
3rwer—s - 3 knoppix knoppix 1024 Mar 5 14:47 Desktop
druie—————- Z root root 12288 Mar 5 14:32 lost+found
drus e Z knoppic  knoppix 1024 Apr 19 2004 tmp
knoppix@ttypOlknoppix]s df
Filesysten 1k -blocks Used Available UseX Mounted on
Sdevs root 2971 1107 1864 38X /
fdev/scdl 704626 7046286 0 100% /cdraom
/dev fcloop 1895222 1895222 0 100X /KNOPPIX
#ramdisk 199136 980 198156 1% /ramdisk
/dev.sdal 255716 71428 184288 28% /mnt/sdal
smntrsdalsknoppix. img

29745 593 29152 2% /home/knoppix

knoppix@ttypO[knoppix]s |
=R

Building a Working Target Lab

Most INFOSEC pros are computer geeks at heart. This means they surrounded
themselves with software and hardware, and nearly all of them have some *“upgrade
baggage” they’ve accumulated throughout the years. Hard disk drives, CD-ROM
disks, cables, cases, CPUs and memory chips are commonplace in the computer
geek’s personal landscape. When it comes time to trade in the hobby for a career,
however, there are some considerations that must be made about using and orga-
nizing all that “junk”. A well thought-out lab, consisting of servers that mimic those
found in the real world, is essential to landing (and keeping) that first INFOSEC job.
This lab will help you learn the ropes without breaking or disturbing real, live pro-
duction servers. If you’re looking to become a penetration tester, this lab will serve as
your target range. You’ll be hammering these boxes with all sorts of exploits local
and remote), backdoors, Trojans, and even denial-of-service tools. If you're thinking
of getting into forensics, you’ll start analyzing these machines after you hack them. If
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you're thinking that defense is your chosen path, you'll be analyzing the effects and
signatures these attacks create on the network and the affected systems. If coding is
your bag (remembering that this is a book about INFOSEC), you’ll be using these
machines as targets for cross-compiling or something similar. Regardless of your
INFOSEC career path, this lab will exist to be beat up. It will exist for the sole pur-
pose of bearing the brunt of your attacks. What is INFOSEC without an attacker or
a target? So, even if you aren’t going to specialize in offense, as a penetration tester
would, we refer to this setup as a target lab.

You need all sorts of gear to build and maintain a decent lab. Budgets vary, but
regardless of how much you plan to spend, most labs start off relatively small, con-
sisting of a variety of hardware. If you plan well, your small personal lab can serve
you well for years to come. Each system you stand up will consist of various compo-
nents including hardware, software, and peripherals. We discuss systems of different
architectures including x86, SPARC and PA-RISC systems. In addition, we look at
some common network equipment you should consider to help pull everything
together into a well-rounded network.

X86 Targets

X86 is a very common term that generally refers to the Intel processor family archi-
tecture—from the early 8086 to the modern day Pentium chips and beyond. The
x86 platform is by far the most popular computer architecture since it runs the most
popular PC operating systems, most notably Windows and Linux.

Hardware

Because this type of platform is so common, there’s a good chance you already have
a decent collection of PC hardware laying around. While there’s nothing wrong with
pulling together your spare parts to assemble a part of your lab, there are a few
upgrades you may want to consider. It’s a good idea to consider the following
options when assembling x86 servers. The make, model, and relative speed of the
CPU is very important. Regardless of what brand of CPU you select (for example,
Intel, AMD), shy away from low-end value-grade chips like the Intel Celeron. While
value processors are fine for most basic household tasks, the machines in your lab
will be churning pretty hard, especially if you're considering running enterprise
operating systems (like Windows 2003 server) or multiple virtual machines running
under a product like VM Ware. Memory capacity is also important, and as any decent
gamer will tell you, it’s best to watch the “recommended” hardware requirements
and not the “minimum” hardware requirements of any software. Also, keep in mind
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that when you start stacking up virtual machines with VMWare, you need a big
chunk of memory allocated to your host OS, as well as a chunk of memory allo-
cated to each virtual machine. Hard drive capacity is also very important, especially
when running a few virtual machines. Like memory, you need to allocate disk space
for your host OS and for each of your virtual machines. If you want to save space, be
sure to uncheck the allocate all disk space now disk option, as shown in the next
section. This allows you to get away with a smaller disk for a longer period of time
at the expense of system performance. Depending on the purpose of your lab, you
may also consider purchasing a removable drive tray system like the Kingwin KF-
22-IPF IDE Mobile Rack shown in Figure 6.6.This tray system encloses a typical
IDE hard drive allowing you to easily replace the hard drives in the server. This
makes it simple to create a multi-boot system or to swap multiple-sized drives in and
out of the system as required for forensics investigations. When purchasing this type
of system, you need to purchase a rail system to install into the PC, and an enclosure
for each drive you wish to swap out.

Figure 6.6 Removable Drive Tray System
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Photo Courtesy of Kingwin

Software: Operating Systems

The obvious first choice for an x86 platform is a Windows operating system. There
are many different versions of Windows to consider, but the primary Windows ver-
sions to consider are Windows NT 4.0, Windows 98, Windows 2000, Windows XP,
Windows Server 2003, and Windows ISA Server 2004. If you aren’t able to stand up
all the legacy Windows systems, at least consider standing up Windows XP, Windows
Server 2003 and Windows ISA Server 2004. Purchasing all of this software is expen-
sive unless you purchase a subscription to the Microsoft Action Pack. The Action
Pack subscription includes licenses for many of Microsoft’s most popular business
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software for around $300. For information about the Action Pack subscription, see
http://members.microsoft.com/partner/salesmarketing/PartnerMarket/ ActionPack.
Table 6.3 lists the software included in the Action Pack, as well as the number of

licenses and client licenses where appropriate.

Table 6.3 Microsoft Action Pack Contents

Client Access

Software Licenses Licenses
OEM Windows XP Professional with 1 N/A
Service Pack 2

OEM Office Professional Edition 2003 1 N/A
OEM Windows Small Business Server 1 N/A
2003 Standard

OEM Windows Media Center Edition 1 N/A
OEM Associated OPK Kits 1 N/A
Microsoft ISA Server 2004 1 N/A
Microsoft Office OneNote 2003 10 N/A
Microsoft Windows XP Service Pack 2 10 N/A
Microsoft Office Outlook 2003 with 10 N/A
Business Contact Manager

Microsoft Business Solutions CRM Professional 5 N/A
Microsoft Exchange Server 2003 Standard 1 10
Microsoft Live Office Communications

Server 2003

Microsoft Mobile Information Server 2002 10 N/A
Enterprise Edition

Microsoft Office FrontPage 2003 10 N/A
Microsoft Office InfoPath 2003 10 N/A
Microsoft Office Professional Edition 2003 10 N/A
Microsoft Office Project Professional 2003 10 10
Microsoft Office Project Server 2003 1 N/A
Microsoft Office Publisher 2003 10 N/A
Microsoft Office SharePoint Portal Server 2003 1 10
Microsoft Office Visio Professional 2003 10 N/A

Continued

WWW.SYNJress. com



174  Chapter 6 * No Place Like /home—Creating an Attack Lab

Table 6.3 Microsoft Action Pack Contents

Client Access

Software Licenses Licenses
Microsoft SQL Server 2000 Reporting 1 10
Services Standard Edition

Microsoft SQL Server 2000 Standard 1 10
Microsoft SQL Server 2000 Service Pack 3a 1 10
Microsoft Virtual PC 2004 10 N/A
Microsoft Windows Server 2003, 1 10
Standard Edition

Microsoft Windows Server 2003, Web Edition 1 10
Microsoft Windows SharePoint Services 1 N/A
Standard 2003

Microsoft Windows Small Business Server 1 10
2003 Premium Edition

Microsoft Windows XP Professional Edition 10 N/A

In addition to the Windows operating system, you may also want to consider
building a few UNIX-based targets like Linux or BSD since these operating systems
are becoming more and more commonplace in the IT landscape. When choosing,
remember to consider distributions that are geared towards business users like Red
Hat Enterprise Linux.

Notes from the Underground...

Top Ten Linux Distributions*

Mandrakelinux
Fedora Core

SUSE LINUX
Debian GNU/Linux
Ubuntu Linux
Gentoo Linux

SIS e AL Rl S

Continued
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7. Slackware Linux
8. Knoppix
9. MEPIS Linux
10. Xandros Desktop
*According to distrowatch.com

Software; VM Ware

Once you land your dream job, you'll have a nice juicy budget that allows you to
buy all sorts of killer gear and a warehouse the size of several city blocks to house it
all. Until then, you need to think in terms of getting the most “bang for the buck.”
In the case of proprietary, or niche, hardware, this becomes difficult. HP Apollo
servers, for example, were really only designed to run the HP-UX operating system.
Sure, you could run Linux on this hardware, but you won't find PA-RISC Linux
running in the real world very often, so it would be a waste to stand it up in your
lab. Unlike an Apollo, a standard x86 PC is capable of running all sorts of operating
systems including Windows, Linux, Netware, Solaris x86 and many more. Even
better, products like VM Ware Workstation (www.vmware.com) allow you to run
several x86 operating systems at the same time on one machine. Each virtual
machine can be assigned a unique IP address, and for the purposes of our lab this
means that it doesn’t take four physical machines to run Windows, Netware, Linux
and Solaris x86.They can all share one machine, and each OS is active on the net
simultaneously. This is a huge benefit for a startup lab and gives you the ability to
stand up lots of operating systems with relatively little hardware. As shown in Figure
6.7, Red Hat Linux virtual machine is booting inside VMWare, which is running on
a Windows XP host machine. The VMWare window allows you to control the vir-
tual machine, providing buttons for common tasks such as rebooting or powering off
the virtual machine. A virtual machine can also be paused, much like a laptop’s hiber-
nation feature, which saves the machine’s state to disk, allowing you to return to the
machine later. Various other features of VM Ware can be accessed from this window,
most of which we cover in this section.
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Figure 6.7 VMWare Running Red Hat Lmux on Windows XP
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Getting started with VMWare Workstation is relatively simple. First, you must
decide which platform you will use as the host for VM Ware, either Windows (NT
4.0, 2000, XP or 2003 Server) or any popular Linux distribution. If you’re unsure as
to which version you should use, take advantage of VMWare’s 30-day trial to experi-
ment. At the end of the 30-day trial, your virtual machines will be left intact,
allowing for a smooth transition to the paid version of the program. In most cases,
you should choose your host platform based on which operating system you’re most
comfortable with. If you have little experience maintaining and troubleshooting
Linux problems, you might want to consider a Windows version. After downloading
and installing Workstation, you'll be tossed into a wizard, which will guide you
through the process of creating a virtual machine. The process is extremely simple,
regardless of whether you choose a typical or custom installation, but there are quite
a few choices to be made along the way. The first important decision to determine is
which operating system and version you wish to install in the virtual machine
(known as the guest operating system), as shown in Figure 6.8.This selection helps
VMWare determine several default settings that will be used in the creation of the
machine, specifically, recommended amount of memory and disk space to allocate, as
well as others. The version of the operating system is very important, as minimum
requirements for various operating system versions vary wildly.
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Figure 6.8 VMWare: Selecting the OS of a virtual machine
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The next important option to consider is the type of networking that will be
used by the virtual machine. VMWare Workstation supports different types of net-
working as shown in Table 6.4.

Table 6.4 Workstation Networking Options

Network type Description

Bridged Networking The guest operating system directly connects to the net-
work, and has its own unique IP address.

NAT The guest operating system connects to the network
through the host’s network connection and shares the
IP address of the host.

Host-only The guest operating system does not connect to the
external network and can only communicate with the
host.

No connection The guest operating system does not connect to the

network at all.

The ultimate purpose of the virtual machine is the biggest factor in determining
which networking type to select. If the machine is to be used as a target or an
attacker, you want to use bridged networking so that the machine will have its own
IP address. If the machine is to be used to cross-compile code, NAT networking
may suffice, unless your code creates a listening server, which might be inaccessible
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under NAT networking mode. Since host-only mode will not allow the virtual
machine to connect to the external network, it is well suited for use in a reverse
engineering or malware analysis capacity. If the malware decides to connect to the
network, it can only communicate with the VMWare host, limiting the amount of
damage or exposure the tool could create. If you don’t need network functionality at
all, you can select “no connection” mode. The most common (and default) net-
working mode is bridged networking. The options are summarized in the “Network
Type” screen of the new virtual machine wizard shown in Figure 6.9.

Figure 6.9 Network Connection Options

New Virtual Machine Wizard

Network Type 3
‘What type of network do pou want to add? 3

Give the guest ing tyshem direct accsss to an extemal Etheinet network.
The gusst must have iz own [P address on the extemal network.

(O Use ngtwork addeess transistion (NAT)
Give the guest oparating typshem access to the host computer's dial-up or
demal Ethenet network tion using the host's [P address.

C Use host-only networking
Connect the gusst operating sysiem to a prvats vitual network on the host
computer,

(O Do not uss a network connection

|<B_ack Ilﬂeﬁ)l'l.‘.medl

Another option that bears careful consideration is the amount of disk space to
allocate to the virtual machine and how to allocate that space. As shown in Figure
6.10, VMWare workstation automatically sets the maximum capacity of the virtual
machine’s drive. By default, VMWare allocates disk space as it is consumed. This
means that if a virtual installation of Windows XP takes up 500MB, only 500MB of
the host machine’s hard disk space is used. As you install applications onto the virtual
machine, more disk space is consumed on the host machine’s hard drive until the
virtual hard drive reaches its maximum capacity, which according to the settings in
Figure 6.10, is 4GB. All this is a complex way of saying that hard drive space is con-
sumed as it is used. There is an alternative to this method of disk allocation. By
checking the Allocate all disk space now option, a file is created that is the max-
imum capacity of the virtual machine’s disk. In this example, a 4GB virtual hard
drive is created on the guest operating system. Although this takes up quite a chunk
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of space on the host system all at once, it allows for better overall disk performance
for the virtual machine, and is the best option if hard disk space is not an issue on
the host system. The last option, split disk into 2GB files prevents VMWare from
creating files larger than 2GB. Select this option if your host system is FAT32 or any
file system that cannot support files larger than 2GB, such as FAT16.

Figure 6.10 VMWare Disk Capacity Options

New Virtual Machine Wizard X
Specify Dizk Capacity L
How lasge do you want this disk to be? @
Disk capacity

This virtual disk can never be larger than the maimum capacity that you set hers,

Disk o (G}

[ Alocate all disk spacs now.
Byalocdnghhlcmdhvmdd* snhanca peformance of
your virtual maching. However, hdskﬂt&ebmuwmmm&me
must ba encugh space on the host's physical disk.

If you do not allocate disk space now, your virtual disk, fes will start small, then
become larger 2= you add applcations, flas, and data to your vitual machine.

] Spk disk into 2 GB fles

[[cBock Ji_het> ] [coca ]

If you select the custom install option, you will be asked to specify the amount
of memory that will be allocated to the virtual machine as shown in Figure 6.11.
This selection will directly affect the performance of the virtual machine, but a
higher memory setting could cause your host operating system’s performance to
suffer. Virtual machines and their host machines must all share the same memory
pool, so plan your virtual machine’s memory allocation careful. Novice users should
follow VM Ware’s memory allocation recommendations, while advanced users should
manage virtual machines based on the tasks they will be performing. If a virtual
machine will be used as a target, not much memory is required. If, however, the vir-
tual machine will be used for more intensive tasks such as password cracking or pro-
gram development, more memory should be allocated.
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Figure 6.11 VMWare Memory Allocation Settings
New Yirtual Machine Wizard

Memory for the Virtual Machine
How much memaony would you like to use for this virtual machine?

Memory
Specify the amount of memaoty allocatad to this virtual machine. The memaxy size
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Although the numerous settings may seem daunting for new VM Ware users,
each setting (with the exception of disk space allocation} can be modified after the
installation of the virtual machine. The virtual machine settings are split into two
sections. The first section, labeled hardware is shown in Figure 6.12.

Figure 6.12 Virtual Machine Hardware Settings

Virtual Machine Settings @
Hardwate | Options | T .
- emony
Device Summary
(] 64 MB Specily the amount of memary allscated (o this virtual
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& Hard Disk 1 (5CS10:0) Undoable
CD-ROM 1 (IDE 1:0) Auto datect Memoty for this virtual machine:
Floppy 1 Using drive A: 3 51 MB
Bct Bridged
L A A 1792

& Gueast 0S recommendad minismum 2ME
A Recommended memory 256ME
A Madmum for best performance 796MB
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We’ve already examined most of the options on this first settings screen, with the
exception of the hard disk mode settings, currently set to undoable in Figure
6.13.VMWare offers three distinct disk modes: persistent, undoable and non-persistent.
Persistent disks behave just like disk drives found on conventional machines. When a
change is made, the change is immediately written to the virtual disk. Non-persis-
tent disks do not save disk changes. Instead, the changes are discarded when the vir-
tual machine is powered off or reset. If a virus infects a non-persistent virtual
machine, the damage is undone when the virtual machine is bounced. This makes a
great environment for malware testing, configuration testing, and even testing
exploits. You can beat on this type of virtual machine incessantly without worrying
that you'll kill it. In order to use non-persistent mode, you’ll need to use snapshots.
Snapshots allow you to save the state of a virtual machine’s disks, memory, and set-
tings. Frozen in time, this virtual machine state is the starting point for each session.
When you turn off or reboot a non-persistent virtual machine, you are returning to
the point in time that the snapshot was taken. A snapshot can be taken at any time
and in any machine state. Snapshot options can be set from the options tab of the vir-
tual machine settings panel shown in Figure 6.13. Other features can be configured
from this panel, as well, including power options, shared folders, guest isolation, and
other advanced settings.

Figure 6.13 Virtual Machine Options Settings

Virtual Machine Settings

Saltings Summay " Genersl

&) General Redhat L 7.3

b Power
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e Cument snapshot

E
8 Guestizolation Drag and drop snabled

@) Advenced  NomalNomal DLock i
Preveni the curent snapshot from being updated.

Lok J[ couce |[ K |

WWW.Syngress.com

181




182

Chapter 6 * No Place Like /home—Creating an Attack Lab

Software: Compilers

At some point you'll probably need to compile code on an x86 platform since the
vast majority of exploits are distributed as source code. Linux is known for including
full-blown Integrated Development Environments (IDE) as a part of the Operating
System. Windows, however, does not come with a compiler. Microsoft’s premier
development package, Visual Studio (http://msdn.microsoft.com/vstudio/) is a good
choice for the serious developer and provides a ton of functionality. There are several
alternatives to Visual Studio, especially if you simply need to compile exploit code.
Table 6.5 lists many free Windows-based C/C++ compilers.

Table 6.5 Free Windows-based Compilers and IDEs

Package URL Description

Bloodshed www.bloodshed.net/ Free ¢/C++ IDE and

Dev-C++ devcpp.html interface builder

Borland C++ www.borland.com/products/ Free (trial) Windows

Builder downloads C++ compiler

Cygwin gcc www.cygwin.com/ Free Linux environment
for Windows including
gcc

DigitalMars www.digitalmars.com/ Free Symantec C/C++
compiler replacement

Microsoft .NET http://msdn.microsoft.com/ Free command-line .NET

Framework SDK  netframework/downloads/ Framework development
package with compiler

Microsoft http://msdn.microsoft.cony Free development tool

eMbedded mobility/othertech/eVisualc for Windows CE

Visual C++

Microsoft Visual http://msdn.microsoft.comy/ Free command-line

C++ Toolkit visualc/vctoolkit2003/ versions of the C++

compiler, linker and
static libraries.

MinGW32 www.mingw.org/ Free C¢/C++/0ObjC/Fortran
compiler tools and
libraries

Open Watcom www.openwatcom.org/ Free Windows open

source C/C++ and
Fortran compiler
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Solaris Targets

Solaris is Sun’s name for their UNIX-based operating system. Although Solaris will
run on x86 processors, we’ll be focusing on Solaris running on the popular SPARC
processor architecture.

Notes from the Underground...

Is X86 Solaris more vulnerable than SPARC?

There’s a misconception floating around the security community that x86
Solaris versions are more vulnerable to exploitation than the SPARC ver-
sions. This is most likely because there are generally more x86 exploits in
the wild than SPARC exploits, which is most likely because more exploit
coders have easy access to an x86 PC rather than a SPARC-based platform.
Also, beginning with Solaris 2.6 SPARC, Sun offers non-executable stack
protection, available through the noexec user stack option in
letc/system. Although this has been defeated, Sun runs the protection
race very well, allowing for better protection against stack attacks.

Hardware

SPARC (Scalable Processor Architecture) is a 32-and 64-bit processor architecture cre-
ated by Sun Microsystems. Based on the RISC (reduced instruction set computing)}
processor, SPAR C has become very popular, especially within the server market since
it is highly scalable, and in its recent incarnation, the UltraSPARC, can be installed on
a main boards like the very popular ATX factor. Sun SPARC machines are not nearly
as common on the desktop as the x86-based PC, but x86 Solaris is not nearly as
common on the business landscape as its SPAR C-based brethren.

When considering the purchase of a SPAR C machine for your lab, price and
performance are certainly factors. Determining the relative performance of a
SPARC machine becomes a bit simpler when you become familiar with the various
classes of SPARC hardware. Most SPAR C hardware is known by a shorthand which
can be retrieved with a command like uname —m . The SPARC processor made its
debut in the sun4 class of machines. Prior to this sun3, sun2, and sun1 machines ran
Motorola 68020, 68010 and 68000 processors, respectively. Table 6.6 lists the various
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sun4 hardware classes and shows the various models of machines in those classes.
This table will help you get an idea of the age and relative capability of each of the
Sun models.

Table 6.6 Sun SPARC Hardware Classes

Class Description Models

Sun4 1st Generation SPARC (VMEbus + P4bus) 4/110, 4/150
4/260, 4/280
4/310
4/350
4/360
4/380
SPARCstation 330
SPARCstation 370
SPARCstation 390
SPARCstation 470
SPARCstation 490

Sundc 2nd Generation SPARC (Sbus), SPARCstation 1 (4/60)
SPARCstations SPARCstation 1+ (4/65)
SPARCstation 2 (4/75)
SPARCstation ELC (4/25)
SPARCstation IPC {4/40)
SPARCstation IPX {4/50)
SPARCstation SLC (4/20)
SPARCengine 1 (4/E)

Sundm  3rd Generation SPARC (Mbus+Sbhus), SPARCcluster 1
Multiprocessor SPARCserver 630MP

SPARCserver 670MP
SPARCserver 690MP
SPARCstation 10
SPARCstation 20
SPARCstation 4
SPARCstation 5
SPARCstation Classic
{4/15)
SPARCstation ClassicX
{4/10)
SPARCstation LX (4/30)
SPARCstation Voyager

Sun4d 3rd generation SPARC, (XDbus/Mbus) SPARCcenter 2000
SPARCserver 1000

Continued
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Table 6.6 continued Sun SPARC Hardware Classes

Class Description Models
Sund4u  4th Genereation SPARC (UPAbus + ULTRA
Sbus/PCl) ULTRA series ULTRA Enterprise
Netra
Blade

When considering any purchase, it’s tempting to hit up sites like eBay
(www.ebay.com) for the lowest price. However, it’s also important to get a warranty
for any hardware you purchase, an option that many eBay sellers will not offer. It’s
generally better to establish a relationship with a single company for your hardware
purchases. For example, Celtic Computer Systems (www.celticcomp.com) sells each
of the hardware types we’ll be looking at in this chapter, and they offer warranties
on both new and refurbished equipment. When looking into buying a SPARC,
there are many machines to choose from, depending on your budget. “End of life”
(EOL) machines are generally cheaper, although the manufacturer no longer sup-
ports them. If you're operating under a tight budget, an EOL machine may be a
good way to go as long as you get a warranty from the vendor and most impor-
tantly, the operating system you need actually runs on the platform (we’ll look at OS
issues in the next section). Table 6.7 compares two SPARC machines you may want
to consider for your target lab. The UltraSparc 10 shown in Figure 6.14, now con-
sidered an “end of life” machine, was replaced by the Blade 150 workstation shown
in Figure 6.15.

Figure 6.14 The Inexpensive Sun UltraSparc 10, Front View
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Figure 6.15 The Pricey Sun Blade 150, With Optional Monitor

Photo Courtesy of Sun

Table 6.7 Comparing SPARCs: The Prince and the Pauper

UltraSparc 10 Blade 150
Processor Max 400-MHZ UltraSPARC lli 650-MHz UltraSparc lli
Hard Drive 1 or 2 4.3 GB (4500 rpm) or 1 80-GB 7200 RPM

9.1/20.4 GB (7200 rpm), 3.5-in.  EIDE Disk Drive
Enhanced IDE HDD

Memory Varies 1 512-MB DIMM
Graphics 1 100-MHz UPA graphics slot 1 Sun XVR-100
CD/DVD 1 24x, 32x or 48X-speed CD-ROM 1 16X DVD-ROM Drive
Other Drives 0 Smart Card Reader, 1 Smart card reader,

1 Floppy Drive 1 Floppy Drive
Network 1 10/100BASE-T Ethernet 1 10/100BASE-T

Ethernet

Keyboard / Mouse Oddball Sun proprietary 1 USB Keyboard, Mouse

keyboard mouse
Standard ports 0 USB, O IEEE 1394, 4 USB, 2 IEEE 1394,

2 Serial, 4 PCl 1 Serial, 3 PCI
Monitor No Monitor No Monitor
0s Solaris may or may not Solaris 8 or Solaris 9

be included

Continued
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Table 6.7 continued Comparing SPARCs: The Prince and the Pauper

UltraSparc 10 Blade 150
Warranty Varies, usually none Standard Warranty
Pros Inexpensive, designed for Solaris, New, speedy, designed
uses standard PC monitors for Solaris, uses stan-
dard PC monitors
Cons Proprietary keyboard / mouse, Slightly More Expensive

slow, may arrive missing parts
or an 0S, no real warranty in
most cases

Price $250 $2,000

Configured as shown above, the Blade 150, sold through Celtic Computer
Systems, comes in at $2,000 without a2 monitor. The predecessor to the Blade 150,
the UltraSPARC 10 (Figure 6.16) can be purchased from sites like Ebay for around
$250. Both machines can be run “headless” without a monitor, keyboard, or mouse,
although setup and configuration is generally easier with an attached keyboard,
mouse, and monitor. Fortunately, both machines can use standard PC-style DB15-
connected monitors. The Ultra 10, however, uses a proprietary keyboard and mouse
which may not be included with the system. If this is the case, you'll need to track
down a Sun keyboard and mouse. Both machines will run the most common ver-
sions of Solaris, and will serve well as target machines. However, an Ultra 10 pur-
chased used, while cheaper, may arrive incomplete, broken, or without an operating
system. Either way, some sort of SPARC machine is a smart addition to your lab.

Figure 6.16 The Inexpensive UltraSparc 10, Rear Port View
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Software

There are two major operating systems released by Sun, the first was SunOS, which
was very much like BSD with some SVR 4 features. As of SunOS 4.1.x, Sun
rebranded the operating system as Solaris, although Solaris is generally understood to
mean SunOS 5.x and newer, a more SVR4-derived version of UNIX. Although
classic SunOS can still be found lurking in the dark corners of the net, Solaris
machines can be found just about anywhere. Even in the most modern incarnations
of Solaris, a command like uname —m reveals the internal SunOS naming convention,
as shown in Figure 6.17.

Figure 6.17 SunOS lurks behind Solaris 9.

'6 66 Terminal — telnet — S9x5

Sun Microsystems Inc. Sun0S 5.9 Generic May 2002 =
[

# uname -m
sundu

t i y

Since Solaris is still sometimes referred to by the SunOS version number, Table 6.8
shows the SunOS and Solaris version numbers of the more modern Solaris revisions.

Table 6.8 SunOS and Solaris Versioning and Requirements

SunOS Version Solaris Version Released Platforms

5.0 2.0 6/1992 sundc

5.1 2.1 12/1992 sund/c/m, x86
5.2 2.2 5/1993 sund/c/m/d

5.3 2.3 11/1993 sund/c/m/d

5.4 2.4 8/1994 sund/c/m/d, x86
5.5 2.5 11/1995 sundc/m/d, x86
5.5.1 2.5.1 5/1996 sundc/m/d/u, x86, ppc
5.6 2.6 8/1997 sundc/m/d/u, x86
5.7 7 10/1998 sundc/m/d/u, x86
5.8 8 2000 sundm/d/u, x86
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Just about any sun3/3x sun4 hardware will run SunOS, while Solaris requires at
least a sun4 class machine. Modern versions of the Solaris operating system are avail-
able as a free download from Sun Microsystems. Solaris 8 and 9 can be obtained
from www.sun.com/software/solaris/9/fcc/releases.xml, and Solaris 10 can be
downloaded from www.sun.com/software/solaris/get.jsp. The actual installation of
the Solaris operating system is very straightforward, and the default settings work
well for most purposes. You may want to consider the path of “install everything”
during your installation unless disk space is very limited. Since the box will most
likely serve as a target, you want to be prepared for the exploitation of Solaris pro-
gram foo by installing every package (including foo} right from the start. Although a
full install may not mirror the configuration found most commonly in the field, it’s
very important that you account for as many different attack vectors as possible so
you can practice your skills. In some cases, however, a full install is just not enough,
and you’ll need to download additional software that may not be available from Sun.
Fortunately many of these tools have already been gathered and packaged specifically
for Sun users, available from www.sunfreeware.com.

One important tool in particular is a decent compiler, as early versions of Solaris
shipped without one. Many versions include files, make, an assembler, a linker and
libraries all located in /ust/ccs/bin, /ust/ccs/include and /ust/include, but in any
case the compiler is not included. The GNU C compiler (gcc) is the best choice,
and while it could be downloaded directly from http://gcc.gnu.org, there are several
dependencies that must be installed as well. Sunfreeware.com comes to the rescue,
providing excellent documentation about the over 20GB worth of tools on the site.
There are quite a few discreet steps required to get a fully-functioning gcc compiler
up and running on Solaris, although some of the steps may not be required by your
installation. First, ensure that /usr/ccs/bin is in your PATH before /usr/uch. Download
libiconv-1.8-sol8-sparc-local.gz from sunfreeware.com. The package can be
installed with pkgadd:

pkgadd -4 libiconv-1.8-s0l8-sparc~local

Install the SUNWarc package. On Solaris 9, this package is found on the Solaris
9 software disk 2 under the /cdrom/sol_9_sparc_2/Solaris_9/Product directory. Install this
package with the pkgadd -d ./SUNWarc command. Download and install either
the gee-3. 4. 2-s018-sparc-local. gz, gac_small-3.4.2-50l8-sparc-local. gz, gec-3. 3. 2-5018-sparc-
local gz or gec_small-3.3.2-s0l8-sparc-local. gz packages from sunfreeware.com. The
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small packages include the C and C++ compilers only and are a much smaller

download. For example, the following will install gcc-3.4.2:
gunzip gcc-3.4.2.tar.gz

tar xvf gecec-3.4.2.tar
cd gcec-3.4.2

mkdir objdir

cd objdir

. ./configure —with-1d=/usr/ccs/bin/1ld —disable-nls

—with-as=/usr/ccs/bin/as
make bootstrap
make install

At this point, you may want to consider creating and compiling a hello world C pro-
gram like the following:

#include <stdio.h>
mainf() {

printf(“"Hello, World\n”®):

If this simple code compiles and runs cleanly, you're off to a good start.
However, if you run into more problems, especially with more complex programs,
you may need to consider installing other packages from the Sun Solaris CDs using
the pkgadd —d command. For external tools such as ses, lex, yacc, make, nm, truss, id
and as, make sure the SUNWbtool, SUNWsprot and SUNWtoo packages are
installed. For libraries and headers, install the SUN'Whea, SUNWarc, SUNWlibm,
SUNWlibms, SUNWdfbh, SUNWcg6h, SUNWxwinc, SUNWolinc, and
SUNWxglh packages. For 64-bit development, install the SUNWarcx,
SUNWbtoox, SUNWdplx, SUNWscpux, SUNWsprox and SUNWtoox pack-
ages. For UCB compatibility, install the SUNWsra and SUNWsrh packages.
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Even after you have all the packages installed, you may still run into problems,
especially when you try to compile Linux-based programs and exploits. For example,
in Solaris (and other SVR 4 derivatives) certain functions like gethostname(), syslog()
and others error during a compile. In most cases this is because certain programs and
packages written on BSD-based systems fail to recognize that the resolver and socket
libraries are not in libc. This causes many SVR4 users to habitually add —Insl —lsocket
—Insl to the end of any compile line. This trick works well to nail the vast majority of
problems when compiling clean Linux code on Solaris. An excellent document enti-
tled “UNIX Portability notes” by D.J. Bernstein, http://cr.yp.to/docs/unixport.html,
serves as an excellent reference for these types of portability issues. In some cases,
however, this trick does little to help larger problems. One common example is the
utter lack of certain functions in Solaris. At times, Sun suggests using the Solaris
Source Compatibility Package, which provides replacements for these missing func-
tions. By default, these libraries are installed in /usr/ucblib. If you’re missing a library
or function, check for a Sun-provided wrapper. If no wrapper or replacement is pro-
vided by Sun, you can either delete the function call in your program (which obvi-
ously might modify program flow and output) or find a third-party replacement. As
an example, the alphasort() and scandir() functions combine the functionality of readdir()
and gsort() to process directory information. Since alphasort() is just a sorting function,
any call to alphasort(} can be removed from your tool/exploit to get it to compile.
This should have minimal impact on the program itself, but the scandir() function is
another animal altogether. Fortunately, you can download a replacement function for
scandir() which you could include in the source or header of your program. A Google
search for scandir replacement solaris is a good place to start for a replacement
function. Also try a Google search for “solaris source compatibility” to locate more
documentation on source code porting.

HP-UX targets

HP’s version of UNIX, HP-UX runs on the HP PA-RISC and Intel Itanium pro-
cessors. We’ll focus on running HP-UX on the PA-RISC processor architecture, as
the Itanium machines are generally much more expensive. Several other operating
systems have been ported to the PA-RISC, including Mach, Linux, OpenBSD,
NetBSD and NEXTSTEP At the time of this writing, HP-UX 11i v2 is the most
current version of the OS.
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Hardware

The 32-bit PA-RISC architecture released in 1989 included the PA7000, PA7100,
PA7150, P7100LC, PA7200, and PA7300LC. The 64-bit PA-RISC architecture
released in 1994 has several incarnations, specifically the PA8000, PA8200, PA8500,
PA8600, PA8700, PA8800, and PA8900 processors. It’s worth noting that HP-UX
11i v2 will only run on Intel’s Itanium processor, although for our purposes, Itanium
servers are generally not yet affordable. As with the other hardware we've discussed,
let’s take a look at an EQL server, as well as a slightly more expensive entry-level

machine for our lab. Table 6.9 compares two machines that should handle your HP-
UX needs fairly well.

Table 6.9 HP-UX

Model HP 715/100 (a4091a) HP j6000 (A5990A)

Processor 32-bit PA-7100LC 100MHz 2 PA-8600 552MHZ processors

Disk Drives  525MB - 4GB 18GB

Memory 32-256MB 512MB

Graphics Artist graphics 8-bit visualize—fxe 24-bit

Monitor None None

Bus Slots One GSC 3 PCl

CD/DVD CD-ROM DVD

Network Integrated 10Mb (AUI) Integrated 10/100

Pros Cheap, runs up to 11i on FAST, overly-capable
max memory

Cons Hard to locate all the More expensive
proprietary working parts

Price ~$200 ~$1500

The 715/100, shown in Figure 6.18 is the epitome of an end-of-life machine.
Although the ports on the back of the machine may look familiar at first glance,
upon closer inspection they reveal the true age of the machine.
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Figure 6.18 HP 715/100 Antique Runs HP-UX 10.01 - 11.11 for ~$200

Figure 6.19 715/100's Tricky Ports

The familiar-looking RJ-45 port on the back of the 715/100 is not the network
port, but rather the keyboard adapter. A proprietary interface (shown in Figure 6.20)
is needed to connect an “AT-style” keyboard and mouse, which should be extremely
simple to locate.
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Figure 6.20 715/100 keyboard adapter

Since the RJ-45 connector on the back of the machine is actually the keyboard
connector, that leaves the game port-looking connector for the network connec-
tion. An AUI connector (Figure 6.21, extremely common only a few years ago) is
needed to connect the 715/100 to the network.

Figure 6.21 715/100 AUI Connector

If you’re a bit of a tinkerer and don’t mind scrounging for parts, the 715/100
could make a nice addition to your target lab. In fact, it’s generally well worth the
effort, assuming you can find the machine for sale. If tinkering is not your cup of tea
and you have a slightly larger budget, you should seriously consider a later model
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HP-UX machine. If you’re looking to splurge, the HP j6000, shown in Figure 6.22
is a great 64-bit machine that will more than handle your HP-UX requirements.

Figure 6.22 HP j6000 Workstation

Photo Courtesy of HP

Software

Several versions of HP-UX exist, and you’ll probably end up running into many dif-
ferent versions in the field, but HP only supports more modern versions of the OS,
meaning you're less likely to see older versions sitting on corporate networks. Still,
it’s certainly not a bad idea to keep several versions lurking in your software drawer,
since you never know what you’ll see in the field. Table 6.10 lists the more modern
versions of HP-UX and the dates that HP ended (or will end) support for each.

Table 6.10 HP-UX Support End Dates

HP-UX Version Support End Date
9.04 12/31/98

10.01 6/30/03

10.10 6/30/03

10.20 6/30/03

10.30 5/31/99

11.0 12/31/06

11i 18D

11iv1.5 6/30/03 (Itanium only)

Continued
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Table 6.10 continued HP-UX Support End Dates

HP-UX Version Support End Date
11iv1.6 10/31/05 (Itanium only)
11iv2 TBD

HP-UX 11i v2, is a different animal altogether, as it runs a 64-bit version of the
HP-UX kernel. Because of this, you need to set up dedicated hardw<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>