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BIOVIOLENCE: PREVENTING BIOLOGICAL TERROR
AND CRIME

Bioviolence is the hostile infliction of disease. Terrorists or criminals could

use disease to cause catastrophic consequences and panic, making everyone

vulnerable. Too little is being done to prevent bioviolence, and accelerating

advances of bioscience open new threat potential. While bio-offenders are

becoming more focused and organized, prevention policies are vague, gap-

ridden, and unsupervised. No other threat presents such severe danger yet

such a failure of leadership to reduce risks. This book explores how global gov-

ernance should evolve to address bioviolence challenges. Law enforcers, sci-

entists, and public health officials should coordinate their prevention efforts.

Nations and international organizations, especially the United Nations, need

to cooperatively improve humanity’s security. Altogether, the strategy for pre-

venting bioviolence requires a global covenant to promote bioscience while

understanding its inherent and unavoidable dangers.

Barry Kellman is professor of international law and Director of the Interna-

tional Weapons Control Center at DePaul University College of Law. He is Spe-

cial Advisor to the Interpol Program on Prevention of Bio-Crimes and senior

chair of the American Bar Association Committee on International Law and
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Committee on Research Standards and Practices to Prevent the Destructive

Application of Biotechnology (2003). He was Legal Advisor to the National

Commission on Terrorism and was later commissioned by the Memorial Insti-

tute for the Prevention of Terrorism (MIPT) to draft Managing Terrorism’s Con-

sequences, which reviews legal authorities for responding to terrorism in the

United States. He has published widely on weapons proliferation and smug-

gling, the laws of armed conflict, Middle East arms control, and nuclear non-

proliferation.
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Prologue

As this book is written, civil war and insurgency inflame Iraq; Palestini-
ans and Israelis unrelentingly clash; and genocide perpetuates in Darfur.
With time, other and perhaps worse conflicts will come to the fore. Even-
tually, some combatant or fanatic will choose to raise the stakes by using
a weapon that altogether multiplies casualties. Just as planes flying into
towers on 9/11 instantly became an historical marker dividing strategic
perspectives before from after, that day will herald the onslaught of dis-
ease as an instrument of malevolence, profoundly changing everything.

Today, leaders proclaim that they are doing everything possible to meet
this threat. Following a truly catastrophic act of bioviolence, they will likely
tell the public that they had no idea where, when, or how a bioattack would
occur – if they had known, they would of course have dedicated all their
prodigious powers to thwart it. And the evil perpetrators of this horrible
crime surely will be caught and punished.

These proclamations are disingenuous and these avowals will be half-
truths, deluding all of us about where security may be found and how to get
there – not so much a deliberate lie but a mirage grounded on little more
than a wish and a prayer. The more complete truth is that little is being
done to prevent bioviolence; if catastrophe occurs, leaders must be held
responsible for willful disregard of the well-being of countless victims who
entrust them to prevent unspeakable horrors. There is no way to know
where, when, or how a bioattack will occur, but much can be learned if
we gather information more effectively. A promise to hold the attackers
to account is a small gesture: most likely they will be dead or very hard
to find; in any event, punishing them will scarcely compensate for the
massive injuries inflicted.

This book is in small part an indictment, in larger part a policy map.
More broadly, it is a discussion of how international law should cope with

xiii
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the planetary implications of advancing bioscience. It is born of seven years
of traversing five continents and participating in hundreds of workshops,
meetings, and briefings with officials of governments and international
organizations, scientists, diplomats, and advocates of peace and develop-
ment. Emerging from this experience is a strong belief that humanity is
more vulnerable than it should be and that the dangers are speedily and
unnecessarily accelerating.

The central reality of bioviolence is that it is an immense threat, but a
massive catastrophe has not yet happened. Few informed policy makers
are sanguine about this threat, but it is at the periphery of their vision,
superseded by more urgent crises. Without a bioattack that reveals the
failure of current policies, support for progressive initiatives is difficult to
rouse. Truth is, we are likely to take appropriate steps to prevent a second
bioattack, but we seem fated to suffer the wounds of one disease disaster
before this conjectural threat becomes real enough to embrace complex
policies. Frustrating as this realization might be, it exposes the dilemma
of how to make tough choices in uncharted policy arenas at the frontiers
of science and law.

Ultimately, placing blame would be pointless. It is important to know
why decisions have been unwise, and readers are entitled to be discour-
aged by our leaders’ disarray in addressing bioviolence. Yet, the analytical
challenges associated with preventing bioviolence are difficult to resolve.
The threat is a multifaceted phenomenon; each facet reflects angles and
depths that intersect with ever more far-reaching implications. At the heart
of this difficulty is how to grapple with a problem that necessarily demands
humanity-wide cooperation in the context of fragmented and anarchic
political systems.

A pervasive question is whether the sweeping changes called for in
this book are “worth it.” Does the level of risk justify the cost of glob-
ally implementing expensive intrusions into scientific freedom, national
sovereignty, and personal privacy? Many policies must be pursued with
potentially adverse ramifications for professional and scientific commu-
nities that are key to addressing bioviolence. And underlying this question
is the wish that anxiety about bioviolence turns out to be a false alarm –
hopefully much ado about something that never occurs.

What is certain is that trend lines are pointing the wrong way. Techno-
logical progress increasingly enables a mere handful of maniacs to commit
a monstrous level of violence. Until recently, only a powerful nation-state
could threaten such devastation. Whatever their motives – greed, distorted
sense of political grievance, nihilism – a nano-fraction of humanity can
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PROLOGUE xv

now inflict a species-wide catastrophe that breaches the progression of
history. At the beginning of the third millennium, bioviolence scenarios
that crack the foundations of modern civilization’s stability are the most
likely deliberate threat to humanity’s survival and progress.

How these risks should be measured, what they justify in terms of
commitment of resources and insistence on change – these are questions
that deserve serious discussion. Currently, that discussion is impaired by
inadequate systematic analyses of relevant issues. Absent breadth of per-
spective, threats of bioviolence are met with planetary silence. This book
is a refusal to perpetuate that silence.

We can make the world a lot safer, save some children from dying
whether by hand of nature or man, and, most intriguing, we can appreciate
the role of law in shaping human affairs at this time.

Barry Kellman
Chicago, USA
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Foreword
Ronald K. Noble
Secretary General, Interpol

Throughout the centuries, diseases unleashed by nature have savaged
humankind on a horrific scale, inflicting wide-scale death, as well as social,
political, and economic upheaval. In the 20th Century alone, more people
died of smallpox (over three hundred million) than in both world wars com-
bined, and an influenza epidemic claimed over forty million lives. Even
a disease that afflicts only animals can have devastating consequences.
The outbreak of foot and mouth disease in the United Kingdom in 2001
took months to control, required the slaughter of millions of animals, and
caused billions of dollars in losses.

These are the risks posed by nature. Now, added to these risks, we face
the threat of bioterrorism.

We know from recent events that terrorists remain committed to perpe-
trating large-scale violence. And we also know that there is much evidence
that terrorists have a strong interest in the use of biological weapons and
are planning to use them. The eleventh volume of Al Qaeda’s Encyclopedia
of Jihad is devoted to chemical and biological weapons. Captured terrorist
suspects have admitted that their organizations are plotting potential bio-
logical attacks. Authorities have seized documents, computer hard drives,
and terrorist training materials that discuss the acquisition, production,
and use of bioweapons.

We also know that, as biotechnology industries continue to expand
throughout the world, new pathogens and pathogen-making technologies
are rapidly proliferating, increasing the risk that terrorists could get their
hands on deadly pathogens or on the means of producing them. And many
experts believe that advances in biotechnology could produce genetically
engineered pathogens more lethal than any currently known to man.

There are many ways for terrorists to obtain deadly pathogens. They
can buy or steal them from universities, research labs, pharmaceutical

xvii
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companies, military stockpiles, or commercial supply houses; acquire
them from “friendly states” or other sympathizers; buy them on the black
market; or produce the agents on their own.

It is also becoming ever more possible for terrorists to themselves pro-
duce the pathogens, as the volume and sophistication of the necessary
information becomes increasingly accessible through publications, the
internet, and other sources.

Once terrorists get their hands on the pathogens, they can all too eas-
ily determine how to use them in a biological attack. The information
and materials for creating biological weapons – both crude and sophisti-
cated – are publicly available. They could even cause a so-called “martyr”
to become infected and act as a suicide bioweapon. Or they could simply
adopt the approach used by the anthrax terrorists in 2001 in the United
States, who disrupted the world’s economy by targeting and murdering
nearly ten U.S. citizens merely by placing powder laced with anthrax in
envelopes mailed to just a handful of people.

In my view, Al Qaeda’s global network, its proven capabilities, its deadly
history, its desire to do the unthinkable, and the evidence collected about
its bioterrorist ambitions and plans ominously portend a clear and present
danger of the highest order that Al Qaeda (or another terrorist group) will
someday perpetrate a biological terrorist attack.

As was made clear in a letter dated December 1, 2003, addressed to
the president of the United Nations Security Council from the chairman
of the United Nations Security Council Committee established pursuant
to Resolution 1267 concerning Al Qaeda and the Taliban and associated
individuals and entities, “Undoubtedly Al Qaeda is still considering the use
of chemical or biological weapons to perpetrate its terrorist actions. When
might this happen? Nobody really knows. It is just a matter of time before
the terrorists believe they are ready. They have already taken the decision
to use such chemical and biological weapons in their forthcoming attacks.
The only restraint they are facing is the technical complexity of operating
them properly and effectively.”

To be sure, there are some technical and other obstacles involved in
obtaining pathogens and effectively deploying them on a mass scale in the
real world, but as we learned on September 11, 2001, where there’s a will
there’s a way.

Now, I realize that my statement that the bioterrorist threat is real goes
against the natural human tendency to operate under the assumption that
terrorists will not use biological weapons in the future on a large scale be-
cause they have not done so in the past. But this assumption is dangerous.
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Some would prefer not to think about the possibility of such deadly
terrorist acts. Yet, we cannot avoid the danger by ignoring it. Both the
assumption that it won’t happen because it hasn’t happened and the ten-
dency to want to avoid a danger by not thinking about it are irresponsible.

Moreover, whatever the history, the current threat is real. Indeed, no
one ever crashed commercial airplanes into buildings before Septem-
ber 11, 2001, and, yet, as we learned, that threat was nevertheless all too
real.

Given the magnitude of the harm that would be caused by a bioterrorist
attack – hundreds, thousands, and even millions of deaths are possible –
it is clear to me that this alone mandates that we take this threat seriously.
Even if hundreds or thousands do not die, the panic and the social and
economic upheaval that could follow such an attack represent another
set of reasons why we should take this threat seriously. Unfortunately,
however, the world is not taking this threat seriously, and this represents a
very grave situation.

There is a lack of awareness and understanding of the threat, lack of the
required specialized training, lack of required specialized resources, lack
of the required legal and regulatory framework, and lack of the required
coordination mechanisms for the most effective prevention and response.

Because governments and their law enforcement agencies have lim-
ited experience dealing with bioterrorism, it remains a remote and esoteric
topic understood by few officials, given little attention by policy makers,
and perceived by the political leadership as having little domestic impact.
Political support and funding for security programs tend to be oriented
toward the traditional and concrete areas of crime that affect citizens on
a daily basis, such as robbery, rape, murder, and so on. There is a natural
tendency for governments to neglect threats of future harm in favor of the
seemingly more pressing matters of the day with which they are more com-
fortable in dealing, but this is putting the world’s citizens at great risk. The
world must start paying much more attention to the threat of bioterrorism.
Pretending that this threat does not exist is a recipe for disaster.

THE ACTIONS REQUIRED TO MEET THIS THREAT

Meeting the threat of bioterrorism requires capabilities in the following
four areas: 1) threat assessment, 2) attack prevention, 3) attack detection,
and 4) attack response (mitigating the damage, apprehending the perpe-
trators, and gaining knowledge and expertise to enhance future capabili-
ties in these four areas).
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Threat assessment is required to shape and guide the other three areas.
Attack prevention includes tactical intelligence, interdiction, disruption,
facilities protection, pathogen control, etc. Attack detection means being
able to detect a biological attack as early as possible (many pathogens
have incubation periods ranging up to a week or more before symptoms
appear, and even then it can take time to realize that they are the product
of an attack). Early detection is critical to save the injured, contain the dis-
ease, and apprehend the perpetrators before they can attack again. Attack
response includes medical services, containment, security, environmen-
tal remediation, investigation, apprehension, intelligence gathering, and
learning.

To accomplish these things, the relevant constituencies must develop
or acquire the requisite skilled personnel, tools, and equipment. They must
also establish and implement protocols and procedures to share infor-
mation and cooperate in prevention and detection efforts, to mobilize
response resources in the event of an attack, and to coordinate all of these
efforts and resources (within and across functions, agencies, levels of gov-
ernment, and internationally).

Written plans should be created covering the conceivable potentialities
(e.g., mass decontamination, medical supply distribution, isolation, evac-
uation, quarantine, compulsory medical exams and vaccinations, security
for health care sites and shipments, etc.). Personnel should be trained and
equipped to execute the plans, and the plans should be exercised through
periodic drills.

Benchmarking and best practices should be developed and shared
to guide the design, exercise, implementation, and revision of plans,
protocols, and procedures. Measurable standards and metrics must be
developed to promote and determine accountability, performance, and
progress.

The relevant constituencies include police, customs, immigration,
intelligence, bioscientists, health care professionals, emergency manage-
ment, military/security organizations, environmental management, agri-
culture, and other relevant private and public resources (local, regional,
national, and international).

Broadly speaking, however, the principal relevant constituencies are
the law enforcement, bioscience, and public health communities. These
three communities must work together nationally and internationally to
analyze the relevant threats that each sees in order to help society enhance
the likelihood of preventing a bioterrorist attack and of minimizing the
damage if such an attack occurs. Unfortunately, the law enforcement,
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bioscience, and public health communities have very limited history of
working together nationally in most countries, even less so internation-
ally.

These three communities must forge partnerships in order to ensure
an integrated approach. This is required to maximize the synergies of their
complementary skills, methodologies, perspectives, and resources, and to
minimize their conflicts (e.g., in the collection, transport, and analysis of
evidence so as to best serve medical, epidemiological, intelligence, and law
enforcement purposes). This means overcoming many formidable obsta-
cles (security clearance, patient privacy, cultural divides, etc.), but it is
essential to do so.

Each agency has its own deeply embedded culture, and, generally
speaking, is highly resistant to change, even in times of crisis. Each agency
responds with its own routines, its own distinctive view of “the threat,” and
its own understanding of its particular mission. Although it is beneficial
for each agency to pursue its own mission, and with the methods that are
uniquely suited to that mission, it is also important to integrate these mis-
sions and methods across agencies. This type of coordination is difficult
even among agencies that are all within the law enforcement community.
It is dramatically more so when the agencies are in different professional
communities. This is why it is so challenging to achieve effective collabo-
ration between law enforcement, bioscience, and public health agencies.

Undergirding all of the above is the need to modify legal and regulatory
frameworks to support the necessary activities. This means 1) the frame-
works for controlling the manufacture, possession, storage, transporta-
tion, use, trafficking, and deployment of pathogens, and their means of
production, weaponization, and delivery; 2) the frameworks for thwarting
attacks before they occur (e.g., intelligence, investigation, interdiction, and
disruption); 3) the frameworks relating to the protection of the points of
possible pathogen intrusion (e.g., those relating to water supplies and the
food chain); 4) the frameworks relating to activities aimed at early detec-
tion of attacks that do occur (e.g., so-called medical surveillance systems);
and 5) the frameworks governing the activities required for attack response
(isolation, quarantine, forced medical exams, forced vaccinations, inves-
tigation, etc.).

All of the above-described required actions should be done on the
local, national, regional, and international levels. The inherent nature of
this threat is global. International coordination is therefore essential. For
example, national and international Incident Response Teams special-
ized in bioterrorism should be assembled for rapid deployment whenever
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and wherever a major incident occurs. Ultimately, to address the threat of
bioterrorism, international cooperation must be strengthened. Achieving
this is a central part of Interpol’s mission.

WHAT INTERPOL IS DOING

In order to understand Interpol’s role in the international effort to prevent
and respond to bioterrorism, one must understand what Interpol is today.
Interpol is the world’s largest international law enforcement organization,
linking together essentially all of the world’s law enforcement agencies
(covering 186 member countries). It has been around since 1923, but it is
virtually all new.

Interpol has reorganized itself around three core functions. The first
core function is to maintain the world’s first secure global law enforcement
communication system. This system, called I-24/7, was created by Interpol
in 2001, and it now allows law enforcement agencies around the world to
exchange information in real time, and to have instant access to Interpol
databases and notices.

The second core function is to further develop Interpol databases (such
as our database of wanted and suspected terrorists and other interna-
tional criminals, stolen passports, fingerprints, and DNA) and interna-
tional notices (which serve to alert global law enforcement of fugitives, sus-
pected terrorists, dangerous criminals, missing persons, weapons threats,
and unidentified dead bodies, and, in the case of the Red Notice, to request
the arrest of a wanted person anywhere in the world). These databases and
notices represent powerful tools in the fight against terrorism and other
serious international crime, and their contents, usage, and results have
been soaring in recent years.

The third core function is to provide operational police support ser-
vices to Interpol’s National Central Bureaus and member countries’ law
enforcement agencies wherever and whenever it is needed. This means
access to Interpol experts who are available to aid police agencies in spe-
cific investigations. It also means access to Interpol’s Command and Coor-
dination Centre, which operates around the clock in all of Interpol’s four
official languages (English, French, Spanish, and Arabic) and serves as the
first point of contact for any member country faced with a crisis situation.
Incident Response Teams are also available and can be dispatched to the
scene within hours of an attack. Major Event Support Teams are available
to help secure major international events.
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These types of communication, coordination, access to information,
and expert assistance are crucial in the fight against terrorism and other
serious international crime.

Together with its 186 National Central Bureaus in its 186 Member Coun-
tries, Interpol has in recent years implemented major changes in response
to the threat of terrorism. In 2004, we began moving into the area of bioter-
rorism prevention and response in particular.

We sought and received funding from the Alfred P. Sloan Foundation to
create a Bioterrorism Prevention Program to be delivered to law enforce-
ment in collaboration with the bioscience and public health communities,
as well as the other relevant professional communities. The Sloan Foun-
dation has since committed $2.5 million and the Canadian Department
of Foreign Affairs and International Trade has since committed $300,000,
which will support Interpol’s Bioterrorism Prevention Program in its cur-
rent form through 2007.

We identified the former Director General of the UK National Criminal
Intelligence Service, John Abbott, to chair a steering committee to guide
the program. We recruited a small but talented staff to develop and imple-
ment the program. We have regularly drawn on the expertise of experts
from various related fields. In fact, it was Professor Barry Kellman who first
inspired me to make this a priority for Interpol and the international law
enforcement community.

To kick off the program in a way that would bring together all of the
professional communities under one roof at one time, Interpol hosted
the Global Conference on Preventing Bioterrorism in March 2005 at Inter-
pol Headquarters in Lyon, France. That event was attended by over 500
law enforcement officials and other professionals from 155 countries, as
well as representatives of 16 international organizations. It was the largest
gathering of international law enforcement in history.

The results of that conference have been positive and far-reaching, but
they have also highlighted the tremendous amount of work needed to be
done in this area.

Through the Interpol Bioterrorism Prevention Program, we provide
an awareness campaign, capacity-building measures, expertise, training,
and knowledge to law enforcement – to help them develop effective plans
to meet the threat of bioterrorism. And we help them form bridges to
the bioscience and public health communities. We encourage them to
enhance interagency cooperation at the national and international levels.
And we urge policy makers to enact laws and regulations that provide law
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enforcement with the tools they need to prevent attacks and to respond to
them.

Relevant information and training are provided to law enforcement
worldwide through workshops and other training modalities. We have
conducted regional workshops in Africa, South America, Europe, and Asia,
attended by law enforcement officials and other professionals from a total
of 115 countries. This knowledge transfer and training improve capabili-
ties to prevent attacks and to respond to them. It also forges partnerships
among the relevant communities. And it encourages national police forces
to become advocates for resources to augment their capabilities and for
improvements in the legal and regulatory frameworks within which they
operate.

We have created a “Bioterrorism Prevention Resource Center” on our
website that is now at the disposal of the entire law enforcement commu-
nity. This site helps police find training materials, online tests, scientific
documents, planning guidelines, response and crisis management mate-
rials, and other useful resources.

We are developing another part of our website that will be dedicated to
training materials that have been provided to us by our National Central
Bureaus and governments, to show what is being done at national levels
in terms of bioterrorism preparedness and response.

We have designed “Table-Top” exercises that are conducted with great
effect at our workshops. We will be conducting various “Train-the-Trainer”
programs and international interagency exercises. We have created the
“Interpol Bioterrorism Incident Pre-Planning and Response Guide” to be
used by police around the world.

We convened a board of experts comprised of professionals from the
health and bioscience fields, the police, and the specialized bodies of the
United Nations to help us network with these diverse communities, and
to identify emerging developments and opportunities that might enhance
our program.

In the future, we hope to find financing for a police officer rotation
program in which police can rotate through our Bioterrorism Prevention
Program, bringing their added expertise to the program, and then return-
ing home with still greater expertise to share with their national colleagues
in building their own programs.

With the help of the U.S. State Department, which provided a grant of
$554,000, we launched a new project that focuses on biocriminalization.
The project’s goal is to assess the relevant criminal and administrative
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laws around the world, and to assist countries in drafting, enacting, and
enforcing such laws.

We are studying the possibility of making available to global law
enforcement a database of information relating to all known cases of
bioterrorism.

There is a great need for the development of other global databases
relating to bioterrorism – databases relating to the manufacture, posses-
sion, storage, transportation, and use of pathogens, and their means of
production, weaponization, and delivery. Unfortunately, such develop-
ment is costly, and Interpol would require external funding for any such
new initiatives.

As the world’s largest international law enforcement organization,
embracing 186 member countries and their National Central Bureaus,
Interpol can play a critical role in helping the world confront the threat
of bioterrorism. But the world must begin taking this threat much more
seriously. This means devoting greater focus and greater resources, which
are always in limited supply, but never more precious than the life itself
that hangs in the balance.
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Introduction

This book is about species treason – giving aid to the enemy in the per-
petual war between humanity and microbes. Using disease, traitors to
humanity could inflict death tolls beyond the great historical scourges
and unleash panic of biblical proportions. These traitors crucially impart
the one quality that microbes lack: they think. The microbes, operating
through remarkable processes of trial and error, have never designed a
strategic battle plan to resist the onslaught of modern medicine. But their
new ally can strategize and find people’s most sensitive vulnerabilities. This
ally of disease is as dastardly as can be imagined for this ally is human.

Bioviolence is the infliction of harm by the intentional manipulation
of living micro-organisms or their natural products for hostile purposes.
It is the ultimate act of terror, making everyone potentially vulnerable. It’s
a crime that must be prevented. It should be a crime whether the inflic-
tor is a State or a person, a terrorist or a criminal, or just a lunatic. Broad
prophylactic measures to heighten security against biothreats should be
implemented in every nation. Law enforcers worldwide should be pre-
pared to interdict this crime. These are complex challenges with many
intricate details requiring elaborate twists and turns through policies that
implicate science, diplomacy, health care, and law enforcement. Yet, noth-
ing here is so abstruse or beyond human intellect as to impair policy
progress.

This book is a brief – an argument – that: 1) bioviolence is a threat
that merits serious attention; 2) there are wise strategies that can reduce
bioviolence threats; and 3) those strategies have serious ramifications that
demand important changes in global governance. This argument is pro-
voked by the realization that no other problem facing humanity is so poten-
tially cataclysmic and has been so inadequately addressed.

1
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THE BIOVIOLENCE POLICY FAILURE

In recent years, vast monetary and scientific resources have been devoted
to developing vaccines and antidotes against the most feared bioagents.
Efforts to combat disease have dramatically improved, motivated in part by
escalating concerns for natural pandemics. Some threats have been mit-
igated, and we are gaining a better understanding of lethal microbes and
how to stop them. Many developed nations have prepared rapid response
capabilities for a bioviolence event; in some regions, sophisticated exer-
cises have been conducted to improve coordination and identify unantic-
ipated difficulties.1 Various international and regional organizations have
taken modest steps to become more vigilant in addressing bioviolence
threats. Interpol has initiated an entire program for bioterrorism preven-
tion to train police and coordinate relevant information. Most important,
national and multilateral intelligence communities that are broadly atten-
tive to terror and criminal threats are certainly alert to risks associated with
intentionally inflicted disease.

Nevertheless, it is striking how little has been done to make it hard
to be a bioweaponeer and shocking that all these resources have been
expended without anything like a global approach that might actually
make us safer. Across a broad panoply of policy arenas, readily adaptable
initiatives to prevent bioviolence are stalled. Throughout the vast majority
of the world, outside of perhaps two dozen developed States, bioviolence
preparations could proceed without substantial chance of detection and
could inflict unimaginable damage against unprotected populations. A
handful of threats receive substantial attention, but many easily accom-
plishable attack modes are virtually ignored.

In short, advancing policies to prevent bioviolence is what the interna-
tional community does worst. It must be asked why bioviolence has not
already been addressed, why international and national leaders have done
such a remarkably poor job in diminishing bioviolence risks leaving us all
virtually naked to a bio-attack from a powerful military, group, or single
person. No other threat presents such a stark contrast between, on one
hand, severity of harm along with global denunciation but, on the other
hand, a failure of leadership to reduce risks.

Although many disciplines – science, history, politics etc. – have rele-
vant responsibilities, this is fundamentally a book about international law.
The thesis here is that humanity is vulnerable to bioviolence because, at
this time, international law is unable to devise, implement, and enforce
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preventive policies. Such policies are potentially available and effective,
but they demand progressive changes in prevailing legal concepts.

It is only because bioviolence has not yet taken a truly catastrophic
toll that humanity tolerates international law’s infirmity. That bioviolence
perpetrators have not yet capitalized upon this failure is grounds for solace
but not confidence. How long our luck will continue will be decided by
the wrong people for entirely the wrong reasons. We can take preventive
measures now, or we can hope that bioviolence continues forever to be only
a hypothetical threat. The former option is complicated and has costs; the
latter option is irresponsible.

THEMATIC FOUNDATIONS

Three Crossroads

Bioviolence stands at the intersection of three transformative phenomena.
First is the changing condition of strife. State-to-State warfare with explicit
battlefield confrontations is, for the most part, a thing of the past. In place of
warfare, however, are three types of strife: slaughter of defenseless groups
(Cambodia, Bosnia, Rwanda, Darfur, etc.); terrorism; and proliferation of
weapons of mass destruction. Significantly, bioviolence is ideal for today’s
forms of strife and could magnify their already horrific implications. Using
bioviolence, a handful of culprits can ever more easily cause profound
harm to enormous numbers of people.

Second is the globalization of pandemic disease. For decades, infec-
tious calamities have only peripherally affected geopolitics. There have
been stunning successes against smallpox and polio; measles, rubella,
diphtheria, and other maladies persist in sharply confined domains. But
initially HIV/AIDS, then SARS, and more recently the Avian Flu have under-
mined the perception that modern medicine can altogether abate infec-
tious disease. Today, disease threatens international peace and security
and has the potential to unhinge global order.2 Bioviolence can initiate,
propel, or ride upon disease’s potential for devastation. Disease and strife
are the Achilles’ heels of our age; bioviolence is where they intersect.

The third phenomenon here is the radical pace of change in the bio-
logical sciences. Bioscience is a dynamic phenomenon that stretches from
inquiries about humanity’s most existential search – what is the architec-
ture of life? – to the development of medicines for improving health. If eras
can be labeled according to the technology that is most transformative
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of humanity (Stone Age, Industrial Age, Nuclear Age), then ours is indis-
putably the Genomic Age. The cracking of the human genome symbol-
ized a seismic shift not only of technology and pharmaceuticals but, more
fundamentally, of how we perceive “humanness.” Our commonality as a
species has never been so tangible, and never before have we so had to face
possibilities of altering the essence of what we are. Capabilities that might
emerge in a decade are almost beyond estimation. Indeed, the advance
of bioscience is a major theme of this book. And, unfortunately, these
advances can endow perpetrators of bioviolence with previously unimag-
ined abilities.

Law for Humanity

Bioviolence is a threat without borders to the human species. Like other
challenges facing humanity – for example, global warming – it simply
makes no sense to try to insulate any particular country or region from
the threat. To prevent bioviolence requires policies that focus on human-
ity as a biological species entity.3 These policies must be implemented
everywhere with centralized governance.

A sizeable bioattack will have transnational implications, exposing
our human commonality and demanding new modes of cooperation.
The opportunities for bioviolence are everywhere, and perpetrators might
emerge from virtually anywhere. They can prepare their attack through
easy networks of communication and transport lethal devices in defiance
of traditional notions of sovereign jurisdiction. Moreover, the effects of
igniting a severe bioviolence pandemic will not respect borders or dis-
tinguish among victims according to their race, religion, or nationality;
the effects will quickly bind humanity into a suffering collectivity. Said
Gro Harlem Brundtland, “Today, in an interconnected world, bacteria and
viruses travel almost as fast as e-mail and financial flows. Globalization
has connected Bujumbura to Bombay and Bangkok to Boston. There are
no health sanctuaries.”4

The challenge is how to confront these threats in a flattening world
where accelerating circulation abets the ready movement of science and
technology and makes each of us targets of unnamed perpetrators of catas-
trophe. A prevention strategy must be global. Every State and many inter-
national institutions must make a serious commitment in concert.

Looking forward, it is striking how little attention has been devoted
to the changes in governance that will be necessary in a world of rapidly
mutating bioscience and associated technologies. Yet, discussion of such
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policies makes it instantly apparent that the world is very awkwardly orga-
nized. Today, efforts to initiate global policies rapidly crash on the shoals
of an anarchic division of the world into almost two hundred sovereign
fortresses with separate claims to independent and unfettered decisional
power. This is not the place to call for a radical restructuring of the West-
phalian system and centuries-old concepts of national sovereignty, but it
is imperative to see that this global threat inherently shrinks the planet
into an interdependent neighborhood. Nations must realize that adamant
proclamations about the inviolability of State sovereignty are, in this con-
text, a recipe for disaster.

There is another sense in which bioviolence prevention must be
expansive: policies must be sustainably effective for a species-community
that is prospectively multigenerational. Prevention is not something that
will be done once, then humanity can move on. Prevention must be a pro-
cess of decisions that reconfigure our approaches to science, law enforce-
ment, and public health; these reconfigured approaches will carry forward
in perpetuity. Whatever decisions are made now, whatever actions are
taken now, must withstand the test of time. Action is needed now because
the threat is on our doorstep, yet what we do to thwart bioviolence will
entail changes that our successors will inherit. Their interests must be
considered as we make our decisions.

To consider how to prevent bioviolence is to open peepholes into the
near-term future of international law and to ask what institutions and rules
our grandchildren will want us to have created. Ultimately therefore, this
book is something more than a policy manifesto about current threats of
biological weapons in an era of non-State terrorism; it is an exploration of
how global governance should evolve to address challenges of advancing
science and technology.

TERMINOLOGY

Bioviolence is used here instead of the far more common term bioterror-
ism because of the many disputes and ambiguities about the meaning
of terrorism. There is no globally accepted definition of terrorism despite
years of United Nations negotiations, yet the term suggests conduct of: 1)
a non-State actor that is 2) motivated by a political or religious agenda.
A State can support terrorists, but terrorism is not a term that typically
applies to deployment of military capabilities. Nor does the term apply
to criminals motivated exclusively by financial gain or lunatics motivated
by idiosyncratic alienation or revenge. Another ambiguity attends how to
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distinguish a terrorist from someone seeking to overthrow a repressive
regime.

Where to draw precise lines that separate terrorism from other cate-
gories of wrongdoing or use of armed force is, from this book’s perspective,
an irrelevant exercise. The objective here is more generic. There are real dif-
ferences among the many potential perpetrators of intentionally inflicted
disease, but those differences are secondary to the challenge of preventing
any and all hostile plots to make people ill. The term violence captures the
phenomenon without regard to the actor or the motivation so long as it is
deliberately malevolent.

Notably, there are other risks associated with advancing bioscience,
such as use of genetically modified organisms with unpredicted conse-
quences, but this book advocates policies against violence – that is, wrong-
ful activity that is intended to cause injury. Also important to note is that
the focus of this book is mass catastrophe, not biohomicide or biovandal-
ism. Although there is no specific demarcation between murder and mass
murder, the reality is that little in this book will prevent someone from
lacing salmonella on his or her spouse’s pasta. The term bioviolence here
implies an act that has far more extensive consequences.

Used to similarly generic effect here is the term bioweapon and the verb
to weaponize. Among some diplomats, a weapon is something possessed or
procured by a State military; by definition, a non-State actor cannot make
a bioweapon, only a biodevice. Besides being semantically clumsy, this
distinction is artificial. What is a State’s bioweapon that has been handed to
a non-State actor; is it suddenly no longer a weapon? It is nonsensical to use
different terms to describe the same thing on the basis of who has it. In this
book, a bioweapon is simply what someone uses to commit bioviolence,
and weaponization is any process that is designed to make a pathogen into
a bioweapon. Correspondingly, bio-offender refers to someone who would
commit bioviolence whether a State actor, terrorist, lunatic, criminal, or
anyone else.

The word pathogen here refers to any live agent or poison created by
a live agent (a toxin) that causes disease, whether in humans or other
living beings. The scientifically sophisticated reader knows that the outer
boundaries of what might be referred to as a pathogen – distinct from a
pollutant or even a mechanism (nanotechnology) – are increasingly fuzzy.
Once again, this term is used broadly and flexibly to refer to any disease
agent that has a living source.

Critically, the term prevention deserves clarification. It does not refer
to eliminating risk. The policies recommended here will not confer an
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ironclad shield from bioviolence. Prevention is used here in the same way
that “seatbelts prevent car accident fatalities” or “a low-calorie diet pre-
vents diabetes” – of course, some seatbelt wearers will die in accidents, and
some careful dieters will get diabetes. Prevention is not an absolute term.
Yet, compared to the prevailing situation that in many respects is heedless
of palpable risks, adoption of proposed policies can make us safer even if
not totally safe. Absent a prevention strategy, the threats will grow larger
and more unmanageable.

PRESENTATION OF THE ARGUMENT

This book is comprised of two parts. Part I’s three chapters describe the
problem of bioviolence and explain how it evolved to its current intractable
condition. Chapter 1 is a brief essay about why bioviolence should be a
matter of pressing concern. There are easily understood plots that could
have debilitating consequences. Chapter 2 explains bioviolence: what is
it, how is it done, and how technological advance is changing the phe-
nomenon. There are many bioviolence options; science is opening new
opportunities and making existing methods easier. Chapter 3 addresses
the question of who has perpetrated bioviolence and who might perpe-
trate it today. Whether viewed from historical experience or from today’s
news, it is clear that many people are not inhibited about inflicting disease.

Part II recommends the global strategy for preventing bioviolence.
Chapter 4 explains the foundations of that strategy based on criminaliza-
tion of wrongful conduct. Chapter 5 focuses on complicating bioviolence
by making it difficult to get needed pathogens and capabilities and by
strengthening law enforcement’s authority to detect and interdict biovio-
lence preparations. We need to know far more about the capabilities for
committing bioviolence, and we need to raise hurdles to their wrongful
applications. Chapter 6 considers how the potential for harm inherent in
bioscience research should be understood and how science can develop
resistance against bioviolence by creating vaccines and medicines. Global-
izing policies to promote bioscience presents critical financial challenges
as well as potential conflicts with intellectual property protections.

Chapter 7 discusses public health preparedness to deal with bio-attacks
by hardening targets, planning response interventions, and establishing
quarantines if necessary. Although preparedness measures can be useful
in mitigating the consequences of a bioattack, excessive reliance on public
health is false security. Chapter 8 considers the unique problems of State
bioweapons programs and today’s challenges for the Biological Weapons
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Convention, including nonlethal bioagents and national biodefense pro-
grams. Also relevant here are measures to ensure dismantlement of the
former Soviet Union’s bioweapons stockpiles. Chapter 9 discusses how
relevant policies should be progressively governed under the rule of law
and supervised by three United Nations entities. In all, the book is intended
to provide a multidimensional blueprint for today’s decision makers and
concerned citizens to improve humanity’s security.
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PART I

The Bioviolence
Condition and
How It Came to Be

9
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1 Why Worry?

If someone really despises 21st Century civilization, what can be done? For
the truly diehard nihilist, passionate terrorist, or zealous lunatic, there are
frustratingly few options. At some point, they have to realize that conven-
tional attacks just are not doing the trick. The 9/11 attacks, the bombing of
the Madrid and London subways, and numerous smaller attacks have all
put civilization on edge, but history marches inexorably forward more or
less as it was before. The United States and its allies are resolute, continu-
ing to assert materialistic values and using their force of arms and media
to propound those values to everyone else. A few thousand people can be
killed, yet western armies still traverse the world. The sun never sets on a
U.S. military base.

There is, however, one way to shred the predominant social fabric. It is
how the deity has done it since the days of pharaoh: inflict a scourge. The
Bible is replete with lessons of how the infidels were beset by pestilence –
the holy wrath of the righteous. What more symbolically justifiable way
to provoke an apocalyptic confrontation between the forces of good and
evil? Causing collective death and misery may be seen as performing a
sacramental reckoning that morally justifies mass murder.

The threat of bioviolence is unique among perils facing humanity, and
those who would perpetrate bioviolence are villains in a class of their own.

WHY BIOVIOLENCE IS DIFFERENT

Bioviolence is ultimately about destruction of living organisms, not build-
ings or equipment. In operation, bioweapons – the devices of bioviolence –
kill or impair people (or animals or vegetation) within range, then dissi-
pate leaving victims as the only evidence of their use. Bioweapons are very
quiet.

11
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They most closely resemble chemical weapons. Some bioweapons are,
in fact, chemical weapons. Toxins such as ricin are inanimate poisons that
happen to be made by living organisms. They are bioweapons because their
source is biological, yet they interrupt key life functions in ways similar to
sarin or mustard gas. Toxins aside, all other bioweapons share the common
attribute of engaging a live agent to infect the victim.

Delayed Anonymity

Bioweapons are distinguishable by their naturalness. Most other weapons,
including chemical weapons, have uniquely unnatural effects, but
bioweapons resemble and can be mistaken for a natural disease outbreak.
Many pathogens generate flu-like symptoms, and it might appear at first
that victims are suffering from an acute flu outbreak. Although some dis-
eases, notably smallpox, have unmistakably distinctive symptoms that
could be readily observed, this is more the exception than the rule. For
most types of pathogen attacks, identification would be difficult until long
after the bio-offenders have fled.

Another distinction is the length of time between the attack and its
consequences. Chemical or explosive weapons kill virtually immediately,
but a victim of a bioattack might not have even the slightest indication of
a problem for a few days. Detonation of a bioweapon need not draw an
iota of attention. The attack could unfold in a prolonged process involving
exposure, incubation, and eventually illness, even death. In time, mount-
ing numbers of the sick and dying could lead to a diagnosis that patients
are suffering from a disease that is not a natural outbreak. This diagnosis
might convince authorities that a bioviolence attack has been committed,
but that could easily be a week after the attack occurs.

From the perspective of a bio-offender, these two characteristics of
using bioweapons – its symptoms similar to those of natural disease and its
lengthy incubation time for effects to become manifest – are very desirable.
He could commit the attack and then have all the time he needs to blissfully
move away unimpeded by police or officials who would have no reason
to suspect that a horrible crime has been committed. He could release
anthrax in a sports stadium and leave at will; the game would be yesterday’s
news well before a single victim shows up at an emergency room or doctor’s
office.

Far more ominous, bioviolence’s delayed effects could enable a sophis-
ticated bio-offender (or team) to wage a strategic series of attacks. He can
release pathogens in one location; as the toll of sick victims multiplies,
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he moves to another location perhaps thousands of miles away. After a
few days as victims appear and authorities begin to respond, attention
and treatment resources will flood the target site. Now it is time for a
second attack. This pattern could go on repeatedly as the bio-offender
is always a few days ahead of the law enforcers and public health offi-
cials who are trying to stop him. Importantly, by moving around, he could
strain response resources and transportation networks as his first attack
draws those resources to one corner of the nation then in a few days must
hurriedly scramble to a distant corner and so on.

In a highly developed country such as the United States, for example,
an attack in Miami would draw vast quantities of antidotes and respon-
ders into southern Florida. The attack’s consequences might be contained
if authorities respond quickly and with massive resources. Getting more
resources to Seattle to cope with the second attack might not be a problem
for a country as rich and prepared as the United States. But getting them to
Boston to deal with the third attack might provoke some confusion: moving
medical supplies and trained personnel back and forth across a continent
takes substantial logistical execution, any aspect of which could stum-
ble in the stress of a series of bioattacks. When Dallas gets hit a few days
later, exhaustion and disarray might be taking a real toll on the response
community. A clever bio-offender could save his coup de grâce – a mas-
sive attack in Chicago – until the end. However, citizens of hundreds of
other cities would not know that he has finished; their levels of panic
would be elevated for months. No one would know where the next attack
might happen. Remember that the primary motivation for committing
bioviolence is to create panic, and multiple attacks with ceaseless night-
mares about where and when the next attack might occur are most fear-
some. No other weapon offers a comparable capacity to inflict catastrophe
anonymously.

Moreover, a bio-offender who is sophisticated enough to execute
multiple-site bioviolence could likely prepare more than one agent. Attacks
with different agents could radically compound the challenges for con-
taining consequences. For example, it is difficult to ignite an epidemic in
the face of medical counter-measures even if one has a highly contagious
agent. If medical counter-measures are absorbed with the effects of an
anthrax attack, however, a different epidemic might have the opportunity
to spread. Indeed, one of the great fears associated with anthrax is that
it might be used to “cover” a contagious outbreak, the delayed effects of
which might be initially ignored in the face of hundreds (or more) anthrax
casualties.
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A close look at most nations’ response strategy for a terrorist attack
reveals that security officials shortsightedly neglect the delayed effects
of a bioattack as well as the potential for repeated attacks. Even more
significantly, they tend to neglect the consequences of fatigue, chaos, and
the sheer challenge of coping across large distances. Most important, they
tend to assume that the response will proceed in an ordered environment
where authority is clear and the media is accurate. But this is palpable
nonsense.

The anthrax attacks of late 2001 were by any measure of violence very
small scale. Only a few people were infected by anthrax, but the entire
nation was infected with panic for weeks. American law enforcers have
still not identified the bio-offenders. Not much imagination is needed to
envision the chaos that would follow a relentless series of attacks in one
city after another. Nor should it be ignored that even a natural disaster
for which there was massive warning with effects concentrated in a single
region – Hurricane Katrina – provoked governmental responses that were,
to say the least, not optimal. Imagine those same officials responding to
multiple outbreaks of disease not knowing where the next one will occur
or when the last one will be over.

Most ominously, an attack need not happen in the United States or
a comparably sophisticated nation. Whatever confidence that American
officials might have about their ability to confine a catastrophe is obviously
vapid if the threat scenario entails sites in developing nations. Indeed,
these officials manifest a remarkable conceit by claiming that they can
contain a bioattack’s consequences as if offenders will attack only once,
using a readily detectable agent at a locale where defenses are strongest,
and as if only North Americans or Western Europeans might be targets.

In the vast majority of cities in the world, detection capabilities are
essentially nonexistent, and available medical response capacities are
already overburdened with a host of natural epidemics. The bioviolence
tactics that might be devastating in the United States – multiple attacks at
geographically distant locations involving different agents – could be many
orders of magnitude more catastrophic where populations are crowded
and public health capabilities are already strained and ineffective. An
attack could readily spread among victims infected with HIV/AIDS and
tuberculosis leaving innumerable fatalities and masses of ungoverned
survivors. It is hard to predict what would be the implications for stable
governance.

A bioviolence attack could ride on the coattails of a natural epidemic.
For example, a natural flu pandemic could provide perfect conditions for
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bioviolence. Even if the flu is ultimately contained, it would so absorb
resources and attention as to make it exponentially more difficult to cope
with the intentionally inflicted disease. As mentioned, many bioviolence
agents cause flu-like symptoms; during a natural flu pandemic, they likely
would be misdiagnosed. Only when many patients who should be respon-
sive to countermeasures against flu fail to regain health might it become
clear that something else is causing the symptoms – something that has
been deliberately spread.

Consider all this from the perspective of a bio-offender deeply hostile
to the United States and its western allies. He could, of course, initiate
an attack in mid-Manhattan, Chicago, or London. But there is some risk
that the world’s most sophisticated police will find out about him and the
world’s most sophisticated public health and medical communities will
devote their expertise and resources to an effective response. What’s a bio-
offender to do? It is easy to name dozens of capital cities around the globe
that:

1. are teemingly overcrowded,
2. have woefully deficient public health systems,
3. are major international transport hubs, and
4. are in States that have close diplomatic linkages with the United

States.

Envision a series of attacks against these capitals of developing States,
perhaps timed to follow local officials’ expressions of friendship to visit-
ing U.S. dignitaries. The attacks could carry a well-publicized yet simple
warning: “If you are a friend of the United States, receive its officials, or
support its policies, thousands of your people will get sick.” How many
attacks in how many such cities would it take before international diplo-
macy, to say nothing of international transit, comes to a crashing halt?
How many attacks that cause how many victims would it take before panic
and interruptions of international trade provoke officials to close stock
markets? At some point, even if not a single American is actually sickened,
the nation’s economy and political leadership would be near collapse.

Concealable Devastation

Bioviolence is distinctive by yet another attribute: in comparison to using
chemical weapons (or indeed any other type of weapon but one), the
potential death toll could be huge. A well-planned attack using chemi-
cals or explosives could be devastating, but it is hard to conceive an attack
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with casualties exceeding ten thousand victims. By contrast, it has been
estimated that release of 250 pounds of highly refined anthrax spores over
a major American city could infect up to three million people.1 In truth, the
potential number of victims is unknowable – it depends on where it hap-
pens, the type of pathogen, and the sophistication of the weapon maker.
Yet, there is widespread consensus among experts that a high end bioat-
tack would inflict casualties exponentially greater than any chemical or
conventional attack.

In this respect, bioweapons should be compared to nuclear weapons.
Just in terms of potential casualties these weapons stand out from all other
tools of catastrophe, and for this reason alone they deserve special atten-
tion. One big difference, of course, is that bioweapons leave buildings
standing and infrastructure intact. There are other more important differ-
ences. Biotechnology is far more forgiving, and bioweapons are far easier
to manufacture than nuclear weapons where even a miniscule error could
produce a dud. Bioweapons are not as easy to make as the media might
suggest; there are far more obstacles than with making and using a conven-
tional explosive. Indeed, the difficulties of making an effective bioweapon
are keys to detecting and interdicting bioviolence. Yet, making a lethal
bioweapon is well within many people’s capabilities. In terms of difficulty,
making a bioweapon is more comparable to making a dirty bomb that
disperses radioactive material without detonating a nuclear reaction. But
a bioweapon can kill many more people than can a dirty bomb.

Preparing and effectively weaponizing pathogens might require
sophisticated equipment and scientific expertise but far less than what
would be required to produce even a rudimentary nuclear weapon.
Pathogens are naturally available, and refined seed stocks of potentially
weaponizeable agents are found widely in laboratories around the world.
Getting weapons-grade nuclear material is, by contrast, extraordinarily
difficult and far more expensive. Handling nuclear material requires radi-
ation protective gear that is harder to get and use properly than the biolog-
ical protective gear one would use to prevent self-infection. Furthermore,
the equipment necessary to produce nuclear weapons is far more tightly
regulated than what biological weapons would require.2 And the risks of a
covert laboratory being detected are slim.

The “footprint” of making and transporting a nuclear weapon is, by
orders of magnitude, larger and more detectable than comparable activ-
ities related to bioweapons. If a nuclear weapon has to be moved from
its place of preparation to its place of use, the chances of detecting a
heavy metal item that emits radioactivity and is surrounded by precision
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explosives is incomparable to the chances of detecting a tiny vial full
of an innocuous-looking gas or liquid. A single individual can transport
bioweapons across borders by land, sea, or air and through airports and
customs checks. A common perfume bottle can deliver plenty of agent that
can, of course, multiply on its own to meet the bio-offender’s requirements.

Contagious Panic!!!

The truly unique characteristic of some bioweapons – the characteristic
that distinguishes them from nuclear weapons or indeed from all other
types of weapons – is contagion. No other type of weapon can replicate
itself and spread. Any other type of attack, regardless of its horror, is con-
fineable in time and space; the harm is inflicted at the point of attack. It is
awful for the victims, but if you aren’t there, its effects are emotional – grief,
empathy, rage; it does not harm you physically. But a contagious bioattack
somewhere puts everyone at risk everywhere.

The Spanish Flu outbreak of 1918 killed more than forty million peo-
ple in a world with one-third of today’s population and without modern
transportation networks. With today’s modes of circulation, an effective
biological attack could be far more strategic than nature in spreading a
highly contagious disease that could run amok and expose vulnerabilities
around the planet. No other attack offers similar capabilities to spread
itself.

A bio-offender could infect himself with a disease, cross through cus-
toms or border control before symptoms are obvious, and then spread
it to unsuspecting victims who would themselves become extended
bioweapons carrying the disease indiscriminately. There are challenges
in timing one’s entry to precede the onset of symptoms and yet be in a
crowded area before one succumbs to the overwhelming agony of a hor-
rible disease. Taking a stroll through Grand Central Station or Heathrow
Airport while contagious with ebola would require true dedication. Yet,
a well-executed “invasion” of purposely infected carriers could be effec-
tive. It bears mentioning here that fanatical terrorist organizations seem
to have an endless supply of suicide attackers.

All this leads to the final distinguishing characteristic: mass panic.
All weapons are frightening, but the insidiousness and omnipresence of
disease raises incomparable fears. Use of contagion means hiding our
children. It is about planes flying empty or perhaps not flying at all. It
is about people refusing to interact with each other for fear of unseen
and horrible affliction. It is about canceling public entertainment and
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tourism – even going to a movie would be too dangerous. It is about seis-
mic disruption of investment markets, perhaps for months. A biological
attack makes everyone in a society potentially vulnerable to our most fun-
damental terror: the fear of disease.

Ultimately, if your ambition is to rattle the pillars of modern civilization
and perhaps cause it to collapse, there are only two options: nuclear or
biological weapons. Use of either would set in motion political, economic,
and health consequences so incomparably severe as to call into question
the ability of existing governments to maintain their citizens’ security.
Bioweapons are far more available, cheaper, easier to use, undetectable,
and could have more widespread and long-lasting effects. If you want to
stop modern civilization in its tracks, bioviolence is the way to go.

EVALUATING RISKS

How likely is it that rogue States, terrorists, or criminal organizations will
get and perhaps use bioweapons to commit a catastrophic attack? Any
definitive answer here must be suspect; in truth, no one can say with
any confidence. Most experts concur that a small attack (for example,
murder of a spouse) is virtually inevitable, but it is not a simple matter
to leap to an attack that far exceeds what can be done with a knife or
gun. Another unanswerable issue has to do with the risks posed by lone
attackers or small groups of persons who are tragically disaffected. The
Unabomber, Ted Kaczynski, was a sophisticated mathematician capable of
making ingenious letter bombs in his covert cabin in the woods – a similar
loner with bioscience sophistication could produce far more lethal devices.
Perpetrators of the Columbine and Virginia Tech massacres did not share
an ideological commitment with Al Qaeda or anyone else; assessing the
risk that similarly alienated teenagers will turn to disease instead of guns
would be mere speculation.

Consider the recent warnings from Interpol Secretary General Ronald
K. Noble:

We know from recent events that terrorists remain committed to perpe-

trating large-scale violence.

We also know that as biotechnology industries continue to expand

throughout the world, new pathogens and pathogen-making technologies

are rapidly proliferating, increasing the risk that terrorists could get their

hands on deadly pathogens or their means of production. This is the so-

called dual-use dilemma, and it is not going away anytime soon.
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It is also becoming ever more possible for terrorists themselves to pro-

duce the weapons, as the volume and sophistication of the necessary infor-

mation becomes increasingly accessible through publications, the Inter-

net, and other sources. . . . And there is much evidence that terrorists have

a strong interest in the use of biological weapons and are planning to use

them.

Yet, in the face of all of this, some people still question whether the

danger is real. They question whether it is truly necessary to prepare for

it. I have no doubt that the threat is real. Moreover, given the magnitude

of the harm that would be caused by a bioterrorism attack – hundreds,

thousands, and even millions of deaths are possible – it is clear to me that

this alone mandates that we take this threat seriously. Even if thousands or

millions did not die, the panic and the subsequent harm that would follow

such an attack would represent yet another set of reasons why we should

care about this potential harm and do all in our power to fight against it.

Unfortunately, the progression of bioscience is raising risks. This
progression is both vertical and horizontal. Vertically, escalating bio-
logical research offers the potential to uncover elemental principles of
pathogenicity that could enable cultivation of a disease of such devasta-
tion that civilization itself could be fundamentally maimed with attendant
risks of economic collapse and political upheaval. Horizontally, the bio-
science sectors (academic research, pharmaceutical, and governmental)
are proliferating rapidly across the planet, with a concomitant multiplying
of the diversity of persons trained and engaged in that sector.

In short, there is opportunity and there is motive, and anyone con-
cerned with crime and violence will attest to the danger of passivity in
such circumstances.
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2 Methods of Bioviolence

There are countless ways to commit bioviolence. Bioweapons are not a
single, undifferentiated set of devices all used to common effect. Choices
can be made from a lengthy menu of pathogens and a longer menu of
dissemination methods to create many combinations; each faces differ-
ent obstacles and has different consequences. Decades ago, there were
only a few ways to commit a biocatastrophe, but bioscience progress is
reconfiguring and rapidly expanding options.

How hard is it to commit bioviolence and how much specialized knowl-
edge is needed? Much depends on the perpetrator’s objective, the available
pathogens and equipment, his organization’s technical skill and sophisti-
cation, the risks of detection, and how those risks could be avoided. His
choices in turn affect our tactics to defeat him. The essence of bioviolence
prevention strategies is to make the hurdles of committing bioviolence
more arduous; the bio-offender’s challenge is to surmount or outwit
those hurdles. This perpetual threat-response dynamic is one reason why
bioviolence poses unique threats.

It is widely reported that bioviolence is easy, but even well-funded
State programs have stumbled trying to make effective bioweapons. If it is
that easy, why has there not yet been a successful catastrophic attack?
Perhaps because it is actually more complicated. Many pathogens are
ubiquitous and easily propagated; critical challenges tend to be about
how to disseminate them either by physically spreading them amidst the
target or by contagion. Yet, modern genomics is opening gateways for
novel pathogens, and innovative engineering makes them easier to dis-
seminate. There are premier scientists who certainly know how to make
awesome bioweapons with minimal resources and pedestrian equip-
ment, but it is unclear whether anyone so skillful wants to inflict a mass
catastrophe.

20
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For policy makers trying to prevent bioviolence, these back-and-forth
assertions are frustrating. Where should limited resources be most effec-
tively allocated? What risks are more serious and therefore deserve more
attention? What risks are far-fetched and therefore might be deferred
in view of more immediate threats? Answering these questions requires
understanding how a catastrophic bioattack might proceed and what tech-
nical hurdles must be overcome.

This chapter discusses only catastrophic attacks having extensive and
severe casualties or causing immense costs or long-term panic. There are
virtually limitless ways to use bioagents for murder or vandalism; little
purpose would be served in cataloguing the many ways to do what guns
and explosives can already do more simply. This discussion is limited to
what makes bioviolence unique – its potential to inflict truly vast harm –
and focuses on how that high-end catastrophe can be accomplished.

INTERWOVEN CHOICES

Choices about which pathogen to use, how to obtain and prepare it for
dissemination, and what device to use against which targets are all inter-
woven. Obstacles in one aspect affect choices in other aspects. No single
pathogen is perfect for all objectives. Some are harmful to humans; some
attack livestock or crops. A few are contagious. Some are easy to get but
need to be highly refined to be used as weapons; some are difficult to get
but, if obtained, can be readily put to malevolent use. For some there are
vaccines; some are susceptible to environmental stress; some have a long
incubation period; some cause diseases that are difficult to distinguish
from a natural outbreak.

This chapter highlights some of the more realistic and often-discussed
methods of bioviolence but does not try to present an encyclopedic
description of diseases. Attention focuses on 1) smallpox, 2) influenza and
hemorrhagic fevers, 3) anthrax, 4) toxin contamination of food, 5) attacks
against agriculture, and 6) various agents historically used as bioweapons.
Following discussion of these types of bioviolence, attention turns to
emerging scientific advances and how they might contribute to biovio-
lence.

Table 2-1. briefly describes the more notable bioviolence agents.

Readers might notice this discussion’s vagueness. Specifications that
might be misused are intentionally omitted. Experts who focus on biovio-
lence have an ongoing debate about what information and ideas should be
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put in writing. Undeniably, information about how to conduct bioviolence
is widely available. Yet, unlikely as it might be that this book would be a
reference for a bio-offender, I am hesitant to put such information in print.

SMALLPOX

Smallpox, Variola major, is perhaps the most feared bioviolence agent.
It is exceptionally lethal (up to 30 percent of its victims die). Smallpox is
unique to humans; there is no other animal or insect vector. Except for
specialized laboratory conditions, it can survive only briefly outside the
human body – six to twenty-four hours depending on temperature and
humidity.

Smallpox is contagious through inhalation of droplets exhaled by vic-
tims but only after a rash appears about ten days after exposure. Victims
remain contagious but less so in the disease’s later stages as scabs form
and separate; during this period, most patients are incapacitated. Death
usually occurs during the second week. It has a high incidence of second-
generation cases. A single carrier can infect on average three but as many
as twenty people.1

Eradication?

An effective vaccine was discovered centuries ago that led to the eradi-
cation of naturally occurring smallpox. After World War II, in humanity’s
greatest victory against disease, 120,000 doctors and health care person-
nel affiliated with the World Health Organization (WHO) initiated the ring
vaccination campaign to identify smallpox victims and vaccinate everyone
around them. If the disease would have nowhere to go, it would eventu-
ally die out for lack of a host. Identifying victims was horrifyingly easy due
to the disease’s unique red blisters; immune survivors could be identified
by the disease’s permanent scars. Key to the campaign’s success was that
WHO encouraged people in villages to report smallpox carriers – perhaps
history’s most successful global health reporting system. The campaign
worked; the last reported case of naturally occurring smallpox occurred
in the late 1970s. During the campaign, few unvaccinated people from
smallpox-infected areas moved transnationally which helped contain out-
breaks. This type of strategy might be less effective today especially if an
outbreak occurs in global transport hubs.

Mass vaccination has serious consequences. For every million persons,
14 to 52 will experience life-threatening adverse reactions; one or two may
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die.2 For people who are immune-compromised (e.g., carriers of HIV/AIDS
or chemotherapy patients), the vaccine’s lethality skyrockets. Therefore,
following eradication, the WHO recommended that all nations cease vac-
cinations. In the United States, vaccinations stopped around 1972. Any-
one born since then lacks immunity; older people’s residual immunity has
certainly faded over the years. Likely less than 15 percent of Americans
are immune, but the percentages are even lower in less developed nations.
Among children and young adults, only a handful of emergency responders
and military personnel in advanced countries are vaccinated. Everyone
else is susceptible. Ironically, vaccination led to eradication, which in turn
has led to vulnerability should the disease reappear.

Today, a smallpox pandemic would run rampant through unvacci-
nated populations until health authorities could immunize enough peo-
ple to once again enclose its spread. Speed is essential; vaccination can
be administered within four days of first exposure, but it has limited effect
thereafter.3 In regions heavily impacted by HIV/AIDS, emergency vacci-
nation administrators would have to carefully select who should be vac-
cinated. Safer and more effective vaccines are being developed, but their
availability and consequences cannot now be accurately assessed. More-
over, while natural smallpox cannot easily leap over a ring of vaccinated
persons, a human attacker could readily outwit tactics for containing the
disease’s spread.

The Challenge: Getting the Virus

Smallpox is not available in nature and may not be available anywhere
else. If so, smallpox should not be a big worry. When the WHO declared
the world free of smallpox, it recommended that every seed stock of the
virus be destroyed. Only two viral stocks are known to exist, and they are
tightly secured in the Centers for Disease Control and Prevention (CDC)
in Atlanta and VEKTOR, a research laboratory outside of Novosibirsk,
Russia. An attack on these sites is unlikely as it would set off worldwide
alarms. Of greater concern is the risk that samples have been diverted. For
example, after the Russians moved their strains from the Institute for Viral
Preparations in Moscow, three samples of a specific strain were discovered
missing and never seen again.4 The WHO, which does not conduct on-site
verification of either CDC or VEKTOR, was not informed of the move.

Whether to destroy the two remaining stockpiles has been contro-
versial. During the 1980s and 1990s, the WHO Executive Committee
on Orthopox unanimously decided (under U.S. pressure) to destroy the
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world’s last strains of smallpox; each time, scientists and medical providers
questioned the prudence of the virus’s destruction. In the late 1990s, Presi-
dent Clinton reluctantly changed course and promoted a delay in destruc-
tion. Several types of research to develop an improved vaccine and antivi-
ral medications (needed if there is ever a smallpox outbreak) require a
viable virus sample. The WHO agreed to allow two to three additional
years of research to combat the threat of smallpox’s re-emergence. Clin-
ton’s spokesman Joe Lockhart said, “The decision reflects our concern that
we cannot be entirely certain that after we destroy the declared stocks in
Atlanta and Koltsovo, we will eliminate all the smallpox virus in existence.”5

In December 2002, President Bush initiated the U.S. smallpox vacci-
nation program; over 350 million doses of vaccine have been stockpiled,
and health care response professionals are prepared to provide assistance
if there is an outbreak. The U.S. military must vaccinate some service peo-
ple, but mandatory vaccination for everyone was ruled out.

Why retain samples and vaccinate health care workers if the disease
is unavailable? Maybe reports of its eradication are premature. A great
fear is that the virus might exist outside the two designated high-security
storage labs, perhaps at the former Soviet Union’s bioweapons facilities.
Former senior VEKTOR official, Ken Alibek, has testified that the Soviet
Union produced dozens of tonnes of smallpox and other diseases dur-
ing the Cold War until 1992, as will be discussed in Chapter 3. According
to Alibek, VEKTOR scientists, starting with a strain obtained from India
in 1959, genetically altered at least fifty strains of smallpox. They might
have spliced smallpox with ebola thereby combining the two diseases’
symptoms in order to create a “battle strain” that would be impervious
to vaccine and incurable. Alibek said, “It is important to note that, in the
Soviet’s view, the best biological agents were those for which there was no
prevention and no cure.”6 Most frightening is that the Soviets might have
isolated a specific strain that causes hemorrhagic smallpox; instead of a
mortality rate of about one in three, this virus could have a mortality rate
of virtually 100 percent. These allegations are not currently verifiable, and
some experts question them. Unquestionably, the Soviets figured out how
to grow large quantities of smallpox, and they accomplished what some
scientists believed was impossible: aerosolization.7

Former Soviet scientists might have sold virus samples or hidden them
for later sale. If the virus exists in an undisclosed site, a bio-offender might
overcome lax security or gain access via an insider’s malfeasance. Russian
scientists are known to have taught genetic engineering and molecular
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biology to scientists from Eastern Europe, Cuba, Libya, India, Iran, and
Iraq. A recent intelligence assessment posits that Iraq and North Korea
might have weaponized smallpox.8 Iraq at one time had camelpox,
although reports that Iraq created a smallpox-like disease have not been
substantiated. North Korea continues to vaccinate its troops against small-
pox to this day – an ominous sign in view of its research on bioweapons
including propagation of germs for weaponization.

Even more frightening than the possibility of smallpox existing out-
side WHO-approved sites is that scientists might re-create the virus using
modern genetic engineering techniques. Scientists posit that this is beyond
current capabilities: the smallpox genome has been deciphered, but it is
among nature’s most complex viruses. Yet, many scientists agree that it is
only a matter of time – perhaps within a decade – before the virus might
be re-engineered “from scratch.”

What is beyond doubt is that if the virus were to fall into the wrong
hands, a global pandemic could be ignited with innumerable casualties.
No intricate steps are needed to start its spread. Ring vaccination would
be complicated by the disease’s long incubation period (over a week) that
would allow carriers to move around the world without anyone (including
themselves) knowing that they are an infectious timebomb. In some coun-
tries, widespread vaccination would be rapidly initiated upon discovery
of an outbreak – as the disease does not exist in nature, a victim would be
proof that there has been an attack. If there is enough vaccine and it can be
rapidly distributed into target communities where trained personnel can
apply it and separate the immune-deficient from carriers, then the death
toll could be limited.

The United States is far better prepared to meet a smallpox attack than
it was a few years ago; likely the same can be said about other highly
developed countries where response preparation is ongoing. The WHO’s
rapid response capabilities are commendably being enhanced. However,
upwards of 75 percent of the world’s population lacks emergency access to
smallpox vaccine. A deliberately ignited epidemic in over-crowded cities
in developing nations would horrifyingly meet few public health systems
that are remotely capable of containing its spread. Outside perhaps two
dozen States, a smallpox attack could kill three in ten unvaccinated healthy
persons and many more who are weakened by HIV, malaria, tuberculosis,
or other widespread afflictions. Conservatively stated, millions of people
could die from a well-planned attack. 9 Short of thermonuclear holocaust,
it is hard to envision any worse human-inflicted cataclysm.
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INFLUENZA AND HEMORRHAGIC FEVERS

Today, the direst biothreats are contagious viruses that are much more
available than smallpox. These viral agents can be weaponzied in moder-
ately equipped laboratories and disseminated by human carriers. There
are obstacles to using viruses, and some of these viral threats exceed cur-
rent capabilities. Yet, there are techniques for circumventing those obsta-
cles readily within tomorrow’s grasp.

Influenza

Influenza is ubiquitous and remarkably contagious after a short one to
two day incubation period.10 Its common variants have low lethality rates
but are so widespread that flu causes more deaths than any of the 1,500
human disease microbes: over one million people worldwide in an average
year.11 Scientists estimate that an influenza pandemic could spread across
the globe in eight to twelve months infecting 40 percent of humanity.12 It
bears remembering that the worst global pandemic in modern times was
the 1918–19 Spanish Flu that killed more than forty million people. The
1957 Asian Flu and the 1968 Hong Kong Flu each accounted for millions
of casualties.

Reasons for Concern
A key to flu’s dangers is its mutability. It is among nature’s simplest and most
mutation-prone RNA viruses, with an eight-segment genome encoding
ten proteins.13 Its segments break up in the host and absorb different
genetic material in a process called reassortment. As the virus moves from
migratory birds to domesticated foul and swine and then to humans, its
genetic code “shifts” creating new strains. This natural process is random,
but it is a trivial matter to induce changes with rudimentary equipment, a
stockpile of eggs, and pedestrian understanding of its well-mapped gene
sequence. Legitimate scientists extensively study the influenza virus and
regularly mix and match flu genes; modifying its genome requires common
knowledge and equipment.14 It is more difficult to direct that process to
make flu effective for bioviolence.

The lethality of a particular strain of flu depends in part on how rapidly
the virus replicates within the host. Most human strains replicate slowly
enough so that healthy persons’ immune systems can defeat the inva-
sion albeit after a few days of fever and discomfort. People with compro-
mised immune systems or elderly persons succumb more readily because
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even a slowly replicating virus meets little resistance. By contrast, the 1918
virus (an H5N1 variant) replicated thousands of times faster than common
strains; young healthy adults died disproportionately, often within a day
of contracting the disease. Midlife healthy persons’ stronger immune sys-
tems might have been their death sentence as the wildly multiplying virus
caused shock due to immune system overload.

Recently, scientists took RNA fragments of the 1918 influenza from the
lungs of victims preserved in pathology museums or frozen permafrost15

and reconstituted the disease using commonly available reverse genet-
ics techniques.16 Researchers learned which genes were responsible for
making the virus so harmful17 and, in 2005, published the virus’s genetic
code on the internet and in Science magazine.18 Experts are concerned
that hostile perpetrators could abuse these widely understood techniques
to reproduce the 1918 influenza.19

At this time, the Avian Flu (another H5N1 variant) is threatening to ignite
a new pandemic. Remarkably lethal, it has killed upward of 50 percent of
those who contracted it from infected birds or very close contact with
infected persons. Fortunately, it is not now readily contagious human-
to-human via casual aerosol delivery. Could the virus, through natural
mutation, stumble upon a genetic combination that is equally lethal but
far more contagious? How difficult would it be for a malevolent biosci-
entist to manipulate the natural virus to augment its contagiousness?20

Some experts predict that a readily contagious Avian Flu pandemic could
generate more than 180 million casualties worldwide.21 What might that
number be if human malevolence operates to transmit the virus through-
out diverse population centers? What if suicide carriers deliberately outwit
health care responders trying to contain the disease, thwarting efforts to
curtail the disease’s spread by harassing medical supplies and disrupting
quarantines?22

Limits of Protection
On April 1, 2005, President Bush authorized the use of quarantines and
other isolation measures against international travelers suspected of carry-
ing influenza.23 Yet, because influenza naturally occurs, medical personnel
would have a difficult time identifying a bioviolence flu attack early on.24

An attack might initially be mistaken for a natural outbreak. Moreover, it
is unlikely that isolation measures would be successful given influenza’s
high level of contagiousness. These measures might be marginally effec-
tive in the United States, but it is unrealistic to believe that comparable
measures could have a discernible impact in developing nations.
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Vaccines are the best line of defense for seasonal influenza out-
breaks but would have doubtful efficacy in controlling an intentional flu
pandemic.25 Influenza vaccines are produced each year after the WHO
identifies the likely disease strain. For vaccines to work, people must be
vaccinated before exposure to the virus; once a person has contracted the
disease, it is dangerous to administer a vaccine made from viral strains
because it might re-assort with the actual virus. After an outbreak of an
unexpected strain, it would take approximately six months to develop
and distribute influenza vaccines and additional months to deliver them,
just about the same time it would take for the virus to spread around the
world.26 In view of influenza’s very short incubation period, masses could
already be exposed before health officials could administer the vaccine.
Vaccines would therefore play only a limited role within the first twelve to
eighteen months of the pandemic.

Moreover, there are barriers to vaccine preparation. Producers com-
plain that they could not manufacture sufficient doses of vaccine in
such haste without special liability protection.27 (Liability protections for
vaccine producers are discussed in Chapter 6.) Vaccines are produced
now by companies in nine developed nations: Australia, Canada, France,
Germany, Italy, Japan, the Netherlands, the United Kingdom, and the
United States.28 Likely, during a flu pandemic, these nations will national-
ize vaccine production facilities and reserve supplies for domestic popula-
tions. If so, perhaps fewer than 500 million people (7 percent of the world’s
population) would be vaccinated.29

Antiviral medications and inhibitor drugs could be an effective coun-
termeasure to an influenza attack, but these medications are in short
supply. Moreover, because of flu’s short incubation period, administering
these drugs quickly enough would be a grave challenge, and they can-
not repair damage already done to the host.30 Yet, it is noteworthy that in
April 2007, the World Health Organization brought experts together to dis-
cuss the creation, maintenance, and funding of a global stockpile of H5N1

vaccine and medications. These experts agreed that the stockpile was fea-
sible and consistent with International Health Regulations that are the
overarching framework to ensure global health security.31

Even if a super-lethal influenza outbreak could be contained and the
number of casualties limited, the devastating economic impact through-
out the world could have dire international security implications. The
WHO estimates as much as $200 billion in losses worldwide with a mod-
est avian influenza pandemic.32 Also worth remembering here is that
social interaction stopped during the 1918 epidemic; people were afraid
to embrace, shake hands, or even stand next to one another. Group



P1: KNP
9780521883252c02a CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 21:26

METHODS OF BIOVIOLENCE 31

stereotypes were exaggerated, and doctors, nurses, and healthcare work-
ers were accused of deliberately infecting patients. A modern influenza
attack could have similar disruptive consequences.

Hemorrhagic Fever Viruses

The hemorrhagic fever viruses including ebola, marburg, lassa virus, rift
valley fever, yellow fever, omsk hemorrhagic fever, and kyasanur forest
disease are widely considered to be bioviolence agents. Indeed, both the
former Soviet Union and the United States weaponized these viruses; the
Soviets allegedly stockpiled large quantities of the ebola and marburg
viruses until 1992. These viruses can be exceptionally lethal – marburg
has a death rate of 25–70 percent; ebola has a much higher case fatality
of 50–90 percent. No cure and no vaccine are available for these viruses.
Treatment is limited to supportive therapy requiring continual attentive
care. A widespread outbreak would put enormous strain on public health
personnel who would have to monitor everyone in a major city that exhibits
symptoms as well as take radical measures to protect themselves and the
public from contagion.

These viruses have substantial disadvantages for use as weapons. An
offender would have to avoid the substantial risk of unintentional self-
infection. Also, carriers are contagious only after the two to twenty-one
day period of incubation when symptoms of fever, chills, headache, and
body ache are horribly manifest. Yet, these viruses are regularly cited as
topics of potential research that could alter key attributes so as to make
them more favorable terror weapons.33 With advancing knowledge about
how to manipulate viruses, the traits that make these agents difficult to
weaponize might be a diminishing barrier.

Acquiring the Agent: Initiating the Attack
The first challenge is acquiring the agent. One option would be to obtain
the virus from a naturally occurring outbreak. Indeed, in 1992, the Japanese
cult Aum Shinrikyo (now known as Aleph) sent a “medical mission” to
Zaire to purportedly help care for the victims of an ebola outbreak; it really
sought to collect and cultivate ebola samples to bring back to Japan.34 Its
efforts, however, did not give rise to a successful attack.

A more covert way to acquire these viruses would be from animal car-
riers. The offender would have to travel to the rainforests of Africa or to
areas in the Western Pacific where the virus is indigenous.35 He would
have to canvass numerous bats (the disease’s natural reservoir)36 and col-
lect several field samples in order to isolate the virus. Even if he finds an
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infected animal, it would be difficult to carry it undiscovered through cus-
toms. He could, of course, self-infect by coming into direct contact with
the animal’s feces, urine, or saliva or by handling an infected carcass. But
if he self-infects prematurely, he will be dead or obviously ill before arriv-
ing at population centers. An attack of this type would, therefore, require
substantial logistical planning.

Alternatively, a bio-offender might try to acquire agent strains from
a laboratory. It is unlikely, however, that an offender would purchase or
steal agents from a guarded laboratory lest he raise alarms and expose the
criminal plot to authorities. Experiments with viral strains are performed in
Biosafety Level (BSL) 4 labs (the highest level requiring the utmost protec-
tion and security), although specimens can be stored in BSL-2 facilities.37

A less-guarded laboratory or clinic, especially near locations where these
viruses are endemic, might pose considerably fewer obstacles.

Disseminating the Virus
Although these viruses are contagious, transmission among humans is not
as easy as transmitting the flu. Natural aerosol transmission is not con-
sidered effective for these viruses,38 although it has been documented.39

Certainly, direct contact with infected body fluids or contaminated bed
sheets and clothing would suffice, but this is not an efficient dissemination
method for a mass attack. To ensure transmission, offenders would have to
aggressively yet undetectably expose people to a patient’s blood, saliva, or
feces by coughing up sputum, contaminating door knobs or hand rails with
mucus or blood, bumping into people to expose their skin to sweat, or even
pricking them with a contaminated needle. There is a window of at most
a few days before being severely debilitated during which time offenders
would have to come into close contact with as many people as possible to
transmit the disease. Soon, the rash, jaundice, and massive hemorrhaging
would likely lead to their detection and isolation; health authorities would
be put on alert and could institute preemptive precautionary measures to
curb the outbreak. Anyone exhibiting symptoms would be advised to seek
medical attention.

With a modified virus or many attackers (or both), the best dissemi-
nation system is via the enclosed cabin of a crowded passenger jet where
constantly recirculating air and the close proximity of passengers could
expose many people on board. At the destination, the attackers could walk
around the airport, sneeze and cough in crowds, and board another flight
to a new destination. At the same time, unknowing victims would board
other flights to yet other destinations. Even this method of infecting many
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people is haphazard. Because death is so quick and so horrifying, vic-
tims would be incapacitated then dead before having much opportunity
to infect others. Yet, if a well-designed attack could infect a critical mass
of people, the contagion could spread as the victims would unknowingly
become attackers and continue to spread the virus on their own to an
unlimited number of people.

Aerosol release of a weaponized virus would require isolation, cultiva-
tion, and stabilization of large quantities of the virus. This would require
a thorough knowledge of the virus and sophisticated laboratory as well as
safety equipment for avoiding accidental infection. Moreover, the theory
that humans can contract the ebola or marburg viruses via aerosol deliv-
ery has been based upon reported laboratory experiments on monkeys;
even if perpetrators have the knowledge and capacity to obtain aerosolized
viruses, it is uncertain if an aerosol attack would be effective against
humans.

Another dissemination method for contagious viruses would be to
use living vectors – typically insects – to transmit infectious agents. Con-
ceivably, large quantities of mosquitoes could be infected with a disease
that they carry in nature. However, the insect species must be compati-
ble with the chosen pathogen; many mosquitoes have limited geographic
and climatic range; and they are notoriously unreliable. The Soviet Union
researched this dissemination method, and the U.S. Army Chemical Corps
in 1956 released uninfected mosquitoes in the southeast United States to
test the feasibility of insects as dissemination vectors. Although there is
scant evidence that terrorists have mastered techniques for insect dis-
semination, experts have noted that even developed nations such as the
United States are ill-prepared to address this type of attack:

Tools for responding to bioterrorism involving insect agents are lacking.

Effective traps or other detection methods, federal and state action plans,

eradication plans tested in the region of the insects’ origins, pesticides reg-

istered for use against insect agents, educational plans for the agricultural

community and general public, and legal understanding and enforcement

to institute control measures are needed.40

ANTHRAX

Anthrax is atop everyone’s list of bioviolence agents. U.S., Soviet, and Iraqi
bioweaponeers valued anthrax as one of the best agents for offensive
military purposes. It is remarkably lethal. Inhaled anthrax spores rapidly
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multiply and release powerful toxins; the fatality rate for untreated inhala-
tional anthrax approaches 100 percent. Prompt treatment with powerful
antibiotics can save lives, but the larger the quantity of inhaled anthrax,
the more quickly those antibiotics must be administered.41 If administered
too late, victims face agonizing death regardless of modern medicine’s best
efforts. Fortunately, anthrax is not contagious person-to-person. Igniting
a global anthrax epidemic is impossible, but multiple separate attacks
throughout the world present a hugely potent threat.

The WHO estimates that fifty kilograms of anthrax disseminated over
an urban population of five million would result in 250,000 casualties.
The United States Congressional Office of Technology Assessment esti-
mates that at least 130,000 deaths could result from the aerosolized
dissemination of one hundred kilograms of anthrax spores upwind
from the Washington, DC, area. According to a CDC economic model,
an anthrax attack would cost $26.2 billion for every 100,000 persons
exposed.42

In late 2001, only weeks after the World Trade Center bombings, highly
refined anthrax powder was laced on envelopes mailed to senators and
media figures. Twenty-two cases (eleven cutaneous – through skin – and
eleven inhalational) were identified; five people died. The genetic finger-
print of the anthrax proved it was a version of the Ames strain that was used
in U.S. and other bioweapons programs, although experts contend that
the anthrax was not of weapons-quality. The spores were highly refined,
enabling them to float for optimal dispersion and easy inhalation.43 When
asked of the potential origin of the Ames strain of anthrax mailed to the
Senate office buildings, Dr. Alibek answered, “ . . . to get this type of product
[anthrax], there is no necessity to have any sophisticated equipment. . . . It
could be done if this person knows how to do this by using very simple
techniques, very simple equipment, and this product could be obtained
in any amount.”44 Elaborating on who could obtain this particular type of
anthrax, Dr. Alibek added:

I am talking about the lowest level of expertise. It could be a lab technician.

It could be a technician working at one of the companies or even somebody

who worked before, many years before, in this field. . . . Recently, there was

a publication in the New York Times that one individual from Utah was

selling some manuals on how to make anthrax. . . . In this case, if somebody

bought this manual and has some knowledge, has some time and training,

this person would be able to develop this product.45
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There is an anthrax vaccine. Although its effectiveness and side effects
are disputed in connection with its use during the first Gulf War, it is now
available to military personnel, first responders, and other officials. This
vaccine could enable a bio-offender to handle anthrax with less risk of
self-infection. A State contemplating use of bioweapons could inoculate
its troops so as to diminish risks of blowback (changes in wind direction
that blow the aerosol in unanticipated directions).

Getting and Cultivating Seed Stock

Anthrax is widely endemic to grazing animals such as sheep, cattle, and
goats; cutaneous infection is an occupational hazard for people who work
with such animals or their hides. Eating undercooked meat from infected
animals can lead to gastrointestinal anthrax. These types of natural anthrax
infections occur, not surprisingly, most in countries with low health safety
standards but are rare in developed nations. Neither cutaneous nor gas-
trointestinal anthrax pose a risk of a biocatastrophe that is comparable to
inhalational anthrax.

Unlike smallpox, which requires scant if any weaponization, prepara-
tion of anthrax for a mass catastrophe is challenging. Anthrax is a spore; in
its natural condition, it falls to the ground where it is unlikely to be inhaled.
An attacker would have to suspend spores in the air at nose-height, heavy
enough to not be blown away and small enough to penetrate into the lungs.
Although growing it is easy, it is difficult to separate and aerosolize large
amounts with requisite size, weight, and viscosity for a widespread attack.
Moreover, there are myriad strains, most of which are not particularly
useful from a weapons perspective. The attacker would have to choose a
particular strain that satisfies technical requirements for weaponization.

Starting with a natural seed stock, even one of a usable strain, would
entail refining, which requires know-how and equipment that could be
very expensive and could risk detection.46 Most bio-offenders would prob-
ably prefer to divert an already refined strain cleansed of impurities that
might impede its lethality or complicate handling. In most developed
States, purchase of refined anthrax stocks is limited to authorized per-
sons, and these purchases are well-recorded and traceable. (This legal
requirement is more fully discussed in Chapter 5.) Breaking into a lab-
oratory to steal pathogens would alert law enforcers and leave clues of
who is preparing a bioattack. A better alternative would be to divert agents
from an insecure facility either by sneaking in or using someone already
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inside. Or, refined pathogens might be diverted during transport from one
legitimate user to another, especially if the carrier fails to observe basic
antitheft measures. Unfortunately, in too many places, transport of lethal
pathogens and bio-equipment is inadequately supervised.

A large quantity of agent will likely be needed for a catastrophic attack.
Reports that anthrax spores can be cultured in nothing more sophisticated
than a beer fermenter are half-true; certainly cultivating spores is triv-
ial, but sustaining optimal growth conditions to produce highly refined,
near-weapons-quality anthrax for effective dissemination to a large tar-
get is challenging. Slight changes in prevailing conditions might allow
undesirable microorganisms to grow and perhaps kill the desired cells.
These obstacles might be easier to overcome with sophisticated cultivation
equipment that is more forgiving of minor mistakes.47 For someone who is
technically knowledgeable, researching growth and media requirements
and techniques to propagate anthrax is easy. There is a correlation, there-
fore, between the offender’s expertise, the pathogen strain, and whether
the offender has sophisticated equipment.

The agent must be separated from its growth medium, formulated, and
loaded in the chosen dissemination device. These steps can vary enor-
mously. It might be appropriate to mill the agent into a very fine powder,
but milling requires considerable sophistication in order to preserve the
agents’ viability. Milling is not required; it appears that the anthrax used
in 2001 was not milled.48 Containment and safety are always top priorities
lest agent release sicken the bio-offender and his team as well as reveal
covert preparations. Protective equipment including glove boxes, air fil-
tration systems, respirators, high-efficiency particulate filter masks, and
encapsulated suits can reduce risks. These items are commercially avail-
able, but purchasing them might be traced.

Disseminating the Agent

The hardest technical challenge of anthrax bioviolence is to match the
agent’s characteristics with appropriate dissemination technology so that
it has the intended effect. Aerosol delivery is the most commonly discussed
dissemination method, but it is challenging to produce a cloud of particles
that are light enough to not instantly drop to the ground and small enough
to be inhaled deep into the lung.

Aerosols can be sprayed either as a dry powder or liquid suspension.
It is easier to produce a liquid spray, but processing it to a desired particle
size is harder. Dry powders are more stable – an important consideration
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for storing and shipping – but the drying process can destroy many organ-
isms. Significantly, drying creates a dangerous work environment. Most
drying equipment (drum pelletizers, pan dryers, and spray or freeze-drying
equipment, etc.) is commercially available, but an astute tracking sys-
tem might recognize systematic high-end purchases as suggesting covert
bioweapons preparations.

Pressurized sprayers mounted on a vehicle can spread agent evenly
over the chosen area, but they must be adapted to disperse the agent in a
fine mist. Such sprayers can be as simple as an insect fogger or as complex
as a specialized cluster warhead carried on a ballistic missile. Sprayers suit-
able for insecticides would need to be altered to work; achieving proper
flow for widespread dissemination of precise particles faces serious obsta-
cles. The Aum Shunrikyo cult in Japan planned to disseminate pathogens
from a modified briefcase consisting of a small tank to contain the agent,
a small fan, a vent, and a battery. With a modified sprayer, a crop duster
could be an ideal attack vehicle. This explains why so much concern has
been expressed over discovery that some terrorist cells tried to acquire
crop dusters, and why work on drone aircraft, unsuitable for carrying for
explosives but very effective for carrying biological or chemical agents,
raises anxiety.49

An alternative to spraying is to use explosives. However, much of the
agent would be destroyed, and a lot of what remains would be too big
to get into the lungs. Moreover, an explosion would deposit the agent in
thick concentrations where detonated without evenly spreading it over a
large area; military programs developed cluster munitions to address this
concern. Yet, the difficulties of using munitions to spread an even carpet of
agent might be irrelevant to a terrorist or criminal who is already planning
to bomb a target and is considering adding pathogens for extra effect.

Because anthrax is noncontagious and difficult to get into the air for
mass inhalation, it is most likely to be used in a confined space under
controlled conditions. Large stadiums are logical places to attack – crowds
of 50–100,000 spectators are easy to find. Outdoor stadiums would mean
exposure to sunlight, wind, and rain, which diminishes the chances for
a successful attack; if weather conditions permit, however, an anthrax
attack on an outdoor stadium can be catastrophic. Indoor arenas pro-
vide a more controlled environment; modern ventilation technology could
douse large sections.50 Air conditioning and circulation units at arenas
could be manipulated to blow anthrax throughout an entire stadium.
Domed arenas with negative air pressure could take advantage of pow-
erful fans that circulate air and thereby the anthrax powder.51
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There are even simpler dissemination techniques. A strategically
placed team could wave banners, towels, or pompoms that are saturated
with anthrax powder and resaturated from a cooler or large bag. Fans at
music and other entertainment venues often wave items in the dark. Only
slightly more complex would be to use rudimentary pumps that can be
purchased for less than $50; modifying such devices to discretely spread
anthrax is trivial. More complex would be to use foggers; in a rock concert
using pyrotechnics, such devices and the resulting cloud might be seen as
“special effects.”

Densely populated office buildings could also be an anthrax target. If
the offender can deposit the anthrax into a building’s air circulation system,
it could circulate throughout the building. Security personnel could be an
obstacle, but many of the world’s huge office buildings are unguarded;
in some instances, guards might be bribable. Better would be to have a
team member in the target building employed as a guard or janitor with
essentially unlimited access to these systems. Electronic locks and alarms
on these systems could be effective safeguards; even more effective are
HEPA filters.52 However, few buildings are so equipped. Elevator shafts are
also effective means of distributing clouds of powder. It is not very difficult
to use the shaft’s vertical movement to pump a lot of agent throughout a
modern skyscraper.

Subway systems are another enclosed venue for launching an anthrax
attack. In New York City, subways carry nearly one million people per day in
tunnels with fans to circulate air. With enough anthrax and enough people
to distribute it, the trains and the fans could circulate the powder.

All of these attack modes face impediments that could make them more
complicated than portrayed here. Many experts believe that, today, an
attack causing tens of thousands of casualties would probably be beyond
the capabilities of a lunatic or sole fanatic but not impossible for a terror-
ist organization with access to laboratory seed stocks. It is worth remem-
bering that the 2001 attacks that killed five people effectively shut down
Congress and, according to the EPA, cost hundreds of millions of dollars
in clean-up fees and detection expenses.53 An attack that kills 500 people
would generate incalculable panic and need for remediation. Repetition
of comparable attacks would have unquantifiable consequences.

BOTULINUM IN FOOD

Botulinum toxin, produced by the bacterium Clostridium botulinum,
is one of the most poisonous substances known. In a single gram is
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enough toxin to kill over one million people. It is lethal if inhaled, injected
into the bloodstream, or ingested through contaminated food products.
Botulinum is unsuitable for aerosol delivery against a widely dispersed
target and therefore considered not to be an effective battlefield agent,
but it could be effective against persons in a highly confined space. Symp-
toms first appear as stomach cramps, vomiting, and diarrhea (if ingested),
leading to complete muscle paralysis in a matter of hours. If untreated,
botulism can have a mortality rate of 100 percent; but only a 6 percent
mortality rate in intestinal botulism cases if promptly diagnosed and
treated.54

According to a Senate Report on the Alleged Assassination Plots Involv-
ing Foreign Leaders, the United States developed various schemes to use
botulinum toxin to assassinate Fidel Castro. In 1961, the CIA saturated a
box of Castro’s favorite cigars with concentrations of the toxin so potent
that a person would die simply after putting one of the cigars in his mouth.
The cigars were delivered to an unidentified person but did not actually
get to Castro. Later, the CIA tried to poison Castro’s food with botulinum
toxin. This was seen as “something ‘nice and clean, without getting into
any kind of out and out ambushing’ preferably a poison that would dis-
appear without a trace.”55 Pills containing the toxin were delivered to two
persons with access to Castro, but in each case the recipient returned the
pills unused.

After the 1991 Persian Gulf War, Iraq admitted to have stockpiled 19,000
liters of concentrated botulinum toxin (10,000 liters had been loaded into
13 ballistic missiles and 100 bombs). Nearly 20,000 liters of toxin are not
accounted for.56

Disseminating botulinum is challenging. Released into the air, the toxin
degrades quickly due to temperature and humidity. Released into water,
the toxin is readily inactivated by purification systems.57 To commit a catas-
trophic attack, botulinum would likely be aimed at the food industry. The
toxin is colorless, odorless, and tasteless making it undetectable in food.
Because the toxin is inactivated when exposed to temperatures over 85
degrees Celsius for five minutes, it would be most effective if laced on food
products that are eaten raw. Getting access to fruit or vegetables is triv-
ial, and toxins can be spread by hand; contaminating salad bars or other
unguarded food supplies could sicken a few people. An infamous exam-
ple involving not botulinum but salmonella was when the Rajanishee cult
in Oregon spread it on salad bars. Escalating from a local disturbance
to a mass catastrophe, however, multiplies the difficulties of circulating
enough agent to many people without being noticed.
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Recently, two Stanford researchers published an article in the Proceed-
ings of The National Academies of Sciences suggesting that terrorists could
easily kill or injure hundreds of thousands of people by putting botulinum
toxin in the milk supply.58 Twenty billion gallons of milk distributed yearly
in the United States are stored in unprotected tanks prior to processing.
It would be a relatively simple matter, they alleged, to release botulinum
toxin into these tanks. Although the pasteurization process will inacti-
vate 68.4 percent of the toxin, over a half million people would consume
contaminated milk resulting in 100,000 casualties, perhaps more. Notably,
most victims would be children who are preponderant drinkers of milk.

After publication, other scientists disputed the ease of such an attack,
claiming that it would take an enormous amount of toxin to spread
throughout the milk supply. Moreover, advanced pasteurization processes
can eliminate over 99 percent of the toxin. Nevertheless, the article’s speci-
ficity about how to execute a successful attack has fueled debate about
whether to constrain publication of scientific articles lest potential bio-
offenders gain access to dangerous information.59 Accompanying the arti-
cle’s publication was an editorial by NAS President Bruce Alberts explaining
that the article did not contain any technical information that is not readily
available and that it is useful for other scientists to think of solutions to the
problem.

AGROVIOLENCE

The modern era of biological weapons began in World War I when Ger-
man agents infected horses with glanders. The Soviets took agroviolence
the farthest. Its Ecology program weaponized variants of foot and mouth
disease (FMD), rinderpest, African swine fever, various poultry diseases,
and diseases to be sprayed from low-flying airplanes against economically
important crops. More recently, the Iraqi bioweapons program included
anti-crop agents such as wheat smut.

Today, agroviolence is a way to trigger widespread disruption that has
crippling economic effects without necessarily causing mass human casu-
alties. The 2001 natural outbreak of foot and mouth disease (FMD) in the
United Kingdom inflicted costs at $6–30 billion. A single case of mad cow
disease in the United States caused a $2.4 billion drop in beef exports.60

Agro-attacks will have a disproportionate effect on farmers, ranchers, and
food processors and will be most devastating against countries that pro-
duce nearly all of their population’s diet. Countries where food exports are a
substantial component of the economy would also suffer substantially. An
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attack against United States agriculture, for example, would not mean star-
vation because of advanced international trade systems, but there would
be untold damage to a $50 billion per year export market in food.

Motivations and Feasibility

Some bio-offenders might be disinclined to commit mass murder whether
for moral reasons or lest the attack blow back against them or their allies.
For bio-offenders especially concerned with self-preservation, it is safer to
work with agents that uniquely threaten crops and livestock than with
human pathogens. Bio-offenders who are fretful of capture might use
pests to resemble a natural blight. Or, agroviolence perpetrators might
be motivated by simple greed: “Profit could be made by manipulation of
futures markets, selling short the stock of major agrochemical companies,
or intentionally sabotaging overseas competitors to capture lost import
markets.”61

One unique group of potential bio-offenders opposes the use of ani-
mals in research and treatment of livestock. An anti-crop attack might
highlight their fury by striking a heavy economic loss while not hurting ani-
mals (including humans). Some opponents of genetically modified (GM)
crops and animals could use pathogens to destroy GM organisms. Radi-
cal animal rights groups might attack livestock to prevent businesses from
profiting from animal suffering. Ingrid Newkirk, president of the People for
the Ethical Treatment of Animals, stated her hope “that FMD comes to the
United States. It will bring economic harm only for those who profit from
giving people heart attacks and giving animals a concentration camp-like
existence. It would be good for animals, good for human health, and good
for the environment.”62

Agro-pathogens are abundant. Numerous diseases could be used
against livestock. The Animal Health Organization (Office Internationale
des Epizooties [OIE]) lists seventeen readily transmissible animal dis-
eases that can seriously disrupt internationally traded animals and ani-
mal products.63 It is easy to locate disease outbreaks; various internet sites
post veterinarians’ reports. Getting a pathogen sample could be as easy
as wiping an animal’s infected area with a cloth; disease could be spread
by rubbing other animals’ faces or injecting a slurry from infected tissue.
As the pathogen multiplies in the host animal’s system, the perpetrators
increase their arsenal. A few milligrams of pathogenic material could ini-
tiate multiple outbreaks in widely dispersed locales. Refined seed stock of
harmful agro-agents could also be obtained from any of 450 repositories
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in 67 nations. It is easy to transport agro-pathogens with scant risk of
detection; they can be cultured without expensive or specialized laboratory
equipment. “For instance, a few hundred micro-liters of scrapings from
the blistered mucosa of an FMD-infected animal, or blood from an animal
hemorrhaging from ASF, or a handful of wheat tillers heavily infected by
the stem rust pathogen can provide more than enough agent to initiate an
epidemic.”64

Attacks of Grave Concern

Livestock Diseases
Attacks against livestock could take advantage of farm animals’ living con-
ditions to accelerate the spread of disease. Feedlots commonly hold up to
100,000 head of cattle, and poultry production units can house a million
birds. In the United States, thirty feedlots fatten over five million head of
cattle, and the thirty-two largest packing plants process over 80 percent of
all beef.

Some diseases are essentially untreatable; at least twenty-two live-
stock diseases have no vaccine.65 Infected carriers must be isolated
and destroyed. If one animal in a herd is identified as infected, usu-
ally an entire herd must be destroyed. Worst are diseases that vaccines
have long eradicated from a region. Because vaccinations have ceased,
deliberate re-introduction of the disease would face no existing immu-
nity or responsive veterinary infrastructure. Foot and mouth disease
can become airborne and travel as far as 60 kilometers over land and
300 kilometers over sea; it can also be spread by animate vectors and
through direct contact with an infected animal. Bio-offenders could use
multiple agents, attack many sites simultaneously, or use drug-resistant
organisms.66 Igniting an extensive pandemic is challenging, yet smaller
attacks could entail merely spraying viral preparations with a simple atom-
izer, perhaps where animals are densely penned (as in chicken houses
or piggeries). Even if each attack is eventually contained, the threat of
new attacks could arouse economically ruinous quarantines and trade
sanctions.

In 2003, two U.S. government expert panels assessed the threat from
animal pathogens that could be used for bioviolence and established
research and development priorities to reduce these threats: The Inter-
agency Weapons of Mass Destruction (WMD) Counter Measures Work-
ing Group – Animal Pathogens Research and Development Subgroup
(2003), and a White House Office of Science and Technology Policy (OSTP)
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Agroterrorism Countermeasures Blue Ribbon Panel (December 2003).67

Ten animal diseases were identified for urgent vaccine and antiviral
research and development; significant investments were recommended.

Perhaps the livestock disease of greatest concern involves prions – par-
ticles of protein that alter normal proteins in the body and can cause incur-
able neurological ailments (bovine spongiform encephalopathy or mad
cow disease in cattle; Creutzfeldt-Jakob disease or CJD in humans). It is
infectious through consumption of infected meat regardless of cooking; an
attack against animals could be transmitted to humans. It was once com-
mon practice to feed cattle ground-up bits of other animals; if the disease
was in this feed, it could readily spread to other animals. In the 1990s in
the United Kingdom, an outbreak of mad cow disease and the subsequent
discovery that CJD had caused over a hundred human fatalities ultimately
caused as much as $50 billion in losses.68 Most developed nations now
prohibit feeding livestock the ground brains or skeletal remains of other
animals, but there is dispute about whether the disease can be transmitted
via consumption of still-allowed muscle tissue.

Crop Diseases
Attacks against crops are easy to execute. Pathogens can be obtained
virtually anywhere; methods for preparing the seed stock are widely
understood; and large quantities of the agent can be produced with little
more than a backyard garden. A perpetrator could mix the spores into fertil-
izer and hand-spread it in an unprotected field. Spores could be loaded into
a crop duster and sprayed over a large area without special preparation;
natural weather conditions would continue to spread the pathogen. All this
activity could be performed with scant risk of detection by law enforce-
ment.

From an offender’s perspective, the problem in using crop diseases
is that, at least in developed nations, effective mitigation and response
measures could limit the harm. Large agri-business has ready access to
response tools such as antifungal crop sprays, soil treatments, and alterna-
tive seed grain cultivars specifically bred to be disease-resistant. Reversing
crop damage is impossible, but these techniques can stop the spread of
disease quickly and prevent soil contamination from threatening future
crops. However, in less developed nations where sophisticated farming
techniques are not widely practiced, the financial costs of combating a
crop disease outbreak could be prohibitive for impoverished farmers. The
high concentration of monocultures (single species) limits genetic diver-
sity thereby reducing resistance to contagious diseases. An epidemic could
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spread throughout the region, threaten the entire crop for the year, and
contaminate the soil with fungal spores that could threaten future crops
as well.

A quandary of agroviolence against crops is distinguishing wrongful
from legitimate activity. Drug control efforts of the United States and the
United Nations have supported use of virulent strains of fungi, notably
Fusarium, against crops of opium, poppy, coca, and cannabis. The work
is alarmingly analogous to the Soviet Union’s anti-crop bioweapons pro-
grams and raises concerns about dual use pathogen research: the differ-
ence between anti-drug-crop programs and agroviolence programs is that
the targeted crop is designated as “illegal.” But that can be an inconsistent
justification for inflicting widespread agro-disease. Moreover, deliberately
releasing plant pathogens to destroy drug crops could provoke drug crim-
inals to retaliate by attacking food crops thereby initiating a sustained
exchange of bioweapons.

International Prevention Systems

The good news about agroviolence is that the international system to pre-
vent the spread of crop and livestock diseases is quite sophisticated. The
OIE has robustly risen to the challenge. It informs governments about
diseases and how to control them, assists States in implementing consis-
tent regulatory systems, and helps coordinate resources and information
efficiently in the event of disease.

The international system to control crop diseases is supervised by the
International Plant Protection Convention69 (IPPC, under the auspices
of the United Nations Food and Agriculture Organization [FAO]) which
promotes standards to prevent the spread of harmful plant pests and
pathogens. Also noteworthy is that the international system to prevent
traffic of diseased animals and plants (whether unintentionally or delib-
erately smuggled) is among the world’s most sophisticated regulatory sys-
tems, jointly supervised by the FAO and the World Customs Organiza-
tion (WCO). Yet, there is widespread concern that more action is needed.
According to the United States National Research Council,

The United States should investigate the global eradication of those ani-

mal diseases posing significant threats and cooperate with international

agricultural and wildlife experts in doing so. A continuing international

mechanism to identify measures needed for global eradication of partic-

ular diseases should be established. Through such a mechanism, a global
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vaccination and eradication strategy could be developed with the partici-

pation of diverse experts and stakeholders.70

AGENTS HISTORICALLY USED AS BIOWEAPONS

A handful of agents are widely cited for their previous development or
use as bioweapons. Today, these agents might seem less threatening; there
are difficult obstacles to using them for mass catastrophe. A sophisticated
weapons program, however, could develop very dangerous strains. Four
of the most prominent agents are briefly mentioned here.

Plague

Japan, the United States, and the former Soviet Union developed plague
as a biological weapon.71 Plague is infamous because of the Black Death
pandemic that swept through Europe killing up to one-third of the conti-
nent’s population. A more recent pandemic began in 1855 in China, spread
worldwide, and killed over twelve million people.

The bacterium, Yersinia pestis, is naturally available in infected rodents.
In its most dangerous pneumonic form, it is a highly contagious disease
that can spread by respiratory droplet to people within two meters. It
can cause death within days if not treated; because its clinical symptoms
resemble progressive pneumonia, rapid diagnosis and treatment is diffi-
cult. In 1970, the World Health Organization reported that 50 kilograms
(111 pounds) of aerosol plague disseminated over a city of five million
could infect up to 150,000 inhabitants with pneumonic plague and could
cause as many as 36,000 fatalities. The aerosol would remain viable for a
period up to an hour after dispersal and could spread up to 10 kilometers
(6.2 miles). This amount of aerosol disseminated over New York City could
infect more than 243,000 people.72

A plague vaccine was discontinued in 1999. The disease is treated by
administering prophylactic antibiotic drugs within twenty-four hours after
the onset of symptoms.73 In the event of a plague epidemic, health offi-
cials would likely administer these drugs to people with a fever or a cough
without awaiting definitive proof that they have the disease. Although
most public health systems throughout the developed world have ample
antibiotics to limit the disease’s impact, a widespread attack in develop-
ing nations could exhaust drug stockpiles rendering health care systems
impotent.
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These numbers should not disguise plague’s significant drawbacks for
use as a weapon. Yersinia pestis is sensitive to sunlight and heat and does
not survive long outside a host. It is difficult to handle and aerosolize.
If there are a limited number of victims, it is relatively easy to prevent
plague’s spread. To become an epidemic, plague requires a critical mass to
develop the cycle of transmission whether via direct contagion or indirectly
via fleas. A highly contagious strain of plague would have to be widely
disseminated in order to infect many people simultaneously so that the
number of infected persons would overwhelm a health system’s ability to
distribute antibiotics. That said, a large plague attack using vectors (fleas
or mosquitoes deliberately infected and released) in the developing world
could be regionally devastating. Moreover, the Soviet bioweapons program
is reported to have modified plague for easier dissemination. Whether
today’s bio-offenders have comparable capabilities is unknown.

Tularemia

The Japanese, the Soviet Union, and the United States extensively
researched tularemia during World War II. The Soviet Union is widely
believed to have intentionally caused tularemia outbreaks among German
soldiers in Eastern Europe during World War II to slow their advance. Dur-
ing the Cold War, both the United States and the Soviet Union weaponized
the disease; the Soviets weaponized it for use in a specially devised
bomblet.

Tularemia is contracted through the skin, mucous membranes, gas-
trointestinal tract, and lungs. It is transmitted either by insect bites or by
inhaling the bacteria. Tularemia is a threat because it is highly infectious.
On average, ten organisms of F. tularensis can cause illness if inhaled.
Virulent strains of the bacteria have been reported to cause 30–60 per-
cent mortality if left untreated, but the overall fatality rate for tularemia is
around 7 percent, dropping to 2 percent if treated with antibiotics. It is con-
sidered more as an incapacitating agent. Microbiologists can transform F.
tularensis with plasmids to enhance its virulence and make it resistant to
certain antibiotic drugs.74

The WHO estimated in 1969 that an aerosol dissemination of 50 kilo-
grams of tularemia over a city of five million people could incapacitate
250,000 and kill more than 19,000.75 However, the disease is difficult to
propagate and is subject to environment stresses. A military bioweapons
attack using tularemia might inflict catastrophic damage, but dissemina-
tion problems could inhibit its use as a terrorist weapon.
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Q Fever

Q fever, short for Queensland Fever, is a zoonotic disease caused by one of
the world’s most infectious bacterium, Coxiella burnetii– a single organism
can generate infection. The bacterium itself can be acquired from cattle,
sheep, goats, and other herd animals. Culturing the bacteria using rou-
tine laboratory techniques is difficult, but dissemination is not arduous.
The bacterium is highly resistant to heat, drying, disinfectants, and other
environmental factors.76

The most common acute form of the disease has a very low death rate,
only 1–2 percent. The chronic form of the disease, however, has a much
higher death rate of 65 percent but can take from one to twenty years to kill
the victim. A vaccine for Q fever has been developed but is not commer-
cially available in the United States. Also, people who have previously been
exposed to the bacteria are strongly advised against receiving the vaccina-
tion because of potentially severe complications. A population would have
to be preemptively vaccinated before an actual terrorist attack.77 Antibi-
otic treatment is available but would be effective only if administered soon
after infection.

Ricin

Ricin, a toxic protein extracted from castor beans, is extremely lethal if
inhaled, ingested, or injected directly into the bloodstream. No antidote
exists. It is highly stable and less affected by meteorological conditions than
most bacteria. Ricin toxin is most reknowned as a means of assassination.
The Soviets used it to assassinate Bulgarian dissident Georgi Markov in
1978 by injecting a 1.7 millimeter-wide ricin pellet underneath his skin with
a modified umbrella tip.78 The ease of obtaining the poison and lethality
of infection make ricin a credible biomurder threat, but disseminating
lethal doses to many people is challenging – more challenging even than
disseminating other toxins. If the objective is to cause mass casualties,
enormous amounts of the agent would have to be released into the air in
hopes of infecting people inhalationally.

EMERGING MICRO-SCIENCES AND BIOVIOLENCE

Bioscience is racing forward into directions that science fiction writ-
ers could barely have imagined only a short time ago. Simultaneously,
other technologies such as micro-engineering (nanotechnology) and
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information technology are eroding the line that separates the life sciences
from other disciplines. It is now possible to create viruses from chemi-
cals – the “creators” of the polio virus referred to it as an animate chemical
compound.79 The day is not far off when more complex life forms can be
similarly re-created. Easier than creating altogether new living organisms
is manipulating existing life with new attributes. Altogether, emerging sci-
ences offer radical transformations in medicine, agriculture, and technol-
ogy. Where they will lead us, even in the span of a few decades, is virtually
unforeseeable.

A major note of caution is in order. Much is possible, but it is not alto-
gether certain which discoveries offer serious potential for bioviolence.
Scientific advances certainly thicken the fog of bioviolence prevention,
but less certain is whether we should fear Frankensteins lurking in the
shadows. Even if the threat of nightmares erupting from bioscience is real,
how imminent is the peril? Scientists agree that genetically engineering
a new species that can be effectively weaponized is extremely tricky with
many obstacles. Dangerous possibilities should be recognized, but possi-
bilities do not necessarily become reality.80

Bioscientists can awe nonexperts by describing emerging capabilities
even as other bioscientists, no less awe-inspiring, describe why those capa-
bilities will not work effectively. For anyone trying to grapple with the pol-
icy implications of emerging bioscience, these debates seem part of the
problem: scientific vacillation complicates assessment of risks and the
efficacy of safeguards. The level of scientific discourse far exceeds most
policy makers’ knowledge or patience. Further obscuring how to identify
advancing science’s risks – as well as identifying policies to reduce those
risks – is the rush of scientific change that opens corridors to new pro-
cesses and insights that, in turn, open exponentially more corridors. Even
if scientific possibilities are not realistic today, they may be realistic by the
time a policy to address them is in place.

This section can only sketch the potentially dangerous applications
of emerging bioscience. Two concerns deserve emphasis. First, one rea-
son States have refrained from developing bioweapons is that military
leaders have not enthusiastically championed the prospect of deploying
them: pathogens are hard to use and unreliable for strictly military appli-
cations. Yet, emerging techniques could enable development of weapons
uniquely and precisely tailored to modern and highly specific military
objectives.81 Second, enormous resources are being devoted to devel-
oping vaccines and antidotes (discussed in Chapter 6); rapid and effec-
tive use of medications will hopefully mitigate the harm of a bioattack.
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A sophisticated offender will likely try to circumvent them, and new tech-
niques will make it increasingly easy to do so.

Molecular Biology’s Emerging Risks

Molecular biology refers to the science of transferring, inserting, or deleting
individual genes, perhaps from a different species, into a species’ genetic
code thereby altering its properties. It is a commentary on the pace of
bioscience to say that molecular biological techniques are now pedestrian.
Less pedestrian is knowing how to control the outcome: moving genes is
trivial, but being assured of the outcome of a particular movement can be
trickier.

Modification of Weapons Agents
Perhaps the most urgent concern here is the potential to modify lethal
microbes to increase their lethality or physiological impact, make them
resistant to antibiotic treatments, enable them to evade existing vaccines,
or enhance their environmental stability and survivability. For example,
anthrax’s already high standing as a bioviolence agent would escalate if
it could be modified to be less vulnerable to current immunizations or
antibiotic treatments. Some known anthrax strains are resistant to con-
ventional antibiotic treatment – extending that resistance would produce
a remarkably frightening agent. More speculative would be transferring
genes from highly contagious yet otherwise innocuous pathogens into the
anthrax genome thereby producing an anthrax that more readily spreads
among victims.

Scientists are currently able to generate antibiotic-resistant bacteria
to determine, for example, how readily those bacteria might become
resistant to a new treatment. Various bacterial agents such as plague or
tularemia could be altered to increase their lethality or to evade antibi-
otic treatment. Another “defect” of plague is that its especially lethal
pneumonic form is short-lived as an aerosol, and it is transmissible
only over short distances. Designing a plague bacterium that lives longer
in the air would increase its contagiousness. Until now, the develop-
ment of such pathogens has been limited because changing one char-
acteristic of a pathogen, for example contagiousness, could adversely
affect another characteristic, for example lethality. The genetic engineer-
ing that is required for antibiotic resistance might undercut the agent’s
pathogenicity; a genetically engineered agent that meets both of these
requirements might be unstable. Yet, it is becoming ever more realistic
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to manipulate a specific agent characteristic without affecting other
attributes.

Immunologically altered pathogens could defeat standard identi-
fication, detection, and diagnostic methods.82 Indeed, there is some
precedent: State bioweapons programs, primarily of the former Soviet
Union, created truly frightening organisms decades before the genetic
engineering revolution. Both anthrax and plague were made immune to
several forms of antibiotics; anthrax was altered to disguise its presence
with enhanced ability to bypass the immune system; and genes caus-
ing unusual symptoms were inserted in the bacteria causing tularemia.
An interesting innovation was the insertion of “sun-tanning” genes that
enable pathogens to survive exposure to sunlight, which heightens their
effectiveness for midday attacks.83

The effects of natural diseases could be modified. Most natural dis-
eases have evolved to kill ineffectively lest they die out for lack of hosts,
but a laboratory-altered pathogen would have no such constraints. Even
if lethality is not the objective, pathogens could be designed to have dev-
astating consequences. Some diseases that cause only high fevers could
be induced to inflict more incapacitating neural damage. Viruses could
be engineered to produce pharmaceutically active compounds causing
a wide range of disabling effects from mild disorientation to severe psy-
chosis. Such viruses could be contagious and could persist for years in
the body (like herpes viruses and retroviruses) causing permanent, con-
tagious, mental or physical disability.84 An example of unintended results
occurred when British scientists created a hybrid pathogen by combin-
ing the viruses causing dengue fever and hepatitis C for the objective of
reducing the number of laboratory animals needed for testing a hepatitis
C vaccine. If the resulting pathogen had escaped through accidental or
intentional release, a new disease could have emerged with unique symp-
toms and unknown virulence.

Perhaps the single most important question today is whether the
Avian Flu virus could be genetically modified so that it is far more readily
transmissible person-to-person. This issue was recently (and ominously)
addressed by a panel of the National Academies of Science

[A]dvances in technology have led to the possibility that, even if a

new lethal influenza A virus does not emerge in nature within the

near future, one could be artificially generated through reverse genetic

engineering. . . . Although the knowledge, facilities, and ingenuity to carry

out this sort of experiment are beyond the abilities of most non-experts at

this time, this situation is likely to change over the next 5 to 10 years.85
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Improving Target Specificity
A most disturbing and increasingly realistic possibility is creation of an
ethnic-specific bioweapon: a virus or bacteria that targets genetic mark-
ers belonging to a particular ethnic population.86 Until recently, it was
believed that there were no particular genetic sequences in a given ethnic
population or race that could be targeted to affect a particular biologi-
cal activity. That belief is unraveling as genetic sequencing becomes more
sophisticated and the human genome is better understood. In the opinion
of some experts, it will be possible in the near future to create a virus or
bacteria that targets only persons of specific ancestry. An ethnic-specific
bioweapon would ideally target certain genetic markers that are present in
close to 0 percent of the user’s population and anywhere over 10 percent of
the target population. Even if such a bioweapon affects only 10–20 percent
of a targeted population, the effects could be devastating.87

Synthetic Genomics

“Synthetic genomics” refers to an array of emerging technologies for
constructing novel bioengineered microbial genomes from standardized,
chemically produced short strands of synthetic DNA.88 Synthetic genomics
is part of a larger set of technologies that involve construction of new
proteins by assembling gene networks for specifically designed tasks. Sci-
entists will someday build segments of desired genetic components with
their associated function that could then be programmed to execute par-
ticular processes. Although offering enormous potential for good, these
capabilities have some frightful implications.

Re-creation of Diseases
In the near future, synthetic genomics technology could enable re-creation
of an existing or eradicated virus having a completely known DNA
sequence. As mentioned, the polio virus was created in a laboratory using
its genetic sequence – available on the internet – and a series of commer-
cially available DNA sequences. As more pathogens are fully sequenced
and that information is made available, it will become increasingly pos-
sible to synthetically replicate any pathogen from scratch without going
through all the bother of painstaking collection from the environment or
infiltration of a secure laboratory. This would enable scientists to circum-
vent the control measures that limit access to agents that pose a uniquely
high risk of bioviolence.89

Moreover, re-creation of eradicated or highly confined diseases would
enable their spread in regions where there is no natural immunity. For
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example, ebola could be released outside Africa. Through effective vac-
cination programs and worldwide cooperation, some of the great killer
viruses have been eradicated from the planet or at least substantially
confined. Current advances in biotechnology, however, have made the
potential for resurrecting these historic killers a reality. Of course, if small-
pox were synthetically created, it would find humans unvaccinated and
with little residual immunity. Less spectacular but certainly devastat-
ing would be re-creation of long-eradicated plant and livestock diseases
which would now find a susceptible population that is severely lacking in
genetic diversity.

According to experts, the assembly of entire genomes is not a sim-
ple undertaking. Said Dr. Craig Venter: “The number of pathogens that
can be synthesized today is small and limited to those with sequenced
genomes. And for many of these the DNA is not infective on its own
and poses little actual threat. Our concern is what the technology might
enable decades from now.”90 A particularly grave threat is the re-creation
of the Spanish Flu influenza strain that killed over forty million people in
1918–19. Through reverse genetic engineering techniques, the virus has
been fully re-created. Although the availability of the genome is tightly con-
trolled, there is nothing to say that malevolent persons could not copy the
process.

Synthetic Viruses
One of the most dramatic developments of genomics is the impending
capability to create synthetic living systems – living in terms of being able
to replicate themselves using known life processes involving nucleic acids
and proteins. Scientists are actively working on the synthetic creation of
cellular life. Such agents could be useful to control pests such as weeds,
rodents, or insects; the lessons, however, could be transferable to con-
struction of weapons. Somewhat farther in the distance is the specter of
creating altogether new pathogens, most likely viruses. Scientists are now
able to change parts of a virus’ genetic material so that it can perform spe-
cific functions. Although complicated, scientists can delete genes from a
cell line and thereby “precisely map which parts of the virus allow it to
get into cells, which are responsible for virulence, and what parts might
become a component of a vaccine.”91

RNA Inhibitors and Bioregulators
Technologies involving active molecules could also lead to poten-
tial weapons capabilities. RNA interference (RNAi) involves destroying
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sequence-specific RNA with small molecules. These emerging technolo-
gies hold enormous promise for treatments that impede the pathway of
disease but might also open potential for new malevolent applications.92

Bioregulators are small organic compounds that modify body systems
and could enhance targeted delivery technologies. Some experts are con-
cerned that new weapons could be aimed at the immune, neurological, and
neuroendocrine systems. Again, according to the National Academies of
Science,

The threat spectrum is broad and evolving – in some ways predictably,

in other ways unexpectedly. The viruses, microbes, and toxins listed as

“select agents” are just one aspect of the continually changing, complex

threat landscape. In the future, genetic engineering and other technolo-

gies may lead to the development of pathogenic organisms with unique,

unpredictable characteristics . . . 93

Nanotechnologies

Nanotechnology, the science of building things in a size range from 1 to
100 billionths of a meter, enables constructing objects from their most
basic materials thereby offering an unprecedented degree of precision and
control over the final product. Nanotechnology is not a life science and is
not limited to existing natural systems. Yet, biotechnology can be viewed as
a subset of nanotechnology; biotechnology is “nature’s nanotechnology.”

Some experts warn that misuse of nanotechnology could lead to hor-
rifically effective weapons, most of which have nothing to do with biovi-
olence. Yet, the potential combination of nanotechnology with emerg-
ing bioscience raises new potential for inflicting harm – albeit a poten-
tial that is still somewhat on the horizon. Nanotechnology designed to
deliver medicines in a more effective and targeted fashion could also be
used to deliver disease agents into a person’s system. As an example, a
nanotech-built antipersonnel weapon capable of seeking and injecting
toxins into unprotected humans could carry lethal doses of botulinum.
As many as fifty billion toxin-carrying devices – theoretically enough to
kill every human on earth many times over – could be packed into a single
suitcase. Moreover, although far on the scientific horizon, nanotechnology
research is exploring processes of self-replication.

This is most certainly not the place to explore the social and strategic
implications of nanotechnology, yet it is worth contemplating the impli-
cations of “merging” advances in nanotechnology with advances in more
traditional biosciences. Consider the warning offered by Bill Joy, cofounder
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and chief scientist of Sun Microsystems in an often cited article in Wired
magazine:

Nanotechnology has clear military and terrorist uses . . . – such devices can

be built to be selectively destructive, affecting, for example, only a certain

geographical area or a group of people who are genetically distinct. . . . The

21st-century technologies – genetics, nanotechnology, and robotics – are

so powerful that they spawn whole new classes of accidents and abuses.

Most dangerously, for the first time, these accidents and abuses are widely

within the reach of individuals or small groups. They will not require large

facilities or rare raw materials. Knowledge alone will enable the use of them.

Thus we have the possibility not just of weapons of mass destruction but of

knowledge-enabled mass destruction (KMD), this destructiveness hugely

amplified by the power of self-replication.94
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3 Who Did Bioviolence? Who Wants
To Do It?

The subject of bioviolence inevitably leads to the question: who would do
such a repulsive thing? Some experts argue that terrorists and rogue States
are not interested in bioviolence – the threat might therefore be overblown.
Hopefully, they are correct. An enormous amount of evidence, however,
suggests they are wrong.

Here’s the dirty truth: from the dawn of biology’s ability to isolate
pathogens, people have pursued hostile applications of disease. To ignore
this extensive history and presume that today’s villains are not fervent
about weaponizing disease is very dangerous. As bioviolence becomes
easier and more lethal, we ignore this penchant for making people sick at
our peril.

The first section of this chapter portrays the historical experience
with biological weapons. The second section focuses on existing State
bioweapon programs. The final section turns to terrorist and fanatic biovi-
olence – today’s most critical threats.

THE BIOLOGICAL WEAPONS EXPERIENCE

Disease has been entwined with war and violence for millennia. Plagues
inflicted on Egyptians compelled the Exodus. Greek swordsmen coated
their blades with feces. Tartar besiegers of Caffa – a port city on the Black
Sea – hurled plague-ridden corpses over city walls possibly beginning the
Black Death that killed almost one in three Europeans.1 Centuries later
in the American colonies, General Jeffrey Amherst, commander of British
forces at Fort Pitt, responsible for “the Total Extirpation of those Indian
Nations,”2 gave blankets previously worn by smallpox patients at nearby
hospitals to Native Americans.

55
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With the onset of gunpowder weapons in the late 1400s, disease receded
from overt military use. It was too slow and incapable of direction to
have much battlefield relevance. Yet, with the ability to isolate and classify
micro-organisms in the late 19th Century came the possibility that disease
could be harnessed for weapons purposes.

The Road to Geneva

By World War I, a few pathogens could be cultured, but bioweapons were
not substantially used. German secret agents infected Allied forces’ horses
and cattle with bacteria and attempted to spread plague in St. Petersburg.
They are also alleged to have poisoned wells with corpses and dropped
bacteria-infected fruits and chocolates over civilian areas. Yet, moral con-
straints might have curbed use of disease against humans. German scien-
tists who recommended use of antipersonnel bioweapons received neg-
ative instructions: “All respects to your courage and patriotism, but if we
undertake this step we will no longer be worthy to exist as a nation.”3

Into the 1920s, bioweapons were not viewed as militarily credible. The
U.S. Chemical Warfare Service asserted that bioweapons “would have little
effect on the actual issue of a contest in view of the protective methods
which are available for circumscribing its effects.”4 It was Auguste Trillat,
director of the French Naval Chemical Research Laboratory, who initiated
research on anthrax and other diseases as potential weapons, seeing them
as effective against enemy reserves, civilians, livestock, and water sup-
plies. Thereafter, concerned that the Nazis were pursuing bioweapons, the
French military actively pursued bioweapons production but met sub-
stantial technical difficulties that precluded success before the Germans
invaded.5

In 1925, international diplomats agreed to prohibit bioweapons as well
as chemical weapons. However, their agreement, the Geneva Protocol, did
not address research, production, development, or stockpiling of banned
weapons; neither did it ban their use in internal or civil conflicts. Many
States reserved the right to retaliate in kind for an adversary’s use of chemi-
cal or bioweapons. These shortcomings notwithstanding, the Geneva Pro-
tocol expressed a widely shared repugnance for chemical and bioweapons.

Mid-20th Century Bioweapons Programs

The proliferation of bioweapons programs during the mid-20th Cen-
tury was not the fault of the Geneva Protocol’s limitations. Likely, more
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proliferation would have occurred had there been no internationally rec-
ognized prohibition. The Protocol’s humanitarian norms deserve credit
for convincing some States to shun bioviolence, but the profusion of
bioweapons programs undercut confidence that a norm can be effective
by itself.

Unit 731
Japan used bioweapons (plague, cholera, epidemic hemorrhagic fever,
and even some sexually transmitted diseases) in China, causing perhaps a
quarter of a million casualties. The infamous Unit 731 laboratory complex
employed over three thousand scientists and technicians to develop and
disseminate diseases including typhoid and cholera. Plague-infected fleas
were dropped over Manchuria from high altitude aircraft. As their war
fortunes soured, the Japanese contaminated water sources and food to
slow down advancing Chinese troops.

Near the war’s end, plague was unsuccessfully deployed against Amer-
ican forces in the Pacific. Rather than exacting retribution, U.S. military
planners were intrigued. Upon armistice, they granted immunity from
prosecution to Japanese scientists associated with Unit 731 in exchange
for their research data. As one official noted, these valuable first-hand
accounts of human experiments “could not be obtained in our own labora-
tories because of scruples attached to human experimentation.”6 Secrecy
shrouded both Japanese criminality and the burgeoning U.S. bioweapons
program. “Professional deference was accorded the Japanese scientists,
with whom the Americans from Detrick and G-2 had tea and dined. Japan
was no longer the enemy; the enemy was the Soviet Union.”7 National
security took precedence over criminal prosecution.

The U.S. Offensive Bioweapons Program
Soon after Pearl Harbor, Secretary of State Henry L. Stimson recommended
pursuit of bioweapons research. The U.S. program, run jointly by the War
Research Service and the Chemical Warfare Service, prepared various anti-
personnel, anti-animal, and anti-crop agents primarily at Camp Detrick,
Maryland. Two open-air testing facilities were established near Dugway
Proving Grounds (Utah) and at Horn Island (Pascagoula, Mississippi). Sec-
retary of War, George Merck, proudly pointed to the program’s successes:
pilot and large-scale production facilities for human and agro pathogens;
mass production of anthrax and virulent brucellosis for filling bombs; and
field testing new cluster bombs for biological munitions. Near the end of
the war, production of anthrax munitions began with plans to drop over
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four million four-pound anthrax bombs on six major German cities to
inflict three million civilian deaths. These weapons were not supplied to
Allied forces and thus never used.

Created in 1948, the Committee on Biological Warfare found that the
United States was highly vulnerable to attack and recommended that the
U.S. Research and Development Program be enhanced in order to: 1)
detect and identify biological agents; 2) decontaminate, protect, and treat
exposed victims; and 3) test dissemination of innocuous organisms in
ventilation systems, subway systems, and public water supplies as well as
“stamps, envelopes, money, biologicals, and cosmetics . . . contamination
of food and beverages” as a primary means of spreading biological
agents.8 For twenty years, pathogens such as brucellosis, tularemia, Q fever,
Venezuelan equine encephalitis, anthrax, and botulinum, along with anti-
personnel and anti-crop cluster bombs were produced without much pub-
lic attention.

Most distressingly, humans and animals were exposed to aerosolized
agents to test the effectiveness of experimental munitions. In 1950, the
first open-air sea tests released an anthrax simulant (Bacillus globigii)
from naval vessels near Norfolk, Virginia. Near San Francisco, a U.S. Navy
minesweeper dispersed aerosolized bacteria to see what would happen
in a possible bioweapons attack; several people reported urinary tract
infections which the military claimed were coincidental. After the experi-
ments and testing were declassified, family members of a victim who died
allegedly as a result of the experiments filed a wrongful-death suit against
the U.S. government. The case was dismissed because the experiments
were part of national defense planning.9

In other experiments, human volunteers were injected with harmful
anthrax simulants or exposed to fungal agents. In 1955, Army Operation
CD-22 (“Operation Whitecoat”) released Q fever a half-mile upwind from
animals and people to test dissemination techniques. In 1956 throughout
Georgia and Florida, uninfected mosquitoes were released over fifty times
to test the feasibility of using them as dissemination vectors; residents were
later canvassed to determine how many people were bitten. In 1966, the
Army conducted an open air test at Washington D.C.’s National Airport:
“Traps were placed throughout the facility to capture the bacterium as it
flowed in the air. Laboratory personnel, dressed as travelers carrying brief
cases, walked the corridors and without detection sprayed the bacterium
into the atmosphere.”10 In a Manhattan subway, light bulbs filled with
bacteria were dropped onto tracks to measure the bacteria’s spread. Thus,
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to prepare biological agents to use against an enemy, they were aimed at
Americans.

In November 1969, however, President Nixon, concerned that biolog-
ical weapons offered little value to the American arsenal, but their pro-
liferation might undermine nuclear deterrence, unilaterally cancelled the
U.S. offensive program. He declared that the United States would destroy
its entire bioweapons stockpile. Shortly thereafter, the U.S. Army Medi-
cal Unit ceased developing bioweapons and began developing vaccines.
The U.S. Army Medical Unit was renamed the U.S. Army Medical Research
Institute of Infectious Diseases (USAMRIID).11 The decision quickly led to
negotiations for the Biological Weapons Convention.

It must be noted that the United States has the world’s largest and most
advanced biodefense programs. There is a very fine line that distinguishes
biodefense from bio-offense. Whether the United States has crossed that
line is discussed thoroughly in Chapter 8.

The Soviet Biological Weapons Program
The Soviet Union’s program began in 1928 by weaponizing typhus. By
World War II, the Soviets could produce and disseminate typhus, tularemia,
and Q fever via insects. In 1946, with data from the Japanese Unit 731,
the Soviet Ministry of Defense began research, development, testing, pro-
duction, and delivery of numerous agents. Bioweapons facilities, officially
known as Scientific Field Testing Laboratories, were built around Moscow
and on the Aral Sea. By the late 1960s, the Soviet bioweapons arsenal
included smallpox (with a strain received from India), ebola, lassa fever,
and monkey pox.

Shortly after the Soviet Union ratified the Biological Weapons Con-
vention in the early 1970s, Biopreparat (the Chief Directorate for Biolog-
ical Preparations) was formed. Altogether, fifty-two biotechnology sites
employing over fifty thousand scientists and technicians were concealed
as civilian biotechnological and pharmaceutical research laboratories. Its
offensive objectives were: 1) to develop pathogen strains that could resist
vaccines and antibiotics and could degrade victims’ natural defenses, and
2) to discover methods of weaponization. A high priority was to mass
produce exceptionally viable agents with short incubation periods. Soviet
scientists spliced ebola and Venezuelan equine encephalomyelitis (VEE)
genes into smallpox to create a so-called chimera virus that would have
synergistic effects and be resistant to vaccines or antiviral treatments. In
the late 1980s, the Soviets combined a strain of mousepox (a close relative
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of smallpox) and VEE genes to cause symptoms of both diseases. If a victim
were to seek antibiotic treatment for the symptoms of one agent, the other
agent in the “cocktail” could still finish him off.

Biopreparat produced and stockpiled hundreds of tons of plague,
tularemia, glanders, anthrax, smallpox, and VEE. Within two decades,
nearly sixty pathogens had been genetically modified into more potent
diseases. To deploy these agents, the Soviet Army had twenty specially
equipped crop duster planes, medium-range bombers, intercontinental
ballistic missiles, and cruise missiles capable of delivering agents to mul-
tiple cities. Tularemia and VEE were the principal agents designated for
battlefield use; anthrax and marburg virus were nominated for attacking
rear areas.

Smallpox was produced in liquid form and loaded into submunitions
that SS-18 intercontinental ballistic missiles could deliver against enemy
population centers. The Soviet program also explored very sophisticated
dissemination methods including modified ICBM warheads with refrig-
eration equipment and special heat-venting fins enabling the warhead
to re-enter the atmosphere without broiling its pathogenic cargo. Near
the target, the warhead was programmed to release numerous aerosol
bomblets that would gently descend by parachute until reaching a preset
altitude where they would release their contents in a fine mist.

There are no officially confirmed reports of the Soviet Union delib-
erately testing bioweapons on its own people. Yet, in Kazakhstan in
1971, accidental civilian exposure to smallpox killed two children and a
young woman; nearly fifty thousand residents received emergency vac-
cinations, and hundreds of civilians were quarantined. A small explosion
at a military laboratory on an island in the Aral Sea released 400 grams
of smallpox; a few passengers on a ship that sailed impermissibly close
to the island became infected and died. Outbreaks of plague in Central
Asia also have been attributed to bioweapons testing on the Aral Sea.
The most infamous incident occurred in 1979 in Sverdlovsk (now Yeka-
terinburg) where a plume of anthrax escaped from a testing facility killing
from sixty-eight to one hundred people as well as animals in a 30 mile
radius.12

In 1992, President Boris Yeltsin officially announced that Biopreparat’s
offensive weapons program had ended with the Soviet Union’s demise. Yet,
the quantity and condition of pathogen stockpiles remains highly worri-
some. Conversion of bioweapons facilities to peaceful uses and employ-
ment of former bioweapons scientists has progressed, but there are reports
of at least four former Soviet military facilities that have not opened their
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doors to inspection.13 Other reports suggest that former Biopreparat-
trained scientists and technicians are now working abroad, possibly for
Iran and North Korea.

The Soviet program, in retrospect, defies strategic justification. It may
be that Soviet bioweapons were intended to cause casualties among
American survivors of a nuclear war. In the event of the final conflict with
the United States, however, the Soviet Union’s nuclear weapons carried
more than enough destructive power to obliterate American war-fighting
capabilities. Moreover, as Biopreparat was kept secret, it had no deter-
rent effect – an adversary cannot be deterred by something it does not
know about. Perhaps the weapons were designed for use in a conflict with
China. Disease agents could annihilate the numerical superiority of Chi-
nese forces without crossing the nuclear threshold that might provoke a
U.S. nuclear response. More likely, the Soviet bioweapons program was
self-justifying – as the program’s infrastructure grew and proved that it
could construct awesome weapons, it became a juggernaut that had to
fulfill unbounded demands for more experimentation and production
regardless of the product’s military utility. The pursuit of new and more
destructive bioweapons evolved into its own justification.

The imperial disintegration of the Soviet Union denuded control of its
bioweapons program leaving a horrifying legacy of environmental con-
tamination, thousands of highly trained bioscientists, and thousands of
weapons to destroy before they become a reservoir for any madman capa-
ble of gaining access. According to Dr. Gerald Poste:

The fate of the personnel and pathogens from the FSU [Former Soviet

Union] bioweapons programme is of particular concern. The Biopreparat

effort in the civilian sector employed at least 70,000 people in its illicit

bioweapons programme. Concern persists that elements of the military

programme may not have stopped. There are also reports of FSU scien-

tists working in Iraq, Iran, and North Korea. Security at FSU bioweapons

facilities is lax and economic pressures have increased the risk that both

personnel and biological specimens are available at a price.14

The problems associated with preventing terrorists and proliferators
from gaining access to these stockpiles and expertise are discussed in
Chapter 8.

Iraq’s Biological Weapons Program
The scale of the Iraqi biological weapons program repudiated any faith that
regional powers would voluntarily eschew weaponization of pathogens.
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The Iraqi offensive biological weapons program dates back to the mid-
1970s when Nassir al Hindawi and other western-trained scientists began
a program under the aegis of the State Organization for Trade and Industry,
later subsumed by the Military Industrial Commission. In 1984, biologists
at the Al-Muthanna chemical weapons complex were tasked to discover
how to weaponize pathogens – anthrax and botulinum in particular. In
1987, this research group moved to the Al-Salman facility where they devel-
oped fungal and antiplant agents. A notable expansion of the program in
1988 was the establishment of the Al-Hakam facility, codename “Project
324,” to mass produce weapons-grade anthrax and botulinum toxin. Later,
Iraqi officials would assert that Al-Hakam was a single cell protein (SCP)
production plant used to produce animal feed and “biopesticides,” but in
fact SCP was only produced in insignificant quantities as a camouflage.
Only later did Iraq disclose that the Al-Hakam facility had produced thou-
sands of gallons of anthrax and botulinum.

Throughout this period, Iraq purchased various strains of anthrax from
the American Type Culture Collection (ATCC) for research purposes. In
1986, Baghdad University purchased three strains of anthrax, five types of
botulinum, and three kinds of brucella. In 1988, the Iraqi Ministry of Trade’s
Technical and Scientific Materials Import Division received licenses from
the U.S. Commerce Department to purchase additional agents (four
anthrax strains in particular) from ATCC, purportedly for legitimate scien-
tific research.15 Iraq eventually disclosed that it had produced aerosoliz-
able particles of these strains through its spray drying procedure, making
it easier and faster to achieve weapons-quality anthrax and other deadly
agents. Iraq also disclosed that it produced nearly 20,000 liters of concen-
trated botulinum toxin, nearly 10,000 liters of concentrated anthrax, and
lesser quantities of aflatoxin, Clostridium perfringens spores, ricin, wheat
rust, and corn smut. Tularemia, plague, brucellosis, and camelpox had also
been researched and developed.

Despite producing such a stockpile of biological agents, Iraqi officials
later denied having a parallel weapons delivery effort and claimed that it
had destroyed or deactivated all of its biological weapons and bulk biolog-
ical agents in 1991. Iraq admitted to the program’s weaponization objec-
tives only after the defection of the head of Iraq’s intelligence agency,
General Hussein Kamal, Saddam Hussein’s brother-in-law who had
supervised the bioweapons program. Indeed, Iraq produced twenty-five
Al-Hussein missile warheads and two hundred R-400 aerial bombs filled
with bioweapons agents (one hundred with botulinum toxin, fifty with
anthrax spores, and seven with aflatoxin). Iraq also manufactured four air-
craft drop tanks and twelve aerosol generators to modify helicopter-borne
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insecticide disseminators and worked on developing a pilotless L-29
trainer aircraft that could carry the tanks and release the toxins. Even after
the United Nations adopted resolutions specifically requiring destruc-
tion of Iraqi bioweapons, Saddam Hussein was alleged to have built and
equipped major bioweapons production, storage, and research and devel-
opment facilities.

Later, United Nations inspectors asserted that Iraq made inconsistent
claims concerning the location of remnant biological weapons found by
UNSCOM. For example, R-400A bombs carrying biological weapons were
discovered in an airfield where no biological weapons had previously been
declared. Documentary evidence of the purported destruction and deac-
tivation of these weapons was incomplete, and subsequent inspections
discovered significant undisclosed dual-use equipment that “could read-
ily be used in a BW programme.”16 The inspectors determined that sub-
stantial bacterial growth media imported into Iraq could not be accounted
for. The fermenting capacity of the Iraqi biological weapons program also
suggested that the amount of anthrax and botulinum toxin reported by
Iraq actually accounted for only a fraction of the total Iraqi stockpile of
these agents.

After nearly seven years of hindering weapons inspections, Iraq for-
mally discontinued compliance. By early 2003, the United Nations inspec-
tors concluded that Iraq had taken “active steps” to conceal its biological
weapons program through “inadequate disclosures, unilateral destruc-
tion, and concealment activities,” and as a result, the nature and extent
of Iraq’s biological weapons program has “not been possible to ver-
ify.”17 The inspectors left Iraq soon thereafter in anticipation of the U.S.
invasion.

South Africa’s Project Coast
South Africa’s Project Coast was an apartheid-era, top-secret chemical
and bioweapons program with roots back to World War I research. During
the 1970s, anxious that Soviet-backed Cuban troops fighting in Angola
might use battlefield bioweapons, it initiated defensive vaccine research
and response procedures. Offensive bioweapons followed thereafter.

In 1983, Project Coast, headed by Dr. Wouter Basson (nicknamed “Dr.
Death”), was formed to conduct highly secretive research into chemi-
cal and biological warfare. Front companies were established to provide
covert support. Project Coast produced plague, salmonella, and botulinum
as well as genetically modified anthrax that allegedly was incurable by
conventional treatments. It also spliced a toxin-producing gene from
Clostridium perfringens into E. coli, which, had it escaped into human
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populations, could have ignited a gas gangrene epidemic. A high priority
was designing assassination devices to look like everyday objects such
as umbrellas, walking sticks, beer cans, and envelopes. Other apparently
unexecuted ideas included drugs to render black women infertile and a
slow-acting poison for Nelson Mandela while he was imprisoned.18

Project Coast was dismantled in 1993 just before the transfer of power
in South Africa. The front companies were privatized and materials were
reportedly dumped at sea. Dr. Basson was tried and subsequently acquit-
ted of charges of murder, drug trafficking, fraud, and theft because prose-
cutors had failed to prove the allegations, although the High Court of South
Africa has called for a new trial alleging conspiracy to commit offenses out-
side South Africa. Libya is reported to have tried to hire Basson in 1994 for
his germ warfare expertise.19

Pathogens remain missing and, along with the secrets of Project Coast,
might have fallen into the hands of terrorists. In 2002, a former Project
Coast researcher offered to sell some biological weapons to the U.S. govern-
ment. He freeze-dried and packaged a sample inside a tube of toothpaste
that he mailed to a CIA officer who carried the weapon to the FBI. After
delivering this one vial of a genetically altered pathogen, he promised deliv-
ery of an entire collection of vials containing genetically altered anthrax,
plague, salmonella, and botulinum. His asking price was $5 million plus
immigration permits to the United States for nineteen of his associates
and family members. The United States, appalled at the thought of buying
this “product,” balked at the offer and the deal fell through.20

Readers should know that the remaining material in this section dis-
cussing bioweapons development in the past by Egypt and Israel as well
as currently by North Korea, Iran, and Syria is the product of extensive
open-source research, but no classified information was available or could
have been used. It is impossible, therefore, to verify this material much less
to suggest that these are the only suspected bioweapons development pro-
grams. Certainly, the U.S. government alleges that there are more ongoing
programs than those discussed here. The section’s remaining material sum-
marizes as accurately as possible the publicly available information about
the predominant State threats but cannot claim independent confirmation
of that information.

Egypt
In the 1960s, Egypt, assisted by the Soviet Union, is alleged to have em-
barked on a secretive bioweapons program (known as “Izlis”). The Ministry
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of Defense experimented with various pathogens at the El-Nasr Company
for Pharmaceutical Chemicals and Antibiotics near its chemical weapons
facility, “Military Plant 801.” By 1972, Egyptian President Anwar Sadat
allegedly announced that “Egypt has biological weapons stored in refrig-
erators and could use them against Israel’s crowded population.”21 Two
months later, in April 1972, Egypt signed the Biological Weapons Conven-
tion (BWC) but has yet to ratify it 35 years hence.

In 1993, the Russian Foreign Intelligence Service reported that Egypt
was studying various toxins and that “[t]here is information on coop-
eration between Egypt’s research centers in areas of biological research
related to biological weapons and certain civilian and military labora-
tories of the United States, particularly in the field of highly pathogenic
microorganisms and dangerous vectors.” Yet, “no data [has] been obtained
to indicate the creation of biological agents in support of military offen-
sive programs.”22 Shortly thereafter, the U.S. Arms Control and Disarma-
ment Agency alleged that Egypt had an active biological weapons program:
“There is no evidence to indicate that Egypt has eliminated this capabil-
ity and it remains likely that the Egyptian capability to conduct biological
warfare continues to exist.”23 Notably, in the late 1980s, Egypt assisted
Iraq in developing “defensive” measures against chemical and biological
warfare and might have acquired some of the Iraqi bioweapons delivery
systems such as aerial bombs, cluster warheads, and aerosolization sys-
tems.24 However, Egyptian authorities have consistently denied having
an offensive bioweapons program or that it ever developed, produced, or
stockpiled bioweapons.

Israel
Israel’s interest in acquiring a bioweapons program began in 1948 when
Prime Minister David Ben-Gurion asked Ehud Avriel to recruit Jewish sci-
entists in Eastern Europe who could “either increase the capacity to kill
masses or to cure masses; both things are important.”25 General Yigal
Yadin, the Haganah operations chief, approved creation of a bioweapons
program, Hemed Beit, to be established by Alexander Keynan in Jaffa. The
program was later relocated to Abu Kabir and kept wholly isolated from
the rest of the Israeli bureaucracy.

Disputed allegations abound concerning Israel’s alleged use of bio-
weapons. In the Arab town of Acre, a typhoid epidemic spread just days
before Israeli forces attacked in May 1948. Some reports suggest that Israeli
forces contaminated Acre’s water supply to soften resistance. At the time,
Egyptian soldiers in the Gaza Strip captured four Israeli soldiers near water
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wells reportedly carrying a liquid containing typhoid and dysentery. Israel
has denied these accusations as “wicked libel.”26

It has been alleged that, upon learning of Iraq’s bioweapons program
during the late 1980s through the mid-1990s, Israel secretly expanded
its own bioweapons program.27 However, relevant information is highly
classified. In 2002, Dr. Amy Sands testified before the Senate Foreign
Relations Committee that “Israel is conducting a wide array of biologi-
cal weapons-related research, with a possible production of numerous
types of agents.”28 However, an unclassified 2003 CIA report on WMD did
not name Israel as a State with an active bioweapons program despite
purportedly retaining bioweapons.29

CURRENT (ALLEGED) STATE BIOLOGICAL
WEAPONS PROGRAMS

Today, not a single State admits to having a bioweapons program, and
there is no proof that any State is, in fact, preparing to commit bioviolence.
Diplomats have not recently argued that bioweapons are legitimate; the
claim that they are the poor nation’s nuclear weapons has fallen into disuse.
Of course, virtually any State with a reasonably sophisticated bioscience
sector has the wherewithal to make bioweapons. It might be inferred that
these assets are being wrongfully operationalized as part of a bioweapons
program, but capability does not unequivocally lead to a program. There
is a huge difference between what could be and what is.

What purpose would such weapons achieve? Just because a weapon
can be easily, safely, and cheaply built does not answer whether it is worth-
while to do so. This is especially true for bioweapons that are univer-
sally condemned. For a State (unlike a terrorist organization), an offensive
bioweapons program could jeopardize its diplomatic status. It is unlikely
that any State would make that decision lightly.

Yet, State programs are potentially worrisome. Some States are thought
to support terror organizations – a military program could do the hard work
of preparing a bioweapon and then pass it to terrorists for dissemination.
Moreover, a State program necessarily trains scientists and technicians
in the subtleties of bioweapons production; materials or personnel might
contribute to criminal activity even if the State is not planning to deploy
weapons. Most importantly, State consensus is essential to implement
bioviolence prevention policies; if some States have bioweapons programs,
that consensus is unachievable.
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Questions about Military Efficacy

In the past, one reason for bioweapons’ low profile was that military
planners did not regard them as especially useful. As stated earlier, Pres-
ident Nixon abandoned the U.S. offensive bioweapons program partly
because military strategists resisted assimilating bioweapons into opera-
tional planning.30 In recent years, Iraq’s bioweapons program is the only
certain effort to focus explicitly on battlefield use. Bioweapons did not do
much good for Hussein; anxiety over bioweapons arguably contributed to
his downfall.

In the context of traditional warfare, bioweapons have some excep-
tional disadvantages. Most have no impact against an adversary’s arma-
ments (although they can impair personnel from operating them). The
weapon would have to overcome the adversary’s immunizations, but one’s
own troops and nearby noncombatants would have to sustain resistance to
the spreading disease lest disastrous results befall them. If the agent is not
contagious (e.g., anthrax), the attack would have to kill or disable enough
personnel to affect the battle, but it might be difficult to create a large yet
stable cloud that dissipates precisely over the adversary’s alignment. If the
agent is contagious, there is an inherent risk of igniting an epidemic that
would affect one’s own citizens.

Most military planners want a weapon that works quickly; bioweapons’
delayed impact, while a virtue perhaps for terrorists, is problematic for a
military leader who wants to stop an adversary force at a specific place at
a definable moment. Military planners want a weapon that can be accu-
rately controlled, but changing winds could blow a cloud of pathogens
in unplanned directions. Also, sunlight adversely affects some agents.
For example, ultraviolet radiation renders most strains of plague inac-
tive which makes it hard to use during the day. Rain will push most of the
agent to the ground. The best conditions are cloudy evenings with little
wind, but battle exigencies might not cooperate. The challenge of making
a bioweapon with predictably controllable effects is even greater if testing
is foreclosed. Field testing might alert the international community and
provoke substantial denunciation. For a commander with limited carrying
capacity and supply lines, an untested weapon that might be usable only
on rare occasions is not logistically practical.

For a superpower with arrays of nuclear weapons, bioweapons have
incidental deterrent effect. Perhaps for countries unable to produce
nuclear weapons, a bio-arsenal might be seen as a deterrence substitute,
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yet using (or threatening to use) bioweapons to deter a nuclear armed
adversary does not make much sense. Bioweapons might be called
weapons of mass destruction and are no doubt horrifying, but they are
more appropriate for stealth attack than head-to-head conflict. Perhaps
States view bioweapons as an effective “doomsday” deterrent that signals
an adversary to watch its steps lest a catastrophe be unleashed: even if your
attack against us is successful, you will pay an unimaginable price. The flaw
in this logic is that no State is pursuing a bioweapons program overtly;
any active program is under a shroud of secrecy. In contrast to nuclear
weapons programs, bioweapons’ deterrent effect derives from innuendo
and suspicion, not from brandishing armaments. It is unclear, therefore,
whether even non-nuclear States are seriously interested in proliferating
bioweapons in defiance of international norms.

Most likely, State bioweaponeers are nations caught in regional con-
flicts. Bioweapons can be cheaply produced, especially compared to the
cost of developing defensive capabilities against them. Getting the requi-
site equipment and disguising an offensive bioweapons program would
not be very difficult. Ready access to a diverse array of pathogen seed stocks
with assorted effects could enable a State to prepare a flexible and credible
arsenal for various military purposes. For example, military operations to
squelch guerilla resistance could use bioweapons to “soften” entrenched
pockets of resistance without destroying physical infrastructure.

Bioweapons have long been seen as effective against poor, segregated
populations lacking resistance to the onslaught of disease. Since the 16th

Century, the lessons of the early conquistadors of the Americas were
obvious: disease can swiftly slice through the numerical superiority of
indigenous populations denuding vast territories and simplifying military
subjugation. Indeed, some of the bioweapons programs of the 20th Cen-
tury were explicitly designed for use against helpless civilians. Both the
Japanese Unit 731 during World War II and the South African Project Coast
produced weapons that were not designed for use against an adversary
with comparable military power but for use against the indigenous major-
ity. Today, where ethnic conflict is rife, State bioweapons programs might
be resurging as modern bioscience increasingly enables precise targeting
against specific populations.

Suspected State Bioweapons Programs

The following claims concerning suspected State bioweapons programs
reflect the pronouncements of declassified intelligence and diplomatic
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sources. It is impossible to verify these assertions without access to
classified intelligence. Perhaps as many as ten States might have active
bioweapons programs. The three leading suspects are North Korea, Iran,
and Syria.

North Korea 31

North Korea tops the U.S. list of likely suspects with bioweapons programs.
In May 2002, John Bolton, then-Under Secretary of State for Arms Control
and International Security, stated:

Despite the fact that its citizens are starving, the leadership in Pyongyang

has spent large sums of money to acquire the resources, including a

biotechnology infrastructure, capable of producing infectious agents, tox-

ins, and other crude biological weapons. It likely has the capability to pro-

duce sufficient quantities of biological agents for military purposes within

weeks of deciding to do so, and has a variety of means at its disposal for

delivering these deadly weapons.32

In February 2005, then-CIA Director Porter Goss testified, “We believe
North Korea has active CW and BW programs and probably has chemi-
cal and possibly biological weapons ready for use.”33

North Korea is believed to have begun development of a bioweapons
program in the 1960s. In 1980, North Korean Leader Kim Il Sung recognized
the efficacy of using poisonous gas and bacteria during war and ordered the
“concentrated development of biological weapons.”34 The North Korean
Academy of National Defense organized biological laboratories, recruited
foreign scientists and microbiologists (mainly from the Soviet Union), and
imported bacteria cultures for producing anthrax, cholera, and plague
from Japan.

North Korea has experimented with nearly a dozen different types
of pathogens, weaponizing anthrax, cholera, tuberculosis, and typhus.
Reportedly, North Korea has developed a strain of anthrax similar to the for-
mer Soviet Union’s anthrax weapon that was specially treated to withstand
environmental stress. Half of North Korea’s long-range missiles and a third
of its artillery shells are capable of delivering bioweapons.35 More trou-
bling is the possibility that small groups of North Korean special operatives
might infiltrate a South Korean or U.S. base to disseminate lethal agents.
One expert testifies, “Such operations may be set into motion if the North
decides to conduct full-scale military operations against South Korea.”36

As an indication of North Korea’s plans for biological warfare, North Korea
continues to immunize members of its armed forces against smallpox.
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Iran 37

Iran has been openly accused of offering training, weaponry, and safe
haven to a number of terrorist organizations such as Hezbollah, Islamic
Jihad, and Hamas. It has also been accused of seeking to develop
bioweapons capabilities.38 The U.S. government has long suspected that
Iran has acquired biological weaponry and could launch a biological
warhead.39 According to a 1996 CIA report, “Iran has had a biological
warfare program since the early 1980s. Currently the program is in its
research and development stages, but we believe Iran holds some stocks
of BW agents and weapons.”40 These accusations are consistent with the
1988 statement of Hashemi Rafsanjani, then Speaker of the Iranian Parlia-
ment: “. . . we should fully equip ourselves in defensive and offensive use
of chemical, bacteriological, and radiological weapons.”41

More recently, Lieutenant General Michael D. Maples, the Director of
the U.S. Defense Intelligence Agency testified, “We believe that Iran main-
tains offensive chemical and biological weapons capabilities in various
stages of development.”42 The U.S. Department of State’s 2005 Report on
Adherence and Compliance with Arms Control, Nonproliferation, and Dis-
armament Agreements and Commitments asserts, “The Iranian BW pro-
gram has been embedded within Iran’s extensive biotechnology and phar-
maceutical industries so as to obscure its activities. The Iranian military has
used medical, education, and scientific research organizations for many
aspects of BW-related agent procurement, research, and development.”43

Iran could support an independent bioweapons program with little
foreign assistance in view of its advanced biotechnology facilities, its phar-
maceutical and military infrastructure, and its highly trained personnel.
Various countries have exported sensitive biotechnologies to Iran. In 1989,
Canadian and Dutch officials were approached by personnel from the Ira-
nian Research Organization for Science and Technology and the Iranian
Imam Reza Medical Center seeking to acquire mycotoxin-producing fungi.
Iran has also sought to acquire castor beans that could be used for pro-
ducing ricin and has several anthrax cultures. Iran allegedly hired former
Soviet bioweapons scientists to work on pathogens that cause diseases
such as marburg, plague, smallpox, and tularemia.44

According to U.S. officials, Iran certainly has the capability to segregate
and cultivate lethal pathogens as well as the capability to weaponize them
for dispersal by artillery and aerial bombs.45 Moreover, Iran has conducted
chemical and biological defense military exercises with helicopter sprayers
and has worked with ballistic, cruise, and scud missiles. The Iranian
Shahab missile is capable of carrying biological warheads up to twelve
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hundred miles, but no definitive evidence shows that Iran has actually
developed a warhead for that purpose.

Syria 46

Syria has long been suspected of having an elementary biotechnology
industry capable of making offensive biological weapons. A 1997 Pentagon
report asserts, “Syria probably has an adequate biotechnical infrastruc-
ture to support a small biological warfare program, although the Syri-
ans are not believed to have begun any major weaponization or test-
ing related to biological warfare.” The report concludes that “[w]ithout
significant foreign assistance, it is unlikely that Syria could advance to
the manufacture of significant amounts of biological weapons for several
years.”47

In the early 1970s, Syria received a limited biodefense capability includ-
ing biological protective equipment from the Soviet Union. This equip-
ment is now obsolete, and it is questionable if Syria has developed its pro-
tective capability any further. In the late 1980s, Syria invested significant
resources in its pharmaceutical and biotechnology sectors by establishing
over twelve pharmaceutical factories. Although its biotechnology sector
likely has the resources to develop weapons, there is no confirmed proof
that Syria has stockpiled bioweapons.

In February 2006, the Director of the U.S. Defense Intelligence Agency
testified, “We believe Syria already has a stockpile of the nerve agent sarin
and apparently has tried to develop a more toxic and persistent nerve
agent. We also believe the Syrian government maintains an offensive bio-
logical weapons research and development program.”48 Although Syria
signed the Biological Weapons Convention in 1972, it has yet to ratify the
agreement.

TERRORIST AND FANATIC INTEREST IN BIOVIOLENCE

We should be no less worried about bioviolence by non-State terrorists
and fanatics than by States. Intelligence reports reveal that many terrorist
organizations have expressed interest in acquiring biological weapons.49

This worry is not new. In 1995, the Director of the CIA’s Nonproliferation
Center, Dr. Gordon C. Oehler, testified, “Extremist groups worldwide are
increasingly learning how to manufacture chemical and biological agents,
and the potential for additional chemical and biological attacks by such
groups continues to grow.”50 Then-FBI Director Louis Freeh declared,
“A growing number – while still small – of ‘lone offender’ and extremist
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splinter elements of right-wing groups have been identified as possessing,
or attempting to develop or use [weapons of mass destruction].”51

Some experts assert that the biothreat has been grossly exaggerated.
That there have been no catastrophic bioviolence attacks as of this writ-
ing is evidence, goes the argument, that terrorists lack the intention and
capability to make bioweapons that can reach a western target.52 Asserting
that they lack intention seems baseless as the following discussion reveals.
Asserting that they lack capability might be well-founded for the moment
but offers absolutely no security for tomorrow. Indisputably, bioviolence
is getting easier to do so with every passing day.

A terrorist or criminal has scant need for a military-styled weapon
with precision control and therefore does not face stringent requirements
in developing a lethal device. Information about how to make biological
weapons is widely available on terror and hate websites.53 Targets include
just about anyone in an urban area as well as food and water supplies.
Even failure can be followed up with other attempts. Whatever significance
the taboo against inflicting disease might have for States, it is obviously
irrelevant to terrorists, criminals, and lunatics. Of course, deterrence by
threat of retaliation is essentially meaningless for groups with suicidal
inclinations who likely intermingle with innocent civilians.

Readers should know that, as indicated above concerning State pro-
grams, it is impossible without highly classified information to confirm
allegations about terrorists’ interest in bioviolence. The following mate-
rial distills the publicly available information about terrorists, focusing on
Al Qaeda and associated international terror networks because there is so
much information available. However, there have been many bioviolence
hoaxes, and it is far easier to talk about doing bioviolence than actually
carrying out an attack.

Islamic Fundamentalist Interest in Bioviolence

The chief fear is about Al Qaeda and affiliated Islamic Fundamentalist
organizations in roughly sixty-five countries.54 Manifesting antipathy to
the United States and western allies, these groups have overtly proclaimed
their intention to develop and use bioweapons. If they are duplicitously
exaggerating their plans in order to spark unfounded anxiety, they are very
good at it.

As early as 1994, Osama bin Laden professed an interest in acquiring
weapons of mass destruction. The eleventh volume of Al Qaeda’s Encyclo-
pedia of Jihad is devoted to chemical and biological weapons.55 According
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to the 9/11 Commission, Al Qaeda had long been planning to eliminate the
Jews in Iran by using air conditioning systems to pump poisons into the
buildings where they work.56 Al Qaeda has acknowledged that “biological
weapons are considered the least complicated and the easiest to manu-
facture of all weapons of mass destruction.”57 In a 1999 interview with a
Time Magazine reporter, bin Laden proclaimed:

Acquiring weapons for the defense of Muslims is a religious duty. If I have

indeed acquired these weapons [of mass destruction] then I thank God for

enabling me to do so. And if I seek to acquire these weapons, I am carrying

out a duty. It would be a sin for Muslims not to try to possess the weapons

that would prevent the infidels from inflicting harm on Muslims.58

Moreover, an Al Qaeda website proclaimed that “these [biological]
weapons are also considered to be the most affordable. With $50,000 a
group of amateurs can possess a biological weapon sufficient to threaten
a superpower.”59 A memo perhaps written by Ayman al-Zawahri after the
African Embassy bombings in April 1999 declared, “The destructive power
of these [biological] weapons is no less than that of nuclear weapons.”60

Because disseminating biological agents to cause mass casualties is diffi-
cult, low-scale attacks and assassinations should be undertaken:

Go to the supermarket where the American pigs shop. Observe him well

and make sure that you are close to him especially to his shopping cart . . . if

this pig puts some uncovered vegetables or fruit in his cart you should spray

this material (poison) on them when he is not paying attention . . . if you

can, it is preferable to stick the needle in the fruit.61

Al Qaeda’s Intentions
Al Qaeda leadership has not always favored use of WMD. According to a bin
Laden confidant, Abu Walid al-Misri, the Al Qaeda leadership before 9/11
debated whether to acquire weapons of mass destruction.62 Objections
focused on whether acquisition of such weapons might be strategically
unwise. The process of acquiring the weapons risked exposing operatives,
and delivery or dissemination of the weapon would be too challenging for
the group.

By 1998, rising concerns about a United States or Israeli strike against
Muslim nations evoked reconsideration of biological and other weapons of
mass destruction. At a meeting of the Majlis al-Shura’s, Al Qaeda’s govern-
ing council, the decision was made to acquire weapons of mass destruction
as a potential deterrent against the United States and allied aggression. A
biological attack against the United States was planned as a “second wave”
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to be unleashed by Al Qaeda after the 9/11 attacks.63 After the U.S.-led inva-
sion into Afghanistan and Iraq, Al Qaeda proclaimed that WMD would be
used as a first-strike option in retaliation for mass casualties of Muslims.
Osama bin Laden proclaimed, “The time has come for us to be equal . . . Just
as you kill, you are killed. Just as you bombard, you are bombarded. Rejoice
at the harm coming to you.”64

Even in recent years as the war on terrorism has been chasing Al
Qaeda members, postings on the internet have included an article by ‘Abd
al-’Aziz al-Muqrin (Abu Hajir), an Al Qaeda fugitive in Saudi Arabia, calling
for supporters to attack the Saudi government with nuclear and biologi-
cal weapons.65 This view has been championed by the group’s strategists.
According to a videotape declaration from June 2002 by Abu Graith, an
Al Qaeda representative, Al Qaeda is morally justified in killing over
four million Americans, including one million children, with biological
weapons.66

The same perspective was voiced by Mustafa Setmariam Nasar (a.k.a.
Abu Musab al-Suri), Al Qaeda’s lead strategist for developing WMD capa-
bilities. Setmariam proclaimed that the 9/11 attacks on the World Trade
Center and Pentagon did not do enough damage: “I feel sorry that there
were no weapons of mass destruction in the planes that attacked New
York and Washington on 9/11.”67 Setmariam, a veteran Syrian Jihadi, has
been a staunch advocate of incorporating WMD into conventional terr-
orist attacks; using conventional means to attack the United States would
take “many years and enormous sacrifices.” Therefore, “an attack on the
United States with WMD has become necessary . . . by means of decisive
strategic operations with weapons of mass destruction including nuclear,
chemical, or biological weapons.”68 He is known to have helped the Al
Qaeda chief of WMD, Abu Khabab al-Misri, train terrorists on how to use
WMD. He assembled a sixteen-hundred-page collection of his lectures,
entitled Call for Global Resistance, that urges terrorists to break the struc-
ture and hierarchy of the current Al Qaeda organization in order to branch
off into their own lone commando operations to more effectively inflict
terror. Although Setmariam was captured in Pakistan in 2005, his manu-
script The International Islamic Resistance Call and his Letter Reply to the
U.S. State Department, as well as various lectures, are reportedly widely
available.69 More important, his analysis is reprehensibly logical.

Religious and “Legal” Justification
Manifesting a remarkable combination of concern for law while planning
mass murder, bin Laden sought legalistic endorsement for using weapons
of mass destruction from a Saudi Arabian cleric Sheikh Nasir bin Hamd
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Al-Fahd.70 In May 2003, bin Hamd wrote a twenty-five-page fatwa entitled,
A Treatise on the Legal Status of Using Weapons of Mass Destruction Against
Infidels.71 It provides a religious and legal justification for Muslims to use all
means at their disposal, including biological warfare if necessary, to pursue
and repel the enemy infidels – America. As a purported albeit specious
dissertation on international law, it deserves substantial attention here.

Under the principle of reciprocity, Muslims are entitled to use weapons
of mass destruction against the infidels, even if it means innocent women,
children, and Muslims are killed. Citing scholars’ writings and the sayings
of the Prophet Mohammad concerning the nature of jihad, bin Hamd
asserts: “If the infidels can be repelled from the Muslims only by using such
weapons, their use is permissible, even if you kill them without exception
and destroy their tillage and stock.” Using weapons of mass destruction is
justified in order to break the strength and disrupt the unity of the enemy:
“God commanded that the polytheists should be killed. He did not specify
the manner in which it should be done, nor did he obligate us to do it in a
certain manner. Therefore, there is nothing to prevent their being killed by
every cause of death; shooting, piercing, drowning, razing, casting from a
cliff, and so forth.”

Pay no heed, says Bin Hamd, to “what they pretend to call ‘the rights of
man,’ or talk about ‘the peace-loving peoples.’” Weapons of mass destruc-
tion have been “internationally banned” by the infidels’ laws in order to
“frighten others.” The infidels “do not wish to protect humanity by these
terms, as they assert; rather, they want to protect themselves and monop-
olize such weapons on the pretext of ‘banning them internationally.’”
“[T]hese terms have no legal standing in Islamic law, only God Almighty
has reserved judgment and legislation to himself.” The very term “weapon
of mass destruction” misleadingly refers only to nuclear, chemical, and
biological weapons; it should include “internationally permissible” con-
ventional weapons:

If anyone should use any of those weapons [weapons of mass destruction]

and kill a thousand people, they would launch accusations and media wars

against him saying that he had used “internationally banned weapons.” If

he had used high explosive bombs weighing seven tons a piece and killed

three thousand or more because of them, he would have used internation-

ally permitted weapons.

It does not matter that weapons of mass destruction cannot be specif-
ically targeted or calculated. Says bin Hamd, “[T]he effect of several kilo-
grams of TNT can be considered mass destruction if you compare it to
the effect of a catapult stone of old. An RPG or mortar projectile can be
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considered mass destruction if you compare it to the shooting of arrows of
old.” “[A] catapult stone does not distinguish between woman, children,
and others; it destroys anything that it hits, buildings or otherwise.” There
is nothing wrong with “putting blood, dung, or poison in their water to
befoul it for them. Muslims have been commanded to subdue them and
break their strength. All these things are military tactics that will cause their
strength to break; they derive from obedience, not disobedience to what
has been commanded.” If the enemy is so fortified and entrenched that
the Muslims are powerless, then the enemy “may be bombarded with cata-
pults, siege engines, fire, scorpions, snakes, and anything hateful to them.”

Bin Hamd distinguishes the “jihad of pursuit” – an offensive military
campaign against infidels in the theatre of the infidels – from the “jihad of
repulsion” – a defensive struggle to expel the infidels from Muslim territory.
During a jihad of repulsion, the use of such weapons is imperative and
obligatory: “[N]othing is a greater duty, after faith itself, than repelling
an enemy attacker who sows corruption to religion and the world. No
conditions limit this: one repels the enemy however one can.” In a jihad of
pursuit, the use of weapons of mass destruction against the infidels must
be proportional: “whoso commits aggression against you, do you commit
aggression against him like as he has committed against you.” Because
America has killed ten million Muslims during the past decades, Muslims
are justified in killing just as many Americans.

There are three situations where using weapons of mass destruction
is beneficial: 1) taking the enemy by surprise; 2) subduing and weakening
the enemy’s strongholds; and 3) bombarding the enemy until they are
conquered. Although one should kill in a good manner when one can, “If
those engaged in jihad cannot do so, for example when they are forced to
bomb, destroy, burn, or flood, it is permissible.” For Muslims employed
in jihad, “burning and devastating are permissible in enemy territory” in
order to “sap their polytheist enemy’s strength, weaken their cunning, and
facilitate victory over them. They may cut down their crops, divert their
water, and besiege them.”

Bin Hamd similarly dismisses Islam’s prohibition on the killing of
women and children. This applies, he says, only to the intentional killing
of women and children; if women and children are killed unintentionally,
such as when the attacker cannot or does not distinguish between the
enemy, then they are mere collateral damage of a justified attack. “One
avoids killing women and children only when one can distinguish them. If
one cannot do so, as when the infidels make a night attack or invade, they
may be killed as collateral to the fighters.” It is imperative to prevent the



P1: KNP
9780521883252c03 CUFX174/Kellman 978 0 521 88325 2 September 7, 2007 15:13

WHO DID BIOVIOLENCE? WHO WANTS TO DO IT? 77

enemy from using the killing of civilians, especially women and children,
to undermine Al Qaeda’s cause and techniques. Thus, weapons of mass
destruction may be used even though women and children may be killed
because “they are of them” and “they do not have the legal factor of faith,
which spares one’s blood, nor do they live in abode of faith, which prevents
an attack on that abode.”

Another strictly held Islamic prohibition is against the killing of fellow
Muslims. However, asserts bin Hamd, “if those engaged in jihad are forced
to kill him because they cannot repel the infidels or fight them otherwise,
it is permitted, as when the Muslim is being used as a living shield.” “There
is no way to avoid striking them while still obeying the commandment to
subdue the polytheists. What cannot be avoided must be pardoned.”

The justification for killing fellow Muslims is about intention. If there is
no intention of killing fellow Muslims, although there might be the knowl-
edge that fellow Muslims might die in the crossfire, the legal status of the
Muslim bystander is that of the infidels. No fault rests with the Muslim
who besieges the enemy with weapons of mass destruction and happens
to kill an innocent Muslim because the defense of the Muslim community
far outweighs the individual loss suffered by the innocent bystander. The
enemy cannot force Muslims to abandon the jihad by simply using other
Muslims as shields.

Acquisition of Agents and Expertise
Al Qaeda is widely reported to have acquired lethal pathogens via pub-
licly available scientific sources. In April 1999, bin Laden sought to acquire
agents such as anthrax, ebola, botulinum toxin, plague, and salmonella
through the mail from sources in the former Soviet Union, East Asia, Sudan,
Afghanistan, and the Czech Republic.72 A senior bin Laden associate on
trial in Egypt, Al Qaeda military commander Ahmad Salama Mabruk,
claimed his group had acquired biological weapons from Europe and the
former Soviet Union from 1996–1998.73 In July 1999, an Islamist attorney,
Muntasir al-Zayyat, who defended some of the 107 suspected jihadists
tried with Mabruk in Egypt, affirmed that Al Qaeda had acquired biological
weapons and will likely use them against the United States.74 In 2001, bin
Laden visited with two Pakistani scientists, Sultan Bashir ul Din Mehmood
and Abdul Majid, to share information relating to the production of bio-
logical weapons.75

In 2000, Al Qaeda operatives are believed to have purchased anthrax
and plague from arms dealers in Kazakhstan.76 In December 2001,
Malaysian authorities arrested Yazid Sufaat, a member of the Al Qaeda
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affiliate Jemaah Islamiyah. Intelligence reports linked Sufaat to a plan to
obtain and produce biological warfare agents.77 Some Russian scientists
allegedly provided technical and scientific expertise to assist in weaponiz-
ing anthrax as well.78 According to Dame Eliza Manningham-Buller, Direc-
tor General of the British intelligence service MI5, “We know that renegade
scientists have cooperated with Al Qaeda and provided them with some
of the knowledge they need to develop these [chemical, biological, radio-
logical, and nuclear – CBRN] weapons.”79 Egyptian and Israeli intelligence
have revealed that Al Qaeda has sought to acquire and use small-scale,
easy-to-produce, toxic materials.80

Al Qaeda urged followers to recruit microbiology and biotechnology
experts in the “fastest, safest, and cheapest” manner possible. Al Qaeda
leaders also encouraged militants to enroll in educational institutions in
order to research the American history of germ warfare providing them
“easy access to specialists, which will greatly benefit us in the first stage [of
the program], God willing.”81 On September 28, 2006, in a twenty-minute
audio file posted on an Al Qaeda website, Al Qaeda terror chief in Iraq
identifying himself as Abu Hamza al-Muhajir, also known as Abu Ayyub
al-Masri, called upon scientists to join the jihad against Americans in
Iraq. Addressing scientists, the terror leader proclaimed, “We are in
dire need of you,” adding “The field of jihad can satisfy your scientific
ambitions, and the large American bases (in Iraq) are good places to test
your unconventional weapons, whether biological or dirty, as they call
them.”82

The story of Ali al Timimi is illustrative. American-born, he received
religious education in Saudi Arabia and was active in the Islamic Assem-
bly of North America (IANA). Known as a spiritual leader among radical
Islamists,83 he lectured at the Center for Islamic Information and Educa-
tion in Falls Church, Virginia.84 By spring 2002, as a computational biology
doctoral student at George Mason University, he worked in a program
designed to coordinate bioresearch at several universities. He thus had
ready access to various facilities involved in current research.85 He was
discovered by the FBI, convicted on charges of incitement to wage war
against the United States, and sentenced to life in prison in 2005.86

Production
Al Qaeda had facilities potentially capable of producing biological and
chemical weapons. In a June 1999 memo, Zawahiri instructed Al Qaeda
members to build laboratories in a particular manner to “facilitate clean-
ing” of the laboratories where the biological and chemical agents would
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later be produced.87 Notably, investigations of the medical history of
Ahmet Al-Haznawi, one of the 9/11 hijackers, revealed that he might have
been suffering from cutaneous anthrax. Also, Mohammad Atta (leader of
the 9/11 attacks) had irritated, red hands purportedly from using too much
bleach to clean up anthrax labs.

With the capture of Khalid Shaykh Muhammad in Pakistan, investi-
gators uncovered detailed production plans for chemical and biological
weapons as well as indications that Al Qaeda had material capabilities for
producing cyanide and was close to producing weapons-quality anthrax.88

Al Qaeda was also working on a pesticide and nerve-agent cocktail com-
bined with a chemical compound in order to increase absorption. One dis-
covered document provided detailed tables illustrating the recommended
lethal doses of various poisons.89

A recently declassified CIA report asserts that Al Qaeda conducted sig-
nificant research on bioagents, particularly anthrax.90 A computer found in
an abandoned Al Qaeda office in Kabul, Afghanistan, purportedly belong-
ing to Dr. Ayman al-Zawahiri, contained a file describing plans for a
bioweapon program code-named “al Zabadi,” or “curdled milk.”91 Doc-
uments were also found revealing that Al Qaeda was researching how to
use botulinum toxin to kill two thousand people.92

Al Qaeda organizations including the World Islamic Front Against Jews
and Crusaders purchased three chemical and biological agent production
facilities in Zenica, Bosnia, and built another factory for producing anthrax
near Kandahar, Afghanistan, that U.S. forces discovered in early 2002.93 No
biological agents were found in the facility,94 but the lab equipment sug-
gested that Al Qaeda had acquired items for a “very limited production of
biological and chemical agents.”95 Al Qaeda took steps to ensure that their
covert bioweapons program would go undetected. One memo advised,
“[p]eriodically (for example about every three months) one of the loca-
tions is to be canceled and replaced by another.”96

Following the U.S.-led invasion in Afghanistan, five Al Qaeda biological
weapons labs tested positive for traces of anthrax, including al-Zawahiri’s
residence in Kabul.97 U.S. officials also announced that Al Qaeda members
including Zarqawi established a weapons lab in Kirma, Iraq, to produce
ricin and cyanide.98 With the capture of Khalid Shaykh Muhammad in Pak-
istan, investigators uncovered detailed production plans for other chemi-
cal and bioweapons facilities. In 2002, Ansar al-Islam allegedly tested ricin
and experimented with cyanide-based toxins and aflatoxin on live animals
and at least one human, but the group’s representative Muhammad Hasan
Muhammad denied this report.99
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Al Qaeda seems to have stumbled on the last step of bioviolence
preparation: testing a dissemination device. Zacharias Moussaoui and
Mohammad Atta sought to acquire crop dusters to disseminate bacte-
riological weapons.100 Later, a captured operative reaffirmed bin Laden’s
interest in acquiring aircraft to commit bioviolence.101 Documents calcu-
lating aerial dispersal methods of anthrax via balloon were discovered in
Kabul along with anthrax spore concentrate at a nearby vaccine labora-
tory.102

Concluding Observations

There is no convincing explanation for why catastrophic bioviolence has
not yet occurred. Experts speculate at length, and perhaps there have been
plots that covert intelligence has foiled. It has been suggested that the
failed attempts to prepare for and commit bioviolence are evidence that
bioviolence is beyond the capabilities of terrorists and cults; certainly,
making a lethal device is not a pedestrian matter. Most of the experience
with bioviolence involves small cults and lunatics whose capabilities have
fallen short of what would be necessary to conduct a global biocatastrophe.
Noted bioviolence incidents, plans, and hoaxes are listed in Box 3-1.

However, it might be quite wrong to conclude that terrorist groups
and cults pose no cause for concern. Even more worrisome is the bio-
offender that we do not know about or do not associate with widespread
malevolence. Perhaps our greatest concern should not be Al Qaeda or its
associates but the possibility that a handful of deeply alienated people
would inflict a biological catastrophe. This threat is far more difficult to
penetrate than is Al Qaeda. In due time, hindsight will enable accurate
measures of risk. If the past is predictive of the future, then the danger of
bioviolence is worth taking seriously.
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BOX 3-1. NOTED BIOVIOLENCE INCIDENTS, PLANS, AND HOAXES

� In January 2003, London police dismantled the Poison Cells, a part of the France-
based Benchellali network, arresting six Algerians in a flat where the police thought,
incorrectly, were trace amounts of ricin.a The cell was allegedly plotting to attack a
British military base by poisoning the food. Discovered documents indicated that
they sought to produce several poisons.b In the men’s apartment in Manchester,
police discovered equipment to process castor beans. Similar documents relating to
the production and dissemination of bioweapons were found when seven members
of the Benchellali network were later arrested in Lyon, France. When Benchellali
was arrested for producing ricin for an attack in France, authorities discovered that
he had been storing the agents in Nivea Cream cosmetic containers.c

� In September 1984, the Rajneeshee religious cult contaminated self-service restau-
rants and grocery stores in Oregon with salmonella in order to disable hundreds
of Oregonians from voting against their candidates in local elections. Nearly 1,000
people reported symptoms and 751 cases were confirmed; no one died. The out-
break was quickly recognized and investigated. The U.S. Centers for Disease Control
and Prevention found salmonella in milk and coffee creamers of some restaurants
and in salad dressings of another but did not conclude that there had been an
attack until a year later when the cult’s leader revealed that the outbreak was
deliberately caused. Subsequent investigation revealed that the Rajneeshee Medi-
cal Corporation and pharmacy were legally able to acquire bio-agents from medical
supply companies. The cult also purchased a quick-freeze dryer to stabilize agents
for effective weaponization.d

� The Japanese cult Aum Shinrikyo (now known as Aleph) was comprised fifty thou-
sand members including biochemists, doctors, and policemen from Russia and
Japan and had a net worth of over $1 billion. Aum spent considerable sums to
build modern high-tech laboratories for producing bioweapons such as anthrax,
botulinum, and Q fever. During the 1990s, Aum tried to perpetrate over a dozen
germ attacks in Japan but disseminated them too amateurishly to have detectable
consequences. In one attempt, the cult sprayed aerosolized anthrax from atop an
eight-story building in downtown Tokyo; no harm resulted. The group also tried dis-
seminating botulinum toxin and anthrax spores by driving a truck with an aerosol
mechanism loaded in the back; intended targets included the Imperial Palace,

a John Steele & Sandra Laville, Six Arrested in Poison Terror Alert, DAILY TELEGRAPH (January 8,
2003); See also, Roland Jacquard & Atmane Tazaghart, BENLADEN, LA DESTRUCTION PROGRAMMÉE

DE L’OCCIDENT (December 2004); Warren Hoge, British Officer Slain, 4 Hurt as Terror Suspects
are Seized, NEW YORK TIMES (January 15, 2003).

b Jeffrey Bale, Anjali Bhattacharjee, Eric Croddy, & Richard Pilch, M.D., Ricin Found in London:
An al-Qa’ida Connection, CENTER FOR NONPROLIFERATION STUDIES (January 23, 2002).

c Joby Warrick, An Al Qaeda ‘Chemist’ and the Quest for Ricin, WASHINGTON POST (May 5, 2004).
d Judith Miller et al., GERMS: BIOLOGICAL WEAPONS AND AMERICA’S SECRET WAR, Simon & Schuster,

p. 28 (2001).
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BOX 3-1. CONTINUED

the Parliament building, and American navy bases. Having spent enormous sums
to develop bioweapons without success, they turned to chemical weapons.e On
March 19, 1995, the group attacked the Tokyo subway system with sarin nerve gas
killing twelve people and hospitalizing thousands more. Six months later, during
U.S. Senate hearings, Senator Nunn declared, “The scenario of a terrorist group
either obtaining or manufacturing and using a weapon of mass destruction is no
longer the stuff of science fiction or even adventure movies.”f

� In 1993, Thomas Lavy was stopped by Canadian Customs Officials near the Alaskan-
Canadian border. He had racist literature, a stockpile of weapons, and ammunition
as well as 130 grams of ricin (enough to kill over 130,000 people). Police later
found castor beans and instructions explaining how to produce ricin in Lavy’s
apartment. Lavy committed suicide in his jail cell days after his arrest; his intentions
are unknown.g

� In 1998, members of a right-wing extremist faction the “Republic of Texas” pur-
portedly discussed plans to weaponize rabies and anthrax and to use them against
families of government employees. Reports allege that members wanted to modify
cigarette lighters to inject a cactus needle coated with HIV, rabies, botulinum, or
anthrax. Two members were convicted of sending threatening e-mails to assas-
sinate President Clinton, Attorney General Janet Reno, and other officials using
bioweapons.h They were sentenced to twenty-four years in prison. They were acquit-
ted, however, of charges of planning to produce weapons of mass destruction.i

� Larry Wayne Harris, a member of the neo-Nazi Aryan Nations, wrote a book on
how to protect against a bioattack: Bacteriological Warfare: A Major Threat to North
America. He experimented with bubonic plague-causing bacteria, three vials of
which he purchased from the American Type Culture Collection for $300.j At the
time, no law prohibited possession of such agents. His attempt to order other
agents including anthrax led to his highly publicized arrest in 1998 on charges of
conspiracy to possess a bioweapons agent. However, lab results on Harris’s anthrax
samples revealed that it was a harmless vaccine and not the weaponized agent as
feared. Therefore, these charges were dropped.

� In 1992, the Minnesota Patriots Council produced ricin to be used against a U.S.
deputy marshal and deputy sheriff. The group never used it against those persons,

e See generally, Miller, pp. 151–154, 159–164; See also, Jeremy Manier & Jeff Long, State Tackles
Readiness for Biochemical Attack, CHICAGO TRIBUNE (October 7, 2001).

f (Miller, p. 191 ).
g Beyond Anthrax: Extremism and the Bioterrorism Threat, ANTI-DEFAMATION LEAGUE, p. 5 (2001).
h Jessica Stern, Domestic Terrorists Constitute a Potentially Serious Biological Warfare Threat, in

BIOLOGICAL WARFARE: OPPOSING VIEWPOINTS, William Dudley (ed.), p. 80 (2004).
i Beyond Anthrax: Extremism and the Bioterrorism Threat, p. 4.
j Miller, p. 197 .
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but group members were convicted for possessing 0.7 grams of ricin for use as a
weapon (enough to kill over 100 people).k

� In 1981, an environmental extremist group known as the “Dark Harvest Comman-
dos” deposited packages of anthrax-contaminated soil outside chemical weapons
facilities in Great Britain to protest the presence of the chemical facility and its
alleged contamination of Gruinard Island.l

� In 1972, the extremist right-wing group “Order of the Rising Sun” was arrested
in Chicago with 30–40 kg of typhoid bacteria. The group was planning to poison
water supplies in Chicago, St. Louis, and other Midwest cities.m Even if the plot had
not been foiled, however, water filtration systems would likely have negated any
consequences.

k Beyond Anthrax: Extremism and the Bioterrorism Threat, p. 5; See also, Stern.
l Beyond Anthrax: Extremism and the Bioterrorism Threat, p. 8.

m Stern, p. 79.
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4 Strategic Foundations

There are scenarios for bioviolence that could deeply destabilize the mod-
ern era. To summarize Part I: there are capacities to do harm, and there
are people who want to devote those capacities precisely to do harm.

The thesis of Part II is that there are policies that can substantially
reduce risks. No proposal, of course, can provide an ironclad guarantee that
a bioattack will not happen. It would seem that we will never be completely
safe, but there is much that we can do to make us safer. We can pursue these
policies in ways that promote the advance of bioscience and that elevate
global attention to public health. Absent a prevention strategy, the threats
will grow larger and more uncontrollable. Considerable improvement is
better than perpetually accruing insecurity.

Prevention strategies are controversial because the limits of these
strategies are uncertain. Should broad policy sectors involving health and
science be bent to the objective of preventing bioviolence, an as-yet unreal-
ized threat? The answer must be clear: preventing bioviolence is one part
of a policy mélange, important but not an exclusive priority. Whatever
actions are to be taken must not only improve security from biothreats,
they must also promote (or at least not encumber) other values and aspira-
tions. Putting this point more bluntly, not everything that can conceivably
be done to prevent bioviolence should be undertaken. Not every preven-
tive measure produces benefits that are worth the costs. Viewed more
positively, richer and more sophisticated initiatives can ripen if we pursue
bioviolence prevention in a context of broader policy paradigms.

Admittedly, this is complicated. It is also important. The answers given
to – how can international law address the intrinsic security threats posed
by high science, especially the life sciences? – say a great deal about how we
can and should govern ourselves at this time.

87
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THE INDICTMENT

Count 1. In view of the enormous opportunities for policy progress, too
little is being done to make it hard to prepare and commit bioviolence.
Progress is too slow on the basics: keeping dangerous pathogens and
equipment out of the hands of strangers. Only a few individuals that we
know a lot about should have access to items that can do vast and irrepara-
ble harm; we should be sure that no one else can get in. Laboratory security
experts understand how to make rules for the conduct of bioscience that
complicate access. Although scientists argue endlessly about this or that
rule, no serious scientist would assert that the conduct of science is void of
rules. The question is whether everyone is complying. The overwhelming
majority of scientists in developed countries operate according to these
rules and procedures. But there are holes especially in countries less sci-
entifically advanced. Why?

The problem is that these rules are not really rules, they are guidelines:
scientists should behave in this or that way, but it is difficult to find out
about violations. Guidelines have served the world well; there is remark-
ably scant evidence about rogue scientific activity. Yet, there are benefits
to making them law:

If these rules about science are binding, then every authority (whether

governmental or professional) will have to educate its members about

those rules. A large problem in bioscience today is not malevolence but

negligence; too few scientists are actively trained to be aware of biovio-

lence risks. The best defense from bioviolence is a bioscience commu-

nity where everyone understands the seriousness of working with dan-

gerous capabilities. Converting these guidelines into rules would compel

that training. Law can institute requirements of courses, certification, etc.

Although it may readily be conceived that law can go too far in this context, it

need not.

It will be easier to develop tools to detect intentionally wrongful conduct

and, therefore, to leave everyone else alone. There very well might be cul-

prits who can inflict an unprecedented harm, and both bioscientists and

law enforcers have a professional responsibility to stop them; cooperation

between these two communities is essential to preventing bioviolence.

Without a legal framework, cooperation can take place here or there on an

ad hoc basis, but the gaps in coverage are imperiling. Simply put, it is very

difficult to envision global cooperation between bioscience communities

and law enforcement communities unless there is some legal framework

of rules and standards.
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Today, there is too much that is unknown. We do not know where every
well-equipped laboratory is; we suspect that not all dangerous pathogens
can be accounted for; we have inadequate systems for tracking the move-
ment of pathogens and equipment; and we have grossly inadequate capa-
bilities of putting information together to give us the best chance to stop
bio-offenders. Not enough is being done to track bioscience so that there
is a basis for detecting wrongful conduct. Even if there are only a handful
of people sufficiently hateful to commit a catastrophic bioviolence attack,
we should improve the odds of finding and stopping them. Accordingly,
the international community should consider how bioscience standards
should be best universalized – that is, how law should help to fill gaps
through which bioviolence might too easily emerge.

The obstruction here is not resistance from scientific or pharmaceuti-
cal communities; although these communities resist heavy-handed regu-
lation, they appreciate the value of universalized scientific standards that
are developed by and for scientists. It is the States that resist international
standards as an intrusion on sovereignty or because their enforcement
would disadvantage developing economies that have less resources to
devote to security. The first objection – sovereignty – is absurd in view
of the laundry list of internationally recognized standards in other areas of
science and technology without which we would all be far worse off. The
objection based on inadequate resources for security is short-sighted; it
misses the shrewd assessment that burdens can be opportunities and that,
in fact, international law upholds processes for enabling developing coun-
tries to gain capacities as they undertake obligations to achieve security.

Count 2. We are insufficiently taking advantage of the many law enforcers
worldwide who should serve as the primary line of detection. Many of these
law enforcers are inadequately trained and ill-equipped to pursue biovi-
olence. More important, law enforcers operate only where there are legal
rules and processes that define illegal behavior. The absence of appro-
priate legal prohibitions against bioviolence makes every other initiative
vastly harder to accomplish. There are too many flaws in law enforcement’s
readiness, whether at the conceptual level – how should international legal
assistance work effectively to ensure cooperation to discover and inter-
dict bioviolence? – or at the most operational level – how should police
be trained to use protective gear? Not enough is being done by special-
ized organizations, Interpol excepted, to introduce bioviolence concerns
to their constituents; not only do we lose the benefit of local police, we lose
those organizations’ capabilities for taking decisive action.
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The obstructors here are leaders who argue that fundamental inter-
national security decisions should not be grounded on law enforcement.
For example, although the U.S. government strongly supported United
Nations Security Council Resolution 1540 – legally obligating all States to
criminalize development of weapons of mass destruction and to adopt
legal measures to prevent proliferation of WMD precursors to terrorists –
it has been adamant that international security initiatives relevant to biovi-
olence must leave a very sizeable escape hatch for unilateral realpolitik.
While the U.S. government has embraced the need to train and equip
police, it has resisted bringing the full legal weight of the international
community to bear on this issue. Although many laudable U.S. government
personnel have been trying to make the world safer from bioviolence, they
have had to carve out a niche of accomplishment virtually in hiding from
political superiors. Resistance to international law from U.S. officials leaves
everyone vulnerable. Enormous progress could be made if political leaders
make a serious commitment to strengthening global law enforcement.

Count 3. There is no effective method to address the small number of
extraordinarily serious threats of bioviolence preparation. While intelli-
gence, diplomatic, and military communities are responsible for ensuring
that these threats do not materialize, the disengagement of the United
Nations Security Council – the legal apparatus for addressing threats to
international peace and security – weakens us substantially. For exam-
ple, U.S. officials have asserted that over a dozen nations have active
bioweapons capabilities that could readily be converted to a weapons pro-
gram, and this number will likely increase. Moreover, these officials have
asserted that terrorist networks and perhaps even criminal syndicates have
the capacity or intention to pursue bioviolence. Yet, proof of these asser-
tions is neither forthcoming nor expected. Although the United States can
try to shame these nations in the diplomatic community and loudly con-
demn terrorism, the accusations get thrown in the stew of “problems in
international affairs” with nary any progress from year to year.

There needs to be an investigative capability at the highest level – a
capability that should be exercised judiciously (as should all law enforce-
ment) but is not a paper tiger. Criteria of threats should be developed, and
there needs to be a process by which responsible persons can get facts and
decide whether laws have been violated. This is not about establishing a
bioviolence prevention bureaucracy or about moving toward a global gov-
ernment. What is needed is a scalpel, not a ballistic missile. Today, however,
hopes for making that scalpel effective are mired in the unwillingness to
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infuse international security issues with the rule of law. Unfortunately, that
applies to many issues besides bioviolence.

Count 4. Global distribution of capacities to prevent bioviolence are woe-
fully unjust – a product of the much larger phenomenon of economic
disparity that afflicts humanity. Not enough is being done to consider
how making people safer from biothreats can be accomplished with ben-
efits to professional communities and national economies throughout the
developing world. Indeed, at this time there is insufficient (essentially nil)
serious discussion about how to best enable developing countries to pre-
vent bioviolence. There has been no systematic effort whatsoever to link
compliance with bioviolence prevention policies to measures for stimu-
lating indigenous bioscience. It is unconscionable that major policy dis-
cussions about bioscience development are wholly and entirely separate
from major policy discussions about biothreats to international peace and
security. The result is that the entire world is more dangerous.

It is difficult to assign guilt for this global failure other than to the
shameful lack of vision on the part of many world leaders. A notable excep-
tion has been former Secretary General Kofi Annan who has repeatedly
called for more attention to be given to these issues, even calling for a
global forum that would start the process of improving policy.1 Yet, Sec-
retary General Annan’s call has roused little enthusiasm. So long as the
developmental aspects of bioviolence prevention continue to be ignored,
policy progress will be hobbled.

There is another, no less important side to this assertion. Any policy
to improve bioviolence prevention, even a policy that contributes materi-
ally to development, will survive only amid a legal structure where rights
and obligations are meaningfully applicable. Right now, the allure of bio-
science and technology is, among too many governments, greater than the
respect for the rule of law. That there are inadequate efforts to engender
and deepen that respect should evoke the highest priority for legal reform.

Count 5. There’s nobody in charge. No one is responsible; no one is
accountable. With regard to bioviolence, no international authority defines
relevant prohibitions and responsibilities. Over the years, many good ideas
have not been rejected but have died for lack of a responsible official who
has authority to act. There is no authorized focal point for new initiatives
and no central body with clear capacity to carry out prevention responsi-
bilities, evaluate who might be failing to meet their responsibilities, and
instigate inquiry into emerging problems. As a result, even well-regarded
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ideas have nowhere to grow. There is not so much resistance to initiatives as
there is simply an absence of initiatives, and a manifest inertia has become
a significant drag on even the best public servants’ calls to action. No body
exists to promote reasonable, even widely shared initiatives to advance
progressive policies. International alarms of bioviolence ring nowhere!

The reason why the absence of authority endangers us is that, as the
following chapters make clear, bioviolence prevention requires a sizeable
orchestra, made up of various instruments, to play complicated music in
harmony. Today there is not a bad conductor – there is no conductor at all.
Sometimes the players rise to the occasion; too often there is little more
than cacophony.

There is another factor that harkens back to the distinction between
rules and guidelines. Too often there has been a tendency to pursue poli-
cies in the well-intentioned belief that incremental progress is possible
but then not devoting the time or political will to ensure that legalities are
upheld. Policies that might be effective in addressing some small aspect of
bioviolence prevention have proceeded without attending to the question
of precisely how those policies can be legally firm. The result is a mixed bag
of many good people working in murky official capacities to put out a fire
here or there. In nearly every other comparable dimension of human activ-
ity, there are methods for professionally and legally undertaking complex
initiatives. Policies for preventing bioviolence are noticeably different. The
failure to respect the need for a legal system with clear lines of authority
and responsibility is the worst count of this indictment.

OBSTACLES TO POLICY PROGRESS

The remaining chapters’ recommendations are not revolutionary; they do
not call for a sweeping metamorphosis in how we live or how science is con-
ducted. To implement them requires profound efforts, but it is not the dif-
ficulty of their implementation that is the primary barrier against progress.
Instead, the following obstacles should be appreciated as explaining why
so many of these recommendations are not in force and why potentially
valuable proposals are so remarkably knotted.

First is the bioscience paradox. Bioscience that is beneficial is identical
to bioscience that is potentially horrifying. Emerging possibilities of biovi-
olence are inherent in its progress – it is therefore problematic to say, “this
is prohibited” or “this is not prohibited.” The science that arguably should
be prohibited is exactly the same science that should be encouraged.
Moreover, science changes rapidly. Any set of legal prohibitions or reg-
ulations are likely to require nuanced applications and constant updating.
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Attention should focus, therefore, on the process by which those precepts
can perpetually emerge through evolving contexts. This is a remarkable
legal challenge.

Second is bureaucratic fragmentation. Bioviolence evokes no single
discipline or specialization. It cuts across the sciences, law, and politics;
across academia, government research, and the private sector; across
developed and developing States; and across planners who focus on mil-
itary prowess, on public health, on law enforcement, and on emergency
preparedness and management. The result is not that the issue has too
many homes; it has no home at all. Traditional bureaucracies either step
on each other’s turf or pass responsibility through a maze of departments.
In the U.S. government, there has been no authoritative office for coor-
dinating a broad array of policies to prevent bioviolence. They vanish
in the bureaucratic labyrinth. On the international level, the situation is
immensely worse.

Third is conflict over priorities. Arms controllers and military strate-
gists haggle about whether policies to reduce bioviolence threats should
be addressed before policies to reduce other strategic threats (e.g., nuclear
weapons). Developed States’ advocates urge prompt action, but devel-
oping States’ spokespersons argue that bioviolence threats should not
divert attention from threats of natural disease, famine, and poverty. Law
enforcers recognize that bioviolence is a crime but resist efforts to divert
resources and attention away from core police functions. Bioscientists
welcome resources to develop vaccines against biothreats but rebuff sug-
gestions that their work should be governmentally supervised to reduce
risks of misapplication. These and many similar conflicts over priorities
serve to muddy the policy waters thereby impeding policy makers’ ability
to see where synergies can be usefully created and inappropriately engen-
dering resistance to ideas that simultaneously advance multiple agendas.
Instead, bioviolence prevention is a policy domain that is riddled with pri-
ority fortresses; entrenched defense of these fortresses impedes progress.

Fourth is the awesome rate of change in bioscience. Changes in the
underlying science are absolutely beyond the rate of progress in diplomacy.
Even if State-to-State diplomacy suddenly rang of harmony and shared
commitment about what should be done, these diplomatic interactions
are simply incapable of keeping pace with changing threat parameters.
Bioviolence is an international security threat that is too dangerous to
leave to political realists; they are simply too slow to undertake progress
or respond to evolving dangers. Needed is an international legal capacity
for rapidly making extremely sophisticated decisions at the very edge of
human intellect – decisions that have humanity-wide implications.
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Fifth is a poverty of foresight. Bioviolence prevention policy tends to
be reactive as if the next problem will mimic recent experience. The
2001 anthrax attacks prompted a colossal shift of resources toward devel-
oping anthrax vaccines; expert attention to smallpox likewise provoked
widespread concern about the paltry stockpiles of smallpox vaccine. A
plague attack would likely incite stockpiling of appropriate antibiotics; if
ebola is perilously manipulated into a terror device, an entirely different
set of initiatives will ensue. Policies are event driven, and bio-offenders can
outwit us by changing their attack mode. Nowhere is there systemic eval-
uation of today’s bioviolence threats, much less the threats that we might
face in only a few years. There is no widely accepted coherent framework
of principles or obligations to guide prevention policies.

BIOVIOLENCE IS A CRIME!

A lot about preventing bioviolence is complicated, yet the keystone is clear.
This book opened by defining bioviolence as a crime – quite literally, trea-
son against humanity. For humans to pervert scientific progress into a
catastrophic human loss is treachery most vile: members of our species
using other species to devastate our species. It is a crime regardless of who
the bio-offender is. There should be no ambiguity on this point anywhere
for any reason whatsoever.

Designating behavior as a crime against humanity – as an act com-
mitted as part of a widespread or systematic attack directed against any
civilian population – is the clearest and most forceful articulation of a pro-
hibitory norm. This term includes murder, extermination, or other inhu-
mane acts intentionally causing great suffering or when committed as part
of a widespread or systematic attack or on a large scale directed against a
civilian population.2

Criminalizing the misuse of pathogens for hostile purposes clarifies
that such conduct is absolutely intolerable. Many scientific associations
have condemned activity that contributes to commission of a bioviolence
attack; there are a long list of Codes of Ethics and Declarations attesting to
the universality and seriousness of this prohibition. It is wrong, therefore,
to refer to biological weapons as “the poor nations’ nuclear weapons”; no
one should even suggest that their use might be rationalized in the name
of self-determination. There are no legitimizing exceptions or national
security justifications; no ideology or belief system can provide cause for
ignoring the prohibition.

Setting clear norms and criminal prohibitions forces nations to choose:
be a member of the global community or be a pariah. As global integration
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becomes ever more economically pivotal and as membership in regional
associations increasingly depends on compliance with internationally rec-
ognized tenets of behavior, clear normative prescriptions gain weight.
Criminalization means that global opprobrium must befall a State that
adds bioweapons to its military arsenal. It means that the international
community must take necessary and proportional action to thwart any
nation from obtaining the materials and equipment and conducting the
tests required for a bioweapons program.

Criminalization offers even greater benefits for confronting non-State
terrorists or outlaws. It means that law enforcers must cooperate world-
wide to be watchful of bioviolence preparations, and they must sustain
vigilance for preventing those preparations’ consequences. On this issue
at least, there is no alternative to and no dispute about the need for inter-
national law enforcement cooperation. To their everlasting credit, some
preeminent law enforcers and their institutions have forthrightly exercised
leadership in regard to bioviolence prevention. This bodes well for future
cooperation and, more generally, for the global spread of the rule of law.

Ultimately, the status of “crime against humanity” means that every
State has responsibilities. Every State must criminalize bioviolence under
its national laws, attach strict penalties, develop mechanisms to detect ille-
gal behavior, authorize law enforcers to interdict that activity, and coop-
erate to bring bio-offenders to justice. No State can legally approve such
conduct or grant impunity for any bio-offenders irrespective of where it is
committed, against what category of victims, and whether it occurs during
peace or war. A State that refuses to conduct an investigation or request
support to interdict criminal bioviolence in its jurisdiction will be signaling
through its inaction that it condones the illegal conduct. In that case, the
State should be accountable for whatever harm follows from that crime.

OVERVIEW OF THE PREVENTION STRATEGY

From the straightforward premise that bioviolence is a crime grows an
intricate strategy that can be expressed as follows:

Prevention =
Complication + Resistance + Preparation + Nonproliferation

These dimensions of the prevention strategy, discussed more fully in
the next four chapters, should be thought of as successive and mutually
reinforcing filters. Each captures or erases some risks of bioviolence and
in coordination will likely deter malevolent actors from its pursuit. No one
set of measures will be altogether effective, yet the risks of bioviolence can
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be substantially reduced by activating the strategy comprehensively. This
is complex and must be pursued carefully. Most importantly, all of these
dimensions must be subject to the rule of law.

Complication

First, denial measures should make it hard for a bio-offender to get what
he needs to commit bioviolence, and if he tries, interdiction measures
should make it more likely he will be discovered and stopped. The bio-
offender needs pathogens and a capability to weaponize them. It will be
harder for him to get these items if only legitimate scientists who need
to work on highly refined and dangerous pathogens using sophisticated
equipment in very secure laboratories are allowed to have access to such
items. Cutting off or limiting wrongful access to sophisticated and refined
agents, equipment, or laboratories would pose complicated obstacles for
bioviolence that likely will discourage potential offenders from pursuing
this catastrophic mode of attack.

Correctly structured denial measures should be linked to observable
signals so that an offender will more likely make a mistake that alerts
law enforcers. This is how interdiction measures can be beneficial. Law
enforcers (police, customs and border control officials, regulatory inspec-
tors, etc.) should be authorized, trained, and equipped to look for such
indicative behavior so that they will stop a bio-offender before he has a
chance to carry out his plans. The key challenge facing law enforcers is
to know where and at whom to look; more precisely, it is to know how to
distinguish bio-offenders from legitimate bioscientists.

If denial measures pose obstacles to getting necessary items for biovi-
olence, and if interdiction measures raise the risks of getting caught, then
malevolent persons will likely be dissuaded from bioviolence altogether.
A potential bio-offender has to think about the costs and benefits of var-
ious schemes; uniquely difficult and risky schemes will, in that equation,
appear unattractive. By implementing effective denial and interdiction
measures worldwide, we would go a long way to preventing bioviolence.
But we must not stop there.

Resistance

Perhaps more than any other threat facing humanity, bioviolence is inher-
ently linked to explosively changing science that perpetually transforms
the types of threats as well as our capacity to withstand attacks. Advancing
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bioscience can discover vaccines and medications that deprive some dis-
eases of their horrifying impact and thereby reduce options for bioviolence.
Bioscience can also create novel pathogens that are unaffected by those
vaccines. Thus, bioscience is simultaneously a critical component of the
solution and an impetus for the problem.

The concept of resistance, therefore, is double-edged. First, there are
policies that can encourage creation of drugs that will enable us to resist
pathogens more effectively, but there is no cure-all that will immunize us
from harm. Second, there are policies that can resist bioscience’s potential
for developing dangerous capabilities whether inadvertently or malevo-
lently, but these policies must not constrict the fundamental pursuit of
scientific knowledge. Resistance measures can contribute to complica-
tion. By denying potential offenders various easy-to-accomplish methods
of bioviolence through widespread immunization of target populations,
complication measures can focus on more challenging attack methods.
Yet, resistance policies carry costs both overt and hidden that must not
be ignored. Moreover, there are remarkable challenges in extending these
policies worldwide.

Preparedness

As repeatedly explained in previous chapters, it is getting easier to com-
mit ever more horrible bioviolence. Even if complication and resistance
measures are implemented, risks remain that someone will successfully
commit a bioviolence attack despite our best efforts. We must be ready to
mitigate the damage. Worldwide, we need to enable early detection and
response to an attack once it has happened. If all else fails, it is socially
responsible to ensure that an attack’s consequences will be containable.

Preparedness measures are closely linked to resistance measures. The
vaccines and medicines that scientists discover have to be produced in
sufficient quantities, distributed globally, and allocated with respect for
adverse side effects. Other preparedness measures such as hardening
buildings against pathogen dissemination can also heighten our resistance
to attack.

Preparedness measures can also contribute to complication measures.
By establishing lines of communication between public health authorities
and law enforcers, we can more quickly identify a bioattack and respond
more effectively. After an attack, preparedness measures will be critical for
treating victims. Especially for attacks involving contagious pathogens,
preparedness measures can limit an attack’s spread and encourage public
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health–law enforcement cooperation to contain the consequences and
maintain order. The challenge is how to advance systems where more
secure bioscience and better law enforcement capabilities are integrated
with and complementary to promoting global public health prepared-
ness.

Nonproliferation

The three sets of measures just mentioned (complication, resistance, and
preparedness) are together the most effective way to address threats of
terrorists, criminals, and lunatics. There remains, however, the rarer but
very serious threat of State military programs. Because States have unique
capabilities for committing violence and making covert preparations, con-
sideration must be given to measures for preventing proliferation of mili-
tary bioviolence programs.

The Biological Weapons Convention (BWC) establishes the global
norm against bioviolence, but its operational vagueness and political
rancorousness have denuded it of real power to prevent State biovio-
lence. Three controversial issues should be the centerpiece of prospective
BWC deliberations. First, what process should decide precisely what is a
bioweapon; most especially, how should so-called nonlethal bioagents be
considered? Second, how can States be confident of their mutual compli-
ance and be assured that burgeoning national biodefense programs are
not covers for bio-offensive initiatives? Third, how can the BWC process
encourage and oversee the dismantlement of existing bioweapons stock-
piles particularly in the former Soviet Union. Notably, two other issues that
exceed the BWC’s scope have received substantial yet unproductive atten-
tion; they should be removed from its ambit: what should be the trade and
economic incentives for developing States in the treaty regime; and should
a governance authority be associated with the BWC. The importance of
these issues has weighed down BWC progress and should, therefore, be
considered elsewhere more productively.

The final chapter of this book considers perhaps the most important
challenge facing anyone concerned with bioviolence. Few aspects of this
strategy can emerge and be sustainable if pursued without any type of
international governance, yet no modicum of governance currently exists.
The global strategy for bioviolence prevention comprising complication,
resistance, preparedness, and nonproliferation must proceed, therefore,
by establishing specialized oversight bodies within the United Nations.
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Guiding Principles

As the remaining chapters explore the bioviolence prevention strategy,
three core principles deserve paramount attention:

� Comprehensive security – Decisions and activities should reflect
global rather than national interests and should consider the future
linkages among scientific, developmental, and security issues. As
the 1995 Commission on Global Governance stated, “Global secu-
rity must be broadened from its traditional focus on the security
of states to include the security of peoples and the planet.” Secu-
rity from bioviolence is an essential priority that intersects diverse
efforts to promote international peace.

� Distributive justice – Decisions and activities should strive to equi-
tably distribute obligations and benefits according to the princi-
ple of common but differentiated responsibilities. Comprehensive
security from bioviolence is a common “humanity” right in the
sense that it is possessed by all, for all. International policies should
reflect appreciation for the uneven distribution of opportunities
among States. More broadly, the pursuit of sustainable develop-
ment should include respect for bioviolence prevention and vice
versa.

� Fair participation in legal process – The formation and application
of rules should propound basic principles of procedural justice –
access to information, right of interested parties to participate, and
accountability. As all humanity is directly concerned with biovio-
lence prevention, all should have a say in the policy options and
the distribution of benefits and burdens. A structured governance
system will need effective collective decision-making processes as
well as mechanisms to monitor and enforce compliance with rules.
Much attention throughout this book focuses on the need for legit-
imacy – no decision can satisfy everyone, but every decision must
manifest that it is the product of an objectively reasonable process.

Viewed even more broadly, the bioviolence prevention strategy
attempts to grapple with the potential dangers emerging from bioscience,
fully recognizing that preventing bioviolence must be a facet of a broad
international commitment to promote that science – not just its prod-
ucts (pharmaceuticals) but the science itself – as a global good. Yet, the
bioscience undertaking poses inherent and unavoidable dangers, and the
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more that bioscience spreads the greater the need for global controls to
prevent a humanity-wide catastrophe. Therefore, access to and partici-
pation in modern bioscience should be conditional on performance of
that bioscience according to international standards. With the commit-
ment to encourage the global spread of bioscience comes an obligation
to undertake scientific activities according to standards that reflect an
appreciation of the unfortunate but nontrivial potential that a fraction of
those so engaged could wreak disaster out of all proportion to their num-
bers or resources.

Synthesizing a global strategy of bioviolence prevention requires,
therefore, a broad international commitment to the spread of legitimate
bioscience; recognition that countering bioviolence must be a facet of
that commitment; and an obligation to establish and implement inter-
national legal standards and measures as a prerequisite of global bio-
science guardianship. Inappropriately addressing bioviolence concerns
could undermine development of bioscience and technology with catas-
trophic effects. Developing bioscience but failing to address bioviolence
concerns could lead to disaster and undermine confidence in science.
Addressing all these concerns in harmony is mandatory for humanity’s
security.3
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5 Complication: What Law Enforcers
Should Stop

Law enforcement’s potent crime-fighting capabilities should be commit-
ted worldwide to detect and interdict bioviolence preparations. In most
nations, however, police and other law enforcers are inadequately autho-
rized and woefully lack information that would enable effective action.
Recently, the United Nations Security Council and Interpol have each taken
impressive strides to improve law enforcement authority and capacity, but
the problem is far too vast for these measures to fill the void. Much more
is needed.

A recent incident highlights this need. In June 2006, The Guardian
newspaper reported that it easily obtained some smallpox DNA through
the mail. It used an invented company name, a mobile phone number,
a free e-mail address, and a house in north London to receive a plastic
bag containing a small vial holding a white gel – the DNA. The source, VH
Bio Ltd., did not know that the supplied material is part of the smallpox
genome. VH Bio’s chairman said that it is impossible to screen orders for
short genetic sequences; in any event, no laws require background checks
on potential customers. The Guardian reported that five of twelve gene
synthesis companies that it surveyed in North America and Europe always
screen their orders for suspect sequences; three said they never do.1 For-
tunately, this DNA sample was only a tiny fraction of a smallpox genome.
There is scant risk that someone could order consecutive links and patch
them together to make a whole virus. Yet, the full sequence map is freely
available on the internet as are the DNA sequences of other dangerous
pathogens that are far easier to assemble. For example, the genome of the
1918 Spanish Flu is only about 7 percent the length of the smallpox genome.

This chapter is about how law enforcement should complicate the pur-
suit of bioviolence. It should be difficult for bio-offenders to gain wrongful
access to refined pathogens, sophisticated bioequipment, and advanced

101
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biolaboratories that could make it easier for them to carry out serious
bioviolence scenarios. If they get access, there should be clues that enable
law enforcers to stop them before the attack. There are many recommen-
dations here and many elaborate details need to be addressed, yet all these
recommendations can be achieved quickly and without great expense if
there is the will to do so.

IRRESPONSIBLE GAPS

There appear to be huge opportunities for bio-offenders to gain lethal
capabilities. Getting sophisticated equipment is trivial, and there are
an untold number of biolaboratories containing refined pathogen seed
stocks. How readily might any of these labs deliver pathogen samples in
response to a fraudulent request? How many labs have appropriate safe-
guards for complicating diversion of pathogens or wrongful use of their
facilities? Maybe there are many – maybe only a handful. No one knows for
sure. Yet, one thing is certain: in most places around the world, if pathogens
are diverted or if labs are malevolently used, it is extremely unlikely that law
enforcers would find out in time to stop a catastrophe! Like the rest of us, the
police will find out after the attack is carried out and the victims pile up.

It is alarming that we do not know where are all pathogens and laborato-
ries that could facilitate bioviolence. More precisely, we know an enormous
amount about some pathogens and laboratories; most worrisome is what
we do not know about. As bioscience increasingly proliferates throughout
regions near and far, the gaps of critical information expand. In truth, we
have no real idea of what we do not know.

Worse, many States have not legally restricted accumulation of agents
or critical equipment that bio-offenders might use. In many States, culti-
vation or transfer of deadly pathogens is not a criminal act. It is perfectly
legal to obtain the most lethal agents and the equipment with which mod-
estly trained scientists could assemble a functional bioweapon. In many
nations, even if police learn that someone has an amateur laboratory, that
laboratory violates no law. Police lack authority to inspect legal behavior
and therefore lack authority to investigate amateur bioscience activities.
A bio-offender can prepare, transport, and even export agents that could
be lethally misused without running afoul of any legal constraint. Refin-
ing pathogens for easy dissemination is also not prohibited. Only the final
act – the actual commission of an attack – is a crime.

This is irresponsible. We would not accept a system where anyone
could fly a commercial airplane virtually anywhere without informing
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authorities or in violation of safety standards. We would not accept a sys-
tem where nuclear laboratories have open doors that might allow anyone
to carry materials or equipment in and out. We most certainly would not
accept a system where, despite knowing that there is potential for criminal-
ity, law enforcers are incapable of doing much to prevent a most horrible
crime. Most of us respect the need for scientific freedom, but there has to
be a difference between freedom and anarchy especially when the conse-
quences of misuse could be cataclysmic.

Bioscientists are not to blame for this condition, although some sci-
entists are perhaps too complacent about the potential for bioviolence.
Most scientists are engaged in a headlong competition to make a new
discovery and publish the next paper. It is a competition where ethical
precepts hold powerful sway but where compulsory standards are defi-
cient. At root here are legal gaps throughout major regions of the world
and ignorance about what is going through those gaps. Some States enforce
relevant standards; most do not. Cavernous holes in national legisla-
tion undermine any authority to enforce basic security standards. These
holes in nations’ laws are magnified by the legal void at the international
level. There is no authoritative system for keeping records and no way
to know about compliance with even properly enacted laws. There is no
coherent international oversight structure that can make fine, nuanced
decisions much less determine whether everyone is obeying those
decisions.

Most importantly, there is essentially no mechanism whatsoever for
detecting bioscience activity that is intentionally evasive of standards, that
is, criminal bioscience. While bio-offenders are becoming more focused
and organized, policies to deny them the capabilities for bioviolence are
vague, gap-ridden, backward-looking, unsupervised, and largely inatten-
tive to the threat posed by intentional malefactors. More dismayingly, there
is no process whatsoever to anticipate the policies that might suitably
cope with tomorrow’s challenges – a most striking deficiency in view of
bioscience’s accelerating rate of change. The crisis here is not in science –
the crisis here is in law. There is a systemic failure to clarify and enforce
even rudimentary legal obligations that could make it harder to commit
bioviolence.

THE LOGIC OF COMPLICATION

It should be hard for a bio-offender to get the pathogens and tech-
nology that he needs to commit bioviolence. If he can obtain refined
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pathogens and readily weaponize them using advanced equipment and
facilities, he will more likely succeed than if his preparations are unremit-
tingly obstructed. Global implementation of measures that deny the more
straightforward ways to commit bioviolence will compel a bio-offender
to pursue more precarious and expensive routes that raise the odds of
botching his plans. Therefore, he should be barred from obtaining refined
laboratory specimens of dangerous pathogens. If he wants to refine natu-
ral pathogens himself, then his acquisition of refining equipment should
leave an obviously detectable trail. If he tries to enter sophisticated bio-
laboratories, he should confront multiple security checks. In general, the
higher the hurdles that the bio-offender has to overcome and the greater
the risk of alerting law enforcers, the more likely he will take his evil inten-
tions in other directions.

Denial + Interdiction

Raising barriers to bioviolence makes sense. Indeed, national and interna-
tional laws apply similar barriers in comparable contexts to deny access
to dangerous items. Neither nuclear materials nor extremely toxic chem-
icals can be casually obtained by people who lack permission or skills
to have them. In the biological sciences, minimally obtrusive methods
to keep pathogens and equipment secure could readily be implemented.
Only scientists who need such key items for legitimate purposes should
have access to them.

Many technologically advanced nations have effectively implemented
mandatory standards for restricting access. All nations should follow suit,
but most have not; the proliferation of bioscience is far outpacing the
spread of appropriate security standards. In many countries, denial mea-
sures for preventing bioviolence are supposed to be observed on a “volun-
tary” basis. Voluntary compliance is fine for the many scientists who are
attentive to bioviolence risks, but their observance is not very useful for
stopping real bio-offenders who want to manipulate the system for hostile
purposes.

If denial measures are not in place everywhere, then bio-offenders will
exploit the gaps. Moreover, these measures must not only be legislated;
officials must have authority and capability to actually enforce them. The
challenge, therefore, is not to design novel controls that can be experimen-
tally applied to bioscience to see if they might be effective. It is to ensure
that well-understood security controls are implemented and enforced
wherever bioscience is dynamically emerging.
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Binding obligations to comply with denial measures have an addi-
tional benefit: implementing them generates a lot of information. To assess
compliance with denial measures, legitimate bioscientists and their insti-
tutions will have to report data about where laboratories are and what
pathogens are stored or handled in them. These reports will produce
data flows that can generate a global census of biofacilities, location of
pathogens, and the traffic in pathogens and equipment. Such data is essen-
tial for effective interdiction.

To stop bioviolence, law enforcers have to know where and at whom
to look. One purpose of denial measures is to gather enough informa-
tion about legitimate bioscience to have a clear picture about who is
engaged in sensitive activities and where those activities are carried out.
With better data about legitimate bioscience, law enforcers can distinguish
bio-offenders from scientists, enabling them to optimally focus scarce
resources. Absent that information, movements of pathogens and access
to laboratories will be just a blur.

By knowing where legitimate science is practiced and what is the traffic
in critical items, law enforcers can look for anomalies – unusual situations
that might be a clue of covert bioviolence preparations. Correctly struc-
tured denial measures should, therefore, be linked to observable signals
so that an offender trying to overcome those barriers will leave clues. It
is critical that law enforcers be authorized, trained, and equipped to look
for such clues so that they will stop a bio-offender before he executes an
attack. Data reporting has a double benefit here: legitimate bioscience can
help law enforcers focus scarce resources on interdicting outlaws, and law
enforcers will leave those bioscientists alone.

Simply expressed, denial measures should make it very difficult to get
necessary items to commit bioviolence so that a bio-offender should have
to leap over high hurdles to prepare a bioviolence attack. Interdiction mea-
sures should enable law enforcers to observe leapers and quickly move
against them. Facing difficult obstacles and high risks of getting caught,
potential bio-offenders will likely view bioviolence as excessively risky.
Worldwide implementation of these measures would, therefore, go a long
way to dissuading pursuit of bioviolence.

Bioscience’s Anxieties

Some bioscientists become anxious when discussions of bioviolence evoke
proposals for regulating their activities. They are understandably con-
cerned that legal monitoring and enforcement of bioviolence prevention
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policies might raise the specter of snaring legitimate, even compelling
activities in a dragnet whereby law enforcers will interfere with their work
or insinuate that their work is linked with bioviolence. Controls on distri-
bution of pathogens means that they might not be able to get what they
need for experiments or that a scientist will be prosecuted for having a
bottle in back of the refrigerator that might be found to hold a lethal but
unregistered pathogen. Graver worries are that persons of certain ethnicity
or nationality will be altogether barred from potentially sensitive scientific
research.

In this view, regulating laboratories and the people working in them
means that police will be constantly supervising scientific activity, ready to
pounce on the merest transgression, stifling the relaxed atmosphere that
is conducive to good science. If working with pathogens – refining them
into pure strains, manipulating them into uniform shape and density, and
studying their processes of lethality – is suspicious, then thousands of
bioscientists could face legal inquiry or worse. If having lethal pathogens
and equipment for preparing bioviolence agents is enough to initiate an
inquiry, then all sorts of bioscientists, including high school science teach-
ers, might have to explain themselves.

Overbroad regulation would not serve any beneficial purpose and
could stifle life-saving and lucrative progress. Indeed, if regulations are
imposed without criteria, it is not far-fetched to envision police barg-
ing into laboratories and interrogating scientists. We must acknowledge
that bioscientists have a history of substantial abuse when officials enter
their realm or circumscribe their research. The miracle discovery of small-
pox vaccine was widely denunciated as immoral amid calls to stop inoc-
ulations. Today, the U.S. government resists stem-cell research while
various European governments resist exposure to genetically modified
organisms.

It is important to stress that bioscience has made (and continues to
make) outstanding contributions to humanity. Bioscientists strongly value
their independence. Many believe that this progress is directly related
to minimal government intrusion and constraint by law enforcers who
have little understanding of what they do. Indeed, a degree of anarchy has
always characterized the pursuit of bioscience that, until recently, could be
conducted with minimal resources. Bioscientists trace their art to Mendel
whose breakthrough discoveries took place in his garden. Worth empha-
sizing is that bioscience has immediate and direct entrepreneurial impli-
cations for the pharmaceutical sector – a sector that, to put it mildly, has
issues with legal supervision.
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Moreover, the bioscience/pharmaceutical sectors are crucial allies in
preventing bioviolence. They share a common interest with law enforcers
in reducing vulnerabilities. These sectors must undertake research on
pathogenicity and virology, produce vaccines and antidotes and instruct
first responders on their use, and join with other disciplines to create sen-
sors and other instruments to assist law enforcement. In the event of a
bioviolence attack, law enforcers and scientists will have to cooperate with
public health personnel to limit the spread and severity of consequences.
It would be counterproductive to view bioscience as dangerous or biosci-
entists as suspects for potential bioviolence. More broadly, it is ridiculous
to think that there is widespread interest among bioscientists to engage in
bioviolence.

Part of the difficulty here is that bioscientists and law enforcers do not
communicate with each other especially well. Each community regularly
sponsors workshops on bioviolence, but only recently have representatives
of one community participated in the other community’s discussions. Even
their terminology is different. Terms like “surveillance” have very differ-
ent meanings in each context. Broadly viewed, the fact that bioscientists
and law enforcers are mutually leery and averse to seeing the other’s per-
spective is a dangerous impediment to preventing bioviolence. It is piv-
otal to forge supportive linkages between scientists and law enforcers that
enhance cooperation yet are respectful of each other’s domain.

Looking forward, bioscience will proliferate throughout the world and
increasingly offer opportunities for bio-offenders to hostilely misapply
that science. Necessarily therefore, all the arguments in favor of free scien-
tific inquiry are not limitless. No freedom is absolute. Society has a right –
indeed an obligation – to protect its members from harm or crime. It is
imperative to pursue well-defined criteria that apply objectively to real
security concerns without regard to dogma or political preference and that
are minimally necessary to further a legitimate social purpose. The selec-
tion of criteria should be guided by a strict calculation of what measures
can actually be beneficial. There is no reason to waste resources investi-
gating innocent persons and activities. But transfers of lethal agents and
sophisticated equipment to persons lacking a legitimate need for them
could have horrifying consequences. Thus, scientists should embrace rea-
sonable security standards that can diminish the risk of bio-offenders
obtaining and weaponizing pathogens as the price of living in a dangerous
world.

Moreover, bioscientists must recognize that an actual bioattack will
inevitably provoke calls for draconian oversight measures. That was the
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immediate reaction to the anthrax attacks of late 2001. If there is any evi-
dence of bioscience involvement in a future attack, even inadvertently,
the clamor for controls is likely to be deafening. President of the National
Academies of Science Bruce Albert said, “We’d all be haunted if some pub-
lication in my [NAS] journal were used to make a biological weapon.”2 If
bioscientists are truly concerned that law enforcers will cite bioviolence to
justify interfering with their work and falsely characterize their possession
of pathogens and critical equipment, it would be tactically wise to help
design reasonable prevention mechanisms before an attack occurs rather
than stubbornly resist any oversight whatsoever until a nightmare scenario
unfolds. More broadly, it would be cavalier to ignore the unfortunate but
nontrivial potential that a few bioscientists could, if wrongfully motivated,
wreak disaster out of all proportion to their numbers or resources.

Registration and Census

Complication policies must be directed at misuses of biology and place
only minimal burdens on legitimate science. Broadly stated, complica-
tion policies should focus on: 1) census functions – knowing where sensi-
tive items are and how they are moving; and 2) thwarting wrongful diver-
sion, access, or smuggling of such items. Complication policies should not
focus on: 1) monitoring individual bioscientists’ activities; or 2) impeding
participation in the biosciences by persons based on their nationality or
ethnicity.

Companies and academic institutions working with dangerous
pathogens should be registered, and that registration should be declared
to international and national authorities. Registration serves two pur-
poses. First, lawful entities must comply with strict security safeguards
for impeding misuse or diversion. Second, registration authoritatively dis-
tinguishes lawful possessors of select pathogens from outlaw possessors.
Properly registered entities are presumably legitimate, and their posses-
sion of pathogens is therefore not inherently suspicious. By negative impli-
cation, anyone having listed pathogens without proper registration has
violated the law and may be punished; no further evidence of malevolent
intent is needed.

The message to scientists who seek to work with such microbes is:
Identify yourself, comply with explicit standards for safety and security,
and agree to transfer these microbes only to scientists who are similarly
identified and complying with such standards. If so, law enforcers will not
have reason to bother you. Bio-offenders are unlikely to come forward and
register.
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The scientists who overtly declare their intentions to conduct research
should face little more than routine paperwork obligations. For all the
bioscientific entities that are not working with dangerous pathogens or
uniquely critical equipment, the obligations should be trivial. Only the few
entities that handle items of concern should face more onerous require-
ments. Even for these few entities, the consequences of missing a regula-
tory detail should be trifling unless there is hard evidence that the oversight
was deliberate. By their act of self-identification, they enable attention
to be devoted to persons or institutions who deliberately do not identify
themselves. By contrast, the consequences of someone’s willful refusal to
participate in the regulatory system should be very stiff. It is this type of
secret bioscience that is troubling. Most importantly, the entire system
must be consistently mandated and enforced globally.

DENIAL TACTICS

In some countries with advanced bioscience sectors, laws effectively
control access to particularly lethal pathogens, unique equipment, and
facilities.3 Many of the controls proposed here are standard operating pro-
cedures for bioscience in these nations.

Denying Access to Pathogens

Access to specimens of readily weaponizeable pathogens should be con-
trolled. If bioviolence offenders cannot get these specimens, they would
have to gather natural pathogens that would need to be refined, raising
both technical challenges and risks of detection.

The first question is which pathogens should be controlled? Small-
pox and anthrax would likely be on everyone’s list. After that, scientists
disagree. No list will be perfectly satisfactory or without dispute. Even if
a list could be synthesized here, it would be quickly out of date as new
pathogens are discovered or someday constructed. Properly framed, the
question is who should determine the list of controlled pathogens. These
decisions must be perceived as “legitimate.” There should be firm criteria
for decisions, an explicit decision-making process that welcomes expert
input, and opportunities to review decisions.

In the United States, the CDC makes authoritative judgments. Its
“select agent list” now has forty-one pathogens (the 1918 Spanish Flu
genome was recently added) divided into Class A (high threat) and Class
B (medium threat) biological agents.4 No doubt, some scientists dis-
agree with some of the CDC’s listing decisions, but few scientists dispute
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the CDC’s legitimacy. The process applies elaborate criteria and engages
esteemed scientific intellect. Legal grounds to challenge a decision are
limited to abuse of process – exceptionally rare in these circumstances.
Because the CDC’s process for composing the list is legitimate, its author-
ity to impose obligations for handling and transferring select agents is
undeniable.

How can this type of oversight be internationalized? The CDC has ana-
logues in other nations, but no comparable authority exists at the interna-
tional level. The World Health Organization (WHO) could stipulate which
pathogens should be controlled but has refused, to date, to do so. Instead,
it alerts States about potential risks and suggests that each State identify
the agents it believes pose a threat worthy of preventive and responsive
measures. States should focus on the “biological agents known to have
entered the process of weaponization during the Cold War, in other words,
agents which have been used in the past” and “agents condemned under
the BWC.”5 The WHO expects some disparity as to agents of concern:
“[A]ppraisals and priorities will certainty differ from country to country,
but . . . prudent Member States will have at least some organization and
some plan in place to deal with deliberate releases of biological and chem-
ical weapons.”6

The WHO’s position is suffused with diplomatic timidity that leads to
the lowest and most worthless level of permissiveness. If each State defines
its own list of violence-relevant pathogens, then there is no standardized
list whatsoever. Because specimens are readily transferred across national
borders, different lists of agents produce incoherence that undermines
rational regulatory controls. Very recently, the WHO has taken a small
positive step: its newly adopted International Health Regulations specify
diseases that “may constitute a public health emergency of international
concern.”7 This list does not pertain directly to possession of pathogen
seed stocks, yet it is an initial step toward WHO assumption of author-
ity in this context. Notably, the Animal Health Organization (Office des
Epizooties, OIE) has done better with regard to animal pathogens.8

An international body (presumably the WHO for human pathogens
and the OIE for animal pathogens) should be authorized to compile a list
of “select” pathogens, with prescribed processes for promptly expanding
or revising the list. Whether that body would adopt the CDC “select agent
list” or a different list of pathogens is not the point here; any chosen list
will soon change. What is important is that an official body comprised
of well-informed scientists must be authorized to make determinations
pursuant to law.
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Pathogen Census
A globally accepted list of potentially dangerous pathogens is the necessary
basis for a census of those pathogens’ location and movement. Every State
should identify the facilities within its territory that have stocks of any listed
pathogen. Maintaining international databases is absolutely essential to
properly record information about these pathogens. Today, databases of
culture collections are incomplete. The good news is that the World Feder-
ation for Culture Collections (WFCC) has established guidelines for oper-
ating micro-organism culture collections;9 organisms listed in its World
Data Centre for Micro-organisms (WDCM) are available only to bona fide
users who maintain proper records. The bad news is that the WFCC is a
voluntary organization – a club – of well-meaning bioscience institutions.
It does not govern nonmember activities. The problem, of course, is that
bio-offenders are unlikely to join the WFCC – its guidelines are not directed
at finding or stopping them.

Lacking comprehensive records about pathogens’ locations, law en-
forcers cannot optimally prevent or prosecute bioviolence. Without re-
cords that might suggest who possessed pathogens, when, and what has
become of them, it is essentially impossible to investigate suspected crim-
inality. Conventional law enforcement would be far less effective if there
were no data collection systems (e.g., fingerprints, gun registration, felony
records, etc.). Yet, in connection with bioviolence, no comparable systems
exist.

Pathogen Marking
One innovative step that could help prevent bioviolence is to require
selective pathogen marking. On DNA strands, there are spaces that serve
no apparent biological purpose. Bioscientists could insert “markers” or
“barcodes”; this technique could enhance identification and tracking of
specific pathogen strains. If each registered laboratory has a distinctive
marker, and if an additional marker could be added if the strain is trans-
ferred to another laboratory, then there would be a set of markers that
indicate where the pathogen came from and who might have worked with
it. If that pathogen is later found in an inappropriate location or if it has
been used to instigate bioviolence, there would be information that could
be very relevant for holding bio-offenders accountable.

Pathogen marking has provoked controversy among bioscientists. It is
a bother, although it is unclear how much. Only the small minority of bio-
logical substances that are select agents would have to be so marked, and
the costs of emplacing and tracking such markers are not considered to be
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substantial.10 The major objection is that such markers would be imper-
fect. Many pathogen strains already in circulation could not reasonably
be marked (much less be retroactively marked), and it would be easy to
remove markers on strains that are marked. (It is curious that, according
to these objectors, marking pathogens would be a burden but removing
those markers would be trivial.)

These objections to marking select pathogens belie a profound misun-
derstanding of how to prevent crime, especially crime that involves sophis-
ticated techniques. Although pathogen marking would be initially incom-
plete and subject to manipulation, a potential bio-offender who wants
to avoid accountability would be deterred. Seeking to covertly weaponize
a laboratory strain yet knowing that many pathogen strains are marked,
bio-offenders could be certain that the strain is unmarked only if they
scrutinize that strain and remove any existing markers – another hurdle
that would need to be surmounted.

There is another virtue. Worldwide, some managers of legitimate lab-
oratories might be less than perfectly attentive to their security responsi-
bilities, not out of malevolence but just because they are lazy or wanting to
avoid expense. However, if dangerous pathogens are marked, then diver-
sion followed by misuse could be traced back to the lab from where they
were diverted; the lackadaisical facility director could be held accountable
for dereliction of oversight responsibilities. Under many nations’ laws, a
facility that is the source (even unwittingly) of diverted pathogens that
are catastrophically used would be liable for the ensuing losses. Knowing
that possibility, these scientists might take their responsibilities far more
seriously – at least their lawyers or insurers will.

More generally, it is imperative to know where the most dangerous
pathogen strains are located, and police must have records that can read-
ily be used to conduct investigations and pursue suspicions. Even if these
measures are only partially effective, bio-offenders will have to consider
the heightened risk of exposure and punishment, and scientists respon-
sible for security will have to consider their potential accountability if
something that they could have prevented goes horribly wrong.

Denying Access to Laboratories

Improving security at biolaboratories is critical to preventing bioviolence.
At which laboratories? It would waste resources to regulate every site that
could cultivate pathogens including, for example, school science labora-
tories. Only the very few laboratories that pose the most serious concern
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should receive substantial attention. Importantly, safeguards to foil crim-
inal diversion, including physical security and identification of potential
risks, should be graduated based on the assets that require protection.
Three factors should comprise this equation.

1. What agents could be diverted? How potentially dangerous are the
agents, and how easily can they be used as a weapon? Relevant
factors include the availability of weaponizeable strains, their har-
diness and ease of production, how they could be disseminated,
and how much specialized knowledge is needed to use the agents
as weapons.

2. What could be the consequences of using those agents for
bioviolence? Relevant factors here involve infectious dose, incu-
bation period, pathogenicity, modes and ease of transmission, and
availability of post-exposure treatments.

3. What are the risks associated with the facility? Relevant factors
here include its location, its design, the number of people who
have open access, and whether there are physical security devices
(e.g.,cameras, locks, and so forth.).11

Security standards for laboratories are well understood. There are glob-
ally accepted measures to prevent injury to laboratory employees or to
the surrounding environment. These measures, generically referred to as
biosafety, include procedures for handling lethal pathogens to avoid acci-
dental release. The WHO Laboratory Biosafety Manual provides in-depth
guidelines for maintaining safe laboratory conditions. The WHO and var-
ious other international organizations encourage States to prepare codes
of practice for safely handling pathogens and to assess risks.12 Moreover,
the WHO and the OIE each have reference and collaborating facilities
that standardize laboratory practices within a cooperative international
network.

Biosafety measures are already in practice in many nations and could
be expanded to address bioviolence concerns. External threats can be
averted by physical barriers such as guards, gates, closed circuit cameras,
and electronic access codes or biometric security devices. Internal threats
can be averted by data and IT system security, security policies for person-
nel, policies for accessing select agent areas, and specimen accountabil-
ity. Additional measures include prohibiting scientists to work alone with
especially dangerous pathogens and monitoring exits to ensure that no
materials are illicitly removed.13 Transit threats can be averted by requir-
ing confirmation of receipt of select agents into the laboratory as well as
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tracking transfer or shipping of select agents from the laboratory. If threats
materialize, there should be emergency response plans and reporting
mechanisms for security breaches. Altogether, improved security should
be aimed at the most likely threats that have the most capacity to cause
harm.14

The problem is not a lack of guidelines – the problem is that the guide-
lines that exist are not binding. In some countries, especially countries with
maturely developed bioscience sectors, national laws effectively require
compliance with comparable standards. In most parts of the world, how-
ever, these standards are at best aspirational; there are no consequences for
noncompliance. For example, in a recent study of biolaboratories holding
extremely lethal pathogens in Asia, most pathogens were supposed to be
kept under biosafety level (BSL) 3 conditions; however, almost two-thirds
of researchers admitted that they comply with only BSL-2 practices.15 More
generally, the flaw of voluntary standards is that they are observed only
by the willing. Noncompliers need not be malevolent; they need only be
careless. There is no way to know about labs that fail to implement or fully
observe these standards.

Making laboratory security standards binding will make it easier to
prosecute operators of covert facilities if and when they are discov-
ered. Covert facilities will most likely not implement security measures
much less obtain official registration. Thus, failure to comply with these
requirements should, in and of itself, lead to prosecution. Indeed, many
experts agree that the easiest and most immediately beneficial step to pre-
vent bioviolence would be to make internationally recognized laboratory
security standards legally binding. Laboratory administrators would be
required to account for the pathogens that they possess and the person-
nel who have access to them. They would also have to evaluate how an
adversary would attempt to divert, steal, destroy, or release those assets.
Moreover, a globally enforced compliance system for biolaboratories will
generate copious amounts of data that could be useful to law enforcement
interdiction efforts.

Denying Access to Equipment

Worldwide, there is a virtually unregulated flow of very advanced bio-
equipment. As this equipment is ubiquitous, trying to limit its distribution
is probably a hopeless undertaking. Export controls on this equipment are
porous, and the list of potential suppliers is rapidly growing. Conscien-
tious efforts to limit equipment exports serve primarily to disadvantage
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the controlling State (and its industries) to the advantage of less circum-
spect States.

Efforts of States to make collective decisions to control exports raises
issues about freedom of trade, and actions to enforce those controls have
the appearance if not the reality of a cartel. An even more important objec-
tion to restricting distribution of bioequipment has to do with the global
development of bioscience. An active market in sophisticated bioequip-
ment promotes the spread of legitimate science. Even if restraints are not
meant to produce a cartel, they will likely slow down the distribution of
technology – that is, after all, the basic purpose for the restraint.

Law enforcers should be able to track the traffic in bioequipment in
order to detect wrongful activity. A positive idea is to tag sensitive equip-
ment with positioning devices that expose its location wherever it goes.
For legitimate science, a GPS locational device would barely be notice-
able. Law enforcers could track sophisticated machinery that is oper-
ated outside of authorized facilities and be alerted to transfers of critical
items. Tagging equipment is the corollary to marking pathogens, and it has
evoked similar objections that it will not effectively stop misuse. Granted,
the enormous amounts of equipment already in circulation cannot be
tagged. Yet over time, new tagged equipment will replace older untagged
equipment. Another objection is that transponders might have to be
applied to a huge volume of devices and machinery, but transponder tech-
nology that was yesterday’s breakthrough innovation is now remarkably
pedestrian.

Databases that record the location of bioequipment could usefully con-
tribute to understanding where threats of bioviolence might emerge.16

If we know where biolaboratories that handle dangerous pathogens are,
then lining up equipment location with those legitimate facilities is sim-
ple. Attention should focus on the equipment in places where there is not
a known facility. Perhaps these anomalies can be innocently explained, yet
law enforcers would have key information that might enable early inter-
diction.

One advantage of tracking equipment is to diminish the need for export
cartels; properly registered laboratories should be able to get what they
need. Equipment exporters would have to declare their exports – this infor-
mation would go into an international database. An electronic trail would
record its transfer cycle from carrier to national destination through import
registration. Recipients would also have to be properly registered and have
to declare where the equipment will be used. If the records match, there is
reason to be confident that the transfer is for legitimate purposes.
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Moreover, bioequipment that has outlived its useful life should be ver-
ifiably destroyed. Equipment that has lost utility for legitimate scientific or
medical purposes might still have utility for misuse. Having better infor-
mation about the location of equipment will facilitate monitoring and
destruction of discarded equipment.17

Most important, a bio-offender could not know for sure if his newly
obtained equipment (whether bought or stolen) is tagged; using it might
reveal his covert preparations. He might, therefore, opt for older and less
proficient equipment rather than risk detection of his entire plan by seek-
ing the best equipment. If he forfeits technical capacity for secrecy, he may
be left with unresolved technological challenges. From his perspective, this
is one more consideration to dissuade him from pursuing bioviolence.

This highlights the power of denial measures. If producers of critical
equipment must insert an unobtrusive tracking device that sets off alarms
if removed, then signals from those devices could be centrally collected,
perhaps by the Interpol Preventing Bioterrorism Office, where they would
be linked to data about pathogen location. Altogether, a system would
emerge for tracking items that could be used for bioviolence, deterring
perpetrators who would fear detection of their covert activities, and sub-
stantially contributing to investigations of wrongful behavior. Tracking
equipment is not a perfect prophylactic against bioviolence, yet it is an
effective way to combine denial and interdiction measures against biovi-
olence threats.

INTERDICTION

To prevent bioviolence, it is imperative to interdict illicit preparations.
Interdiction of critical agents and equipment in transit to bio-offenders is
pivotal to denial measures. Interdiction of ready-to-use weapons is the last
opportunity to prevent catastrophe. Whether our concern is the circulation
of pathogens and equipment or the traffic in fully operational weapons,
law enforcers bear enormous responsibilities. They must stop wrongful
preparations before it is too late. Can they?

This question focuses on police capabilities, the scope of their legal
authority, and whether effective interdiction modalities have broad inter-
national application. Fortunately, this aspect of the prevention agenda is
receiving international attention. Interpol has assumed responsibility for
worldwide police training through a series of workshops, train-the-trainer
programs, publications and guides, and promotion of stronger national
legislation. In only a few years, the Interpol Program has demonstrated the
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substantial benefits of specialized cooperation and organizational com-
mitment. It will create a central information resource and reporting hub
that raises awareness of bioviolence threats as it facilitates communication
between experts and police officials in nations that might not otherwise
draw on such expertise. Notably, Interpol is demonstrating that engag-
ing police on this subject need not threaten legitimate bioscience but,
on the contrary, is the best way to protect against inappropriate intru-
sions.

To effectively interdict: 1) national laws must authorize police to act,
and 2) law enforcers must have enhanced capabilities for identifying covert
bioviolence preparations.

Legislating the Crime

Law enforcers do not interdict legal activity. As mentioned earlier,
most States lack laws that criminalize unauthorized possession of lethal
pathogens or building an amateur laboratory. This has to change. Every
nation must enact laws to criminalize not only the act of bioviolence but
the preparations that are necessary to its accomplishment. If law enforcers
have to await the completed attack, then bioviolence preparations can
proceed without serious constraint. Prohibitions must reach preliminary
steps.

National laws should criminalize unauthorized possession of
pathogens, access to laboratories, and possession of critical equipment.
It must be a crime to: construct an unauthorized facility for working with
select pathogens, divert pathogens from a facility, transfer pathogens or
relevant equipment to someone who misuses them, or deliberately cause
pathogens to be released. If the only legal way to possess controlled
pathogens is to have a license, then possession of those pathogens without
a license must be, in and of itself, a criminal offense.

In addition, there are many legal measures for ensuring that law
enforcers can work with foreign counterparts by sharing information and
conducting investigations. But States that do not appropriately criminal-
ize behavior undermine international legal cooperation. This problem is
especially pronounced in States where proliferation and terrorism are most
worrisome. For this reason, both the United Nations Security Council and
the Biological Weapons Convention (BWC) require States to enact nec-
essary laws, but most States have not met their obligations in full. This
noncompliance corrodes the foundation of bioviolence prevention pol-
icy, endangering everyone.
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Right now, it is extremely difficult to assess the gaps in most States’
implementation of measures to keep relevant pathogens and laboratories
secure or to interdict bioviolence. Even if a State has enacted regulatory
measures, it is practically impossible to assess whether those measures
are rigorously enforced, and, if unenforced, whether that infirmity is due
to inadequate capabilities or to more sinister reasons. Each State estab-
lishes its own criteria of compliance and thereby defines itself as compli-
ant regardless of whether it has, in fact, implemented sufficient controls
to prevent a biocatastrophe. This circular logic is perilous.

The Dilemma of Pre-Attack Interdiction

Prevention demands that law enforcers act before there is an actual attack.
This is not how law enforcement usually works. Most criminal laws pun-
ish a crime only after it has been committed. Laws against murder do
not prohibit people from sharpening knives; only when a knife is violently
used will law enforcers find, apprehend, and prosecute the offender. We do
not investigate everyone who has a knife in order to identify persons with
malevolent intentions – that would be a grotesque intrusion on personal
privacy. Just because somewhere, anyone in a broad community can com-
mit a crime, law enforcers do not investigate everyone to assess if someone
might have criminal intent. Society awaits the crime before authorizing an
inquiry.

However, the enormity of bioviolence’s consequences forces us to re-
examine how law enforcement operates. All crime is tragic, yet rarely does a
crime threaten consequences that could disrupt civilization. Bioviolence is
not a typical crime that causes an individual or small group to suffer. A bio-
offender could inflict a qualitative leap in devastation causing harm that
could reverberate around the world well into the future. Indeed, prevention
is so imperative precisely because it is insufficient to punish bioviolence
after it has been committed. Law enforcers must, therefore, identify bio-
offenders as early as possible – well before their plans materialize.

Here’s the dilemma: except in unusual cases, law enforcers will not
know where to look for covert preparations. The perpetrators will not self-
identify; they will do whatever they can to evade detection. Even if law
enforcers stumble onto evidence, it might appear to be an inoffensive ama-
teur lab. After an attack, inferring where preparations had occurred might
be easy, but that begs the question. The challenge is accurate pre-attack
identification. But how can law enforcers know what they do not know?
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It is nonsense to tell law enforcers to visually distinguish a vial of lethal
pathogens from a vial of innocuous liquid. Neither is it reasonable to expect
a customs or border official to spot pathogens that might be carried in
a common perfume bottle. Consider the challenge of detecting micro-
organisms among more than two hundred million containers yearly trans-
ported by land, sea, and air. In the United States, homeland security per-
sonnel physically inspect less than 2 percent of all sea-shipped containers,
yet expanding those inspections is very expensive and a burden on trade.
Ports that inspect more shipments are at a competitive disadvantage. X-ray
equipment or scanners that might be effective for detecting other contra-
band are ineffective for detecting pathogens that emit no energy. Says one
analyst, “For some threats, such as biological and chemical or radiological
weapons, breakthrough technologies are not available.”18

This dilemma has been callously manipulated to justify ill-conceived
plans to escalate government eavesdropping or coercive methods to
extract information. Interdicting bioviolence is a complex challenge, but it
should not beget facile calls for broad intrusions on civil liberties. Today’s
threats certainly warrant highly selective information-gathering capac-
ities, but it is discouraging and ultimately debilitating for these threats
to be asserted as rationale for ill-tailored sweeps through innocent peo-
ple’s affairs. Instead, there are two refined methodologies to consider: 1)
enhancing law enforcement’s ability to recognize the subtle clues of biovi-
olence, and 2) developing pattern recognition techniques.

One point is indisputable: only adequately trained and equipped police
can make effective use of even the most sterling information-gathering
mechanisms. Much of the following discussion calls for elaborately honed
systems to collect and analyze data, which entail advanced computers,
integrated electronic networks, and people who know how to operate
them. These systems must be implemented globally, which calls for a pro-
longed commitment to augment developing nations’ law enforcement.
At the root of efforts to strengthen law enforcement, therefore, must be
systemic and worldwide police professionalization.

Clues of Bioviolence
A bio-offender will likely leave a subtle trail that well-trained law enforcers
can track. Yet, it is unlikely that a single clue will be so revealing that
law enforcers can instantly deduce an illegal scheme. Multiple bits of
information – virtually trivial by themselves – must be assembled into
a mosaic of suspicion (see Box 5-1). Moreover, no one official domain will
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BOX 5-1. CLUES OF BIOVIOLENCE PREPARATIONS

1. Unauthorized surveillance of potential targets, such as hotels, entertainment
venues, trains, airplanes, water sources, office buildings, apartment buildings,
or food services;

2. Purchase or theft of pathogens or equipment such as dispersal or aerosolizing
sprayers;

3. Procurement or theft of suspicious items, such as growth agent, personal pro-
tective gear (latex gloves, suits, or gas masks), antibiotics, or literature on
bioweapons;

4. Recruitment of scientific personnel;
5. Establishment of a secret facility that could operate as a laboratory;
6. Acquisition of animals and cell-culturing media for testing;
7. Reports of “unusual” disease outbreaks from poison control centers or emergency

rooms (might indicate unintentional self-infection);
8. Reports of “unusual” environmental emissions or noxious odors not typically asso-

ciated with the area;
9. Unscheduled spraying by aircraft /helicopters or individuals, or unusual or unsche-

duled window washing or power washing, especially when crowds are present;
10. Unscheduled presence of individuals in dust masks or other protective gear;
11. Tampering or unusual activity associated with water supplies, building ventilation

systems, food supplies, or food distribution centers.

SOURCE: Bioterrorism Incident Pre-Planning & Response Guide, ICPO-Interpol (2007). See
also, Tracee A. Treadwell et al., Epidemiologic Clues to Bioterrorism, PUBLIC HEALTH REPORTS,
Vol. 118 (March–April 2003).

be able to gather sufficient clues. Diverse agencies with distinct respon-
sibilities for identifying bioviolence must share information. “The prob-
lem is not, to use the old saying, ‘finding the needle in the haystack,’ but
rather ‘passing a thread through the eyes of many needles buried in several
haystacks.’”19

Science and public health communities must work with law enforcers.
Scientists understand what pathogenic agents might be used, and public
health workers can help distinguish a natural outbreak from a malevolently
released disease. Expert assessments by science and health communities
can help identify what to look for during investigations. Law enforcers, of
course, have to be able to recognize local changes (e.g., unusually heavy
traffic to a remote location, complaints of disturbances, etc.) and linkages
to other criminal activity. An informative lesson is the failure to identify
Aum Shinrikyo, the Japanese cult that attacked Tokyo subway commuters
with sarin gas in 1995. Aum left many clues that Japanese authorities failed
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to recognize until afterward. Disparate police, public health, counter-
terrorism, and environmental officials each noticed oddities but, unable
to effectively share that information, did not frame a coherent picture that
could have warned law enforcers to interdict Aum’s preparations. Those
authorities were not careless or lacking detection tools, but discerning
camouflaged bioviolence preparations requires attentiveness to combi-
nations of unusual clues.

We can all be safer from bioviolence if police in every nation efficiently
gather and share information with public health officials who monitor
disease outbreaks. When there is reason for concern, the evidence should
be distributed to the appropriate authorities who, in turn, can refer to
international databases that track terror and criminal networks. These
communities and capabilities should work as seamlessly as possible. If so,
they could serve a critical triage role for diagnosing the circumstances that
deserve further attention.

Pattern Recognition
Pattern recognition is the process of deducing relationships about peo-
ple, organizations, and activities from broad data sources. According to a
U.S. government office, it is “the application of database technology and
techniques – such as statistical analysis and modeling – to uncover hidden
patterns and subtle relationships in data and to infer rules that allow for the
prediction of future results.”20 Small data pieces might seem innocuous,
yet patterns can be detected by identifying subtle linkages among hetero-
geneous pools of information from huge databases. Advanced mathemat-
ical capabilities, faster computers, and innovative software applications
are increasingly valuable to modern law enforcers who, to coin a phrase,
are drowning in information but starved for knowledge. Pattern recogni-
tion techniques enable law enforcers to near-instantly sort through heaps
of data to uncover evidence of criminality; they are widely used in tracing
money laundering and terrorist financing.

Key to bioviolence prevention is better tracking of the global traffic in
pathogens and bioequipment. The registration systems and census func-
tions discussed earlier will generate broad information about locations of
pathogens and laboratories as well as data about where and when critical
items are moved. Orders for transfers of materials or equipment as well as
all transport records are relevant. If GPS technology is affixed to sophis-
ticated bioequipment, if pathogens are marked, and if records are kept
about where these items are supposed to be, then movements of critical
items could be tracked through international commerce. Also informative
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would be credit card records of purchases of critical equipment or mate-
rials as well as enrollment data for classes on how to handle dangerous
materials or operate equipment.

All this information should be linked with data about criminal net-
works and smuggling operations from police and customs files. Other
useful data sources would be information from health-related and envi-
ronmental data sources concerning unusual outbreaks and patterns of ill-
ness. Pattern recognition involving sophisticated analyses of information
from these diverse sources should be designed to recognize anomalies or
inexplicable patterns. The evidence of something incongruous or devious
should alert law enforcers to clarify the situation.

Application of pattern recognition techniques to identify signals of
bioviolence preparations needs to be very carefully considered. Notably,
accumulating aggregate data is very different from conducting targeted
investigations on individuals. Indeed, in the United States, broad data
mining initiatives have provoked considerable public outcry as intrusive
of privacy. (Box 5–2 lists the principal U.S. data mining initiatives.) Privacy
concerns are especially intense here because bioscience will be under the
microscope; moreover, information will be compiled and analyzed glob-
ally. It takes little imagination to envision an ominous system where an
unaccountable “big brother” monitors bioscientists’ purchases, activities,
and communications on the off chance of discovering illicit activity.

Privacy protections are essential to uphold due process of law. For
example, law enforcers might need health data to assess a situation, but
reviewing patients’ medical records is extraordinarily invasive. Pattern
recognition technology should, therefore, be able to focus on broad data
aggregations but on no one specifically. For example, if there are health
databases that preclude identification of individuals, law enforcers could
less intrusively assess whether there is a threat to public security. In rare
situations involving a full-scale public health emergency that poses a grave
risk to society, there should be already emplaced procedures for linking
generic data to individual identities pursuant to judicial approval and
oversight.

Worldwide, far too little is known about bioscience. Even rudimentary
pattern recognition applications cannot be effective today. Volumes of
data are produced about the products of biological research including
food additives, pesticides, and pharmaceuticals. However, there are not
stringent data collection and analysis systems for basic science, assertedly
because strict governmental oversight would be prohibitively expensive
and would chill creativity.21 As a result, however, a key tool for interdicting
covert criminality on the path to bioviolence is unavailable.
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BOX 5-2. PRINCIPAL UNITED STATES DATA-MINING INITIATIVES

� Two now-disbanded data-mining initiatives for combating terrorism were: 1) the
Terrorism Information Awareness (TIA) conducted by the Defense Advanced
Research Projects Agency (DARPA); and 2) the Transportation Security Admin-
istration’s (TSA) Computer-Assisted Passenger Prescreening System II (CAPS II).
The TIA program, shut down in September 2003, envisioned a centralized national
database for information from government and commercial databases including
bank records, tax returns, driver’s license data, credit card purchases, airline tick-
ets, gun purchases, work permits, etc. The scope of the initiative led to a public
outcry that soon brought it to a close. The CAPPS II program was halted in August
2004 after legal challenges and implementation issues, including the European
Union’s refusal to provide data due to concerns about privacy.

a

� Following TIA came the Multistate Anti-Terrorism Information Exchange (MATRIX),
a government-funded but privately run antiterrorist initiative combining informa-
tion from government and commercial databases – credit histories, driver’s license
photographs, marriage and divorce records, social security numbers, dates of birth,
names and addresses of family members, along with neighbors and business asso-
ciates – to aid law enforcement in searching for anomalies. Like TIA, the program
came under heavy fire from groups concerned with privacy and civil liberties issues
and was terminated in April 2005.

� The Automated Commercial Environment (ACE) and the International Trade Data
System (ITDS) are used by customs to track cargo movements.

� The Custom and Border Protection’s (CBP) Container Security Initiative (CSI) is
a security regime to ensure all containers that pose a potential risk for terrorism
are identified and inspected at foreign ports before they are placed on vessels
bound for the United Sates. It relies on the National Targeting Center (NTC) to
evaluate shipments’ risk, and it flags certain high-risk containers for inspection
before entering the United States.

� The Department of Homeland Security has launched Operation Safe Commerce
(OSC) to tighten dangerous gaps in shipping security; the OSC proposes greater
third-party oversight of containers at all ports, through the use of video cameras
and biometric information. It uses multiple technologies to verify that container
seals have remained intact and to verify the identity of drivers and overseers of
shipments in order to build greater confidence in their reliability.

a CAPS II is being replaced by a new program called Secure Flight. See generally, Data Mining:
An Overview, CONGRESSIONAL RESEARCH SERVICE, THE LIBRARY OF CONGRESS, p. 4–5 (December
16, 2004). See also, Willard Price, Reducing the Risk of Terror Events at Seaports, REVIEW OF

POLICY RESEARCH,Vol. 21, p. 329 (May 1, 2004); See also, CSI in Brief, U.S. Customs & Border
Protection (February 15, 2006).
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A pattern recognition system is needed that is global in scope and can
overcome the past obstacles associated with data mining and broad coun-
terterrorism efforts: the use of data that is too general, too obvious, or
incomplete. Yet, enormous complications attend implementing pattern
recognition techniques internationally if only because no one is authori-
tatively designated to gather and analyze information. Moreover, even if a
system could be effectively designed to detect potential bioviolence prepa-
rations worldwide, who would (or even could) take appropriate action to
interdict those preparations’ successful execution?

The Weapons of Mass Destruction Commission22 (see Box 5-3) has pro-
posed a system to increase transparency in transfers of biological materials
and equipment. This proposal is to accredit entities engaging in such trans-
fers and, working with States’ export control authorities, aggregate data of
transfers. The Commission anticipates that, in time, patterns will emerge
and anomalies can be detected. Those anomalies should provoke con-
sultations and a request for clarification. If no satisfactory explanation is
given, then an inspection might be appropriate depending on the nature
and seriousness of the anomaly. It is critical, according to the Commis-
sion, to centralize information about transfers precisely to enable pattern
recognition at the international level. International authorization would
also be mandatory both to investigate anomalies and to assist States that
want to participate in the system.

Because not every State will participate and provide information to a
central database, the Commission would require suppliers (who presum-
ably are citizens of participating States) to provide extensive information
about recipients. Then, relevant officials of both the supplier and recipi-
ent States would have to approve transfers. The supplier State could try to
verify the items’ proposed use or impose limitations on the transfer. The
difficulties increase if the transfer is between two non-accredited units;
there would have to be other sources of data with regard to these transfers.
Obviously, the more States and economic units that choose to participate,
the easier this task would be. The Commission left unresolved the question
of how to impel all States to participate in the system – a potentially fatal
flaw if advanced States do not participate.

Transport Security and Counter-Smuggling

The transnational traffic in pathogens offers substantial opportunities for
bio-offenders to gain lethal capabilities and to move those capabilities
to their eventual targets. This traffic also offers substantial opportunities
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BOX 5-3. THE WEAPONS OF MASS DESTRUCTION COMMISSION

The WMD Commission was established in 2003 to set forth realistic proposals
for reducing WMD proliferation. Its mandate is to foster public debate concerning
weapons of mass destruction, including reaching out to nongovernmental organiza-
tions and other elements of civil society. Chaired and organized by Dr. Hans Blix, the
Commission is comprised of fourteen members and operates as an independent body.
Its members serve without instruction from any government or organization, and it
disavows participating in any governmental or intergovernmental negotiation.

The WMD Commission released its report, Weapons of Terror, on June 1, 2006. It con-
tains sixty proposals. Its recommendations concerning biological and toxin weapons
include the following:

� All States not yet party to the Biological Weapons Convention (BWC) should adhere
to the Convention. The States that are parties to the Convention should launch
a campaign to achieve universal adherence by the time of the Seventh Review
Conference to be held in 2011.

� To achieve universal adoption of national legislation and regulations aimed at full
and effective implementation of the BWC, the States parties should offer technical
assistance and promote best-practice models of such legislation. As a part of the
confidence-building process and in order to promote transparency and harmo-
nization, all States parties should make annual biological-weapon-related national
declarations and make them public.

� States parties to the BWC should enhance the investigatory powers of the United
Nations Secretary-General, ensuring that the Secretary-General can rely upon a
regularly updated roster of experts, advice from the World Health Organization,
and a specialist unit, which is to be modeled on the United Nations Monitoring,
Verification and Inspection Commission, to assist in investigating unusual outbreaks
of disease and allegations of the use of biological weapons.

� States parties to the BWC should establish a standing secretariat to handle organi-
zational and administrative matters related to the Treaty, such as review conferences
and expert meetings.

� Governments should pursue public health surveillance to ensure effective mon-
itoring of unusual disease outbreaks and develop practical methods of coordi-
nating international responses to any major event that might involve bioweapons.
They should strengthen cooperation between civilian health and security-oriented
authorities at the national, regional, and global levels, including in the framework
of the new International Health Regulations of the World Health Organization. Gov-
ernments should also review their national biosafety and biosecurity measures to
protect public health and the environment from the release of biological and toxin
materials. They should harmonize national biosecurity standards.

SOURCE: New Proposals to Reduce Threats by Weapons of Mass Destruction, Weapons of Mass
Destruction Commission Press Release (June 1, 2006).
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BOX 5-3. CONTINUED

The Commission continues to operate through consultations with governments and
international organizations to promote the report’s recommendations. It plans to issue
a follow-up report in 2007.

for law enforcers to interdict bioviolence. From either perspective, it is
imperative to consider how modes of transport can be secure against
wrongful diversion and how smuggled pathogens can be intercepted.

Of all aspects of bioviolence prevention, transport oversight is where
international and regional organizations, supported by many States, have
most positively developed potent control measures. It is also where pat-
tern recognition techniques are most advanced. This might best explain
why catastrophic bioviolence has not yet happened. There is an impor-
tant lesson here: progress has been achieved to complicate transna-
tional biosmuggling with measures that provoked objections (ultimately
unsuccessful) based on national sovereignty. As that progress is likely
contributing to bioviolence prevention, serious consideration should be
given to extending international controls in other potentially beneficial
ways and similarly discounting protests of trespassing against sovereign
domains.

It is useful to think of transport security and counter-smuggling efforts
as a series of three overlaying control mechanisms. First are packaging
and labeling standards that are designed to protect critical items from
theft and diversion. Second, there are container shipping and port moni-
toring systems that are designed to enable detection of critical items that
someone might try to move covertly. Third, there are intrusive activities
that are designed to ferret out smuggled items when there is a basis for sus-
picion.

Packaging and Labeling
WHO regulations require that pathogens be shipped in a triple packaging
system. Pathogens must be stored in a watertight, leakproof, and appropri-
ately labeled primary container that is sufficiently absorbent to withstand
a potential spill. The secondary packaging provides the same protection
for multiple primary containers. The third layer should protect the pri-
mary receptacle and secondary packaging against damage during ship-
ment and should have documentation identifying the pathogen, its source,
and its destination. The packaging must be tamperproof against removal
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of its contents.23 These straightforward regulations are well-observed and
effective.

Proper labeling is necessary so that package handlers know that its
contents are dangerous. Here is where problems can arise. Proper labeling
reveals the package’s contents to any malevolent thief. Another problem
is that WHO guidance has the perverse effect of showing counterfeit dis-
patchers how to send illicit goods to counterfeit recipients in what seems to
be a properly labeled package. These two problems call for more discrete
labeling processes (e.g., invisible bar codes); only authorized personnel
using specialized equipment should be able to identify legitimate ship-
pers and know the package’s lethal contents. There is an unfortunate irony
here. The WHO issued packaging and labeling requirements in order to
promote easy and transparent compliance for preventing accidents, but
malevolent actors can take advantage of that transparency. Today, inter-
national standards must be more intricate and opaque to reduce misuse.

Transporters and handlers who move a package to its destination must
be qualified to observe the encoded labels’ markings that distinguish
lethal pathogens. No longer should just anyone toss a carton on a truck or
ship. Those transporters and handlers must be certifiably trained. Checks
should be run for illicit connections to malevolent groups lest their knowl-
edge and access combine to divert sensitive packages – imagine Al Qaeda
personnel working in legitimate ports.

In this context, global uniformity is a paramount priority. All trans-
porters whether in aviation or maritime shipping should obey the same
standards. Logically, therefore, a United Nations body – the United Nations
Committee of Experts on the Transport of Dangerous Goods (UNCETDG),
advised by WHO – issues Model Regulations for the Transport of Danger-
ous Goods24 that define global standards. Most States have adopted these
standards, and relevant international shipping organizations such as the
International Civil Aviation Organization (ICAO)25 enforce them. This is
effective global governance.

Shipping Security
Despite packaging and labeling standards, risks remain due to the sheer
quantity of items shipped in international commerce. Pathogens are
essentially invisible. Although scanning technology is improving, it is
extremely unlikely that a currently operational scanner will perceive a
microscopic agent that has been slipped into one of the over 250 million
containers that move through global commerce per year.26 A grim joke is
that if bin Laden wants to move lethal pathogens around the world, he
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could put them into a container of illegal drugs with confidence that no
customs control agent would ever find them.

No prophylactic solution exists, but much can be done to complicate
smuggling. The integrity of containers must be maintained so that bad
actors do not have ready access. Improved tamperproof seals can prevent
offenders from sneaking agents into a container as it is being loaded onto
a ship or after it has left the port. Sophisticated monitoring systems can
alert ship and port authorities if a container is breached. The objective is
deterrence as well as detection. A biosmuggler who faces a significant risk
of getting caught might not want to challenge the system.

The system of global shipping security is very sophisticated. Two inter-
national organizations – the International Maritime Organization (IMO)
and the World Customs Organization (WCO) – have developed intricate
operating procedures known as the International Ship and Port Facility
Security (ISPS) Code.27 Transporters and port operators must assess their
security measures, establish a security plan, designate agencies to execute
the plan, and establish training programs for personnel who carry out the
plan. Every shipper must display on each ship an International Ship Secu-
rity Certificate that manifests compliance with the plan’s requirements.28

Every port operator must develop a Port Facility Security Plan (PFSP) to
restrict access to particularly sensitive areas and to docked ships. The
PFSP should specify procedures for handling a breach of security or an
actual attack, including evacuation guidelines and how to notify proper
authorities.29

The IMO publishes the list of ports and ships that satisfy these security
standards thereby alerting governments as to which vessels pose the great-
est risks. Complying shippers can move through port inspections more
expeditiously – an inducement for everyone to comply. Although these
standards do not force anyone to do anything, a nation that cares about
the competitiveness of its export sectors and of its shipping companies
will pay a steep price for its refusal if its exports and its ships cannot eas-
ily enter foreign ports. Delays in cross-through customs checkpoints can
impose enormous financial costs, but these costs decline appreciably for
shippers that can move goods through the “express lane.” Companies will,
therefore, be eager to take steps to reduce smuggling opportunities if doing
so entitles their goods to proceed through customs unimpeded.

Notably, the United States leverages access to its markets to compel
compliance. Under the Maritime Transportation Security Act,30 vessels
and cargo from high-risk ports or nations can be denied entry to U.S. ports.
Foreign vessels of concern must provide advance notice of their arrival so
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that the Coast Guard can assess security risks that guide port authori-
ties to efficiently select targets for investigation. Instead of mere random
inspection, officials can concentrate attention on high-risk vessels, board-
ing them more frequently to ensure compliance with security and safety
standards. A recently implemented program, the Customs-Trade Partner-
ship Against Terrorism (C-TPAT), encourages companies to provide infor-
mation and to engage in risk assessment jointly with the government. Over
nine thousand companies are currently involved in the program.31

The United States has promoted comparable measures internationally.
The Container Security Initiative (CSI)32 – a series of bilateral and multi-
lateral agreements – allows U.S. Customs officials to have access to foreign
ports to prescreen high-risk containers bound for the United States. Ports
must transmit cargo manifests twenty-four hours before cargo is loaded.
This information is checked against other intelligence data through the
National Targeting Center in order to assess the security risk. In order to
track shipments as they move around the world, the U.S. Automated Com-
mercial Environment (ACE) uses mass data storage and analysis in order to
provide expansive information sharing and intelligence in real time.33 By
collecting data from customs trade systems, inspectors determine which
shipments and containers are low risk that need not be investigated; atten-
tion can be focused on fewer high-risk shipments. Similar initiatives are
being undertaken by the European Union and the Asia Pacific Economic
Cooperation (APEC), yet ACE is perhaps the most ambitious data mining
system to track global trade, costing about $3 billion.

Intrusive Counter-Smuggling
The most aggressive part of transport security and counter-smuggling is
interdiction. Defensive security measures are crucial, but there are occa-
sions when law enforcement must go on the offense. Who should under-
take intrusive measures? In the United States and various other nations,
domestic authorities carry out those responsibilities, but who may inter-
dict smuggling either in common areas (e.g., the high seas) or in nations
that are unable to take necessary action on their own?

In the post 9/11 environment, one of the most controversial steps
to prevent terrorism (and, by implication, bioviolence) is the Prolifera-
tion Security Initiative (PSI). The PSI is a series of bilateral arrangements
between the United States and other governments to prevent WMD smugg-
ling.34 As such, it signifies perhaps the best and worst of current counter-
smuggling efforts. The PSI fosters international cooperation. States agree
to exchange information concerning suspected proliferation efforts and
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BOX 5-4. STATEMENT OF INTERDICTION PRINCIPLES

In September 2003, PSI States met in Paris and agreed to commit themselves to the
following interdiction principles:

1. Undertake measures to interdict the transfer or transport of WMD;
2. Adopt streamlined procedures for rapid exchange of relevant information con-

cerning suspected proliferation activity and dedicate appropriate resources and
efforts to interdiction operations and capabilities, and maximize coordination
among participants in interdiction efforts.;

3. Review and strengthen their relevant national legal authorities where necessary
to accomplish these objectives, and work to strengthen when necessary rele-
vant international laws and frameworks in appropriate ways to support these
commitments;

4. Take specific actions to interdict cargoes of WMD to the extent consistent with
their obligations under international law and frameworks, to include:
a. Not to transport or assist in the transport of any such cargoes to or from States

or non-State actors of proliferation concern, and not to allow any persons
subject to their jurisdiction to do so.

b. To take action to board and search any vessel flying their flag in their internal
waters or territorial seas, or areas beyond the territorial seas of any other State,
that is reasonably suspected of transporting such cargoes to or from States
or non-State actors of proliferation concerns, and to seize such cargoes that
are identified.

c. To consider providing consent to the boarding and searching of its own flag
vessels by other States, and to the seizure of WMD-related cargoes in such
vessels.

d. To take appropriate actions to 1) stop and/or search in their internal waters,
territorial seas, or contiguous zones (when declared) vessels that are rea-
sonably suspected of carrying such cargoes to or from States or non-State
actors of proliferation concern and to seize such cargoes that are identified;
and 2) enforce conditions on vessels entering or leaving their ports, internal
waters, or territorial seas that are reasonably suspected of carrying such car-
goes, such as requiring that such vessels be subject to boarding, search, and
seizure of such cargoes prior to entry.

e. At their own initiative or upon the request and good cause shown by another
state, to 1) require aircraft that are reasonably suspected of carrying such
cargoes to or from States or non-State actors of proliferation concern and
that are transiting their airspace to land for inspection and seize any such
cargoes that are identified; and/or 2) deny aircraft reasonably suspected of
carrying such cargoes transit rights through their airspace in advance of such
flights.

SOURCE: Statement of Interdiction Principles, Paris (September 2–3, 2003).
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f. If their ports, airfields, or other facilities are used as transshipment points for
such cargoes to or from States or non-State actors of proliferation concern,
to inspect vessels, aircraft, or other transport modes reasonably suspected of
carrying such cargoes, and to seize such cargoes that are identified.

to reform their domestic laws in order to crack down on proliferation. A
primary virtue is that the PSI is not a treaty – it does not impose a specified
set of criteria on participating States. It is impossible to imagine that the
arrangements contemplated by PSI would have come into effect if it had
to await diplomatic consensus. Its second virtue is that, in the face of mod-
ern terror and criminal threats, it inverts whatever priority had been given
to freedom of shipment over prevention of WMD proliferation. Indeed,
it stipulates common action in the face of global threats and provides
guidelines as to how that action should be undertaken so as to limit poten-
tial abuse.35 PSI’s objectives are promoted through multinational training
exercises that enable PSI States to put their capacities to work with one
another and to develop measures to intercept ships and planes.

The [PSI] reflects the need for a more dynamic, proactive approach to the

global proliferation problem. It envisions partnerships of states working in

concert, employing their national capabilities to develop a broad range of

legal, diplomatic, economic, military, and other tools to interdict threat-

ening shipments of [WMDs].36

Yet the PSI operates without force of law. Its foundation inheres in the
diplomatic power of the United States but is unconnected to the man-
dates of international organizations. Moreover, discovery of evidence of
wrongful conduct would not necessarily lead to prosecution. Linking the
operation of the PSI to the police and other law enforcers worldwide is,
therefore, ad hoc, but systematic cooperation is limited. In this regard, the
PSI exemplifies what is increasingly true of global complication policies
generally: many good ideas with the best of intentions but insufficiently
integrated within an effective strategy. See Box 5–4 for more information
about the specific principles outlined for the PSI States.



P1: KNP
9780521883252c06 CUFX174/Kellman 978 0 521 88325 2 September 7, 2007 18:27

6 Improving Resistance through Science

Bioscience is not just an activity or set of knowledge. It is a uniquely accel-
erating phenomenon that evokes inquiries about humanity’s most exis-
tential search – what is the architecture of life? Our era is witnessing an
unprecedented revolution in human comprehension of the physics of life.
Yesterday’s flights of imagination are today’s reality. Only the best scien-
tific minds can predict where the rush of scientific advance will take us
tomorrow, and even they can only guess at what might be conventional
wisdom in a few brief decades.

Knowledge of fundamental life processes has progressed to the point that

extensive human intervention in the course of natural evolution has appar-

ently become feasible, not only to determine particular outcomes but to

redirect the process itself. . . . As a result, the human species is relentlessly

acquiring power far in excess of its vision and this is thereby posing mon-

umental problems of prudential judgment – problems that society is not

yet conceptually or institutionally equipped to handle.1

This bioscience revolution offers enormously beneficial prospects for
curing disease that necessarily expose how pathogens exploit human vul-
nerabilities. Unfortunately, these scientific advances could supply knowl-
edge for the commission of heinous violence. Thus, at the core of research
to protect against bioviolence is a paradox: To learn how to defeat dis-
ease is to learn how it works. As the 21st Century opens, bioscience’s pre-
cious potential is intertwined with cascades of new threats. Techniques
that generate life-saving progress are the same techniques that could
generate catastrophic bioviolence. The essence of discovering protective
medicines opens ever more fascinating windows into the structure of life
itself that necessarily makes bioviolence easier, more lethal, more untreat-
able, or more contagious. This intertwining of promise and threat cannot

132
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be disentangled at the level of fundamental science. To try to separate
them is to try to separate sides of a coin.

In principle all biological knowledge can be used both for civil and military

purposes. The knowledge needed to weaponise a germ is essentially the

same as is needed to understand how that germ causes disease and how

to create an effective vaccine against it.2

This chapter’s two sections explore the bioscience paradox by asking:
how should bioresearch be supervised in order to forestall pursuits with
uniquely dangerous implications; and how should bioresearch be pro-
moted to encourage global development of vaccines and medicines that
enhance resistance against bioviolence.

DUAL-IMPLICATION RESEARCH

The discovery of knowledge or its release could enable bio-offenders to
accomplish something that otherwise might pose a real barrier. Research
to produce vaccines might enable creation of a profoundly more pow-
erful bioweapon. For example, if research could identify how to alter
anthrax’s genetic code to make it contagious, malevolent persons might
be able to profoundly escalate the bioviolence threat. This might now be
somewhat fanciful, yet the United States has genetically engineered an
immune-resistant strain of anthrax.3 Other research innocently intended
for beneficent purposes could be cruelly manipulated. For example,
advancing processes for assembling DNA strains into functioning viruses
might guide a bio-offender to synthesize a viral strain that is unaffected by
available vaccines.4

Should research proceed into the genetic properties of ebola, for exam-
ple, to determine what properties make it so lethal and to intermix genes
of ebola with related hemorrhagic diseases? Ebola is approximately 90 per-
cent lethal, but it has disadvantages for purposes of bioviolence (already
discussed in Chapter 2). Although it is contagious, new victims would have
to come into contact with a sufferer’s bodily fluids only once symptoms
have emerged when he would be too sick to move and the need to isolate
him would be obvious. Related hemorrhagic diseases are less lethal yet
more contagious than ebola; a victim might be less debilitated for a longer
period and spread the disease more widely. Should a scientist be allowed
to pursue research into how the ebola virus could be fused with more con-
tagious viruses that might result in a superbug with ebola’s lethality but
far more readily spread? If so, should he be allowed to publish the results
of his work?
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The breakthrough need not involve pathogens. Particle physicists
cooperating with pulmonary scientists have improved the efficiency of
how drugs can evade the respiratory system’s usual defenses and be inhaled
into the lung’s deep alveoli. Other advances in modeling airflow in the
human lung have transformed vaccine delivery. Newly invented organic
coatings dramatically increase the uptake of particles within the lungs
where microbes could settle and begin replication. These breakthroughs
could make it easier for an aerosolized pathogen such as anthrax to be
deposited into the lower airways. Thus, various technologies that improve
small drug aerosols and that generate specialized coatings for enhanc-
ing the body’s absorption of vaccines could also make an anthrax weapon
more effective by reducing how many anthrax spores are sufficient to cause
infection. These discoveries do not enhance pathogens, but they could
offer new techniques for weaponization.

The Challenge of Overseeing Bioresearch

If the same knowledge underlies great progress and horrible violence, how
might we prevent the destructive applications of bioscience while encour-
aging the conduct of legitimate research? How can policies to control the
direction and application of bioresearch be promoted without constrict-
ing progress? Should policies to regulate the content of bioresearch even
be considered? These questions are among the most controversial in the
entire policy arena of bioviolence prevention.

A facile suggestion would be to prohibit research that could open or
augment dangerous capabilities. Another suggestion would be to pro-
hibit publication of research findings because worldwide circulation could
enhance the lethal capabilities of otherwise unsophisticated offenders.
These “suggestions” are patently wrong. Distinguishing what research
should be allowed from the research that should be prohibited is exceed-
ingly difficult, and that distinction would likely change in a short time.
Moreover, how would such a prohibition be enforced? Every advanced
laboratory would have to be equipped with monitoring technology, and
scientists would have to extensively report their activities. Even then, non-
compliance would be difficult to detect. In short order, scientists would
likely devise ways to evade the prohibition.

The issue here is what should be done if the essence of scientists’
work – opening ever more fascinating windows into the structure of life –
necessarily opens more dire potential for bioviolence? This concern is
different from what has been discussed in Chapter 5: how to enhance
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security of pathogens, labs, and equipment. Telling bioscientists to pur-
sue science in compliance with security measures is reasonable; telling
them that their science might produce dangerous knowledge implies that
their endeavor is threatening and should be corralled.

There is a further dilemma. The exponential pace of scientific progress
drastically outstrips the incremental growth of law. The quantum dispar-
ity of pace is intrinsic to the respective disciplines of science and law.
Science is inherently accelerative; received truths should be aggressively
challenged. Law is inherently conservative; change derives incrementally
from precedent. With the passage of time, the gap between scientific risks
and legal controls widens. Increasingly, there is a real danger that law
just can’t keep up. The ramifications here are critical. Even if we could
devise optimal answers to the bioscience paradox that maximize oppor-
tunities for beneficial science while minimizing risks of its deliberate mis-
use, those answers would quickly be obsolete. Even if we could weave
a net of controls sufficiently elastic and permeable to let science flour-
ish while sufficiently sensitive to warn us of criminal preparations, there
is the dilemma of how to catch a torpedo by casting that net from a
rowboat.

Accelerating globalization adds to the quandary. If all bioscience was
taking place in the United States, the pace of scientific progress would still
outpace legal reform, but at least such reform could proceed in a con-
sistent authoritative framework. However, emerging bioresearch is exten-
sively distributed worldwide – both a product of and a stimulant to glob-
alization that takes advantage of rapid trade in ideas and materials. The
more that science spreads, the more that a discovery that enables biovio-
lence could come from anywhere on Earth. Over a million scientific articles
are published yearly, increasingly from nations that a decade ago had lit-
tle participation in cutting-edge science.5 Of course, whatever research
that is published can be instantly disseminated via the internet to other
scientists, students, and anyone else.

It makes no sense to supervise bioscience in one nation or even a few.
Whatever threats derive from emerging bioscience demand an interna-
tional approach – legal controls must be implemented worldwide. If not,
scientists who are stopped from doing research in one jurisdiction would
simply take that research elsewhere.6 Consider the following perspective
offered by the United States National Research Council:

Without international consensus and consistent guidelines for oversee-

ing research in advanced biotechnology, limitations on certain types of
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research in the United States would only impede the progress of biomedi-

cal research here and hinder our own national defense. It is entirely appro-

priate for the United States to develop a system to provide oversight of

research activities domestically, but the effort will ultimately afford little

protection if it is not adopted internationally. This is a challenge for govern-

ments, international organizations, and the entire international scientific

community.7

Yet, it is a daunting challenge to try to harmonize laws among all nations
so as to consistently balance scientific freedom and security. The com-
plexities of these highly nuanced issues are exponentially multiplied in
the international arena among radically incompatible notions of scien-
tific freedom as well as of governmental authority to restrict that freedom
for the sake of security. Even benign initiatives in international law must
tread gingerly through the thickets of an anarchic State-centric system.
Indeed, as the globalization of science stimulates ever more dynamic pres-
sure for international regulation, the impediments of propelling law in a
contentious and disorderly environment impair development of compre-
hensive control mechanisms.

In the end, scientific progress must win. Policies to address emerging
bioscience risks must admit that science will proceed regardless of legal
norms or constraints. Moreover, no nation that has capabilities and politi-
cal will to develop vaccines and other measures for resisting bioattacks will
abide by internationally imposed constraints on those defensive pursuits.
Even if rational approaches could be identified, who should supervise their
implementation? Few of us would consider legislating constraints on bio-
science, but even if we wanted to pass a law to contain bioscience, the law
would soon be washed away by an inexorable surge of knowledge.

With every passing day, the temptation rises to either give up efforts
for strengthening law or to impose retrogressive controls on science that
alienate the scientific community from the rule of law. Neither option is
attractive. Answers here are intricate and provocative, yet one assertion
stands beyond any modicum of doubt: positive or negative, potent or triv-
ial, the implications of advancing bioscience currently face a legal system
that is wholly archaic and incapable of organizing institutional responses
to promote either security or justice, unnecessarily imperiling us all.

Constraining Science?
Do we really want to devise international legal controls that, at their core,
are supposed to stop science? To even raise this question is to enter into
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a sensitive area. A repeated theme throughout this book is the need to
impose only such minimal standards of good scientific conduct that are
essential to carry out denial and interdiction policies but to avoid weighing
down legitimate research. It is imperative to carefully weigh regulation’s
benefits for preventing bioviolence against the cost to scientific innova-
tion.

At stake here is something far more profound than a utilitarian weigh-
ing of costs and benefits. Scientific research is human thought at its most
elevated, and its free pursuit is fundamental to humanity’s exploration of
our world. Restraint of that pursuit is repugnant to the dignity of human
freedom. Said Dr. Joshua Lederberg, “The profession of science is the
search for truths about the natural world; more precisely, it seeks verifi-
able generalizations that simplify human comprehension and prediction
of natural phenomena.”8 At the core of concepts about freedom of thought
is respect for analytical investigations that comprise the pursuit of truth,
including unbridled inquiry that challenges traditional wisdom; scientific
experimentation is thought par excellence. To limit science, even in the
name of security, is to restrict what people think about and therefore to
constrict human intellect.

Discussions of whether to limit publication are no less troubling. This
concern was the basis of an uproar when Australian scientists working
with mousepox (a nonlethal [to humans] relative of smallpox) injected a
gene – Interleukin-4 – and produced a “supercharged disease” for which
vaccines were ineffective and that, as a result, had a 100 percent fatality rate
among exposed mice. The methodology and its success provoked anxiety
because it showed how to intensify diseases by injecting a gene into a virus
and thereby spawn decimating consequences.9

Many scientists were troubled by the experimenters’ seeming indiffer-
ence to the potential malevolent applications of their discovery as well
as their publishing the results in the popular science press. Similar con-
cerns arose about the publication of the fully decoded genetic sequence
of the 1918 Spanish Flu10 (discussed in Chapter 2). Few scientists objected
to the research, but a vigorous debate ensued as to whether the decoded
genetic sequence should have been so widely exhibited.11Although sam-
ples of the virus are strictly controlled, its component DNA strands are
widely available, and few viruses are so easily subject to regeneration as
influenza.

Yet, constraints on publication are problematic. There are inseverable
links between the act of research and freedom of expression.12 Science is
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BOX 6-1. NATIONAL ACADEMIES OF SCIENCE’S LIST OF “RESEARCH

OF CONCERN”

1. Experiments that would demonstrate how to render a vaccine ineffective;
2. Experiments that would confer resistance to therapeutically useful antibiotics or

antiviral agents;
3. Experiments that would enhance the virulence of a pathogen or render a non-

pathogen virulent;
4. Experiments that would increase transmissibility of a pathogen;
5. Experiments that would alter the host range of a pathogen;
6. Experiments that would enable the evasion of diagnostic/detection modalities;

and
7. Experiments that would enable the weaponization of a biological agent or toxin.

SOURCE: Biotechnology Research in an Age of Terrorism, NATIONAL RESEARCH COUNCIL OF THE

NATIONAL ACADEMIES, p. 5 (2004).

not merely the work of a lone scientist as much as an interchange of
theories to explore hypotheses. Scientists conduct experiments to refine
their ideas and to test a theory’s validity. A central tenet of the scien-
tific method is the independent reproducibility of experimental findings;
communication of the knowledge learned to other scientists is essen-
tial. Scientific publications must include enough technical detail so that
other investigators can repeat the experiment to verify results. Of all
types of communication, scientific expression is likely to open avenues
of understanding that might otherwise not have opened and that, once
opened, cannot be reclosed.13 It undermines scientific exploration, there-
fore, to suggest that a scientist may undertake an experiment to demon-
strate a theory but communication of its results must be restricted.
(See Box 6-1.)

Not to be ignored is the right of others to receive the research results,
including scientists, policy makers, and the general public. Doctors who
must decide if a drug should be prescribed must have access to the research
product of other physicians, scientists, and academics. More generally,
intelligent public debate depends on the free flow of scientific ideas. Many
scientific advances (from Galileo’s observations to stem-cell research) have
proceeded from initiatives that some members of society have sought to
constrict. If the only messages that may be disseminated are those already
in the public domain, then a government could drastically restrict the
flow of information by merely restricting activities that are prerequisite



P1: KNP
9780521883252c06 CUFX174/Kellman 978 0 521 88325 2 September 7, 2007 18:27

IMPROVING RESISTANCE THROUGH SCIENCE 139

for publication. The government could control access to ideas by plac-
ing restraints at the point where the information is initially developed or
obtained. Research is so intimately connected with the scientist’s goal of
generating and exchanging information that, without protection, the right
to communicate about science would be meaningless.

Moreover, it bears acknowledging that for a restriction to be imple-
mented and enforced, there must be someone doing the restricting. Should
that someone be a national government, an international authority, some-
one else? Even more ominous is the “slippery slope” of authoritative restric-
tions on science. In one context, a restriction might be purportedly justi-
fied by concerns for bioviolence. In another context, the impetus might be
opposition to stem-cell research or to the teaching of evolution. If political
authorities can decide the direction of science, then there is a substantial
risk that they will make those decisions according to the wishes of the con-
stituencies that put them in power, not necessarily according to what is
scientifically true.

Yet another objection to secrecy stems from a very different direc-
tion. If experiments on the lethality of pox diseases or reconstructing
the 1918 flu are performed within or supported by a government facil-
ity, barring publication of that research might provoke suspicions of a
covert bioweapons program, especially if the research is accompanied by
preparations of vaccines for distribution to troops and citizens. Tightly
guarding the information suggests that it contributes to preparing hostile
capabilities. Today, as governments finance most research, distinguishing
between bioresearch that is pure science from research that is done for mil-
itary purposes is increasingly difficult. This issue is discussed more fully in
Chapter 8.

Virtues and Limitations of Codes of Ethics and Self-Regulation
Questions about how to address bioscience’s risks have occupied enor-
mous attention in the past few years. In the United States, these issues
have been hotly debated with respect to the First Amendment. A National
Academies of Sciences panel devoted serious intellectual energy to this
question,14 which led to the establishment of a new advisory body within
the U.S. government.15 The essence of that panel’s approach is that there
are innate risks in the progress of bioscience, and those risks are best
addressed through intra-science awareness, not overt regulation.16 More-
over, there should be opportunities for the scientific community to inject
its concerns into relevant governmental decisions.
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Altogether, the commitment to improving intra-science awareness has
commendably been pursued in the United States and elsewhere. Numer-
ous global organizations are devoutly on record for raising sensitivity to
the risks of malevolent bioscience and the need for bioscientists to volun-
tarily self-regulate. These proposals advocate that scientists who are best
informed about the implications of their work are, therefore, best able
to avoid doing research that might contribute to violence. Moreover, vol-
untary self-regulation keeps the lawyers and police at bay, insulating the
scientific endeavor from harassment or tedious inquiries. In the name of
self-regulation, codes of scientific ethics (see Box 6-2) have rapidly prolif-
erated in recent years – a phenomenon worth praise.

Indeed, if ethical codes could solve the security questions associated
with advancing bioscience, these questions would have already faded
into irrelevance. But these codes have inherent structural flaws. Initially,
what do they cover? The criteria of dangerous research must be globally
uniform – if States have different criteria of potentially dangerous biore-
search, there will be a “race to the bottom” as States compete to be the least
restrictive and therefore most enticing for emerging bioscience. Crucially,
scientists (as well as law makers) must precisely know what criteria apply to
specific activities. The principle of legality requires that for a prohibition to
be enforceable, its application must be judiciously limited and specifically
defined so that potential violators should know if their conduct crosses
permissible lines.

Yet, experts have differing opinions on the definition of potentially
dangerous bioresearch.17 Box 6-1 explores some issues compiled by the
National Academies of Science regarding “research of concern.” None of
the proposed codes define what type of research is covered, that is, what
type of research is potentially dangerous or could lead to production of
bioweapons. The problem is not so much the difference of opinions but
the absence of any authoritative process to resolve them. No code provides
any mechanism of how applicable research will be overseen. What is the
criterion of review, the methodology of review, the administrative process
of review, the rights and responsibilities of persons being reviewed? These
codes offer no answers.

Moreover, even if precise criteria could be identified, their application
to specific experiments would demand constant renewal. The scientific
issues change over time as does the community of scientists who might
undertake relevant dangerous research. For example, nanoscientists are
not commonly thought of as bioscientists, but their work is increasingly
linked to bioscience’s risks. Which group of tomorrow’s scientists should
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BOX 6-2. PRINCIPAL CODES OF CONDUCT

For a representative list of codes of ethics, see Biosecurity Oversight and
Codes . . . Biosecurity Information

a

� UNESCO Declaration on Science and the Use of Scientific Knowledge, adopted by
the World Conference on Science, 1 July 1999.

� International Committee of the Red Cross (ICRC) Preventing Hostile Use of the life
Science: From Ethics and Law to Best Prectice, November 11, 2004.

� American Society for Microbiology, Code of Ethics, 2005.
� American Medical Association, Guidelines to Prevent Malevolent Use of Biomedical

Research, June 2004.
� Council for Responsible Genetics (CRG), Campaign for The Peaceful Development

of the Biological Sciences.
� InterAcademy Panel on International Issues, Statement on Biosecurity, December

1, 2005.
� International Union of Microbiological Scientists (IUMS). Code of Ethics against

Misuse of Scientific Knowledge, Research and Resources, 28 April 2006.
� Global BioBusiness, Code of Conduct for Life Science Professionals, University of

Southern California Global Business Initiative.

a Available at http://www.biosecuritycodes.org/codes archive.htm.

be included? There is no authoritative process to anticipate forthcoming
challenges.

The bigger problem has to do with the effect of codes that are exclusively
commitments of the willing that ignore the real problem: the activities of
the unwilling. Even among code-adopting groups, there is no way to know
if members are really observing the code. We might believe that persons
who declare their commitment to the code are in fact being observant,
but how are we to know if there are others who should be observing but
are not? Nothing in these codes would even begin to enable detection
of someone who is intentionally outside whatever code or system might
apply. At best, these codes relate exclusively to those persons and entities
that accept them. By definition, these codes have no application to anyone
who rejects them.18

Ethical declarations that lack capacity to internationally manage risks
inevitably create something of a Swiss cheese of protections. Most bio-
science is conducted according to the highest safety and security stan-
dards, but it is absurd to argue that there are no exceptions. No one – not
a single serious commentator – would argue that the bioresearch phe-
nomenon will long be a monopoly of a few States that require rigorous
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scientific standards. It isn’t now. From the prevention perspective, as sci-
ence evolves, the presence of cheese in some places becomes less impor-
tant than the holes in others. The issue is not how the overwhelming
majority of ethical scientists behave. The issue is how to stop intentionally
malevolent perpetrators who are unlikely to be swayed from their illicit
undertakings by taking an oath to abjure harmful behavior. Prevention
must be made of sterner stuff.

The Need for Translucency

The challenge here, ultimately, is analogous to counter-espionage. We
are really not so interested in checking the activities of the overwhelm-
ing majority of scientists; we are interested in detecting a traitor’s activi-
ties.

The term transparency refers to policies that enable verification of
compliance with legal obligations. If stipulated activities are transparent,
then observers can know what others are doing and can promptly enforce
rights in a controversy. The mechanisms of transparency, developed in
connection with superpower nuclear weapons control, involve inspec-
tions – specially authorized inspectors are entitled to scrutinize facilities
having capacity to make prohibited weapons. To achieve transparency
with regard to bioscience would require gathering copious information
about facilities capable of producing bioweapons. The extreme expense
of monitoring bioresearch in order to distinguish peaceful purposes from
hostile purposes must be weighed against the low likelihood of fully veri-
fying compliance or detecting noncompliance.

In contrast to nuclear weapons verification, there are virtually limitless
bioscience facilities, and illicit preparations can be easily hidden even at
monitored facilities. Perhaps thousands of inspectors could oversee activ-
ities at key bioscience installations. Yet even highly trained and broadly
authorized United Nations inspectors failed to discover Iraq’s bioweapons
program in the 1990s until an Iraqi weapons official tipped them off. It
borders on the absurd to devote comparable resources to inspection of
every sophisticated bioscience facility.

Moreover, the kinds of places and activities that would likely be
inspected are not where bioviolence preparations are expected to occur.
To focus on them would far more likely interfere with legitimate bio-
science pursuits than on potential criminality. Thus, even if massive
resources were devoted to monitoring declared bioscience activities,
those resources would at best prove that legitimate bioscience is not, in
fact, engaged in bioviolence preparations. It would not tell us much about
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where illicit preparations are taking place or give us much insight about
how to stop them. Implementation of transparency policies is, therefore,
inappropriate.

The term translucency may be offered as a middle ground between
transparency and opacity. Translucency refers to a set of policies that
are designed to generate an information flow for deterring and detect-
ing wrongful activity. The prime directive of translucency policies is that
bioscience that is designed for or poses a unique threat of weapons appli-
cations must not be performed in absolute secrecy. Notably, these policies
are hardly novel for bioscientists operating in States with highly developed
science sectors; indeed, the concept here is to globalize these policies for
enabling non-intrusive oversight.

The central reason to prohibit secrecy is to compel accountability.
Someone should always be able to trace research activity back to its source.
Secret bioscience programs raise suspicions and could promote a race for
offensive capabilities under the cover of “defense.”19 Prohibiting secrecy
raises confidence that bioresearch is not undertaken to advance biovio-
lence. Prohibiting secrecy also has deterrent value especially for national
biodefense programs by escalating the challenge of keeping wrongful
intentions secret. Accordingly, no bioresearch should be black-box, i.e.,
totally out of sight. Even where national authorities deem it appropriate to
classify (hold confidential) bioresearch, classification should be limited to
the details of that research; keeping secret the fact of classification should
be prohibited.

Some scientific disciplines (notably nuclear physics) have long been
subject to government classification that restricts the unfettered dis-
semination of ideas. That some research is “classified” is not an unjus-
tifiable constraint on scientific freedom. Indeed, a government’s inter-
est in circumscribing the flow of potentially dangerous information is
distinguishable from its attempt to constrain what someone might spec-
ulate about. Limiting the audience of certain scientific information is
clearly different from censoring what research a scientist might under-
take. The intricate classification system that safeguards information hav-
ing international security implications does not prevent scientists from
pursuing or sharing ideas, only from disseminating the information they
generate through unapproved channels. In this context, there are very
well-understood processes that could promote reasonable regulation. This
issue is raised again in Chapter 8.

Prohibiting secrecy also has ramifications for important proprietary
and privacy interests. Most research has value – proprietary value for
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developing pharmaceuticals and career value to the researchers. There
must be criteria about what information should be disclosed and the pro-
cess of handling and storing that information. Accordingly, it is essential
to differentiate: 1) research with significant implications for bioviolence
from the vastly larger amount of research that does not; and 2) the exis-
tence of that research from its specific contents or results. In truth, very
little research need be disclosed; it is the fact of research not its content –
its location and basic purpose not its methodology or results – that
should be disclosed.20 Disclosure would be made to national authorities
except in rare cases involving extremely dangerous research or research
overtly focusing on military applications that should involve international
disclosure.21 Moreover, protections should be developed to ensure that the
process of disclosing information does not intrude into professional and
personal privacy. Confidentiality is essential; distinguishing secrecy from
confidentiality is mandatory.22

Bioscientists as the First Line of Defense

Although codes of ethical conduct are inadequate to fully address biore-
search’s potential dangers, there are more formal mechanisms of self-
supervision – short of legal regulation – that could contribute to reduc-
ing risks, especially if such mechanisms are implemented worldwide.
These mechanisms include: 1) requirements for education and training
with regard to research responsibility, 2) professional certification require-
ments, and 3) protection and encouragement of whistleblowers.

Bioresearch Education and Training
Every bioscientist should be required to successfully participate in a pro-
gram of study that highlights ethical responsibilities for research that could
be catastrophically misused. No scientist should be able to claim that he
or she was unaware of the dangerous implications of doing particular re-
search; “competency in research entails responsible conduct and the capa-
city for ethical decision making.”23 Accordingly, the National Academy
of Sciences (NAS) Panel on Scientific Responsibility and the Conduct of
Research has recommended that scientists and research institutes “inte-
grate into their curricula educational programs that foster faculty and
student awareness of concerns related to the integrity of the research
process.”24 Mentors should monitor trainees for misconduct and instill
by example the highest ethical standards.25
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According to the United States Commission on Research Integrity, edu-
cation on ethical research practices for scientists should begin in the early
stages of training and continue through the most senior career stages.26

Researchers more often engage in responsible professional conduct when
they can: 1) identify ethical aspects of research situations and applicable
legal standards, 2) develop defensible rationales for a choice of action,
3) integrate the value of professional discipline with personal values and
appropriately prioritize those values, and 4) perform complex tasks with
integrity.27 Courses that emphasize ethical responsibilities should be a
mandatory part of Ph.D. programs; other professions such as law and
medicine have comparable requirements for ethics courses. For practicing
bioresearchers, continuing professional education could make available
such courses, and professional accreditation could compel scientists to
participate.

Professional Certification
In sharp contrast to physicians who must be licensed to practice medicine
and lawyers who must be licensed to practice law, there is no formal process
for licensing or certification to approve career entry in the life sciences. In
general, bioresearch institutions are supposed to identify persons who are
capable of committing scientific misconduct – a mandate that is lacking
both criteria and legal obligation.

Instead of insisting on global certification for bioresearch profes-
sionals, the U.S. government has initiated selective and arguably ill-
designed efforts to limit risks. There are additional security checks on
visa applications for foreign nationals with expertise in certain chemi-
cal and biological technologies; these students’ programs of study are
tracked through the Student and Exchange Visitor Information System
(SEVIS).28 Besides obviously ignoring risks that American students might
be motivated to commit bioviolence, these efforts to limit access of foreign
students often turn the best and the brightest away from the ethical train-
ing that American institutions could provide in favor of education outside
the United States.

Another controversial initiative is the United States Security Risk
Assessment (SRA) which requires scientists who work with potential biovi-
olence agents to turn over their fingerprints and personal information to
the Federal Bureau of Investigation (FBI) for background checks.29 The FBI
searches relevant databases and other sources to determine if an appli-
cant is a “restricted person” that is, a citizen of a country suspected of
supporting terrorism, a person with a history of mental illness, illegal drug
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use or felony convictions, or has been dishonorably discharged from the
military.30 In its first two years of operation, over 13,000 background checks
had been completed; 72 applicants were considered to be “restricted per-
sons” of whom the vast majority – 53 of the 72 – were restricted due to a
prior felony conviction.31

Many scientists object to these initiatives that are thought to have ques-
tionable value for preventing bioviolence. However, the impetus for these
initiatives is that although bioresearch entails activity that could be enor-
mously dangerous, there is little support within the profession for a global
certification system with records detailing who is working in which insti-
tutions and what each scientist is qualified to undertake. Calls for self-
regulation that do not include mechanisms to identify individual scientists
and to keep track of their activities are calls for no real oversight at all. In
that vacuum, scientists might be disappointed but should not be surprised
when the government’s heavy hand intrudes on their anonymity.

Whistleblowers
Scientists correctly assert that they are best positioned with the greatest
opportunity to detect misconduct and report it in its early stages. It will
likely be a scientist who notices when a colleague works on strange projects
at odd hours or moves vials without returning them.32 Will scientists see
it as their responsibility to report their misgivings; if they do, will they
be protected against potential retaliation? If whistleblowers who report a
colleague are punished by their institutions or if their identity is widely
aired to those colleagues who, after all, might be associated with repre-
hensible activity, other scientists will be discouraged from ever report-
ing misconduct.33 To expect members of the scientific community who
have knowledge of misconduct to come forward because it is their eth-
ical responsibility to do so requires fair systems of review and effective
protection from retaliation.

The U.S. Commission on Research Integrity (CRI) has recommended a
Whistleblower’s Bill of Rights to strengthen whistleblower protections by
encouraging institutions to treat whistleblowers fairly, protect them from
retaliation, and to articulate the responsibilities one incurs when accusing
another of misconduct. The CRI also recommended notifying all research
scientists of acceptable and unacceptable procedures, making available
an independent ombudsman, and appointing a senior advisor to both
accuser and accused.34 At this time, these recommendations are merely
advisory.
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All these initiatives – improving bioresearch education, professional
certification, and whistleblower protection – could be implemented in the
near term and would be beneficial. Yet, if bioscientists sincerely assert
that they can operate as a first line of defense that fends off the need for
more intrusive supervision, then they should demonstrate a more substan-
tial commitment. In this regard, the following words from noted experts
deserve attention:

Over time, we must construct a network of “checks and balances”: reg-

ulations, incentives, cultural expectations, and practices that encourage

and enable progress in scientific understanding so that knowledge can be

brought to bear on human needs, while simultaneously assuring responsi-

ble stewardship of powerful knowledge so that it is not used for malevolent

purposes. Such stewardship will have to evolve – rapidly, in concert with

the pace of advances in the life sciences – to embrace a network of interna-

tional agreements, legal regulations, professional standards, ethical mores,

and catalogues of “best practices” pertinent to various fields and disci-

plines. Scientists and the scientific community must be integral partici-

pants in the design and implementation of such a network.35

DEVELOPMENT OF VACCINES AND MEDICINES

It is critical to develop more vaccines and medicines. Yet, throwing money
at scientific research in the blind faith that shields and cures will immunize
us from bioviolence is a strategy of dubious value. These doubts are deeply
rooted in the challenge of trying to get ready for an attack that could involve
any of a large array of pathogens and could arise anywhere in the world.

As discussed in Chapter 1, a widespread attack throughout developing
nations would have catastrophic economic and political consequences
for the developed world and, of course, even more catastrophic health
consequences for those targeted. Yet, in the entire bioviolence prevention
arena, the need to encourage development of new medical methods for
resisting an attack is perhaps the most graphic manifestation of tensions
between policies that make sense for developed nations and policies that
are appropriate for developing nations.

The United States and its comparably developed allies have devoted
huge resources to protect their citizens from some bioviolence acts. It
is simply irresponsible to blithely suggest that most developing nations
should undertake comparable steps to protect against bioviolence. More-
over, discovering medicines without building capacities for getting them
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to the people who need them, especially in developing regions, is truly
wasteful. Today, for lack of global distribution capacities, millions die from
diseases for which medical treatments already exist. In the chaos of a biovi-
olence catastrophe, it is not credible to believe that these deficiencies will
suddenly be overcome.

According to the WHO, low- and middle-income countries bear a dis-
proportionate share of the global disease burden, yet 90 percent of the
expenditures on health across the globe are concentrated on only 10 per-
cent of the world’s population.36 Of the 1,233 new drugs marketed between
1975 and 1999, only 13 were for diseases that commonly afflict those in
developing or underdeveloped countries. Only four deal with tropical dis-
eases. Altogether, developing countries make up roughly 20 percent of
the global pharmaceutical market. This hardly makes them attractive for
biotechnology firms – mostly private and western.

Some developing countries devote as little as $2 per capita per year to
health care, and the overwhelming threats of natural disease present an
already tremendous burden. For example, India spends nearly half of its
annual health budget combating malaria. The sub-Saharan African region,
with the highest rates of child mortality on the planet, accounts for only
0.1 percent of the global health expenditure. Diseases like malaria along
with diarrhea and pneumonia overwhelmingly afflict developing countries
and yet receive only a fraction of the global expenditure on health. Given
how destitute some of these countries are, casual calls for more research,
testing, and distribution of biotechnology to prevent bioviolence are unac-
ceptable.

Economics is not the only barrier. There is also a “brain-drain” problem.
Development of new vaccines requires unique combinations of scientists
and bioengineers plus sophisticated equipment operating in modern lab-
oratories. Worldwide, these combinations are positioned to rapidly pro-
duce vaccines only in a few nations.37 This condition generates a vicious
cycle: competent scientists and researchers in developing countries feel
compelled to leave to seek more gainful employment elsewhere. Even if
these regions could offer basic funding for research and development, it
is unlikely they could match the dollars that are offered to scientists and
trained professionals in developed nations.38

Only in the last few years have enormous amounts of money and effort
been poured into producing and stockpiling medicines for combating
pandemic disease, including bioviolence threats. Wealthy nations, inter-
national health and financial organizations, generous foundations and
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individuals, scientific associations, and prominent academic centers are
rallying to provide assistance. Perhaps most prominent is the WHO Global
Immunization Vision and Strategy, a joint program with UNICEF whose
goal is to cut illness and death caused by vaccine-preventable diseases by
two-thirds by 2015 compared to the 2000 levels. Its three main aims are to
immunize more people against more diseases, introduce new technolo-
gies and vaccines, and provide critical health interventions with immu-
nizations. By assisting governments in designing, financing, and imple-
menting immunization programs, the program’s goal is an 80 percent vac-
cination rate in underdeveloped areas by 2010. One-third of the estimated
$35 billion cost will be allocated to vaccines; two-thirds will be spent on
immunization delivery systems.39

Not surprisingly, the programs that focus on mass production and dis-
tribution of already-known medicines appear to have greater impact than
programs that seek to create new medicines. Important from this book’s
perspective is that initiatives for elevating resistance against bioviolence
have had sporadic success at best and have arguably deprived global efforts
to combat natural disease of resources that could do more good. More cer-
tain is that key policy decisions are not made at the highest level of global
governance with consideration of those decisions’ global impacts or with
a strategy that effectively anticipates emerging priorities.

The remainder of this chapter examines the challenge of developing
medicines from the perspective of three related barriers: financial con-
straints, threats of liability, and patent protection. In combination, these
problems and the recent efforts to overcome them demonstrate the pit-
falls and confusion that derive from partial approaches to the challenge of
enhancing resistance against bioviolence.

Financial Barriers

Development of new medicines entails unique investment risks. Substan-
tial resources must be devoted, and any single effort has a low probability
of success. For private investors, there must be a high payoff when a useful
medication is identified. In the United States, successfully developing a
new drug takes nearly 10 years and between $400–800 million; 5,000 com-
pounds will, on average, be identified for one approved drug. Even devel-
oping the yearly flu vaccine involves a costly production method.40 More-
over, the permitting process for new vaccines is time-consuming under
the best of conditions; any misstep entails expensive corrections.41
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Weighing this enormous cost and failure rate against a drug’s likely
market impact presents a harsh reality: treatments for chronic condi-
tions with large patient populations who can afford a steep price jus-
tify greater investment than treatments for disease outbreaks caused by
unanticipated pathogens, especially if the treatment does not have wide-
spectrum applicability. In the context of bioviolence that has yet to occur,
the economics of vaccine development lead inevitably to underinvest-
ment. From society’s perspective, having a wide array of medicines on
hand makes sense, but this logic is very different for bioresearch compa-
nies that must invest enormous sums for compounds that might never be
bought.

Many analysts, therefore, call for government funding and a precom-
mitment to purchase new medicines so as to ensure a market even if the dis-
ease that it treats does not appear.42 For example, the United States Orphan
Drug Act (ODA)43 increases incentives to develop drugs for patients with
rare illnesses and guarantees longer than usual market exclusivity. Yet,
while government assumption of risks can stimulate research investment
by creating larger and more reliable markets, such programs are not certain
to lead to optimal allocations and do little to encourage drugs that address
vulnerabilities disproportionately affecting poor countries. Moreover, this
approach forces governments to “pre-pick winners” in a wasteful manner
that likely benefits a few wealthy recipients rather than serves the public
benefit.44 Political considerations could also be distorting. For example, it
would be politically unforgivable to be unprepared for a well-understood
disease (e.g., anthrax), but citizens might be more forgiving if authori-
ties are caught off guard for something more novel (e.g., bio-engineered
ebola). Even if an impartial economic analysis justifies research on antivi-
ral medications rather than anthrax vaccine, the political analysis would
favor addressing the better known threat.

Since 2001, the solution to the underinvestment problem has been
massive government allocations. In the United States, spending to develop
vaccines and medicines increased from $418 million in 2001 to $3.7 billion
the next year in view of the anthrax attacks that followed 9/11. In 2001, the
National Institutes of Health (NIH) operated with a $50 million budget; in
2005, its budget was $1.7 billion, a 3,400 percent increase.45 In the most
recent FY 2007 budget, federal funding for civilian biodefense increased to
$5.24 billion.46 Project BioShield, begun in 2004, allocates $5.6 billion for
research to counter WMD attacks (chemical, radiological, and nuclear as
well as biological) by contributing to the Strategic National Stockpile (SNS),
which includes vaccines and other medical tools procured and stored by
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BOX 6-3. BIOSHIELD AT A GLANCE

BioShield provides a reserve fund for the HHS Secretary to procure a countermeasure
where the Secretary determines that it is: 1) a priority measure against harm from
chemical, biological, radiological, or nuclear agents; and 2) a “necessary” measure
that is either a) approved or licensed under applicable law; or b) a countermeasure
that will be approved or licensed within eight years of the funding approval. This
reserve fund may also be used if the measure is authorized for emergency use. The
HHS Secretary can simplify procurement if a “pressing need” is identified, bypassing
the stringent requirements of government contract law and can spur development by
paying up to 10 percent of the negotiated price. This support fosters development and
relieves some of the burdens associated with research by offering drug developers
the incentive of longer contracts.

If an appropriate countermeasure is unavailable, then the President should “call”
for these items to be produced. A call would estimate the financial cost involved and
determine how much would be needed. The HHS Secretary then decides whether to
allocate the special reserve fund depending on: 1) quantities of product needed to
meet stockpiling needs; 2) feasibility of production and delivery within eight years;
and 3) whether there is a lack of a commercial market for the product other than
as a countermeasure that could be procured from the reserve fund. The President
may then either deny or approve the request; HHS handles the actual ins-and-outs
of procurement, such as negotiating costs, delivery, payment, etc.

SOURCE: Frank Rapoport, Christopher Bouquet, & Scott Flukinger, Project BioShield Act of
2004: Dawn of a New Industry? 40-SPG PROCUREMENT LAWYER 3 (2005).

the government to respond to major health emergencies. See Box 6-3 for
more information about BioShield. The Secretary of Health and Human
Services (HHS) is empowered to promote research and development of
drugs and to recommend their procurement from a special reserve fund;
in some critical situations, there are simplified procurement procedures
that can make available new and promising treatments without awaiting
normal regulatory approval.

Criticisms of BioShield focus on its meager achievements.47 As of 2006,
officials had spent less than a quarter of their budget.48 In December
2006, HHS cancelled its sole supplier $877 million contract with VaxGen,
Inc. for delivery of 75 million doses of an anthrax vaccine beginning in
early 2006. The company had not started human clinical trials because of
FDA concerns about the vaccine’s potency.49 Other pharmaceutical com-
panies have smaller contracts with the U.S. government to produce vac-
cines and antitoxins, but it is unlikely that they can deliver the large amount
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required under the VaxGen contract.50 BioShield’s efforts to address other
potential threats have not been much more successful. Cangene has deliv-
ered the first of 200,000 doses of an antitoxin for botulism but is not cur-
rently planning to pursue a vaccine.51 For smallpox, there were two hun-
dred million doses of vaccine stockpiled before BioShield began, but an
initiative to develop a smallpox vaccine safe for persons with impaired
immune systems has, as of this writing, yet to begin. The NIH has begun
research on vaccines for tularemia, plague, and ebola, but the government
has yet to contract with any pharmaceutical companies through BioShield
to address these threats.52

Cancellation of the VaxGen contract, despite its having spent over $175
million to develop the vaccine, may make other pharmaceutical compa-
nies hesitant to get involved with BioShield.53 According to one expert,
“The inept implementation of the program has led the best brains and
the best scientists to give up.”54 BioShield’s problems might not be fairly
attributable to “inept implementation” as much as to the inanity of hop-
ing that billions of dollars will promptly generate medical protections from
bioviolence. Enduring support for scientific research will likely be bene-
ficial over time, but to pour in cash and expect an immediate return is
to misunderstand the unique economic aspects of pushing vaccine pro-
duction. The recently enacted Pandemic and All-Hazards Preparedness
Act repairs certain aspects of BioShield such as by allowing contractors
to receive milestone payments, but few experts believe that it will solve
the problems inherent in this effort.55 This lack of success has transpired
during relatively calm conditions – the odds of the system suddenly fixing
itself during a crisis are dim.

Liability Barriers

It is virtually inevitable that wide use of vaccines and other medications
to build resistance to bioviolence will have harmful consequences for a
small minority of the population. Should victims of adverse effects be
compensated? Vaccines are among the greatest achievements of biomed-
ical science and public health. Vaccinated individuals are protected, and
even unvaccinated persons are better off because the circulation of dis-
ease is reduced.56 In many societies, schoolchildren must be vaccinated
against contagious diseases. When the government requires vaccination
for the purpose of promoting public health, who should be liable if there
is an adverse reaction – the government or the vaccine industry?
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Whether victims should be compensated at all raises important ques-
tions of individual versus community welfare. How should unpredictable
reactions to properly manufactured and administrated vaccines be
handled? Several vaccines have brought this issue to the fore, including
the risks of Guillain-Barré syndrome (GBS) associated with the swine flu
vaccine and of Sudden Infant Death Syndrome (SIDS) associated with the
diphtheria-tetanus-pertussis (DTP) vaccine.

In many nations, victims of those consequences might seek to recover
damages against producers. This risk of liability is a cost that weighs heavily
against expending vast sums to produce vaccines; vaccine producers could
stay out of the market altogether. In the early 1980s, adverse reactions to
vaccines created liability concerns for U.S. manufacturers which caused
them to stop producing vaccines that, in turn, led to declining child vac-
cination rates. Remaining manufacturers increased their prices to cover
liability costs which led to significant vaccine shortages.57 The number
of vaccine producers in the U.S. market has decreased significantly from
twenty-six companies in 1967 to five companies today.

Providing liability protection could ease pharmaceutical companies’
concerns, especially during an emergency. How much harm to the popu-
lation is appropriate in attempting to mitigate the effects of a bioattack?
While most scientists would agree that the benefits of vaccination out-
weigh the harms, what sort of compensation should be available to those
harmed by these vaccines?

Four policy approaches have emerged to ease disincentives that manu-
facturers face in producing vaccines.58 First, the government can assume
liability either by administering the vaccine itself or by substituting
itself as a defendant if a victim sues the vaccine producers. The United
States National Swine Flu Immunization Program in 1976–1977 took this
approach by providing an exclusive remedy against the government for
“personal injury or death arising out of the administration of swine flu
vaccine under the swine flu program and based upon the act or omission
of a program participant.”59 Vaccine producers were protected, but the
government eventually paid more than $73 million to claimants out of
general revenues.60

Second, the government can establish a no-fault compensation pro-
gram. The victim may be compensated from the program if the vaccine
caused the harm regardless of whether the vaccine producers or adminis-
trators were at fault. According to a recent study, fourteen vaccine injury
compensation programs exist worldwide, exclusively in highly developed
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countries.61 The United States National Vaccine Injury Compensation Pro-
gram (VICP), discussed below, takes this approach.

Third, the government can indemnify vaccine producers who might
be held liable for harm. An objection to this approach is that it does not
provide the vaccine industry with enough liability protection because the
government may not cover the costs of litigation, and in some instances
indemnification is limited to only “reasonable” liability costs.62

Fourth, the government can alter the normal liability rules. For exam-
ple, the Support Antiterrorism by Fostering Effective Technologies Act
(SAFETY) of 200263 prohibits punitive damages and limits liability to the
amount of insurance that is “reasonably available.”

The United States has combined approaches in the National Child-
hood Vaccine Injury Act that establishes the Vaccine Injury Compensa-
tion Program (VCIP), a no-fault compensation scheme that provides lia-
bility protections to producers of vaccines against childhood diseases.64

The Vaccine Injury Table lists injuries presumed to be caused by vac-
cines and the time period in which they generally occur; listed injuries
are compensable.65 Victims who accept compensation are paid through
the program trust fund raised from taxes on each vaccine delivered in the
United States. Victims who suffer an injury that is unlisted or does not
occur during the designated timeframe may recover but only if they pro-
vide additional proof of harm.66 Victims who are denied compensation or
are dissatisfied with their compensation may appeal the decision or may
sue the manufacturers directly.67 Although manufacturers seem content
with the program, some victims’ advocates claim that proving causation
complicates getting compensation.68

Notably, only vaccines that are recommended for routine administra-
tion are included. Biodefense vaccines are left out, most likely because
the harms associated with such vaccines are largely unknown. An impor-
tant question, therefore, is whether these policies should similarly limit
liability of companies that produce vaccines or medications as counter-
measures for use in bioviolence emergencies. The United States has
recently enacted the Public Readiness and Emergency Preparedness
(PREP) Act that establishes the “Covered Countermeasure Process Fund”
to compensate persons who suffer serious injuries or death due to a coun-
termeasure’s use. Producers and distributors are protected from liability if
there is an officially declared public health emergency or a credible threat,
except if the harm results from their “willful misconduct.”69

During the 2003 smallpox vaccination campaign, three cardiac deaths
occurred; all victims (two civilians and one person in the military) were
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in their mid-fifties.70 Thereupon, the Smallpox Emergency Personnel Pro-
tection Act of 200371 was passed to encourage medical and public health
workers to get vaccinated. The Act establishes the Smallpox Vaccine Injury
Compensation Program which provides compensation for listed injuries to
specific personnel (health care workers, law enforcement officers, firefight-
ers, security personnel, emergency medical personnel, and other small-
pox emergency response personnel) who receive the vaccine. As under the
VCIP, victims of unlisted injuries may receive benefits but must provide
additional proof that the vaccine caused their injuries. For Department
of Defense (DoD) civilian employees and contractor personnel, however,
adverse events that occur under the U.S. Department of Defense Anthrax
Vaccine Immunization Program are covered under either federal or state
worker’s compensation programs.72

This brief account of recently enacted law in only one nation – the
United States – is confusing. Consider the multiple levels of confusion
and disconnect for a pharmaceutical producer who seeks to market drugs
worldwide. These matters are indeed complex, but there is no valid reason
why legal solutions are not identified globally. Harmonization of liability
rules and protections worldwide should be an immediate priority.

Patent Barriers

A huge legal issue vexing global distribution of vaccines concerns the
intellectual property rights associated with vaccine production. From the
perspective of vaccine producers and government officials in developed
nations, the high risks of making safe and effective vaccines would make
no economic sense if, having configured a critical drug, someone could
readily copy and sell it for a price that need not reflect the sizeable research
investment plus a reasonable profit. From developing nations’ perspective,
paying a price that reflects research costs plus profit is virtually impossible.
They could produce the drug at a fraction of the cost, and their popula-
tions desperately need these medications; they argue that the pharmaceu-
tical sector’s pursuit of exorbitant profits should not be a death sentence
for millions of innocent people. Indisputably, any restriction on access
to medicines necessarily advantages developed nations’ producers that
account for over 90 percent of new pharmaceutical patents.73

This conflict of perspectives is being played out in the rarified con-
text of the World Trade Organization’s (WTO) Trade-Related Aspects of
Intellectual Property Rights (TRIPS).74 States must extend patent pro-
tection to micro-organisms and microbiological processes, albeit not to



P1: KNP
9780521883252c06 CUFX174/Kellman 978 0 521 88325 2 September 7, 2007 18:27

156 BIOVIOLENCE: PREVENTING BIOLOGICAL TERROR AND CRIME

diagnostic, therapeutic, or surgical methods. States that allow infringe-
ment of a patented vaccine risk losing their coveted WTO privileges.

There are exceptions. States may grant compulsory patent licenses that
permit domestic producers to manufacture a patented item without the
patent holder’s consent so long as licenses are nonexclusive and granted
only on an individual basis, and the producer must have sought the original
patent holder’s approval on reasonable terms. These restrictions need not
apply in cases of national emergency. Compulsory licenses must be limited
to meeting domestic needs, not for export, and the original patent holder
is to be paid adequate compensation.75 See Box 6-4 for the steps required
for compulsory licensing of pharmaceuticals.

The issue here is whether a State may grant a compulsory license to a
domestic producer of a vaccine against a bioviolence threat, say anthrax.
The answer is very much unresolved.

Two recent events shape this issue. In 2001, the WTO Ministerial Con-
ference adopted the Declaration on the TRIPS Agreement and Public Health
(“Doha Declaration”), which states that TRIPS “can and should be inter-
preted and implemented in a manner supportive of WTO Members’ right
to protect public health and, in particular, to promote access to medicines
for all. . . . WTO Members with insufficient or no manufacturing capacities
in the pharmaceutical sector could face difficulties in making effective
use of compulsory licensing under the TRIPS Agreement.” The Council
pledged to find “an expeditious solution to the problem.”76

Two years later, the WTO Council announced that a country may pro-
duce generics of patented drugs for export if another country is in need.
The exporter must include unique characteristics on the product that
distinguish it from the patented version, and the products must not be
diverted for an alternative use. The importing country must inform the
Council about the types and quantities of the products it seeks, but there
are complaints that the time-consuming procedure to inform the TRIPS
Council could be a significant obstacle during an unforeseen public health
emergency when patented products are immediately needed.77 Patented
vaccines for rarely occurring diseases might not be available in needed
quantities when a bioviolence emergency arises.

The issue of compulsory licensing has been contentious. In the 1990s,
South Africa and Brazil each allowed generic manufacturing and parallel
importation of needed drugs, especially to combat AIDS. Brazil grounded
its argument for a TRIPS emergency exception on its need for cheap
drugs to combat HIV/AIDS; South Africa simply ignored the TRIPS provi-
sions on compulsory licensing. The United States initially disputed both
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BOX 6-4. TEN REQUIRED STEPS FOR COMPULSORY LICENSING OF

PHARMACEUTICALS

Developing countries must go through ten steps before patented drugs would be
available to them. Each step must be followed every time a drug is exported even if
the same drug is being exported to another country. Some experts argue that this
procedural nightmare is not in the spirit of the Doha Declaration because it impedes
countries trying to provide relief for their citizens who are in desperate need of life-
saving pharmaceuticals. The ten steps are as follows:
1. A country that is seeking to import a drug through a compulsory license must seek

a voluntary license on commercially reasonable terms for a reasonable period of
time.

2. If the importing country is unsuccessful in obtaining a voluntary license, it must
apply to the WTO for a compulsory license.

3. If the compulsory license is for import, the importing country must assess its
industry’s capacity to produce the medicine locally.

4. If its capacity is insufficient, it must notify and explain to the WTO the reason for
its decision.

5. The importing country must notify a potential exporter.
6. The exporter must, in turn, seek a voluntary license on commercially reasonable

terms for a reasonable period of time.
7. The exporter must seek a compulsory license from its own government on a

single-country basis.
8. Royalty compensation must be set based on standards of reasonableness in the

importing country.
9. If a license is granted to a generic producer, the exporter must investigate pill

size, shape, color, labeling, and packaging of the patent holder’s product in the
importing country and differentiate its new product in all respects, regardless of
cost.

10. The generic producer would need to seek product registration and prove bio-
equivalence based on a pill of different size and shape.

countries’ actions but later retracted its objection in recognition of the
extent of the AIDS crisis.78 In 2005, Brazil announced that it planned to
produce a generic version of the antiretroviral drug Kaletra. The patent
holder, Abbott, agreed to supply the drug to Brazil at a discounted price.79

The threat of bioviolence has impacted the perspective of developed
countries, especially the United States, toward compulsory licensing. After
the anthrax attack in 2001, both Canada and the United States considered
circumventing the patent protection of the drug Cipro – the “drug of the
hour” for combating anthrax. Canada overrode the patent.80 The Bush
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administration’s threat to circumvent Cipro’s patent protection evoked a
promise from Bayer, the patent holder, to supply the drug at a deeply dis-
counted price. More broadly, the U.S. pharmaceutical industry protested
against such threats to circumvent patent protections yet promised to help
the United States build a stockpile of drugs.81 Developing nations criticized
the United States in view of its past “hard-line” position on compulsory
licenses for developing countries. This policy shift was a primary reason
for the Doha Declaration and its subsequent interpretation: if the United
States and other developed nations claim that a public health emergency
forces them to choose between their welfare and honoring patents, simi-
lar claims of developing nations must be respected as much if not more.82

However, the WTO has not officially ruled on the matter.
What conditions should enable claims of compulsory licensing? Under

the latest TRIPS rulings, States are freer to pursue compulsory licensing to
address their public health emergencies. In 2002, the United States argued
that the compulsory licenses for public health emergencies should be
limited to only a few infectious diseases such as tuberculosis, malaria,
and AIDS.83 The European Union offered a much more expansive list.84

Other countries, such as India and Singapore, have argued against narrowly
defining which infectious diseases amount to a public health emergency –
any limitation on the list of diseases may limit a country’s capacity to
respond to a threat through the use of compulsory licensing.

Through 2006, there had been no legal challenge concerning use
of compulsory licensing to stockpile drugs or vaccines for responding
to bioviolence. Apparently, drug manufactures would prefer to supply
cheaper drugs than to risk having their patent overridden by a compulsory
license or resort to costly litigation against a county that violates the patent
protection. The “threat” of a compulsory license has become a bargaining
tool for countries to press patent holders to meet their needs. The situ-
ation is too new to accurately assess whether the specter of compulsory
licensing under the TRIPS agreement to negotiate for cheaper medicines
will prove to be balanced or will adversely impact the manufacturing of
drugs and vaccines for responding to bioviolence. The untested issue is
whether a country can claim an emergency exception to issue a compul-
sory license if an attack has not yet occurred. The threat of HIV/AIDS is a
clear reality in Brazil and South Africa. Can the same be said for anthrax
in the United States? Presumably, as to threats that appear more remote,
countries’ claims to an emergency exception are unlikely to qualify for
exemption under the Doha Declaration.
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In sum, too little attention has been devoted to how global efforts for
promoting biotechnology can have positive implications for enhancing
resistance against bioviolence and how much bioviolence should be a
driver for those programs. As this book goes to press, a group of wealthy
nations has announced a new initiative to prepare vaccines for develop-
ing regions. This is an important step forward in global efforts to com-
bat disease generally, and it suggests ways that developed nations can
reduce risks of vaccine production, at least for vaccines that are likely to
have widespread use. It is far too early to even wonder if this proposed
initiative will grapple with bioviolence threats.85 Until the issue of how
to promote bioviolence resistance measures is addressed globally and in
connection with broader efforts to combat pandemic disease, real hope
for progressive measures is stalled.
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7 Public Health Preparedness

Public health preparedness can reduce vulnerability to some types of biovi-
olence. It would be the height of folly to not be as prepared as possible.
Of course, better that an attack not happen at all, but it would be reckless
to rely exclusively on complication and resistance measures. Mitigating
harm to potential victims is mandatory. If all else fails, we should be able
to contain bioviolence’s consequences.

Preparedness measures include pre-attack efforts to reduce vulner-
ability by distributing vaccines and hardening potential attack sites. A
perpetrator is unlikely to inflict a disease against an effectively immu-
nized population or try to spread it in a guarded site. Also, preparedness
measures include rapid detection and post-attack commitment of pub-
lic health resources to treat victims. An intentionally perpetrated disease
will less catastrophically ruffle a community whose medical profession-
als can promptly apply counter-measures. Finally, preparedness measures
include establishing quarantines to limit the spread of contagion.

Preparedness measures have indisputable virtues, yet serious ques-
tions abound. Can they be sufficiently effective to reduce the need for the
complication measures (discussed in Chapter 5)? How should vaccines
be fairly stockpiled and distributed worldwide? Which targets should be
hardened? Which persons should be vaccinated, perhaps without their
consent? How can quarantines operate without trampling civil liberties?

This chapter propounds a note of skepticism. Reliance on prepared-
ness measures raises unhappy choices, and to ignore their implications by
offering a false palliative for security is disingenuous. Preparedness mea-
sures can be modestly effective for preventing bioviolence, but there is
no magic pill that will inoculate us against threats or promptly cure us if
threats materialize. Moreover, preparedness refers to a bottomless grab
bag of things to do that government officials often brag about doing, but

160
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dangers lurk in unanswered quandaries and in disconnects among a hectic
potpourri of activity. And to repeat a constant refrain: worldwide, prepared-
ness measures are dismally ill-prepared to meet even limited expectations.

PREPAREDNESS VS. COMPLICATION – THE FALSE DEBATE

Preparedness measures operate differently than the complication mea-
sures earlier discussed. Complication measures focus on the perpetrator:
there should be thorny obstacles to his attempts to carry out his malevo-
lent plans, and law enforcers should have optimal tools to interdict him.
Preparedness measures focus on the victims: we want to reduce their expo-
sure and limit harm. Complication measures are primarily the concern of
law enforcement; preparedness measures are primarily the concern of
medical and health care communities.

Ideally, preparedness, resistance, and complication measures should
be mutually reinforcing. Vaccinations and rapid response preparations
can diminish some pathogens’ utility for bioviolence, which would force
perpetrators to choose other agents that might be harder to deploy or
covertly prepare; law enforcers would be able to concentrate on fewer
attack varieties. After an attack, preparedness measures can abet coordi-
nation between health care providers and law enforcers to mitigate harm
and maintain order.

Yet, some public health proponents, focusing on natural diseases’ real
horrors, argue that scarce resources should be devoted exclusively to dis-
tributing medicines and to installing early warning surveillance. Resources
should not be diverted to strengthening law enforcement efforts to stop
bio-offenders. In this argument, the alternatives are zero-sum – a dollar
spent for police is a dollar less for public health. This would be an unwise
trade-off because the risks of bioviolence are lower than the risks of nat-
ural disease, especially in developing regions. After all, bioviolence’s his-
torical toll is negligible, but natural disease kills millions yearly, and many
casualties could be avoided with even a modicum of resources. Says the
Commission on Macroeconomics and Health: for additional annual health
outlays of $57 billion by 2007 and $94 billion by 2015, approximately 330
million disability-adjusted life years (DALYs – one disability-adjusted year
is defined as the loss of one year of healthy life to disease) could be saved
for every eight million deaths prevented, generating economic benefits of
$186 billion per year as of 2015.1

If bioviolence occurs, continues the argument, enhanced public health
capacities would be useful; even if bioviolence never happens, these
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capacities will beneficially mitigate natural disease outbreaks. In sharp
contrast, law enforcement measures to impede, disable, or interdict biovi-
olence preparations will have no significant impact against natural epi-
demics and therefore will have scant value if bioviolence threats never
materialize. Unlike public health measures that are worthwhile for multi-
ple purposes, denial and interdiction measures can never be completely
effective. They would likely produce bloated legal bureaucracies that
deprive on-the-ground public health providers of what they need to save
lives now and tomorrow regardless whether bioviolence ever occurs.

No one should disagree that global disease fighting capabilities must
be improved, whether against disease that is natural or human-inflicted.
Here is a dual-use opportunity. Devoting resources to strengthen medi-
cal response and health interventions will save lives from the inevitable
onslaught of natural disease and, if bioviolence happens, such prepared-
ness will limit the damage. In the face of dreadful emerging disease threats,
there is every reason to promote preparedness measures – if the rationale
for increasing public health budgets is portrayed as preparedness against
bioviolence, so be it.

There is yet another argument for preparedness measures: they do not
entail profound changes in international law and governance. Complica-
tion measures require global harmonization of laws, bureaucratic struc-
tures, and police capabilities; compliance mechanisms must be emplaced.
If those structures and mechanisms are inconsistent, bio-offenders can
exploit the weakest link. Preparedness measures, by contrast, can be ben-
eficial at the national or local level. A community that chooses to protect
itself from disease by investing more resources in public health will realize
benefits even if other communities make different choices. Globalization
of preparedness measures is hardly irrelevant, but compared to complica-
tion measures there is much less need to substantially reconfigure gover-
nance systems.

It is not surprising, therefore, that the U.S. government views biovi-
olence as a subset of disease threats generally, eliciting consistent dis-
ease surveillance and response efforts. By so characterizing bioviolence
threats, U.S. policy devotes billions to drug development and local pre-
paredness while sidestepping international legal commitments to harmo-
nize standards for denying access to lethal pathogens or to enhance global
law enforcement. From the Bush administration’s perspective, there is a
convenient convergence of policy agendas that call for strengthening the
domestic population’s preparedness yet eschew diplomacy to strengthen
international law and institutions.
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Yet, can preparedness measures, even if substantially upgraded, keep
us safe from human malevolence? The argument against looking at biovi-
olence as predominantly a problem of disease containment is that inten-
tionally inflicted disease differs from natural disease precisely because the
bio-offender has strategic agility. The attacker can choose where to pierce
society’s preparedness, even pierce it repeatedly. Government officials per-
sistently assert that they can predict risks and adequately protect us, but
it is preposterously naı̈ve to suppose that a bio-offender will cooperate by
choosing a disease that is readily responsive to medical counter-measures
and attack where public health is prepared to respond. In connection
with bioviolence, the attacker holds the advantage because it is easier and
cheaper to create new ways to commit an attack than to develop and field
defenses.2

Certainly, preparedness measures have value. There are effective vac-
cines for some diseases that are easily spread and devastating; of course
we should stockpile such vaccines for rapid distribution. For example,
there should be smallpox vaccine aplenty. Smallpox would be an imper-
iling bioviolence threat against unvaccinated populations but will cause
only limited harm to a vaccinated population. Precluding a smallpox pan-
demic by preparing to mitigate vulnerability makes obvious sense.

If there were only a few bioviolence agents and effective immunities or
antidotes against each of them, then preparedness measures might suf-
fice. But there are innumerable bioviolence threats; full-spectrum immu-
nization against many of them would likely kill the people we are trying
to protect. Moreover, emerging bioscience increasingly enables scientists
to bioengineer around even the best defenses, opening vast risks of mis-
use with ever easier ways to target victims. Given the range of available
agents, the agent-specific nature of most defenses, the long time needed
to develop new vaccines, and how easily an attacker can achieve surprise,
protecting large populations against numerous threat agents is a daunt-
ingly expensive undertaking that might readily be eluded. Simply stated,
preparedness measures have substantial benefits, but without compre-
hensive denial and interdiction policies they are a Maginot Line: unre-
liable for containing the suffering, loss, and ensuing panic ignited by a
well-designed bioattack.

It is imperative to view complication measures and preparedness mea-
sures as complementary – each makes the other stronger. Asserting that
resource allocation choices are zero-sum perpetuates a false debate that
distracts pursuits of beneficial synergies and makes adversaries out of
potential partners. It is possible and productive to sustain two parallel
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agendas simultaneously. The vital question, therefore, is how to impel
systems for integrating promotion of public health with making bioscience
more secure and strengthening law enforcement.

The remaining sections of this chapter discuss how to harden targets
so that conducting attacks is more difficult, how to encourage prompt and
effective medical response measures, and how to maintain social order in
the face of a bioattack.

HARDENING TARGETS

Bioviolence attacks (other than agroviolence) will likely take place in con-
fined spaces: buildings, airplanes, subways, or sports arenas. Making it
harder to penetrate these targets is therefore a preparedness priority. Of
course, enhancing building security generally – positioning trained guards
and security cameras at entry points and in front of sensitive areas – is use-
ful whether the threat is explosives, chemicals, or something else. This sec-
tion, however, focuses on two types of measures that are uniquely appro-
priate for preventing bioviolence. First, there are ways to make it harder to
circulate pathogens through air (and less so, water). Entry points for cir-
culation systems can be locked and guarded; filters can collect pathogens.
Second, sensors for identifying undue concentrations of pathogens can
enable rapid and accurate response. Sensors cannot stop an attack from
happening, but they might help mitigate its consequences.

Unfortunately, all these guards, filters, and sensors are porous. There
are essentially an infinite number of targets, but which targets should be
protected? Major transportation hubs including airports and central train
stations likely top the list, followed by parliaments, major entertainment
venues, and large (and symbolically significant) office towers. Yet, as most
targets will not be adequately protected, it must be asked whether pro-
tecting any target makes sense. If an offender can pass one building and
immediately go to another, protecting the first but not the second is a strat-
egy of questionable value. Hardening targets is an excellent proposition
in theory, but doing it worldwide is daunting. Even a very selective list of
high-priority sites would number in the thousands.

Moreover, while some pedestrian devices make obvious sense (e.g.,
putting locks on access points to air filtration systems), more cutting-edge
technologies should be met with a healthy dose of skepticism. Much money
is being spent on sensors, but like vaccines they tend to be pathogen-
specific and evadable. As to all these technologies, difficult questions arise:
are the benefits worth the costs? If so, how can those benefits be fairly
distributed worldwide?
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Protecting Air Circulation Systems

Air filters can be installed in heating, ventilation, and air-conditioning
(HVAC) mechanisms to capture and remove aerosolized agents, but it is
not easy or cheap to retrofit facilities. Moreover, various filters work differ-
ently against many potential agents. Depending on the agent and how it is
weaponized, it might be too small to be caught within a filter. Most effective
are HEPA (high-efficiency particulate air) filters that provide efficiencies
greater than 99.99 percent for their particulate size range.3 Yet, because
of the wide range of buildings and HVAC systems, no single off-the-shelf
filter can be installed in all buildings to protect against all agents. Some
system components have multiple and flexible applications, but they work
best if custom designed for a specific building.4 Filters used in confined
spaces could have great utility especially in high-profile targets such as
parliament buildings. However, filtering air in open areas such as airports
would be extremely costly, and it is uncertain if they would protect against
various attack agents. Moreover, determining which filters to use and how
to use them might differ due to regional variations in building construction
or climate conditions.

There are recent reports that air filtration technology is improving.5

Globally viewed, however, it would be overwhelming to retrofit airports,
train stations, government buildings and entertainment venues with effec-
tive air filters and maintain them to work at high efficiency. All these con-
siderations do not negate the value of using air filtration systems in prime
sites or suggest that the technology is defective (see Box 7-1 for guidelines
on installing air circulation filters). Over time, new construction codes
can be envisioned that would incorporate these systems. For the fore-
seeable future, however, it is questionable whether the high cost of filter
research and development has benefits that are comparable to traditional
law enforcement interdiction techniques and medical response measures.

Protecting Water Supplies

Widespread bioattacks against water supplies are more difficult to do suc-
cessfully than aerosol attacks. An attack would have to be well-planned
to put enough agent into water supplies and circumvent filtration sys-
tems in order to sicken large populations. Some experts assert, however,
that even in the United States there are serious weaknesses in protect-
ing water distribution systems from a bioattack; better security measures
such as installing cameras, sensors, or guards are necessary.6 Moreover,
water-quality testing methods for detecting intentional contamination,
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BOX 7-1. CONSIDERATIONS FOR INSTALLATION OF AIR CIRCULATION

FILTERS

The National Institute for Occupational Safety and Health (NIOSH) has identified the
following “important questions” concerning installation of filtration systems:

� How are the filters held in place and sealed? Do the filter frames provide for an
airtight, leakproof seal?

� What types of air contaminants are of concern? Are the air contaminants particulate,
gaseous, or both? How toxic are they?

� How might the agents enter the building? Are they likely to be released internally
or externally, and how can various release scenarios best be addressed?

� What is needed? Are filters or sorbents needed to provide protection in an acci-
dental or intentional release or from a potential terrorist attack using CBR agents?

� How clean does the air need to be for the occupants, and how much can be spent
to achieve that desired level of air cleanliness? What are the total costs and benefits
associated with the various levels of filtration?

� What are the current system capacities (fans, space for filters, etc.) and what is
desired? What are the minimum airflow needs for the building?

� Who will maintain these systems and what are their capabilities?

SOURCE: Guidance for Protecting Building Environments from Airborne Chemical, Biological, and
Radiological Attacks, NATIONAL INSTITUTE FOR OCCUPATIONAL SAFETY AND HEALTH (April 2003).

although improving throughout developed nations, would probably fail
to detect a bioattack until changes in disease trends and illness patterns
are noticed. Far more severe consequences can be expected if pathogens
are disseminated through water systems in developing areas where over-
crowded populations rely on water that is inadequately cleansed of
microbes. Even without the threat of bioviolence, there is a compelling
case for improving drinking water supplies worldwide. The vulnerabil-
ity of sizeable populations to bioviolence via water contamination only
heightens the urgency of this priority.

Sensors

Accurate sensors, especially in enclosed spaces, could be helpful if inserted
into air circulation systems. Sensors could detect the presence of inten-
tionally disseminated agents before they are widely inhaled. Such devices
are being developed for airplanes to enable early detection of pathogens;
in that case, the plane could land and passengers given immediate
medical treatment. In office buildings or subways, evacuation alarms
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could be sounded. High-intensity, pulsated Advanced UV Source (AUVS)
sensors are being developed that rapidly sense and then destroy biological
agents. They can be placed in air ducts to eliminate biological agents or
be used to purify water, but they are expensive.7

Environmental sensors can help detect agents in large open areas.
Installed at especially sensitive targets or deployed around a suspicious
facility, such sensors could pick up evidence of illicit bioviolence prepara-
tions. However, weather conditions can disturb their measurements. Other
problems include “false positives” – the sensor indicates the presence of
lethal agents when, in fact, there is nothing untoward. As pathogens are
everywhere, a sensor that can detect low concentrations of lethal agents
would likely pick up ambient germs. Yet, reducing its sensitivity risks
detecting an attack only after amounts of agent are so high that people
are already sickened.

The experience of the BioWatch system in the United States illustrates
some pitfalls of relying on sensors. At a cost of $129 million, sensors were
designed to detect agents at high-profile events such as the Olympics.
These sensors are now used in over thirty cities with an annual cost of about
$2 million per city. However, the devices trap airborne particles in filters
that are then collected and analyzed 24–36 hours later. This is not useful
as an immediate alarm system. Moreover, these systems require highly
proficient maintenance by trained personnel to sustain continuous moni-
toring, and mishandling the devices could readily contaminate samples.8

Sensors are most effective for focusing on a few types of agents – typi-
cally threats that experts believe pose the gravest danger, but they are less
effective for detecting rare or “engineered” agents. According to a recent
report, “Sensors would ideally be multifunctional, robust, low cost, accu-
rate, reliable, used with little training, able to remotely discern signals in a
high background environment, and would provide definitive information
to decision makers and require little special care such as refrigeration or
power.”9 Sensors that are available now, however, are more likely to over-
look exotic agents. New technologies are being developed to address this
problem (see Box 7-2). Yet, striking an optimal balance between over- and
under-sensitivity is an enormous challenge.

Sensors’ greatest utility is in small devices that can be carried by emer-
gency responders and law enforcers. Every police first responder unit
worldwide could be equipped with such sensors for costs that are well
within acceptable levels. Although not designed for hardening targets, a
handheld sensor can help a responder rapidly determine if a suspected
site is contaminated. It might signal the need to deploy personal protective
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BOX 7-2. SOME MODERN SENSORS

� The Autonomous Pathogen Detection System (APDS, “BioWatch in a Box”) is de-
signed for use in critical or high-traffic areas such as airports, subways, and gov-
ernment installations. Collected samples can be immediately analyzed and results
sent to monitoring authorities.

� Differential Mobility Spectrometry (DMS) technology is “a sensitive, handheld
device that can detect multiple biological and chemical agents, even in the pres-
ence of interferents.”a

� Surface Plasmon Resonance (SPR) technology enables development of inexpen-
sive, portable biosensor systems for detecting microbes while minimizing risks of
false positives.b

� The Triangulation Identification for the Generic Evaluation of Risks (TIGER) biosen-
sor system, funded by the NIH and the CDC, detects emerging infectious diseases,
helps identify unexpected agents, and may be beneficial for large-scale testing of
food products.c

a Melisa D. Krebs et al., Detection of Biological and Chemical Agents Using Differential Mobility
Spectrometry (DMS) Technology, IEEE SENSORS JOURNAL, Vol. 5, No. 4, pp. 696–703 (2005).

b Scott D. Soelberg et al., A Portable Surface Plasmon Resonance Sensor System for Real-time
Monitoring of Small to Large Analytes, JOURNAL OF INDUSTRIAL MICROBIAL BIOTECHNOLOGY,Vol. 32,
No. 11, p. 669 (December 2005).

c Lawrence B. Blyn, Biosensors and Food Protection, FOOD TECHNOLOGY, p. 36 (February 2006).

equipment, to seal the site, or otherwise appropriately respond; hand-held
sensors could certainly boost responders’ confidence about how to cope
with suspect situations.

Innovative filters and sensors can contribute to preventing bioviolence
if they are integrated with other facets of preparedness. This contribution
is likely to be more significant the more specifically it is applied. Hoping for
broad protective umbrellas of sensors and filters, however, is not realistic
for the foreseeable future.

RESPONSE INTERVENTIONS

Effective response is as valuable against bioviolence as it is for any emer-
gency (fire, flood, etc.) or any other type of terror attack. Many of the same
elements of response – trained and equipped personnel with a clear com-
mand authority all following an elaborate plan – apply to bioviolence. Crit-
ically, the essence of effective response is that it is not reactive; effective
response is a function of preparation. Response cannot be optimal if it
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is formulated only when the situation presents itself. Response needs to
be planned. If not, precious time and lives might be lost while isolated
bureaucracies try to make ad hoc and uncoordinated determinations.

Effective bioviolence response requires that multiple agencies coor-
dinate and promptly share information so that they know in advance
who should carry out particular tasks. Many experts routinely recommend
that nations should develop response plans with input from all relevant
bodies: health, medicine, law enforcement, transportation (land, air, and
sea), environmental protection, and the military. Indeed, the elements
of an effective response plan are well understood. It should designate
which agencies will be needed in an emergency, where these agencies
will be deployed, and what their responsibilities will be; private entities
should be engaged with incentives and reasonable liability protections.
These aspects of planning are commendable. Yet, suggesting that planning
should be comprehensive and inclusive is easy; assessing the implications
of that suggestion for different political, legal, and economic systems is
far more problematic; constructing a plan that is adjustable as conditions
warrant is, for most of the world today, a remote aspiration.

A bioviolence response plan must confront three unique demands.
First, bioviolence presents difficult challenges of detection and analysis
that might not be satisfactorily overcome if personnel are inadequately
trained or equipped. Second, if an attack entails a contagious agent, first
responders must contain the attack’s consequences; carriers – whether
culprits or victims – must be isolated to stop the spread of disease. Third,
the extraordinary level of panic that disease typically engenders must be
considered. All emergencies incite fear, and violence accelerates that fear
precisely because it is caused by human malevolence. Yet, bioviolence will
likely raise panic levels to the point that fear becomes a chaotic force itself
unless authorities are prepared for it.

These three demands can be addressed, and progress can be made,
as the following discussion explains. But abstract exposition of rational
approaches should not disguise the fact that now and for the foreseeable
future, response planning is in many respects a self-congratulatory myth
perpetuated by developed nations’ officials.

Detecting and Analyzing a Bioviolence Attack

Most emergencies are immediately detectable and understandable.
Whether a hurricane or planes flying into skyscrapers, the event may be a
surprise but it rarely remains a secret. A bioattack, however, is an insidious
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BOX 7-3. CLUES OF A BIOVIOLENCE ATTACK

� A disease caused by an uncommon agent (e.g., glanders, smallpox, viral hem-
orrhagic fever, inhalational or cutaneous anthrax), or an atypical (or genetically
engineered) strain of a disease without adequate epidemiologic explanation.

� Unusual presentation of the disease (e.g., inhalational anthrax or pneumonic
plague), unusual geographic or seasonal distribution of disease (e.g., tularemia
in a non-endemic area, influenza in the summer), or an unexplained increase in
incidence of a disease.

� Atypical disease transmission through aerosols, food, or water, in a mode suggest-
ing deliberate sabotage (i.e., no other possible physical explanation).

� Unusual preponderance of a disease among a large, disparate population, unusual
clusters of disease, or appearance of illness in unusual patterns (e.g., measles
among adults).

� Higher morbidity and mortality in association with a common disease or failure of
patients to respond to usual therapy.

� Several unusual diseases coexisting in the same patient without any other expla-
nation.

� Outbreak of disease among persons exposed to a common environment (e.g., work-
ers in the same building or spectators of the same event).

SOURCE: See DOMESTIC WMD INCIDENT MANAGEMENT. Legal Deskbook (December 2003).

enigma. Initially, emergency rooms report they are teeming with many
patients showing atypical symptoms that natural disease processes can-
not explain. Police will not start to investigate until public health author-
ities notify them that the disease pattern suggests a criminal cause. The
inherent similarity between bioviolence and natural disease makes this
especially difficult and tends to slow emergency response. (See Box 7-3 for
clues of a bioviolence attack.)

Technological innovation can contribute to making detection of a dis-
ease outbreak (whether natural or man-made) faster and more accurate.
Indeed, substantial resources and attention have been devoted to detec-
tion technology in the last few years,10 arguably more than to developing
uniform standards for effectively using innovative technology and cer-
tainly faster than the legal codification of those standards. For example,
linking communication nodes has proven easier than ensuring that diverse
users of those links enter complex data in a consistently usable format. In
the United States and comparably developed nations, the lack of such
standards has caused glitches and delays. Effective globalization of early
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detection techniques has proven to be a more severe challenge that to date
has received little more than polite acknowledgment.

Law Enforcement – Public Health Cooperation
Police and public health share a major concern that a bioattack will not be
appreciated for what it is and that lives will be lost unnecessarily. It is crit-
ical that these two communities establish cooperative bonds in advance
to mutually reinforce their detection capabilities so as to minimize delays
from inefficient information exchange. Following an attack, these com-
munities will seek to identify the source of infection – both the perpetrator
and the means of attack. Identifying the perpetrator is essential for crimi-
nal justice and to prevent further attacks. Moreover, assessing the means
of attack – the type of agent, its form, its dissemination method, and its
likely dispersion path – enables public health officials to design a medi-
cal response strategy, select appropriate protective and decontamination
equipment, decide whether to evacuate or quarantine, and oversee effec-
tive recovery.

These responsibilities are overlapping. Law enforcers should under-
stand medical and epidemiological investigation procedures; public
health responders should preserve the crime scene. Cross-discipline train-
ing would introduce police responders to their public health counter-
parts. Sharing critical information on self-protection would reduce errors
and enable weaknesses to be addressed before they have tragic conse-
quences. In many nations lacking resources, however, this is more aspira-
tional than realistic. The international community should emphasize the
importance of police–public health coordination by establishing teams of
public health and law enforcement professionals and by equiping them
with rapid deployment capabilities including portable laboratories for per-
forming basic forensic analyses at the scene.

Coordination between law enforcement and health is improving in
highly developed nations. Some bioviolence response planners, con-
cerned about the lack of comparable preparation in developing nations,
are conducting training programs. Most notably, Interpol is encouraging
police throughout the world to reach out to public health and to estab-
lish bioresponse protocols. Interpol’s police training programs are the
first truly global effort to connect these communities. There remains,
however, a widespread lack of mutual appreciation between public
health and law enforcement that could impede bioviolence response and
investigation.
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Biosurveillance
Health information networks that connect doctors, public health
providers, and emergency response personnel with near-instantaneous
data about disease outbreaks could help combat both natural pandemics
and bioviolence. Databases that receive data from emergency responders
should be connected to an incident command center so that law enforcers,
medical professionals, hospitals, and medical suppliers can receive near
real-time information.11

In April 2004, President Bush ordered the development of a strategic
plan to guide nationwide implementation of inter-operable health infor-
mation technology.12 In response, the U.S. Department of Health and
Human Services has been developing a national health security infor-
mation infrastructure,13 but the goal of having a pilot program opera-
tional by 2006 has not been met. Establishing massive linkages has proven
to be a substantial undertaking; there are multiple information systems
lacking a uniform standard and format for entering medical data. Local
networks have demonstrated success with experts believing that a med-
ical symptoms surveillance network could be achieved soon for $100–
200 million.

Biosurveillance networking might improve rapid detection of biovio-
lence, yet there are concerns that increasing electronic exchanges of health
information may lead to inappropriate disclosure of individuals’ personal
health records. The challenge, therefore, is to create and manage access
controls for large health databases, some of which must be classified, that
minimize risks associated with a breach in security. Protections for health
information should ensure that only the minimum data necessary is dis-
closed and only to those entities authorized to receive it, and individuals
should be entitled to have access and make changes to their own health
data.14

Microbial Forensics
A bioattack investigation team will have to identify what organism was used
and locate its source. Once samples are obtained from both victims and
the environment microbial forensics techniques can identify the inten-
tionally released pathogen’s “fingerprint.” Forensic investigators will have
to distinguish it from many pathogens that are naturally in the environ-
ment, including innocuous strains of the same disease agent. It would be
helpful, therefore, to have reasonably good data about what is “normal”
in particular environments so that if a crisis occurs, measurements can be
made against that baseline.
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Problems can arise concerning the rights of victims (or their families)
to resist having samples taken. In most jurisdictions, taking blood or tissue
samples from corpses does not present serious legal challenges, especially
when there is manifest evidence that the cause of death was unnatural.15

Taking samples from live victims, however, involves a careful balancing
of public safety interests with individual privacy rights. These issues are
addressed more fully in the following discussion of compulsory medical
interventions.

Samples must be properly collected, packaged, and stored lest
pathogens perish as ambient conditions change on the way to laboratory
testing. However, because a bioattack might not be instantly recognizable,
key evidence might initially appear to be routine medical data. The need
for specialized collection and handling of samples might be appreciated
only after it becomes clear that an attack has occurred. Microbial forensic
investigators must also protect the chain of custody of evidence to ensure
that samples can be used effectively to prosecute offenders. A missing
link or an undocumented examination by someone handling the sample
could break the chain, perhaps rendering the evidence inadmissible at
trial.16 To ensure that this does not occur, tamperproof containers should
be used with a bar-coded label, and information about collected samples
should immediately be entered into a secure database.17 Standard oper-
ating procedures need to be established with responders trained to meet
these challenges. Fortunately, these procedures are well understood and,
with the tools of modern genomics, are ever improving in many countries.
(See Box 7-4.) These tools and procedures need to be globalized.

Notably, in March 2007, a significant new G-8 initiative has drawn
attention to the challenges of disease forensics in the global environment.
These eight richest and most powerful nations sponsored a workshop to
identify methods of sampling and to consider issues related to multina-
tional sharing of forensic information. This exercise is noteworthy not only
for whatever substantive contributions it might offer to improve detection
and response capabilities but because these leading States are taking an
initial step to augment preparedness in connection with bioviolence and
other disease threats.

Containing Contagion

First responders are trained to be heroes, to run into dangerous situ-
ations and help victims. This instinctive response, however, might be
exactly wrong amid a bioattack because unprotected responders could be



P1: KNP
0521883252c07 CUFX174/Kellman 978 0 521 88325 2 September 7, 2007 18:16

174 BIOVIOLENCE: PREVENTING BIOLOGICAL TERROR AND CRIME

BOX 7-4. U. S. GOVERNMENT PATHOGEN SAMPLING PROTOCOLS,

STANDARDS, AND RECOMMENDATIONS

� HUMAN PATHOGENS – Molecular Diagnostic Methods for Infectious Diseases; Approved
Guideline – Second Edition, The National Committee on Clinical Laboratory Stan-
dards (NCCLS).

� ANIMAL PATHOGENS – The Significance of Surveillance to Safeguarding American Ani-
mal Health, APHIS Fact Sheet, Veterinary Services (July 2003); and National Animal
Health Monitoring System, Animal and Plant Health Inspection Service, U.S. Depart-
ment of Agriculture.

� FOOD PATHOGENS – United States Food Safety System, U.S. Food and Drug Adminis-
tration, U.S. Department of Agriculture (March 3, 2000).

� PLANT PATHOGENS – Plant Health: Crop Biosecurity and Emergency Management, Ani-
mal and Plant Health Inspection Service, U.S. Department of Agriculture; and Plant
Protection and Quarantine: Importation of Plants for Planting, Protocols and Criti-
cal Issues, USDA Animal and Plant Health Inspection Service, U.S. Department of
Agriculture.

� PATHOGEN CHAIN OF CUSTODY – Guidance on Initial Responses to a Suspicious Letter /
Container with a Potential Biological Threat, Federal Bureau of Investigation, Depart-
ment of Homeland Security, Centers for Disease Control and Prevention (November
2, 2004).

� PUBLIC SAFETY WMD RESPONSE – SAMPLING TECHNIQUES AND GUIDELINES, Public
Safety WMD Response – Sampling Techniques and Guidelines (Participant Manual),
National Center of Biomedical Research and Training, Academy of Counter-Terrorist
Education.

exposed to the disease. Moreover, the objective in most crises is evacuation
(e.g., NYPD entering the World Trade Towers on 9/11), but in a bioattack
it might be more appropriate to keep people inside. The already exposed
victims might have to be kept away from the larger population that might
yet be unaffected.

Interpol’s Bioterrorism Prevention Program is training police to
respond in these circumstances. It recommends that every nation develop
a specially trained cadre of police first responders to implement defense,
evacuation, decontamination, and first aid. These responders must be
trained to use protective equipment; clearly, there is little point to invest
in such equipment unless responders know how to use it properly. Albeit
rightly focused, the scale of the challenge facing policing responders far
exceeds the Interpol Program’s limited resources.

First responders also include public health personnel who must treat
victims and limit the spread of disease. There must be enough trained
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personnel available in the event of an attack, enough supplies to distribute
to victims, and a plan for mobilizing and allocating resources during emer-
gency conditions. Depending on the agent, medical personnel might have
to administer antibiotics or vaccines to responders, but these medical
personnel might be overwhelmed with civilian victims (to say nothing of
protecting themselves). An effective plan should provide personal pro-
tective equipment including respiratory protection to these responders;
equipped personnel are less likely to shirk responsibility during a bioat-
tack out of fear of exposure. The protective equipment must eventually
be brought to a decontamination facility that, again, must have multiple
capabilities for dealing with various agents.

Wealthy nations are aggressively developing and distributing protec-
tive equipment, but not all equipment is appropriate for all biothreats.
For most developing nations, the public health infrastructure is insuffi-
cient to address crushing natural disease threats much less to prepare
for bioviolence. Having a variety of equipment on hand to meet an unpre-
dictable and low-probability event is unrealistic. Even in the United States,
public health advocates complain that 90 percent of the first $3.8 bil-
lion that Congress appropriated for biothreats was devoted to vaccine
stockpiling, leaving only $350 million for improving public health infra-
structure.18

Compulsory Vaccination for First Responders
Should first responders be vaccinated now, before there is an attack? There
is obvious logic to pre-attack vaccination. First responders must react
immediately and would not have time to get vaccinated much less to wait
for the vaccine to take effect. They must, for everyone’s welfare, be able to
work at the scene. Vaccination not only limits the spread of a bioattack but
can assure first responders that, by offering assistance, they would not risk
harm to them or their families.

There are two critical objections against pre-attack vaccination: 1) with
so many potential disease agents, which diseases should responders be
vaccinated against? and 2) many vaccines have serious side effects, and
these side effects might be unevenly distributed among subpopulations.
The most clichéd suggestions for how best to cope with these objections
are better communication and risk assessment. Of course, it is impera-
tive to communicate risks associated with vaccines and to inform health
care workers why they are being vaccinated. Moreover, risk assessment
is mandatory because policy makers deciding who should be vaccinated
with what vaccines are aware that informed health care professionals will
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carefully scrutinize their decisions. But bioviolence risk assessment is not
easy. Among the relevant factors are:

1. How likely is a bioviolence attack?
2. If a bioviolence attack occurs, how likely is it that any particular

disease agent will be inflicted?
3. For any particular disease agent, how effective might an available

vaccine be?
4. How quickly can a vaccine be applied and take effect?
5. What are the costs and side effects of an available vaccine?
6. Can costs and side effects be reduced by selective allocation to

particular responders?
7. Will a particular vaccine have wide-spectrum benefits against var-

ious diseases or will its benefits be limited to a single disease?

Occasionally these questions might lead to a consensus answer; most
often, they do not. Moreover, there may be more logic in their conception
than in their execution. For example, in the anthrax attack of 2001 in which
five people died, thousands of people who were not likely at risk of exposure
were encouraged to take prophylactic antibiotics (mainly Cipro). Problems
arose from the government’s poor communication as to why prophylactic
medicines were necessary, who should have received them first, and how
they corresponded to the actual threat level.19 A recent study concerning
costs and benefits of anthrax vaccine questioned the value of pre-attack
distribution:

[The] net health benefit and cost-effectiveness depended critically on the

probability of an attack and on the proportion of the population exposed

during the attack. For a large metropolitan U.S. city, vaccination provides

reasonable value for the health care dollar only when the probability of

clinically significant exposure reaches about 1 in 200 (for example, when

the probability of attack is 0.01 and the probability of exposure during an

attack is 0.5, the joint probability of clinically significant exposures would

be 0.005 or 1 in 200). Our findings highlight the inherent difficulties in

decision making about anthrax vaccination. Several factors influence the

probability that an individual will receive a clinically significant exposure

during an attack, including the quantity of spores released, method of

dissemination, and environmental factors (such as geography, wind con-

ditions, and time of day of the dispersal).20

A more systemic dilemma of pre-attack vaccination pertained to the
Bush administration’s plan to support smallpox vaccinations even though
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the WHO, the CDC, and other public health authorities have long opposed
mass inoculation with vaccines that can endanger some recipients. Phase 1
of the plan was to vaccinate half a million armed forces personnel and half
a million health care workers. Phase 2 was to vaccinate ten million emer-
gency responders. However, the program was pulled due to political and
safety pressures. Most health care professionals chose not to participate
in the program – less than 8 percent of the original half a million workers
in Phase 1 participated. Indeed, despite efforts to not vaccinate persons
who might have a heightened risk of suffering adverse effects, 145 per-
sons experienced serious effects resulting in hospitalization, permanent
disability, life-threatening illness, and at least three deaths.21

Many medical experts believe that because smallpox spreads slowly,
it would be better to vaccinate only after a first case is detected and then
only medical workers in close contact with infected patients. In view of the
rare but potentially fatal effects of the vaccine, “[a]ny policy that increases
vaccinations will lead to an increase in morbidity and mortality associated
with vaccinia.”22 An Institute of Medicine committee later reasserted the
traditional opposition to pre-attack smallpox vaccination, citing not only
the health risks but the drains on other financial, medical, and personnel
resources.23 Further:

The smallpox vaccinations harmed others beyond those who suffered

side effects. Considerable public health resources were used in the cam-

paign. . . . During the height of the smallpox vaccination effort, a number of

state health officials complained that important work, including tubercu-

losis screening and standard children’s inoculations, had to be scaled back.

The siren song of dual use – that bioterrorism funding would strengthen

public health infrastructure – has shown itself to be an empty promise, as

preparedness priorities have weakened rather than strengthened public

health.24

All of these considerations might lead to precisely the opposite result
from what is intended. They may counteract or even negate the advan-
tage of encouraging first responders to participate. Mandatory pre-attack
vaccination could induce workers to quit at the training stage. Health
care workers such as nurses and physician assistants might resist pre-
attack vaccination, especially if the vaccination carries substantial risks
and the likelihood of the type of attack that the vaccination is aimed to
protect does not appear imminent. Widespread discussion of the risks
associated with medicines may also arouse suspicion toward mass vac-
cination programs among support workers receiving little recompense
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(e.g., ambulance drivers, clerical workers, and other entry-level health care
assistants). More broadly, terms like “compulsory or mandatory vaccina-
tion” sound inherently pejorative especially in societies where informed
consent, freedom from undue government coercion, and bodily integrity
are upheld as fundamental rights.

The anthrax and smallpox experiences highlight these challenges. With
anthrax, poor communication and information sharing led people at low
risk to seek medical interventions and people at higher risk to be wary of
them. With smallpox, the vaccine’s risk persuaded many targeted health
care workers to opt out of the program. At minimum, therefore, any pro-
gram of pre-attack vaccination for health care workers must be accompa-
nied with clear guidelines of the risks involved, data on which populations
may have a heightened risk, and measures that would not reveal the medi-
cal conditions of those unwilling to participate in the program. Also, mea-
sures should be in place to compensate for any unforeseen consequences
of pre-attack vaccinations.

Placement of Victims
Having sufficient hospital space and other medical facilities is obviously
critical, yet it is a luxury that is rarely available even in developed nations,
much less in developing nations. During more conventional emergencies,
the lack of such facilities might call for temporary conversion of schools
and community centers. In a contagious bioattack, however, there are
concerns about exposing public spaces to a victim’s affliction; the goal
is to limit human-to-human transmission of the disease.25 Health care
providers must shift from doing what is best for individual patients to what
is best for other patients inside the hospital as well as for the surrounding
population and beyond.26 Infected victims might have to be isolated from
everyone else, including family and friends. There is a real potential for
disruption as parents demand access to sick children, as the ill who are
treatable seek to escape confinement next to terminal patients, as short-
ages of supplies or space seem (with or without justification) to be unfairly
allocated among particular groups.

On the basis of information available during the crisis, a specially
adapted triage process would need to divide the public into five cate-
gories, those who are: 1) susceptible but not exposed; 2) exposed but not yet
infectious; 3) infectious; 4) removed by death or recovery; and 5) protected
by vaccination or prophylactic medication.27 Susceptible persons, likely
the largest category, should be evaluated and sheltered-in-place. Exposed
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persons should receive time-sensitive vaccinations and antibiotics. Infec-
tious persons should receive supervised care in inpatient, negative-
pressure isolation. Persons who are removed (or next of kin) should receive
assistance to deal with stigma, survivor guilt, and other issues. Vaccinated
persons should receive confirmation of their protection and may serve as
critical personnel for surge capacity.

Hospitals should deal predominantly with exposed and infectious
individuals.28 Isolating these groups in the hospital could reduce trans-
mission to the rest of the community. However, modern hospitals are not
designed to accommodate a large number of highly contagious patients.
Experts have identified the need to cohort patients, adjust HVAC systems,
and use personal protective gear to protect health care providers and
patients from infection. Alternative care sites such as schools and com-
munity centers could be used to decrease the demand on hospitals, but
these sites do not have the capabilities to manage respiratory support,
intravenous medication, and supplemental oxygen.29 These alternative
care sites might more usefully function as primary triage sites, sites for
limited supportive care, locations for isolation, and recovery clinics.30 All
this should, of course, be pre-planned. Amid widespread panic, there will
be little opportunity to consider how to allocate scarce space among untold
numbers of victims.

Stockpiling and Distribution of Medical Resources
Creation of vaccines and medicines is meaningless unless the products of
that research can be pushed quickly and widely as needed. The biggest
challenge is knowing what to stockpile. For most natural emergencies
where victims likely suffer bruises, breaks, or burns, the priorities for stock-
piling medicines are well understood, but a bioattack can entail any of a
long list of pathogens dispersed by a wide variety of methods. An anthrax
vaccine will not be very useful to have on hand if the attack involves a virus.
If the attack involves a genetically modified organism or an exotic dis-
ease strain, all known vaccines may be frustratingly for naught. Manifest-
ing true bureaucratic perspective, most officials have sought to stockpile
medicines that are relevant to diseases known to have been prepared by
past bioweapons programs. In an effort to widen the scope of public health
preparedness, the United States Department of Health and Human Ser-
vices (HHS) recently released the Public Health Emergency Countermea-
sure Enterprise Implementation Plan. According to the plan, acquisitions
of emergency medications through and beyond FY 2013 will include: broad
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spectrum antibiotics; broad spectrum antivirals for ebola, junin, marburg,
and variola viruses; anthrax vaccine and antitoxin; smallpox vaccine and
antivirals; point-of-care diagnostics for all biological threat agents; and
filovirus medical countermeasures.31 Despite the progressive agenda of
the plan, however, to assume that perpetrators will repeat what has been
done before is likely a fallacious wager with thousands of lives hanging in
the balance.

Even if a country knows what to stockpile, there are no guar-
antees that it will be able to meet the demand. In 2004 and 2005,
the United States experienced a flu vaccine shortage when a princi-
pal supplier, Chiron, had contaminated facilities. Procuring more vac-
cines was difficult; only ten vaccine companies produce over 80 per-
cent of the world’s influenza vaccine. Multiple entrants into the sec-
tor face regulatory standards that vary from country to country.32 The
United States Food and Drug Administration (FDA) has resisted recog-
nizing foreign clinical trials toward vaccine approval (although Euro-
pean nations have been more flexible in this regard, and interna-
tional organizations that certify test results are moving toward more
uniformity.33) Moreover, nations have different market structures for man-
ufacturing vaccines. Japan’s system, for example, is almost entirely gov-
ernment sponsored whereas the U.S. and western European nations
rely on varying forms of private-public partnerships to generate needed
vaccines.

Most critical is that few nations have vaccine manufacturers within
their borders; most rely on external suppliers, though at levels that might
be inadequate in a pandemic. The onus of responsibility for supplying vac-
cines rests with the few countries capable of surge production (the United
States, Japan, and European nations), and there is no legal obligation that
these countries extend humanitarian assistance. There are serious ques-
tions as to how willing any State might be to provide “excess” medical
resources to other nations if domestic populations are suddenly threat-
ened by unforeseeable circumstances. It is reasonable to expect that in
a truly cataclysmic bioviolence pandemic, whatever atmosphere there is
for global cooperation will be tensely strained as political pressures rise in
favor of isolation and as curing us becomes a higher priority than curing
them.34

If there is a shortage, who should receive vaccine? Should health care
workers and responders have priority? If so, how can such people be read-
ily identified? It is troubling to prioritize persons to receive vaccines or
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medications, and the specter of bigotry (real or imagined) is hard to avoid.
Having clear criteria and rules for applying that criteria in advance can help
preclude the view that decisions are unjust. Even so, questions remain.
How will vaccine be distributed to priority groups? How will vaccination
of priority groups be enforced; must people “prove” their rightful mem-
bership in a priority group? What can be done to reduce risks of fraudulent
assertions? Is there widespread confidence in these judgments? How will
security of the vaccine supply be maintained? Will force be used to deny
vaccines to nonpriority groups? These questions have no good answers,
but they are unavoidable especially if States rely exclusively on prepared-
ness measures to combat bioviolence. Planning to respond with vaccines
is essential, yet a severe bioattack might cataclysmically reveal the holes
in these preparations. 35

Compulsory Medical Interventions
In the wake of a contagious outbreak, it might be necessary to conduct
medical tests and administer medications to mass populations. Unlike
any other type of attack, there are two categories of victims: there are
the people who have been injured or exposed, and there are people who
might yet be exposed by inadvertent contact with victim carriers. In any
other attack, a victim’s refusal to accept medical assistance has implica-
tions for himself, perhaps for his family, but not really for society at large.
Yet following a contagious attack where significant numbers of persons are
exposed to harmful agents, a victim’s refusal to accept medical intervention
intolerably endangers everyone else. This raises a tension between public
safety and individual liberties. Moreover, during an outbreak, authorities
will have little time to discuss the issue much less to engage in a pro-
tracted legal process to get authority for forceful administration of medical
interventions.

Nations and communities have the right, if not the moral mandate, to
protect citizens against disease even if such protection requires intrusive
tactics.36 Lives can be saved if authorities have a limited sphere of power
over individuals thought to be exposed to a pathogenic agent. The pub-
lic health concept of herd immunity asserts that a contagious disease will
less easily take hold in a population if the majority is immune – even an
unprotected individual will therefore fare better amid a protected popula-
tion. Accordingly, for a population to be protected from disease, members
of that group must be immunized, and infected victims within a group
must be isolated from the whole. To allow individuals to exercise autonomy
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conflicts with the concept of herd immunity and is particularly perilous in
the context of intentionally inflicted contagion.37

Do some reasons for refusal deserve respect even if other reasons
should be ignored? If an individual’s refusal does not deserve respect,
what should be done to overcome his or her resistance? There may be
any number of reasons why a person refuses examination and treatment
or both – religious, political, or borne out of a sincere concern for one’s
own safety. Forced testing and medical intervention violates deeply held
principles of rights to privacy and bodily integrity. If public officials exer-
cise compulsion in an emergency, their use of force may well be perceived
as truly coercive. This may erode trust in the public health system and law
enforcement during an emergency at the very moment when trust is most
urgently needed.38

There is a related issue. In a bioviolence crisis, especially one that
involves a novel pathogen, the only potential treatment might be drugs
that have not yet been thoroughly tested. If so, public health officials will
have incomplete information about the medications’ efficacy or risks. In
effect, their use will be akin to experimental interventions. To compel peo-
ple to receive unapproved medicines would seem to violate long-held eth-
ical objections to coerced medical experimentation.39 The rationale that
forceful intervention appropriately serves the public interest is weaker if,
absent thorough testing, it is uncertain whether the medication will actu-
ally be beneficial. Conceivably, the medication might cause more harm
than the disease. To abandon the principle of informed consent in such
circumstances might not be the best way to protect the public, much less
the individual.40

That various nations respect these principles to different degrees is
an impediment to a multinational response. If a national plan’s objective
is to perform medical interventions on as few persons as possible, then
responders must be allowed to diagnose potential victims to determine if
there is an actual need for treatment and to determine if the individual can
tolerate the treatment. Mass inoculation avoids the thorny task of testing
but is intrusive and perhaps dangerous for some people who have not
been exposed to the disease. During normal times, it is easy to say that
no person should be forced to receive drugs or a vaccine if it could cause
harm or even death. Amidst a global health crisis, however, there will likely
be pressures to view unprotected individuals as a significant danger to the
community and to believe that treating everyone identically is the best
way to avoid charges of discrimination.



P1: KNP
0521883252c07 CUFX174/Kellman 978 0 521 88325 2 September 7, 2007 18:16

PUBLIC HEALTH PREPAREDNESS 183

One option here is to offer persons a choice: accept medical interven-
tion or be quarantined. In other words, forfeit your personal control over
your body or your liberty. This choice will likely be called a protective mea-
sure as distinct from punishment, but that distinction might be lost on the
person to whom the choice is posed. Due process concerns may arise if
officials are authorized to determine that someone who refuses inspection
or treatment ought to be quarantined. According to one expert:

How will the government and health professionals determine if a person

is at risk for adverse effects? Prior to being vaccinated, will all individuals

receive a battery of diagnostic tests and fill out a detailed medical history to

determine if they are HIV positive, had eczema as a child, are pregnant, or

have a yet-undiagnosed immune deficiency? Who will perform the testing,

and under what conditions will the information be collected, stored, and

disclosed? Will the patient have access to the medical records, and who

else will have access? What penalties will be in place if the information is

misused?

If a person is deemed to be at risk, and a decision is made not to vaccinate,

will that person be isolated or quarantined to shield her from the live virus

carried by her vaccinated family members, co-workers, and neighbors? Or

will those at risk be forced to be vaccinated if the government determines

that the risk of adverse effects is outweighed by the greater risk of death if

infected?41

The legal standard here is not difficult to articulate: a designated, com-
petent body should quarantine on the basis of a reasonable suspicion that
an individual has been exposed to and may have contracted a commu-
nicable disease if that individual is unwilling to submit to examination
and possible treatment, at least until the symptoms of the disease reveal
that the person quarantined does not continue to pose a potential risk. Yet
application of this legal standard in conditions of extraordinary pressure
where there is no opportunity for judicial oversight presents a far more
complicated reality. One legal expert offers four principles

as a basis for the appropriate exercise of public health powers consistent

with human rights norms: necessity, effective means, proportionality, and

fairness. Compliance with these principles will not necessarily prevent all

instances of government overreaching or abuse, but, at least, they require

adherence to the rule of law, while enabling government to protect the

public’s health and security.”42
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These principles have extensive and well-appreciated meaning in inter-
national law, but there is little reason to believe that most nations are
prepared to maintain them.

Maintaining Public Confidence

Preparedness must also take into account public confidence and willing-
ness to cooperate with authorities in the event of a bioattack. The trau-
matic atmosphere induced by an attack might rapidly break down civil
order as persons attempt to flee exposed areas. If fleeing persons have
already been infected, the disease might spread uncontrollably. More-
over, studies indicate that health disasters spawn mass psychogenic illness
(MPI – due to panic, many people complain of an illness even though they
were never at risk of infection).43 Preparedness must include disseminat-
ing as much information as possible before a bioattack so that the public
understands what the response will be, why it will be that way, and how
they can contribute to its effectiveness.

Moreover, communication is essential for the plan to operate as
intended. Recipients of needed medicines must know where and how
to get them, and persons who are not entitled to them must under-
stand why and what they should do. Policy makers should decide in
advance how transparent to be about the development and availabil-
ity of medications. Agencies with specialized competence should han-
dle particular needs and set up a plan for what ought to be done once
an attack has been declared. The more that people willingly go to des-
ignated medical sites or simply stay within the confines of their own
homes until the threat passes, the less resources must be allocated to
deal with these matters. The more controversial the response actions –
mandated quarantines, medical isolation, and medical interventions such
as vaccines – the greater the need for accurate information to abate
resistance.

In most societies, communication will be through the media, but this
raises more issues. The media is not merely a channel for passing emer-
gency messages to an awaiting public. It is a host of commentators and
de novo experts whose speech, in some States, is legally protected even
if what they say is palpable nonsense. Yet, reporting incorrect facts or
pointing blame can incite panic; the media can deflate or escalate that
panic whether intentionally or inadvertently.44 Worth remembering here
is that few attacks cause panic comparable to a contagious disease. Said
one leading expert, “[P]ublic health is a trust. That’s all it is: a trust between
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government and the public it serves. The media can be that bridge, keeping
that trust intact, or it may not be.”45

Official government news outlets or reports created and hosted by gov-
ernment organizations are tried tactics. They inform the public in a clear
and coherent manner. The obvious problem with government news outlets
is that they can be manipulated to serve the government’s political ends.
During the SARS outbreak, the Chinese government was slow to react and
was even slower to allow its media to broadcast bad news as it occurred. The
same outbreak, however, showed to the world that information promul-
gated transparently and accurately can be an effective measure for slowing
the spread of disease.46 The WHO issued guidelines about the outbreak and
gave recommendations and alerts pertaining to SARS.47 Notably, the Hong
Kong Department of Health website attracted 7.2 million viewers in April
2003, fifteen times the number of viewers two months before.48

One legal expert suggests that the best way to balance civil liberties
with the public’s need for order during times of crisis is an emergency
constitution that would allow governments to use extraordinary measures
in terrorist attacks for only short periods of time.49 Authorities would be
required to report to the public all information that could be disseminated
safely (safeguards are necessary to protect investigations).50 By forcing the
government to produce information, an emergency constitution would
allow the public to hear the information it needs to stay calm. However, it
is a snarled and probably impossible exercise to envision what that emer-
gency constitution might provide for a truly global catastrophe involving
bioviolence.

QUARANTINES

Quarantines are a heavy-handed response to bioviolence. They necessar-
ily rope in the affected and unaffected, the innocent, and hopefully the
culprits into a confined space where their affliction cannot harm others
outside the boundary. In contrast to isolating those persons who are clearly
exposed, a quarantine draws a larger circle to include persons who might
have had contact with the exposed, that is, potential carriers. Quarantines
add the burdens of confinement to the medical burdens of the outbreak.
Says one expert, “[No matter how intelligently and humanely a quaran-
tine is administered] it is surely worse to live, and indeed to contract an
infectious disease, within a quarantine than without it.”51 The difficulties
of imposing and sustaining quarantine rise exponentially as the number of
confined persons and locales rises. Yet, many public health officials believe
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that quarantines could be valuable tools in some situations. Significantly,
smallpox

. . . could theoretically be contained by quarantine, although the time it

would take (from 8 weeks to 6 months) and the high numbers quarantined

(25% to 50% of the daily numbers that show symptoms) makes it unlikely it

could ever be fully enforced. . . . [Q]uarantine, when combined with other

response modalities, could be an effective adjunct to contain a smallpox

epidemic. If public health officials determine the risk for mass vaccination

is justified, the model shows using a limited, 10-day quarantine of at least

half the population that show symptoms while a mass vaccination program

is prepared could contain the epidemic within 60 days and completely

terminate it after 120 days.52

Considerations of a Quarantine’s Efficacy

There are various key conditions for quarantine’s success. First is early
detection. If the disease has already dispersed widely, then quarantine
would not be effective. There are concerns, therefore, that a slow-acting
pathogen whose symptoms appear well after the initial contamination
will not be readily amenable to quarantine – by the time that public health
authorities know what is going on, the victims will have circulated world-
wide. In the case of SARS where quarantines were successful in containing
the disease’s spread, it is estimated that if another week had passed, travel
embargoes would not have limited the disease’s spread. Speed is also rel-
evant to the duration of the quarantine. Quarantine cannot effectively
last a long time – the longer it lasts, the less successful it will be. Because
quarantine without a means to treat those confined can be tantamount
to a death sentence, speedy and secure means to deal with infected peo-
ple are critical. These challenges can be mitigated by having mechanisms
to update protocols as conditions change and as further infections are
observed.

Second, there must be a clear command authority with trained person-
nel who know how to deal with emergency conditions. Quarantine is siege
operation in reverse – the objective is not to keep the invaders out but to
keep the victims in. Quarantine, by definition, restricts personal freedom
in favor of the larger community’s interest; some persons will be inclined to
disobey. The basic rules of military engagement are useful here. A trained
command serves various purposes: 1) it operates according to predefined
and therefore likely temperate rules of engagement concerning the use
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of force; 2) it should have considered and prepared for people’s needs so
that there is less incentive to disobey; and 3) strict adherence to quaran-
tine protocols will help to isolate symptomatic individuals quickly so as to
minimize the number of infections.53

Exercise of this authority during the SARS outbreak of 2003 was effective
but raised questions for the future. In Singapore, three thousand people
were ordered to stay in their homes. The “government called at random
times during the day and those quarantined had to present themselves
before a camera (installed by the government) and check their tempera-
ture. Those who violated the quarantine were tagged with an electronic
device that notified authorities if they left their house.”54 Taiwan quaran-
tined 150,000 people for ten days; 30,000 persons in Ontario were quar-
antined. There was widespread cooperation.55 It is uncertain whether the
tactics that were effective in Singapore would be effective in, for exam-
ple, the United States where government monitoring and constraint are
less tolerated. Further, it is reasonable to ask if a global quarantine system
might work if each nation implements particular restrictions that reflect
its unique cultural distinctions and concepts of individual liberties.

Third, the modes of mass transportation must be effectively con-
strained especially where access to transportation is easiest. In the 19th

Century model of quarantines, people could exit a city on foot or horse-
back, or via ship or train. Today, airplanes radically change the calculus
of quarantines, taking many people everywhere. No less important, they
bring people into hubs even if that hub is neither the origin nor destina-
tion of the travel. A quarantine that restricts the movement of airplanes
will have monumental financial and other secondary consequences. For
instance, an outbreak of a contagious disease that provokes a prolonged
quarantine at Heathrow Airport (London) will not only constrain travel in
and out of the United Kingdom; it will substantially impede virtually all air
transport as systems of interconnected routing break down. A successful
quarantine, therefore, involves planning not only by public health and law
enforcement personnel but by transportation officials as well.

Fourth, the public must support quarantine as necessary to contain
the epidemic. Information regarding the status of the epidemic should be
accurate and made available to the public as soon as possible.56 Moreover,
quarantine planners should consider how they will meet the health care
needs of those in quarantine and how the economic hardship of being
confined in quarantine might be alleviated. Public health officials should
be prepared to deal with the general public’s concerns about safety and
appropriateness of care for those quarantined.
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Fifth, there should be mechanisms for redress that can be invoked
after the quarantine is passed. A lengthy and widespread quarantine is
inevitably going to provoke claims of wrongful treatment, discrimina-
tion, or denial of basic human needs. Note should be taken of the fact
that minorities tend to be more concerned about quarantines than do
politically dominant majorities. They might be less willing than others to
trust government authorities and comply with recommendations because
of concern about prior discrimination, experimentation, and inadequate
public health services. Critically, whether those claims have merit under
the circumstances should be decided after the quarantine, not during it.
Judicial intrusion (perhaps by issuing an injunction against the quaran-
tine) could provoke excessive chaos and disrespect for necessary emer-
gency measures. However, if there is no remedy whatsoever for mis-
treated persons, there is likely to be pervasive resistance to authority. The
promise of deferred accountability enables responders to fight the dis-
ease with minimum interference and also soothes self-perceived sufferers
who can take solace that their day in court will come. According to one
expert:

When public health emergencies break out, we need action, not

talk. . . . Because action is essential, courts reviewing emergency measures

are even more than usually deferential to public health agencies. Courts do

not demand perfect information and will usually support public officials

who err within reason on the side of caution. In regard to due process, the

courts generally read it into the statute when it is not there, interpreting

the law consistently with other laws to make it work.57

Quarantines and the World Health Organization’s Authority

In the event of a truly cataclysmic pandemic, the WHO has “the authority
to adopt regulations concerning . . . quarantine requirements and other
procedures designed to prevent the international spread of disease.”58

Quarantine is defined as the restriction of activities and/or separation
from others of suspect persons who are ill or of suspect baggage, contain-
ers, conveyances, or goods in such a manner as to prevent the possible
spread of infection or contamination. In the SARS context, the WHO’s
support for implementation of fair and effective quarantine laws has
received high marks. The WHO recommended specific measures to con-
trol infection, including isolation procedures. The information posted on
the WHO website received up to ten million hits per day at the height of the
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outbreak, highlighting the importance of its communications capability
for the future.59

The WHO issues International Health Regulations (IHR) – binding legal
obligations that are a rare example of international law promulgated by
a United Nations body. The newly adopted IHR (2005) defines “a public
health emergency of international concern” as “an extraordinary event
which is determined: (i) to constitute a public health risk to other States
through the international spread of disease and (ii) to potentially require
a coordinated international response.”60 Under Article 6.2 of the new IHR,
States must notify the WHO of all events that may constitute a public health
emergency of international concern within its territory:

Following a notification, a State Party shall continue to communicate to

WHO timely, accurate, and sufficiently detailed public health information

available to it on the notified event, where possible including case defi-

nitions, laboratory results, source and type of the risk, number of cases

and deaths, conditions affecting the spread of the disease and the health

measures employed; and report, when necessary, the difficulties faced and

support needed in responding to the potential public health emergency of

international concern.61

The IHR authorizes the WHO to “implement quarantine or other health
measures of suspect persons” with “respect to persons, baggage, cargo,
containers, conveyances, goods, and postal parcels.” Also specified are
the “core capacities” required to designate airports, ports, and ground cro-
ssings including being able “to provide for the assessment and, if required,
quarantine of suspect travelers, preferably in facilities away from the
point of entry.”62 Guidelines are provided for how countries should deal
with travelers entering their countries, including requiring the traveler
“to undergo: (a) the least invasive and intrusive medical examinations
that would achieve the public health objective; (b) vaccination or other
prophylaxis; or (c) additional established health measures that prevent or
control the spread of disease, including isolation, quarantine, or placing
the travelers under public health observation”63 (emphasis added). States
must, however, “treat travelers with respect for their dignity, human rights,
and fundamental freedoms and minimize any discomfort or distress asso-
ciated with such measures,” including “providing or arranging for ade-
quate food and water, appropriate accommodation and clothing, protec-
tion for baggage and other possessions, appropriate medical treatment,
means of necessary communication if possible in a language that they
can understand, and other appropriate assistance for travelers who are
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quarantined, isolated, or subject to medical examinations or other proce-
dures for public health purposes.”64

Some experts argue, however, that the new IHR insufficiently protects
human rights. The new IHR only requires States to apply the least intrusive
and invasive measure in connection with medical examinations but not to
vaccination, prophylaxis, isolation, or quarantine. If compulsory measures
are imposed, States need not accord due process protections to affected
persons.65 More broadly, says one expert:

[I]nfectious disease powers curtail individual freedoms, including privacy

(e.g., surveillance), bodily integrity (e.g., compulsory treatment), and lib-

erty (e.g., travel restrictions and quarantine). At the same time, public

health activities can stigmatize, stereotype, or discriminate against indi-

viduals or groups. The draft revised IHR improve human rights protection

but do so in a generalized, oversimplified fashion, stating that health mea-

sures should be applied “without discrimination” and persons have “rights

in international law.”

The draft revised IHR should elaborate the specific rights that people

possess, set science-based standards and fair procedures for public health

measures, and require states to actively prevent stigma and discrimina-

tion. Notably, the draft revised IHR lack guidance as to the appropriate use

of compulsory powers. The draft states that no invasive medical exami-

nation, vaccination, or prophylaxis can be imposed without prior express

informed consent. This is an oversimplified statement of international law

and ethics. . . . At the same time, the draft revised IHR are silent regarding

the legal standards and fair processes necessary for isolation, quarantine,

and other compulsory measures.66

Human rights in this context are not merely something to be protected
after there is a biocatastrophe when restricting movement is mandatory;
human rights considerations should be built into quarantine preparedness
measures. This is borne out by a recent study of public attitudes in four
countries to the widespread use of quarantine.67 The study found that
public health authorities need to prepare trusted spokespeople to explain
to the public the steps that need to be taken to halt the spread of the
disease and to stress the need for compliance. Moreover, as being unable
to communicate with family members is a major concern, establishing
communication systems to allow those in quarantine to keep in touch
with relatives will help to ease the public’s anxieties.

In the end, more effective means should be put in place to not only
monitor outbreaks before they have a chance to spread, but also to protect
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society as a whole from any biological weapons attack period. Otherwise,
it may only be a matter of time before even the best set plans are laid to
waste in the wake of unforeseen health devastation. Quarantines, like so
many public health response measures, raise more questions than they
answer.
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8 International Nonproliferation

State bioweapons programs are no longer the exclusive center of biovi-
olence concerns, having been eclipsed by threats from terrorists and
criminals. Yet we dare not ignore State bioweapons threats both because
States have unparalleled capacities for making bioweapons and because
State programs can be the source (wittingly or not) for non-State biovio-
lence.

State threats pose unique challenges for devising a prevention strategy.
There is not much to be gained by trying to deny States access to critical
pathogens and equipment; these items are widely available. Most States
could, on their own, make bioweapons today. Law enforcement interdic-
tion of covert preparations is irrelevant; police will not pursue their own
government’s activities. Also, State use of bioweapons is apt to be of a size
and scale to overwhelm even the best preparations. International non-
proliferation measures must fill the space left thin by complication and
preparedness measures.

From the perspective of preventing bioviolence, international non-
proliferation means steadfastly reinforcing the global prohibition against
bioweapons as a threat to international peace and security. It means that
any State that develops or assists others in developing bioweapons must
be unequivocally denounced as an international criminal, and any State
that puts them to hostile use must know that it will suffer the harshest
consequences permissible under international law. For international non-
proliferation to be effective, States must be able to know whether other
States are foregoing bioweapons, and there must be an objective process
to investigate suspicious activity and to hold violators accountable.

Fortunately, the normative prohibition against bioweapons is pro-
pounded by the Biological Weapons Convention (BWC).1 The BWC’s
great accomplishment has been to ensconce into international law the

192
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centuries-held opprobrium against deliberate infliction of disease. Its
entry into force thirty-five years ago was a nonproliferation landmark. For
the first time, a treaty outlawed an entire class of weapons and compelled
destruction of weapons stockpiles. It broadened the Geneva Protocol’s
prohibition against use of bioweapons by outlawing their development,
production, acquisition, or retention.

This normative prohibition against bioweapons has since become
more profoundly entrenched. Proclamations by a few developing States
during the 1980s of a “right” to bioweapons – the poor nation’s nuclear
weapons2 – have long ceased in the face of United Nations resolutions that
condemn biological and other weapons of mass destruction. Most legal
experts agree that the BWC’s normative prohibition against bioweapons
extends to all States, a position long avowed by the United States.3

Unfortunately, the BWC has been politically scorned and abused to a
degree that is striking even in an environment that is pervasively disparag-
ing of multilateral commitments. (Box 8–1 explores the BWC Protocol and
the Fifth Review Conference debacle.) Today, in the broad scope of bio-
violence prevention, the BWC has been relegated to the status of an infirm
elderly relative worthy of affection and respect yet not really expected to
provide meaningful answers to current challenges. As a broad signal of its
strategic insignificance, the BWC Sixth Review Conference in December
2006 (the once-every-five-year event that is the centerpiece of efforts to
sustain the treaty) generated negligible attention.4 Its principal outcomes
were to establish a three-person Implementation Support Unit and to out-
line a work program for one-week meetings for 2007 through 2010.5

International diplomacy’s persistent efforts to erode the BWC imperil
the foundation of nonproliferation. Reforms that could strengthen the
treaty regime are being forsaken. The larger issue, however, is how to inte-
grate that regime into a broad network of global norms and rules. Indeed,
nonproliferation is not an isolated pursuit but is instead a reinforcing fiber
in an intricate policy tapestry for preventing bioviolence. To that end, four
sets of policies are recommended.

First, there is a deep structural conflict in the BWC’s prohibition of
bioweapons: the definition of “bioweapon” is increasingly unclear due to
the onslaught of scientific advance. A process should be established for
continuously delineating the category of prohibited bioweapons.

Second, national biodefense programs, purportedly to promote biovi-
olence resistance measures (discussed in Chapter 6), are undermining
States’ mutual confidence that is essential to international nonprolifer-
ation. A process should be established that can continuously distinguish
legal biodefense programs from illegal bio-offensive programs.
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BOX 8-1. THE BWC PROTOCOL AND THE FIFTH REVIEW CONFERENCE

DEBACLE

In the early 1990s, the BWC’s weaknesses were exposed by the Soviet and Iraqi
bioweapons programs. An Ad Hoc Group, led by Hungarian Ambassador Tibor Toth,
was tasked to draft a new Protocol with effective verification measures for reinforcing
the BWC. It faced complicated hurdles:

� Could a verification system produce useful information about the countless and
exponentially increasing civilian biofacilities where weapons preparations could
easily be disguised or erased?

� Would an intrusive inspections system endanger scientific and pharmaceutical
intellectual property?

� Should a verification system address the proliferation of scientific knowledge and
genetic engineering techniques that are rapidly changing the landscape of what
must be verified? and

� Most contentious, how could a system to verify States’ compliance help
detect emerging bioweapons threats from non-State violators who do not join
treaties?

The Ad Hoc Group worked for ten years to produce the BWC Protocol, which called
for: States to declare their biodefense programs and other bioresearch and commer-
cial pharmaceutical facilities; site-check visits to encourage honest declarations; and
challenge inspections to investigate alleged noncompliance. Its completion in early
2001 anticipated the BWC Fifth Review Conference later that year and coincided with
President Bush’s inauguration that brought to U.S. policy a far more distrustful view
of international commitments.

Experts of widely disparate political perspectives argued that the Protocol would
not likely detect the few States or terrorists that might want to make or use biolog-
ical weapons. It was no surprise when U.S. negotiator Donald Mahley announced
the U.S. rejection of the Protocol saying that it would “misdirect world attention into
non-productive channels” and “will not enhance our confidence in compliance and
will do little to deter those countries seeking to develop biological weapons, [and]
would put national security and confidential business information at risk.”a The inter-
national community fumed and sputtered; years of negotiations had passed without
strengthening the BWC. Moreover, the United States did not present a rich array of
substitute ideas, and offered embarrassingly shallow alternatives.

Yet, no one was prepared for the eruption that ended the Fifth Review Conference,
perhaps the most dramatic debacle in arms control history. The central issue, as it
evolved over the three-week conference, was how to continue efforts to strengthen
the treaty. Some diplomats wanted yearly meetings to address particular issues,
but the United States disagreed. At the second week’s end, agreement was in doubt.
The third and final week was devoted to assessing proposals and preparing a final
consensus statement. By diplomatic custom, no new proposals were welcome during
the final week.
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On the final Friday at 4:30 p.m. moments before the conference was to conclude,
Under Secretary of State John Bolton, who had arrived only the night before, unex-
pectedly proposed to terminate the Ad Hoc Group. Thus, in a tense conference that
had focused for weeks on how to advance the BWC process despite the Protocol’s
initial rejection, the United States at the very last minute proposed disbanding the
only extant forum for considering progressive measures.

A standard of civility in diplomatic meetings often covers even the most heated
disagreements. However, when Under Secretary of State Bolton proposed disbanding
the Ad Hoc Group – effectively abandoning efforts to strengthen the BWC – the
room erupted. Profanity was hurled at U.S. diplomats. In the ensuing chaos, diplomats
retreated to meet in their regional groupings (the standard organizing scheme for UN
conferences). The entire Western Group, including all its European allies, boycotted
the U.S. delegation. After ninety discordant minutes, the States Parties agreed to the
unprecedented tactic of suspending the Review Conference for a year.

The Conference’s resumption in 2002 adopted a plan for yearly experts’ meetings
to consider: national legislation to implement treaty obligations; biosecurity measures
for protecting pathogens; response measures for disease outbreaks, natural or man-
made; and a bioscience code of conduct. These meetings did not produce profound
reform proposals for the 2006 Sixth Review Conference.

a Donald Mahley, Special Negotiator for Chemical and Biological Arms Control, Head of the U.S.
AHG Delegation, Statement at the Hearing on The Biological Weapons Convention Protocol:
Status and Implications, The House Government Reform Committee, Subcommittee on National
Security, Veterans Affairs, and International Relations (June 5, 2001), quoted in Nicole Deller
& John Burroughs, Arms Control Abandoned: The Case of Biological Weapons, WORLD POLICY

INSTITUTE WORLD POLICY JOURNAL (June 22, 2003).

Third, the stockpiled remnants of State bioweapons programs, notably
those of the former Soviet Union, pose a unique bioviolence threat.
Although a few nations are trying to dismantle that threat, the interna-
tional community has not been explicitly engaged. This is a role that the
BWC should undertake.

Fourth, various issues that have perpetually encumbered the BWC
should be sheared away; they divert attention and provoke diplomatic
wranglings that ensnare opportunities for real progress. The BWC is an
inappropriate context for resolving these issues; they should be addressed
outside the treaty in connection with larger undertakings.

DEFINING BIOLOGICAL WEAPONS

Deep within the BWC is uncertainty about what the treaty prohibits: what
exactly is or is not a bioweapon. This uncertainty was intended to provide
flexibility so that, as bioweapons evolve, the prohibition would continue
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to be vital regardless of any specific pathogen or method of dissemination.
However, in the prevention context, flexibility equates to ambiguity which
equates to dysfunctionality.

The General Purpose Criterion

BWC Article I prohibits States “in any circumstances to develop, produce,
stockpile, or otherwise acquire or retain: Microbial or other biological
agents, or toxins whatever their origin or method of production, of types
and in quantities that have no justification for prophylactic, protective,
or other peaceful purposes.”6 In other words, all bioscience and related
activities are disallowed unless justified. The meaning of “prophylactic,
protective, or other peaceful purposes” turns on a State’s intentions. Pos-
session of bioagents is prohibited if the possessor intends to use them as
weapons. After an attack, the user’s intent would be clear from the fact
that bioweapons were used. But retrospective characterization is mean-
ingless from a prevention standpoint. Malevolent preparations must be
identifiable prior to hostile use.

Sometimes, determining “intent” is easy. For example, assembly or
loading of a warhead or other mass dissemination device with lethal bioa-
gents is prohibited. However, these clear situations do not define criteria
that satisfactorily characterize the myriad commercial, law enforcement,
or military applications of bioagents. The gray areas are rapidly expanding
as progressing bioscience blurs any functional distinction between manip-
ulating pathogens for legitimate research or for creating a lethal weapon.
Moreover, a potential weaponeer no longer needs to produce a lot of agent
for loading into warheads. A weapon could now be milligrams of a highly
contagious agent in a test tube. Of course, that bioagent could be the basis
of an experiment that will lead to life-saving discoveries.

It is unsatisfactory to say that whether the test tube is a prohibited
weapon depends on a scientist’s intentions. If law enforcers discover a
scientist with a test tube, should he be arrested or commended for his
research? In Chapter 5, a regulatory scheme was described that distin-
guished legal from illegal possession of bioagents on the basis of whether
the scientist has a proper license. If not, his activities are illegal; if so, his
activities are presumably legal. Extending this answer to States, however,
ignores that a State could license the scientists who are helping it to pursue
prohibited bioweapons.

Moreover, new bioagents are constantly being discovered and engi-
neered. There is no “list” or “schedule” that could permanently distinguish
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among the ever lengthening number of pathogens. It is important, there-
fore, to design a process that sustains a capability over time for distinguish-
ing justifiable from unjustifiable items. Critically, for purposes of prevent-
ing bioviolence, the distinction between an illegal bioweapon and a legal
bioagent must be objective, that is, based on the item’s characteristics
rather than who possesses it and what their intentions are. An immediate
priority for that process would be to address the escalating category of
so-called nonlethal bioagents.

“Nonlethal” Bioagents

One of the greatest challenges facing the BWC has to do with so-called
nonlethal bioagents (NLBAs). The moniker is misleading. Some bioagents
(e.g., anticrop pathogens) can unquestionably be weapons even if they
do not cause human fatalities. Other agents that typically do not cause
fatalities might do so under particular conditions. An agent that would
merely disable or temporarily incapacitate one person might kill someone
else. Many observers regard the term nonlethal as an oxymoron, referring
instead to sublethal, less lethal, less than lethal, or disabling. The Interna-
tional Committee of the Red Cross (ICRC) disfavors the term ‘nonlethal.’
With regard to ‘incapacitants,’ a category of nonlethal chemicals, the ICRC
states (unhelpfully) “While the ICRC does not claim that all incapacitants
are problematic, we firmly believe that the absolute prohibition in warfare
of all forms of chemical and biological agents is of crucial importance and
must be maintained.”7

The U.S. Department of Defense Joint Nonlethal Directorate (JNLWD)
defines nonlethal weapons as “explicitly designed and primarily employed
so as to incapacitate personnel or material, while minimizing fatalities,
permanent injury to personnel, and undesired damage to property and
the environment.”8 Nonlethal weapons are intended to have reversible
effects on personnel or material.9 Unlike conventional lethal weapons that
destroy their targets principally through blast, penetration, and fragmenta-
tion, nonlethal weapons employ means other than gross physical destruc-
tion to prevent a target from functioning. The term typically excludes ways
of disrupting an enemy’s capabilities without impeding troops or impair-
ing material, for example information warfare.10

Arguments For and Against Nonlethal Bioagents
Regardless of terminology, the problem is how to define the scope of the
prohibition against bioweapons. Antagonists to NLBAs argue that the BWC
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admits of no exception that would permit NLBAs nor are there exclusions
in the BWC for riot control or for other law enforcement purposes.

Nor does it appear that any “nonlethal” intent behind the use of biologi-

cal agents that degrade matériel changes the analysis. The United States’

implementing legislation for the BWC clearly places use of biological agents

for deterioration of food, water, equipment, supplies, or any kind of mate-

rial within the prohibition contained in the BWC.11

To allow NLBAs, the argument continues, would poke a hole through
the normative ban against bioweapons, a hole so gaping that it would swal-
low the prohibition. Preservation and strengthening of norms against these
types of weapons is the only way to stop militarists from self-justifying
whatever weaponry they find potentially useful. The fact that technology
is opening new possibilities reinforces the need to prohibit any military
application of a bioagent. Antagonists argue the problem of the slippery
slope: if any step is taken down the path of permitting hostile applications
of bioagents, there will be no logical basis for stopping the cascade to full
and unfettered development of bioweapons. To ensure observance of the
norm against bioweapons, the entire category must be banned.

The counter-argument is couched in humanitarian terms. Modern
technology enables development of weapons that can cause far less harm
than guns and explosives. If a treaty prohibits the use of newer, less lethal
weapons, then older and more lethal weapons will be used. Military leaders
are, of course, tasked to use force. International law requires they accom-
plish their missions without causing unnecessary suffering or noncombat-
ant casualties.12 NLBAs are far less damaging than the weapons for which
they would substitute and therefore are more consistent with international
humanitarian law.13 It is more humane to incapacitate the enemy than to
kill him.

Another advantage of NLWs [nonlethal weapons] is that they provide a

military commander a way to take action when the use of lethal weapons

would violate rules of engagement. NLWs create less material damage and

are thus less provocative than conventional munitions. . . . Additionally,

NLWs allow commanders to take the political and moral high ground in

circumventing the strategy of terrorists. An added advantage is that they

may replace lethal weapons, such as land mines, that are condemned

by the international community because of their potential to cause, long

after a conflict, damage to the environment and death or injury to people.
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Nonlethal weapons may well serve the intended function of such muni-

tions without their long-term negative impacts.14

Notably, noncombatant casualties have risen as a percentage of total
casualties in armed conflict as increasing numbers of refugees, immi-
grants, and civilians are caught in the crossfire of civil and ethnic strife.15

Military forces are often given missions other than large-scale, force-on-
force combat. If troops are performing humanitarian tasks (e.g., distribut-
ing meals and medical services), what should be done if local unrest pre-
vents them from accomplishing their assigned mission? It makes little
sense to use deadly force against the very people that military forces are
trying to aid. What should be done if a shot is fired? Use of indiscriminate
force is forbidden, but should soldiers be asked to stand by “while allowing
the perpetrators a safe haven to keep fighting”?16 Nonlethal capabilities
may offer a way to limit friendly troops’ vulnerability more effectively than
is possible with lethal weapons.17 It is reasonable to ask: is the use of bioa-
gents in hostile contexts invariably more objectionable than bullets even
if using bioagents might in some contexts save lives? Box 8–2 discusses this
issue as it relates to Operation United Shield.

Antagonists of NLBAs respond that their availability might worsen war-
fare, not ameliorate it. The term deludes the public and politicians about
the horrible nature of all armed conflict and reinforces a government’s
claims for secret weapons development. Civilian leaders might order mili-
tary operations more blithely if they believe that nonlethal weapons enable
pursuit of a kinder, gentler warfare without unsettling displays of injured
victims that tend to undermine political resolve at home for military action
abroad.18 Thus, the concept of nonlethal weapons obscures the potential
lethality of the weapons themselves and misleads people about how the
military is actually thinking about the weapons. According to a United
States weapons expert:

Adoption of nonlethal technologies may create the risk that these non-

lethal weapons will proliferate to hostile States and terrorist organiza-

tions. Reliance on nonlethal technologies for strategic attack will generate

continuing research and refinement of existing concepts. As second- and

third-generation weapons are fielded, current generation nonlethal capa-

bilities will diffuse throughout the world and be targeted against U.S.

personnel and interests. Nonproliferation measures will be difficult to

implement because the technologies and equipment are not unique to

nonlethal technologies. The real danger may be American vulnerabilities.
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BOX 8-2. OPERATION UNITED SHIELD

The first significant use of nonlethal weapons in modern military history arose in a
situation where U.S. forces could not adequately differentiate between threatening
and nonthreatening groups. In 1995, during Operation United Shield, the 13th Marine
Expeditionary Unit had to provide protection for the withdrawal of 2,500 UN peace-
keepers from Somalia. Lieutenant General Anthony C. Zinni included various nonlethal
weapons in the marines’ training and equipment arsenal including: sticky foam (used
to create temporary barriers); caltrops (sharp-edged pyramids for puncturing the tires
of vehicles following too closely); flash-bang and stinger grenades; low-kinetic energy
bullets (firing beanbags and wooden plugs); laser dazzlers and target designators;
and chemical riot control agents. The mission had some success, due in part of the
effect of the unfamiliar weapons. Said Zinni, “I think the whole nature of warfare is
changing.”a

Quoted in David Koplow, Tangled up in Khaki and Blue: Lethal and Nonlethal Weapons in Recent
Confrontations, 36 GEO. J. INT’L L. 703, p. 727 (Spring 2005).

The U.S. reliance on advanced technology and sophisticated electronics

makes us more susceptible to a nonlethal attack by a variety of hostile

actors.19

Types of NLBAs
Nonlethal bioweapons can be either anti-organism (personnel, animals,
or plants) or anti-material. Nonlethal anti-organism weapons are designed
to have temporary effects that dissipate over time or with relatively minor
treatment. Today, the nonlethal anti-organism weapons that raise the most
concern are chemical agents that affect cellular processes or neurotrans-
missions – often termed biochemical weapons.20 Incapacitating chemicals
such as the fentanyl derivative used during the siege of a theatre in Moscow
in late 2002 fall into the category of toxic chemicals. However, due to
advances in biotechnology and new drug discoveries, the boundary dis-
tinguishing chemicals, ‘bioregulators,’ and ‘toxins’ is increasingly blurry.
In time, the debate over nonlethal chemical agents will likely spill over into
the bioweapons context.

More difficult to characterize are anti-material weapons. Many micro-
organisms can degrade materials causing deterioration of food, wood,
stone, or conversion of organic waste into soil. Bioremediation refers to the
use of microbes to metabolize waste or environmental contaminants that
are otherwise difficult to remove, for example, by releasing them to clean
up an oil spill. Indeed, thirty years ago, at the dawn of genetic engineering,
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the first patent ever granted on a living organism was for a geneti-
cally engineered microbe that degrades oil.21 Now, hundreds of kinds of
hydrocarbon-eating bacteria are particularly interesting to industry.

Genetic engineering to manipulate processes of microbial degradation
could open new possibilities for bioagents that destroy materials. Genet-
ically engineered microbes can be envisioned to degrade petroleum sup-
plies, to corrode rubber tires and gaskets on vehicles, or to abrade moving
parts. Critics question the feasibility of these microbes as weapons (could
they work quickly enough to affect combat?), their controllability (might
they spread beyond the target area?), and their military value (if personnel
can get close enough to enemy forces to deploy these microbes, why not
just use explosives?). Yet, these questions do not answer whether research
should be permitted to develop specifically targeted, faster-acting, more
predictable microbes.

It is not at all clear how to distinguish research for industrial pur-
poses from research for military purposes. The problem is that the same
research initiatives that could make many genetically altered microbial
agents (GAMAs) useful in bioremediation and other applications might
also enhance their weapons potential. In most research on organisms that
can be used as weapons, scientific discoveries and facilities can be dual
purpose; any difference between a peaceful and hostile use is exclusively
a matter of intent.

A specific problem concerns taggants: micro-organisms modified to
exhibit an unusual behavior (for example, “glowing” genes). A microbe
can be secretly placed on a building, vehicle, or other object of concern; its
unique signature can be remotely detected thereby enabling surveillance,
target identification, or precision destruction of the object.22 In more
advanced conceptions, taggant weapons could be engineered to destroy
upon command, for example, by triggering an inducible promoter sys-
tem (known as “terminator technology”) that stimulates production of a
corrosive agent.

Again, characterizing a microbe as a weapon or as an industrial tool is
simpler after it is put to use than while it is in a research laboratory. Thus,
if motivations are well understood, it is possible to distinguish organic
farmers’ dispersion of microbes on food crops from a State’s dispersion
of microbes to wipe out illegal drug crops; both actions might further
be distinguished from a military dispersion of microbes on an enemy’s
crops in order to undermine its war-fighting capability. However, because
the actual substance that is dispersed might be identical, it is impossi-
ble to distinguish these actions simply on that basis. From a prevention
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perspective, if intentions are unknown, may the substance be stockpiled?
By similar logic, if a military is permitted to use microbes to clean up oil
spills and other hazardous waste releases but may not use the same sub-
stances against an adversary’s oil supplies, is it permitted to stockpile those
microbes?

Most problematic here is the prospect, not far on the horizon, that bio-
microprocesses will drive information technologies (computer chips) and
manufacturing (nanotechnology).23 Is it realistic to tell the world’s mili-
taries that they may not take advantage of technologies that are widely
used in commercial sectors? Should preliminary research or assessments
of efficacy be categorically banned? The “slippery slope” implications here
are enormous. If military use of any bioagent is permitted for war-fighting
purposes, how can the prohibition against weaponization – the primary
bulwark against biowarfare – be sustained? These questions cannot be sat-
isfactorily answered by reference to the BWC’s general purpose criterion.

U.S. Military Nonlethal Programs
It is impossible to know what nonlethal biocapabilities the U.S. military
is pursuing because, of course, such pursuits are highly classified.24 This
is part of the problem in and of itself. To understand why some bioagents
should be characterized as bioweapons, it is necessary to understand what
they are. So long as these agents are cloaked in secrecy, there is little way to
assess them. Moreover, secrecy spurs suspicion that the label “nonlethal”
is a deceptive cover for offensive bioweapons. It is unlikely that the U.S.
military would accept a North Korean claim that it is developing nonlethal
bioagents for use only in humanitarian applications without divulging
further information or allowing any international authority to investigate.

A substantial amount of the following information about U.S. mili-
tary NLBA programs comes from a single nongovernmental organization
(NGO), the Sunshine Project, based on released government documents.
Not surprisingly, neither it nor the U.S. military accord each other much
credibility.

The U.S. government has been curious about GAMAs since the early
1990s when a military-funded program at Los Alamos Laboratory rec-
ognized the vast number of targets – highways, metal equipment, vehi-
cles, fuel supplies, plastics, and body armor – that are vulnerable to
biodegradation.25 By 2001, the U.S. Army’s patent 6,287,844 claimed “new
killing genes and improved strategies to control their expression” for the
purpose of “controlling genetically engineered organisms in the open
environment, and in particular, the containment of microorganisms that
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degrade. . . .”26 Various facilities have been developed for GAMA research
and production including a significant testing and bioreactor (fermenter)
capacity.

In 2002, one response to the 9/11 attacks was to form Scientists Help-
ing America, a cooperative effort among the Special Forces, the Defense
Advanced Research Projects Agency (DARPA), and the U.S. Naval Research
Laboratory (NRL) that asked American scientists to produce new mate-
rials and technologies including genetically engineered and material-
eating organisms for use in covert military operations.27 Notably, the Joint
Nonlethal Weapons Program (JNLWP) requested the Navy Judge Advocate
General’s approval of research on offensive uses of anti-material bioagents;
it was denied because it would violate the BWC.28

The NRL has a program “focused on identifying and characterizing
the degradative potential of products from naturally occurring micro-
organisms.”29 Without articulating any specific threat, the Navy says it
must provide “novel defense measures” for U.S. troops. NRL has genet-
ically engineered natural organisms with “focused degradative capabili-
ties” for destroying plastics, notably polyurethane that is used as protec-
tive coatings on aircraft. One type of NRL microbe can “cause hundreds
of blisters on mil[itary] spec[ification] polyurethane paints in 72 hours.”30

The NRL principal investigator described military applications for such
weapons: “It is quite possible that microbial derived or based esterases
might be used to strip signature control coatings from aircraft, thus facil-
itating detection and destruction of the aircraft.”31 Another NRL group
on bioremediation is developing delivery techniques that could be used
with such agents, including micro-encapsulation of bacteria. These sys-
tems have a unique advantage: because their effects closely mimic natu-
ral microbial processes, it would be easier to deny their use if that later
becomes an issue.32

The Army has worked on suicide gene systems specifically tailored for
use in biodegradative microbes.33 The microbes die when the target sub-
stance is no longer nearby.34 The purported justification is to “prevent their
persistence in the environment beyond predetermined limits of space and
time,” although biosafety experts debate such reasoning.35 A more sinis-
ter justification is that this technology could help target offensive weapons
because it would prevent organism spread to unintended targets including
one’s own forces; organisms that survive longer could impede cleanup or,
worse, be put to use by the enemy.36

Perhaps most disquieting is the Department of Energy’s Microbial
Genome Program that focuses on genomics of classical bioweapons and
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material-degrading organisms. The program’s goal is to create “super bugs”
to “uncover applications relevant to DOE missions”37 including bioreme-
diation and industrial processing as well as weapons design. The program
has sequenced more than twenty microbes that degrade metals, hydro-
carbons, cellulose, and industrial chemicals. At the Lawrence Livermore
National Laboratory in California, the Environmental Microbial Biotech-
nology Facility features a high-tech, industrial-sized production system for
biodegradative microbes.38 In addition, Oak Ridge National Laboratory in
Tennessee, working with the Center for Environmental Biotechnology of
the University of Tennessee, has conducted field tests of genetically engi-
neered bioremediation bacteria.39

Implications for the Biological Weapons Convention
The root difference between protagonists and antagonists of NLBAs is
over perceptions of the inevitability of strife. Underlying proponents’
arguments is a belief that warfare is an inherent human condition; we
should strive to reduce its casualties. Antagonists argue that an inter-
woven net of prohibitions against weapons development is necessary to
corral militarists’ capabilities and options. These positions are irreconcil-
able.

Unfortunately, this long-running and intractable stalemate does not
help identify criteria of permissibility that could keep pace with advancing
bioscience. Indeed, it has led to the worst possible situation where national
militaries decide on their own, usually behind a veil of secrecy, which
agents are permissible and which are not. In this context, antagonists’
absolutist opposition to military use of any bioagent is a principled but
ultimately vain stance that bioscience will inevitably leave behind. The
cumulative effect of both sides’ arguments is to weigh down the already
weak BWC regime – an outcome that is wholly unproductive.

It would be more helpful to consider what the process of making and
enforcing decisions about constantly changing technology should be. To
try to decide for all time which bioagents and which uses of those bioa-
gents might be prohibited is a counterproductive exercise that defies the
pace of change in bioscience. A process that establishes the same rules for
everyone and that compels translucency is preferable. So that legal rules
and norms can fulfill their purpose effectively, an authorized and capable
body should make decisions about their applications. Most important is to
shift the locus of decision making from national to international author-
ities and to promote outcomes that are common for all. That is, if using
bioagents to eradicate coca fields is permissible for one State’s military,
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it should be permissible for any State’s military. If one State may use tag-
gants, every State should be allowed. For activities that directly engage the
BWC prohibition against weaponization, the standards should be global
and the authority who decides where to draw the line should be interna-
tional. To promote consistency, conduct of bioresearch programs without
disclosure should be illegal – as discussed in Chapter 6.

COMPLIANCE, VERIFICATION, AND CONFIDENCE BUILDING

Nations will agree to forego military capabilities only if they can reasonably
trust that other nations are making a similar sacrifice. They will more likely
accept nonproliferation obligations if there are agreed methods to build
confidence that other States are in compliance. President Reagan famously
said of agreements to control weapons of mass destruction, “Trust, but
verify.” The BWC, however, in sharp contrast to comparable agreements
to control nuclear or chemical weapons, has no mechanism to verify State
compliance. Cheaters retain maximum technological flexibility and polit-
ical deniability. States that want to covertly produce bioweapons face little
risk of discovery.

Thus, among BWC proponents, demands that a bioweapons’ verifica-
tion system be created have become something of a mantra. The logic is
elementary: there are three types of weapons of mass destruction. Two of
them (nuclear and chemical weapons) have intensive verification systems
to prohibit proliferation; there should be a similar system for bioweapons.
In these contexts, verification includes: 1) State declaration of facilities that
could constitute a prohibited weapons capability; 2) regular reports about
each facility’s activities to enable monitoring that critical items are not
wrongfully produced or diverted; and 3) on-site inspections of those facil-
ities to verify the reports’ accuracy. As the BWC contains no comparable
system, the regime for preventing bioweapons proliferation is asserted to
be uniquely deficient.

However, bioweapons do not neatly fit the nuclear or chemical non-
proliferation paradigm where only a select number of uniquely special-
ized facilities have materials or equipment that, if diverted, could readily
foster development of illegal weapons. A near-infinite number of biologi-
cal facilities lacking distinctive features could readily produce offensive
weapons. Few experts take seriously, therefore, the idea that States or
non-State actors will produce bioweapons at select declared sites. More
likely, if bioweapons emerge, their source will be any of the indistinguish-
able locales that are never declared or inspected. Therefore, verification
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modalities – declaration of critical facilities that must report on their activ-
ities and be inspected – would provide information about sites where
bioweapons risks are negligible but would provide scant information about
where bioweapons are being prepared.

Although expending vast resources on superfluous verification sys-
tems is unwise, States need to have information that sustains confidence
about each other’s compliance. Better information can: 1) lend credibility
to States’ claims that they are obeying their obligations, and 2) enhance
legal cooperation to interdict criminal activity. Indeed, many of this book’s
recommendations are designed to augment data collection and investiga-
tory authority. Chapter 5 discussed why it is important to gather informa-
tion that might help detect covert bioviolence preparations.

In the context of nonproliferation, sophisticated international capa-
bilities to track pathogens and equipment and to create a translucent pic-
ture of laboratories and their activities would make it harder for a State
to disguise a weapons program. A State pursuing bioweapons would be
compelled to have a wholly indigenous program lest its importation of
pathogens or equipment be recorded. Although not foolproof, it is certainly
better than the current situation. Robust information-gathering systems
that target wrongful activity make far more sense than verification of legal
activity.

Throughout the 1990s, BWC States Parties propounded confidence-
building measures (CBMs). They agreed to provide information about: 1)
bioscience activities including data on research scientists, biodefense
programs, past offensive programs, and vaccine production facilities; 2)
infectious disease outbreaks; and 3) their national legal infrastructure
relevant to preventing wrongful bioscience activity. States also agreed
to encourage bioresearch publication as well as scientific contacts and
joint research. However, most States do not provide this information or
encourage contacts; participation in the CBMs, never high, has been
declining. Only a handful of countries including Australia, the United King-
dom, and the United States have made their reports public. Indeed, these
reports are not publicly reviewed.

Little political attention is paid to these measures so States have little
incentive to report. The reasons reflect much about what the BWC fails
to require. To collect relevant data, States must have legal authority to
collect information consonant with privacy and proprietary rights – this
information could contain confidential business information that might
be lost when transmitted to other States or to an international secretariat.
The information must be reasonably complete and accurate, and failure
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to report should be punishable. Altogether, States can comply with con-
fidence building measures only if they have elaborate laws in place; most
do not, and the BWC lacks any mechanism to require that they do.

Complementary to these information-gathering systems should be a
process for States to substantiate or disprove their doubts about another
State’s possible violation. Questions could be submitted to the suspected
State – a process more useful in detecting inadvertent misdeeds than out-
right criminality. Yet, this process would be a deterrent, even more so if
there were a process to investigate those suspicions. A State that tried
to proliferate prohibited weapons would know that another State could
compel an intrusive inquiry (a topic discussed more fully in Chapter 9).
Granted, no international mechanism can guarantee that a totalitarian
regime which intensely pursues bioweapons will be discovered. Saddam
Hussein’s bioweapons program was not obvious to dozens of inspectors
having essentially unfettered powers (as discussed in Chapter 3). National
technical means of gathering intelligence must not, therefore, be dis-
counted. Yet a system of inquiry backed by international investigation
can effectively reinforce the normative prohibitions against bioweapons.
This process should be supervised by an objective international author-
ity. For example, protections are needed if a State harasses another State
by raising unsubstantiated suspicions or calls for investigations of wholly
legitimate activities.

The Biodefense Dilemma

National biodefense programs present the greatest challenge to building
mutual confidence that States are foregoing bioweapons. In the biovio-
lence policy arena, no term is used more often with less meaning than
biodefense. Its proponents say biodefense is research on new vaccines and
other protective measures that will limit harm from bioviolence attacks.
Critics use the term to describe government-funded research into poten-
tially new military applications of bioscience. Both agree that develop-
ing vaccines to inoculate troops from anthrax, for example, is legitimate.
Harder to characterize is research seeking to understand anthrax’s mecha-
nism of lethality. More troubling is research that entails designing a “mock”
bomblet to test anthrax and the efficacy of vaccines against it.

May a government engage in bioresearch in order to devise protective
measures against biothreats if that research has direct and obvious poten-
tial for a bioweapons program? Many biodefense projects could generate
an offensive capability, and a State that might truly want bioweapons may
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try to cover its experimentation as biodefense. By the same logic how-
ever, a State might, in the name of biodefense, perform research on how
offensive bioweapons operate to determine what defenses or responses
are appropriate. Should nations be permitted to undertake research that
entails weaponizing a pathogen in order to prepare protective antidotes?
From a scientific perspective, that research is essentially indistinguishable
from research on how to make a better bioweapon.

There is very little in a pathogen itself or the research that clearly reveals
whether the State is pursuing a bioweapons capability or a defense from
that capability. A vaccine against anthrax or plague is not only a defensive
tool, it can also support development of an offensive bioweapons capabil-
ity by enabling an aggressor to vaccinate its own troops. The dual-purpose
problem makes it very difficult to draw a clear line between legitimate
and illicit research; the distinction is often only a matter of intent. Yet, if
a State can evade normative prohibitions against bioweapons by label-
ing its weapons program as “biodefense,” then the prohibition against
bioweapons will quickly become a chimera.

The problem here harkens back to how the BWC has sidestepped a pre-
cise definition of what a bioweapon is. As scientific advances are eroding
what little standardized meaning had attached to the term “bioweapon,”
it is increasingly difficult to distinguish defensive from offensive research.
Historically, “bioweapon” denoted a warhead with massive quantities
of refined agents that were specifically designed for instant and catas-
trophic release; it was fairly straightforward to distinguish pure science
from weaponization. However, now a biological weapon might be merely
a test tube of pathogens that are capable of wild replication or a tiny device
that can carry a pathogen through the body. It is decreasingly realistic,
therefore, to physically distinguish a legitimate product of bioscience from
a weapon and, accordingly, to distinguish research for purposes of biode-
fense from research to produce a weapon. As this situation evolves, the
prohibition against bioweapons will get more difficult to apply, providing
more room for States to develop hostile capabilities under the cover of
biodefense.

Moreover, it used to be that weapons research would likely be done
in a government laboratory, but in today’s scientific environment, there
is little reason why only such facilities should be provocative. Research,
whether for weapons purposes or for benign health purposes, is routinely
conducted in the private sphere. In the modern world of bioresearch –
where governments finance most private/academic researchers who often
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perform research on behalf of the government – trying to distinguish the
motivations of research based on its location is illusory.

No government should be castigated for trying to protect its people
from biothreats. The political implications of foregoing available research
opportunities and then suffering an attack’s unprotected consequences
are beyond calculation. Any international law that would command a
State to refrain from such research is destined to be violated. Yet, some
States’ biodefense activities, although truly intended to be defensive, might
appear to be offensive such that another State feels threatened. U.S. secu-
rity officials are extremely skeptical that purported biodefense programs
of some States, notably Iran and North Korea, are truly defensive. Presum-
ably, security officials in those countries share a parallel skepticism of U.S.
biodefense initiatives.

The Problem of Secrecy Reprised
Should it be permissible to classify biodefense research and thereby strictly
limit its circulation? In Chapter 6, it was suggested that bio-offenders
might take advantage of research findings to make better bioweapons.
Although considerations pertaining to freedom of thought and speech
counsel against restrictions, there is precedent for classifying informa-
tion so that it is available only via secure channels. Here, the question of
whether to restrict dissemination of biodefense research cuts precisely in
the opposite direction. Classifying defensive research in order to prevent
its wrongful acquisition and manipulation by bioweaponeers could be per-
ceived as something quite different: an effort to hide offensive research.

The more tightly that research on lethal pathogens is kept secret, the
more it suggests that it is contributing to hostile capabilities. A State that
wants to pursue bioresearch secretly so that malevolent bio-offenders do
not gain useful scientific knowledge might pose no threat to another State.
Yet, other States might view secrecy not so much as a security technique to
deprive bio-offenders of breakthrough knowledge but as a ruse to cover an
offensive bioweapons program. Secret biodefense might amplify anxiety
of hostile bioweapons capabilities shrouded from sight. The problem is
that suspicions grow in darkness.

Heightened translucency is a virtue. The more that we know about a
program, the easier it will be to distinguish offense from defense and to
understand the intentions of the researcher (and his State). Open exchange
of ideas encourages scientific progress and builds confidence that pur-
ported peaceful intentions are not a ruse. Yet, serious questions attend
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any system that might enable the international community to peer directly
into sophisticated biodefense operations. The purported justification of
an inquiry might be to satisfy potential suspicions that no offensive pro-
gram is underway, but the reality might be to accomplish the precise oppo-
site by furnishing key information to malevolent actors.

Out of all this has emerged a rhetorical and unhelpful three-way contro-
versy among arms controllers, bioscientists, and counterterrorism experts.
Arms controllers stress threats of State bioweapons programs and call for
access to information in the name of making biodefense programs trans-
parent. They believe nations should divulge substantial amounts of data
to international authorities to build confidence that they are not pursu-
ing illicit weapons programs.40 Bioscientists tend to support the idea of
openness lest restrictions on the free flow of scientific information lead to
censorship of publications and constraints on the direction of their work.
Yet, they are concerned that broad disclosure and transparency might jeop-
ardize the confidentiality and hence proprietary value of their work; they
are therefore troubled by arms controllers’ de-emphasis of protection of
such information. Counterterrorism experts stress threats of malevolent
groups and call for more aggressive application of classification procedures
to limit the flow of potentially dangerous information. They side with bio-
scientists’ concerns for loss of proprietary information but disapprove of
scientists who propound their free speech rights and who routinely share
new research with foreign colleagues. Viewed separately, each side pro-
pounds a logical position; there are reasons to object both to full secrecy
and to full revelation. Yet, a policy resolution that accommodates all sets
of objections is difficult to decipher.

For its part, the United States has rhetorically pursued a policy of
maximum transparency. On September 21, 1985, the Reagan adminis-
tration issued National Security Decision Directive 189 which set forth
a national policy on the transfer of scientific, technical, and engineering
information. It states, “It is the policy of this Administration that, to the
maximum extent possible, the products of fundamental research remain
unrestricted.” More recently, U.S. policy was described by the Library of
Congress:

Fundamental research is defined as basic and applied, nonproprietary or

national security research, the results of which are generally published and

shared broadly within the scientific community. The directive also states as

policy that “where the national security requires control, the mechanism

for control of information generated during federally funded fundamental
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research in science, technology, and engineering at colleges, universities,

and laboratories is classification.” In a November 1, 2001 letter to the Center

for Strategic & International Studies, National Security Advisor Rice stated

that . . . “the policy on the transfer of scientific, technical, and engineer-

ing information set forth in NSDD-189 shall remain in effect, and we will

ensure that this policy is followed.” . . . In a May 12, 2003, memorandum to

all department heads, Energy Secretary Spencer Abraham recommended

the re-issuance of NSDD-189, citing Dr. Rice’s letter as confirmation that

“unless a legal basis exists to control basic research (either by classification

or some other means), it shall not be controlled.”41

Biodefense Projects of Concern
Not surprisingly, it is U.S. policy that provides the grist of controversy. Crit-
ics of some U.S. biodefense activity suggest that U.S. military initiatives
might, if pursued to their logical end, undermine the scope of and commit-
ment to the BWC. In response, U.S. biodefense proponents suggest that
the BWC is sufficiently flexible to tolerate some defense applications of
bioscience. If it’s not, the BWC should be adjusted, not biodefense efforts.
Questionable U.S. government initiatives include:

� building and testing a cluster munition for spreading bioagents (See
Box 8–3);42

� constructing a facility to produce microbial anthrax simulants;
� developing plans for genetic engineering of a vaccine-resistant

strain of anthrax arguably in amounts unjustifiable for peaceful
purposes;

� pursuing a long-term effort to produce weaponized anthrax spores
for defensive testing;43

� secretly operating leading-edge bioresearch programs at former
nuclear weapons facilities; and

� pursuing a program to sequence over twenty classical bioweapons
microbes.44

Concerns go beyond classified military research. Substantial funding
has been allocated to defenses against weaponizeable agents and is radi-
cally escalating. From 2002 to 2004, research funding for military and civil-
ian programs on predatory bacteria and extremely lethal viruses increased
by over 2,000 percent.45 Altogether, 300 institutes and 13,000 individual
scientists have direct access to bioweapons pathogens including anthrax,
brucellosis, glanders, plague, melioidosis, and tularemia. On bioterrorism-
related research alone, the United States has increased spending more than
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BOX 8-3. PROJECT CLEAR VISION

In a program named Clear Vision, the Central Intelligence Agency built and tested a
model of a Soviet-designed germ bomb that officials feared was being sold on the
international market. Hundreds of bomblets were made, although they lacked a fuse
that would enable them to work. A related project focused on “data that appear to have
considerably greater offensive than defensive potential,” such as “models to predict
agent distribution and potency as a function of the dispersal method, variations in the
source over time, the agent type, the amount of agent and its state (dry or wet), size
distribution, environmental conditions, etc.” – Infectious agents and simulants were
to be used. “[T]he bomblets were filled with simulant and tested both for the way they
would fall after release from a warhead and for their dissemination characteristics. To
test dissemination of the BW agent simulant, the bomblet must have been detonated,
if not via its own fuse, then by some external means.”

SOURCE: Barbara Hatch Rosenberg, Defending Against Biodefense: The Need for Limits, DIS-
ARMAMENT DIPLOMACY, No. 69 (February/March 2003); See also, Judith Miller, et al., GERMS:
BIOLOGICAL WEAPONS AND AMERICA’S SECRET WAR, pp. 290–296 (2001).

thirty-fold from $53 million in 2001 to $1.6 billion in 2004. The current
program includes research to develop medical biological agent counter-
measures, including efforts to:

� Characterize molecular biology and physiology of biological threat
agents;

� Investigate the pathogenesis and immunology of diseases;
� Determine, through modeling, how the threat agent operates;
� Identify new medical biological defense products by understanding

their interaction with and mechanisms of action against BW agents;
� Establish safety and efficacy data for new medical biodefense

products; and
� Establish the validity of new medical biodefense products against

battlefield use.46

Some of these funds are going to construct new biocontainment lab-
oratories equipped with filters, barriers, and air-handling systems so that
researchers can handle lethal pathogens while minimizing the risks of acci-
dentally infecting lab workers or of releases that could endanger public
health or the environment.47 This research might facilitate pursuit of var-
ious developments – for example, rapid diagnostic methods for the most
likely biological weapons, new or improved antibiotics, antiviral therapies
for smallpox and ebola virus, and new vaccines for anthrax. According to
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a senior official, these “research and development efforts constitute an
indispensable investment toward proper domestic preparedness against
potential uses of biological or chemical weapons.”48

Yet, recent initiatives raise novel concerns. For example, the National
Biodefense Analysis and Countermeasure Center (NBACC) at Fort Det-
rick in Maryland has the mission to anticipate, prevent, respond to, and
recover from current and next-generation biological threats by advanc-
ing the scientific community’s knowledge of potential bioterrorism. The
NBACC aims to achieve efficient interagency and private sector cooper-
ation with five research and operation centers that integrate technical
expertise in biodefense characterization, bioforensics, and agricultural
security.49 The Chemical and Biological Defense program is studying how
advances in technology, specifically genetic engineering and recombinant
DNA, can be used to develop countermeasures to bioagents.50 This entails
investigating the pathogenesis of biothreat agents, modeling their mecha-
nism of causing illness, simulating pathogen releases, analyzing an agent’s
transmissibility including tissue culture models, and identifying new med-
ical defense products by understanding their interaction with bioagents. It
is troubling that the very same techniques and pathogens that have been
seen as bioweapons are currently used in defense research.

The U.S. government has without exception avowed its support for the
BWC. Critics allege, however, that the U.S. government’s hostility to mea-
sures for strengthening the BWC is in fact a cover to hide classified research
that is exploring applications of biotechnology for designing bioweapons.
As one expert has pointed out, when you “start modeling or mimicking
actual weapons, you come into very sensitive areas” that can imply offen-
sive preparations, especially if the details are kept secret.51

Strengthening Confidence

Successful international nonproliferation requires that nations are con-
fident that foreign biodefense programs are not offensive bioweapons
preparations. The accelerating capabilities of emerging bioscience make
that imperative more compelling. With time, the ability to hide offensive
weapons behind purported biodefense programs will increase as will the
risks of blind reliance on State avowals of benign intentions. Failure to pro-
vide confidence must inevitably doom any realistic prospects of strength-
ening international nonproliferation of bioweapons.

An appropriate policy resolution derives from the concept of translu-
cency introduced in Chapter 6. Fundamental to that concept is that no
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activity that could contribute to bioviolence should be done in absolute
secrecy. Shrouded programs inflame suspicions even if the true intent is
peaceful. Moreover, without any way to assess these activities, there is no
way to hold anyone, including government officials, accountable. Yet, it is
nearly impossible to verify the negative proposition – in other words, no
reasonable policy could prove that bioweapons are not being produced
somewhere. Also as discussed, widespread revelation of advancing bio-
science’s capabilities, while perhaps enhancing confidence about nations’
intentions, could readily contribute to bioviolence. In other words, trans-
parency could lead to precisely the opposite of the central policy objective.

Translucency policies should be designed to elicit some informative
yet nonspecific knowledge about what bioresearch activities are under-
taken, where, and for what purpose. Put simply, all bioresearch can be
neatly divided into two categories: unclassified and classified. BWC experts
have long argued about what specific types of research should be classi-
fied and what should be open to public access, but this issue is irrele-
vant for translucency policies. A better answer is offered by the Chemi-
cal Weapons Convention: any information that a government classifies is
treated accordingly;52 whether someone else or some other nation might
disagree with that classification is beside the point. By definition, any
unclassified research is visible – even if its content is kept confidential
for proprietary interests, its existence is not opaque. It is no oversimpli-
fication to say that doubts about biodefense activities are predominantly
about classified activities.

The proposition here is to take advantage of the global governance
architecture that is described in Chapter 9. Any bioresearch activities that
a government deems worthy of classification should be confidentially
declared to the United Nations Bioviolence Prevention Office. A govern-
ment that chooses to classify a large quantity of information about rele-
vant research will declare more than if it chooses to classify only a few data
pieces; that is a choice reasonably left to each State. The important point
is that whether classified or unclassified, the information will not be abso-
lutely hidden. Information withheld from public access in order to keep it
away from malevolent actors will be known to United Nations authorities.
If, on the other hand, information about classified activities is withheld
from international authorities, then there is every reason to ascribe to the
State in question an illegal weapons-related motive.

The unresolved question inherent in this proposal is: Can potentially
dangerous information, once declared to the United Nations, be kept away
from other persons and States? Can it be protected from misuse? Again,
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the Chemical Weapons Convention provides a strong basis for confidence.
For a decade, most nations including all of the world’s major powers have
declared classified information to the Organization for the Prohibition for
Chemical Weapons (OPCW) pursuant to an elaborate Convention Annex53

that accords classified information confidential protection for an unlim-
ited duration.54 The OPCW is charged with establishing a strict regime gov-
erning the handling of such information “to handle and store confidential
information in a form that precludes direct identification with the facility it
refers to.”55 Moreover, detailed regulations on security breaches give States
confidence that the information they submit will remain confidential.56

Notably, no serious claims have been made that disclosure of classified
information to the OPCW has led to a proliferation risk.

DISARMING SOVIET BIOWEAPONS STOCKPILES

The Soviet Union’s bioweapons program, described in Chapter 3, was
humanity’s largest and most extensive foray into the misuse of biology.
At least 50 facilities employing more than 60,000 workers constituted the
Soviet bioweapons complex. When the Soviet Union collapsed, that pro-
gram left stockpiles of remarkably dangerous agents as well as thousands of
highly trained scientists and technicians. It is reportedly the world’s largest
virus storehouse; in addition to smallpox, there are alleged to be stockpiles
of marburg, ebola, and various encephalitis strains. From the perspective
of a rogue State or terrorist organization, gaining access to those stockpiles
or personnel could be an express route to lethal capabilities.

Major facilities include Vektor in western Siberia which produced
smallpox (discussed in Chapter 3) and Obolensk in Russia. Facilities at
Stepnogorsk in Kazakhstan, and Vozrozhdeniya Island in the Aral Sea,
Uzbekistan, both generated antibiotic-resistant anthrax. An American
team that visited Stepnogorsk in 1995 estimated that three hundred tons of
anthrax spores could have been produced in less than a year.57 The secu-
rity of these bioweapons facilities varies greatly by location. Many labora-
tories are reported to be in poor physical condition and cannot maintain
advanced biological containment measures. Many are in substantial finan-
cial distress yet have not received the attention and resources that have
been devoted to securing former Soviet Union nuclear facilities. Most Rus-
sian institutes now have less than 65 percent of laboratory instruments,
75 percent of the needed computers, and only 10 percent of the heavy
equipment needed to fulfill various research programs.58 According to a
recent assessment, “Some facilities, such as Vektor, have erected fences
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and installed security cameras with U.S. assistance, but others are await-
ing security overhauls leading to concerns that pathogens might be acci-
dentally released or stolen. It is estimated that fewer than 40 percent of
bioweapons facilities have received any security upgrades.”59

Total stockpiles of biological pathogens are unknown. Similarly unclear
are how many scientists have unique weapons-relevant skills; perhaps they
number in the thousands. For years, these professionals were poorly paid,
generating fears that they might be motivated to steal or sell pathogens and
weapons technology. In recent years, the acute level of financial distress
has abated; whether improving economic conditions reduces concerns
about theft or diversion is unclear.

Certainly not known (outside highly classified bureaus) is whether
these materials or persons have already been acquired by States or orga-
nizations that want to commit bioviolence. Worries about a smallpox epi-
demic inevitably focus on Soviet facilities, but the veracity of rumored
movements of lethal agents cannot be confirmed. There are extremely
disquieting incidents. For example, Iran is known to have tried on sev-
eral occasions to acquire information or materials from Russian biologi-
cal institutes. One deal with Vektor was stopped when American officials
discovered it and threatened to cease all financial assistance to Russia if
the deal was not cancelled.60 Of course, the deals we know about are the
ones that are interdicted; the ones that are carried out covertly are the real
concern.

The United States and other western governments have developed
cooperative programs to enhance security at Russian biofacilities and
to engage former weapons scientists in peaceful scientific pursuits. The
Department of Defense (DoD) has bioweapons nonproliferation projects,
known collectively as the Biological Weapons Proliferation Prevention Pro-
gram, that address the destruction of bioweapons facilities and develop-
ment of bioweapons defense mechanisms. During the 1990s, the United
States and other countries established the International Science and
Technology Center in Moscow and the Science and Technology Center in
Ukraine to develop and fund science and technology projects that could
absorb the talents of former weapons scientists. (See Box 8–4 for more
information regarding strengthening biotechnology in Russia.)

U.S. efforts have focused on providing and installing equipment at crit-
ical sites. Installation of fences, sensors, and video surveillance cameras
can enhance security against external threats but are less effective at reduc-
ing threats that insiders will walk off with a very dangerous vial. Moreover,
the sheer scale of the effort in comparison to the magnitude of the threat
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is striking. As of September 2002, DoD estimated that it had obligated $14
million to help improve security at four of the forty-nine biological sites in
Russia that may require such assistance.61

U.S. efforts to help secure former bioweapons facilities in Russia face
many challenges. Merely negotiating agreements to facilitate assistance
has proven difficult. Nine Russian bureaucratic organizations have juris-
diction over sites possessing extremely dangerous pathogens; American
officials cannot work with a single focal point. A more intractable problem
has been the reluctance of Russian authorities to allow U.S. inspectors to
evaluate security at various bioweapons sites. Access has been granted to
some nonmilitary institutes, but the Russian Ministry of Health has denied
access to other sites, and the Defense Ministry has refused access to key
bioweapons facilities.62

Likely, Russian officials are uncooperative because participation in
U.S.-directed security programs would risk publicity about a very dark
chapter in their history.63 The asserted reason is that U.S. inspections of
those sites could leak information that ultimately might help terrorists
target those locations. Russian authorities, reflecting the difficulties asso-
ciated with biodefense programs discussed earlier, attribute their resis-
tance to allow access to these facilities to the United States’ unwillingness
to allow reciprocal visits to U.S. laboratories; this unwillingness has fed
Russian concerns about the true intent and scope of the U.S. biodefense
program. Because of Russian resistance as well as a more pervasive belief
that U.S. resources were being squandered, the Bush administration sus-
pended assistance for eight months in 2002. Although U.S. assistance has
resumed, spending on these programs is widely considered to be insuf-
ficient. Senator Richard Lugar (R-Ind., a principal initiator of the Nunn-
Lugar program) has estimated that at current funding levels, some facilities
might not be fully secure for twenty-seven years.64

More dismaying than complaints about inadequate American funding
or that Russian officials resist cooperation is the nonexistent role of
international authorities, most notably any authority associated with the
Biological Weapons Convention. Worth noting here is that when Argentina,
Brazil, and South Africa voluntarily dismantled their nuclear weapons pro-
grams, the International Atomic Energy Agency was there to verify and to
assist. For the past decade, efforts to destroy chemical weapons stockpiles
in the United States, Russia, and elsewhere have been monitored by the
Organization for the Prohibition of Chemical Weapons, the international
body established by the Chemical Weapons Convention. Most definitely,
these bodies have not acted alone, and there are reasons to complain that



P1: KNP
0521883252c08 CUFX174/Kellman 978 0 521 88325 2 September 7, 2007 18:40

218 BIOVIOLENCE: PREVENTING BIOLOGICAL TERROR AND CRIME

BOX 8-4. STRENGTHENING BIOTECHNOLOGY IN RUSSIA

In 2003, the National Research Council initiated a study to set forth a realistic vision
of bioscience and biotechnology in Russia over the next ten years. The Committee on
Future Contributions of the Biosciences to Public Health, Agriculture, Basic Research,
Counterterrorism, and Non-Proliferation Activities issued a report entitled “Biological
Science and Biotechnology in Russia – Controlling Diseases and Enhancing Security.”
This report recommended the following principles to strengthen Russia’s public health
and security programs:

� Focus on surveillance, laboratory diagnostics, and development of countermeasures
(e.g., drugs and vaccines) capable of addressing diseases;

� Improve capabilities to detect and diagnose new, re-emerging, and antibiotic-
resistant pathogens;

� Upgrade communication systems to provide timely and accurate information;
� Integrate human and animal disease surveillance;
� Monitor food and water supplies for safety and potability;
� Support well-focused research projects that strengthen fundamental scientific

knowledge;
� Strengthen programs to commercialize scientific findings within a regulatory frame-

work that supports public health and protects agriculture;
� Develop improved understanding of the relationships between infectious agents

and important noncommunicable chronic diseases;
� Support the emergence of a strong domestic biotechnology sector that enhances

efforts to combat infectious diseases;
� Develop and implement effective security procedures at hundreds of facilities that

can propagate, store, or distribute pathogens that could be used for bioterro-
rism;

� Conduct nationwide inventory and consolidate many collections where appropriate;
� Promote broad transparency of Russian research and other public health prevention

and control activities involving dangerous pathogens;
� Recruit, train, and retain an expanded cadre of biomedical scientists, medical doc-

tors, veterinarians, plant pathologists, epidemiologists, and other relevant special-
ists equipped with modern technology and positioned to deal with infectious dis-
ease threats.

SOURCE: Biological Science and Biotechnology in Russia: Controlling Diseases and Enhancing
Security, Committee on Future Contributions of the Biosciences to Public Health, Agricul-
ture, Basic Research, Counterterrorism, and Non-Proliferation Activities in Russia, NATIONAL

RESEARCH COUNCIL OF THE NATIONAL ACADEMIES, p. 36 (2005).
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weapons destruction has not proceeded sufficiently fast enough. Yet, there
should be no doubt about these bodies’ contributions in bringing exper-
tise, transparency, and confidence to weapons dismantlement efforts.

With regard to former Soviet bioweapons stockpiles, it is imperative to
ask why Russian officials should have the authority to deny access to these
horrifying sites, at least without raising the greatest outcry from interna-
tional supervisors up to and including the Security Council. In the same
vein, why should the predominant financial burden for securing these
sites fall to the United States (the European Union has developed its own
assistance programs, but these predominantly focus on nuclear materi-
als) and therefore be subject to the political vicissitudes of the American
budgetary process? This is not intended to be a critique of the impor-
tant work being done by many U.S. and Russian personnel trying to cope
with a potential source of bioviolence threats. Instead, the criticism is
directed toward the international community, notably the BWC, which
is wholly disengaged from what should be its most important priority.

A high objective for international nonproliferation policy is to prevent
the proliferation of already fashioned weapons. There is no more important
role for the BWC, which embodies the norm against biological weapons,
than to aggressively assert humanity’s common imperative that previous
generations’ worst crimes must not inflict a monstrous toll against children
and generations yet to come. All the current debates about strengthening
the BWC are trifling and ultimately will be pointless if this central obliga-
tion is not at the very pinnacle of its agenda. The fact that former Soviet
bioweapons stockpiles were not the pivotal issue at the 2006 BWC Review
Conference is unimpeachable testimony to the attending diplomats’
irrelevance.

TWO ISSUES FOR REMOVAL

Two issues that have traditionally been considered as within the purview
of the BWC have never been satisfactorily addressed: How should policies
to advance the free exchange of bioscience be balanced with the BWC’s
nonproliferation imperative? and; Should there be established a global
authority structure directly in connection with the BWC? Failure to make
progress on these issues over the passage of years has propounded a sense
of diplomatic failure, all the more so because these issues carry important
implications. Indeed, those implications are so important that they should
be lifted out of the BWC to be pillars of the global governance architecture
that is discussed in Chapter 9.
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Protecting the Free Trade in Bioscience

The issue of incentives for developing States has inflamed BWC debates.
BWC Article X allows parties to participate freely in the exchange of bio-
science equipment, materials, and information for peaceful purposes.
Many developing States argue that developed States’ export restrictions
on biotechnology are therefore prohibited. The real controversy surrounds
the “Australia Group,” an alliance of thirty-nine developed nations plus the
European Commission to enforce common export controls for dangerous
items. Developing States claim it is a cartel for limiting access to lucrative
technology in violation of BWC Article X.65 Developed States, including the
United States, assert that the BWC’s prohibition against bioweapons pro-
liferation supersedes Article X’s weakly stated preference for bioscience’s
unrestricted spread. This debate has evolved into an arcane tussle over
treaty terminology and interpretation of little interest to anyone other than
the diplomats whose living depends on arguing about it.

The truly important controversy, discussed throughout much of this
book, is how to promote the global spread of bioscience and the free
trade in advancing biotechnology consistently with preventing the pro-
liferation of bioweapons capabilities. This is complicated. Much of Chap-
ter 9’s proposal for establishing oversight and assistance bodies in the
United Nations is devoted to addressing this issue. It suffices to say the
BWC – a treaty that is predominantly a set of normative commitments lack-
ing enforcement mechanisms – is altogether unsuited to make progress on
such multifaceted and nuanced matters. What should be clear is that Arti-
cle X is too simplistic to integrate the aspirations for free trade in bioscience
with the treaty’s basic purpose of prohibiting proliferation of bioweapons.
In fact, Article X actually requires no one to do anything; it is an empty
provision. Unquestionably, the global expansion of peaceful bioscience for
development is a fundamental pillar of the bioviolence prevention strat-
egy, but the BWC is ill-suited to sustain a development agenda that far
exceeds its scope or mandate.

A Global BWC Organization

An even more longstanding debate has centered on whether a BWC orga-
nization should be created. Certainly, a global authority structure for pre-
venting bioviolence is needed. The argument for building that structure
around the BWC is that both the treaty prohibiting proliferation of nuclear
weapons (the Nuclear Nonproliferation Treaty) and the treaty prohibiting
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proliferation of chemical weapons (the Chemical Weapons Convention)
have authority structures (respectively, the International Atomic Energy
Agency and the Organization for the Prohibition of Chemical Weapons).
But this argument ignores the countless reasons why threats of biovio-
lence are different than threats of nuclear or chemical weapons prolifer-
ation. The need for an authority structure for preventing bioviolence has
metastasized far beyond the BWC’s scope. More systemic United Nations
governance is needed as will be discussed in Chapter 9.

International investigative capabilities are necessary, but this is more
sensitive than the BWC can manage. The BWC requires consultations when
there are doubts about a State’s compliance and submission of a complaint
against a violator to the UN Security Council, but this nebulous process has
never been used. The only formal accusation of a BWC violation involved
a Cuban accusation that the United States attacked it with insects dropped
from an aircraft – a charge that is discounted by experts.66 Recently, senior
diplomats have hurled accusations of covert bioweapons programs, yet no
one has seen fit to use the BWC process to judge alleged perpetrators. These
allegations – mostly from American intelligence sources and diplomats –
should be investigated through a far more elaborate legal process that will
also be discussed in Chapter 9. Until that process is established, diplomatic
allegations about bioweapons proliferation are unresolvable.

In brief, effective nonproliferation is essential to bioviolence pre-
vention; strengthening the BWC is imperative. The thesis here is that
the BWC should focus on the three issues that nonproliferation mecha-
nisms can contribute to resolving: How should bioweapons be defined?
How should States build mutual confidence that they are not making
bioweapons? and How should dismantlement and destruction of weapons
stockpiles be verified? Issues concerning the free trade in bioscience and
concerning the establishment of a bioviolence prevention organization
deserve enormous attention as discussed shortly. Right now, the BWC is
in jeopardy that, in turn, jeopardizes nonproliferation efforts generally.
Selective progress can and should be pursued immediately.
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9 The Challenge of Global Governance

Throughout this book is a persistent plea to establish a global governance
architecture for preventing bioviolence – its absence induces policy iner-
tia. It is difficult to envision how prevention policies can advance without
some entity to make decisions, supervise their implementation, and mon-
itor compliance. Identifying who or what should undertake those respon-
sibilities is a crucial challenge for international law.

To make this challenge manageable, a useful admonition is that form
follows mission.

GOVERNANCE MISSION: THE GLOBAL COVENANT

Nearly one million children under the age of five died last month, mostly
in developing countries. Most of these deaths were due to malnutrition or
diseases that are readily preventable.1 Next month, another million chil-
dren will die. The month after . . . In some developing countries, average
life expectancy is sinking below forty years; in developed countries it is
rising above eighty.2

In contrast to these appalling statistics is the undeniable fact that pre-
venting bioviolence is expensive. States must enact new regulatory laws,
equip and train police, implement and enforce controls on pathogens
and laboratories, facilitate development of and access to vaccines, and
empower the domestic penal system to detect and prosecute behav-
ior designed to cause catastrophic harm. Large quantities of informa-
tion must be gathered and analyzed by trained officials. First responders
and public health networks need to be prepared. All these systems must
be linked to counterparts in other States and to relevant international
organizations. Arrays of secondary systems should be established, from
whistle-blowing and anticorruption mechanisms, to making biodefense

222
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capabilities translucent, to assigning diplomats to represent the State’s
interests in multilateral arenas.

From the perspective of many economically developing States, meet-
ing all these obligations presents herculean challenges that will strain
bureaucratic attention even if everything proceeds smoothly. If things get
muddled, the costs of enforcing compliance and ironing out disputes will
be substantial. Moreover, extensive regulations designed to deny access
to pathogens or critical equipment might forestall the anticipated bene-
fits of pharmaceutical development or basic bioresearch. For developing
nations’ policy makers trying to cope with malaria, AIDS, tuberculosis,
and other maladies, a legitimate question of priorities arises when devel-
oped nations propound dreadful bioviolence scenarios. Where mass pub-
lic health challenges are daily phenomena, the risks of terrorists using
pathogens have to be weighed against more tangible threats from nature.

Simply stated, it is illegitimate to discuss policies for preventing
human-inflicted disease without acknowledging the silent genocide 3 that
is responsible for so many deaths from natural disease. But neither is it
legitimate to view bioviolence threats as distractions from efforts to com-
bat natural disease and therefore to put off beneficial measures until those
afflictions are defeated. To do so would leave developing nations wholly
vulnerable to a deliberate attack. More generally, this view frustrates for-
ward movement even on limited and cost-effective initiatives that could
help build an international security framework for advancing science and
health.

The essence of the governance mission for bioviolence prevention,
therefore, is that preventing bioviolence must be a facet of a broad interna-
tional commitment to: 1) prevent the spread of disease (e.g., public health);
2) enhance protection against and cures for disease (e.g., vaccination and
drug therapies); 3) supervise the conduct of biological science and; 4)
criminalize unauthorized or improper use of pathogens. Once biovio-
lence prevention is seen in this larger context, and once the inherent and
unavoidable global character of disease challenges are appreciated, deci-
sions about how to allocate responsibilities and opportunities can be ratio-
nally considered. In this context, bioviolence prevention measures need
not siphon resources from other priorities but are instead critical cords in
the fabric of humanity’s pursuit of security and scientific development.

From this foundation should flow a policy commitment to the growth
of bioscience as a global public good, and policies to encourage its world-
wide spread deserve support. Bioscience’s advance is extremely impor-
tant to meeting many of humanity’s most essential needs, and it can be
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an accelerator for economic development.4 It has become an increasingly
important component in the United Nations’ development activities and,
by implication, intricately intertwined with international security.5 The
UN Millennium Project’s Task Force on Science, Technology, and Inno-
vation has identified emerging bioscience as a powerful tool in meet-
ing global challenges posed by food insecurity, industrial underdevel-
opment, environmental degradation, and disease. Bioscience provides
opportunities for training scientists, stimulates foreign investment, and
can be commercially profitable.6 Future synergies among nanotechnology,
biotechnology, information technology, and cognitive science offer mul-
tiplying opportunities. Accordingly, the United Nations General Assembly
has urged international bodies engaged in bioscience to work coopera-
tively and has called for an integrated framework to promote bioscience
development within the United Nations system.7 According to the Orga-
nization for Economic Cooperation and Development:

[B]ioscience has the potential to enable better outcomes for health, the

environment, and for industrial, agricultural, and energy production.

Innovative products and services with improved economic and environ-

mental performance will draw on renewable resources and biological pro-

cesses to meet the needs of society. If delivered successfully, they have the

potential to help decouple industrial growth from environmental degrada-

tion and deliver a more resilient, more biobased economy, less susceptible

to uncontrollable global events and less dependent on large-scale distri-

bution systems.

Life science research and biotechnology also promise more effective

and efficient products to help deliver better health, whether in devel-

oped or developing countries, that are based on a fuller understanding

of the human body and its ailments and diseases and of the interventions

required to deal with them. These products can deliver on two vital and

inextricably linked goals – improved health and more sustainable growth

and development.8

Yet, bioscience carries an inexorable potential for catastrophe. Respect
for policies to prevent that harm is a humanity-wide obligation. The com-
mitment to encourage the global spread of bioscience should be fused,
therefore, with an obligation to undertake bioscientific activities accord-
ing to standards that appreciate those activities’ unfortunate potential
for wreaking disaster. With opportunities and encouragement necessar-
ily comes responsibility – no matter how great the need, no one should
be able to obtain benefits by ignoring risks. As will be discussed, gaping
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disparities of resources and capacities are relevant to decisions as to how to
allocate burdens. Those disparities should not, however, be cited to excuse
disregard or even delay in implementing reasonable measures to prevent
malevolent use of pathogens.

The governance mission should thus be conceived as a global covenant.
All communities must strive to prevent bioviolence, and all communi-
ties must strive to promote bioscience as a fundamental pillar of human-
ity’s progress. Responsibilities should be common to all, even as the bur-
dens associated with those responsibilities are differentiated according to
wealth and capability – a well-recognized precept of international law in
general. From everyone according to their abilities; to all for the benefit
of all.

Accordingly, communities that embrace responsible bioviolence pre-
vention measures should receive support for developing bioscience.
Resources should flow to communities that manifest their compliance
with bioviolence prevention measures, thereby accelerating the global-
ization of responsible science that, among other virtues, is key to early
detection of bioviolence preparations. Willingness to abide by interna-
tional standards for securing pathogens and labs, strengthening police,
preparing for outbreak response, and nonproliferation should bring tan-
gible benefits. These benefits could include: assistance for universities and
centers of bioscience excellence; investment in indigenous biotechnology;
access to bioscience information networks; and expansion of capabilities
to produce vaccines and therapeutics for infectious diseases. These part-
nerships should be recognized by international development and funding
institutions including the World Bank and its regional counterparts.

If that undertaking cannot be sustained for lack of capacity, then assis-
tance should be forthcoming. If, however, a community disregards its obli-
gations or bypasses opportunities for assistance as needed, then that com-
munity necessarily signals its unjustifiable rejection of the global covenant
and should be denied access to those benefits.

The interwoven and sometimes competing considerations that have
been discussed throughout this book – the ubiquity and undetectability of
pathogens, the shared vulnerability of humanity to disease, and the global
interactivity of bioscience – all suggest that preventing bioviolence is a
shared human endeavor, demanding a shared human response through
shared institutions. Thus, the global covenant that is the governance mis-
sion decrees the commonality of the human species’ most basic and most
long-lasting struggle against lethal microbes and offers a new vision of
how to harmonize the advance of bioscience, development, and security.
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GOVERNANCE AGENCIES

The governance architecture must be global with legitimate authority that
is commensurate with the gravity of bioviolence threats. It should serve,
fundamentally, to coordinate disparate organizations and professional
disciplines. Bioviolence prevention is not the responsibility of only scien-
tists or only police. It is implausible, however, that scientists, law enforcers,
and other professional disciplines will reach across their different perspec-
tives by merely a spirit of solidarity.

In parallel, the governance architecture must enable worldwide coor-
dination of the State authorities and international organizations. It would
be simplistic to propose that all nations should come together in a spirit
of diplomatic harmony for advancing so many complex policies. Nations
have critical roles, but it is far-fetched to believe that much progress can
be made without a global body that designs goals and obligations, gathers
information, builds capacity, and enforces compliance. By the same logic,
to expect the more than thirty international organizations that have rele-
vant responsibilities, led by Interpol and the World Health Organization,
to seamlessly harmonize their standards and missions without explicit
direction is naive. Each of these organizations has a demarcated man-
date, and interweaving disparate bureaucracies with separate agendas
and sustaining coordination over time is not realistic. Looming over all
States and organizations is the larger question of who should address
the hardest cases – who should wield enforcement power if there are
actual suspicions of bioviolence preparations or, worse, a bioviolence
attack.

These two coordination roles – among professional communities and
among States and international organizations – are something of a double
helix. They wind around each other with virtually infinite linkages that
mutate over time. Ultimately, this is why policies for preventing bioviolence
are so complicated and have proceeded so unproductively.

It is proposed, therefore, that critical coordination responsibilities for
bioviolence prevention be executed by three new bodies within the United
Nations: 1) a Commission on Bioscience and Security (Commission); 2) a
Bioviolence Prevention Office (Office) within the United Nations Secre-
tariat; and 3) a Bioviolence Committee of the Security Council (Security
Council Committee).

The Commission should promote secure bioscience worldwide and
assist countries to use bioscience consistent with policies for preventing
bioviolence. It should be designed to stimulate bioscience development by
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incorporating security concerns into the fabric of scientific undertakings,
embodying the principle that science, development, and security can and
must be mutually reinforcing. Its primary responsibilities would be to pro-
mote and distribute knowledge and, along with the Office, build capacity
to fulfill obligations, especially in developing nations.

The Office within the UN Secretariat should be the fulcrum of coordina-
tion among the relevant parts of the United Nations system as well as other
international/regional organizations, professional networks, and expert
bodies. It should supervise long-term bioviolence prevention strategies,
yet it should have no power in and of itself. It will be the steering mech-
anism to coordinate many organizations that have specialized expertise
but that infrequently work together on their own initiative. Its primary
functions would be to harmonize rules from these organizations and to
gather and analyze data about compliance.

These cooperative functions must be separated from investigatory and
response activities concerning bioviolence preparation or attack. Situa-
tions that call for investigation or response arise rarely but carry dispro-
portionate significance for international peace and security. The Security
Council Committee, therefore, should pursue and investigate biothreats
and coordinate assistance following a bioviolence attack. It should not
advance programmatic agendas, but it should wield expertise and politi-
cal muscle in volatile situations. Its primary mission would be to enable
the Security Council to sustain global order in the face of a bioviolence
challenge.

Placing governance responsibilities in the United Nations is consis-
tent with its recent pronouncements. The United Nations High-level Panel
on Threats, Challenges and Change9 recommended a global strategy for
international peace and security based on: dissuading people from resort-
ing to terrorism and violence, denying capabilities to carry out attacks,
deterrence, developing capacity to defeat terrorism, and defending human
rights. The Panel recognized that disease, hunger, and environmental
degradation are inextricably linked to security. This recognition built upon
the eight United Nations Millennium Development Goals for eradicat-
ing poverty and hunger, combating disease, and ensuring environmental
sustainability.10 The eighth goal is to establish a global partnership for
achieving these objectives. Said then-Secretary General Annan, “What is
common to all of these elements is the indispensability of the rule of law,
nationally and internationally.”11

A cautionary comment must be offered. Creating new offices and com-
mittees within the United Nations will accomplish nothing absent political
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commitment and resources to carry out that commitment. Clearly, adding
to the United Nations bureaucracy will not, in and of itself, lessen global
biothreats.

This chapter makes the inverse argument: essential political commit-
ments and resources are far harder to mobilize if policy makers lack a
vision of how to usefully allocate them. Indeed, one part of the problem in
addressing bioviolence is that, while some policy makers appreciate the
threat and are willing to take action, they lack architecture for how policy
pieces might be synchronized. This chapter, therefore, does not prescribe
three United Nations bodies as the “solution” for preventing bioviolence,
but if there are committed leaders who agree that bioviolence prevention
is a challenge that must be met, it is useful to specify realistic plans for how
to put ideas and initiatives into operation.

The United Nations Commission on Bioscience
and Security (Commission )

The Commission should undertake the largest and most visibly active part
of bioviolence prevention. Standing at the junction of the global bioscience
community and States, it would assist developing countries to take advan-
tage of bioscience. It also would follow legal, scientific, and technical devel-
opments relating to bioscience and technology in order to advise States,
international organizations, and other United Nations offices. Its three
programmatic components would be to promote bioscience, to define
standards for the conduct of bioscience, and to increase national capacity
for developing bioscience.

Promote Bioscience Research
The Commission’s highest priorities would be to define strategies for cop-
ing with critical bioscience policy issues and to frame perspectives of key
constituencies. Accordingly, the Commission would be the world’s pri-
mary body responsible for upholding a right to bioscience development
and promoting its sustainable and peaceful uses. It would do so by stimu-
lating research and identifying promotional strategies and by arranging for
technical advisory services especially in States with emerging bioscience
sectors.

The Commission need not undertake primary research, but it could
usefully coordinate various UN institutes that do research on relevant con-
cerns such as economic planning and information management. It could
work, for example, with various United Nations research institutes that
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are deeply engaged in analyses of social development issues (the Research
Institute for Social Development), that contribute to international security
and disarmament initiatives (the Institute for Disarmament Research), and
that undertake genetic engineering training and research (the Institute for
Genetic Engineering and Biotechnology). The Commission would thereby
highlight the significance of some types of inquiries and help shape social
perception of new discoveries and applications. By distributing the prod-
ucts of research, it would help equalize global information asymmetries.
This process has a multiplier effect: disseminating knowledge stimulates
extensive interaction which catalyzes experimentation that evokes new
knowledge.

The Commission should configure channels for exchanging bioscience
knowledge. It should prepare and distribute reports on international bio-
science activities and on international law pertaining to bioscience. An
important implication here is that State and international officials who
need to understand critical matters of bioviolence prevention policy typi-
cally have other responsibilities in other issue arenas; they will inevitably
turn to internationally respected and neutral bioviolence experts when an
issue in this domain arises. The Commission plays a particularly strong
role here by credentialing “experts” to provide critical knowledge. Thus,
by structuring research priorities, the Commission, albeit drawing formal
authority from States and other organizations, could become the locus of
power within its issue purview.

A key quandary will be determining how nongovernmental sources
can contribute perspectives. There are strong virtues to encouraging such
contributions, but the Commission must be selective as well as inclusive;
input from irresponsible sources could impede the Commission’s mission.
Rules of procedure, therefore, should govern how expertise is admitted.
Equitable geographical representation, different trends of thought, and
varying degrees of development should all be taken in account. This should
be compatible with formal processes to encourage expert and public par-
ticipation that are a growing feature of international law. The Convention
on Access to Information, Public Participation in Decision Making and
Access to Justice in Environmental Affairs demonstrates how to usefully
enable public participation in the decision making processes of States and
of international organizations.12 An analogy here is to the World Health
Organization’s (WHO) “Regulations for Expert Advisory Panels and Com-
mittees” that limits how many experts may participate in discussions on
a given subject while obtaining relevant input from diverse branches of
knowledge and local experience.13
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To enable global communication of scientific and technical issues, the
Commission should supervise a Scientific and Technical Advisors’ Network
that has the following responsibilities:

� To review reports or agreements by other organizations on bio-
science and collate that information into an accessible database;
and,

� To act as a forum to bring together scientists and technical experts
in order to facilitate delivery of advice and assistance on how to
address scientific developments that may pose a risk.

Another important function of the Commission will be to establish a
Global Resource Center for Bioviolence Prevention that would be a library
of manuals, training materials, scholarly papers, and reports for States
and expert researchers. The Center could help distribute information and
materials worldwide and provide analyses of these documents for useful
application to new issues and controversies.

Define Standards for Bioscience
To the minimal extent that bioscience needs to be “governed” – for exam-
ple, developing standards for research having uniquely dangerous impli-
cations – the Commission should undertake relevant responsibilities. The
Commission should be the nucleus of bioscience policy formulation, pre-
scribing ways to promote sustainable bioscience development that incor-
porate policies to prevent bioviolence. In that context, it would work closely
with development institutions (e.g., the World Bank, UNESCO, UNDP, etc.)
to ensure that those institutions appropriately understand how their activ-
ities affect bioviolence prevention.

Thus, the Commission should define and prioritize tasks to be per-
formed by governments and other organizations. As the world’s princi-
pal disseminator of bioscience knowledge, the Commission would also be
responsible for restricting access to that knowledge. As discussed in Chap-
ter 6, there may be experiments that reveal capabilities so potentially lethal
that their circulation would need to be corralled, thereby superseding the
normal preference to consider information a public good. Because the
integration of information dissemination systems is global, the challenge
of controlling that dissemination befalls the global authority.14

For a body to limit access to knowledge, it will not only have to hold
that knowledge securely – it must also monitor communications and
other information distribution networks. Bioscientists and others might be
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troubled by the possibility that the Commission could restrict the dissem-
ination of information. As the pace of science accelerates, and as avenues
for disseminating knowledge multiply, there will be a growing need to
highly particularize the Commission’s authority so as to enable it to oper-
ate effectively without overstepping its mission’s boundaries.

Promote Capacity Building and Resource Mobilization
Bioviolence prevention requires States to devote scarce resources. There-
fore, international assistance should be provided to developing States that
lack capabilities. Gaping disparities of resources and lack of capacity to
undertake requisite measures should inform decisions as to how to allo-
cate burdens. But lack of capacity should not be cited to excuse disregard
or even delay compliance with reasonable international standards. Under
no conditions should emerging bioscience be promoted where biovio-
lence prevention is inadequate yet where assistance is neither sought nor
accepted.

“Capacity building” refers to gaining skills to foster modernization.15

The term sometimes is incorrectly used as a synonym for “technology
transfer” – that is, developing States could build capacity if they were
allowed access to modern technology. Increasingly, this view distorts the
role of technology in promoting development, especially at the frontiers
of science. Transferring biotechnology from developed nations to devel-
oping nations would not, in and of itself, build much capacity. Instead, it is
necessary to reach far into the scientific community, including enhancing
a research capacity for devising solutions for local diseases and conditions.
Notably, these efforts should coordinate with the international organiza-
tions that are already engaged in capacity building, including the Global
Environment Facility (GEF), the United Nations Environment Programme
(UNEP), the United Nations Development Programme (UNDP), the WTO,
and the World Bank.

The Commission need not be the actual provider of assistance. Instead,
it can coordinate training courses, workshops, and conferences on bio-
science applications; organize fellowships for bioscience specialists; and
raise awareness of bioscience’s potential contributions to sustainable
development. The Commission can work with the Office to address health
and natural resources management issues by encouraging institutional
coordination among government bodies, universities, research centers,
NGOs, and private companies. These efforts should weave networks
among national and regional expert institutions in order to define an
adaptable action plan for research support and to facilitate information
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exchange. Recipients of capacity building assistance should maintain con-
trol over strategies to create a productive institutional framework where
work programs can be clearly defined, information readily exchanged,
decisions efficiently taken, and officials held accountable. No less impor-
tant, these strategies must help police to interdict wrongful prepara-
tions.

A recent UN report emphasizes the linkage between receipt of bio-
science capacity-building assistance and a State’s implementation of basic
bioviolence prevention measures into their national law.

Bioterrorism, if not properly handled, could emerge as [a] barrier to tech-

nology transfer. Countries with advanced technology may be less willing to

provide the knowledge to countries whose capacity to manage and moni-

tor its use is weak. Therefore, countries must take deliberate steps to build

in-house capacity to manage and develop biotechnology. There will be

nothing more dangerous to world peace than having countries whose back-

yards could be used, without their knowledge due to a lack of monitoring

capacity, to manufacture deadly agents.16

Three components of capacity building deserve attention in con-
nection with bioviolence prevention policies. First, there must be a
knowledge base of scientists who can lead research initiatives, a techni-
cally trained support network, and well-equipped facilities to sufficiently
sustain research. To support national capacities for research and biotech-
nology applications, assistance could focus on establishing regional cen-
ters for bioscience education. Such centers of excellence could under-
take research thereby engaging scientific personnel, resources, and skilled
managers. Most bioscience clusters grow near university communities
where fundamental research occurs. Accordingly, nations that currently
have limited bioscience capabilities could use universities to pursue part-
nerships with external research centers in order to jointly produce inno-
vations and contribute to biotechnology development.17

The second component of capacity building is access to capital. Ripen-
ing a deeply entrenched science community requires sustainable invest-
ment. However, developing countries lack mature venture capital mar-
kets, and new bioscience is risky. The lack of funding for institutional,
infrastructure, and personnel development is the main barrier. Indicating
the need to overcome this barrier, the Commission on Macroeconomics
and Health has suggested that $1.5 billion should be allocated to existing
institutions for research and development on drugs, vaccines, and med-
ical intervention. It further recommended the establishment of a Global
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Health Research Fund to operate also with a $1.5 billion budget to support
scientific research and development.18

Last, it is critical to have strong legal and regulatory institutions to
enhance markets by protecting property rights, impartially enforcing con-
tracts, and fostering competition through antitrust enforcement. Political
institutions – especially in developing countries – are fragile, and if these
countries lack a strong rule-of-law foundation, then there is an increased
risk of corruption.19 Designing accountability and transparency mecha-
nisms and building effective checks and balances to guard against corrup-
tion is crucial for markets to smoothly function.

The Bioviolence Prevention Office (Office)

Bioviolence prevention’s many domains – health, law enforcement, sci-
ence, development, trade, etc., each with its own bureaucratic supervi-
sor – testify to the need for coordination of many activities and actors. The
Office could help States develop their own legal and scientific infrastruc-
tures to implement regulatory standards. It could also serve as an essential
administrative tool by providing necessary secretariat services to States
and to other UN bodies dealing with bioviolence prevention issues. The
Office would organize global efforts to prevent bioviolence under a uni-
fied work plan and reorient the work of various programs by establishing
broad priorities, assessing progress of prevention policies, and making
recommendations to relevant organizations.

These primary missions of the Office suggest powers that could readily
be overstepped, even abused. This is why the Office should have no de jure
authority. Its design must carefully traverse a tightrope, being neither an
unaccountable decision maker citing biothreats to justify exercise of gov-
ernmental power, nor an irrelevant closet full of datasheets and ignored
manifestos on the other side. This is also why the Office should be sepa-
rate from the Commission and why potentially sensitive responsibilities
should be in its domain. Whereas the composition of committees in the
United Nations is controlled by the States, the Secretary General appoints
the staff of an office. Being removed from the political influences of States
means that the Office would be a legally independent component of the
United Nations as a whole that does not serve any particular State interest.

The Office should not displace or supersede what a few dozen interna-
tional organizations and countless professional associations are already
accomplishing to reduce biothreats. Its role should be to harmonize biovi-
olence prevention policies by organizing and filling in the blanks of this
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jumbled mélange. Indeed, by harmonizing the activities of other pro-
grams, the Office would observe a trend within the United Nations sys-
tem to enhance existing programs’ efficacy rather than to replace those
programs with new bureaucratic structures. Programs such as the Joint
United Nations Program on AIDS/HIV (UNAIDS – recommends priorities
to organizations with AIDS-prevention responsibilities)20 and the United
Nations Development Group (UNDG – helps countries reach the Millen-
nium Development Goals)21 have productively coordinated organizations
in their respective fields to tackle major global issues.

The Office would have two critical missions that require precise delin-
eation lest the parameters of bioviolence prevention policy be exceeded:
1) information gathering and analysis, and 2) harmonization of and com-
pliance with international standards.

Information Gathering and Analysis
A bedrock of the entire bioviolence prevention strategy is the need to gather
enough information to know the location of pathogens and laboratories,
the international traffic in relevant items, and States’ internal oversight
and monitoring mechanisms. All this information must be effectively cor-
related with information about criminal and terrorist networks. Accord-
ingly, the Office could augment law enforcement interdiction and interna-
tional compliance assessments by establishing criteria for uniform data
sets, core informational requirements, and timely monitoring and report-
ing mechanisms.

The Office must do more than passively receive data; it should develop
mechanisms to integrate and analyze data from diverse sources. This func-
tion could suggest establishing independent collection capabilities. How-
ever, a quandary here is how much the Office should make use of modern
surveillance technology to gather its own sources of data – a capability
that might raise concerns about the Office having unsupervised surveil-
lance powers. The Office’s information gathering and analysis responsi-
bilities should, therefore, be limited and certainly not be confused with
treaty verification. It should gather and analyze three distinct types of
information:

1. Information about standards that are set by specialized organiza-
tions and associations. The Office should determine if policies com-
ing from all these diverse sources are consistent and should address
discrepancies or gaps.
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2. Information that might suggest potential threats. Chapter 5 dis-
cussed the importance of detecting anomalous situations that call
for further inquiry. In brief, the Office should be where information
to enable such detection is amassed and analyzed.

3. Information about emerging issue arenas that will call for new
policies. Chapter 6 discussed why bioscience’s radical acceleration
poses altogether unique difficulties for designing legal measures to
reduce risks. The Office’s responsibility in this context would be to
track and even predict tomorrow’s trends.

A useful analogy here is the information gathering capabilities of the
Office for Outer Space Affairs (OOSA). Its International Space Information
Service (ISIS) houses various directories, documents, and the Register of
Objects Launched into Outer Space that tracks which States launch satel-
lites, each satellite’s general function, and its orbital parameters. The ISIS
can track both objects registered with the UN and others by obtaining
additional information from external sources.22 Analogously, the Office
should maintain a register that can be updated to keep track of dangerous
pathogens and their intended purpose. This register can be supplemented
with information from the World Federation for Culture Collections and
other national culture collection agencies, various transportation moni-
toring agencies, and law enforcement bodies.

As the repository of information, it is important that the Office respect
privacy and proprietary interests. The risk of revealing valuable or sen-
sitive information could engender resistance from persons who must
provide it. For example, access to health records and monitoring of the
internet might help the Office fulfill its responsibilities but at a price
that scientists and perhaps the general public find unacceptable. These
quandaries call for formulation of nuanced policies that are carefully
honed to be consistent with the Office’s pivotal yet limited role. It could
learn lessons from multilateral initiatives to control nuclear and chemical
weapons proliferation that have developed intricate confidentiality mech-
anisms. Most experts agree that these mechanisms satisfy both the need
for information and the imperative to keep that information out of public
view.23

Impelling Implementation
As the harmonizer of various organizations’ standards concerning biovio-
lence prevention, the Office’s most sensitive role would be to impel States to
properly implement and comply with these standards. The Office will not
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have any power over States, but there are subtle methods to impel States to
adhere to progressive international standards. The Office’s responsibility,
in this context, would be to help States observe common standards and to
design realistic analyses for assessing compliance.

The Office’s staff should comprise legal and scientific experts tasked
with guiding sound policy decisions and working within the frameworks
of existing organizations to harmonize common standards. Although the
Office will not be authorized to adopt rules, it could leverage its expertise
and networks to persuade key players who do have authority to implement
particular standards that the Office has helped to shape. Through this pro-
cess, the Office could accelerate coordination of international bioviolence
rules.

The Office’s extensive network of contacts could open opportunities for
experts to provide input when proposals are drafted. Today, there are dis-
connects among many expert bodies who mutually disregard each other’s
objectives; these disconnects handicap effective bioviolence prevention
policies. The Office should, therefore, establish processes that facilitate
transinstitutional communication and that solicit insight about emerging
concerns. According to one expert, “[G]iving all who have relevant infor-
mation and positions a chance to advance their ideas in the policy-making
process helps to bring expertise to bear, test the prevailing wisdom, and
ensure neutrality within the decision-making framework.”24

Moreover, the Office should assist a web of local, national, and inter-
national actors to develop appropriate bioviolence laws and practices.
Through quiet diplomacy exercised by an experienced core of experts, the
Office could explain to States why accession to widely accepted rules is in
their best interest; this is akin to how the International Union for the Con-
servation of Nature and Natural Resources (IUCN) operates in the field of
international environmental protection.25 The Office should keep abreast
of recent developments and upcoming activities so that it can help apprise
organizations of the implications of bioviolence considerations for their
decisions. By working with nations, the Office could also provide fact find-
ing and investigatory support such as special rapporteurs for documenting
violations of international obligations.

Global financial institutions could play an important role in impelling
bioviolence prevention, and the Office should be capable of working with
these institutions. The World Bank and regional development banks give
substantial funding support to health-related projects including programs
to build public health infrastructure. These funders can supervise how the
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BOX 9-1. CAPACITY BUILDING UNDER THE CARTAGENA PROTOCOL

ON BIOSAFETY

A useful analogy is capacity building to implement the Cartagena Protocol on Bio-
safety. Biosafety capabilities should be enhanced by establishing a roster of experts,
reviewing appropriate capacity-building activities, identifying mechanisms of multi-
lateral cooperation, engaging the private sector, defining the Secretariat’s role, and
assessing financial resources. All this should be devoted to:

� Risk assessment and management with regard to living modified organisms
� Institution building including funding laboratories/equipment and developing reg-

ulatory frameworks
� Scientific, technical, and institutional collaboration including mechanisms to share

experiences and provide access to information on opportunities for collaboration
� Human resources development including training in scientific skills and regulatory

processes
� Identification of living modified organisms
� Raising awareness and participation by enabling seminars and access to commu-

nication networks
� Data management through participation in the Biosafety Clearinghouse.

borrower implements relevant standards. For example, the World Bank
promotes international regulations on biosafety in developing countries.
It has helped Columbia and India implement biosafety frameworks in
connection with their agricultural sectors and natural resources man-
agement. This project, known as the Capacity Building for Implementa-
tion of the Cartagena Protocol (see Box 9–1), has inspired a multi-country
approach for biosafety implementation by the World Bank in West Africa
and Latin America. The World Bank, already engaged in policies con-
cerned with biosafety, has recognized its role in implementing relevant
treaty obligations:

The World Bank’s role is to assist countries build their capacity to meet

treaty obligations by implementing necessary measures for minimizing

possible environmental and health risks from the transfer, handling, use,

or release of GMOs. . . . It is therefore crucial that assistance continues to

concentrate on building the capacity and knowledge base of all relevant

stakeholders in order to permit countries to make informed choices on how

to assess and manage both the potential risks and the benefits associated

with the use of modern biotechnology.26
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United Nations Bioviolence Committee (Security Council
Committee )

The Security Council Committee would be a subsidiary body of the Security
Council, serving to: 1) pursue and investigate suspicious activity related to
bioviolence; 2) respond to Security Council resolutions and other instruc-
tions concerning biothreats; and 3) assist in mitigating the effects of a
bioattack. Attaching the Committee to the Security Council is explicitly
both an empowerment and a constriction. It would draw its power from the
Security Council’s legitimacy, yet it would not deal with concerns that the
Commission or Office could address. The Committee would operate only
in extreme circumstances when States are suspected of being in material
breach of their bioviolence prevention obligations or in the grave instance
of a State-sponsored, terrorist, or criminal bioattack.

The alternative of investing the Commission or the Office with these
responsibilities would entail combining functions that should not mix
and would weaken each body’s respective cooperative functions. When
enforcement action is required, however, cooperation will be a secondary
priority. The principal objective will be to determine if a threat exists and,
if so, to erase it.

Institutionalizing investigative functions in connection with the Secu-
rity Council has important virtues. First would be to internationalize
some intelligence gathering functions. An information gathering capac-
ity linked to the Security Council could use information gathered from
national intelligence agencies along with other data to compile a system-
atic threat assessment. Second, the Committee’s determinations would
carry the Security Council’s legitimacy. According to the U.S. Institute of
Peace, “In certain instances a decision by the United Nations, including
the legally binding decisions of the Security Council under Chapter VII,
may be more acceptable to other governments than pressure from any
single nation or group of nations.”27

There has long been discussion about vesting the UN Secretary-
General with monitoring and investigative capabilities. Notably, this dis-
cussion has focused on the need for action against “alleged violations
of the 1925 Geneva Protocol (banning the use of biological and chem-
ical weapons) or of the Biological Weapons Convention (BWC).”28 The
Secretary-General’s power, however, is limited by the United Nations
Charter. The Secretariat may act in an investigatory capacity only when
“entrusted” by the Security Council (Article 98), although the Secretary-
General may “bring to the attention of the Security Council any matter
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which in his opinion may threaten the maintenance of international peace
and security” (Article 99).

The Charter confers on the Security Council the “primary responsibil-
ity for the maintenance of international peace and security” (Article 24).
Only the Security Council has legitimate authority to ensure that prompt
and effective action is taken when needed and to “investigate any dispute,
or any situation which might lead to international friction or give rise to a
dispute . . . likely to endanger the maintenance of international peace and
security” (Article 34).29 Moreover, only the Security Council is authorized
to “call upon the parties concerned to comply with such provisional mea-
sures as it deems necessary or desirable” (Article 40) and to decide what
measures are to be employed to give effect to its decisions. To that end,
the Charter explicitly confers to it the authority to “establish such sub-
sidiary organs as it deems necessary for the performance of its functions”
(Article 29).

Predecessors
United Nations inspectors’ experience investigating alleged WMD pro-
grams offers important lessons. After the first Gulf War in 1991, the Security
Council established the United Nations Special Commission (UNSCOM)
to verify Iraq’s compliance with its disarmament obligations by inspecting
Iraq’s biological, chemical, and missile capabilities. UNSCOM pursued this
mandate using information gathered from documents, interviews with
officials, on-site inspections, and sampling and forensic investigations.30

These investigations are credited for impeding Iraq’s reconstruction of its
biological weapons program.31

In late 1999, Security Council Resolution 1284 established the United
Nations Monitoring, Verification and Inspection Commission (UNMOVIC)
to replace UNSCOM. Unlike UNSCOM inspectors who were selected by
States, UNMOVIC inspectors were international civil servants recruited
from a broad geographical base and from international arms control orga-
nizations. They worked directly in accordance with the United Nations
rules on impartiality and professionalism. Moreover, UNMOVIC was
equipped with more powerful tools and broader authority. It could des-
ignate sites for on-site inspections, conduct interviews with Iraqi offi-
cials, analyze documents, and conduct sampling and aerial surveillance
of designated areas.32 Notably, UNMOVIC continued to exist until 2007,
nearly four years after the withdrawal of inspectors from Iraq. In those
years, UNMOVIC assumed an active epistemic role, hosting seminars and
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training sessions, attending workshops and participating in conference
discussions.

In addition to these inspection bodies, Security Council Resolution
1540 (discussed in Chapter 5) established a Committee to report on how
States are adopting and enforcing laws to prohibit WMD proliferation
to non-State actors. Although the Committee was initially mandated to
endure for “a period of no longer than two years,” Security Council Reso-
lution 1673, adopted in April 2006, extended its mandate for an additional
two years, commanding it to “intensify its efforts” for implementation
and to explore “the availability of programmes which might facilitate the
implementation of Resolution 1540.” Yet, the 1540 Committee is not an
investigatory body, and its focus on all WMD means that it would be ill-
suited to undertake the responsibilities of the proposed Security Council
Committee.

A New Inspectorate
This book has attempted to highlight why preventing bioviolence is more
complex than other challenges facing the international community, even
more than preventing other types of WMD violence. Thus, while both
UNMOVIC and the 1540 Committee provide important lessons, in their
respective incarnations neither is a substitute for the proposed Committee.

There have been suggestions that UNMOVIC become a permanent
investigatory arm of the Security Council so that its knowledge and experi-
ence could continue to address concerns about noncompliance with inter-
national nonproliferation obligations.33 A report entitled American Inter-
ests and UN Reform recommends that the Security Council “consider the
creation of a permanent nonproliferation inspectorate using UNMOVIC’s
standing expertise in chemical and biological weapons and missile sys-
tems.” UNMOVIC “could be converted into a body able to launch veri-
fication and inspection operations on short notice when directed by the
council or UN Secretariat.”34 Another suggestion from Hans Blix is that a
“small standing group under the Security Council would be very useful”:

It would not be an intelligence body. There is plenty of stuff in open sources.

However, it would be as objective as you can be. It would thus be of interest

for Great Powers to check how their intelligence compares and it could

help the [nonpermanent ten], who mostly do not have a great deal of infor-

mation of their own. In addition, it would have a roster of inspectors and

could ‘surge’ quickly, if needed.35
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Whether as a new body or as a transformation of an existing body, the
Committee’s role would be to monitor, verify, investigate, and ensure com-
pliance with international measures for preventing bioviolence. It would
report directly to the Security Council and issue recommendations as nec-
essary. Because the Security Council Committee is to act only in extreme
circumstances, it would not have carte blanche authority to investigate any
State it chooses but would act only upon the Security Council’s specific
instructions to investigate activity deemed to threaten international secu-
rity. The Committee must have capacity, expert personnel, and authority
to make country visits if there are suspicions that bioviolence prevention
obligations are being violated. Whether State consent is a prerequisite for
any particular visit is for the Security Council to decide.

Notably, the Committee would both provide information to the Secu-
rity Council about possible bioviolence concerns and receive instructions
from the Security Council that derive from intelligence gathered from
States. The Committee should develop tools to keep information that is pro-
vided to it confidential even as it holds consultations and briefings for inter-
ested States and other relevant international actors. Once a bioviolence
attack happens, the Committee should devote its expertise to helping States
and international organizations mitigate harm, limit the spread of disease,
and apprehend perpetrators. With regard to a severe attack having global
ramifications, the Committee can, at the Security Council’s discretion,
coordinate response activities of relevant international organizations such
as the WHO and Interpol as well as the law enforcement and health care
communities of national governments to ensure prompt and effective
response.

A Final Note on Governance

During preparation of this chapter, various experts offered alternative for-
mulations for the governance structure, for example that there should
be only two bodies with a combined Commission-Office and a separate
Committee; or there should be a single body with three subsidiary offices.
It may be readily acknowledged that, within the UN’s intricate structure,
there might well be different ways to arrange relevant responsibilities. What
is important is that the priority of global governance is recognized, that
the primacy of the UN as the venue of that governance is accepted, and
that the multiple security-science-development challenges in preventing
bioviolence are pursued in harmony.
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Conclusion

Advancing bioscience offers a future of endless possibilities – a consum-
mation devoutly to be wished. But it also affords emerging methods of
devastation that are ever harder to control. Today, a few undeterrable peo-
ple could use pathogens to inflict massive damage, and there are many
reasons to believe that someone will try. These people could be anywhere
on Earth.

Here may be seen the future of challenges to international peace and
security at the beginning of the third millennium: scientific progress inter-
twined with malevolent threats that have consequences for all humanity.
Across scientific disciplines, progressing capabilities – initially for man-
aging and communicating information, now for medicine, and soon for
industrial applications (nanotechnology) – improve our lives and yet carry,
inextricably, escalating risks to humanity. These growing threats do not
argue for braking scientific progress, but they undercut notions that new
threats can be effectively addressed with yesterday’s policies.

Our era is witnessing a scientific revolution which calls for a revo-
lution in how we conceive of security. Historically, scientific revolutions
that have prompted critical changes in the means and methods of execut-
ing violence have stimulated new security paradigms, but too often these
paradigms were appreciated only when their obsolete predecessors had
painfully failed. With regard to bioviolence, the consequences of learning
through horrible experience are unacceptable.

This book has discussed approximately three dozen bioviolence pre-
vention measures that could reduce risks of that unacceptable experience.
There are common cords running through these recommendations that
might be conveniently designated as three “I’s”: information, integration,
and international.

242
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Every prevention measure requires better information. It is too easy
for bio-offenders to hide and too hard to identify or interdict their activi-
ties. Comparable gaps of information would be intolerable in the nuclear
sciences or in other domains that pose high risks, and they should not be
tolerated in bioscience. These information gaps are especially striking in
view of the extraordinary progress of information technology that could
enable effective detection capabilities.

The challenges of gathering information deserve substantial thought
and attention. Collecting information can transgress personal and insti-
tutional privacy. Analyzing information can generate conclusions that are
perhaps corrupted by political perspective or that are just wrong. Shar-
ing information can leak critical capabilities to the people who should be
stopped. For these and other reasons, implementing mechanisms for gath-
ering information without carefully designed safeguards could be counter-
productive. Indeed, every measure discussed in this book carries poten-
tial for intrusion into scientific freedom or personal privacy; any measure
could consume vast and unwarranted resources.

An intemperate approach to bioviolence prevention that disregards the
negative ramifications of information gathering and analysis would be ill-
advised; discretion is certainly a virtue deserving respect. Yet, it would be
extremely imprudent to wait until bioviolence occurs and then respond as
if the dangers could not have been anticipated. Indeed, a very real concern
throughout this book is that, if there ever is a bioviolence catastrophe,
discretion will be an early victim. Too late to devise reasonable prevention
policies, there will likely be a clamor for ill-considered reactions that drown
out wiser counsel for nuanced approaches. This is why it is vital to establish
the foundations for progressive policies now, before an attack.

The second “I” is integration. Each of this book’s recommendations
offers potential benefits, but none will accomplish much by itself. Each
measure, if viewed in isolation, has substantial limitations and can be
sidestepped by someone who is sufficiently motivated to commit biovio-
lence. Policies must, therefore, be integrative; each measure gains strength
from pursuit of all the others. It is a challenge, however, to knit a compre-
hensive and interwoven policy fabric with threads from three dozen skeins.

Fortunately, across a broad range of technical issues, we know how
to augment safety from bioviolence. Virtually every proposed measure is
well understood and doable; there is some organization, expert, or gov-
ernment agency that is vigorously trying to do something positive. These
activities are certainly making a beneficial contribution – albeit less advan-
tageously than if part of a larger tapestry. We know less, however, about how
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to integrate technical knowledge and experience into a global system that
can keep pace with the advance of science and its accompanying perils.
The conundrum is how to arrange disaggregated expertise and energy and
how to align a critical mass of constituencies so that bioviolence preven-
tion initiatives are mutually reinforcing. Thus, the issue is not why doesn’t
somebody do something as much as how can we effectively create synergies
among what a lot of people are already doing. How can activity be organized
into strategy?

Most needed today are not so much definitive answers to discrete prob-
lems but rather parameters that help decision makers create and imple-
ment multiple policies over time. Today’s leaders, lacking clear experi-
ence and hearing fractured proposals to take action, have been dissuaded
from moving forward by a pervasive ambiguity about how policy pieces
fit together. Rather than stumble counterproductively among hidden pit-
falls of ill-considered policies, it may have seemed safer to wait and react
instead of focusing on prevention. This book has sought, therefore, to clar-
ify how potentially beneficial initiatives might be more comprehensively
embraced.

There is another context for highlighting integration – bioviolence pre-
vention policies must be integrated with other important policy agendas.
Indeed, the important implications of bioviolence – for international secu-
rity, for the future of science, and for combating pandemic disease – call
for appreciating bioviolence prevention as one agenda priority among oth-
ers. Just as the many measures discussed in this book gain strength from
mutual integration, the pursuit of bioviolence prevention gains strength
from integration with other global priorities including the advance of bio-
science and health.

The fact that various bioviolence prevention measures should be inte-
grated with each other as well as with separate policy agendas is not a
justification for moving slowly. At some point, the lack of policy initiative
must be viewed more harshly. As dangers mount, the inescapable conclu-
sion must be that a lack of political commitment to advance prevention
policies is testimony to our leaders’ feeble unwillingness to face the major
threats that confront our era. Bluntly offered, this situation must not long
continue.

The third and most important “I” is international. For centuries,
destructive power was primarily an attribute of States. Although State con-
flict certainly posed security nightmares, at least there was a clear idea
of the enemy’s identity. Borders separated friend from foe and defined
imminent threats. Advancing science, however, has eviscerated the
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nation-State’s monopoly of destructive force, and national borders are
decreasingly relevant to the pursuit of security. Globalization is dissemi-
nating productive and destructive capabilities around the world.

Bioscience is promoting and benefiting from globalization. In an even
more profound sense, bioscience is the palpable manifestation of our
common genome and our shared existence. Our era’s increasing agility
in manipulating the genetic tools of life opens potential for improving the
human condition as well as for inflicting horror. Bioviolence is, accordingly,
tightening the fabric of humanity with irreversible implications about what
can threaten all of us; the very life force that connects us all simultaneously
imperils us all.

Human existence, of course, has always been a struggle against disease,
but the introduction of human knowledge and intention on the side of
disease is threatening to reconfigure this struggle. It’s us against them in
the eternal war between humans and microbes; the prospect of traitors
tipping the balance demonstrates that the rest of us are in this together. We
will be more secure if we can get better organized to pursue our common
objectives. Ultimately, therefore, the pathways for bioviolence prevention
demand governance structures and processes for all humanity.

This need for a new humanity-governance evokes this book’s intended
thesis: the imperative of security from bioviolence is fundamentally trans-
formative of international law. The predominant view of international law
has long been that sovereign States define the law’s content through their
treaties or customary practices; international law is the law of nations. A
weaker, alternative view is that international law is a set of organizing prin-
ciples embodying a categorical imperative to advance humanity’s survival
and progress. The difference between these two perspectives has to do
with States: for proponents of the law of nations, States are the fundamen-
tal units of human organization; for proponents of the law of humanity,
States can be useful mechanisms for establishing order amid evolving yet
still anarchic conditions, but their parochial interests are not the law’s
primary concern. Unquestionably, the first view has dominated political
affairs and scholarly thought for centuries.

Looking to the future of bioviolence and the mechanisms of its pre-
vention is to open visions of an evolving paradigm of international law
where the imperative of advancing the human community must be ascen-
dant. In the same sense that fortressed cities became obsolete when
the security they offered became a mirage, today’s security challenges
erode the illusion that separate sovereign States can keep us safe from
impending catastrophe. Bioviolence is not the only challenge that calls for
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worldwide collaborative action, but perhaps it most graphically crystal-
lizes the shortcomings of our inherited allegiance to divisive concepts of
State sovereignty. Humanity is now compelled to turn to a broader con-
ception of international law so that arrays of policies and initiatives can be
effectively focused. This is not a preference or a choice; it is the inherent
implication of scientific progress.

The need to prevent bioviolence has emerged from the confluence of
radically accelerating progress in bioscience along with the post-2001 pre-
eminence of non-State violence atop the world’s strategic agenda. Prevent-
ing bioviolence is increasingly too complicated for two hundred squab-
bling sovereigns to accomplish, and the consequences of getting it wrong
are too dire for us to long tolerate their imprudence. Thus, bioviolence
prevention portends a new chapter in the human species’ most basic and
most long-lasting struggle against lethal microbes and offers a new vision
of how to globally organize strategic security under law. As this is a strug-
gle we must win, international legal pursuit of prevention policies is a
paramount priority.
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(1998).

Steinberg, Paul F., Understanding Policy Change in Developing Countries: The
Spheres of Influence Framework, Global Environmental Politics (February
2003).

Stephan, Paul B., Symposium – Institutions for International Economic Integration:
Accountability and International Lawmaking: Rules, Rents, and Legitimacy, 17
NW J. Int’l L. & Bus. 681 (Winter 1996/Spring 1997).

Stone, Christopher D., Common but Differentiated Responsibilities in International
Law, 98 A.J.I.L. 276 (April 2004).

Stroud, Alice, A Review of the Role of the CITES Secretariat in the Implementation of
the Non-Detriment Funding Requirement, 30 Wm. & Mary Envt’l. L. & Pol’y Rev.
661 (Spring 2006).

Swepston, Lee, Human Rights Law and Freedom of Association: Development
Through ILO Supervision, International Labour Review, Vol. 137, No. 2
(1998).

Swope, Christopher, The Biotech Bet, Governing Magazine (March 1999).
Sylvan, J. C., The Millennium Development Goals and HIV/AIDS, Sustainable

Development Law & Policy (Fall 2005).
Tan, David, Towards a New Regime for the Protection of Outer Space as the “Province

of All Mankind,” 25 Yale J. Int’l L. 145 (Winter 2000).
Tannenwald, Nina, Law versus Power on the High Frontier: The Case for a Rule-Based

Regime for Outer Space, 29 Yale J. Int’l L. 363 (Summer 2004).
Tarullo, Daniel K., The Limits of Institutional Design: Implementing the OECD Anti-

Bribery Convention, 44 Va. J. Int’l L. 665 (Spring 2004).
Taylor, Allyn L., Governing the Globalization of Public Health, 32 J.L. Med. & Ethics

500 (Fall 2004).
The Biotechnology Promise: Capacity-building for Participation of Developing

Countries in the Bioeconomy, United Nations Conference on Trade and Devel-
opment, UNCTAD/ITE/IPC/2004/2 (2004).

The Fundamental Role of Science and Technology in International
Development: An Imperative for the U.S. Agency for International Devel-
opment, National Academies Press (2006).

The World Bank and Biosafety: Questions and Answers, The World Bank, available
at http://web.worldbank.org/WBSITE/EXTERNAL/TOPICS/ENVIRONMENT/



P1: KNP
0521883252bib1 CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 19:47

354 BIBLIOGRAPHY

EXTBIODIVERSITY/0,,contentMDK:21009141∼menuPK:2794906∼pagePK:2100
58∼piPK:210062∼theSitePK:400953,00.html.

Theisen, Christine, & Stacye Bruckbauer, Defining Global Health: Who Is Responsi-
ble for the World’s Burden of Disease?, Journal of the National Cancer Institute
(November 5, 2003).

Tucker, Jonathan B., Updating the International Health Regulations, Biosecurity
and Bioterrorism: Biodefense Strategy, Practice, and Science, Vol. 3, No. 4
(2005).

Twenty-first Quarterly Report of the Activities of UNMOVIC (May 27, 2005).
United Nations Millennium Declaration (also known as the “United Nations Mil-

lennium Development Goals”), Resolution adopted by the General Assembly, UN
Doc. A/RES/55/2 (September 18, 2000).

Uniting Against Terrorism: Recommendations for a Global Counter-Terrorism
Strategy, Report of the Secretary-General, UN Doc. A/60/825 (April 27,
2006).

Using Outer Space for Peaceful Purposes, M2 Presswire, (October 18, 2005).
Van Lear, Alison, Loud Talk about a Quiet Issue: The International Atomic Energy

Agency’s Struggle to Maintain the Confidentiality of Information Gained in
Nuclear Facility, Inspections, 28 Ga. J. Int’l & Comp. L. 349 (2000).

Varmus, H. et al., Grand Challenges in Global Health; Public Health, Science (Octo-
ber 17, 2003).

Wagner, Cynthia G., Partners for Progress: Creating Global Strategies for Humanity’s
Future, Futurist (November 1, 2006).

Wallach, Lori M., Symposium: Globalization and Sovereignty: Accountable Gover-
nance in the Era of Globalization: The WTO, NAFTA, and International Harmo-
nization of Standards, 50 Kan. L. Rev. 823 (May 2002).

Walser, Bryan L., Shared Technical Decision-making and the Disaggregation of
Sovereignty: International Regulatory Police, Expert Communities, and the Multi-
national Pharmaceutical Industry, 72 Tul. L. Rev. 1597 (May 1998).

Whitman, Jim, Disseminative Systems and Global Governance, Global Gover-
nance, Vol. 11, No. 1 (January 1, 2005).

Whitman, Jim, Human Systems and Global Governance, Systems Research and
Behavioral Science (July 1, 2005).

Wong, Jacky, Database Centre for Life Sciences, South China Morning Post (Hong
Kong) (March 5, 1998).

Yamin, Alicia Ely, Not Just a Tragedy: Access to Medications as a Right Under Inter-
national Law, 21 B.U. Int’l L.J. 325 (Fall 2003).



P1: KNP
0521883252ind CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 18:41

Index

Africa, 31, 156, 158, 237
agro-violence

availability and feasibility, 41–42
crop diseases, 43–44
economic devastation, 40–41
International Plant Protection

Convention, 44
livestock diseases, 42–43

airports, 17, 164, 165, 168, 189
Al Qaeda

acquisition of bioagents, expertise,
77–79

bioviolence preparations, plots,
78–80

Encyclopedia of Jihad, 72
legality of bioviolence, 74–77
motivation for bioviolence, 73–78
principle of reciprocity, 75

American Medical Association, 141
American Type Culture Collection

(ATCC), 62, 82
Animal Health Organization (OIE), 41, 44,

110, 113
anthrax

2001 attacks, 14, 34, 94, 108, 150, 157,
176

Al Qaeda interest in, 77–80
Aum Shinrikyo interest in, 81
availability, 34–35
characteristics and symptoms, 22,

33–34
dissemination methods, 12, 33–38
extremist group interest in, 82

historical use and development as a
bioweapon, 56, 57–58, 60–63, 64, 69,
70

modification of, 49, 63, 69, 133, 134
Sverdlovsk accident, 60
vaccine, 34–35, 94, 150, 151, 155, 176,

179
weaponization challenges, 35–36

arms control, 65, 69, 70, 93, 194, 234, 239

biochemical weapons, 200
biodefense

classification issues, 143, 209–211
funding, 150
overview, 207–209
projects of concern, 211–213
strengthening confidence, 194, 213–215
vaccine development, 154

Biological Weapons Convention
Article I – general purpose criterion,

196–197
Article IV – national legislation

requirement, 117, 125
Article X – protection of biotechnology

exchange, 220
compliance and verification, 125, 205
condemned agents, 110
confidence building measures, 206
defining biological weapons, 193,

195–196
governance structure and the lack

thereof, 98, 125, 205, 220–221
Implementation Support Unit, 193

355



P1: KNP
0521883252ind CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 18:41

356 INDEX

Biological Weapons Convention (cont.)
nonlethal bioagents, 197–198
nonproliferation, 98
normative prohibition of biological

weapons, 192
ratification of, 59, 65, 71
Review Conferences, 125, 192–195
strengthening the BWC, 125, 194

bio-offender, defined, 6
bioregulators and inhibitors, 52–53
biosafety, 113, 114, 125, 237
bioscience

anxieties, 105–108
bioscience defined, 1
bioscience paradox, 92, 132, 134, 135
bioviolence risks, 19, 20
codes of conduct, ethics, 88, 114,

139–142, 195, 228
constraining development, 136–139
criminal bioscience, 103, 105, 109, 142,

143
dangerous research, 18, 140, 144
disease construction, 51–52
dual-use research, 133–134
emerging advances, 47–54, 93, 224, 226
free trade concerns, 220
molecular biology, 49
oversight, 134–136, 142, 146
policy discussions, 91, 92–94, 136
professional education, certification,

144–146
research of concern, 138
right to bioscience, 228
scientific freedom, 103, 136
sythetic viruses, 52
transformative phenomena, 3, 4
whistleblowers, 146–147

Bioshield. See United States programs
and initiatives

biosurveillance
clues of a bioviolence attack, 170
databases, potential utility, 111, 115,

121, 123
national health security information

infrastructure, 172
overview, 172
pathogen marking, 111–112

bioviolence
clues of preparations, 120

commission of, 11–12
criminalization of, 95
delayed effects, 12–15
distinguished from bioterrorism, 5–6
evaluating risks, 18–19
methods of attack, 20–24, 33–36, 38
policy failure, 2–3
potential for devastation, 15
self-infection scenarios, 27, 31, 32, 33,

35, 120
tactics behind an attack, 14–15

BioWatch, 167, 168
bioweapons

agents historically used, 45–47
alleged bioweapons programs, 66,

68–71
compared to nuclear weapons, 16–17
ethnic-specific bioweapons, 51
international nonproliferation,

192–195
military efficacy, 67–68
modification of, 49–50
offensive programs, 56–66
technical hurdles, 35–36, 109, 116
terminology, 6
the right to bioweapons, 193

botulinum
Al Qaeda interest in, 77, 79
assassination attempts, 39
characteristics and symptoms, 22,

38–39
dissemination methods, 39
extremist group interest in, 81
historical use and development as a

bioweapon, 58, 61–63, 64
Iraqi weaponization, 39, 62
milk supply contamination, 40
overview, 38–40

brucellosis, 62
historical use, 57, 58

capacity building, 231–233, 237
Cartegena Protocol on Biosafety, 237
Chemical Weapons Convention, 217, 221
cholera, 22

historical use, 57, 69
civil liberties and privacy, 118, 119, 122,

123, 143, 144, 160, 173, 182, 185, 190,
235



P1: KNP
0521883252ind CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 18:41

INDEX 357

contagion
panic, 1, 13, 14, 18, 19, 21, 38, 163, 179,

184–185
preventing spread, 173–184

Council for Responsible Genetics,
141

crimes against humanity, 94

detecting criminal preparations
clues and patters, 119–121
databases. See biosurveillance:

databases, potential utility of
detecting and analyzing attacks,

169–171
pattern recognition, 121–122

Egypt bioweapons program
historical overview, 64–65
Military Plant 801, 65, 193

extremist groups linked to bioviolence
Aum Shinrikyo, 31, 37, 81, 120
Benchellali network, 81
collectively, 71–72
Dark Harvest Commandos, 83
Hamas, 70
Islamic fundamentalists. See Al Qaeda
Islamic Jihad, 70
Jemaah Islamiyah, 78
Minnesota Patriots Council, 82, 83
Rajneeshee Cult, 81
Republic of Texas, 82
World Islamic Front Against Jews and

Crusaders, 79

French Naval Chemical Research
Laboratory, 56

Geneva Protocol, 56–57, 193, 238
German bioweapons program, 56

hardening targets
against attacks, generally, 164
air circulation systems, 37, 38, 58, 165,

166
building security, 11, 16, 38, 164, 165,

166, 170
entertainment venues, 17, 38, 164, 165
office buildings, 34, 38, 166
sensors, 164, 166–168

transportation hubs, 164
water supply and filtration systems, 58,

65, 165–166, 218
hemorrhagic fever viruses

Al Qaeda interest in, 77
availability, 31–32
characteristics, 31
disadvantages of use as a weapon,

33
dissemination of, 32–33
ebola, 22, 26, 31, 33, 52, 59, 94, 133,

150
historical use and development as a

bioweapon, 57, 59, 60, 70
marburg, 22, 31, 33, 60
modification of, 26, 32, 133
transmissibility, 32
vaccine development, 152
weaponization, 31

HIV/AIDS, 3, 14, 25, 157–158, 223, 231,
234

influenza
Avian Flu, 3, 29, 40, 50
characteristics and symptoms, 22, 28
genetic code publication, 29, 137–138
lethality, 28–29
modification of, 28, 50
Spanish Flu (1918), 28–29, 30, 101, 109,

139
Spanish Flu, reconstruction of, 52
United States preparations against,

29
vaccines and antivirals, 29–30

Institute for Viral Preparations, 25
Interacademy Panel on International

Issues, 141
International Atomic Energy Agency, 217,

221
International Civil Aviation Organization,

127
International Committee of the Red

Cross, 197
International Maritime Organization,

128
International Science and Technology

Center, 216
International Union of Microbiological

Scientists, 141



P1: KNP
0521883252ind CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 18:41

358 INDEX

Interpol
assessing risks, 18–19
Bioterrorism Prevention Program, 111,

174
harmonizing standards, 226
improvement of law enforcement

authority, 101
police training programs, 2, 116, 171,

174
Preventing BioTerrorism Office, 116

Iran’s bioweapons program
historical overview, 70–71
Soviet scientific training, 61

Iraq’s bioweapons program
Al-Hakam Facility (Project 324), 62
anti-crop agents, 40
history of, 61–63, 66
Military Industrial Commission, 62
UNSCOM & UNMOVIC inspections,

63, 239, 240
Israel’s bioweapons program, 64–66

Japan’s bioweapons program – Unit 731,
57, 59, 182

laboratory security, 35, 51, 88, 102,
112–114, 134

law enforcement
cooperation with public health, 171
denial tactics, 109
due process concerns, 118–119
interdiction, 116–124
investigations, 124
legal gaps, 102–103, 117–118
regulation and oversight of bioscience.

See bioscience: anxieties
responsibilities, 101–102
tracking critical items. See movement

of critical items

medical counter-measures
civil liberties protections, 182, 190
compulsory and voluntary

vaccinations, 175–178, 181–184
effective communication, 184–185
mitigating an attack, 13, 163, 173–185
placement of victims, 178–179
protective equipment, 36, 164–168

reasons for refusal, 181, 182
microbial forensics

chain of custody, 173
distinguishing between background

pathogens, 167, 172
epidemiology, 173
rights of victims, 173
sampling, 173, 239

molecular biology. See bioscience
mousepox, 59, 137
movement of critical items

equipment tracking, 114–116, 124
pathogen transfers, 109–112, 124
tracking location, 121
transport security, 124–131
triple packaging system, 126

nanotechnology, 6, 47, 53–54, 224
National Academies of Science

case studies, 40, 53
National Research Council, 44, 218
panel discussions, 50, 108
Panel on Scientific Responsibility and

the Conduct of Research, 144
research of concern, 138

national legislation, 103, 116, 125, 195
nonlethal bioagents

biochemical weapons, 200
bioremediation, 200
genetically altered microbial agents

(GAMA), 201, 203
Operation United Shield, 199
overview, 197–200
prohibition under the Biological

Weapons Convention, 204–205
terminator technology, 201
types of nonlethal bioagents, 200–

202
U.S. nonlethal military programs,

202–204
nonproliferation

Biological Weapons Convention. See
Biological Weapons Convention:
nonproliferation

prevention. See prevention strategies
North Korea’s bioweapons program, 69

Biopreparat scientific training, 61
Nuclear Nonproliferation Treaty, 220



P1: KNP
0521883252ind CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 18:41

INDEX 359

nuclear weapons, 16–17, 61, 66, 67, 73, 93,
94, 142

Operation United Shield, 199
Organization for Economic Cooperation

and Development, 224
Organization for the Prohibition of

Chemical Weapons, 217, 221

panic. See contagion: panic
pathogens

accounting for dangerous pathogens,
111

agents used as bioweapons. See
bioweapons

marking pathogens, 111–112
pathogen defined, 6
pathogen registry, 108–109

pharmaceuticals
commercial facilities, 59, 194
industry, 19, 70, 71, 106, 107, 148, 151
intellectual property, 194
licensing, 155–157, 159

plague
Al Qaeda interest in, 77
characteristics and symptoms, 45
historical use and development as a

bioweapon, 45–46, 57, 60, 62, 63, 64,
69, 70

Soviet weaponization, 46
vaccine and treatment, 45

port security, 127–129
prevention strategies

complication, 96
denial measures, 104–105
nonproliferation, 98
overview, 100
preparedness, 97–98
pre-planning, 169
principals, 99
resistance, 96–97
terminology, 7

Proliferation Security Initiative. See
United States programs and
initiatives

public health
communication networks, 172, 189,

190, 222

concept of herd immunity, 181
coordination with law enforcement, 2,

107, 120, 121, 161, 170, 171
early warning surveillance, 125, 161
emergencies, 110, 122, 154, 156, 158,

182, 188, 189
infrastructure, 175, 236
lack of resources, 48, 142, 149, 171, 174,

223
maintaining public confidence,

184–185, 188, 190
preparedness, 160–164, 173, 177, 181,

190
resource management, 13, 107, 161,

175, 180, 184

Q fever
characteristics, 23, 47
extremist group interest in, 81
historical use and development as a

bioweapon, 58, 59
quarantines

authorization of use for influenza, 29
legal standard, 183
need for command authority, 186–

187
need for public support, 187
need for redress and accountability,

187–188
overview, 185–191
SARS, 186, 187
World Health Organization authority,

188–191

reciprocity, principle of, 75
ricin

Al Qaeda interest in, 79
as a chemical weapon, 12
assassination and biomurder methods,

47
characteristics, 23, 47
extremist group interest in, 81, 82
historical use and development as a

bioweapon, 62, 70

SARS, 3, 185, 186, 187, 188
Science and Technology Center, 216
select agent list, 109, 110



P1: KNP
0521883252ind CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 18:41

360 INDEX

smallpox
aerosolization, 26
availability, 25–27
bioengineering potential, 27
characteristics, 24
eradication, 24–25
historical use and development as a

bioweapon, 59, 60, 70
immunization of armed forces, 69
ring vaccination, 24, 27
Soviet weapons program, 59–60
vaccine, 26, 27, 94, 152

South Africa’s bioweapons program-
Project Coast, 63–64, 68

sovereignty, 4, 5, 58, 89, 126
Soviet bioweapons program

Biopreparat, 59–61
Ecology program, 40
historical overview, 59–61
Ministry of Defense, 59
Obolensk, 215
official end of, 60
Scientific Field Testing Laboratories,

59
Stepnogorsk, 215
stockpile disarmament, 215–219
Sverdlovsk anthrax accident, 60
Vektor, 25, 215

Sunshine Project, 202
synthetic genomics, 51
Syria’s bioweapons program

historical overview, 71

terrorist attacks
2001 anthrax attacks. See anthrax: 2001

attack
9/11 attacks, 11, 73, 74
London subways, 11
Madrid bombings, 11
Oregon salmonella contamination, 81
Tokyo subway attack, 82, 120

toxins
botulinum. See botulinum
ricin. See ricin
use as a contaminant, 39

translucency
distinguished from classified research,

143–144

distinguished from transparency,
142–143, 214

principle of, 142–144, 213
tularemia

characteristics, 23, 46
historical use and development as a

bioweapon, 46, 58, 59, 60, 62, 70
modification of, 46, 49, 50
vaccine development, 152

United Nations
Commission on Macroeconomics and

Health, 232
Committee of Experts on the Transport

of Dangerous Goods (UNCETDG),
127

Development Programme (UNDP),
231

Food and Agriculture Organization
(FAO), 44

Global Environment Facility (GEF), 231
Global Health Research Fund, 233
High-level Panel on Threats,

Challenges and Change, 227
Millennium Development Goals, 227,

234
Monitoring, Verification and

Inspection Commission, 125, 239
Security Council Resolutions, 239, 240
Special Commission (UNSCOM), 63
UNAIDS, 234
UNESCO, 230
UNICEF, 149
Weapons of Mass Destruction

Commission, 124
United States agencies and departments

Arms Control and Disarmament
Agency, 65

Centers for Disease Control and
Prevention (CDC), 25, 34, 109–110,
168, 177

Coast Guard, 129
Commission on Research Integrity, 145,

146
Defense Advanced Research Projects

Agency, 123, 203
Defense Intelligence Agency, 70, 71
Department of Agriculture (USDA), 174



P1: KNP
0521883252ind CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 18:41

INDEX 361

Department of Defense Joint Nonlethal
Directorate, 197

Federal Bureau of Investigation (FBI),
64, 71, 78, 145

Food and Drug Administration (FDA),
151, 180

Health and Human Services, 151,
172

Interagency Weapons of Mass
Destruction (WMD) Counter
Measures Working Group, 42

National Committee on Clinical
Laboratory Standards (NCCLS), 174

National Institutes of Health (NIH),
150, 152, 168

United States bioweapons program
Army Medical Research Institute of

Infectious Disease (USAMRIID), 59
cancellation of, 59, 67
Chemical Warfare Service, 56, 57
Committee on Biological Warfare, 58
experimentation and testing, 33, 57,

58–59
facilities and sites, 57, 203–204
funding, 211–212
historical overview, 57–59
Lawrence Livermore National

Laboratory, 204
nonlethal bioagents. See nonlethal

bioagents: U.S. nonlethal military
programs

Oak Ridge National Laboratory, 204
Operation Whitecoat, 58

United States laws and directives
National Childhood Vaccine Injury Act,

154
National Security Decision Directive,

210–211
Orphan Drug Act (ODA), 150
Pandemic and All-Hazards

Preparedness Act, 152
Public Readiness and Emergency

Preparedness Act (PREP), 154
Smallpox Emergency Personnel

Protection Act of 2003, 155
Support Anti-terrorism by Fostering

Effective Technologies Act (SAFETY),
154

United States programs and initiatives
Biological Weapons Proliferation

Prevention Program, 216
Bioshield, 150, 151–152
Container Security Initiative (CSI), 123,

129
Joint Nonlethal Weapons Program,

203
Microbial Genome Program, 203
National Biodefense Analysis and

Countermeasure Center (NBACC),
213

National Swine Flu Immunization
Program, 153

National Vaccine Injury Compensation
Program, 154, 155

Operation Safe Commerce (OSC), 123
Proliferation Security Initiative (PSI),

129–131
Scientists Helping America, 203
Security Risk Assessment (SRA), 145
Student and Exchange Visitor

Information System (SEVIS), 145
US Research and Development

Program, 58

vaccinations
anthrax. See anthrax: vaccine
child vaccinations, 153
compulsory licensing, 157–158
development of, 147–149
emergency vaccinations, 25
eradication strategy, 45
financial barriers to, 149–152
for first responders, 175–178
for the general public, 181–184
global distribution and stockpiling

challenges, 148, 149, 176, 179–181
influenza. See vaccines and antivirals
liability issues, 152–155
mass vaccination, 24, 25, 27, 186
patent issues, 155–156
plague. See plague: vaccine and

treatment
Q fever, 47
smallpox. See smallpox: vaccine
vaccination rates in underdeveloped

countries, 149



P1: KNP
0521883252ind CUFX174/Kellman 978 0 521 88325 2 September 6, 2007 18:41

362 INDEX

water distribution systems. See hardening
targets: water supply

World Bank, 225, 230, 231, 236, 237
World Customs Organization, 44, 128
World Data Centre for Microorganisms

(WDCM), 111
World Federation for Culture Collections,

111, 235
World Health Organization (WHO)

coordination of response activities, 241
Global Immunization Vision and

Strategy, 149
guidance on packaging and labeling,

126, 127
harmonizing standards, 226
influenza vaccines, 30
international authority and the lack

thereof, 110, 188
International Health Regulations, 110,

125, 189

Laboratory Biosafety Manual, 113
Participation of Representatives of

Associate Members and of
Intergovermental and
Nongovernmental Organizations
and of Observers of Non-Member
States, 229

reference and collaborating facilities,
113

SARS, experience with, 185, 188
smallpox, experience with, 24–27
smallpox, opposition to mass

vaccination, 177
threat assessment, 34, 45, 46
Weapons of Mass Destruction

Commission recommendations, 125
World Trade Organization (WTO)

Doha Declaration, 156, 158
Trade Related Aspects of Intellectual

Property Rights, 155


	Cover
	Half-title
	Title
	Copyright
	Dedication
	Contents
	Prologue
	Foreword
	WHAT INTERPOL IS DOING

	Acknowledgments  
	Introduction
	THE BIOVIOLENCE POLICY FAILURE
	THEMATIC FOUNDATIONS
	Three Crossroads
	Law for Humanity

	TERMINOLOGY
	PRESENTATION OF THE ARGUMENT

	Part I The Bioviolence Condition and How It Came to Be
	1 Why Worry?
	WHY BIOVIOLENCE IS DIFFERENT
	Delayed Anonymity
	Concealable Devastation
	Contagious Panic!!!

	EVALUATING RISKS

	2 Methods of Bioviolence
	INTERWOVEN CHOICES
	SMALLPOX
	Eradication?
	The Challenge: Getting the Virus

	INFLUENZA AND HEMORRHAGIC FEVERS
	Influenza
	Reasons for Concern
	Limits of Protection

	Hemorrhagic Fever Viruses
	Acquiring the Agent: Initiating the Attack
	Disseminating the Virus


	ANTHRAX
	Getting and Cultivating Seed Stock
	Disseminating the Agent

	BOTULINUM IN FOOD
	AGROVIOLENCE
	Motivations and Feasibility
	Attacks of Grave Concern
	Livestock Diseases
	Crop Diseases

	International Prevention Systems

	AGENTS HISTORICALLY USED AS BIOWEAPONS
	Plague
	Tularemia
	Q Fever
	Ricin

	EMERGING MICRO-SCIENCES AND BIOVIOLENCE 
	Molecular Biology’s Emerging Risks
	Modification of Weapons Agents
	Improving Target Specificity

	Synthetic Genomics
	Re-creation of Diseases
	Synthetic Viruses
	RNA Inhibitors and Bioregulators

	Nanotechnologies


	3 Who Did Bioviolence? Who Wants To Do It ?
	THE BIOLOGICAL WEAPONS EXPERIENCE
	The Road to Geneva
	Mid-20th Century Bioweapons Programs
	Unit 731
	The U.S. Offensive Bioweapons Program
	The Soviet Biological Weapons Program
	Iraq’s Biological Weapons Program
	South Africa’s Project Coast
	Egypt
	Israel


	CURRENT (ALLEGED) STATE BIOLOGICAL WEAPONS PROGRAMS
	Questions about Military Efficacy
	Suspected State Bioweapons Programs
	North Korea
	Syria


	TERRORIST AND FANATIC INTEREST IN BIOVIOLENCE
	Islamic Fundamentalist Interest in Bioviolence
	Al Qaeda’s Intentions
	Religious and “Legal” Justification
	Acquisition of Agents and Expertise
	Production

	Concluding Observations



	Part II The Global Strategy for Preventing Bioviolence
	4 Strategic Foundations
	THE INDICTMENT
	OBSTACLES TO POLICY PROGRESS
	BIOVIOLENCE IS A CRIME!
	OVERVIEW OF THE PREVENTION STRATEGY
	Complication
	Resistance
	Preparedness
	Nonproliferation
	Guiding Principles


	5 Complication: What Law Enforcers Should Stop
	IRRESPONSIBLE GAPS
	THE LOGIC OF COMPLICATION
	Denial + Interdiction
	Bioscience’s Anxieties
	Registration and Census

	DENIAL TACTICS
	Denying Access to Pathogens
	Pathogen Census
	Pathogen Marking

	Denying Access to Laboratories
	Denying Access to Equipment

	INTERDICTION
	Legislating the Crime
	The Dilemma of Pre-Attack Interdiction
	Clues of Bioviolence
	Pattern Recognition

	Transport Security and Counter-Smuggling
	Packaging and Labeling
	Shipping Security
	Intrusive Counter-Smuggling



	6 Improving Resistance through Science
	DUAL-IMPLICATION RESEARCH
	The Challenge of Overseeing Bioresearch
	Constraining Science?
	Virtues and Limitations of Codes of Ethics and Self-Regulation

	The Need for Translucency
	Bioscientists as the First Line of Defense
	Bioresearch Education and Training
	Professional Certification
	Whistleblowers


	DEVELOPMENT OF VACCINES AND MEDICINES
	Financial Barriers
	Liability Barriers
	Patent Barriers


	7 Public Health Preparedness
	PREPAREDNESS VS. COMPLICATION–THE FALSEDEBATE
	HARDENING TARGETS
	Protecting Air Circulation Systems
	Protecting Water Supplies
	Sensors

	RESPONSE INTERVENTIONS
	Detecting and Analyzing a Bioviolence Attack
	Law Enforcement – Public Health Cooperation
	Biosurveillance
	Microbial Forensics

	Containing Contagion
	Compulsory Vaccination for First Responders
	Placement of Victims
	Stockpiling and Distribution of Medical Resources
	Compulsory Medical Interventions

	Maintaining Public Confidence

	QUARANTINES
	Considerations of a Quarantine’s Efficacy
	Quarantines and the World Health Organization’s Authority


	8 International Nonproliferation
	DEFINING BIOLOGICAL WEAPONS
	The General Purpose Criterion
	“Nonlethal” Bioagents
	Arguments For and Against Nonlethal Bioagents
	Types of NLBAs
	U.S. Military Nonlethal Programs
	Implications for the Biological Weapons Convention


	COMPLIANCE, VERIFICATION, AND CONFIDENCE BUILDING
	The Biodefense Dilemma
	The Problem of Secrecy Reprised
	Biodefense Projects of Concern

	Strengthening Confidence

	DISARMING SOVIET BIOWEAPONS STOCKPILES
	TWO ISSUES FOR REMOVAL
	Protecting the Free Trade in Bioscience
	A Global BWC Organization


	9 The Challenge of Global Governance
	GOVERNANCE MISSION: THE GLOBAL COVENANT
	GOVERNANCE AGENCIES
	The United Nations Commission on Bioscience and Security (Commission)
	Define Standards for Bioscience
	Promote Capacity Building and Resource Mobilization

	The Bioviolence Prevention Office (Office)
	Information Gathering and Analysis
	Impelling Implementation

	United Nations Bioviolence Committee (Security Council Committee)
	Predecessors
	A New Inspectorate

	A Final Note on Governance



	Conclusion
	Notes
	Bibliography
	Index

