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Foreword

Digital technology is the subject of our time.

It’s more than just the topic of so many articles, panels, talks, and books. 

Our technology serves as the very focus and direction of our society. But the 

more we look to our devices, platforms, and networks for an understanding 

of our collective situation, the further untethered we become from the real 

world in which we live.

We tend to look at technology as the subject of our concerns, and human 

society— human beings ourselves— as the objects being acted upon. In part 

this is because we no longer use our technologies so much as our technolo-

gies use us. With every swipe of our fingers, our smart phone gets smarter 

about us, even as we get dumber about it.

Indeed, as long as we attempt to understand technology by the content 

pouring through its many screens, we will remain clueless about its real 

impacts on our cultural, economic, and planetary environment. We simply 

become part of a feedback loop between people and a media landscape that 

is programmed to keep us distracted, atomized, and powerless.

Ramesh Srinivasan breaks this cycle. He recognizes the true ethos of Sili-

con Valley tech development: earn enough money to insulate yourself from 

all the harm created earning money in this way. It’s a page from the same 

rulebook that has guided corporations since the era of the British East India 

Company. The object of the game is to extract as much value as possible by 

any means necessary, and then externalize the impact to people and places 

somewhere else. Digital technology platforms, with their illusion of cleanli-

ness and hermetically sealed purity, hide their externalities even better than 

traditional Industrial Age enterprises. But the human slavery, environmen-

tal destruction, social alienation, economic oppression, and civic collapse 

they engender are just as real. Moreover, they now happen “at scale.”
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The inwardly turned campuses of our tech monopolies keep their work-

ers’ focus on the code, and off the impact. (How can a company live by the 

credo “don’t be evil” if it is not even looking beyond its webpage metrics?) 

Likewise, when our evaluation of power dynamics in a digital age relies on 

analysis of the companies themselves, the affordances they are embedding 

into their platforms, or even structural critique of their surveillance services 

and business plans, we risk losing sight of the bigger and more relevant 

picture. We end up trying to understand technology through the lens of the 

very technologies we are trying to see. And in the process, we make them 

even more central to the story, relegating ourselves— humanity— to the 

background. Mere externalities.

That’s why it’s so important that a scholar of Srinivasan’s rigor and insight 

actually traveled the world to witness, first- hand, the impact of algorithms 

on electorates, ride- hailing apps on African cities, smart phones on indig-

enous Mexicans, and blockchain on the environment. In venturing beyond 

Silicon Valley and its user interfaces, he found rampant, underreported, 

and actively camouflaged devastation. Digital technology companies are 

involved in shattering lives and livelihoods, enslaving children, undermin-

ing democracy, ruining economies, and threatening the environment.

But he also found people fighting back, subverting the intended func-

tions of technologies to empower themselves and their communities. From 

Oaxaca, Mexico, where activists built community- owned digital networks 

that promote the solidarity and autonomy of indigenous people, to Sub- 

Saharan Africa, where people and small businesses leverage the power of 

networks not to compete but to collaborate and exchange value. By sub-

verting the extractive intentions of the technology companies seeking to 

colonize and coopt them, these people and places are staging a revolution 

against the dominance of global corporate capitalism.

Those of us insulated by our technologies, our privilege, or our Western 

bias, owe it to ourselves to learn from these efforts. If we model these same 

approaches, we stand a chance of restoring our own collective agency, and 

avoiding civilization- scale catastrophe. 

By reporting from the ground up, Ramesh Srinivasan reminds us that in 

a world of digital domination, we are all indigenous people.

It’s time we act that way.

Douglas Rushkoff

New York, February 2019



Sergio, a friend of mine from Argentina, recently completed a trip around 

the world. I met him last year in southern Mexico, where I’ve been visit-

ing regularly since 2016 to learn from indigenous communities who have 

been creating their own digital networks. My visits there were inspired 

by my two- decade- long fascination with the internet and digital technol-

ogy’s rapid development: first as an engineer and, later, as an educator and 

researcher exploring how digital technologies impact the lives of diverse 

cultures and societies.

Sergio had not traveled extensively outside of his country before. When 

we met at a food vendor’s table on a street in Oaxaca, he was buzzing with 

the excitement of having visited five continents and holding various jobs 

(as a carpenter and farmer, for instance, and in the service industry, at 

hotels and restaurants) in just the past year. When I asked him about his 

range of experiences in parts of the world so different from where he grew 

up in working- class Buenos Aires, he made an offhand remark that stopped 

me in my tracks: “Regardless of where you go, people get pushed into the 

internet. That is what they want.”

After we parted ways, Sergio’s comment stayed with me. I was struck 

by the contrasting but intertwined images it contained: the first being of 

people thrust into some alternate universe that exists beyond our screens; 

the second being of people who relate to the internet as the place where 

we share common ground. Like many of us, Sergio had the perspective of a 

user, simultaneously awed yet also perplexed by the characteristic “pushi-

ness” with which websites, mobile apps, virtual reality headsets, and myr-

iad other digital devices have appeared and made their way into our lives.

I wrote this book as a way to explore how we, the billions of internet 

users, can respond to the sea change that transformed an open world of 

Introduction
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online possibility into something else altogether: a digital landscape of 

walled gardens and predetermined paths already programmed for us, for 

which we have little visibility or control. If we are going to turn over our 

lives to these devices and systems, shouldn’t we, at the minimum, have 

power over how they are designed and profited from? Shouldn’t tech-

nology be people- centered, not in use and addiction, but in creation and 

application?

As access to the internet and cell phones expands around the world, so 

too does the power and wealth of but a few technology companies located 

on the West Coast of the United States (Silicon Valley and California) and in 

China. These companies offer services that have, without question, created 

value for their billions of users, providing efficient and economical ways for 

us to find and disseminate information, telecommute to our jobs, social-

ize with one another, and buy and sell goods. Many of us love the cheap 

prices on Amazon and how quickly the products we purchase arrive at our 

doorstep. Others believe that things like surveillance cameras, GPS track-

ing of people using smartphones, and the use of shared data to apprehend 

terrorists provide great value. But we may not also recognize that in the 

process we give up our individual rights to privacy, put the most vulnerable 

members of our society at risk, threaten the viability of small businesses, 

and contribute to greater economic inequality and political division.

In domesticating the “wild west” of the internet, the big tech companies 

have provided a vibrant market of beneficial tools and services for users and 

amassed unimaginable wealth for their executives and stockholders. But in 

the process they have also supplanted the open, democratic internet with a 

vast network of privately owned architecture— imagine digital fences, high-

ways, roads, bridges, and walls— whose sole purpose is to control people’s 

movement through digital space in ways that benefit their companies’ bot-

tom lines.1 Clinging to this idea of an open internet obscures the reality: The 

digital world is structured by static, hefty, and inflexible digital architectures. 

And like invisible borders, they enforce specific paths.

We are increasingly aware, of course, that the phones and websites link-

ing us to a wider world keep track of us, even when we are not using them, 

and that our personal data is vulnerable to covert collection and monetiza-

tion. We have also experienced the amplification and rapid spread of pro-

paganda, misinformation, and hate speech on the internet, too often with 

tragic results, all of which distracts us from facts, contexts, and multiple 
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points of view. Meanwhile, journalists, activists, scholars, and more of the 

public are raising concerns that Chinese, Western, and white male inter-

ests dominate the content and systems that power the internet rather than 

those who reflect the full diversity of us online. Finally, against the back-

drop of profound economic inequality across the world, we have seen how 

the expansion of the gig economy has made work, wages, and benefits less 

secure than ever before, even as digital automation threatens to eliminate 

much of the current job market.

I, like so many of us, derive incredible value from the services and prod-

ucts provided by Amazon, Google, Apple, Microsoft, and Facebook. But I 

also know that I have agreed to their terms of service without understand-

ing exactly what I have given up in exchange for what I am getting: I am 

not being given the means to think through the downstream implications 

of my actions even for myself, much less for others in my networks. As 

an example, Amazon has made it so inexpensive and easy to buy almost 

anything, that almost all of us use the site regularly. The Chinese Alibaba 

is no different. But is it okay that both these companies have monopolis-

tically overtaken an open marketplace? What about Amazon’s facial rec-

ognition technology being sold to military contractors, the police, and to 

support President Donald Trump’s actions with the Immigration and Cus-

toms Enforcement (ICE) agency? Are we okay with these sorts of transac-

tions, similar examples of which we can find involving every powerful tech 

company?

How many of us know that the internet itself largely came to be thanks 

to public, taxpayer- funded research? So how come the spoils of our pub-

lic investments, the trillions of dollars associated with Silicon Valley, have 

only lined the pockets of uber- rich investors and executives? Somehow we 

gave away all the money and power to the 1 percent, a secretive cadre of 

middlemen.

Don’t get me wrong, the value provided by the most powerful and ubiq-

uitous technologies is unmistakable: Facebook, Google, Apple, Microsoft, 

and Amazon have created efficient, helpful, and beautiful services and 

objects most of us wouldn’t want to live without. And these Big 5 tech 

companies are not the only major players. Although I don’t discuss Chinese 

tech giants in detail in this book because I couldn’t gain sufficient access 

to information via first- hand interviews, they are equally pervasive in their 

presence and influence, particularly in Asia. In 2018, China took 9 of the 
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top- 20 slots ranking internet leaders of the world, with their businesses and 

products reflecting the kind of design and performance values championed 

by Silicon Valley.2 In the e- commerce sector, Alibaba is the No. 1 retailer in 

the world with profits and sales surpassing Amazon and eBay combined.3 It 

too, has worked toward expanding and synthesizing its services, from cloud 

computing to offering virtual reality shopping experiences for its users.4 

On top of it all, China has just launched an Artificial Intelligence (AI) news 

anchor, according to state news agency Xinhua. The Guardian reported that 

Chinese viewers in November 2018 were greeted with a digital version of 

regular anchor Qiu Hao, who promised them, “Not only can I accompany 

you 24 hours a day, 365 days a year. I can be endlessly copied and present 

at different scenes to bring you the news.”5

I wrote this book not to merely criticize or raise alarms, but to advocate 

for and illustrate a future where the connectivity and the online services 

we love don’t come with the costs of surveillance, income disparity, false 

information, and extreme imbalances in how technologies are designed 

and deployed. The possibilities are vast, and we can learn a great deal from 

the whole range of strategies and efforts already underway. In order to put 

the power of technology to work for the common global good, we must 

identify what is dangerous about the current arrangement, and mobilize a 

vision for positive change.

The challenge doesn’t just face the big tech companies but any who 

presume that their so- called neutral systems always do good, even when 

their troubling effects may look more like social engineering. For exam-

ple, consider the company Faception’s attempts to predict IQ, personality, 

and violent behaviors through the application of “deep” machine- learning 

techniques to facial features and bone structure.6 We’ve made such horrible 

mistakes before, for example treating black people’s faces and body types 

as supposed evidence of their inferiority. Are we about to justify continued 

racism thanks to “machine learning”?

In Beyond the Valley I show examples of technologies from around the 

world that balance efficiency with values of equity, democracy, and diver-

sity. I tell stories of global innovators that point the way toward a humane 

and balanced internet of tomorrow. I explain the perils that occur when a 

narrow understanding of efficiency becomes our primary focus and ironi-

cally creates inefficiency. Efficiency on our consumer platforms can make 

all of our lives inefficient by disturbing our sense of security and privacy, 
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interfering with our democracy, and furthering economic inequality. Effi-

cient industries can create the inefficiency (and massive threat) of climate 

change. And similarly, the blind embrace of efficiency can result in tragic 

hidden costs to vulnerable humans— like when the reliance on AI- powered 

safety- features that could not be overridden in an emergency resulted in 

fatal plane crashes in 2018 and 2019.

To address these challenges I tell stories of entrepreneurs creating tech-

nologies with a social mission, users pooling resources and ideas to support 

grassroots politicians and ethical causes, and communities coming together 

to own digital platforms. In all of these cases the idea is for people, not 

private tech companies, to design their own networks and services based 

on shared values and belief systems.7 These small- scale, environmentally 

conscious, user- governed, and often decentralized efforts are examples of 

what some call “appropriate” or “people- centered” technology. I also share 

examples that are less widely established, but which are on the cutting edge 

of innovation, such as privacy- protecting systems, universal basic income, 

portable benefits, union organizing, digital cooperatives, worker councils, 

and more.

These are not all new ideas; they exist around us and it’s time to see what 

we can gain by paying attention to them. But we can also do more, start-

ing with demanding that governments and big tech companies be more 

accountable and communicative with their users. We can also work with 

engineers who are not trained to analyze the social, political, or economic 

effects of the systems they create to develop a more reflective and inclusive 

design process. We have a range of positive directions in front of us, and 

they can drive the change needed for a connected world that is more just, 

more representative, and more diversely democratic.

Part of pursuing this future is pursuing the internet we were promised, 

but haven’t yet received: an internet that acts as a “global village,” bringing 

us all together; an internet that creates, or at least supports, equality; an 

internet that lifts all boats. The coming pages will look at the past and the 

future, around the world, and at our cultural, political, and economic lives 

to point toward a digital future that supports diversity, democracy, and the 

belief that our collective and individual welfares are interwoven.





I Intrusive Tactics: Tracked, Hijacked, and Hooked





In November 2017 my Apple MacBook Pro was stolen. It happened on the 

island of Ibiza, where I was visiting my friend, a documentary filmmaker. 

We were thinking of making a series of short films to illustrate innovative 

uses of new technology around the world.

We sat together writing down examples of technological innovation, 

subversion, and creativity we’d already witnessed. We discussed themes I 

explore in this book such as surveillance, the gig economy and the future 

of work, artificial intelligence (AI), and cryptocurrencies. After uploading 

our ideas to Google’s cloud- based storage platform, Google Drive, we took 

a short break, locking our laptops in the trunk of our rented car. When we 

returned, both laptops were gone.

Although upset, I was also relieved. I’d be able to recover most of my 

data because almost all of it was in the cloud: that was what I signed on to 

when I stored my files with Google (as well as with Apple, Microsoft, and 

Dropbox). But in the bargain I’d allowed them to profit from my data. It 

dawned on me— given the “terms of service” I’d agreed to— that the value 

of my data to the storage companies was far greater than the value of my 

laptop to the thief.

How many of us are fully aware that companies providing us with cloud 

storage have ways to monetize our data? They use targeted advertising, for 

instance, and charge fees, once we get hooked on the “security” and peace 

of mind their free services offer. We put faith in these companies to store 

our files securely. But our private information may no longer remain private 

if, let’s say, the government asks to search through our data. It’s also not 

private because all of this data is surveilled, computed, and (often) manipu-

lated in mysterious ways to influence and shape our behaviors as these 

corporations see fit. By creating accounts with these companies, we give 

1 The Power of Data
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them access to ourselves. So when we consent to privacy policies, in reality 

we are signing on to systems of surveillance never before seen in human 

history, and we do so without being included or consulted. By desiring to 

keep our data accessible and recoverable, we lock ourselves into using their 

services.

As I thought about getting my files back in Ibiza, I wondered: Does access 

to my own property have to come with such strings attached?

In my relationship to Apple, I found the strings impossible to untie. By 

purchasing an Apple laptop, I had been unwittingly transformed from a 

customer into a part of the company’s product line. I had provided Apple 

with private data and trusted Apple to protect it. Now, to retrieve that data, 

I had to purchase a new laptop with Apple- owned peripherals and devices.

So I caught the next flight to Madrid. I then took the train to the city’s 

Apple Store located in Puerta del Sol (see figure 1.1). In many ways this 

central plaza still serves in its centuries- old role as a landmark and gather-

ing place for the entire Spanish nation, a point from which numerous roads 

emanate.

With its distinctive aesthetic and its strategic placement in a civic space, 

the Apple Store stood out among the adjacent parliamentary and govern-

ment buildings as if the global brand were more powerful than Spain itself. 

The day I was there more people entered and left the Apple Store than 

passed through the doors of any neighboring building.

Figure 1.1
Madrid’s well- trafficked Apple Store (source: Gumcam).
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In 2017, Apple— a private corporation worth more than a trillion 

dollars— actually began to conceptualize its retail stores as “town squares,” 

thereby branding itself an integral part of our everyday lives.1 Other big 

technology corporations describe themselves in similar terms. Facebook 

CEO and founder Mark Zuckerberg, for instance, refers to the company as 

a “social infrastructure” for the “global community.”2 So what we have in 

the digital world are privately owned public spheres. They are branded as 

public, civic, and virtuous but in reality are dominated by a single logic— 

extending profitability and economic value.

How can these companies’ interests be the same as the “public” interest? 

Like many other large corporations, Apple is shareholder- owned and there-

fore primarily accountable to its investors and executives, rather than to 

its employees, customers, or the general public. I had not begun to unpack 

the meaning of all this until I realized how monumental the Puerta del Sol 

Apple Store actually was, as an icon and a structure.

As I walked into that store, an Apple employee invited me to purchase a 

new machine, log onto my iCloud account, and retrieve from Apple cloud 

storage the data that I “lost” from my stolen laptop.

These transactions, completed in less than an hour, were simple and effi-

cient. My data was “extraterritorial,” easily retrievable in Spain, and likely 

would be in most other countries. Purchasing a new laptop and getting my 

data back supported Apple’s economic model. National borders were no 

threat or hindrance. The same was true with retrieving data I had stored on 

other corporate cloud servers managed by Google and Dropbox.

Who Is the Product?

In technology circles, this saying has made the rounds: If you’re not the cus-

tomer, then you’re the product.

Many of today’s technologies come to us for free. But in return our per-

sonal lives come “for free” to these technologies. They are accessible for the 

companies’ profit and gain. Yes, when we search Google we look for infor-

mation, but do we realize that Google is also searching us? Users create the 

value for other users, and thus for the companies who own the technolo-

gies. But we, their users, have become the product in another sense: the 

companies who provide our “free” platforms and services have figured out 

how to make money by using our data and capturing our attention. It took 
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them a while to do this. That they have done it— and especially how they 

have done it— really matters.

In her 2016 book Weapons of Math Destruction, Cathy O’Neil explains that 

algorithms, the building blocks of most online systems we use, are merely 

mathematical expressions (or models) repeatedly applied to any domain 

or task.3 Private corporations often create these algorithms in secret, even 

though such algorithms affect the lives of us all, the public. Algorithms, 

says O’Neil, are “opinions embedded in code … [not] objective and true and 

scientific.” It’s a marketing trick, she contends, “to intimidate you with 

algorithms, to make you trust and fear algorithms because you trust and 

fear mathematics.”4

Disguised algorithmic power can lead to what the scholar Judith Butler 

has referred to as the “foreclosure of identity,” the power to define a person 

in a way that closes off other possibilities.5 How does that happen? The col-

lection of our personal data occurs at all moments and places, whether or 

not we willingly provide it. It isn’t limited to the time we spend on Facebook 

or YouTube. Companies of all kinds aggregate our credit card purchases, 

court records, mobile phone activity, and medical histories to create models 

of who we are and what we do. These revealing profiles, which we never see, 

are used to predict, influence, and shape our behavior.

At risk here is our autonomy as citizens. If our profiles determine what 

content, advertising, and recommendations we see, what options and 

choices have we lost? The ability to change over time, the ability to experi-

ment, develop, and become “ourselves” in a way that does not map onto 

existing categories— and even the ability to forget something— are in the 

balance.

Algorithms and platforms “understand” us through our past behavior, 

not our future possibilities. Their tools and objectives are computation, per-

mutation, and efficiency rather than creativity, imagination, or soulfulness. 

If we aren’t careful, we might just find ourselves annexed by this mode of 

being, unable to develop in ways that set us wandering, exploring, or sim-

ply thinking in a different direction than the ones mapped out by comput-

ers. The more data we provide as we carry our mobile phones everywhere, 

the more the door is open to intervention over how we behave and who 

we will become.

As we blog, comment, and post, we practice what the political phi-

losopher Jodi Dean describes as a “circuit” of pleasure, production, and 
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surveillance.6 When we go online, we feel as if we are freely self- expressing, 

connecting with billions of fellow users. But behind the spectacle of expres-

sion, data is captured, attention is monetized, and surveillance is legiti-

mated. Just as labor fed the industrial revolution’s inequalities, the capture 

of data fuels the digital capitalism of today. Dean sums it up in her descrip-

tion of the common digital experience: “More circuits, more loops, more 

spoils for the first, strongest, richest, fastest, biggest.”7

As a result, an overwhelming amount of information begged for services 

like search, social media, and even GPS to help to sort through the noise. 

In helping us feel less overwhelmed, however, algorithms decide what to 

include and what to exclude, what to push to the top of a feed or a list 

of results, and what to bury. In doing so they tell us, invisibly and in the 

background, what we should see and who we should communicate with. 

They tell us how to understand our political, cultural, and global reality. 

They define how we think. They have transformed how we see ourselves. 

The blinders of privately owned web platforms both filter and compress our 

glimpse into the “open” internet. This is how the internet has become a set 

of privatized spaces for the capture and surveillance of our data and atten-

tion. Indeed, data today is understood by experts to be the “oil of the digital 

economy,” something to be collected, scraped, aggregated, harvested, and 

speculated upon.8

By what key step did this happen? Foremost we allowed monitoring 

and surveillance on a scale never seen before; even a network of sophisti-

cated surveillance cameras is no match for the phones in our pockets. Google, 

for example, is able to monitor us not just when we are on its homepage 

but in many other ways, even when we are offline. The company is gener-

ally vague about how it does so, and even quieter when it comes to what it 

does with this data. And this is not merely a story about Google, as moni-

toring and surveillance are ubiquitous when it comes to any of the largest 

social media, search, or e- commerce companies. We have accepted the loss 

of our privacy and autonomy as part of a bargain that gave us efficient, free 

technology.

There is no single correct answer to the question of how to balance 

surveillance with one’s values; and besides, human values are often more 

diverse than similar. Whatever values hold people together— in a relation-

ship, in a community, or in a place— these values are worth protecting. This 

doesn’t have to mean giving up the efficiency, connectivity, or utility the 
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internet has brought us— not at all. But it does mean reconfiguring the rela-

tionships between tech companies and users so that the power of increased 

efficiency and connectivity promotes the social good.

As of now, billions use technologies created by a few companies located 

in but a sliver of the world, whether on the West Coast of the United States 

or the powerful cities of Shanghai, Beijing, and Hong Kong.9 As a result, the 

cultures that produce popular technologies are not nearly as diverse as their 

users. This cuts off a majority of users from participating in building, own-

ing, or designing the technologies that will shape our global future.10 That 

is just one example of an imbalanced relationship between producers and 

consumers at the heart of the tech industry today.

But it doesn’t have to be this way. I will show you examples from across 

the world that demonstrate how diverse cultural values influence the cre-

ation of technologies and the ends they serve. This is all the more impor-

tant because 54 percent of the world’s internet and mobile phone users no 

longer live in the Northern Hemisphere. And the percentage will increase as 

attempts to expand connectivity and access move forward.11

Jaron Lanier, a pioneer in the field of virtual reality (VR), believes that 

we— as citizens, users, and human beings— must bear some responsibility 

for the predicament we face. “The solution,” writes Lanier in a 2017 Guard-

ian article, “is to double down on being human.”12 In his recent book Who 

Owns the Future, Lanier calls us to action. “The only way to say no” to the 

deal of participating in the technologies offered by the “Big 5” tech compa-

nies, he states, is for users of the internet to “transcend the role of consumer 

once in a while.”13 At the TED 2018 conference Lanier elaborated on the 

“being human” factor in the digital age: “If we want our species to survive, 

we cannot have a society in which, if two people wish to communicate, the 

only way that can happen is if it’s financed by a third person who wishes 

to manipulate them.”14

Tim O’Reilly, a revered figure among technologists and the man who 

popularized the term “Web 2.0,” has quipped that there is a master algorithm 

in our society: optimizing shareholder value over all else.15 O’Reilly implies 

that with the handover of our data, time, and attention, the biggest tech-

nology companies in the world can mostly ignore the political, social, 

cultural, and economic effects of their technologies. The ultimate account-

ability of a publicly traded company is to its shareholders, as measured 

by its market cap. But is ignoring the negative consequences of financial 
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growth the only way to pursue economic success? It need not be a zero- 

sum game.

I contend that human communication— our need to connect, socialize, 

and shape our worlds— is a resource. Like timber or water, we can use it 

responsibly or irresponsibly. We have fought for cleaner energy and bet-

ter protections for animals and lobbied against sweatshop labor. We have 

seen all of these wins as “progress.” So why should we passively accept the 

specific version of the internet that corporate imaginations have handed 

us? Why can’t we imagine another version— an internet that provides as 

much value to us users as ever, but which doesn’t exploit us or endanger 

our livelihoods?

The Manufacturing of Consent

In 1988 Noam Chomsky, a prolific scholar/author in fields ranging from 

linguistics and cognitive science to political activism and social criticism, 

co- wrote Manufacturing Consent: The Political Economy of Mass Media with 

Edward Herman. The authors argued that mass- media platforms, though 

seemingly pointed toward an earnest search for truth and justice, actually 

served as propaganda machines for the state and corporations. They claimed 

that the media industry’s underlying profit models impacted what readers 

viewed and how stories were framed.16 What does Chomsky think of these 

arguments today?

When I met Chomsky in March 2018, he still spoke of major media as 

a huge corporation whose goal is to develop “a product for the market, for 

other corporations.”17 Readers and viewers themselves are the product, said 

Chomsky. “That has not changed.”18 One lesson that Manufacturing Consent 

can offer today concerns how power operates when media systems interact 

with people. What happens when citizens are both the customers and the 

products of private, for- profit corporations whose primary allegiance is to 

their bottom line? An industry with this structure will tend to produce 

propaganda, bias, and a lack of diversity or objectivity.

On April 13, 2018, Chomsky posted the following tweet: “The most 

effective way to restrict democracy is to transfer decision- making from 

the public arena to unaccountable institutions: kings and princes, priestly 

castes, military juntas, party dictatorships, or modern corporations.”19 This 

is consistent with a point that Chomsky has long made— that private, 
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unaccountable institutions are the most central threat to democracy, and 

therefore to values of political and economic equality.

But what about online news content today? Facebook, Google, Ins-

tagram, YouTube, Twitter— these are not the media giants Chomsky ini-

tially described. But they are similar to those he critiqued three decades 

ago because they are largely unaccountable institutions. None employ 

reporters; therefore the news stories they disseminate are rarely sourced or 

framed. Nevertheless, these corporations not only serve news to their users 

from many of the traditional institutions Chomsky critiques, but they also 

use algorithmic formulas that wield power over what we see. Because these 

formulas are generally optimized to confirm our existing viewpoints, they 

run the risk of limiting rather than opening our worldviews. Matt Taibbi, a 

journalist who has also analyzed the relevance of Manufacturing Consent for 

the twenty- first century, notes that Chomsky’s stress on big media report-

age as “narrowly constrained” is even more pointed today as frustrations 

with the media have become bipartisan. And, he says, “There’s a whole 

generation of people that consider themselves to be progressive who don’t 

understand this concept of an artificially narrowed reality.”20

What we see online profoundly influences what we believe. Studies that 

confirm this also reveal other ways in which online content, such as top 

Google search results or Facebook newsfeed posts, affect users.21 Research 

on the neuroscience of internet addiction reveals that online activity can 

release dopamine into the ventral tegmental area of the midbrain, which 

in turn releases the dopamine hormone into the brain’s pleasure centers.22 

This can generate addiction and compulsive behavior, which internet com-

panies can exploit through the design of their algorithms and user features. 

As a 2012 article from the Atlantic points out, “the release of dopamine [also] 

forms the basis for nicotine, cocaine, and gambling addictions.”23 Although 

dopamine’s role in our obsessive behaviors is commonly known by now, 

it may be less obvious that the amount of time we spend on addiction- 

optimized internet platforms is just as unhealthy as junk food or cigarettes. 

It is easy to see technology and the internet as neutral, as a source of knowl-

edge and a means of communication. But that doesn’t accurately describe 

our position as users, and therefore consumers, when it comes to for- profit 

technology companies and their services.

Much as the media industry of the late twentieth century transformed 

reading and viewing customers into profit- making products, we, as digital 
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tech consumers, remain the most valuable product online today. Our data 

and attention produce profits in ways that draw from traditional advertis-

ing models.24 The concerns Chomsky and Herman raised more than thirty 

years ago have become magnified. As new technologies, mass media sys-

tems, and governmental systems work together to “manufacture consent” 

through the addiction of users, they naturalize and normalize online life 

as part of the “order of things,” perpetuating invisible, seemingly neutral, 

systems of power and control.25

The Power of the Big 5

Today the major internet and digital technology companies are more pow-

erful than ever. As of 2017, the Big 5— Amazon, Apple, Google, Microsoft, 

and Facebook— were worth more than $3 trillion, with each company’s 

stock prices growing between 30 and 60 percent during 2016 and 2017.26 

These companies give us the benefit of experiencing the “open” digital 

world, but they do so on their own terms. Yes, there are many examples 

of how platforms like Twitter, Instagram, and Facebook have been used 

to support movements like #MeToo, Black Lives Matter, and Occupy Wall 

Street.27 But more often we see the role of Western technology companies 

in society defined by their proprietary control over the dominant tools and 

systems we use to communicate with one another, search for information, 

buy, sell, watch, or read.

I recently discussed these concerns with Siva Vaidhyanathan, author of 

Antisocial Media: How Facebook Disconnects Us and Undermines Democracy. 

“Each of these companies is trying to become the operating systems of our 

lives,” he said. “We’ve already seen the battle to be the operating system 

of our laptops; that’s over, that’s stale, not interesting. And then [the fight 

over] the operating systems on our mobile devices … got old, stale. Now 

[these companies] want to be the operating systems of our bodies.”28

In 2016 alone, several stunning statistics involving Amazon underscored 

Vaidhyanathan’s point: The company accounted for 43 cents per every dol-

lar spent online in the United States, horizontally integrating to take over 

retail, logistics, web services, warehousing, and numerous other markets.29 

Amazon has achieved this dominance through its brilliant and unrelent-

ing consolidation of a sprawling marketplace. The aggregation of attention 

online is equivalent to market share, and Amazon has accomplished this 
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with its strategy of low prices, free shipping, fast delivery, and seemingly 

endless selection. Its customer base is so large and so loyal that no brand 

and few retailers— including Amazon’s direct competitors— can afford to 

compete. As Brad Stone documents in his book The Everything Store, Ama-

zon is ruthless and retaliatory in its treatment of these partners, who can-

not afford to push back. Amazon now owns the customer base— otherwise 

unreachable, even by the largest companies.

Amazon is also a dominant player in the domains of cloud computing 

and server storage, boasting both the oldest and largest cloud infrastruc-

ture.30 Some estimates claim that its infrastructure has more than ten times 

the computing capacity of the next fourteen- largest vendors combined, 

meaning that when one puts content online, it is often interlinked with 

some Amazon service with storage capabilities both online and off.31 Think 

of Acme, the fictional Looney Tunes conglomerate that made and distrib-

uted products of all types imaginable to Wile E. Coyote and you’ll have a 

comparable sense of the ubiquitous Amazon’s scope.

In an interview published in April 2018, Amazon CEO and founder Jeff 

Bezos told a Business Insider reporter that funding his for- profit space com-

pany, Blue Origin, by liquidating a small fraction of his (then) $127 billion 

personal wealth— that’s a billion dollars’ worth of Amazon stock per year, 

to be precise— is “his most important work.” Indeed, in a frank moment he 

admitted, “The only way I can see to deploy this much financial resource is 

by converting my Amazon winnings into space travel.”32

Earlier that month the US senator Bernie Sanders, in conversation with 

CNN news anchor Jake Tapper,33 weighed in with concerns that Amazon 

had gotten too big. Several months later on Twitter, he pointed out that 

although independent retail is declining we see Amazon entering into 

almost every area of commerce.34

Three years before Franklin Foer published his 2017 book World Without 

Mind: The Existential Threat of Big Tech, he profiled Amazon in an article for 

the New Republic: “Amazon is the shining representative of a new golden 

age of monopoly that includes Google and Walmart,” Foer declared. These 

behemoths have become “self- styled servants of the consumer,” and we 

enjoy their benefits without much considering the long- run dangers.35 In 

Amazon’s case, the company has already threatened competitors, forcing 

dependence or bankruptcy for independent businesses of all kinds. And 
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this activity stands aside from Bezos’s troubling ownership of the Washing-

ton Post, one of the most well- known US newspapers.

Low pricing and free services are a hallmark strategy of the biggest tech 

companies, and it’s easy to see why. But it’s less easy to see the effect of 

this strategy on employment, economic security, open markets with equal 

opportunities, and politics.

Ethan Zuckerman, a scholar of civic media and technology, recently told 

me that the striking similarities between Amazon and the massive retailer 

Walmart, also a major political lobbyist, have to do with their functional 

positions in the marketplace as part of the Big 5 tech companies. Both oper-

ate as “the intermediary,” forcing customer and supplier dependencies on 

them, shaping an economic climate where they remain in a central posi-

tion of power:

Amazon is high- tech in its front but it’s Walmart in the back. It’s the mullet of 

tech companies. It looks like a Silicon Valley company up front, but it’s really a 

Walmart- like, drive- it- to- the bottom ideology at the back. … [Amazon] has basi-

cally said, “We just really don’t care, you can sell whatever you want. If you get 

into sufficient trouble, we will yank you. But what is more important to us than 

anything else is to be the store for literally everything.36

Google and Facebook have cornered the digital advertising market, 

controlling over 70 percent combined.37 Each occupies an iconic place in 

their respective domains, with more than 2 billion users worldwide. Google 

processes over 40,000 search queries every second on average, or over 3.5 

billion searches per day and 1.2 trillion searches per year worldwide.38 Face-

book, which owns the video and social media network Instagram, and the 

messaging service WhatsApp, has become the dominant platform not just 

for social media, but for news and current events as well.39 Largely thanks 

to the iPhone, the number of Apple device users has now exceeded 1 billion 

across the world.40

These facts justify the importance of looking behind the curtain at each 

company. For example, in considering Facebook’s ownership of Instagram, 

WhatsApp, and Oculus, we should scrutinize the behavior of the company 

beyond antitrust or regulation concerns.41 It would be naive to trust Whats-

App’s promise of “end user” encryption, knowing full well that the data 

still goes to Facebook, when Facebook has not shown itself to be trustwor-

thy when it comes to personal data.42 Overall, to understand the greater 
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landscape in which technology corporations exist and operate, we should 

consider the specific technologies we use as well as the portfolio of the 

mother company.43

The Big 5— or the “frightful five,” as Farhad Manjoo, the New York Times 

tech columnist refers to them— are better seen as global empires rather 

than visionary technology companies.44 They exert significant control over 

our present, yet the true fright comes imagining a future where their sys-

tems and tools become more closely embedded in our lives, our homes, 

and bodies. The 24/7 listening devices called Google Home, Amazon Echo, 

Apple Siri are designed to maximize profit through surveillance. It is nearly 

impossible to turn them off, disable them, or even understand what they 

listen to and how they learn.



In recent years digital technologies have reached ever deeper into our lives. 

That’s why we must begin to think of them not as one- size- fits- all bundles 

of tools and systems, but rather as specific sets of agreements. When we 

use a given technology, we “accept” it via a legal contract clogged with 

terms too lengthy and complex for anyone other than trained attorneys 

to decipher. This contract, however, disguises that we are signing onto is a 

relationship in which we have no power. That’s why it’s important to con-

sider the promises and perils associated with the decisions we make about 

digital technology.

David Ige, the governor of Hawaii, once explained that he was not able 

to notify his state’s citizens of a missile alert (that turned out to be a false 

alarm) because he had forgotten his Twitter password.1 Situations like these 

reveal the troubling extent to which we have delegated our individual, 

social, economic, and political lives to private and corporate technologies. 

The fate of a nation can rest in the hands of a politician’s accessible Twitter 

account, yet what do we really know about Twitter?

What if we turn from the impact of digital technology on civic activi-

ties and look at the pervasive use of our biological data? Is the outlook 

any more reassuring? Recent iPhone models offer identification technol-

ogy such as thumbprints and retinal scans. Apple’s healthkit collects medi-

cal data as well. What about genetic identification technology itself, such 

as 23AndMe, a biotechnology and personal genomics company providing 

customers with DNA- testing results?2 This company, founded by Esther 

Wojcicki, the ex- wife of Google co- founder Sergey Brin, warrants scrutiny, 

and not just because our DNA data has the potential to be used for wrong-

doing. How comfortable can we be when our data is accessible to a private 

corporation, particularly one so closely connected to Google?3 Should not 

2 The Social Contract



22 Chapter 2

the burden of proof be upon the company to disclose how the data is being 

(or will be) used? So far 23AndMe has established a track record for breaking 

promises when it comes to privacy: for example, its British subsidiary Deep-

Mind Health reneged on the agreement to keep data separate and therefore 

private from Google accounts and services. Why would the company do 

this? Because more data is almost always seen as better from the perspec-

tive of the company even if it threatens previous pledges to users and their 

privacy.

Ray Kurzweil, the futurist and former MIT professor who now works 

for Google, has written and spoken about transforming life with a vision 

toward immortality by merging our consciousness into machines, thus 

overcoming the limitations of the aging human body.4 He believes in a 

future era called the Singularity “in which the pace of technological change 

will be so rapid, its impact so deep, that human life will be irreversibly 

transformed. … This epoch will transform the concepts that we rely on to 

give meaning to our lives, from our business models to the cycle of human 

life, including death itself.”5 Kurzweil, like many futurists primarily con-

cerned with advances in technological development, treats the Singularity 

as a given, rather than as a possibility to be questioned or reflected upon 

relative to the world’s realities.

Lacking such discussions, we march forward myopically. With DNA and 

a massive trove of digital data available, has the time neared where “intel-

ligent” android machines can be created that somehow resemble us? Are we 

okay with this, and are we even aware that these developments are ones we 

may have signed onto?

Sure, humans and machines have increasingly fused, making science fic-

tion shows like Westworld or Black Mirror, movies like Blade Runner, Minority 

Report, or the Matrix, and books by cyberpunk authors like JG Ballard, Philip 

K. Dick, and William Gibson seem more realistic than not. These works 

present a world that has witnessed for better or worse a breakdown of tra-

ditional social orders. In that world powerful forces have blurred the lines 

between truth and lies, control and influence, freedom and slavery, sickness 

and health, even pleasure and pain. These stories show what it may mean 

to grapple with computational systems we don’t necessarily understand. 

They teach us that as we delegate increasing control to these systems, we 

may also lose narratives of the future that are rooted in principles of equity 

and democracy.
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The award- winning BBC filmmaker Adam Curtis recently spoke about 

what we can learn from the political and technological upheaval that has 

occurred since his 2002 documentary The Century of Self. In that four- part 

film he explored a theory popularized and practiced beginning in the 1920s 

by Edward Bernays, Sigmund Freud’s nephew and the so- called father of 

public relations. Bernays believed that consumerism could be used to 

control people’s irrational desires, leaving them susceptible to fascist and 

nationalist propaganda. Today, Curtis holds that Bernays’s concept of 

humans as “very simple irrational robots … managed by … machines and 

behavioral psychology” has permeated everything, especially with the rise 

of social media that “manage you beautifully, yet at the same time … allow 

you to keep feeling like an individual.”6

To paraphrase the philosopher Friedrich Nietzsche, those who fear the 

rise of the robots should beware not to become robots themselves.7 As these 

digital systems increasingly interact with themselves and one another, they 

risk being even more opaque and detached from human understanding or 

control. As Curtis points out, “We live with the ghosts of our own decisions 

played back to us in slightly varied forms every day and we don’t believe in 

anything, we have no vision of the future, or big vision of any alternative 

future to this— we just live with it.”8

Perhaps the major technology companies have been able to maintain 

power over our current state of mind because they have presented us with 

a compelling, well- developed, and attractive definition of technology and a 

vision of the future: their brand images. Through branding they have care-

fully cultivated the popular perception that they are cutting- edge, innova-

tive “disruptors” that will shape a fun, efficient, and meritocratic future. 

They also advertise their intentions to build the “social infrastructure” that 

will bring local and global communities together (Facebook), to “organize 

the world’s information and make it universally accessible and useful,” and 

to “[not] be evil” but rather assimilate information into something like 

the “mind of God” (Google). Apple promises to “think different.” Ama-

zon pledges to be “the most customer- centered company in the world,” 

a place where one can “work hard, have fun, make history.” Microsoft 

vows to be “what’s next.”9 In these statements the big technology com-

panies claim to be not only be the place for global community but also to 

serve as divine innovators and inventors of the future. But when the “fun” 

stops and the “evil” sneaks in, when their technologies have unintended, 
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negative consequences— when they hurt people— these companies are 

largely unmoved. They do not change their business models, their pen-

chant for secrecy, or their often short- term, profit- oriented thinking. Sud-

denly, when called to account for the harms of their technologies, these 

history- making masters of the universe are merely “providing a platform” 

and cannot be held accountable for the ways in which it is used.10

Instead of viewing these companies as intransigent and ourselves as 

powerless, we should fight for technologies that better reflect our values. 

The first step is to do away with the myth that technologies are value- 

neutral, or somehow inherently positive, and instead demand greater trans-

parency around the values that drive the design, engineering, and business 

choices these companies make. When those values serve the well- being of 

executives and stockholders but fail the users, it’s time we demand change, 

reconsider the technologies we use, and scrutinize businesses we support.

Is Technology Value- Neutral?

“Guns don’t kill people, people kill people.”11

If you live in the United States, you’ve likely heard this statement before. 

It implies that values are not inherent to a technology but exist only in 

how that technology is put to use. It’s similar to the myth that technology 

is neutral. Consider the example of Alfred Nobel: His efforts to provide 

a safe use for highly explosive liquid nitroglycerin resulted in his inven-

tion of dynamite. But the subsequent benefits of dynamite for the mining 

and demolition industries could not justify fatalities that occurred during 

experimentation. When the “misuse” of dynamite by the military to power 

cannons during the Spanish American War led a French newspaper to nick-

name the inventor, a self- proclaimed pacifist, as the “merchant of death,” 

Nobel felt compelled to establish the prizes in his name to improve his 

legacy.12

Nobel’s invention of dynamite raises a question about the purpose and 

potential driving the development of any technology. Nobel aimed to improve 

the world, and therefore his own morals and values can be judged accord-

ingly. But even so, we should ask how successful he was in achieving this 

goal. Substances such as dynamite may require outside agents to activate 

their potential. But nonetheless they are capable of great destruction and 

can be designed with that goal in mind. So it is safe to say that such tech-

nologies are value- laden, not neutral.
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Although it is true that technology itself does not make moral decisions, 

the way it is designed can enable and encourage certain types of behavior 

(such as sharing life events on social media). Or it can prohibit our ability 

to act (for example, Apple’s refusal to allow any hardware modifications to 

a product after it is purchased impinges upon our ability to repair an older 

laptop).

We should consider the ambitions, profits, and models of growth associ-

ated with various tech companies rather than assume that they are com-

mitted to socially benevolent values. Not surprisingly, many companies 

starting out with a social mission end up driven by revenue models anti-

thetical to that mission. This is no less true in tech than in other industries. 

The incredible reach of technology into our everyday lives, however, makes 

it uniquely powerful.

The ideologies that govern society, the same ones encoded into algo-

rithms, are responsible for society’s inequalities, and too often they are 

supported by those who hold power within it. Consider examples of bias 

built into facial recognition systems like the one in the iPhone X, which 

couldn’t tell multiple Asian faces apart in China. What about the Russian- 

built FaceApp, which turned President Barack Obama’s face whiter?13 (See 

figure 2.1.) And then look at what happened when Microsoft created an AI 

chatbot named Tay and set it up on Twitter (TayTweets @TayandYou). The 

company quickly shut the bot down because its tweets turned racist, homo-

phobic, xenophobic, and sexist within a matter of a couple days, thanks to 

Figure 2.1
FaceApp’s “whitening” of Barack Obama (source: TechCrunch).
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its ability to “learn” from the discriminatory and partisan world where it 

was introduced.14

Two principal arguments drive the technological debate. The first sees 

technology as central to how we live and who we are. Think of Marshall 

McLuhan, a philosopher and pop culture darling of recent decades, who 

coined the popular phrase, the “medium is the message.”15 From this per-

spective, our experiences are determined by technology, specifically how we 

receive information. Television differs greatly from radio, for example, in 

terms of how it shapes our attention and immersion. McLuhan’s expression 

reveals that the way a technology is built or designed— its very form rather 

than what we understand as its function— shapes our experiences as users 

or viewers.

The second perspective, which I explore in this book, places greater 

agency in the user, viewer, and consumer of information to interpret, 

remake, design, and take control over the technologies and systems we use. 

Communities, users, and cultures indeed have significant power over shap-

ing technology’s impact on our lives. We owe it to ourselves to critically 

look at any technology, regardless of what it is, and ask the question: What 

were the values that shaped its design?

Many of the richest tech entrepreneurs in the world today assume that 

disastrous “end times,” in which we scrabble for scarce resources on a dying 

planet, await us all in the near future. The New Yorker journalist Evan Osnos, 

for example, has written that some uber- rich technologists are stockpiling 

weapons and food, even preparing underground bunkers. Ironically, for 

all of their professed faith that technology “solves problems,” these tech 

billionaires seem to question whether their inventions are improving the 

overall systems in which we live.

In any context, when a few people profit at the expense of the majority, 

with the cost being quality of life, the situation has the potential to become 

unjust. The fact that we blindly sign onto contracts with a tech company 

or an internet service provider reveals our powerful dependency on digital 

technologies. Acknowledging that dependency is a first step to advocate for 

alternatives.



As the largest technology companies shift toward greater integration into 

new markets, such as driverless cars, virtual reality, gaming technology, 

healthcare, and artificial intelligence systems, we may witness new monop-

olies in the making.

Monopolies are dangerous for several reasons. First, they limit freedom 

of choice for consumers, who cannot turn to other options if a company 

permits unfair price fluctuations on a product (think of the pharmaceuti-

cal industry for example) and for laborers, who suffer from unfair wage 

practices. A monopoly that is too large can change prices at its own discre-

tion and leave consumers with nowhere else to turn.1 In addition— despite 

antitrust laws passed in different countries to limit the abilities of monop-

oly development in the marketplace— monopolies hold concentrated eco-

nomic and political power. For example, US Supreme Court decisions, in 

cases such as Citizens United v. Federal Election Commission, have granted 

corporations the power of unlimited political lobbying and the legal status 

of personhood.2

But monopolies equally threaten a democratic society because they can 

limit discussions about the value systems affecting technological innova-

tion. An open public dialogue about automated cars, for instance, could 

address questions of how such machines would operate in the public space, 

how they may be regulated, who would be allowed to own them, and their 

effects on human labor. But such conversations seem to be either nonex-

istent or sidelined when it comes to the decisions being made about our 

future.

In the United States a process called vertical integration— the develop-

ment of various parts of a business to allow it to extend end- to- end from 

3 Foreclosing the Future
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production to consumption— is legally permitted. For example, Amazon 

produces its own television shows and then sells the services through which 

the public streams and watches them. But horizontal integration— acquiring 

another company that offers the same services— is typically trickier to pull 

off in the courts, partly because of existing laws.

Remember when Amazon just sold books? Now it is a monopoly- in- the- 

making, but in a distinct fashion. Rather than dominating all of a single 

sector, it provides retail services for everything across the board, from gro-

cery delivery, to entertainment, to clothes, books, and toys.3 Jeff Bezos him-

self claims that he wants Amazon to sell everything. This kind of business 

model moves beyond the classic premise of monopoly, in which the best 

competitor simply wins out in the marketplace. Now we see market com-

petition taken to such an extreme that a single company is consuming the 

market entirely. Already, as The Nation reports, Amazon

also produces hit television shows and movies; publishes books; designs digital 

devices; underwrites loans; delivers restaurant orders; sells a growing share of the 

Web’s advertising; manages the data of US intelligence agencies; operates the 

world’s largest streaming video- game platform; manufactures a growing array of 

products, from blouses to batteries; and is even venturing into health care.4

Amazon does have one global competitor, the Chinese e- commerce 

giant Alibaba. The two are currently in an arms race over investments into 

AI cloud- based services.5 Amazon has re- architected its distribution not 

only of physical goods but also of binary digits, or bits, aiming to become 

the center of both worlds. Such massive distribution advantages could cre-

ate a tension with historical antitrust standards. Nonetheless by moving 

aggressively into logistics, distribution (through automated drones), and 

even physical retail stores, Amazon has vertically expanded to take power 

over the entire pipeline: from our data in the cloud to the consumption of 

physical goods on the ground. Its monopolistic activity plants a foothold 

across the spectrum— dominance of web services, ownership of the Wash-

ington Post, and expansion into the physical world of grocery stores such 

as Whole Foods and new retail stores, as well as delivery technology and 

warehouses.6

Tech giants in the United States continue to transform antitrust laws 

already in place. In June 2018, the US District Court ruled that AT&T 

could take over Time Warner Cable, an acquisition challenged by the Jus-

tice Department because of horizontal integration antitrust concerns. But 
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these telecommunication companies argued that this move was necessary 

in order to compete against other corporate giants that pose an even greater 

risk by monopolizing or controlling prices at will.

With questions of monopolistic power in mind, I reached out to Roger 

McNamee, a billionaire investor and part- time guitarist who in 2004, after 

decades of funding a range of technology businesses, formed the private 

equity firm Elevation Partners. (The music star Bono was a partner in the 

venture.) Because McNamee considers himself a mentor to Mark Zucker-

berg, and is the one who introduced the Facebook founder to the compa-

ny’s current chief operating officer Sheryl Sandberg, the media have sought 

him out to discuss what’s gone wrong with Facebook, particularly in rela-

tion to the 2016 United States election. As McNamee explained it to me, 

we’re witnessing a “narrowing of values … a reducing of innovation because 

[monopolistic corporations] are choking off a lot of other viewpoints that 

could enter” into healthy conversations and bring to the table multiple 

perspectives about new technologies, and how they are to be developed 

and introduced.7

As industries from retail to banking have concentrated, similar dynam-

ics shape the consolidation of economic and political power into a few big 

technology companies. Without diversity, flexibility, or room for creative 

new voices to enter the field, we are doomed to engineer more of the same: 

centralized, rarified, and controlling organizations run by a small elite with 

outsized power. When technologies come from such elite places of privi-

lege, we can imagine how unlikely it is that they serve our interest as users.

As we think about the dangers of giving any private enterprise too much 

power, consider the 2017 firing of the respected antitrust policy researcher, 

Barry Lynn, from the New America Foundation. The story has an interest-

ing backdrop: just after the EU’s decision to levy its $2.7 billion fine on 

Google for antitrust violations, Lynn wrote a statement applauding this 

decision, which the New America Foundation posted on its website.8 Yet 

hours later the statement disappeared.

According to an article in the Daily Beast, for decades Lynn had been 

“warning about the pernicious effect monopolies have on all facets of 

American life: from the food one eats, to the financial system one uses, to 

the forms of communications on which one depends.”9 Google, according 

to a New York Times article, is one of the foundation’s major donors, and 

Eric Schmidt, Google’s former CEO, sits on the think tank’s board.10 As a 
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result, because Lynn was an important force in shaping discussions around 

the regulation of tech giants, he seems to have become a casualty.

Lynn is now the head of the Open Markets Institute, which had con-

vened a summit in 2016 dedicated to reigning in what he saw as the excesses 

of the tech giants. His team had launched the Citizens Against Monopoly 

initiative, arguing that the tech giants, particularly Google, have developed 

a political influence operation that is sophisticated and impactful, perhaps 

even more so than many major governments.11

Lynn wrote a Washington Post op- ed piece titled, “I criticized Google. 

It got me fired. That’s how corporate power works,” in which he dis-

cussed what might happen when corporate donors overtake a think tank’s 

agenda.12 Corporate power can threaten any independent institution— a 

university, newspaper, or community organization— that we depend on to 

fight for equality, diversity, and justice. As Lynn points out, “by design, 

the private business corporation is geared to pursue its own interests. It’s 

our job as citizens to structure a political economy that keeps corporations 

small enough to ensure that their actions never threaten the people’s sover-

eignty over our nation.” Although his discussion is focused on the United 

States, it can be applied to smaller nations that have even less ability to 

sway the activities of massive technology firms.

Privatization of Public Life

Some of the most powerful companies in the world are responsible for cre-

ating the technologies that define how we discover information, communi-

cate with one another, and buy and sell products. Today, these technologies 

are in the hands of billions of people worldwide, meaning that the public 

experiences defining our collective lives online are often controlled for us, 

and profited from, by private corporations.

Much of public life has been privatized, and not just in the United States. 

Schools, hospitals, banks, roads, militaries, police, even prisons, have all 

followed this path. These institutions directly affect our public lives and are 

charged with serving the public interest. Yet by their very definition as for- 

profit institutions, the public may not be their first priority. The account-

ability of these private institutions is primarily to their executives and 

shareholders, and their mission is to make a profit— even if they are funded 

by public tax dollars.
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The internet has also followed this path. Some of the early spaces that 

defined communication online, such as Usenet forums, were nonprofit. 

Some operating systems, such as Linux, and browsers, such as Mozilla, were 

not produced for commercial use. Today, however, we see the expansion 

of private, for- profit power over our public lives online with specific auto-

mated and AI systems designed to take over many of the tasks of govern-

ment functions and institutions.

Consider the following two examples in the field of law enforcement. 

Both show how public institutions are using technology developed by pri-

vate corporations. The first system, called COMPAS, calculates a recidivism 

score, or the likelihood of a convicted criminal to commit another crime in 

the future (see figure 3.1). The second, PredPol, is a predictive policing system. 

Police departments across the nation use it to determine algorithmically 

where and when a crime is likely to occur, when police should monitor 

certain neighborhoods and zones, and whether a given crime constitutes 

gang activity.

COMPAS and Suspect Recidivism Rates

The COMPAS system, developed by the Northpointe Company, has 

received significant scrutiny, thanks to the in- depth reporting of two jour-

nalists from the nonprofit organization ProPublica.13 They first chronicle 

Figure 3.1
In the COMPAS system the black man on the left is likely to score a higher recidivism 

rate than the white man on the right (source: ProPublica).
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the case of Brisha Borden, an eighteen- year- old African American girl with-

out a criminal record. In 2014 Borden and her friend picked up a kid- sized 

scooter and bicycle on the sidewalk, valued at $80, and started to ride the 

vehicles down the street. A neighbor spotted them and called out that the 

bike and scooter belonged to her six- year- old son. The girls stopped rid-

ing and walked away. But another neighbor who witnessed the event had 

already called the police, who arrested Borden and charged her with bur-

glary and petty theft.

Compare that to the case of a forty- one- year- old white male, Vernon 

Prater, who had an armed robbery conviction and had served multiple 

years in prison. Prater was apprehended for shoplifting merchandise worth 

$86.35 from a Home Depot store. The COMPAS system concluded that Bor-

den, the teenage black girl (who had committed only a misdemeanor as a 

juvenile) was at higher risk for recidivism than Prater, the white man con-

victed of a felony.

The system’s determinations suggest that race, age, and gender are more 

important in judgments of potential criminality than a felony conviction 

and prison time. COMPAS has also flagged black defendants as being twice 

as likely to commit crimes compared to white criminals, despite prior crimi-

nal records. Based on data from Broward County, Florida, its predictions 

around violent crimes have been found to be incorrect 80 percent of the 

time. Describing the system, Mark Boessencker, a judge in Napa County 

(California) Superior court, where the system has also been used, explained: 

“A guy who has molested a small child every day for a year could still come 

out as a low- risk because he probably has a job. … Meanwhile, a drunk guy 

will look high risk because he’s homeless.”14

The ProPublica study also included the case of Paul Zilly, a forty- eight- 

year- old construction worker sent to prison for stealing a lawn mower and 

some tools. COMPAS rated Zilly with a high score for violent recidivism, 

even though Zilly had been working with a Christian pastor to address prob-

lems that influenced his decision to steal. Despite this proactive attempt 

to reform, the COMPAS system doomed him to a more punitive sentence 

than the one he might have received had the judge not seen the rating. 

The issue, Zilly explained, extends beyond innocence or guilt to concern 

power over one’s own life: “Not that I’m innocent, but I just believe people 

do change.”15
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Questions such as “Was one of your parents ever sent to jail or prison?” 

and “How often did you get in fights while at school?” form the basis for 

the system’s algorithmic rating formulas.16 Puzzlingly, many COMPAS sup-

porters insist that the answers to such questions are not highly correlated 

to race, despite social science research that shows how race plays a factor in 

criminal determination.17 In response to this research we often hear another 

question: Is this not better than a racist judge? This question presumes that 

our only alternatives are racist judges or racist algorithms. What if instead 

we demanded other technologies that support the world we aspire toward, 

a world where racial justice is prioritized and racial bias is eliminated? 

What if the most criminalized populations in the country were brought in 

to help design and implement these technologies?

Predictive Policing and Racism

The Los Angeles Police Department (LAPD) has incorporated the PredPol 

(predictive policing) system since 2014 in over a third of its divisions.18 

Instead of using a narrative crime report to determine whether a given 

crime is gang- related, PredPol produces a “partially generative neural net-

work,” in other words, an algorithmically written crime report,19 by consid-

ering quantitative, less “messy” data such as the number of suspects, the 

primary weapon used, and where the crime took place. A police department 

then draws upon these three criteria to provide a map of what it deems to 

be gang territory.

In an article for the journal e- flux Jackie Wang explains in greater detail: 

PredPol computes jurisdiction maps covered with red square boxes that 

indicate where crimes are likely to occur and at what times throughout the 

day. Police can then patrol these “spatial” zones in the flesh. Wang raises a 

number of “what happens next” questions, some already troubling to civil 

rights groups and critics of predictive policing:

What is the attitude or mentality of the officers who are patrolling one of the 

boxes? When they enter one of the boxes, do they expect to stumble upon a 

crime taking place? How might the expectation of finding crime influence what 

the officers actually find? Will people who pass through these temporary crime 

zones while they are being patrolled by officers automatically be perceived as 

suspicious? Could merely passing through one of the red boxes constitute prob-

able cause?20



34 Chapter 3

Wang has also written Carceral Capitalism, a compilation of essays on 

topics related to technologies of control (both inside and outside prison) 

that affect perceptions about racism and crime. She notes how the PredPol 

system evolved from software funded by the Pentagon and used in Iraq 

to track insurgents and predict casualties. Jeffrey Brantingham, a UCLA 

anthropology professor and PredPol’s co- developer, holds an evolutionary 

view of criminals as “modern- day urban foragers whose desires and behav-

ioral patterns can be predicted.” Such a model, says Wang, “appeals to our 

desire for certitude and knowledge about the future.”21 But how might sat-

isfying that desire ultimately work against us?

Let’s go back to examine PredPol’s selling point, that it avoids “messy” 

crime scene descriptions. This implies that the system’s algorithmically 

formulated and visualized data represents a neatly reflected (and therefore 

true) reality. Instead, says Wang, such data “actively constructs our reality.”22 

The system thus ignores the subjectivities and contexts that shape specific 

real- world events. And those events are admittedly more difficult to process 

and compute using objective learning algorithms. And what if behind the 

system’s prediction there only lies data that shows police have patrolled the 

corner before, perhaps because it’s in a poor neighborhood?

PredPol consistently claims that it can be linked to a decrease in crime 

in cities that have implemented it. But crime rates have been decreasing 

steadily throughout the United States since the 1990s, and there is little 

evidence to correlate any decrease to PredPol. For example California’s gang 

database, the very source of so- called objective information upon which 

the algorithms are based and modeled, was found to be full of errors. For 

example, it mistakenly included forty- two gang member names with birth 

dates of one year old or younger.23

When criticized about the ethical concerns the technology has raised, 

Hau Chan, one of seven co- authors (with Brantingham) of a paper pre-

sented at the inaugural Artificial Intelligence, Ethic and Society conference 

in February 2018, replied, “I’m just an engineer.”24 As we weigh that com-

ment, we must remember that PredPol is a for- profit business that sells services 

with the potential to socially engineer the police system.

Both PredPol and COMPAS illustrate how private companies have 

developed technologies that impact our public institutions and lives. Both 

are “intelligent systems” that disproportionately target racial and sexual 

minorities as well as those of low socioeconomic status, using secretive data 
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sets. Because they are seen as “statistical” or “mathematical,” it becomes 

very difficult to make prejudice visible. Both systems, and therefore the 

courts and cops using them, do not take into account the impact of incor-

rect judgments or predictions. Nor do they consider the amount of pain 

their decisions may have on individuals and communities who are already 

racially profiled and placed at the margins of social and economic power. 

But this myopic viewpoint ignores alternative values that we must safe-

guard: complexity, social context, civic decision- making, and an empathic 

approach that sees us all as connected. And so, instead of further criminal-

izing vulnerable communities with technology, we can design tools in the 

image of compassion and restorative justice.

Reddit: Throwback or Future Path?

The internet was never solely a professional or governmental undertaking. 

Instead, a wide range of entrepreneurial, countercultural, and artistic fig-

ures contributed to its evolution. From its early “online community” days 

in the mid- 1980s, we saw the internet as a way to share common interests, 

hobbies, professions, and cultural identities with others. But we did not 

anticipate how our decentralized use of the internet, with each of us on our 

computers and phones, could be controlled. We did not imagine how the 

scale and expansion of the internet could be co- opted through the capture 

and manipulation of data. Nor did we foresee how that data could be opti-

mized within a capitalist economic system where tech companies have one 

major role: increasing their bottom line.

We still see stragglers of the internet’s past living on today. Consider 

Reddit, a website that proclaims itself to be “the front page of the inter-

net.”25 I recently interviewed Reddit’s CEO and co- founder Steve Huffman. 

He described his site, with its 350 million to 400 million users, as “organic 

and pure,” the most “human place on the internet.”26 Why? For one, the 

site looks like a throwback to the Usenet forums and newsgroups of the 

1980s and 1990s. It’s not a slick black box as much as a messy list of threads 

and posts, a site that provide users with opportunities to enter different 

conversations around topics of their choice.

Unlike Facebook or YouTube, Reddit is completely user- driven. Regis-

tered users post content, vote to support it, and recommend different com-

munities to one another. (There are millions of such communities, called 
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subreddits.) With Facebook and YouTube, users also contribute by posting, 

voting, and so on— but the decisions shaping what they see are not so user- 

powered. Reddit has not “updated” its original approach to take advantage 

of hidden algorithms based on personal data collected about users, and 

thus it does not control the content of sites the way Facebook and YouTube 

do. Reddit will suggest, or even recommend, other threads its users may 

wish to join, but it does not direct or otherwise manipulate the users’ atten-

tion to them. This user- oriented method works for the site, well enough for 

Alexa (that’s right, Amazon’s Alexa), to rank Reddit the fifth most popular 

site in the United States and the eighteenth worldwide.27

Reddit makes money from advertising but its practices are far more trans-

parent than those of its big tech competitors. The company doesn’t offer 

advertisers options to microtarget users through a hidden system of data- 

collection, profiling, and aggregating— advertisers can simply post their ads 

where they wish without accessing a user’s intimate personal data. Why? 

Because Reddit doesn’t need such tactics, Huffman told me. If the skin care 

brand L’Oréal wants to advertise, it can simply go to the “Makeup Addic-

tion” community. The approach is to link advertisers with users based on 

the communities they voluntarily joined, not in hidden and sneaky ways.

Reddit, like Wikipedia, remains dominantly English language– based and 

Eurocentric, a point that Huffman acknowledges. The site has also dealt 

with its fair share of controversy, having hosted intolerant content that 

forced moderators of the politics community to ban a number of posts 

and links. Misinformation planted on the site has gone viral. For example, 

after the 2014 Boston Marathon bombings, when a grainy picture of the 

suspected bomber circulated on social media, a user posted it on a Red-

dit forum alongside a photo simultaneously featured on Facebook: that of 

Sunil Tripathi, a student at Brown University who was missing at the time 

and eventually found dead by suicide. The Reddit user accompanied the set 

of photos with speculation about Tripathi’s involvement in the bombings 

and the FBI’s involvement in his search.28 Thus Reddit, like other inter-

net forum spaces, can be a place where misinformation is born, and from 

which it can travel across the site’s user communities. From there it can 

get picked up by attention- optimized algorithmic aggregators— including 

those that shape what is visible on Facebook or Google News.

But despite Reddit’s shortcomings, the site reminds us that the internet 

signified “community” to its early proponents and users. This was even true 
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for the tech giants of today. For example, Facebook started as a community 

network in 2004— a space for Harvard students to communicate and share 

information. It then expanded to other universities before eventually open-

ing itself up to the world, at least to anyone with an email address.29 Google 

also described itself as a pro- community technology: within a brief ten- 

year span since its founding in 1998, the site operated services for “blog-

ging, instant messaging, shopping and social networking,” it challenged 

Microsoft’s role in the workplace with a “suite of word processing, spread-

sheet and other tools,” and it began to build a software platform for mobile 

phones intended to compete with Apple’s iPhone.30

I spoke briefly with the Harvard legal scholar Lawrence Lessig about 

where we and the internet have been headed considering how community 

oriented technologies turned into massive private corporations. In several 

of his influential books, Lessig has argued that the internet facilitated forms 

of “virtuous expression” through which the peer- to- peer experience of 

uploading and downloading (or streaming) supported the formation of new 

communities based on non- monetary interests. Lessig told me he wishes to 

“make obvious to policy makers and technologists the intimate connec-

tion between technical design and public values.” He stressed how “particular 

values that manifest [themselves] on the internet were contingent on [the 

technology’s] design.”31 Yet he expressed frustration that internet technol-

ogists have created a cash cow by influencing internet users to consume 

addictive content as if it were junk food and by allowing rumors and mis-

information to spread like wildfire. Regulators should do something about 

this, Lessig declared, recognizing that market-dominant technologies have 

become addictive, monopolistic, and unhealthy for democracy. Our policy-

makers must do what they can to push forward a climate in which competi-

tors and alternatives to the tech companies today are also viable.





The intelligent computer systems being designed for use in courtrooms and 

police departments, increasingly represent the norm rather than the excep-

tion when it comes to the troubling ways many technologies are developed 

and deployed today. These systems follow a pattern, as we saw in the last 

chapter. They arrive in our lives promising efficiency and connectivity. But 

they operate in ways that blur our understanding of what we are connected 

to and what it means to be connected. This happens because those who 

hold power over connecting our world to the internet are all too often dis-

connected from the populations they claim to serve. The PredPol developer 

Hau Chan (discussed in chapter 3) is “just an engineer.” Mark Zuckerberg 

is just a kid from Harvard who had a dream. Steve Jobs is just an iconoclast 

who traveled the world. Jeff Bezos is just one of the wealthiest men in the 

world obsessed with privatized space travel.

How did this problem of disconnection arise?

Let’s go back to 1997. At that time, we celebrated the internet for liber-

ating information and democratizing access. But even then the French 

philosopher Paul Virilio saw the internet as a potential “information 

bomb.” Such an explosion of information, he argued, would overwhelm-

ingly disorient internet users, who would then relinquish total control to 

technologies produced by private corporations and powerful nation states.1 

Virilio cautioned that the speed at which information could travel would 

create “virtualization,” where neither time nor space would matter to the 

extent it did before. We would all risk being controlled by technologies cre-

ated to support the interests of the powerful.

Since 1997 Virilio has been one of many writers to raise concerns about 

the digital world. Even the controversial neoconservative statesman Henry 

4 Disconnection and Connection
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Kissinger argues today that new technology’s “emphasis on speed inhibits 

reflection; its incentive empowers the radical over the thoughtful; its values 

are shaped by subgroup consensus, not by introspection.”2

Our Digital Footprints

Because they use our personal data, many technology platforms also hold 

the potential to steer our economic, cultural, and political futures. Instead 

of serving people, however, they tend to support the agendas of a few pri-

vate corporations notable for their lack of transparency.

Companies that collect, sell, and analyze our data now claim they are 

able to use it to predict what we will do. Several studies show how tech 

companies can make conclusions about a person’s identity and behavior 

based on a simple set of Facebook “likes.” But the problem goes beyond 

the intentional posts, likes, or comments we put online. Much of the data 

used to assess and impact our behavior comes from information we release 

without awareness.

For example, when we use our mobile phone or credit card we make data 

available to the companies who produce and control the digital applica-

tions behind them— or to brokers who buy and sell our data. As we carry 

around our smartphones, software technologies not only track our biomet-

ric data but also collect information about where we go and the places and 

people with whom we interact. This data is the “digital footprint” we leave 

behind when we browse online or use credit cards, or when surveillance 

cameras capture our movement in public spaces. We have little control or 

awareness regarding how much data we are giving up, and how often we do 

so while using the internet in our daily lives. It’s concerning that so much 

Facebook data about us is available to be used this way. But far scarier is the 

ability to combine this data with all the other digital footprints we release. 

Yes, you’ll get a glimpse of my identity from what Facebook has on me, 

but add to that my aggregated online data and you’ll have a penetrating, 

invasive portrait.

The computational models analyzing our data can hugely impact our 

behaviors, decisions, and experiences. They do so by feeding back the data 

they gather about us into their persuasion architecture, an online environ-

ment they build for us that determines what we see and how we see it.
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Consider the persuasion architecture of the supermarket checkout line: 

it exposes us to well- placed junk or snack foods and the ubiquitous tabloids, 

and it influences our decisions to purchase the items on display. Persuasion 

architecture exists online at a massive scale with greater immediacy: what 

we see is personalized based on real- time information we provide, making 

the “options” available to click on or view that much more powerful.

Research concerning the potential to analyze our digital footprints is 

not new. Michal Kosinski, a professor at Stanford, demonstrated in 2012 

that with a mere 68 Facebook likes he could predict a user’s skin color, 

sexual orientation, and political affiliation. But that’s not all. He and other 

researchers have also been able to predict intelligence, religion, drug and 

alcohol use, and even whether a person’s parents are divorced.3 With 70 

likes, there’s data enough to evaluate a person’s behavior better than a col-

league ordinarily could; 150 likes would beat what parents know about 

their child; and with 300, what a partner or spouse knows.4 The claim is 

that just by gathering and computing across enough data trails, a person’s 

IQ becomes predictable.5

It’s troubling that these models define terms like “sexuality,” “intelli-

gence,” and “behavior” in extremely reductive ways. In doing so they rel-

egate the manner in which we define of the most complex parts of life to 

the binary, yes- or- no logic of labels. Even worse, they do this in ways that 

are hidden from us. And that hiddenness means we might never be able to 

find out what details are included or excluded about us in the process. It’s 

understandable to trust the recommendations we get online, but what if 

they are at odds with how we view ourselves?

Welcome to the Hyperreal

Our ability to communicate today by email, text, and video chat, still main-

tains continuity with the ways we’ve kept in touch, shared, and exchanged 

information in the recent past. But the speed of communication— which 

brings us together in immediate or near immediate timeframes (for very 

little cost, and often for free)— guarantees seemingly frictionless ease.

Yet such efficiency does not come without a cost. In a recent opinion 

column for the New York Times, Cal Newport suggests that the smartphone 

draws “us in with endless diversions, like the warm ping of social approval 
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delivered in the forms of likes and retweets, and the algorithmically ampli-

fied outrage of the latest ‘breaking’ news or controversy.”6

Siva Vaidhyanathan also sees danger lurking behind the frictionless ease 

and endless diversions. In his 2011 book, The Googlization of Everything: And 

Why We Should Worry, he examined the downside of the company’s global 

embrace and its mission to “organize everything.” And in his recent book, 

Antisocial Media, he discusses how Facebook and its widespread use could 

undermine democracies across the world.7 When I asked him about these 

concerns he replied with his own question:

Has it made us smarter, has it made us wiser? … It has really just overwhelmed 

us with audio, video, and text. In some ways it’s paralyzed us and stunted us, in 

other ways it’s enlightened us and empowered us. There’s no one answer to that 

question. But I think it’s safe to say that what has happened to the removal of fric-

tion is that we’ve opened a whole lot of new problems that we did not anticipate.8

Vaidhyanathan points out that we must not equate “positive” technologi-

cal transformations with social empowerment. There’s a danger when the 

corporate or institutional entities that drive these technological shifts are 

disconnected from the communities their products serve. “A queer young 

person in a straight, unfriendly part of the world might get tremendous 

value out of the connective power of social media,” he says. “But collectively 

it’s a disaster. Because it’s one part of a system that changes at scale.”9

The scale of these platforms, Vaidhyanathan contends, gives them power 

to shake our economic, political, and cultural foundations, with zero input 

or accountability from any of us. Our media, financial institutions, places 

of buying and selling, libraries, and, most dramatically, our democratic insti-

tutions, are all being challenged by new technologies. These institutions 

deserve critique. Keeping them accountable is a tenet of any democratic 

society, but we must not throw the baby out with the bathwater in our zeal 

to technologize everything.

Consider the photo that appeared in the Dominican Republic’s newspa-

per El Nacional in February 2017 (figure 4.1). It looks like Donald Trump but 

it’s actually Alec Baldwin, the actor who has been spoofing the president 

on Saturday Night Live ever since the campaigns leading up to the 2016 US 

presidential election.10 Was this just an innocent mix- up? Most likely, but 

something more significant may be going on. It brings to mind “the hyper-

real,” a term the philosopher Jean Baudrillard used to describe the blurring 

of fiction and reality produced within our image- saturated world.11
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We see the hyperreal at work in the “Trump photo” not only as a case of 

mistaken identity but also in terms of how we understand the US president 

himself, as a former “reality TV” star. Even the president’s Twitter handle, 

@realdonaldtrump, suggests that his tweets are the real deal and other rep-

resentations are fakes. This invokes a far more important question: How 

are we to discern fact from fiction, and reality from imagination, within a 

world of information overload, surrounded by immersive technology?

When Baudrillard discussed the hyperreal in his 1981 book, Simulacra 

and Simulation, he drew on a fable by the Argentine author Jorge Luis Borges 

in which cartographers were asked to create a map of an empire.12 The 

resulting map embodied such a level of precision and detail that in the end 

it became indistinguishable from the actual territory it sought to represent. 

In the fable, the physical map fades and crumbles into the soil, as does the 

empire into the landscape, marking the final blurring between signifier and 

signified. As Baudrillard stressed: “It is the real, and not the map, whose 

vestiges persist here and there in the deserts that are no longer those of the 

Empire, but ours: the desert of the real itself.”13

New technologies expand our connections and disconnections. If they 

are created by powerful organizations or individuals who are themselves 

Figure 4.1
Not the real Donald Trump (source: El Nacional).
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disconnected from the lives of those they claim to serve, they can take us 

into spaces of the hyperreal— spaces that blur our understandings of what 

is real, who we are, how we communicate, and how we learn.

Dependency, Addiction, and Misinformation

The internet’s promise to decentralize aims to give each user power and 

voice. Intuitively that goal seems in harmony with a democratic society 

where citizens, states, or communities are part of the whole, but also have 

the opportunity to self- govern and participate as they see fit. But problems 

come when tech companies, particularly Facebook and Google, exploit this 

decentralization as they engineer ways of capturing and controlling data.

Google has developed numerous efficient and well- designed applications 

that work in tandem. Gmail and Google’s search, maps, drive, and hang-

outs (chat) applications work perfectly with one another, even though we 

could explore the wilderness of the internet through search alone. Accord-

ing to Roger McNamee, the outspoken billionaire tech investor I quoted in 

chapter 3, Google twice displayed “genius insight”: first when it recognized 

“twenty or twenty- five different functions that were common to everybody 

on the internet,” and second when it “systematically created easy- to- use, 

free applications to address each of those functions.”14 Those functions and 

apps shaped the default infrastructure by which users navigate and engage 

with the internet to support their interests.

Thanks to the “genius insight” of the Silicon Valley giant, users have now 

become dependent on the company’s products. As McNamee points out, 

“People would no sooner give up their Google application than cut off their 

right pinky, and the result is that Google has been able to centralize the 

internet and make the open web irrelevant.” The company forced “all of 

the customers— whether they were users or businesses— and the content 

holders into their system.” That, says McNamee, “is the very basis of all the 

problems” the company causes. “And in a world where there is weak anti-

trust regulation, that insight was worth hundreds of billions of dollars.”15

As McNamee sees it, Google’s move to dominate the internet with at 

least half a dozen products and over a billion users is equivalent to “simply 

walking onto the beach at Santa Monica and building a shopping mall … or 

taking over New York City’s Central Park and charging [admission] just 

because they could.”16
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Facebook went on to imitate the Google strategy of centralization, 

McNamee adds. “[They] got essentially an 80 percent share of consumer 

photos [and] consumer video to Google’s 20 percent,” and “Google got 

80 percent, maybe 90 percent of search and mail.” Yet unlike Google, 

McNamee claims that Facebook’s business model is “manifestly bad for [all] 

of its users. … People are harmed daily. The parasitic model of the media 

was started by Fox News, and Facebook took it to another level. … In order 

to make up for that, they focused on personalization, and that’s when they 

began their whole surveillance model.”17

Facebook also generated addiction among its users as billions grew ever 

more dependent on a single platform from which they could view one 

another’s photos, videos, and posts. The smartphone, a tool that allowed 

content to be delivered universally, in theory to anyone at any time, became 

the catalyst for this achievement. Unlike Google, however, Facebook did 

not create a set of efficient applications. It opted instead to provide a cen-

tralized place for social life. By doing so it moved far away from the demo-

cratic vision of the online world as a public space, park, or square, where 

people can digitally come together and build community in ways over 

which they, and not a distant corporation, have power. As a result Facebook 

has become a space that accommodates various forms of surveillance and, 

ultimately, misinformation.

From my personal experience and perspective as a trained engineer, 

data scientist, and researcher of the internet, I find it hard to conclude 

that Facebook’s intentions were sociopathic, as McNamee alleges.18 But 

several Facebook executives have come out to deride the company’s busi-

ness practices.19 Chamath Palihapitiya, for example, the company’s former 

vice- president for user growth, spoke to an audience at Stanford Business 

School: “We have created tools that are ripping apart the social fabric of 

how society works. The short- term dopamine- driven feedback loops we’ve 

created are destroying how society works. … You don’t realize [it], but you 

are being programmed.”20

Sean Parker, Facebook’s first president (who is revered in tech circles as 

the co- founder of Napster), has now revealed the motivation behind design 

choices Facebook made as it engineered and updated its platform. In an 

interview published on the Axios website, Parker acknowledged that the 

company, and Instagram, which it owns, constantly honed its objectives, 

none of them altruistic, by asking the following question: “How do we 
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consume as much [user] time and attention as possible?” We were “exploit-

ing a vulnerability in human psychology,” Parker admitted. “The inventors, 

creators— it’s me, it’s Mark [Zuckerberg], it’s Kevin Systrom on Instagram, 

it’s all of these people— understood it consciously. And we did it anyway.”21

Facebook’s decision to grab its users’ attention and feed their addiction 

is all the more disturbing because the company disseminates destructive 

and hateful content to achieve both goals. It is well known how fake news 

and conspiracy theory content has gone viral on the Facebook platform 

when it comes to elections, mass shootings, and neo- Nazi demonstrations. 

So- called intelligent algorithms have been “credited” for making these deci-

sions, not human beings. According to McNamee, Facebook realized that 

“if you want to keep people in the filter bubble, … you can show people car 

wrecks for a while, but after the wreck loses its salience you have to go to 

something more tragic than that.”22

The use of algorithms in decision- making also implicates YouTube, the 

Google- owned video- sharing platform, which now has over 1.5 billion 

monthly users.23 In February 2018, the journalist Paul Lewis filed a report 

in the Guardian claiming that YouTube’s recommendation algorithm pro-

motes divisive clips and conspiracy videos in the “Up next” thumbnails 

that entice a user to remain on the site.

To prove his point Lewis cleared his browsing history, deleted cookies, 

and opened a private browser to ensure that YouTube recommendations 

for him were not based on past, personalized choices, but rather on what 

the artificial intelligence– powered system selected to maintain his atten-

tion.24 The “Up next” selections that came his way were unsettling: more 

fake news videos; more conspiracy theories gone viral. Macabre, hateful, 

and violent videos, including one associated with Peppa Pig, the animated 

TV character who has a dedicated channel on YouTube, were served up to 

toddlers. Lewis concluded that YouTube’s recommendation algorithm both 

values and supports hysteria and sensationalism. On YouTube, he said, “Fic-

tion is outperforming reality.”25

We’ve heard of the “win- win” narrative that binds video creators to 

platform- holding corporations: if users watch a video and stay on the plat-

form, the relationship is symbiotic. This feeds the popular misperception 

that YouTube and other social media platforms are great democratizers. So 

does YouTube’s self- promotion when it comes to politics: prior to the 2008 

US election it praised its role (with CNN) as a co- moderator of a presidential 
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debate between Barack Obama and John McCain, claiming that it “lowers 

the barrier … to engage in the political process, and levels the platform for 

political discussion.”26

What the win- win narrative fails to consider are the rest of us, the users. 

As we get addicted to these platforms, and there is increasing evidence that 

we do, we give into their recommendations and allow our attention to be 

exploited.27 As a result, we now have billions of users stuck in siloes of 

manipulation and misinformation, believing things that, in McNamee’s 

words, are “demonstrably not true. … But you can’t get through to [these 

users]. … It’s like they’re part of separate cults.”28

In an effort to break the barrier, McNamee and Tristan Harris, a former 

Google employee and design ethicist, created the Center for Humane 

Technology, a coalition of tech creators studying what its co- founders 

believe are the most pernicious problems with technology today: one 

being its addictive use by youth, and another being its potential to influ-

ence elections and politics. McNamee spoke to me about how the center 

has been catching “lightning in a bottle,” garnering attention from a 

wide range of journalists and warning US and international users alike 

about the dangers of ceding too much control to the biggest technology 

companies.29 The center, however, has not yet engaged with the most 

pressing issue we face: the hidden capture, control, and manipulation of 

our lives.

Whether we’re talking about massive lobbying power or accumulated 

wealth, McNamee explains that we shouldn’t expect to see significant 

change as long as stockholder valuations keep skyrocketing. Accountability 

to shareholders is the linchpin of a publicly traded corporation. If the cur-

rent, secretive model of controlling attention and data continues to work 

for companies such as Facebook and Google, he claims, they are likely to 

take little action.30

McNamee calls the notion that technology should be solely valued 

through trade the most “specious piece of bullshit imaginable.”31 Yet share-

holder trade is what ultimately matters for commercial valuation, because 

those creating the technologies that reach the hands of billions are members 

of private corporations. Meanwhile we, the users, the ones whose data and 

attention run through the pipes to fuel this entire endeavor, are reduced 

to just that: a passive resource to be burned through, with no meaningful 

voice, value, or vision of our own to contribute as equal citizens.
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The Collection of Our Data

McNamee defends Apple from some of the critiques he levels at Facebook 

and Google by arguing that the corporation’s model is more traditional. 

“They made a much better product, got much higher margins … people 

f— ing love it.”32 He does admit, however, that Apple products and services 

are also addictive— in addition to its laptops and phones, users are depen-

dent on its iTunes store, which serves as a centralized data- gathering gate-

way for the podcasts, music, and videos users consume. McNamee sees a 

distinction here: for Apple the human being is the customer rather than 

the product; he views the company’s policy concerning data and privacy 

as less predatory.

What’s missing from his characterization of Apple? Several issues, one 

being Apple’s approach toward planned obsolescence, or its design of expen-

sive devices intended to die after a given period of time.33 Apple also has 

a troubling environmental and labor record, which involves the use of 

industrial sweatshops in countries like China.34 Additionally, the company 

has exploited consumers by forcing them to buy expensive “new” don-

gle peripherals (such as chargers and cables that are only compatible with 

iPhones) to ensure fully functioning devices.35

The music business is where we see Apple’s monopolistic aspirations 

in action. As Jonathan Prince, from rival Spotify, points out: “Apple has 

long used its control of iOS to squash competition in music, driving up 

the prices of its competitors, inappropriately forbidding us from telling our 

customers about lower prices, and giving itself unfair advantages across its 

platform through everything from the lock screen to Siri. You know there’s 

something wrong when Apple makes more off a Spotify subscription than 

it does off an Apple Music subscription, and doesn’t share any of that with 

the music industry. They want to have their cake and eat everyone else’s 

too.”36

Thus, in different but related ways, we see how the biggest tech com-

panies have achieved dominance. Facebook hijacks attention and data. 

Google centralizes the supposedly decentralized internet by cajoling us 

into using their interlocking, data- gathering products and services. Apple 

forces us into a dependence on new products, peripherals, and their own 

version of data- gathering centralized media content services. Amazon ver-

tically integrates between bits and atoms— grabbing our data, pushing us 



Disconnection and Connection 49

into their media networks and offerings, and centralizing their services for 

the distribution and consumption of retail products and groceries.

Both Amazon and Google have moved into our homes with the Amazon 

Echo and Google Home Mini, devices that listen to us for location informa-

tion, brands we like, and other personal details. These and other compa-

nies have entered the surveillance business— the more they learn about us 

the more they can influence our behavior and sell us more products and 

services.

Facebook tracks users when they are not online, including those who 

have never even signed up for a Facebook account. The company is now the 

subject of a lawsuit in California initiated by the former startup Six4Three, 

which alleges that the company gathered information about non- user 

friends of people with Facebook accounts, reading text messages, tracking 

locations, and accessing photos on their phones, even if they did not have 

the Facebook app installed on it.37

Google is well known for hoarding data from users and non- users alike, 

and has excelled at acquiring and developing so many distinct applications 

that it has become difficult not to provide the company with data unknow-

ingly.38 As a thought experiment, the company’s Google X division has con-

sidered the possibility of organizing all the data collected by a user’s devices 

in a “ledger” and presenting it “as a bundle of information that can be 

passed on to other users for the betterment of society.”39

Microsoft and Apple have been experimenting with facial recognition 

software, which suggests that the technology might be even more aggres-

sively marketed for policing or vetting job candidates. Although Apple has 

claimed that it will not share the location data it collects about us with 

third parties, we know that facial and retinal scans are now acclaimed fea-

tures of its newest technologies, including the iPhone X.40

Amazon has developed an AI system called “Rekognition” that can be 

adopted for government surveillance. According to a May 2018 report by 

the ACLU of Northern California, the system could “identify, track, and 

analyze people in real time and recognize up to 100 people in a single 

image … [by scanning information] it collects against databases featuring 

tens of millions of faces.”41 Rekognition has already been used in several 

US cities and states. But in January 2019 results of an MIT Media Lab study 

suggested a potential setback for Amazon and its efforts to popularize its 

surveillance system: Rekognition “misclassified women as men 19 percent 
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of the time … and mistook darker- skinned women for men 31 percent of 

the time.”42

Imagine how facial recognition, combined with police body cameras, 

can facilitate real- time surveillance of protests, vulnerable immigrants, and 

more. Anything that a policeman’s body camera sees can now be poten-

tially identifiable, tracked, logged, and abused.43 These technologies, used 

surreptitiously by law enforcement or any other government agency, make 

it all the more imperative that we protect our civil liberties, which include 

“speaking freely and [going] about our business anonymously in public.”44



Today we face a bait- and- switch when we go online. Private companies 

commonly develop and pitch their technologies as solutions, yet they rely 

on our blind trust and increased dependency to reap greater corporate gain. 

In his second book, To Save Everything Click Here, Evgeny Morozov writes 

that “Silicon Valley’s quest is to fit us all into a digital straightjacket by pro-

moting efficiency, transparency, certitude and perfection— and by exten-

sion eliminating … friction, opacity, ambiguity and imperfection.”1

As he examines systems created to assess criminal policing, health track-

ing, politics, and much more, Morozov exposes the myth of “solutionism,” 

that all problems can be solved through technology.2 Solutionism is an apt 

term to describe how private companies that dominate the design, develop-

ment, and distribution of technologies are disconnected from the lives of 

their users: they value crowdsourced opinion over reflection, debate, dis-

cussion, and interpretation; they believe our lives can be governed through 

quantification and technical “fixes.” As a result, they ignore diverse knowl-

edge traditions around the world.

Morozov points out that corporate engineers and executives are not pub-

licly elected. Most of them are barely publicly known, he says, yet they have 

amassed great power: “Google will be there forever. Democratic account-

ability will not be prevalent. You cannot file a public information request 

about Google. We are abandoning all the checks and balances we have 

built,” he says, to keep our public officials in line. We are opting instead for 

“these cleaner, neater, more efficient technological solutions. Imperfection 

might be the price for democracy.”3

What then about the legality of this situation? Tim Wu, an expert on 

monopolies and the technology industry, is the individual who coined the 

5 Blind Solutions
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term “net neutrality” to describe an internet where any website or piece of 

content is equally accessible. 

Two books by Wu have garnered significant public attention. The first, 

The Master Switch, describes what Wu calls the “cycle,” a process by which 

technologies shift “from somebody’s hobby to somebody’s industry; from 

jury- rigged contraption to slick production marvel; from a freely accessible 

channel to one strictly controlled by a single corporation or cartel— from 

open to closed system.”4

How did this come to be with the dominant technology companies of 

today? Wu’s second book, The Attention Merchants: The Epic Scramble to Get 

Inside Our Heads, provides a one- word answer”: attention.5

From selling advertisements to buying influence, attention is the com-

modity of the day that allows tech companies to gather so much of our 

personal data. Having power over our attention allows a company (or its 

technology) to direct where our minds and dollars flow— ultimately bottle-

necking where we go for information, where we go to socialize, and where 

we buy and sell.

The control over what we pay attention to (and consume) now rests 

in the hands of the few. So how far along are we into the technological 

shift, from an open to a closed centralized system, that Wu describes in 

The Master Switch? The situation parallels the prestige enjoyed by massive 

companies that once occupied the throne in their respective industries, like 

General Motors did among automakers of the 1950s. When I spoke to him 

in early 2018 Wu explained to me that in the past, such companies were 

treated “as the best in the world. … But by the 1970s it was like, ‘Oh my god, 

what the hell was that?’ It’s like a drug thing where on the way up it’s like 

‘Woo, this is a wild ride,’ and then comes the hangover. That’s the way it 

is with centralization, and with the tech companies. The hangover part is 

evidently on us right now.”6

Wu then asks rhetorically, on behalf of the major players of the technol-

ogy industry, “What is it all for?”

Going back to Wu’s argument in The Master Switch, our conversation 

underscored a key point: Instead of building technological and commercial 

systems that make it as easy as possible to buy stuff or entertain ourselves, 

we need to recognize economically sustainable alternatives that consider 

users, societies, and their welfare in the design of platforms. We can design 
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technologies that support “making human life meaningful” rather than 

reducing us “to conditions of servitude or idleness.”7

Wu shares this position with George Soros, the billionaire founder of the 

Open Society Foundation and a long- time advocate for open democratic 

media. In a speech Soros gave at the World Economic Forum in January 

2018 he echoed the critique that social media companies are engineering 

addiction, especially among adolescents. He likened tech companies to 

casinos that hook people to the point of gambling “away all their money, 

even money they don’t have.”

Something very harmful and maybe irreversible is happening to human attention 

in our digital age. Not just distraction or addiction; social media companies are 

inducing people to give up their autonomy. The power to shape people’s atten-

tion is increasingly concentrated in the hands of a few companies. It takes a real 

effort to assert and defend what John Stuart Mill called “the freedom of mind.” 

There is a possibility that once lost, people who grow up in the digital age will 

have difficulty in regaining it.8

We cannot risk losing our diverse values as human beings by blindly giving 

in to today’s technology. This is more than ever the case when we see how 

creators of new technology increasingly express doubt in the human being, 

pointing to our mortal fallibility. Such questioning sees death as a tragedy 

and our bodies as limitations. It fixates on escapes— other planetary colonies, 

post- apocalyptic bunkers, fusing our bodies with machines, or downloading 

our consciousness into machines— because it lacks an interest in the here and 

now and the central question: How do we support and heal our world as it is?9

Expressing doubt in human capability ignores that our species has always 

comprised diverse cultures, languages, ways of knowing, and values rooted 

in ecosystems and material relationships. Seeking to standardize, translate, 

and control human consciousness in a digital form would be an astounding 

and likely impossible technical feat. More importantly it disregards differ-

ent human needs— indeed, the notion of the human itself— on the altar of 

technical transcendence. Some technologists write with enthusiasm about 

a “post- human world”— think of Ray Kurzweil and the Singularity—and 

they question humanism itself. But we must ask ourselves about the ethics 

of dragging billions of people and the communities to which they belong 

into a post- human world without their consent and against their stated 

values. Is this how we want to inaugurate our future?
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Technology does not have to serve one master. The rich and roiling col-

lection of the billions of people in our world have hopes and dreams worth 

listening to. We cannot afford tech that serves one pantheon: the gods of 

money, power, and individualism.

Diversity and Disconnection

I have painted a picture so far of disconnection between those that design 

and profit from the technologies that define our lives, and the world out-

side of their corporate offices and laboratories. I have not touched yet on 

internal disconnection, the way that the business and engineering divisions 

of powerful technology companies themselves fail to reflect the diverse 

worlds they attempt to reach.

I learned of this concern, not from a journalist reporting from the out-

side, or from a disenchanted former investor like McNamee, but from an 

engineer and insider to the industry: Tracy Chou.

Chou is Stanford- trained engineer who at age twenty- nine, in 2017, was 

featured on a cover of MIT Technology Review. The issue celebrated a “vision-

ary” theme: “35 Innovators Under 35.” The title of the article about Chou 

says it all: “Bringing Tech’s Dismal Diversity Numbers Out into the Open.”10

Taking a cue from Facebook COO Sheryl Sandberg, who had raised con-

cerns about the numbers of women in the technology industry, Chou and 

several other women developed Project Include, dedicated to diversifying 

the workforces that populate Silicon Valley companies. Chou wrote a post 

on Medium titled “Where Are the Numbers?” requesting data from these 

companies around diversity.11 As a result, she and her colleagues were able 

to gather statistics from over a hundred companies and identify that less 

than 20 percent of technology workers, and even fewer executives within 

the industry, were female.

I met Chou in the historic city of Guanajuato in central Mexico. We were 

both speakers at a UNESCO meeting concerned with technology, science, 

and the future of Latin America. In her speech, Chou discussed concerns 

that the technologies exported to billions by Western technology compa-

nies might reflect the biases within these organizations. The absence of 

women and non- Asian minorities in the most influential engineering and 

managerial positions within the tech companies, Chou argued, influence 
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how technologies are designed, the data sets they learn from, and how they 

are applied across the world. As a result, misrepresentation, bias, and even 

discrimination become the norm. We cannot simply analyze a technology 

itself, she said, but we must instead consider its chain of production and its 

potential impact on billions of people.

Two factors convey why it’s important to address Chou’s concerns: First, 

the power of a technology produced in one location but scaled to billions 

is amplified because of the network effect, whereby a service becomes more 

valuable when the number of people using it increases. Second, technology 

sectors have emerged in cities such as Nairobi (Kenya), Cape Town (South 

Africa), Bangalore (India), Auckland (New Zealand), and more. The incred-

ible economic success of Silicon Valley has inspired these new incubators, 

and they are likely to follow the lead, which may be to ignore or dismiss 

diversity issues.

Thus, the relatively simple issue of accommodating greater diversity within 

a technology company has more far- reaching and pronounced effects. As 

networked technologies further penetrate our lives, blurring our online and 

offline time, the places we go, and the things we interact with, we run the 

risk of “naturalizing” systems that are built upon biases.

My conversation with Chou recognizes the bias that sees excellence 

in science and technology, and the perceived skill sets needed to excel in 

these sectors, as being at odds with women. Instead of acknowledging the 

absence of women in the tech industry as a problem, we have witnessed 

increased justifications for the status quo.

Google faced a major PR crisis for an anti- diversity manifesto written by 

one of its employees that went internally viral and was eventually leaked 

to the press. This document, titled “Google’s Ideological Echo Chamber,” 

argued that the absence of women in the tech industry could be biologi-

cally rather than culturally or socially explainable.12 It also stated that 

Google should not offer programs to recruit or support underrepresented 

minorities. It is likely, based on several articles in major news sources, that 

this opinion was shared within the company.13 Indeed, Google has been in 

a dispute with the Department of Labor over its low rate of female employ-

ment (less than 20 percent) as well over wage disparity.14

The author of this Google manifesto, James Damore, was eventually 

fired from the company. But his views are not outliers. Lawrence Summers, 
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the former Harvard University president, who is also a former Obama and 

Clinton administration cabinet member, used his platform at a 2005 eco-

nomics conference to claim that women’s underrepresentation in the sci-

ences reflected their lack of aptitude for the subject matter as a function of 

“innate” differences between men and women.15

Much research has rebutted such claims, but we continue to hear argu-

ments about nature versus nurture in discussions of gender representation 

in engineering and science. Missing here is the ethical question: Given 

that digital technologies are increasingly part of all our lives, why should 

approximately half the population in our world not be part of the process 

by which they are developed and designed?16

This issue takes on greater urgency because automated “intelligent” sys-

tems are being developed that will threaten many existing jobs and further 

widen the divide between women and men in the workplace. Indeed, a 

report authored by the World Economic Forum in January 2018 warned 

that women currently hold almost 60 percent of threatened jobs.17 Accord-

ing to Chou these biases could be particularly insidious as we build intel-

ligent AI systems and release them into our worlds: “We don’t even fully 

understand … the design of the [technology] models themselves, the way 

systems are being used, the ways the models are being trained, and the bias 

of the data sets.”18

Chou also tells me that when it comes to tech businesses we need to 

follow the money trail. Given that a significant amount of Silicon Valley 

funding comes from organizations led by white men, women and minori-

ties are on the outside looking in. As a result, “All the power still stays 

within the same [groups].”19 Who you are as a funder ends up affecting 

what businesses are supported and technologies are created, “how much (a 

tech entrepreneur) reminds investors of themselves … so that works against 

people who don’t ‘fit in’ culturally or socially.”20

As tech industries make decisions about who they hire and the tech-

nologies they create, they then shape other ecosystems: political systems, 

small-  and medium- sized businesses, policing and surveillance systems, and 

more. As the systems they build become more “intelligent,” they take on 

the biases of not only their engineers but the realities of an unequal world 

from which they learn.

Chou tells me that passive inclusion isn’t the solution. It isn’t good enough 

to simply enlist more black, brown, queer, or disabled persons to build 
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products and services that serve the agendas of white male CEOs and inves-

tors. She challenges us to imagine a more distributed technology industry, 

where the needs and voices of customers and users in diverse parts of our 

world can drive the design and development of systems. Instead of seeing 

feminism, for example, as a quota- based approach to hiring more women, 

it can be envisioned as a new way of creating and designing technology, 

one guided by an appreciation of difference, seeing cultural, economic, gen-

der, and generational diversities as strengths to build upon.





II Political Data Games: Targeted, Manipulated,  

and Motivated





In 1958 the journalist Mike Wallace interviewed Aldous Huxley, the Brit-

ish author best known for writing Brave New World. This dystopian sci- fi 

novel, published in 1932, takes place in the fictional and future World State 

society, where human beings are produced in laboratories and assigned to 

different classes based on their intelligence and physical gifts.1

The previous chapters have shown how powerful tech companies oper-

ate like digital laboratories: They track, gather, and store data from the 

footprints we leave online. They use that data to create and update our 

individual profiles, which determine whether policing systems will view us 

with suspicion, for instance, or whether we’ll receive medical benefits for 

preexisting conditions. But we have we have no ability to see the data they 

collect, let alone correct it.2

In the Wallace interview Huxley spoke of threats to democracy, with an 

eye on the present and the future. Rather than focus on political and social 

inequalities, he pointed the finger at technologies we use willingly every 

day— especially those that have the potential to distract us, like television. 

“We mustn’t be caught by surprise by our own advancing technology,” he 

said.

Huxley emphasized that to remain in power one must obtain the “con-

sent of the ruled.” And to get such consent, he said, requires “new tech-

niques of propaganda” that have the ability to bypass the “rational side 

of man and appeal to his subconscious and his deeper emotions, and his 

physiology even, … making him actually love his slavery.”3

Today our ability to make rational choices, including political ones, 

is more compromised than ever. Most of us believe that tech companies 

aggregating hundreds of data points about us everyday do it to provide 

us with traditional, “personalized” advertising. Many of us are okay with 

6 Brave New Digital World
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that, and don’t mind our data being collected to sell us products like soap 

or cars, or to recommend new music, movies, and TV shows.4 Fewer of us 

are aware that companies use our data to sell us political agendas and poli-

ticians, often by spreading propaganda and disinformation, intentionally 

misleading material tailored to exploit our vulnerabilities and foibles. We 

never consented to having our democracies taken over by the same process 

that entices us to purchase one brand (Starbucks, let’s say) over another 

(Dunkin’ Donuts).

In this way we’ve become polarized by digital technologies that run our 

personal data through opaque algorithms, making billions in advertising 

revenue for the companies that produce them, while working against the 

basic values of people- centered technology. Polarization especially under-

mines our control of democratic functions. People, not machines or corpo-

rations, should have power over their own political lives.

If we can no longer trust what we see— if in fact we are even manipulated 

by what we see— we must learn to understand, confront, and overcome the 

forces that threaten our individual minds and hopes for democracy. Indeed, 

human beings, bots, and microtargeting algorithms all play a role today in 

closing us off from facts, multiple points of view, and the contexts behind 

the information we see. As Huxley said in 1958: “The whole democratic 

procedure … is based on conscious choice [made] on rational ground.”5

Democracy also depends on public debate. It assumes that the playing 

field for such debate is level: we may have socioeconomic differences, but 

each of us should have equal opportunity to vote according to our experi-

ence, our values, and our best judgment. As citizens we may have different 

political views, but the events that inform our perspectives should be acces-

sible and commonly understood.

Transparency, central to any democratic system, depends on having 

equal information— not information “suggested” for us based on surveil-

lance and data tracking or gathering. But tech giants carry out these per-

vasive practices in hundreds of hidden ways. The usual suspects, Facebook 

and Google, are not the only guilty ones. Even online newspapers we rely 

on for unbiased analysis and reporting, including those like the Guardian 

that discuss problems with surveillance, host tracking software similar to 

what these very companies use.

Whatever passes for transparency today seems one- directional: tech 

companies know everything about us, but we know almost nothing about 
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them. So how can we be sure that the information they feed us hasn’t been 

skewed and framed based on funding models and private news industry 

politics? Data breaches may happen everyday, but how often do they 

involve citizens learning about government spying? Think of how rarely 

we learn of revelations like the ones the whistleblower Edward Snowden 

made in 2013.

Big technology companies, particularly Facebook and Google, have a 

huge role to play in the political lives of people across the world. Mark 

Zuckerberg could privately press a button to tell Donald Trump or Hill-

ary Clinton supporters how to vote and, without anyone knowing, sway 

well over 300,000 votes— enough to tilt the balance in a divided election.6 

Google’s impact may be even greater.

Although these companies profit from the public’s use of their plat-

forms, it remains unclear whether they acknowledge the public responsibil-

ity to be forthcoming about their political impact. Facebook, with over 2 

billion users across the world, has but two- dozen employees working for 

its global governance team (according to several former employees I spoke 

with off the record). It’s one thing to profit from hosting a place where we 

do public things like socialize or read the news, but it’s quite another to be 

accountable to the public. Whether Facebook is accountable to its users and 

the principle of democracies seems questionable at best.

Politics and Media: A Virtual Reality?

At the time of his TV appearance in 1958, Huxley had just finished writing 

a series of essays titled “Enemies of Freedom.” At the start of the interview 

Wallace asked him to clarify what or whom he referred to as an enemy. 

Huxley did not name any lone sinister individual but instead talked about 

“impersonal forces … pushing in the direction of less and less freedom.” He 

suggested that “technological devices” could be used to accelerate the pro-

cess of “imposing control.” Today we often refer to these impersonal forces 

as ”bad actors.” I’ll discuss some of them in chapter 7: the now- defunct 

Cambridge Analytica, for instance, and the Russian government, which has 

been accused of breaking legal and ethical boundaries to interfere in the 

2016 US presidential election.

How have shifts in the production and use of media and technology 

come to impose control and thus threaten democracies? To get some 
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answers, I interviewed David Axelrod, the chief strategist behind Barack 

Obama’s successful outsider campaign for the US presidency in 2008. Axelrod 

is now a political analyst and host on CNN. He bluntly points out that 

politics in the United States and much of the world has turned into a virtual 

reality— that the internet and television, which have converged into one, 

now feed the viewer with perspectives and information that “affirm rather 

than inform.”7

Just a few decades ago, and not only in the United States, Axelrod says, 

the few news networks that existed tended to focus on the middle ground, 

covering the news in ways that were far more similar than different to one 

another. This tendency in the United States carried over from the contro-

versial and later abandoned Federal Communications Commission (FCC) 

fairness doctrine that originated in the late 1940s, when the mainstream 

TV networks were ABC, CBS, and NBC, as they remain today. The fairness 

doctrine required broadcast licensees to present controversial topics in ways 

that the FCC deemed honest, balanced, and objective.8

Today, however, news sources are brands. In the United States, Fox News 

speaks overwhelmingly to conservatives, including the current presidential 

administration, in an American version of what Axelrod describes as “state 

television.” MSNBC positions itself as the resistance. Across the world, we 

see similar examples. Increasingly, viewers know what perspective they will 

receive without even listening to a single word uttered on any program. 

And with the internet, the situation is no different. We watch and view 

content that reinforces our positions, all aided by algorithms that recom-

mend and personalize content.

How interesting, I thought, that Axelrod characterized CNN as a middle- 

of- the- road network when its reporting tends to lean toward a critical view 

of President Trump’s transgressions. CNN, however, often excludes political 

positions that are significantly right or left of center. Does neutrality mean 

the absence of these voices, and is that erasure healthy for a democracy? 

Is the exclusion of these perspectives evidence that CNN is out of touch, 

given that the populist and supposed “anti- establishment” positions of pol-

iticians, such as Trump or Bernie Sanders, remain widely supported?

These questions bring other troubling ones to mind: Are we, as citizens, 

viewers, and users, really interested in unbiased, even objective, content? Is 

there even such a thing as impartiality? When Axelrod and I talked at some 

length about CNN’s political analyst Chris Cuomo, he described Cuomo as 
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a journalist who does not take sides. Then he questioned whether there is 

“a market for a robust middle ground, one that challenges political positions 

taken by conservatives and liberals alike.”9 Cuomo’s Prime Time television 

show debuted in June 2018, airing at the same time as popular partisan shows 

hosted by MSNBC’s Rachel Maddow and Fox News’s Sean Hannity. Some 

viewed CNN’s decision to put Cuomo in that slot as a “suicide mission.” 

Nielsen ratings for January 2019 published in the Washington Times showed 

Cuomo, in his best month to date, still trailing with an average of 1.64 mil-

lion nightly viewers to 3.25 million and 3.04 million (respectively) for 

Maddow and Hannity.

Axelrod and I next looked at the controversy surrounding Donald 

Trump and the media. His 2016 election was rife with questions and con-

cerns regarding truth, information, and misinformation, which have con-

tinued to plague his early years in office. And yet Trump has continued to 

challenge and deride the mainstream media’s “fake news” coverage of his 

administration— and both the left and right wings of the political spec-

trum continue to critique mainstream media. The president has recognized, 

according to Axelrod, that “if you are willing to light yourself on fire, or 

light someone else on fire, you can dominate any news cycle. People check 

the president’s Twitter feed regularly for a fix, and I’m not just talking about 

people who are supporters.”

Whether we speak of reporting on partisan television, online platforms, 

or even Axelrod’s CNN, Trump is at the center of it. He continues to receive 

far more coverage on television and via social media platforms like Twitter 

than any other US politician. This has worked perfectly so far to solidify a 

political base, capture and maintain the attention of every voter, and disori-

ent the opposition.10

How can such concentrated power emerge in a media and technology 

environment where so much information is available? Discussing Trump 

with me, Axelrod paraphrased the perspective of late US senator Daniel 

Patrick Moynihan: “You’re entitled to your own opinion, but you’re not 

entitled to your own facts.” Describing today’s political experience of media 

and technology as an “endless orgy of chocolate cake,” Axelrod expressed 

concern about how the internet has sowed political divisions within and 

across societies.

Democracies operate slowly, and our societies and leaders need to make 

sense rather than simply exploit the disorientation that rapidly shifting 
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technologies bring about. These technologies, according to Axelrod, “are 

coming faster and faster, creating a good deal of anxiety and a great deal 

of hyperactivity.” It is up to us to intervene, to ensure that the systems we 

have embraced serve us all.11

Part of the challenge will be to look at what’s behind the curtain, the mar-

ket logic that drives our media and technology. Whether we speak of cable 

television or the internet, most news comes to us from private, for- profit 

corporations. These channels are created to make money. Their profits are 

transacted through our addiction and attention to what we view or click 

on. And they depend on our continued engagement with it. For example, 

CNN’s constant framing of its programming as “breaking news” may mean 

that even if it is politically centrist, it leverages the frenzied sensationalism 

of a 24/7 news cycle. Axelrod acknowledged this point, agreeing that at 

the end of the day, if inscrutable private interests take our political systems 

hostage, then we must find an alternative. There is a role for profit- driven 

companies in our society, of course, but that role shouldn’t endanger the 

values and interests of the 99 percent.

Do More Data and More Channels Mean More Democracy?

As my conversation with the man behind Obama illustrates, media envi-

ronments across the world have changed as more channels, web pages, and 

apps compete for the attention of citizens. Daniel Kreiss, a scholar of poli-

tics and technology at the University of North Carolina, points out to me 

that the world looks completely different today, even in much of the global 

South, than it did in the 1960s.12 In the United States, a few decades ago, 

one could run a political advertisement on television and reach over 90 per-

cent of the electorate.13 In Kreiss’s recent book, Prototype Politics, however, 

he points out that we have witnessed a sea change: “Data has become more 

important because it helps candidates find the electorate, where they’re 

paying attention, and get a message out in front of that.”14

Most citizens across the world seem to accept personalization, even 

microtargeting, in their economic lives. Marketing analytics, like tech-

niques that partition messaging and advertising to reach specific consum-

ers (or demographics) have long existed.

What then has changed? First, we’ve experienced the exponential growth 

of data used not only to target us but also to organize the information we 

see. Combined with exponentially faster processing and cheaper storage, 
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this rapid growth has made possible a type of fluid, even invisible, ordering 

of the world. Second, we’ve watched the use of analytics and personaliza-

tion shift out of the commercial and economic spheres and into our politi-

cal lives. That shift may compromise a major foundation of democracy, 

as the ability for the individual to participate politically without coercive 

manipulation is a central facet of democratic choice.

In the United States and a number of countries across the world, we 

see a weakening of traditional political parties and the rise of populism. 

Politicians such as Donald Trump, Rodrigo Duterte in the Philippines, and 

Recep Tayyip Erdoğan in Turkey express sympathy with aspects of authori-

tarianism (if not outright adoption of it). They have taken power, especially 

because many voters experience a sense of betrayal by establishment insti-

tutions and politicians. Such figures can rise to power as well through their 

ability to succeed within a technology and media climate where attention- 

grabbing content, turned into a spectacle on our Twitter or Facebook feeds, 

can be exploited for political gain.

Even in the pre- internet era, when television and other media networks 

were deregulated, we arrived upon a satellite- television world where hun-

dreds of channels replaced a few.15 Citizens today receive news from chan-

nels, networks, webpages, and applications whose numbers have expanded 

beyond imagination: we all experience the external political world through 

different “pipes of information.” And yet, despite such a range of choices, 

different channels are often owned by the same holding company. Massive 

media corporations such as Disney and Time Warner control the television 

market, and engage even more viewers, offering more and different options 

and programs.16 But, as the media scholar Robert McChesney cautioned in 

1998: “The wealthier and more powerful media giants become, the poorer 

the prospects for participatory democracy.”17

Aldous Huxley cautioned us in 1958 not to be surprised by our own 

advancing technology, its means of fueling propaganda, and its threat to 

democracy. In 2015, McChesney expressed cautious optimism about how 

technologies might support democracy: “We are in a position, in some 

respects for the first time, to make sense of the Internet experience and 

highlight the cutting- edge issues it poses for society, … to better understand 

the decisions that society can make about that type of Internet we will 

have and, accordingly, what type of humans we will be and not be in the 

future.”18 To illustrate this point, let’s next look at social media’s role in 

shaping online political campaigns.





When I first became active on Facebook in 2009, I had no idea how massive 

the social network would become. And never did I imagine that the social 

media giant would be embroiled in a scandal involving the activities of Rus-

sian hackers and indirect “partners” like Cambridge Analytica, the firm that 

worked for Donald Trump in the 2016 US presidential election.

Cambridge Analytica was a political consulting firm that existed from 

2013 to 2018. It earned a reputation for influencing electoral processes 

using a combination of data mining and analytics— by acquiring voter 

data, for instance, and developing psychometric techniques to hone stra-

tegic, personalized political messaging to these voters.1 According to Ana-

lytica executives, the firm was involved in more than two hundred political 

campaigns around the world, including those in Kenya, Nigeria, Mexico, 

India, and Argentina.2 (Company representatives have denied the firm’s 

association to the Brexit campaign.3) Analytica worked early in the 2016 US 

primary campaign for the unsuccessful Republican candidate from Texas, 

Senator Ted Cruz. But it took the winning national campaign of Trump— 

and discoveries that unfolded in the aftermath— to earn the firm its current 

international notoriety.4

 A quick overview of Analytica’s relationship to the Jubilee Party in 

Kenya sheds light on the firm’s practices and ethics. It first played a role in 

the country’s 2013 presidential election, when the party took power under 

its current leader, Uhuru Kenyatta. During that campaign serious social and 

political rifts endemic to Kenya continued, and violence erupted throughout 

the country and region. Cambridge Analytica employed a strong ethnon-

ationalist agenda in their PR platform, says the journalist Nanjala Nyabola, 

and embedded itself in the contentious and violent Kenyan election for 

7 Cambridge Analytica and Global Disinformation
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profit.5 In 2017, the party signed a three- month contract with Analytica 

and paid the firm $6 million to reelect Kenyatta.6 Mark Turnbull, Analyti-

ca’s managing director, has claimed that during those two campaigns the 

firm had “rebranded the entire party twice, written their manifesto, [and] 

done two rounds of 50,000 surveys” to determine Kenyan citizens’ hopes 

and fears. “We’d write all the speeches and stage the whole thing, so [we 

had a hand in] just about every element of [the Jubilee Party’s] campaign.”7

Analytica’s origins foreshadowed its future involvement with Trump. 

Robert Mercer, an American conservative billionaire who holds multiple 

patents in the field of computational linguistics, co- founded the firm with 

Steve Bannon, Trump’s former chief strategist. Bannon, who was also the 

executive chairman of Breitbart News network, served as Analytica’s vice 

president.8

Analytica suspended its operations in early May 2018 thanks to the data 

harvesting scandal I discuss in this chapter. Company representatives, how-

ever, claim innocence concerning charges of unethical behavior. They attri-

bute the firm’s closure to widespread negative publicity about its alleged 

purchase of the data that Facebook collected on tens of millions of US 

voters.9

In October 2016, just a month before the US election, Analytica’s for-

mer CEO Alexander Nix, with whom I had some email contact regarding a 

planned interview, stated publicly that his company had acquired between 

four and five thousand data points about every adult in the United States 

(roughly 230 million people at that time). Carl Miller, the research director 

of the Centre for the Analysis of Social media, was troubled by the firm’s 

ability to crunch that data into hyper- persuasive and hyper- targeted politi-

cal messaging and even more concerned by Nix’s offhand assurance that 

the firm did not see its methods as “intrusive.”10

Psychometric Models and Data Mapping

Analytica collected data through a variety of means and sources. Those may 

include data brokers, the companies that buy information culled from a 

consumer’s credit card history, or data- gathering sources such as supermar-

ket rewards programs and movie- streaming habits, or automobile registries. 

This data would then be aggregated to create a “composite” profile of a 

citizen.
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Analytica’s recipe for success originated not from the data it gathered 

per se, but from mapping the data to complex psychometric models. One of 

these models is the OCEAN, which claims to understand human behavior 

based on a combination of five factors: openness to experience (O), consci-

entiousness (C), extraversion (E), agreeableness (A), and neuroticism (N).11

By the time Trump took office, news had spread about the “extremely 

individualistic targeting” Nix had boasted of before the election. On March 

13, 2017, about two months after Trump’s inauguration, I appeared on 

Morning Joe, MSNBC’s flagship weekday news show, to talk about Analytica. 

During the interview Mika Brezinski and her panel asked me to explain 

psychometrics, data analytics, and how Facebook was used as a platform 

for Analytica’s strategic messaging.12 As I discussed the firm and the absence 

of personal data privacy legislation in the United States, most of the panel 

seemed shocked. One panelist— Rick Tyler, the former communications 

director for the Ted Cruz campaign— was not. Thanks to his campaign’s 

experience with Analytica, he seemed quite aware of the potential uses of 

psychometric analyses to build targeted models of voters, which in turn 

could shape political campaigning online.

Here’s why Facebook turned out to be the perfect psychometric labora-

tory for Analytica: The genius behind the Facebook platform lies not only 

its de facto role as the place to go for socialization online, but also in its 

ability to allow third parties to target it users with carefully framed ads and 

“news stories.”

Even so, we can’t assume that the mere ownership of data, combined 

with the use of psychometric modeling, directly impacts election results. 

Some have argued that Analytica’s impact has been minimal.13 Others 

admit that it remains unclear how (and at what level) strategic messag-

ing affects our choices of who to vote for, or whether to vote at all. But 

we cannot overlook the pervasive and intrusive uses of data in political 

campaigns, especially these days, when almost any election is partly a story 

about data and the internet.

The Scandal Breaks

In March 2018, a former Analytica employee named Christopher Wylie 

revealed to The Observer that the British political consulting firm mined 

data from 50 million unknowing Facebook users in order to target them 
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with digital political advertising. The firm was thrust into the middle of a 

major scandal that ultimately took it down. First to take center stage in the 

controversy was Aleksandr Kogan, a data scientist and lecturer at the Uni-

versity of Cambridge, who collaborated with Analytica.

Kogan admitted to harvesting the personal data of Facebook users with 

a survey app called thisisyourdigitallife (and subsequently transferring that 

data to Analytica). He developed the app independently when he was co- 

director of a company called Global Science Research. The hundreds of 

thousands of users who took the survey he administered were paid in the 

name of academic research. They consented to have their data collected by 

agreeing to the following terms:

This app is part of a research program in the Department of Psychology at the 

University of Cambridge. We are using this app for research purposes— learning 

about how people’s Facebook behaviour can be used to better understand their 

psychological traits, well- being, health, etc and overcome classic problems in 

social science. Users of the app will be presented with a description of the types of 

data we gather and the scientific purpose of the data. Users will be informed that 

the data will be carefully protected and never used for commercial purposes.14

The app collected not only the data of the consenting test subjects, but 

also the data of their unknowing friends on the Facebook network— and all 

of it eventually accumulated into an immense data pool. Some estimates 

claim it took data from as many as 87 million users, exceeding the initial 

estimate of 50 million.15

Adding to the confusion were the “terms of service,” the conditions users 

sign on to when they create accounts with a given technology. On April 

22, 2018, Kogan appeared on 60 Minutes, one of the most widely watched 

weekly news shows in the United States. While talking about the terms 

users had to agree to in order to take the test, he stipulated that clicking OK 

gave the app’s developer permission to “disseminate, transfer, or sell (user) 

data.”16 This was at odds with Facebook’s developer policy, which prohib-

ited third- party sales of app- gathered data. But, according to Kogan, neither 

he nor Facebook employees read this policy. By and large, Facebook users 

also fail to read these terms. Most of us would agree that they are “beyond 

comprehension,” as the Republican US senator Lindsey Graham character-

ized them.17

It’s clear from the Facebook perspective that access to data is not a prob-

lem; it is a feature. Indeed, Kogan described the prevailing assumption across 
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Silicon Valley: access to personal data is something about which “every-

body knows [and] no one cares.”18

As Cambridge Analytica put its immense pool of data into a complex 

“profiling system,” the firm was able to extrapolate from it using psycho-

logical surveys blended with commercial data and voting histories. Then 

it assigned one of its thirty- two personality types to both surveyed and 

non- surveyed individuals. This allowed Analytica to customize campaign 

advertising and target specific individuals that fall under one or another 

personality type. Facebook’s “dark post” feature, which allows specifically 

tailored posts to be only visible to individual users, made this technique 

possible.19 As a result, it is nearly impossible to be aware of what another 

Facebook user may see, let alone to rebut or regulate such activity.

In the past, if an inflammatory piece of news surfaced, a user could 

respond with a counter- position because the story would be publicly acces-

sible. The electorate could weigh different perspectives on that news story 

as they made their decision about who or what to support. Now, because 

campaigns can get such intimate demographic and psychographic data on 

voters, using digital footprints from their everyday lives, they can push per-

suasive messages targeted to the individual voter and hidden from everyone else.

This data- mining practice is relatively common. Facebook uses simi-

lar data analytics to categorize its users as very liberal, liberal, moderate, 

conservative, or very conservative, and it adjusts its advertising strategies 

accordingly. But the discovery of such data harvesting in tandem with psy-

chometric models associated with Trump’s controversial election caused 

widespread alarm, bringing the question of Facebook’s role in the presi-

dential election, and in politics more broadly, to the forefront of national 

discourse in the United States.20

Facebook Joins the Showdown

What followed was a series of accusations: Cambridge Analytica, Kogan, 

and Facebook each pointed the finger of blame at one another. Facebook’s 

response amid the controversy was to ban both Cambridge Analytica and 

Kogan from the platform, stating that Kogan had violated its policy.21 Ana-

lytica claimed that the company was unaware of Kogan’s specific process 

for collecting the data. Kogan counterattacked, insisting that Analytica had 

assured him the process was legal, and even highly typical.22
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The scandal forced Zuckerberg and Facebook COO Sheryl Sandberg to 

answer questions. Both executives sat for media interviews, apologizing for 

their negligence around the supposedly unanticipated effects of how their 

systems were used.23 Zuckerberg, over two days and ten- plus hours on April 

10 and 11, 2018, answered questions from a bipartisan commission of the 

US Senate and House of Representatives (figure 7.1).24

Listening with rapt attention to both days of testimony, I noted how 

many questions revealed an absence of understanding and a lack of “digital 

literacy” by politicians about what is at stake with data, the internet, and 

our political lives.

Senator Orrin Hatch, for example, revealed his ignorance about how 

most social media platforms make a profit when he asked Zuckerberg: 

“How do you sustain a business model in which users don’t pay for your 

service?” Zuckerberg responded, “Senator, we run ads.”25 Without the right 

language to articulate their questions, the group of politicians found it hard 

to confront Zuckerberg on more complex and urgent issues concerning the 

use and abuse of data and user privacy. When asked whether his company 

was a monopoly, Zuckerberg stated: “It certainly doesn’t feel like that to 

me.” The answer went unchallenged.

Figure 7.1
Facebook’s Mark Zuckerberg surrounded by media reps and members of the US 

Congress.
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In his testimony Zuckerberg seemed to skirt tough issues by referencing 

the technology’s humble beginnings back in his “dorm room.” Did he mean 

to imply that because he never anticipated the problems the company faces 

today, he was somehow justified for not fixing them when they surfaced? 

Or was he saying there had never been strategic or corporate decisions that 

required deviating from the company’s original game plan? These tough 

questions were never asked or answered.

Some Facebook critics have reported that the company’s claim of naiveté 

and ignorance concerning fake news was disingenuous. They argued that 

Facebook intentionally spread disinformation to shift blame away from 

itself and toward other companies in an effort to fend off government regu-

lation. For example, Facebook employed a Republican opposition research 

firm to discredit activist protesters and linked them to George Soros, the 

controversial billionaire who has given large sums of money to support 

progressive politicians and an open and neutral internet.26

Zuckerberg’s pledge to better “police” Facebook was notable for its vague-

ness, specifically the promised solution of “better AI.”27 He told the US Sen-

ate: “It’s not enough to just build tools. We need to make sure they’re used 

for good. That means we need to now take a more active view in policing 

the ecosystem.”28 All this sounds good, but questions abound. How does 

Facebook, or for that matter any major data or technology company, char-

acterize the “good” use of tools, “policing,” or even what it means for Face-

book to be “more active”? How such terms are defined and implemented 

makes all the difference. Should tech giants have the power to define these 

or should we?

Evasive Answers, Hidden Agendas

In Zuckerberg’s testimony we hear simplistic and evasive requests: Trust us: 

we will take care of any issues ourselves, and root out “bad actors” based on a set 

of principles that we refuse to clarify or disclose. Trust our technology independent 

of how it is designed and whom it serves.29 These appeals ignore a fundamental 

problem: the thousands of data points that are being collected, bought, and 

sold by politicians and corporations about every member of the electorate 

remain hidden from public access or audit. The issue affects everyone in our 

world with a mobile phone or internet access. And in some cases it has an 

impact on those who do not, but are still being monitored.
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Zuckerberg, to his credit, did agree to four recommendations in his con-

versation with the Senate, though largely in abstract terms: (1) privacy leg-

islation, (2) giving users control over who sees their content, (3) legislation 

concerning facial recognition, and (4) the Honest Ads Act, introduced on a 

bipartisan basis by three senators.30,31 He also acknowledged that Facebook 

ultimately holds responsibility for the content its users see.

But the devil is in the details. At the same time as Zuckerberg’s testimony, 

we learned that some Illinois legislators, with the support of lobbyists and 

with Facebook’s active encouragement, have been pushing to gut a state 

law that would give the company “free rein to run facial recognition scans 

without users’ consent.”32 (See figure 7.2.) This is consistent with reports 

from Europe. Despite impending changes to terms and conditions stipu-

lated by General Data Protection Regulation (GDPR) legislation in the EU, 

Facebook managed to roll out its facial recognition technology by sending 

users a consent flow of manipulative “opt- in” notifications. These messages 

encouraged users to turn on the feature and, in effect, help Facebook fill in 

its “own facial recognition blanks.” By opting in, European users consented 

to Facebook’s “grabbing and using their biometric data.”33

The Analytica scandal made public the collecting and monitoring 

of Facebook non- users, including those who have never registered for a 

Figure 7.2
Facebook pushes for facial recognition technology.
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Facebook account. Facebook claims it has done this “for [the user’s] own 

good.”34 (We have to wonder why Facebook is so good at engineering con-

nections between itself and our data, but so bad at anticipating or acting 

upon privacy issues.) 

The scandal also forced many of us to reckon with a disturbing reality: 

how our data is mined and sold for commercial and political purposes. 

For many, this meant focusing on Kogan as a media figurehead, either a 

grossly unethical tech developer or an unaware scapegoat for Cambridge 

Analytica’s malpractice. Or it meant propping up “whistleblower” Christo-

pher Wylie, who went on to point out in April 2018 that a “lot of people” 

had access to this data, and that “it could be stored in various parts of the 

world, including Russia, given the fact that [Kogan] was going back and 

forth between the United Kingdom and Russia.”35

It is too simple to label either Analytica or Kogan as a villain and see 

Wylie as a hero. (And it turns out that Wylie himself may also have had 

access to the data. His startup Eunoia Technologies “reportedly approached 

the Trump campaign in 2015 about elections- related work.”36) Instead, 

let’s consider the house of cards upon which our political lives rest in rela-

tion to personal data. Dirty technological tactics, such as hacking personal 

and other data, are commonplace in politics. The United States aims these 

tactics toward other nations, other nations toward one another, and most 

nations toward their citizens. Noam Chomsky described the Analytica situ-

ation to me, relative to US involvement in foreign elections and politics, as 

“a toothpick on a mountain.”37 Perhaps, but the larger question is one of 

control and power over data in relation to our political lives.

We must remember that it is not in Facebook’s interest, nor would it be 

advantageous for other powerful corporations, to change its practices. Their 

ultimate obedience is to one figure: their bottom line. So then where to go? 

We can start by asking some imaginative questions, ones that avoid treating 

Facebook as a unique problem but instead consider what type of technol-

ogy industry would work for all of us.

For example, how would a free service like Facebook function without 

monitoring its users and monetizing their activity through the sale of data? 

Could the social network giant be profitable without engaging in activities 

that lead to disastrous consequences?

The issues I have raised are global, not just relevant in the United States, 

or even the Western world. If anything, they are even more potent in parts 
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of the world where independent media are weaker, including in countries 

under authoritarian rule. The examples are piling up to reveal how plat-

forms like Facebook have promoted conspiracy theories and blatantly false 

news and rumors, fueling violence and discord.

The two incidents I next describe expose these problems in action, the 

first from Myanmar and the second from across the world involving “cyber 

troops.” They show how Facebook and the popular applications it owns, 

such as Instagram or WhatsApp, can be used to instigate and spread rumors 

and hate speech, and become the mass media Facebook users view.38

Rohingya Silencing

In 2017, international concern heightened over accusations that Myan-

mar’s military was engaging in ethnic cleansing of the Rohingya Muslim 

minority. Myanmar is a mostly Buddhist country, and the Rohingya Mus-

lims living there are widely considered to be among the most repressed 

and persecuted minorities in the modern world. The Myanmar govern-

ment essentially treats them as undocumented immigrants. In late August 

2017 the government declared the Rohingya a terrorist organization after 

insurgents attacked police posts in the state of Rakhine and killed twelve 

members of the security force. It then instituted a program carried out by 

Burmese troops and backed by Buddhist mobs to torch villages, gun down 

civilians, and rape or otherwise torture the Rohingya. That forced more 

than 400,000 Rohingya to flee to Bangladesh.39

Attacks by a dominant population targeting its own ethnic and religious 

minorities have occurred throughout history. In the case of the Rohingya, 

manipulated media reports surfaced on Facebook that justified and even 

perpetuated the genocide. The situation is eerily similar to events in the 

African nation of Rwanda between April and July of 1994. At that time, 

when the most popular medium in the nation was radio, false narratives 

and sensationalized fearmongering were used to legitimate attacks that 

broke out.40 Radio broadcasters working for the Hutus, for example, would 

refer to the Tutsis as “cockroaches.”41 The national station Radio Muha-

bura, which promoted unity rather than divisiveness, was less accessible 

and therefore less listened to across the nation.42

Unfortunately for the Rohingya, Facebook turned out to be just as 

influential in the Burmese context as dominant radio stations had been in 
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Rwanda. Facebook designated the Arakan Rohingya Salvation Army (ARSA), 

a Rohingya insurgent group, as a “dangerous organization” for its supposed 

engagement in “terrorism.”43 The company ordered its moderators to delete 

any content “by” the group or “praising it.” Facebook claimed the decision 

was made internally, with no direct request from (and in no direct response 

to) the government of Myanmar to follow its own recent declaration of 

ARSA as a terrorist group. Rather, the company said it based its assessment 

on allegations of the group’s “violent activity” and not on its “political 

aims.”44

At the same time, the Burmese military responsible for the violence had 

a verified Facebook page with 2.6 million followers, even though the top 

human rights official in the United Nations had accused the military of 

disproportionate violence in a “textbook example of ethnic cleansing.”45 

In addition, Myanmar’s leader, Aung San Suu Kyi, was widely understood 

to be stoking anti- Rohingya fervor with her social media posts. Her spokes-

man, Zaw Htay, re- posted Facebook’s announcement that it would censor 

all content in support of ARSA. That post was shared nearly 7,000 times.46

Criticism of Facebook’s decision to censor reports of human rights vio-

lations of a persecuted religious minority intensified given the company’s 

professed policy to allow graphic content that was “newsworthy, signifi-

cant, or important to the public interest.”47 Rohingya activists dedicated 

to stopping the genocide complained that Facebook was censoring posts 

documenting the brutal campaign against the Rohingya.48

The issue brings up many serious questions: How did Facebook decide 

that images and videos of the plight of hundreds of thousands of Rohingya 

refugees were not “of public interest”? How did it occur in the first place 

that Facebook could ban an organization representing a persecuted Mus-

lim minority, rather than the military considered to be partaking in ethnic 

cleansing as defined by international consensus? Does the company actu-

ally know much about the situation in Myanmar and its brutal treatment 

of minorities throughout history?

Although Facebook continues to insist it is neutral, there are political 

stakes to the ways the company moderates content. Its belief that it can 

respond to and censor “violence” on its own terms— rather than through 

deep political or cultural analysis, or by relying on actual experts— speaks 

to the company’s unwillingness to be transparent about its political power. 

And indeed, this is not merely a story about Myanmar. For example, 
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Facebook has recently been exposed for its role in fueling anti- Muslim vio-

lence based on false information in Sri Lanka.49

In an interview, Zuckerberg initially used the Myanmar incident as an 

example of Facebook’s effectiveness in “tackling hate speech,” claiming 

that its systems had effectively detected and removed these messages.50 The 

pride with which Zuckerberg articulated this statement indicates that Face-

book actually desires to act, not neutrally, but in a positive, and program-

matic way— that is, to convert its approach to censoring hate speech into 

publicity for the company. In attempting to “tackle” hate speech, it’s neces-

sary to determine what constitutes hate speech to begin with— a task nor-

mally left to national governments and determined by civil and criminal 

courts rather than a bunch of executives and engineers sitting thousands 

of miles away.

Of course, private companies have the freedom to allow or disallow, with 

some legal restraint, what kind of speech they want to represent or host 

within their private enterprises. But these decisions must always be seen 

relative to political urgency, and especially when it comes to events unfold-

ing around the world. Just as it became hard to ignore Facebook’s role in 

incubating alt- right and white nationalist fervor during and after the 2016 

US election, the case of Myanmar reveals that Facebook’s so- called hands- 

off approach to political arbitration could in fact legitimize violence and 

hate.

Knowing this, we should look with a wary eye toward Zuckerberg’s state-

ment that “[Facebook] is building artificial intelligence to help better iden-

tify abusive, hateful or false content” even before this content is flagged 

by users. This allows Facebook to escape the responsibility it should have 

regarding hate speech and how we want to deal with it in our commu-

nities.51 This responsibility requires a human touch, but it’s also unclear 

whether the appropriate humans for this job should be those employed 

by Facebook. Why can’t social media platform support the autonomy and 

power of user communities on the ground, for instance by enabling conflict- 

resolution or reconciliation processes, rather than continuing to direct 

power to the one place it always does: itself?
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Cyber Troops across the World

Tech companies continue to wield their massive power and threaten politi-

cal democracy by deploying “cyber troops.” A University of Oxford study 

that defines the term as “government, military, or political party teams 

committed to manipulating public opinion over social media” notes that 

cyber troops are now being used in at least twenty- eight countries around 

the world.52

Many countries are experts at managing and manipulating public opin-

ion online. The work of cyber troops is actively carried out “on the ground” 

when governments and political entities pose as everyday social media 

users, sometimes hiring people or using bots to do so. As with traditional 

propaganda, the goal is to make a government or party look good, secure 

public support for its goals and policies, and squelch critics. They can use 

misinformation, lies, and the manipulation of a population’s basest preju-

dices in the pursuit of political ends.

President Rodrigo Duterte of the Philippines— a controversial figure who 

has attracted international attention for a bloody “war on drugs” that has 

killed more than three thousand of the nation’s citizens— has admitted to 

relying on cyber troops to get elected. But unlike Cambridge Analytica and 

other firms that use individual targeting methods for campaign advertise-

ment prior to elections, Duterte called in the cyber troops following his elec-

tion in the name of legitimizing his violent regime, spreading propaganda, 

and amplifying messages that support his policies.

These digital foot soldiers in the Philippines consist of volunteers and 

private contractors who use different strategies to achieve the same overall 

goal. They generate positive social media interactions to reinforce the gov-

ernment or its political ideology. Or they instigate negative interactions 

that involve verbal abuse and online harassment, called trolling, to target 

government dissenters. The individual targeting methods of cyber troops 

silence political dissent online in ways that pose real- life danger like that 

witnessed in Myanmar. But rather than masking the plight of hundreds of 

thousands of religious minorities through mass censorship, negative cyber 

attacks call attention to specific online users, making them vulnerable and 

visible to Duterte’s “war on drugs.”

Governments use cyber troops in blogs, iPhone apps, and other online 

resources by soliciting volunteers to help share and endorse government 
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content, and sometimes to galvanize the government’s existing supporters 

against their critics. In Ecuador, for example, the government- hosted web-

site Somos investigates and identifies government critics on the web. Then 

it sends updates to a list of subscribers, and encourages pro- government 

users to respond to and even attack those users with opposing or critical 

views.

In Sudan, the government maintains cyber troops that actually infiltrate 

Facebook, WhatsApp, and other services in order to spread its leaders’ mes-

sages to users throughout the nation. In India, the world’s largest democ-

racy, WhatsApp has become a cyber troop platform by which fake news and 

religious hatred are directed toward the Muslim minority. In May 2018, in 

the southern Indian state of Karnataka, the nation’s two major political par-

ties claimed to have access to more than twenty thousand WhatsApp groups 

each, allowing them to rapidly mobilize supporters. Because a WhatsApp 

group is a closed conversation involving only its members, it is difficult to 

access or rebut from outside. Thus it’s become an effective tool in spreading 

misinformation and radicalizing political sentiment. The nation’s prime 

minister, Narendra Modi, is well known for his use of “WhatsApp warriors” 

who run grassroots groups known to post content warning voters about 

Muslims. A spokesperson from Modi’s Bharatiya Janata Party in Karnataka 

describes the effectiveness of this tool: “Promoting one’s manifesto is easier 

than ever before. … We get to know the ground reality in moments.”53 And 

in Brazil, with the election of Jair Bolsonaro as president, cyber troops were 

active in spreading misinformation and rumors via WhatsApp.54

Bots used by government actors step up cyber troop activity throughout 

the world, especially in places like South Korea, Syria, Turkey, and Saudi 

Arabia, where the unpopular voices and ideas of the government are some-

times amplified and inflated with fake likes, shares, and retweets.

The cyber troop example complements the troubling censorship and 

content moderation practices we see with many tech companies. As long as 

we rely on algorithmically determined content, cyber troops— whether they 

consist of real individuals, bots, or both— can sensationalize ideological 

messages throughout the web, making users vulnerable and susceptible to 

political manipulation. And, as in the case of the Philippines, government- 

imposed threats can put users at risk.

The remedy to political manipulation is not simply a question of making 

data visible or accessible but rather about infiltrating technological systems 
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from the ground level, entering into them as unregulated users, and taking 

advantage of the rules already in place to manipulate and influence them. 

The threat posed by this kind of ground- level infiltration, on the user- end, 

paired with the lack of regulation and transparency on the other hand, 

makes for a very uneasy and misleading political terrain.

Democracy relies on access to information and the free sharing and 

debate of ideas. But the same democratic principles that so many seem to 

love about the internet, and social media specifically— its supposed support 

of free speech, marginalized voices, and political and social movements— 

have a dark side. They can also threaten independent media, open conver-

sation, lead to violence and destruction.





8 The Great Radicalizers

Except for an occasional Tweet, the former US president Barack Obama kept 

a low profile his first year after leaving office. Then, in January 2018, he 

appeared to Netflix viewers in the premiere episode of My Next Guest Needs 

No Introduction, with David Letterman. Obama and the former late night talk 

show host, himself a recent retiree, covered a range of topics, from the 

humorous to the politically substantive.1

Strikingly, Obama spoke of technology and media today as a threat to 

democracy, saying that those who watch the politically conservative Fox 

News channel in the United States are “living on a different planet” than 

those who listen to National Public Radio.2

Obama’s point might be even more significant when we apply it to the 

online experiences that politically polarize us. He told Letterman:

One of the biggest challenges we have to democracy is the degree to which we 

don’t share a common baseline of facts. … [Citizens across the world] are operat-

ing in completely different information universes. … At a certain point you just 

live in a bubble. And that’s part of why our politics is so polarized right now.3

Obama himself exploited social media and citizen data to engineer two 

successful political campaigns, especially via his insurgent 2008 election 

that stunned the world.4 Compared to all the hue and cry about Russian 

interference in the 2016 US election or the Cambridge Analytica scandal, 

Obama’s point is more fundamental— our televisual, radio, and online 

media isolate us. This is the challenge he believes we face today: “How do 

we maintain that sense of common purpose, [of being] ‘in it together’ as 

opposed to splintering and dividing?”5

Today we either select the channels we watch based on existing political 

perspectives, or we go online to see the perspectives of our trusted friends 
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(who often share our political perspectives). We think that what we see, via 

our search results and online feeds, is part of the “open” information uni-

verse. We are only beginning to learn how that universe is skewed, based 

not only on our choices of whom to follow or “friend,” but also the content 

that algorithms show and hide.

The issue becomes more troubling because many technologies are designed 

to get attention by feeding us information that reinforces and sharpens our 

existing attitudes, even those based on biases we have and may not be con-

scious of ourselves.

A great example of this, illustrated by the technology scholar Zeynep 

Tufekci, is the Google- owned YouTube recommendation system. Calling it 

the “great radicalizer,” she points out that the video site’s recommendation 

algorithm “seems to have concluded that people are drawn to content that 

is more extreme than what they started [their search] with— or to incendi-

ary content in general.”6

While watching Donald Trump rallies on YouTube, for instance, Tufekci 

noticed that the videos next up to “autoplay” included rants from neo- 

Nazis, white supremacists, and other extremist right- wing fringe groups. 

The suggested videos connected to Hillary Clinton or Bernie Sanders rallies 

took a conspiratorial left- wing approach, with claims that the US govern-

ment planned the 9/11 attacks, or that the government itself was a secret 

cabal. “It’s as if you’re never hardcore enough,” she tells us. Fair enough, 

but is that the right design approach for a technology that has well over 

a billion users and is the largest consumer of bandwidth on the internet?

The effects of these autoplay suggestions on us, as users, deserve scru-

tiny. Jonathan Albright, from the Tow Center for Digital Journalism, points 

out that the video- sharing platform’s algorithms have spread “crisis- actor 

content.” The term applies to videos in which people pretend to be survi-

vors of a traumatic incident (let’s say a mass shooting) to further a particu-

lar agenda (let’s say to push gun control or conspiracy theories). YouTube’s 

role in hosting and spreading such videos, says Albright, “is akin to a para-

sitic relationship with the public.” This genre of video is troublesome, since 

it not only targets an individual psychology but it also has the potential to 

trigger mass public reactions.7

Crisis- actor and algorithm- driven content are not just a YouTube prob-

lem, warns Tufekci. They are pervasive across other major technology plat-

forms that host billions of users.
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 Ethan Zuckerman calls the effect of this phenomenon “normalizing the 

abnormal.” Building on the work of the media scholar Dan Hallin, Zucker-

man points to three common spheres of media discourse: consensus, legiti-

mate controversy, and deviance. In democracies, most conversations and 

debates should fall within the category of “legitimate controversy”— where 

we embrace different perspectives in the spirit of tolerance and reason. But 

now, our online world and media ecosystem have made deviance the new 

normal. And we experience this deviance individually: the internet user 

sitting right next to use may be seeing entirely different content despite 

searching for the same subject.8

Tufekci, alarmed by this new normal, states: “We are building a dystopian 

society just to make people click on ads.”9 She and many other journalists 

and scholars warn that our media systems and technologies are further clos-

ing us off from one another, placing us in black boxes, echo chambers, and 

filter bubbles.10

In the Letterman interview Obama put filter bubbles into context when 

he described the results of an experiment done in 2011 during the height 

of the Arab Spring and Egyptian revolution. When googling “Egypt,” US- 

based conservatives saw results related to the Islamist (though not radical) 

Muslim Brotherhood. For liberals, information about “Tahrir Square” came 

up. And for moderates, “Vacation Spots on the Nile” surfaced.11 This exam-

ple shows how online searches for news about one of the most important 

political events in recent memory obscured the complete picture. These 

filters close off our political awareness and consciousness. And they close 

us off from one another.

We are much more complex, however, than our Democratic or Republi-

can, or left-  or right- wing selves suggest. Many of us know the opinions of 

those with whom we disagree, though we may struggle to humanize their 

perspectives and reasons for believing what they do. According to the polit-

ical scientist Daniel Kreiss, filter bubbles may contribute to a hardening of 

political identity, introducing a social world online that makes our existing 

opinions seem normal and natural.12 As polarization increases, the need to 

find common purpose, to see our lives as interwoven, becomes more chal-

lenging. It becomes difficult to imagine how a positive outcome for someone 

else also may benefit us. It is far easier to see life as a zero- sum game.

In their book Democracy for Realists, Christopher Achens and Larry Bar-

tels come to a conclusion based on their analysis of findings from social 
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science research: our identity, including our partisan loyalty, is what ulti-

mately matters in voting behavior, not our education and political liter-

acy.13 When the “social world” made visible to us by Facebook, YouTube, 

or Google influences us to quickly dismiss or accept a policy position based 

on our sense of identity, rather than on the issue itself, it threatens a central 

premise of democracy: a public that can rationally interpret, debate, and 

reflect on different points of view.

Search Engines: Political and Racial Manipulation

What about the internet’s most visited website, Google . com, the de facto 

search engine of the world, dominating 86 percent of the global search 

market?14 It too has massive power over voting behavior and perceptions 

of political reality.15

The psychologist Robert Epstein and his colleagues have recruited con-

trol groups to study and analyze the different aspects of the participants’ 

interactions with the Google search engine: the way it orders the results, the 

information it filters out, and its use of the auto- suggestion feature. While 

these studies look at Google’s impact, they can be applied to consider any 

technology platform that consumes our attention and filters what we see. 

And they show that underlying the many conversations and different polit-

ical viewpoints we may have, the ordering and filtering of search results 

powerfully shapes what we see and think.

Let’s look at the order of results: Today we commonly hear of organiza-

tions and businesses that justify spending many millions of dollars on a 

process called search engine optimization (SEO) to make their identities vis-

ible online. Why is this so important? An answer lies in the study of our 

online behavior: when presented with search results, over 50 percent of us 

click on one of the top two items on the list, and more than 90 percent of 

our clicks go the first ten items on the first page of results. If a perspective 

or source of information is not in this list, it essentially fails to exist for us. 

So it makes sense, says Epstein to try and “trick Google’s search algorithm— 

the computer program that does the selecting and ranking— into boosting 

[a business or organization] up a notch or two.”16

Epstein and his team devised a way to set up a mock search engine (using 

real web pages for authenticity) to compare how three different groups 

made choices about political candidates in foreign elections (to help ensure 
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impartial results). They observed an effect that they call the search engine 

manipulation effect (SEME).17

Their data show that for undecided voters, the manipulation of search 

results through suggestions can transform an election predicted to have a 

50– 50 outcome at the start into a win with a 90 percent majority.18 Are users 

aware of this bias at play? Epstein found the answer to be an overwhelm-

ing no. This held true even when the results were masked— in other words, 

when the order of results shifts, for instance, by placing a less favored can-

didate in the third or fourth position of the search outcome.

The research team’s most disturbing observation resulted from a study it 

conducted in 2014 using information about candidates in a three-  way race 

for prime minister in India: a whopping 99.5 percent of the participants 

had no clue that “they were viewing biased search ranking.” Even in cases 

where users were very familiar with the candidates, the shift was signifi-

cant. SEME, explains Epstein, “is a force you can’t see; but unlike subliminal 

stimuli, it has an enormous impact— like Casper the ghost pushing you 

down a flight of stairs.”19

Consider that in the 2016 US election, Hillary Clinton won the popular 

vote by about 2 percent, and that the electoral victor, Donald Trump, was 

largely successful thanks to his wins by less than 1 percent in Pennsylvania, 

Ohio, and Michigan.20

Contrast this with the conclusion made by Epstein and his colleague 

Ronald Robertson: Google can shift up to 25 percent of the national elec-

tions in the world.21 With undecided voters and certain demographics the 

numbers are much higher. The message behind this research is clear: the 

hidden, invisible ways in which search engines function perceptively trans-

form elections and our political lives.

This is not merely an issue related to search. It is also about what we see 

online, and the impact this has on our political landscape. For example, 

an article for the journal Nature by the researcher Robert Bond described a 

2010 Facebook experiment in which the company sent “go out and vote” 

reminders to 61 million of its users.22 The study revealed that 340,000 

of those people voted who otherwise would not have. This raises many 

important questions including: How did the company determine which 

users would receive the messages, and did it target them based on a particu-

lar political identity? What potential for misuse lurks behind Facebook’s 

agenda here?
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What about the impact of these biases on vulnerable populations? Let’s 

look at one of the most marginalized groups in the United States, the Afri-

can American population. Safiya Noble, a scholar of technology and race, 

points out in her 2018 book Algorithms of Oppression that data discrimina-

tion exacerbates existing prejudices because algorithms reflect and normal-

ize the biases of algorithm designers (or company executives), who tend to 

be mostly white and male.23

In 2018 Time magazine published an excerpt from Noble’s book that 

recounts her search parameters and results, dating back to 2009, for the 

term “black girls.”24 Despite not including the words porn or sex in the 

search query, her first page of results included words such as pussy, sug-

ary, hairy, booty/ass, and porn star. This was consistent with the autosug-

gestions she received for a number of different queries made on the site. 

Noble claims that the hidden engines shaping visibility and prioritization 

via Google reflect “women’s historical and contemporary lack of status 

in society— a direct mapping of old media traditions into new media 

architecture.”25

One of the major political issues within the United States relates to 

police shootings of African Americans. The first tragedy to polarize public 

response in this way occurred in Sanford, Florida, in February 2012, when 

George Zimmerman, a vigilante who was the “neighborhood watch” coor-

dinator in community, shot seventeen- year- old Trayvon Martin, who was 

unarmed. The incident launched a firestorm that only intensified after a 

jury acquitted Zimmerman in July 2013. The Black Lives Matter movement, 

started by three African American women, was born out of Martin’s shoot-

ing and picked up steam as a rash of other police shootings of young black 

men and women became staples of the political news cycle.26

How did Google represent this crisis? The search suggestions cast Martin 

as a “thug” and Zimmerman as a “hero” (see figure 8.1). In this manner the 

event is framed to attack the legacy and identity of an unarmed black teen 

victim.

The control of the search engine market by Google allows it to define 

political events. This practice threatens a democratic political environ-

ment built upon values of equality, diversity, and justice. The myth that 

our world has entered into a “post- racial” society, she says, combined with 

the dominance of corporations such as Google, means that we now accept 

the unacceptable: At Google, Facebook, and other large tech companies, 
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for instance, we see massive underemployment of minorities and women, 

particularly in positions of management and engineering. And yet “intel-

ligent” technologies seem to contribute to some of the biases that may have 

led to their underemployment to begin with.

Noble calls for public custodianship and regulation around how we find 

and navigate information online. She points out that public libraries could 

better develop search technologies that overcome racial and political biases, 

given their research into alternative methods of classifying information 

and their accountability to the public. The stakes are high— the discon-

nected commercial interests that drive the most popular platforms of the 

internet have the potential to affect electoral, racial, and even body politics.

These concerns parallel a disturbing study recently published in Science in 

March 2017. The study findings revealed that AI technologies might impose 

cultural biases and stereotypes on the texts they analyze. For instance, the 

algorithmic AI tool called “word embedding,” when applied to the human 

resources task of scanning CVs, showed a 50 percent bias toward names 

that were European American versus African American, even when the CVs 

documented nearly identical education and experience.27 Similarly, pleas-

ant words were far more often associated with a list of European American 

Figure 8.1
Google search suggestions assign blame to the victim.
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names, whereas African American names were more easily associated with 

negative words.

Despite these troubling findings, the study co- author Arvind Narayanan 

explains that word embedding has been “spectacularly successful in the 

last few years in helping computers make sense of language.”28 To the credit 

of Narayan and his co- authors, however, the study does not assume that 

“making sense” of language is a neutral engineering task. They argue that 

we need more research not only to explore how machines make sense of 

language but also to analyze their political implications. This study and 

others I have described share an important perspective: AI not only learns 

our prejudices, it mimics them.

Algorithms and Data: Opening or Closing Our Worlds?

It is entirely possible to take a different approach toward these issues— to 

claim that overall, the systems so many of us have turned to are not just 

more efficient, but actually deliver and support “human values.” This is the 

perspective taken by Michal Kosinski, a data scientist and psychologist most 

well known for his provocative and fascinating work in studying humans 

through digital footprints, or the data users give up in their interactions with 

digital devices and systems.

Now a professor at Stanford University’s Graduate School of Business, 

Kosinski was a doctoral student at Cambridge University when he pioneered 

research showing that with these footprints he could make predictions of a 

user’s gender, psychology, sexuality, religion, and more. Kosinski has been 

linked to the techniques used by Cambridge Analytica, though he has noth-

ing to do with the political firm, and he describes it and its methods as unso-

phisticated and not worth our concern (see figure 8.2, which shows a headline 

conveying a conflicting opinion). Nonetheless, Kosinski has been portrayed 

as a protagonist in the Analytica discussion, particularly via an attention- 

grabbing piece titled, “The Data That Turned the World Upside Down.” In 

that article the authors delve deeply into his psychometric research work 

and apparently his mind, as they explain his “bad feeling” when Aleksandr 

Kogan contacted him in 2014 for permission to access Kosinski’s database 

in preparation for a secret project that Kogan wasn’t at liberty to disclose.29

In chapter 4, I explained how our digital footprints reveal more about us 

and, analyzed together, may know us better than our acquaintances, friends, 
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or close relations do. What does Kosinski have to say about the ethics of 

collecting this data? Surprisingly, he argues that data- tracking and algorith-

mic technologies open up the world to us, rather than close it down. He 

notes that in the past, human beings lived in a more limited and controlled 

information universe. What we learned, how we thought, what we believed 

were all largely controlled by the societies of which we were part. The priest, 

teacher, politician, and parent— all of these individuals not only nurtured 

us (hopefully) but also socialized us and influenced how and what we think. 

They controlled us far more than the internet does today, he argues.30

Kosinski sees the role of the internet as similar to how the printing press 

allowed the written word to reach new audiences, fostering and inspiring 

new communities to reflect and create their own documents.31

How do we reconcile this optimistic view with the concerns raised in this 

book? What about the “new connections” we experience online, controlled 

by forces over which we have no control? What about the fact that what 

we see online tends to reinforce existing political biases? Kosinski disagrees 

Figure 8.2
A sensational headline connecting Cambridge Analytica to Facebook and Trump 

(source: Motherboard).
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with the negative premise behind these questions.32 He argues that algo-

rithmically controlled recommendation systems do not merely echo our 

views, or wall off our perspectives. Instead, he believes they actually expand 

our worldviews.

Kosinski gave me the simple example of someone who is pro- gun own-

ership, yet also likes action movies and is a fan of Britney Spears. Imagine 

an algorithm suggesting content for this person based on “liking” Spears. 

Would the content necessarily confirm the individual’s pro- gun bias, or 

perhaps select dissenting content based on the fact that Spears has spoken 

out for gun control?33 The latter is entirely possible, and in Kosinski’s esti-

mation, more common than not online.

What, then, can we say about the impact of Cambridge Analytica? 

Kosinski described the political agency as “totally insignificant” and far less 

adept at using data for psychometric political predictions compared to a 

number of other organizations.34 When I asked him which others, his answer 

left me dumbfounded: every big public- relations company. (When I pressed for 

specifics, he mentioned only one: Quantcast.) Regardless of details, Kosin-

ski kept going back to the same points: There is nothing exceptional about 

Analytica except its success in acquiring so much data, thanks to Facebook’s 

negligence. There is nothing they did with this data, in his view, that was 

relevant or effective.

Can the type of targeting that Analytica undertook be problematic in 

Kosinski’s mind? Potentially, but not compared to the incredible benefits 

he believes algorithmic personalization offers. Personalization, the process 

by which a user adapts an interface or system to suit their preferences, may 

be far from transparent, but for this Stanford data scientist and psycholo-

gist, it actually is the gateway to transparency.35 Algorithms give us paths to 

experience new information, he insists. They open up our worlds in ways 

that are digestible and efficient, rather than place us in filter bubbles and 

close us off. Letting privacy go, he argues, is a bit like fire— it can warm 

one’s home, but at certain points may need to be controlled.36

I was both troubled and fascinated by the perspectives of Kosinski. But 

our conversation left me with one primary question: Is the choice between 

privacy or transparency a false one? Is it misleading to assume that we can 

only have one if we’re willing to do without the other? And on whose terms 

are these values defined and implemented?
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The 2020 campaign of Senator Bernie Sanders for the US presidency is alive 

and well I as write this chapter. But in 2016, partly thanks to his team’s 

creative use of technology, his campaign shook the country’s political 

establishment. Sanders represents Vermont, a state with a population of 

less than 1 million, which is less than 0.3 percent of the overall national 

population.1 In the month before launching his campaign in 2015, Sanders 

was polling around 3 percent without a single declared supporter from the 

US Congress.2

And yet, within twenty- four hours of declaring his entry into the race on 

the Democratic ticket, Sanders had raised $1.5 million, more than 100,000 

people had signed up to join his campaign, and 35,000 of those had made 

donations.3 Within six months Bernie had forced a fierce contest with Hill-

ary Clinton and piqued the attention of the Republican- primary frontrun-

ner Trump, who leveled criticism at Sanders by calling him a maniac and 

misrepresenting him as a communist.4

By the end of his campaign Sanders had set a record— receiving more 

distinct contributions in a presidential primary than any candidate ever, 

far more than Obama had received in his groundbreaking 2008 campaign.5 

According to several polls conducted in October 2018, Bernie was still the 

most popular politician in the United States.6

Sanders refused to take any corporate or Super Political Action Commit-

tee (Super PAC) funding, and he managed to keep to this promise through-

out his primary candidacy. All in all, the campaign for his 2016 run raised 

$218 million online, almost completely from small- dollar donors. The 

average donor donation total became a rallying cry for supporters to chant 

before Sanders appeared in public: 27 dollars!7
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As a longtime populist progressive outsider, Sanders’s pleas for greater 

economic equality, and for support of the shrinking middle and working 

classes, struck a chord with many in the nation, including those who iden-

tified as political independents. His strident criticism of the nation’s larg-

est banks and his calls for their regulation seemed to continue where the 

Occupy Wall Street movement of 2011 left off. And despite being one of 

the older politicians in the United States, he achieved rock- star status with 

young voters.8

Sanders, like Trump, emerged when a significant percentage of the 

national electorate were already disenchanted with the mainstream of the 

country’s two major political parties. Many saw both parties as corrupted 

by corporate and lobbyist money.9 The time seemed propitious for Sand-

ers, who argued for renewed investment in infrastructure and renewable 

energy– powered industries. This outsider approach was similar to Trump’s 

“Make America Great Again” campaign in its criticisms of free trade poli-

cies. Yet unlike Trump, Sanders’s solution was not merely to bring jobs back 

but to radically transform the US economy in a pro- worker and middle- 

class direction.

Fair enough, Sanders’s voice and positions came at the right moment. 

And his team was able to use the internet as a megaphone. As an example, 

consider one surprising day in Portland, Oregon, in late March 2016. As 

Sanders gave a rousing speech to a crowd of 11,000 just fifty- two days before 

the Oregon primary, a bird fluttered nearby.10 Rather than treating it as a 

distraction, Sanders welcomed its presence. As he did, the bird perched on 

the podium, eliciting widespread cheers from the audience (see figure 9.1).11

The event lived on with the internet’s help. Bernie Sanders gave birth to 

“Birdie Sanders.” Politico immediately posted a video of the event on Twit-

ter, which quickly went viral, gathering nearly 50,000 “likes” and 36,000 

retweets within three days.12 The hashtag #BirdieSanders became one of 

Twitter’s trending topics as news of Birdie penetrated other media channels 

and sources, including major news outlets and the blogosphere.13

More than a decade earlier, Howard Dean’s primary campaign for the 2004 

Democratic Party nomination had become the first of its kind to do signifi-

cant online organizing. Joe Trippi, a strategist who ran the campaign, attrib-

uted the internet’s expansion since that time as a factor in how Birdie (and 

Bernie) Sanders became so popular: “The bird thing … if that had happened 

in 2004,” he said, alluding to the technology available at the time, “there is 
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not a damn thing we could have done. Now, you have the prowess to take 

advantage of [the Birdie moment] and the network that they built on.”14

Despite valiant efforts and the unpredictable, fortuitous appearance of 

the bird, the Sanders campaign ultimately fell short. Bernie conceded to 

(and endorsed) the insider Hillary Clinton on July 12, 2016, even amid 

accusations of Clinton’s collusion with the Democratic National Commit-

tee.15 The story of the Sanders campaign is insightful, however, considering 

its use of digital strategies that shape populist and grassroots politics.

How did Birdie Sanders go viral and become one of several memes that 

not only supported this campaign, but also turned Bernie into a household 

name? How did one of the nation’s oldest politicians become so popular 

with first- time, twenty- something voters? How did Sanders avoid corporate 

money to the tune of hundreds of millions of dollars— the typical bedrock 

of political campaigns— and remain viable with an average donation of 

twenty- seven bucks from millions of Americans? What did this campaign 

reveal about the internet’s potential to be a great leveler, to open up oppor-

tunities for citizen participation and people’s power over politics?

I give examples throughout this book about how technologies are 

designed and deployed in relation to the purposes, values, and ideals of 

those they serve. In a campaign like Sanders’s, the technological challenge 

Figure 9.1
The Birdie Sanders moment.
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would be completely different than the campaigns in which Cambridge Ana-

lytica had a hand, for instance, with candidates who were either extremely 

wealthy (Trump) or supported by big- moneyed interests (like Ted Cruz) or 

involved in other power plays across the world (like Uhuru Kenyatta).

What was the difference? Instead of seeing technology primarily as a 

way to collect, monetize, and target voters based on data, the Sanders team 

realized it could also wield the power of the internet to bring people together.

Revolution Messaging and the Online Campaign

I spoke several times in 2018 with the team at Revolution Messaging, the 

politically progressive digital agency that led the Sanders online cam-

paign. The organization had already observed the potential of the internet 

to galvanize the masses during the campaigns of Howard Dean in 2004 

and Barack Obama in 2008. Hoping to further move the American public 

toward solidarity and action for Sanders, Revolution spread the word via 

emails and social media posts while also using the internet to fundraise 

with great success. The campaign received a record 43 percent of its dona-

tions from mobile devices.

Keegan Goudiss is Revolution Messaging’s director of digital advertising. 

He told me that instead of microtargeting voters (the tactic Analytica had 

used), Revolution focused on reaching millions of US voters who were look-

ing for an alternative to traditional establishment politics.16 “It’s very hard 

to run a successful, intricate microtargeting campaign,” Goudiss explained. 

“For Bernie our intention was … to start with a wider net … to reach more 

donors” rather than rely on 2,000 rich citizens.17

Sanders’s online success allowed him to stay true to his word: not only 

did he avoid corporate or lobbyist (PAC) money, but he also eschewed the 

traditional donor events usually restricted to extremely wealthy campaign 

contributors.18 In short, putting the weight of the campaign into online 

outreach allowed Sanders to maintain his populism and perceived integrity 

within the voting public.

Although Revolution Messaging pioneered and implemented the strate-

gies it used for the Sanders campaign, the agency has used similar tech-

niques to support other grassroots causes.19 (See, for example, my profile of 

the Daily Action campaign further into the chapter.) Each of these move-

ments has produced significant successes in impacting awareness, putting 
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pressure on policymakers and corporations, and gathering evidence to 

show that citizen engagement can make a difference.20 But despite the 

organization’s passionate support for grassroots causes, Revolution remains 

agnostic about technology. The agency does not buy into any platform or 

brand hype but focuses instead on the digital strategies that might best sup-

port a particular outcome. Although there is a use for nearly every techno-

logical platform, according to the Revolution perspective, the organization 

maintains a healthy skepticism about any single tool or system, particularly 

corporate black boxes such as those owned by Google, Facebook, or Twitter.

Content Is King

During my hour- long interview with Arun Chaudhary, a senior strategist 

at Revolution Messaging, he repeatedly surprised me with lively statements 

about successful digital campaigns.21 Comparing methods at Cambridge 

Analytica and Revolution, for instance, he pointed to Analytica’s lack of 

transparency: “They are selling snake oil— they are selling the sizzle. The 

difference is that if you ask [Analytica] what their secret sauce is, they won’t 

tell you, and if you ask us we will say there is no secret sauce.”22 For Chaud-

hary the willingness to be forthcoming about a campaign’s methods in 

reaching voters is key.

Instead of playing the data- surveillance game or hiding behind hysteria- 

producing “snake oil” algorithms, Chaudhary said, Revolution focuses on 

the internet’s potential to inspire voters to pool resources and ideas, thereby 

empowering their agency in fighting for causes in which they believe.23 And 

part of that potential depends on the voters’ engagement with the candi-

date and the campaign message.

That’s why, as Chaudhary emphasized once more, content is key. Despite 

all our speculations about invisibly collected granular data and its value, 

we must also remember that what makes the internet go around is video 

content. At the end of the day people want good stories.

How does that inform what Revolution does? Birdie Sanders did not 

magically become a meme without the story. The process involved a combi-

nation of diligent observation, preparedness, and quick decision- making by 

a few key Revolution staffers. As Chaudhary explained, it required having 

a photographer on hand, ready to shoot the exact moment when the bird 

just happened to land, as well as the ability to spread the story instantly by 

email.24
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Throughout my interviews with staffers at Revolution, I sensed a trust in 

the voting public and a faith in democracy. Even in an era where many are 

critical and cynical about the state of US politics, the agency believes that 

voters want to participate in political change. As Chaudhary told me, “[Our 

goal] is to give people something to give a shit about, that they can then 

look up themselves without us spoon feeding it to them.”25

For example, consider Sanders’s incredible success, especially as a senior 

citizen, in attracting young voters, whether they were eligible to vote in a 

national election for the first time in 2016 or were part of the broader mil-

lennial age range.26 Revolution staff explained their strategy to go where these 

voters are— to platforms like Snapchat and Instagram. But again, instead of 

using these platforms to disorient or target users with specific content, the 

goal was to present Bernie “as is,” someone with the same desire for change 

as so many young people. The question isn’t “How do you talk to kids, but 

how you invite them into the same conversation as the one adults are hav-

ing.” That is what younger voters want so they see, that Bernie “is their guy, 

he’s not mysteriously forced onto them.”27

People crave transparency and great stories. In the work the agency per-

forms for many political causes, Revolution continues to use the strategies 

of emotional connection and direct communication that proved so effec-

tive with the Sanders campaign.

Crowd Power

Revolution’s Keegan Goudiss shared a company view with me that echoes 

the voices of activists during the Occupy movement: “For too long in this 

country, you had to be a millionaire or have millionaire friends in order to 

run a national or statewide campaign. Candidates spent their time dialing 

for dollars and hobnobbing with wealthy donors, and so it’s little wonder 

we ended up with an economy that favored the 1 percent. We set out to 

change that dynamic.”28

Goudiss’s message carries the Occupy Wall St. analogy a step further: 

technologies can and should be designed to support the billions of people 

who use it— call them the 99 percent— not solely the economic interests of 

big tech companies. The Revolution Messaging approach applies not only 

to technology design but also to its strategic use of technology— as a tool to 

amplify the power that people have in numbers.

The most prominent Revolution design to date is the Revere Technol-

ogy Suite, a mobile system used for politically progressive causes. Revere 
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integrates three functions in tandem— texting, calling, and data collect-

ing— to allow organizers to gather lists of supporters and plan campaigns. 

With the option to choose from a range of activities, users can focus their 

efforts to make the greatest possible impact on a given cause. The technol-

ogy also allows organizers to assess user response to their messages.

Because Revere’s design focuses on activating and coordinating user 

voices rather than invisibly monitoring us, it can leverage the scale of the 

masses to push forward candidates and policies from within their ranks. 

My interviews with the Revolution team reveal a vision of technology as 

an instrument through which to involve citizens who share their stated 

progressive values, independent of where they are, how much money 

they make, what demographic they represent, or what issues they are pas-

sionate about. Instead of being seen as a technology or data company, 

Revolution wants to be identified with one word that defines its expertise: 

organizing.

This perspective can allow us to rethink how technologies are used, and 

to focus on the potential of the crowd to fund, publicize, and power a cam-

paign. Dae Levine, Revolution’s senior vice president, told me: “[We want] 

everyone to participate, wherever they are and in whatever way they can. 

It’s not about donors who give money; it’s not about people who give time 

on the street; it’s not about people who volunteer in the office. It is about 

everybody doing everything. [We] develop our strategies and tools to allow 

everyone to participate in whatever way they can.”29

With the Sanders campaign we saw this approach and its logic in action: 

If more people can be reached, even if individually they contribute less, 

great successes can still be obtained. By activating the masses, $27 average 

donations came together to set fundraising records.

Linking Online and Offline Efforts

In conversations with the Revolution staff, I learned of another powerful 

digital strategy: thinking across technologies and beyond the contrived 

divisions of online and offline. Building and supporting movements, par-

ticularly when billionaires don’t fund then, requires working with whatever 

methods bring people together to make change possible.

Revere technology can be been applied to a range of tasks related to 

out- front or behind- the- scenes political organizing, including text messaging 

campaigns, poster designs, and in- person protests. Its use in the Daily Action 

campaign was remarkable.
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This is how it works: Daily Action sends more than 250,000 subscrib-

ers a daily text with a brief descriptive message about a single action or 

cause. It then offers a quick and easy way to make calls in support of that 

action: users can contact members of Congress, government agencies, or a 

business— just by touching the corresponding phone numbers that appear 

on the screen.30 By constantly monitoring the news cycle, team mem-

bers can handpick causes and campaigns that need timely attention and 

support.

Carla Aronsohn, who led Revolution’s work with Daily Action at the 

time of my interview, explained the team’s thinking at this current political 

moment in the United States: “It is frankly exhausting to watch the news 

every day. This is part of why Daily Action feels so accessible— it [provides] 

160 characters a day about one issue that you can take real action on.”31 

The thousands involved with this campaign engage in one manageable 

daily task that allows them to contribute to change. The choice to partici-

pate remedies what Aronsohn sees as a general sense of helplessness felt by 

many US citizens today.

Daily Action has achieved significant success using Revere technology 

to mobilize opposition to the Trump administration. It has also sparked 

new campaigns and movements. After the February 2018 mass shooting in 

Parkland, Florida, claimed seventeen victims at Marjory Stoneman Douglas 

High School, students from the school and other youth across the nation 

pressured the US Congress to ban assault weapons.32 In the weeks following 

the shooting Daily Action’s efforts resulted in 10,000 calls made to specific 

legislators and companies that supported the National Rifle Association 

(NRA).33 Some organizations targeted by the campaign, such as the First 

National Bank of Omaha, have decided to divest their support from the 

NRA.34

As a follow- up to Daily Action’s use of text messaging and targeted phone 

calls, the third Revere technology— collecting data from those calls— is 

especially important. It arms organizers with evidence about citizen com-

mitment to the causes they advocate and support. During the Trump 

candidacy and the first days of his administration, for instance, Trump 

downplayed the Standing Rock protests against the Dakota Access Pipeline 

as insignificant and deemed the issue itself as unimportant. Revolution’s 

Revere technology presented statistics to the contrary, tracking what calls 

were in support of the protests, to whom they were made, and for what 
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period of time. And to compensate for the lack of internet access at the site 

of the protest, the agency provided activists with free texting platforms to 

assist their on- the- ground coordination.

Perhaps because of the pressure brought on by more than 10,000 phone 

calls in the first few weeks of Trump’s presidency, the White House closed 

its direct comment line. In response Revolution created a system dubbed 

“White House Inc.” to reroute calls to Trump- owned businesses and proper-

ties, as well as to selected members of Congress.35 Compared to initiating 

email campaigns and relying on social media posts, phone calling has been 

shown to be a far more effective means of placing pressure on politicians 

and businesses, and of making democratically necessary two- way conversa-

tions possible.36

Revolution’s strategy here merges different approaches toward organiz-

ing: use new technologies (a mobile phone app and a database of enrolled 

supporters) in combination with older technology (phone calling) to con-

tact selected public servants and organizations. And then bring the crowd 

together as much as possible through in- person protests. In this way, Revo-

lution has been able to make waves around specific policy issues. Some of 

those involve clean water, climate change, and the protection of special 

counsel Robert Mueller’s investigation of potential Trump administration 

collusion with the Russian government.

Through their campaigns, the Revolution team learned that text mes-

sages get far greater real- time engagement than emails or posts on a website. 

With the Sanders campaign, SMS (short message service) texting technology 

provided supporters with locations for phone banking and debate- watching 

parties, thus bringing people physically together to organize as they saw fit. 

Voters also received text messages from Sanders himself. Aronsohn told me 

how Bernie’s texts created “a very personal experience” that the affirms the 

“power of people’s responses to texting and taking action.”37

Revolution has also employed similar organizing strategies for economic 

justice causes. I learned of their efforts with the Independent Drivers Guild, 

based in New York City, which brings Uber, Lyft, Juno, and Via taxi driv-

ers together to fight for better working conditions, earnings, and benefits 

(see chapter 11). The approach here again is to use online technology as a 

means of activating offline organizing.
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Opening a Pipeline for Change

We’ve seen in previous chapters how big tech companies tend to thrive on 

the amplification of spectacle and misinformation, and on the data and 

attention they can get from their users. But this is not the only destiny for 

technology. For organizations like Revolution Messaging, the goal could 

not be more different: use technology to connect people who together 

build a pipeline for change.

The Bernie Sanders story shows how causes that begin as grassroots cam-

paigns can transform a nation’s politics. No matter which side of the polit-

ical spectrum we identify with, it shows technology’s potential to bring 

power to people, the ultimate guiding light of democracy.

After much speculation, from the media and his 2016 supporters, Ber-

nie Sanders announced his 2020 presidential bid on February 19, 2019. 

The Democratic field to that date (numbering 12) already offered a bigger 

choice for progressive voters than in 2016, including minority and female 

candidates. Many candidates have adopted Bernie’s ideas, ones that just a 

few years ago may have been seen as on the fringe and unrealistic. But since 

ceding the 2016 race to Hillary Clinton, Sanders has continued to build “a 

digital media empire” by effectively using and producing viral video con-

tent that champions progressive causes, harnesses social media, and under-

stands its ripple effect in ways that challenge Trump’s already enormous 

social media presence. And there’s no doubt Bernie is the still the “king of 

grassroots fundraising.”38 The Sanders campaign’s ability to raise a record- 

breaking $5.9 million, from more than 225,000 donors within twenty- four 

hours of his entry into the race, shows that he will be a force to be reckoned 

with for 2020.

This chapter has shown how digital strategies that privilege power-

ful storytelling and content, mobilize the crowd, and work across media 

online and off, are likely to have an impact in many elections— domestic 

or international— into the future. Scott Goodstein, Revolution’s founder, 

summed up what he feels the Sanders 2016 campaign has already given 

us: “a little hope for the future that if you have the right message and a 

little money to try to experiment, that message can be heard by a massive 

amount of people.”39



Every day, it seems, the news cycle offers us a story about technologies used 

for political manipulation— not just within but also among nations. Our 

anxiety looms large when we think about where digital technology and 

data are headed— and it looms even larger to think we have no control over 

their direction. Our intimate technologies feel hijacked by forces we barely 

understand.

Perhaps this explains why Cambridge Analytica dominated the news 

for weeks, why Russian manipulation in the 2016 US election is still so 

unsettling, or why a potential trade war between China and the United 

States, which has included a great deal of wrangling about hacking and 

trade secrets, centers on the technology industries in both countries. We 

can’t stop talking about these sketchy digital acts even though their full 

impact remains unclear.

When I spoke to the political activist Noam Chomsky in March 2018, he 

downplayed the ultimate impact of Russian hacking and Cambridge Ana-

lytica (see chapters 1 and 7). He pointed out to me that the US use of tech-

nology to manipulate the politics of foreign nations is far worse.1

I had a chance to discuss these issues with Laura Rosenberger, an inter-

national affairs strategist and term member of the Council on Foreign Rela-

tions who has worked for multiple US administrations; during the Obama 

years she directly advised the former secretary of state Hillary Clinton on 

national security priorities. In areas of technology, Rosenberger is one of 

the most experienced individuals connected to the US government— an 

expert on Chinese firewalls and cybersecurity used by China, the National 

Security Agency’s PRISM spying program, as well as cyber troops and hack-

ing efforts across the world.

10 Digital War Games around the World
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I asked Rosenberger about the international use of technology, whether 

it be to manipulate a state’s own citizens or those of other nations. In 

response, she immediately turned the discussion to China.

When the internet arrived in China, so did the expectation that it would 

open up the world’s most populous nation to the rest of the globe pav-

ing the way for democracy. That hope has only been partly fulfilled, as 

Rosenberger explained, because China’s powerful technology companies 

are in lockstep with the government: they ensure that internet content 

supports the state’s surveillance machine and its power over popular online 

services— buying and selling, communicating, and searching for informa-

tion.2 TenCent, Baidu, and Alibaba dominate the market within the coun-

try and affect billions across the world in the social media, search, and 

e- commerce markets respectively.

To take further advantage of this control, the government enlists hun-

dreds of thousands of people to serve in its so- called 50- cent army (figure 

10.1). The mission for these troops is to “praise and distract,” either by 

responding online to negative comments about the Communist Party, or 

by writing “posts that cheerlead for the government.” The 50- cent army, 

comprising actual government employees, has provided approximately 448 

million online comments every year.3

Figure 10.1
China’s 50- cent army (source: Sohu).
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Perhaps more ominous is China’s use of citizen- collected data to score, 

classify, and organize the populace. In 2014 the government announced a 

“social credit system,” using data gathered from approximately 1.4 billion 

Chinese. An official government document describing the system sends a 

clear message: “Keeping trust is glorious and breaking trust is disgraceful.”4 

The social credit system rates citizens based on several factors includ-

ing: what they post or how they portray themselves on social media; their 

personal habits (smoking cigarettes, playing video games); what they buy 

online; and whether they’ve refused military service. After assessing these 

behaviors, the government “awards” citizens a rating intended to indicate 

their “trustworthiness,” which in turn affects their ability to get jobs, send 

their kids to the best schools, and board an airplane.5

It’s terrifying that Chinese schools have become sites for intense surveil-

lance and biometric identification. Cameras now record individual facial 

expressions to create running scores for students based on the attitudes or 

emotions their faces reveal; these can be combined to “read” the mood an 

of entire class. Students and professors alike have expressed concern that 

instead of supporting the open practice of learning and experimentation 

as a process, such “black technology” could filter and compress students’ 

educational and life experiences, or be used to invoke a form of social 

control.6

The problem becomes more extensive when facial recognition and sur-

veillance stitch together profiles of citizens across the whole of Chinese 

society without boundaries or transparency. According to an article pub-

lished in the Atlantic in February 2018, the Chinese have set up an infra-

structure whereby “a vast accompanying network of surveillance cameras 

will constantly monitor citizens’ movements, purportedly to reduce crime 

and terrorism.”7 As the Atlantic co- authors argue, “The expanding Orwellian 

eye may improve ‘public safety,’ [but] it poses a chilling new threat to civil 

liberties in a country that already has one of the most oppressive and con-

trolling governments in the world.”8

The Chinese internet functions more like a nationwide intranet, since 

most digital communications are controlled, manipulated, and stay within 

the country. But China has other ways to use technology to support its 

interests. As Laura Rosenberger explained to me, the acquisition of Grindr 

by the Chinese technology firm Kunlun Group allows the state to access 

data of foreign citizens, especially citizens of global adversaries. Because 
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Grindr is a dating app for bi, trans, and queer users who mostly come from 

the United States and other Western nations, the personal data available to 

the Kunlun Group (and potentially the government) could reveal sexual 

preferences.9 A similar threat comes from Facebook; the company disclosed 

in June 2018 that it has been sharing data with several Chinese firms, 

including the popular device maker Huawei.10

Even Apple, whose iPhones are very popular within China, must play 

by the rules of the Chinese game if it intends to stay in the country. One 

troubling example of this is the requirement that Chinese users’ iCloud 

accounts be housed within a new Chinese data center, thus giving authori-

ties easy access to the data of their citizens.11 This is a major change from 

Apple’s stance on user data and the company’s claim that more than any 

other large Western technology company, Apple protects privacy. In the 

past, the cryptographic keys needed to access an iCloud account lived 

within the United States. For Chinese users, that will no longer be the case.

Each scenario I’ve mentioned in this chapter illustrates a point of lever-

age in the digital war games played out within or between nations. In the 

case of China, leverage comes from the ways data can be acquired and then, 

as a result of the kinship between the business world and government, be 

used to shape political and economic outcomes. These activities are legal and 

increasingly widespread, because of one key factor: the money made in the 

transaction.

It is also well known that the Chinese government has conducted many 

extraterritorial hacking attacks, for example of the US Office of Person-

nel Management, which allowed it to access personal details of up to 21.5 

million Americans.12 This included Social Security numbers, names, dates 

and places of birth, and addresses. The hack was conducted so adeptly that 

James Clapper, the former US director of national intelligence, stated, “You 

have to kind of salute the Chinese for what they did.”13

Rosenberger described activities like these, both legal and illegal, as infor-

mation operations (info- ops). She believes info- ops might allow China to be 

behind the next iteration of political meddling in foreign elections, along 

the same lines as Russia’s recent activities.14 This might be accomplished 

using deep fake technology, which allows video and audio content to be 

doctored, edited, and manipulated in such sophisticated fashion that it is 

often convincing to the human eye.15
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The United States, too, hacks its adversaries, and even its citizens, in 

spying programs like PRISM, the National Security Agency program that 

Edward Snowden exposed.16 For example, working with Israel, PRISM has 

been alleged to be behind the Stuxnet computer worm attack on Iran’s 

nuclear program.17

Technologies should benefit citizens and users, rather than merely the 

self- interests of their state or corporate creators. This is an issue not just 

in the West but worldwide. Supporting political positions and candidates 

outside of the corporate lobbyist- funded establishment is one mechanism of 

checks and balances some of us can use to support democracy and resist pro-

grams of surveillance and social control. We can also vote with our feet and 

demand privacy- oriented services and platforms that refuse to hand user data 

over to governments or other shady third parties. What direction we take in 

the digital world will determine whether technology brings us together in 

the spirit of democracy, or whether it divides and manipulates us.





III Gig Economy Blues: Corporate Windfalls  

or Living Wages?





On February 5, 2018, Doug Schifter, a registered taxi driver from New York 

City, committed suicide in front of city hall.1 Just a few hours earlier, he had 

commented on Facebook to explain his struggle for survival in the digital 

gig economy, stating: “Companies … count their money and we are driven 

down into the streets we drive becoming homeless and hungry. I will not be 

a slave working for chump change. I would rather be dead.”2

Disruption, a buzzword in tech circles that refers to groundbreaking inno-

vation, often has a negative impact on the lives of people whose jobs are 

subject to shifts in technology (see Schifter’s fellow drivers in figure 11.1). 

Schifter used to clock forty hours per week when he started driving in the 

1980s, but by 2018 he worked more than a hundred because agreements 

made by city officials had opened the streets to Uber and Lyft vehicles. 

Unfortunately the extra hours didn’t help him climb out of the financial 

hole these tech platforms created.

In the five months that followed Schifter’s death, despair over work- 

related struggles contributed to five other suicides by taxi or livery driv-

ers in New York City.3 These stories are reminders that spates of suicides 

triggered by new technologies are neither new nor rare. Over the past two 

decades, for instance, more than 300,000 farmers in India committed sui-

cide thanks to to another technological disruption, when Monsanto com-

modified and monopolized the cotton- seed market by introducing its 

genetically modified seeds.4

In 2016 some 13,000 taxis cruised the streets of New York. But the num-

ber of for- hire vehicles is now more than 100,000, thanks to the emergence 

of companies like Uber and Lyft.5 The city has traditionally attempted to 

balance cab supply and passenger demand by controlling the number of 

11 Disrupting Jobs and Lives
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taxi medallions at a given time. (Buying a medallion allows an individual 

driver to own and operate a cab, and to hire additional licensed drivers if 

they chose.6) With Uber and Lyft, however, almost anybody can drive. As 

new unregistered drivers flood in, they increase competition, threatening 

wages and the availability of work. As a result, many registered and union-

ized taxi drivers have seen their wages drop and their hours increase.

Uber and Lyft, though often thought of as transportation companies, 

are first and foremost technology companies backed by Wall Street.7 They 

promise efficiency for users and charge less expensive fares than registered 

and licensed city taxis. That’s great for consumers, but not so great for work-

ers. Traditional taxi drivers like Schifter are in trouble. For example, one of 

the drivers who committed suicide in May 2018 had borrowed $700,000 

three years earlier to purchase his medallion, and could no longer meet the 

payments. But also in danger are the drivers for Uber, Lyft, and other ride-

share companies. Their wages are shockingly low, they receive no benefits, 

and they have no ability to collectively bargain.

Figure 11.1
Taxi drivers, mourning Doug Schifter in 2018, organize to protest unfair working 

conditions (source: Black Car News).
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Meanwhile, we see a windfall for the tech companies. They “disrupt” 

transportation systems yet offer little more to workers than basic wages in 

an insecure digital gig economy. As a result their corporate value increases 

as the public becomes increasingly addicted to their services.

None of this would be possible without the compliance of national, 

state, and city officials, hurting workers and endangering the sustainability 

of the public transit systems they are supposed to oversee and innovate.

Without a doubt Uber and Lyft have proven that they can provide a ser-

vice consumers want at a price that makes a traditional taxi service nearly 

obsolete. And they have done so brilliantly by enlisting our mobile phones 

to facilitate a flexible transportation infrastructure. But questions remain. 

Why and how are their prices so low? Most economists and analysts have 

come up with few answers. But some research does show that the compa-

nies themselves subsidize the low prices users pay.8 Why? The strategy may 

not even be aimed to make a profit in their current form as taxi services, 

but instead to get intimate details of travel and transportation from mil-

lions of users, which in turn can inform a new fleet of automated, driverless 

vehicles.9

Remember, data is the oil of the digital economy.10 Yet the outcome for 

the worker may be disaster and death. As it stands now, drivers and users 

provide the data and the labor power that make the business run while 

Uber and Lyft take home the profits, control the data, and own the technol-

ogy used to gather it.

We cannot remain naive about the potential harms digital platforms may 

have on the economic security, health, and working conditions of laborers. 

Uber drivers, for example, are not insured as they drive to pick passengers 

up, only when they actually have passengers in the car.11 And the actual 

wages they receive are stunningly low. According to research conducted 

by MIT’s Center for Energy and Environmental Policy, the median profit 

earned from driving is less than $4 per hour for Uber and Lyft drivers.12 

This means that 74 percent of drivers are making less than their state’s 

minimum wage.

Uber’s chief economist has disputed MIT’s non- partisan, academic study 

of his company’s wages. But the power of the gig economy to shift responsi-

bility, stress, and pain to workers— and away from the companies they work 

for— is nevertheless clear. Tech companies talk about “disruption,” “inno-

vation,” and “sharing.” But they remain oddly silent on basic principles 
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regarding the dignity of work, rules about which have been respected for 

the most part in wealthier nations. These include establishing floors for 

hourly rates and number of hours worked, collective bargaining and union-

ization, and health and other benefits.

According to a 2018 UCLA Labor Center report, 44 percent of drivers in 

Los Angeles have difficulty paying for work expenses such as gas, insurance, 

and maintenance.13 More and more drivers are investing financially— for 

instance purchasing a car in order to drive for Uber or Lyft— and thereby 

becoming locked into the work, which they must then continue to do in 

order to pay off their debt. According to the report “a lack of transparency 

and vague and shifting conditions of employment” have caused almost 50 

percent of drivers to feel as if they are not receiving the income they have 

earned.14

How can we be okay with a digital world that makes astronomical 

amounts of money for a few executives or investors at the cost of small 

businesses and, ultimately, middle-  and working- class people? It doesn’t 

have to be this way.

Driving Toward Economic Justice

Today we have the opportunity to innovate with technology, and to do so 

in economically fair and balanced ways. When it comes to transportation 

systems, we can begin by examining the relationship between drivers and 

the tech companies that have stepped in to manage their access to work. 

Establishing wage floors and secure benefits for taxi drivers, as well as pro-

tecting passenger data, might be the first steps in finding a more equitable 

way to do business.

Digital technologies are transforming economies over the world. Most 

forecasts about the future of work tell us that a huge wave of automation is 

coming, and that it could affect 47 percent of jobs in the US labor market 

over the next twenty years.15 Some 400 to 800 million people throughout 

the world could lose their jobs to automation, another source estimates, 

while 75 to 375 million may be forced to change occupations.16 It doesn’t 

matter whether you work in nursing, teaching, sales, accounting, farm-

ing, plumbing, truck driving, or the medical field— the robots are coming. 

This makes it essential that all of us, not just the .001 percent of us who 

build automated and gig technology, come to the table to discuss what 
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kind of technological future we want. We can embrace automation with 

our eyes open by identifying types of jobs that might be created through 

this transition, and by ensuring that the people of our world are economi-

cally secure.

It is common today to think of the main instrument of worker organiz-

ing, our unions, as relics of the past. Union membership in the United 

States and abroad has declined steadily since the 1970s. But this is not the 

whole story— indeed, unions are still alive today and are re- imagining their 

role in relation to the digital economy.17 They, like workers’ councils, uni-

versal basic income programs, and other examples I discuss, represent just 

a few of the ways we can protect fair wages, benefits, pay standards across 

industries (rather than just within one), workplace safety, and pay equity 

for women and racial minorities.

Why is economic justice and balance so important today? Because the 

world faces staggering inequality— its eight wealthiest people have as much 

wealth as its bottom 50 percent, a total of more than 3.6 billion people.18 

In the United States, the top one- tenth of 1 percent of the population earns 

nearly as much as the bottom 90 percent of the population combined; its 

three richest people hold more wealth than the bottom 50 percent of the 

country.19

As of early 2019 unemployment was at an all- time low in the United 

States, fueling rhetoric that economic and stock market growth is helping 

everyone. But that claim doesn’t stand up to scrutiny. In the United States, 

even if paid a $15 per hour wage, the average American can’t afford the rent 

for a modest one- bedroom apartment. With the current national minimum 

wage (of $7.25), one would have to work 2.5 full- time jobs to afford a one- 

bedroom apartment in most of the country.20 What is work after all if it 

doesn’t provide the worker with housing, education, healthcare, and basics 

sustenance? Ensuring that workers have secure, well- paying, and dignified 

work is an objective that we can still pursue. But it won’t be easy to achieve.

When I was in the East African country of Tanzania in summer 2018, I 

was surprised to see a vehicle advertising Uber services “now in Slipway,” 

a hotel in Dar es Salaam (figure 11.2). The vehicle was not a taxicab or 

an automobile, but a three- wheeler rickshaw that Tanzanians refer to as 

“Bajaj,” after the Indian company that makes it.21 Similar to the ways in 

which Google and Facebook capture, monitor, and absorb our expression 

and communication online, or the ways Amazon absorbs our processes of 
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buying, selling, and storing data via its cloud platforms, Uber too is in the 

business of capturing and co- opting. Having made headway in developed 

urban settings, the company has now set its sights on the transportation 

industries of the developing world.

The rickshaw has long been a transportation staple of the “informal 

economy.” Ride prices are traditionally negotiated up front and payment is 

made in cash. But now, in East Africa and other developing countries, the 

relationship between a customer and driver on the street can be controlled 

through an app produced by a company located thousands of miles away. 

This disruption in the informal sector threatens the traditions of economic 

Figure 11.2
An Uber three- wheeler in Dar es Salaam.
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exchange across cultures and regions.22 By positioning themselves as the 

go- between, large technology companies from Silicon Valley to Shanghai 

create dependencies in the people and places where they expand, all the 

while extracting value from them.

Such intervention runs the risk of being exploitative and intrusive. Even 

if we take into account the ability of people across the world to develop 

their own alternatives— and to appropriate, work around, and subvert the 

systems created by large technology companies— we have to recognize that 

the playing field is not level. The strategy of baiting customers with artifi-

cially low prices, thereby creating dependence and knocking out the com-

petition, is working for Uber. But few small companies can withstand such 

a strategy for long. As of February 2019, Uber’s valuation, in anticipation of 

its planned initial public offering (IPO) later in the year, is slightly less than 

$90 billion, up from $72 billion in 2018.23 Even though that figure had 

earlier been projected as high as $120 billion, investors remain confident 

that Uber can dominate the domestic and global transportation markets, 

and perhaps even use the data it gathers to lead the way in the automated 

car industry.24

How Guilds and Alliances Push for Change

Many rideshare workers, and gig economy workers in general, have another 

job. But this part- time- ization of work, to quote the driver organizer Biju 

Matthew, is dangerous. It means that in places without strong worker pro-

tections or corporate regulation, employers have the ability to exclude gig 

workers from the benefits associated with a full- time job, no matter how 

many hours they work. This is because they are often treated as independent 

contractors. In addition, workers in the gig economy have no guaranteed 

minimum wage when they are paid by the task rather than the hours it 

took to perform it. So the technologies that promise flexibility and access 

to work may also bring with them a hefty dose of insecurity for the laborer.

Bhairavi Desai, the executive director of the New York Taxi Workers Alli-

ance, has been a labor leader since 1997. Nearly a year before Doug Schifter’s 

suicide, she spoke publicly about the extreme economic and psychological 

pressures on her drivers, and worried about their long- term ability to cope: 

“Half my heart is just crushed,” she said, “and the other half is on fire.”25 

Desai has begun to work with the Independent Drivers Guild (IDG), repre-

senting approximately 70,000 drivers in New York City.26 The IDG, having 
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won several legislative victories for its members in the past two years, is 

showing that workers can push back. For example, in August 2018 the New 

York City Council agreed to mandate a minimum pay rate for app- based 

drivers and to limit licenses for new rideshare vehicles.27

How did the guild do this? It used the Revere text messaging commu-

nication technology (discussed in chapter 9) to bring drivers together, an 

otherwise impossible task given that so many are working such long hours 

driving in different locations. Uber had not allowed customer tipping until 

July 2017, when drivers and advocates used phone calls, text messages, and 

social media channels to push back.28 As of June 2018, the IDG was able 

to win a benefits package for an estimated 43,000 drivers across the state 

thanks to a “black car fund,” notably not paid for by Uber or Lyft, but by 

riders via a 2.5 percent surcharge.29

The guild has now turned its efforts to pushing for a minimum pay rate 

for all drivers, which would increase wages by an estimated 37 percent.30 

The petition it circulated presents a number of astonishing statistics in 

relation to rideshare drivers in the city. It not only confirms the under- 

minimum wage payment drivers currently receive, but also notes that work-

ers are averaging eleven- hour working days. Despite this, workers report 

that their financial well- being has suffered. Most come from households 

with an overall income of less than $50,000 per year and more than half of 

them struggle to balance this meager income with caring for a dependent 

under the age of eighteen.

Agencies, Advocacy, Legislation, and Courts

In 2018 the National Employment Law Project (NELP) released a report to 

consider New York City’s “first- in- the- nation proposal regarding the wage 

standard for Uber and Lyft drivers.” Rebecca Smith, the director of the Work 

Structures program at NELP, concludes: “Companies like Uber and Lyft have 

used the hardball tactics of the gun and tobacco industries to buy political 

influence and preempt or override local policies intended to protect con-

sumers and drivers.”31 From the report’s findings Smith determined that 

“Uber alone would be the largest for- profit private employer in New York 

City— if Uber drivers were classified as employees rather than independent 

contractors. Uber’s mark- up in New York City is a whopping 600 percent of 

its operating costs. These companies clearly can afford to pay a living wage, 

but simply choose not to do so.”32
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Other states have responded to concerns that the expansion of digital 

gig economy jobs will result in larger numbers of workers not covered by 

minimum wage laws. In April 2018, the California Supreme Court issued 

a ruling that would make it far more difficult for tech companies to claim 

exemption from state wage laws because their independent contractors are 

not employees.33 But the companies are pushing back. Lyft, Uber, Handy, 

TaskRabbit, Postmates, DoorDash, and others have appealed to state politi-

cians to warn that the court’s ruling will “stifle innovation.”34

What about outside the United States? In the past few years, some nations 

have begun to challenge rideshare and other gig economy apps, imposing 

increasing regulations.35 In one notable case the Transport for London (TFL) 

agency decided not to renew Uber’s license to operate in the city because 

the company was “not a ‘fit and proper’ private car- hire operator.” TFL 

“cited four areas of concern, including [Uber’s] approach to reporting crimi-

nal offences and carrying out background checks on drivers.”36 In addition, 

Singapore, which held no restrictions on Uber prior to 2014, implemented 

new laws requiring Uber drivers to register with the Land Transport Author-

ity and acquire a Taxi Driver Vocational license.37 The new laws also stipu-

lated that rideshare apps should include customer service, price, and fee 

info, and provide passengers with the option to not disclose their destina-

tion info before booking.

In a landmark win for taxi associations, the European Union’s top court 

ruled in 2017 that Uber was a transportation service, making the app sub-

ject to the same regulation as taxi services.38 This was a significant setback 

for Uber because the company insisted on classifying itself as an “informa-

tion society service,” a designation certain to lighten the load of applicable 

regulations.39

Many app- based labor platforms brand themselves as “technology” com-

panies rather than identify with traditional industries, even though they 

are dramatically reshaping the way people work in those industries. Gig 

economy tech companies often promote themselves as providers of neutral 

and efficient resources, insisting that the service they provide is merely 

to increase efficiency by connecting the housing, driving, and labor we 

offer to one another. That would be true if the output of such innovation 

benefited the environment, the workers, and their livelihoods, rather than 

managers, investors, and— yes— consumers. But when we look more deeply, 

as the EU court did at Uber, we often see that these promises of efficiency 



122 Chapter 11

don’t pan out. A recent New York City– based study has shown that, rather 

than reducing car ownership and making transportation more efficient, 

Uber and Lyft’s carpool services add to traffic congestion and take riders 

away from public transit.40

The above examples reveal that political will and hard work can change 

the disturbing trajectory of a digital economy in which middle-  and 

working- class people spend more time on the job for less money to try to 

compensate for the precarity of the gig economy. In Silicon Valley itself, 

thousands of security officers subcontracted by tech companies have agreed 

to a union contract to raise their wages, thanks to the efforts of labor advo-

cacy groups like Silicon Valley Rising.41 Ironically, some of these officers 

were homeless while they performed their duties, which included prevent-

ing other homeless persons from settling close to corporate offices. Perhaps 

the power of organizing will help them achieve greater economic security.

Regulating the App- Based Economy

Beyond rideshare platforms, a host of other app services have received 

pushback in tourist destinations like Paris, Berlin, and especially Barcelona, 

where it’s illegal to rent an entire property without the landlord’s presence 

unless it’s registered as a hotel.42 Airbnb has been at the center of significant 

controversy around the world, particularly in cities with rising rent prices, 

where landlords can make more money renting apartments short- term to 

tourists rather than to full- time residents.43 Landlords in Paris faced fines up 

to 25,000 euros after a government crackdown found that many of them 

were renting apartments far longer than the legal limit of 120 days per year; 

across France, 44 percent of flats listed on Airbnb were available for rent 

full- time. 44 And in Berlin a law passed in 2016 allowed landlords to evict 

tenants they found subletting their apartments through Airbnb. The leg-

islation banned short- term rentals unless approved by the Berlin Senate.45

Some cities, states, and nations have attempted to balance the effects of 

private corporate power with measures aimed to benefit the public. One of 

the most controversial has been the “head tax.” Consider what happened 

in Seattle when, in May 2018, the city council passed the so- called Amazon 

Tax. The tax required large employers headquartered in the city (the retail 

tech giant Amazon being by far the largest) to pay $275 per year per full- time 

employee; those tax dollars would be allocated to fund affordable housing 
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and services for the many homeless people the companies had displaced 

and disrupted. (Amazon alone has turned more than 8 million square feet 

of real estate into office space.) But the city council voted to repeal the 

tax a month later. Amazon threatened to halt expansion that would bring 

even more jobs to the city, and some council members succumbed to fears 

of the long- terms effects if the tax alienated other businesses looking to 

locate in the city.46 This legislation should prompt governments and regula-

tory bodies to ask pertinent questions, such as: How much weight should 

they give to the economic growth and jobs that tech companies bring 

given the potential for massive disruptions to the city’s existing popula-

tion? And how do they determine an appropriate target to help shoulder 

such disruptions?

The examples above show how Uber, Airbnb, and many other app- based 

“work” platforms are transforming the fabric of our cities— the ways we 

work, live, and exchange goods and services. These companies consider 

themselves mediators, bringing any of us with an extra bed or access to 

a car, for instance, into contact with someone who wants it. They rarely 

own anything and use automated technologies to hire almost no one, and 

thereby minimize costs and overhead as much as possible.

It is likely that, as the effects of technology on our economies become 

increasingly palpable, there will continue to be a push and pull relation-

ship between activists, governments, and tech companies. Most analyses 

conclude that within Europe and North America about 25 to 40 percent of 

work currently has a connection to the gig economy, though that is com-

plicated by the fact that there are traditional gig economy workers who are 

not accounted for in these studies.47 They can include, for example, workers 

hired on the street or through referrals, without the use digital platforms or 

apps. Indeed, the growing importance of the gig economy has influenced 

robust conversation in Europe around flexicurity, a set of policies to recog-

nize the shifting nature of work while guaranteeing workers a universal 

safety net in terms of income and/or benefits.48

In non- Western nations, it is likely that the gig economy is even larger, 

with significant percentages of the population falling into the “informal” 

or unregistered labor market. As the gig economy turns digital, govern-

ments have an opportunity to threaten and monitor the informal economy 

by tracking and surveilling these populations through biometric technolo-

gies, digital banking accounts, and social security– type numbers.
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Predictions conclude that, moving forward, it is likely that new tech-

nologies will push work into the independent, flexible, and “contingent” 

category, loosely and broadly defined by job instability, temporary work, 

and a lack of regular schedules.49 Yet as this occurs, there seem to be few 

guarantees about what this means for worker security, or the overall eco-

nomic security of citizens across the world.

In the United States, only a few members of Congress have directly dis-

cussed the future of work and economic security as a central part of their 

political platforms. One push, however, comes from the populist right 

wing, in the form of criticisms of immigrants and the outsourcing of jobs. 

Donald Trump’s “Make America Great Again” 2016 election promise to 

revive America’s past glory is a well- known example. What was the “great” 

era, according to this campaign and the president it brought to office? Sup-

posedly any time before globalization facilitated migration, outsourcing, 

and a globalized supply chain. But according to the MIT economist Frank 

Levy, the globalization of labor barely holds a candle to what automation 

may make possible. Levy predicts that in the United States by 2024, 76,000 

truck- driving jobs, 210,000 assembly jobs, and 260,000 customer service 

jobs are likely to be wiped out.50

As I stressed at the beginning of this chapter, today we have the oppor-

tunity to innovate with technology, and to do so in economically fair and 

balanced ways. In the next chapter I explore additional ways to ensure bal-

ance and equity in work (and for workers) of the future.
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Ever since the Industrial Revolution, the tensions between capital and labor 

have been fueled by the relationship between human beings and machines. 

Let’s look at this in the simplest of terms: From a business perspective, pay-

ing less for labor represents a savings in capital. From a human perspective, 

however, getting paid less can cost workers more than lost wages. This eco-

nomic challenge is clear and present within the digital gig economy as a 

struggle between two values: (1) accumulating as much wealth as possible, 

and (2) striving for a more economically equal society.

What are the costs to workers as we shift to a digital gig economy? What 

mechanisms can we put in place that will really do the job of protecting 

workers? Must making money and protecting workers be mutually exclu-

sive objectives?

In this chapter I explore some answers to those questions, first by 

examining the changing dynamics of labor unions— the main instrument 

through which workers organize— and then by looking at the rights of con-

tract workers and the effects of automation on businesses and laborers 

as well.

The Big Picture for Unions

In recent years the power of workers has declined as unions have weakened. 

This is especially true in the United States, and to a lesser extent in coun-

tries across the world. No matter where we look, we can see how the declin-

ing power of labor, combined with dramatic shifts in technology, presents a 

profound threat to workers. The trend is clear: we’re heading toward a digi-

tal economy in which the vast majority of the population has little power.
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In the United States, politicians and courts have stripped the nation’s 

labor movement of the influence it once had.1 In May 2018, for instance, 

a Supreme Court ruling (by a 5– 4 vote) allows employers to use arbitration 

clauses that prohibit workers from challenging federal labor laws via class- 

action lawsuits. The liberal justice Ruth Bader Ginsburg called this ruling 

“egregiously wrong,” stating that it will lead to a “huge under- enforcement 

of federal and state statutes designed to advance the well- being of vulner-

able workers.”2

This is a huge setback for collective action and bargaining rights that 

have been at the center of every labor movement in history. The ruling 

could also suppress a number of civil rights class action suits: first by poten-

tially slowing the momentum built by #MeToo and other movements orga-

nizing to end sexual assault and harassment; and second by creating an 

immense imbalance of power between employers that are likely to have 

more financial resources for legal representation than their individual 

employees.

Just a month later, in June 2018, a similar Supreme Court ruling declared 

that non- union members cannot be required to pay fees to public sector 

unions, which support civil servants like teachers, firemen, and police.3 This 

blow to labor organizing will shut off a key source of revenue for unions. 

Conservative activists have long been chasing this outcome because public 

sector unions tend to represent more liberal and progressive stances sup-

porting economic regulation. Nonetheless, the Supreme Court ruled that 

requiring people to pay fees to unions they may be politically opposed to 

would violate their First Amendment right to freedom of speech.

What about outside Europe and North America? In South Africa, changes 

in the labor landscape have begun to erode the influence of the National 

Union of Mineworkers, leaving significant numbers of the organization’s 

poor and unskilled black workers at an even greater disadvantage.4 As suc-

cessive conservative governments opposed worker activism, membership 

in Japanese unions has also declined from 55 percent in the 1950s to 17.4 

percent in 2015.5 In 2018, the East Japan Railway Workers’ Union— Japan’s 

largest labor union— lost nearly 70 percent of its members— even after 

negotiations between labor and management averted the strike— because 

union leaders announced a strike that many members opposed.6 In the 

wealthier countries of the world, globalization and pressures on industrial 

manufacturing are squeezing participation in unions.
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The fight is far from over, however, as many unions have still been able 

to make strategic gains despite low membership. In Japan, for example, 

unions were able to see significant wage increases just this past year.7 In Tur-

key, while union membership still remains low, awareness of labor struggles 

has increased over the past fifteen years.8

US Labor Leaders Advocate for Change

To investigate worker issues in the United States, where I had greatest 

access to union leaders, I spoke to over two  dozen officials from some of 

the nation’s most prominent unions, including the American Federation 

of Labor and Congress of Industrial Unions (AFL- CIO), the International 

Brotherhood of Teamsters, the Service Employees International Union, the 

American Federation of Teachers, and the Communications Workers Asso-

ciation. In these interviews we discussed the shifting nature of labor and 

worker organizations and explored the possibility of arriving at a digital 

economy that respects worker rights and values.

What have leaders in the union movement done to be ahead of the ball 

when it comes to the gig economy and automation? How can they, or all 

of us, ensure the technology industry respects, serves, and is accountable to 

its workers and users?

A common theme emerged among the labor leaders I spoke to: think not 

of technology and worker welfare as necessarily in tension, but instead of how 

technologies can support workers’ causes.

Let’s first consider David Rolf, one of the most visible figures in the 

technology- labor conversation. As international vice president of the Ser-

vice Employees International Union (SEIU), Rolf led the successful “Fight 

for 15” campaign in Seattle; his city was the first to adopt a $15 per hour 

minimum “living” wage for all its residents (to be phased in by 2021). Like 

many forms of social change, it took a concerted multiyear effort to enact 

this piece of legislation. As California and New York adopted similar laws, 

the Fight for 15 efforts echoed throughout the country.9 Given the success 

of these efforts, Rolf has become an even greater advocate for “sectoral bar-

gaining,” which takes up the fight for labor in strategically selected places 

and contexts.

The Fight for 15 may not necessarily ensure worker protections when it 

comes to automation and digital gig labor, however. Indeed, Rolf estimates 

that “the ability to form a union and bargain collectively is inaccessible to 
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more than 93 percent of private- sector workers— a major reason why work-

ing people have experienced forty years of wage stagnation even as the 

economy grew and the rich got richer.”10 When we consider these issues in 

light of gig work, we see that the minimum wage statute does not necessar-

ily cover independent contractors.

What then can be done? Rolf favors an approach by which technolo-

gies themselves could support the cause of labor— if we were to innovate, 

design, and build them in ways that reinforce the values of dignified, pro-

tected, and fair work. Rolf does not see technology firms as enemies of 

worker causes but instead blames the demise of workers on the trickle- 

down economic system within which workers are embedded.11 Uber’s CEO, 

for example, released an open letter to leaders across business, labor, and 

government in January 2018, which Rolf and the venture capitalist Nick 

Hanauer co- signed. The following excerpt from the letter sums up Rolf’s 

point: “The American social safety system, which was designed in the 20th 

century for a very different economy, has not kept pace with today’s work-

force. At a basic level, everyone should have the option to protect them-

selves and their loved ones when they’re injured at work, get sick, or when 

it’s time to retire.”12 The letter identified the foundations of a portable ben-

efits system as flexibility, universality, innovation, and above all a shared 

commitment to action.

The letter has garnered some criticism. Bhairavi Desai, for instance, from 

the New York City Taxi Alliance responded: “Selling out to the bosses is not 

innovative— it’s as old as capitalism.”13 Well then, what types of concessions 

to tech businesses, if any, might be useful for worker causes? Is it acceptable, 

for example, for the workforce of independent contractors to continue to 

expand without ensuring that those workers are guaranteed benefits?

Palak Shah, the social innovations director at the National Domes-

tic Workers Alliance (NDWA) offers a nuanced approach to Rolf’s idea. It 

involves designing apps that could allow on- demand workers to effectively 

bargain with work distribution platforms. Instead of seeing the shift to 

domestic work on online platforms as an inherent negative, she consid-

ers it an “incredible opportunity to set norms in a market that has been 

so difficult” to regulate, even in terms of establishing basic wage floors.14 

For domestic workers who have long lacked unionization, partnerships 

could occur with large online providers to set standards for the first time 

that address what it means to be fair when hiring. Shah put this idea into 
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action with the help of the Clinton Global Initiative by launching the “Fair 

Care Pledge” on Care . com, the largest online platform for domestic work.15 

So far 150,000 of the households who use Care’s services have signed the 

pledge and committed to ensure three job- quality standards for the nan-

nies, housekeepers, and caregivers who work in their homes: fair pay, clear 

expectations, and paid time off.

Shah wonders whether this type of pledge can be applied more widely in 

Silicon Valley. She describes herself as one of the most optimistic people in 

the labor movement—sharing the supposed optimism of many tech entre-

preneurs. But she also realizes the challenge of shifting how these compa-

nies think about innovation, whether technically, socially, or economically. 

Twelve tech companies so far have signed the NDWA’s “Good Work Code” 

in support of an eight- point ethical framework that companies doing busi-

ness online can use to define good work based on workers’ needs.16

One offshoot of the Good Work Code has been Airbnb’s release of a “Liv-

ing Wage Pledge,” which asks the platform’s US- based hosts to commit to 

paying their independent cleaners at least $25 per hour.17 Airbnb says that 

it already pays its own employees $15 an hour and pledges that by 2020 it 

will pay the same to contractors and vendors whose personnel provide a 

“substantial amount of work” to the company.18 Yet the company’s failure 

to define what “substantial” means detracts from its otherwise affirming 

statement.

Another approach in the labor world could be to develop a kind of incu-

bator fund by rallying individuals to exert significant pressure on technol-

ogy firms from outside the unions. Consider Time magazine’s choice for 

its 2017 Person of the Year: the “Silence Breakers” (or whistleblowers) who 

launched the #MeToo movement, which has now exposed a longstanding 

epidemic of abuse and harassment of women.19 Could the cause of work-

ers be in synergy with this powerful social movement? The former SEIU 

innovations director Vasudha Desikan sees its great potential.20 She gave me 

the example of the 2018 Golden Globe awards Meryl Streep, Amy Poehler, 

America Ferrara, and five other actors gave the spotlight to several leaders 

from the NDWA and Restaurant Opportunities Center, the women they 

invited as their dates for the event.21

In another industry, consider the perspective of Doug Bloch, a politi-

cal director for the Teamsters, one of the largest unions in the United 

States and Canada.22 Although has he worked with other unions and for 
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environmental and human rights causes, his current position brings him 

in close contact with truck drivers in California. He expressed concern to 

me about how we tend to discuss the future of work instead of the future 

of workers, as if we care more about work than our fellow humans who 

perform it.23 For example, consider how automation may threaten the jobs 

of 3.5 million truck drivers.24 Bloch notes that those who are developing 

autonomous trucks have little knowledge of the actual experience of driv-

ing a truck itself. So, perhaps as automation takes root, drivers might still be 

hired to train self- driving trucks. But beyond such a short- term stint, he is 

concerned about workers’ prospects for the future— not just for truckers but 

also for workers in fields such as taxi and bus driving, construction and fac-

tory/warehousing, delivery, freight, janitorial, security, housekeeping, and 

hotel services. Only a small number of voices from Silicon Valley drive the 

conversation about automation and the digital economy, Bloch says. Rarely 

are voices heard from within the impacted industries. Like many others in 

the union world, Bloch has shared these concerns with several sympathetic 

members of the United States Congress, including the California junior 

senator and 2020 presidential hopeful Kamala Harris.

The Teamsters have worked with large companies like United Parcel Ser-

vice (UPS), identifying ways to transform current trucking jobs for the future: 

truckers could supervise and control automated vehicles, for example, or 

work with automation systems and drive only part of the time, much like 

airplane pilots do today. What remains important, however, is that human 

work be as fulfilling as possible. This requires that employment be built upon 

a social contract. Its terms must ensure a cooperative and respectful relation-

ship between employers and workers, or machines and workers, and be 

designed for outcomes that benefit everyone involved as much as possible.

We’ve seen some of the pragmatic and imaginative positions from labor 

leaders, but what is it that led to the declining power of workers to begin 

with?

Reassessing Union Decline

Rafael Navar, the national political director of the Communication Work-

ers Association (CWA), took a more strident position when it came to the 

unions’ current demise: he told me that those in the union world must also 

look in the mirror and consider how they have compromised on principles 

that were so central to the labor movement dating back to the 1950s.25 
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Indeed, today labor unions organize only 34 percent of the public sector 

and less than 7 percent of the private sector.26

What happened? Navar explained how the union (as a single force) lost 

the integrity of its pro- people political philosophy.27 It disavowed itself of 

radical, progressive, socialist, and communist ideologies that saw labor as 

a collective enterprise rather than as an instrument to amass greater profit 

and revenues for employers. Corporate profit, he told me, isn’t interested 

in addressing “the core needs of humanity,” and that fact exacerbates the 

very things causing economic inequality.28 He has asked us instead to pay 

attention to the “magical places in our world that have resisted the reign 

of global capital.”29

Unions have an opportunity to rethink what they stand for and project a 

new identity, says Liz Shuler, the deputy director of America’s largest union, 

the American Federation of Labor and Congress of Industrial Unions (AFL- 

CIO). She tells me that people perceive unions as “outdated, old- school, 

and inflexible.” She adds: “Whatever the stereotype is, they turn their ears 

off, they can’t hear what a union actually is.”30

Unions thus face timeless questions: Can they voice critiques of corpo-

rate power rather than simply bow to it? Can unions keep their eyes on the 

big picture, the profound economic inequalities that have disenfranchised 

working people? Will they only look for piecemeal handouts for the few 

workers they do represent?

Navar introduced me to his friend and fellow Mexican American labor 

leader, Alma Hernandez. Since 2016 she has been the executive director 

of SEIU California, which represents more than 700,000 workers within 

the state. As the daughter of two immigrant farm workers, she grew up in 

a small central valley community.31 She observed how hard her parents 

worked, and yet as a kid, while volunteering for her mother’s union as an 

English/Spanish translator, she came to understand the precarious nature 

of their jobs and her family’s stability.

Hernandez reminded me of a staggering fact: although California’s econ-

omy was ranked the world’s fifth largest in 2018, the gap between the rich 

and poor in this “liberal” state has only increased, along with rates of pov-

erty.32 The engines that have produced such profound wealth for the state, 

allowing its economy to surpass the likes of the United Kingdom or Russia, 

have not benefited everyone, even though California’s economic perfor-

mance is driven by worker productivity.
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Of course a large part of the state’s economic boom can also be tied to 

Silicon Valley and the flourishing tech industry across the state. But no 

one, Hernandez emphasized, seems to understand how the interests of 

this industry are mutually tied to the interests of workers. She gave me 

a range of examples, such as airport hotels that use robots rather than 

human beings to check guests in. Not only would this “innovation” dis-

place jobs and potentially be less productive than if a human were in place, 

but it also breaks the personal connection that customers want. “We need 

a human touch, to remember that we are all connected,” Hernandez told 

me. Whether we are customers or workers, “we are all social creatures.”33

Hernandez wants us to continue to be excited about technology. She does 

not want us to give up our imagination by placing it in the hands of in futur-

ists and entrepreneurs like Tesla’s Elon Musk, and she thinks there is a place 

in our contemporary cultural branding for the worker— for a consciousness 

that considers the economic well- being of us all as interconnected.

Alma Hernandez and Rafael Navar, two of the highest- ranking Latinx 

labor leaders in the United States, are both in their forties. Their shared 

vision for work and workers puts faith in the power of stories and move-

ments to reinstate political power with justice and equity. Those are values 

most of us can agree upon. Navar argues that the two major parties of the 

country, the Democrats and Republicans, no longer represent working peo-

ple. Instead, progressive political movements that reject corporate political 

action committee (PAC) funds are growing in the United States. They rep-

resent hope that eventually a government for and by the people can come 

to be.34 Without such a government, Navar tells me, we will be stuck within 

an “an organizing system that exerts power locally [and goes] all the way to 

the top … [in effect] driving ourselves off a cliff.”35

Contract Workers’ Rights

As structures of employment are changing today, laborers face particular 

challenges in the workplace that are specific to our time and our current 

economy. These challenges are increased, if not caused, by technological 

transformations happening before our eyes. For example, in The Fissured 

Workplace, David Weil describes how corporations in the twenty- first cen-

tury increasingly distribute activities to entities and individuals outside of 

their internal corporate structure.36
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In his book Weil analyzes the effects of this practice on employee lives 

and employment conditions. Even the average household today tends to 

“outsource” more tasks than ever, such as laundry, dog walking, and gro-

cery shopping, to app- based, gig-economy services. This saves time and 

is supposed to “optimize” our lives. But it also creates more competition 

among companies, rather than within them, causing declining wages, erod-

ing benefits, inadequate health and safety conditions, and ever- widening 

income inequality.

In gig and outsourcing cases, research has revealed that the promise of 

“climbing the ladder” is no longer a realistic prospect for many lower- tier 

workers.37 As a result, upward mobility is quickly fading, another casualty 

in what feels to many like the erosion of the American dream. Children 

born in a typical US household in 1940 had a 90 percent chance of earning 

more than their parents, but those born in 1985 have only a 50 percent 

chance (see figure 12.1).38

The economist Raj Chetty has studied millions of tax records from the 

past several decades.39 Figure 12.1 is based on his study “The Fading of the 

American Dream,” which tells a somber story: children no longer grow up 

to earn as much as their parents.40 He attributes this increasing economic 

Figure 12.1
The declining American dream (source: NBER).
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inequality to globalization, shifts in technology, educational deficits, and 

the declining skill level of the workforce.41 While these dynamics are not the 

same in every other nation, they speak to how the largest economy in the 

world is failing to evolve in a way that serves its population. Researchers 

have found similar trends in the United Kingdom, where studies show that 

the average millennial earned about $10,000 less during their twenties than 

the previous generation did.42

The US economy, as measured through the nominal gross domestic 

product (GDP) and stock market valuation, continues to grow. This is a talk-

ing point Donald Trump used to inflate the success of his presidency. Yet 

Chetty’s research shows that this growth does not benefit the vast major-

ity of the population; it actively fails them. As the New York Times opinion 

columnist David Leonhardt reports, today’s economy “disappoints a huge 

number of people who have heard that they live in a country where life 

only gets better, only to experience something quite different.”43

Connecting this to tech, consider the examples of Kodak and Instagram. 

Both are imaging companies, yet Kodak went bankrupt right before Insta-

gram was sold to Facebook for $1 billion in 2012.44 Kodak had tens of thou-

sands of employees and numerous patents, including for digital cameras; 

Instagram had thirteen employees and no patents.45 Isn’t it a problem that 

thirteen people instantly become worth tens of millions of dollars while 

tens of thousands lose their jobs?

So now, despite low unemployment rates, we’re seeing that 80 percent of 

American workers live paycheck- to- paycheck, barely subsisting and unable 

to save.46 Finding work means very little if that work fails to support the 

quality of life workers dream of every day when they resist hitting the 

snooze button and rise instead to head to their jobs.

During the decade between 2005 and 2015, about 80 to 100 percent of 

net employment growth arose in alternative work arrangements, or fissured 

work.47 Technology has pushed this fissuring process forward, whether by 

making it easier for large corporations to identify and coordinate with 

external entities or by providing “gig economy” and other platforms for 

“informal” work. As a result people are not just picking up an extra hour 

of work or two through these platforms. Instead these platforms have cre-

ated an entire workforce operating under financial pressure without a set 

of governing laws to protect it. As Weil notes, the fundamental “changes 

in employment relationships require a revised approach to enforcement.” 
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It must be built on understanding of how major sectors of the economy 

that employ large numbers of vulnerable workers function, “and then using 

those insights to guide enforcement strategy.”48

Steps to Automation

The gig economy could be an intermediate step toward a fully automated 

world. In its next chapter, Uber would be driverless, drones would deliver 

packages, and robots would work in factories, run retail cash registers, and 

serve in restaurants. Truck drivers and agricultural workers would lose their 

jobs, and algorithms would replace human resources work, financial ser-

vices, and stock analysis. Each of these automated technologies are likely 

to be designed by private companies for their own, rather than their work-

ers, interests. Applying a pro- corporate logic toward automation effectively 

closes the door on the majority of the national population, blue and white 

collar alike, who should have a say in the dramatic rewriting of their liveli-

hoods. Indeed, a recent study predicted that 47 percent of US jobs could be 

lost to automation in the next twenty years.49 Robert Reich, an economist 

and former labor secretary for President Clinton, has estimated that in the 

future about 30 percent of US jobs will be lost to automation.50 The num-

bers are likely to be similar in other nations.

Why? The answer lies in maximizing return by lowering costs. That 

objective has been the core of capital/labor tension for centuries, and in 

the digital gig economy the tension has already increased. Indeed, in the 

United States, an hour of manufacturing labor costs $36 compared to $4 

for a robot.51 “We’re starting to see robots and automated systems penetrate 

every sector of the economy,” says Jeremie Capron, the director of research 

at Robo Global. “The pace of change is really accelerating, so, yes, it’s a 

revolution.”52

The massive reach of today’s and tomorrow’s automation differentiates 

it from earlier forms, such as forklifts and other industrial machinery that 

replaced physical labor. Today’s automation extends to cognitive and men-

tal labor in a range of non- industrial and agricultural fields through the 

use of AI technology. As this shift into new fields takes place, automated 

technologies may also expand into the surveillance and monitoring of 

human labor. For example, in 2018 Amazon secured patents for wristbands 

that “would emit ultrasonic sound pulses and radio transmissions to track 
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where an employee’s hands were,” and it would use vibrations to “steer 

the worker” in order to increase efficiency.53 “They want to turn people 

into machines,” one Amazon worker told a New York Times reporter. “The 

robotic technology isn’t up to scratch yet, so until it is, they will [us as] use 

human robots.”54

The many workers who already live on the edge when it comes to eco-

nomic security express fear and anger when confronting the onset of dehu-

manizing technologies and workplace solutions. In a telling example, Frank 

Gaskin, a California longshoreman at Long Beach, one of the world’s busi-

est ports, shot a video with his phone of the robots that had taken his and 

his co- workers’ jobs.55 As an automated flatbed cart passed by, he yelled, 

“F—  you automation mother f— ers!”

Gaskin’s reaction speaks to a major transformation in which privately 

dictated automation and surveillance slowly drain the energy of labor and 

worker power. If we couple this with the declining the power of the union 

we can see how many workers may lose their jobs and economic security 

altogether. If we consider the fact that the gig economy may just be a 

middle step on the way to full automation— where paid work still exists 

but is increasingly precarious and unprotected— that number would be 

even higher. Not only might these ensuing economic inequalities harm 

the lives of workers but, ironically, they threaten the basic operation of 

capitalism itself: After all, if most people have little to no money, how 

will they purchase and consume products and services? This is a lose- lose 

situation that would be disastrous for the corporations, consumers, and 

workers.

Extensive research has attempted to map the future of work across an 

economic landscape in the throes of transformation. In this picture the 

rapid adoption of automation technologies sits on the horizon casting a 

long, foreboding shadow. A report by Bain’s Macro Trends Group details 

how automation will create an economic climate of increasing extremes 

when paired with the slowing growth of the labor force.56 Some researchers 

predict a surge in “plentiful labor” as baby boomers retire, but automa-

tion, a force likely to eliminate millions of jobs and suppress wages, may 

more than counteract it. The challenges imposed upon the labor market 

may stagnate household incomes and produce a skill gap among work-

ers out of touch with the changing nature of work. Meanwhile, robotics 

and AI promise higher productivity, increased efficiency, convenience, and 
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therefore economic growth. The question, as always, is who is this growth 

for, and what are the effects?

Complementing the Bain analysis, a recent report by the McKinsey con-

sultancy estimates that about 60 percent of all occupations contain at least 

30 percent of activities that are “technically automatable” based on current 

technologies.57 Occupations will change and people will need to find ways to 

work alongside technology that takes our lives into account. The consult-

ing group calculates that the adoption of current automation technologies 

could affect 50 percent of the world economy, or 1.2 billion employees, 

and $14.6 trillion in wages (with China, India, Japan, and the United States 

accounting for over half of these totals).58 Automation will affect different 

countries in different ways, depending on governments, existing economic 

structures, and cultural values.

If nations wish to keep their citizens employed, or at least economically 

secure, they, like all of us, will need to find some solutions, including new 

forms of work. Consider a study by McKinsey’s Paris office, which found 

that the internet had destroyed 500,000 jobs in France in a period from 

1996 to 2011, but at the same time had created 1.2 million other jobs.59 

Although this is not an example explicitly about automation, it shows that 

there are ways for new technologies to benefit workers and to increase, 

rather than threaten, employment.

We have a range of options ahead: adapting our education systems, 

focusing on job creation, rethinking how incomes are structured, and 

innovating the ways in which humans work alongside machines. Most 

importantly, we must consider who is included in the conversation about 

automation, and whether workers will have a voice in shaping their futures.

The digital economy has shown new ways in which our old systems are 

vulnerable or subject to change— by being editable, hackable, customizable, 

or re- designable. And this can even apply to capitalism. We can rethink 

whether we want to live in a world where wealth grows for the few at the 

expense of many. We might use this chance to push back against the idea 

that work is inherently the solution for our societies: not everyone can 

work, and many forms of work are inhumane. We can start hacking the 

very concepts of profit, growth, and innovation to promote our values. We 

can even use the spirit of beautiful design, pleasure in creation, and elegant 

problem solving that animated the best parts of Silicon Valley to build a 

world that operates as a win- win rather than a zero- sum game.
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Machining Labor

In a 2016 “Reddit Ask Me Anything” conversation, Professor Stephen Hawk-

ing weighed in on the potential onset of “technological employment,” a 

situation in which automated processes cause widespread human unem-

ployment, and machines and robots take the place of workers:

If machines produce everything we need, the outcome will depend on how things 

are distributed. Everyone can enjoy a life of luxurious leisure if the machine- 

produced wealth is shared, or most people can end up miserably poor if the 

machine- owners successfully lobby against wealth redistribution. So far, the trend 

seems to be toward the second option, with technology driving ever- increasing 

inequality.60

The late astrophysicist believed that to avoid skyrocketing economic 

inequality, we should be concerned with wealth redistribution rather than 

solely with the transition of workers to other industries. If the ultra-rich own-

ers of machines, who will become even wealthier thanks to control over 

automation, refuse to share their proliferating wealth, then the inequalities 

that plague our world will only worsen. The accelerating force of automa-

tion will continue to produce luxury and leisure for some, and miserable 

poverty and exclusion for others. This is not an issue exclusive to econom-

ics and money, either. Examples throughout history have shown that too 

often the poor are not only excluded from wealth and important health and 

education services, but also from positions of political and cultural power.

As it is, the chasm between the wealthiest and the rest of us is growing. 

In 2017, 82 percent of the total money generated worldwide went to the 

top 1 percent while the bottom half of the global population saw no growth 

at all. The World Inequality lab projects that, if current trends in wealth 

inequality continue, by 2050 the top 0.1 percent will own more wealth 

than the entire global middle class.61

These astonishing numbers are part of a systematic redistribution of 

wealth that has taken place over the past fifty years. Some estimates indi-

cate economic inequality has not been so acute in the United States since 

the gilded age well over a hundred years ago, when Americans were rebuild-

ing after the Civil War.62 The French economist Thomas Piketty believes 

that this growing income gap will increase because returns on capital— the 

wealth accrued from assets like real estate and stocks— increase much faster 

than the overall economy grows.63 In other words, the rich get richer at 
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a faster pace than average workers do, because workers’ wages are tied to 

economic fluctuation. This explains the wrong- headedness behind claims 

equating economic security to stock market growth. In reality, the increase 

in the value of the stock market only represents greater valuation for the 

corporations who make up this market: executives and shareholders ben-

efit, but not necessarily the wider society or middle and working classes. 

Piketty, who argues for a global tax on the rich, believes that a continued 

obsession with creating wealth in general, and with generating greater net 

worth for companies in particular, is sadly inevitable.64

Piketty and Hawking have observed a trend by which changes in 

technology— whether through machines that replace human workers or 

the stocks that are tied to technological innovation— drive ever- increasing 

inequality. It doesn’t have to be that way, however. Consider that the 

Asian Development Bank found that “rising demand, spurred by improved 

efficiency or labor productivity, more than compensates for technology- 

induced displacement of jobs.”65 This leaves an opening, a chance to assess 

the technologies we are using and how we are using them.

We should also carefully consider what kinds of jobs should be auto-

mated and can be performed responsibly with AI or algorithmic technolo-

gies. Consider the problems with what the scholar Sarah T. Roberts calls 

Commercial Content Moderation, or CCM.66 Companies like Facebook 

currently hire people to perform CCM tasks, as a way to take some respon-

sibility for the types of information people see online. CCM involves the 

large- scale screening of content uploaded to social media sites in order to 

make decisions about the appropriateness of images, videos, or text post-

ings that users add to the sites. Users also have the ability to flag certain 

content as inappropriate, sending it to be reviewed by CCM workers.

Some benefit comes from automated solutions to this type of work. For 

instance, with the use of “skin filters,” pornographic or violent content 

can be identified quickly and removed automatically by an algorithm. As it 

stands, however, CCM workers experience a great amount of distress. Some 

have become permanently affected by the disturbing content they must sift 

through to comply with the requirements of their job. In some cases, CCM 

automation could spare these workers the need to view stress- producing 

content in such great quantities.

CCM- type workers are also being hired to assist and train algorithms. 

Amazon, which runs a massive outsourcing platform called Mechanical 
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Turk, calls this human- assisted AI “‘artificial’ artificial intelligence.” Oth-

ers call the labor humans do for machines human- augmented intelligence.67 

Regardless of the label, what we see here are generally low wages— in 2017 

the median pay for Amazon Turk workers was $2 per hour— often for labor 

that supports artificial learning. That in turn supports the profit- motives of 

platform owners and developers.68

Another example of traumatizing gig employment relates to call cen-

ters located in Asia and Africa. Many companies outsource these jobs to 

cater to their Western clients, thus forcing the employees to work overnight 

shifts and to Americanize their identities and accents. As technology allows 

companies to quickly shift labor to the absolute cheapest locales on the 

globe, and to use algorithms to coordinate these efforts in the cheapest 

way possible, workers face a daunting challenge. The terms of such a digital 

economy are set in ways that leave workers, and the larger population, on 

the outside looking in. The larger architectures that extend and reinforce 

economic inequalities across the world compromise the so- called freedom 

that gives gig workers the chance to opt into jobs that pay them very little. 

The scholar Christian Fuchs makes these points persuasively, as does Tiz-

iana Terranova, who characterizes the digital economy as a “social factory.” 

She equates our posts, likes, and comments to forms of free, uncompen-

sated labor.69

Does the digital- work phenomenon exaggerate the existing power 

imbalances between countries and regions? Researchers have found that 

digital workers in countries on the economic margins tend to earn lower 

wages for the same work when compared with workers in higher- income 

countries.70 So, while the governments of countries like Malaysia, the Phil-

ippines, and Nigeria increasingly see the digital market as a way to help 

some of the world’s poorest find new opportunities, the structural problems 

of the global digital economy remain intact: the mere size and scope of the 

global market threatens the ability of workers to bargain. We can take the 

moderation and call center examples and put them alongside many others, 

such as hardware assemblers in China and miners in the Congo, to paint a 

picture of how technology corporations have achieved great power in dic-

tating and dominating the nature of work across the world.

Challenges can be opportunities, however, and we now can ensure that 

choices made around automation and the gig economy are in line with the 

values of a world that is equal, cooperative, and humane.71
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In May 2018, I had a chance to be part of a small group that met with 

Elizabeth Warren, a US senator from Massachusetts. Since taking office in 

2013, Warren has become one of the most visible senators of the Demo-

cratic Party. On February 8, 2019, she announced her candidacy in the 2020 

presidential election.1

Warren has long been a fierce critic of Wall Street and the big banks. For 

instance, Barack Obama named her Assistant to the President to help set up 

the Consumer Financial Protection Bureau in response to the massive reces-

sion of 2008. But his plan to appoint her as director was averted because of 

vehement objections from Republican congressmen, who expected her to 

be a zealous regulator.

During the moments we spoke together at the meet- and- greet, I asked 

Warren about automation and the related concerns, especially gig economy 

workers who are making far less than the minimum wage.2 I mentioned 

that we see these challenges across the world, including the United King-

dom, where a study showed that 700,000 gig workers earn less than the 

minimum wage.3

Warren pointed out that the gig economy did not start with digital plat-

forms: in reality, precarious, pay- per- job labor or piecework has long been 

a struggle faced by for day laborers, immigrants, and many other working- 

class populations.4 She told me the story of how, when she was just twelve 

years old in 1961, her father had a heart attack. Resolved not to let her 

family lose their home in rural Oklahoma, Warren’s mother did what few 

women at the time did: she took a job outside the home. As a minimum- 

wage worker at Sears she made enough to support a middle- class family, put 

food on the table, and even pay the mortgage. It wasn’t great, but it was 
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enough. The problem, Warren said, is that today the old wage- bargaining 

and benefits- for- work rules no longer work for the 99 percent:

They were written for a completely different America, and if we had a Congress 

that actually cared about the working class, we would rewrite the employment 

contracts. … So every time you think about what is happening with Uber and 

people working three jobs, understand— people today are working every bit as 

hard as my mother worked when she went to Sears. [The] difference is, our gov-

ernment is no longer working for our mother, no longer working for the people. 

And we have to change this.5

Warren’s words ring true in most nations that fail to carefully protect the 

economic security of their citizens. In the United States, despite the unem-

ployment rate dipping to under 4 percent in mid- 2018 for the first time in 

nearly a decade, the economic foundations for many are shakier than ever.6 

According to a recent study, approximately 51 million households, or 43 

percent of the total in in the United States, cannot afford the basics of liv-

ing: housing, food, child care, transportation, and cell phones.7 Meanwhile, 

the largest companies in the country are making more money than ever, as 

evidenced by the growth of the stock market since late 2017.

With this in mind, Warren has advocated for portable employee ben-

efits: healthcare and retirement benefits belong to workers, she says, and 

should follow them regardless of which platform or company generates the 

income. She believes in regulating the labor market so that privately driven 

technological shifts do not put people out of work or income. Here’s what 

Warren calls the basic deal: “Workers deserve a level playing field, … some 

basic protections, … a strong safety net, … and a chance to bargain over 

their working conditions.”8 Throughout this book I consider proposals such 

as these intended to support the economic security of us all.

The Value of Human Capital in the EU and Abroad

I discussed the precarious landscape that the gig economy and automation 

present for workers and economic security in chapter 12. But, as I con-

cluded, there’s little reason to see these technological shifts as a doomsday 

scenario. We can get ahead of the curve: by offering workers various forms 

of economic security, by identifying jobs of the future that automation may 

create rather than subtract, and by training people to perform them. In the 

process we can recognize that being pro- worker can also be pro- technology 

and pro- business.
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As a result of their active and people- centered national attitude to labor 

relations, many countries across the European Union face less anxiety about 

job displacement and automation compared to the US climate of corporate 

deregulation and lack of labor protections.

In Sweden, for example, automation is commonly viewed as a way to 

supplement and improve working conditions, rather than to eliminate the 

prospect of human employment.9 This comes in part from government 

funding for the jobless and from the nation’s embrace of labor relations that 

support unions, good working conditions, and strong job security. Workers 

and employers alike understand that, in order for a company to maintain 

profit, it must continually increase its efficiency. But they also agree that 

automation need not endanger jobs but might in fact improve the condi-

tions for work and create new jobs. For Swedish mine workers, this means 

that they can now operate loaders using joysticks from the comfort of a 

control room above ground. And who is better qualified to operate these 

technologies than the miners most familiar with the environment? It’s a 

win- win. Workers are less exposed to the dangerous conditions they would 

encounter inside the mine, and mining companies still reap the increased 

profit. In addition, employees maintain their high wages, free healthcare, 

five weeks of vacation, and ample child leave.

How did this come to be? Part of the answer lies in Europe’s highly effec-

tive employer- funded worker councils, which help people who lose their 

jobs find new ones.10 Worker councils often sit on the supervisory boards of 

European companies and have a significant say in the introduction of new 

technological devices, privacy and data regulation, worker surveillance, 

performance monitoring, and more.

These councils have been able to insert themselves into technology- 

related company discussions and negotiations. Typically the goal is to fos-

ter cooperation: to balance job security for workers while maximizing the 

benefits of technology in the workplace. Achieving balance depends on 

recognizing that for most companies security requires increasing streams of 

income. When technology companies do overstep their boundaries, worker 

councils have been able to fight back to protect the interests of employees. 

For example in 2012, when Hewlett Packard (HP) denied employees their 

right to take part in a company decision to eliminate 29,000 jobs, the Euro-

pean Workers Council sued HP for avoiding proper social dialogue.11

It’s not that automation, or information technology itself, is signifi-

cantly different in Europe. But the country’s approach to how automation 
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is designed takes seriously the value of employees and human labor— value 

in the ethical sense that displacing workers is considered to be unprincipled 

and destructive, and value in the business sense of understanding the power 

of human capital. The notion that humans can increase a company’s effi-

ciency and profit when combined with technological innovation, rather 

than be replaced by it, is something we can either take with us into the 

information age, or throw out with the bathwater. In this sense, Sweden 

represents an example of how robots can introduce profit into the market 

at no expense to human capital.

The high- income countries of northern Europe, however, have smaller 

populations of manufacturers and low- income workers who make a living 

in factories and in that way are quite different from most other nations. 

Consider in contrast, how the economies of developing countries are at sig-

nificant risk when it comes to automation. In India, a huge amount of low- 

skilled workers could see their jobs replaced by 2022, while medium and 

high paying jobs are expected to increase due to the growth in IT employ-

ment opportunities.12 The challenge for India is to find ways to transition 

low- skilled workers to higher pay brackets, given the nation’s population of 

more than 1.3 billion. In today’s India, the top 1 percent of the population 

owns 73 percent of the nation’s wealth. So despite the nation’s growing 

middle class, inequalities remain massive.13

AT&T and Its Social Contract

What then about the United States? Yes, we see little in the way of worker 

councils and government interventions. But Thomas Friedman, a New York 

Times Pulitzer Prize– winning journalist, has gone out of his way to praise 

at least one US company that has proven its investment in maintaining 

human capital: AT&T. Yes, the telecom giant has been criticized for its 

stances on net neutrality, its potential connections to the National Secu-

rity Agency’s domestic spying program (PRISM), and its potential merger 

with fellow giant Time Warner.14 But in terms of employee engagement, the 

story is different. With the onset of AI systems and cloud computing, the 

company recognized that its competitors had expanded to include not just 

telecom providers, but internet and cloud computing giants like Google 

and Amazon. Keenly aware of the likelihood that many of its 280,000 jobs 

(as of 2016) would soon be threatened by machines, the company told its 
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employees to “adapt, or else.” AT&T helped them in this process by pro-

viding employees with the opportunity to engage in “lifelong learning” 

courses. Investing over $200 million in online education, it gave workers 

the opportunity to take free courses and reskill themselves in areas like data 

analytics and software coding, which are likely to be in demand as auto-

mation and sophisticated technologies enter their field. To this end AT&T 

established its own internal university and forged partnerships with online 

education providers and several traditional universities.

“You can be a lifetime employee if you are ready to be a lifelong learner,” 

AT&T Communication CEO John Donovan tells his workers.15 If employ-

ees choose to participate, they can map the progress they make in lifelong 

learning courses onto the specific jobs available in the company. If they are 

not trained in a skill required for a desired job, AT&T will make a course 

available in that area.

I had the opportunity to speak about this program with John Palmer, 

Senior Vice President and Chief Learning Officer at AT&T. Instead of see-

ing technological transitions as risks to his company and the people that 

work in it, Palmer identifies them as opportunities for transformation. In 

his view, the company must be as agile and adaptive as the shifting tech-

nologies. “What we learned five years ago is likely not 100 percent relevant 

today, and will be less relevant five years into the future,” he told me. “But 

it’s important to hone our skills in emerging areas so our company can 

ultimately stay relevant.”16

The takeaway here is that transformations in technology can be oppor-

tunities for companies to reassert their commitment to workers. Friedman 

describes AT&T’s efforts as a “social contract,” a term that Palmer also 

repeated to me. This idea implies that we all gain something when we agree 

to exit the dog- eat- dog, zero- sum mentality. AT&T has shown that doing 

this together is a viable option. Between 2013 and 2017 the company’s 

total investment in the United States, including capital investment and 

acquisitions of spectrum and wireless operations, was over $135 billion— 

more than any other public company.17 As John Donovan told Friedman: 

“We have employees here who want to make the pivot— employees who 

built this company that they would die for— and we need to give them the 

opportunity to make the pivot.”18

AT&T’s effort to brand itself as a pro- worker company while helping 

workers to become lifelong learners is certainly laudable. But the company’s 
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threat to reskill “or else” barely veils an unsettling reality. Even longtime 

employees may lose their jobs if they either refuse to participate in the 

suggested training or are just not able to acquire the knowledge. A real ten-

sion exists between CEO Donovan’s belief that his employees would “die 

for” AT&T and the company’s willingness to fire these same employees if 

they are not effectively retrained. Loyalty has its limits, and so do social 

contracts, but who gets to define these limits? And what about those who 

don’t get to? Technological change is highlighting all of these lines in the 

sand and giving us an opportunity to think about how they got there, and 

how together we might redraw them.

It is not necessarily AT&T’s job to be a caretaker for society, and we 

should not confuse its retraining program with a philanthropic or ethical 

effort. The company is letting its workers know that if they can continue 

to add value, their jobs are safe, nothing more. This is a private corporate 

initiative, not one offered for the public. It is neither welfare nor security 

oriented. AT&T isn’t obligated to do anything else, but that doesn’t mean 

that as a society we can’t want more for our people than an ultimatum.



At the 2017 World Government Summit in Dubai, Elon Musk, the founder 

and former CEO of Tesla, discussed his concerns with the takeover of our 

economies by robotic systems.

There will be fewer and fewer jobs that a robot cannot do better. What to do about 

mass unemployment? This is going to be a massive social challenge. … The out-

put of goods and services will be extremely high. So, with automation there will 

come abundance. Almost everything will get very cheap. Universal basic income, 

it’s going to be necessary. The harder challenge then, is how will people have 

meaning?1

Musk is no saint. A high number of injuries have occurred in Tesla plants, 

twice the industry average. And like many other gig workers, Tesla subcon-

tractors are paid as little as $5 per hour, which Musk ultimately apologized 

for after the summit.2 But Musk is also an icon of Silicon Valley; given his 

other entrepreneurial and creative endeavors in companies as diverse as 

PayPal, SpaceX, and Neuralink, he is someone who commands great atten-

tion within that world as well as across the globe. His belief that a global 

universal basic income (UBI) will become necessary in the near future, as 

a direct result of technological automation, continues to garner attention. 

Rather than predicting that new jobs— of equal or greater quantity than 

those available today— will be created thanks to technological advances, he 

assumes that, if anything, most jobs will be made obsolete.

UBI in Concept

UBI is a system through which the government would either send regular 

sums of money to everyone regardless of their income (ideally providing 

14 Money for Everybody? Exploring Universal  

Basic Income
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everyone with a living wage), or send money only to those in a specific low-  

or middle- income bracket. Although public conversation in recent years 

has put UBI in the spotlight, there are plenty of new ideas about how to 

organize a society if employment is no longer available for a large propor-

tion of the population. Other possibilities include an automation tax that 

companies would pay based on profit increases from the widespread use of 

automated systems. Portable benefits packages are also up for consideration 

as a way to ensure access to healthcare, education, and other basic pub-

lic services. Though these were once far- off ideas in the consciousness of 

Americans, a recent survey by Northeastern University showed that today 

48 percent of Americans support the idea of a UBI.3

UBI is likely to become a major political issue, given the shifts in labor 

and economic security that populations across the world have already 

begun to experience. Andrew Yang, an entrepreneur and a candidate for 

the 2020 Democratic presidential primary, has made basic income a central 

plank of his platform.4 Yang believes that instead of serving as a substitute 

for work, UBI would inspire entrepreneurship and catalyze new businesses 

and artistic initiatives. Recipients would get the security they need to cre-

ate new possibilities within an expanded digital economy. Yang’s “Freedom 

Dividend” proposal calls for the US government to send $1,000 per month 

to every household in the country. This, he believes, would transform its 

citizens’ “constant mindset of scarcity to a mindset of assured survival and 

possibility … by taking the boot off people’s throats.”5

UBI is often framed as a new initiative and, in its current guise as a measure 

to address technological transformations, it is. But taking a more historical 

look, we see that the idea has been discussed for centuries. Thomas Paine, 

an American political activist, Founding Father, and philosopher, advocated 

in Rights of Justice (1791) for publicly funded welfare for all citizens of a 

nation. Like modern proponents of UBI, Paine felt that ensuring economic 

equality in a society was paramount.6 If one is poor, Paine remarked, in 

what sense is he or she free? Liberty, freedom, and equality— these are not 

values that exist within a vacuum; they shape and support one another. In 

other words, values often associated with the individual (such as liberty) are 

connected to values associated with society (such as equality). Free people 

must live in equal societies; otherwise they are not free.

The great civil rights activist Martin Luther King Jr. also embraced the 

idea of a basic income as a way to end poverty and fight rising racial and 
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economic inequality.7 In the last year of his life, King began his work on the 

Poor People’s Campaign, a large- scale movement comprising activists and 

groups in support of labor, community advocacy, and social justice.8 At the 

center of their lobbying work a $30 billion anti- poverty bill took shape. If 

it had passed, the federal government would have produced a basic guaran-

teed income for all Americans. For King, economic justice was deeply tied 

to racial justice. As King himself wrote, “New forms of work that enhance 

the social good will have to be devised for those for whom traditional jobs 

are not available.”9

Elon Musk’s friend Sam Altman, the billionaire founder of Y Combina-

tor, Silicon Valley’s best- known tech accelerator, has voiced little doubt that 

“capitalism will find a way” to provide jobs to those whose current means 

of generating income are displaced. But he also voiced concerns that in the 

transition to automation many people could be impoverished. So he too 

has been funding UBI studies. Altman told me we need “significant updates 

[about] how work happens in light of the changing economy; a new defini-

tion of minimum wage, benefits, and collective bargaining. … This change 

needs to happen soon.”10

UBI has gotten some heat— particularly from some US right- wingers, 

including former Alaskan governor and US vice- presidential nominee Sarah 

Palin for being “the same as socialism.” But in reality, the idea behind UBI is 

more similar to a government investment than it is to a welfare program.11 

UBI fits squarely within the capitalist market that we already have because 

it redistributes wealth to be used in the market. It is not about socializing the 

means of producing wealth, or even about providing basic social services 

that might be seen as a human right (like food stamps or, in some societies, 

healthcare). But UBI costs money— a lot of money— and this could mean 

that governments considering UBI might consider cutting crucial services, 

like Medicaid and Social Security.

Distinguishing between a market- friendly solution and a program that’s 

“the same as socialism” helps us to understand UBI as a viable, practical 

solution to the unemployment crisis caused by automation— rather than as 

a wild- eyed, utopic, liberal, or anti- capitalist project. As the US senator Ber-

nie Sanders points out, the issue of universal basic income enjoys support 

from liberals and conservatives alike, including former US president Rich-

ard Nixon, a Republican, and the Adam Smith Institute rightwing think 

tank.12
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Consider the example of Alaska (before Governor Palin’s administra-

tion), where citizens voted in 1976 to invest into the Alaska Permanent 

Fund.13 From this fund, which began in 1982 and has continued ever since, 

every Alaskan citizen receives a check for approximately $1,000 to $2,000 

annually— no strings, tests, or conditions attached. Although some com-

mentators have worried that, if given extra income people would lose the 

motivation to work, economists studying Alaska’s program found that 

the payments made no overall effect on employment, other than a slight 

increase in part- time workers.14 Research also shows that there are a num-

ber of positive effects for society, such as better educational outcomes for 

children, who may be getting more school supplies or more time with their 

parents.

Alaska is able to support a program like this because the fund is financed 

by immense amounts of oil money and an industry that contributes to 

climate change. This should give us pause: first because the portability of 

the model is limited— most of the United States, and many other countries 

throughout the world don’t have access to that kind of oil reserve; and sec-

ond because it exacerbates one of the great crises of our time.

Although controversial issues regarding the gambling industry play 

out on a different scale than big oil, one North Carolina Cherokee tribe is 

applying profits from its casinos and gaming operations to provide basic 

income for its members. The program began in 1997, after extensive nego-

tiations between tribal leaders the Eastern Band of Cherokee Indians and 

the North Carolina state government, and it continues today.15 Any mem-

ber of the tribe is eligible to take part and receives a payment of $4,000 to 

$6,000 annually. So far, the results are positive: in the poorest households, 

educational achievement increased; criminal activity decreased, especially 

among youth and minors; mental health improved overall with markedly 

less addiction and anxiety; and physical health improved an obesity and 

smoking declined.

Other UBI experiments are small- scale but growing. The singer- songwriter 

and philanthropist Dolly Parton’s Dollywood Foundation offered no- 

strings- attached cash transfers of $6,000 over the course of six months to 

every household whose home was destroyed when a wildfire affected thou-

sands in Gatlinburg, Tennessee.16 Stacia West, a researcher analyzing this 

program, concluded that Tennessean beneficiaries of the fund were able 

to stay on top of their bills, maintain their homes and assets, and did not 
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experience a reduced motivation to work. The recipients themselves could 

direct the monies they received toward expenditures that would contribute 

to an improved quality of life.17

Examples exist in official government settings as well. The crowdfunded 

effort Mein Grundeinkommen in Germany has funded a basic income lot-

tery since 2014.18 The Finnish government is halfway into a two- year pilot 

where some residents receive a “basic income” of $16,000 for two years, 

no strings attached.19 In Ontario, Canada, as of April 2018, select residents 

will receive thousands of dollars a year for the next three years in a trial run 

administered by the government.20 And in 2019 a citywide pilot has taken 

root in Stockton, California.21

UBI in Action

I’d like to show UBI in action as it emerged in Stockton because I have a 

personal connection to the city’s mayor, Michael Tubbs. The story starts in 

2012, when I accepted an invitation to speak about my work on technol-

ogy, activism, and democracy at a TED conference.

Among the many engaging presenters in attendance, I was most struck 

by the young, black man who spoke before me. His ability to captivate the 

audience was remarkable as he discussed the “cage of poverty” that many 

children are born into in the United States. For instance, a confluence of 

factors in Stockton itself placed over 40 percent of Latinx and black fami-

lies in a no- win situation as they struggled to survive, living paycheck to 

paycheck within a system they were powerless to change.22 Children in 

Stockton were already born into the curse: on average they would live for 

fifteen years less than kids from neighboring zip codes.

I did not know at the time that the speaker was also an academic 

superstar— a Rhodes scholar in his final year at Stanford University, where 

he would graduate with bachelor’s and master’s degrees in only four years, 

despite growing up in relative poverty in a single- parent home.

Just a few years later, at the age of twenty- seven, Tubbs was elected to be 

Stockton’s mayor, making him the youngest US mayor of a city with a pop-

ulation 100,000 or larger.23 Personally endorsed and mentored by Barack 

Obama, Tubbs is one of several young politicians of color gaining recogni-

tion as a progressive face of the nation’s future. He is one of very few candi-

dates that the billionaire celebrity Oprah Winfrey has publicly endorsed.24
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Tubbs is also the leader behind Stockton’s UBI initiative, funded by the 

Economic Security Project. The Stockton Economic Empowerment Dem-

onstration (SEED) seeks to model how basic income can engage local com-

munities, support families, and provide services to residents in ways that 

empower people and their voices.25 It will begin in early 2019 and will start 

by providing one hundred recipient families with $500 per month for eigh-

teen months. Income recipients will provide feedback about the impact of 

the stipend by sharing the stories of family or household members.

The effort has gathered a great deal of media attention. Politico called 

it an “experiment underway in millennial- led government that’s trying 

to pull a city back from the brink [by] using what is essentially privately 

funded socialism.”26 Time described it as an attempt to “find ways to shore 

up left- behind areas of the economy in an era when economic growth is 

concentrated in fewer and fewer hands.”27

I had the opportunity to reconnect with Tubbs and his colleague Lori 

Ospina, who is managing the SEED project. The mayor explained how the 

demographics of Stockton parallel that of the nation itself: a mixed city 

with Asian, Latinx, African American, and Caucasian residents.28 It faces 

similar economic concerns that many other cities in the nation do, with 

about 20 percent of the population living in poverty and another 25 per-

cent just one paycheck away from it. This likely means that if the UBI effort 

can serve the residents of Stockton then it could support others across the 

nation.

Why support those who are less well off? Why not force them to work 

instead? For Tubbs and Ospina, there is no reason that economic security 

and work should be mutually exclusive. Instead, economic security must 

be guaranteed as a prerequisite to fair and equitable work. This may seem 

counterintuitive at first, but consider the many forms of work that are not 

recognized in the formal labor sector, most notably parenting, housework, 

and caretaking for the elderly. If these crucial tasks were not done at home, 

workers may not be able to survive, much less turn up to their jobs in the 

formal economy dressed, fed, and ready to be productive. We need a model 

recognizing that talent and intellect exists in all of us, Tubbs told me, and 

that “we’re all better off if we accept that the sum is greater than its indi-

vidual parts.”29

Take, for example, the growth in the American prison- industrial com-

plex. The United States has by far the highest rate of incarceration of any 
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of the world’s wealthiest nations, holding about 25 percent of the world’s 

prisoners.30 The cost of mass incarceration to taxpayers is enormous, esti-

mated by some studies to be over $182 billion per year— more than double 

the average cost of tuition at a four- year university (which is already more 

expensive in the US than in most other wealthy nations).31 Formerly incar-

cerated people face an incredibly steep climb if they hope to successfully 

reintegrate back into the economy upon their release from prison. As a 

result, studies have shown that in the year after release only 55 percent 

of ex- prisoners were able to generate any income at all.32 Even if just for 

a moment we set aside the human tragedy this represents, we can see not 

only a massive economic cost to society but also a huge waste of potential.

Tubbs and Ospina wonder whether these numbers would change with 

economic security, and whether the desperation that drives many to crime 

would be mitigated if everyone, not just the rich and white, were taken care 

of. The mayor seems to know he is an exception. Few children of color from 

single- parent, working class families ever end up excelling the way he has, 

though many are just as intelligent, charismatic, and driven. Growing up in 

Stockton, he told me, taught him a lot about resilience, strength, commu-

nity, sacrifice, and being tough. But now, as mayor, with such visibility and 

star power, he has the opportunity to “create the community [he] wanted 

to grow up in.”33 There is no guarantee that this or other UBI efforts will 

manage to succeed. But they may show how even a small drop of the astro-

nomical wealth that technology produces can be harnessed to serve and 

protect the economic well- being of societies across the world.
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As we search for ways to use technologies to improve the welfare of us 

all, let’s consider the possibility of using technology applications to share 

costs, revenues, and labor among their workers. One answer, according to 

Nathan Schneider and Trebor Scholz, the co- editors of Ours to Hack and 

Own, is the platform cooperative, a digital platform cooperatively owned by 

workers. (These platforms differ from those of a so- called sharing economy, 

which valorizes the shared use of data and resources but sets up a relation-

ship in which the platform provider makes the lion’s share of the money.) 

These scholars attribute the low- wage crises we see in the United States and 

several other countries across the world to poor regulation policy in many 

of the biggest tech applications. They say that platform co- ops may offer a 

solution.1

Enterprises based on cooperativism have existed across the world for 

centuries in the form of tribes, guilds, and monasteries. The Shore Porters 

Society of Scotland, which claims to be the modern world’s first co- op com-

pany, was founded in 1498, though the cooperative movement as a whole 

didn’t become a force in Britain and France until the nineteenth century.2 

Today, many well- known companies such as REI, Organic Valley, ACE Hard-

ware, State Farm Insurance, Best Western Hotels, and True Value Hardware 

are cooperatively owned, though they remain hugely profitable business 

enterprises.3 In addition, cooperative banking services provided by “mutual 

organizations” remain very popular all over the world, in the form of credit 

unions and mutual savings banks. Like non- digital co- ops, platform co- ops 

rely on two main principles to function and sustain themselves: communal 

ownership and democratic governance.

What if Uber drivers themselves were to own the rideshare company? 

That seemingly far- off dream has become real. Some drivers have left the 
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company to organize in co- ops. Others are even designing their own taxi 

apps, like the Denver- based app Green Taxi Cooperative, owned largely 

by African immigrants.4 As a result a number of other successful platform 

co- ops have entered the market: among them is Fairmondo, an Amazon- 

like marketplace in Germany that is committed to fair trade; Resonate, a 

music- streaming service owned by musicians, record labels, and fans; and 

MIDATA . coop, a Swiss- based app developing cooperative ways to access 

medical data, with a focus on transparency and user control over who has 

access to medical information.5

Because platform co- ops are founded on agreements made by their 

workers and (in some cases) their users, they present the opportunity to 

build a digital workforce that ensures income security and fair pay for 

all. There’s another perk too: when the terms of work agreements are 

co- determined by a group of owner- workers, abuses like wage theft and 

excessive surveillance are unlikely to be tolerated. Platform co- ops are able 

to offer these protections without sacrificing the scale of their operations, 

their potential for success, or their financial viability. In fact, studies show 

that cooperative businesses have lower failure rates than other businesses, 

and can better address and survive economic crises.6 The author Marjo-

rie Kelly describes them as generative, meaning that instead of extracting 

value for the gain of a few powerful players at the top, they are able to 

use their revenues to benefit all of the cooperative’s stakeholders.7 If plat-

form cooperatives could take over a large portion of the economy they 

could generate and recirculate wealth to support a range of new activi-

ties, investments, and initiatives— potentially reversing some of the eco-

nomic inequalities that plague our society. For instance, platform co- ops 

are often closely tied to the communities that use them, which means 

that a platform like the Green Taxi Cooperative can help to promote com-

munity growth and expand local economies and capital. Platform co- ops 

can thus make a joint social and economic investment in businesses and 

communities, and as a result invest in collective stewardship, account-

ability, and care.

In August 2016, the British politician Jeremy Corbyn, leader of Britain’s 

Labour Party, released a four- page manifesto promising to transform inter-

net rights for users in the United Kingdom. The document included a sec-

tion on platform co- ops that called for a digital “bill of rights” to protect 

users. In addition the proposal envisioned platform co- ops as a desirable 
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option for improving public services such as transportation, housing, 

libraries, community media, and citizen passports.8 Under Corbyn’s mani-

festo, publicly funded programs would be open- source, allowing users to 

re- create and reuse government software— a policy that other governments 

worldwide, including in Uganda and the United States, are also pursu-

ing.9 Because companies like Uber, Lyft, Airbnb, Facebook, and Google are 

becoming so deeply enmeshed in the fabric of modern life, Corbyn says, 

they are evolving into public utilities and should be regulated as such. This 

perspective, which places the public interest back at the center of the con-

versation, may guide us toward the goal of a more democratic and equitable 

internet for all.

One push toward platform cooperatives in the United States, I learned, 

connects to the energy behind the 2011 Occupy Wall Street movement. 

Nathan Schneider, a tech- savvy member of the movement, told me that 

a group of artists in the original Zuccotti Park encampment formed a 

printmaking cooperative called OWS Screenprinters.10 The co- op members 

began to silkscreen shirts and posters with Occupy slogans right there in 

the park and then contributed their proceeds to the movement’s General 

Fund.11

Schneider explained to me that co- ops in the United States already pro-

vide more than 2 million jobs and create more than 75 billion dollars in 

annual wages.12 If we look globally, the numbers are even more hearten-

ing: based on 2016 statistics collected in a 2018 report, the world’s top 300 

co- ops were able to net some $2.36 trillion, and revenues were projected 

to increase.13 OuiShare, a network designed to further cooperative and 

collaborative models in business and governance, has managed to gather 

hundreds of members across twenty nations within Europe, Latin America, 

North America, and the Middle East.14 Hubs for the co- op movement like 

OuiShare, and the International Cooperative Alliance, a federation of coop-

eratives that represents 315 organizations from some 110 countries, help 

keep co- ops connected, communicating, and aware of one another’s suc-

cess.15 And this movement also is strong in Africa. For example, in Kenya, 

more than 60 percent of the population earns its income from cooperative 

enterprises, which together accounts for 45 percent of the nation’s GDP.16

Numbers like these tell us that successful, global cooperatives are a real-

ity, not an elusive, utopian fantasy. Many of us, however, have yet to con-

sider how powerful a force for good the internet could be if only it followed 
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a path based on cooperative values. Schneider explained that the platform 

cooperative movement uses the phrase “internet of ownership” to help us 

imagine how technologies of search, transportation, and social networking 

as fields of innovation that should support all of us, not merely private 

shareholders and executives.17 This connects to an idea proposed by the 

business scholar and author Arun Sundararajan, of a gig economy led by 

millions of micro entrepreneurs, rather than a small number of giant cor-

porations.18 These gig platforms can be owned by their workers, and need 

not follow the troubling pattern I’ve described in relation to Uber, Airbnb, 

and others.

What is the biggest obstacle we face to building a more robust platform 

co- op system? A digital market where large tech companies have most of 

the power, own the most data, employ the most workers, and compete for 

the most customers. But as Schneider and Scholz point out, “At its heart, 

platform cooperativism” is about “lived acts of cooperation.” It is a process 

and a movement rather than a final, static state.19 Perhaps platform co- ops 

present us with the possibility of a more cooperative future.



In our conversations about automation and its potential effects on the 

future of work, we should all be asking questions about how work will be 

chosen in an economy increasingly driven by algorithmic and automated 

systems. But let’s probe deeper and ask an important ethical question: How 

do we prevent automated and algorithmic systems from targeting the most 

vulnerable members of our society, and how do we continue to ensure that 

these systems remain equitable?

Technologies are not neutral but socially constructed, created by and for 

particular people with particular worldviews, agendas, values, and priori-

ties. Engineers, designers, and coders build into each system a projection of 

their own thoughts, preferences, and assumptions about the world. There 

is nothing inherently wrong with that, except that as these technologies 

become increasingly central to the lives of everyone on earth, the mental 

habits and cultural biases of a tiny group will be disproportionately influ-

ential and powerful. Sometimes it makes sense to allow a small group of 

specialists to have this level of influence or power— but usually we do so 

by electing them. Yet now more than ever, hidden, private, and corporate- 

employed designers have all the power over even the most intimate aspects 

of our lives.

It might seem obvious that content on the internet, as well as on the 

most popular websites, largely comes from the Western world (with the 

exception of the Chinese internet).1 But less obvious is the extent to which 

biases that shape the content we see come from the “white Western male” 

perspective. I have discussed gendered and racial bias earlier, especially in 

chapter 2. I’ll put it more bluntly here: artificial intelligence (AI) systems 

have a “white guy problem.”2

16 Discrimination Technologies
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We have already seen AI learning systems make mistakes that follow the 

classic lines of discrimination: Google Photo’s image recognition algorithm 

misclassified black people as gorillas.3 A “beautifying algorithm” developed 

in Russia, called FaceApp, turned Barack Obama’s face whiter (and younger).4 

A Microsoft- developed chatbot called TayTweets, which was designed to 

mimic and converse with teen users on Twitter, quickly developed racist, 

sexist, homophobic, and xenophobic tendencies.5 Within hours it began to 

echo positions of President Trump while tweeting #MAGA.

Algorithmic mistakes and biases are real. We all have implicit biases no 

matter who we are: after all, much of them are simply about what we leave 

out, forget, or assume. But algorithmic discrimination takes the problem 

to a new level. It can blow up hate, bigotry, sexism, and other forms of 

bias, which disproportionally target already- vulnerable peoples, to inflam-

matory extremes. Similarly, the very human temptation to treat computa-

tional recommendations as objectively “correct” is just another mechanism 

by which any error an AI system makes can be duplicated (and further 

spread) with the potential to create disaster.

Let’s consider perhaps the most troubling facial recognition software 

of them all: Amazon’s Rekognition. The system misidentified 28 members 

of the US Congress as criminals when the American Civil Liberties Union 

(ACLU) of Northern California matched images of all 535 members to a 

publicly available database of 25,000 mug shots.6 To make matters worse, 

for Congress as a whole the error rate was 5 percent, but for nonwhite mem-

bers of Congress the error rate was 39 percent.7

Disturbingly, Rekognition is currently being designed for and sold— 

despite protests from the ACLU and even Amazon’s own employees— to 

the US Immigration and Customs Enforcement (ICE) agency as well as the 

military and police, who could use it in conjunction with body cameras. 

Amazon has nonetheless reinforced its commitment to build AI systems for 

these organizations. Teresa Carlson, Amazon Web Service Vice President, 

defended the system against protests from company workers, saying that 

“our war fighters out there in the field, our civil servants” should have the 

capabilities the technology provides.8 In response to questions about the 

possibility of abuses involving the Rekognition technology, Carlson offered 

an all- too- typical justification: “You’re always gonna have bad actors.”9

The “bad actors” comment comes straight out of the big- tech com-

pany playbook. It’s the exact term execs like Mark Zuckerberg have used 



Discrimination Technologies 161

to abdicate from Facebook by claiming that problems (and, by extension, 

scandals) are inevitable.

We’ve seen examples so far of AI gone wrong related to racial, cultural, 

and political issues, but it turns out that problems exist in even the most 

supposedly neutral applications of machine- learning systems, such as sci-

ence and medicine. In 2013, IBM’s AI system Watson, which defeated Ken 

Jennings on Jeopardy!, entered the healthcare market as an expert consul-

tant to cancer doctors.10 In response to the discovery that Watson had made 

incorrect, even dangerous, medical treatment recommendations, one doc-

tor did not mince words: “This product is a piece of shit. We bought it 

for marketing and with hopes that [Watson] would achieve the vision. We 

can’t use it for most cases.”11

These issues of bias are not limited to the internet. Consider an example 

concerning automobile safety standards: from their inception the passen-

ger dummies used to test the impact of simulated car crashes were designed 

to mimic the body of the “average male.” Only in 2011 did the industry 

bow to pressure and begin to produce dummies based on women’s average 

proportions as well.12

The harms such bias can produce are even more disturbing when gov-

ernment or social services use technologies produced and created secre-

tively by private companies. In New York, for example, the algorithms used 

to allocate housing, food stamps, and policing were created by private con-

tractors who have refused to make their source code and learning models 

available to anyone, even the government agencies charged with providing 

oversight.13 It is troubling that the public impacts of private actions are so 

profound, while private actors remain unaccountable.

Consider the tech companies responsible for the algorithms that identi-

fied black people as “gorillas” (Google) and for the racist, vulgar TayTweets 

chatbot (Microsoft): in both cases they chose to remove the symptoms 

rather than fix the problems. Microsoft shut down TayTweets (see figure 

16.1). Google removed the words “gorilla,” “chimpanzee,” and “monkey” 

from its image- learning algorithm to avoid labeling any image with those 

primate terms.

It’s becoming more apparent that algorithms can transform white- collar 

jobs as well. For example, they are being used in human resources (HR) 

departments to automate the assessment of a job applicant’s CV or résumé. 

In 2017 the journal Science published a paper about “word embedding,” 
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an algorithmic process that looks at billions of words online to identify 

semantic relationships among them.14 The paper found that this algorithm 

was more likely to associate words such as “female” or “woman” with the 

arts and humanities professions, and “male” and “man” with the math and 

engineering professions.15 The results also showed that European American 

names were associated with pleasant words like “gift” or “happy,” whereas 

African American names were more commonly associated with unpleasant 

words such as “ugly” and “filth.”16 In this case, unlike in Google’s photo- 

tagging debacle, the AI hadn’t made any errors, strictly speaking. All it had 

done was reflect back to us the patterns of bias already infecting our actual, 

human language use.

And what was the result when this AI was allowed to make decisions 

involving actual humans? The word- embedding algorithm, researchers 

found, was 50 percent more likely to grant job interviews to European 

Americans than to African Americans, even if their CVs were seen as otherwise 

identical.17

Companies have increasingly turned to technology to make decisions 

concerning their human resource practices. As they interview an applicant, 

Figure 16.1
The racist, homophobic chatbot (source: Business Insider).
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for example, a camera connected to an AI system may analyze the person’s 

behavior. Just as we saw in the case of word associations gathered from 

online text, if these automated systems are trained by white faces and male 

voices, black and female applicants are likely to be both disregarded and 

disenfranchised.18

It is unacceptable to let algorithms reduce our human performance, 

character, or fitness to a lone number (a single score!) in order to determine 

where we work or to decide whether we belong in jail. Denying us access to 

how we are evaluated not only exposes us to potential discrimination but 

also gives us little possibility to demonstrate change or growth.

As algorithms become more influential as automation and other digi-

tal technologies transform the future of work, how will they be rewarded 

and punished? It seems likely that, unless we intervene, human resourc-

ing algorithms will only expand their presence in the future, jeopardizing 

many jobs and further normalizing racial, gendered, and other forms of 

bias.

Black Mirror and Social Credit

Let’s take these algorithmic bias problems further by examining an episode 

from Black Mirror, an award- winning series on Netflix.19 “Nosedive” tells 

the story of Lacie, a young woman obsessed with her ratings in a world 

where people can assess their every human interaction on a scale from 1 to 

5 stars.20 In this fictional world, ratings impact social credibility and socio-

economic status: the ability to get a loan, enter an exclusive apartment 

complex, board a flight, or even rent and purchase items.

Only the dopamine- triggering affirmation of being given a 5- star rating 

uplifts Lacie’s persistently nervous mood. So she rekindles an old relation-

ship with a popular childhood friend, Naomi, whose score hovers in the 4.8 

range; Naomi is just the kind of well- connected woman whose friendship 

would guarantee a ratings boost for Lacie, a striver stuck in the low 4s. Sure, 

Naomi was a bit of a bully in childhood, but when she invites Lacie to be 

the maid of honor at her upcoming wedding, Lacie is determined to make 

this relationship happen— no matter what. Lacie, however, has no clue that 

a similarly monomaniacal desire to maximize her social score drives Nao-

mi’s motives. She’s trying to game the system with the “generous” gesture 

of inviting someone with a low score to her wedding; she’s convinced that 
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the algorithm will reward her for adding some “diversity” to the high- rated, 

almost 100- percent white community of wedding attendees.

As the episode progresses, Lacie is swept into a cycle of increasing social- 

score precarity that leads to her downfall: she needs high- score “influenc-

ers” to boost her ratings, but her own low score and obvious desperation 

limit her access to them. Her escalating panic leads to lower scores and 

tightened restrictions. As she struggles to get to the wedding on time, her 

low- end rental car breaks down but she’s barred from renting a better one. 

Why? Because her score isn’t high enough. When she dares to stick her 

thumb out for a ride she receives terrible ratings from passers- by, who 

sink her score ever lower. Naomi, who tracks her friends’ scores closely, 

un- invites Lacie on the spot. At the end of the episode, Lacie crashes the 

wedding and delivers a ranting speech to the guests. The police arrest her 

and throw her in jail.

Is this dystopian nightmare possible? A report in Esquire magazine, 

along with several others, alleges that something like it has come to life 

in China.21 Indeed, the parallels between “Nosedive” and the “social credit 

system” in China are stunning. As I discussed in chapter 10, China uses 

surveillance technology to monitor and rate its citizens’ behavior. The 

resulting score affects everything from the schools their kids can attend 

to available jobs they qualify for, and determines whether they can board 

airplanes or trains.22 China hopes to implement the system nationwide by 

2020, but as of May 2018, a “bad score” has stopped more than 11 million 

people in China from taking a flight.23 The rules are clear: scores that don’t 

pass an undisclosed threshold can exclude a citizen from opportunities that 

once were taken for granted or considered a right. All the while, citizens 

remain completely in the dark about what personal data is being collected, 

how it is being aggregated, calculated, and computed; who is accountable 

for it, or what scores produce what outcomes. Existing technology makes 

this system possible not just in the world’s most populous nation but also, 

in theory, nearly anywhere. In short, it is a data dystopia— the stuff of real-

ity meeting the stuff of science- fiction nightmare.

As if the Chinese social credit system were not enough to monitor the 

country’s huge population, Chinese- developed tech has allowed the gov-

ernment to deploy facial recognition AI systems far and wide, tracking the 

behavior of any citizen in public space. The data is then used to punish 

those who commit offenses, such as jaywalking. It issues fines instantly 
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via text messaging and, in some cases, publicly shames them by projecting 

their faces on giant LED screens in the streets (see figure 16.2).24

These Chinese systems speak to the dangerous possibility of data being 

used to fuel government overreach, mass surveillance, and the “ordering” 

or social control of society. Technology alone is not the culprit here. The 

danger stems from the desire of authoritarian governments and private cor-

porations to manage and organize citizens, especially when those citizens 

aren’t on board the use of data for a particular purpose. Even in European 

or North American nations, where laws exist to protect citizens from exces-

sive surveillance, new technologies stand at the ready to further enable a 

government’s desire to break traditional boundaries regarding its citizens’ 

privacy and self- determination.

It’s important to recognize that China’s social credit system is founded 

on the already- established credit and debt economy that pervades the 

globe. The idea of credit suggests that there exists between a borrower and 

a lender some sort of agreement—let’s call it “trust.” Credit in this case is 

synonymous with trust because it allows one party to provide money or 

resources to another party and receive in turn a promise to either be repaid 

Figure 16.2
Public shaming via LED screen in China (source: Sohu).
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in full (often with interest), at a later date. Making this promise formal 

means it is legally enforceable.

Today many of us live in an economy that is increasingly reliant on debt; 

our level of indebtedness prompts friends and family to urge one another to 

build their credit in order to be considered financially responsible.25 Credit 

and debt are touted as ways in which we can open up opportunities for 

ourselves. Credit (and therefore debt) allows us to take out loans to attend 

college, purchase a home, or start a business. The less publicly visible side 

of this system, however, is how the debt economy assigns statuses to every-

one, in the form of credit ratings, based on the indebtedness that comes 

with already- accessed credit. These credit ratings, or scores, are based on 

esoteric rules and algorithms that few people fully understand. A low credit 

rating can prevent any citizen from accessing the very opportunities credit 

is supposed to secure.

The Chinese social credit system is an extreme extension of this basic 

economic idea. It illustrates vividly that credit is not just economic, but also 

political and personal. In this way technology can strengthen the predatory 

aspect of the market, which thrives on debt and the social control it pro-

duces, as a means to the end of deepening and consolidating state power.

How does this work in China? Instead of basing one’s credit score on 

one’s ability to promptly pay back loans, the Chinese government “trusts” 

its citizens to carry out a certain set of determined behaviors. If citizens 

break this trust, their score lowers. We can understand the kinds of exclu-

sions that result from a low social credit score in China as similar to how 

credit card companies might raise our fees or interest rates if we are late 

to repay our loans. The main difference is the extent to which China has 

developed this process and expanded the credit system’s power to encom-

pass a much larger swath of life. In China, a poor credit score that comes 

from expressing “bad” speech online, smoking cigarettes, or playing too 

many video games could result in a range of punishments, from losing 

one’s freedom to travel, to public humiliation.

Meanwhile, the government is largely ambiguous about how this infor-

mation is collected, stored, and distributed, and likewise about vague the 

parameters used to analyze it. Currently the Chinese government gathers 

personal data by piecing together information given to them by private tech 

platforms as well as city councils. Citizens don’t know exactly when or how 

they are being monitored, and they have no political voice to demand such 
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information. As a result they have less power to resist, avoid, or subvert sur-

veillance and more incentive to panoptically self- police— even when they 

aren’t actively being watched. This is how a lack of transparency regarding 

data collection and use can be exploited as a tool of control.

These troubling practices are also afoot in the United States: new scoring 

algorithms, modeled after credit scores, purport to predict your behavior 

in ways that go far beyond your financial creditworthiness.26 For exam-

ple, algorithms are increasingly being used to predict your reliability as an 

employee or even as a patient in a doctor’s office. These algorithms assess 

credit history, marital status, and more. The Fair Isaac Company’s new Med-

ication Adherence Scores, for instance, can predict how likely a consumer 

will be to take a prescribed medication or self- medicate. Is this really the 

type of 24/7 surveillance future we want?

Cooperate or Compete?

Over the past few chapters we’ve seen the ways in which technology can 

drive economic change that affects far more than markets and personal 

finance. These changes shape society, culture, and politics in ways that are 

sure to transform our intimate lives, and in some cases disproportionately 

harm the vulnerable and poor. Of course the reverse is true as well: social 

investments can powerfully shape economic futures. As the job market and 

the labor economy are changed by digital apps and services, automation, 

and AI, the ways we relate to one another, communicate, and live our daily 

lives can be shaped in the spirit of cooperation and mutual support.

By focusing on positive economic and social “externalities,” benefits of 

new technologies, we can create a future that is balanced, good for busi-

ness, good for workers, and good for us all. We also need to be mindful of 

the extreme voices coming from the tech world. Silicon Valley’s Peter Thiel, 

for instance, an early investor in Facebook and a co- founder of PayPal, is 

a highly vocal free- market capitalist. He no longer believes that democ-

racy and freedom are compatible in our world. Thiel wants to use technol-

ogy to colonize new markets— in cyberspace, in outer space, and on the 

open ocean. Through technology, he believes, we can escape politics and 

instead develop a market so robust and expansive that it will secure our 

“freedom.”27 In the meantime, however, he seems to be indifferent to the 

effect this has on the well- being of the public.28
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Thiel’s rhetoric does not veer far from what some tech giants seem to be 

thinking, perhaps even the ones we consider to be more liberal. It’s a scary 

reality, and one that spells out pretty clearly why we don’t want to leave all 

of the decision- making about our collective future up to tech billionaires.

Why can’t we instead work with technology to stabilize the job market, 

and create growth and new enterprise that benefits all classes? The Policy-

Link CEO and founder Angela Glover Blackwell points out that when soci-

eties choose to support vulnerable or disenfranchised groups, the economic 

and social benefits that result tend to improve the lives of everyone.29 She illus-

trates this point with an example drawn from the disability movement of 

the late 1960s and the 1970s, during which activists lobbied for more acces-

sible walkways and streets.30 These accommodations ended up improving 

the flow of diverse pedestrian traffic and created as well more accessibility 

for parents with strollers, workers with heavy carts, and tourists or business 

travelers navigating luggage.

We see other cases like this everywhere. Seatbelt legislation adopted to 

protect children has created laws that have saved approximately 317,000 

lives of all ages since 1975.31 In other words: social changes that are designed 

to benefit a small, vulnerable section of the population most often end up 

making the world a better place for everyone, even Peter Thiel.

Blackwell points out that employing and paying workers of color at 

the same rates as white workers would add $2.1 trillion to America’s annual 

GDP.32 Her insight is a reminder that we’re at a point where, because of the 

changing nature of the economy and the ways that technology seems to 

be transforming all aspects of life, we have the opportunity to transform 

our economy for the better. We have a chance to improve the lives of low- 

income people, racial and gender minorities, aging populations, the dis-

abled, as well as everyone else. But we have a choice about how we frame 

and pursue these goals. Research shows again and again that self- gain and 

collective gain are not enemies. We need a digital future that recognizes the 

intertwined nature of all of our fates— political, economic, and social.



IV An Internet for Us All: Overcoming Inequality





On February 26, 2015, while the Obama administration was still in power, 

the US Federal Communications Commission (FCC) established landmark 

net neutrality protections to ensure that the pipe to the internet remained 

fully and equally open to all. This victory was short- lived, however. On 

December 14, 2017, the Trump- appointed chairman of the agency, Ajit 

Pai, announced the decision to reverse those rules. Thanks to this FCC 

maneuver, internet service providers (ISPs) can now charge different rates 

to users and content providers, and influence the speed and accessibility of 

content.1

The American Civil Liberties Union (ACLU) described this decision as 

“falling victim to the profit- seeking whims of powerful telecommunica-

tions giants.” Without net neutrality rules in place, ISPs can “disfavor con-

troversial viewpoints or smaller websites and favor the content providers 

who have the money to pay for better access.”2

But in crises come new possibilities. What if instead of solely fighting 

a difficult battle around net neutrality, small businesses and user commu-

nities themselves could create community networks, taking power over the 

design, construction, rollout, and management of the ways they get inter-

net access?

We are seeing this happen in a smattering of places across the world: 

rural communities are putting wireless internet antennas on grain silos and 

tall trees, and the fastest internet connections in the United States are pro-

vided by local governments, not multibillion- dollar companies.3 Indigenous 

Native American communities have leveraged unused television broadcast 

spectrum to get access to the internet, thus engineering their own sover-

eign digital networks.4 Networks have been set up in regions as remote as 

17 Keeping Network Power Local
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West Papua, Indonesia. These community networks are legal in much of 

the United States and elsewhere in our world. As Vice reporter Jason Koe-

bler explains, “There are myriad ways communities passed over by big tele-

com have built their own internet networks or have partnered with small 

ISPs … to bring affordable high- speed internet to towns and cities across the 

country.”5

What are the basic requirements when a community wants to create its 

own network? Networks usually rely on access to electricity and one point 

of hard- wired connection to a data or internet network, or to wireless access 

points or fiber optic lines. An access point is a device that creates a wireless 

local area network (WLAN) for routers to connect to and expand the net-

work, whereas a fiber optic line is a method of transmitting information via 

pulses of light along an optical fiber.

Making a community network sustainable, however, is not simply a 

question of technology: it is also a process of developing skills, digital litera-

cies, leadership, and technical knowledge. But internet access also matters. 

Without connectivity, the computer is little more than a typewriter: we 

can’t use it help us pay bills, apply for jobs, or access the essential informa-

tion and services that have shifted online.

I co- wrote this chapter with Aditi Mehta, a scholar of urban planning 

and a researcher committed to community organizing and social change. In 

these pages we share a few stories and some of our insights from the world 

of community networks.

Network Multitasking

A community network is a technical and social marvel, an infrastructure 

that may be built for many reasons: to create new jobs, develop digital lit-

eracy, amplify the voices of residents in a neighborhood, support local com-

munication, or facilitate economic development or disaster preparedness.

We should not put community networks on a pedestal, however, or 

think that using the word community as a panacea resolves the many con-

cerns I’ve raised regarding technology and inequality within this book. 

The range of community networks around the world can be distinguished 

in terms of their dependencies, economic models, and political realities. 

Some networks described as community- based are in fact administered and 

overseen by governments and designed to support the aims of the state, 
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possibly at the cost of its citizens’ welfare. Consider networks in places like 

North Korea, China, or even Cuba; each of these allows users to access the 

wider internet, but only on the state’s terms. Such networks, ripe for censor-

ship and surveillance, are at odds with a local community’s power to decide 

what kind of connectivity will best serve its economic, cultural, and politi-

cal relationships to technology.

Aside from allowing its users to share information, and to share the costs 

of access to the wider internet, community networks can help residents of 

a neighborhood or geographic area to preserve or archive information and 

to take advantage of educational, cultural, political, and economic oppor-

tunities that depend on internet access. Users can build businesses that 

exchange services via their network. Or they can use the network to pre-

serve languages and traditions that may be lost, as in the case of indigenous 

communities. These networks can take the shape of a public service or util-

ity, as a commons that is “open, free, and neutral.”6 With this logic, these 

networks hold the potential to be decentralized, affordable, locally owned 

internet infrastructures.

Serving and Supporting Users

Sascha Meinrath, a researcher and policy activist who has been exploring 

community networks for nearly twenty years, explained to us the dangers 

of a digital future focused on the “pursuit of profits without any regard for 

collateral damage.”7 Consider “disaster capitalism” as one such example. 

When people affected by hurricanes, earthquakes, or fires must helplessly 

turn to anyone who can assist them, relief aid might fill the pockets of pri-

vate corporations without delivering services to those in need. Instead of 

being exploited, however, communities can respond by creating and main-

taining their own resilient solutions, for example mesh networks (think of 

them as interconnected nodes that communicate directly, dynamically, and 

without hierarchy to transmit data to and fro). Mesh networks emerged in 

2005, for example, to assist victims after Hurricane Katrina hit the southern 

gulf region of the United States.

For years, independent mesh networks in places like Berlin, Athens, 

and Barcelona have been used to expand service across neighborhoods 

that lack full internet access, or to provide service during natural disasters 

when ISPs are banned or not functioning. Often, mesh networks are able to 
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survive disasters because even if one router is damaged and shuts down, the 

remaining routers will still connect to one another. If the “gateway” node 

cannot access the internet, there will still be an intranet, or locally con-

nected network, among the routers, which means users can communicate, 

plan, and organize in rapid fashion. For example, the community network 

Red Hook WIFI in Brooklyn, New York, was one of the only functioning 

communication infrastructures in the neighborhood post– Hurricane Sandy 

in 2012, and has since expanded to help the neighborhood in case of future 

disasters. Mesh networks have also been deployed to build independent 

communication networks during protests such as Occupy Wall Street and 

Hong Kong’s Occupy Central. For activists, the ability to evade police sur-

veillance is part of a mesh network’s appeal.

The decentralization of these networks makes it difficult to know how 

many exist or where they are located. But network creators, like many in 

the hacker, free software, and open source communities, share a common 

interest in getting back to a central value of the early internet: to serve and 

support the goals and desires of users, above all else.

The Detroit Community Technology Project

Detroit’s Diana Nucera is a savvy technologist and community activist 

known locally as the “mother cyborg.” Like others left behind in the city 

when the free trade agreements of the 1980s and 1990s allowed General 

Motors, Ford, and Chrysler to move their operations overseas, Nucera would 

seem to have little in common with the technologists of Silicon Valley. 

Abandoned in the inner city were poor, disproportionately black and brown 

people who lost their jobs and the safety net that work offered them. As a 

result, full city blocks were abandoned. Gang and drug activity took over. 

Neighborhoods and communities were compromised as buildings were 

boarded up. Even more jarring is the disturbing news from recent years 

regarding the lead-  contaminated drinking water in Flint (Detroit’s indus-

trial neighbor). As an unnamed colleague of Nucera’s told Kaleigh Rogers 

from Vice, “All the skills have been stripped from us: from food, housing, 

clothing, and shelter, damn [we] gotta build everything from the f— ing 

floor up.”8

In 2014, Nucera and her team formed the Detroit Community Technol-

ogy Project, in collaboration with the Equitable Internet Initiative and the 

Allied Media Projects, to develop technology to serve and support their 
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community. Demystifying technology is only part of an overall goal to pro-

vide youth with basic literacy and education, and to support small busi-

nesses looking for partners and customers. The team has implemented mesh 

networks in seven poor and marginalized inner- city Detroit neighborhoods, 

training more than twenty- five neighborhood leaders. These networks pro-

vide speed and quality that often exceed what private ISPs offer. The stakes 

are higher, however, than achieving better access. As Nucera explains, the 

project addresses the risks faced head on if residents “don’t take ownership 

and control over the internet in a way that is decentralized.”9

These working- class people of Detroit, like many in other poor and rural 

communities across the world, are stuck. Either they have no service at all, 

or they are forced to agree to economic terms over which they have no 

power. In Detroit, the wealthy receive bandwidth at a speed that can be 

as much as a hundred times faster than for those less well off, whereas the 

poorest people are left out of the loop altogether, or at best get dismal ser-

vice. The community network created by Nucera and her friends, however, 

operates with the opposite logic— the less you have the more you deserve 

to be respected and included.

Detroit’s community networks, designed to support greater sovereignty 

and self- determination for their users, continue to attract attention. If we 

think about networks like this expanding across the world, we could see 

an internet of the future that’s quite different than its current private-  or 

corporate- dominated version. Nucera believes that such a vision is possible: 

a future internet that is truly rooted in civic ethics and values, fostering 

collaboration within and across cities, nonprofit organizations, philanthro-

pists, community organizers, and businesses.

Catalonia’s Guifi . net

Aditi and I also had the opportunity to learn firsthand about the challenges, 

possibilities, and visions associated with one of the most well- known mesh 

networks in the world, Catalonia’s Guifi . net, which has been active since 

2003.10 Guifi seemed like a strange name at first, but we later learned that 

the name is the Catalan pronunciation of “Wifi!”

Ramon Roca and Roger Baig Viñas, two lead administrators of Guifi . net, 

described to us how community networks in the early days were more often 

seen as technical challenges than social and collective spaces of opportu-

nity. The technical goal of building decentralized mesh technology is not 
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the same as decentralizing power to control the network, as Roca and Viñas 

discovered. The best way to support their fellow Catalans was to focus less 

on the technical specifics, and instead understand what kinds of access sup-

port community members.

The Guifi . net network has now grown, and it works with a group of lead-

ers and participants in the areas where the network operates. As of 2018 it 

serves over 100,000 users. Roca and Viñas describe their efforts as generative: 

because the network is a commons, rather than privately owned or operated, 

people and organizations can innovate as they see fit. As a result, numer-

ous for- profit and nonprofit businesses have emerged, employing people 

across the region and spreading literacy and knowledge of the technology. 

According to Roca and Viñas, this also allows them to build and sustain a 

network in which the values of “agency and self determination are crucial. 

Because you are the user, you should be the driver … deciding where the 

technology goes.”11

The Catalan network creators see a community- owned network as a 

human right: access to communication and information is a basic need for 

anyone in our world. But having access means more than “getting online.” 

It is intrinsically tied to costs and benefits: access that involves the sur-

veillance and capture of personal data is unacceptable to the team, just as 

access at artificially high price points is a nonstarter.

LIke a commons, Guifi.net is available to everyone like a park or square. 

This approach to technology is in sync with the findings of the late Eli-

nor Ostrom, the Nobel laureate who identified the economic potential of 

“common pool resources,” or the ways by which public and community- 

based investments could create positive returns aside from merely making 

money.12

Resilience and Community: Networks after the Storm

During summer 2016, Aditi worked as an instructor in the Digital Stew-

ards program in Red Hook, Brooklyn. The program offers paid on- the- job 

training for careers in tech or the media to fifty young adults each year, 

aged nineteen to twenty- four. Through her teaching, she met several young 

adults who were learning job- readiness skills in the fields of graphic design 

and video production. The students heard about the opportunity through 
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friends who were former digital stewards, some who even helped build Red 

Hook WIFI in 2012.

Young residents, nonprofit workers, city employees, and federal officials 

contributed to creating the Red Hook WIFI infrastructure. Like the other 

examples we’ve shared so far, the network did not come out of thin air. It 

built upon existing connections and histories, as technologies of all forms 

often do. To make this project successful, diverse parts of the community 

with varying needs had to build alliances and negotiate their visions for the 

community network.

One of those negotiators is Tony Schloss, the former director of technol-

ogy at the Red Hook Initiative (RHI). He had the idea to build the network 

in 2011 to host an internet- based youth radio station. With the help of Alyx 

Baldwin, a Parsons School of Design graduate student, Schloss installed two 

point- to- point routers: one at the RHI building and one at Coffey Park.

After Superstorm Sandy hit in 2012, killing and injuring hundreds of 

people, and damaging their homes across the region, RHI staff realized that 

the experimental Red Hook mesh network with its two routers was still 

working after the disaster. It was indeed the only functioning communica-

tion infrastructure in the neighborhood. Because the RHI building did not 

lose power, internet access remained available inside and directly outside 

the building. The router in nearby Coffey Park provided the same access 

to users within a half- mile radius. One young adult on the job at the time 

looked back with enthusiasm at the potential for network flexibility:

The reason why anybody was excited about it was that if one node did go down, 

there was still access, because they were able to route around that node that went 

down. That’s what made it super cool. No matter which one went down, it would 

still find a way to fix itself and still give access, with or without internet.13

With technical help from Brooklyn Fiber, a local small- business ISP, and 

eventually from the Federal Emergency Management Authority (FEMA), 

the mesh network was able to distribute the internet connection to loca-

tions where residents, first responders, and recovery volunteers needed it 

most: it functioned as a hyperlocal information sharing system. Logging on 

to the Red Hook WIFI network was (and remains) free for any resident or 

business employee in the neighborhood. Digital updates about post- storm 

conditions, community events, and other news from Red Hook appeared 

on the network splash page.
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The Red Hook Initiative’s first cohort of stewards, known as Genera-

tion 1, included six neighborhood residents. Every day brought a differ-

ent adventure or challenge for these young adults, such as scoping out 

good places on neighborhood roofs to install a node. As one of the first- 

generation stewards told Aditi: “We were always trying to figure out what 

we had to do every day. In the beginning, when the team started, the pro-

gram was just getting off its feet. There was no clear structure on how we 

were to go about learning things.” Yet another steward recalled, “The way 

I saw it in the beginning was that we’re building a platform so residents in 

the community can communicate with each other.” 

The group strove to build upon the sense of community that had 

emerged post- Sandy as young adults asked themselves: “How can we make 

it so it’s not only used for when a disaster happens, but it can be used on a 

daily basis to bring the community together? How can we ‘mesh’ popula-

tions together, and get all the businesses in this area to hire people from the 

actual community, and bring them closer so [we don’t] feel so segregated 

from one another?”14

In the years since 2011, the Red Hook Digital Stewards program has 

transformed its operations from radio production, to disaster preparedness, 

to neighborhood WIFI, to job training for the tech sector. It has supported 

the positive development and growth for Red Hook young adults, who face 

daily challenges associated with poverty, racism, violence, police brutality, 

geographic isolation, and access to opportunity. Understanding and evalu-

ating the Digital Stewards and Red Hook WIFI programs is complex for this 

reason. For funders, one of the major indicators of the program’s success 

is when a participant’s training leads to a job.15 For neighborhood small 

businesses and stakeholders, however, the major indicator of success comes 

from having a strong and reliable Wifi network.

Of the young adults joining the program, many signed up as a way to 

earn an income while receiving eight months of training. Several digital 

stewards admitted that they saw the program as a ticket out of the neigh-

borhood. But others acknowledged their attachment to Red Hook and 

spoke of how they wanted to participate in community improvement after 

completing the program. One of the original architects of Red Hook WIFI, 

who is now an intern at Google, said: “I always tell people that I’m defi-

nitely going to invest in someone because someone invested in me, and I 
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definitely do live by that. I will definitely come back to Red Hook and the 

digital stewards and help in any way that I can.”16

During focus groups, a number of digital stewards commented how rela-

tionships formed through the program helped build the confidence that 

they too could shape their lives using technology. The social networks they 

created provided emotional support and connections to the wider world. In 

this way, the Red Hook WIFI network and the Digital Stewards social net-

work make each other stronger.17 The program became an ongoing resource 

for training, for paying a local wage to local people to learn technology and 

to access work and resources.

But, as Aditi and I have pointed out, some digital stewards have entered 

the program as a way to exit the neighborhood. That’s a key issue provoking 

mixed emotions for many people inside and outside of the community. Indi-

viduals oftentimes look at projects like these as ways to improve their lives, 

even if that means leaving their community. As Red Hook WIFI expands its 

reach within the community and better serves its residents, it runs the risk 

of moving further from its original mission of putting the community in 

power over the technology. Scale and efficiency require more involvement 

(and thus compliance with requirements) from local government, service 

providers, and other partners outside the neighborhood. If the network 

remains truly community- owned and managed, then the improvement of 

the infrastructure may come at a slower pace. Tradeoffs like these are impor-

tant to note as community networks expand in reach and are forced to grap-

ple with funding, political, and other sustainability challenges.18

The stakes are high, not just because of decisions pertaining to net 

neutrality, but because again and again, large corporate ISPs have made 

self- serving choices not only regarding who to provide access to, but also 

regarding the quality of that access. Even Google, despite great acclaim, 

has struggled with its ISP program, Google Fiber. In the city of Atlanta, for 

instance, Google has not delivered access as promised to many users and 

has even damaged underground infrastructure in its process of building the 

city network.19 Cities including Nashville, Tennessee, have struggled with 

Google Fiber delays.

Community networks continue to emerge as viable alternatives to pri-

vate ISPs. Wired has reported that the sixteen cities of the Southern Bay 

region of Los Angeles have agreed to cooperate to provide cheaper and 
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faster access to their residents. These cities, spanning a range of socioeco-

nomic and demographic backgrounds, recognize that internet access does 

not have to come solely from self- serving private corporations but instead 

could emerge from the spirit of public service and collaboration.20

Creating and sustaining these networks will be an uphill battle if we 

keep thinking about ourselves merely as “consumers” of the internet. As 

Sascha Meinrath reminded us, too often our educational and civic institu-

tions “don’t teach people how to be critical consumers of technology and 

therefore how to use technology as a tool. And, you know, we wouldn’t 

give kids chainsaws and say go have fun, which is kind of what we do with 

technology.”21

With community networks, we can see how the power can return to 

the people. Leandro Navarro, one of the central figures behind the Catalan 

Guifi . net network, describes this hope, writing: “We know how to do [net-

works]. … Nature shows that cooperation is effective even in extreme condi-

tions where competition may not work. Nature also shows the importance 

of diversity and local evolution to create organisms that adapt to local con-

ditions. We need a neutral environment for the development of commu-

nity network infrastructures to nurture and sustain digital life everywhere 

and for everyone.”22



In my first book, Whose Global Village?, I questioned a pervasive myth in 

popular culture: that technology will magically bring together billions 

across the world in global, democratic- style conversation. When I spoke 

about the book at a July 2017 UNESCO event in Guanajuato, Mexico, I 

had a chance to challenge that premise. I discussed the problems that arise 

when new technologies are designed almost exclusively in one part of the 

world and pushed out to the “margins.” In contrast I offered many exam-

ples that I had personally observed, which showed how global communi-

ties and cultures have created and taken power over new technologies.

After the conference, I boarded a domestic flight to Mexico City. On the 

plane I noticed a tall, slim man who seemed vaguely familiar. My seatmate 

leaned over and whispered to me in Spanish, “Sentado allí es el presidente 

Fox.” Sitting across the aisle, in the row ahead of me, was Vicente Fox, who 

led Mexico from 2000 to 2006.

I honestly didn’t know much about President Fox other than the humor-

ous videos he had posted criticizing US president Trump’s promise to build 

a wall for thousands of miles along the United States– Mexico border. A few 

passengers approached Fox, took photos, or shook hands, but I remained 

quiet. What do you say to a president? But as the plane taxied toward the 

terminal, I finally mustered up the courage to compliment him on the 

videos.

To my surprise, President Fox asked me about myself: where I worked 

and what I did. I told him about my research, the UNESCO event, and my 

collaboration in the southern Mexico region of Oaxaca, site of the largest 

community- owned mobile phone network in the world. Fox seemed to 

be genuinely interested in this research and even asked for my card. He 

18 Questioning Connectivity
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expressed concern that in Mexico, just as we have seen across the world 

with the “fake news” phenomenon, misinformation has run rampant 

online, discrediting honest politicians and elevating dishonest ones. With 

a handshake, we went our separate ways.

A few hours later I was drinking fresh mango juice at my favorite bakery 

when an email from President Fox came in on my phone. In a few kind 

lines he praised my work and invited me to speak at a forthcoming summit 

he would host on the future of science and technology in Latin America.

Is Tech “Acceleration” a Magic Guarantee?

Two months later I arrived at the president’s hacienda in San Cristobal, 

ready to speak at the conference.

Thomas Friedman, a Pulitzer Prize winner and New York Times columnist, 

delivered the opening address. He presented insights from his best- selling 

book Thank You for Being Late.1 Discussing the invention of the iPhone, 

Friedman argued that achievements in robotics, artificial intelligence, 

genetics, and telecommunications would empower us all. He pointed out 

that ever- faster and more efficient technology could be a vehicle for achiev-

ing stability in the face of change, thanks to its ability to connect us across 

the world.

Using the words “amplifier” and “acceleration” repeatedly to character-

ize the digital transformations of the past few decades, Friedman alluded 

to the way we have revolutionized our ability to communicate with one 

another, find information, preserve knowledge, outsource and distribute 

work, even monitor one another. He seemed convinced that revolution-

ary advances in technology would naturally bring about similarly positive 

transformations in the human condition.

What puzzled me was the assumption that technological change magi-

cally guarantees an improvement in the lives of humans, regardless of who 

or where we are. This attitude seems too close for comfort to the scenario 

in which one group that stands to profit from an innovation brands it as 

inherently good for everyone. Where’s the space, I wondered, for us to 

develop technology based on conversations and collaborations with us all?

When my turn came to speak, I spent more than forty- five minutes dis-

cussing how we might truly listen to and collaborate with diverse global 

users around the world (see figure 18.1). Many in the tech world praise 
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countries like India, which have experienced significant increases in their 

GDP due to technological development. But I pointed out that this growth 

had done little to address the profound problem of income and wealth 

inequality across the nation, and on top of it had made money in a way 

that left the country dependent on mostly Western clients.

Do you think, I asked the largely non- American and non- Chinese audi-

ence, that entrepreneurs, activists, governments, and communities across 

the world are capable of directing the design, production, ownership, and 

regulation of the technologies they use every day? I noticed heads nodding 

in the audience as I described how this is indeed already happening. I share 

some of these stories in the coming pages of this book.

The world has dramatically changed when it comes to the spread of 

technology. Mobile devices accounted for 73 percent of total internet con-

sumption in 2018.2 In 2016, 63 percent of the global population owned 

mobile phones, and it is estimated that by 2019 the number of worldwide 

mobile phone users will increase from 4.57 billion to 4.68 billion people.3 

Figure 18.1
The author, lecturing at a summit hosted by Mexico’s former president Vicente Fox.



184 Chapter 18

These are astonishing numbers given that our world’s population is just 

over 7.5 billion.

But rarely do we consider how people across the world have made 

technology work for them, either by appropriating (or using existing tech-

nologies in new ways) or by designing tools and systems that serve their 

country needs, values, and goals. In southern India, for example, villagers 

work with businesses and nonprofits using mobile applications for sell-

ing farm goods and fish.4 Activists in the Egyptian Arab Spring famously 

used digital social networks to share stories on a large scale, and even 

brought citizens together in local, physical spaces by projecting videos 

they pulled from YouTube in city squares.5 Indigenous peoples in Mexico 

have designed their own digital networks to communicate in places where 

traditional network operators will not provide coverage.6 In these exam-

ples it’s not the technology itself that magically supports its users— it’s 

how it was crafted, designed, and managed that promotes the cause of a 

community or culture.

Each internet or mobile user has a different online experience that 

one- size- fits- all terms like “access” or “digital divide” do not explain. The 

devices we use, our data or internet service plan, the speed of connection, 

the censorship and the control of what is accessible, our digital literacy— 

these all dramatically differ based on who or where we are.

Because of how access has spread, the users who are just now interacting 

with the internet in Africa, Latin America, or the Middle East are likely to 

have fewer economic resources and are more likely to live in rural locations. 

This raises important questions: What kind of internet will these users 

engage with? Will it support the preservation of their language or acceler-

ate its permanent loss? Will it uphold traditions or commodify and devalue 

them? Will it include these users in a way that reflects their diverse politi-

cal, economic, and cultural values? Or will it claim to be inclusive while in 

fact grabbing their attention and extracting their data?

Is More Connectivity Always Better?

When we hear about the ways in which mobile phones and the internet are 

changing the world, particularly in places like South Asia, Africa, and Latin 

America, the term connectivity is always at the center of the discussion. But 

what does this word really mean?
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Hitched to the idea of connectivity is the common perception that 

expanding access to a system can only improve it: as the mobile phone 

statistics from the last section reveal, the more people who use any given 

communication technology, the higher the value of that technology.

But from a human, user- based perspective, is connectivity really that 

unequivocally positive? We should ask who we are connected to, through 

what service provider, and how much power we have as users to determine 

these connections. A telephone call to someone I love is a connection that 

I can control in a relationship I value; surveillance is a connection I cannot 

control, and it forges a relationship I may not value or even want. This dis-

tinction shows how different human- driven connection is to blind digital 

connectivity.

Here’s another important question: What do we give up in exchange for 

being provided with connectivity? Is it our privacy, our money, something 

else, or nothing at all? What about connectivity in exchange for adver-

tising and demographic data? Many tech startups iterate this model. The 

Mexico- based Pig . gi, for instance, offers virtual coins as a reward and now 

has nearly 2 million users across Latin America.

The actual experience of connectivity is likely more different than simi-

lar for people across the world. The technical infrastructures and machines 

we use, and the social factors at play, all create different kinds of connec-

tivity depending on who or where we are. A user’s level of digital literacy, 

as well as behind- the- scenes censorship and monitoring, can dramatically 

affect the actual experience of connectivity. Think back to the examples in 

chapter 8, which revealed how algorithmic- tracked political biases influ-

enced a Google search for “Egypt” during the Arab Spring.

An example of this came in 2017 as I was preparing for a UN- sponsored 

visit to Cameroon and wanted to learn about the West African nation from 

the perspective of its people.7 The results of my Google search, however, 

reflected a mistaken algorithmic prediction: that the content most popular 

with users from my own nation (the United States) was what I’d most want 

to see and most “relevant” for me. That explains why the first three pages 

of results linked me to webpages like the CIA World Factbook, providing 

stats such as average rainfall and the length of the country’s coastline, but 

not to a single page that actually came from the nation. In effect, my con-

nectivity blocked the possibility of a deeper connection to the actual people 

of Cameroon.
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Strictly speaking, there’s nothing wrong with the search results Google 

served me. But they reflect specific ideas about value, credibility, and utility 

as defined by their engineers, managers, and investors, ideas that everyone 

may not share. And they do so without transparency or explanation. This 

black box facilitates a “smooth” experience for users while discouraging 

critical engagement or deeper curiosity.

Let’s probe connectivity further by looking at one of the physical infra-

structures that makes the internet “go”: fiber optic cables underneath the 

ocean’s surface (figure 18.2). A paltry few cables connect the most popu-

lous continents of the global South (South America and Africa) with one 

another. But large numbers of cables connect once- colonized places with 

the nation that formerly colonized them. Still- larger numbers of cables con-

nect locales of great political or economic power, such as Los Angeles and 

Shanghai, or New York and London. This reveals how the internet’s fiber 

optic cable architecture is not neutral but actually reflects political and eco-

nomic relationships.

For example, consider a 2018 deal struck by two small island South 

Pacific nations in the developing world (Papua New Guinea and the Solo-

mon Islands) and their powerful neighbor (Australia). Concern about the 

Figure 18.2
Fiber- optic cable map (source: ThriveGlobal).
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Chinese telecommunications company Huawei’s entry into the region 

had originally sparked Australia’s interest in this strategic 2018 agreement, 

which was supposed to improve internet access and affordability by con-

necting the three countries via fiber optic cable.8 This example reveals how 

a political agreement (in this case, a move intended to fend off Chinese 

intrusion) can drive a technical decision about the design and engineering 

of a set of cables.

What If Government and Corporate Technology Intersect?

Connectivity in China, of course, has different connotations and implica-

tions than it does in Australia, North America, or the small South Pacific 

islands. Understanding this is important because China is a huge force in 

shaping global technology. I’ve shared several provocative and fascinating 

examples from China so far. But I haven’t written extensively about its most 

powerful tech companies, such as TenCent, Baidu, and Alibaba because it 

was impossible to get employees of these companies and their users within 

the country to speak to me on the record. Off the record, those with whom 

I did speak repeatedly identified two important themes driving the strate-

gies of Chinese technology companies: growth and the kinship between the 

corporate world and the government.

China presents an example of how a nation’s culture, politics, and values 

can shape the ways it designs technologies that spread both within and 

outside its borders. China’s technology industry is aligned with the inten-

tion of its government to exert its influence— not only domestically, which 

it does with expansive enthusiasm, but also across the world. Led by Presi-

dent Xi Jinping, the world’s most populous country announced in 2017 

that it would pursue the trillion- dollar Belt Road Initiative (also known as 

One Belt, One Road) for tech development (figure 18.3). The project, whose 

name alludes to the famous Silk Road trade route, seeks to reestablish China 

as a global power with global influence. To achieve this goal, the Belt Road 

will span sixty- eight countries and focus on a “vast loop of new, Chinese- 

funded, transportation and energy projects … through Central Asia to East-

ern Europe, and then back around the Horn of Africa and on to South 

Pacific.”9 It might include solar- powered, perhaps even automated freight 

trains that will run for thousands of miles, connecting Eurasia and linking 

China to Europe via the Middle East.10
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The Chinese tech insiders with whom I spoke (again, off the record) were 

almost uncannily in sync. Each one expressed to me the importance of 

one particular strategy for growth: success in numbers. They explained that 

government officials, executives, and even they, as employees or tech users, 

do not see themselves being in competition with each other. Instead they 

present themselves as a united front seeking one outcome for their country 

and its corporations: demonstrable evidence of growth and influence. This 

outcome could be expressed in terms of revenue, profit, number of users, 

or other measures of influence, but it is also revealing of a collective culture 

toward work. When I spoke in 2018 to a female Chinese executive at a tech 

company valued at more than $400 billion, she summed it up succinctly, 

saying: We live to work and work to live.

Where China’s international ambitions will go remains to be seen, as 

does the pushback they may receive from other parts of the world. But Chi-

nese technology uniquely represents a clear alignment between the state 

and its businesses, a position quite unlike the one we see in the United 

States. Consider actions the US Department of Justice has taken in 2018 

alone: it accused Facebook of violating the Fair Housing Act, took the 

company to court in an effort to force it to wiretap gang members under 

Figure 18.3
China’s expansive Belt Road Initiative.
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investigation by the government, and charged over a dozen Russian nation-

als and Russian groups with using the Facebook platform to commit a crim-

inal conspiracy to defraud the United States.11 All of these situations are 

nearly unthinkable in China, I was told. One cannot have a sustainable 

enterprise of any significant size in China without carefully coordinating 

with the state. And in the private sector, it is unacceptable to take a political 

or economic position at tension with the government.

A vivid example of this is in the Chinese social credit system, a dys-

topian condition of present- day life that I discuss in chapters 10 and 16. 

Enforced by an algorithm- driven reward/punishment system, there is little 

transparency regarding the criteria used to “score” citizens’ behavior, or 

little accountability for the invasive structure of surveillance that builds 

on an already problematic system of financial credit. The Chinese social 

credit system is not simply the integration of technology into government 

functions, but rather a total license to use data to control the lives of its 

citizens.

This system does not capture all that Chinese technology is, but it pro-

vides a potent example of how powerful and involved the state can be in 

shaping technology, especially in a cultural context where unity, coordina-

tion, and control are fairly aligned with traditional values. The country has 

no shortage of successful tech platforms: for example TenCent’s WeChat, 

a service with over 1 billion users, has managed to integrate messaging, 

social media, and mobile payments, all into a single platform. Very few 

of us know this, but TenCent was actually worth more than Facebook by 

$72 billion as of March 2018.12 As a major player in the global technology 

industry, this powerful Asian nation demonstrates a whole host of possibili-

ties both troubling and promising about how we might think of technolo-

gies in the future and around the world.

New Frontiers

The numbers are astounding: From 2012 to 2017, 1 million people joined 

social media every single day.13 And during that same five- year period, we 

have seen an incredible rise in access to mobile technologies and to internet 

and social media connectivity across the world—an increase of 82 percent, 

or almost 1.7 billion people.14
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In the coming chapters, starting with Africa and continuing into Latin 

America, I discuss breakthroughs in places that we often overlook when we 

talk about innovations and developments in tech. Yet these are the places 

where the internet is most quickly spreading. The examples from the com-

ing chapters show the power for us all, regardless of who or where we are, 

to be technology innovators: to design, engineer, and shape technologies 

in our image as users and communities.



How many of us would have guessed that Africa beat the Western world to 

the punch when it comes to the innovative technology that allows us to 

pay our bills via mobile phone? In this chapter we’ll look not only at how 

tech corporations aim to market their goods and services in Africa, but also 

how grassroots ingenuity on the continent has given birth to many of the 

technologies of tomorrow.

Who Is Sophia, and What Brought Her to Ethiopia?

Sophia, a Saudi Arabian citizen, made her way to Ethiopia in July 2018 

for the nation’s Information and Communication Technology expo. She’d 

already achieved “fifteen minutes of fame” some two years earlier: during 

a 60 Minutes appearance with Charlie Rose, she flummoxed the seasoned 

interviewer by coming on to him with “a good pickup line.” Sophia may 

not always be a flirt, but she is indeed attractive, sharing some of Audrey 

Hepburn’s delicate features (figure 19.1).1 Did I mention that Sophia is a 

robot?

The Hong Kong– built Sophia can have basic conversations, answer ques-

tions, and make facial expressions. In preparation for her meeting with 

Ethiopian prime minister Abiy Ahmed, Sophia learned the Amharic lan-

guage spoken by most in the country. But in a surreal twist, the meeting 

had to be rescheduled when some of her parts were lost at the Frankfurt 

airport a week prior to the event.2

Sophia’s visit to Ethiopia symbolizes Africa’s role as a playground for 

new digital technologies. But the path that these technologies will take 

on the continent has yet to be determined. The relatively late arrival of 

19 African- Born Technology
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the digital economy in Africa is partly responsible for this uncertainty, but 

it may be an advantage of sorts: as Africans experiment with technology, 

they stand to benefit greatly from looking at examples across the world— in 

particular the dramatic successes and shortcomings of Silicon Valley. The 

continent’s young and growing population, its incredible natural resources, 

creative ingenuity, and independence from traditional wired infrastructures 

all point to a digital future defined by and for Africans.

There are reasons to believe the hype, ones that might surprise you. 

For example, the infrastructures for mobile technology connectivity are 

impressive across Africa’s most wealthy nations. Kenya, for example, has 

the world’s fourteenth- fastest mobile internet speed. That’s twice as fast 

as the global average. And it is well ahead of the United States (which is 

twenty- eighth) and South Korea (which boasts the fastest fixed internet 

connection speeds in the world).3

Western and Chinese giants increasingly see opportunities in Africa to 

sell their products, access new markets, and perhaps even rethink how to 

design their technologies. Apple, Amazon, Google, Facebook, Microsoft, 

and many others are moving in all over the continent, setting up shop in 

urban hubs such as Johannesburg and Cape Town (in the south), Nairobi 

Figure 19.1
Sophia and the president of Ethiopia (source: @realsophiarobot).
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and Kigali (in the eastern and central region), and Accra, Lagos, and Abuja 

(in the west). The Chinese companies on the continent are involved not 

just in technology initiatives but nearly every other infrastructure imagin-

able, shaping economic relationships and expanding the sphere of Chi-

nese political influence. Alibaba’s founder, Jack Ma, just launched the 

$10 million Netpreneur fund to support at least a hundred young African 

entrepreneurs in the coming decade.4 In August 2018, he told a crowd 

that every African country should encourage young people to take advan-

tage of good tax conditions for startups. But, as he also went on to say, “I 

believe today we should not talk about the robots and artificial intelligence 

in Africa. We should talk about innovative ways to solve job creation for 

Africa.”5

One thing is clear, whether we speak of foreign influences or businesses 

that have grown on the continent: Africa is a hot new tech frontier, a place 

upon which visions of a digital future are projected.

As I conducted my field research for this book in the East African 

nations of Uganda, Kenya, and Tanzania, I commonly encountered signs 

of Chinese and US influence in the marketplace as well as business people 

from both nations. I was especially troubled to see that high school stu-

dents are being offered classes in US and European history more often 

than in African history, and how indigenous cosmologies and languages 

are rarely taught in schools. Even national parks have been named after 

British scientists and explorers. It made me wonder: Could new technolo-

gies coming out of Africa recognize and build upon the cultural histories, 

diverse traditions, and languages that these countries have to offer, rather 

than barely acknowledge their existence? This and the coming chap-

ters (20 and 21) show that, yes, such innovation is alive and well on the 

continent.

Uber in Africa

Several tech business successes have already emerged from the ground up 

in Africa. In 2012 the e- commerce group based in Nigeria, called Africa 

Internet Group (AIG), became Africa’s first tech unicorn (a privately held 

startup valued at over 1 billion dollars).6 But AIG, which owns a variety 

of other startups, relied on foreign support to earn the unicorn designa-

tion. The combined investments into AIG from Goldman Sachs, Rocket 
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Internet (a group based in Germany), and AXA (out of France) are a symbol 

of international recognition of Africa’s growing power in the tech world.7 It 

is also emblematic of a new economic trend in which the African markets, 

bolstered by tech, are less defined by the price of oil and other commodi-

ties than ever before. A TechCrunch contributor summarized the changing 

dynamic in 2016, stating, “Even as Nigeria, the continent’s largest economy 

and oil producer, takes hits from lower commodities prices and China’s 

downturn, it is still producing billion dollar tech companies.”8

In another example, consider the rise of Uber across the continent. I 

discussed in chapter 11 how the Wall Street–backed rideshare company 

had “commandeered” three- wheeler rickshaws in Dar es Salaam. A trip to 

Nairobi, Kenya’s capital, will show how Uber has tried to take over travel 

in East Africa. Dozens of street advertisements plastered seductively along 

central city blocks promise efficiency, convenience, safety and affordability, 

suggesting that you too, like the attractive young Kenyan in figure 19.2, can 

be part of the hip, modern, digital economy.

Some of these promises are based in truth. Digital technologies like Uber 

may mitigate the corruption that often takes place in informal economies. 

Formalized methods of negotiating economic relationships involve sys-

tems of security, oversight, and price transparency, and thus come with a 

badge of legitimacy. But in so doing they may conflict with, even violate, 

the economic and social systems that people have long followed. A digital 

technology, then, may promise “disruption” in an anti- corruption sense, 

while also “disrupting” the valuable cultural and social connections that 

local communities have forged through generations of gathered wisdom, 

negotiation, and human ingenuity.

While visiting several East African nations I had the chance to speak to 

a few Uber drivers. Not a single one was a fan of the company, and many 

had figured out creative workarounds. Some used the service to meet cus-

tomers and then exchanged information with them outside the platform to 

maintain and support relationships that they, rather than the app, would 

manage.

Most of the drivers I met (as well as local people generally) pointed out 

the unfair, unjust, and even violent resource extraction of oil, minerals, 

and (more recently) data from the continent. The Western world has long 

had an interest in exploiting Africa’s resources— everything from slavery and 

indentured labor to minerals and oil— by keeping the profits for itself and 
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leaving African nations further disenfranchised. These drivers told me that 

all the “good” promised by Western technological efficiency might be just 

the latest Trojan horse.9

Exploitation, however, can also breed resistance. In Kenya there have 

been numerous strikes by Uber drivers who now refuse to use the plat-

form.10 Others rejecting Uber say they will try to offer services in tandem 

with the ubiquitous, cash- based matatu minivans that cross the city and 

country (see chapter 21). Such public transit systems reflect a widely shared 

sense that transportation, and life more generally, is a social and collective 

experience, unlike Uber’s individual- based ride experience.

Figure 19.2
An Uber ad in Nairobi capitalizes on the rideshare’s cosmopolitan appeal.
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Support also exists for local, app- based rideshare alternatives. In Uganda, 

apps such as Taxify, Mondo, and Spesho might individually lack the invest-

ments backing Uber (and therefore the ability to artificially lower prices 

through investor subsidies). But together they may be able to compete by 

offering value that Uber’s greater financial resources cannot match. One 

initiative, called SafeBoda, uses GPS technology to link clients to a boda 

boda, or motorcycle. With the exception of matatus, travel by boda boda is 

the cheapest and most common form of transport in the country. Tradition-

ally, the passenger rides without a helmet on the seat behind a motorcycle 

driver who weaves through intense traffic, at times going the wrong way 

down one- way streets. The SafeBoda, in contrast, has improved upon these 

problems. It makes a dangerous form of transportation far safer because 

the company has rewarded drivers with higher and more secure wages for 

driving safely. Local innovation can thus provide value to passengers, driv-

ers, and a local company. But Uber seems to have caught on. The rideshare 

is attempting to gain back lost business by offering a UberBODA option 

within its app.11

African Ingenuity

At age ten, Kevin Doe, from the West African country of Sierra Leone, began 

to build electronic transmission devices out of discarded scrap and to engi-

neer his own batteries. At sixteen, Doe was chosen as the youngest- ever vis-

iting practitioner at MIT. He then returned to Sierra Leone to help develop 

free electricity for individuals in rural areas. His innovation allowed electric-

ity to be powered through a person’s shoe, simply by walking. Doe is one 

of Africa’s brightest young tech stars— a powerful reminder of the talent we 

might be disregarding when we see him as just a “user,” and a teenage one 

no less. Because Africa has the fastest growing population of any continent 

in the world, it is also home to the youngest population.12 Currently, 60 

percent of Africans are under age twenty- five.13

A number of efforts are underway to harness the potential of young, cre-

ative Africans to be leaders in areas of technology. In July 2018, the African 

Institute for Mathematical Sciences announced the launch of its masters’ 

program in Machine Intelligence, the first of its kind to open in Rwanda.14 

Facebook and Google backed the program, which was designed to eventu-

ally expand into other African countries. The institute realized the need for 

such a program because the talent pool in the AI developer community did 
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not represent the world’s diversity. Not only can this lack of representation 

perpetuate biases on a global level, but it can also result in missed opportu-

nities. This is an example of innovation that can emerge out of Africa— or 

out of any region, for that matter— that simply cannot be fostered from afar.

Looking to learn more, I spoke with the Africa- based tech journalist Toby 

Shapshak about digital technologies and the continent. In our conversation 

we were mindful that speaking in terms of “Africa” tends to be homogeniz-

ing. The continent is a deeply diverse landmass upon which some 1,500 to 

2,000 languages are spoken by peoples of profound cultural and economic 

diversity.15

In a TED talk Shapshak gave in 2013, he spoke about why Africa has 

become a center for such important technological developments.16 He 

points out the pay- as- you- go SIM card was an idea pioneered by Vodacom 

in Africa in the early 2000s, as were services like iCOW that help farm-

ers sustain their dairy enterprises and preserve food security in Africa. In 

Shapshak’s view, Africans were able to produce these kinds of innovative 

technologies because they had to.

Technology is a problem- solver, he argues. More solutions will arise 

where there are more problems. And the solutions Africans develop might 

be ones that we can apply elsewhere. The insights I share in the coming 

pages make a different point, however: what we see as a problem might just 

be a constraint that can be readily overcome.

Why? The answer goes back to Africa as the home to vast diversities 

in thought, knowledge, and history. Such a richness of cultures presents 

new technological destinies and implementations. In a global tech market 

currently saturated with Western and Chinese influence, African ingenuity 

could disrupt the disruptors.

For instance, the lack of electrical grids throughout Africa has stirred a 

number of off- the- grid power startups such as Greenlight Planet, d . light, 

Off- Grid Electric (OGE), M- KOPA Solar, Fenix International, and BBOXX.17 

Drones, generally seen as a sophisticated technology “flown in” from the 

wealthier parts of the world, deliver medical supplies to remote regions 

in nations like Rwanda.18 Even those who’ve had less formal engineering 

education (meaning those outside of the professional class on the conti-

nent) are technology innovators. Across the continent’s cities a great deal 

of street- based hardware repair takes place, giving new life to technolo-

gies that in the Western world would be treated as obsolete (such as old 

iPhones).
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The ingenuity that thrives on the streets of African cities, and indeed 

in much of the global South— from extracting metals out of supposedly 

defunct machines to creating new synergies between machines— raises a 

fascinating question: What truly is innovation? Is it designing devices to 

die within a few short years? Or is it being resourceful and recycling them 

so they can continue to live?

The “short- lived” approach forces dependency by consumers and has 

in part contributed to Apple becoming the world’s first trillion- dollar com-

pany. But what has this approach toward perpetual buying and selling 

produced, aside from wealth for the Silicon Valley giant? Apple’s planned 

obsolescence is not the same as the Monsanto Corporation plan to pat-

ent seeds designed to die after a certain period of time. But is it so differ-

ent given that left-to-die devices could become toxic waste? The “recycle” 

approach, embraced across Africa, focuses on doing more with less. It recog-

nizes the economic constraints most people face as a launching point from 

which to develop resourceful solutions to extend the life of technology. We 

can look at this comparison and ask the question: Which way do we want 

to live?

Perhaps the most remarkable example of how culture and context have 

informed technology across Africa comes from the rapid increase in mobile 

phone use, which provided individuals and families new opportunities for 

sharing and exchange. Based on the observation that mobile phone users in 

Africa often worked around the constraints and shortcomings challenging 

their daily lives because they had no other option, the telecommunication pro-

vider Safaricom was among the first in Uganda to offer several options to 

help break down barriers preventing growth in local economies. Sambaza, 

for instance, a service by which Safaricom users shared their “talk time,” 

grew into M- PESA, the continent’s first offering in mobile money transfer 

(see figure 19.3). As of 2016 more than half of the 282 mobile money ser-

vices worldwide are located in Sub- Saharan Africa.19

M- PESA, which developed because a great portion of the African popu-

lation had no easy, reliable method to exchange money with one another, 

allows its users to pay for goods and services via credits linked to their 

mobile phone accounts. It operates from almost anywhere through a net-

work of agents such as sugarcane merchants, small food stands, and other 

local businesses. The concept has proven to be a great deal for users and 

the mobile phone providers alike: with at least 100 million active mobile 
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money accounts across numerous African countries, the telecom compa-

nies are making more while charging users far lower transaction fees than 

the banks.20 Unsurprisingly, there’s been a pushback from banks and gov-

ernments. Together these powerful and traditional institutions recognize 

the threat this innovation poses to their once- top position in the financial 

hierarchy.21

Today, mobile money initiatives have spread across the continent.22 

Neighboring Somalia, a far poorer country, has a nearly cashless society, 

relying on mobile money services that offer free subscriptions and low 

transaction fees.23 Also an analogue now exists in the banking world. 

Figure 19.3
Ubiquitous M- PESA signs in Kenya.
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Kenya’s Equity Bank has been lauded for not rejecting people who want to 

create an account, no matter how little money they may have.

Achieving the win- win situation that comes from including most of the 

population just involves reimagining what banking, and technology itself, 

should look like given the peoples and places with which the financial sys-

tem intersects. And it’s not just about money— SIM cards and Bluetooth 

features of cell phones are being used by Africans in places like Mali and 

Algeria to swap music. This is creativity in action— using the phone in an 

unintended way to share local music, even favorite Bollywood tunes.24

Following the mobile money lead, we can see how so- called disadvan-

tages, such as lack of infrastructure, lack of power grids, and lack of orga-

nized local governments, can really be better understood as opportunities. 

But when large technology companies notice such digital engagement, 

they can also see the continent’s potential as a fertile “emerging market”: a 

place where significant numbers of “untapped” users can be brought into 

the fold to expand the consumer base (and more importantly, increase 

company profit).25

The “emerging markets” strategy is consistent with a long tradition of 

“digital divide” work done worldwide by non- governmental organizations 

(NGOs). Under the banner of decreasing the “divide” between countries 

with digital access and those without, NGOs have viewed the spread of tech-

nologies from the wealthier parts of the world to the global South largely as 

an unremitted good. And they’ve often ignored the question of who profits 

or benefits from this spread.26 Such was the logic of The Fortune at the Bot-

tom of the Pyramid, a corporate tech bible that Bill Gates praised as offering 

“an intriguing blueprint for how to fight poverty with profitability.”27 The 

 bottom of the pyramid is far wider than the top, and even if those at the bot-

tom have fewer resources per capita, together they represent a potentially 

greater revenues and profits for foreign and corporate interests.

Google’s AI Lab in Accra

Google, too, is active across the African continent.28 In 2017, the company 

announced a five- year, $20 million initiative to award grants to nonprofits, 

such as Gidi Mobile and Siyavula, two African startups that provide free dig-

ital learning for hundreds of thousands of low- income students. In 2018, 

Google awarded an additional $5 million in grants for its Impact Challenge, 
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a program that asks innovators how their designs could make a difference 

for their community.29 These grants aim overall to prepare millions of Afri-

cans for jobs of the future by expanding opportunities for education and 

employment. But they also support startup initiatives by providing men-

torship and access to working space and advisers. The grant funds are not 

just restricted to tools that benefit Google, however. They can be used for 

training in digital journalism and other areas that could truly empower 

individuals living on the continent.30

But here’s a Google move that’s getting much more attention than funds 

and grants: the company announced that it will build an AI lab to open in 

2019, based in Accra, the capital city of the West African nation of Ghana.31

Is this lab motivated by Google’s desire to resolve mistakes its AI systems 

have made, for example with an image- search algorithm that mistook black 

people for gorillas? Is it an attempt to enter new frontiers where there is less 

regulation and governmental interference now that the European Union 

has stricter rules under the General Data Protection Regulations legislation 

(GDPR)?

I had these speculative questions in mind before I talked with Mousta-

pha Cisse, the incoming director of the lab. This young computer scientist 

from Senegal, who is also a co- founder of the BlackinAI online commu-

nity, has long been active in conversations regarding race and algorithms.32 

His multiple college degrees and experience working in North America and 

Europe, he told me, make him the exception, not the norm, relative to fel-

low African technologists.

Cisse is concerned that AI systems reinforce the values and biases of the 

places and peoples in the world who were first online. The lab, he told me, 

is a response to this problem, and will incubate products that learn from, 

rather than objectify, African users.33

From my perspective, the clear intention of a for- profit company to 

expand its presence in parts of the world that are relatively new to the inter-

net warrants questioning— no matter how well intentioned any of its staff 

may be. Are Google’s attempts to design better AI for and about Africans 

geared to benefit Google, or will they also help African users?

When I asked Cisse about the possibility that Google’s motives for 

expanding on the continent are less altruistic than avaricious, he resisted. 

It is inappropriate, he said, for a non- African to question what types of 

relationships with technology might be empowering for the people of his 
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continent.34 Fair enough, I responded. But my questions are not merely 

about Africans, they are focused on the agenda of a North America– based 

company that has reached a market cap valuation of nearly a trillion dol-

lars. Should we not worry that the company will use its outsized wealth 

and power to benefit its bottom line first and foremost? Cisse brushed off 

my concerns, telling me, “We (Africans) are extremely happy to see this 

opportunity happening at home and are sure it will serve our good. When 

we Africans think something is good for us, who else can say, ‘no this is not 

good for you’ and not be paternalistic?”35

African Ascension

My conversation with Cisse was eye opening. Google now refers to itself 

commonly as an AI company, and he is genuinely excited to lead its AI 

development efforts on the continent.36 He’s right to imply that from my 

privileged position as a professor in the United States it is easy to ask such 

critical questions of the company. I can only imagine the challenge for a 

Google employee like Cisse, dedicated to using company resources to sup-

port others on the continent, to engage with the criticism I can so freely 

explore. I have no skin in the game that Cisse’s life goals and livelihood are 

riding upon— and that’s a privilege, for sure.

But it’s still worthwhile to ask tough questions and address conten-

tious issues especially in the early chapters of African technology. Consider 

Cisse’s comments relative to those of another African, the Cameroonian 

political philosopher and scholar Achille Mbembe. He has critiqued the 

universalization of Western European thought and its treatment as neu-

tral and “naturally” beneficial to African peoples. Africa’s leading role in 

technological innovation, he has written, must be considered in the spe-

cific context of an African history fraught with the traumas of European 

colonialism.37

And yet, as Mbembe points out, colonialism remains very much part of 

the African story, revealed in examples like unjust labor and mining and 

mineral extraction.38 In many ways, the ongoing plunder of resources on 

the continent is tied to digital technologies. The mineral coltan, for exam-

ple, which powers our mobile phones, is extracted from Mozambique and 

Democratic Republic of Congo; as of 2012 those African countries were 

among the biggest coltan producers worldwide, along with Australia, Brazil, 
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and Canada. The labor practices, environmental impact, and shady politi-

cal arrangements associated with gathering this mineral are troubling, espe-

cially because they are subject to little scrutiny. In the Congo, the extraction 

of coltan, and of other minerals and natural resources (most notoriously 

diamonds), has resulted in human rights violations and spawned civil 

wars.39 Reports from the UN Security Council reveal that Congo’s neigh-

bors, Rwanda, Uganda, and Burundi, were involved in smuggling coltan 

from Congo and using the revenues to sustain their war efforts. The Rwan-

dan army made at least $250 million doing this, but denied Congo any of 

the money.40 According to numerous accounts, child laborers as young as 

twelve can be found at work in coltan mines.41

Despite this exploitation, Mbembe sees Africa as “the last frontier” or, 

more pointedly, as “the last territory on earth that has not yet been entirely 

subjected to the rule of capital.”42 Many untapped resources remain on the 

continent, and he estimates that by 2035 these resources may have been 

pivotal in helping to create the youngest and most dynamic population in 

an ageing world.

Africa, like other developing regions worldwide, has “leapfrogged” from 

the “age of iron to the digital age” without a linear step- by- step path of 

development, the way Western countries have historically tended to do.43 

For many Africans new technology has meant a leap from no electricity 

to solar- power without needing to depend on the electrical grid. Similarly, 

many Africans have jumped from having no access to banking of any kind, 

straight into mobile banking, skipping over a middle phase dominated 

by local, brick- and- mortar bank branches. Mbembe describes this type of 

development as a “constant, permanent innovation.” But, he asks, “How 

do we make sure that this inexhaustible capacity for innovation is at the 

service of a bigger kind of creation that can propel the continent?”44
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I’ve shown throughout this book how algorithms make it possible for 

machines to learn from the data sets they are trained upon and thus become 

“intelligent.” They promise efficiency, a key to the future, and a way of 

providing “answers” that affect most of the global population’s daily life. 

But AI has a “black box” problem: we the users don’t have the ability to 

understand how algorithms arrive at a decision or make predictions. And 

even if we did, their creators (usually engineers and private corporations) 

almost always keep the inner workings secret.

What’s happening with AI development in Africa— aside from the AI lab 

that Google is set to open in Ghana— now that the continent has “leap-

frogged” into the digital age? In this chapter I look at AI efforts in Africa 

coming from outside the corporate world, specifically in Uganda. What if 

AI became a field of inquiry that belonged to everybody on the continent, 

and was applied to support its diverse cultures and regions? Could that 

happen without making personal data available to powerful corporations 

thousands of miles away? Can we apply lessons from Africa to how we work 

with AI around the world?

A Model Lab at Makerere

My story shifts now the East African nation Uganda— and to the AI & Data 

Science research lab at Makerere University in the capital city of Kampala. 

By showing that digital technologies can be imagined and designed by Afri-

cans, for Africans, the lab, a nonprofit public institution, is fulfilling its 

potential to become a model for the rest of the world. Researchers at the lab 

have been working on AI systems to address resource management, public 
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policy and governance, agriculture (see figure 20.1), transportation, and 

health.

I had known about the AI & Data Science research group for some time 

before my visit in July 2018, thanks to journalists and scholars such as 

Gregg Zachary. In one New York Times article Zachary described the lab’s ori-

gins, when a Ugandan student, newly home with a doctorate in computer 

science from a Norwegian university, founded the College of Computing 

and Information Sciences at Makerere in 2005. Before that, only relatively 

simple tasks such as writing very basic software and using network com-

puters were taught at the university. But, as Zachary explained, Uganda’s 

Figure 20.1
Crops monitored using AI lab technology (source: Makerere University).
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economic prosperity had propelled many within the nation’s middle and 

upper class to pursue engineering and science degrees. An overwhelming 

number of undergraduates enrolled, causing the faculty to schedule extra 

classes at midnight to accommodate the students.1

The AI & Data Science group’s successes, both in designing systems and 

publishing its research, are evidence that technological achievement can 

reach great heights if the process is driven from universities on the conti-

nent and the communities they serve. These researchers share a passion to 

engineer AI systems by Ugandans for Ugandans. For instance, the group has 

tethered mobile phone cameras to solar panels scattered around Kampala 

in order to monitor the city’s traffic, a massive problem faced by its 5 mil-

lion residents. Another example is Mcrops, a tool connecting cell phones 

with low- cost spectrometers and pattern recognition software that will 

identify and diagnose viral crop diseases in cassava plants, and thus help 

farmers stop the spread of disease.2 Also notable is Kudu, a mobile auction 

market using farmer and trader input about commodity price, availability, 

and location to match compatible buyers and sellers.3 One former Makerere 

student, Brian Gitta, won an Africa- wide prize for developing a way to auto-

mate the diagnosis of malaria with digital microscopy and a mobile phone.4

The group’s director Ernest Mwebaze, a youthful, soft- spoken, and 

thoughtful faculty member at Makerere, hosted my visit to the lab. Ernest 

introduced me to several colleagues including Julianne Sansa- Otim and Engi-

neer Bainomugisha (all three are equally young, under age forty). When I 

spoke to Julianne she explained how rare female computer scientists are 

in Uganda, and how her early training in an all- girls school had helped 

developed the confidence necessary to find her place in this field.5 Engi-

neer explained how from a young age (literally the day his parents named 

him!) he was encouraged to work with technology.6 When the AI lab first 

began, there were but two individuals from the university who had received 

doctorates in engineering- related fields. Today there are forty, an incred-

ible increase given how disadvantaged African universities are when it 

comes to accessing scientific equipment and subscribing to costly academic 

publications.

The researchers at Makerere are in a bind, however. Because they depend 

on foreign funding, they need to frame their work to appeal to donors 

located thousands of miles away. Yet they must also create locally relevant 

products and, where possible, collaborate with other Ugandans. A conflict 
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of interest might occur when a project with funding tied to outcomes that 

increase the national GDP overlooks farmers whose crops don’t contribute 

greatly to the overall economy. Cultural values and customs are also likely 

to be marginalized when pursuing top-down “development indicator” 

goals because solutions applied on a broader public level tend to homog-

enize social constituencies.

AI systems are largely influenced by three factors: software code, data 

sets, and the domains to which they are applied. At the research lab in 

Uganda, systems are being trained by data that originate from Uganda 

itself, including data about its local air pollution, traffic, and cassava plants. 

The technologies developed by the lab thus far are deterministic, that is, they 

have “right” or “wrong” answers that are agreed upon by nearly everyone. 

Most would agree that cassava and human disease, just like air pollution 

and traffic, are negatives and should be minimized.

But it’s not always that straightforward. In some communities, for exam-

ple, the strain of cassava most resistant to disease is not grown but instead 

prematurely uprooted and sold. Why? Because the farmers wish to work  

with crops susceptible to disease and learn to combat it. Cultural factors 

like these challenge the simplistic assumptions scientists and technologists 

often make about the lives of those they claim to serve.

AI systems in Uganda do have the potential to empower cultural diver-

sity, although no current projects underway at the lab are specifically aimed 

to do so. Looking to the future, AI in Uganda could be designed to help 

citizens share political perspectives, techniques of harvesting crops, or ways 

of planning for natural disasters.

Outside the university a team of researchers in the rural communities 

of Kasenda, Buheesi, and Rubona, all in the Kabarole district in western 

Uganda, conducted a study on how communities would engage in water 

management practices in villages without clean water.7 The team deter-

mined that to have an effective water management system, the communi-

ties needed a sustainable and culturally conscious financial management 

system to ensure regular payment and collection of water- use fees. They also 

learned from mistakes made by a non- Ugandan agency. In the past water 

management development projects had moved boreholes (the shafts in the 

ground from which water is extracted), to locations far closer to people’s 

homes. This proved to be a huge error because it overlooked the social util-

ity the borehole provides when placed some distance from the community 
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it serves. Like a village well or the office water cooler, the borehole is not 

merely a place to get water but a public space where people come to social-

ize, communicate, and meet one another. The development agency– funded 

NGOs wasted money and time by moving the boreholes because they did 

not understand the cultures of the people they worked with.

These examples show how important local knowledge is to the design 

of tools that actually serve users in Uganda. Engineering, mathematics, and 

computer science cannot be exported from afar, or dropped into commu-

nities from the clouds. Otherwise we get what Fiona Ssozi, a lecturer at 

Makerere, described as pilotitis, the all- too- common situation in which new 

technologies introduced into the developing world fail to survive beyond 

the pilot phase.

Homegrown AI

No single label (except multitalented, perhaps) can fully describe Daniel 

Mutembesa. He’s a poet, musician, DJ, semi- professional dancer, national 

Karate champion, and, of course, an engineer— all despite being only 

twenty- seven years old. When I met him front of the AI lab at Makerere we 

became fast friends and immediately fell into a spirited conversation about 

the cultures, traditions, and politics of Uganda. I was fascinated to meet 

someone in the lab who saw his work in computing as perfectly aligned 

with his interests in supporting his countrymen.

Mutembesa took me off campus to different and interesting parts of the 

city in his tiny Korean car. He taught me the indigenous names for Ugan-

da’s national parks. By using these names he hoped to revive interest in 

the histories and traditions of his country. Part of the incredible diversity 

of Uganda comes from its more than forty indigenous languages. They are 

spoken in local communities without a national language to lean on for 

universal communication, except for the English used primarily in metro-

politan areas.8

Like nearly everyone in Uganda, Mutembesa comes from its tribal regions: 

the Ankole and Tooro parts of the southwest of the country (the latter bor-

ders the Democratic Republic of Congo). Learning about his nation opened 

my eyes to a sad trend of historic and cultural erasure. Mainstream enter-

tainment produced for and accessed by Ugandan audiences often adheres 

to the Western brand, as when DJs fake American accents on the radio and 



210 Chapter 20

African TV programs mimic American Idol and Survivor. Western webpages 

dominate the internet. Mutembesa sees this as an invasion of national and 

cultural consciousness by Western norms and products.9 I asked him how 

the AI lab sees itself relative to these cultural and global forces. Is comput-

ing simply seen as a vehicle of “being modern” (aka imitating the West) or 

can it revive and support the identities and values of the culture’s richly 

diverse traditions and communities?

Mutembesa passionately believes in the latter. He is designing AI systems 

that learn from Ugandan farmers’ decisions about harvesting crops. He 

has built a machine- learning model that considers the way farmers make 

choices about using treatments that agricultural scientists suggest. Potential 

problems arise, he tells me, when applying a model developed from afar to 

the Ugandan context.10 But an alternate approach may come from under-

standing that the strength of game theory lies in the relatively few assump-

tions upon which it is built.

Game theory considers decisions made to either cooperate or com-

pete with participants in social settings, and the factors that shape these 

choices.11 The lab’s model allows the Makerere team to learn the unex-

pected. For example, they found that the National Agricultural Institute, a 

partner of the AI lab in Mutembesa’s project, has great sway with farmers— 

far more, in fact, then the lab would have in paying them to participate. 

Praise matters more than money; knowing this important cultural value, 

the team collaborated with farmers and applied technology to maximize 

yields and harvests.

Though it gained independence from the British in 1962, Uganda con-

tinues to face uneven relationships relative to the world’s political super-

powers. There is a tendency to blindly embrace the media, technologies, 

and ideas of Europe and the United States. As a result, Mutembesa says, 

“We, in Uganda, have a strong tendency to take on blanket recommenda-

tions. From our technology, to our research, to our systems of education 

and health, even the names we give to our lands and parks, we are forced to 

follow the funding and the rules of the funder.”12

What does this mean for the AI lab? The challenges it faces are local, 

the questions they wish to answer are local, the communities, plants and 

animals with which they work are local. But the funding models are not. As 

a result, the lab may not always be answering the “right” questions when it 

comes to serving their country.
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Why don’t these researchers move into the startup world and begin 

a chain reaction that could, eventually, create more wealth within the 

nation? The hurdles are too high. The national government gives almost 

no support to entrepreneurs. Unlike in nearby Nairobi, Kenya’s capital, 

there is little history of foreign investment in technology in the Ugandan 

capital and country as a whole. Researchers working in Kampala have more 

secure incomes than those working in business. The risks are too high for 

entrepreneurs to take on labor costs and invest heavily in their city and 

country. 

Nonetheless, Mutembesa remains hopeful. Despite the complacency 

with which Ugandans view their lives and the uncritical ways they tend 

to applaud the West, he believes in the deep, living heritage and identity 

within his country. That identity is evident in the land and in the lan-

guages, dances, and music from the nation’s numerous indigenous com-

munities. These forms of cultural expression are the “knowledge of the 

people,” he says, and are the “basis for which technology and innovation 

should be developed to serve our communities.”13

This example resonates with the perspective of Dambisa Moyo, an inter-

nationally recognized author from Zambia, and an economist specializing 

in African developmental economics. In her book Dead Aid she pulls no 

punches when she criticizes African dependency on foreign aid. Because 

of it, she says, “Misery and poverty have not ended but increased. [Aid] 

has been, and continues to be, an unmitigated political, economic, and 

humanitarian disaster for most parts of the developing world.”14

Moyo points out that Uganda, like many of its neighbors, is a youthful 

nation with 50 percent of the population younger than fifteen. She argues 

that aid disempowers this young population by placing her fellow Africans 

in a subservient position, elevating foreign goals over local creativity. Subsi-

dies for farmers guaranteed by the World Trade Organization, for example, 

might seem helpful but in reality they can harm local economies. Subsidies 

drive down the prices of staple goods and leave farmers in financial insta-

bility, unable to negotiate the terms by which they buy and sell.15 We can 

see evidence of this with global trade market, where Africa represents only 

2 percent of overall activity.16

My time in East Africa, and specifically Uganda, does not necessarily 

echo Moyo’s position. Certain types of aid, including a Google Research Ini-

tiative, have supported the development of the laboratory of scholars and 
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their students at Makerere, one of the continent’s top universities. Emerg-

ing from this has been impressive coordination among scholars, research-

ers, and engineers across all of Africa.

But has such aid forced a ceiling on growth? Makerere’s AI lab reveals 

that external aid, lacking concern for the culture and voices of Ugandan 

citizens, is no panacea. Uganda’s neighbor to the West, Rwanda, once faced 

a similar situation in relation to aid from the United States and the Interna-

tional Monetary Fund (IMF). Instead of simply taking the aid, Rwanda gave 

the IMF an ultimatum: let us accept your aid but on our terms, where it will 

enter the right hands and take the right paths to grow the economy.17 The 

push and pull of independence versus dependence is a common story when 

we look at technology across the world.



Kenya, Uganda’s neighbor to the east, has a buzzing technological ecosys-

tem. Its capital city, Nairobi, has even been dubbed “Silicon Savannah.” 

The name alludes to a promising array of startups, entrepreneurs, and inno-

vators blossoming across Sub- Saharan Africa. In this chapter I show how 

these tech firms reflect the cultures, constraints, and environments charac-

teristic of East Africa.

Large Western tech companies commonly open sales offices in countries 

and cities in the global South. But Nairobi is not just a corporate outpost 

for the West. It is a center for homegrown African technology— along with 

Accra (Ghana), Lagos (Nigeria), and Johannesburg (South Africa)— where 

internet- related education, jobs, businesses, and institutions continue to 

emerge. And the Western corporations have taken notice. When Facebook 

recently expanded onto the continent, Mark Zuckerberg visited Nairobi 

and its leading entrepreneurs several times.1 Google has been investing in 

Kenyan talent, too. IBM and Microsoft have also brought research labora-

tories to the region.2

Despite Nairobi’s thriving technological ecosystem, the region faces 

unique difficulties. East Africa, a problematic zone in Africa’s electricity 

crisis, has historically lacked essential infrastructure to connect to power 

grids or to establish landlines. The incredible diversity of the region adds 

layers of complexity that confound the idea of a one- size- fits- all develop-

ment model, including when it comes to digital technology. (Kenya, for 

example, features at least sixty- seven distinct languages and numerous dif-

ferent tribal cultures.3) So how did Nairobi, smack in the middle of this 

complicated picture, manage to become the Silicon Savannah, and do so 

without the influence of Western players?

21 Innovating from the Ground Up in Kenya
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The tech- buzz around Nairobi began in 2007. A weak, mostly nonexis-

tent retail banking system in Kenya (and in much of the continent) had 

made it difficult and inconvenient to transfer and exchange money among 

individuals, a factor that stymied the growth of small businesses and indi-

vidual enterprises. At the same time mobile phone networks were blossom-

ing across Sub- Saharan Africa. In 2002, one in ten people owned a mobile 

device in Tanzania, Uganda, Kenya, and Ghana, yet today they are almost 

as widespread as in the United States (89 percent of adults compared to 

82 percent in Kenya).4 Noting this, Safaricom, a branch of Vodafone and 

one of the leading telecom providers in the country, responded to that 

trend in 2007 and adopted M- PESA, the mobile money service I mentioned 

in chapter 19 (in Swahili, pesa means “money”).5

M- PESA technology works on even the most basic cellular phones. Sub-

scribers to the service can deposit money into an account tied to their cell 

phone numbers, send money to others via PIN- secured text messages, and 

redeem deposits on the phones as well. They pay only a small fee for send-

ing and withdrawing money. M- PESA serves as a “branchless” bank with a 

network of agents located at retail outlets.

Having passed its tenth anniversary in 2017, M- PESA still celebrates rapid 

growth and achievement.6 There are now 17 million users based in Kenya, 

Tanzania, Afghanistan, South Africa, India, Romania, and Albania.7 The ser-

vice has played a significant role in lifting many families out of poverty and 

has launched ordinary Africans, many still without bank accounts, into the 

digital economy. Today seemingly every mobile provider has created a pesa 

of its own, making mobile phone access the only requirement for engag-

ing in exchanges of all kinds across Kenya, and indeed across much of the 

African continent.

Mobile money is the most well known and pervasive of several grass-

roots tech innovations born in Africa. As we saw in chapter 19, the success 

of mobile money has everything to do with the power of context rather than 

an advanced achievement in engineering. In this case three factors— strong 

cell phone connectivity, weak banking systems, and the ways Africans 

interact and exchange informally— combined to make possible an innova-

tion that transformed the lives of millions.

To see another tech innovation in action, simply step onto a street cor-

ner  in nearly any African city (or, for that matter, in much of the global 

South). The matatu, a collectively owned and operated mode of minibus 
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transport, might seem like Western public transit to the uninitiated, but 

it’s not so simple because of how it operates. The key virtue is flexibil-

ity: the matatu system can accommodate low- income passengers and still 

remain profitable enough to support owners, drivers, and cash- collecting 

conductors.

Riding the matatu isn’t limited to the mundane experience of simply 

getting from place to place. It is also an immersive social space full of life, 

spirit, and noise (see figure 21.1). On Nairobi’s “Bob Marley” line, Jamai-

can, African, and hip hop music blasts from the minivan while conduc-

tors dance down the aisles and hang out the doors like acrobats. Animated 

Figure 21.1
A Nairobi matatu featuring posters of musical superstars.
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conversation takes place even among strangers. In these ways, the matatu 

represents the sense of community that infuses everyday life in Africa.

Individual matatu owners who hire drivers and conductors recognize 

that they alone cannot overcome the threat of fiscal instability. As a result, 

matatu entrepreneurs have banded together in Kenya in savings and credit 

cooperatives (SACCOs). These collectives invest the deposits of their mem-

bers in safe financial instruments; they offer loans, if necessary, to maintain 

the quality of their members’ services and insure their drivers and vehicles.

Contrast these bottom- up examples of African innovation with prob-

lems that accompany digital solutions imported from afar: Google recently 

attempted (unsuccessfully) to digitize payments within and across the 

matatu systems in Kenya. This disruption was presumed to be an efficient 

“solution” for matatu entrepreneurs, but it was rejected as invasive and 

unnecessary because it ignored local context, diminishing the roles and 

identities that drive the cash- based exchange economy of its community. 

To put it simply using M- PESA as an example, the homegrown mobile 

money system resolved a problem whereas Google interfered with one.

The Chinese company Xiaomi encountered its own import problem 

when it decided to market its Mi Band “smart watches” in Africa. A number 

of them sold across East Africa, but few actually worked. Why? The creators 

designed them for users who look like they do, rather than for customers 

the company wished to reach: the optical sensors in the watch don’t func-

tion effectively with dark skin. Imagine how these watches might have been 

different if they were designed with collaborators on the African continent. 

The sensors wouldn’t have been calibrated to light skin only, that’s for sure.

These examples reveal why technology, like economics and politics, 

must be read through the prism of cultural and social context. They show 

that designing for the world without listening to or learning from it is a big 

mistake.

Connecting All of Africa

Twenty years ago, Erik Hersman sat in an African studies class at Tennessee 

State University, a historically black college, learning about Sudan (where 

he’d lived since he was two) and Kenya (his home country). Hersman stood 

out in the classroom— and not because of his bushy beard or ex- rugby 

player frame. He was the only white person in it.
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 Hersman’s parents— white American linguists and cultural anthro-

pologists—had moved first to Sudan in 1977 and then to Kenya to pur-

sue their Christian mission. Hersman, who enlisted in the US Marines to 

pay for his college education, went back to the states to become a business 

major at Florida State University and spent a semester at Tennessee State as 

well. But after graduating, a combination of love for computers from his 

childhood in Africa and IT experience he’d picked up in the United States 

inspired him to return to Nairobi.

In 2008 Hersman co- founded the nonprofit crowdsourcing platform 

Ushahidi, the Swahili word for “testimony.” The technology, which allows 

its users to monitor everything from elections to outbreaks of violence to 

natural disaster recovery efforts, protects personal data and can be installed 

on one’s own server. It has now been used hundreds of thousands of times 

across the world: in Haiti (after the 2010 earthquake), in Nigeria in 2011 

(and in national elections in the United States), in Japan (the 2011 tsu-

nami), in Syria during the civil war, and with harassmap . org (a site that 

helps women report on sexual harassment and other abuses).

Ushahidi emerged as a response to the 2007 election crisis in Kenya, 

much like the way M- PESA emerged as a response to the absence of bank-

ing. Kenyans had begun to notice that reports they viewed on television 

differed from what they were hearing from friends and relatives. Then the 

government shut down local television, and international coverage pre-

sented its own flaws and biases. An opportunity emerged to design a tech-

nology to empower Kenyans to speak to one another directly, and to get 

instant information from the grassroots by sharing reports through texts, 

tweets, emails, and photos via an interactive map. Volunteer and humani-

tarian aid organizations have commended the “crisis mapping” that Usha-

hidi implemented during the relief efforts after the 2010 Haiti earthquake.

The platform’s use in places around the world reveals that technol-

ogy born in Africa can assist communities and causes thousands of miles 

away from the continent. When former US president Obama visited Kenya 

in 2015, he referred to Ushahidi as one of the great hallmarks of African 

innovation: “From Zimbabwe to Bangladesh, citizens work to keep elec-

tions safe, using the crowdsourcing platform Ushahidi— and that’s a great 

idea that started right here in Kenya.”8 The organization still maintains 

its pledge to avoid gathering personal data and has faith that people will 

deploy the technology as they see fit, as a tool rather than a “solution” 
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to social, cultural, or political issues. Charles Harding, Ushahidi’s former 

director of product management, tells me that’s the reason users developed 

trust in Ushahidi. It’s the opposite of Silicon Valley’s urge, as Harding puts 

it, “to create technologies to solve what they see as problems; which end 

up creating other problems.” As a result of that urge, he says, “there’s a real 

underinvestment in the power of human choice and creativity, social capi-

tal, and democracy.”9

Hersman has more recently focused his efforts on a for- profit business 

called BRCK, a company driven by the social mission to “connect Africa to 

the internet”— for free.10

After my time at the Uganda AI lab in 2018, I spent several weeks with 

Hersman and others in the Nairobi tech world. Hersman, Reg Orton, and 

Philip Walton are part of a lost tribe: foreigners who have spent large parts 

of their lives on the African continent. Walton grew up between Burkina 

Faso, Côte d’Ivoire, France, and the United States, and has gained experi-

ence in these places in logistics and supply chain management, real estate, 

and biometrics. After working with a tech developer team in India, Walton 

decided to help develop technology within Africa for Africans. His reason 

stemmed from the different cultural approaches to technology he encoun-

tered when asking engineers to think “outside the box.” Walton tells me 

that in India developers would question whether a world existed outside of 

the box. In Africa, where developers are unconfined and free thinking, they 

often respond with, “What box?”

BRCK’s Work under the Hot Sun

Hersman and his BRCK co- founders describe the way Africans approach 

problem solving with what Walton calls “constrained resourcefulness.”11 

Their goal is to provide their fellow Kenyans the baseline of internet access.

In Africa, technological ingenuity happens from the street up, a process 

Hersman has seen from the front lines. Indeed, I knew of Hersman first 

as a writer for his blog Afrigadget, where he tells stories of technological 

ingenuity in the informal economy. The Swahili term for this work, jua kali 

or “hot sun,” speaks to how laborious and intense such work can be. But 

rather than decrying or fetishizing it, we can learn from it—as innovation 

in action.

SupaBRCK is the current flagship innovation launched by Hersman 

and the BRCK team: this small, portable, solar- powered Wifi device can 



Innovating from the Ground Up in Kenya 219

connect people to the internet in areas with poor or nonexistent power 

and communications infrastructure. It allows anyone with a smartphone 

or laptop to connect either to the wider internet or to locally hosted con-

tent via a platform called Moja, an option that provides users with free 

internet access in exchange for taking a survey or watching an advertise-

ment. SupaBRCKs are designed to be rugged: they withstand dust and pollu-

tion, and if dropped they won’t suffer from the impact. In an environment 

where a standard Western logitech router wouldn’t survive, the SupaBRCK 

thrives.

Each SupaBRCK weighs just 1,200 grams. Although sleek and compact, 

it is powerful, providing connection to the internet via Ethernet, Wifi, 3G, 

or an LTE link. During power failures its ten hours of battery life make it 

extremely useful. But it can also serve as a hard drive, allowing people to 

watch videos and reduce the cost of streaming. The 500GB hard disk can be 

upgraded to 5TB, and several modems it can work with provide high- speed 

connectivity.

By 2018 the company had deployed nearly 1,100 SupaBRCKs (approxi-

mately 1,000 in Kenya and 100 in Rwanda). Most of those have been set up 

on the matatus that comb the city and country. The company trusts matatu 

drivers to take care of its SupaBRCKs and recognizes the value of collaborat-

ing with the ubiquitous transport system. Although the company sells its 

BRCK devices when it can, it looks also for partnerships and sponsorships 

to get BRCKs produced and distributed through other means. In that way 

it can grow its user base and foster connectivity to create new economic 

opportunities for users and businesses.

While figuring out how to support cheap and possibly free internet 

access for Africans in a way that respects user needs, desires, BRCK rejects 

an exploitative model that would gather data from Africans and monetize 

it for profit. The company embraces the principle of supporting locality 

and place, in part by employing more than sixty Kenyans. Hersman told 

me about his “Star Wars” method for recruiting talent— an approach that 

allows his team to show their stardom within a nurturing and collabora-

tive environment.12 He trusts that their creativity will allow them to take 

off on “rocket ships” of their own, launching new organizations, busi-

nesses, and opportunities, even ones that might someday compete with 

BRCK.13 The company’s design and engineering prowess thus build on the 

constraints and possibilities of the local environments where technologies 
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would be deployed. This contextual knowledge allows the company to 

build sustainable solutions— African design for African environments. 

Proudly adorning the front office wall, along with articles from Wired, the 

Economist, various African newspapers, and prize- winning certificates, is a 

poster (see figure 21.2) with a telling question: “Why do we use technol-

ogy designed for London and Los Angeles when we live in Nairobi and 

New Delhi?”

In an interview with a Forbes magazine reporter Hersman spoke about 

connectivity in the image of his fellow Kenyans:

If we want to solve the problem of internet in emerging markets, we need to think 

about the infrastructure of the internet itself differently— or, maybe we need to 

think of it as it was originally designed— truly distributed.14

Let’s get technical for a moment to understand the logistics: Currently, 

the internet’s infrastructure, despite appearing to be centralized, makes 

access dependent on the ability to plug a router into one centralized sys-

tem of electricity— aka “the grid”— and one centralized system of fiber optic 

Figure 21.2
BRCK’s call to arms.
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cables— aka “the internet.” In Africa, this method introduces a host of prob-

lems for connectivity, since infrastructures like the grid are unreliable. Most 

people have poor internet connectivity unless they live in a large town or 

city. In a continent with 1.2 billion people, this means a huge portion of 

Africa is prevented from going online and accessing content, especially if 

the server that content sits on is located elsewhere, in the United States or 

in Europe.

At times the absence of connectivity has been a major issue within 

Kenya. During the 2017 election, Kenya hoped to prevent electoral tamper-

ing and showcase technological advancement with mobile internet voting 

stations hosting automatic results. But because a quarter of Kenya’s 41,000 

polling stations did not have mobile- phone reception, the reporting was 

incomplete, which led to allegations that the voting was rigged.15

Although many parts of Africa, including Kenya, still have slow con-

nectivity, we’ve seen statistics in chapters 19 and 20 that show how the 

use of mobile phones has exploded. The Economist reports that “every 10% 

increase in mobile- phone penetration in poor countries speeds up GDP 

growth per person by 0.8– 1.2 percentage points a year. And when people 

get mobile internet, the rate of growth bumps up again,” meaning that the 

economic costs of low connectivity are debilitating.16

Mobile phones and internet connectivity can help spur on a number of 

other innovations that speed up economic growth and improve the lives of 

people.17 Africa faces less risk of unemployment due to automation because 

it has fewer manufacturing industries than other continents (5 percent of 

the continent’s jobs versus 15 to 18 percent in other developing countries). 

Technology, then, could facilitate Africa’s economic growth. Africa already 

has the second fastest- growing workforce in the world, and of the 2.4 bil-

lion new people projected to be on our planet by 2050, 1.3 billion of them 

will come from the continent.18

Hersman and his colleagues see both a need and an opportunity here. If 

people in wealthier parts of the world are able to access the internet, so too 

should those with fewer resources in Africa. That’s a right, not a privilege. 

The key is identifying a business model that supports rather than exploits 

fragile users and businesses. BRCK has had to hold the line with interna-

tional companies and find its own ethical path around how it engages with 

advertisers— BRCK employees have explained to me that these custom-

ers have asked for personal data of an intimate nature. Despite that, the 
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company has not provided them with any personal identifying informa-

tion about its users.

“Robin Hood” Spirit

With the shared belief that internet access is a right, BRCK has had to address 

questions about what connectivity means to the now more than 300,000 

independent users it has brought into the fold. I heard these conversations 

every day during my two- week visit to BRCK, not from senior manage-

ment alone but also from nearly every employee I spoke to. The design 

practices of the Western world simply don’t apply here, they explained to 

me, because electricity and services much of the world takes for granted 

are not so stable. Yet, as we have seen in several examples already, in this 

absence lies great opportunity. Although solar power is considered an alter-

native model in the United States, in a place like Kenya it might be the 

most dependable source of power. This pushes engineers to leverage the 

resources Kenya has to offer and to develop solutions that actually support 

their environment and natural resources. A green future might first come 

out of Africa.

Take for example the new product BRCK is rolling out— the PicoBRCK 

(or “little” BRCK). This device, designed for monitoring soil, water, and 

wildlife with smart sensors, is BRCK’s first Internet of Things (IoT) prod-

uct. As the company attempts to build out this product, employees told 

me stories about similar efforts from the United States and Germany. The 

California- based company Silver Spring, for instance, has built massive sen-

sor networks that are completely reliant (unlike BRCK) on the electrical 

grid. With a laugh, BRCK engineers told me that such implementations 

would never work in East Africa.

For Mark Kamau, a user experience (UX) designer for BRCK, design does 

not emerge from the mythical place of infinite- resource access or solely 

from Western giants such as Apple or IDEO. He explained the rationale 

that inspires BRCK’s spirit when it comes to technology. Subsidizing cheap, 

even free, services to startups and to street- level informal- economy business 

people and workers— and thus giving them an opportunity to showcase 

their creativity— can be achieved by charging higher premiums to wealthier 

and multinational customers.19 He calls it the “Robin Hood” approach, tax-

ing the rich to help the poor.
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Most BRCK employees come from working-class upbringings. Many are 

self- trained and they have had to hustle to get where they are today. They 

wish to succeed in a way that supports rather than ignores their friends 

from the street tech world.

Innovation in the Savannah and the Valley

In Kenya, necessity is the mother of innovation. I was amazed to witness 

resourcefulness in action when I saw 3D printers being created from recy-

cled and discarded electronics. One business, Africa Born 3D (AB3D, see fig-

ure 21.3), set up shop by printing objects for passers- by on street corners, in 

warehouses across the city, and today in the Nairobi home of its founders. 

The company’s twofold mission is (1) to produce high- quality printers by 

salvaging discarded wires and circuits from electronic dumps and recycling 

centers, and (2) sell them at a fraction of what an off- the- shelf model with 

the same specs would cost if purchased from the West. AB3D printers even 

Figure 21.3
AB3D transforms waste into a 3D- printing business.
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beat Chinese prices, and its machines are more robust and resilient. Why? 

Because entrepreneurs who design the printers have local knowledge and 

deeper understanding of the environments and realities of their customers. 

The business provides maintenance and support, and has now begun to 

offer a 3D print- on- demand option for entrepreneurs throughout the coun-

try. As Maketa Maina from AB3D told me, “We’re in the informal sector— 

it’s just that now we have a roof.”20

Because fledgling businesses like AB3D often emerge from the jua kali 

(“hot sun”) of the informal economy that I referred to earlier in the chap-

ter, we can also say that East Africans pour sweat equity into their work.21 

Whether in the form of rigging, hacking, or remixing, they craftily trans-

form the old into the new, bringing something left to die back to life.

Markets across East Africa show such resilience in action (see figure 21.4). 

Televisions, bicycles, shoes, clothes, cars, school desks, sewing machines— 

every item imaginable becomes a candidate for repair in these dynamic 

centers of exchange. With digital technology, it is no different. Phones are 

being resoldered, repaired, and resold; electronic devices are being spliced 

together to create new hybrid technologies. All of this is happening on the 

street, with just a small wooden table, discarded electronics, and a solder-

ing gun.

Let’s compare what innovation means to those in both the Silicon 

Savannah and the Silicon Valley. When we think of Apple’s Steve Jobs and 

other mythologized corporate “innovators,” innovation is forward moving. 

It’s synonymous with words like “upheaval” or “breakthrough,” and con-

nected to terms like “disruption” that represent a departure from the past 

and a replacement with something new. In the West, this process is usually 

characterized as a series of improvements that are supposed to move us into 

an ever more “modern” or “advanced” future.

Does this have to be the only way we define innovation? The theorist 

Steven R. Jackson challenges this simplistic thinking about digital innova-

tion.22 Rather than novelty, growth, and progress, what if we thought of 

erosion, breakdown, decay, and sustainability as starting points for dream-

ing about what innovation in technology could be?

Jackson calls this an exercise in “broken- world thinking.” The con-

cept draws from the philosopher Walter Benjamin, who theorized decay, 

destruction, and the “aftermath” as aesthetic categories during the postwar 

period in which he lived. Far from being a conversation stopper, it allows 
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us to ask and answer questions such as: What if we saw broken technolo-

gies or systems as opportunities to repair and recycle? (See figure 21.5.) 

Or what if we thought past the “remarkably restricted and usually binary 

sets of actors that have dominated media and technology studies to date: 

senders and receivers, producers and consumers, designers and users” to 

instead include a new cast of characters— the breakers, the fixers, and the 

maintainers.23

In truth, these grassroots innovators are already out there, scattered 

around the world, using the vulnerabilities of their situation (the lack of 

electrical grids in Africa, for example) as starting points for design.

Figure 21.4
Electronics and everything else at Mercato, in Addis Ababa, Ethiopia.
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Mainstream, Western-centric thinking fails to give the fantastic powers 

of innovation in the developing world their due. But we have an opportu-

nity now, as tech blossoms across the global South, to correct this error. Just 

as I have discussed the potential and achievements of an African AI lab, 

I’d like to consider the potential of enterprises, businesses, and incubators 

that come out of places such as Nairobi, Kenya, Accra, Ghana, Johannes-

burg, South Africa, Lagos, Nigeria, and more. Can they create new jobs and 

industries (and engineer and design new types of technologies) that serve 

and support peoples in the places where these very efforts originate? Or, in 

so many places across the developing world, will they be stuck in a depen-

dency model like foreign aid, donor funds, or low- level outsourcing with 

the West and China?

Let’s apply this new idea of innovation to one of BRCK’s rising stars. To 

Yasin Mohamed Barre, a young man from the Kenyan village of Masalani, 

it means “making and breaking; opening and closing; recycling and assem-

bling; just trying things out.”24

Figure 21.5
Recycling mobile phones in Kibera, Nairobi.
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Barre grew up thinking that his only professional path was to serve in 

the army. That’s what his dad had done (and was all it seemed he could 

financially, and perhaps emotionally, support). Nonetheless, Barre was 

a tinkerer— he told me how he’d always loved the idea of breaking, re- 

creating, and making things. He put himself through school with a variety 

of “side hustles,” but most of his science and engineering education was so 

theoretical that it was difficult to apply it to the work he does today as a 

BRCK product designer and mechanical engineer.

Like most BRCK engineers, Barre is self- taught. When he goes back home 

and mentions his job title to his community, they think he is a mechanic 

or blacksmith— there is no word for “mechanical engineer” or “product 

designer” in their local languages. As a result, the work he does is not 

merely out of the ordinary to his hometown friends and neighbors. It’s 

otherworldly.

Considering the hurdles Barre faced, it’s impressive that he’s behind the 

mechanical design of the SupaBRCK. Echoing the company’s motto Afri-

cans designing for Africa, he told me that a Western design approach toward 

the BRCK would never have worked.25 It would not take into account the 

bumpiness of the matatu, or the noise and vibrations made by passing cars. 

The SupaBRCK needed to be strong and robust— designed for impact. To 

absorb vibration, Barre and his team created a set of rubber washers, which 

are not available off- the- shelf in Nairobi, and not even in the West.

Another issue the team had to address during the design period was 

how to create an electronic system that could withstand both the rainy 

season and Nairobi’s months of heat. They designed the box encasing the 

SupaBRCK to be a heat- sink, meaning that the materials and space within 

the encasing of the electronics itself could release the heat generated by the 

circuit board.

These are but a few of the challenges and opportunities that await one 

who wishes to “design for Africa.” And we should recognize that this motto 

itself reflects a gross generalization. African environments are as different as 

they are similar. That’s why BRCK’s field expeditions stress- test their prod-

ucts in these environments, whether on a 2,500- mile motorcycle journey 

between Nairobi and Johannesburg, a hike to the top of Mount Kenya, or a 

ferry to the coastal Pemba Island.

Like other African tech startups, BRCK faces challenges in terms of sus-

tainability and growth. Nonetheless, the company is tackling the complex 
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challenge of being financially solvent while also trying to nurture a culture 

of creative and social- minded engineers, and deliver value to its mostly 

poor and working- class users.

But challenges can be opportunities. The PicoBRCK, for example, could 

be helpful within communities where environmental monitoring of water 

quality, soil fertility, and climate- change threats are a central priority. But 

to introduce its technology in these places, BRCK will need to overcome the 

absence of other reliable infrastructures, including electricity and a mobile 

data network. That’s why Hersman and his team have begun building (or 

partnering on) their own LTE towers across rural regions of the country, 

and doing so for a far lower expense than if they contracted a mobile tele-

communications provider. LTE is a data- only rather than a mobile voice 

technology, which means that those connected to this network would be 

provided access to applications like Skype or WhatsApp, rather than to a 

traditional phone service. Like mobile infrastructures that leapfrogged 

landlines in many parts of the continent, BRCK is attempting to provide 

users even cheaper services through LTE. Rather than relying on expensive, 

bureaucratic, or self- serving partners, its goal is to take control over the 

“whole stack,” giving the company greater power to make their services 

available for all.

The possibilities for BRCK’s services have already captured the imagina-

tions and hopes of several organizations across the continent. PicoBRCKs 

are currently being installed in northern Kenya’s Dadaab refugee camp, 

now a temporary home to more than 250,000 displaced people who have 

fled the conflict in neighboring Somalia. Funded by the UN High Com-

mission on Refugees (UNHCR), the PicoBRCKs will monitor water quality 

and availability.26 BRCK engineers have also spoken to me with excitement 

about linking these with a SupaBRCK, which could then allow the refugees 

to connect with family members, share their experiences, and even access 

jobs and income.

Yet, like neighboring Uganda’s AI lab, BRCK faces major funding chal-

lenges. Often venture capitalists decline to invest in people or organizations 

that do not look or behave like them. This issue looms large even within 

Silicon Valley itself. For example, Tracy Chou, an accomplished engineer 

and critic of Silicon Valley’s “diversity problem,” points out that funding 

for white, male, Western entrepreneurs is often far more secure than for the 

people who don’t check those boxes.27 Given that Silicon Valley investors 
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are not inclined to support a company located thousands of miles away, it 

doesn’t seem likely that they would make an exception for BRCK, whose 

employee base is more than 90 percent black and Kenyan.

Research shows that 40 percent of venture investors attended either Har-

vard or Stanford and 82 percent of the industry is male (with 60 percent 

being white).28 What about black investors? It turns out that 50 percent 

of them attended one of these two prestigious universities. In this way the 

venture capitalist (VC) world is “insular and less of a meritocracy, but more 

of a mirrortocracy.”29 The pipeline that produces technology businesses 

is blocked when it comes to racial, gendered, or even cognitive diversity, 

given that investors tend to come from but a few elite universities located 

in the United States.

Yes, Hersman is a white male, but everything else about his business is 

far removed from the world most Silicon Valley VCs live in. If he decided 

to move the management of BRCK to Silicon Valley, the funding would be 

dramatically increased, but his ability to develop the “right” product for the 

African market would be compromised. It would be impossible to manage 

employees and engineers from across the world, given that in Kenya per-

sonal interactions are so culturally important.

BRCK has received some social-impact investment funding, a niche by 

which developing- world technology efforts are often framed. But in many 

ways what BRCK is doing should not be brushed aside into this social cat-

egory. Yes, it is a business that is attempting to grow and, yes, it has a social 

conscience. But to define its mission and goals according to the categories 

of Western philanthropy is to miss the point. What it is doing is not phil-

anthropic, according to the Western definition, or strictly entrepreneur-

ial, either. It’s marching to the beat of a different drum, and accordingly 

upsets what most of us are used to when we think about business and social 

impact.

To do business in the developing world, one can either be close to the 

money, or close to the people. BRCK has made a clear choice in favor of 

the latter. The tech company values the power of proximity in Kenya and 

Africa— hiring the region’s engineers, partnering with its businesses, and 

striving to bring free connectivity to its users.

But BRCK’s “close to the people” stance isn’t just a mismatch with the 

tastes of Western venture capitalists and other funders. It is also in ten-

sion with many of the company’s potential partners in international 
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organizations and companies. I learned of at least three global organi-

zations attempting to get a foothold in Kenya: Google, Facebook, and a 

United States development organization called the Overseas Private Invest-

ment Corporation (OPIC).

Each of the three has taken a different approach toward the goal of get-

ting more Kenyans online. OPIC employees have visited Kenya without 

acknowledging or making contact with organizations like BRCK. Google, 

through its hot air balloon project (Project Loon) and connectivity lab, 

has partnered with national- level top- down telecommunications providers 

who are building expensive cell towers across the country.30 Its goal is to 

build its infrastructure in- house, likely to ensure that any experience of the 

internet goes through its data- gathering platforms and services. But Face-

book, for all its faults, has been strategic, partnering with BRCK to sponsor 

its free internet services on the matatus.31 It does not force BRCK users to 

sign up for Wifi via a Facebook account. It offers instead free Facebook app 

updates for users who are interested. Facebook recognizes that having more 

users online in Kenya means more users, period.

Hersman told me about Mark Zuckerberg’s visit to his office in Nairobi 

in 2016 (see figure 21.6). During their meeting a Facebook satellite blew 

up, wiping out one of the billionaire’s visions of connecting more users to 

its platform and gathering even more data.32 It was also in that period that 

Facebook suffered an embarrassing blow in India, where users and regula-

tors decidedly rejected Facebook’s Free Basics services on the grounds that 

the free internet program only featured handpicked, sponsored content.33

These incidents convinced Zuckerberg how important it is to trust local 

partners in a nation rather than produce “solutions” from thousands of 

miles away. Of course this does not describe Facebook’s repeated negligence 

of local user communities around the world that I’ve discussed in this book. 

Nonetheless at present, Facebook funds the entire BRCK matatu program 

on the Kenyan organization’s terms, without any hidden data collection or 

microtargeting consequences. This represents a rare and important victory 

for grassroots entrepreneurs, and possibly for all of us as users.

The BRCK story is not solely about technology, or about culture or 

business. It’s about the bold attempt to innovate among many fields and 

communities, and to rethink the internet from that perspective. The ano-

nymized data BRCK has gathered reveals that users are interested in con-

nectivity as a means to engage with their city, region, and country. The 
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local vegetable seller, usually called “Mama Mboga,” can use the BRCK plat-

form to reach out to potential customers across the city rather than sim-

ply within her neighborhood. Musicians can directly target local audiences 

rather than get swallowed up on YouTube or iTunes. Indeed, 80 percent 

of the content that users choose to interact with on Moja, it turns out, is 

limited to the nation.

As Philip Walton told me, “Here in Kenya, we’re in the primordial soup; 

we aren’t going to replicate what the West does online. We’re going to inno-

vate upon it organically.”34 Already in Kenya solutions have been identified 

that the rest of the world may eventually grapple with. Money can move 

between people in Africa far faster than in the West thanks to M- PESA, and 

devices have been engineered in contexts of limited or broken infrastruc-

tures. Technology can be used to scratch at fleas or fight lions, according to 

Walton. In other words, in Africa the real problems to which technology 

can be applied are more visible than their counterparts in the West, in part 

because they unfold on a huge scale.

But technologies created in Africa still have potential to help others 

around the world. We’ve seen how Ushahidi has been used in dozens of 

Figure 21.6
Facebook’s Mark Zuckerberg visiting BRCK (source: BRCK).
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countries, even in the United States. And we can imagine how the use of 

BRCK systems could assist communities in the Americas or Europe who 

need access to clean water— just look at Flint, Michigan’s recent lead- 

contaminated water crisis. With this in mind I asked Hersman whether we 

could foresee a digital Africa whose enterprises grow and incubate employ-

ment and possibilities for its citizens, one that is not stuck in a subordi-

nate position relative to Western enterprises. He brought up the example of 

Asian tech giants such as Korea’s Samsung. They had to do the tough work, 

often outsourced from the West, to get to a place where they can now lead 

the global economy in a number of different areas. He told me that it’s time 

for Africa to get into the same game, time to start with a workforce that 

uses, innovates, and builds technology.35 From there, a whole new para-

digm can emerge based on what works across this continent and the global 

South. But to start, the engineering process must respect the visions and 

aspirations of people on the ground in Africa and across the world.

Bringing the People Together: Crowdsourcing from Africa

Jamii— the Swahili word for community— is everywhere in East Africa. Jamii 

was a force in every place I visited, evoking a philosophy of living, of see-

ing one’s identity and destiny as intimately tied to familial, societal, and at 

times national identities.

BRCK, like hundreds of other technology companies, emerged out of 

Nairobi’s iHub community, which Hersman co- founded in 2010. iHub, a 

co- working space and technology incubator in Nairobi. The organization 

is, however, not simply a physical space. It stands for a set of values that 

evoke what the digital revolution should mean for Kenyans. It has run work-

shops, conducted research, and written policy papers advising the nation 

on a number of issues that include: how to use technology to keep the 

government and private enterprises accountable, how to make sure that the 

internet is safe as a place for women to express their viewpoints: and how 

to advocate for online safety and data security.

But the innovations in Africa that have sprung up throughout the con-

tinent in the past two decades didn’t come solely from the private sector, 

the street, or even the educational system; they also relied on government 

commitments to support digital infrastructure. In Kenya, the story is no 

different. In 2006 a civil servant working in the country’s Ministry of 
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Information and Communications, Bitange Ndemo, crafted a master plan 

for developing the country’s information and communication technologies 

that eventually spurred the Kenyan government into action.36 In 2008, the 

TEAMS fiber optic cable construction project began under Ndemo’s direc-

tion to increase broadband access for a number of East African nations. 

Those efforts to facilitate high- speed internet access have of course ben-

efited Kenyan businesses and institutions.37 In 2013, the government made 

an explicit commitment to develop an information society and knowledge 

economy, a promise recorded in Kenya’s Vision 2030 document. This policy 

blueprint aims to “transform Kenya into a newly industrializing, middle- 

income country providing a high quality of life to all its citizens by 2030 in 

a clean and secure environment.”38

So far we’ve read about how an African vision of innovation shapes 

emerging technologies. But the BRCK model doesn’t have to be the only 

way for people far removed from Silicon Valley to enter the digital world. 

Looking at Latin America, I next consider a far more provocative possibil-

ity: collective ownership and design of telephone and internet networks by 

users and their local communities.





22 Mobile Power to the People: Indigenous  

Networks in Mexico

In the mountains around the Oaxaca region of southern Mexico, one of the 

most biologically and culturally diverse regions in the Americas, technol-

ogy is being reimagined. There we can find the Telecomunicaciones Indíge-

nas Comunitarias (TIC) project, the largest community- owned cell phone 

network in the world.

The TIC organization, established in 2012 by a group of hackers, activ-

ists, and indigenous community leaders in the region, emerged from centu-

ries of grassroots political movements and philosophies that have extolled 

the importance of autonomy, communality, and collectivity. From its base 

in of the city of Oaxaca de Juárez, TIC has implemented independent, 

community- owned cell phone networks in at least sixty- three indigenous 

communities of Zapotec, Mixtec, and Mije origins. The effort has provided 

daily service to more than 3,500 people despite some of the harshest condi-

tions for building communications networks in Mexico— elevation, rain, 

dense forests, and the absence of other reliable infrastructure like electricity.

The Oaxaca region is home to about a third of the Mexican indigenous 

population, with speakers of at least sixteen languages and dozens of dia-

lects. The creation of TIC is an example of how new technological innova-

tion can spring from places of great cultural and linguistic diversity.1 The 

region contains about half of the entire nation’s species of flora and fauna, 

including gila monsters, jaguars, and, at forty feet in diameter, the world’s 

widest tree.2

It’s easy to assume that technological innovation is restricted to the 

design laboratories of Silicon Valley, the tech companies of China, or the 

elite universities of the world. But according to Peter Bloom, the co- founder 

of TIC (and its sister global organization, Rhizomática) there are “people 
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sitting in Silicon Valley thinking up problems, and then thinking up solu-

tions to those problems. But they’re not grounded in anyone’s reality.”3

Dramatic differences exist between TIC and corporate telecom providers 

in Mexico. Whereas commercial mobile service competitors such as TelCel 

and Movistar charge for service at rates its users can’t control or negoti-

ate, TIC offers cheap service owned by its community of users. Rather than 

use “access” to technology to extract as much money as possible from an 

already economically poor population, TIC has aimed to build upon the 

values of self- determination that run deep in indigenous Mexican cultures, 

and to blaze a trail toward the democratization of technology. Both TIC 

and Rhizomática are nonprofit organizations, obtaining their funding from 

members and occasional external grants and fellowships.

For three successive years, from 2016 to 2018, I conducted interviews 

with more than thirty individuals in several villages where TIC provides 

service, as well as with TIC and Rhizomática staff. In this chapter I share 

stories of this effort from a range of perspectives, examining the possibili-

ties and the challenges.

Is Connectivity Right for All?

Billions in the world have mobile phone access, with some estimates reach-

ing as high as 6 out of the world’s 7 billion. For many of these people, inter-

net access is exclusively available by phone.

No wonder the mobile phone is widely seen as the technology with 

the greatest promise to support economic development in poor and rural 

communities worldwide. From projects describing how mobile telephony 

could assist fishermen in India to research describing the positive correla-

tions between mobile phone access and per capita GDP, mobile phones are 

praised for being inexpensive and less reliant on traditional infrastructure 

than wired telephony.4

But, as the civic media scholar Ethan Zuckerman pointed out in 2010, we 

cannot presume to understand the mobile phone as a device that remains the 

same across the world; even when the same technology is transported and 

implemented in a similar manner. Each community’s experience of connec-

tivity is likely very different.5 We should consider how it is used and by whom 

in order to understand it in context. Steve Song, an activist who has worked 

internationally to support community networks, told me: “The primary value 
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[of mobile phone networks] is in people connecting to each other.”6 What a 

phone does, in short, has everything to do with the purposes and agendas it 

serves, and the values of the communities that define these ends.

For poor and developing- world nations that are struggling to provide 

basic necessities to their citizens, communication technologies need to sup-

port, first and foremost, their economic needs and goals. Infrastructures, 

which require investments, might not be a community’s first priority. As 

Song noted, “When you’re below the poverty line, the value of the inter-

net is not self- evident to you.”7 By this he means that at any price, no 

matter how low, investing in the internet poses a risk for impoverished 

nations and communities who generally put almost everything they have 

into making ends meet.

I’ve shown in earlier chapters that blind and naïve access to technology is 

no silver bullet. Providing technology access on the providers’ terms rather 

than the users’ has a very predictable pattern of results: it increases rather 

than combats inequality. For this reason, we need to do away with the 

pervasive idea that the internet or mobile phones will magically empower 

people independent of who or where they are. But is it possible to connect 

to the internet or phone service in ways that are determined by commu-

nities for their benefit, or does there always have to be some middleman 

exploiting the transaction?

For communication technologies to truly serve users of diverse cultures 

and regions in the process of gaining new access, we can benefit from a 

nuanced, broad view. We can consider co- production, a concept described 

by the late Nobel Prize– winning economist Elinor Ostrom, as a cooperative 

relationship between service providers and users. For Ostrom, co- production 

is “the process through which inputs used to produce a good or service 

are contributed by individuals who are not ‘in’ the same organization,” 

meaning that the typical producer- user relationship that we see in product 

or infrastructure development is blurred. Instead, through co- production, 

“citizens can play an active role in producing public goods and services of 

consequence to them.”8

For many communities throughout the world, phone networks sup-

port oral communications, and coordination between family members, 

co- workers, and buyers and sellers within the same community, region, even 

nation. Local telecommunications initiatives are often in the best posi-

tion to do this, since they are closer to the people, rather than stuck in 
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traditional economies- of- scale approaches taken by most top- down corpo-

rate initiatives.9 As I’ve shown through examples from Africa, when success 

depends on intimate knowledge of the local context, the decision to foster 

cooperation with those who live in that place is a no- brainer. And within 

the communities of the developing world, experience is often synonymous 

with expertise. Experience with local cultures, traditions, and values can be 

deeply valuable in making a technology project succeed.

The Politics and Cultures of Infrastructure

Communication technologies sometimes seem as if they are everywhere 

and nowhere all at the once, a feeling aptly illustrated by “the cloud,” the 

metaphor we use to describe the mysterious places where our data live. But 

in reality, infrastructure is the foundation of any technology. Infrastruc-

tures are what actually make technologies useful to people in their everyday 

lives; the wires, plugs, underwater cables, and towers designed to accom-

plish a technical goal are as important (or more) than the beautiful apps we 

use or the elegantly designed devices we covet. But despite their ubiquity, 

infrastructures tend to be largely invisible— often capturing our attention 

only when they fail.

The components that make up infrastructures, such as the natural envi-

ronments where they are built, the tools used to construct them, or the 

materials from which they are made, are much less “sexy” than the face 

that technologies present to consumers: a well- designed game, a crystal- 

clear phone call, or the clever chat of Siri or Alexa will grab more of our 

attention than thoughts of wire buried in the ground. These basic materials 

that undergird our technological systems may at first seem boringly neu-

tral. But in reality the design and development of infrastructure is far from 

a neutral science. Developing a Wifi system, for example, requires crucial 

decisions that are not neutral at all, such as what electrical grids, wires (such 

as cable), or other material components are needed to connect it. Well, 

those decisions are made based on who owns the wires and operates the 

electrical grids. Is the grid run by organized crime, a friendly business com-

patriot, a totalitarian government, or owned by a company whose CEO is 

your ex- husband? Surely these different situations would greatly affect how 

you choose to design and implement the system. All of these questions and 
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more come into play when infrastructure is built and managed, making it 

political, cultural, and social.

Community- based initiatives require that we consider infrastructure on 

a human and environmental scale. Such a mental shift involves moving 

away from thinking about them as centrally organized, large- scale technical 

systems. Instead let’s think about how infrastructures could be created and 

managed locally at the grassroots level, rather than accessed from some far- 

away location where all the money and power lie.

Like the community- run mesh networks I discussed in chapter 17, 

southern Mexico’s TIC presents the potential of decentralizing how peo-

ple connect to a network. By decentralizing, I mean transferring authority 

and control from central governments and powerful corporations to local 

communities, from the top- down to the bottom- up. From ownership, to 

design, to maintenance, TIC reveals how a community can take power over 

technology.

A Bird’s- Eye View

The communities that use TIC span the Sierra Juárez, Mixe- Alto, Mixteca, 

and the Sierra Sur regions surrounding the Oaxaca valley. In 2012 the town 

of Villa Talea de Castro (Sierra Juárez) became the first to join the collec-

tive, which today includes fourteen participating towns. Throughout these 

regions, TIC has enabled the construction of mobile phone towers and a 

functional, affordable cell phone system while transforming its users into 

active creators and owners of their own networks.

Because of the rural, sparsely populated habitats and lower income lev-

els of many indigenous peoples in Oaxaca, the TIC- member communities 

have been left underserved when it comes to internet and mobile phone 

connectivity. This is not just true in Mexico, but indeed around the world: 

networks tend to be formed and users tend to be “served” where people 

have the money.

Given this pattern, services developed to connect the underserved often 

characterize indigenous and rural communities as the “last mile.” Commu-

nities like those who are part of TIC are typically an afterthought, if they 

aren’t excluded altogether.10 When service providers view user communi-

ties through the lens of the “last mile,” they tend to treat them as needy 



240 Chapter 22

and willing to sign onto digital network infrastructure projects no matter 

what, regardless of who develops (and profits from) them.

It doesn’t need to be this way. What if, instead of thinking about user 

communities as customers, we were to elevate and humanize them as cre-

ative agents, innovators, owners, entrepreneurs, and designers of their 

own communication networks and technologies? What if the communi-

ties themselves represented the “first mile” in the policy, economic, design, 

and cultural choices involved in bringing mobile telephony into their lives?

Most TIC- connected communities currently operate and maintain auto-

nomous networks. How does that work? Each community owns GSM (cell 

phone towers), which are then connected to the internet via partnerships 

with ISPs; tethering traditional phone service to the internet allows mem-

bers to make longer- distance calls via Voice over Internet Protocol (VoIP) 

technology. Individual users pay a maintenance fee for the TIC connection, 

which then allows them to call one another locally and across regions for a 

fraction of the normal, commercial price.

TIC has designed technology directly for its user communities. Yet it is 

important to note that long- distance calls, even within Mexico, are often 

routed through US- based data servers. Still, TIC users can call relatives in 

Los Angeles and the United States for pennies on the dollar, a far cheaper 

rate than the costs for those who live in large Mexican cities.11

Although TIC is a small organization with just six paid employees in 

Oaxaca and two in Mexico City, it vies with corporate powerhouses and 

supports the potential for communities to provide access to their mem-

bers in a way that the corporate businesses can’t.12 Being owned and co- 

developed by community asambleas (assemblies), it supports cooperation 

of an economic and cultural value.

Whereas traditional telecom businesses ask users to pay for access with-

out decentralizing ownership, TIC puts user communities in control. Sub-

scribers to TIC services pay 42 Mexican pesos per month (about US$2), and 

for the most part those fees re- circulate within the community to pay for 

ISP access, electricity, and labor.

Communication rights are often framed in universal, public, or national 

contexts. But when it comes to indigenous communities and their unique 

languages, traditions, and a history of persecution, TIC shows us how groups 

that have been the most persecuted can be innovators in the digital age.
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Welcome to the Rhizome

Rhizomática, the nonprofit that helped establish TIC, draws its name from 

the philosophers Gilles Deleuze and Félix Guattari, who used the term 

“rhizome” to reject the common perspective that knowledge is centrally 

produced and then passed on to the margins.13 The rhizome presents 

knowledge as decentralized, as a network that consists of multiple, laterally 

connected entry and exit points. The word comes from the plant sciences, 

where it refers to the underground, horizontal stem of a plant from which 

upward roots and stems form.

Unlike the trunk, the foundation of the plant in a root- tree system, the rhi-

zome is not organized in a centralized, discrete, or fixed pattern. The rhizome, 

dynamic rather than fixed, grows outward in multiple directions at once, pro-

viding a model for organic thinking in a nonlinear, multiplicitous way.

The rhizome’s structure is similar to what scientists have found in the 

world of mushrooms. Research shows that the rhizome of a plant does 

not exist in isolation, but is actually connected to other plants and fungi 

through mycelial networks. Indeed, some scientists argue that the largest 

living biomass on our planet is not the giant Redwood or Sequoia trees, but 

the intricate, complex, and massive network of mycorrhiza mycelia. Plant 

rhizomes and these mycelia are in partnership— they exchange carbohy-

drates and nutrients with one another, forming a symbiotic relationship 

that allows plants to remain healthy and develop intricate systems of com-

munication that aid their survival. Paul Stamets, an expert on fungus, has 

referred to these networks as “Earth’s natural Internet.”14

How might these insights into the natural world influence our think-

ing about the digital networks human beings have created for our own 

communities and societies? Can the rhizome help us imagine alternative 

technologies that balance power, warn our neighbors about hostile threats, 

respect the sovereignty of diverse communities, and allow us to learn from 

one another? These are questions that motivate Rhizomática’s efforts.

The Communal Union of Hackers and Indigenous Peoples

TIC is all about supporting community. But we should ask what is com-

munity, and what would it actually mean for technology to support it? The 

answer is not obvious but lies in every community’s own self- definition, 

values, and priorities.
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Community in southern Mexico (as well as what it would mean to “sup-

port it”) means something different than it does in San Francisco, Beijing, 

or Nairobi. It’s also different than community on Facebook, given that a 

tech company’s version of community can never fully capture the deeper 

meaning of the term from our lived experiences. The Oaxacan people con-

nected to TIC are mostly indigenous farmers whose plots of land lie on the 

terraced sides of steep, high- altitude cloud forests— precious land for which 

the local population has regularly risked life and limb. Indeed, the Oaxacan 

vision of community, indigenous rights, and autonomy from which TIC 

has emerged can be tied to a far more familiar story, that of the Zapatista 

indigenous rebellion.

In 1994, the Zapatista indigenous movement led and won an uprising 

to fight for autonomy over rural and forested lands in the neighboring 

Mexican state of Chiapas. It was a movement that contested the govern-

ment’s push to privatize land and natural resources. They then established 

regional centers dubbed caracoles (snails or conch shells in Spanish), with 

names like “Resistance toward a New Dawn” and “Mother of the Sea Snails 

of our Dreams.”15 The snail metaphor, in fact, pervades Zapatista iconog-

raphy and consciousness. This cultural touchstone inherited from Mayan 

ancestors poetically captures indigenous ways of being and knowing— slow, 

circular, reflective, concentric— central to the lifeways and histories in the 

region. The caracoles serve as sites of resistance to (and protection from) 

the Mexican government, yes, but also as openings to the world, spiral-

ing paths by which inside and outside are negotiated. This way of life is 

often narrated by the Zapatistas as “another world” in stark contrast to the 

hyper- stimulated global engines of free market capitalism. For indigenous 

communities the land on which the caracoles sit, settled by Mayans over a 

thousand years ago, is not inanimate; it cannot be defined in the sterilizing 

terms of objectified value, as a piece of property or a quantifiable resource. 

Instead it is an active force, a protagonist in the lives of the people living on 

it, and utterly central to their economic livelihoods.

Telecom corporations in Latin America, however, have historically seen 

the people and land in Chiapas or Oaxaca differently, as discrete, quan-

tifiable, even as a commodity to extract. “Too few bodies, not enough 

money” captures the logic used to justify the lack of capital and infra-

structure investment in these communities. Corporate providers see the 

remote high- altitude locations, characterized by lush rainforest, as too 
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precarious for infrastructure and the people too few in number (and not 

wealthy enough) to be worthy of investment. Even if a large carrier like 

Movistar or TelCel offered mobile access to indigenous communities, it 

would likely charge exorbitant rates several times higher than those for 

urban counterparts.

To build the TIC cell phone network, teams of activists, hackers, and 

community members had to fight multiple legal battles, waged at national 

and international levels, just to gain access to the radio- frequency spectrum 

(the “airwaves” on which mobile networks run) that are currently domi-

nated by large corporate providers. Building the network has also involved 

the design and the development of decentralized telecommunications 

infrastructures, an innovation that depends on community involvement 

and leadership. TIC leaders have argued that just like water and air, the 

mobile spectrum should be a public utility to which all should have equal 

access.

We’ve seen from stories I’ve shared about tech innovations like M- PESA 

and BRCK in Africa, that a little- recognized but powerful mode of innovation 

called “broken- world thinking” can often flourish from within environ-

ments of constraint, inaccessibility, and systematic exclusion. Loreto Bravo, 

a community radio activist based in Oaxaca, describes the TIC effort as a 

“a techno- seed that inhabits a communal ecosystem; an ethical- political 

bridge between the hacker community of the free- software movement and 

the communities of indigenous peoples in Oaxaca, in the South- East of 

Mexico.”16 Here she points out that the project brings technology activists 

concerned with checking the power of telecom companies and surveillance 

systems together with indigenous peoples interested in greater sovereignty 

over their lives.

Indigenous philosophers from Oaxaca, including Jaime Martinez Luna 

and Floriberto Díaz Gómez, have coined the term comunalidad to describe 

the sense that community and interdependence— not the individual, his 

sense of self, or illusion of freedom— are at the heart of life. In his book 

The Wealth of the Commons, Gustavo Esteva explains that this philosophy 

is “about displacing the economy from the center of social life, reclaiming 

a communal way of being, encouraging radical pluralism, and advancing 

towards real democracy.”17

Comunalidad is not an abstract political philosophy but is near and 

dear to the languages and practices of most of Oaxaca’s rural indigenous 
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communities. One way it is practiced is through the asamblea, gatherings 

of as many as hundreds of community members who discuss and eventu-

ally vote on matters of shared concern. TIC likewise organizes itself through 

collective assemblies that are attended by each partner community. Comu-

nalidad is in all things social and cultural, Esteva explains, in contrast to the 

atomizing approach taken by telecom corporations that establish contracts 

between an individual and corporation, one at a time.

While visiting TIC communities, I witnessed the power of comunalidad 

in action, as a means to connect each community member to the greater 

collective. For some of us so much “togetherness” may sound claustropho-

bic. But the indigenous lens doesn’t see limitation in entanglement, it sees 

reward: as a member of the community with an unquestionable place at 

the table and a valuable role to play, an individual becomes someone with 

whom the rewards of communal life will be shared— not just as a person 

to whom a “piece of the pie” is owed, but as a beloved neighbor in whose 

company dessert tastes all the more sweet.

Oaxacan Diversity

What are the challenges and possibilities TIC faces as it attempts to both 

sustain and grow within Mexico and around the world? Like a rhizome, 

TIC- type networks can potentially sprout anywhere. To understand how 

TIC operates in its present state, however, it is important to consider the 

cultural context in which it has emerged.

The more than sixty different indigenous communities of Mexico repre-

sent approximately 15 percent of the national population (which is approx-

imately 131 million).18 The second article of the Mexican constitution as 

approved in 2013 recognizes the self- determination of the nation’s indig-

enous communities, as long as such is consistent with “national unity.” 

Clause 6 of this second article contains language to explain that the gov-

ernment must support communication rights and channel administration 

by constituent communities.19 Consistent with the UN Declaration on the 

Rights of Indigenous Peoples, this means that media can be legally cre-

ated to support languages and cultures of communities within Mexico, a 

signatory to this declaration. Dating back to the San Andres accords, which 

were signed in 1996 between the national government and the Zapatista 

National Liberation Army (EZLN) but never implemented, indigenous 
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communities within the country have at least been symbolically acknowl-

edged as worthy of some forms of self- governance, including ownership of 

communication channels and networks.

In the state of Oaxaca, which has a population of about 4 million, more 

than half of its residents live in villages of less than 2,500 people. The state 

also has at least sixteen distinct indigenous populations, though some esti-

mates conclude that number to be far higher, given smaller cultural and 

linguistic differences between communities that come, for example, from 

Zapotec ancestry. Oaxaca represents the greatest linguistic, cultural, and, 

interestingly, biological diversity in all of Mexico. This observation about 

the state in which TIC “lives” is consistent with the perspectives of the cul-

tural geographer David Turnbull, who has noted that biodiversity (of flora 

and fauna) is always tied to human cultural diversity.20

Santa Maria Yaviche

Driving out of the Oaxaca valley, accompanied by a Mexican student who 

kindly assisted me with my field research, I was excited to reach the town 

of Guelatao, known with great local pride as the birthplace of Benito Juarez, 

the first and only indigenous president in Mexican history. Yet as we con-

tinued on into the next town in the mountains, Ixtlan— the final place 

where TelCel service could be accessed— nearby villagers warned us that our 

destination, the Zapotec community of Santa Maria Yaviche, was another 

three hours away, reachable only by dirt roads with hairpin turns leading 

deep into a cloud forest.

Left with no choice, we moved forward. The biodiversity of the Oaxacan 

Sierra Juárez range developed like a Polaroid, transforming from a parched 

tangle into a landscape of evergreens. But none of this came close to what 

lay farther ahead in the depths of the forest en route to Santa Maria Yaviche. As 

we reached an altitude of over 7,000 feet, it seemed as if we had gone through 

a magic portal: an impossible- seeming level of forest density, replete with 

lush waterfalls, massive high- altitude trees, and washed- out roads unfolded 

itself around us. Finally, just as our bumpy ride began to reveal small indig-

enous villages littered across the mountainside, we passed a sign:

In this community private property does not exist.

The buying and selling of communal lands is PROHIBITED.

Signed the Comisariat of Common Resources of Ixtlan de Juárez21
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This was my second visit to Yaviche. During my first, in 2016, I interviewed 

Oswaldo, the local project coordinator, who was responsible for administer-

ing and localizing the TIC system within his community of approximately 

six hundred people.

As we met again, Oswaldo told me with pride that autonomy means 

everything to his community.22 Autonomy is not simply about land, he 

explained, it is also about culture, language, and tradition. The fight for 

autonomy is also a fight to keep alive his indigenous Zapotec language, val-

ues, politics, and ways of knowing. He and his fellow villagers had named 

the TIC system Red Xhidza— “red” is the Spanish word for “network” and 

“Xhidza” the local name that his Zapotec community uses to refer to them-

selves— in the hope that TIC would indeed foster relationships and connec-

tions within Yaviche.

In a documentary about TIC that I viewed before my first visit, Oswaldo 

explained that the network represented a means of claiming territory. Fre-

quencies in the air could be occupied, just like land, reinforcing the com-

munity’s claim to a mobile phone network of its own. The TIC system 

offered a similar sense of empowerment since the communities could speak 

Zapotec to each other via their phones. Supporting these languages is espe-

cially valuable because they were rarely preserved in written form during 

a centuries- long period dating back the Spanish colonization of Mexico. 

Oswaldo stated:

We are interested in the service here, with little money, and in being left alone. If 

they don’t come to bother us we can live peacefully. So everything we are doing 

from an intellectual point of view challenges the system from above, one that is 

against us.23

In every visit I made to Yaviche I noted that many in the community 

considered the network to be tied to Oswaldo’s family. So, while TIC was 

being used more widely, it was evident that the project’s governance and 

administration lay in the hands of just a few people. Although that did not 

raise any complaints from those I spoke to about TIC, it does show that 

often a community technology is developed, organized, and administered 

by just a few individuals or families. Nonetheless, Oswaldo’s focus clearly 

was less on himself than on supporting the goals, needs, and values of the 

community.

Before TIC, Yaviche had been able to operate and maintain a community 

radio station. As an inexpensive, oral, and easy to repair technology, radio 
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has had great success as a vehicle of community expression across Oaxaca. 

Oswaldo’s vision was for TIC to build on and extend the power of radio. It 

was also part of the larger struggle to achieve linguistic, cultural, political, 

and educational autonomy for the community. Schools, cultural institu-

tions, technologies— for Oswaldo all of these represented opportunities for 

decentralization and indigenous autonomy.

Yet in 2017, as we interviewed dozens of community members on my 

second trip to Yaviche, a different story revealed itself. There had been a sig-

nificant drop- off in TIC system users. Community members told us about 

numerous technical problems with long- distance calls, raising the issue 

that  TIC may always have: being forced to depend on ISPs to allow calls 

from the local network to daisy- chain to the internet. We were also told that 

many users wished to switch to the corporate provider Movistar, which had 

just recently begun to provide service to Yaviche, though only indirectly 

through a nearby antenna located a few kilometers away in the hills behind 

the community. Many in Yaviche expressed concerns about the costs of 

administering TIC, and whether it would become the work of a single family. 

Though the entire community had decided on whether the project would be 

implemented, the question of how and if the system would be used would 

depend on each individual’s choice to pay the subscription fee (or not). So 

I was learning that a community network in name might not be the same 

in practice.

Yaviche first signed onto TIC in September 2013. What I saw in 2017 was 

a system in transition. Threatened by influences like Movistar’s entry into 

the area, TIC faced the intensive process of negotiation and adaptation that 

affects the growth and sustainability of any technology’s application. Its 

ability to support the goals of the indigenous community was still in ques-

tion, rather than fully established.

Santiago Nuyoo

The mountains of the Tlaxiaco district and the Mixteca region, which cover 

parts of Oaxaca and the neighboring Guerrero and Puebla provinces, lie 

to the west of the northern Sierra Juárez, where the Zapotec live. The TIC 

organizers suggested I visit Nuyoo, an indigenous Mixtec community of 

approximately 1,500 people located about five or six hours outside the city. 
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Nuyoo was a recent adopter of the TIC system (Talea, the first community 

to join, had done so in February 2013).

Like the Zapotecs, Mixtec communities are notable for their diversity. 

They speak a range of languages and dialects, have ancestors in the region 

dating back several thousand years, and have migrated across the nation 

and world (particularly within the United States).

As my research assistant and I entered Nuyoo, covered in rock forma-

tions and cacti unlike the dense forest of Yaviche, we noticed an exces-

sive number of antennas on top of the central administration buildings 

set alongside the main square and church. This is a common sight in the 

Oaxaca region, a palimpsest of infrastructure that speaks to the attempts 

and failures of “developmental technology” implementation (see fig-

ure 22.1). We heard about a failed technology project, called Telecomm 

Nuyoo, administered by the federal government some years ago. Despite 

being lauded as a major breakthrough, this top- down “last mile” effort 

failed for the same reason so many others fall short: lack of buy- in from 

the community.

The community members with whom we spoke explained that Tele-

comm Nuyoo had been unreliable and paternalistic. The network had failed 

to function effectively in the rugged, cloudy, and wet terrain of the region. 

But even worse, a lack of communication by the governmental ministry 

responsible for the project had guaranteed a bad first impression in the eyes 

of the community. Unlike TIC, which is constantly in contact with differ-

ent user communities, we were told that the agency implementing Telecom 

Nuyoo had shown no interest in working with the community to develop 

a sustainable solution to their concerns.

In contrast, when we visited the TIC administrative office in the center 

of Nuyoo, users spoke with great pride about the system; several described 

it as an extension of their own sovereign cultural voices and values. Indeed, 

murals depicting characters from Mixtec myths appeared throughout the 

building that housed the technology.

Despite being only in its second year, Nuyoo stood apart from the other 

two TIC communities, Yaviche and Talea. Absent was the corporate compe-

tition of Movistar, and present was a system that had few technical prob-

lems and a great deal of popular support.
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Talea de Castro

The first TIC system was built in Villa Talea de Castro, a town nestled among 

cloud forests amid numerous Zapotec and Mixtec indigenous community 

settlements (figure 22.2). With approximately 3,000 inhabitants, Talea is 

distinct from the other two villages I visited— and not only because of its 

size. The town is considered to be less indigenous and more “cosmopoli-

tan” due to its reputation for attracting migrants.

The Talea environment posed different challenges than Yaviche and 

Nuyoo. At one point Talea users numbered close to eight hundred, the 

Figure 22.1
Antennas and dead infrastructures of Nuyoo.
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maximum the TIC system could support. Yet as we arrived and began to 

conduct interviews, noting Movistar signs everywhere we looked, we were 

told that the number of users had now dropped to less than thirty, threat-

ening the survival of the project in the internationally known location 

where it had first taken hold. The majority of TIC users had migrated to the 

external, corporate- managed system, we were told, after the community 

decided to pay 300,000 pesos for Movistar antenna infrastructure, approxi-

mately three times the cost for the TIC antennas. Why would they do this? 

Movistar marketers had falsely told them that the TIC system was not only 

illegal but also was a far poorer service with less reliability. The allure of 

Movistar, for many of Talea’s community members, was brand image: access 

to the same “high quality” service that Movistar ostensibly provides to city 

dwellers in Oaxaca or Mexico City.

Is the near- death of TIC in Talea due to corporate influence and brand-

ing? Or, if we buy into the notion of Talea as a more “cosmopolitan” com-

munity, does it mean that members now see TIC as a technology of the 

Figure 22.2
A rooftop view from Talea, the first TIC member community.
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past, and therefore less appealing? How is the presence, or vitality, of the 

asamblea a factor in ensuring that the project evolves to support commu-

nity participation, autonomy, comunalidad, or sovereignty?

Sovereignty, Autonomy, and Ownership

My community is my root, my whole self. It is to take care of what I have so I can 

pass it to future generations. It is a feeling. Community and autonomy is to value 

who I am.

In our visits to the three indigenous villages, advocates of TIC consis-

tently echoed sentiments like these as they described the meaning and 

importance of community. How, then, did the community express the 

meaning of TIC itself? The words most frequently used to describe the net-

work’s importance were “sovereignty,” “autonomy,” and “ownership.”

 “Autonomy,” the most common word I heard, has a deep history in 

Latin American (and Oaxacan) political philosophy. Autonomia, the Span-

ish term for autonomy, describes the attempt by communities across the 

region to maintain their cultural, political, and economic vision despite a 

long history of colonization. As I learned from various community leaders 

in the Mixtec village Nuyoo and the Zapotec village Yaviche, autonomia 

does not describe a final state that can be achieved by any community, but 

instead a process that guides the practices, choices, and, at times, struggles 

of its members.

“Sovereignty” is a term I heard far less often, but it seems to best capture 

the political and cultural insights at the heart of my interviews. A term 

derived primarily from political science, sovereignty most commonly refers 

to the ability for a nation’s governing body to have full authority over 

itself, without outside influence.24 TIC represents a struggle for community 

sovereignty to overcome mere inclusion in someone else’s system. If tradi-

tionally “last mile” user communities can become “first mile” designers, 

owners, and adopters of new technology— in their regions and languages, 

and through their community’s deliberation processes— they will have sov-

ereignty. Ownership and decision- making around the network through the 

asambleas is an important start.

There was a very real tension in each of the three communities between 

the desire for local ownership of the system on the one hand, and the desire 

to use technology that is global and modern (cosmopolitan) on the other. 
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TIC does not necessarily have to be at odds with modern technology— if 

modern technology is a vehicle by which a community wants to pursue its 

autonomy. Many people in the communities TIC wants to serve viewed the 

project that way; twelve out of the fifteen Talea members we interviewed, 

and several users we met in Yaviche who had switched to Movistar, per-

ceived TIC (and criticized it) as being “anti- cosmopolitan.”

Nonetheless, indigenous communities using TIC view autonomy, sov-

ereignty, and ownership as values to pursue, not just by establishing the 

network itself but also by exploring how it could be used and adopted. 

For instance, in Yaviche, Oswaldo has established a local university called 

Xhidza, which teaches digital literacy and design from the perspectives, 

values, and cultures of Zapotec peoples. There are also attempts to take 

power over the technology infrastructures through solar, wind, and other 

forms of renewable energy. Thus autonomy, in the eyes of five TIC users we 

spoke to in Yaviche, does not just start and end with TIC. Their aspiration 

for autonomy extends to other its impact on other parts of their lives that 

they believe technology could help improve.

One way in which the network could better support autonomy would 

be to make the system accessible, open, and even modifiable by its user 

communities. As a project administrator in Yaviche described to us: “It is 

necessary to form technical teams who are knowledgeable about how the 

equipment and infrastructure works. And to offer those capacities to our 

youth or community members. The other thing is to bring together all the 

different phone technologies— to establish an intranet, have digital librar-

ies, and for all to be in one single machine, so we can access everything in 

a more classified way according to our communities’ interests.”

Access to the internet or a mobile phone network is not magic bullet, 

for the question will always remain: Access to what? By connecting TIC 

to a number of valuable initiatives, such as a community- based intranet 

(for digital communications, texting, and even data- sharing with the com-

munity), a digital library through which to share cultural and educational 

resources, and the training of community members, the community can 

tap into its greatest resource: its people, their knowledge and traditions, and 

their ability to pursue a future that supports their collective dreams.
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Autonomy or Cosmopolitanism?

Let’s take a closer look at corporate competition, the major challenge the 

network faces. The influx of Movistar, TelCel, and other private telephony 

providers threatens TIC’s sustainability not only because they offer differ-

ent services at different price points, but also because global technology 

corporations offer a seductive product to these indigenous communities: 

the sense of cosmopolitanism that makes these rural users “feel” in step 

with the rest of the world. As TIC competes with Movistar in communi-

ties throughout Mexico, and around the world, a clash of values is in play: 

autonomy versus cosmopolitanism; tradition versus modernity; corpora-

tions versus the collective asamblea.

Price, quality of service, and the brand— all these factors influence 

what network villagers in Yaviche and Talea will use. To understand these 

choices, let’s see how effective the brand advertising has been in each com-

munity. With Talea, as I mentioned earlier, the presence of Movistar has 

overwhelmed TIC, to the point where there are now about thirty users in a 

network that once had eight hundred. One convenience store owner told 

us, “Movistar came and washed our brains like coconuts. They offered us 

promotions and good deals, and at the end we ended up paying the same 

or even more.”

Based on that assessment alone, TIC users who switched to the corpo-

rate Movistar network felt both demeaned and duped. This shift occurred 

mostly because of advertising and the competitive introductory offers Movi-

star used to gain entry into the Talea market. But the users paid a price.25 

Movistar forced them to join far more expensive plans, use phones that 

were incompatible with the TIC network (a strategy known as “network 

locking”), and settle for less service and talk- time for the same amount of 

money. The invasion strategy seems to work like this: enter the community 

at similar price points to the TIC network, initiate various forms of “gue-

rilla” street advertising, and then shift subscriptions away from TIC to the 

point where it may no longer be financially viable. In each community, 

however, more than two- thirds of those we interviewed struggled to articu-

late exactly what it was that TIC lacked relative to the Movistar network. 

What, then, might account for the decision to switch away from TIC in the 

first place? Does the power of corporate branding have greater appeal than 

the idea of an indigenous- owned network?
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Half of the Talea community members with whom we spoke, and every 

Yaviche Movistar user we met, described how they perceived Movistar ser-

vice as more reliable due to its connection to a larger company that was 

functioning in other parts of the country and world. Perhaps, then, Movis-

tar’s appeal can be chalked up to its brand identity, not just among younger 

community members, but also among villagers who see themselves as 

cosmopolitan migrants. As an internet cafe– owner explained to us, it was 

not surprising that Movistar would be more popular within Talea, a village 

known as a destination for immigrants. But, she pointed out, those within 

the community more connected to traditional culture continued to be a 

part of TIC.

In an example of grassroots ingenuity, we learned that users have found 

creative ways to negotiate between TIC and Movistar services by using 

both— switching back and forth based on their varying user credit, qual-

ity of service, and other factors. For instance, in Yaviche some users of the 

community network have a Movistar phone, which they use to receive calls 

because the dialing codes for the inexpensive TIC network are so compli-

cated. People want technology to be easy to access and use. TIC will have 

to find ways to leverage its symbolic value of autonomy for the indigenous 

and rural communities it serves, and overcome its reputation for being 

backwardly traditional and at a technical disadvantage to corporate- owned 

networks. The TIC leadership team will need to clarify how owning the 

network actually benefits them as a whole.

The Power of Our Visions and Voices

If the goal of TIC is to support community autonomy and sovereignty, it 

must be governed and administered locally, respecting the cultures and 

decision- making processes in place within local communities. As Oswaldo 

put it, “As long as we are not part of the technology, of that knowledge, we 

continue to be exploited by technology.”26

By highlighting the ways that diverse sets of communities adapt, utilize, 

and govern technologies in the image of their histories, values, and needs, 

we can glimpse what might be possible when we approach the spread of 

technology to the global South as beyond mere “inclusion.” In this way, 

technologies may reflect the many languages, worldviews, and lifestyles 

that exist throughout the world. As Peter Bloom points out:
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I have the feeling that technology wants to homogenize the world in some 

way. … And what we have to do is not let that happen. We must … appropriate 

technology and adapt it to us.27

This diversity- first ethic illustrates the experiment that TIC and Rhi-

zomática are carrying out. Designing, owning, managing, localizing, and 

taking power over mobile technology are complicated tasks, but dozens of 

indigenous communities, in tandem with their hacker and activist part-

ners, have already taken the leap. In the process they embark upon a jour-

ney of exploration outside of the producer- consumer relationship, which 

sets up a false either/or sense of opposition. These stories from southern 

Mexico show the power of community agency, the capacity to innovate and 

create technologies in line with the aspirations and values of people, not 

for- profit corporations.

As we continue to think about the future of digital technology, it is 

important that we take time to close our eyes and listen. Let’s attune our 

ears to the caracoles like the Mayans who, as Zapatista leader Marcos writes, 

used the spiraling conch shell both as “a way to summon the community” 

and “as an aid to hear the most distant worlds.”28 Only by being awake to 

the lessons of other worlds can we ensure that efforts like TIC can overcome 

obstructions, continue to stir the desires of user communities, and produce 

new possibilities that support users and their values.

The TIC model in southern Mexico represents an opportunity for all of 

us to say, yes, we as communities and users, regardless of where and who we are, 

can design technology systems in our image. In chapter 17, I mentioned other 

examples: from the United States (Brooklyn’s Red Hook neighborhood and 

inner- city Detroit), from Catalonia in Europe, and from other parts of the 

world where communities are building and managing their own collec-

tively owned internet and intranet networks. We also see great interest in 

Mastodon, an open source software project that allows for any community 

to maintain its own federated communications via its own server. In that 

spirit of revolutionary technology, I next turn to a look at blockchain tech-

nology and cryptocurrencies, with the goal of unpacking the hype versus 

the potential.





V Looking Toward Tomorrow: Our Path Is Not Locked In





We are the Birth of a New Virtual Nation

We are a Future for Our World and Humanity

We are Sentinels, Universal and Inalienable

We are Creativity and Visionary

We are Rights and Freedoms

We are Tolerant and Accepting

We are Polity and Entity

We are Privacy and Security

We are Openness and Transparency

We are a Dream and a Reality

We are Bitnation

So ends the white paper describing Pangea, an app created by a blockchain 

startup called Bitnation.1 These eleven declarations convey ideas that are 

fundamental to Bitnation’s vision for a brighter tomorrow. Although some 

of the concepts expressed in the white paper may sound unusual to a main-

stream audience, many of them are quite common in the “blockchain 

space” (we use this term throughout the chapter to refer to the overall envi-

ronment and set of communities associated with the blockchain and cryp-

tocurrency world).

 Many digital systems today are structured so that some actors have the 

power to alter them in drastic ways. Blockchain technology, on the other 

hand, drives a type of network that is designed not to operate under the 

control of any single party. In this chapter, which I co- authored with Adam 

Reese, a Los Angeles– based writer who covers the blockchain space, we 

explain the basic concepts associated with this new tool and discuss how it 

relates to the central theme of this book: grounding digital technologies in 

the image of users’ values.

23 Blockchain: A Crazy Free- for- All, and Maybe More?

with Adam Reese
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But before we delve into the technology itself, and into the digital cur-

rencies it supports, let’s examine what Bitnation proposes for “our world 

and humanity.”

Virtual Nations

The authors of the Bitnation white paper describe a future in which peo-

ple establish their own virtual “nations” on a blockchain platform cre-

ated by the company. Different nations offer different services, and a user 

who desires what a particular nation has to offer can choose to become its 

“citizen.” The authors suggest that such digital communities could even-

tually replace nation- states if they first wean citizens from nation- state 

dependence by providing “better, more secure, faster, cheaper … peer- to- 

peer alternatives for [state] services.” When functioning virtual nations 

emerge in Bitnation’s competitive, free- market environment, the authors 

claim, nation- states will by default “become increasingly irrelevant to our 

everyday lives.” Their waning influence will liberate humankind from “the 

xenophobia and violence that is nurtured by the Nation State” because 

when “every one of us is a potential customer,” there will be little need for 

violence.2

The Bitnation white paper doesn’t include many examples of what vir-

tual nations might actually do. But it does mention their potential to pro-

vide physical security via a complementary app, which alerts people when 

a friend is in trouble, for instance, and directs them to that friend’s loca-

tion. Such an app could be useful for operating a peaceful neighborhood 

watch program. Or it could just as well become an effective tool for assem-

bling a vigilante mob or managing a mercenary police force. The paper 

also explains that virtual nations could help users manage land deeds, and 

even tie these ownership records to other important documents like mar-

riage certificates. That way, a deceased person’s spouse can automatically 

receive land ownership rights on the blockchain. Bitnation imagines that 

this feature will help gay and lesbian couples to assert property inheritance 

and other rights in jurisdictions like Uganda, Iran, and Chechnya, where 

“being homosexual results in prosecution by the government.” But it’s 

unclear how these blockchain records would hold up in any country that 

has its own land registry, never mind in a country that refuses to recognize 

a surviving same- sex partner’s claim.
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On these points and others, Bitnation has failed to consider an impor-

tant reality: nation- states do not exist simply out of blind faith, nor will 

they simply disappear once we put our trust in some other kind of insti-

tution. It will take more than a “killer app” to dismantle the system by 

which the world’s people are governed. The Bitnation proposal appears to 

have another major hole: Once nation- states have been scrapped, who 

will take on the task of providing essential services— like clean water, for 

example— to poor and far- flung populations when doing so is a money- 

losing venture? How could such communities entice service providers to 

come to them? Would another entity be willing to pay for their services? 

Would people have to move to where the services are?

We’re not criticizing Bitnation in order to lampoon them, but rather 

because we believe they’ve encountered several pitfalls that are quite com-

mon in the blockchain space. First off, their interest in blockchain tech-

nology is closely tied to preexisting ideological convictions, in this case, 

libertarian notions that governments take more than they give. Ideology 

itself is not inherently a bad thing, but when it drives the development of 

a technology, the result may look good from some angles and half- baked 

from others. Bitnation’s shortcomings in this regard are part of a wider 

trend in which people project their fantasies onto blockchain technology. 

We also take issue with the assumption that any technology in and of itself 

can be a path to desirable social, economic, or political outcomes: technolo-

gies matter, but outcomes depend on what people do with them.

Blockchain’s Promise

Let’s look at why people have become so excited about this technology. In 

short, the blockchain can serve as the basis for digital networks that don’t 

have a single centerpoint. That is, each blockchain network comprises many 

nodes— in the blockchain space this term refers to clients (i.e., programs) on 

individual computers— and no single node is indispensable to the function-

ing of the network. Any one of these nodes could go offline and the net-

work would be fine. Theoretically, a network that depends on no particular 

server is significantly harder for a single party to control than a network 

that depends on specific servers. Therefore, security is often counted among 

the technology’s core promises, as is decentralization (roughly speaking, the 

ability to function in the absence of a central hierarchy).
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Most of these networks are organized around a type of digital money 

commonly known as a cryptocurrency. (The Bitcoin network’s cryptocur-

rency is called bitcoin; Ethereum’s is called ether.) Blockchain networks 

are supposed to be un- gameable, so that people can use them to transact 

with parties they don’t trust while having complete confidence that their 

money will be protected.3 In other words, they trust the network to keep 

their money safe, even in dealings with sketchy people. There is no central 

authority to appeal to, and the need to make such an appeal is never sup-

posed to arise.

Some blockchain enthusiasts say that once this technology reaches a cer-

tain stage of maturity, an explosion of innovation will follow. Others claim 

that if we can create a digital network that is genuinely decentralized, the 

concept of decentralization will inevitably permeate essential institutions, 

such as our political and financial systems, and radically improve them in 

the process.4 One effect of this transformation, it’s often said, will be to rid 

us of middlemen who find ways to take their cuts without creating any 

value.5

Politics Are Not Checked at the Door

The blockchain space reflects a range of political viewpoints. Toward the 

left of the spectrum are theories about how the technology could help sup-

port more equal economic outcomes.6 Near what is normally described as 

the political center are projects that mix social liberalism with economic 

conservatism, such as the Plastic Bank. In low- income areas, this organi-

zation opens recycling centers where rubbish collectors receive cryptocur-

rency in exchange for plastic.7

Libertarianism has dominated political philosophy in the space from its 

early days and remains a strong presence today. It makes sense that people 

who distrust governments in general— and their currency- issuing apparati 

in particular— would take an interest in money that’s not state- controlled. 

Indeed, many blockchain enthusiasts express glee at the idea of building 

something that governments can’t regulate or destroy.8

In The Politics of Bitcoin, David Golumbia traces the ideological con-

nections between free- market- loving libertarians in the blockchain space 

and “cyberlibertarianism,” a school of thought described by the sociolo-

gist Langdon Winner in 1997. Cyberlibertarianism places an “emphasis 
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upon radical individualism, enthusiasm for free- market economy, disdain 

for the role of government, and enthusiasm for the power of business 

firms” (all basic libertarian tenets), and couples them with the belief that 

“the dynamism of digital technology is our true destiny.” As Winner saw 

it then, “Those able to rise to the challenge [of the digital age] are the 

champions of the coming millennium.”9 In the space today, people voice 

(self- congratulatory) praise for assembling a technology that will birth a 

shining new future, a future that few are farsighted enough to anticipate 

or bold enough to chase. For some thought leaders, this faith in individual 

potential comes coupled with a wariness of social safety net programs, 

especially welfare initiatives.10

We agree as well with Golumbia’s assessment that although some people 

“who ‘believe’ in [cryptocurrency] think they do not subscribe to [extreme] 

theories, it frequently turns out that they rely on assumptions and con-

cepts that do emerge from the far right.”11 Ardent advocates of right- wing 

philosophies are numerous in the space. Regular visits to “Crypto Twitter,” 

the nickname for the social media platform’s blockchain- focused corner, 

reveal memes and statements that express disdain for anyone identified as 

leftist, communist, socialist, or a “social justice warrior.”12 On the charge 

of extremism, we’ll go a step further than Golumbia, who focused on the 

intellectual histories of libertarian ideas, and say that it’s not unusual to 

catch white supremacist content buzzing around Crypto Twitter. Adam rou-

tinely encounters posts there, usually in the form of retweets, containing 

lines of reasoning that non- crypto social media accounts use to push claims 

of “white genocide,” “demographic replacement,” and other extreme- 

identitarian talking points.13 This messaging only resonates with some par-

ticipants in the space, however. Our overall impression is that while many 

see themselves as being on the bleeding edge of technology, few identify as 

ideological extremists.

If this all sounds abstract, perhaps a pop culture reference will help reveal 

the many strands of right- wing thought in the space.14 The 3D- printed 

firearm inventor Cody Wilson was involved in cryptocurrency- related 

activities such as co- founding an anonymity- focused project and trying to 

dismantle the Bitcoin Foundation. Before he was arrested on charges of sex-

ually assaulting a minor, many blockchain enthusiasts admired him for his 

apparent dedication to his convictions.15 His defiant disregard for authority 

and his libertarian credentials— exemplified when the US Department of 
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Justice settled the lawsuit he filed for the right to distribute gun blueprints 

online— made Wilson an obvious choice as an early icon for the space.16

For the Love of Tech

The rush to adopt blockchain technology is evident around the world. Off 

the record a Chinese tech executive told Ramesh that her government is 

interested in seeing domestic firms become leaders in the space. Some of 

the country’s largest tech companies, including Alibaba, Baidu, Tencent, 

and Huawei, have launched blockchain projects.17

In the West, experts have advised that blockchains make clunky data-

bases and should only be used when their trust- enhancing features are 

needed. Nevertheless, many major companies have eagerly jumped into 

the field to launch projects that sometimes appear to miss the point of 

the technology.18 Walmart is testing a blockchain- based system for tracking 

spinach from farm to shelf so that outbreaks of foodborne illness can be 

traced almost immediately. Clean spinach from disease- free farms, which 

currently gets thrown away as a safety measure, could then remain on the 

shelves.19 Projects like this one have led to accusations that the blockchain 

is a solution in search of a problem: although the idea of improved tracking 

is a good one, blockchains are not the best tools for recording and storing 

all that data.20 Moreover, by running the system privately, Walmart misses 

out on the trust that blockchain makes possible, which is arguably its most 

revolutionary feature. Critics describe such corporate experiments as PR 

stunts that aim to cash in on a trendy technology.21

While the Walmarts of the world are busying themselves trying to figure 

out how to use the blockchain as it stands today, developers in dozens of 

countries are working with startups and as free agents, pushing the technol-

ogy forward with the hope that it might eventually be worthy of the hype. 

Many of these developers, for example those who want to use blockchain to 

create positive social impact, earnestly feel that their labor can contribute 

something valuable to humanity.22 For instance, Taylor Gerring, a member 

of the original core Ethereum team, told me that the technology represents 

no less than a “social f— ing revolution,” because he believes it can over-

come the problem of online surveillance that is rampant today.

Many developers in the blockchain space believe strongly in keeping 

their projects “open source,” meaning that all the code is a matter of public 
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record. By committing to an open source standard, they allow others to 

build upon previous efforts.

For the Love of Money

The narrative of “blockchain as solution,” however, is not equally exciting 

to everyone. Plenty of people are drawn in by the fantasy that cryptocur-

rencies are a magic moneymaking machine. Others aim to profit from the 

people chasing that fantasy (scams abound in the blockchain space), and 

some just relish good old- fashioned gambling.23

The “gamblers” include people who drifted in from Wall Street and the 

finance sectors of Europe and Asia to offer and trade cryptocurrency- linked 

derivatives.24 These financial products have included leveraged CFDs (con-

tracts for difference) with leverage as high as twenty times the stake; these 

are considered risky in normal financial markets where heads turn when a 

stock price goes up or down by a few percentage points in a day.25 In the 

crypto space, where single- day, double- digit price swings are a fact of life, 

these derivatives can expose investors to stunning levels of risk.

In the second half of 2017, surging cryptocurrency values pushed the 

technology into the mainstream media spotlight, and a massive wave of 

investors poured in. At first it appeared that these newcomers would dilute 

the presence of long- standing groups in the space, such as cyberlibertarians. 

However, as we write in the midst of a long slump that has followed the 

highs of that winter, lower prices and the slightly less fervent tone of online 

chatter suggest that many of these newcomers have sold their holdings and 

lost interest in the technology.26

The influx of cash also coincided with an explosion in the number of 

initial coin offerings (ICOs), the fundraising events in which blockchain 

companies sell cryptocurrency to investors.27 Well over a thousand com-

panies have raked in many billions of dollars in total through this process, 

with some raising millions of dollars in minutes. ICOs have been described 

using the analogy of a company selling off stock. For reasons that are 

beyond the scope of this chapter, this is an apt comparison for many but 

not all of them.

When used correctly, this fundraising mechanism can empower teams 

to finance important work without relinquishing control over their projects 

to investors. At their worst, however, ICOs are little more than shameless 
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cash grabs. Teams have skipped the step of starting to build anything before 

raising money, and have sometimes courted investments using nothing 

more than a vague white paper. “Celebrity ICOs” have raised eyebrows: The 

boxer Floyd Mayweather and the music producer DJ Khaled settled with the 

Securities and Exchange Commission (SEC) over “failing to disclose pay-

ments they received” in exchange for their roles promoting an ICO.28 May-

weather’s rival Manny Pacquiao apparently has one in the works as well.29 

The market has also seen ICOs for coins that made no sense at all, such as 

Jesus Coin, an ICO ostensibly held by Jesus himself that offers investors 

“cryptocurrency, healing, [and] forgiveness.”30

Other cryptocurrency schemes appear remarkably cynical as well. For 

instance, a number of thought leaders who hold large amounts of a certain 

cryptocurrency try to control the public narrative around that coin as a way 

to boost its value.31 Companies that have nothing to do with the space have 

pivoted and rebranded as blockchain firms. The worst offender may be the 

Long Island Iced Tea Corp., which watched its stock price jump 500 percent 

after it announced plans to exit the beverage game and changed its name to 

Long Blockchain Corp. in December 2017. The SEC eventually investigated 

the firm because of this move.32

And in keeping with mainstream tech culture, which increasingly per-

vades the blockchain space, several startups have branded themselves as 

humanitarian ventures and used images of African children in their market-

ing materials and public announcements.33 Other blockchain players have 

found different ways to combine the fantasy of solving poor people’s prob-

lems through technology with a focus on making money.

For example, after Hurricane Maria killed more than three thousand 

people in Puerto Rico and left the island devastated, a slew of blockchain 

entrepreneurs and investors began arriving there. They came with the idea 

of establishing a crypto- business hub, which they said would help the 

rebuilding effort. The journalist Naomi Klein accused these newcomers of 

choosing the island because they want to evade taxes, not help people.34 (A 

cryptocurrency team that visited Puerto Rico in March 2018 wrote a blog 

post explaining that two laws on the books, Act 20 and Act 22, establish 

“no federal taxes in Puerto Rico” and “no taxes on cryptocurrencies profit 

made in Puerto Rico,” respectively.35 The memo also states that in its zeal 

to court blockchain investors, the government has “formed an advisory 

council focused on growing the local blockchain ecosystem.”)
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Klein criticized the child actor turned crypto entrepreneur Brock Pierce, 

who has been visiting the protectorate on business since 2013, for acting as 

a ringleader of the migration, but Pierce defends the techies’ intentions.36 

For instance, he told a Puerto Rican YouTuber: “It’s in these moments 

where we experience our greatest loss that we have our biggest opportunity 

to … upgrade. … And so Puerto Rico can become anything it wants. … We’re 

here to help Puerto Rico, the people and the place, restart as well as it can.”37 

This platitude- filled overture stands in contrast to another video, released in 

August 2018 by the Guardian, which was heavily edited and has since been 

taken down. It showed Pierce and a cohort of mostly white, mostly male, 

seemingly non- Spanish- speaking crypto people holding a town hall– style 

event in Puerto Rico.38 During the meeting Pierce apparently got into a shout-

ing match with a Puerto Rican woman and lectured other local attendees.

Pierce’s eccentricity as well as the presumptuous position he appeared to 

represent helped the story garner media attention. But it’s not the only tale 

out of the crypto space with whiffs of neocolonialism. About the same time 

that Klein voiced her criticisms, events were taking place on the other side 

of the world that appeared to contradict the cyberlibertarian mantra that 

blockchain technology is inherently a force of freedom.

The Chinese Canadian billionaire Changpeng Zhao made his fortune as 

the founder of Binance, an online cryptocurrency exchange that became 

one of the world’s largest a mere six months after it opened for business.39 

In April 2018, he met with two dictators: Togo’s Faure Gnassingbé, who has 

held power since 2005 (or 1967, if we count from the start of his father’s 

presidency), and Yoweri Museveni, Uganda’s president since 1986.40 A full- 

blown movement is afoot in Togo to end the Gnassingbé family’s grip on 

the country’s political system. On a 2018 trip to Uganda, Adam and I met 

people who openly expressed their disapproval over Museveni’s refusal to 

leave power and many others who hinted at such disapproval more subtly.

Zhao told Museveni that he hopes to set up Africa’s largest crypto-

currency exchange in Uganda. He indicated on social media that a pro-

posed partnership between Binance and the Gnassingbé government could 

bring “billions” of investment dollars to Togo.41 These autocratic regimes 

would almost certainly receive a substantial share of any money brought 

in through such deals, and the funds would help these presidents hold 

onto power. In other words, the projects would represent a setback to Togo-

lese and Ugandan efforts to win free and fair elections. Zhao’s apparent 
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openness to these partnerships is a clear demonstration that blockchain 

technology and cryptocurrency in and of themselves are no silver bullet 

for freedom.

And finally, on the subject of government interest, Adam spoke with a 

Ghanaian official who expressed great enthusiasm over the idea of a state- 

issued cryptocurrency. His vision is to use the currency to capture tax rev-

enue from the informal economy— the gray zone of the economy that is 

sparsely monitored— whose participants include Ghana’s poorest people.42

Taken together, the examples we’ve mentioned indicate that the block-

chain has emerged as a kind of a fetish idol onto which people have pro-

jected their dreams, whether those dreams involve helping refugees,43 

building an Ayn Randian utopia where the pursuit of self- interest can be 

considered truly virtuous, or simply getting rich.44 Next we discuss our take 

on the technology, setting aside the goals that other people have brought 

to the table.

Does Any of This Actually Matter?

If you ask us, it does. Not necessarily because of anything that has been 

built so far, but because today’s blockchain networks may contain the seed 

for something that might benefit us all one day. If these systems become 

reliable and robust enough to support billions of users, they could form the 

basis of a more “trustworthy” online experience. Our online worlds today 

are so full of predatory forces that it can be hard to imagine what this shift 

could look like. What might we do with an internet that allows us to really 

trust the systems we use, and even trust our fellow users to a certain extent? 

Among other things, people would be able to enjoy many of their favorite 

features from Google, Facebook, and Amazon without any company cap-

turing and storing their data, or taking a cut of a transaction between them 

and another private party.

Equally important, without a central authority mediating our digital 

experiences, we users could have more of a say about how platforms oper-

ate. In theory, we could have whatever kind of platform we like, as long 

as enough of us organize and get it built. So far, though, this is nothing 

more than a theory. Decentralized networks have been built, but it’s a mat-

ter of opinion whether any viable models for decentralized organizing have 

emerged. Likewise, the common claim that decentralization will squeeze 
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out people who make their money without creating value, although intrigu-

ing, is unproven. Like any tool, the blockchain must be coupled with spe-

cific strategies that address specific problems in all their complexity before 

it can truly become an effective instrument of positive social, political, or 

economic change.

Moreover, we’re skeptical about this narrative because it feels similar to 

one that appears throughout this book. We were once told that the internet 

would liberate us into a more egalitarian and decentralized future. Instead, 

today’s online world is full of power players, like internet service provid-

ers (ISPs) and major tech firms, who make important decisions about our 

digital experiences without consulting us. Once a space of imagination 

and freedom, the internet has also become a space of surveillance and data 

capture. It’s also been widely argued that instead of expanding our social 

worlds, social media thrusts us into cultural echo chambers where we’re 

insulated from opinions we don’t share.

All the same, a new digital era may be headed our way— one that is based 

on the transfer of value in the same way that today’s internet is defined by 

the transfer of data. Although Adam and I believe that a blockchain future 

could be just as frustrating and dangerous to users as the current age, we 

don’t think it has to be. With the right guidance, these technologies could 

lead to some positive outcomes, which we touch on below. We can all make 

ourselves a part of this process right now by trying to understand how this 

technology relates to topics we know about and by looking critically at the 

solutions that are being proposed.

The Blockchain Itself

Before getting into specifics about what people might do with the block-

chain, we want to introduce a few essential terms and concepts. Blockchain 

technology is a subset of what’s called distributed ledger technology (DLT).45 

The blockchain itself is literally a ledger— a record of cryptocurrency trans-

actions (and frequently other data as well) that is distributed among many 

computers around the world via the nodes we mentioned earlier.” This list 

stretches all the way back to the beginning of the network.

When new transactions are added to the ledger, nodes receive word and 

update their copies accordingly. This way, rather than a central actor like a 

bank keeping the official tally of everyone’s balances, thousands of nodes 
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host that information. For an attacker to successfully tamper with it, they’d 

have to attack a huge number of nodes (or bribe the node operators) all at 

once. This makes it very difficult for any party, no matter how well funded, 

to interfere with the network in a significant way.

Bitcoin, Miners, Addresses, and Privacy

Bitcoin launched in early 2009 as the first blockchain network.46 A few 

months earlier, its creator(s), whose true identity is still a matter of specu-

lation, had published a white paper under the name Satoshi Nakamoto.47

The document describes a set of interconnected mechanisms that allow a 

coin- centric network to exist in perpetuity. One of these features is the need 

for miners— parties who are many in number and who compete for the privi-

lege of making periodic updates to the blockchain.48 These updates are bun-

dles of transactions called blocks (hence blockchain). Creating these blocks is 

a privilege in the sense that a successful miner gets paid with newly minted 

bitcoin and the fees attached to each transaction. By including these transac-

tion fees, senders essentially pay miners to compete, and as more miners com-

pete independently, various types of attacks become more difficult to execute.

When a person “owns” cryptocurrency, they do not literally have those 

assets on their computer. Rather, they control an address that is listed on 

the ledger as containing a certain number of those assets.49 The Bitcoin 

addresses that send and receive transactions are represented on the block-

chain by a public key, a long string of numerals and letters. This public key is 

derived from a private key, a 64- character string made up of all 10 numerals 

and the letters A to F. The cryptographic relationship between these two 

keys entails that a public key can be inferred from a private key but never 

the reverse. Anyone who has a private key controls all the funds associ-

ated with the corresponding address, so it is of the utmost importance that 

blockchain users protect their private keys. By contrast, they must share 

their public keys in order to receive money.

Critics outside the space often allege that bitcoin is an effective tool for 

laundering money or making illegal purchases.50 But this analysis is flawed 

in the sense that every bitcoin transaction literally becomes part of the 

blockchain. If a person’s identity ever gets connected to an address they’ve 

used, then they’re linked to every transaction that address has ever been 
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involved in, and to the counterparties to those transactions. If one of those 

counterparties slips up, it can be enough to expose them.

This confusion may stem from the first major use case involving bitcoin. 

Between 2011 and 2013 people bought narcotics with the cryptocurrency 

on a darknet marketplace called Silk Road, falsely believing the transac-

tions to be anonymous. In the end, not only did the FBI confiscate mil-

lions of dollars in bitcoin from Silk Road’s alleged owner, Ross Ulbricht, 

but also two federal agents who had worked on the case were convicted of 

crimes relating to bitcoin they had illegally acquired over the course of the 

investigation.51

Other networks, most notably Monero and ZCash, do offer more robust 

transaction privacy. ZCash creator Zooko Wilcox has argued that concerns 

about criminals benefitting from privacy- enhancing software are short 

sighted, and that privacy coins, as they’re known, can protect all users from 

“crime and fraud.”52

Ethereum and Smart Contracts

Several Bitcoin features— blocks, miners, and key pair addresses— can be 

found on the Ethereum network as well. The overlap makes sense: Ethe-

reum began as a project driven by Bitcoin users who were interested in 

building a broad range of applications on top of a blockchain but felt that 

Bitcoin was not sufficiently friendly to this goal.53

One major difference they devised was to use addresses that can be aug-

mented with additional code, turning them into smart contracts. A smart 

contract is not “smart” in the same way as an AI system, which can learn 

from experience. On the contrary, it’s a computer program that lives on a 

blockchain network and functions like any other algorithm: by reacting in 

a predefined way to incoming information.

As a simple example, imagine two friends who bet on a baseball game 

between the Los Angeles Dodgers and the Oakland Athletics. They both 

send their wagers to a smart contract that receives score data from a trust-

worthy source like an ESPN data feed. When the game is over, this betting 

contract sends all the money to the winner’s address.

If designed well, these decentralized computer programs can prevent 

cheating. Notice how in the example above, the contract pays the winner 
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without giving the loser a chance to renege. By contrast, normal contracts 

deter parties from violating the deal through the threat of consequences.

In the future, smart contracts may be able to handle more advanced 

tasks, such as helping communities that languish under inept governments 

to take control of their own road maintenance programs.54 A contract 

might do this by automatically collecting fractions of a penny from each 

driver and storing that money. When repairs are needed, those funds could 

be used to pay for the work piece by piece, releasing money as crews pro-

vide evidence that each step of the job has been performed properly.55 Or, 

for a more tangible use case, we can think of a smart contract that receives 

data from moisture sensors in a farm’s soil. When a patch of earth gets too 

dry, the contract could trigger a payment to the water supplier for the exact 

amount of water needed and send that water to the thirsty area via an auto-

mated irrigation system.

The Beauty (and Terror) of Network Splits

No introduction to blockchain technology is complete without mention-

ing the network split, an event that can occur when different versions of a 

blockchain’s history become available and nodes disagree on which one to 

store.56 The split results in two networks that together have the same num-

ber of nodes as the original one had. People fear these splits because block-

chain networks get less secure as fewer nodes support them. When both 

“sides” carry a significant number of nodes, it can be a serious problem.57

At the same time, we don’t want to suggest that the ever- present threat 

of network splits is a bad thing. On the contrary, it’s at the core of what 

makes this technology interesting. Anyone can alter the history of a block-

chain network, or launch a new blockchain network using the same soft-

ware that governs an existing network.58 If that person can convince node 

operators to support their version of the network, then their efforts can be 

considered at least somewhat successful.59 On the other hand, making a 

change that few node operators support basically amounts to launching a 

(tiny) new network that almost nobody cares about. This is a check on the 

threat of a single party taking control of these networks.
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The Payment Superhighway

Now, with our quick- and- dirty technical summary out of the way, let’s get 

back to why this stuff is worth understanding. Earlier, we mentioned that 

a new digital era is predicted, one in which blockchain networks function 

as an “internet of value” and payments are nearly free, nearly instant, and 

effortless to send and receive. This new internet would support the transfer 

of massive sums, but also very small ones, known as micropayments, which 

some tech enthusiasts speculate could become the basis for a whole new 

economy.

What would be the purpose of transferring 10 or 20 cents at time, or 

perhaps even fractions of a penny? For one thing, if internet users made 

micropayments to the websites they visited, more sites could turn a profit 

without collecting and selling user data. This funding model, which the 

virtual reality pioneer and technology critic Jaron Lanier has advocated, 

would not be an equally comfortable fit for every website, but it could help 

resolve concerns that our data are generating value for companies who nei-

ther ask our permission nor offer to compensate us.60

In addition to plugging into existing systems like the modern internet, 

micropayments can also open the door to new ways of interacting. Let’s 

take an in- depth look at one use case that researchers are already building: 

peer- to- peer energy sales.61

Imagine a neighborhood where several houses have electrical meters 

that interact with a smart contract. Some of these houses generate energy 

from a renewable source (e.g., solar) and some don’t. Those who generate 

their own power draw on it for personal use and also sell it to neighbors. 

(With or without a blockchain component, this kind of network is called a 

microgrid.) An energy sale would begin when Alice’s meter alerts the smart 

contract that her reading is low. The contract would then recognize that her 

neighbor Bob has some energy to spare and manage the process of swap-

ping Alice’s money for Bob’s electricity in a completely automated way.

Microgrids have been proposed as a more ecofriendly and resilient alter-

native to the massive grids that dominate today’s energy landscape.62 These 

systems are often structured so that if a central power provider goes down, 

huge sections of the grid go dark. The providers that operate these facilities 

sometimes struggle to restore power in a timely manner after natural disas-

ters and occasionally find themselves at the center of scandals, accused of 
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neglecting the public’s well- being.63 They’re also reportedly vulnerable to 

sabotage.64

While it would take an enormous collaborative effort to achieve wide-

spread microgrid adoption, cryptocurrencies and smart contracts could the-

oretically remove one barrier to this goal by automating the sales process. 

This is one example of how micropayments can help open the doors to 

innovation when combined with other strategies and technologies.

A Fleet of Computers, Always at the Ready

If we could send money effortlessly, that would make it easier to take exist-

ing resources that are sitting idle and put them to work. For instance, cryp-

tocurrency payments can support decentralized storage platforms, where 

customers can store files in much the same way that they do on Dropbox, 

but with one crucial difference: instead of paying a company to hold data 

on its servers, customers can pay random people to store files in the spare 

space on their personal computers.65 A project called the Interplanetary File 

System is one attempt to build such a network.

Golem, another company in the blockchain space, is building a market-

place where people buy and sell surplus processing power. Users are encour-

aged to treat the platform as a “decentralized supercomputer” and use it 

when they need a lot of computing power.66

As it turns out, the idea of harnessing several computers’ process-

ing power for a single purpose predates the blockchain. For instance, the 

Folding@Home project, launched in 2000 by the Stanford professor Vijay 

Pande, uses processing power from volunteers’ home computers to sim-

ulate protein folding, a process that could reveal new information about 

Alzheimer’s and other diseases.67 By assembling his own network of com-

puters for this purpose, Pande demonstrated that spare computing power 

could be used toward novel and ingenious ends. Imagine if vast amounts 

of computing power were constantly available to everyone, rather than just 

researchers and other money- backed actors. We could begin to develop all 

kinds of services— geared toward smartphone users, for example— that sim-

ply wouldn’t have been conceivable before.
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A Tool to “Decentralize the Internet”?

We mentioned earlier that the internet has fallen short on two of its great-

est promises: to break our dependence on centralized systems run by people 

who are indifferent to our needs, and to make us freer. As it turns out, block-

chain technology might be able to help make the internet less centralized, 

if only in some limited ways. To understand how, it’s useful to begin with 

why some technologists think “decentralizing the internet” is important.

Ramon Roca, who co- founded the Guifi . net organization discussed in 

chapter 17, told us that every instance of centralization in the internet’s 

architecture represents a possible point of failure. The most important 

one to address, he said, is the fact that most users connect to the internet 

through privately owned ISPs. These companies often act against their cus-

tomers’ best interests, according to Guifi . net’s Roger Baig Viñas. They may 

arbitrarily increase rates, offer better service to higher- paying customers, 

or sell off vital network infrastructure that customers depend on if there 

is a profit to be made in it.68 Roca explained that the easiest way to help 

internet users bypass ISPs is to build “community networks” that connect 

users to the “backbone of the internet,” the actual fiber optic cables that 

constantly transmit vast amounts of data around the globe.69 While block-

chain technology has no obvious role to play in this effort, Roca believes 

that it might support the decentralization of another layer of the internet.

The domain name system (DNS) is a crucial component of our internet 

experience today. It connects the numerical addresses that actually help us 

find websites with addresses that people can read (e.g., google . com ). DNS 

is quite effective at managing immense amounts of resolution requests 

and can thus support high volumes of online activity. But the system also 

relies on root servers, another possible point of failure.70 Attackers can take 

these servers offline or manipulate them into sending users to the wrong 

site, where they may unwittingly reveal sensitive information, such as a 

password. Currently, several teams are working to create fully distributed 

blockchain- based alternatives that could replace various components of the 

DNS with systems in which these root servers have no role.

Additionally, the decentralized storage platforms discussed above might 

help keep user data out the hands of private, profit-seeking giants, among 

other benefits.71 It’s also important to point out, as obvious as it may be, 

that money is a driving force behind much of the activity on the internet. 
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By decentralizing the process of moving digital money, this technology 

offers to decentralize the financial infrastructure attached to the web.

Finally, a number of decentralized applications are coming online. To 

borrow an observation from the tech journalist Tom Simonite, most are 

basically more- private versions of services that already exist: imagine a You-

Tube or Google Docs that doesn’t collect user data.72 While privacy is their 

main selling point today, these apps are only the first generation. Other 

benefits may reveal themselves as the technology develops.

Ultimately, there’s no clear path to completely decentralizing every layer 

of the internet, and anyone engaged in turning that dream into reality 

must make certain pragmatic concessions. For instance, Blockstack, a pub-

lic benefit corporation working to build “a new internet for decentralized 

applications” also relies on cloud storage services from the likes of Drop-

box, Amazon, and Google.73 In other words, the “race to decentralize every-

thing” will be more of a marathon than a sprint.74

A Tool to Build Better Systems?

This technology is still in its infancy, but we believe that under the right 

circumstances, it could become a useful tool for achieving positive social 

and economic outcomes. For example, Adam has argued that smart con-

tracts could support many of the core functions of labor unions, including 

voting, the payment of dues, notarizing audit data, and reporting employer 

malfeasance.75 A decentralized union could allow workers across countries 

and continents to negotiate as a group. These laborers might be drivers 

for an international ridesharing firm.76 They might be garment workers 

spread out across long, complex supply chains. The same model could also 

be used to launch less conventional unions, such as consumer unions that 

encourage food producers to adopt certain quality standards and reward 

compliance.

As we saw with the microgrid example, smart contracts may also have a 

role to play in making our large- scale systems more efficient. For instance, 

a startup called Hyperloop TT has proposed a transportation system that 

discourages wasteful behavior by pricing rides according to their relative 

environmental impact.77 It would rely on a smart contract to analyze pas-

senger preferences, lining up cheaper rides for people willing to carpool and 

offering more expensive, direct options to those who value speed. Other 
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smart contracts would help passengers pay fees to toll booths, hyperloop 

owners, vehicle owners, and the vendors who will handle a vehicle’s even-

tual ecofriendly disposal.

These two use cases, unions and mass transit, show how large groups 

might use this technology to achieve socially desirable outcomes. We 

believe that it may also enable individuals to contribute to the public 

good. For instance, the practice of using digital tokens to represent physi-

cal things, called tokenization, could allow several people to co- own things 

like a car or a storefront.78 This way, three drivers could share a taxi and 

drive it in different shifts, or four different restaurateurs could use one space 

to service the breakfast, lunch, dinner, and late- night crowds, while smart 

contracts automate any financial dealings between the co- owners.79 These 

types of schemes could help economize precious space (and other goods 

like vehicles) in crowded cities and potentially create new avenues for peo-

ple with fewer resources to participate in the economy.

Roadblocks

There’s a reason we keep talking about what blockchain might do in the 

future: many of the technology’s “killer apps” simply don’t exist yet, per-

haps because the technology isn’t ready to support them at this stage. There 

is a limited amount of time to remedy the situation; Ameen Soleimani, 

the CEO of SpankChain, a webcam model site that uses the Ethereum net-

work for payments, warned in late 2018 that the public’s attention won’t be 

focused on blockchain forever.80 If it fails to deliver compelling results, he 

predicted, people will forget about it and move on, and the opportunity to 

build something will be lost.

In our estimation, the biggest problems facing blockchain networks 

today is the limit on how many transactions they can support and the fact 

that cryptocurrencies can be challenging and risky to use. Let’s break these 

down one by one.

Blockchain networks may be capable of processing over a million trans-

actions a day, but this would be nowhere near enough to support the bil-

lions of transactions and smart contract calls that people would need to 

make if this technology were adopted globally.81 Each block holds a limited 

amount of data, so if too many transactions are attempted, it takes longer 

to add them to the blockchain.82 As transaction volumes mount, senders 
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also have to attach bigger fees to get their transactions onto the block-

chain.83 This means the network temporarily costs more to use.

Another critical shortcoming apparent in this technology’s first decade 

is usability. The blockchain may look sexy to believers and investors, but 

outsiders often find blockchain apps perplexing and have generally not 

adopted them in impressive numbers. For the most part, these apps can 

only shield users from a portion of the blockchain’s complexity. As the 

SpankChain co- founder Wills de Vogelaere told Adam, nontechnical people 

will only adopt a technology en masse when they can use it safely and eas-

ily, and do so in spite of the fact that most of them are not familiar with 

what’s happening under the hood.84

On the subject of safety, it’s quite possible to lose large sums of money 

when handling cryptocurrency, even for people who have some idea of 

what they’re doing. It happens when users mistakenly send funds to the 

wrong address because, for instance, they’ve transposed characters in the 

recipient’s public key. (Bitcoin has safeguards against such an error, but on 

other blockchain networks including Ethereum, the danger is real.) People 

may also lose funds when they’re victimized by scammers or malicious 

hackers and through a wide array of other pitfalls. For example, on Christ-

mas Day 2017, one unfortunate user of the Verge blockchain, intending to 

make a $73,786.05 transaction, absentmindedly keyed in that amount as 

the miners’ fee, so that they paid that staggering sum to a lucky group of 

miners instead of sending it to the intended recipient.

Unlike these hazards, price volatility presents a risk factor that appears 

almost impossible to guard against. Cryptocurrency markets are highly 

erratic, and holders are basically at their mercy. This volatility has real impli-

cations on adoptability: if a cryptocurrency’s value can go down 10 percent 

in a day, people with financial challenges are unlikely to leave money in it. 

Blockchain developers have attempted to neutralize this threat by creating 

so- called stablecoins, tokens that are supposed to remain steady in value 

relative to some national currency. As we write this chapter, however, we’re 

not convinced that any stablecoin on the market is viable for widespread, 

long- term use. 85

These problems may not hold the space back forever, though, because 

they are widely known, and many developers are working to solve them. 

Some efforts to improve transaction times and costs (e.g., by using some-

thing called plasma blockchains) look promising at the moment, but it’s 
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not clear if or when they will be implemented.86 We believe that if this tech-

nology ever truly takes off, it will be thanks to multiple scaling strategies, 

and the process may even involve more than one network.

Tackling usability will likely involve building a secure identity system 

of some sort— an easy and foolproof way for users to prove who they are. 

While partial solutions are already being developed, it will be awhile before 

a completely secure and truly convenient identity system is up and run-

ning.87 As for the problem of price volatility, there is simply no clear path 

to a solution yet.

Long- Term Challenges

These are formidable obstacles, to be sure, but we’re more concerned about 

what might happen if blockchain technology actually takes off on a grand 

scale. It promises to give us something incorruptible that we can hold onto 

as we navigate our messy, predatory, corrupting world, but will it protect 

us from forces of tyranny and inequality, as advertised, or be co- opted it 

into their service? We believe that the real challenge will not be building 

this technology but rather making it work on the ground. Our example of 

the meeting between the CEO of a leading cryptocurrency exchange and 

the kleptocratic dictator of Togo proves that this technology is not guaran-

teed to bring freedom to unfree places. When introduced in a careless or 

irresponsible way, it can even have the opposite effect. Or, as the Ethereum 

Foundation director Aya Miyaguchi said, it’s entirely possible that this space 

could produce more “centralization [in] the name of decentralization.”88

Why is this a threat? Partly because the question of how to actually 

decentralize the process of governing these networks remains unanswered 

despite all the fanfare around decentralization.89 To find a solution, people 

in the space are exploring important questions, including: Who has the 

legitimate right to define these systems’ rules? And by what process should 

users get to influence these systems’ evolution? If we’re serious about 

achieving better outcomes with blockchain- based systems than the ones 

we have with today’s internet, then it’s important for us to address these 

kinds of questions from the outset and revisit them often.

A 2018 conflict in the Ethereum community brought the governance 

question to the surface.90 Following a series of events too long to describe 

here, and amid a hailstorm of online bickering, an Ethereum insider named 
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Yoichi Hirai resigned from what was essentially a software- editing role. 

We mentioned earlier that nodes are computer programs. Although node 

operators in many networks have several clients to choose from— and these 

clients may have slightly different ways of implementing the software that 

defines the network’s rules— each of these clients is ultimately supposed to 

store identical copies of the blockchain. When Ethereum’s so- called core 

developers deploy changes to this software, it’s up to the teams behind 

these clients to update their own client accordingly.91

Hirai had been one of six people allowed to edit the “official” copy of 

this software. Just before resigning he argued that the system in place— core 

developers deploying changes that get implemented by a relatively small 

number of client providers— tended to result in node operators accepting 

changes without fully reviewing them. To combat centralization, he rec-

ommended getting the wider Ethereum community more involved in the 

process of creating these changes. “Ideally,” he said, well- crafted changes 

would bubble up out of a “chaotic communication pattern without a cen-

trepoint,” rather than come from a core team. Hirai also questioned the 

wisdom in allowing people to change decentralized systems on the basis 

of any sort of “authority,” especially people who (like him) had not been 

elected to their positions.92

Indeed, the existence of de facto decision- making bodies could be a 

problem if many people come to rely on blockchain networks. Further-

more, we worry that decentralization will be constantly under threat as 

these networks scale.

There could be other kinds of growing pains if cryptocurrencies take off 

as well. Let’s consider a common crypto fantasy: a country’s currency is 

steadily losing value, so residents decide to cut their losses and convert their 

savings from local currency into crypto. The dream is that cryptocurrency 

would save the day and the story would end there. Another possibility is 

that this process could accelerate the devaluation of the national currency 

and spur panic selling. If this happened, the last people to get the chance 

to dump out would inevitably include some of that country’s most vulner-

able people.

Finally, we’d be remiss if we did not comment on the trend of techie 

insider- ism in the blockchain space, where the fastest way to earn respect is 

usually to demonstrate technological expertise. Such an environment gen-

erally encourages people to seek technical solutions to all sorts of problems, 
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whether or not they are actually technical in origin. What if outsiders’ input 

is dismissed because they can’t code, or because they haven’t yet learned 

about certain aspects of DLT systems?93 Then the space will lose out on their 

potentially valuable perspectives, and developers may get stuck using a nar-

row and overly specific toolkit to address complex problems.

Cause for Optimism

One confusing thing about the blockchain space: it’s never quite clear 

where the cutting edge is. Dozens of teams are working on what sound 

like plausible strategies for making blockchains more useable. Regardless 

of whether any of these pan out, we believe that this collective experiment 

has already set a useful example for future endeavors in several ways.

First of all, this movement has seen people from all over the world apply 

their brainpower to what is basically a single problem. What’s more, thou-

sands of people— perhaps tens of thousands overall— have come together to 

create a modest- sized industry out of thin air, one that is far less dominated 

by corporate influence than most other niche tech industries. Regardless 

of what the movement achieves, it has already proven to be an impressive 

grassroots attempt at creating a technology that is not cast in the Silicon 

Valley mold.

We’re also struck by how the fragile complexity of these systems some-

times frustrates efforts to think about the technology in a vacuum. For 

instance, a lot of things have to go right in order for a cryptocurrency to be 

widely usable: miners must never stop competing with each other, which 

requires that certain incentives be maintained;94 market forces (including 

speculators and price manipulators) must be prevented from causing erratic 

price changes;95 average Joes and Janes must have a safe and easy way to 

send, receive, and store funds; and so on. In this way, these systems push us 

to appraise technologies in terms of the outcomes they deliver, rather than 

to think of them as nothing more than a set of tools. Even if DLT doesn’t 

ultimately teach us to evaluate technologies more holistically, it seems sig-

nificant that so many members of this self- assembled army of technologists 

are having conversations about outcomes.

The blockchain’s promise, in the words of the Aragon co- founder Luis 

Iván Cuende, is to give people “the power to create systems that better 

align incentives and distribute resources.”96 Perhaps, somewhere down the 



282 Chapter 23

line, this technology can enable people to collaborate in creative and effec-

tive ways around shared challenges, like weaning humanity’s dependence 

on oil. Here’s the main point we want to convey: these kinds of positive 

outcomes will only be possible if a lot of people engage critically with both 

the tech and the challenges it faces in the real world. Or, as Cuende put it, 

technology can help improve our lot, but “without a global, conscious, and 

concerted effort, the outlook is incredibly bleak.”97

Closing Thoughts

We have no illusions about blockchain saving the world. All the same, these 

networks’ decentralized architectures make them potentially valuable tools 

for building grassroots solutions that support the needs of ordinary users. 

The technology may also offer major breakthroughs in areas where conven-

tional computing experiences are lacking, like security and privacy.98

It is precisely because blockchain technology raises the possibility of 

digital services untainted by corporate ties that we believe it’s worth keep-

ing an eye on and trying to engage with. Like it or not, we may all end 

up blockchain users eventually. If you want to see this technology used to 

advance goals that matter to you, we encourage you to help steer it in that 

direction by joining the dialogue. For our part, we’ll keep our ears open for 

emerging voices and continue to listen to those who talk past the hype.



In his 2018 book Enlightenment Now, the psychologist and linguist Steven 

Pinker sets out to debunk our pessimism about the present day. Yes, we must 

contend with problems like environmental destruction, income inequality, 

and political polarization. But Pinker argues that the real story of humanity 

is one of progress and achievement. Life expectancy has more than doubled 

since the 1800s, and extreme poverty has decreased. Workplace, automo-

bile, and public safety have improved. Rates of violent crimes and deaths 

from war have declined. Literacy is on the rise. We humans are far better 

off now than we have ever been, says Pinker— we’ve just lost perspective.1

The psychologist’s perspective, however, problematically treats “quality 

of life” as objectively quantifiable. Built into all of the measures he uses 

to map our progress are very typical Western assumptions about how the 

world works and what constitutes “the good life.” Take automobile safety. 

It’s great that better airbags, brakes, and backup cameras protect those of us 

who commute to work from injury or even death. Safety precautions like 

airbags, however, don’t come out of the benevolence of the auto industry, 

they come when people stand up for what is right and reasonable.

On top of this automobiles themselves are not so great for the environ-

ment. We are in the depths of climate change so profoundly disruptive 

that many scientists say we’ve entered a new geologic era, the anthropocene, 

expresses the irreparable impact of the human race on the environment.

I don’t mean to say that nothing has improved since the 1800s. But 

I do mean to poke a hole in the part of Pinker’s argument that ignores 

what we have disregarded, forsaken, or damaged as we’ve pursued these 

“improvements” to human life. Attending to these trade- offs allows us to 

see a more full range of possibilities for future innovation, including ones 

24 Technology for All



284 Chapter 24

our predecessors did not pursue, and to expand our understanding of what 

we can aspire toward.

The technologies of tomorrow are yet to be created, and those of today 

can be made better: the path is not “locked in.” To refine how we design 

systems, regulate them, and embed them in our lives, we need to involve 

diverse stakeholders (especially those most vulnerable) in positions of real 

authority, in roles that come with a real “say.” The ethic of active collabora-

tion can overcome negative effects, like climate change, that occur when a 

relentless drive for productivity and profit leave other values, like clean air 

and water, by the wayside.

Many of the tech world players I’ve discussed in this book— such as the 

Silicon Valley billionaire inventor and investor Peter Thiel, or those in the 

blockchain and cryptocurrency world— promote a myth: by empowering 

individuals and freeing corporations from needless constraints, they claim, 

the internet acts “naturally” as a force for good. There’s a problem, though. 

With everyone let off the leash, it’s back to the law of the jungle, where 

corporations are usually bigger, stronger, and more ruthlessly focused than 

the motley collection of humans called “society.” The vulnerability of our 

basic cultural and economic needs becomes scary when faced by the stolid 

forces of capitalism.

My argument is not with engineers or with technology writ large. Eco-

nomic inequality, threats to democracy, cultural misunderstandings— these 

all exist independent of the internet, and their causes can’t be simply 

pinned on technologies or their libertarian evangelizers. The largest tech 

companies have done exactly what they were supposed to do: grow and 

increase their valuation and bottom line. As they maximized self- interest, 

the rest of us began to encounter problems. But it didn’t have to be that 

way, nor does it have to continue that way moving forward. The fact that 

we can’t pin our societal challenges solely on tech only reinforces the 

notion that it’s our responsibility, together as users and citizens, to force 

the changes we want to see.

We can’t assume that governments and politicians are going to come up 

with solutions to ensure that online platforms are accountable, transparent, 

and return value to us all. Too many politicians around the world are forced 

to answer to their wealthiest funders and supporters. And some, including 

liberals, are directly supported by the wealthiest 1 percent in their cam-

paigns, whose interests naturally differ from the rest of ours.
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On some occasions, though, politicians can be our allies. One who is 

running in the 2020 US presidential election promises to make big tech 

accountability a part of her campaign platform: Senator Elizabeth War-

ren has called for a “cop on the beat” to regulate and break up the unfair 

advantages held by Google, Amazon, and Facebook. It’s fine for Amazon 

Marketplace to host the buying and selling of products, for instance. But it’s 

not okay for Amazon to use the vast troves of data it collects on our buy-

ing habits in order to compete with, manipulate, and dominate small-  and 

medium- sized businesses and innovators on the platform. Rather than have 

us continue to be puppets controlled from behind the stage, Warren boldly 

asks us to get back to a digital world where everyone has a chance.

Since May 2018 a measure that sinks its teeth into tech company trans-

parency has been in effect in the European Union. The General Data Protec-

tion Regulation (GDPR) has set up legal repercussions and fines as a means 

to ensure that users are given opportunities to understand how their data 

may be used, and the choice to consent to these uses or not. The European 

Commission invited a high- level group of experts (called the HLEG) to 

advise on policy initiatives to address fake news and online disinformation 

(defined as false, inaccurate or misleading information that causes public 

harm).2 The resulting HLEG report underscores the importance of making 

sources of online news transparent, improving user understanding of news 

content, empowering local journalists, and ensuring that the diversity of 

the news ecosystem is maintained, rather than invisibly filtered by online 

platforms.

Technologies can be designed with an eye toward their shorter-  and 

longer- term impacts on equity, justice, and diversity— if those are values 

truly held by those doing the designing. How about “move slowly and 

don’t break things” as a new mantra instead of the de facto “move fast and 

break things” offered by Mark Zuckerberg?

To embark upon that path we first have to recognize the designer/user 

dynamic as contingent— that is to say, recognize ourselves, the users, as poten-

tial designers. And then we have to answer an important question: Do we 

want an internet that extracts data from all of us to amplify the power 

and wealth of those who build automated and gig economy technology 

for their personal profit. Many of us care about climate change, for exam-

ple. The battle for an equal internet may sound more abstract than this 

clear global crisis. But, given how technology influences our decisions and 
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shapes what we think and know, it is as essential to our society as air or 

water is to the natural environment. The internet’s intimate connection 

in our lives should not merely give us pause but also light a fire under us. 

What infrastructure, what design and dissemination processes, and most 

importantly, what sorts of social roles and relationships do we want to pro-

mote in our world? “No opinion” is no longer an option.

As we come toward the end this book, I’d like to highlight some of the 

important initiatives underway that demonstrate how technologies can 

serve us all, not just a few of us at the cost of everyone else. Even within 

some of the large tech companies that I have critiqued in these pages there 

exist efforts to rein in the negative effects their platforms have caused.

The Algorithmic Justice League

Joy Buolamwini calls herself a “poet of code” and a “daughter of art and 

science.” These epithets reflect the influence of her artist- writer parents and 

her journey as a Ghanaian American woman whose childhood fascination 

with robot technology led to a promising career as a computer scientist. 

In fact, her 2016 TED talk, “How I’m Fighting Bias in Algorithms,” has 

elevated her visibility.3 I met Buolamwini when she was busily preparing for 

an interview the following day on ABC TV’s Matter of Fact, a weekly public 

affairs program hosted by Soledad O’Brien.

As a graduate student at the MIT Media Laboratory, Buolamwini devel-

oped an art/science project that depended on the use of a webcam with 

facial recognition software. But because the software did not read her black 

skin, she had to don a white mask to get the camera to “recognize” her. Her 

encounters with other systems revealed serious biases as well. She was both 

unnerved and galled by how often they saw her, as a black woman, in an 

unflattering light (if they saw her at all). Now her work aims to raise aware-

ness of the troubling fact that the digital systems most of us use perpetuate 

the biases and inequalities of everyday life. No longer willing to modify 

herself and her identity to work with these biased technologies, she asks a 

simple question: Why can’t technology serve all of us?

Buolamwini hopes to stir up a social movement. She formed the comics- 

inspired Algorithmic Justice League to fight the “coded gaze,” a term she 

coined to describe the harmful biases in artificial intelligence. Fusing her 

interests in computer science and the arts, she created a visual poem, “AI, 
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Ain’t I A Woman?,” which shows how AI systems frequently fail to cor-

rectly identify the gender of important women of color, including Oprah 

Winfrey, Serena Williams, and Michelle Obama.4 In that poem Joy shares 

how Face++, a Chinese government– funded facial recognition AI program, 

consistently identifies Williams, the African American professional tennis 

player deemed by many to be the greatest athlete of all time, as male— 

despite having access to pictures spanning more than ten years.5

It doesn’t matter whose facial recognition system we are talking about: 

Microsoft, IBM, Google, Facebook, and Amazon have all have created tech-

nologies that regularly fail to identify famous black women. Why? Likely 

because the data sets used to train AI software are mostly composed of male 

and white faces. In one prominent case, reported the New York Times, a 

facial recognition data set was estimated to be more than 75 percent male 

and more than 80 percent white.6 It may seem obvious that data sets should 

include all kinds of faces if the software is going to work for all kinds of 

people. But the gender and race of the AI engineers who build these sys-

tems (overwhelmingly white and male) likely played a role in allowing this 

point to fall through the cracks. As AI becomes ever more embedded into 

the institutions we all depend on— including the criminal justice system, 

hiring, and even lending— the creation of fair and just AI systems becomes 

an important civil rights issue of our time.

Ensuring fairness will be tough, though, if there continues to be little 

transparency around AI. The media artist and AI- developer Parag Mital 

expressed his concern in a TechCrunch article about the dangers of allow-

ing a few private companies to own most of our digitized data. “Much of 

what is researched with AI may not be public knowledge,” he wrote, “and 

is likely internal research that’s closely held by just a few very wealthy cor-

porations. How can the public make informed decisions about something 

that is kept secret?”7

We are on the brink of engineering a digital future that perpetuates bias. 

Recognizing that women, indigenous peoples, racial minorities, and the 

poor are in vulnerable positions around the world is a great first step, but it 

isn’t enough; we need to take action by actually building this recognition, 

and the ability to audit it, into our technology. To treat technologies as neu-

tral because we know so little about the ways in which they are engineered 

is to stick our heads in the sand. The biases that pervade our world won’t 

go away if we ignore them. In fact, they may become more pervasive than 
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ever, spreading far and wide as people use technology without recognizing 

whose voices and values drove its design— and whose didn’t.

Aspirational AI

Perhaps there is reason to hope that Silicon Valley will address the issue of 

algorithmic bias. Technology magnates and representatives of the biggest 

technology companies, including Sam Altman, the founder of Y Combina-

tor and co- founder of OpenAI, and the Tesla founder and former CEO Elon 

Musk, have begun to express their concerns about bias in AI.

Recognizing the problem is the first step. Altman told me that “the field 

of AI researchers is by far the least diverse field [he’s] ever seen.” He backed 

this up with a statistic he’d recently learned, that “99 percent of machine- 

minded PhD degrees were men. Quite frankly,” Altman commented, they 

“have the biggest impact in the field.”8

So what then has OpenAI done about this? In its advertising the non-

profit research organization adopted this famous saying— The best way to 

predict the future is to invent it— from Alan Kay, a pioneer in computer science 

who made major contributions to object- oriented programming languages 

and graphical user interfaces.9 In that spirit, the group’s stated goal is to 

advance AI to benefit humanity as a whole. The organization has pledged 

to support intelligent systems that are an “extension of individual human 

wills and in the spirit of liberty, as broadly and evenly distributed as pos-

sible.” Though this goal sounds noble, it points to a tension that exists 

between the generalized approach of creating for us all (in a way that opti-

mizes “individual liberty”) and an equity- specific approach (that directly 

addresses bias and inequity in AI systems).

Consider how the insurance industry is shifting as we speak. John Han-

cock, one of the oldest and largest life insurers in the United States, has now 

stopped underwriting traditional life insurance policies and instead only 

sells “interactive” ones that track fitness and health data through wearable 

devices.10 Responding to this, Kate Crawford, one of the most important 

researchers studying the effects of AI, tweeted: “We saw this coming, and 

here it is. Endless trapdoors ahead: data inaccuracies, intentional gaming, 

surveillance 24/7, data breaches that will be infinitely worse.”11

The John Hancock case might soon become the norm rather than 

the exception. Although the Academy Award– winning filmmaker Michael 
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Moore focused his documentary Fahrenheit 11/9 on the rise of Donald 

Trump and the threats his presidency poses to American democracy, he also 

highlighted the massive West Virginia teachers’ strike of early 2018.12 The 

strike began as a protest when the state “upgraded” its employees’ health-

care in lieu of a pay raise. In a dystopian twist, the new provider forced 

teachers to wear Fitbit- like devices to track their physical activity. If they did 

not earn enough points per year to meet predetermined fitness goals, they 

were liable for an additional $500 deductible and a monthly surcharge.13 

The teachers eventually negotiated to secure a pay raise and overturned the 

invasive tracking policy.

Although we shouldn’t dismiss the concerns of some technologists who 

see AI systems as proliferators of a superintelligent species (think The Termi-

nator), the most pressing issues we face today transcend the tropes found in 

science- fiction films. The digital future we are inventing is likely to reflect, 

normalize, and advance the discriminatory world of today. Neither a space 

colony on Mars nor hand wringing about super robots addresses these con-

cerns. In order to ensure a more just future, we must engage with what is 

actually in front of us, in the here and now.

What do those inside the AI world think about its dangers, and how do 

they imagine what a balanced and just world with AI may look? I recently 

put this question to Terah Lyons, the director of the Partnership on AI, a 

group that has gained wide- ranging support from the consulting group 

McKinsey, prominent technology companies (including Amazon, Apple, 

Google, and Facebook), and activist and human rights organizations like 

the American Civil Liberties Union (ACLU) and the Electronic Frontier 

Foundation.14 The Partnership brings together more than seventy orga-

nizations spanning nine countries and three continents in an effort to 

educate the public on AI and foster AI projects actively designed for social 

benefit.15

That the Partnership group even exists can be considered a coup in the 

tech world, and the range of its member organizations can be seen as a 

good sign. Leading this organization is not easy though, Lyons tells me, nor 

does it mean that positive changes are inevitable.16 As an advisory group, 

the Partnership is limited because tech companies pursuing AI might not 

implement any conclusions or policy proposals the group makes. That’s 

why convincing companies to adopt recommendations, whether they are 

Partnership members or not, is of the utmost importance.
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Lyons is optimistic, nonetheless, that there are people within the tech-

nology industry who have the “presence of mind and goodwill” to make 

decisions that will benefit society as a whole.17 These people are crucial, she 

told me, because they have great power, and can influence how systems are 

designed, audited, and regulated within the companies themselves.

Two Partnership board members, Amazon and the ACLU, are positioned 

to show the feasibility for tech industry actors to take a common- ground 

approach. Amazon, through its facial Rekognition technology, has been 

assisting the US Immigration and Customs Enforcement (ICE) agency in 

tracking, detaining, and deporting immigrants. I discussed in chapter 4, 

for instance, how the COMPAS and PredPol systems, designed for policing 

and the criminal justice system respectively, tend to make mistakes when 

it comes to people of color. In the case of ICE, the risk applies to Latinx 

people who might be misidentified as matches for deportation orders and 

thus forced to leave the country, simply for being undocumented. Accord-

ing to Mijente, a nonprofit immigrant rights group, “It’s time to hold Ama-

zon accountable for its outsized share in building the deportation machine, 

and demand that they stop. It won’t be easy— Amazon makes billions from 

these contracts.”18 We’ve seen that Amazon’s facial recognition systems 

are currently being sold to the police and military contractors, which has 

spurred the ACLU’s public records requests to help make the workings of 

technology transparent. The question remains whether these two Partner-

ship board members can use this opportunity to engage in frank and open 

dialogue, and whether Amazon will create systems that acknowledge the 

concerns of those who question the humanity of their business choices.

For now, there are more questions than answers. We should address 

them before we release AI systems far and wide in ignorance about how 

they will be governed, regulated, designed, or understood by their users. 

We must not rush forward with initiatives that give power and legitimacy 

to AI systems owned by private corporations. Otherwise we may end up 

at the place where we treat robotic systems as persons under the law, an 

option being discussed as I write. Taking this further, will we someday live 

in a society in which we allow robots the right to vote or have free speech?19
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The Google, the Bad, and the Ugly

Of the companies I most often discuss in this book, Google was more will-

ing to talk to me than the rest. That’s important because the search engine 

pioneer created the most visited website in the world, and its presence has 

only grown given how many applications and services it has developed.

I’ve written about Google (so far) with a heavy dose of concern. Why? 

For at least three reasons: First, the company remains secretive about what 

personal data it collects and, like most other internet companies, has an 

unreadable privacy policy. Second, Google might be a monopoly already 

and is the biggest lobbyist in Washington, DC. It secretively assisted the US 

military with its potentially illegal and lethal drone project Maven. Google 

also might have had a hand in the firing of the anti- monopoly researcher 

Barry Lynn, from the influential New America foundation.20 Third, Google 

is able to manipulate search results and suggestions to sway voting behav-

ior. We might assume that these are solely left- wing worries, but in reality 

the concerns about how information finds us (and how we find informa-

tion) are bipartisan.21

But Google is also refreshingly different from the other big tech com-

panies in its approach to transparency and sharing. It not only releases a 

great deal of open source software code, but it also created a way to share 

open source code related to machine learning applications through its 

TensorFlow library, the most popular of its kind available online today. In 

addition, Google hosts talks that are available for anyone to view online. 

Scientists, politicians, artists, scholars, Zen masters, and activists have all 

used this platform to share their knowledge with the world for free. Does 

any of this serve to counteract Google’s unrivaled and largely unregulated 

power in tech?

I decided to ask the company directly. When I reached out for an inter-

view and was paired with Reena Jana, Google’s head of Product Inclusion, 

it seemed like I had found the ideal person to answer my questions. Jana, 

a South Asian woman of color, has worked for many years as a journalist, 

editor, and storyteller, skills that supplement her role at Google to oversee 

the company’s effort to increase employee, user, and supplier diversity.22

Our conversation centered on Google’s intentions and the question of 

its responsibilities to its users and our world. I was surprised to find out 

how inspired Jana was by Bryan Stevenson, a social justice advocate and 
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founder of the Equal Justice Initiative. Stevenson, whose 2012 TED talk 

has been viewed nearly six million times, has dedicated his life to fight-

ing injustice in the US prison industrial complex, which locks up far more 

people— disproportionately black and brown— than every other economi-

cally powerful country in the world put together.23 The Equal Justice Initia-

tive offers legal representation to those who cannot afford it or who have 

been abused in prison— particularly children, the mentally ill, and death 

row inmates.

Jana chimed in with valuable insights about Google’s ambitions and 

intentions. Unlike most other major tech companies, she explained, Google 

has a large percentage (nearly 45 percent) of women in senior manage-

ment.24 Its tools have driven growth for small businesses across the United 

States and much of the world. And its services like Gmail, Maps, Search, 

and Drive are all starting to work with many languages. Google Maps is 

now available in more than forty languages, spoken together by 1.25 of 

the world’s 7 billion people.25 While that is less than 20 percent of the 

overall global population, and just 0.5% of the number of languages in a 

world where linguistic diversity is being threatened, it reflects an attempt to 

expand and customize services to a more diverse group of people.

Like other multinational companies, Google now operates in at least 

fifty countries worldwide. Jana explained to me that this global expansion 

has allowed the company to develop services that are tailored to the con-

cerns and constraints of users in those locations.26 By increasingly calling 

itself an AI company, Google signals that machine learning and intelli-

gent systems are going to be a central point of emphasis. It reinforces that 

awareness by publishing its AI principles and practices for fairness, and by 

hosting an active AI blog that shares its latest research projects.27 Google 

claims to recognize the importance of training its AI systems using data sets 

inclusive of its increasingly diverse user base— although it remains unclear 

how exactly these systems would be designed for (or learn from) “minor-

ity” users. If Google wishes to overcome stereotypes, or even physical con-

straints (like poor or unreliable infrastructure), the company will need to 

go deeper, maybe even give up some power and control over the design 

process. The belief systems, values, and protocols of ownership and com-

munity roles that make up a community’s knowledge systems, or ontologies, 

are extremely important, yet they rarely considered in technology “access” 

projects.



Technology for All 293

True to form, the company’s Next Billion Users (NBU) team is determined 

to expand its footprint, recognizing some of the constraints and realities of 

different places and societies. NBU has offered free Wifi in train stations in 

India, Mexico, Nigeria, and Indonesia.28 One product, Files Go (renamed 

Files by Google in 2018), helps users free up space on their mobile phones 

and share files offline. Its designers created it for use in nations where users 

cannot afford laptops or desktops, and instead primarily access the internet 

via phones. The Files by Google services are customized to combine the 

team’s observations about how people actually use their phones with edu-

cated guesses about what they may need.

As Jana described these various efforts to me, I found her perspective 

to be intelligent and refreshing. She acknowledged the shortcomings of 

Silicon Valley and how unrepresentative it is of the diversity within United 

States and the world. She spoke with me openly about the race, gender and 

class biases that pervade technological systems, including Google’s. Tech-

nologies are indeed biased, she admitted, because their creators reflect the 

inequalities in our world. She did qualify her remark, however, by saying that 

“these biases have existed in the world for centuries and millennia. … We 

[at Google] have to be innovative, and we are experimenting with different 

ways of creating equality of opportunity around our algorithms.”29

It’s hard to know whether promises of increased equity and inclusiveness 

will every truly come to be. By acknowledging that disconnect between 

engineers and the users of their systems is real, Google has taken a hearten-

ing first step. But if Google continues to hide the inner workings of their 

systems from us, can we really trust that they will support equality and 

inclusion? One option is to just wait and see. A better one would be to take 

steps now to ensure transparency and accountability, so we can know that 

the digital world will serve us all in the future.

It’s not surprising at Google, which employs over 88,000 people, to 

come across perspectives steeped in authoritarian thought. For instance, 

let’s look at the alarming views in a video titled Selfish Ledger, which have 

been almost universally received by the public and press as “creepy” and 

“dystopian.” Selfish Ledger describes a future in which Google gathers per-

sonal data about its users via its digital services and stores that data in a 

“ledger,” or virtual account book. From there it relies on AI to determine 

what gaps exist in Google’s knowledge about those users, and to fill those 

gaps by suggesting other data- harvesting products it thinks users will find 
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appealing. The real goal, however, is to get users to serve the missing data 

to the ledger on a silver platter. (For example, it could suggest a bathroom 

scale that not only tracks weight and body mass index, but is also con-

nected by Bluetooth to the user’s fitness app, which would be accessible to 

the ledger.) Although Google says it only intended Selfish Ledger to circulate 

internally, the video was leaked to the press in 2018.30

Nick Foster, whose vision drove the project, tells us: “‘By thinking of user 

data as multigenerational it becomes possible for emerging users to benefit 

from the preceding generation’s behaviors and decisions.’ Foster imagines 

mining the database of human behavior for patterns, ‘sequencing’ it like 

the human genome, and making ‘increasingly accurate predictions about 

decisions and future behaviors.’”31 The company swears that the ledger is 

only a thought experiment or “speculative design” rather than a blueprint 

“related to any current or future products.” Nonetheless, the Selfish Ledger 

could be the logical next step on the path Google has laid out for itself and 

its billions of users.

This represents a shift from seeing data as something that serves human 

users, to instead seeing users as resources to serve the technology. From this 

perspective we, the humans of today, are custodians: mere carriers of infor-

mation, rather than private owners of our own personal data.

The Selfish Ledger video shows no interest in exploring the messy ethical 

questions of whether such data should be collected, how it may be ana-

lyzed, who would have access to it, how it might be regulated or audited, 

or whether it should be privately owned. There’s no room for privacy and 

self- determination in this scary but increasingly realistic scenario, where 

corporate machines take complete control.

I recognize that this futurist manifesto is not the mainstream view at 

Google, nor is the anti- diversity manifesto I described in chapter 5 that 

questioned women’s capacity to be effective engineers.32 Nonetheless, the 

fact that these radical perspectives exist within a private company that is so 

embedded in all of our lives speaks volumes.

This is why it’s simply not good enough for us to put the onus for solv-

ing these problems on the companies who, let’s face it, played a large role 

in creating the problems in the first place. Elites can’t be expected to solve 

the problems of a hierarchical dynamic that they have profited from, 

though they can be part of a process that includes us all and shifts the 

entire system.
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Rally for a Living Wage at Amazon

Today people can push back against big tech with significant force. Bernie 

Sanders, a longtime progressive US politician and now candidate for the 

2020 presidential election, decided to take on Amazon and its CEO Jeff 

Bezos in the middle of 2018. He criticized the company for not paying its 

workers a living wage, and demanded that a company run by the wealthi-

est person in the history of the world do better. “Count to ten,” he tweeted 

in August 2018. “In those ten seconds, Jeff Bezos, the owner and founder 

of Amazon, just made more money than the median employee of Ama-

zon makes in an entire year.”33 In fact, some of Amazon’s employees, who 

make an average of $28,000 per year, have been forced to use food stamps, 

Medicaid, and subsidized housing just to survive.34 Meanwhile Bezos makes 

approximately $275 million per day.35

It may be surprising to know that the movement worked. Rallies led by 

Sanders and his team, along with protests from employees, forced a deci-

sion by Amazon, made in October 2018, to guarantee each of its workers 

$15 per hour. But it’s important to note that this success isn’t the be- all and 

end- all when it comes to a living wage. At that hourly wage the average 

American still can’t afford the rent for a modest one- bedroom apartment. 

Indeed, with the current national minimum wage ($7.25), one would have 

to work 2.5 full- time jobs to afford a one- bedroom apartment in most of 

the country.36

Additionally, the Amazon wage change doesn’t account for the possibil-

ity that these employees may lose their jobs to automation or that Ameri-

can workers may soon have their jobs outsourced to nations where labor 

laws are nonexistent and wages and conditions are far worse. It also doesn’t 

deal with the stunner that Amazon paid no taxes on its $11.2 billion profits 

last year. While Amazon’s current wage increase may not combat globalized 

inequality or the concerns I’ve raised regarding automation, it does show 

that change can happen. And it raises hope that small victories could lead 

to greater ones, where worker security is protected or, proactively, new jobs 

of the future are identified and made available to those at risk.

Movements like this are important to pay attention to because they show 

that as workers, consumers, and users we all have power. We can also appeal 

to politicians, businesses, designers, activists, journalists, and public- interest 

organizations to join us in advocating for fairness, equity, and diversity.
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Are doctors and engineers more similar than different? Natasha Singer con-

nected these two professions in a 2018 New York Times story stating: “The 

medical profession has an ethic: First, do no harm. [But] Silicon Valley has 

an contrasting ethos: Build it first and ask for forgiveness later.” Her story, 

“Tech’s Ethical Dark Side,” focused on how top engineering universities in 

the United States, such as MIT, Harvard, Stanford, and New York University 

(NYU), are now trying to bring a “medicine- like morality to computer sci-

ence.”1 Singer goes on to discuss a wave of new class offerings at universi-

ties around the country bringing social, political, and cultural issues into 

a much needed dialogue with engineering and design. Her point is that a 

new “human- centered” approach toward technology can and should start 

with what we learn in our schools and universities.

Building on this, it’s time to consider the relationship between tech-

nology and our planet given that the “planned” shelf life of many of the 

devices we use is a fraction as long as they will stay on our planet. For 

example, our iPhones, which we usually keep for only a couple of years, 

might vanish from our sights and minds when we trade them in for a new 

one, but in reality they might be just at the beginning of their lives on 

Earth. They might travel to landfills and cause environmental harm. Or 

they might move to other parts of our cities, countries, or world— and once 

there, be repaired and distributed to those who lack the resources to buy 

into the corporate policy of “planned obsolescence,” a strategy that has 

made Apple so incredibly wealthy.2 This is why legislation that would pro-

vide anyone with the “right to repair” is an important topic now debated 

in many parts of the world.

Currently in the United States, though, this right does not exist. Con-

sider the story of Eric Lundgren, an entrepreneur from the Los Angeles area 
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who is obsessed with recycling. According to a report from the Los Angeles 

Times, he built an electric car out of recycled parts that drove further than 

a Tesla, and has created a recycling facility for electronics that processes 41 

million pounds of e- waste each year.3 He counts IBM, Motorola, and Sprint 

among his clients. He has done pro bono work to clean up the e- waste that 

has accumulated in Ghana and China, and donated recycled cell phones to 

US soldiers overseas.

Lundgren is an iconic figure of selflessness and civic engagement, right? 

Nope. For his recycling efforts, he is considered a criminal and is going 

to jail. He should be a hero for helping our society and world, lessening 

the environmental impact of the electronic devices we throw away while 

creating a sustainable business that provides jobs. He thought he could 

get more affordable computers into people’s hands while contributing to 

a second- hand industry in digital technology devices. But because doing 

good for the community sometimes clashes with the business interests of 

tech companies, Lundgren has instead earned himself a powerful enemy: 

Microsoft. Why has the company targeted him for retribution? Because in 

some cases, turning the junk he recycled into workable technology that 

supports its users has required him to install Microsoft Windows on the 

personal computers he has salvaged. In fact, Microsoft and the government 

worked together to put him in prison for fifteen months. The assistant US 

attorney on the case told him explicitly, “Microsoft wants your head on a 

platter and I’m going to give it to them.”4

Lundgren should be feted as a role model for leveraging the recycler’s 

ethic— recycle, reduce, reuse— to contribute to the common good. His story 

parallels the examples I’ve shared from Africa, where repair and recycle are 

necessities, not luxuries. Entrepreneurs like Lundgren can transform the 

“build to die” model that’s made computer and phone manufacturers so 

wealthy into a different kind of business focused on employing people, 

helping the environment, and providing consumers in the second- hand 

market an alternative, one that will likely complement rather than compete 

with the current consumer market for new technology.5

Repair is just one of the many social or environmental themes that have 

been overlooked by a traditional education in engineering or computer sci-

ence. Schools and universities will need to open up and revise their curri-

cula, incorporating new themes and subjects of study if they wish to educate 

students for a digital future that is inclusive, sustainable, and collaborative. 
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Another unfortunate legacy is that most education systems treat the science 

and engineering fields as separate from the humanities and social sciences. 

This is why we rarely see courses in which code writing or software design 

taught along with materials that “understands” the places where the soft-

ware would “work.”

As we begin to see cultural or social topics being taught in conjunction 

with engineering, I suspect that we will also see engineers who are better 

equipped to think deeply about the world they are transforming with the 

systems they design. New jobs can be created for those who can translate 

across technical and ethical domains as technologies are innovated and 

rolled out. In a smattering of new offerings and initiatives in the United 

States, this process is just beginning: the prestigious Association for Com-

puting Machinery has released a code of ethics, although it’s uncertain how 

it will be interpreted and taught across the world.6 A newly released list of 

computer science ethics classes taught at dozens of universities around the 

world reveals new course titles, such as “Race and Gender in Silicon Valley” 

or “Ethics in Video Games.”

Sure, our education is supposed to prepare us to work, to enter the job 

market. But it is also supposed to prepare us to be creative, reflective, delib-

erative humans. Education that discourages reflection and criticism treats 

people as tools, not as humans with social, ethical, and creative needs. 

Bringing different disciplines together in our schools, for example by mar-

rying the sciences and the arts or by pairing engineering with social sci-

ences, will not only prepare us for the jobs of the future but will also be 

ethically and intellectually enriching to us as human beings. Science, tech-

nology, engineering, and mathematics (STEM) education need not stand 

on its own. It’s unrealistic to think of science or technology as a given— as 

some sort of airtight study of “what is”— without recognizing how deeply 

philosophy, ethics, human behavior, politics, and the arts influence each 

of these fields.

Mitchell Baker, the executive chairwoman of the Mozilla foundation, 

echoed these concerns recently. She believes that “we are intentionally 

building the next generation of technologists who have not even the 

framework or the education or vocabulary to think about the relationship 

of STEM … to society or humans or life.”7 She warns that as users (who 

number in the billions) become complacent, blindly following what tech-

nologies tell us to do, we lose our ability to ask fundamental questions like 
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“Who does this serve?” or “How might we apply this technical knowledge 

in different manners?”8

What about design, which is often only seen as a way to make some-

thing look pleasing or to make it “usable”? From this limited perspective, 

we give designers all the power, leaving us none. But this is not the only 

way we can think about design or engineering. Despite the “lone genius” 

myths we tend to circulate, great scientists (like Newton) or split- brain 

artist- engineers (like Leonardo da Vinci) didn’t work in a vacuum; their 

technical and artistic expertise evolved in response (and shaped) to societal 

visions of their times. Design is also a process that can be imaginative and 

speculative. For example, what if supporting user autonomy were a design 

principle itself?

These values— design as process, design as communication, even design 

as humility— can be guiding lights for how we build technology for the 

future. Tim Wu, a legal scholar and well- known author, recently applied 

the term toxic design to describe the most popular internet technologies 

and social media sites (to Facebook in particular).9 Toxic design encourages 

unhealthy behavior, giving us incentives to act in ways that are counter to 

our best interests as human beings; it exploits our weaknesses and plays to 

our instinctive selves, subject to the twin forces of punishment and reward. 

These forces, which are at work in our bodies at all times, come from the 

ways our normal, central nervous system functions. The dopamine, adrena-

line, and other neurotransmitter rushes that get us geared- up to pay atten-

tion or respond can be hijacked. Toxic design (and toxic technology) works 

the same way.10

Online recommendation systems are an obvious example of the prob-

lem: they can either expose us to extreme content to keep our attention, 

or they can enhance our addiction to affirmation, training us to obses-

sively log onto Instagram or Facebook in search of more likes, comments, 

or shares. It’s not that different from “rubbernecking” when there’s a car 

accident on the highway, or from bingeing on junk food. Both acts release 

dopamine because the brain believes that information related to danger 

and food is important to our survival.11 In the long term though, such 

obsessions, attractions, and addictions can do us harm.

Good design can also be a source of empowerment, a way of delivering 

value to everyone. What we need to do, argues Wu, is escape from the “false 

loops” that make our experiences online feel perpetually incomplete and 

drive our endless need to check in “just one more time,” whether when 
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scrolling through our Facebook feeds or clicking on a YouTube “Up next” 

auto- recommendation. Google, meanwhile, follows us all over the internet, 

only to lure us back to its site through targeted advertising so we can sign 

on to additional Google products and services. Instead, Wu asks, “can social 

media be like, here’s the stuff you check up on, and then it ends?”12

Related to design ethics is the potential of digital literacy.13 The term might 

seem self- explanatory, something like “ensuring that everyone knows how 

to use the existing technology.” But, in reality, it is far subtler and more 

important. Literacy, in its traditional definition, isn’t just the ability to read 

or write— it’s actually about the capacity to reflect, analyze, and create.14 It’s 

about taking a newspaper or magazine article, book, even a fictional story 

and reflecting what’s behind it: who wrote it, what their assumptions were, 

what world they were a part of, what other information there might be on 

a similar subject. After all, children who can sound out the words in a book 

still aren’t quite “reading” if they can’t understand what the characters are 

doing or why. It’s even more powerful to grasp the meaning of the story— 

why someone would tell it, or what cultural significance it has.

What about digital literacy? It should be about how to use a technology 

and reflect upon it. But we’ve gotten to see how easy it is to blindly trust 

the information that finds us rather than critically reflect on what we see. 

For example, assuming that Google search results are neutral, trustworthy, 

and “all we need to know” has become a popular strategy for trying to stay 

afloat in a tidal wave of digital information.

This is a huge problem for two interrelated reasons: first because the 

information pushed onto our phones, social media feeds, or search results 

does not reflect some universal truth; and second because the information 

it does give us is based on computational choices that support private cor-

porate goals rather than our own. In other words, it’s not as if Google might 

return the wrong answer to our search by mistake; rather, the answers suit 

whichever corporation is feeding us this information. Truth- value, social 

value, or our individual preferences aren’t being attacked; they simply don’t 

matter much. Our experience of the “open universe of information”— the 

way the internet was supposed to be— has been clouded by algorithmic 

goggles that filter the near- infinite possibilities available on the internet 

with results that masquerade as truth or knowledge.

In our secondary schools and universities, it will be important to teach 

building blocks for digital literacy: how different platforms are built, the 

basic concepts of computing even if we don’t wade into code, and real 
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glimpses into what is (or is not) happening behind the scenes when we 

use a system. Digital literacy is just the doorway, then, to other literacies 

that we must wrap our heads around to ensure that technology serves all 

our best interest. As we step through that door we can develop algorithmic 

literacy (understanding bias in AI systems, or how a search engine system 

works), data literacy (how/when/where data is collected, how is it aggre-

gated and retained, by whom, and with what effects), and political and 

economic literacy (what technologies are owned by whom, what industries 

are shaped by technology in what manners, how technologies shape pub-

lic and political life, and the relationships between corporate and public/

political interests).

Economic Security and Our Options

What about economic security within a world of profound inequality, where 

it was recently estimated that the world’s eight wealthiest people had 

equivalent wealth to the bottom half (about 3.7) of the global population?15 

It’s time for our digital economy to counter the shifts we see today, this 

profound transfer of money and power. In part III of this book I discussed 

a few alternative efforts: the universal basic income (UBI), micropayments 

for user data, portable benefits packages, worker re- skilling, cooperatives, 

and new forms of collective bargaining (that follow the examples of guilds 

and worker councils that have long existed in various forms across the 

world).

We should seriously consider each of these alternatives as we convince 

tech moguls and government policymakers that our current path will likely 

lead to massive unemployment and underemployment and to increasing 

stratification. If we stay on this path, even those who are able to find jobs 

will not be secure. They will likely work harder than ever, yet make less, and 

many employed people will still struggle to meet the basic costs of housing, 

health, and food.

A tech industry infused with this compassionate ethos— that we are all 

in this together— can bridge these divides and create new jobs. In chapter 3 

I discussed the problematic PredPol (predictive policing) project that uses 

AI machine- learning techniques to process data from crime reports. The AI 

decides whether a crime will be classified as “gang related” based on a col-

lection of facts about the case, for instance the weapon used, the location of 
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the crime, or the number of suspects. I also mentioned the blasé response of 

PredPol’s engineers when the project was met with widespread disapproval, 

including the story of Hau Chan, a computer scientist based at Harvard, 

who was presenting PredPol research at the Artificial Intelligence Ethics 

and Society conference. When he encountered a firestorm of criticism he 

responded, “I’m just an engineer.”16 Then, according to Science magazine, 

Black Lemoine, a Google software engineer in the audience, stormed out 

after saying, “Once the rockets are up, who cares where they come down?”17

Lemoine’s overall point about accountability is well taken. But should 

we condemn Chan? Engineers have rarely had ethics training or exposure 

to the critical social sciences, and they are not usually responsible for the 

downstream, often unanticipated, effects of the systems they create. Their 

attention is focused on optimizing, debugging, designing, and creating, 

and it’s almost always been that way.

But instead of seeing this is as crisis, what if we saw it as an opportunity, 

a clear and open space in the digital economy where we can train and 

hire people to do socially conscious, dignified work? What if we saw it as 

a way to transform our educational systems, and an opportunity to bring 

professional training onto the job for existing engineers to bridge these 

gaps? We need to learn from examples like PredPol, not simply criticize 

them. It is important that we have a frank and inclusive dialogue— with 

engineers front and center— about whether we should be building these 

kinds of systems. We can use this broad conversation to identify a whole 

new suite of jobs, paying fair wages to evaluate, track, and otherwise over-

see ethically “borderline” projects like PredPol and other applications of 

AI. Ethical translators, political translators, cultural translators— all of these 

can be jobs that allow society to connect its heart and spirit with the digital 

economy of tomorrow.

Consider that the EU’s GDPR might create as many as 75,000 new 

jobs, which will have to be filled by humans, just to ensure that its require-

ments are being met.18 Or consider another project, called Rising Frames, 

which supports minority and at- risk populations to analyze their online 

representation and share their voices to correct bias.19 Ensuring that the 

information created through automation and algorithms is appropriate and 

accurate is a role that people around the world can be hired to do, and that 

they will be needed to do as data becomes ever more granular, local, and 

hyperspecific.
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Conversations to identify the types of youth and inner- city work oppor-

tunities that may emerge in an AI and machine learning– shaped economy 

have surfaced thanks to a partnership between Van Jones, the CNN com-

mentator and former Obama administration “green jobs czar,” and Fei- Fei 

Li, head of AI for Google Cloud. Jones and Li started an AI summer camp 

for high school girls, which in turn spearheaded the organization AI4ALL to 

focus on jobs and training for women and minority working- class children.

Jones has led in these spaces before: he has not only advocated for green 

jobs, and fought for education and employment for underserved youth, but 

he has long stressed the importance of democratizing coding and digital 

literacy for the inner city. He points out, “We are going to have unintended 

consequences from Artificial Intelligence. But unintended consequences 

are one thing. Consequences based on ignorance or malice or just not car-

ing enough is totally different.”20

So, although AI and automation could knock out a large portion of exist-

ing jobs, it has the potential to provide quite a few new jobs. But we should 

move mindfully toward this future. We can’t simply assume that any job 

coming out of AI or automation is a good one. We must make certain that 

new technologies serve us, as well as the firms that create them, and require 

that the private sector be accountable to the public it directly impacts.

We’ve seen that a low unemployment rate is a misleading indicator of 

economic well- being if someone has a job but must work harder and longer 

to afford the same or less. The idea that it’s beneficial to give people jobs 

if those jobs are poorly compensated, uncreative, or even traumatizing is 

similarly wrongheaded. Take, for example, the job of content moderator 

who weeds out offensive or unacceptable material before it reaches a plat-

form’s users. Or consider call centers, another industry that has boomed 

across the world, though primarily in Asia and Africa. These centers require 

workers to adapt to the business- week hours of Western clients while earn-

ing wages far lower than their Western counterparts. The psychological and 

social trauma associated with these jobs should be weighed heavily when 

we think of jobs for the future.

It’s time to look at the economic security proposals I discussed in chap-

ters 14 and 15, such as portable benefits, worker councils, and the universal 

basic income (UBI) with both an open mind and critical eye. Take UBI. It’s 

gotten a lot of attention, and I gave particular consideration to some of its 

proponents. But Douglas Rushkoff, one of the leading technology writers 
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of the past thirty years, calls UBI nothing but a “booby prize,” and “Silicon 

Valley’s latest scam.”21 He characterizes it as a way of supporting the interests 

of tech moguls, not the rest of us. Why? First of all, it gives them an excuse 

not to pay a living wage. On top of that we need UBI, he says, because tech 

companies and other “1 percenters” have extracted so much wealth from 

the rest of us. UBI also supports big business interests because without it 

consumers become valueless. Rushkoff states that with UBI the ability to 

“create or exchange value is stripped from us, all we can do with every con-

sumptive act is deliver more power to people who can finally, without any 

exaggeration, be called our corporate overlords.”22 It’s a chilling vision, and 

it’s worth taking seriously.

Why not instead consider proposals that give users power from the start? 

Rushkoff sees UBI as an attempt to put a bandage on the sucking chest 

wound of a broken system, one that will only make us ever more disen-

franchised. Instead he asks us to think about approaches like universal basic 

assets being experimented upon in Denmark. In this program, people who 

are born poor will be provided with even greater access to shared public 

resources.23

Decentralization and Sovereignty

Throughout this book I’ve shared stories that shift the power dynamics 

associated with the internet as we know it. They are reminders that we need 

not follow the top- down pattern that Silicon Valley, or perhaps even the 

Chinese tech companies take for granted today when it comes to providing 

access to digital technologies. From Brooklyn to Detroit to Catalonia, we’ve 

seen successful and sustainable mesh networks created from the ground 

up, showing the potential for users everywhere to create and use technolo-

gies in ways that benefit them, without any hidden strings of exploitation 

attached.

Having power over technology’s deployment can allow jobs, skills train-

ing, and educational opportunities to be dictated by communities that 

might otherwise might have had data and money extracted from them. 

I’ve shown how even indigenous peoples in the cloud forests and jungles 

of southern Mexico can create mobile phone networks on their own terms. 

These communities, thanks to their collective ownership, have been able 

to redistribute money made out from their projects to support families and 
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local organizations. I’ve also shown how businesses can grow in ways that 

are inclusive, maintaining fidelity to and respect for the places that gave 

them their start. I provided a range of examples from Africa, from business 

conducted on street corners to perspectives from a Google- funded AI lab. 

The BRCK organization in particular, though birthed in Nairobi, has now 

become a force in changing how people worldwide think about connec-

tivity in ways that are attuned to their realities, not just those of wealthy 

executives or investors sitting thousands of miles away.

These examples highlight the strengths of decentralization, but do not 

suggest their total autonomy or sovereignty. They all have dependen-

cies, connections, and relationships with others. What’s important is that 

decision- making power is placed in the hands of the communities them-

selves, which is a far cry from the standard, largely unintelligible terms of 

service that most of us are used to having imposed upon us. This is not 

only important when it comes to economic or political decisions, but is also 

about the support and respect of cultural diversity. We would be promoting 

a program of cultural homogenization if we were to move forward with a 

digital world that flattens its billions of users, forcing them to conform to 

systems created thousands of miles away by engineers who do not represent 

the gender, culture, class, or race of many of their users. In a world where 

diversity in all its forms is being threatened, we must also remember that 

the most vulnerable among us are at further risk. For example, networks 

and systems that provide their users with greater power and voice can 

allow indigenous languages, which may otherwise eventually go extinct, 

an opportunity to remain vibrant.

I’ve also discussed in chapter 23 the powerful ways in which blockchain 

and cryptocurrency technologies could be deployed to support peer- to- peer 

exchanges of energy and money. This technology opens up the possibility 

of supporting the decisions of individual users and communities in differ-

ent parts of the world, allowing them to transact and exchange as they see 

fit. As of today, the blockchain industry is admittedly still in its infancy— it’s 

a crowded environment flush with people looking to make money and, in 

some cases, erode the safety net of the state or government or pursue other 

uber- libertarian fantasies. But again, these examples reflect paths taken by 

those building and monetizing the technology at present, rather than where 

they could go in the future.
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We can also look to interesting examples of how social networks might 

be decentralized using networks like Mastodon. This open source platform 

resembles Twitter but is completely different because it allows users to cre-

ate their own community, based on their own rules, on their own servers. 

The civic media scholar and writer Ethan Zuckerman tells us that there are 

Mastodon servers that “have anywhere from a few hundred to a few tens 

of thousands of people … but they confederate: you can share informa-

tion between those servers.”24 The server administrator and the members 

make decisions about sharing, unlike with Facebook, Google, or any other 

centralized platform that makes decisions from the top- down using the de 

facto corporate- surveillance model ubiquitous today.

Zuckerman and his colleagues at the MIT Media Laboratory are also 

working on a promising platform called Gobo. Its users will be able to tweak 

the algorithms on Facebook, Twitter, and other platforms to filter posts by 

gender, geography, timeliness, and other contexts. This feature could give 

users greater power to control what algorithms otherwise “automagically” 

make visible to us. We know, for example, that men dominate many tech 

spaces. But according to Zuckerman, Gobo could change that experience 

temporarily, or for as long as we wish, allowing us to say things like, “I’d 

like to hear from more women in my feed,’ or even ‘Mute all the men!’”25

The computer scientist Sir Timothy Berners- Lee, who created the World 

Wide Web, has also been displeased with the directions the internet has 

taken, particularly the rise of data- sniffing intermediaries that control 

our experiences online.26 The inventor wants to get back to a decentral-

ized internet, as does nearly every internet pioneer I spoke to while doing 

research for this book. Berners- Lee is launching Inrupt, a startup built on 

the decentralized web platform Solid that he and others at MIT have been 

working on for past few years. Inrupt will provide all of the applications 

we commonly use— calendar, chatting, video viewing, search, even a vir-

tual assistant like Siri— in a package that works like Google products do, 

but with one huge difference: we, rather than the company behind the 

technology, will have control over our personal data. As for the big tech 

companies? “We are not talking to Facebook and Google about whether 

or not to introduce a complete change where all their business models are 

completely upended overnight.” Berners- Lee says. “We are not asking their 

permission.”27



308 Chapter 25

Digital and Organizational Inclusion

In October 2018, I had the opportunity to present research I gathered for 

this book concerning algorithms, justice, and bias at a meeting where Eric 

Holder, the former US attorney general, gave the opening speech.

A number of business leaders who attended were interested in the 

increasingly popular topic of diversity and inclusion in the corporate world, 

including within the technology industry. At the end of his presentation I 

asked Holder this question: What do we do when implicit bias becomes 

the hidden blueprint by which AI systems function and technologies of all 

forms are designed?

All of us carry around a modicum of implicit bias. It’s not foremost in our 

minds; in fact, it’s usually subconscious and may even contradict the val-

ues we genuinely believe we hold. Compared to a consciously held belief, 

implicit bias is like a mental shortcut or habit running in the background 

when, without realizing it, we use stereotypes to make decisions and pre-

dictions about the world and the people in it. And yet we can catch the 

implicit bias in our behavior if we are attentive to it— for instance, when 

we interview prospective engineers for an open position and assume that 

the female applicant is less- experienced or - trained for the job. Research 

has shown that we can measure implicit bias, and that an increased level of 

racial bias predicts police shootings and infant health outcomes.28

By suggesting that implicit bias is “the blueprint by which AI systems 

function,” I meant that most learning algorithms need to be able to 

categorize any bit of information fed into them, and that these cate-

gories, created by humans, will inevitably incorporate some amount of 

our culture’s biases. ProPublica recently discovered that Facebook offers 

its advertisers more than 29,000 categories of people to target, many of 

which would have no meaning if they didn’t invoke a whole world of 

culture and stereotypes.29 The “mom” category, for instance, includes 

entries for “green moms,” “corporate moms,” “stay- at- home moms,” “fit 

moms,” “big city moms,” and “trendy moms.”30 Why not working or 

professional moms?31

Holder seemed surprised but intrigued by my question about technol-

ogy and bias, and nodded his head repeatedly while I spoke. He told me 

that the effort to get people to recognize implicit bias as a real issue of 

concern should be at the “top of the decision tree,” that is, the first issue 
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to consider.32 Only from there, he said, can we overcome the biases in our 

society that get baked into technology.

There are several things we can do to get to the top of the decision tree. 

We can make sure to reinforce a consciousness of inequity and bias in our 

institutions, and include in our education models, be they schools or pro-

fessional training sessions, the scientific work that proves such biases exist. 

But we can also overcome bias by placing people from underrepresented 

groups in positions of power right now. By shifting who designs and cre-

ates technology we can actually transform the very structures within which 

decisions are made.

In Silicon Valley, the inclusion of women and racial minorities is still a 

major issue. The state of California, however, has taken some steps to rem-

edy this, including 2018 legislation that requires every company to have 

a woman on its board. This is smart; it builds on research showing how 

corporate boards that include women outperform those without a woman 

by at least 10 percent, in terms of net income and business performance.33

I spoke with Ed Jean- Louis, a partner at a venture capital firm called 

Tale Venture Partners. Jean- Louis is African American, of Haitian descent, 

and has had a successful career thus far, building on an MBA he received 

at UCLA’s Anderson School of Business. But he is determined to do more 

than simply make money out of his business background. His firm focuses 

on funding founders of companies, including in the technology space, that 

are from minority backgrounds. He says that they represent “qualified can-

didates that have diverse perspectives and viewpoints of the world, which 

will enhance what they are trying to build. The data backs that up.”34

And what does this evidence look like? First, teams seem to always out-

perform individual decision- makers, contributing to better business perfor-

mance and the bottom line. In a study done by Forbes with more than 

six hundred companies, gender- diverse teams outperform individuals 73 

percent of the time, and teams that include people of different ages and 

geographic locations have been found to make better decisions 87 percent 

of the time.35 Perhaps the most conclusive study of all, by McKinsey & Com-

pany, shows a powerful correlation between the inclusion of diverse races 

and genders in the leadership of companies. Analyzing data gathered from 

hundreds of organizations and thousands of executives in the United King-

dom, Latin America, Canada, and the United States, the consultancy found 

statistically significant connections between a diverse leadership team and 
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financial performance. Consider the top quartile of the companies in terms 

of diversity: financial returns outperformed the median in the industry 

by 15 percent and 35 percent when they elevated gender and race/ethnic 

diversity, respectively. As the study authors conclude: “More- diverse com-

panies are better able to win top talent, and improve their customer orien-

tation, employee satisfaction, and decision making, leading to a virtuous 

cycle of increasing returns.”36

So it seems like a no- brainer to say that organizations, including tech-

nology companies, must be inclusive on every level. But changing human 

habits and practices is challenging, and a much slower process than sim-

ply demonstrating that the world would be a better place if they were to 

change. Increasing diversity in tech is a step that still hasn’t been fully 

embraced by the industry, as the absence of women and minorities in many 

positions of leadership (and within Silicon Valley generally) attests. A recent 

study found that at Apple, 21 percent of employees are Asian, 9 percent are 

black, 13 percent are Hispanic, 3 percent are multiracial, and 54 percent are 

white.37 Women make up only 23 percent of workers in tech roles and 32 

percent of employees overall, according to Apple’s own records. The num-

bers are similar at Google, which is 56 percent white.38

Some organizations, like Backstage Capital and its founder, Arlan Ham-

ilton, have created venture capital funds to address diversity; Hamilton’s 

has invested some $40 million in more than eighty companies founded by 

women, racial minorities, and LGBTQ people. Black women are the most 

marginalized when it comes to funding today, receiving only 0.2 percent of 

the overall total).39

But, as funders like Hamilton are profiled in business magazines like 

Forbes and invited to speak at glitzy conferences alongside figures like How-

ard Schultz from Starbucks, it is useful to return again to an important con-

cern: Inclusion and diversity within an economic system that systemically 

harms racial minorities, women, and other vulnerable people might be like 

rearranging the deck chairs on the Titanic. Is putting a black or brown face 

on an extractive system, which leaves investors and CEOs wealthier than 

ever at the cost of everyone else, really the solution? Forget what the siding 

looks like: What relationships do we want to build into the structures that 

will define our future?

At the top of the food chain, though, are those who fund, manage, and 

build the technology ecosystem. Jean- Louis tells me that the transformation 
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to include more diverse people in these positions of power must come. 

After all, shouldn’t those in charge of our digital future be representative 

of our diversity? But there are powerful psychological, political, economic, 

and social reasons why those with great power want to hang onto it, raising 

a tantalizing question: Could diversity actually be a value that challenges 

the very systems in our world that have threatened it?

In a powerful piece written nearly twenty years ago, the sociologist Phil 

Agre laid out the distinction between shallow diversity and deep diversity, 

concepts he developed in relation to the information economy and the free 

market.40 Shallow diversity, he points out, is all about passive inclusion, fit-

ting a new face or figure into a system that is preset and not open to change 

or deep transformation. Deep diversity, on the other hand, involves the 

meeting of very different worldviews, experiences, languages, traditions, 

and perspectives.

As they practice deep diversity, organizations can ask the important 

basic questions about what they stand for, what they value, how they are 

similar to (or different from) the status quo, and even how they build and 

conceive of technology. As Agre tells us, “It is only through the encounter 

with difference that we are able to question our own assumptions, and it is 

only through the encounter with difference that we can tell the difference 

between our own heads and the radical strangeness and challenge of the 

real world.”41





Science and technology march on. We are building nanotechnologies, con-

structed on the tiny scale of individual atoms and molecules, which are 

far faster than computers that once took up entire rooms. We are creat-

ing robots to emulate and exceed human capacity in various areas, from 

computer programs— like Google’s AlphaGo, which can beat world cham-

pion Go players— to automated systems and machines that replace human 

labor. If we consider what these breakthroughs together might mean for 

our world, we can see ourselves approaching a place where the biological 

and technological are no longer separate: the cyborg fusion of man and 

machine. Depending on whom you ask, this is either an amazing feat for 

mankind or the beginning of a terrifying, species- wide nightmare.

But beyond a simplistic approach that judges whether a technology is 

good or evil, I believe we can ask more important questions, the kinds that 

will actually help us move past the malaise and get excited and mobilized 

about where we go now with technology: In whose image are these powerful 

technologies produced? In whose interest? What paths are left to conquer 

for those driving at breakneck speed thought the tech revolution? And for 

that matter, what are the dynamics built into “conquering”? Rather than 

produce and develop technologies without thinking much about what they 

may mean— socially, culturally, psychologically, even spiritually— we might 

want to take an honest look at where our world can heal, become more 

equal, dignified, and balanced.

In 2018, when the technology- writer Douglas Rushkoff gave a talk to a 

group of investment bankers on “the future of technology,” he correctly 

surmised that the group would have less interest in the potential impacts of 

technologies than on the specific “binary choice of whether or not to invest 

Conclusion
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in them.”1 He was surprised, however, to find that many of them spoke 

with ease about what they called “The Event,” shorthand for “the environ-

mental collapse, social unrest, nuclear explosion, unstoppable virus, or Mr. 

Robot hack that takes everything down.”2

This scenario sounds like something straight out of a sci- fi novel. But 

maybe it’s more real than it seems. What if billionaires like Peter Thiel 

and Elon Musk approach the digital future as a means to secure resources 

for themselves in the face of oncoming doom, rather than to improve 

humankind or protect the world from disasters caused by climate change? 

If anything, Rushkoff’s story tells us that it is naïve to rely on the Thiels 

and Musks, whose allegiances are most likely to their bottom- lines. 

That’s why all of us must step up to ensure that the digital world is more 

balanced.

As technology extends its reach, pulling in those at the margins of 

“development,” we all have an opportunity to simply pause and listen to 

the voices on the other end of this newly installed line, far “beyond the 

valley.” At the same time, the diversity in our world that can take leader-

ship over the next era of technology is potentially larger, deeper, and more 

profound than ever: from Oaxaca to Kampala, London, and Beijing— the 

latter two are arguably the most surveilled cities in the world— we have a 

wider swath of experience with technology, and see its greater potential 

for the people it can serve, than ever before. As we look at the stories I’ve 

shared throughout this book, we can once and for all upend the myth that 

technology is neutral, even benevolent, regardless of who builds it and for 

what purposes.

In just the last three decades, a few folks sitting in Silicon Valley (and to 

a lesser extent in China) have managed to re- engineer our society, our gov-

ernments, even how we feel, behave, and think about ourselves. We can see 

this in perfect, crystallized evolution as we survey the scene of the global 

tech industry: a picture of futuristic (maybe even misanthropic) dreaming 

for some, and dire straits for almost everyone else, as the industry continu-

ally builds and invests, and then dismembers and shifts its operations to 

automated systems or (when needed) new, cheaper, or more profitable loca-

tions around the world.

We are now waking from that spellbound slumber. What alterna-

tive visions ensure that we will all have voice and power over the tech-

nologies of our present and future? Can we ground them in values of 
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cooperation rather than suspicion and needless competition? What 

models for human relationships, human thriving, and human sociality 

exist beyond top- down, extractive, and conquering paradigms that have 

now taken power over the most powerful technology industries? I’ve 

shared many in this book, but that’s just a start. After all, this is the next 

design adventure, one that you and I will go on, this time as co- creators, 

if we dare.
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