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Foreword

believe it was Sherlock Holmes who once said, “Why, look,

Watson! It’s a simple English schoolboy’s code! Quick, get
me a simple English schoolboy!” Okay, maybe he didn’t actu-
ally say that.

Puzzles frustrate me. They always have. | have a tendency to
stare at puzzles, cryptograms, and coded writing until beads
of blood form on my forehead. [ would have made a lousy
Batman — [ would have let the Riddler flood Gotham City or
rob Fort Knox of its gold, because there was no way [ was
about to decipher one of his riddled clues. There [ would have
sat in the Bat Cave, with beads of blood forming on my cowl.

Cryptograms and secret codes have existed for centuries —
there is evidence of coded writing dating back to the ancient
Egyptians. Everyone, from kings and generals to criminal
masterminds and 8th-grade study-hall cheaters, have sought
ways to secretly communicate with each other while preventing
spies, eavesdroppers, and biology teachers from discovering
their plans. Wars and civilizations have turned on whether codes
and ciphers were cracked or remained hidden. The outcome of
World War I hinged on the ability of the British intelligence
service to decipher messages sent by Nazi Germany’s famed
“Enigma” machine. The U.S. military used Navajo, Cherokee,
Choctaw, and Comanche “code talkers” during the war to
transmit coded messages that were not based on commonly
known languages and were, therefore, unbreakable.

[ hadn’t thought much about coded writing until [ became a
Freemason. Because Masons are forbidden to write down their
rituals, frustrated members over the last 300 years have sought
ways to create study guides so they might learn the words with-
out actually breaking the rules. Some have simply written single-
letter ciphers (“AYAM?” would stand for “Are you a Mason?”).
Others got more complex, using symbols and abbreviations
cribbed from old-fashioned shorthand (which is its own kind of
coded writing once known by the most powerful people on
Earth, secretaries and stenographers, and is today mostly a lost
art). Still others came up with a whole series of coded alphabets
that look like an indecipherable collection of right-angle stick
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figures and dots, devised from what is known in code-writing
world as a Pigpen Cipher. In fact, this type of cipher is the cen-
terpiece of a Masonic degree ritual called the Royal Arch Degree.

This kind of thing would have remained in the realm of a small
corner of the population if it hadn’t been for Dan Brown and
his novels. His fictional “symbologist” Robert Langdon took
the subject out of the realm of tweedy MENSA meetings and
made it both entertaining and exciting. From his “ambigrams”
in Angels & Demons and the “cryptex” of The Da Vinci Code to
the lost symbols of, well, The Lost Symbol, it’s not often that
arcane, dusty, and obscure knowledge gets to collide head-first
with mind-exercising fun in one package. It’s like two mutually
exclusive brains shot out of opposite sides of a particle accel-
erator and squashed into one terrific pile of pages, if your
stomach can pardon the potentially icky metaphor.

Out of two such colliding brains comes the book you now hold.
My friend Mark Koltko-Rivera is well-versed in the history, phi-
losophy, symbolism, and methods of secret (and secretive)
societies. He was hot on the trail of Dan Brown’s clues from
The Lost Symbol since the day they first appeared on the
Internet in the summer of 2009, and his online blog entries
about them were endlessly fascinating, exploring subjects far
deeper than just the surface answers to the puzzles. Mark has
a PhD in psychology and has specialized over the years in
“worldviews,” which are ways in which people make assump-
tions about reality and the effects of those assumptions. That
makes him uniquely qualified to look at a code or cipher and
see it differently than others do.

Denise Sutherland is a puzzle designer extraordinaire. Her puz-
zles, word searches, and designs have literally appeared all over
the world, and she has an endless fascination with words. She is
able to think differently about the way words can be jumbled
together. Of course, she lives upside down in Australia and is
married to an astrophysicist, which can only help when it
comes to standing complex word combinations on their heads.

The result is a book with which I think you’ll spend many happy
hours engaged in frustration and surprise. As for me, I have
every intention of taking this one to the beach. I'll be easy to
spot. I'll be the one in a Batman suit, staring into the book with
beads of blood forming on my cowl.

Chris Hodapp
Indianapolis
September 2, 2009
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ou may have picked up this book for any number of rea-

sons. Perhaps you really like trying to crack the codes
in Dan Brown’s novels. Maybe you liked playing with secret
decoder rings pulled from boxes of cereal as a kid. Perhaps
you were the kind of person who as a youngster liked to share
secret, coded messages with your friends. Then again, you
may be one of the many adults who likes to exercise your
brain with the challenge of making and breaking encrypted
messages. Or maybe you're just a professional espionage
agent who’s looking for tips and some recreation. (Hey, it’s a
tough life. Spies need fun, too.)

In Cracking Codes & Cryptograms For Dummies you can find
fun, recreation, challenges for your brain, and information for
your mind. The puzzles in this book immerse you in a world
like the one in Dan Brown’s The Lost Symbol (published by
Doubleday Books), where conspirators in the United States
have labored for centuries to keep some secrets hidden dark
and deep. (But can anything stay secret ... ?)

About This Book

Cracking Codes & Cryptograms For Dummies offers you the
chance to use cryptography, cipher keys, symbols, and
codes to reveal the narrative of three conspiracy stories,
piece by piece and puzzle by puzzle. In this book, you’re the
symbologist; we give you everything you need to uncover
the mysteries we set up in Chapter 3, and along the way we
tell you about the use of codes and cryptograms in the world
of secret societies.

The great thing is that you can solve the puzzles in this book
in any order. Do them just for fun at your leisure. Tackle only
the Easy puzzles (or only the Treacherous puzzles if you
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dare!). Or work well into the night to decipher all the puzzles
relating to The Conspiracy of West Point (see Chapter 3 for
more about this conspiracy). If you get stuck at any point,
check out the hints in Chapter 14. And don’t forget to check
your answers against Chapter 15.

Conventions Used in This Book

To make working through this book a little easier for you, we
set some conventions early on. (We thought about creating a
secret society and ensuring you were initiated into it before
we let you in on those conventions, but then we realized that
hanging you from the ceiling by your ankles as you held burn-
ing candles in each hand could get a little messy, what with
the drippy wax and all. Just kidding!) Everything you need to
know is right here:

v In Chapter 3, we present you with three conspiracy sto-
ries that just happen to have large chunks of text miss-
ing. At the end of each chunk of missing text, we include
a puzzle number in parentheses. Find that puzzle in
Part I, solve it, and write the answer into the blanks
in Chapter 3.

v All puzzles in this book have a difficulty rating of Easy,
Tricky, or Treacherous. Use that rating to select your
preferred level of difficulty, and don’t be afraid to chal-
lenge yourself from time to time!

v~ If you get stuck on any puzzle, regardless of difficulty
level, flip to Chapter 14. There we give you a hint to help
you solve each puzzle. And don’t worry, the answers are
in Chapter 15, so you won’t accidentally see the solution
when you’re looking up the hint. (We would never ruin
your fun like that!)

v Although some of the shorter puzzles in this book look
like they’re easy to solve (and some of the long puzzles
look downright impossible), remember that length can
be deceiving! If you don’t have enough room to decipher
a puzzle on any given page, we recommend using scrap

paper.



Introduction 3

What You're Not to Read

You don’t have to read every single part of this book. (But if
you're like us, being told by the powers-that-be that you don’t
have to read something just ensures that you'll read it.)

If you're interested only in solving some fun cryptograms,

feel free to ignore the fascinating bits of secret society lore in
Chapter 1. If you already know how to solve all the different
puzzle varieties in this book, you can skip Chapter 2. And as
with all books in the For Dummies series, this one includes
gray-shaded boxes of text (called sidebars) that are filled with
fun information that’s ultimately inessential to understanding
the topic at hand.

Foolish Assumptions

As we were writing this book, we made some assumptions
about you, the reader:

v The conspiracy stories involve the fraternal group known
as the Freemasons, but you don’t really need to know
anything about Freemasonry to enjoy the book and its
puzzles. If you're curious about Freemasonry, you may
want to read some of the books we suggest at the end
of Chapter 1. While you’re at it, check out Conspiracy
Theories & Secret Societies For Dummies by Christopher
Hodapp and Alice Von Kannon (Wiley).

1 We assume you know the most basic concepts involv-
ing the American Revolutionary War and the American
War between the States (the Civil War). However, if you
want to discover more about these subjects — well, big
surprise, we have For Dummies books for that! Consider
reading U.S. History For Dummies, 2nd Edition, by Steve
Wiegand, U. S. Military History For Dummies by John C.
McManus, and The Civil War For Dummies by Keith D.
Dickson (all published by Wiley).

v On the puzzle-solving front, we assume only that you're
prepared to persevere with these ciphers. Many of them
are easy to solve, but you may need a few tries to get
some of them right.
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v~ If you want to discover more about letter frequency
analysis — a basic skill for solving cryptograms — you
can delve into coauthor Denise’s book Word Searches
For Dummies (Wiley). For an academic treatise, try
Cryptanalysis: A Study of Ciphers and Their Solution by
Helen Fouché Gaines (Dover).

How This Book Is Organized

This book is divided into three parts. Read on for more
information about each.

Part I: Code and Cryptogram
Strategies

We start off by giving you some background information on
codes and cryptograms, both from an historical perspective
and from a practical perspective. If you want to know what
sorts of secret codes were used during World War II, or if
you want to know how to solve a Caesar Box Cipher, head to
this part.

Part 1I: Secret Stories, Codes,
and Cryptogram Puzzles

This part makes up the majority of the book and includes the
super-secret conspiracy stories as well as all the puzzles you
need to solve the stories! Decipher some of the additional
puzzles to discover some entertaining quotations.

Part 11I: Hints and Answers
to the Cryptos and Codes

This part is exactly what it sounds like. Here we give you hints
and answers for all the puzzles in the book.
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Icons Used in This Book
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We included little pictures in the margins of this book.
They aren’t a secret code but a way of highlighting certain
information.

The Tip icon clues you in on how to solve a puzzle or other-
wise work more efficiently.

The Remember icon highlights the text you may want to refer
to again and again.

The Warning icon shows you potential pitfalls to stay away
from as you work through the puzzles in this book.

Where to Go from Here

You're free to read this book in any order — flip at random
and see what sort of fun puzzle you land on first! You can
always work backward or forward from there or continue to
jump around.

If you're the logical sort who simply must start at the begin-
ning, turn the page and discover the world of codes and
cryptograms. If you want to know how to solve the specific
puzzle types in this book, start with Chapter 2. And if you're
looking for fun and easy letter-substitution cryptograms, go to
Chapter 4 first. Finally, if conspiracy stories draw you in every
time, we suggest you head immediately to Chapter 3.

5
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Part |

Code and
Cryptogram
Strategies

“Enter here? That’s what they want gou to believe.”



In this part . . .

e introduce you to the world of cryptography,

telling you about its history as well as its modern
uses. Chapter 1 specifically highlights Masonic codes
and ciphers.

In Chapter 2 we introduce you to many classic and
modern types of ciphers, including some rare Masonic
Ciphers that date back one or more centuries, and some
new ciphers that are based on computer keyboards and
cellphone keypads. Chapter 2 also contains all the instruc-
tions on how to solve the puzzles in this book.




Chapter 1

Clueing You In about Codes
and Cryptograms

In This Chapter

Discovering cryptography through the ages
Finding out about Masonic codes and ciphers

Investigating additional resources

n this book, we offer you the challenge of breaking several

types of real ciphers and cryptograms, all devised by noted
Australian puzzlemaster Denise Sutherland (author of Word
Searches For Dummies [Wiley]).

In this chapter, we offer a few things to orient you to the
secrets of codes and cryptograms, including the world of the
cryptogram, the history of ciphers and codes, and the ways in
which the time-honored fraternity of the Freemasons has used
codes over the centuries. We also tell you about the contem-
porary world of codes and follow up by giving you some sug-
gestions for further reading.

Introducing the Cryptographic
World

The word cryptographic comes from elements that mean
“hidden” (crypto) and “writing” (graph). The cryptographic
world encompasses codes and ciphers (which we distinguish
between in Chapter 2), which are used to create cryptograms
(secret messages).



’ 0 Part I: Code and Cryptogram Strategies

Ciphers. Codes. Cryptograms. What do you think about when
you hear these words?

You may get an image of dark nights with fog-filled streets. In
an attic in wartime London, a nervous man, constantly check-
ing the door with anxious looks over his shoulder, is bent
over a static-filled radio, writing down strings of numbers as
they come over one particular frequency on the dial. In the
street below, people in trench coats trade identical briefcases
on street corners after an exchange of passwords. Such is the
popular image — and, to some extent, the truth — of espio-
nage, a world where ciphers, codes, and cryptograms are part
of everyday reality.

Perhaps you prefer a more ancient or historical slant. Maybe
you're thinking of Julius Caesar sending messages to his
troops in the hostile wilds of Western Europe, in the years
before he ruled the Roman Empire. Perhaps you wonder
about the secrets encoded on parchment in the Middle Ages
and during the Renaissance by people who had quite a lot

to lose — like their lives: political plotters, alchemists, and
even — gasp! — practitioners of magic and sorcery. And then
there are the secret societies of history, some political (the
Black Hand of Serbia, the Holy Vehm, the Bavarian [lluminati),
some criminal (the Black Hand of Sicily, La Cosa Nostra), some
religious (the Rosicrucians), some fraternal (the Freemasons
and their affiliated organizations, the York and Scottish Rites).

Then again, you may prefer a more modern and military
approach. Military and diplomatic ciphers can make or
break a nation in wartime. Just in the relatively short period
of American history, ciphers and codes have played promi-
nent roles in the American Revolutionary War and the War
Between the States, and afterward. In the world at large,
codes and ciphers — which ones were broken and which
ones endured — had much to do with determining the
outcomes of World Wars I and II, thus affecting the lives of
billions of people. Your life may have been very different if
the brave geniuses of Britain’s Bletchley Park group hadn’t
broken the German Enigma ciphers.

Of course, today cryptography has gone corporate. You
probably send or receive multiple encrypted messages every
business day without even knowing it, as you transfer funds
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from an ATM to your pocket, as you order merchandise over
the Internet, even as you communicate through telephone
or e-mail. Keeping these communications secure is big
business — and big trouble when it fails.

Considering the History
of Codes and Ciphers

The origins of codes and ciphers — like the beginnings of lan-
guage and writing, and my entire Beatles LP collection — are
lost in the sands of time. David Kahn, the master historian of
codes and ciphers, wrote that the development of secret writ-
ing was inevitable in any literate human culture because of
“the multiple human needs and desires that demand privacy
among two or more people.”

Then again, legends tell of another source of secret writing. In
Jewish tradition, the most ancient book was written by God and
delivered to Adam in the Garden of Eden by the angel Raziel (a
name that means “secrets of God”). The first published edition
of the Book of Raziel the Angel appeared in Amsterdam in 1701.
One part of that book illustrates divine alphabets that could be
used to encode secrets — divine or otherwise.

Parts of the Jewish Talmud (second century AD) reflect the
belief that secret messages were encoded within the text of
the Bible. These messages could be decoded according to
specific rules, such as gematria (the use of the numerical
equivalents of the Hebrew letters, where the first letter has
the numerical value “1,” and so on). The use of gematria and
other methods to detect secret messages in the Bible appears
today in the study of Kabbalah, one approach to Jewish
mysticism. (If you're interested in discovering more about
this topic, check out Kabbalah For Dummies by Arthur
Kurzweil [Wiley].)

Whether you accept a human or a divine origin of codes and
ciphers — or both! — the following sections offer you some

tantalizing references to what could be codes and ciphers in
ancient literature of a very early date.
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Early ciphers

Homer’s lliad — thought to date between the sixth and eighth
centuries BC — has exactly one reference to writing. It comes
up in the story-within-a-story of Bellerophon, who was sent
off by an angry monarch with folded and sealed “tablets on
which he [the monarch] had traced a number of devices with
a deadly meaning,” tablets that Bellerophon was to give to
another king, who was supposed to kill Bellerophon after
reading the message. To this day, a message that instructs
the recipient to kill the messenger is called a “bellerophontic”
message. Is Homer’s wording a fancy way to talk about normal
writing — or does it indicate the use of a code or cipher? We
don’t know.

The earliest use of a cipher for military purposes involved
the fifth century BC Spartans of Greece. They used the
device called the scytale, a baton. A strip of paper or leather
was wrapped around the baton, and the message was writ-
ten straight across the different “columns” of the paper or
leather. The recipient of the message would wrap the leather
or paper around a baton of the same dimensions and then
read the message off the material wound about the baton.

The second century BC Greek historian Polybius devised a
ciphering system that has been used for centuries. Polybius
put the letters of the alphabet in a 5 x 5 array like a short
checkerboard. In Polybius’s system, each letter is described
in terms of the column and row in which it appears. Thus, “A”
is ciphered as “1-1,” “B” as “1-2,” all the way to “Z” as “5-5.” (In
this scheme, “I” and “J” are given the same code.)

Julius Caesar, the first century BC Roman statesman, used at
least two ciphering systems during the years when he was a
general of the Roman armies. These systems are the Caesar
Shift and the Caesar Box Codes (we describe both in Chapter 2,
and you can try your hand at them in Chapters 7 and 11). After
the fall of the Roman Empire in the West (about 476 AD), we
know little of the making of codes and ciphers in the West for
many centuries.

However, in other parts of the world, cryptography thrived.
The rise of Islamic civilization, from the seventh century AD
onward, saw the first books written on cryptanalysis, that is,
the organized effort to break codes and ciphers.
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In Eastern Asia, the use of idiograms (picture writing) in such
languages as Chinese made it impractical to use ciphers (sub-
stitutes for letters). However, real codes were sometimes
used. For example, in 11th century AD China, one military
code was based on the 30 words of a particular poem. Each
word corresponded to a brief message, like “need more bows
and arrows.” A single word of the poem would be sent as the
message from one commander to his superior.

The rebirth of learning during the Renaissance, which continued
in the Enlightenment, saw a great increase in the use of codes
and ciphers in the Western world. The emergence of the central
text of Kabbalah, the Zohar, in about 1300, led many Christian
scholars to look into the use of gematria to detect secret mean-
ings in sacred writ. The publication of Agrippa’s Three Books of
Occult Philosophy in 1531 did a great deal to spread the use of
special alphabets to conceal secret religious writings because
Agrippa was the first to publish together in tabular form the
magical alphabets called “Celestial,” “Malachim” (Hebrew for
“angels™), and the enigmatically named “Passing the River.”
These magical alphabets were republished centuries later in
Francis Barrett’s popular work, The Magus (1801), through which
these alphabets became a permanent part of the landscape of
esoteric and magical studies. (You can try some of these magical
alphabets in Chapters 6 and 8.)

But it is the worlds of politics and military actions that have seen
an explosion of activity in the area of secret writing over the last
600 years. The destinies of nations have hung on the making and
breaking of codes. For example, the attempt by Mary Queen of
Scots to take the British throne from Elizabeth I of England in
1585 collapsed when the cipher used by her conspirators, led by
Anthony Babington, was broken by Elizabeth’s agents.

As cryptography made and unmade nations in Europe, it did
the same in the New World. For example, in the American
Revolutionary War, a wide variety of cryptographic techniques
(including ciphers, code books, and invisible inks) was used on
both sides. The same is true of the use of cryptography during
the American War Between the States, or Civil War.

Cryptography and the Great Wars

During the wars of the 20th century, cryptography came to
determine the destiny, not just of nations, but of the globe.
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We offer you three examples, one from the First World War
and two from the Second. Both wars began in Europe, with
the entry of the United States following sometime afterward.

The Zimmerman telegram

By early 1917, the First World War had been raging on the
continent of Europe for two and a half years, but the U.S.

was officially neutral. The question on everyone’s mind was
whether the U.S. would enter the war, and if so, when. On
January 16, 1917, the German Foreign Secretary (equivalent
to the American Secretary of State), Arthur Zimmerman, sent
a ciphered telegram to the German ambassador to Mexico.
The British intelligence services intercepted the telegram,
which consisted of hundreds of groups of digits, each group
up to 5 digits long (“13042 13401 8501 115” and so forth). The
British had captured some German code books that described
an earlier version of the cipher and so were able to decode
the message.

The Zimmerman telegram described a plot in which the
Germans would begin “unrestricted submarine warfare” on
February 1. If America entered the war, Germany proposed to
help Mexico reconquer territories in Texas, New Mexico, and
Arizona from the U.S.! A way was found to leak this telegram
to the U.S. government without revealing that the British
had broken the German cipher. The telegram’s message was
printed in American newspapers on March 1, 1917, and the
U.S. entered the war just over a month later. The entry of the
U.S. decisively tipped the balance of power in the war away
from Germany. The deciphering of the Zimmerman telegram
thus changed the course of history.

The Enigma code

In the Second World War, German U-boats were destroying a
large fraction of the Allied shipping in the Atlantic Ocean. The
Germans used a coding machine, code-named the Enigma,
which used a collection of cipher wheels and switches to
apply a different cipher to every single letter of a message. The
British applied an immense amount of effort to breaking this
code, which they finally did. The breaking of the Enigma code
turned the tide of the war in the Atlantic and made the D-Day
invasion that much more possible.
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The future of cryptography

Beginning in the 1960s, cryptogra-
phers used higher mathematics to
make more and more complicated
ciphers. These ciphers involve the
use of enormously long prime num-
bers to create ciphers of such com-
plexity that they can only be broken,
if at all, with immensely powerful

computers. We don't use those
ciphers in this book. However, if
you're interested in cryptography,
you should know that this is where a
large part of the future of cryptogra-
phy is headed. If you're still in school
and interested in cryptography, work
hard at those math courses!

The Navajo code talkers

In the Pacific theatre of the Second World War, the American
armed forces used Native American speakers of the Navajo
language. The Navajo code talkers used words from the natu-
ral world to represent military objects: different types of birds
were different types of aircraft, different types of fish were
different types of ships, and so on. The Navajo code talkers
were used to communicate among different American mili-
tary units, with great success. After the war, it was revealed
that the Japanese had broken several American codes but
had made no progress with breaking Navajo. Much of the
American success in the Pacific theatre can be attributed to
the contribution of the Navajo code talkers.

Uncovering Masonic Codes
and Ciphers

Not everyone who uses codes and ciphers is involved in mili-
tary or political activity. Groups with a spiritual orientation
have long used ciphers and codes to conceal their teachings.
This isn’t so much for fear of their being discovered (although
sometimes this has been a concern, when persecution is an
issue). Rather, the issue is to keep certain types of spiritual
knowledge or teachings from those who aren’t ready or aren’t
qualified to receive them.
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The Freemasons (or Masons), a fraternal organization that
has been public about its existence since 1717, has long used
codes of different sorts. The primary purpose of using codes
has been to keep the Masonic ceremonies of initiation secure.
These ceremonies are complex and must be performed from
memory. Masons put hours of study into the effort to learn
their ceremonies. In some areas, Masons possess small books
with the text of these ceremonies. To keep the ceremonies
confidential even if the books fall into the wrong hands, the
books are written in an initial-letter cipher, that is, a code in
which each word of the text is represented by its initial letter.
This code allows someone who already knows the ceremony
to use the cipher to practice the ceremony until the person
memorizes it to perfection.

In earlier generations, Freemasons sometimes used symbols
instead of letters to encipher their ceremonies. Coauthor
Mark has in his possession a couple of book lover’s treasures,
small old ritual books with ceremonies enciphered by symbol,
a sort of American hieroglyphic extravaganza. If you come
upon any of these books in an old bookstore or yard sale,
treasure them — they become rarer every year.

Masons have also made great use of the Pigpen Cipher, so
called because, to people of an earlier age, its tic-tac-toe-
board structure resembled the layout of pigpens. The Pigpen
Cipher has many versions and has come to be known as

the Freemasons’ Cipher. The version in this book isn’t “the”
correct one because a single correct version doesn’t exist.
Masons in different areas learned different versions. However,
the version we present in Chapter 8 shows the exotic, mysteri-
ous character of the cipher, where letters are represented by
a few angular symbols and dots.

On the continent of Europe, where Freemasonry developed

in ways that were a bit different from English Masonry, there
was more of an interest in exotic ciphers. You can find some
of those ciphers in Chapter 8, as well. They’re elaborate sym-
bolic inventions dating from the 18th and 19th centuries. In
that era, all ciphers had to be written out by hand, so it didn’t
matter that the ciphers used unique symbols that can’t easily
be represented in computer-readable form.

Enjoy these ciphers as a glimpse into a different age, when the
creation of cryptograms was a bit more leisurely than it is today.
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Continuing Your Crypto
Education

In this section, we include some reading suggestions for
those of you who are hooked on codes, cryptograms, and
conspiracies!

Consider these additional resources if you seek to solve more
puzzles:

v Word Searches For Dummies by Denise Sutherland
(Wiley): This book, by one of the authors of the book
you hold in your hands, shows you how to approach
word search puzzles of different types and levels of
difficulty. The book includes 250 puzzles to solve, with
hints and answers.

v The Mammoth Book of Secret Codes and Cryptograms
by Elonka Dunin (Running Press): This book includes a
huge collection of codes and ciphers, as well as real-life
unsolved codes and undeciphered scripts.

If you want to gain additional knowledge about codes, ciphers,
and cryptography, give these books a try:

v Codebreaker: The History of Codes and Ciphers by Stephen
Pinnock (Walker & Company): This brief and lavishly
illustrated book may be the best place to go next if you
want to dive further into the subject, especially from a
historical point of view.

v* The Code Book: The Evolution of Secrecy from Mary,
Queen of Scots to Quantum Cryptography by Simon Singh
(Doubleday): As the subtitle indicates, the focus in this
book is on the last four centuries or so. You can find
extensive examples of different ciphers in this fascinating
book.

v* The Codebreakers: The Story of Secret Writing by David
Kahn (Macmillan): This is the big daddy of all books
on cryptography, a highly readable yet comprehensive
description of the entire history of the field. It gives a
great deal of emphasis to the period of World War I and
the Cold War, but it also includes much about codemak-
ing and codebreaking during earlier periods of history.
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v Kahn on Codes: Secrets of the New Cryptology by David
Kahn (Macmillan): For the true crypto fan, this is a col-
lection of essays, largely focused on the World War II
period and thereafter.

If you want more information about codes in the Kabbalah, we
suggest Kabbalah by Gershom Scholem (Meridian/Penguin).
For cryptographers, the chapter on gematria is particularly
interesting!

If you want information on cryptography and its use in the
American Revolutionary War and the Civil War, turn to these
texts:

v George Washington, Spymaster: How the Americans
Outspied the British and Won the Revolutionary War by
Thomas B. Allen (National Geographic): This book for
young adults has a great deal about true codes and other
secret writing techniques used during the Revolutionary
War. For example, the book reproduces the nine-page
codebook created by Major Benjamin Tallmadge, who was
General Washington'’s spy chief — and who appears as a
character in our first conspiracy story (see Chapter 3).

v Washington’s Spies: The Story of America’s First Spy Ring by
Alexander Rose (Bantam): This groundbreaking history of
the subject has a lot to say about ciphers and codes.

v Secret Missions of the Civil War: FirstHand Accounts by
Men and Women Who Risked Their Lives in Underground
Activities for the North and the South by Philip Van Doren
Stern (Bonanza Books): The final chapter of this book
includes info on codes and ciphers in the Civil War.

And if you're looking for information about Freemasonry and
its ciphers, consider the following:

v Freemasons For Dummies by Christopher Hodapp (Wiley):
This book is an excellent introduction to the general subject
of Freemasonry. It tells you how Freemasonry operates,
what the Masonic “degrees” or rituals of initiation are like,
and how to tell the difference between truth and fantasy
in the many stories you can read about Freemasonry in
literature and on the Internet.
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v Freemasonry: An Introduction, by Mark Koltko-Rivera (LVX

Publishing): This book, by one of the authors of the book
you hold in your hands, describes the ideals and values
of Freemasonry, its relationship to ancient systems of
initiation, and why men choose to become Freemasons in
the first place.

v Scottish Rite Ritual Monitor and Guide, 2nd Edition, by

Arturo de Hoyos (Washington, DC: The Supreme Council
of the Scottish Rite, 33°, Southern Jurisdiction): If you're
areal fan of Masonic ciphers, this book gives you tradi-
tional Scottish Rite alphabets and ciphers, including the
Cypher of the Rose Croix devised by Albert Pike, and
several other cryptographic treats. (This is the source of
the 19th century Masonic Ciphers we use in this book.)
For more info, check out www.scottishrite.org.

v Committed to the Flames: The History and Rituals of a

Secret Masonic Rite by Arturo de Hoyos and S. Brent
Morris (Lewis Masonic): This book describes the effort
that successfully deciphered a custom Masonic Cipher
that resisted all efforts to break it for over a century.
The result revealed a secret set of ceremonies that were
used by a small Masonic group in New York.
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Chapter 2

Simplifying Codes and
Cryptograms

In This Chapter

Finding out how to solve the puzzles in this book

Investigating letter frequency analysis

p eople have been hiding their messages from prying eyes
for millennia. Their methods became more complex as

time went on, and encryption is still a vital part of modern life.
You can read more about the history of codes and ciphers in
Chapter 1.

Ingenious people have devised many ciphers over the years,
and no doubt there are more ciphers to come! In this book we
include several different types of ciphers and several variations
on these types. We hope you enjoy this selection!

The ciphers in this book are

v Cryptograms with Letter Substitutions (Chapter 4)
v Cryptograms with Number Substitutions (Chapter 5)
v Cryptograms with Symbol Substitutions (Chapter 6)
v Caesar / Shift Ciphers (Chapter 7)

v Masonic Ciphers (Chapter 8)

v Rail Fence Ciphers (Chapter 9)

v Keyboard Ciphers (Chapter 10)

v Assorted Ciphers (Chapter 11)

v Anagrams and Other Cryptic Riddles (Chapter 12)
v Double Level Puzzles (Chapter 13)
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We also include a very handy collection of hints in Chapter 14.
If you're really stuck, look there before giving in to the allure
of the answers (Chapter 15).

This book is a bit unusual, too, because in Chapter 3 we pres-
ent you with three conspiracy stories, set in different times in
American history. These stories have been heavily censored
by the government — your task is to decipher the puzzles

in the book in order to gain access to these secret files. All
the puzzles are numbered carefully so you can easily see
which puzzle goes where.

If you prefer to do puzzles for fun without worrying about
solving the conspiracy stories, that’s perfectly fine too, of
course! We include a lot of cryptograms that aren’t related to
the Chapter 3 stories, and the story-related ciphers are enjoy-
able to crack even if you don’t solve the conspiracy.

Considering Cryptography Terms

\NG/
&

Although they’re often used to mean the same thing, strictly
speaking a code is quite different from a cipher. Consider
these definitions:

1 A code is a whole new language. Entire words are
encoded by a number, symbol, or another word. For
example, CONSPIRACY may be encoded as 32, u, or
falcon. A code book is required to crack a code, and it
basically functions as a dictionary of the code’s language.

Codes are very hard to crack, but the need for code books
is their weakness — if a code book falls into the wrong
hands, your code is useless and your plans are discovered!

v A cipher is a way of rearranging or replacing the letters
in a message. In substitution ciphers, each letter of the
alphabet (and sometimes the numbers and punctuation)
are replaced by another letter, number, or symbol. The
letter D may be enciphered as R, 9, or 3%, for example.

Ciphers can be easier to crack than a code, but they’re
also more secure. You can often memorize the key to
a cipher, so you don’t need written instructions. That
eliminates the major security failing of codes. Ciphers
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are also easy to change regularly, which is an important
strategy if you really rely on encryption (as opposed to
those of us who just enjoy the mental workout for fun).

é,&“BE" Although we use the words code, decode, and encode in this
book interchangeably with cipher, decipher, and encipher, rest
assured that all the puzzles in this book are ciphers.

Before you dive into the puzzles, familiarize yourself with a
few terms for this book:

v Plaintext is the secret message that you need to discover;
the English is written out plain so anyone can read it.
You typically see plaintext written in lowercase letters,
especially within encryption keys.

v Ciphertext is the encrypted message. You usually see
ciphertext written in UPPERCASE letters.

v A keyword is a vital, or key, word or phrase that’s used to
further complicate a cipher and helps to decode a cipher.

v In a substitution cipher, the letters of the alphabet are sub-
stituted with other letters, numbers, or symbols.

v In a transposition cipher, the letters of the message are
rearranged into a new order according to a set pattern
instead of being changed into other symbols.

v A pattern word is any word with repeated letters and is
invaluable for cracking ciphers. PEOPLE and THAT are
two pattern words, having the pattern12-1-2, and
1--1, respectively. 1 and 2 refer to the repeating code
letters in an encrypted word.

Figure 2-1 gives you an example of plaintext (lowercase) and
ciphertext (uppercase) encryption, with a keyword of NEW
YORK. The rest of the alphabet, minus the letters in NEW
YORK, is filled in after the keyword.

ab

cdefghijklmnopgrstuvwzxyz
NEWYORKABCDFGHIJLMPQSTUVXSZ
Figure 2-1: An example of plaintext and ciphertext encryption.

In this particular cipher, the message LEAVE TOWN would be
enciphered as FONTO QIUH.
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Solving the Ciphers in This Book

In this section we take you through each puzzle type in this
book and give you a few handy strategies for solving them.

Cryptograms with Letter, Number,
and Symbol Substitutions

In any substitution cipher, each letter of the alphabet is sub-
stituted for other symbols. These symbols may be letters,
numbers, or symbols.

You can work with other complex variations (in which one
message has multiple encodings, for example), but in this book
we concentrate on simple substitution ciphers. Chapter 4 con-
tains letter substitutions, Chapter 5 has number substitutions,
and Chapter 6 has symbol substitution ciphers.

When approaching a substitution cipher, here are some
basics to keep in mind:

v Use a pencil and eraser!
v Look for single-letter words. They’re almost always A or I

v Count how many times each symbol appears in the cipher,
and write it down. The most frequent letter is likely to be
E—but T, O, and A are also good contenders.

v A letter is never encoded as itself: D = D for example.
(Caesar Ciphers with keywords are a rare exception to
this rule.)

v Two-letter words almost always have one vowel and one
consonant.

v Look for the two most common three-letter words: AND
and THE.

v Look for pattern words, especially THAT, which is the
most common four-letter word. (See the previous section
for a definition of pattern words.)

v Pencil in your guesses, and look for clashing letter com-
binations (for example, you can be sure that KVC isn’t the
start of any English word).
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v After writing a decrypted letter above its cipher, read
through the whole encrypted message and write that
letter wherever the cipher letter appears in the message.
For example, if you find that K = A, go through the cipher-
text and write an A over every K.

Seeing all the instances of one letter in a ciphertext is sur-
prisingly difficult to do. That’s probably because you read
by seeing the whole shape of a word; most people don’t read
by looking at each individual letter in succession. So read
through the ciphertext several times, and be prepared to
keep finding instances popping out at you!

For more hints on how to crack substitution ciphers, read the
later section about letter frequency analysis.

Caesar / Shift Ciphers

A Caesar / Shift Cipher was widely used by the Roman
emperor Julius Caesar. Chapter 7 is the place to go for
these puzzles.

With a Caesar / Shift Cipher, all the letters in the alphabet are
shifted by a set amount (such as +5, or -2). To create a
Caesar / Shift Cipher, you write the cipher alphabet in order
under the plain alphabet, wrapping it around from Z to A until
all letters are assigned. Figure 2-2 shows you an example of a
Caesar / Shift Cipher.

abcdefghijklmnopgrstuvwxyz
EFGHIJKLMNOPQRSTUVWXYZABCD

Meet me at the big oak
QITX QI EX XLI FMK SEO

Figure 2-2: An example of a Caesar / Shift Cipher with a +4 shift.
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Caesar / Shift Ciphers often use a keyword. In this case, you
write a word at the start of the cipher, and then you write the
remainder of the alphabet in order. Figure 2-3 shows you an
example; the keyword here is SPHINX.

abcdefghijklmnopgrstuvwxyz
SPHINXABCDEFGJKLMOQRTUVWY?Z

Bring Susan to the cafe

POCJA QTQSJ RK RBN HSXN
Figure 2-3: A Caesar / Shift Cipher with SPHINX as the keyword.

If the keyword has repeating letters, only the first instance of
each letter is used (so LONDON TOWN would be written as
LONDTW).

A Caesar / Shift Cipher with a keyword often ends up coding
letters as themselves by the end of the alphabet, so it’s
common for X=X, Y=Y, and Z = Z, unless these letters appear
in the keyword. This coding is an unusual feature of these par-
ticular ciphers.

Masonic Ciphers

Chapter 8 contains a bevy of ciphers used by Freemasons
over the centuries. One is the Masonic Cipher, which is also
known as the Pigpen Cipher (because the grid looks like

a pigpen — you be the judge!). We also present you with
the Cypher of the Rose Croix, and other special substitution
ciphers made with Masonic symbols and alphabets, such as
Malachim and Celestial.

The Masonic Cipher is a variety of substitution cipher — each
letter is substituted by a symbol. If you use this cipher to
send and receive messages, you can create the code symbols
in a way that makes it very easy to remember how to con-
struct and re-create the key. See Figure 2-4 for an example of a
Masonic Cipher.
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FLEE THE STATE,
DESTROY ALL EVIDENCE

CLLO0O >rno v>_d>0,
A0V>rF k< il OAM 3060

Figure 2-4: An example of the Masonic Cipher.

You can also use keywords within a Masonic Cipher to further
complicate matters. In this format, pairs of letters are written
into each location, as in Figure 2-5. First write the keyword (in
this case, LODGE) and then write the remainder of the alpha-
bet into the grids in letter pairs. The second letter in each pair
is enciphered with a dot.
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LO| DG | EA ST
uv WX
YZ

BC|FH | IJ

KM| NP | OR

The treasure is in the dog house
VEL VIFFLLV>FL L[CV
Cr VAL Uil HaA>VL0L

Figure 2-5: A Masonic Cipher with the keyword LODGE.

Some 19th century Masons used magical writing systems, such
as Celestial and Malachim. These symbol systems are based on
Hebrew, and they generally represent sounds rather than fixed
letters. Figure 2-6 includes a table of the English letters and
sounds that most closely correspond to the Malachim symbols.

%UJJI(;FLETA\‘\VD]!\XJDUH

fuow z ¢ th iy k | m
Nk OX$PUV KN
n s eo p x q r sh t
Figure 2-6: The phonetic Malachim alphabet.

To solve a Malachim or other special font Masonic Cipher, you
occasionally have to choose between two or more sounds for
a single symbol. Generally the two letters are closely related in
pronunciation, such as v and w. The encryption is a phonetic
encryption rather than a straight symbol substitution. (The
Malachim letter we mark as x should technically be ts or ¢z.

We use x for the sake of utility — in English you simply need x
more than tz.)
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Rail Fence Ciphers

A Rail Fence Cipher is a transposition cipher. The letters in
the message aren’t changed, but their positions are altered.
Unless you know the encryption method, these ciphers can be
very difficult to crack. You can find them in Chapter 9.

To decipher these codes, you need to know the number of
rails. With a two-rail cipher, you simply divide your ciphertext
into halves, and then write the second half underneath the
first half, slightly offset. Then you can read off the plaintext
by alternating between the top and bottom rails of your

letter fence. Figure 2-7 shows you an example of a two-rail
cipher.

For ciphers with more than two rails, the process is more
complicated because you have to figure out how many letters
to have in each rail to crack the code. The number of “points”
of the zigzag in the top row is the most important thing to
figure out.

To solve these ciphers, try drawing a zigzag onto a lined piece
of paper with a colored pencil or highlighter pen. Then write
the ciphertext from left to right and top to bottom in order,
following the zigzag path. The horizontal lines on your page
will help you keep everything lined up (so if you aren’t using
lined paper, draw some horizontal lines!). These lines are

the rails.

A three-rail cipher is drawn over three lines, a four-rail cipher
is drawn over four lines, and so on. Figure 2-7 shows two
examples of Rail Fence Ciphers.

If a message has too few letters to fit into the chosen rail pat-
tern (a fairly common occurrence) dummy letters are added
to the end of the message to pad it out. So don’t be put off if
an X or other random letter or two appears at the end of your
message.

Draw the zigzag so the last section is just coming up to —
but stops just short of — another point. Refer to the way the
zigzags are drawn in Figure 2-7.
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2 rails SATLN LHADW TRPAA PATAN

SATLN LHADW |TRPAA PATAN

SATLNLHADW
TRPAAPATAN

3 rails STNHD TRPAA PATAN ALLAW
S T N H D

T RP A A P A T A N

A L L A W

Figure 2-7: Two- and three-rail Fence Ciphers of the message
START PLAN ALPHA AT DAWN.

The following sets of steps show you the way to crack the
bigger, and harder, Rail Fence Ciphers.

For a three-rail cipher:

1. Count the letters in the cipher.
2. Divide the letters into four equal parts.

3. Draw your zigzag with a number of points on the top
rail equal to " of the total letters.

4. Place your letters across the grid. One quarter go on
the top rail, half fit on the middle rail, and the final
quarter fit along the bottom rail.

For a four-rail cipher:

1. Count the letters in the cipher.

2. Divide the letters into six equal parts.



Chapter 2: Simplifying Codes and Cryptograms 3 7

3. Draw your zigzag with a number of points on the top
rail equal to ’ of the total letters.

4. Place your letters across the grid. One sixth go on the
top rail, a third fit on the second rail, the next third
fit on the third rail, and the final sixth fit along the
bottom rail.

For a five-rail cipher:

1. Count the letters in the cipher.
2. Divide the letters into eight equal parts.

3. Draw your zigzag with a number of points on the top
rail equal to ’: of the total letters.

4. Place your letters across the grid. One eighth go on
the top rail; a quarter fit on each of the second, third,
and fourth rails; and the final eighth fit along the
bottom rail.

e The Rail Fence Ciphers in this book have all been designed to
S fit neatly into the two-, three-, four- and five-rail patterns, with
no pesky extra letters. If you try to apply this solving method
on Rail Fence Ciphers elsewhere, you may be out by one. You

can normally sort it out by trial and error.

Rail Fence Ciphers sometimes include the spaces between
words as blank characters in the cipher. We don’t have
this variety in this book, but you may come across them
elsewhere.

Keyboard Ciphers

Keyboard Ciphers are created with some of our favorite bits
of technology — our cellphones and computer keyboards!
These puzzles are in Chapter 10.

Text Message Ciphers

Text Message (or SMS) Ciphers make use of your phone.
Multiple letters occupy each number key on a phone; the
2 key has the letters ABC written on it, for example.
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These letters have long been used to create memorable

phone numbers. You know the sort of thing: “Call 1-800-MORE-
COFFEE now for more coffee!” This is a simple letter-to-number
encryption of the phone number 1-800-6673-263333.

In this book, however, we go in the opposite direction, from
number to letter.

You're probably already all too familiar with using your cell-
phone keypad to type text messages. Most phones use predic-
tive text now, in which the phone’s software guesses at what
you mean when you input a certain number sequence. This
guess is based on common words used in English.

For example, to type HOME, you press 4663. However, this
combination of number keys also encodes the words GOOD,
GONE, HOOD, HOOF, and several less-common words.

The fiendish Text Message Ciphers in this book take advan-
tage of this ambiguity. They’re simply a collection of numbers,
made to type a secret message. Your job is to figure out what
the intended words are!

Look for common patterns, such as 843 (THE), 263 (AND), and
8438 (THAT) within these ciphers.

Because each number can represent three or four different
letters (unlike in a substitution cipher, where each symbol
represents a single letter), you have to try several letter
options for each word.

The context of the message helps you decipher these puzzles.
For example, with the message 7323 8447 2665, the first two
words are pretty easy to pin down: READ THIS. However,
2665 is more problematic; it can be COOL, COOK, or BOOK.
Obviously, the first two words indicate that the correct mes-
sage is READ THIS BOOK, because READ THIS COOL doesn’t
make sense. (Or does it? Maybe we can start a new fad here!)

Use your cellphone to help crack these codes. Start a new
text message (that you won’t send to anyone), and type in the
numbers to see which words are options.
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Be careful, though — the phone’s dictionary is very limited.
Foreign words, unusual words, and proper nouns generally
aren’t included.

Typewriter Ciphers

Humans have a long history of using “code machines” to physi-
cally create a cipher. Strips of paper wrapped around rods
(scytales) and pivoting cardboard circles for offsetting alphabets
are just a couple of these devices, and you can go right up to the
incredibly complex Enigma machine used during World War I,
not to mention modern computer encryption methods.

In this book, some ciphers use a typewriter or computer
keyboard as the method of encryption. The concept is quite
simple — you simply shift which key you press by a set
movement.

For example, you may type your message by using the keys
one up and to the left of your intended letters. Or perhaps you
move one key down and to the right. Check out Figure 2-8 for
examples of these Typewriter Ciphers.

Punctuation is often found as one of the encrypted characters
in these ciphers, and uppercase letters can be encoded differ-
ently from lowercase letters. So if you see a message that has

an odd mix of numbers, letters, and punctuation, you may be

looking at a keyboard code.

#0 S| %~ &I * | ¢ )] =
3 49 561 71 8] 9] 0] -
A} {
E’RTYU’IOP[
s’DFGHJKL‘f",'

Figure 2-8: An “up and left” shift encodes Rinto 4, and a “down and right”
shift encodes Pinto the character .

Assorted Ciphers

You can find a ton of different codes and ciphers out in the
world; we only scratch the surface in this book! Chapter 11 is
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our chance to broaden the field and show you a range of codes
and ciphers that aren’t anywhere else in the book. We include
the Atbash Cipher, Caesar Box Cipher, Twisted Path Box
Cipher, Newspaper Codes, and a few Columnar Transpositions
(described in the later section on Double Level Puzzles).

Atbash Ciphers

The Atbash Cipher is one of the oldest and simplest ciphers.
It was originally used with the Hebrew alphabet. You simply
wrap the alphabet around on itself, soA=ZandZ=A,B=Y
and Y = B, and so on. Figure 2-9 shows you what it looks like.

ABCDEFGHIJKLM
ZYXWVUTSRQPON

Figure 2-9: Athash Ciphers wrap the alphabet around on itself.

Caesar Box Ciphers

The Caesar Box Cipher is another cipher used by Julius
Caesar. It’s a transcription cipher rather than a substitution
cipher, which means the letters in the message aren’t altered,
but their positions are muddled up.

The Caesar Box Cipher works best for messages with a square
number of letters (for example, 3x3=9,4x4=16,5x5 =25,
and so on). You can add null letters to the end of a message
to pad it to the correct length, or the grid can be a rectangle
rather than a square.

The plaintext is written down the columns of the grid, and
then read off in rows. This forms the ciphertext. Figure 2-10
shows the message JENNY GOT THE EMAIL.

Then the letter groups are read off in rows, resulting in an
encoded message of JYTM EGHA NOEI NTEL.

To crack a Caesar Box Cipher, first figure out the number of
letters.

Box ciphers are sometimes presented with letters in groups,
which is also a hint as to the grid size. For example, if you see
seven groups of seven letters in the ciphertext, you need to
draw up a 7 x 7 grid.
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2| 83| 4
oO|l@ | K
H|l@= |43
H|» | =R

N(T|E|L

Figure 2-10: A Caesar Box Cipher with a 4 x 4 grid.

If the letters haven’t been presented in groups, you may need
to count them to get the total.

If you end up with 25 letters, draw up a 5 x 5 box. Write the
cipher in, row by row, and then read down the columns to dis-
cover the message.

Some box ciphers are laid out in rectangles, so if you have 24
letters, for example, you may be looking at a 6 x 4 grid.

Twisted Path Ciphers

Twisted Path Ciphers are transcription ciphers that are a
variation on the Caesar Box Ciphers. Instead of reading off the
message in columns from top to bottom, the message is writ-
ten in a path inside the box. The path may be a spiral (clock-
wise or counterclockwise), or up and down the columns, or in
areverse order. Figure 2-11 shows you a few examples. Note
how each cipher reads quite differently, although they all
encode the same message.

Newspaper Codes

In distant days in England, sending a letter was quite expen-
sive, but posting a newspaper was free! Clever people soon
figured out a way to send news to friends and family, free of
charge. They used a pin to poke a tiny hole above or below
letters on a newspaper page. By holding the newspaper up to
the light, it was easy to see the pin-pricked letters and read
the hidden message.
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Down & Up Up & Down

T H{A|D N|A|AH
H K|S|E DILIW|E
E{W/L|D E|S|K|H
HAA|N DIAH|T
THAD HKSF NAAH DLWE
EWLD HAAN ESKH DAHT
Clockwise Spiral Diagonal

T H E|H T E H|S
A|IN|DA H A A|L
LIDIE|W W HIA|E
S|AH|K KIND|D
THEH ANDA TEHS HAAL
LDEW SAHK WHAE KNDD

Figure 2-11: Some Twisted Path Ciphers, all encrypting the 16-letter
message THE HAWK HAS LANDED.

In Chapters 11 and 13, we present a few of this type of letter-
marking code, in which tiny dots are added to mark the letters.
Detect the dots and write down the letters to reveal all!

Anagrams and other cryptic riddles

Anagrams, cryptic clues, and riddles have been around as long
as cryptology. Each is a great way of hiding a few words. People
even use anagrams of their names to create new personas and
pseudonyms. In Chapter 12, we present you with a delectable
assortment to try. And who knows, maybe you’ll venture into
the world of cryptic crosswords and enjoy it!
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Anagrams

Anagrams simply rearrange the letters of a word, or words, to
create new words. Short words are generally easy to decipher
(TEACH = CHEAT), but long anagrams can be challenging to
figure out because of the many possible solutions. THE MORSE
CODE turns very nicely into HERE COME DOTS, but it could
also be SMOOTH DECREE, or one of several hundred other
combinations.

Some of the anagrams in this book are just jumbled collec-
tions of letters, and others spell out new words — we know
you can spot which is which!

When you’re faced with an unruly collection of letters, try
some of the following tricks to help you tame them:

v Write the anagram backward or in a circle. The idea is to
mix up the letters even more to help break up the strong
patterns you're seeing in the starting words.

v Divide the letters into vowels and consonants. This tip is
particularly helpful for long anagrams.

v Write the scrambled letters in alphabetical order.

v Look for common patterns that you can make with the
group of letters you have: SH, CH, TH, HE, AN, RE, IE, LL,
EE, and so on.

In this book, we make sure that the message’s letter count
pattern is given in the anagram. So if the words in the final
message are PICK UP ANDREWS AT TWO, the anagram has
the numbers (4, 2, 7, 2, 3) at the end.

Cryptic Clues

We include a few of the simpler varieties of Cryptic Clues in
this book. For a more complete discussion of these tricky puz-
zles, coauthor Denise recommends Cryptic Crosswords & How
to Solve Them by Fred Piscop (Sterling) and Solving Cryptic
Crosswords by B. J. Holmes (A & C Black).

The basic construction of any cryptic clue is that it must
contain the base clue (which is a straight definition for the
answer, like a regular crossword clue) as well as some sort of
word play. The base clue almost always occurs either at the
start or end of the clue (not in the middle).

Chapter 2: Simplifying Codes and Cryptograms 3 7
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A well-constructed cryptic clue is self-checking — when you
get it, you get confirmation and a wonderful “ah-ha!” moment.

Anagrams

Anagrams are a popular feature in cryptic clues. The letters
from a word in the clue are jumbled up to reveal the answer.

Here’s an example:
Confused tale for a duck (4

In this clue, confused is an anagram indicator. It tells you that
some letters in the clue need to be “confused” or muddled up
to find the answer. You'll come across tons of anagram indica-
tors, but some of the main ones include the following:

v Agitated

v Badly

v Broken

v Confused

v Cooked

v Damaged

v In pieces

v Mangled

v Mistaken

v Muddled

v Shaken

v Silly

v~ Stirred

v Twisted

v Unruly

v Upset
The letter count is also very helpful. You can see that the
answer to this clue has four letters. Generally, this means you
can search through the clue for a four-letter word (or a few

words that exactly add up to four letters) that can be jumbled
to give the answer.
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This example includes a few options: TALE, FOR + A, and DUCK.
Jumbling the letters of DUCK doesn’t bring any joy, nor does
FOR with A. TALE, however, can be rearranged to TEAL —
which is a type of duck.

The clue can be read as the following instruction: “If you mix
up the letters from the word TALE, you get the name of a
duck, which has four letters.”

Double Definitions

Double Definition clues may look very confusing, but they’re
simply two definitions for the same word, strung together.

Here’s an example:
Gaze at the timepiece (5)

These clues become clearer if you mentally add a comma
between the two definitions:

Gaze at, the timepiece (5) = WATCH

Hidden Words

Hidden Words are words that are literally hidden within a
clue. Here’s an example:

Wasps almost carry a sacred song (5)

The word carry is an indicator, giving you a hint to what sort of
cryptic clue this is. Hidden Word clues are indicated by words
like carry, hold, hidden, part of, in, found in, and so on. In this
case, carry means the answer is carried within the letters of
Wasps almost.

Wasps almost carry a sacred song (5) = PSALM
Here’s another one to try:

Glimpse a gleaming hidden raptor (5)
With Hidden Word clues, you know the number of letters (five
in this case), so you can simply move through the sequence
of letters in the clue, looking for the group of five consecutive

letters that spell out the answer. Did you find it? Of course
you did. EAGLE.
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Double Level Puzzles

The Double Level Puzzles in Chapter 13 are the hardest in
the book, and each puzzle consists of two ciphers. The first
cipher produces a keyword. Then you use this keyword to
unlock the second cipher. Each puzzle in this chapter has
individual instructions with it because each has some
particular quirks.

Keywords

The keywords in Double Level Puzzles are used in different
ways. They may reveal which path to take in a Twisted Path
Box Cipher, or how many rails to use in a Rail Fence Cipher.

Sometimes a keyword can encode a number sequence (as in a
Columnar Transposition Cipher, which we feature in Chapter
13). All you need to do is find the alphabetical order of the
letters in your keyword, and then use that order to generate a
number sequence.

For example, if the keyword is BRAZIL, it equates to 251634.

A comes first in this set of letters alphabetically, B is second,

I comes next in the alphabet, so it’s third. L and R come next,
and finally Z is in sixth place. The alphabetical position of each
letter is written above the word; see Figure 2-12 for an example.

251
B RA
Figure 2-12: The

N o

3 4
I L

eyword and its numerical counterpart.

=~

You then use this sequence (251634) to put columns of
encrypted text in the correct order. (Read on to discover
everything else you need to know to solve Columnar
Transposition Ciphers!)

Columnar Transposition Ciphers

It’s rumored that a Columnar Transportation Cipher is fea-
tured on the Krytpos sculpture by James Sanborn, which
stands in front of the CIA headquarters in Langley, Virginia.
These ciphers are similar to box ciphers, but they’re much
more complicated transposition ciphers because the columns
of letters are mixed up!
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You need to know the order of the columns in order to crack
these ciphers. This is where a keyword comes in, with the
alphabetic rank of its letters determining the number sequence
(see the previous section on keywords for more info).

Don’t include any repeated letters in your keyword.

The alphabetic order of the letters in the keyword determines
the order of the columns in the cipher, and the number of
columns too. In the example here, WAGON gives you five col-
umns, one for each letter, and a number sequence of 51243.

Count the number of letters in the cipher, and divide that
count by the number of keyword letters to get the number
of rows. In the example in Figure 2-13, there are 20 letters,
divided by 5 (the number of letters in WAGON), which gives
you 4 rows of letters.

Null letters, like X, J, Z, and Q, often fill any spaces left at the
bottom of the grid.

Now you're ready to start writing the cipher in columns. Number
the columns in order (1, 2, 3, 4, 5 in this example), and write

the letters of the cipher down the columns, one after the other.
Follow the path of the arrow for the first grid in Figure 2-13.

51243

Keyword: WAGON

The cipher
GZAAE USPTE SDNRE EAAHC

First grid Second grid
1 2 3 45 51 2 4 3
GETNA A G ENT
Z U E R A A Z URE
A S S EH HA S E S
A P DEC C A P E D

Agent Azure has escaped

Figure 2-13: A short Columnar Transposition Cipher.
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If you're right-handed, write this first grid of the cipher letters
on the left side of your paper. If you're left-handed, write this
first grid of the cipher on the right side of your paper. Trust
us, it makes it easier.

Now, you’ve done all this work — and the message still
doesn’t make sense! But don’t give up — you’re very close
now. Here’s where the keyword comes into its own.

Draw a second grid with the same number of columns, and
this time write the keyword’s number sequence above the
columns. That sequence was 51243 in our example.

Now transcribe the columns from your first grid into the
second grid, writing them in the order dictated by the key-
word. So the first column, numbered 1 from the first grid gets
put into the column numbered 1 in the second grid, which
happens to be in the second position in this instance.

You can now read the message, starting at the top left corner,
reading across the rows (following the path of the arrow on
the second grid in Figure 2-13). You just need to add spaces
between the words, but you've come this far, so that part

will be a cinch! Ignore any null letters that were added to the
end of the message (unless theyre a special code from your
partner in crime, too!).

Looking at Letter Frequency
Analysis

Letter frequency analysis is the way to crack substitution
ciphers. It means pretty much what it says: You break down
a cipher into its components and analyze how often each
one occurs. With an understanding of the letter frequencies
that occur in English, you can get a handle on cracking the
cipher.

When you use letter frequency analysis to crack a code, you
simply count how many times each symbol appears in a
section of encoded text. If it’s English, you can be fairly
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certain that the four most commonly occurring symbols will
be E, T, O, and A. E is almost always the most frequently used
letter.

We can’t give you a definitive list of the frequency of letters
in English (or any language) because it changes depending on
which texts have been analyzed. We chose one for you, but

if you're interested in finding out more, check online or in a
cryptography book.

Letter frequency lists read from left to right, from the most
frequently used letters to the least.

We broke this list into five letter groups (and six at the end)
just to make it a bit easier for you to read.

ETAON RISHD LFCMU GYPWB VKXJQZ

Short ciphertexts with fewer than 100 characters may not

fit well with the standard letter-frequency patterns. The
frequencies can still help you make educated guesses, though.
And ciphers of less than 20 letters may have more than one
solution!

Letter and word patterns

If you keep the following pointers in mind, you’ll be well on
your way to becoming an expert cryptographer!

v The 12 most common letters at the beginning of words in
English are TAI SOW CMB PHD.

This doesn’t mean that more words in the dictionary
start with 7 than all the others. Instead, it refers to how
often words starting with T are seen in a piece of writing.
The prize position of T is linked to how often words like
THE, THAT, THIS, THAN, THERE, and so on are used in
writing.

v The 12 most common ending letters in English are EST
NDR YOL AFG.

v (Q is always followed by U.
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v If you have a vowel, the consonant that most often fol-
lows it is N: AN, EN, IN, ON, UN — they’re all popular!

v The most common three-letter words in English are AND
and THE (see, each appears twice in this sentence!).

v The most common four-letter word in English is THAT.

v The most frequently seen double letters in English are
LL, followed by EE, SS, OO, TT, FF, RR, NN, PP, and CC.

v Two-letter words always have at least one vowel, and are
almost always one consonant and one vowel.

v Letters that appear fairly evenly throughout a ciphertext
are more likely to be vowels.

v Forty percent of any English message is vowels, give or
take just 1 percent either way.

” Letters that appear less often and are linked with a few
repeating characters are more likely to be consonants.
For example, K appears after C, L, N, R, and S, and the
vowels, but rarely with other letters.

If you're interested in discovering a bigger list of letter fre-
quencies, common letter patterns, and further discussion on
this fascinating topic, check out Word Searches For Dummies
by Denise Sutherland (Wiley).

Pattern words

Pattern words are a crucial part of cracking any cipher.
They’re simply any word that has repeated letters in it (not
just double letters, although those are good, too). The pattern
these repeated letters create makes it possible to hunt for the
words in an encrypted text.

THAT is the most common pattern word. Any cipher word
that’s in the pattern 1 -- 1 is almost definitely THAT (see, the
T appears twice).

Check out dictionaries of pattern words (The Cryptogram
Dictionary by Lloyd MacCallum is one you may like). These
useful books can tell you all the words that fitthe 1221 -
pattern, for example (ASSAY, DEEDS, KOOKY, TEETH, and
TOOTH, just in case you were wondering). The numbers rep-
resent the repeating letters.
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With practice you’ll pick up some of the more common pat-
tern words, like PEOPLE (1 2-1-2), SELLS (1-2 2 1), ELEVEN
(1-1-1-), and ILLEGALLY (-11---11>).

Adding some space

In particularly difficult ciphertexts, the spaces between words
are removed. Would we be that mean? Yes, yes we would . . .
but we also give you a clever trick to help you crack this par-
ticular problem.

The letter H often occurs before E (THE, THEN, THERE, THEY,
and so on) but very rarely after E.

Start by using a letter frequency analysis of your ciphertext to
pinpoint the code letter for E (it’s probably the most common
letter).

Then look at the ciphertext for which letters appear before
and after the encrypted E. The one that almost always appears
before the encrypted E, and not often after it, is probably the
letter H.

Now, as long as the secret message doesn’t talk a lot about
how to behave on behalf of bareheaded racehorses who
somehow have preheated beehives, you