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Preface

What is blockchain? While many have talked or written about it, and while 
I’ve been writing on the topic for a while, the answers tend to vary—
depending on where you are on the evangelists-to-skeptics spectrum. When 
Sean offered me the chance to work with him on this book, one of my 
 drivers was the fact that I believe in blockchain and what it will achieve. 
I don’t believe this technology is a magic wand which will resolve all the 
world’s problems and cure all ills.

Rather, I believe blockchain is an accelerator, of vision, ideas and truth.
While conducting research for this book, I had the privilege of interview-

ing several experts from different fields—technology, science, medicine, 
finance, philosophy—who each shed a different light on the question: what 
is blockchain?

In every fascinating conversation I had (I want to thank everyone who 
took the time to help in this research), everyone brought a different facet or 
aspect to the surface.

The common thread though is that blockchain provides one single source 
of truth. In a world increasingly full of noise, where thoughts are constantly 
shared, tweeted and broadcasted, where everything and everyone is mea-
sured by “followers” and “likes,” it’s hard to decipher not only what is true, 
but what matters. It’s hard to cut through the noise.

Blockchain achieves that.
The second driver for me was a personal one, and the topic of the book: 

how then can blockchain help the healthcare field and medical science? 
How can blockchain help bring faster miracles?

I lost my almost 18-year-old son to schizophrenia. From the day my 
beautiful boy was diagnosed (January 3, 2012) to the day he died (February 
29, 2012), few weeks elapsed. And for both him and me, this was a nanosec-
ond. There were no miracles fast enough for him. In these few weeks, while 
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I tried to reassure myself, hoping a cure would be found shortly, hoping a 
miracle treatment would erase his mental pain and he would attend college, 
follow his dreams and become a musician or a neuroscientist, or both, I was 
also faced with reality: research was not being done fast enough, commu-
nication between various doctors was not being done fast enough. Nothing 
was fast enough but the progression of his mental illness.

For every parent faced with a child’s critical illness, time is obviously 
of the essence. It’s the difference between life and death. And this is what 
blockchain can achieve: hasten everything. Because this precept of having 
one single source of truth, when applied to healthcare, translates—for one—
in faster research. Research that is verified, shared and distributed in a more 
efficient way. In turn, this means faster clinical trials and faster treatments for 
patients. This could also help contain the opioid pandemic. It will help bring 
back patients at the center of medicine. And this is only one example of the 
many ways this technology can ameliorate healthcare. And by “ameliorating,” 
I mean, making it more accessible, faster and to more people.

Blockchain can and will bring faster miracles. 
—YBK

My mother, Thomasina, died of cancer in May of 2017. It was a sad, 
sometimes horrible, sometimes beautiful, but ultimately tragic end of a great 
life. Excellent doctors and advances in medicine gave us a little more time, 
some wonderful moments, a little more music and some better quality of life 
at the end. But the miracles weren’t fast enough for more. I am not alone 
in this experience and cancer is not the only culprit. Our time is limited. 
A little more life, a little more experience, a little more achievement and a 
little better quality of life is the ultimate value. Money is great, but it is not 
enough. Steve Jobs died rich at 56, leaving humanity a little poorer, and his 
loved ones much poorer in their grief. In business, time may be money, but 
in life, money doesn’t buy time.

What if we could speed up science, improve the quality of research for 
fewer wrong turns and wasted effort and reduce the overall cost of execu-
tion improving the return on investment of research? What if we could give 
more time, better quality of life and more chance of long-term reprieve to 
those families dealing with cancer? What if we could improve the quality 
of life and outcomes for the veteran with a traumatic brain injury and his 
spouse and three kids? What if we could extend the time a university profes-
sor with Alzheimer’s could continue to teach our kids and enjoy time with 
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her family? What if we could cure childhood disease allowing kids to grow 
up, achieve their dreams and change the world?

That is the overarching goal of this book, to bring the worlds of science 
and blockchain together, advance medical research and improve health out-
comes. It is not a deep dive into one subject, but rather a view across topics 
in simple language to allow experts in technology, science and medicine 
(along with everybody else) to understand the possibilities as exploration of 
this intersection gets underway in the real world. We offer cross visibility of 
where we are: the nascent power of this rapidly emerging technology and 
the complex challenges of medical research, and we unite them in a vision 
for the future where science is not only trusted, but also better because it is 
verifiable by blockchain. 

—STM
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introduction

At its core, science is the foundation of shared human knowledge about the 
natural world. Scientific research is the systematic study of the world around 
and inside us, allowing for new innovations to be applied to nearly every 
industry and human endeavor. Globally, we spend more than $1.7  trillion 
annually on research and development across all industries. More than 
$300 billion of this sum is spent on medical research alone, half in the 
United States, with the goal of contributing more evidence to evidence-based 
 medicine and finding discoveries that can improve health and save lives.

The advancement of medical knowledge and treatment relies on the 
 science that underlies it being correct and reproducible. As argued in, 
“Science will be Blockchained by 2025”:

At the foundation of the scientific process is the expectation 
of reproducible results. This comes from trust in the integrity 
and  verifiability of the data. Unfortunately, the pace of scien-
tific advancement and the current incentive systems have led to 
 numerous problems: falsified data, lack of reproducibility and 
limitations of peer-review to name a few. These problems have 
become increasingly prominent and threaten to undermine the 
infrastructure we use to advance knowledge. The problems with 
science also threaten to undermine the trust in institutions we rely 
on to manage the hundreds of billions of dollars we invest every 
year in research. [1]

A huge problem in health-related research is that significant portions 
of the findings intended to contribute to the advancement of medical 
treatments are not reproducible. This is wasted time, money and effort. 
What’s worse is that it is difficult if not impossible in the current system 
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to identify this portion of bad science. It goes undetected as noise in 
the system or bad data that continues to infect future funding decisions 
and research. The impact of this is a declining return on investment for 
medical research and declining trust in the research itself. As we spend 
more to live longer and better, we get less from our efforts because of the 
 systemic inefficiencies.

A key framework for the solution to this problem has been around for 
decades and mirrors the foundation of modern science itself. The Open 
Science movement is a structured return to the original transparency that 
made scientific research the most powerful tool in the toolbox of human 
effort for centuries. The challenge is that as an idea it works, but in prac-
tice, it has not been widely successful in altering the misaligned incentive 
systems (e.g., graduate degrees, tenure, publishing and funding) that have 
become commonplace in science as it has scaled tremendously in the last 
75 years since World War II. Open Science has not yet demonstrated the 
value proposition necessary for enough traction to change research on an 
enterprise level, and this is true especially in health and medicine.

What’s new however, is that now, we have an array of emerging tech-
nologies that are advancing and maturing at the right time to play critical 
roles in improving science and accelerating research. Emerging technologies, 
especially blockchain and other distributed ledger technologies, are a suite 
of new tools that have been rapidly demonstrating value in several industries 
across many different types of use case. Blockchain can be applied at mul-
tiple levels to assist science and the Open Science movement toward a more 
effective process of advancing new discoveries, knowledge and application 
to solving real-world problems.

The purpose of this book is to give scientists, healthcare providers, 
technologists, health and research administrators, and the general public an 
overview of

 1. Blockchain and its value to different sectors including health and 
research.

 2. Science, its value to advancing medicine and health outcomes, and 
the growing problems with medical research that are impeding this 
progress.

 3. Insight into how blockchain can be applied to medical research to 
improve our evidence-based medicine as well as our health and 
well-being.
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In Part I, “Blockchain Isn’t Tech,” we explore the fundamentals of 
 blockchain and make the argument that while it has a critical technology 
component the bulk of the application is dependent on the network of 
human users and the governance they have agreed upon for the processes 
where the tech is applied. Chapter 1, “Distributed Ledgers,” looks at the idea 
of a distributed ledger and the history of precursors to the current emer-
gence of blockchain and other distributed ledger technologies. Chapter 2, 
“Blockchain Basics,” looks at the basics of blockchain and cryptocurrency 
applications from a non-technical perspective. Chapter 3, “From Finance to 
Health: Way Beyond Bitcoin,” explores the expanding application of block-
chain beyond cryptocurrency in the financial, supply chain, manufactur-
ing and healthcare industries. Chapter 4, “Data Complexities,” highlights 
the challenges in translating the basic cryptocurrency model of blockchain 
to areas of increasingly complex data, with a focus on health and research 
data. Chapter 5, “Blockchain Is People,” looks at the need for a network of 
users to bring the most value from a blockchain solution and why this is 
truer in health science than in other areas.

In Part II, “Science Is Easy,” we will explore science’s value and 
 challenges. Chapter 6, “Good Science,” looks briefly at the history of 
 science and the scientific method, what science looks like as a process, 
and the  benefits science has brought to society. Chapter 7, “Evidence-Based 
Medicine,” looks at how health science delivers advances in evidence-
based medicine. Chapter 8, “Science Crisis,” explores the problems with 
health science, specifically focusing on the delays that are involved in the 
17 years it takes to go from “bench to bedside” and the 20% or more of the 
$150 m illion/year in U.S. health science research that is not reproducible. 
Chapter 9, “Open Science,” sets the foundation that the Open Science move-
ment has identified key areas and approaches to improve and accelerate 
science, but that progress has been limited because it lacks the key tools to 
overcome the current incentive system in science.

In Part III “DAO of Science,” we will cover the concept of a distributed 
autonomous organization (DAO) and make the argument that this type of 
structure will be most suitable for core medical research to function opti-
mally. We will lay out a vision of what this could look like in the future 
along with a roadmap of how to get there from where we currently are.

Chapter 10, “Distributing Science,” outlines blockchain applications to 
science across the eight areas using a mission essential task list (METL) 
to break science down into its core eight tasks and subsequent sub-tasks 
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to better understand the process. Chapter 11, “Better Quality Science,” 
focuses on how and where a distributed approach can improve the qual-
ity of science and the costs and benefits of this approach. Chapter 12, 
“Value-Based Research,” explores the idea of return on investment of 
health research and the increases that can be gained through a distributed 
approach. Chapter 13, “Faster Medical Miracles,” reveals the advances of a 
distributed approach to health science to accelerating the steps that currently 
take 17 years to go from idea to cure. Chapter 14, “DAO of Science,” reveals 
a vision of the future of a DAO for health science and outlines a roadmap of 
how to get there.

Chapter 15, “The Roadmap,” looks at the future of science and what this 
can look like, along with a rough strategic plan of how to get there.

Throughout the book we have woven in the critical insights of more than 
a dozens of experts from science, health and technology based on recent 
 interviews c onducted on the topics we have covered. This is intended to 
give the reader a more connected context to these areas as well as enhance 
the  overall vision of the future.

The goal of all of this is to give any reader, regardless of background, 
a fundamental understanding of our current system of science and medi-
cine, the basics of the new tools and opportunities that blockchain give 
these efforts, and the vision and roadmap for an achievable future state that 
gives us better science, better research value and faster medical miracles to 
save lives.

Thank you for your time and attention.



BLoCKCHAin i
iSn’t teCH

Blockchain has a key technology component, but in any complex data 
 application such as health and science, it is more about the network of 
users and shared data governance.
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3

Chapter 1

Distributed Ledgers

From analog ledgers to digital applications of the idea, in the form of 
 blockchain and other distributed ledger technology (DLT), the goal of 
 multiple parties having separate records, rather than a single party being 
the holder of truth, has been a way of ensuring trust for many centuries. 
How this use has evolved and is now beginning to rapidly take hold across 
industries is critical as a foundation for where it has been and can be used 
in scientific research and advancing medical knowledge.

Distributed Ledgers

Distributed ledgers are nothing new. They actually have been around for 
centuries. Blockchain has simply created a framework for having a secured, 
shared system of distributed ledgers, which is digitized to enable rapid, 
 automated synchronization across the entire distributed system. Before we 
start looking at the modern emergence of blockchain and other distributed 
ledger technologies, let’s look at what they are, the forms they can take, as 
well as their value.

In its most basic form, a distributed ledger is any record of events shared 
among a group or a network with some measure of synchronization of the 
contents. This record of events allows the group to have a common point of 
reference of what has occurred with the contents of the ledger. This gener-
ally allows for some level of agreement on the accuracy and authority of 
that ledger to be the foundation of future action (i.e., assigning or resolving 
possession/ownership in the case of ledger tracking resources).
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In the case of two parties, this may be relatively straightforward, but 
if there is a lack of trust, it may require a third party to be the arbiter of 
what is transcribed in the ledger. This objective shared or agreed-upon 
authority becomes more critical if a greater number of parties are involved. 
The trusted third party—or objective additional party—becomes the final 
 authority on what the ledger records and in resolving disputes. For example, 
banks, accountants, government entities and courts have become the trusted 
third party for many shared ledgers.

Traditionally, the trusted third party has been the central node in a 
 centralized network framework. This allows for uniformity of connection 
and verification, but at the cost of a single point of delay or failure in the 
centralized node. A decentralized node framework avoids the single point 
of delay or failure, but at the cost of uneven distribution and even limited 
access by isolated parts of a network. A distributed network allows peer-to-
peer connection across all parties, allowing the most versatile and robust 
connection of the three, and with no inherent trust mechanism such as a 
trusted third party (Figure 1.1).

The core value of a distributed ledger is that it allows for an agreed-
upon record of past events as a shared basis for future action. This is the 
foundation of cooperation and agreement for most action in human history. 
A shared ledger—the master version of which is kept and authorized by a 
centralized third party before being distributed—has been the standard for 
most of civilization. The problem with this system is the potential corrupt-
ibility of that centralized source of the ledger, either through poor mainte-
nance or through open malfeasance. While the original goal of this type of 
centralized system is to create some ability for moving forward based on 
a shared record of events, some of the downsides are that first it enables a 
 tremendous amount of bad behavior or perceived bad behavior by those 
in the central authority: downsides that manifest themselves in banking 
and government corruption for example. A second downside is the slow 

Centralized DecentralizedDistributed

Figure 1.1 network frameworks: a comparison of the node distribution across three 
generalized models of network connection.
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speed and high (and exploitable) cost of maintaining that central authority. 
This can delay action and limit resources even when there is minimal bad 
 behavior, whether real or perceived.

A distributed ledger that does not rely on a centralized authority to stay 
synchronized in its contents allows for higher trust among the parties using 
the ledger. The degree of trust will depend on the level of shared gover-
nance and immutability of the contents. With the emergence of blockchain 
and other distributed ledger technologies, we now have the ability to intro-
duce this type of third party-less shared system creating higher levels of 
trust among parties involved and new degrees of speed, low cost and high-
fidelity data. At its core, blockchain provides a framework to re-establish 
trust. 

Brian Behlendorf, executive director of Hyperledger, an open-source 
 collaborative effort created to advance cross-industry blockchain technolo-
gies started by The Linux Foundation, tells us, for example, that the reason 
you don’t want a centralized solution is how do you really know who runs 
the central server?

In a conversation, Brian said that the main factor for deciding whether to 
use blockchain is, “is there a trustworthy entity for this use case?” According 
to him, the key driver for blockchain is more political than technical.

“So, you really need a blockchain when you have a scenario where the 
participants in a space want to avoid an all-empowering actor, where there’s 
one key position and everybody is slave to it,” he notes. “The need for this 
will grow as we move toward a world we want more entrusting.”

emergence of Blockchain

In 2009, in the wake of the global banking collapse, a new model for an 
electronic cash system was introduced by an anonymous person or per-
sons under the name Satoshi Nakamoto in a white paper [1-1], outlining 
the system. It was based on a distributed ledger system that encrypted 
 transactions into blocks of information of what exchanges or transactions 
had taken place. These encrypted transactions were then verified by the 
entire network of users to authenticate them in a process called mining. The 
reward for mining—spending the time and energy contributing to authenti-
cating the record—was to award electronic cash—the cryptocurrency known 
as bitcoin—to the miners. A random miner would receive a bitcoin for each 
block of transactions that was verified and completed. Completed blocks 
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were then mathematically hashed as the foundation of the next block to 
chain each new block to the existing record. None of these records could be 
tampered without altering the hash of the block containing it in subsequent 
blocks, thereby creating a red flag that would cause the miners to invalidate 
the record. This system of chaining blocks of records allowed for a trusted 
record with no intermediary third party.

Many of the pieces and ideas of the Bitcoin paper, including the block-
chain foundation, had been developed earlier. What Satoshi accomplished 
is that s/he pulled them together in a unique and functional way, with new 
insights on solving what was called the double-spend problem (a party in 
the system sending/spending a single coin to two separate parties simulta-
neously to cheat the system). This combination created the first viable elec-
tronic cash system, Bitcoin, based on a technology that would commonly 
become referred to as blockchain.

Bitcoin was the first functional electronic cash system and the first widely 
utilized application of blockchain technology. It wasn’t the first time either 
of these concepts was explored. The idea of an encrypted, fully electronic 
cash system (not simply an electronic transfer of dollars or other existing 
currency) had been around almost as long as the internet allowed for list-
servs and discussion boards. The idea gained more structure and popular-
ity in the mid-1990s with the publication of works such as Timothy May’s 
“Cyphernomicon” (1994) [1-2] and James Bell’s “Assassination Politics” (1996) 
[1-3]. The idea of encrypted electronic cash advanced in more mainstream 
literature in Neal Stephenson’s “Cryptonomicon” (1999) [1-4]. These explora-
tions continued to feed growing discussion on the topic by technology and 
cryptography enthusiasts for years.

Meanwhile, in the early 1990s, cryptographers Stuart Haber and Scott 
Stornetta developed what would become known as the first blockchain [1-5]. 
They published their initial ideas on its use for time-stamping documents for 
intellectual property purposes in 1991 in the Journal of Cryptography [1-6], 
along with additional papers on the topic over the next several years. They 
even began printing the hash of the first blockchain in the New York Times 
each week, a distributed though not (at that time yet) digital ledger.

The popularization of blockchain applications for an electronic cash 
system and elsewhere in the financial industry has been the foundation for 
a tremendous amount of research and development (R&D) on blockchain 
and other distributed ledger technologies. The monetization and explosion 
of value of bitcoin and other cryptocurrencies, including ether, litecoin and 
ripple to name a few of an ever-expanding list, has underwritten the cost 



Distributed Ledgers ◾ 7

of much of the early R&D and expanded the field of skilled developers 
 exploring other uses. Without these cryptocurrency and financial technology 
applications, there would not be the worldwide public and private explora-
tion of blockchain across many use cases and industries.

But while this financial foundation has allowed the field to grow, it is 
important to remember that it is not the only or even the original area of 
application. Nicole Tay, a blockchain consultant, made a point to tell us that 
the changes in blockchain will happen thanks to and through the financial 
world.

“Fintech moves so much faster than [scientific] research does, so changes 
will come from there. And as they integrate their systems it will become 
impossible for us in research to not do it also,” Nicole tells us.

What is crucial to underline is that what we have in blockchain is a new 
tool, or suite of tools, that can be applied in different ways to different 
 problems. By exploring these technologies more broadly, taking them apart, 
finding trade-offs for each use and finding lessons learned across indus-
tries, it will enable more value to be derived in their application and more 
 problems to be solved with their implementation. While blockchain is not a 
cure-all, it is a multi-varied tool for an array of different problem areas.

other Distributed Ledger technologies

While originally used in the early 1990s in reference to the work of Haber 
and Stornetta, blockchain as a term has become most closely aligned with its 
use in relation to Bitcoin. Some prefer to use the term only for those appli-
cations they feel have reached a sufficient point of decentralization, while 
more commonly it has become used colloquially for an array of distributed 
ledger technologies. There are advantages one gets from less decentraliza-
tion including growth, scalability, limited or permissioned access, speed, 
lower cost and flexibility. At the same time, these centralized, partial applica-
tions of the technology do not realize the full potential of a fully distributed 
ledger with no centralized point of potential manipulation or failure.

For many industries and use cases, it may be necessary to utilize cen-
tralization as training wheels or scaffolding, while a more fully distributed 
 solution is developed where possible.
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Chapter 2

Blockchain Basics

Blockchain requires technical depth to create, yet only some basic funda-
mentals to understand how and where it can transform different industries. 
As with any new technology that scales beyond first adopter use, there are 
key principles that need to be grasped generally in order to fit into the con-
text of current operations for a business or industry. It is then critical to have 
cross-discipline team’s understanding of both the technical digital aspects 
and the details of the data and workflow of the subject matter at hand.

What is Blockchain?

The technical details of blockchain are critical to any successful implemen-
tation but are beyond the scope of this book; much like the fundamentals 
of car engine design and repair are critical to a successful road trip, but 
not necessarily the focus of every driver or passenger. Here is the  briefest 
of overviews on the details to give the reader some frame of reference. 
We would encourage you to explore numerous books and courses on the 
 technical details for a deeper understanding of those aspects (Figure 2.1).

At the core of a basic blockchain, such as the Bitcoin blockchain, is a led-
ger of records of transactions or data exchanges between uniquely identified 
network of nodes or users. Each transaction or exchange of data is recorded, 
and a specified volume of transaction makes up a block. This block is then 
given a unique identifier or hash via a mathematical function or hash func-
tion. This hash is a 256-character encryption in the standard SHA256 encryp-
tion of the Bitcoin blockchain. Other encryption standards are available in 
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other systems. The hash is unique to the transaction data that make up the 
block. Any alteration, no matter how minor, in the transaction data will result 
in a completely different hash for that block. Each block of transactions is 
hashed, and this hash is the first piece of data for the next block. Any altera-
tion to older blocks will impact the hash in the next block, changing that 
block’s data and therefore its hash as well. This means even the smallest 
alterations in any block will alter every subsequent block, like dominoes. 
This makes the chain of blocks, or blockchain, highly tamper-proof.

Every block in the system is validated by the network before it is incor-
porated into the blockchain. This is called proofing. There are various ways 
this proofing can occur. The Bitcoin blockchain uses a process called proof-
of-work. This has the network nodes act as validators of the new block by 
running a program to solve a mathematical equation. In this case, it is essen-
tially predicting the hash for that block. This is referred to as mining and the 
network nodes as miners. The miner who finds the mathematical solution, 
which is complex enough to occur almost at random across the network 
each time, is rewarded with an electronic coin also known as a bitcoin.

This proof-of-work model has proven very resilient and secure over the 
past decade. Given the size of the Bitcoin network, it has made the ledger 
of transactions in the Bitcoin blockchain virtually tamper-proof. The trade-
off is that the large network of miners is very energy dependent. This has 
led to the development of a variety of other systems, blockchain and other 
 distributed ledger approaches, with differing types of proofs and levels 
off security. This world of trade-offs is still advancing but is a critical area 
to understand when diving deeper and identifying specific approaches to 
 solving specific problems.

Figure 2.1 Basic blockchain diagram: a simplified look at the key elements of a 
blockchain network (Creative Commons license: B140970324 [CC BY-SA 4.0 (https://
creativecommons.org/licenses/by-sa/4.0)] https://commons.wikimedia.org/wiki/
File:Blockchain-Process.png.)

https://creativecommons.org
https://creativecommons.org
https://commons.wikimedia.org
https://commons.wikimedia.org
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It is often summarized in three key variable areas: transparency, security 
and scalability. Transparency is high in the Bitcoin blockchain, as everyone 
who joins has access to the entire log of recorded transactions. This type of 
public blockchain is desirable for many functions where eliminating the cost 
and control of a third-party intermediary is the goal.

Other blockchains and distributed ledger solutions are less  transparent, 
with permissioned public blockchains having some barrier to entry beyond 
just the basic technical competency, and private blockchains (that may 
not even meet some technical definitions of blockchain, but are some form of 
distributed ledger solution) having some level of control by centralized parties.

With respect to security, there are various threats to consider when look-
ing at blockchains along with associated trade-offs. A blockchain is resilient 
from physical threat by distributing the entire ledger across all nodes in the 
system. Unlike a centralized or even a backed-up centralized database, there 
is a negligible threat of physical destruction of the data with so many cop-
ies. From a tampering security standpoint, a public blockchain like Bitcoin 
with many nodes involved in verification is highly robust against tamper-
ing. A smaller network can be compromised if enough of the nodes are 
controlled by one party allowing them to control 51% of the network. This 
majority ownership could potentially allow them to falsely verify a tam-
pered record. In the case of Bitcoin, this would require hacking millions 
of computers around the world simultaneously. For a smaller blockchain 
 network, it may only require a handful. In the case of a private blockchain, 
it would be vulnerable to tampering by those who maintain the access and 
control of the system. In general, this is why these private systems are more 
geared toward internal or consortia-based groups where some level of trust 
is already established (and also why some don’t like to refer to them as real 
blockchains, even when they maintain that type of ledger system).

It is worth noting that there are sometimes reports and concerns of 
 blockchains being hacked. In reality, the type of 51% attacks described 
above is rare and generally only occurs in smaller, more vulnerable systems 
that have not set up appropriate cybersecurity architecture for their overall 
 enterprise, including balancing network access with value in the system. Just 
like you wouldn’t store piles of cash in a bank vault that wasn’t yet finished 
with construction, you need to be cautious about anticipating security issues 
before placing anything of value within a system. If the cost of hacking the 
system is significantly lower than the value of hacking it, someone will likely 
try. In most cases of blockchain hacking, loss or theft, the fault actually lies 
not with the blockchain but with an individual user (i.e., losing password/key) 
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or third-party exchange company hired to handle the technical details of the 
blockchain interface for convenience purposes.

When it comes to scalability, there are two factors to consider: the speed 
of transactions that a particular blockchain system can handle and the 
 overall cost to operate that system. In the case of Bitcoin and many open 
blockchains, the speed of transaction is somewhat limited. A private block-
chain, or a distributed system that trades full ledger distribution for speed, 
can execute transactions much more quickly but won’t have the same attri-
butes of transparency and security. When it comes to cost of operation, the 
bigger and more comprehensive the network, the more resources it costs to 
maintain. For a private blockchain system, that means both user network 
and any centralized components. For a public system, the cost can be more 
evenly distributed across a network (everyone who joins has their own 
computer or at least a central processing unit (CPU)/graphics processing unit 
(GPU)), but there may still be an energy usage cost to the whole system that 
could be considerable. By some estimates, the Bitcoin network, with its full 
transparency and huge network proof-of-work system as security, uses as 
much energy as a small industrialized country.

One of the most significant pieces of value of a blockchain is the peer-
to-peer sharing of information in the ledger. This provides the redundancy 
(multiple identical copies) and resiliency to maintain the ledger in multiple 
locations, and also provides an amazing aspect of speed and efficiency in 
data sharing. An excellent example of this is the U.S. Department of Health 
and Human Services’ Accelerate blockchain-based acquisition  program, which 
was piloted in 2018 and received the first ever authority to  operate (ATO, 
meaning going live) for a blockchain-based system in the federal government.

Another key area of value is the ability to program automated data pro-
cessing into the shared ledger based on a shared system of data governance 
using what are called smart contracts. Smart contracts were first introduced 
as a next level function on the Ethereum blockchain network. This went live 
in 2015 and serves as the second most prominent public blockchain after 
Bitcoin. The innovation of the Ethereum blockchain through the introduction 
of smart contracts was to allow for a variety of data processing to be pro-
grammed into the shared ledger. These could be created and modified for 
different types of data and use. This allowed the Ethereum blockchain net-
work to be used as the foundation of a variety of new applications for block-
chain in different industries, including supply chain, pharma and even art 
[2-1,2]. This smart contract functionality has been replicated and advanced in 
a number of different, newer blockchain platforms.
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Cryptocurrency

At the core of the Bitcoin blockchain, value proposition is a utility for an 
independent electronic cash system that is independent of any government 
or banks. As a medium of exchange, it is trusted by unknown users across 
the network based on shared governance, mathematics and immutabil-
ity of the distributed ledger. This shared trust and view of potential  utility 
independent of a mistrusted banking system gave value to the bitcoins 
that were delivered to those who maintained and used the system. It may 
seem a bit circular at first, but the initial value of bitcoin was based on the 
potential of such a system. This closed system achieved real-world value on 
May 22, 2010, when one of the early users offered 10,000 bitcoins to any-
one who would deliver or have delivered two pizzas to his home. The two 
Papa John’s pizzas he received, ordered and paid for with dollars by another 
early user, may go down as one of the most expensive meals in  history 
(at the time of this writing the value of those 10,000 Bitcoins is roughly 
$100 million.)

The philosophical and federal regulatory discussion of what is money, 
currency, store of value, etc. continues with respect to cryptocurrencies, 
from internet discussion boards, to books and classrooms, to the halls of 
the U.S. Congress. While it is a fascinating, critical and sometimes divisive 
conversation, it’s not one we will be exploring here. Suffice to say that a 
large number of blockchains have been created as the foundation for coins, 
tokens and other units of exchange. Some of these have achieved notable 
market value either through early investments in the companies that cre-
ated them or through the unique value—demonstrated or promised—in the 
application of those blockchains. This monetary value was, and is, a major 
driver in the research and development and adoption of blockchain solu-
tions, but it is not the only area of value. We will explore some of these 
other areas of value in the pages ahead, including supply chain, healthcare 
and science.

The speed of transactions on a blockchain network has simultaneously 
critical limitations as well as rapidly advancing capabilities. Public blockchain 
financial transactions pale in comparison to systems such as credit cards for 
purchasing, contributing to the limitation on widespread use of cryptocur-
rency as day-to-day currency. For that reason, much work is going into new 
solutions to tackle this velocity issue in open networks. On the flip side, 
private and permissioned-access public systems can  operate at a much higher 
velocity and volume given trade-offs to transparency and/or physical security. 
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This allows some of them to be competitive with legacy financial  transaction 
systems, such as wire transfers when it comes to volume [2-3]. In addition, 
the distributed nature of the ledger of transactions involved significantly 
speeds up the check or remittance time for transactions, particularly across 
international borders where delays and associated cost of money transfer are 
significant. If you have ever waited days for a financial transfer or transaction 
to clear, you know the challenge. Much of this delay is based on waiting for 
the confirmation that funds are available and that they have been transferred 
in a way that can’t be fraudulently exploited. Financial institutions around 
the world have begun to use blockchain systems for financial transfer, reduc-
ing the time window from days to seconds, hence saving money on fraud by 
shrinking that window. Sometimes they are even passing these savings along 
to the consumer.

The economics of blockchain coins and tokens has only begun to be 
explored in a new area of cryptoeconomics. The way these units are used, 
exchanged, increased and decreased in value as well as stabilized in a 
system, is being explored theoretically and in practice across open and 
closed systems. This area is critical to the understanding of how and where 
they might be utilized for the best value. The cryptoeconomics of medical 
research is an area too nebulous to be explored easily at this point, so it will 
not be a topic of this book. It will undoubtedly be a crucial area of study in 
the future.
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Chapter 3

From Finance to Health: 
Way Beyond Bitcoin

Blockchain has been rapidly maturing first in finance and supply chain 
applications, but it is also developing a foothold across other industries. 
In healthcare, there are a variety of potential applications from  purchasing 
to medical devices, to pharma supply chain where it has already shown 
real-world value and is quickly gaining traction. It is by looking at these that 
we can get a better sense of how and where this technology will begin to 
advance in application to health research.

Where is it Useful?

As Bitcoin began demonstrating the value of such an automated trust  system 
as a way of verifying financial transfers and transactions with no trusted 
third-party intermediary, people began to explore where similar applications 
of blockchain and related technology might be useful. The key to identify-
ing potential use cases and industries was to see where this automated, or 
“trustless trust” as it was sometimes referred to, could bring value in itself or 
as a more rapid and cost-effective replacement for existing  intermediaries. 
The boon of cryptocurrencies and initial coin offerings (ICOs) resulted in 
almost every industry being explored, but it was particularly the use cases 
and industries where trust was key, such as finance and medicine, that 
seemed ripe for exploration.
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In addition to those areas in need of trust, the prospect of the speed 
and lower cost of auditing this technology could become another guide to 
where it might be applied. An audit is in some ways a verification of trust. 
This can take many forms, such as random auditing (like airport screening) 
when things are going relatively smooth in a certain setting, or it can be 
more directed when there is an example of a breakdown of trust (such as 
some Internal Revenue Service audits). The transactional ledger at the heart 
of blockchain becomes the auditor’s best friend: immutable, accessible and 
containing all the relevant information if set up right.

Another setting where blockchain can bring benefit and where use cases 
were explored early was in systems that require different stakeholders to have 
different levels of access to information of the system. In many instances, this 
came from centralized offices that handed out the permissioned information 
or collected relevant information from the network when necessary. This can 
be a slow and costly process, especially when time is of the essence.

This process was the driver when Walmart began its groundbreaking 
blockchain pilots for food safety and product track and trace in case of a 
recall. Frequent food recalls in the case of outbreaks often affect the supplier 
and retailer who must immediately remove food that MIGHT be contami-
nated while awaiting more information on what specific subset of food is 
generating the problem based on its source.

In the case of Walmart’s earliest successful pilot in the United States, it 
could take six days to identify the source of a package of sliced mangoes 
in a store [3-1]. If there were a contaminated batch from a specific source, 
it would be necessary to throw away all the produce since the source could 
not be determined for days. The pilot Walmart ran, putting information 
about each package throughout the entire supply chain on a blockchain to 
be accessed with appropriate permissions by each stakeholder, was hugely 
successful. It allowed a store manager or others at relevant supply chain 
stops to identify the suspect produce in seconds instead of days. Bad pro-
duce is removed, and good produce stays on the shelves. This saves money, 
and most importantly, this saves lives.

Supply Chain

The success Walmart has had with its pilots in food supply chain, with 
mangoes in the United States and pork in China, was just the beginning 
of a rapid expansion in piloting blockchain technology for supply chain. 
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Walmart joined a worldwide consortium including Dannon, Unilever, Dole, 
Driscoll’s, Golden State Foods, Kroger, McCormick and Company, McLane 
Company, Nestlé, Tyson Foods and Unilever to continue exploring this tech-
nology for food supply chain efficiency and safety, multiplying the potential 
value of applications through collaboration and developing shared standards.

This interest in blockchain for food safety expanded to the government 
side as well. For example, Frank Yiannas, who went from blockchain skep-
tic to the head of the Walmart pilot, moved to the federal side in 2018 as 
Deputy Commissioner for food safety for the Food and Drug Administration 
(FDA). In early 2019, the FDA released a report highlighting the use of block-
chain and other emerging technologies as the way forward for food safety 
for government and industry.

But the use of blockchain in supply chain goes beyond food safety. In 
2016, the U.S. Department of Defense (DoD) began exploring the use of 
the technology for tracking airplane parts. The Department has gone on 
to award contracts to expand these capabilities to a new company called 
Simba Chain. This is in line with the expansion of use across the transporta-
tion industry, including a newly developed trade association, Blockchain in 
Transportation Association (BITA) [3-2].

The value to supply chain is rapidly transforming multiple industries 
from food to transportation. At its root, the value of blockchain is that 
speed saves: it saves money, and, in the case of health science, it saves lives. 
Those involved in the supply chain industry recognized the value block-
chain brings to speeding up the ability to have the right information in the 
right hands, at the right time. It’s as simple as that: When you know where 
everything is in a fast-moving supply chain, you can react quicker and in 
a more efficient manner when something needs to be found. Blockchain 
brings speed and granularity to this type of track and trace in several ways: 
it allows for peer-to-peer sharing of information in real time; it allows for 
automated entry and processing of the information from legacy systems 
via computer code known as smart contracts; in addition, it allows for per-
missioned access of this information from anywhere in the system as it is 
needed, rather than through a centralized office doing collation and process-
ing only after a request is made.

The rapid acceptance advance and maturation of blockchain use in sup-
ply chain is a potential template for numerous other use cases. Several other 
systems could actually benefit from having one version of truth, trust, audit-
ability and permissioned access to information. This could be an easy pre-
made model for applying a distributed solution onto legacy systems across 
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different industries to increase speed, quality and cost-effectiveness. In sci-
ence, it helps to consider what is being tracked may not be a physical prod-
uct, but instead information or data. Additionally, there may be secondary 
data or meta-data points critical for assessing that primary data. In food sup-
ply chain management, you might want to know the truck temperature for a 
delivery truck carrying ice cream. In science, for example, you may want to 
know the methodological data associated with an MRI data set being shared 
for research purposes (Figure 3.1, [3-3]).

This framework has led us to considering research data being processed 
into knowledge, and implemented into practice, akin to raw food being pro-
cessed into refined product and used at a restaurant. Just as blockchain now 
allows us to track details about our food, its source, its quality and specifics 
about the shipping, we can do the same with research data, enabling us to 
separate “good data” from “bad data.”

This verification of data is one of the factors that brought David Metcalf, 
Director, Mixed Emerging Technology Integration Lab (METIL) at University 
of Central Florida (UCF) Institute for Simulation and Training, to become 
interested in blockchain. He tells us that having more veracity in data will 
re-instill trust into the scientific community. A trust that is even more crucial 
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in the health science community—as with healthcare data “it can mean the 
difference between life and death.”

“The trust has been lost because a lot of people have been doctoring data, 
making up studies in order to get tenure or fame. It takes years to prove that 
data is not true. In the midst of that, if you think of big studies funded by 
tobacco, pharma, etc. and you found that data is false, when you think about 
healthcare data, it has a cascading effect of consequences,” David tells us.

This framework is still being shaped and advanced for supply chain, but 
with this comparison, we can begin to conceptualize how this technology 
can be utilized for research and other areas and begin to breakdown the 
distinctions and create new refined approaches.

Learning from existing use cases can extend beyond supply chain. 
Before we begin delving deeper into how blockchain can be used in health 
research, let’s look at how it is being used across the healthcare field. Let’s 
keep in mind that not only will there be other templates of use to learn 
from and build upon, but there is also the growing acceptance, comfort and 
capability building in healthcare that health research applications can align 
with. One—perhaps evident but still important—point is that pilots and use 
cases in healthcare with the most traction at the moment are the ones who 
will be able to lower costs: financial benefits are most of the times the cata-
lyst for change.

David Houlding, Microsoft Principal Healthcare Lead and Chair of 
the Healthcare Information and Management Systems Society (HIMSS) 
Blockchain Healthcare Task Force, makes a point about this, telling us that 
when people start seeing blockchain’s business value, it will be a watershed 
moment. “More healthcare organizations will use it, not because blockchain 
is cool, but because they get value from it,” he tells us.

“The organizations trying to complete pilots and case studies will show what 
the business values are and what can be improved. Once we get to that point, 
it will establish a solid foothold for scale of delivery and use cases. It’s fascinat-
ing. That’s what could cause blockchain snowball in healthcare,” David tells us.

Healthcare

The applications of blockchain in healthcare look like a microcosm of the 
use cases across different industries. After some early adopters started 
looking at applications in 2014–2015 (with a few even earlier), there was 
a  consolidation of those early efforts in the 2016 U.S. Department of 
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Health & Human Services (HHS) Office of the National Coordinator block-
chain for health and research white paper contest [3-4]. Fifteen winners were 
selected among the almost 70 different submissions ranging from insurance 
and billing applications, to electronic health records and health research 
applications. The winning selections came from government, academia and 
industry. The conference showcasing the winners was followed not long 
after by the first Distributed Health conference in the fall of 2016, which was 
the first industry showcase of its kind specific to blockchain and healthcare.

There was an expansion of interest following these events as practitioners 
in public and private health organizations sought to find useful applications 
for the technology, while both technologists and investors sought to explore 
this blockchain applications in the $8.5 trillion global health industry. As the 
ICO hype raged in 2017, several health-related currencies were launched, 
but largely this crypto-approach to healthcare did not catch on as much as 
elsewhere. One challenge was the robust and unique regulations relating to 
health information, health records and health research. Additional challenges 
associated notably with the sometimes messy world of health data also 
slowed the external interest.

Internally, health systems public and private, as well as a number of small 
companies better versed in health-related data than the average investor or 
fintech innovator continued the exploration. While hype still did emanate 
and attract more interest, there was a tempered realism in the blockchain 
and health community that lowered expectations. Different types of applica-
tions were at different levels of maturity and different stages of the Gartner 
Hype Cycle (which isn’t actually a cycle, just a curve or wave, but people 
like it and it gets a lot of hype).

While discussing the key barriers to adoption in the healthcare field 
with Hyperledger’s Behlendorf, he noted that part of it resides in education 
around blockchain, “because blockchain is associated with cryptos, how to 
make money fast etc.”—one of the biggest misconceptions.

Part of the challenge, Brian says, is educating companies about the fact 
that there are ways to use blockchain without tokens, or proof of work, that 
can be about building network exchanges.

“You can track actors and see who the bad actors are and separate folks 
who are not. This improves outcomes. It’s not just cutting costs out of 
bureaucracy but getting to resolution faster,” he explains.

Let’s now look at some of the key areas of applying blockchain to health-
care that have been developed along with some highlights as of the time of 
this writing:
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Financial—Utilizing blockchain for financial applications in healthcare 
is in some ways similar to the fintech applications. It is relatively straightfor-
ward and is being explored by companies large and small. The billing and 
payment systems for private and public health systems have been very frac-
tured and siloed, making it ripe for abuse, fraud and general confusion. The 
barriers to getting successful financial applications are not necessarily techni-
cal. The complexity of coding and billing data is one area that needs system 
knowledge and semantic solutions. The siloed and often non-transparent 
nature for healthcare organizations makes for an additional barrier, but one 
that lends value to blockchain applications that can create automated trust 
where there wasn’t before across organizations.

There are several early efforts to creating solutions. Change Healthcare 
is a large U.S.-based health coverage organization that has gone all in to 
develop blockchain solutions and has begun primarily in the billing and 
payments area. They have acquired another small business leader in block-
chain and healthcare, PokitDok, in late 2018 to enhance their efforts and 
seem to be out in front of their competitors.

Though it differs from some of the other early efforts, HHS blockchain-
based Accelerate program for procurement has been one of the most high-
profile and impactful early successes.

This program was developed in early 2018 as a way to bring more real-
time buying power and savings to the 30,000 purchasers across the HHS 
system. Previously, purchasing information from five separate legacy systems 
was collected at a central set of offices. If a buyer wanted to know where 
to get the best value for a large purchase, say latex gloves for clinical use 
or statistical software for research, they would put in a request for strategic 
buying information from the central office information repository to find the 
best deal for the particular types of product and contract variables they had. 
This can be complex in the government purchasing system and would often 
take 4–5 months. Savings took time, and for this reason was sometimes not 
even sought or not received in a timely enough fashion to be valuable.

In early 2018, Jose Arrieta began as Acquisition Lead for HHS and spear-
headed this government effort coming off of a successful pilot program at 
Government Services Administration where he had shown the power of 
blockchain to reduce the time and cost of vendor proposals by more than 
90% each. Jose quickly developed a plan to streamline the sharing of acqui-
sition information across the buyers in the HHS system. Utilizing a human 
design centered approach and engaging the buying stakeholders, he and 
his government and contractor support staff developed a blockchain-based 
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system that layered across the existing five legacy systems. This processed 
the information already being input with a combination of machine learning 
to standardize the data and smart contracts to combine and process buyer-
to-buyer shared information. Using a newly developed interface designed 
and tested with buyer input, the team was quickly able to give the 30,000 
buyers real-time information on strategic buys that previously took months. 
Months to seconds with no added data input and a user-friendly interface 
that was rapidly adopted and utilized. This pilot was so successful that it 
quickly got federal approval to “go live” with an authority to operate (ATO) 
in late 2018 and is poised to give an 800%–1,000% return on investment 
(ROI) in its first full year of use when it is implemented in 2020 [3-5]. This 
will save the government and taxpayers tens of millions of dollars a year.

Jose tells us that the ATO was quickly approved because the business 
model improves security, moves to a cloud-based delivery model and rede-
signs business, which in turn allows to have visibility into multiple separate, 
disparate, siloed data sets and gives a flexible set of capabilities to rebuild 
the business by separating data and process. In other words, this approach 
lowers risk, modernizes the business mission and all that at a very low cost.

“What we’ve done with Accelerate is create an infrastructure. We proved 
we can index information, and separate aspects of the same story but that it 
can be analyzed separately so we can do deep learning and drive future out-
comes. It could be applicable to any kind of data and research and how we 
went to market will create flexibility for government to replicate,” he tells us.

Provider Directories and Credentialing—Another early healthcare use 
case that has demonstrated market value is the application of blockchain 
technology to the sharing and validation of information for provider direc-
tories and credentialing. The cost to upkeep records of providers with cur-
rent and accurate information is significant across a variety of health and 
insurance systems. Even more costly in dollars and delays in providers being 
available to treat patients is the process of provider credentialing. Every time 
a doctor or nurse enters a new hospital or health system, and a regular inter-
val within that system, these providers must have all of their information 
validated in order to treat patients. This can include records on education, 
past employment, references and malpractice history. The step is critical for 
hospitals to maintain quality care, but it is also costly, redundant and a major 
source of delay for bringing on new health providers who must wait through 
the months-long process before even seeing a patient.

Microsoft’s Houlding explains that blockchain has an especially strong 
value proposition for directory use cases.
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“Now, it’s siloed across different healthcare organizations, it’s redundant 
to maintain and the collective cost is too high. So, the opportunity is to put 
common data like common directories on a DLT, enabling updates to be 
rippled and eliminating inconsistencies, which causes delays in payments 
and issues that drives further costs,” David tells us.

The recently formed Synaptic Health Alliance—a consortium of several 
major health-related companies, including Optum, Humana, UnitedHealth 
and Aetna/CVS—aims to explore where blockchain might be beneficial 
as a tool for sharing information across their systems with permissioned 
access and no one group holding all of the information. This group has 
focused on shared information for provider directories as their first pilot. 
Each company has their own list of network health providers and spends 
a lot of time and money on upkeep of the latest information. Many of 
the providers are in multiple networks. The group developed a shared, 
distributed system for keeping all of the provider information up-to-date 
and accurate. This allows them to combine resources to have shared sav-
ings, something that was not feasible from a business perspective with 
any one company “owning” the combined list. The shared information 
doesn’t prevent continued competition in other areas but allows for coop-
eration to improve efficiency and quality for all the companies, providers 
and patients.

When it comes to the credentialing challenges, blockchain here too has 
begun demonstrating value as providing a layer of trust across multiple 
parties involved in requesting and providing information for this critical yet 
time-consuming and redundant process.

Microsoft’s Houlding says that the way it’s currently conducted creates a 
lot of redundant work. “Doctors have to be credentialed by organizations, 
who also verify if there are malpractice suits pending etc., and it has to be 
done every two years. So, by putting credentials on a blockchain, I can not 
only see them but also see who verified them. It delivers better healthcare at 
a better cost and it improves the experience of health professionals too, as 
they spend less time doing this.”

ProCredEx (Professional Credentialing Exchange) and Hashed Health 
joined forces to create a blockchain-based architecture for a marketplace 
allowing the exchange and verification of the key information from the mul-
tiple independent sources involved. This has begun to attract users, includ-
ing the Texas Health Care System, who can use this exchange to speed 
credentialing, reduce cost and redundancy and get trusted health providers 
to patients faster.
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John Bass, Hashed Health CEO, tells us that the way he sees the value 
of blockchain is actually quite simple: it’s its basic capability to solve 
issues around trust and transparency issues at the crux of the healthcare’s 
system woes.

“The delivery of care is irrational in the U.S., mostly. The way we buy 
and sell healthcare is irrational. The current infrastructure and all our value 
chains focuses on enterprise and transaction and it’s not sustainable. It’s all 
too expensive and we’re heading for a real crisis,” John tells us.

But he adds that one way to fix these cost issues is to address that irratio-
nality and the administrative burden, which manifests itself in various ways, 
whether in medical records, the pharma chain or clinical trials.

“There are real significant opportunities to improve efficiency by using 
distributed ledgers and blockchain to rethink how information flows through 
these ecosystems. Right now, we have a grand vision of how this will work 
in the future. At this point we need to stand way back and look at simple 
ways, at how some use cases prove value.”

Medical Devices—There is growing interest in the potential for using 
blockchain with medical devices and the internet of medical things (IoMT). 
Both tracking akin to supply chain application, along with the potential for 
encryption to secure health related information has drawn this interest. One 
early pilot by Napier Edinburgh Napier University, Spiritus Partners and the 
National Health System (NHS) in Scotland show the value of blockchain to 
medical devices.

Previously, in hospitals across the NHS in Scotland, medical devices and 
associated training and adverse event information were tracked indepen-
dently at each hospital. The locations of the devices were tracked centrally at 
a head office. Adverse event information, when something goes wrong with 
the device for a patient, was reported to the central office. When a significant 
problem with a device was assessed from these separate reports, guidance 
was sent from the central office to the hospital locations to stop the use of 
the device. This could take weeks, putting patients in jeopardy. Additionally, 
if devices moved around there might not be up-to-date information on where 
the devices are, or the training level of the staff that are using them.

The blockchain pilot enabled permissioned users at each hospital to see 
in real time where each device was located, and which staff were trained on 
them for use.

Susan Ramonat, Spiritus CEO, says that the ability to reduce cycle times up 
and down the supply chain during recalls or the ability of seeing patterns of 
events, across different geographies is exactly where DLTs add critical value.
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“We are able to track a defibrillator implanted in Pennsylvania, to a 
patient who now has moved to Chicago for example. I will know that the 
patient has that implant, from that generation and it will also demonstrate 
physicians’ contacts,” Susan explains. This data flow and velocity are obvi-
ously crucial in case of a recall.

This enabled more rapid and effective sharing, transfer and trained use of 
the devices. More importantly, all adverse events for a device were tracked 
and visible across the system in real time with no delay. Along with this, 
staff and training levels associated with each use were tracked. If a thresh-
old was reached, everyone on the system was able to be notified to stop or 
modify use based on the real-time information. This not only has the poten-
tial to save time, but it can also save lives.

Pharma Tracking and Supply Chain—In line with the rapid maturation 
of blockchain applications in industrial supply chain, the use in pharmaceu-
tical supply chain is taking off. The FDA has approved two new pilots for 
this type of use. In one of the pilots, headed by Good Shepherd Pharmacy 
in Memphis, Tennessee, expensive drugs which were previously wasted, 
are now able to be re-introduced into the system. The goal is for the drugs 
to be used by those who could not otherwise afford them—something that 
makes sense when approximately 20% of the drugs that are manufactured 
are destroyed [3-6].

Expensive drugs for chemotherapy or rare diseases would often go to 
waste once they were given out for use if the assigned individual no lon-
ger needed them. There was no way to safely and appropriately get them 
back into the system. With blockchain, the non-profit pharmacy and its 
partners were able to re-introduce these drugs with an auditable tracking 
of their provenance, quality and authenticity that satisfied the regulators, 
providers and patients. This meant less waste and better treatment options 
for people in need. Phil Baker, Good Shepherd Pharmacy co-founder and 
CEO, and RemediChain co-founder, tells us that he chose to begin this pilot 
with chemotherapy drugs, as they’re one of the most expensive and wasted 
prescriptions.

“In October 2018, we started accepting donated meds, we received 
$3 million of oral chemo equivalent in the first year and about $150,000 
was redistributed,” Phil says.

He adds that the chemo meds, is just the first use case, “the platform 
we’re building will be able to recycle any kind of meds.”

The other benefit of this pilot is that it will bring hard data around medi-
cation waste—data that can be used for research and inform manufacturers 
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for example on how to reduce waste and create more efficient drugs. “And 
then there is the scale about the waste profiles, the waste trending data: if a 
drug is wasted 10 times more in Memphis, Tennessee compared to Buffalo, 
New York, it could help identify bad actors in the supply chain,” Phil says.

Electronic Health Records—The holy grail of blockchain applications in 
healthcare seems to be the use for electronic medical records, cross-system 
interoperability and patient-centric control of your own records. The rea-
son it is considered so important is that it would mark a transformation to a 
patient-centric health system allowing individuals to control the rights and 
access to their own medical data. There are several conceptual efforts and 
smaller real-world products and pilots working to achieve this, but there are 
also considerable barriers. The regulatory issues in the United States and 
abroad are major hurdles. Appropriate security and privacy to comply with 
laws relating to health information are a must for any application in this 
area. While it is the use case that attracts the most attention in healthcare, it 
also seems likely to be the one that will take the longest to realize, because 
of this major roadblock.

At the core of the use of blockchain for patient records and many other 
applications is the concept of self-sovereign identity, the unique digital iden-
tity assigned to each user or patient. This digital identity is necessary not 
only to align users with their records, but a fundamental aspect of allow-
ing the patients themselves to control access to those records by providers, 
researchers, companies and others that may need to use the data. This gives 
the patients control and prevents exploitation of personal health information 
by third parties and the unauthorized selling of data.

Hyperledger’s Behlendorf tells us that once regulatory concerns such as 
The Health Insurance Portability and Accountability Act (HIPAA) will be 
sorted out, his hope is that “in 20 years there will be a digital wallet with all 
my health records, with every prescription from every time I was on vaca-
tion for example, plus stuff I can add. Something I control and I can share, 
something I have access to and can revoke rights to. Blockchain will be 
essential to deliver this at scale and if we do nothing else but accomplish 
that, it’ll be amazing.”

Health Research—When it comes to health research, there is an array of 
applications that are being worked out. This will be the main focus of the 
last section of this book.
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Chapter 4

Data Complexity

Blockchain’s first mature adoption in the world of cryptocurrency was aided 
by the fact that there is already a straightforward and shared simplicity to 
the data and process in basic currency exchange. Other areas of potential 
tech application are more complex in their data and the processes involved 
in sharing and exchanging that data across users in a given network. How 
this complexity impacts application of blockchain technology and the trust 
and verification it can bring is only beginning to be explored.

3-D Blockchain theory

In a short article about complexity levels of data relating to applications of 
blockchain to different use cases titled “3-D Blockchain Theory,” the idea was 
stated [4-1]: “Increasingly complex dimensions of data used in a blockchain/
distributed ledger will require increasingly complex consensus mechanisms 
to provide consistent and reliable governance across large enterprise systems.”

This distinction is critical in considering how blockchain can be applied 
to health and health research data. Simply put, the applications that have 
worked in one type of industry or use case may not be as valuable or 
appropriate for use in systems with more complex data. Please keep in mind 
that this is untested as a universal theory at this point. That will come with 
time and more widespread applications across use cases and industry. The 
value of the concept comes in considering what, if anything, about health-
care and health research data may need to be taken into account when 
looking ahead to public blockchain uses for the data (Table 4.1).
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The first layer of complexity, or one-dimensional (1-D) blockchain, relates 
to a single variable in a data set of the kind we see in pure financial block-
chain applications like bitcoin (BTC) or ethereum (ETH). Here, a blockchain 
is a ledger of transactions of a single unit or partial unit (e.g., 0.33 BTC or 
15 ETH). As noted in the original thesis, “Satoshi’s elegant solution and its 
numerous protocol children are sufficient for firmly established consensus, 
and the transactional data has meaning independent of people or trusted 
third parties.”

Most any governance protocol will suffice for this type of ledger. Trade-
offs for speed, scaling and transparency will be more critical in selecting 
a governance protocol in this instance than the nature of the transactional 
data that is simply one variable or one dimension. This is what we can refer 
to as a 1-D blockchain.

The second level of complexity or second-dimensional (2-D) block-
chain is one that captures transactional data of a two-variable nature. This 
is commonly seen in supply chain for example. Transaction data contains 
not only quantity of a unit or partial unit but also a second variable relat-
ing to the type of unit (e.g., 6 rods, 13 widgets, 9 rods + 5 widgets). At this 
point, most blockchains or distributed ledgers with this type of data are 
closed or permissioned blockchains, rather than widely used public applica-
tions. The consensus mechanisms for a widely used public or open block-
chain of this type may need a specific type or modification of traditional 
consensus mechanisms.

The third level of complexity or three-dimensional (3-D) blockchain 
would then have three discrete variables involved. In this case, transac-
tions may record quantity, type and some level-of-evidence equivalency 

table 4.1 Data Complexity in Blockchain Use Cases

Complexity Characteristics Examples

First-level complexity: 
one-dimensional 
blockchain

Single variable (e.g., quantity) 
single fixed unit

Fintech, 
cryptocurrency

Second-level complexity: 
two-dimensional 
blockchain

Two variables (e.g., quantity and 
location) variable units

Supply chain

Third-level complexity: 
three-dimensional 
blockchain

Three + variables (e.g., quantity, 
type, reliability/confidence score) 
multiple units

Healthcare, 
research
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(5 neurocognitive assessment scores from a randomized controlled trial, 630 
blood pressure measurements from medical records, 33 functional magnetic 
resonance imaging (fMRIs) from an observational study, etc.). A public 3-D 
blockchain like this does not yet exist and may not even have many post-
pilot private blockchain equivalents. Nonetheless, the concept is critical to 
begin to understand what this might look like for healthcare and health 
research information, as well as to understand what impact this might have 
on consensus mechanism selection.

What this all means is that there seems to be potential challenges with 
the types and complexities of data transactions that are captured via block-
chain. How this verification would occur and what consensus mechanisms 
would be useful and valid, or at least perform the best, may still need to be 
worked out.

This isn’t to say that this dimensional blockchain theory must be true, 
but there seems to be sufficient basis for treating these different data sets in 
unique ways as we begin to consider what it would mean to have confirma-
tion by consensus of any transactions associated with this data.

Metcalf, at the Institute for Simulation and Training, tells us that thanks 
to blockchain, we could have much better data that can be used across 
multiple research organizations and populations, which in turn would lead 
to faster and more reliable data, the ability to get drugs to market quicker 
and have a better validity and verification that they can do no harm and 
work as advertised.

“This would lead to life and cost savings. It would also re-instill some 
trust in government regulators, big pharma, in groups and organizations that 
get paid to do these studies. The whole ecosystem,” David notes.

Health and Research Data

Healthcare data is messy. Health information is collected by a variety of 
people in a variety of locations in all sorts of different ways. Think about 
just a simple bit of health information, such as blood pressure (bp). A simple 
reading of systolic over diastolic, 120/80 for example. Now think of all of the 
different situations that data might be collected: at home with a store bought 
bp monitor after 30 minutes of relaxing, at the machine in the pharmacy 
after 30 minutes in traffic, at the doctor’s office after a morning fast, at a 
minute clinic after a burger and fries, at the hospital while under anesthesia 
for surgery and in the park via Fitbit during a long run.
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This is the same kind of information—systolic over diastolic—but all 
representing different states of a person’s physiology and bp, recorded by 
different devices of different validity and accuracy, under different types 
of supervision from self-report to readings captured by a medical profes-
sional. The data represents different things. Even the trends of each (where 
 repeatable) are different. Now consider where all of this data is stored. Is it 
mergeable? Would you want to merge it? Would there be any value in that? 
Maybe if you had a lot of associated meta-data (time of day, activity, recent 
diet, etc.), but without that it may just be noise. And what about the format-
ting of the data? If you were to bring it all together in an excel sheet, would 
each cell match or would there need to be reformatting to even make it 
readable or workable? There are a lot of questions and variables for just a 
simple health data point like blood pressure from one person. So how much 
more complicated can large amounts of health data be and how can we 
make it more streamlined, secure and transparent.

Health data is often complex, messy and unorganized. The messiness is 
sometimes not apparent when looking at data from hundreds of thousands 
of individuals in aggregate. Any volume of data can be crunched into sta-
tistical programs for some sort of result, and the sheer volume can mean 
it would look significant. What is unseen, unless you are familiar with the 
data, where it comes from, and the variance involved is just what data can 
be coupled, merged and combined; and with what caveats.

The complexity of health data becomes even more complicated when 
you begin to bring in coding elements such as International Classification 
of Disease (ICD) codes as ways the health data is recorded, bundled and 
tracked. These codes have been established to give different entities from 
providers to insurance companies, the ability to standardize health data 
relating to different diseases, injuries and conditions. The codes themselves 
are numerous, and often the standards of use by different disciplines of pro-
viders specializing in different areas can also vary greatly. For example, with 
traumatic brain injury (TBI), there are myriad different ways a post-injury 
headache can be recorded depending on who saw the patient, in what set-
ting, at what time point and with what background information.

There are standards for health information, but these are general guide-
lines that leave a wide amount of interpretation. The challenges of the 
data are something that needs to be considered not only for end-use 
 considerations—with respect to data science and even artificial intelligence 
and machine learning—but also from the outset with any application of 
blockchain. For example, the types of standards that can best be utilized 
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and how to get compliance will be a critical challenge of any blockchain 
related to clinical data.

Other challenges to think about include the types of platforms, gover-
nance protocols and platforms that work best depending on the particular 
use case, the nature of the blockchain (private vs. public) as well as the 
users themselves.

When talking to Heather Leigh Flannery, CEO of ConsenSys Health, she 
notes that one of the barriers to adoption is the compliance ambiguity in 
areas of policy and regulation across jurisdictions around the world.

“The immaturity of technical standards and the absence of any certifi-
cation to conformity to standards don’t exist, because the standards don’t 
exist,” Heather says. She notes that the fear of vendor lock in and the issue 
of what platform, whether they interoperate and at what levels, is a real 
problem for healthcare “as people have PTSD about what’s happened with 
electronic health records (EHRs).”

“The paradigm is moving forward—people are super concerned that they 
will have a lock in with a set of vendors who will become the next Amazon, 
Apple, Facebook, and they’re worried about that.”

When it comes to research data, the situation is both better and worse. 
Research studies tend to be much more specific in how the data is collected 
and recorded. Each study has its own protocol that could lend itself to much 
of the detail for standards needed in developing a related blockchain pro-
tocol. At the same time, the data between studies, even on the same health 
issue, is often not aligned and mergeable. And given the stringent researcher 
and regulatory standards, there is not necessarily a lot of flexibility in how 
the data may be adjusted to match a different study. Further, there is limited 
research utility in general health data. Large amounts of health data are great 
for answering general questions and refining knowledge to more specific 
questions to be asked of formal research, but because of the messy nature of 
the health data, not a lot of actionable conclusions can be drawn. This is why 
clinical practice guidelines are drawn only from higher levels of evidence.

As we saw earlier, the volume of information available from EHRs does 
not necessarily translate into actionable evidence on the level required for 
standard clinical practice guidance. There is too much variability and noise 
in the system to draw definitive conclusions from health data. Research on 
this data by way of health data science doesn’t get you there either. There 
is sometimes a lack of understanding about just what is required evidence 
to support changing clinical practice. Data science or big data doesn’t cut it. 
You need more refined and advanced research.
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Dealing with Complexity

One of the ways to begin preparing standards for the use of health and 
research data in blockchain and develop a system that can help inform clini-
cal practice is to create new standards, building from existing standards, for 
the data. This goes beyond just technical or formatting standards, which are 
already being addressed by the Fast Healthcare Interoperability Standards 
(FHIR standards) in healthcare. The focus needs to be on data standards at a 
much more granular level.

To get to this level of standards, it will be necessary to differentiate 
between data collected in different health research areas. Standards set up 
for cardiology research and practice may not necessarily fit the bill when it 
comes to neurology. Gastroenterology is not oncology, and so on. Data stan-
dards by discipline and sub-discipline will be the necessary level of meticu-
lous detail to expand use of blockchain for health and research.
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Chapter 5

Blockchain is People

Blockchain isn’t just a new technology. Yes, its technical aspects are criti-
cal, but it is much more than that. Blockchain is a technical layer to our 
integrated digital world that allows a complete restructuring of how we 
share and track data. How we trust that data. And how we verify that trust. 
Blockchain at its root is people. People across a network agreeing to a 
shared governance of how data in a system will be shared, processed and 
accessed. People creating and agreeing to utilize a computer protocol that 
captures that governance in code and layers of smart contracts.

Dr. Alex Cahana, ConsenSys Health Chief Medical Officer, likes to put it 
this way: “In general, my one liner is that blockchain is the solution to the 
social issue of trust. We live in a world where I want to trust everything, but 
I just can’t.”

“By virtue of decentralization and by coding rules of behavior, it adds a 
certainty to the trustworthiness of the transaction,” Alex says.

Col. John Boyd made a very pertinent comment about the importance of 
things in a distributed network: “People, ideas, things, in that order.” Ahead 
of his time in many respects, this thought seems like a foundation of how 
blockchain can most successfully be used, especially in a complex system 
like science and knowledge generation (Figure 5.1). People make up the 
network that utilizes data and its outputs; ideas are the governance proto-
cols that underlies how this data is to be captured, processed, accessed and 
shared; and things are the tech that makes up the blockchain network. This 
order is important. In a simple 1-D system like finance, you may be able to 
capture a pre-existing idea in a blockchain and convince a network to use 
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it through utility, innovation or blunt force sales. When it comes to complex 
2-D and 3-D systems, you are much more likely to be successful and add 
a mission of market value if you own or create the network first and then 
build a system based on governance developed with their input or the input 
of representatives they trust.

network

Users are critical for the success and value of any blockchain. Bitcoin would 
have no value if there weren’t millions of people who were willing to host 
and run the program and trade monetary value to buy in at this point. 
They have all agreed to the standards built into the system, the governance 
designed and coded into the protocol. Similarly, every blockchain applica-
tion must have users to be of value: users who have bought into the system 
and agreed to the governance. These individuals understand the value that it 
brings and the problem that it solves.

In designing and running a blockchain system, there are experts or rep-
resentatives that design, host and maintain that system. As mentioned earlier, 
Bitcoin was designed by a person or persons known as Satoshi Nakamoto. 
Its ledger is hosted on every node that buys in and downloads the ledger, 
and it is maintained by a small cadre of dedicated volunteers. Those who 
maintain it is fully decentralized like to handwave past this fact, but so far, 
every system has some centralization: the question is how much is tolerable 
for the trade-offs.

People/Network

Ideas/Governance

Things/Technology

“People, ideas, and things; 
in that order. - Col John Boyd

Figure 5.1 People, ideas and things: framework of how people/nodes in the block-
chain network are the foundation, with the shared ideas are captured in the gover-
nance, and then incorporated into the tech thing that creates the interface.
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In blockchain application for healthcare and research, this balance is 
likely to look much different, especially in the early stages. Experts or repre-
sentatives who understand the system represented and the data involved will 
play a role in designing, creating and maintaining any distributed system. 
It is those people and their view of the world, and how it translates to the 
governance, that must be trusted.

John Bass of Hashed Health has noted in an article [5-1] that any block-
chain without a network is just an expensive academic exercise. This is 
very true. A governance system that people don’t wish to trust to use, is not 
worth much more than a self-licking ice cream cone. It has no wider pur-
pose or validity.

Whether you design a blockchain alone, with a small group, or with 
the representation of those you hope will be the network of users will be 
critical to the success of the effort. The buy-in is key, and you either must 
force compliance by owning the network, convince those involved to begin 
using it through negotiation, marketing or influence, or else you must 
include those individuals or representatives involved in the design of the 
system itself.

Protocol

No blockchain will advance without standards for the data. Standards for 
what each recorded transaction represents and how it is formatted and 
recorded. Financial standards are relatively easy, with the 1-D exchange of a 
unit (i.e., a Bitcoin or Satoshi) being what is recorded with each transaction. 
With more advanced 2-D, 3-D and beyond, there will be a more complex 
set of standards and representation of the data involved. In some cases, the 
data can be flattened (3-D represented as 2-D data), but the key is that there 
are standards.

For health and research, there are many standards to lean on, but the 
data is rich enough that not all of these will be sufficient for all use cases. 
Many applications of blockchain in health and research will require new or 
more robust standards. These can be designed by a single person or small 
group, but this may not be sufficient to get it accepted by the network of 
users it needs for implementation.

These standards, what they represent and how the data they represent 
are exchanged is the next factor. A financial unit is exchanged, and the 
transaction validated in a simple financial blockchain governance structure. 
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How more complex data is represented, handled and exchanged is a 
 question of governance that must be answered for each application. With 
smart contracts and automated processing of the data, there will be a greater 
need for agreed-upon governance of the system.

When it comes to governance, ConsenSys Health’s Flannery tells us that 
it’s also a major issue in healthcare and life science.

“We got decent at governance as a civilization, but this is governance of 
something else—something shared and mutualized between x number of 
parties and institutions. The method of governing is not clear; when we talk 
about governance in this context, it’s different than corporate governance, 
that template doesn’t fit.”

The protocol is the digital representative of the shared or agreed-upon gov-
ernance. It is the coding that captures the standards and automated  processing 
into the tech. How this is done depends upon the design and those involved, 
whether it is the use of a preformed system with the flexibility to be adapted 
to different uses, modification of a malleable platform to create a richer system 
or a boutique system designed specifically for the use case at hand.

Platform

In selecting, modifying or creating a platform, considering the users involved 
becomes a critical first juncture. Whether you own the network and wish to 
get compliance and alignment to current operations or want to build a new 
system aligning with your network of users’ needs, a human design centered 
approach is critical. Including the users in the design to describe the prob-
lem area and needs will be more likely to ensure usefulness and value.

There is a wide array of existing platforms and an infinite numbers or 
possible designs for any particular use case. These will offer different advan-
tages and trade-offs in speed, scale, transparency, security and convenience 
among other things. By assessing the needs of the use case and the network, 
by considering the input of those users through the human centered design 
approach, you will be able to select the ideal platform for your use case.

Every system needs to be tested before it is road ready. The more com-
plex the use case, the more it will take back and forth with the users to 
ensure it is ready for use. Given the value of what may be contained, includ-
ing health information, it is important to test the system not only from a user 
perspective but from a bad actor perspective as well. This iterative process 
will expose the flaws and harden the system before use.



SCienCe iS eASY ii

Science seems complex but broken into its fundamental parts is easier to 
understand.
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Chapter 6

Good Science

Science gives us a better understanding of the world, the knowledge to 
 create new medical devices and find new ways to treat diseases. For those 
who are not directly involved in scientific research, it is sometimes viewed 
as a highly complex process. In reality, while the technical details have 
become increasingly complex, the basic process is simple. What science 
is, where it is practiced and how it impacts our lives are starting points for 
understanding how we can get more from our investment in science.

History of Science

Science is the systematic study of the natural world, everything around us 
and within. Science started with human curiosity and developed through 
stages into the systematic process we know today. It gives us the foun-
dational building blocks of human knowledge and captures a snapshot 
of the most accurate representation of our reality that we can describe at 
this time.

Science is not perfect, but like Churchill’s take on democracy “it is the 
worst form except for all the other forms that have been tried from time to 
time.” So, what is science the worst (except for all of the others) at doing? 
Predicting. Science is about not simply categorizing and describing the world 
around us, though this is a key part. It is also about using that information 
to predict what will happen next (Figure 6.1).

The scientific process as is most commonly used today was for-
malized by Sir Francis Bacon. It makes up the foundation of how we 
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practice science. At its core, it is simple: Observe, hypothesize, test, con-
clude. Let’s look at a simple example. We’ll revisit this example in more 
detail throughout the book.

◾ Observe—A child notices that she and her friends get taller as they 
get older.

◾ Hypothesize—General hypothesis: People get taller as they get older. 
More specific hypothesis: People grow one inch per year.

◾ Experiment—Measure everyone in a school class one year and then 
the next. The results show that every student has grown, but not 
exactly one inch (except one kid) or even the same amount.

◾ Conclude—People get taller as they get older (hypothesis confirmed) 
and people do not grow 1 inch per year (hypothesis rejected).

You can immediately ask, what about the teacher, older individuals, people 
with abnormal growth patterns, people in other places, people in other 
times, etc.? This identifies not the limits of science, but some of the limits to 
generalizability of specific findings and the importance of sampling.

The basis of experimental science practiced around the world is basically 
the same. There are other key elements as you get into the weeds of execu-
tion: studying what has previously been discovered, complex methodology 
and statistics, interpretation of findings, peer-reviewed reporting and more. 
We’ll touch on these more as we move forward. For now, this is the founda-
tion of science as we explore how it impacts us in sickness and in health, 
along with where it can be improved in its current execution.

Observation

Hypothesis

Experiment

Conclusion

Classic Scientific 
Method

Figure 6.1 Scientific method: the key steps in the scientific process are (a) observa-
tion, (b) hypothesis, (c) experiment and (d) conclusion.
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Scientific Process

Many people do science. You might be applying the scientific method if 
you observe that different ways of driving to work take different amounts of 
time, hypothesize one way is fastest, time yourself each way and conclude 
if your guess was right or wrong. For the purposes of this book, we’ll be 
focusing on those people doing science for the purpose of reporting their 
findings into the general body of scientific knowledge.

The main role of science is performed by the principal investigator, or 
PI, of a study. This is the person who has the ultimate responsibility for the 
design, execution, integrity and findings of the study; along with the associated 
ethics and legal responsibility. The PI might work alone, though that is exceed-
ingly rare these days. More often the PI has co-investigators, associate investiga-
tors, research coordinators, research associates, research assistants and people 
in specialty roles from research technicians to grants and writing assistants. In 
academic circles, undergraduate students, graduate students, post-doctoral fel-
lows and sometimes medical students also contribute significantly to research.

Most health research is done by private industry in the United States 
(70%) and around the world (60%) [6-1]. This research is often targeted at 
specific problems and applications. While the process is scientific, often the 
findings of private research are only reported internally rather than publicly 
in the overall body of scientific knowledge. Some general findings from 
private research may be published, or more specific findings after delay in 
order to realize the monetary value before sharing. Negative findings from 
private research are rarely published.

Government also funds and executes science across the world. Some of 
the government run science—particularly in the military—may be limited 
in the same proprietary or closed reporting way as private research. Despite 
this, governmental research contributes a significant portion of the overall 
body of scientific literature.

Academic institutions contribute to execution and funding of research 
as well. In many instances, academic researchers are involved in execut-
ing research funded by government and/or private organizations. Academic 
institutions contribute the bulk of scientific literature. In this setting, peer-
reviewed publications have taken on an economy of their own, along with 
an imperative. Publish or perish.

Non-governmental organizations also contribute to research funding 
and execution. Examples of this include professional societies and disease- 
specific charities.
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Let’s take a look at how all of these things—method, people, 
 organizations—come together for a generic research study. We’ll focus on 
medical research.

1. PI and Co-PIs have an idea based on their knowledge of existing 
 literature and clinical observations.

2. They write a proposal and develop a research design with a specific set 
of hypotheses and plan to test them.

3. This proposal is submitted for funding. Once funding is received, the 
proposal is drafted into a research protocol.

4. The protocol receives regulatory review and approval from an institu-
tional review board (IRB).

5. The study is executed by the research team, and data is gathered from 
patients or existing databases as governed by the protocol.

6. The data is analyzed by the research team and conclusions are drawn 
by senior researchers based on knowledge of current literature.

7. These findings are presented in internal and/or professional meetings 
for review and feedback. Internal reports on the initial findings may be 
drafted. This information is referred to as “gray literature.”

8. The refined findings are submitted to a medical/science journal for 
peer-review and publication.

Benefits of Science

The overall benefit of science, sometimes lost in the short term, is to 
build humanity’s body of knowledge; finding by finding, brick by brick. 
Sometimes the bricks crumble or need to be replaced. Often new findings 
raise new questions and open the opportunity for more observations, stud-
ies and findings.

In the long term, this iterative process of scientific discovery, confirmation 
and correction gives us the foundation of knowledge to provide evidence 
and direction for practical application. These can be concrete applications 
such as engineered products and devices, or they can be abstract knowledge 
applications such as processes or treatments.

The application of science, developed as engineering or in health as med-
icine, is the concrete, short-term goal of most requirement-driven research. 
This is where the phrase “research & development” (R&D) comes from. We’ll 
dive further into the R&D process in health and medicine in later chapters. 
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Suffice to say that this is the reason for most research funding. It is critical to 
note that regardless of the goal of the funding, the discoveries and reports/
papers themselves contribute to the overall body of scientific knowledge. 
Science builds on science.

In addition, science has the benefit of being a major economic driver in 
the United States and around the world. R&D is a $1.7 trillion annual indus-
try worldwide [6-2]. There are millions of people employed directly or in 
support of scientific research. This role as an economic driver is most often 
cited in discussions of investment value of research funding. While it may 
seem to be a secondary benefit to the goals of science, from an economic 
perspective, it is the ROI most easily tracked. Other aspects of science 
ROI are challenging due to the difficulty in relating attribution to specific 
research dollars and the challenge of tracking those dollars across the years 
and decades it can take to influence policy or practice that generates posi-
tive economic impact. We’ll look more at these aspects of research ROI in 
later chapters.
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Chapter 7

evidence-Based Medicine

Scientific research provides us with the evidence on which much of our new 
medical treatments are based. The medicine is only as good as the evidence. 
The process of knowledge creation and then translating it into medicine 
takes time and requires many gateways to be cleared as the evidence is 
gathered to support changes in medical practice.

Bench to Bedside

The process of taking new biomedical ideas and turning them into 
 evidence-based medical practice is sometimes referred to as going from 
“bench to bedside.” This encompasses several iterations of the research 
process as new knowledge is created and refined. Then, there is a pro-
cess by which this knowledge is aligned with existing knowledge of best 
practices. This latter stage is sometimes known as knowledge translation. 
Application of new knowledge is as critical and sometimes as unstructured 
as the research and creation of new knowledge that feeds into it. Some ideas 
can enter into the bench to bedside timeline midway, and there are multiple 
intersecting efforts across any one scientific field or area of exploration.

The general process consists of a new idea, concept or insight being 
developed and tested in basic research. This is done in the context of 
 previous research and published findings. The results of these experi-
ments are reported in professional society meetings and conferences, or 
other  pre-publication reports that constitute what is referred to as “gray 
literature.” The scientific community in that field provides feedback. 
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Once refined by this feedback, the findings are submitted to an appropri-
ate journal for peer-review, further feedback and refinement, and even-
tually publication. These peer-reviewed journals in a field make up the 
longitudinal record or ledger of scientific knowledge in that field. Each 
manuscript is recorded, vetted and able to be referenced by future work 
which builds upon it.

As evidence builds to support an insight or treatment in the basic 
 scientific literature, it may gain prominence to those looking to translate 
new insights into clinical application. A series of phases of clinical trial 
allows for the methodical and safe progression of testing the safety, efficacy 
and effectiveness of new treatments in humans. But a major issue is that 
this iterative series of science is more heavily regulated and significantly 
more expensive than basic research. Here, ideas for new treatments are 
evaluated to increase the evidence base that will point toward and allow 
for the widespread and recommended use of the treatment in  clinical 
 practice. This process can take years, and often can include ideas that 
come not only from basic research but also from clinical observation and 
observational research studies. There are many paths for new ideas, though 
the confluence of these eventually comes at the later phases of clinical 
trials and development of clinical recommendations and clinical practice 
guidelines (CPGs).

CPGs are the medical industry standard for incorporating health research 
findings into straightforward guidance for healthcare providers who treat 
patients. These are created by groups of experts in a particular health issue 
coming together and going over the latest findings in the field that meet 
specific criteria for scientific evidence. These findings are generally lim-
ited to peer-reviewed publications from recognized journals describing the 
results of randomized controlled trials, formal systematic reviews of the 
literature meta-analyses of combined study data. Other types of research 
findings such as basic research, case studies, observational studies and 
cohort studies may inform CPG development indirectly by being the pre-
cursor or included in the studies that are considered, but they generally 
aren’t looked at directly.

It’s important to note that there is often a gap between the health 
research studies we hear about in the news and those included in directly 
advancing guidance for medical providers who treat patients. For example, 
a story in the news might be a new clinical research finding reported at a 
professional conference; it might not have yet gone through the informal 
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and formal vetting of peer researchers; or it may represent only a piece 
of evidence that needs to be incorporated into the whole field of study. 
And sometimes it is basic research that is anticipated to potentially impact 
clinical care but is a long way off from actually contributing directly. 
One could think about it akin to building a new deck or wing of a house: 
Just finding the potentially right parts and even having those parts deliv-
ered does not equal the careful construction of some sturdy new part of the 
house, ready for use.

This patient pace of process does serve a critical function. Just as you 
wouldn’t want to have a home renovation project thrown together with piles 
of materials and no blueprint or eye toward sturdiness and safety, you don’t 
want to change clinical care on a whim with each new announcement of 
a research finding. The caution is to carefully evaluate each new piece of 
 evidence for quality and fit it into the overall structure that currently exists 
for treatment. Advances in treatment come with an appropriate evidence-
based foundation, and major changes to treatment should only come after a 
significant review and support that it will not only be helpful but will not be 
one step forward and two steps back.

It takes 17 years on average to go from bench to bedside. This means 
that almost two decades passes from the early exploration of an idea to its 
confirmation as part of the clinical treatment options. This timeline is mov-
ing forward simultaneously for a variety of potential treatments for any 
given health issue at any given time, with periodic reviews and assessments 
of what information is out there that deserves inclusion in informing new 
treatments. Most of this time is spent on iterative research studies happening 
somewhat independently, with information from these aligning at each step 
along the way to form the foundation of future research. Eventually, when 
enough evidence has accumulated, there is support for changing practice. 
A significant amount of the pre-research administrative time is spent prepar-
ing this research, seeking funding, getting regulatory approvals. After the 
formal research is conducted, it takes time to analyze and report these find-
ings, publish them with feedback, and for these findings to make their way 
into the overall reviews that inform care. Much of this time spent is critical 
to quality, but parts can be sped up. The bottom line is that it doesn’t much 
matter when you are waiting for improvements in care for you or a loved 
one. And the question is, can we do better? This is where blockchain and 
other emerging technologies can come into play, and play a critical role in 
speeding up processes (Figure 7.1).
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In “Enhancing Federal Research: Traumatic Brain Injury and Blockchain 
Technology 1.5,” [7-1] the question was asked:

What if we could speed up science, improve the quality for 
fewer wrong turns and wasted effort, and reduce the overall cost 
of execution improving the ROI of research? What if we could 
give more time, better quality of life and more chance of long-
term reprieve to those families dealing with cancer? What if we 
could improve the quality of life and outcomes for the  veteran 
with traumatic brain injury (TBI) and his spouse and three kids? 
What if we could extend the time a university professor with 
Alzheimer’s could continue to teach our kids and enjoy time with 
her husband?

What if we could cure childhood disease allowing kids to grow 
up, achieve their dreams, and change the world? It takes on 
average 17 years to get from idea to treatment in health science 
research. Imagine you have a 1-year old daughter diagnosed with 
a disease. There is no cure, no treatment, and no current research 
on the sickness. Even if there’s a research-ready idea, it could take 
until her 18th birthday to be put into practice. Maybe you have 
 millions of dollars to throw at research to speed this up a year or 
two. Maybe you can get her into a clinical trial (with some risk) 
a few years earlier. But it would still take into her teenage years 
before there is hope, and a potential end to the suffering.

•Grant 
funding
•IACUC 
Approval
•Publish 
findings

Basic 
Research

•Grant 
funding
•IRB 
Approval
•Publish 
Findings

Clinical 
Research

•Meta-
analysis
•SME 
Consensus
•Create 
products

Advanced 
R&D

•Training
•Education
•Implement

Clinical 
Use

May 
repeat

May 
repeat

17 years on averageBench Bedside

Figure 7.1 Bench to bedside: this is the general timeline for a new treatment 
idea to be tested and eventually incorporated into standard clinical practice if it is 
 worthwhile. this takes on average 17 years, though it can vary considerably.
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To shorten this time, it is necessary to dissect it to get a better under-
standing of which parts are necessary, which may be redundant, where 
it can be sped up and how it can be better coordinated and aligned. 
[University] researcher Zoe Slote Morris and her colleagues have described 
the delays in the article, “The answer is 17 years, what is the question: 
understanding time lags in translational research.” Dr. Morris and her col-
leagues describe the areas of delay including grant awards, ethical approv-
als, publication, phase I, II, III trials, approvals for drugs, post-marketing 
testing and guideline preparation, along with the repetition and time lag 
involved in each.

Here are some of those steps along the timeline to give you a better 
sense of what is taking up the time for the advancement of medicine to 
occur. First, there is often years of foundation of basic biomedical research, 
the kind that happens in labs with cell cultures and animal models, to 
inform the general field of knowledge and highlight certain approaches to 
new treatments that may align with viable clinical treatments to improve 
outcomes in human patients. There is some disagreement on the value 
and ethics (i.e., stem cells and animal testing) of certain types of this 
 pre-clinical basic research. The bottom line is that it has contributed to 
major advancements in human knowledge and medicine, and also that it is 
highly inefficient for a variety of reasons, some of which we will consider 
later in this book.

Other ideas for new clinical treatments may come from observation by 
health providers during clinical care (often referred to as case studies) or 
through more formal observation studies or retrospective studies of medical 
records. These all advance medical knowledge and contribute to the body 
of peer-reviewed medical literature that advances the field. Again, there are 
inefficiencies that can be improved upon in how this information is pro-
cessed, combined, compared and ultimately used in the next level of sup-
port for the advancement of treatment in a particular health area.

Once an idea has come together enough that researchers want to try 
it in a human population to see how it works, there becomes a more for-
mal series of steps that takes place to get the funding, set up the study, get 
the necessary regulatory approvals, conduct the study, analyze the data, 
report the results and have this piece of knowledge incorporated into the 
broader knowledge for that particular field. Sometimes this happens only 
once before the evidence is strong enough to contribute more substantively 
towards the development of new clinical practice. Other times, there will be 
a series of consecutive studies to get there. This is particularly true when 
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there is a new pharmaceutical, medical device or invasive treatment as the 
earlier rounds are focused more on safety and efficacy, with the later rounds 
focused on how well it works to make people better.

Conducting a clinical research study, including recruiting and consenting 
patients, delivering the treatment and gathering the initial data, gathering 
follow-up data (often for months to years after the initial treatment), analyz-
ing and interpreting the results, and writing them up for communication 
and incorporating feedback can usually take 3–5 years or more. Besides the 
research itself, here are some of the steps involved:

Idea and hypothesis—The ideas that make up the hypotheses in  science 
aren’t available in a pre-order catalog, they come from a spark usually 
rooted in years or decades of knowledge gathering from the published 
literature and refined in the lab or clinic doing related research. The indi-
viduals generating these ideas need to compare them against other findings 
that have been tried and reported in the peer-reviewed literature that is the 
record of science, as well as any potential ongoing work. Knowledge of the 
ongoing work takes interactions with the science community and tracking 
new ideas being presented at conferences pre-publication along with other 
locations. There is a lack of reporting of negative results, results that don’t 
demonstrate potential effectiveness of a given treatment in a trial or experi-
ment, which makes evaluating new ideas against already tried ideas even 
more difficult. There is a lot of room for improving this, by speeding up 
how the accumulated knowledge can be shared, for example.

Research development and design—Before even applying for  funding, 
 getting regulatory approval, and starting a study, research must be meticu-
lously designed and checked for soundness, statistical validity, ethical 
approach to patient engagement, appropriate resources and a variety of 
other areas. Data gathering, storage, access, usage and analyses must all be 
laid out in advance.

Grant preparation—In order to get funding to conduct the study, 
researchers have to often competitively apply for grants from external or 
internal funding sources. These can be public or private, and usually will 
take months to prepare, especially for the more competitive funding sources 
like the National Institutes of Health.

This consists of putting your ideas into an extensive and specific format 
in the context of other previous done work in the field to be evaluated by 
experts. This has a high level of administrative detail as the entire study 
must be outlined for evaluation, including all regulatory considerations, data 
management and governance, along with budgetary details. This is costly 
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and time consuming to complete. Many universities have multiple adminis-
trative offices to assist researchers and assure compliance with internal and 
external policies. The cost of this administrative infrastructure is then passed 
on to the funding agencies as overhead or indirect costs that can sometimes 
exceed 50% of the cost of the research itself. Many of the steps involved in 
the process are redundant, both the internal systems and the systems uti-
lized by the external funders. This means that if a researcher doesn’t get 
selected for funding in a particular opportunity, they have to take many of 
the same time consuming and costly steps again. With selection for funding 
sometimes lower than 10% for the more competitive processes, this means 
a lot of time and money goes into just the administratively costs around 
researchers trying to get funding, and organizations whose mission it is to 
advance medicine spending significant amounts on the administrative pro-
cesses involved in accepting applications for funding. Blockchain—and DLT 
in general—may be able to help here too by eliminating redundancies and 
lowering costs.

Grant review and selection—This is the process the funding agency 
goes through to have experts evaluate the applications and determine 
which research will be funded. It is a critical step, yet takes many months 
to coordinate in most cases, and may still contain significant amounts of 
bias toward known entities, such as established organizations and research-
ers with longer track records, and bias toward selection of safe, incremental 
research. This may be what is desired in some cases, but in many others dif-
fers in practice to what the funding agencies outline as their goal.

Regulatory approval—Regulatory approval is one of the most challenging 
areas for many researchers. For clinical research, it requires ethical approval 
of an Institutional Review Board (IRB) that ensures it aligns with the many 
federal laws and standards for conducting clinical research. These are gov-
erned by the U.S. Department of Health & Human Services (HHS) Office 
of Civil Rights and are the result of a great many past abuses of patients 
for research (e.g., Tuskeegee Experiments) [7-2]. The rules ensure ethical 
research conduct that respects both patient safety and patient privacy.

These are a few of the research-related activities that can take consider-
able time and effort with each iterative round of research [7-3]. We’ll explore 
more later on how these areas can slow the progress of research and how 
things might be improved and sped up, without losing the quality and integ-
rity these processes require.

In general, most medical treatments will not see widespread recommen-
dation and implementation unless they have gone through the gauntlet of 
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clinical trials, have attained enough evidence to support their use and have 
met certain criteria for regulatory approval. In some instances, this can vary 
from country to country, creating an environment for “medical  tourism” 
where people seek treatments they can’t get in the United States in less 
 regulated environments. In some cases, this can end badly, with  distinct 
impact differing based on approved/non-approved status of treatments 
(i.e., the immunomodulatory drug thalidomide in Europe and the United 
States) [7-4]. The trade-offs between what is safe and allowed, and what is 
available can sometimes be frustrating for those in need of treatment now 
as the slow process of science moves forward. On a population level, the 
 caution makes sense, but on an individual level, it results in suffering and 
dying when a chance at improvement or cure is worth the risk. This trade-
off has been recognized in recent “right to try legislation.”

If a person has cancer or other potentially deadly or debilitating disease, 
they might be tempted to try new or experimental procedures. This can 
sometimes lead to improvements in outcomes beyond what exists in stan-
dard care, but it can also result in false hope and even potentially worsening 
the problem with an untested treatment. In the United States, this is tightly 
regulated, but it is less controlled in other parts of the world, generating the 
so-called medical tourism. This can lead to unfortunate choices by desper-
ate people. Treatments that haven’t been shown to be effective in recognized 
research may provide useful, but they may also be ineffective or even treat-
ments pushed by those that wish to exploit the desperate population.

Medical evidence

Once a threshold of medical evidence has been reached for something to be 
promoted for use in regular clinical treatment, there is no magic signal that 
alerts all providers and makes it the standard. In some cases, there is not 
even a clear threshold of evidence before it is recognized as ready. There 
are regulatory safety and efficacy standards that need to be reached—such 
as the ones set by the Food and Drug Administration (FDA)—but each new 
treatment is still competing against several others across multiple health sys-
tems, hospitals and care centers, as well as providers who make the recom-
mendations and decisions for patients relating to care.

The latter stages of knowledge translation, and the implementation of 
new clinical practice in medicine are as complex as the development of the 
evidence supporting it through research. In some cases, public or private 
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health systems may make recommendations for treatment beyond or in 
advance or more formal standards or guidelines to fill gaps in knowledge. 
In other instances, individual providers, with widely varying levels of expe-
rience and knowledge of the latest findings, may prefer very different treat-
ment for the same patient. Different fields of medicine can differ on their 
degree of standardization as well. Some like cardiology have made consid-
erable strides toward developing key objective standards for diagnosis and 
subsequent guidelines for treatment. Other fields like mental or psychologi-
cal health are very far from anything approaching standard treatment in 
many cases.

A major factor in treatment decision making can also be cost of treat-
ment. This can come up whether the patient is covered by private insur-
ance or public coverage, and certainly when there is no cost coverage at 
all. In the United States, insurance coverage or federal program coverage 
for a particular treatment doesn’t come into place automatically simply 
because doctors have decided it works best. There is a series of evalua-
tions, reviews of evidence and standard reports required before a treatment 
is covered. In some cases, this can take years, with the use of the treat-
ment as an “off-label” use becoming common place before it is approved as 
supported by the evidence if the treatment is cheap enough. If it is pro-
hibitively expensive treatment, this is less likely and sometimes serves as a 
point of resistance to coverage of the treatment. A couple of examples of 
this illustrate the challenges.

Based on some anecdotal evidence and preliminary studies, from the 
mid-2000s to the early 2010s, there was some evidence to support the 
use of a common generic drug, methylphenidate, to improve chances 
of recovery in patients with severe brain injuries and who were in a 
coma. Because of the low cost of the drug, minimal side effect impact 
on unconscious patients and lack of other options, the use of this treat-
ment was relatively common among doctors familiar with the treatment. 
At the same time, randomized controlled trials—the gold standard for 
clinical research evidence—were not able to recruit enough patients for 
trials (with family members consenting to their involvement) to deliver 
sufficient evidence to make this an approved practice. It was unethical of 
the doctors not to inform the family that the treatment was already used 
“off-label.” This often led families to opt for the off-label use rather than 
enrolling in a study where their loved one only had a 50% chance of get-
ting the real drug vs. a placebo. On an individual level, this made sense, 
but prevented patients from being recruited for the study (where they 
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might get the placebo). Therefore, they couldn’t complete the study and 
without it there was insufficient evidence for the treatment to be approved 
for widespread use.

A different case where concerns with costs delayed the implementation 
of a treatment was in the late 2000s, with the use of cognitive rehabilitation 
for mild TBI with persistent issues after six months. In many cases of mild 
TBI, people get better with rest and minimal treatment in a short period of 
time. In a small number of cases, issues with cognitive problems along with 
other physiological issues like balance problems and headaches can persist for 
months or years. When these problems are chronic it can be very disruptive 
for the people involved. Treatments in this area were of particular interest for 
the military. There was ample evidence supporting the potential for cognitive 
rehabilitation to help similar problems in people recovering from more serious 
brain injury, but there was not a solid body of evidence to support the effec-
tive use in mild TBI cases, especially given that the cognitive rehabilitation 
treatments were time consuming (many hours over several weeks) and costly 
due to the need for specialists who weren’t available everywhere. Adding 
to the confusion was that there was no standard on what these treatments 
looked like specifically, and some of the only evidence was in a civilian popu-
lation rather than a military population where health problems and effective-
ness of treatments can differ.

There was enough push from patient advocates to cover these treat-
ments that Congress got involved and directed the DoD in 2010 to conduct 
a randomized controlled study on cog rehab for Service members with mild 
TBI with persistent symptoms and determine whether there was s ufficient 
evidence to justify coverage. It took several years to design, approve, recruit, 
conduct and analyze a study that provided this evidence, but in 2011, the 
Study of Cognitive Rehabilitation Effectiveness (SCORE) trial at the San 
Antonio Military Medical Center delivered. Several more rapid, more expen-
sive studies were also commissioned, but these fell short of the necessary 
requirements and evidence, often being completed in a civilian population 
or not completed at all.

In the end, there was sufficient evidence from the SCORE trial to have 
it incorporated into the new CPGs for mild TBI, but the treatment was still 
not approved for coverage under TRICARE, the military’s insurance plan, 
because the Pentagon officials did not think sufficient levels of insurance 
type review had occurred to justify it. It was only once it was clarified that 
civilian insurance coverage reviews had approved the trearment that the 
 recommendation went forward to Congress that it should be covered.
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CPGs represent a key milestone in the advancement of research on new 
treatment translated into new knowledge to be implemented in day-to-day 
clinical care. They are developed through consensus of the top minds in the 
field, based on the shared review of the strongest evidence research in the 
field has produced. They are periodically reviewed and updated to ensure 
the guidance will inform the best treatment based on the evidence.

Different hospitals and health systems may develop their own CPGs to 
inform best practices for their patient population. Professional societies and 
non-profit groups may also develop their own to be disseminated and help 
advance treatment in the health area where they are focused. In some cases, 
organizations may opt to develop guidance on a topic that falls short of or 
is merely a precursor to a CPG. In the case of the DoD, these are referred to 
as Clinical Recommendations. The goal of these partial measures is to pro-
vide some of the best guidance possible in an area where the top standards 
of evidence don’t yet exist. These are then largely used to offer a starting 
point for those who may not be well-versed in the literature or their own 
experience with a problem, rather than to standardize practice on the best 
approach. These clinical recommendations can also serve as the foundation 
for data gathering and research on the effectiveness of different approaches.

Levels of evidence

Experts have characterized and ranked the different types of medical and 
scientific evidence that can inform new treatments and evidence-based 
medicine. Roughly speaking these are individual observation or anecdote, 
case report, expert opinion, observational studies, cohort studies, controlled 
trials, randomized controlled trials (RCT) and systematic meta-analyses. 
This order presents (from lowest to highest) the weight and reliability of the 
evidence in considering a body of evidence for new recommending and 
approving new treatments (Figure 7.2).

At the upper end of the pyramid, relatively fewer cases, with much more 
standardized, controlled and structured data is required to achieve the level 
of evidence required for considering or rejecting a treatment. The cumulative 
impact of one level at the upper end (i.e., RCT) may supersede the next level 
(i.e., meta-analyses) as the multiple trials effectively add up to the impact of 
the next level of evidence.

Conversely, the lower levels of evidence rarely can accumulate to have 
the impact of the layers above. The reason for this is often summed up 
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with the adage, “the plural of anecdote is not evidence.” Simply put, lack 
of standardization, or even information about the respective methodology 
of data gathering for each individual case, prevents the accumulation from 
ever achieving necessary statistical power and significance to be relied upon 
as strong evidence. Instead, these layers are valuable places of observation 
that can point to where researchers may want to look next with a more 
 structured trial for potential treatments.

There has been a tremendous increase in ability and focus on big data 
approaches to analyzing health-related information. This has value for 
potential insight but is also sometimes overly relied upon for generating the 
 evidence for best practices. The challenge is that if there has been no effort 
to standardize the data collection, and insufficient information about the 
respective methodology of each data point, there are too many unknown 
variables to draw actionable conclusions. Big data is often a good place to 
start to look for trends and begin asking key questions. This allows for more 
targeted hypotheses to be tested in advanced research.

Meta-analysis

Systematic Review

Randomized Controlled Trial

Observational Study

Epidemiological Research

Formal Case Study

Expert Opinion

General Knowledge

Figure 7.2 Levels of evidence pyramid: this is the general progression of reliability 
of clinical evidence to contribute to clinical practice. Lower levels are more abundant 
but better for refining questions and defining new studies. Upper levels are generally 
required to support wide adoption in clinical practice.
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Chapter 8

Science Crisis

Science is a highly trusted professional field. Its hundreds of years of history 
has produced new knowledge that is the foundation of many technological 
and medical advances. There are also significant issues with science that are 
sometimes below the radar. From reproducibility issues to significant back-
logs and delays, there are a number of areas relating to research that can be 
improved. By understanding these issues, we understand how much more 
valuable science can be and how blockchain and DLT can help.

Reproducibility issues

Science is the testing of hypotheses against real world or experimental data. 
It’s also determining whether what you think is the case is objectively sup-
ported by the data. This is done with sufficient data to make the results 
statistically significant and powerful enough to draw conclusions. How you 
conducted the experiment, collected the data and did the analysis should be 
captured in enough detail to be able to be repeated by the same group or 
another group, and get the same general results. This sets up the standard 
for replicability (repeated by the same group) and reproducibility (repeated 
by another group). The idea that research is reproducible is what makes 
it considered to be generalizable, worth reporting to the world, and the 
foundation or partial foundation for action. In the world of medicine, this 
translates to the research that underlies our evidence-based medicine being 
expected to be reproducible enough to serve as the foundation for how 
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we make decisions of life or death in the treatments given to patients by 
 medical professionals.

Unfortunately, that is not always the case. Science has a reproducibility 
crisis.

A 2015 study by Freedman et al. demonstrated that nearly $30 billion 
in basic research, or 20% of the $150 billion dollars in biomedical research 
in the United States each year, is not reproducible [8-1]. That’s one in five 
studies that provides the foundation for life and death treatment decisions 
that is not reproducible, and therefore shouldn’t be fit for general consump-
tion in the scientific literature and by the medical community. In some areas 
of health research, the numbers are much worse. For example, some areas 
of psychology have been found to be 50%–70% NOT reproducible [8-2]. 
This means there are some sub-sectors of health research that are more 
noise than signal, more false than true and story than science. This false 
information then contributes to not only how we see the world of health 
and medicine but also how we make critical decisions about treatment. 
Evidence-based medicine based on bad evidence is bad medicine.

Where does this tainted research come from and why isn’t it a bigger 
issue? These are reasonable and crucial questions to ask. The basis is rarely 
outright fraud. Only a tiny fraction of papers is retracted, stemming from 
people falsifying data, which can have tremendous impacts as we’ll see in a 
bit. Most of the time, the reasons underlying irreproducible research include 
sloppy science, poor reporting of methods, bad equipment or materials, or 
the biases of the researchers themselves. Science has in many ways scaled 
past the careful practice of its modern founding and appears to have lost 
some quality in the process.

Through the early 1900s, science was often done from end to end by 
small groups or single individuals. These people had often devoted their 
lives to the pursuit of knowledge and understanding the universe around 
us. There was not necessarily even for the promotion of the public good 
and was usually pretty distant from any career development or profit 
motive. Science was frequently a monastic endeavor. The current system 
was designed around this curiosity motive, with professional societies and 
systems like the modern peer review developing around it. Status and 
 competition began to play an increasing role, but science was still frequently 
an almost separate society with its own motives and goals. The role science 
played in the applied engineering was growing, but still limited.

It was post-World War II that we saw a recognition of the value of 
 scientific research to rapidly drive economic progress and innovation. 
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This scientific–industrial partnership expanded rapidly in the United States 
based on some of the successful, rapid applications of science in the recent 
war, most notably the Manhattan Project and the development and deploy-
ment of the first atomic bomb. It was also driven by the work of Vannevar 
Bush who captured these successful processes into a vision of what could 
be achieved both economically and scientifically if federal resources contin-
ued to be devoted scientific research. This spawned federal efforts like the 
National Science Foundation along with a great number of academic and 
industry-based efforts to expand research and development.

Many of these early scientific renaissance projects continued to focus 
on defense-based developments and their civilian offshoots. This military 
industrial drive was constantly fueled by the Cold War competition between 
the United States and its Western allies with the Soviet Union, including 
the subsequent space race. While defense, weapons, transportation and 
exploration led the early expansion of science, rapid expansion of health-
focused research was not far behind. The budget for the newly named 
National Institutes of Health (NIH) jumped dramatically from its precursor 
immediately post-World War II and continued to see exponential growth for 
the next few decades. This pushed forward both basic research into how 
human health and disease developed as well as more direct applications of 
 medicine to treat disease.

This expansion in both the physical and biomedical sciences was done 
in large part in partnership with universities where the traditional systems 
of scientific careers and checks and balances were still in play. Professional 
societies, conference presentations, peer-review and academic tenure were 
the standards and remain so today. This expanded interest and funding 
of research has caused these institutional standards to become somewhat 
misaligned with their origins as primarily focused on truth, consensus and 
constant correction. As numbers of new researchers swelled but positions 
for tenure stayed flat and often occupied longer by a healthier population 
of incumbents, fewer students went through the same trajectory. Publish or 
perish, became the metric-based rallying cry, and science became more of 
what it measured in the form of published papers, but less of what it was 
supposed to seek in the form of truth.

Wendy Charles, PhD, BurstIQ Chief Scientific Officer, puts it this way: 
“We think about science as involving ethical, independent and objective 
studies. But science is never truly objective. It’s not objective in the way 
studies are designed, funding is obtained, results are written for publication, 
or the peer-review process is done at academic journals.”
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Wendy notes that research is very expensive, but funding opportunities 
are highly competitive, a problem compounded by the fact that granting 
agencies tend to fund research that is popular (and safe) instead of research 
that is novel or controversial.

“There is a publish or perish approach in many universities. 
This causes scientists to publish quickly and superficially instead of 
 taking the time to thoroughly explore an issue and create depth of 
 understanding,” she adds.

This discrepancy has not been caused by any one factor, but it becomes 
clear things have fallen out of balance. We have seen a massive expansion 
in graduate students, post-docs, journals, publications, funding, overhead 
costs and administration while the tenure track positions have shrunk to just 
15% or less of science PhDs. This means more graduate students compet-
ing for fewer tenure track positions that they are being trained for. It means 
extended periods of highly skilled but low pay as post-docs continue this 
competition for years, often becoming “perma-docs” or untenured assistant 
research faculty. Throughout this process, those individuals being trained 
and functioning in a system setup for lifelong employment as end-to-end 
 scientific research investigators are increasingly incentivized by short-term 
goals to reach the next rung of the ladder. The increasing number of high 
paying options outside of academic science is also attractive to those who 
may have more career-minded goals and less attention to the meticulous 
details science requires. Without intent, many of these rushed, stressed, 
underpaid contributors with misaligned incentive to science and knowledge 
building in general can make up the bulk of the sloppy science that contrib-
utes to these horrible rates of 20% or more findings lacking reproducibility.

How bad is 20% bad biomedical science, really? Imagine 20% of the 
groceries you have delivered turns out to be rotten. Imagine one in five of 
your paychecks bounces. Is it a problem? Of course, it is, and you would act 
accordingly. Because of the delay in identification of bad science, we may 
not have the same instinctive reaction, but the situation is actually worse. 
In science, every new finding is predicated on the body of knowledge, 
captured in the literature, that came before it. This ever-growing body of 
accepted peer-reviewed literature is the forever record of science on which 
new research can be done without having to replicate every study that came 
before. Bad science that gets entered into the system of trust in the scien-
tific literature can take years or decades to be identified and removed, if it is 
detected in the first place. Bad science can continue to infect everything that 
comes after it, sometimes without anyone realizing it.
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If we had something tainted like this in the food supply chain, it would 
be identified relatively quickly once people were getting sick or dying and 
tracked back to the source to be corrected. During the period of unknown, 
products of unknown quality would be ordered to be pulled from the 
shelves until the source of the problem could be traced and identified, allow-
ing safety to be restored. The system might not be perfect, but we see this 
frequently in e-coli outbreaks that result in food recalls or even suspension 
of use and sale of a particular type of product like lettuce or strawberries. In 
biomedical science, there is no such recall system. Because of the extended 
timelines for the supply chain of research data being years long, it is much 
harder to detect problems and track them back to the source. Science relies 
on the integrity of the researchers and the limited checks of the peer-
reviewed system to keep the quality and reproducibility high. It also relies 
on the slow decades-long process of correction to weed out problems and 
correct our movement toward more accurate and actionable knowledge.

If food is making us sick, we have a system to track, trace and correct the 
problem. Medicines that we take have a similar system if recall is needed, 
along with a robust regulatory system before the public is even exposed 
to them. Neither of these is perfect, but both are light years ahead of any 
 system in science. In science we rely much more heavily on trust. As we 
have begun to realize, in its current configuration, there is a significant like-
lihood that the trust is misplaced, and we lack a system of rapid detection 
and correction. We are careful to the point of frustrating delays in regulating 
the medicines we put into our bodies, but we have far fewer quality controls 
on the evidence that underlies that same evidence-based medicine.

One example of just how hard bad science is to detect much less fix, 
even in the case of outright fraud is the recent case of a prominent car-
diology researcher that was fired from Harvard after it was identified that 
he had been falsifying critical research for 15 years [8-3]. Despite the first 
warning signs coming more than a decade earlier, the slow process of 
verification and correction plodded along as this bad science continued to 
be disseminated and acted upon. The groundbreaking cardiac stem cell 
research became the standard knowledge of the field. Therapies were devel-
oped based on the bad research, funding decisions were made based on 
how well new research aligned with the bad findings, and for more than 
a decade clinical decisions were made in the context of this bad research 
and everything that followed. How many people were given useless treat-
ment instead of something that might have helped? How many opportunities 
for new findings were lost because they didn’t align with the bad research? 
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The real and opportunity cost of this bad science, at one of the most pre-
mier U.S. research facilities and published in some of the most premier jour-
nals, are hard to fathom. Yet it barely made the news.

A much more widely known impact of bad science, though often not attrib-
uted to the scientific community, is the inaccurate connection between mea-
sles, mumps and rubella (MMR) vaccine and autism. A now retracted study 
published in the journal Lancet in 1998 pointed to a connection between the 
common MMR vaccine and autism. Despite the study being of a small number 
of children (12) the impact was significant, helping to fuel a still active anti-
vax community pushing back on vaccinations based in no small part on this 
research [8-4]. The study was called into question when it was learned that the 
children had been specifically selected based on pre-existing conditions, their 
parents’ assessment of an association between the onset of symptoms and the 
vaccine and several open lawsuits by those families against the vaccine manu-
facturers. It took 12 years for Lancet to retract the article despite these issues 
being raised in the years immediately following the study. In that timeframe, 
millions were spent on research that failed to verify the specious claims. More 
importantly, thousands of children were impacted by measles outbreaks fueled 
by fear of vaccines, and desperation of parents with children affected by 
autism looking for a reason and being duped by bad science.

This bad science not only impedes progress, diverts resources and slows 
down the advancement of new treatments and better outcomes, but it can 
also have detrimental health outcomes. The majority of the 20% of bad 
biomedical science isn’t even noticed and simply becomes noise in the 
system at best or directly infects future research and resources in the wrong 
direction. Like inefficient fuel for a car, this bad science slows our progress 
toward new, actionable knowledge.

17 Y ears—Bench to Bedside

The quality breakdown is not the only delay in medical science. The long 
process to go from bench to bedside, or new idea to trusted treatment, 
takes 17 years. Much of this is time is critical to test hypotheses and verify 
 outcomes, but there are a number of areas that could be sped up without 
loss of quality. While we must be respectful of the necessary processes and 
safeguards, we should also be willing to identify and call out those areas 
that are unnecessary delays due to redundancy, inefficiency, siloing and 
bureaucratic overreach.
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First let’s have a closer look at the timeline and then a deeper dive on 
some of the areas of delays. Here is a highly generalized overview of a clini-
cal research study:

1. Idea Generation (Indeterminant; days to years)—New ideas are 
developed based on a combination of education, observation, research 
practice, community engagement and literature reading and review; 
ideas can come suddenly or through a slow, deliberative process. 
This portion of a clinical study is generally preceded by earlier basic 
research, research on retrospective clinical data or other precursor 
research in years prior.

2. Research Design (1–3 months)—Ideas are formed into hypotheses 
and research to test these is designed based on previously published 
studies and in the context of available resources and partnerships. 
The design itself can usually be accomplished in a few months, 
often as part of the application for funding, though the gathering of 
partners and incorporation of colleague feedback can often be spread 
out over a much longer period in a “measure twice, design once” 
sort of way.

3. Funding (6–12 months)—Applications for funding can take a few 
months to develop (see design above), but also take several months 
to be reviewed and selected or rejected along with other applicants. 
This time consists of a variety of steps including internal administrative 
signoff by the applicant’s institution, administrative processing by the 
funding institution, subject matter expert review to inform the funding 
selection, and notification and coordination of funding distribution.

4. Regulatory Approval (2–4 months)—Before any work can begin, 
a study must receive regulatory approval from its institutional review 
board (IRB) along with second-level review where appropriate and 
any IRB approval by partner organization. The coordination between 
these reviews for multi-site studies can become very challenging as 
changes requested to the research protocol by one IRB need to then be 
approved by the partner IRBs. Regulatory approval can frequently be 
the source of much more extensive delays.

5. Research Data Collection (1–3 years)—This is the execution of 
the research protocol as designed, including recruiting patients for the 
study, conducting the treatment or observation, collecting data and fol-
lowing up for additional data collection as needed. Length of studies 
can vary widely based on the number of patients needed for the study, 
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the number of patients of the correct criteria available and willing to 
participate, and the timeframe of the follow-ups.

6. Analysis and Interpretation (2–3 months)—This is the statistical 
analysis outlined in the research protocol on the data that has been 
collected. Sometimes there can be interim analyses at set time points 
during the study as well as at the end.

7. Interpretation (1–2 months)—The results of these analyses are then 
interpreted by the senior researchers and other select colleagues in the 
context of study conditions and previous findings to draw conclusions 
to report as findings.

8. Dissemination and Publishing (6–12 months)—The findings from 
the research are reported in different forums from internal lab meetings 
to professional conferences. This can take the form of poster presenta-
tions or platform presentations focused only on the study, or as the lat-
est findings at the end of a more robust foundational presentation. The 
purpose is to expose the findings and conclusions to the community to 
solicit feedback prior to formal preparation of a manuscript to be sub-
mitted for publication in a peer-reviewed journal.

This whole process takes a few years and is generally repeated in iterative 
cycles of advanced studies and more conclusion findings with each cycle. 
This iterative decade or more of clinical research is book ended on the front 
end by years of similar but often shorter cycled basic research to form the 
foundation or the clinical observation, case study write up and sometimes 
retrospective data analysis of available clinical data. Each of these precursor 
steps can contain some or all of the same steps and associated delays of the 
core clinical research. On the back end of the bench to bedside timeline as 
the research findings are incorporated into the literature is the steps of more 
comprehensive replication studies, meta-analyses and systematic reviews to 
determine if the appropriate levels of evidence have been met to incorpo-
rate the findings into newly formed or update clinical guidance based on 
expert consensus.

Research Delays

Many of the delay periods that could stand to be improved are in the 
early phases before the research begins. These are largely administrative 
delays caused by redundancy and bottlenecks in the approval of research 
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on a grand scale. The process itself is still of value, it is simply not being 
 executed with anything approaching efficiency. As there are generally 
 several cycles of research on the way from bench to bedside, these delay 
periods can be compounded. Here are a few of the key areas of delay:

Grant Review—Administrative and subject matter review time are a cause 
of many of the delays in the progress from bench to bedside. While some 
of these may be with good reason (administrative checks for completeness, 
subject matter working groups for appropriateness and scientific merit), these 
processes have become extended and frequently redundant, with an empha-
sis placed on administrative convenience over rapid facilitation of selecting 
the best science for funding.

Let’s assume a researcher has an idea for a new treatment and wishes to 
seek funding to test this in a clinical research study. The researcher would 
identify a funding target, perhaps a federal agency, and begin to develop 
a proposal to apply for the funding. This proposal would include the basic 
study design including statistical analyses, along with background on the 
problem area and the proposed idea, putting it into context of the literature 
for the reviewer. This proposal would also include the details on the key 
collaborators and the study team, the facilities, budget and a great many 
other details about the organization the research belongs to that would be 
receiving the funds.

As the researcher is preparing all of this, many parallel steps for signoff 
on the proposal have to take place within the university. These include 
organization assurance, regulatory and budgetary signoff, along with letters 
of collaboration or support from external partners, who often have to get 
similar approvals from their own organizations. This has to happen every 
time a new funding proposal goes in, even if that proposal wasn’t accepted 
and is being resubmitted. The process is highly detailed, very time consum-
ing and laborious, and contains high levels of redundancy. That said the 
universities charge the funding agencies a high premium for administrative 
overhead to cover the costs of this and have found that multiple interme-
diary offices are the best way to handle the process of many researchers 
applying for grants.

At the funding agency, there is a parallel series of administrative checks 
to ensure each submission contains all of the dozens of parts and signoffs 
required before the proposal is vetted for content. Incomplete submissions 
are in most cases rejected, making administrative detail rather than inno-
vation or impact of the idea the first vetting principal. Universities with a 
highly developed administrative program tend to have this process most 
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well-oiled to meet the appropriate criteria, giving them a leg up on getting 
more research funding, including the administrative overhead costs that can 
be an additional 50% or on top of the basic funding amount.

At the funding agency, the critical step of subject matter review then takes 
place. Lead and secondary reviewers for each proposal pore over all of the 
substantive detail and independently score the proposals. These reviewers 
come together for review sessions where they present, discuss and priori-
tize the proposals. Here, reviewers become advocates for those they feel are 
worthy of support. Usually, an overall comparative score is developed and 
ranking of the proposal for funding purposes occurs. This is a critical step 
in the objective review and selection of proposals to be funded. There may 
not be much of it that can be sped up, though there has been some concern 
with bias creeping into the process as it has become bigger, with those who 
have previously gotten funding becoming the presumptive favorite for future 
funding. The downside to this is that it may ensure a race to the safe middle 
at the expense of more innovative proposals from newer researchers and 
smaller universities.

Regulatory—Regulatory review and oversight of clinical research plays 
a crucial role in the safety and privacy of patients. With that in mind there 
may be areas where better communication, document tracking and audit-
ability would be helpful for both the regulators and speeding the process up 
for the researchers. Benefits to this would be better safety and privacy along 
with faster research. Win-win. Some areas of redundancy, especially with 
multi-site trials, are multiple IRBs. Centralized IRBs may be a benefit, while 
coordinated decentralized IRBs may be even better.

Publication review—Publication review, peer-review, is a critical compo-
nent of successful science. It is a mechanism for screening out or helping to 
refine sub-par science from the forever record. Without it, science would be 
as impactful at creating new knowledge as the op-ed section of the paper. 
The model used for this has not undergone significant update for decades 
or centuries. A couple of fairly well-established scientists (associate professor 
level) who volunteer their time to review and provide feedback is the stan-
dard. With this model now significantly scaled, several problems have arisen. 
In addition to bias issues, including some relating to competition, there has 
been a critical issue with delays in peer-review compared to the rapid pace of 
everything else. Are there places for improvement while preserving quality?

As Helen Disney, CEO of London-based blockchain education and events 
blockchain platform Unblocked Events, notes, “Scientists have some frus-
tration with existing scientific review processes because certain processes 
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are embedded in academia and to get funding you have to follow a cer-
tain  process, like being published in peer-reviewed journals. But there are 
 barriers to entry with seniority, etc.”

Disney adds that the problem is compounded by the fact that there is a 
lot of waste: of time, money and people doing the same research over and 
over again. “So one of the things blockchain can do is allow people to be 
recognized in a more granular way for what they do: if they can document 
their research on a blockchain, then it’s time stamped and immutable and 
other people could openly access that piece of knowledge for the good of 
society. Not for the good of an organization. It’s a different way of doing 
scientific research, but it opens lots of possibilities for knowledge sharing in 
a less weighted process than we have now.”

While no one profession or organization is to blame for these delays or 
be said to directly benefit, it is useful to understand who is deriving  indirect 
benefits from the extended process. This will help us understand where 
there might be some resistance to the prospect of speeding things up.
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Chapter 9

open Science

The struggle in the scientific community with some of the s hortcomings 
of science, coupled with the desire to make science more open and 
 effective, has paved the way for the Open Science framework, which has 
begun to take shape over the past couple of decades. Theoretically, this 
framework can resolve many of these issues, but in reality, it has been 
slow to take hold. Looking at some of the successes of Open Science, as 
well as some of the barriers, can make it more feasible to chart a course 
for more realistic progress and identify how new technological tools may 
help this along.

Foundations

Open Science is the idea that research, especially publicly funded research, 
should be open and transparent, and the results should be freely available. 
There are several layers of achievable Open Science from a practical stand-
point, having to do with funding and who is covering the costs of publish-
ing. While these ideas have been developing for a couple of decades and 
have gained some traction, existing systems and organizations have not all—
yet—fully or even partially bought into the entire spectrum of Open Science. 
Karmen Condic-Jurkic, PhD, explains the need for Open Science this way: 
“Science is a global effort in the end. As a scientist, I use work from all over 
the world. Open Science says science is a publicly funded endeavor so it 
should be publicly available.”
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The goals of Open Science are transparency and openness on all aspects 
of research to avoid fraud and allow peer scrutiny; and to allow for open 
access for anyone to publish their findings and availability of these to all 
(Figure 9.1). 

Open Science operations can be found in a variety of non-profit organi-
zations established over the past couple of decades and a variety of more 
nascent grass roots movement across many fields of science. Many non-profit 
groups committed to the goals. Some publishers and pre-publishers devoted 
to some aspects (fee to publish common to cover costs). Other publishers 
have made some nods to open access, including hybrid journals that allow 
for both open access and paywalled content. Other journals have become all 
open access, such as Frontiers, while still operating a for-profit model that 
includes author processing charges (APCs). APCs are also found in various 
not-for-profit organizations like Public Library of Science (PLoS).

Successes

Sharing ideas about research in the early stages has some seen some 
widespread adoption in line with the Open Science goals. The pre-
funded ideas and hypotheses are harder to share without the originators 
getting scooped on the opportunities for funding by faster and better 
equipped labs. The successes have mostly been in sharing the concepts of 
already funded studies.

Another key place this has been achieved on a widespread basis is with 
the required submission of U.S. federally funded clinical research study over-
views to a single website, clinicaltrials.gov. Here, others can review ongoing 
funded studies to see what has been funded, understand the basic approaches 
currently underway and avoid simultaneous duplication without methodologi-
cal alignment, unless that is the desired goal. While the site is an indicator of 
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Figure 9.1 open Science: a diagram of the main areas and sub-areas involved in the 
discussion and application of open Science.

http://clinicaltrials.gov
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some success for the Open Science goals with respect to federal funding, it has 
also been limited due to partial compliance by federally funded researchers.

Sharing findings and study results has become ubiquitous at the level of 
abstract overviews, at least in the biomedical sciences. PubMed is a federally 
funded repository that allows anyone to see and search abstracts from all the 
published literature. This is made freely available to the public. The ability to 
read all the details in a full manuscript is still often limited. Some publishers 
always make their full papers freely available. Others do not. A requirement 
from the federal government has given a timeframe after which all federally 
funded research publications must be fully and freely available.

There are several examples where shared databases are available for 
other researchers to utilize. Federal Interagency Traumatic Brain Injury 
Research (FITBIR) system has aligned common research data elements and 
mandated their use in federally funded traumatic brain injury (TBI) research 
to allow for merging of multiple data sets with higher quality results in 
related meta-analyses due to data standardization. This site is the result of 
almost a decade’s worth of work by representatives from the DoD, U.S. 
Department of Veterans Affairs and U.S. Department of Health and Human 
Services, plus experts across academia and industry. Common data ele-
ments were selected to be the standard for all federally funded TBI research 
to facilitate meta-analyses of studies using a shared centralized database. 
The success in establishing the system have been somewhat undercut by 
researchers unwilling to share their data before they have had a chance 
to publish key findings from it. At issue is the worry that they might be 
scooped by other labs before they can realize the professional benefits of 
publishing the results of their data.

University of Michigan manages shared, freely available data sets as a 
service for those federally funded entities that wish to share their data to 
the broader research community. Federal agency research programs such 
as the Army Study to Assess Risk and Resilience in Servicemembers (Army 
STARRS) program make their data sets available through the University of 
Michigan for anyone to use presuming they have the appropriate resources 
and expertise, plus an IRB-approved protocol to do the research.

Yauheni Solad, MD, MHS—Medical Director, Digital Health and 
Telemedicine, Yale New Haven Health, tells us that “blockchain can allow 
researchers to use the same public research hopefully, which will help us 
get much better information about what are we truly analyzing and what are 
we producing. So, it can first, help us have a validation point, and second, 
 create an infrastructure that will simplify open data sharing.”
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Barriers

The biggest barrier to Open Science is that scientists are afraid of g etting 
scooped: by not sharing their data, some think they will maintain an edge. 
Sharing ideas runs the risk of someone using it to get funding before you. 
Sharing data or results runs the risk of someone publishing or gleaning 
insight before you have achieved this value. The system has developed 
around a much different paradigm than Open Science. While many or 
even most scientists might be on board with the idea in theory, in practice 
until the system and incentives change, there will be a lack of will to move 
toward this theory in reality.

Publishers represent another barrier to major progress by the Open 
Science movement. Many publishers, including the most revered and sought 
after, are for-profit and still utilize a business model of paid access along 
with paid submission in some cases. Top-tier journals such as Cell, Nature 
and Science are included here. The competition to publish in these top-tier 
journals outstrips any desire to move an Open Science agenda forward in the 
scientific community. These types of publications make careers as those who 
publish there are more likely to be noticed for grants, accolades and tenure. 
The way this dynamic has developed is both fascinating as well as seedy. 
There was an open manipulation of the scientific ethos that underlie the 
development and rapid expansion of the current publishing structure [9-1].

There has certainly been a move toward open access over the past two 
decades in the publishing industry. But the prominence of big journals and 
impact factors as criteria for funding and career have prevented wider use. 
There are some more comprehensive plans to shift the system toward open 
access such as Plan S in Europe. The buy-in for these projects is still limited 
but gaining wider adoption [9-2]. There are still remaining questions about 
what any unintended consequences might be to such legislation.

ConsenSys Health’s Cahana shares a few of his thoughts on these barriers 
to adoption, which he thinks are mostly driven by human nature.

“People are greedy, jealous, stupid. It’s clear that there are [healthcare] 
stakeholders whose business models will be more impacted than others 
in a decentralized economy, so they’re anxious,” Alex tells us. He further 
suggests that instead of looking at barriers, we look at how can we facili-
tate adoption. “Stop saying ‘de-intermediation’ and talk about ‘reinterme-
diation’ For example, even if I hate banks they won’t go away. Instead of 
praying to the gods of burning banks, let’s look at what is in the bank-
ing economy that can be improved? It’s about leveraging the technology, 
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about re-intermediation, bringing on value to valueless intermediaries. 
Blockchain adoption is evolutionary, it’s not an all or nothing phenom-
enon. Technologists understand that so they can create agile solutions. 
Don’t be dogmatic.”

The second thing, he says, is that we should think about collaborative 
cooptation, not competition.

“It’s all about creating networks of knowledge.”
Cahana’s third and perhaps most crucial point is that the soft belly of 

blockchain lies in the fundamental difference between having things right 
and doing the right thing.

“There’s no magic in a distributed ledger, all it does is that it tries to 
 create a game or an economic environment where it’s a lot harder to be a 
bad actor and it encourages good actors to continue to do what they do. 
It’s all about trying to do the right thing. We don’t have to find a nebulous 
middle between free and controlled markets, we have to transition from 
free to open market: free means everyone is free to join, producers, counter 
 producers, non-producers. An open market is opened only to producers. 
And that’s what blockchain is: zero tolerance for bad players.”

Bureaucracy may be the most significant factor in the barriers to wider 
acceptance of the Open Science movement. These can create delays in mak-
ing data sets available, as universities attempt to control access and findings 
to maintain a hold on any intellectual property involved. Even in managed 
systems, or internal systems, there are many signoffs required and subse-
quent delays in access. The administrative overhead the universities charge, 
sometimes 50% on top of the basic amount of grant funding, is another 
driver to maintain the status quo. Without these administrative funds, there 
might need to be cutbacks at the university level. This disincentives move-
ment toward an Open Science system.
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A distributed autonomous organization (DAO) allows networked 
 collaboration without hierarchy and intermediaries, and may be the 
 perfect solution for improving science.
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Chapter 10

Distributing Science

How does this all come together? We have seen that science is valuable; how 
research contributes to evidence-based medicine; and how this knowledge 
is translated into practice. We have also explored how this process is often 
slow and imperfect, with many opportunities for improvement. We have 
looked at blockchain, a new tool that may be applied to these problems; 
what it is; what it isn’t; and where it is and can be used. We have covered 
some of the industries where this technology is advancing most rapidly, and 
where it is gaining footholds in health and medicine. Now we look at how 
it all fits together to improve the engine of science in order to make science 
better and to accelerate the actionable advancement of medical treatment for 
improved health outcomes and saving lives; in other words, how it can help 
achieve faster medical miracles.

Because of the differences in data complexity, people and processes in 
science, you can’t simply plug the fintech blockchain applications into all 
areas of health research and expect success or even compliance. We first 
need to dissect science, identify the key areas for application of the technol-
ogy, compile this vision and figure out how we are going to get there.

The first step is to recognize that science has scaled and specialized but 
has done so while maintaining a system that compartmentalizes most of 
the work into silos headed by principal investigators (PIs). Despite massive 
changes in scope of the enterprise and detail of the execution since the 
1950s, this siloed PI structure has been deemed necessary for trust. Nowhere 
is this more evident than in human-focused research, where in the United 
States and elsewhere this role and its associated responsibility have been 
codified in related human research protection laws and regulations.
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With blockchain as a new tool to facilitate rapidly auditable trust, it may 
give us the opportunity to de-silo and hence distribute more efficiently this 
historically micromanaged trust and research execution.

Beyond one Basket

Traditionally, the majority of biomedical research areas and many other 
branches of science have been conducted in small teams of individuals 
headed by a PI. This is the person ultimately responsible for each project 
from a scientific, ethical, regulatory and fiduciary perspective. They have 
almost always earned a PhD in their field along with subsequent work (i.e., 
post-doctoral training) to establish their bona fides in both subject matter 
knowledge as well as mastery of all phases of the scientific process. Along 
with the overall responsibility, they also get most of the credit, with others 
working under guidance doing many of the tasks and receiving credit that 
somewhat corresponds to their roles. Junior faculty, post-docs, senior gradu-
ate trainees and senior research assistants may execute and oversee some or 
all the aspects of the project as assistant investigators. Junior graduate train-
ees along with research assistants and technical support team members are 
those who put in the rest of the work. In the end, it is the PI who will pull 
everything together: ideation, research design, funding proposals, regulatory 
approvals, study execution and data collection, data analysis, interpretation 
and dissemination of findings.

The PI role and the academic training system to achieve it are the founda-
tion of the academic research system. Someone with the end-to-end mastery 
of all phases of science is considered critical as a position of trust at the lead 
of each project. It is roughly the equivalent of the head of a car-manufacturing 
company being required to have demonstrated mastery of developing a 
 concept car, design and specifications, manufacture, safety check, mainte-
nance, sales and distribution.

Most businesses do not run like this, at least not anymore. Scaling 
and diversification of tasks requires that top leadership and even upper 
 management focus more on aligning specialists across the relevant areas in 
order to achieve the desired output with maximum quality and efficiency. 
But science is not a system to produce a known quantity, it is a unique 
 system created to deliver new knowledge. The end-stage products are pieces 
of new knowledge that can be scrutinized by others, but for which there is 
no immediate quality test available as there would be for a car or a widget.
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In this science and its immediate output, peer-reviewed papers are more 
like works of art than manufactured products. Unlike a painting or a novel, 
however, scientific papers and their results are not stand-alone items to be 
appreciated or ignored, they are the building blocks for future exploration in 
their field and in quantity become the foundation for evidence-based appli-
cation of medicine or policy. Because of this, science requires a trusted indi-
vidual, the PI, to sit at the helm of every project and allow their track record 
to validate the results.

This dynamic of the trusted PI was once largely aligned with the size 
and mission of the decentralized scientific enterprise. The main driver for 
going into science was curiosity, with its exacting tedium and often l imited 
funding. Those who were involved were more often collaborators than 
competitors, with the vastness of the unknown and the unique focus and 
specialization of each area of exploration requiring shared curiosity to 
advance. Individual competition did occur, often notable and vicious, but 
most fields were able to come together with the lead researchers collaborating 
at all phases to advance the whole.

Science has scaled considerably over the last 75 years, with rapid 
expansion in the United States since World War II with Vannevar Bush’s 
direct influence of federal funding for science. The rapidly rising cost of 
healthcare along with societal impacts of an aging population have led 
to further increases in the funding and attention to biomedical research 
over the past several decades. With this expansion in research has come 
an advance in many areas of health, but also some complex second-
ary effects that appear to be slowing the rate of return on this research 
investment.

The number of new PhDs in biomedical sciences has outstripped the 
available positions for them to achieve PI status. Where the majority of those 
who completed doctoral training used to move into tenure-track research 
faculty roles and extended careers as PIs, now just 10%–15% can hope to 
achieve that goal. This overabundance of trained talent has led many oth-
erwise qualified potential PIs into other areas beyond research, while also 
creating a new system of extended post-doctoral training. These “perma-
docs” are often stuck in post-doc or non-tenure track faculty positions for a 
decade or more. This has resulted in the development of mega-labs across 
many fields of biomedical research, with sometimes dozens of otherwise 
qualified potential PIs working as AIs or Co-PIs under the lead lab PI. This 
results in research that is much more homogenous than would be the case if 
these perpetual post-docs led their own labs.
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These labs and their incremental but low risk advance in research 
are more effective at getting large grant funding then the newer, smaller 
labs that do appear. While the smaller labs bring novel perspectives and 
approaches to health research, the risk involved in funding new approaches 
is also higher. The funding systems, especially in the federal government, 
are particularly risk-averse, and so the systems for selecting and awarding 
new funding have been shifting toward the mega-labs over the past couple 
of decades. Given that the universities housing these researchers receive 
nearly 50% overhead administrative funds for those research dollars awarded 
to their labs big and small, they have been incentivized to maintain the 
mega-labs at the cost of fewer smaller labs, and hence, less innovation.

Adding to this competitive dilemma, the rapid increase in science fund-
ing, and the administrative dollars it brings to the university, has led to 
expanded programs for training new PhD students even as the space for 
them in the traditional PI roles has not kept pace. These keep the large labs 
supplied with highly motivated, highly skilled labor for a ridiculously low 
cost. Biomedical grad students are usually given tuition reimbursement and 
below minimum wage stipend for what can usually be expected to be an 
80+ hours work week for 5–7 years (often having to apply for and receive 
their own funding in the latter years). This dynamic along with the general 
perception, and probably reality, that attaching oneself to these mega-labs 
makes you more likely to gain success in your career has created a system 
that is giving us bigger and bigger islands of less and less innovation.

These islands are also competing for funding, which makes the collabora-
tion that used to occur across fields now happen primarily only at the latter 
phases of research when obtaining funding or publishing incremental find-
ings is no longer in jeopardy by talking to your competitors. The competi-
tion for funding and findings, and the fear of being scooped has created 
isolation in an endeavor that thrives on collaboration, and steadily degraded 
both the economic impact of our research investment and the innovative 
impact of some of our most innovative minds.

new Model Science

By breaking the scientific process into its component parts using a mission 
essential task list (METL) method, science can be approached in a new way. 
This will allow for an increased engagement of scientists across current silos. 
The emerging blockchain technology can provide the framework for trust 
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for these scientists engaged via a platform marketplace for gig science, the 
growing trend of freelance scientific research. This will provide both direct 
network effects from the blockchain network as it grows, along with indirect 
network effects from the platform model for pairing scientists with funding 
and ideas with those scientists with skills, availability and time. In the health 
sciences, this will lead to better science, cheaper research and faster miracles.

Science is thought of and sometimes even described by its practitioners 
as more artful or intuitive than it actually is. There are certainly aspects 
of  creativity in developing new ideas and appropriately interpreting the 
results of an experiment, but much of it is a complex series of very simple 
processes. Each of these is describable, trackable and measurable (though 
metrics will differ by discipline). Understanding this is a key aspect in 
 understanding science, the challenges with its current execution, and oppor-
tunities to improve it with blockchain and distributed ledgers in general.

Mission essential task List 

A mission essential task list or METL is a general term for an outline of the 
basic tasks necessary to complete a specific mission. It is utilized in the 
U.S. military to focus limited resources and ensure details of critical steps 
 necessary for mission are handed off when there is staffing turnover.

The METL used by the military, especially the U.S. Army, aims to 
enhance mission execution and success in combat situations when resources 
may be strained, and timeframe may be short. It is a critical focusing agent 
in a high-stress and life-threatening situation. It is also useful in a slower 
paced but complex situation like the bureaucracy in Washington, D.C. How 
to focus resources and actions when there are competing priorities can be a 
helpful guide.

In 2014–2015, this METL approach was used by the research leadership at 
the Defense and Veterans Brain Injury Center, a military and veteran trau-
matic brain injury research network. This was a helpful framework to imple-
ment, as the network includes more than a dozen sites in the United States 
and Europe and approximately 100 researchers working on 60+ research 
studies, all in the context of clinical care and education mission priorities. 
There was resistance from the researchers, as many feel their work and pro-
cess are too complex and intuitive to be broken down in a project planning 
style task-by-task way. This simply wasn’t true. Despite having a diversified 
research portfolio with studies ranging from simple one person retrospective 
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data analyses to a 15-year prospective, multi-track, longitudinal study with a 
staff of 50, we were able to align similar tasks, define them down to sub-
task, assign and project workload and staffing requirement, describe areas of 
hard vs. soft scheduling and control, and associate each part with associated 
standard operating procedures and required training. All of this was traced 
back to the specific drivers for each individual research project or task, from 
researcher generated studies with existing resources to congressional man-
dates, which allowed for prioritization.

Table 10.1 shows METL for science—breakdown of the key tasks and 
some example sub-tasks involved in scientific research.

table 10.1 MetL for Science

Phase Major Tasks Key Sub-Tasks

Pre-research Idea formation/
hypothesis

Reading literature, identifying gaps, conference 
attendance, discussion with colleagues.

Research design Background, hypotheses, timeline, methods, 
equipment, resources, data plan, statistical plan,
publication plan, roles and responsibilities.

 

Funding Identify funding source, research plan, 
background, literature context, significance, 
innovation, specific aims, budget, team, 
resources, facilities, assurances.

Regulatory 
approval

Pre-meeting with regulators, protocol, privacy 
plan (humans), compliance with regs.

Research Collect data Research plan, assurances, hypotheses (if existing 
databases); recruit and consent patients (if 
prospective human study), run the experiment, 
capture raw data, initial processing, quality 
control.

Analysis Run statistical analyses, test hypotheses, test 
statistical power, produce results report.

Post-research Interpretation Review results in the context of study and 
existing literature, discuss with colleagues, draw 
conclusions, validate.

Communication Create tables and graphs, write up methods, 
write up conclusions, present findings, consider 
feedback, identify target publication, submit 
manuscript for peer-review, share results and 
publication.
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Major Science tasks

We have covered these eight major task areas in the previous chapter, here 
they are again for review.

Pre-research
1. Idea formation/Hypothesis—Creating a new idea for testing based 

on previously captured knowledge in the field, observation and some-
times preliminary data.

2. Research design—Creating a research protocol that captures the 
hypothesis to be tested, key aims, methodology, research plan and data 
analysis plan.

3. Funding—Identifying a funding source, giving background context 
and an explanation of significance to the research plan and completing 
key administrative details in the appropriate format.

4. Regulatory approval—Getting the required regulatory approval 
to conduct the experiment from the appropriate institutional review 
boards.

Research execution
5. Collect data—Gather the necessary data from recruited patients or 

pre-existing data sources, capturing key meta-data elements relating to 
the experimental data and following up for data at a later time point as 
appropriate.

6. Analyze—Doing statistical analyses based on preset hypotheses to be 
tested to demonstrate statistical significance of the results and  statistical 
power of the data to support those results not simply being random 
chance.

Post-research
7. Interpret results—Drawing conclusions of the results in the context 

of what is known in the field and interpreting this new evidence into 
findings.

8. Share findings—Describing what research was done in the  context 
of existing information in the field with sufficient detail to allow 
for independent replication, presenting these findings to colleagues 
in small groups and at conferences; incorporating feedback; and 
writing the study, results, and conclusions up for peer-review and 
publication.
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Key Sub-tasks

Each of these eight task areas in turn contains a host of sub-tasks, sub-sub-
tasks, etc. These can differ depending on a variety of criteria, including the 
type of research, as well as the field of study, the organization or the fund-
ing source. Each basic task is describable as an independent action in the 
context of the whole with an associated standard operating procedure to 
be followed, quality checks to be made and associated skills and training 
 necessary or recommended for the executor of that task.

It would be too much to include this all in this book. It often exists in 
pieces for most organizations, though much of it can often be fragmented, 
scattered or simply inherently known and not captured. I would recommend 
the exercise of capturing it, in as much detail and including as much vari-
ance as possible. The level of granularity will vary by organization, depart-
ment and individual lab. But the exercise will be a much more understood 
process that can be transparently shared internally and externally, aligned 
with best practices, incorporated into project management processes and 
used as the basis for training and automation for better and more efficient 
execution of research.

Here is a second level breakdown of sub-tasks in a few key areas. Please 
note that there is some overlap and input between task areas (e.g., research 
design informs funding proposals).

Funding Proposals

Abstract/summary—A brief background of the project; specifics aims, 
 objectives and hypotheses; significance of the research; unique aspects 
and innovation; methodologic steps and details; expected results and a 
 description of potential impact.

Research plan: overview—A description of what you plan to do; why it 
is worth doing and the innovative aspects of it; background of what has 
already been done, the context of this proposal, and what it will add to the 
field; what has been done to establish the feasibility; the key elements of 
who, what, when, where and why the research will be done.

Research plan: specific aims—Broad long-term goals; specific hypotheses 
to be tested; summary of expected outcome; impact to the field.

Research plan: significance—State of existing knowledge in the field 
with relevant literature citation; rationale of the proposed research; gaps 
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in knowledge in the field the research will fill; impact to the field of 
knowledge.

Research plan: innovation—Explanation of how the research is novel to 
the field; the innovative aspects of study design and expected research out-
comes; any innovative pilot data that has already been collected.

Research plan: approach—Preliminary studies, experimental design, 
descriptions of the methods and analyses for each specific aim; discussion of 
potential difficulties and how these can be mitigated; expected results and 
alternate approaches if unexpected results are found; a project timetable; 
strategy to establish feasibility (if in early stages); detailed description of how 
the data will be collected, analyzed and interpreted.

Budget and justification—Breakdown of key costs including person-
nel, outside consulting and services, equipment, supplies, travel and other 
expenses.

Assurances—Written assurances and standard forms that the research 
will be conducted in accordance with all applicable laws and research and 
 workplace regulations.

Resources and environment—Description of the resources and environ-
ment to show that it is both appropriate and suitable for the proposed work.

Team description—Curriculum vitae or detailed biosketch for principal 
investigator(s), senior researcher, and key staff on the project to demonstrate 
background and capabilities will allow successful completion and interpreta-
tion of proposed research.

Data and Analysis

Define hypothesis—Clearly state and define each question being asked 
and hypothesis to be tested against the data before the data has been 
 collected and reviewed. This is to establish objective, unbiased testing and 
avoid data fishing expeditions that can lead to false discovery and errone-
ous results.

Prioritize variables—Of the identified variables being collected  including 
basic or demographic variables, study variables, and outcome variables, 
 identify which are key or most critical in planned analysis and comparison.

Develop analysis plan—Determination of statistical analysis and compari-
sons to be done with the data that is to be collected.

Collect and store data—Recruit patients; gather key data; clean, store and 
tag data for uncomplicated retrieval and clear detail for later analysis.
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Analyze data—Perform relevant statistical test as planned; consider and 
justify any additional tests to be conducted.

Test statistical power—Confirm statistical validity or power of results 
based on study sample size and other key factors.

Create results report—Produce results report with key details and 
results of analysis in a format for sharing and review in order to facilitate 
interpretation.

Presentations and Publications

Prepare tables and figures from analyses—Visual display of the key qualita-
tive or quantitative elements and results for easy review and understanding 
by those familiar with the field and also a broader audience when possible.

Write up methodology—A detailed description of the methodology used 
to collect the data including process, patient details, collection methods 
including tests and equipment, references to demonstrate validity of methods 
and previous successful use, statistical analyses, and key assumptions and 
limitations to the data.

Write up results including figures—A clear narrative describing the 
 quantitative results in expanded detail.

Discuss results—A discussion of each aspect of the results, whether it met 
expectations or differed and why.

Develop conclusion—Develop a comprehensive interpretation and conclu-
sion of the results in the context of existing knowledge; what was found and 
why is it important, consideration of next steps and future studies.

Give background and introduction—A detailed overview of the state 
of knowledge in the relevant field with citations to previous literature that 
serves as the foundation for the current study being described; key aspects 
of the significance of the new research.

Write summary abstract—An overview of all other parts of the publica-
tion condensed as a short, brief, publicly accessible (even when the full 
paper is behind a paywall), self-contained summary abstract.

Until now, the PI was the trusted glue that held the collection of these 
parts together and validated the findings. With blockchain applications, 
we can begin to move to a point where a wider variety of PIs, with rap-
idly auditable systems in place, can validate a wider variety of findings 
more rapidly, at a lower cost and with a higher level of quality assurance. 
Eventually, we may be able to largely disintermediate the PI role, allowing 
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for distributed systems of scientists and/or specialists across all phases to 
execute all phases of science better, cheaper and faster with the right gover-
nance, distributed systems and audit processes in place.

What is a scientist? Whereas once we reserved the term for only those 
involved in the end-to-end process, we have expanded the term to include 
many of those involved in only some of the various phases, from grad 
 students to research assistants and technical specialists.

As Karmen Condic-Jurkic puts it, there are a number of issues in science 
mostly because the system is obsolete, as it was designed in the past century 
when not many people were “doing science.”

“And it was mostly men, and then you had professors, thinkers, involved 
in different fields. There was this romantic notion of the lone genius going 
on a long walk and having a breakthrough,” Karmen says.

We have also begun to broaden the name further with the more recent 
focus on citizen science, those citizens who may collect data used for scien-
tific research (e.g., Cornell bird watching program). In health research these 
contributors are still called subjects or patients, though with the rapid rise in 
data gathering devices (e.g., FitBit) and massive open online studies (e.g., All 
of Us—NIH) we may be able to include these contributors as citizen scien-
tists as well. What is there was an expansion in opportunity for individuals 
with the levels of training and certification necessary for each individual 
task involved in science to be able to contribute as part of the overall team? 
Could science be broken into subsequent pieces and distributed across a 
much broader network of individuals for execution of all phases? Let’s look 
at how this would work.

A critical step in distributing science would be validating the necessary 
skills, quality and trustworthiness of the individual efforts involved. This 
already occurs in both the recruitment and initial trust of new lab members 
under a traditional PI, along with engagement with outside companies and 
freelancers to execute certain tasks. These are most often specialized data 
analyses and outside medical writers for both the grant proposal and publi-
cation phases.

The trust for these current new and outside parties comes from an 
 informal scrutiny of background, training, and education, along with the 
validation of first-hand knowledge, references, or confirmed examples of 
the previous work. The process for this is slow, non-standardized and often 
somewhat random in when and where it is applied. In the short term, more 
standardized distributed systems can be layered across existing systems and 
networks to facilitate this trust building in a more rapid and expanded way. 
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By assigning individuals verifiable identity, education, skills and achieve-
ment in a distributed system that can be updated, shared, accessed and 
searched in real time, we could speed up the current framework of science 
collaboration.

It has been said that scientists would rather share a toothbrush than data, 
but this may change with a better system for trust. Many if not all aspects 
of science can be distributed among people in other labs, with intellectual 
property, methodology and data alteration tracking through blockchain 
and associated hashing as the mechanism of trust, along with a system 
to validate training and skills of the newfound pool of instant collabora-
tors. Similarly, more traditional freelancers can be added to the pool with 
this same functionality of individual validation and provenance of data and 
methodology.

What follows next is a system that can be further expanded into differ-
ent areas of specialty. Just as individual freelancers are currently involved 
in projects once appropriate trust for the individual and task is established, 
a wider pool of individuals may be able to be involved in more special-
ized tasks once appropriate skills training and verification have aligned 
with an appropriate standard and systems for tracking and auditing output 
are more firmly in place. If a few thousand high school students can cur-
rently be involved with university level research as summer interns each 
year, why couldn’t a few hundred thousand be involved with university 
level research as part of externships embedded in their science classes 
each year?

Full MetL to Faster Miracles

One of the first steps required to move toward such a system is to break 
down which phases, tasks, and sub-tasks of science might lend themselves 
to being distributed; and of these which ones might be distributed via access 
to a centralized database compared to a blockchain-based distributed sys-
tem for the speed and quality peer-to-peer sharing and auditability it can 
bring. The exploration, sub-task by sub-task of what can be distributed and 
what is the best technology to do that will itself be of value in expanding 
opportunities, regardless of whether blockchain is the most viable solution 
for each. One thing to keep in mind is that as we get into specific sub-tasks, 
there may be differences across sub-disciplines of science. What works for 
 neurology might not work for oncology.
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Another aspect to consider is what phases and sub-tasks can be out-
sourced, to whom and how. This will be easier to establish as near term 
and long term. In the near term what parts are viable for outsourcing with 
immediate application of some existing technologies, blockchain and others? 
In the long term, what becomes possible to outsource as new skill validation 
and auditing systems are in place? Considering this allows us to compare 
possibilities to shift away from current bottlenecks.

A network of distributed science will have biphasic network effect 
enhancing its value and impact. There will be a direct network effect of 
bringing blockchain to science. The more people who become involved 
in networks applying blockchain to administrative, peer-review, data 
 management and data sharing, the greater the impact and value will be. 
This will come from less costly and more rapid grant review via smart 
contracts, weighted crowdsourced publication peer review for faster review 
with less bias, auditable and automated data management, and more rapid 
data sharing and expanded analysis with tracking of intellectual property 
contribution.

There will also be an indirect network effect of the platform for gig 
 science that blockchain can help facilitate with its trust framework. As more 
aspects of research are achieved across the platform, more trained scientists 
not fully employed in the field, as well as nascent gig science workers, will 
be available to contribute. As cheaper research costs allow for more to be 
done, this platform market will grow in indirect network effect.

Some nascent efforts are bringing blockchain technology to different 
aspects of science. At the foundation of this will be a platform for gig sci-
ence focused on the deconstructed METL areas primed for outsourcing from 
the traditional scientific silos. Bringing together funded researchers with 
ideas and money, and available researchers with skills, interest and time 
under the framework of blockchain trust framework will provide both direct 
and indirect network effects to give better science, cheaper research and 
faster miracles.

We have made great strides with what has become a $1.7 trillion annual 
worldwide cross-industry scientific research and development effort. But our 
return on that investment has been dwindling. Thankfully, we have the tools 
and emerging technology to drastically improve the value of research. Across 
the health science community, there is opportunity and desire to bring bet-
ter science, cheaper research and faster miracles to society. This can be done 
and compounded with the direct and indirect network effects of blockchain 
technology and a platform for bringing researchers together.
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Chapter 11

Better Quality Science

The idea of quality, most importantly that scientific findings can be repli-
cated independently and represent an object assessment of the natural world 
that can be generalized more broadly, is fundamental to science. Without it, 
we simply have elaborate stories that look like objective reality but are not a 
solid foundation on which to base action to interact with the world. In medi-
cal science, this fundamental is the basis for trust in the evidence that makes 
up the evidence-based treatments we apply to keep people well or make 
people get better when they are sick or injured. At the very least they should 
improve the situation and “do no harm,” as outlined in the Hippocratic oath.

As we have seen, this ideal is not always achieved. The fact that approxi-
mately 20% [11-1] of the $150 billion of biomedical research is not reproduc-
ible is indicative of poor quality. At best, that poor quality translates into 
slower advances to improving medicine when the noise makes it harder to 
identify the signal to act upon. At worst, this poor quality can also lead us 
down the wrong path to improving health, which can lead to bad medi-
cal decision-making. This costs time and money, but more importantly, this 
costs lives and quality of life for those of us and our loved ones in rapid 
need of care.

If 20% of your groceries were rotten or past expiration date when they 
were delivered, you would complain, return them and possibly never shop 
from the same place again. Yet, 20% of the evidence that underlies the 
pharmaceuticals, devices and therapy we undergo as part of our health 
treatment is just as bad. It largely just goes unnoticed. If food or drugs 
we put into our body were this contaminated, there would be immedi-
ate steps to identify the source and implement a recall. With the science 
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that underlies the evidence of our evidence-based medicine, no such 
 system exists. It is left to the trusted scientists and institutions that made 
the  mistakes to slowly clean up the errors over the years and generations. 
For hundreds of years this has been the way, and despite rapid scaling of 
the scope of research and the more immediate impact of premature find-
ings spread via multi-media channels, we have erected no safeguards. 
Blockchain is a tool that may allow for cheaper and more rapid auditing 
at many stages in the medical science pipeline, improving the quality of 
 outcomes and products considerably.

improved Auditability

The practice of tracking research data and associated details is largely an 
ad hoc effort by study, lab or multi-site study based on the minimally viable 
meta-data details to satisfy regulators and funders while keeping a record 
for writing up a methodology section in subsequent publications. Huge 
amounts of captured and capturable meta-data is available but not cost-
effective or useful to track and incorporate into analyses, interpretation and 
dissemination.

Considering the research data as a product in a long supply chain—from 
raw data to cleaned and analyzed database, to disseminated findings to 
cumulative evidence for application to practice—may allow for additional 
insights and applications of blockchain to improve science. By capturing 
meta-data details at each step, data will be easier to audit and verify, as well 
as more mergeable with related data sets. This will not only improve how 
data is collected on the front end but also give more value to the overall 
effort in each field (Figure 11.1).

As referenced earlier, systematic studies have shown that up to 20% of the 
$150 billion in biomedical research done in the United States is not repro-
ducible. This figure is much higher in some sub-disciplines, with certain 
areas of experimental psychology estimated to be around 75% being NOT 
reproducible. These are disturbing numbers. Not only is this research wasted 
money and effort, but it is also bad information or noise that is fed into the 
overall record of science. This causes additional studies to be based—and 
funded—on faulty premises, areas of exploration to be skipped, research 
funding priorities to be changed and actionable practice or policy to be 
delayed or based on bad science. The overall cost to society of this kind of 
bad science is hard to estimate.
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Many factors contribute to this reproducibility crisis. Most of this lack 
of reproducibility is not due to overt fraud (less than 0.05% of scientific 
papers are retracted [11-2]) but instead is often the result of rushed or 
sloppy science. Studies [11-3] have shown that even intermittent, random 
auditing of data and analyses can cut the problems with them nearly in 
half. The audits serve as a double check and reinforcement of best prac-
tices which incentivizes taking the time to get the science right. This level 
of auditing, particularly by a third party is not currently viable from a time, 
cost and permissions aspect. With the introduction of a blockchain/DLT 
system and associated hashing of data sets, new layers of quality con-
trol can be added, with inexpensive and rapid auditing now more viable. 
This could lead to billions of dollars in savings each year, as well as accel-
erating the overall movement from research to practice by reducing the 
noise and speeding up the process of accumulating necessary levels of 
evidence to affect practice.

This advanced tracking and improved auditability of research data will 
have a major impact on cleaning up science and give a better signal-to-noise 
ratio in what comes from our research efforts. This higher quality science 
will not only have an immediate impact on reducing problems with repro-
ducibility and giving us more actionable findings, it will also clean up the 
overall quality of research findings. Every new finding is the foundation for 
future findings, and the reliability of this body of evidence keeps scientists 
motivated to continue building on these foundations.

Figure 11.1 Better quality science: how rapid access auditing of scientific data can be 
enabled with blockchain.
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improved Standards

As science has expanded and scaled rapidly over the last half century, little 
effort has gone into maintaining standards in data collection within each 
field and sub-discipline. Competing methodologies aimed at the same prob-
lem are important to a wide approach to problem-solving, but when scaled 
too far without methodological and data element alignment produces results 
and findings that look comparable but are not. The result has been the 
inability to compare seemingly related studies or combine data sets for more 
detailed exploration and findings. This lack of standards is pervasive and 
often unrecognized or at least under acknowledged.

In health research, some disciplines and sub-disciplines are further 
along in creating core data elements than others. The National Database for 
Autism Registry (NDAR) was one of the first major efforts in brain research 
to address this lack of data standards and create standard autism research 
elements that would allow for the aggregation of data across studies into a 
single database for cross-study comparison and meta-analyses [11-4]. This 
shared database created the opportunity to get more impact from research 
investment.

Modeled after the NDAR, the Federal Interagency Traumatic Brain Injury 
Research (FITBIR) informatics system was developed by the DoD, National 
Institutes of Health (NIH) and U.S. Department of Veterans Affairs as a 
shared research database utilizing standard common data elements devel-
oped in the 2000s by a group of academic and government TBI research 
experts. This centralized database came online in the early 2010s and is 
now housed at the NIH. Other research areas such as  specific types of 
cancer have also achieved some level of shared standards to facilitate more 
research. Other areas such as mental and psychological health are still work-
ing with smaller pockets of aligned standards, but lack more universally 
accepted and utilized standard data elements.

There are tremendous benefits to standards including validation of repro-
ducibility across studies and merging data sets for addition analysis and 
greater statistical power. Additionally, it allows for making the combined 
data sets available to additional researchers for more analysis to answer a 
greater number of questions and perform meta-analyses. This all can con-
tribute to moving from research to actionable findings in a shorter amount of 
time, at a lower cost and with greater reliability.

Blockchain can become a forcing function to achieving these 
 standards in each area. The efforts to create standards require significant 
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cost and collaboration. Only in limited cases (e.g., Autism and TBI) has there 
been a sufficient push by funding agencies and advocates to make it hap-
pen. Blockchain can create a new value proposition to the effort to create 
standards. With more value achievable for each discipline and sub-discipline 
of health research, it becomes worth the short-term cost (i.e., experts’ time 
to develop consensus along with facilitation costs) for the greater long-term 
benefit blockchain can bring to each effort.

Cross-discipline approaches to develop these standards have already 
begun. There are multiple layers of standards to consider, from the over-
arching technical standards to the semantic and syntactic data that become 
unique to each area of research. These will need to align with existing 
standards both technical (i.e., FIHR/HL7) or data element related (i.e., NDAR, 
FITBIR). Initially the process of determining where existing standards suf-
fice, harmonizing with other ongoing efforts, and identifying those areas of 
research that may need to be divided or bundled to achieve common data 
elements sufficient to facilitate combined research data sets will be required. 
NIST, Institute of Electrical and Electronics Engineers (IEEE) Standards 
Association, International Organization for Standards (ISO), FIHR and others 
have begun some work on technical standards that can be applied to or are 
specific to blockchain in healthcare.

For research and looking to specific data standards across disciplines, 
some areas have developed standards that can be borrowed, but many 
others will need to develop consensus in order to take advantage of this 
technology. The IEEE Standards Association group devoted to blockchain 
in healthcare and health, life and social sciences has a research sub-group 
that is identifying what can be borrowed from and what needs to be created 
to implement this technology across the more than 200 sub-disciplines of 
health and life sciences research.

Meta-Analysis Capabilities

If you recall from the Levels of Evidence Pyramid from Chapter 7, Figure 7.2, 
meta-analyses are at the top. These analyses are conducted across multiple 
studies, sometimes looking at the same question and sometimes looking at 
new questions across similar data. The value in these studies is that they 
are both using a larger body of data which generally provides more statisti-
cal significance and statistical power to the findings. It also combines data 
from multiple sources, which minimizes the impact of bias, error or bad 
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methodology in any given study. Ideally, the data that is merged should 
measure the same thing in each and have been collected in similar ways. 
Unfortunately, this is not always the case. It can still be valuable to run the 
meta-analyses with some slight variance in the way it was collected, but this 
will lead to more noise and less signal in the results.
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Chapter 12

Value-Based Research

The value of scientific research is universally accepted and yet very d ifficult 
to measure on a broad scale. In health research, individual companies can 
track their ROI in localized scale, yet the same  measure of return for gov-
ernment funded and academic research is limited. Most research ROI for 
publicly funded research is focused on the immediate economic impact: 
how many jobs does it create and how does it boost the economy. The more 
long-term return in the form of improved care, healthcare cost savings, lives 
saved and improved quality of life is much more elusive. This is partly due 
to the difficulty of attribution across multiple cycles of research, as well as to 
the extended timeline, years to decades, before real clinical impact.

Blockchain stands to transform this value equation in several ways. 
A combination of monetary fractionalization, micro-tracking and longitudinal 
records has already been developed with cryptocurrency charity tracking, 
for example. Mirroring this approach, research funding organizations should 
be able to track research dollars more acutely, as well as the fractional 
involvement each study may have on subsequent research along with the 
impact of eventual treatments put into practice.

This will transform comparative effectiveness research into a new level of 
granular assessment of the value of research we’ll call value-based research. 
Second, the use of smart contracts with blockchain application to data man-
agement and analysis will allow for significant automation and cost savings.

Third, the basic administrative blockchain applications that have already 
begun transforming and streamlining administrative processes in the fed-
eral government and elsewhere can be applied to a variety of administra-
tive aspects of research. This will speed up the process, reduce costs and 
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 accelerate findings. In other words, this will improve outcomes and save 
lives (Figure 12.1).

increased Roi

Vannevar Bush’s “Science the Endless Frontier” in the 1950s captured the 
value of U.S. federally funded research and development during World War 
II and successfully argued for that impact to be integrated into a  peacetime 
effort to spur the economy and advance the science and engineering 
advancements to transform the country. As outlined in Chapter 8, this 
resulted in the founding of the National Science Foundation and eventually 
to what would become the National Institutes of Health (NIH).

This latter half of the 20th century saw a continual rise in federal funding 
for basic and applied research. This was done in conjunction with related 
industries who created a steady stream of new products through advanced 
development based on these findings.

In health research, major pushes in cancer, cardiology and brain 
research became the drivers for an ever-expanding marketplace of new 
treatments, better health and extended longevity through these decades. 
This U.S. advancement was mirrored in Europe and parts of Asia 
 initially, and  eventually became a worldwide area of government funded 
research. Specific health interest and funding agencies in the form of 
non-profit  foundations and professional societies followed and refined 
this model.

Research

Publications

Improved 
health, 

quality of life 
and cost 
savings

Clinical 
Practice 

Guidelines
(Average of 17 years)

Figure 12.1 Value-based research: the ability to track research dollars and their 
fractional impact more granularly will provide a system demonstrate the value of 
every research dollar spent. traditionally, research Roi assessment has been difficult 
because of extended time lag (average of 17 years) and difficulty to assigning weighted 
attribution for individually funded studies contributing to eventual improved health 
outcomes and related savings.
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This research funding has been shown to be a major economic driver 
through the direct impact on economies from creation of jobs and new 
products [12-1]. What has been widely accepted but more difficult to quan-
tify is that this same effort has positive and quantifiable impact on the field 
in which the research occurred. Health research contributed to better health 
and longer life as a whole, but it was more difficult to measure the impact 
of any particular study. In turn, this made the funding decisions across the 
extended bench to bedside cycle more reliant on the state-of-the-art knowl-
edge of experts rather than anything scientific.

In recent decades however, there has been a growing effort to begin to 
track the direct impact of health research [12-2]. This process has been dif-
ficult for several reasons [12-3], including the extended time to impact; the 
diffuse worldwide nature of science and the difficulty in tracking attribution 
across the multiple cycles of research that integrate to become actionable 
knowledge. The systems as they currently stand are not set up to make this 
type of economic impact tracking easy. The most promising approaches 
are siloed or ad hoc. This has hamstrung efforts to make funding decision- 
making and resource prioritization to health problem-solving more targeted 
and successful. The recent U.S.-based “cancer moonshot” is more of a 
money dump on existing cancer research with some general nods toward 
innovation. With the effort to get to the moon in the 1960s, the target was 
known and hence funding was focused on engineering innovation with the 
best available scientific knowledge to get there. On the contrary, with the 
cancer moonshot, we don’t know where the moon is or the best way to get 
there. We need to first find the “moon” in incremental steps, but we also 
have no system for feedback to learn from previous efforts beyond the ana-
log and potentially biased system of expert opinion. From an administrative 
evidence standpoint, we are at the bottom of the levels of evidence pyramid 
(i.e., expert opinion) in trying to determine what will work.

Value-based health research is the idea that we can better track the value 
and impact of individual research throughout the bench to bedside lifecycle to 
provide more refined feedback on research gaps, funding, methodology and 
successful approaches. The tracking will steadily improve our ROI for research, 
save money toward more and better research and allow more rapidly reaching 
actionable findings that have a positive impact on patient outcomes. While it’s 
true that this is all doable with current technology, it’s prohibitively complicated 
and exorbitantly expensive to make it viable and sustainable blockchain adds 
a new layer to this process by being a new tool to make tracking diffuse and 
fractionalized attribution of research dollars to impact more achievable.
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Reduced Data Management Costs

Smart contracts are automated processes that can be coded into a  blockchain 
protocol based on shared governance rules on how certain types of data are 
to be managed and processed. This aspect of blockchain a pplication will 
add a new layer of speed, cost savings and quality to not only administrative 
processing facilitated by blockchain but also specific application to research 
data management and basic analysis. This will be faster, cheaper and more 
reliable than current manual data cleaning, quality assurance and quality 
control.

In current health research, much of the data management is still 
 performed manually. This is often extremely time consuming and expen-
sive, especially in smaller labs where the senior researchers must split time 
from more specialized tasks with the mundane and repetitive management. 
It is also a source of considerable quality control challenges, with manual 
 manipulation of large amounts of data resulting in human error being 
 introduced to the system.

Blockchain application with smart contracts can be used for data 
 management and first-line data analysis. This standardized and automated 
data cleaning and processing can save tremendous time and cost, while pro-
viding a more reliable, higher quality data set. The rapidly and  transparently 
auditable nature of blockchain also allows for auditing by the researchers, 
collaborators, administrators and even peer-reviewers in a way that was 
 conceivable with existing technology but ultimately cost prohibitive.

Data monitoring for clinical trials is another area where application of this 
technology can have significant impact. Phase 1 trials, which help determine 
effective drug dosage, and phase 2 trials, which establish drug efficacy for 
the condition in question, especially require ongoing monitoring to ensure 
data quality and patient safety. If you are giving a test drug to a large num-
ber of patients to test safety and validity, you want to be able to know 
quickly—and in quasi real-time—if there are any major concerns, and it is 
critical at the time of analysis to have verifiably clean data as it is aggregated 
from multiple sources.

There is global concern that this type of automation may reduce jobs. 
But this prospect seems unlikely in the case of science. Of course, in some 
instances, there may need to be retraining or refocusing, but this will largely 
be done within the same system and skill set. Initial impact will likely be to 
automate aspects of the administration, execution and publishing [12-4] of 
scientific research.
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This will represent more of an opportunity for those involved to focus 
on other tasks: the administrators can more rapidly facilitate new research 
and refine the process for decision-making on the best research investments 
and scientists and related technical experts can do more science. For every 
question asked in science, two or more new ones arise. The automation that 
blockchain can facilitate will expand the field rather than contract it.
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Chapter 13

Faster Medical Miracles

Speed saves. It saves lives and it saves money, which in turn can save more 
lives, when it comes to medical research. We’ve seen that it takes 17 years to 
get new treatment ideas vetted through research and into general treatment 
of patients. We’ve also established that this time is made up of numerous 
time-consuming steps, some being more efficient than others. By apply-
ing blockchain in different manners to these steps, life-saving speed can be 
brought to the research process, along with cost-saving effectiveness and 
an overall increase in the quality of the research evidence produced for 
the evidence-based medicine. These applications for the research process 
range from administrative to data management, with advanced combinations 
allowing for more rapid and widespread data sharing than has ever before 
been feasible in the scientific community.

Regulatory and Administration

The human research protection (HRP) regulations that govern clinical 
research are crucial for protecting patients and their privacy. The criti-
cal step of receiving regulatory approval for each new clinical trial is a 
time- consuming process governed by an institutional review board (IRB) 
 convened at each research facility where they meet only periodically (e.g., 
once a month). This creates a paperwork-heavy and detail-heavy process 
involving several parties, repeated verification of key documents and signoffs, 
and frequent auditing both randomly and for cause to ensure all standards 
are being met. The result of all this redundancy is a lot of time and person-
nel resources that go into IRB approvals, amendments and HRP audits.
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The complexity and time involved are even exponentially more 
 significant when dealing with multi-site studies crossing organizational lines. 
The nature of IRBs found at each site is that they are made up of local 
experts and community representatives with sometimes differing interpreta-
tion of what meets the standard of acceptable research. Getting consensus 
between these groups can take several iterations of IRB interaction at dis-
jointed intervals. Because of this discombobulated process, the bottom line 
is that IRB approval can take months and in some cases years. This approval 
is required for any research study to begin, so the delays make each stage of 
research take longer before it can begin.

Some federal funding agencies in the United States have begun  requiring 
lead IRB for multi-site studies to minimize this burden and try to stream-
line the process, and many organizations have begun adopting electronic 
document systems to expedite regulatory approval. This has helped, sure, 
but many inefficiencies remain. Application of a distributed ledger of 
which  regulatory documents and their data elements have been submitted, 
approved, amended, expired and renewed could create an efficient system 
for front end application by the researchers that would save them time and 
money. It would have the additional value of creating approval and auditing 
efficiencies for the regulators that would provide their own time and cost 
savings while also providing more protections for patient safety and data 
privacy through this cheap and rapid auditing.

The review process for grant applications to determine the research to be 
funded is another administrative area with considerable delay and redun-
dancy. The time it takes for grant proposal review is usually months, and for 
larger grants such as the National Institutes of Health (NIH) R01 series, usually 
12 months or longer. Adding to this, researchers often need to apply multiple 
times before successfully receiving a grant, frequently repeatedly entering the 
same information to the same system of the same funding source. This pro-
cess takes valuable time away from some of our best and brightest researchers 
trying to resolve our most pressing health issues. The time it takes for inter-
nal administrative processes that include technical review of the proposal by 
experts further extends the time the whole process takes.

As Arrieta at the U.S. Department of Health & Human Services puts it, 
“cancer researchers should not spend their time learning processes and 
 regulations. They should spend their time researching cancer.”

While key aspects of the grant proposal review process like the expert 
reviews themselves require sufficient time to be completed, much of the 
 process can be streamlined.
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Successful blockchain pilots, such as the one at Government Services 
Administration (GSA), have reduced the overall time it takes for vendor 
 proposal review by a staggering 90% (110 days to under 10 days) with a 
similar reduction in cost [13-1]. There are some differences in the level of 
involvement of required expert technical review for grants, but many of the 
same components of the process and redundancies are similar enough to 
follow the GSA template.

Reduction in the repeated entry of information facilitated by the 
 information provenance tracking and verification blockchain can bring along 
with the automated speed of smart contract application could speed the 
 process, reduce burden on the researchers and get research funds out faster 
for faster discovery.

In a similar fashion, scientific conferences and publishing contain an 
array of administrative processes that could be sped with similar application 
of blockchain in different manners. Anywhere information is redundantly 
required to simply re-verify its authenticity each time across multiple parties 
could be a target for blockchain’s ability to provide this record of validated 
trust to reduce time and cost. It can also speed up permissioned accessing 
of that information whether it is the researchers, reviewers, editors, admin-
istrators or intended audience that needs to see and verify the information 
involved.

Data Management

The management of research data is a complex part of the research process. 
It is costly and time consuming. It is also the source of a significant part of 
the reproducibility issues plaguing science. Maintaining data integrity while 
collecting, combining, cleaning, standardizing, analyzing and sharing the 
data and data sets involved, has a lot of room for unintentional error that 
can impact the value of the data as well as impact the findings that relate to 
it. Many different solutions are used to try and minimize these errors at the 
cost of considerable time, resources and limits to the access of data. Even 
with this, it is often not possible to identify and track back errors.

The way data management is approached varies across fields, organiza-
tions and even sometimes within individual labs. So, because of this het-
erogeneous approach, any type of fix or improvement is very limited in 
their impact. It’s true that for larger research networks and consortia, some 
level of standardization exists, but this happens often at the cost of having 
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a centralized data repository at one of the sites. In turn, this can create new 
types of risk for the consolidated data, while still not necessarily solving the 
problem of being able to identify, track back and isolate problematic data.

The solutions blockchain could bring to research data management are 
still being explored. It seems like some of the advances in using the tech-
nology for supply chain management (e.g., food safety, pharma) could be 
similarly applied to data management when looking at research as a sup-
ply chain of data that extends over years and decades. The raw material 
(data) is gathered and stored. It undergoes initial prep (standardization) and 
advanced processing (analysis). Advanced products (findings) are further 
processed and shipped to suppliers and end users (publications).

Exploration of potential distributed solutions for research data manage-
ment have begun on a small scale across university labs and the pharma 
industry. Applications at the research network level are also being explored 
and may offer the most impactful use case because of the multiple parties 
involved across different systems. Unlike other new technological fixes for 
this area, blockchain solutions in many cases are compatible with what-
ever the existing legacy system is and will allow for it to be a value-added 
 addition rather than a costly replacement.

intellectual Property and Data Sharing

The reason that scientists do not like sharing their pre-funding ideas and 
their data is that they don’t want to be scooped. Scooped refers to someone 
taking a scientist’s ideas or data and getting funding or published results for 
them faster. Whether it is a lab that has more resources to move things for-
ward faster, or researchers with more insightful perspectives on interpreting 
data. The most famous case of a scientist getting scooped is that of Rosalind 
Franklin and Nobel Prize winners Watson and Crick [13-2].

All were among several labs working to identify the structure of DNA. 
Franklin and her lab had superior X-ray crystallography equipment and 
techniques. They had submitted a paper with a recent image of DNA and 
their interpretation as to the structure, which happened to be incorrect. 
A reviewer of the paper, assessing that the interpreted shape was wrong, 
showed the picture to colleagues including Watson and Crick. They assessed 
the double helix structure and published on this finding that they may 
have never reached on their own. Watson and Crick won the Nobel Prize, 
Franklin got scooped.
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Blockchain provides the structure for capturing the contribution and 
 intellectual property details of research data in a trackable and virtually 
immutable way. This may provide the trusted structure needed to allow for 
more open and early data sharing among scientists, while preserving the 
contribution of the individuals. Some of this is a technological fix, but some 
of this will require a change in culture.

The tracking of individual contribution of scientists to their research 
can be greatly enhanced by the application of blockchain. With this detail 
captured as a meta-data element for each datum, database, statistical test, 
hypothesis, finding, interpretation and presented or published result, who 
did what can be preserved and proven even as new data sharing comes into 
play. It will also be possible to track micro-contributions across research 
teams in much more granular fashion than is currently possible. With this 
contribution tracking in place, scientists will become more comfortable shar-
ing data. Once this is established as the safe new norm, more value can be 
achieved from the same data in a shorter time.

Standards and Meta-Analysis

Another way blockchain may bring enormous benefit to the health research 
industry is through its potential value making to achieve data standard-
ization across specific fields and areas of research. Many fields of medi-
cal research struggle from lack of data standards. This renders cross-study 
 comparisons and replications difficult and impedes the progress toward 
impactful findings and improved outcomes. While it is generally considered 
a good idea—in theory—to develop data standards for a particular area of 
research, many other areas either have competing standards or no real stan-
dards at all. It is difficult and time consuming to develop widely accepted 
standards. The traumatic brain injury common data element standards 
developed by the DoD, NIH and U.S. Department of Veterans Affairs along 
with academic and industry experts and used for the Federal Interagency 
Traumatic Brain Injury Research (FITBIR) informatics system took nearly a 
decade to develop at considerable cost for regular coordination and facilita-
tion between the participants. If there is no driving participant to foot the 
bill as the federal government did in this case, data standardization doesn’t 
happen or is only partial or piecemeal.

What blockchain changes is not the ability to create the standards 
(thought there may be some administrative applications that can help and 
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cost savings with other application to make it more feasible), but a change 
in the value proposition of what can be done if those standards are in 
place. With standardized data, and a secure, transparent and rapid system of 
tracking data, secondary variable, research access and researcher contribu-
tion, there will be more use and value extracted from the data. This makes 
achieving the standards a more valuable goal to pursue and underwrite 
because of the value it brings to blockchain facilitated research.

In addition, the merging of data sets can provide tremendous levels of 
analytical insight based on increased statistical power, if the data can be 
appropriately merged. Data standardization is at the heart of whether or not 
merging brings value or noise to the combined data set. Understanding and 
verifying the methodological sourcing of the data is another component 
that contributes to the value of the merged data. Data collected in similar 
ways, representing the same type of measurement can safely be merged, 
whereas data combined across differentiated methodology or secondary 
variables (e.g., type of machine used to collect data) can be a hidden reason 
to not merge data. Blockchain offers new levels of assurance in gathering 
and tracking this methodological detail of each data point, allowing other 
researchers to be confident in the value of a whole data set independent of 
trust and verification with each individual contributor.

Blockchain can also be used to facilitate more rapid access to these 
merged data sets. In existing centralized merged data sets, there is a signifi-
cant amount of effort that goes into controlling and maintain access to the 
data. Gatekeepers need to confirm a variety of factors of those they grant 
access to in order to assure both scientific integrity and regulatory appro-
priateness of the use. A blockchain system could allow for smart contract 
controlled automated access for those with the appropriate credentials and 
regulatory approval. It could also allow for longitudinal record of who 
accessed the data, when, with what approval/authority, which hypotheses 
it was tested against, with what statistical methodology and the resulting 
findings.

This type of system for cloud or central server-based data would allow 
for faster, safer, controlled access (it can take months to get access to current 
shared data like that in FITBIR) without the costly intermediary. It would 
also allow for a record of all who had accessed it, what questions they 
asked and what they found. This would provide a more complete record of 
research on the data and avoid unwanted redundancy or effort.

On the other hand, sometimes you need to have redundancy in  scientific 
inquiry in order to confirm findings and authenticate reproducibility. 
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As review and audit of data becomes easier, a confirmation step as built in 
quality assurance can become the standard. As data is merged into a shared 
data set, findings based on the initial data could be confirmed against the 
whole. This could be completed by those outside the research group for 
greater validity. It would add to the improvement of the reproducibility 
issues.

The overall benefit these types of applications of blockchain to health 
research could generate would be to bring more researchers to the table 
to create more findings, more verification, at less cost and at an improved 
speed. More quality findings would advance the state of the science ahead 
faster in every field of research and bring health improving and lifesaving 
advances to the public faster than ever before. Faster Miracles.



https://www.taylorandfrancis.com


111

Chapter 14

DAo of Science

How do we get to the point of accelerated findings and improved health 
outcomes? How do we use these rapidly developing technological tools to 
improve the quality, cost and pace of medical research? How do we pave 
the way for a full scale, mainstream adoption?

The answer is that we first need an accurate picture of the current state 
of the major moving parts in the system of medical research, and then we 
need to identify those areas in need of improvement. This includes real-
world behavior and incentive models of key stakeholders at all levels of the 
health research ecosystem: researchers, patients, providers, administrators, 
funders and publishers. Then, we need a vision of the future incorporating 
many of the possibilities outlined in the earlier chapters. Finally, we need 
a realistic plan to get there. It is not enough to have a grand plan to over-
haul medical research with new tech tools in one fantastical leap that has 
no  connection with reality and no realistic way to incentivize stakeholders 
to agree. Instead, we need a practical plan with interim steps and cascading 
behavioral incentives across all stakeholders.

ConsenSys Health’s Flannery devised a framework to that end—the 
Population Health Impact (PHI) framework, which includes three stages 
and is a way to think about how to move forward. In essence, she tells 
us, use cases that have traction currently have a common feature in that 
they don’t use PHI: they either work with public data, such as providers 
directory data, or work with back office data, such as drug supply chain. 
That’s stage 1.

Stage 3, she says is “our nirvana kind of use cases.” She explains that 
it involves PHI, confirmed identity and being able to orchestrate clinical 
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and scientific processes across organizational boundaries, such as precision 
medicine and the web3 advanced digital therapeutics that not only lowers 
costs but really changes outcomes for patients and accelerates innovations to 
get to faster miracles.

“We can’t just stay in stage 1 forever and we can’t just move to noth-
ing into full scale mainstream adoption. So, the way to do it, is through 
research-oriented path, it’s right for our industry, for our values and we can 
do it now. We don’t need to wait. The technology is ready.”

One of the key aspects to be determined in such a plan is where the 
decision-making sits, particularly with respect to publicly funded science. 
Currently, the main decision points of what is funded and what is published/
disseminated sits with the main funding organizations (e.g., government and 
non-profit) and with publishers, respectively. These decisions are informed 
by the input of the community of experts, facilitated and ultimately con-
trolled by these intermediaries. It is here that blockchain can play a major 
role. The technology will enable direct peer-to-peer governance of these 
processes, with rapid controlled access to just-in-time information, auto-
mated processing of information to facilitate decision-making. In addition, 
it will create a shared ledger of input for contribution tracking, and rapid, 
crowdsourced auditing as a constant check & balance.

With the framework of Open Science and the secure and automated 
advances of blockchain and other emerging tech, it is now possible to bring 
science as it stands at its current scale back to its peer-to-peer roots with 
no major intermediary involvement. This type of blockchain-based distrib-
uted autonomous organization (DAO) is being explored across different 
industries with some small successes and notable failures. Here we make 
the case that this structure is ideal for much of the medical science enter-
prise, but like a thousand-foot cliff it needs to be climbed through secure 
interim steps, rather than all in one step. With this DAO structure in place 
and advanced technical tools like robotic automated processes, machine 
learning (ML) and eventually artificial intelligence (AI) applied, scientific 
and medical advancement will save and improve lives on a scale like we 
have barely imagined.

ConsenSys Health’s Flannery says that in her view, the single most 
 strategic application of blockchain in healthcare is to control and govern the 
administration of decentralized ML algorithms.

“This will give us the opportunities to make discoveries and will accel-
erate the pace at which we’re learning in a way that is unprecedented in 
human history,” Heather tells us.
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This convergence of emerging technologies for what is called “federated 
learning” will be crucial. This will allow blockchain access control and track-
ing for ML algorithms to access sensitive (i.e., personal health information) in 
a secure and limited fashion.

Pulling it All together

Open Science provides the blueprint for how to envision what science can 
achieve when functioning at maximum capacity. It has been mostly concep-
tual or limited in its overall application over the past couple decades. There 
are a variety of reasons for this, and active and passive forces that may be 
inhibiting movement toward what the Open Science efforts can achieve.

Blockchain changes the value proposition for tackling many of the wide-
spread collaborative efforts needed to bring this Open Science blueprint to 
life for widespread adoption. It may serve as the framework, structure and 
scaffolding in different aspects of each phase and discipline of science.

Robotic processing automation (RPA), ML and AI will allow for the aug-
mentation speed and quality necessary to assist researchers and admin-
istrators in all phases of research to handle large volumes of data and 
fully realize much of the blockchain-facilitated value of Open Science. 
Outsourcing and gig work in connection with related distributed structures 
of trust will allow for many more complex portions in different phases of 
science to be executed more rapidly and less expensively by a wider range 
of participants, opening up almost endless possibilities. All of this with 
improved quality and to the benefit of all involved.

The introduction of blockchain/DLT to science will deliver better science, 
cheaper research and faster miracles. Scientific research is the systematic 
investigation of the world around us. This process has provided the founda-
tional knowledge upon which discovery and advancement in medicine has 
made strides forward; the human-driven miracles that save lives.

Science has a critical function in our society, but its complexity and 
scale have outgrown the institutional structure and standard execution 
of the process. This has resulted in less than fully utilized resources, 
 slowing of advancement compared to investment and an incentive sys-
tem that often rewards the trappings of discovery rather than the value of 
 discovery itself.

As discussed in Chapter 10, the military has an effective way of  dissecting 
complex missions and prioritizing tasks and resources in the form of a 
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mission essential task list (METL). Applying this METL template to scientific 
research could help break the process down into essential tasks, sub-tasks, 
sub-sub-tasks, etc. These tasks can then be evaluated for complexity of exe-
cution with many of them being able to be automated or executed outside 
the traditional laboratory/clinic silos. This outsourcing of specialized tasks, 
or gig work, has become commonplace in many industries, but has gained 
limited traction in the close-held world of science.

There is currently no widely used gig platform for health science. 
There are freelance medical writers, some limited science forums and a 
smattering of health science research opportunities on larger sites like 
Upwork, but gig work has not become common in the health sciences. This 
is despite 50% overhead costs on research grant money at most universities, 
significant delays in full-time hiring and a hugely underemployed highly 
skilled population of scientists outside of the traditional academic setting.

The main challenges to a widely used platform for gig science are 
(1) difficulty in separating out simple, outsourceable tasks from what has 
 traditionally been an idea-to-publication role for principal investigators and 
small, contained teams and (2) a lack of trust in sharing certain parts of 
the process based on concerns of “getting scooped” or losing intellectual 
 property control.

METL for research allows us to dissect the sub-tasks that can be auto-
mated or outsourced. But we still need a framework for trust. Blockchain/
DLT is maturing at the right time to be the trust framework for gig science 
and much more. This will create a network of  distributed science for better 
science, cheaper research and faster miracles.

A network of distributed science will have biphasic network effect 
enhancing its value and impact. There will be a direct network effect of 
bringing blockchain to science. The more people who become involved 
in networks applying blockchain to administrative, peer-review, data man-
agement and data sharing, the greater the impact and value will be. This 
will come from less costly and more rapid grant review via smart con-
tracts, weighted crowdsourced publication peer-review for faster review 
with less bias, auditable and automated data management, and more rapid 
data sharing and expanded analysis with tracking of intellectual property 
contribution.

Beyond this, there will be an indirect network effect of the platform 
for gig science that blockchain can help facilitate with its trust framework. 
As more aspects of research are achieved across the platform, more trained 
scientists not fully employed in the field, as well as nascent gig science 
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workers, will be available to contribute. As cheaper research costs allow for 
more to be done, this platform market will grow in indirect network effect.

The current environment of health science research requires 17 years 
to go from “bench to bedside,” or idea to cure. While some of this time 
is  critical for the appropriate testing and experimentation, significant por-
tions are artifacts of an antiquated system. Reducing the time in grant and 
publication review as well as regulatory approval could shorten this time 
by 2–5 years. Reduced costs can afford more research to occur in paral-
lel, allowing for an expanded network effect of shared data. Expanded gig 
science opportunities will grow the available two-sided platform market of 
funded researchers with developed hypotheses to test along with available 
gig researchers with skills to contribute.

Currently there is a lack of infrastructure to support either a platform for 
science or the application of blockchain. The challenge is to develop these 
innovations in parallel to help bolster the implementation of each. The wide-
spread use of a platform for gig science will gain more traction with the 
trust of blockchain. And the value proposition of blockchain for health 
 sciences research will be optimized with the existence of more expanded 
use across a broad distributed network.

There are some nascent efforts to bring this blockchain technology to 
different aspects of science by various startups and established pillars in the 
scientific publishing industry. At the foundation of this will be a platform for 
gig science focused on the deconstructed METL areas primed for outsourc-
ing from the traditional scientific silos. Bringing together funded research-
ers with ideas and money, and available researchers with skills, interest and 
time under the framework of blockchain and trust will provide both direct 
and indirect network effects to give better science, cheaper research and 
faster miracles.

The effort to create a network for distributed science is in a very early 
stage. There are a few challenges to the creation and implementation of this 
effort. First, there is the culture of science, which has longstanding invest-
ment in its current structure and function. It will take a proper tracking of 
the current system and its multi-layered incentive system to plan the proper 
strategy for success. On the other side, the complexity of the science incen-
tive system may delay the adoption of blockchain technology in some areas 
of science where questions, mission and non-monetary incentive structure 
are more powerful drivers than money. The key will be to map the motives, 
incentives and goals of the broader scientific community and ensure that the 
introduction of this new technology is in line with these values.
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Science is one of the most valuable efforts of humanity. We have made 
great strides with what has become a $1.7 trillion annual cross-industry 
research and development effort. But our return on that investment has been 
dwindling. Thankfully, we have the tools and emerging technology to drasti-
cally improve the value of research. Across the health science community, 
there is opportunity and desire to bring better science, cheaper research and 
faster miracles to society. This can be done and compounded with the direct 
and indirect network effects of blockchain technology and a platform for 
bringing researchers together.

There are many individual and organizational stakeholders involved in 
health research, and it will be critical to have all of these involved in design-
ing this expanded future. At the same time, the questions of who will take 
the lead in any coordination of effort and who will oversee this whole 
 system once it is operational are critical. Who currently runs science and 
who should run this advanced system? (Figure 14.1)

Science is a distributed system without a clear overall hierarchy. Each field 
and sub-discipline differs, but overall the leading researchers in each area 
tend to populate key positions in research, professional societies and edito-
rial boards of related peer-reviewed publications. These bodies serve as the 
closest thing to a system of controls with respect to the products and out-
puts of science, with the publishing companies playing a significant role as 
well. On the front end, funding agencies, public and private, set the research 
priorities and deliver the necessary funds, often with screening systems 
made up of many of the same researchers in the output part of the system. 
In between are the researchers themselves, spread across various academic, 
government, and private organizations, each with their own administrative 
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Figure 14.1 Current model of health research: an overview of the key stakeholders 
and interactions in health research.



DAO of Science ◾ 117

systems in play. There is a layer of regulatory controls at all levels, and a 
feedback system from the scientific output back into the funding organiza-
tions that set the research priorities. Output moves into policy and practice 
in coordination with these same and related organizations (e.g., hospitals 
and medical professional organizations and societies), often with additional 
layers of peer-based refining of information and guidelines.

It could be argued that researchers run research, via peer-to-peer systems 
embedded at each layer, with structural support from funding, administra-
tive and publishing organization that have grown up around the need for 
trusted intermediaries. These have developed over decades and centuries in 
an organic, analog fashion. Some efforts have been made to align them and 
introduce assistive technologies, but these have not been comprehensive or 
attempted to be transformational in any respect (Figure 14.2).

It could also be argued that the shared governance of the researchers 
themselves runs research, with the associated organizational overhead as tax 
for continuous operations at scale.

What is now, or will soon be, possible with blockchain and associated 
emerging technology could be transformational, but to fully realize the value, 
some of the structures we know around science may have to be reconsidered.

Distributed Autonomous Science

Distributed autonomous organization (DAO) is a relatively recently developed 
term for an organization that runs without leadership or hierarchical structure, 
based on a shared system of governance utilizing a blockchain to execute the 
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Figure 14.2 Science as analog blockchain: science conceptualized as an analog 
blockchain with key points of trust identified.
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rules of governance automatically via smart contract. This is a new conceptu-
alization made possible by the technologies on which it is meant to be oper-
ated. There have been several attempts to create an operational DAO at scale 
with some limited success and one catastrophic failure [14-1].

Science, as a system, operates in some ways like a precursor to a DAO, or 
an interlocking series of them across phases and fields. The governance of 
science is already established in many ways required to set up DAO. Indeed, 
there have been attempts to describe how the current structure could be 
layered into a DAO system [14-2]. The challenge is that it is not a one-size-
fits-all effort, and different phases and fields may require differing standards 
of governance. Science is a complex series of systems and would require a 
complex DAO or a complex series of more simplistic DAOs in theory.

In practice, while these DAO precursor governance structures may be in 
place, and the more detailed governance needed by phase and field pos-
sible, there is no incentive to the average researcher to move to such a 
structure. And for the current organizations involved in intermediating the 
governance of science: funders, administrators and publishers; there is a 
 distinct disincentive to help this along in the short term.

incentives

Trying to get the incentives right in science is not simply a matter of looking 
at the monetary incentives. There are also different types of non-monetary 
incentives for those contributing to science, and different types of over-
arching incentives for the main various stakeholders’ groups. We need to 
understand these before simply creating a new set of tools to be applied to 
improve the speed, cost and quality of medical research.

In general, the quest for knowledge is what drives and inspires 
 researchers—a quest and its findings that add to humanity’s understand-
ing of the world and of ourselves. Academic science is not a widely lucra-
tive endeavor for most involved. The number of years of training and hours 
work compared to the salaries earned by researchers at different levels are 
not on par with other advanced professional degrees. Those researchers who 
are also well-paid clinicians are often not paid anything extra for the work 
they do to conduct research. Only a small number of academic biomedical 
researchers get tenure track positions (<15%) [14-3].

It is that quest that motivates the researchers; the graduate students mak-
ing less than minimum wage for years; the post-doctoral candidates who 
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work longer hours and make less money than they could in retail manage-
ment; the adjunct and junior faculty with only a modest chance of a com-
fortable tenure track position who can work 80+ hours a week for years.

The desire for good science and for getting the findings right accounts 
for some motivation. Career advancement and taking the steps to advance 
in a scientific career even if chances at a tenured position are often fleeting, 
but the excitement of discovery and having rare or unique knowledge of the 
world, coupled with the contribution to the advancement of knowledge, and 
getting credit for said contributions are some of the non-monetary incentives 
scientists have.

The agencies which fund most of the academic biomedical research tend 
to be focused on certain problem areas and missions related to solving these 
health issues. Whether it is the institutes at National Institutes of Health 
(NIH), which each focus on specific areas of health research (e.g., National 
Institute of Neurological Disorders and Stroke) or non-profit organizations 
that focus on a particular health problem, these groups have a focus on 
finding cures and treatments leading to better health outcomes for particular 
types of patients.

For research administrative offices at universities and elsewhere, the 
incentives for moving to the use of blockchain applications are speed, 
efficiency and cost. By reducing costs of university overhead, they will be 
able to more efficiently facilitate a greater amount of research. This may be 
important in the coming years at U.S.-based universities especially, where 
there is a growing interest by federal funding agencies to cap the admin-
istrative overhead costs that the universities can charge (in some cases 
this is currently in excess of 50% on top of federal research grant monies 
received). The application of blockchain for administrative streamlining 
would allow the universities using the technology to effectively stay com-
petitive and even expand to a greater amount of research supported with 
current capabilities.

Non-profit and specific health area focused organizations—such as Fox 
Foundation for Parkinson’s Disease research—that already play a major 
role in coordinating and facilitating much of the research in their particular 
area across multiple funding streams and across multiple universities, may 
become the leading drivers implementing this type of application. The goal 
here would be for shared efficiency in more rapidly coordinated research to 
battle the disease in focus for their specific mission.

On the other hand, publishers may at first seem the most disincentiv-
ized to move toward new applications of this technology. One of the 
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barriers to adoption in this case is that many envision blockchain potentially 
 disintermediating them from their currently valuable role as the manag-
ers of the  scientific “blocks” of information in a much more analog way as 
peer-reviewed publications. But change is inevitable, and many publishers 
have already been looking to see how to incorporate this technology for 
short-term efficiency and also to develop capabilities for long-term pivot 
toward publishing operations more in line with movements by funders and 
researchers such as the Open Science approach.

Springer Nature and Elsevier, for example, have already begun conduct-
ing pilots with the technology, while several other publishers are exploring 
more fully how this type of DLT can provide more authenticity and trans-
parency to the peer-reviewed process. Ledger, a blockchain journal based 
out of the University of Pittsburgh, became the first journal in 2016 to begin 
placing all of its content on a blockchain for permanence of the d istributed 
record of authorship.

Other future applications may look at facilitating more rapid peer-
review itself, with tracking and authentication via an immutable distributed 
 ledger allowing for a speedier auditability of all pre-publication input, as 
well as each editing and review step along the way. A shared and open 
ledger of this process, even with encrypted anonymity where applicable, 
may open up the peer-review process to more eyes on a single review in 
faster time. This could be done through some combination of crowdsourc-
ing and weighted scoring. The process would be aligned with traditional 
credentials (i.e., reviewer status based on professional status and in field 
publishing) and then expanded to include new junior researcher input with 
weights of each reviewer constantly graded by peers in the field based on 
performance. A blockchain layer maintaining this input would allow any-
one  permissioned to be involved and also to audit the ongoing peer-review 
activity at any time.

Human research protections (HRP) administrators and their partners on 
Institutional Review Boards (IRBs) may be traditionally slower and more 
skeptical toward new technologies.

In the case of blockchain, much of the early administrative value, includ-
ing transparency, authenticity, encryption and permissioned access, may 
make them quickly move toward early adoption. Early work by researchers 
at the University of California San Francisco [14-4] has used a blockchain sys-
tem with diabetes research data to demonstrate how rapidly and effectively 
it can be used by multiple parties to audit, verify and authenticate not only 
the data itself but also details of who has accessed or had access to the data. 
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This allows more confidence for the regulators on the HIPAA required 
 security of the data, and an almost real-time ability to cheaply and rapidly 
audit ongoing research in a way that is much more thorough than self-report 
by the researchers.

An example of Future Blockchain 
Application to Peer-Review

The current peer-review system gives only a published/not published s ignal 
of confidence. Journal impact scores provide some quasi-confidence in 
buckets by journal, but these are challenging to track and often hide deeper 
issues of replicability and reproducibility. Gray literature—such as confer-
ence presentations, government studies and industry reports—carry no easy 
markers of confidence beyond reputation and polished presentations. News 
reports and press releases on any of the above are often ambiguous, and 
without further investigation, often superfluous.

But the advent of blockchain/DLT is rapidly leading to new models of 
incentive and crowdsourcing for expert involved tasks. This tech/human 
process has matured rapidly in financial and supply chain applications. It is 
now being matured and tested for applicability to various aspects of health 
and science.

Distributed, weighted, crowd-tested feedback will provide refined 
confidence score of multiple types of information in significantly shorter 
timeframe for a variety of health information. In turn, this will greatly 
improve the speed and accuracy of information analysis and synthesis, 
which inform clinical decision-making. If successful, this distributed, 
blockchain-based peer-review system may be expanded to other areas 
of science and information. It may become a better, faster template for 
peer-review.

We can create a crowdsourced peer-review system for health science that 
would provide faster and more granular confidence scores for a wider vari-
ety of health information. This would be done in the context of an incen-
tive system driving both timelines and quality of expert scoring as well as 
long-term economic sustainability of the model. This system can be created 
on a blockchain that will enable immutable tracking of changes in related 
input, management of workflows related to expert confidence score assign-
ment via smart contract and auditable records of scoring to prevent manipu-
lations to the system.
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Current confidence in health research is very subjective and consists of 
(1) all or nothing static confidence score of whether results are published 
in any peer-reviewed journal, (2) general journal-by-journal confidence 
based on impact factor of journal, (3) ad hoc, subjective assessment of gray 
 literature, conference presentations, news reports and other miscellaneous 
delivery of findings.

The use of blockchain will benefit the entire health ecosystem, i ncluding 
the health community of providers; researchers; funding agencies who need 
to set programmatic priorities; the taxpayers and congressional oversight 
 committees who expect a ROI; the broad community of federal entities, 
state entities (public health) and local entities that need to make action-
able  decisions and set policy based on the results coming from the health 
community.

The impact of the work, if successful, will be the creation and valida-
tion of a cost-effective and sustainable new incentive system for expert 
engagement that can scale across the sciences, where behavioral economics 
and game theory are applied to mitigate today’s opaque and broken incen-
tive models for expert engagement. This model can and will accelerate the 
assembly of high-quality AI training data that has the potential to ultimately 
lead to automated assignment of high-value confidence scoring of health 
research, retrospectively and prospectively.
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Chapter 15

the Roadmap

The current system of science is ad hoc, messy, wasteful and still one of 
the finest systems humans have ever created. Because it is so valuable, we 
sometimes avoid or forget to look at how we can improve it. But as we have 
seen, there is tremendous room for improvement using the framework of 
Open Science along with new tools of blockchain and other emerging tech.

Getting there from Here

What we propose here is a vision of the future of science and what this can 
look like, along with a rough strategic plan of how to get there. By necessity, 
this is over-simplified as a way to begin the discussion, planning, execution 
and implementation of better science. To keep things straightforward, we’ll 
stay primarily focused on the system of federally funded academic health 
research in the United States, which serves as both global engine and model 
for much of the remainder of health research. Extrapolation and future 
expansion of this vision will enable it to be incorporated into other health 
research systems. We have to start somewhere.

Whenever looking to the future to articulate a vision and map how to get 
there, it is critical to know where you are now. Once you know where you 
are and where you want to go, the potential path or paths between the two 
points become clearer. This can be achieved by using basic project planning 
principles: identify goal, scope, stakeholders, resources and timeline; assess 
risks; outline phases; define tasks and subtasks; create milestones and met-
rics to assess progress; and finally assign tasks and execute. Of course, there 
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are variations to this process, but given the expansive scope and nascent 
state, we start simply. Here is a preliminary project plan.

This plan is meant as a notional jumping-off point for those stakehold-
ers involved to adjust and build from. Some elements, such as resources, 
have been left for future discussion, while others represent efforts already 
underway. Here is a look at some of the early-phase blockchain and health 
research-related activities already in progress:

Education—Starting with the U.S. Department of Health & Human 
Services (HHS) Office of the National Coordinator (ONC) white paper contest 
for blockchain applications in health and research in 2016, there has been 
a steady stream of education events for blockchain in healthcare with some 
focus on research throughout the United States and around the world. A few 
of these have even focused exclusively on research applications such as IEEE 
clinical trials forums and the Georgetown University/Science Distributed 
Blockchain for Health Research events. Along with a host of articles in 
popular literature and on websites on the topic, increasing amounts of peer-
reviewed literature has been devoted to the topic of blockchain and research 
in blockchain-focused journals: Ledger, Blockchain in Healthcare Today, 
Journal of the British Blockchain Association, and Frontiers in Blockchain 
(including the special topic area Frontiers: Blockchain for Science). Additional 
literature on the topic has also been published in traditional journals from 
PLoS to Nature Communications. Health Information and Management 
Systems Society (HIMSS) Blockchain Task Force has established a library 
that includes research-related items. This book aims to be an expanded and 
accessible education tool on the topic as well.

Stakeholder engagement (and early pilots)—There are numerous 
interested parties across federally agencies along with industry, university 
and non-profit partners discussing, designing, developing and deploying 
blockchain solutions that are just beginning to achieve some of the prom-
ise and value we have outlined. To date, these efforts have been largely 
bottoming up with only a small amount of coordination. HHS has led the 
way with its successful Accelerate program for acquisition, and associated 
engagement of leadership, industry and internal federal stakeholders at HHS 
and other federal agencies. Other HHS divisions such as the Food & Drug 
Administration (FDA) and the Center for Disease Control (CDC) have actively 
been exploring projects for everything from food safety, to pharma supply 
chain, and different solutions relating to the opioid crisis.

These pockets of interest have begun coalescing into communities of 
interest across existing working groups relating to areas like precision 
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medicine and supply chain management, along with new health and 
research focused groups such as those coordinated by the American Council 
for Technology and Industry Advisory Council (ACT-IAC) and the National 
Institutes of Health. HIMSS has created a blockchain task force that has had 
an increasing level of prominence at its large annual conference (30,000+ 
attendees) and across its worldwide membership (50,000+) of stakeholders 
across health fields over the past few years.

Research specific engagement is still largely a subset of the health-related 
interest in blockchain. Early exploration has begun in the pharma i ndustry 
[15-1] and academia [15-2] with respect to clinical trials. Blockchain and 
healthcare interest have begun to intersect with organizations more broadly 
interested in the technology’s promise across scientific research such as the 
non-profits Blockchain for Science and Open Science Organization, as well 
as the peer-reviewed journal Frontiers in Blockchain’s sub-topic, Blockchain 
for Science. Numerous start-up pilots have begun exploring research-related 
blockchain applications, especially in the area of publishing [15-3], along 
with pilots at more established companies such as Springer Nature and 
Elsevier.

Develop standards (and future framework) —At a Defense Health 
Agency (DHA) Industry Day briefing by Dr. Manion about the potential of 
blockchain in health and research in November 2017, the DHA panel agreed 
on the promise, but noted that widespread piloting and adoption would be 
unlikely until there was (1) more guidance on the tech from agencies such as 
the National Institute of Standards and Technology (NIST), (2) more  clarity 
on how blockchain was categorized (e.g., software, infrastructure, etc.) with 
respect to federal acquisition and cybersecurity standards, (3) more input 
from federal health regulators and human research protections  specialists 
and (4) progress on standards for the technology by established organiza-
tions such as the Institute of Electrical and Electronics Engineers (IEEE).

Work toward these basic criteria is underway for blockchain and its 
 application to health and research. NIST has provided an overview and guid-
ance relating to blockchain [15-4], the FDA has included the tech in its future 
planning [15-5], and the HHS Office of the Assistant Secretary for Planning 
and Evaluation has commissioned a report on applications relating to the 
opioid crisis [15-6] in coordination with the CDC.

When the HHS blockchain-based Accelerate program received its 
 authority to operate in December 2018, it established federal acquisition 
and cybersecurity standards for the tech. A recent policy review paper 
 published by Frontiers, “Compliance by Design: Regulatory Considerations 
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for Blockchain in Clinical Research” [15-7], gives a comprehensive review 
on the topic of regulatory considerations along with recommendations for 
researchers, regulators and policy makers with respect to the tech. It has 
prompted dialogue on related regulatory issues at several federal agencies.

a. The IEEE Standards Association has also begun leading the way for 
both tech and data standards for blockchain in healthcare and research 
with its working group P2418.6—Standard for the Framework of DLT 
Use in Healthcare and the Life and Social Sciences. This group is devel-
oping tech and data standards that align with existing healthcare stan-
dards such as Fast Healthcare Interoperability Resources (FHIR) as well 
as developing blockchain and healthcare standards being developed 
by other standards agencies such as the International Organization for 
Standards [15-8]. The IEEE P2418.6 group has also initiated a research 
sub-working group to explore research-specific data standards that 
might be required across the more than 200 specialty areas of health 
and life sciences, such as the common data elements and standards 
developed for the National Database for Autism Research (NDAR) or the 
traumatic brain injury research database Federal Interagency Traumatic 
Brain Injury Research (FITBIR) informatics system. Harmonizing with 
these established standards in these individual areas and facilitating the 
development of similar standards for those health research areas that 
lack them will be crucial for realizing the value that blockchain can 
bring to research data sharing.

Current State of Health Research

The current state of health research is good, but as we explored earlier, can 
be improved. This plan is focusing primarily on the $40 billion in U.S. feder-
ally funded biomedical/health research executed annually. Briefly, new ideas 
are generated by 10,000s of principal investigators (PIs) and their 100,000s 
of post-docs, students and research staff at university, federal, industry and 
non-profit labs and clinics based on their background knowledge and study 
of existing literature, knowledge of other ongoing research, and personal 
observation of lab and clinic phenomena. These ideas are developed with 
collaborators into proposals for intramural (government to government lab) 
or extramural (government to non-government lab) funding and submitted 
into the systems specific to the funding agency. This proposal submission is 
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sometimes in response to a specific call for proposals and other times is for 
more general windows of proposal submission. Proposals are generally vet-
ted and signed off by several administrative and regulatory offices at the PIs’ 
affiliated institutions prior to submission (Figure 15.1).

In addition to the roughly $40 billion available in federal research funds 
each year, there is an even greater level of internal industry funding (mostly 
pharma) for advanced research and development that is based similarly on 
the existing literature but is frequently not widely reported as it is propri-
etary and focused on developing drugs or devices for sale. For the purposes 
of this environmental scan we will not be looking directly at this bucket of 
research. How and where proprietary industry research fits into this picture 
is a different and more complex picture that will be tackled in later work. 
Proposals that seek to simply push this market-driven proprietary research 
into the transparent public sphere with academic research overlook the 
simple fact that elimination of the existing profit motive for industry would 
also eliminate the motivation to invest in this costly and high-risk research. 
It is an important part of the ecosystem that we should keep in mind but is 
a different phylum entirely.

There are also smaller amounts of academic and non-profit funds 
 available for research. These can be treated as augmentations to the feder-
ally funded research dollars as though some specifics of the funding awards 
may differ, and the results generally contribute to the same overall output 
and body of literature. It should be noted that many non-profits that fund 
research have a specific health issue as their mission. This concentrated 
area of focus for these non-profit organizations and their associated patient, 
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Figure 15.1 Current system: key stakeholders and connections of the current system 
with a highlight on critical stakeholders.
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advocate, provider and researcher community of interests can sometimes 
make them faster to move as a network into new areas of innovation. These 
organizations will be pivotal later when we describe the path to future 
goals. Their early adoption can accelerate the enterprise-wide evaluation and 
implementation of blockchain-based solutions.

Moving back to the system of science, proposals are screened by admin-
istrative staff for completeness and programmatic fit and then assigned to 
volunteer subject matter experts (SMEs) for review. The SMEs score the 
proposals and then convene to discuss and rank the proposals for funding, 
generally based on predetermined guidelines relating to quality, feasibility 
and impact. PIs and their affiliated organizations are notified of their award 
and then funds are distributed. This distribution often occurs with a signifi-
cant percentage of overhead costs (10%–50+%) also going to the affiliated 
organization to cover administrative and infrastructure costs.

Funded research proposals are developed into formal research proto-
cols, outlining all specific details of the research to be undertaken. Before 
research can begin, PIs must receive formal approval from the university’s 
appropriate research regulatory body, the Institutional Review Board (IRB) 
for human research or the Institutional Animal Care and Use Committee 
for basic animal research. Even research looking at existing healthcare and/
or human research data requires regulatory signoff to confirm appropri-
ate privacy protections for patients, though this is often expedited. This 
approval can in different circumstances be sought and even received before 
the proposal is funded, though any changes made to the associated protocol 
must be approved by the regulatory body as an amendment or updated and 
approved as a new protocol.

As research execution gets underway, there are wide variations in details 
and time frame depending on the research specifics. Basically, experiments 
or clinical observations are conducted, and data is collected based on a 
 predetermined data governance plan outlined in the protocol. In cases of 
prospective clinical research, patients must be recruited and consented for 
their involvement. In the case of research involving retrospective looks at 
existing data sometimes additional steps are required to access the data, 
especially if it sits in a different institution. This usually requires demonstra-
tion of regulatory approval, details of the planned research and demonstra-
tion of feasibility or competency.

Once the data has been gathered or accessed, and sometimes at interim 
steps (e.g., 50%) along the way in some longer studies, analysis begins based 
on plan described in the protocol. Initial data management sometimes 



The Roadmap ◾ 129

requires data processing including combining data, data cleaning, standard-
ization, normalization or other general steps. There are quality control and 
assurance checks along the way as outlined in the protocol.

Data analysis can vary but should follow the prescribed statistical tests 
outlined in the protocol, testing against the initial hypotheses. This adher-
ence to include additional test with appropriate justification and notation is 
critical to provide valuable and reproducible research. Simply running an 
array of tests on a data set until something interesting or statistically signifi-
cant shows up (commonly referred to as p-hacking) is far too frequently 
done without understanding (or not caring) that resulting “significant” 
results are more likely false positives. This is quietly one of the most promi-
nent weak points in research, resulting in the perpetuation of questionable 
results.

Results of the statistical analyses, often retested for validation, are then 
looked at in the context of the study and other research to interpret what 
it means. These findings are based not only on the analysis of the study 
data, but also on known limitations to the study as well as support or con-
tradiction of other findings in the literature. Much like the initial ideas and 
hypotheses, this step in the research has some of the most subjectivity and 
creativity from the PI and senior researchers. It is also an area of potential 
over (or sometimes under) estimation of what the results mean in real-
world terms. It is here that interaction with colleagues and other experts in 
the particular sub-field is critical to help confirm, refine or reject the initial 
determination of findings.

This peer interaction happens in several steps, first locally or with known 
colleagues involved in similar research. Through personal communica-
tions, lab meetings and local presentation of findings, feedback is received 
to refine how the research results are interpreted. If a major oversight is 
noticed it can mean revisiting or even reproducing the research. Generally 
solid research done with full knowledge of the supporting body of literature 
will move forward to next being presented at the national or international 
level with the broader community of interest at a professional conference 
or some other venue. This allows more refinement and feedback, as well as 
beginning to inform colleagues about the new findings.

At this point, research findings are ready for submission to a peer-
reviewed journal. This is an intensive process of formal preparation with 
the context and reference to the supporting body of literature. The goal of 
this formal process of publication is to introduce the findings to the broader 
community as a fixed and appropriately supported addition to the overall 
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body of knowledge from which all future research will be launched. This 
body of peer-reviewed literature is the immutable ledger, or blockchain of 
science. As noted in the brief thought experiment post, “Proof of Science” 
[15-9] (Figure 15.2):

The Blockchain of Science has been running for 300 years. It is 
not exactly tech, though significant portions have been digitized. It 
is the ad-hoc collection of scientific papers published in the peer-
reviewed body of literature. These are hashed (i.e. referenced) 
and represented in subsequent blocks (i.e. papers) to form a chain 
(i.e. body of knowledge). The consensus mechanism? Peer-review. 
Proof of Science.

This isn’t a mere thought experiment or loose analogy. This is a 
conceptual framework for those that [sic] understand blockchain/
DLT to understand what science is at its core, and for scientists to 
understand what the newly maturing field of blockchain/DLT can 
do for science.

Future Vision of Health Research

The possibilities and potential pitfalls of the future are endless. It isn’t 
 necessarily new ideas that will transform science, as much as it will be 
 existing ideas combined with the capabilities that new technological tools 
can bring. In the near term, 5–10 years, an Open Science framework 
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Figure 15.2 Four-sided platform of science.
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combined with the capabilities of blockchain working in synergy with other 
emerging tech tools such as machine learning can provide a host of rapid 
improvement of the speed, cost and quality of health research. This will 
accelerate the advancement of medicine and improve our ability to save lives 
and improve health outcomes and quality of life.

The biggest barriers will also be old ideas: bureaucracy, resistance to 
change and lack of political will from leadership in all types of organiza-
tions involved in research and knowledge translation. To overcome these, 
we’ll need to see external validation of the value of blockchain applied to 
other industries and areas of healthcare. We have already begun to see this 
over the last few years. In 2016, prior to the HHS ONC white paper contest 
exploring the possibilities for blockchain in health and research, not many in 
these areas had heard the word, much less had a sense of the myriad ways 
it could transform the industry. Now, just a few years later the state of block-
chain in healthcare has gone from conceptual to real-world applications at 
HHS and across the industry, already transforming everything from purchas-
ing (HHS Accelerate) and insurance remittance (Change Healthcare) to track-
ing medical devices/adverse events (Spiritus Partners) and providing cancer 
drugs that would otherwise be thrown away to those most in need (Good 
Shepherd Pharmacy and RemediChain). Given the potential for research, it 
seems inevitable that transformation will sweep through health research and 
its current challenges. The only question is how quickly.

Here are some of the main areas in health research where the application 
of blockchain technology will have the most impact in the next 5–10 years:

1. Sharing ideas/hypotheses—Currently, the ability of the average 
researcher or administrator to look across all ideas/hypotheses in 
the system of federal research begins at funding when information is 
available in sites like National Institutes of Health (NIH) Reporter and 
Clinicaltrials.gov. This system can be enhanced beyond the current state 
of self-report by automated extraction and processing via smart contract 
application. Further, with immutable timestamping to validate researcher 
contribution and real-time peer-to-peer sharing between researchers 
and admins akin to that between buyers in the HHS Accelerate pro-
gram, ideas/hypotheses submitted for federal funding can be shared 
upon submission. This will allow for a host of new possibilities of 
coordination, collaboration and avoiding undesired replication among 
researcher that in the current system may not even have been funded. 
Imagine not wasting hundreds of hours preparing a proposal for an 

 

http://Clinicaltrials.gov


132 ◾ Blockchain for Medical Research

idea that was already rejected or joining forces with another researcher 
with a similar idea for a successful bid/project.

2. Accelerated proposal review—Similar to the 2016 federal GSA pilot 
which demonstrated reduction in vendor proposal review time by 90%, 
a blockchain layer across the legacy systems involved in grant proposal 
review at federal agencies could significantly speed up submission to 
award time while reducing administrative costs. Tracking and validation 
of data elements involved in submitting a proposal could also allow for 
pre-population of new submissions, saving time and effort on the part 
of researchers reapplying from federal agencies. Cost savings could even 
be carried back to the universities as they integrate into the system, 
reducing administrative burden.

3. Funding innovations—There are a variety of innovations related to 
funding that could also be worked into the future state. These include 
more reliable and automated expenditure tracking for research grant 
dollars. This would provide reduction in waste and fraud in the short 
term, with a more accurate longitudinal picture of what grant dollars 
contribute directly and indirectly to medical advances and improved 
outcomes over years and multiple budget cycles. There would also be 
innovations in shared agency funding or even crowdfunding by non-
profits, private companies and individuals to support specific research.

4. Protocol development—Rapid, automated protocol development from 
data elements pulled from proposals and/or validated elements from 
previous research that are then processed and pre-populated via smart 
contract could reduce time and effort by researchers.

5. Regulatory value—Enhanced, automated facilitation of submissions 
for regulatory approval, in addition to more comprehensive document 
tracking via a shared ledger would significantly speed up the time for 
approval, while reducing the time and effort for researchers and regu-
lators. Rapid, automated auditing of studies with less dependence on 
researcher self-report would greatly improve human research protection 
staff to ensure compliance without new burden on the researchers.

6. Enhanced data sharing—The ability to share permissioned (automatic 
check for valid IRB-approved) access to cloud-based data will allow for 
tremendous expansion of qualified research eyes on a health problem 
area. A distributed immutable ledger will allow a record of who cre-
ated each data point, how it was collected, how it was analyzed, who 
has touched it since and what hypotheses it has been tested against. 
This would be rapidly and cheaply auditable by researchers, admins 
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and regulators to quickly check and verify the validity of findings. 
This would also incorporate a system of timestamping and contribu-
tion tracking for those who have done work on every stage from ide-
ation to peer-review of findings for appropriate credit. This would look 
something like a Wikipedia page for each data set, with authenticity 
and provenance of every data point. This data tracking would allow for 
cleaner and more appropriate data aggregation across studies and asso-
ciated meta-analyses.

7. Methods and analyses tracking—Much like the HHS Accelerate pro-
gram has allowed peer-to-peer sharing of purchasing details, providing 
strategic buying information to federal buyers at their fingertips, there 
could be a similar database for researchers in every area. This would 
allow rapid searching of automatically extracted data from every feder-
ally reviewed and/or funded study to see (1) what methods have been 
used with which variations, (2) by which researchers and where current 
capabilities are and (3) with what success and contribution to shared 
databases. This would allow researchers to pre-select alignment to exist-
ing methodology where incremental contribution to the established 
research in the field is the goal, or deliberate divergence when new 
directions are warranted.

8. Pre-review of interpretations—Similar to currently available pre-
publication sites like ArXiv.org and Biorxiv.org, which allow individuals 
to get feedback on their work pre-publication, a crowdsourced open 
network could expand this to interpretation of results feedback earlier 
in the process. A distributed layer of verification of identity of users 
would allow better weighting where appropriate (feedback from a 
seasoned researcher in the field may carry more weight than an inex-
perienced graduate student, though group feedback on comments from 
each could also shift this weight), while also giving an authenticated 
record of reviewer feedback that could be transferred to the formal 
peer-review process once the publication is ready; like transferring 
college credits. This system could incorporate existing identity solu-
tions for users like Open Researcher and Contributor ID (ORCID) digital 
identifier (iD) or the federal contractor System for Award Management 
(SAM), or develop a new system as needed for identity verification and 
management.

9. Crowdsourced peer-review—Building from the existing pre-publication 
approach and the earlier precursor of result interpretation feedback men-
tioned in #8, the process of open, crowdsourced, weighted peer-review 
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could be widely integrated into the system. This three-stage system 
would have the effect of opening research to a wider audience at stages 
like (1) small lab meeting group feedback on interpretation of results, 
(2) conference-type feedback on more comprehensive pre-publication 
findings and (3) a crowdsourced weighted peer-review. The blockchain 
layer would simply provide authenticity of input at each layer with more 
rapid processing (e.g., weighted scoring) and auditable continuity.

10. Fractionalized publishing—Further advancing the speed with which 
health research is conducted would be a system of fractionalized pub-
lishing, or moving data, results and findings to review and publication 
sooner and in smaller increments. Currently, publications lean toward 
larger studies and combined findings to meet a level of attention 
required to stand out from the crowd of competitors for higher ranked 
(and more often read) journals. This tendency in turn delays publica-
tions, can bias interpretations and frequently leaves out critical nega-
tive findings. The lack of negative findings reported in the literature 
is especially detrimental to progress and research funding ROI, given 
that many studies that don’t produce actionable findings are repeated 
unnecessarily with no knowledge of or comparison to previous efforts 
that went unpublished. By breaking publication of findings into more 
bite-size increments and shifting the broader narrative to later stages of 
knowledge translation, we would shift to a system of building a founda-
tion of scientific knowledge from pieces ranging from pebbles to boul-
ders, to a more standardized size of bricks.

The Open Science framework has already considered and conceptualized 
all of these ideas. Many pilot attempts are underway. In most instances, the 
goal of the pilot is technologically feasible without a distributed solution. 
What blockchain provides is a layer of trust and auditability to each system, 
along with the speeding of automation of processes (and removal of slow 
and biased intermediaries) via smart contracts. It also allows for interop-
erability of these systems for a combined efficiency far beyond what the 
 individual parts could achieve.

Blockchain changes the value proposition for adoption of these advances 
at the individual and combined level in a way that incentivizes key 
 stakeholder to support them at an earlier stage. Current technology hasn’t 
achieved this because much of the challenge is with motivating people, 
organizations and networks to buy-in and contribute to the shared gover-
nance required at each step.
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Together, these advances can create an efficient, cost-reducing,  lifesaving 
learning health research system that supplies higher quality evidence for 
advances in medical treatment and health outcomes. This would be a 
 preliminary stage of moving toward a distributed autonomous organization 
(DAO) for health research, continuing to utilize trusted, centralized inter-
mediaries where necessary, until the governance system itself is refined 
and trusted enough to replace them with open, fully crowdsourced con-
trolled systems. While this may require more advanced platforms, gover-
nance  structures and distributed protocol than are currently available to be 
fully implemented in the near term, these initial steps are achievable in the 
next 5–10 years. They will likely come about inevitably, but this will hap-
pen sooner and in a more integrated fashion with the right stakeholder 
 engagement (Figure 15.3).

Roadmap

As we saw in Table 15.1, there are a number of milestones that outline some 
of the basic steps toward this future goal. How quickly and widespread this 
is achieved will depend on key stakeholder engagement and coordination. 
This strategic plan toward better science, cheaper research and faster mir-
acles is just an outline to get the discussion moving forward with a shared 
vision. The specifics of that vision and the granular steps to get there will 

Idea

Funding

DAO Research

Medical

Publishing?

Figure 15.3 Future vision: DAo of science.
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be determined by individuals and groups involved, not by this book or any 
other singular vision.

The most critical stakeholders are the researchers themselves, though 
funding agencies, publishers, university administrators, providers, hospitals 
and healthcare systems are also necessary, particularly to determine how 
rapidly advances can occur. And of course, the patients and their advocates 
are the key group of end users for driving the momentum forward. Of all 
the federal agencies, NIH will be the most crucial given that it manages the 
bulk of federal health funding, but other agencies, including the DoD and 
U.S. Department of Veterans Affairs can also play a pivotal role in early 
adoption for health issues such as traumatic brain injury where there is 
already advanced infrastructure for coordination, the agencies have mission-
related needs for more rapid medical advances and the research areas are 
more tightly connected to the health delivery systems.

This roadmap is only a starting point, and these are a few markers and 
milestones for the later phases along the way:

table 15.1 Preliminary Project Plan for Better Health Research via Blockchain

Goal Better health science, improved health outcomes

Scope Federally funded health research in the United States

Stakeholders Researchers, administrators, funders, regulators, publishers, end 
users (e.g., Hospitals, pharma), public, congress

Resources Not yet determined

Timeline 5–10 years

Phases and 
major tasks

Early phase—1. Education, 2. Stakeholder engagement, 3. Develop 
standards; Active phase—4. Develop future framework, 
5. Administrative pilots, 6. Research pilots; Final 
phase—7. Refinement and implementation, 8. Staged shift 
to distributed autonomous function

Milestones Cross-agency working groups, % university engagement, IEEE/NIST
standards, future framework, successful admin pilot, successful 
research pilots, enterprise deployment, stages to DAO

 

Metrics Number of agencies/programs in working group, number of 
universities engaged, number of fields with data standards, % 
buy-in future framework, number of pilots and % success, data 
quality, speed of access, reproducibility, real-time tracking speed, 
translation time, health money saved, improvement in health 
outcomes.
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 1. Cross-agency, public–private, subject matter working groups—
Dialogue across federal agencies is critical, and eventually these will 
need to occur along specific health subject matter/health issue lines to 
dive deeper into early use areas and facilitate adoption by associated 
research and advocacy groups. Traumatic brain injury and autism seem 
like potential early adopters based on their existing federal research 
registry framework and standardization. Other early candidates may 
come from health issues with strong advocacy groups and research net-
works like Cystic Fibrosis, Cerebral Palsy and Parkinson’s Disease.

2. University and research group engagement—There are nearly 300 
universities along with hospitals, non-profit organizations and a few 
other private organizations that receive $10 million or more in federal 
health research funding each year. Engagement and early discussion 
with researchers, administrators, regulators and information technol-
ogy staff at these locations will facilitate more rapid development and 
implementation of any plan. Getting 50–75 of these NIH-funded orga-
nizations as early adopters involved in planning representing the larger, 
smaller and unique types of organizations would provide a solid foun-
dation for the active phase.

3. IEEE/NIST standards—Continued work on and development of stan-
dards will be critical. This will be most effective if the federal agencies 
involved along with the early adopting research organizations are also 
involved. Technical standards should be harmonized with other exist-
ing technology standards, and data and taxonomic standards should 
be individualized as needed to specific health areas with unique data 
elements. These should also be aligned with existing data standards for 
each area (e.g., Clinical Data Interchange Standards Consortium (CDISC) 
and Federal Interagency Traumatic Brain Injury Research (FITBIR) 
informatics system standards for traumatic brain injury). Considerations 
for need of additional standards for each phase of science beyond 
data gathering, such as methodological and publishing, should also 
be considered. This will be important toward development of future 
 governance standards.

4. Future framework—With early-phase steps underway and learning 
from the above (#1–3), a more comprehensive strategic planning effort 
should be undertaken to develop a detailed future framework for an 
integrated, distributed system of health research. This should include 
representation from many of the above-mentioned groups, while 
 balancing for broad input versus speed of development and consensus. 
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It may be useful to draw from previously successful strategic plan-
ning efforts while avoiding the traditional pitfalls of “we’ve always 
done it this way.” An iterative, continuous integration approach to this 
will allow for early speed, with more broad input toward consensus 
achieved at later stages. This will become a learning template for later 
governance discussions.

5. Successful admin pilots—Just like the successful HHS Accelerate 
 program, which was executed at the cost of $2–3 million and a ROI of 
800%–1,000% and which went from concept to sandbox to live deploy-
ment in under a year, administrative pilots will be more easily achieved 
to build capabilities and develop trust in the technology. These can be 
encouraged through smaller bundles of funding but will also require 
buy-in of leadership and key stakeholders for each. Human-centered 
design incorporating existing processes and input from stakeholders has 
been a successful model that should be encouraged.

6. Regulatory engagement—Engagement and policy planning with 
health regulators must precede any widespread testing or adoption of 
clinical research applications involving population health information 
(PHI). An outline of what this looks like has been published in more 
detail in “Blockchain Compliance by Design: Regulatory Considerations 
for Blockchain for Clinical Research,” Charles et al.

7. Successful research pilots—Funding for rapid research pilots should 
be encouraged across health areas and individual institutions at NIH. 
Those involving multiple institutions and existing research networks 
will be most valuable. A variety of pilots should be rolled out with a 
coordinated system of sharing and lessons learned.

8. Enterprise deployment—Those models and networks that demon-
strate success can become early templates for rolling out more compre-
hensive and integrated systems (i.e., administrative and data elements 
incorporating multiple blockchain applications in a single network). 
How and where this next level of deployment occurs should be more 
finely articulated in the future framework planning (#4) with the early 
pilots serving as subjects for something like an adaptive trial; certain 
milestones being met trigger advanced application and expansion.

9. Stages to DAO—As noted previously, there will be stages of develop-
ment toward creation of a DAO, with many centralized portions remain-
ing as scaffolding until there is consensus based on predetermined 
milestones that these can be disintermediated. Future planning in #4 
can give a more detailed picture of what this looks like.
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Future

Nothing that will transform the world will do so without itself being 
 transformed. The current models of research and concepts of blockchain 
and distributed systems can—and should—be taken apart and reconstructed 
in whatever forms are most viable for mission success: saving lives and 
 better health. The scientific, medical, government funding and technology 
communities all have their own versions of “it has always been done this 
way” or getting caught up in semantics rather than solutions. This needs 
to be anticipated as a known bias and worked past, in order to create new 
models and transformative change. Of course, there are additional biases 
that will need to be taken into consideration, such as socio-economic ones.

Dr. Tiffany Gray, DrPh, MPH, public health & research advisor, tells us 
that for example when it comes to access to information, like telehealth, 
users tend to be educated, have already access. “We need to make sure 
we go to the users who don’t and engage them more; teach them how to 
navigate the system better. We want to make sure that the technologies and 
what we do with them don’t further disparities within populations. People 
have raised concerns with AI about racism, discrimination, so we have to 
make sure that we don’t create new disparities. Public health needs to be 
key component.”

The goals and steps outlined in this book are a starting point, not an 
endpoint. Further into the future, in a decade or two, these steps may lead 
to additional opportunities to advance the system of health research. The 
data standardization achieved through the shared governance of block-
chain solutions will enable more rapid advances in artificial intelligence and 
machine learning applied to health research and medicine. This can facilitate 
more reliable and rapid knowledge translation, which is currently bottle-
necked by the sheer volume of information and uneven distribution in confi-
dence of even the top peer-reviewed tier. This will enable feedback into the 
education system, augmenting learning and decision-making of everything 
from early pre-med and science education to continuing education of provid-
ers and personalized education of patients and their advocates.

Further dissection and reimagining of the process of knowledge creation, 
translation, policy development and personalized health decision-making 
will be transformed in ways almost unimaginable in just a few decades. 
Students may contribute to scientific research by playing video games. The 
public may provide constant streams of personal health data (when and 
where they consent, and possibly for economic gain directly or through 
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tokenization) for a continual learning health system that is largely automated. 
Scientific publications may become an artifact of history as crowdsourced 
research is automatically converted into provider decision-making augmenta-
tion facilitated by artificial intelligence.

We have moved beyond the pure speculation of science fiction on these 
matters and have entered a time when the best ideas that may not have 
been achievable are now in reach with the appropriate application of new 
technological tools. With the outline in this book we hope we have pro-
vided the basis of a system-wide leap forward in health and medicine that 
will improve health and save lives. Better science. Faster miracles.
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