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Preface

On any given day, nearly all of us living in the contemporary United States face sit-
uations or engage in practices that have implications for personal privacy. We
speak on cellular phones in public places, we log on to networked computers that
monitor our activities, we purchase goods and services from companies that keep
personalized profiles of our buying habits, and we visit medical professionals who
retain important personal health information that we assume is kept secure and not
shared with others. These and many other everyday events raise intriguing ques-
tions and should prompt us to think seriously about the changing nature of privacy
in our information-saturated society. The Encyclopedia of Privacy is a timely,
authoritative reference work designed to offer both basic information and insight-
ful analyses of privacy and privacy-related topics and issues. This book is designed
with students and the general reader in mind, although professionals in a variety of
fields will also find it to be an invaluable quick-reference guide and source of a
number of provocative essays.

By way of introduction to the topic, readers would do well to first consult two
“anchor” essays offered here: Professor Judith DeCew’s wide-ranging treatise on
the philosophical foundations of privacy and Professor Anita Allen’s insightful
entry on the definition of privacy. DeCew traces the deep roots of privacy in the
West, from Aristotle through the major political traditions, most of which have
assumed and theorized some form of distinction between the public and the pri-
vate. In the context of modern philosophical debates, DeCew sees several different
privacy “camps” that she characterizes as “reductionist,” “coherentist,” and “femi-
nist.” Reductionists deny that there is anything coherent or analytically distinctive
or useful about privacy, and generally assert that “privacy rights” are always over-
lapping with, and may be fully explained by, other property rights or rights to
bodily security. Alternatively, coherentists defend the fundamental value of pri-
vacy as, as some claim, helping to define our essence as human beings and to pro-
tect us against demeaning intrusions and affronts to human dignity. Finally, the
feminist critique reminds us that that there is a potential “dark side” to an unwaver-
ing defense of the special status of privacy rights, since these rights may actually
be detrimental to women and others by being used as a shield to mask and maintain
power, control, and abuse. What the feminist position illustrates is that the concept
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of individualized “privacy rights” is a highly contested view that may in fact run
counter to other social and democratic values.

Professor Allen helps us to better understand and define privacy by distinguish-
ing physical privacy, informational privacy, decisional privacy, and proprietary
privacy. Allen offers a number of examples of each type of privacy, and the reader
will note that many of the entries in this volume fit these conceptual categories. But
Allen also introduces us to what might be called the “privacy paradox.” As she puts
it, “A nation of extensive privacy laws, with a history and culture of privacy pro-
tection driven by a concern for civil liberties and human rights, the United States is
also a nation in which people can be surprisingly indifferent to privacy and lax
about privacy protection.” We see this all around us; for example, citizens voice
their outrage when a government surveillance program comes to light but with the
same breath advocate the fingerprinting of welfare recipients. While some take a
stand against the adoption of a national identification card, others post intimate pic-
tures of themselves on the Internet. Consumers claim that they very much oppose
companies tracking their shopping habits, and then they routinely and voluntarily
offer personal information in the form of coupons, warranty cards, and contest reg-
istration forms. These and other examples suggest that the contemporary privacy
landscape is quite complex and defies simplistic and nostalgic interpretations that
would have us believe that personal privacy is something that flourished in the past
and is now being systematically destroyed.

This two-volume encyclopedia began with a commitment to try to capture some
of this complexity. It is the product of more than two years’ work and contains 226
entries ranging from brief technical explanations of various computer technologies
to lengthy essays, such as the two outlined above, exploring the philosophical, cul-
tural, and legal bases of our understandings and beliefs about privacy. How did I
decide which topics to include and which ones to leave aside? With the help of my
Advisory Editors, we began by building a global list of possible topics. We scoured
the texts, bibliographies, and indexes of hundreds of scholarly books and articles to
help us identify key concepts, events, legal cases and laws, organizations, techno-
logical developments, major figures, and ethical debates. After creating this
exhaustive list, and keeping in mind the idea that this book would be most useful to
the general reader rather than the specialist, I began the process of reducing the
number of entries to fit the parameters given to me by the publisher. I eliminated
overlap by collapsing topics and focused on, for example, only the court cases that
legal scholarship suggested were most vital. I also worked hard to make sure that
various “standpoints” were reflected in the final entries, especially with regard to
the social dimension of gender.

Once a “working list” of entries was established, I began inviting experts and
researchers in a variety of fields—the social sciences, law, technology studies,
criminal justice, and others—to contribute entries. More than one hundred of some
of the most noted and accomplished scholars, technology experts, policy practitio-
ners, and privacy advocates representing an amazingly diverse group of perspec-
tives ultimately took up the challenge. In many cases, these individuals suggested
modifications to topics—for example, narrowing or widening the scope or propos-
ing changes to the length of an entry—while others offered the names of potential
contributors. This interactive and cooperative process not only helped me to refine
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and improve this book, but it made the final product a truly collaborative effort.
The quality of the essays contributed by these individuals reflects not only the
breadth of scholarship in the field of privacy studies but also their own deep under-
standing of and nuanced approach to the issues at hand. In the end, I believe we
have “mapped” the privacy terrain with its most fundamental landmarks, which
will serve to guide novice researchers in their first excursion into the field.

Locating a topic of interest should be fairly easy. The entries are arranged in a
user-friendly, A-to-Z format. The text of each entry is written for the nonspecialist,
and jargon has been kept to a minimum. Each article explains the term, describes
its importance and relevance to privacy, and often includes concrete examples.
Each entry has been cross-referenced with other, related entries denoted by terms
that are highlighted in bold the first time they appear in a particular entry. Related
subjects that do not happen to be cited in the entry appear in a “See also” section
following many entries. Each entry is also followed by a number of “Suggested
Readings” that offer the user more detailed information on the topic. In addition,
some popular phrases or terms may be incorporated within larger entries. For
example, a reader searching for the computer-related term “cookies” is directed to
the more comprehensive entries “Computer” and “Internet.”

The first volume begins with an “Alphabetical Listing of Entries” as well as a
“Topical List of Entries.” The latter list should help orient the reader to the major
themes and categories that frame the overall project. This is followed by a “Chro-
nology of Selected Privacy-Related Events,” which includes the dates when gov-
ernment acts became law, court decisions were decreed, and various organizations
were founded. Such a timeline helps establish a historical context and provides a
sense of the trajectory of historical developments.

A detailed subject index for the entire encyclopedia appears in the last pages of
Volume 2. A more general “Resource Guide” also appears at the end of Volume 2
that includes a selected bibliography of key books on privacy, as well as a list of
relevant websites, organizations, and feature films and documentaries.
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1880

1886

1890

1901

1914

1916

1916

1920
1924

1925

1928

1934

1938
1939

Chronology of Selected
Privacy-Related Events

A burglary in Tokyo becomes the first recorded case to use
fingerprints as evidence.

In the case Boyd v. United States, the Supreme Court rules that the seizure
or compulsory production of one’s personal papers to be used as evidence
against that person is the same as compelling self-incrimination.

Louis Brandeis and Samuel Warren publish the article “The Right to
Privacy” in the Harvard Law Review.

The New York Civil Service Commission begins the first systematic
use of fingerprint identifiers in the United States.

In the case Weeks v. United States, the Supreme Court rules that the
warrantless seizure of items from a residence violated constitutional
protections.

Louis Brandeis is appointed to the Supreme Court.

The first birth control center is opened by Margaret Sanger in
Brooklyn, New York.

The American Civil Liberties Union is founded.

J. Edgar Hoover is appointed Director of the Federal Bureau of
Investigation.

In the case Carroll v. United States, the Supreme Court rules that
police may make a warrantless search of an automobile if they have
probable cause to suspect that it contains contraband.

The Supreme Court considers the case Olmstead v. United States and
finds that wiretapped private telephone conversations recorded by
authorities without judicial approval did not violate the Fourth or
Fifth Amendment rights of the defendant. This decision was reversed
by Katz v. United States in 1967.

The Federal Communications Act is passed.

The House Un-American Activities Committee is commissioned.
William O. Douglas is appointed to the Supreme Court.
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1947

1949

1953
1956

1957

1958

1965
1965

1965

1966
1966

1967

1967

1967

1967
1968

1969

1970

In the case Harris v. United States, the Supreme Court affirms the
admissibility of evidence of one crime that was found by officers
during a proper, but warrantless, search for evidence of another,
unrelated crime. The basis for the Court’s ruling was subsequently
expanded as the test required for the “plain view” doctrine.

George Orwell’s novel Nineteen Eighty-Four is published,
introducing the term “Big Brother.”

Hearings chaired by Senator Joseph McCarthy are held.

The first Federal Bureau of Investigation Counter Intelligence
(COINTELPRO) program begins.

In the case Watkins v. United States, the Supreme Court decides that
the House Committee on Un-American Activities acted beyond the
scope of congressional power.

In the case NAACP v. Alabama, the Supreme Court first recognizes
“freedom of association.”

The first electronic mail (e-mail) system is created.

In the decision regarding the case Griswold v. Connecticut, Supreme
Court Justice William O. Douglas uses the term “zone of privacy.”

The first U.S. reports emerge of police using surveillance cameras in
public places.

The Freedom of Information Act is passed into law.

In the case Schmerber v. California, the Supreme Court finds that a
blood test ordered by police and introduced as evidence in court did
not violate the Fifth Amendment guarantee against self-incrimination.

In the case Katz v. United States, the Supreme Court finds that the
Fourth Amendment protection against unreasonable search and
seizure requires that the police obtain a search warrant in order to
wiretap a public pay phone.

In the case Loving v. Virginia, the Supreme Court finds that the state
of Virginia’s anti-miscegenation statute, which banned interracial
marriages, violates the Equal Protection Clause of the Fourteenth
Amendment.

In the case Warden v. Hayden, the Supreme Court lets stand a
warrantless search by police because there was probable cause and
the situation made that course of action imperative.

The National Crime Information Center is established.

In the case Terry v. Ohio, the Supreme Court establishes the “stop
and frisk” rule, which permits police to temporarily detain someone
for questioning if there are specific facts that would lead a reasonable
police officer to believe that criminal activity is occurring.

In the case Davis v. Mississippi, the Supreme Court holds that an
arrest in order to take fingerprint is covered by the Fourth
Amendment prohibition against unreasonable searches and seizures.
The Fair Credit Reporting Act is passed into law.



1970
1973

1973

1974
1974
1975
1975-1976
1976

1978
1980

1984

1986

1986
1986

1986
1986
1987

1988
1988

1989

1990

Chronology of Selected Privacy-Related Events

The Bank Secrecy Act is passed into law.

In the case Roe v. Wade, the Supreme Court holds that a woman’s
right to an abortion falls within her right to privacy previously
recognized in Griswold v. Connecticut and protected by the
Fourteenth Amendment.

In the case Paris Adult Theatre I v. Slaton, the Supreme Court holds
that obscene films did not have constitutional protection simply
because their display was restricted to consenting adults.

The Family Educational Rights and Privacy Act is passed into law.
The Privacy Act is passed into law.

The first cell phone is patented by Dr. Martin Cooper.

The Church Committee reports are published.

In the case South Dakota v. Opperman, the Supreme Court states that
automobiles have less protection under the Fourth Amendment than
homes.

The Foreign Intelligence Surveillance Act is passed into law.

IBM signs a contract with the Microsoft Company to supply an
operating system for IBM’s new PC model.

In the case Hudson v. Palmer, the Supreme Court holds that the
Fourth Amendment proscription against unreasonable searches does
not apply within the confines of the prison cell.

In the case Bowers v. Hardwick, the Supreme Court finds that there
are no constitutional protections for acts of sodomy and that states
can outlaw such practices.

The Electronic Communications Privacy Act becomes law.

In the case California v. Ciraolo, the Supreme Court decides that a
warrantless, aerial observation of a home and yard did not constitute
an illegal search or violate the Fourth Amendment.

The Computer Fraud and Abuse Act is passed into law.

So-called smart cards begin to be distributed in the United States.

In the case O’Connor v. Ortega, the Supreme Court finds that a
supervisor’s search of a public employee’s office did not violate the

LT3

employee’s “reasonable expectation of privacy.”
The Video Privacy Protection Act is passed into law.

The Computer Matching and Privacy Protection Act is passed into
law.

In the case Webster v. Reproductive Health Services, the Supreme
Court finds that none of the provisions of Missouri legislation
restricting abortions infringe upon the right to privacy or the Equal
Protection Clause of the Fourteenth Amendment.

The Supreme Court hears its first “right to die” case in Cruzan v.
Director, Missouri Dep’t of Health, and finds that while individuals
enjoy the right to refuse medical treatment, incompetent persons are
not able to exercise such rights.
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1990
1992

1992

1993

1994

1994
1994

1994
1995

1995
1996
1996
1997
1997

1998
1998
1999
2000

2001

2001

2001

2001

The Human Genome Project formally begins.

The World Wide Web is invented by Tim Berners-Lee at the
European Particle Physics Laboratory in Switzerland.

The first CCTV video surveillance system is installed in Newcastle,
England.

President Bill Clinton institutes the “Don’t ask, don’t tell” policy in
the military.

The Communications Assistance for Law Enforcement Act becomes
law.

The Electronic Privacy Information Center is established.

The first use of the Sexually Violent Predator Law (Stephanie’s Law)
is made in Kansas.

The Driver’s Privacy Protection Act is passed into law.

In the case Vernonia School District v. Acton, the Supreme Court
finds that the school’s student athlete drug policy does not violate the
prohibition against unreasonable search and seizure of the Fourth
Amendment.

The Communications Decency Act is passed into law.

The Health Insurance Portability Act becomes law.

The Telecommunication Act is passed into law.

Carnivore is invented.

Princess Diana dies in a car crash, sparking debate about a celebrity’s
right to privacy versus the freedom of the press.

The European Data Protection Directive goes into effect.

The Children’s Online Privacy Protection Act is passed into law.
The Financial Services Modernization Act is passed into law.

In the case Lawrence v. Texas, the Supreme Court holds that the
Texas statute making it a crime for two persons of the same sex to
engage in certain sexual conduct violates the Due Process Clause of
the Fourteenth Amendment.

In the case Bartnicki v. Vopper, the Supreme Court holds that the
First Amendment protects the public disclosure of an illegally
intercepted cellular telephone call.

The Uniting and Strengthening America by Providing Appropriate
Tools Required to Intercept and Obstruct Terrorism Act of 2001
(USA PATRIOT Act) is signed into law by President George W.
Bush on October 26, just 45 days after the attacks of September 11.
In the case Camfield v. City of Oklahoma City, the Supreme Court
finds that the city violated a citizen’s rights under the Video Privacy
Protection Act by obtaining his video rental records without a warrant.
In the case United States v. Kyllo, the Supreme Court finds that the
use of a thermal-imaging device to detect heat emanating from a
private home violates Fourth Amendment protections.
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2003 In the case Sell v. United States, the Supreme Court finds that the
federal government may compel a mentally ill criminal defendant to
take antipsychotic drugs in order to render him competent to stand
trial.

2003 The National Do-Not-Call Registry goes into effect.

2006 Congress reauthorizes the USA Patriot Act as permanent legislation.
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By the time American women reach the age of 45, about one in three will have
had an abortion. Despite its prevalence, the abortion experience is still relegated to
the private realm, while the abortion issue continues to generate a storm of protest
in the public sphere. To understand this paradox, one must consider the history of
abortion, as well as the ideology and tactics of the pro-choice and pro-life move-
ments. The fiercely polarized debate over abortion raises many difficult questions
about privacy: Should abortion have been constitutionally and rhetorically
grounded in the right to privacy? Can a minor have an abortion without parental
consent? If a married woman seeks to terminate a pregnancy, must she notify her
husband? Is the right to privacy meaningless if abortion services are inaccessible?
How do abortion clinics protect patient confidentiality, and can these medical
records be subpoenaed? Should anti-abortion activists be able to broadcast the
identities of abortion providers and patients, and what impact does this have? How
do women manage the stigma of abortion? Will the abortion pill someday enable
women to end unwanted pregnancies in the privacy of their own homes, and could
this depoliticize the issue? Finally, how will the recent changes to the Supreme
Court shape abortion policies and practices in the twenty-first century?

During the first half of the twentieth century, abortions were illegal, secretive,
and heavily stigmatized, but American women still found ways to get them. Work-
ing behind closed doors, some doctors sympathetically aided female patients who
were desperate to terminate unwanted pregnancies. In the 1950s and 1960s, women
of privilege were sometimes able to get approval from hospital committees for
“therapeutic” abortions, while poor women and women of color were more likely
to have to rely on self-induced or back-alley abortions, which were painful, life-
threatening, and even more covert. In public discourse, this subject was taboo. The
Sheri Finkbine case was the first to shine the national spotlight on abortion. During
her pregnancy in 1962, Finkbine had been given thalidomide, a tranquilizer that
was later discovered to produce severe birth defects. When she went public with
her story in order to warn others about the dangers of this drug, the hospital where
she was planning to go canceled her scheduled abortion, and she was forced to
travel to Sweden for the procedure. Two years later, a German measles outbreak in
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the United States resulted in the births of over 20,000 congenitally abnormal
babies. Awareness of this situation drove thousands of women to terminate their
pregnancies, and it also prompted scrutiny of the restrictive abortion laws by both
the medical community and the public.

The 1960s brought technological advances in birth control, a sexual revolution,
and a climate that was ripe for social protest. During this decade, the second wave
of the feminist movement was instrumental in mobilizing support for abortion
rights since the abortion issue fit well with the feminist battle cry at the time: “The
Personal Is Political.” In the late 1960s, the National Abortion Rights Action
League (NARAL) appeared on the political scene, and in Chicago activists created
the legendary underground abortion network known as “Jane.”

The Roe v. Wade, 410 U.S. 113 (1973) decision, which legalized abortion in 1973,
was in many ways a response to this changing social climate and to state-level efforts
to reform abortion laws. Some states, like New York, had already lifted their bans on
abortion. The case of Roe v. Wade involved a challenge to a Texas law, which made
abortion a criminal act unless a woman’s life was in danger. The Supreme Court
determined that the inferred right to privacy in the Constitution was “broad enough to
encompass a woman’s decision whether or not to terminate her pregnancy.” Previ-
ously, the Court had used a similar rationale to strike down statutes prohibiting mar-
ried couples’ use of birth control (Griswold v. Connecticut, 381 U.S. 479, 1965) and
criminalizing the distribution of contraceptives to unmarried people (Eisenstadt v.
Baird, 405 U.S. 438, 1972). In Roe, the Court used a “strict scrutiny” standard, which
provides the highest level of constitutional protection for Americans’ most funda-
mental rights. However, the right to privacy for women’s decisions about pregnancy
was not absolute: the Roe decision stipulated that a state could claim a “compelling”
interest in preserving life once the fetus is capable of surviving outside the womb.

Framing abortion as a personal privacy issue for women has been advantageous for
the pro-choice movement. Signs at pro-choice rallies boldly proclaim these messages:
“Keep Your Laws Off My Body” and “U.S. Out of My Uterus.” Perhaps even more
resonant are the slogans that underscore the individual’s right to freedom, like “My
Body, My Choice.” The notion of self-determination is fundamental to the American
value system. In contrast, radical feminist claims for “abortion on demand” have
never been palatable for mainstream audiences. Feminist scholars and legal analysts
have debated the efficacy of grounding reproductive rights in privacy as opposed to
other possibilities such as the right to health care, the right to equal protection, or the
right to consent to bodily intrusion by a fetus. For example, philosophy professor and
founder of the National Network of Abortion Funds, Marlene Gerber Fried, sees the
rhetoric about abortion as a “private choice” as limited, isolating, and ironically
counter to the feminist claim that the personal is political.

The pro-life movement comes at this issue from an entirely different perspec-
tive. In this view, the right to privacy pales in comparison with the right to life.
Scholars like Kristin Luker, author of Abortion and the Politics of Motherhood,
explain that competing world-views are at the heart of the conflict over abortion.
For pro-life activists, abortion not only represents the destruction of human life, but
it also symbolizes a decline in traditional family values. The legalization of abor-
tion galvanized the pro-life opposition, as movement successes often do, and it
fueled a new era of clashes in judicial, political, and social arenas. Organizations
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like the National Right to Life Committee and Operation Rescue (now called Oper-
ation Save America) emerged as fierce challengers. According to the National
Abortion Federation, which tracks legislative initiatives, 500 bills that would fur-
ther restrict abortion services were introduced in Congress in 2005, and 26 were
signed into law. The pro-life movement’s tenacity in pursuing restrictive legislation
and its tactical ingenuity have often forced the pro-choice movement into a defen-
sive posture.

The legal precedent that was set in Roe has endured for over three decades, but
in Planned Parenthood of Southeastern Pennsylvania v. Casey (1992), the Court
introduced a new standard that allows states to place restrictions on abortion prior
to fetal viability, provided that these do not constitute an “undue burden” to the
woman. As part of this decision, parental consent laws and waiting periods were
allowed, but requiring a woman to inform her husband was considered a substantial
obstacle and was therefore deemed unconstitutional.

According to a 2005 Gallup Poll, 64 percent of Americans said they would be in
favor of a law requiring that the husband of a married woman be notified if the
woman decided to have an abortion. An even higher percentage favored parental
consent laws for minors. Opponents stress that most teens do involve a parent or
other trusted adult in the decision to terminate an unwanted pregnancy, and that
minors are allowed to make other confidential decisions about medical care. For
example, all 50 states grant minors the authority to approve the diagnosis and treat-
ment of sexually transmitted diseases. Currently, 34 states have some type of
parental involvement stipulation regarding the decision to terminate a pregnancy. In
Arkansas, for example, the minor must bring her parent or guardian, or provide that
person’s notarized signature as an indication of consent, to the clinic. Some states
allow minors to obtain a judicial bypass in recognition of the fact that some teens
may be victims of incest or subject to abuse if parents were to find out about the
pregnancy. There is evidence that parental consent laws increase the likelihood of
second-trimester procedures, but these laws may also lower rates of sexual activity,
pregnancy, and abortion for young women.

Poor and rural women'’s access to abortion has also been curtailed. With the cost
of a first-trimester surgical abortion averaging around $400, the cost of this proce-
dure is prohibitive for many women. In addition, 87 percent of U.S. counties lack
even a single abortion provider. In states like Wyoming, women must drive hun-
dreds of miles or travel to neighboring states for abortion services. Waiting periods
can be particularly taxing for women who have to travel out of state. Although
there has been a drop in the number of abortions in recent years, there is an insuffi-
cient geographic distribution of abortion providers. In large cities, the situation
may be different, In Detroit, for example, abortion clinic owners compete for
patients. Some try to gain a competitive edge by offering a more private, spa-like
atmosphere, complete with amenities like aromatherapy candles and relaxing
music.

This example contrasts dramatically with the emotionally charged battleground
outside many abortion clinics. The front lines of the abortion wars have been
chronicled extensively. In some places, pro-life activists assemble in peaceable
prayer vigils or offer sidewalk counseling and resources to women who are con-
flicted about their decision. In other places, women must run what they describe as
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an intimidating gauntlet of protestors, where they are subjected to gruesome photo-
graphs of bloodied fetal parts, pleas of “Don’t kill your baby!” and even threats like
“God will punish you!” Members of Operation Save America, who participate in
blockades do so in an impassioned effort to compel women to turn away from what
the protesters see as the horrors of abortion. Although some women are able to
deflect anti-abortion accusations with hostility, others feel shaken, invaded, or tear-
ful. To offset this emotionally taxing journey, clinic workers may try to create a
safe space inside the clinic. This can be done with sympathetic reassurances or
with security measures like bulletproof glass. While some women feel more at ease
with these safeguards to protect their privacy, others perceive the lock-down system
as prisonlike and frightening.

Security systems are used to protect clinic workers and patients from sieges,
bombings, arson, anthrax, stalking, and violence. Many equate these acts perpe-
trated by the radical fringe of the anti-abortion movement with terrorism, although
those who have murdered abortion doctors see themselves as protecting the lives of
unborn babies. Two important victories for the pro-choice movement in this regard
came in 1994. The first was the Freedom of Access to Clinic Entrances Act, which
makes it a federal offense for any person to threaten, attempt to sabotage, or engage
in destructive acts against clinics, or to use violent behavior directed at clinic per-
sonnel with the purpose of blocking reproductive health services. The second was
Madsen v. Women’s Health Center, in which the Supreme Court ruled that a 36-
foot buffer zone protecting clinic entrances and a ban on disruptive noise do not
curtail the protestors’ rights to free speech: “The First Amendment does not
demand that patients at a medical facility undertake Herculean efforts to escape the
cacophony of political protests.”

In addition to protesting against those seeking abortions, anti-abortion activists
have tried to increase the emotional costs for abortion providers. Protestors have
picketed outside providers’ homes, tracked them with binoculars and cameras, and
posted identifying information about them and their families. In 1995 the Ameri-
can Coalition of Life Activists (ACLA) distributed wanted posters for a dozen
abortion providers who they charged were “Guilty of Crimes Against Humanity.”
In 1997 Neal Horsley’s compendium Nuremberg Files website made headlines
because the names of abortion providers who had been murdered were struck out,
making it look very much like a hit list. Unlike handing out leaflets, posting infor-
mation on the Internet can reach millions of people in a matter of seconds. Such
activities affect the privacy rights that help protect abortion providers from harass-
ment and danger. At the state and local levels, laws, ordinances, and injunctions
have been sought to restrict these kinds of activities. The Driver’s Privacy Protec-
tion Act of 1994 made it more difficult to obtain personal information based on
names and license plates. The Ninth U.S. Circuit Court of Appeals in San Fran-
cisco ruled in Planned Parenthood v. ACLA that the wanted posters were dissemi-
nated to intimidate doctors and constituted a “true threat” of violence. The
plaintiffs were awarded $109 million in damages.

Anti-abortion activists also have made attempts to uncloak patient privacy.
Although it is difficult to estimate the extent to which these strategies are used,
there have been reports of women who have received abortions being tracked down
by phone calls, finding anti-abortion literature on their doorsteps, and having their
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family members or acquaintances informed of their abortion decision. In 2001 a
woman in Illinois was taken from an abortion clinic to a hospital for the repair of a
cervical tear. As she was wheeled out to the ambulance, a protestor took her picture
and uploaded it to the Missionaries to the Unborn website, along with information
that had been obtained about her hospitalization, age, medical history, family, and
hometown. The patient sued the hospital for failing to protect her medical records,
as well as the anti-abortion activists for “publicly humiliating her.” In 2002 a web-
site called abortioncams.com was launched, with the explicit goal of shaming
“homicidal mothers” and deterring them from entering abortion clinics. Anti-
abortion activists have claimed that women going to clinics are using public streets,
and that the activists’ “journalistic” right to take pictures is protected by the First
Amendment. Opponents counter that women going to a clinic to obtain abortions is
not a newsworthy event, and that having their pictures taken is emotionally dis-
tressing to the women.

To help protect patient privacy, some clinics enlist volunteers to escort patients.
Women'’s faces can also be shielded from protestors with umbrellas, or clients can
be encouraged to use private entrances. Yellow-page advertisements for abortion
providers almost always mention confidentiality. Although the procedures for pro-
tecting privacy vary, options of one-on-one counseling, official notices of privacy
practices relating to medical records, and forms to indicate preferences regarding
follow-up contact may be available. Particularly in smaller communities, a woman
might worry about her car being seen in the clinic parking lot or her name being
called out in the waiting room. In larger clinics, women may feel they are “herded
like cattle” into an open recovery area, or there may be only a thin curtain prevent-
ing a woman from being exposed as she undergoes a pelvic exam or reacts with an
emotional display. Like providers, patients need privacy to protect them from pos-
sible retaliation. Privacy may also enable them to make decisions free from the
influence of others and to avoid being judged for their choices.

The question of whether abortion is morally right or wrong continues to be
debated, and the public is sharply divided. According to a 2006 Gallup Poll, 53 per-
cent of Americans consider themselves to be pro-choice, while 42 percent consider
themselves to be pro-life. A strong, consistent, majority have supported a woman’s
right to an abortion under dire circumstances—in cases where the mother’s life is
in danger, when conception occurred during rape, or if genetic tests confirm fetal
abnormality—but fewer are supportive of abortion under any conditions.

Consequently, women confide with great trepidation, often testing the waters
before revealing information. Abortion is usually a closely guarded secret because
it is still stigmatized and associated with sexual irresponsibility, although certainly
some women do not adopt that point of view. In Stigma: Notes on the Management
of Spoiled Identity, sociologist Erving Goffman explains that individuals can man-
age stigma by dividing up their social world, which entails sharing the discrediting
information with a relatively small group while concealing it from everyone else. A
woman who has an abortion may also try to pretend that everything is okay
because she does not want to burden others with the knowledge. Ultimately,
this code of silence isolates women from their support networks and renders
women who have had abortions invisible in our society. In 2002 approximately
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1.29 million abortions were performed in the United States, but personal stories
were available infrequently because the abortion experience is so very private.

The abortion pill has the potential to make the abortion experience even more
private. Emergency contraception, also referred to as Plan B or the morning-after
pill, prevents implantation. It is effective for 72 hours after contraceptive failure or
unprotected sex. RU-486, which can be used within 49 days of conception, was
approved by the FDA in 2000. At the present time, this “medical abortion” typi-
cally involves multiple trips to a clinic. In the first visit, a woman takes mifepris-
tone to block progesterone, without which the lining of the uterus breaks down,
ending the pregnancy. This is followed by misoprostol, which causes the uterus to
contract and empty. In the final visit, the clinician uses a blood test or an ultrasound
to ensure that the abortion is complete. The reviews of this procedure are mixed.
Some women feel that it is less invasive, more natural, more like a miscarriage,
more humane, relatively easy, not terribly painful, and more private. Others report
considerable bleeding, cramping, nausea, and pain from passing the embryo. They
also express worries about expelling the material outside of a controlled clinical
setting. The drugs may also suppress the immune system and make women more
vulnerable to infections. Clinic workers have speculated about the potential of
medical abortion to diffuse anti-abortion demonstrations.

Before he took office, President George W. Bush boldly stated, “I do not like
abortions. I will do everything in my power to restrict abortions.” Bush’s former
attorney general, John Ashcroft, in an effort to defend the federal “partial-birth”
abortion ban, sought sensitive medical records of more than a thousand women
who had received abortion care. His attorneys argued that “individuals no longer
possess a reasonable expectation their histories will remain completely confiden-
tial.” Bush’s long-awaited opportunity to nominate justices to the Supreme Court
finally came in 2005. The appointments of Chief Justice John Roberts and Judge
Samuel Alito have been accompanied by a surge in anti-abortion initiatives. In
March 2006 Republican Governor Mike Rounds of South Dakota signed a restric-
tive abortion ban, which is intended to be a direct challenge to Roe v. Wade. As pro-
choice organizations mobilize supporters to prevent this law from taking effect,
similar abortion bans are pending in at least 10 other states. According to a poll
taken by the Pew Research Center in 2005, only 32 percent of Americans would
like to see Roe v. Wade overturned. But in an ABC News—Washington Post poll that
same year, 42 percent said they want to make abortion harder to get. At this historic
moment, Justice Harry A. Blackmun’s words in the dissenting opinion in Webster v.
Reproductive Health Services (1989) appear even more prophetic: “Women of this
Nation still retain the liberty to control their destinies. But the signs are evident and
very ominous, and a chill wind blows.”

See also: Constitutional protections; Women and privacy
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Adoption

In historical terms, the legal institution of adoption in the United States is rela-
tively new. It was between the mid-1800s and the 1920s that the states began to
pass laws providing for the adoption of children. Before then children had been
adopted informally and in some instances by individual legislative acts, or they had
come to live with other families under indenture contracts or as a result of legisla-
tion authorizing charitable organizations to place children. Under these new adop-
tion statutes, initially the court records of adoptions were not subject to
confidentiality, and adopted children were not issued new birth certificates. Over
time, states began to issue new birth certificates and, gradually, to close adoption
records—to the public, to all parties to the adoption except for the adult adoptee,
and ultimately (in almost all the states by 1990) to the adult adopted individuals
themselves.

The notion of privacy is a complex one in relation to adult adoptees’ access to
their own original birth certificates. Denying adult adoptees access preserves the
secrecy of the birth parent’s identity, but it also keeps information about the adop-
tee’s own birth and identity secret. Beginning in the late 1960s and the 1970s, a
movement to restore adult adoptees’ access to their records has been led by a coali-
tion of adoptees, birth parents, and adoptive parents. In response to this movement,
a number of states have opened to adult adoptees birth records that were not closed
at the time of their births, and have prospectively provided for such access in future
adoptions. A number of other states also have opened original birth records that
were closed at the time they were prepared. Mechanisms established in most of
these states to protect birth parents’ privacy consist of either “contact vetoes,”
which permit birth parents to choose whether they wish to be contacted by adop-
tees, or “disclosure vetoes,” which permit birth parents to prohibit the release of
identifying information. Many other states have considered but not enacted similar
“open records” legislation. Opponents of the legislation argue that it violates prom-
ises of confidentiality and denies the privacy of birth parents. In legal challenges to
the laws that have opened records, the courts have held that neither state law nor
the U.S. Constitution guarantees lifelong anonymity for birth parents.
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The 1930s were a key period in the history of adoption records. States then
began providing for the issuance of new birth certificates in which the adoptive par-
ents’ names were substituted for the birth parents’ names. Also during the 1930s
and early 1940s, many states enacted laws to make adoption records confidential.
Most of these laws restricted access to the parties to the proceedings. By the mid-
1940s more than half the states reportedly protected adoption court records from
public inspection. By 1955, according to legal commentators of the time, it had
become commonplace and noncontroversial to make the records available only by
court order, and to keep the original birth certificates available to adult adoptees but
make them accessible to others only by court order.

Rapid changes in state laws continued, however, and by 1960 twenty-eight states
reported to the federal government that they made original birth certificates avail-
able only by court order, although in a number of those states access to court
records remained available to the parties of the proceedings. Twenty states reported
making original birth certificates available on demand to adult adoptees. Of those
states, four closed the birth records to adult adoptees as well as to the public in the
1960s, seven more did so in the 1970s, and another seven did so after 1979. Two
states, Alaska and Kansas, never closed the original birth records to adult adoptees.

In the period from the 1930s through the 1960s, the reasons proffered for clos-
ing adoption records were, first, to protect adoptees and their families from public
disclosure of the circumstances of the adoptee’s birth and, second, in adoptions in
which the adoptive parents and birth parents did not know one another, to protect
adoptees and their adoptive families from interference or harassment by birth par-
ents. Many commentators and courts later assumed that one important reason for
closing the records was to permanently conceal the identities of birth parents; how-
ever, in the legal, social service, and other social science literature of the time there
is virtually no discussion of the need to protect birth parents from adult adoptees
who might seek information about their original families. On the contrary, leading
legal and social service authorities in the 1940s and 1950s recommended that orig-
inal birth certificates remain available to adult adoptees. This was the recommenda-
tion, for example, of the United States Children’s Bureau, one of the most
influential national voices in adoption law and practice; it was echoed by the Amer-
ican Association of Registration Executives and in the first Uniform Adoption Act,
which was promoted in 1953 by the National Conference of Commissioners on
Uniform State Laws. The surrender documents that many birth mothers signed
required them to promise not to search out their children or their children’s adop-
tive families, and in many cases the adoptive parents retained documents that con-
tained the birth mother’s name. With respect to counseling birth mothers, the most
influential private child welfare organization, the Child Welfare League of Amer-
ica, advised adoption services providers to make it clear to birth mothers that they
have no right to any information about the children they placed for adoption.

It is only possible to speculate as to why many states were closing birth records
to adult adoptees when the stated reasons for doing so related only to protection of
the adoptee and adoptive family, and when adoption services and adoption law
experts were recommending keeping original birth certificates available to adult
adoptees. The policy of closing records to adult adoptees appears to have been
associated with changing ideas about adoption rather than with remedying any
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problems that had arisen as a result of adult adoptee access. As records were closed
generally to the public and then to the parties, and as adoption increasingly came to
be seen as a perfect substitute for family formation via childbirth, it appears that
lifelong secrecy came to be regarded as an essential feature of adoptions in which
birth and adoptive parents are unknown to one another.

After World War II adoption became increasingly popular in an atmosphere that
strongly encouraged the establishment of traditional families and in which
nature—that is, genetic inheritance—was no longer viewed as more important than
nurture—or environment—in the development of children. Psychological literature
began to portray unmarried, expecting white women, at least, as having become
pregnant because of emotional problems. If these women placed their children for
adoption, they could avoid the powerful stigma attached to unwed motherhood, and
could be helped to become stable wives and mothers later on. In the process, infer-
tile couples would have an opportunity to form families. Adoption agencies
increasingly engaged in “matching” practices, attempting to carefully match
infants and adoptive parents on the basis of socioeconomic status and expected
intellectual capacity, as well as physical characteristics. If adoptive families were
truly to be no different from biological ones, then the sealing of records would
make their legal documentary existence identical. Closed records, of course, would
also shield adoption arrangements from later scrutiny, to the advantage of less-
than-scrupulous adoption providers.

As lifelong secrecy became viewed as a desirable if not essential feature of
adoption, adult adoptees who sought information about their birth families increas-
ingly were seen as emotionally disturbed and ungrateful, and even as posing a
threat to their birth parents. In opposition to such attitudes, and inspired in part by
several books by adoptees—including social worker Jean Paton, adoptees’ rights
advocate Florence Fisher, and psychologist Betty Jean Lifton—a nationwide advo-
cacy movement developed in the 1960s and early 1970s seeking greater openness
in adoption, including adult adoptee access to original birth certificates. In the fol-
lowing years, adoptees individually sought access to records, arguing in court, usu-
ally without success, that there was good cause for opening their records.
Collectively, adoptees argued in court, again usually unsuccessfully, that they had a
constitutional right to the information in their records. At the same time, studies
were showing that most birth parents either were willing or wished to be contacted
by the child or children they had relinquished. Other studies, professionals involved
in adoption, and national professional organizations began characterizing adoptees’
interest in their birth families as a normal and natural part of adoption. By the end
of the century, the movement for greater openness had led to the creation of hun-
dreds of mutual support organizations and search services for adoptees and birth
parents seeking information about or contact with one another.

In 1980 an advisory panel of the U.S. Children’s Bureau drafted a model state
adoption act under which adult adoptees would have access to both original birth
certificates and court records. After receiving negative comments on the draft, how-
ever, the Department of Health, Education, and Welfare ultimately promulgated a
model law dealing only with the adoption of children with special needs. Instead of
opening adoption records, many states began establishing passive or active mutual
consent registries, or both, through which adoptees and birth relatives could
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exchange information or make contact. In passive registries both parties must regis-
ter and provide sufficiently detailed and accurate information to establish a match;
success rates for those using these registries are very low. In active registry systems
one party, most often the adult adoptee, can register and have an intermediary con-
duct a search for the birth parents.

Whether today’s adult adoptees are successful in their search for information
about birth relatives depends on factors such as the information the adoptive fami-
lies already have in their possession; the luck, experience, and resources adoptees
have in their search for birth relatives, often including the funds they have available
for hiring private assistance; and the states in which they were born and adopted. In
recent years, four states have opened to adult adoptees records that had been sealed
when they were adopted, one state has agreed to open records to adult adoptees
unless a birth parent has filed a disclosure veto, an additional number of states have
opened records prospectively and have opened records that were not closed at the
time the adoptions were made, and both Alaska and Kansas have continued to pro-
vide unrestricted access to original birth certificates by adult adoptees.

Tennessee was the first of the four states that in recent years have provided unre-
stricted access to adult adoptees. In 1995 Tennessee enacted legislation allowing
adoptees who are at least 21 years old to access their original birth certificates as
well as the court and agency records of their adoptions. Protection of the privacy of
birth parents whose children were born after the date records were closed is pro-
vided by a contact veto system (and a disclosure veto option for living birth parents
in cases of rape or incest). Birth parents and other specified birth relatives may reg-
ister their willingness or unwillingness to have contact, and contact initiated in vio-
lation of a contact veto is both a misdemeanor and grounds for a civil suit. In 1998
Oregon citizens voted in a ballot initiative for a state constitutional amendment
allowing adoptees 21 years of age and older to receive copies of their original birth
certificates upon request. Birth parents may file contact preference forms on which
they indicate whether they would like to be contacted and, if so, whether they
would prefer to be contacted through an intermediary. Alabama, in 2000, and most
recently New Hampshire, in 2004, also passed laws under which adult adoptees
may receive copies of their original birth certificates upon request. In both of those
states, birth parents may file contact preference forms to indicate whether they
wish to be contacted directly, whether they wish to be contacted through an inter-
mediary, or whether they would prefer not to be contacted but have an updated
medical form available to the adoptee.

In Delaware, under a law that took effect in 1999, birth parents may file a disclo-
sure veto blocking the release of identifying information. The veto must be period-
ically renewed. When an adult who was adopted before the law was enacted
requests a copy of an original birth certificate, and there is no veto on file, the state
attempts to notify the birth parents. Sixty-five days after the request, if no veto has
been filed as a result of the state’s efforts, a copy is provided to the adoptee. Similar
options to the disclosure veto are available in the states that have opened records
prospectively. These states include Colorado, Hawaii, Maryland, Montana,
Nevada, Oklahoma, Washington, and Vermont. States that have re-opened some
records that were not sealed when the adoptions took place include Ohio, Michigan,
and Montana.
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Both Tennessee’s and Oregon’s laws providing adult adoptees with access to
records were challenged unsuccessfully in court. The parties challenging the Ten-
nessee law—two unnamed birth mothers, an adoptive couple, and a child-placing
agency—argued in federal court that the law violates the constitutional rights of
birth mothers to familial privacy, to reproductive privacy, and to the nondisclosure
of private information. The United States Court of Appeals for the Sixth Circuit in
1997 held, first, that the law does not interfere with any constitutional right to
marry and bring up children or with any right individuals may have to either adopt
or give up children for adoption. Second, the court held that the right to give up a
child for adoption is not part of a constitutional right to reproductive privacy, and
that even if it were, such a right would not be unduly burdened by the law. Finally,
the court held that the Constitution does not include a general right to nondisclo-
sure of private information.

The challengers then filed suit in state court, claiming that the law impairs the
vested rights of birth parents who surrendered children under prior law, and also
that it violates the right to privacy guaranteed by the Tennessee Constitution. In its
1999 decision, the Supreme Court of Tennessee noted that early adoption statutes
had not sealed records, and that later amendments permitted disclosure to an adop-
tee if a court found that disclosure was in the adoptee’s and the public’s best inter-
est. The court concluded, therefore, that there had never been “an absolute
guarantee or even a reasonable expectation” that records were permanently sealed
(Doe v. Sundquist 1999, 925). The court explained that when courts made determi-
nations that records should be disclosed, there was no requirement that birth par-
ents be notified. In addition, the court held that under the Tennessee Constitution,
the law does not infringe on familial privacy rights related to marrying and having
children, does not interfere with the right to procreational privacy, and does not
implicate any right to nondisclosure of personal information.

Similarly, the Oregon law was challenged in the state courts. In a 1999 decision
of the Oregon Court of Appeals, to which the Oregon Supreme Court denied
review, the court’s reasoning was similar to that of the Tennessee Supreme Court.
According to the court, Oregon adoption laws had never “prevented all dissemina-
tion of information concerning the identities of birth mothers. At no time in Ore-
gon’s history have the adoption laws required the consent of, or even notice to, a
birth mother on the opening of adoption records or sealed birth certificates” (Does v.
State 1999, 832). The court further noted that under Oregon law, the decision to
seal the original certificate was within the discretion not of birth parents but of the
adoptive parents, the adoptee, or the court granting the adoption. The court con-
cluded that earlier state law had not indicated any intent to enter into a statutory
contract with birth mothers to prevent disclosure of their identities and, therefore,
the new law does not impair obligations of contract in violation of the Oregon Con-
stitution. If employees of private entities or even state agents misrepresent state
law, the court said, they cannot bind the state to arrangements in contravention of
state law.

Rejecting the challengers’ additional claims that the law violates state and fed-
eral constitutional rights to privacy, the Oregon court noted that adoption had been
unknown at common law, that early adoption statutes had no provisions for protect-
ing the identity of birth mothers, and that there is neither a fundamental right to
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place a child for adoption nor a correlative right to place a child for adoption under
circumstances that guarantee her anonymity. Unlike a unilateral decision to prevent
pregnancy or not to carry a pregnancy to term, placing a child for adoption
“requires, at a minimum, a willing birth mother, a willing adoptive parent, and the
active oversight and approval of the state” (see Does v. State 1999, 836).

See also: Health privacy; Reproductive rights
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Airborne surveillance and intelligence

A technique employed principally by large state or corporate actors, the collec-
tion by airborne devices of electromagnetic (EM) signals and emissions from the
earth’s surface or atmosphere has existed for over 140 years. Insofar as privacy can
be equated with the ability to conceal or control one’s communications and infor-
mation about oneself, the relevance of airborne surveillance and intelligence to
issues of privacy is twofold. First, in many ways, EM emissions are regarded as
passing through public space, and so the information they contain is generally con-
sidered outside the realm of privacy. Technological innovation and industry com-
mercialization, however, have complicated this situation through their expansion of
the detail, scope, and applications of airborne surveillance. Second, privacy and
security are typically regarded as being in opposition, such that trade-offs are
depicted as necessary to achieve a balance between the conflicting interests of state
security and individual privacy. Telephones may be wiretapped, for example, if
law enforcement officers suspect they might be used in planning terrorist activities.
In contrast, airborne surveillance marks a circumstance wherein security is made
analogous to privacy: the ability of states and organizations to conceal and control
their communications or information about themselves can be significantly eroded
through airborne surveillance.

Airborne platforms offer a number of surveillance advantages, including an
unobstructed, panoramic view of the earth’s surface (even of hostile or difficult-to-
reach regions), better atmospheric clarity, reduced EM noise, and the relative safety
and inconspicuousness afforded by high altitude. Most recently, unmanned aerial
vehicles (UAVs) have offered the possibility of robotic or remote control, thereby
placing no humans at risk. As early as the end of the eighteenth century, the French
employed observers in balloons to help direct artillery fire against distant enemies.
Beginning hardly more than a decade after the development of the daguerreotype in
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1839, and continuing through the present, groups have collected photographs (both
secretly and overtly) from balloons, dirigibles, kites, aircraft, rockets, and most
recently, orbital satellites. This activity—usually referred to as remote sensing—
has been highly refined since first proposed for survey applications in the 1850s;
today it is a highly specialized technical discipline and a growing commercial
enterprise.

The advent of radio communication in the early 1900s opened up the possibility
of broadcast signal interception, and today informative electromagnetic signals of
many types are readily intercepted by airborne platforms, a technical practice
referred to as signals intelligence, or SIGINT. Not only communications signals,
but emissions associated with aircraft and ship operations, weapons control radars,
and nuclear detonations are routinely monitored. Principally a tool of government
intelligence organizations, SIGINT powerfully shaped international relations in the
twentieth century (as did remote sensing), and its use marks a regime in which
issues of “privacy” arise primarily in the guise of “state security.”

Airborne surveillance systems are divided into two broad categories, active and
passive. Active systems rely on the “illumination” of a subject or “target” by a
transmitting source—a laser or radar beam, for example—and the reception of the
reflected portion of that source’s transmissions. Examples of this type include the
U.S. military’s AWACS aircraft and the Canadian RadarSAT satellite. Passive sys-
tems (which include the majority of airborne surveillance systems) depend either
on emissions from the subject itself—the infrared emissions from human bodies,
for example, or signals from a radio device such as a cellular telephone—or on
“natural” illumination (i.e., the sun, moon, or EM radiation from the target’s sur-
roundings). In some instances, particularly in the realm of international policy, air-
borne surveillance may be restricted on the basis of whether it is done actively or
passively, since active transmissions are effectively treated as an intrusion, while
passive emissions are considered in the public domain. This understanding is not
unequivocal, however. U.S. courts have typically held that emissions that escape
from within private buildings and residences—excessive thermal emissions associ-
ated with the cultivation of illegal crops, for example—are private property, and
their interception without a warrant (even from outside the building) can constitute
illegal search and seizure.

A number of developments in airborne remote sensing have brought its privacy
implications to the fore in recent years. First, innovations in electronics and electro-
optics have improved system resolution (the ability to resolve detail and distinguish
fine differences in color or brightness), shortened processing time, and extended
system coverage around the clock and around the globe. These improvements have
enabled a broad variety of previously infeasible applications, both military and
civil. Aside from surveilling or planning the movements of troops and equipment,
remote sensing has been successfully employed in the monitoring of refugee
flows, weapons proliferation, famine, genocide, and other humanitarian disasters,
as well as in the support of law enforcement, mapping and surveying, journalism,
environmental health assessment, verification of environmental treaty compliance,
forest fire control, detection of toxic releases, inventory of natural resources, natu-
ral disaster mitigation, urban planning and development, resource prospecting, and
scientific research. This proliferation of civil applications has increased pressure on
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state governments to privatize the industry and has fostered a growing commerce in
airborne and satellite imagery.

In another parallel with information technologies (IT) generally, the exchange of
aerial image data has intensified, thanks largely to the growth of digital technolo-
gies and the Internet. While a far sight from the Orwellian scenario in which any-
one who can afford it can continuously monitor the daily movement and activities
of specific individuals, the online stores of several commercial imagery providers
have hawked aerial images “of one’s own house” since the beginning of the
twenty-first century. As outlined in President Truman’s 1955 “Open Skies” doc-
trine (intended to promote “mutual transparency” between the United States and
the Soviet Union), legal distinctions between the “airspace” over a nation as sover-
eign territory and “low earth orbit” as an international commons not unlike the
open ocean has placed satellite-borne surveillance systems on a unique regulatory
landscape. It is by virtue of international policies built on that doctrine that the
TIROS weather satellites, the Landsat system for earth observation, and today’s
commercial high-resolution satellites (IKONOS and Quickbird, for example) have
been able to provide increasingly detailed imagery irrespective of which nation
controls the imaged terrain. The shifts fostered by airborne surveillance—the shift
toward transparency and disclosure as political objectives, the shift toward an open
market for aerial images and other data—are noteworthy less because of the chal-
lenges they imply for individual privacy than because of the analogous challenges
they raise for state and corporate privacy.

See also: Electronic surveillance; Thermal sensors; United States v. Kyllo,
533 U.S. 27 (2001)
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Air travel

Air travel privacy has underpinnings in several constitutional protections and various
court decisions, including those related to freedom of association, interstate travel, and
the right to be secure from unreasonable search and seizure. In the heavily regulated air
transportation industry, however, increased security measures have limited passengers’
expectations of privacy in airports and on airplanes. Furthermore, while aviation secu-
rity has traditionally focused on the physical screening of people and baggage, passen-
gers’ personal information is increasingly a focal point for security measures.

Before the 1960s, security measures for domestic air travel were relatively cur-
sory. After several hijackings around the world in the late 1960s and early 1970s,
however, the Federal Aviation Administration required that all passengers and
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luggage must be searched prior to flight. Airports began using magnetometers, or
metal detectors, to physically screen passengers for concealed metal weapons. When
the constitutionality of magnetometer searches was challenged, numerous courts
determined that the government’s interest in requiring such searches justified the
invasion of passengers’ privacy.

The United States government began using “watch lists” to prescreen passen-
gers in the early 1990s. These lists contain information about people known or
thought to pose a risk to aviation security. An individual whose name appears on
the “no fly” list is not permitted to board an airplane. People on the “selectee” list
must undergo additional screening before they are permitted to fly. Some people
with names similar to those on watch lists have experienced delays and extensive
screening during air travel.

Since the terrorist attacks of September 11, 2001, the United States and other
countries have worked to establish new and effective forms of aviation security. The
Transportation Security Administration (TSA), an agency within the Department of
Homeland Security, is specifically tasked with assessing threats to domestic air trans-
portation. Since 9/11, the agency has instituted numerous aviation security measures,
such as requiring passengers to show photo identification to board an airplane. The
United States has also begun developing methods of advanced passenger prescreen-
ing. Shortly after the terrorist attacks, the TSA proposed the creation of a comprehen-
sive prescreening system that would use passengers’ personal information to verify
their identities and to make threat assessments. The proposal was abandoned in 2004
because of privacy and other concerns, and the agency began developing a second
prescreening system that would rely heavily on government watch lists.

The government and private sector are also exploring the utility of a “trusted traveler”
system, in which travelers would volunteer personal information and biometric iden-
tifiers such as fingerprints and iris scans. The government would compare these data
to information maintained in public and private databases to assess each passenger’s risk
level. If cleared, the passenger would be permitted to go through shorter lines at airport
security checkpoints and possibly be subject to less intense physical screening.

See also: Computer-Assisted Passenger Prescreening System (CAPPS II)
and Secure Flight; Constitutional protections
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American Civil Liberties Union (ACLU)
The American Civil Liberties Union (ACLU) is a nonprofit, nonpartisan organiza-
tion that works to protect and uphold the United States’ Bill of Rights. Traditionally,
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the organization has focused primarily on guaranteeing individuals’ rights to free
expression, equal protection under the law, due process, and privacy.

The ACLU was officially formed in 1920 by a group of social activists that
included Roger Baldwin, Crystal Eastman, and Albert DeSilver. The organization
grew out of the movement to protect conscientious objection and free speech dur-
ing World War I. Since then, the ACLU has held a consistent, prominent position in
the discussion of constitutional rights and their relation to contemporary issues.
Throughout its history, the organization has taken strong public stances on a variety
of civil liberty issues, including those related to school prayer, obscene materials,
abortion, drug decriminalization, public demonstration, and privacy invasion.

After extensive growth during the opening years of this century, the ACLU now
claims more than 400,000 members in state and local chapters nationwide. It is
headquartered in New York City, with a sizable national legislative office in Wash-
ington, D.C. However, most of the organization’s work is conducted by its state and
local affiliates, of which there are over 50. Annual dues and contributions from
members provide the ACLU’s primary financial support, although it also receives
some grants from private foundations and individuals. The ACLU does not receive
government funding. Additionally, the organization is politically unaligned; it does
not officially support or oppose political candidates or ideologies. It operates under
the belief that everyone’s rights are threatened if one person’s rights are not pro-
tected. As a result of maintaining this absolutist approach to civil liberties, the
organization has drawn criticism for defending such controversial groups as Nazis,
Communists, and the Ku Klux Klan.

In its work to protect civil liberties, the ACLU pursues a variety of initiatives,
including community-based activism and legislative lobbying. Still, its most prom-
inent and effective efforts have been in the nation’s courts, as the organization reg-
ularly takes on cases in which civil liberties are possibly threatened. The
organization handles close to 6000 such court cases each year, and it appears
before the United States Supreme Court more than any other group outside of the
federal government. In those civil liberty cases where it is not directly involved,
the ACLU also frequently submits amicus curiae briefs in support of its position.
The ACLU has at times referred to itself as “the nation’s largest law firm,” a
claim that is supported by the organization’s national network of local offices and
its corps of nearly 5000 affiliated attorneys.

These extensive legal resources have been key to the organization’s development
and to its success in the courtroom. With them, the ACLU has influenced a variety
of notable court decisions. For instance, the organization provided defense counsel
in such landmark cases as Stromberg v. California (symbolic speech), Engel v.
Vitale (school prayer), Brandenburg v. Ohio (inflammatory speech), Tinker v. Des
Moines Independent Community School District (student rights), Edwards v. Aguil-
lard (science education), and Cruzan v. Director of the Missouri Department of
Health (right to die). The ACLU also provided amicus curiae briefs in key deci-
sions including Hirabayashi v. United States (wartime internment), Brown v. Board
of Education (school segregation), Gideon v. Wainwright (right to counsel), and
Miranda v. Arizona (police interrogation).

The ACLU has also been active in the movement to preserve and protect indi-
vidual privacy. As might be expected, their most notable effects in this area have
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been recorded in a number of Supreme Court decisions. Perhaps most notably, the
ACLU represented the defendant the 1965 Griswold v. Connecticut decision that
struck down a state ban on contraceptive use. In the decision, the Court cited “mar-
ital privacy” and acknowledged that although not clearly stated in the Constitution,
privacy was protected by “several fundamental constitutional guarantees.” Addi-
tional cases related to reproductive rights, including United States vs. Vuitch
(1971), Eisenstadt v. Baird (1971), Planned Parenthood v. Casey (1992), and
Stenberg v. Carhart (2000), further defined this position. The ACLU has success-
fully protected privacy rights in other contexts as well. For instance, Chandler v.
Miller (1997) cited the Fourth Amendment in invalidating a Georgia state statute
that required political candidates to submit to urine tests.

Taken together, these decisions have helped further define and clarify privacy
rights under the law. However, privacy remains a primary focus of the ACLU. In
the early years of this century, the ACLU has become increasingly concerned with
the growth of a “surveillance society” in which corporate and governmental orga-
nizations pose new threats to personal information and privacy. The organization’s
“Technology and Liberty Project,” for instance, currently focuses on a myriad of
privacy issues. As part of this project, the ACLU has challenged the Uniting and
Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act of 2001 (USA PATRIOT Act), Internet censorship,
and breaches of online anonymity.

See also: Constitutional protections; Privacy advocacy organizations

Suggested Reading: Walker, Samuel. In Defense of American Liberties: A His-
tory of the ACLU. Carbondale: Southern Illinois University Press, 1990.
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Anonymity

Historically, the concept of anonymity was associated with a state of nameless-
ness. Being an anonym afforded certain advantages. It enabled the nameless to speak
without fear of reprisal, or to engage in acts of charity or other forms of benevolence.
At the same time, it made possible wrongdoing without accountability.

With the advent of computer-based communications networks, there has been a
resurgence of interest in the nature and value of certain types of anonymity. The
range of techniques by which individuals are able to operate incognito creates a
virtual laboratory for experimenting with the social construction of identity. How-
ever, as the Internet’s surveillance potential becomes better understood and
exploited, the measure of anonymity shifts from its historical focus on names to a
broader investigation of a range of personal identifiers that can be linked to an indi-
vidual. These include date of birth, marital status, Social Security number, pass-
port information, property ownership, vehicle registration, driver’s license number,
facial characteristics, height, e-mail address, place of business, phone number,
credit card history, iris shape, fingerprints, retinal image, employment record,
blood chemistry, roadway usage, gait pattern, consumer purchases, Internet search
history, Internet protocol address, and other identifiers. Unbeknownst to many, the
increasing ability to link these identifiers to an individual has resulted in a dimin-
ished ability to maintain anonymity, resulting in applications for subpoenas and
court orders requiring third parties to disclose identifying information for the
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purposes of private lawsuits or police investigation. In light of the numerous possi-
ble identifiers in an information age, anonymity is perhaps best understood as a
state of disconnection between one’s self and one’s identifiers; a state in which data
cannot be associated with a particular individual, either from the data itself, or by
combining it with other data. The value of anonymity, as philosopher Helen Nis-
senbaum observes, lies not in the capacity to be unnamed, but in the possibility of
acting or participating while remaining unreachable.

Anonymity’s characteristic of “unreachability” provides one means of achieving
what legal scholar Alan Westin has defined as self-directed informational privacy:
people who are able to disconnect their identities from their actions are better able
to determine for themselves when, how, and to what extent information about them
is communicated to others. Although it does not offer seclusion in the usual spatial
sense, being anonymous affords a kind of isolation. Whereas credit card payments
create traceable transactions, allowing a consumer’s activities to be tracked and a
data profile to be created, anonymous payments preserve privacy.

Historically, the value of anonymity has had less to do with its privacy-enhancing
potential than its political purpose. Anonymity has always been a crucial thread in
the fabric of democracy. Anonymous voting ensured that citizens were free actors,
that their political participation would remain uninfluenced by the tyranny of the
majority or by undue pressure from other powerful groups. The Federalist Papers,
a series of newspaper articles that became a bedrock of U.S. constitutional thought,
although not truly anonymous, were written pseudonymously, using a fabricated
name to cloak the identities of their authors while still allowing a mediated form of
attribution. The same strategy was later employed by nineteenth-century female
novelists to prevent gender discrimination from influencing how their work was
received.

Now, as then, anonymity enables people to discuss taboo subjects with others.
Whether face-to-face in a self-help group, or peer-to-peer in an online chat, sexual
abuse, addiction, and disease are regularly confronted and sometimes overcome
anonymously. For many persons, the mere assurance of anonymity is what embold-
ens them to participate in the first place. Alternatively, anonymity also enables
unlawful associations and antisocial behavior, causing one U.S. Supreme Court
justice to refer to anonymity as the “refuge of scoundrels.”

Because anonymity can yield good or bad outcomes, some perceive a conflict
regarding its value and role in democratic societies. In the United States, political
anonymity is a constitutional entitlement flowing from the right to freedom of
expression and freedom of association. But the right to anonymous communica-
tion is not immutable; it must be balanced against state interests in protecting peo-
ple’s reputations, in fighting fraud and crime, and in safeguarding national security.
Whereas few would disagree that anonymous voting is desirable and anonymous
criminal activity is undesirable, between these extremes lies a sea of uncertainty.

As the Internet continues to evolve, anonymity’s future abounds with question
marks. The information trade has turned “dataveillance” into big business. Cyber-
crime legislation and the expanding ability of law enforcement agencies to collect
personal information and intercept electronic communications has been proposed
or enacted in many jurisdictions, and the demands for identification for everything
from air travel to building entry are on the rise. At the same time, blogs, chat
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rooms, instant messaging and a number of other online environments provide
exciting new venues for social and political participation that permit and even
encourage individuals to conceal their actual identities. Millions of people using
them have made clear their desire to withhold disclosure of their identities for a
variety of legitimate social purposes, inspiring a number of cryptographers to
develop systems of provable anonymity. The extent to which such applications will
be permitted or adopted by governments or markets in the twenty-first century
remains uncertain. Their potential uses and broader questions concerning the
importance and impact of anonymity in a networked society are under investigation
by a growing number of academics and privacy advocates.
See also: Authentication; Confidentiality; Personally identifiable information
Suggested Reading: Clarke, Roger. Introduction to Dataveillance and Informa-
tion Privacy, and Definitions of Terms. http://www.anu.edu.au/people/Roger.Clarke/
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Reflections on the Sociology of Anonymity,” Information Society 15 (1999): 99—
112; Nissenbaum, Helen. “The Meaning of Anonymity in an Information Age.”
Information Society 15 (1999): 141-144; On the Identity Trail. www.anonequity.
org. Online, December 2005.
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Anti-wiretap statutes

In its narrowest sense, wiretapping refers to interception of telephonic voice
communications. This method of eavesdropping has been around for as long as the
telephone itself and has always been strictly regulated. As communications meth-
ods became more sophisticated, wiretapping methods followed suit, and laws regu-
lating wiretapping had to be updated to cover cellular phones and electronic
communications such as e-mail, fax transmissions, and digital-display pagers.
Anti-wiretapping laws can be split into two categories: first, laws that prevent pri-
vate citizens from intercepting another’s telecommunications; and second, laws
that restrict law enforcement officials from doing the same.

The first category of laws is relatively straightforward: under federal law, it is ille-
gal for any third party to intercept any telephonic or electronic communication
between other individuals. However, if one of the parties to the conversation records
or consents to the recording of the conversation, the interception of the communica-
tion is generally not barred under federal law, as long as the communication is not
being intercepted for the purpose of committing a criminal or tortious act. This prac-
tice is also permissible under many state laws, but at least 11 states prohibit recording
a conversation even if one of the parties consents to the recording.

Laws regulating law enforcement wiretaps are a bit more complicated and more
controversial. By far the most important federal statute is Title III of the Omnibus
Crime and Control Act of 1968. This law states that an order authorizing law
enforcement wiretaps (known as a “Title IIT order””) will be issued only if the gov-
ernment can demonstrate (1) probable cause to believe that the interception will
reveal evidence of one of a limited list of predicate crimes, with the suspected crime
named in the application; (2) probable cause that the communication facility is being
used in committing the crime; (3) normal investigative procedures have been tried
and failed, are unlikely to succeed, or are dangerous; and (4) the surveillance will be
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conducted in a way that minimizes the interception of irrelevant communications.
Every Title III request must be authorized by a United States Attorney. This is a rel-
atively high burden on law enforcement: in order to obtain a standard search war-
rant, the government need only show probable cause that a crime has occurred.
Law enforcement officials are routinely able to meet this burden, however; in 2004,
for example, no state or federal judge denied a law enforcement request for wiretap
authorization (Administrative Office of the United States Courts, 2004).

Title IIT has undergone two significant amendments since its passage. In 1986,
Title III was amended by the Electronic Communication Privacy Act (ECPA),
which extended the Title III restrictions to digital and electronic telecommunication.
The Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT
Act) eased some restrictions on wiretapping. For example, the PATRIOT Act allows
law enforcement agents to apply for “roving wiretaps,” which permit agents to trace
calls not just in the jurisdiction in which the authorization was ordered but anywhere
in the United States. It also extended the “pen/trap” rule from telephonic to electronic
communications. During 2004, there were 1710 intercepts conducted in the United
States, an increase of 19 percent over the previous year. The vast majority of these
intercepts (76 percent) were pursuant to drug investigations.

Other forms of wiretapping are less invasive because they do not involve inter-
cepting the substance of the communication; thus, they are not as strictly regulated
by law. For example, Title III restrictions apply only to intercepting the content of
the message, and do not apply to intercepting the incoming or outgoing address of
the communication. In the context of telephonic communications, this is com-
monly known as “tracing” the origin or destination of a call; law enforcement
agents use a pen/trap device to determine the number a call is going to or the
number that a call came from. In the context of electronic communications, such
as e-mail, this might involve intercepting the “To” and “From” line of the message,
rather than the entire message. In other words, for telephonic intercepts, a different
device is used to trace a call, whereas for electronic communications, the same
method is used to intercept the addresses and to intercept the communication, but
the law enforcement agent only looks at the address lines.

Despite this difference, the legal standard for intercepting “addressing” informa-
tion is the same irrespective of the type of communication that is intercepted. In
order to receive authorization to intercept this information, the government must
show that “the information likely to be obtained is relevant to an ongoing investiga-
tion.” This is a far lower standard than is required under Title III, and even lower
than is required for a traditional search under the Fourth Amendment. (The
Supreme Court has held that the Fourth Amendment does not apply to a wiretap
that only intercepts addressing information.) Furthermore, if law enforcement
officers fail to follow these requirements, the evidence can still be used against the
suspect at trial, although the officers could be subject to criminal and civil liability
if a court determines that the law enforcement officials did not act in good faith.

There are also separate rules for so-called stored communications: e-mails or
voice mails that are stored on a remote server. As with using phone traces and
intercepting e-mail addresses, recovering stored communications from third par-
ties 18 not considered a “search” under the Fourth Amendment, so there are no
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constitutional restrictions on such surveillance. However, federal law creates differ-
ent legal standards based on the type of communication being sought; for example, a
warrant is generally required to recover unopened e-mail, while a subpoena with
notice to the party is sufficient to recover opened e-mail or subscriber information.

Finally, there is the question of audio and video surveillance—the practice of
installing a hidden microphone or camera in a home or office and recording sus-
pects’ words and/or actions. Technically, these forms of surveillance are not wire-
tapping, because they do not involve intercepting electronic signals sent over the
telecommunications network. They are, however, strictly regulated by the federal
government; in fact, they are governed by the same strict standards as wiretapping.
Audio surveillance (commonly known as “bugging”) is expressly covered by Title
III, and although video surveillance is not, courts have held that the Fourth Amend-
ment places the same high restrictions on video surveillance as Title III places on
wiretapping.

See also: Electronic surveillance; Federal Bureau of Investigation; Katz v.
United States, 389 US 347 (1967)
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Assisted reproductive technologies

Assisted reproductive technologies (ART) are medical interventions that help
single people and infertile couples have children by increasing the likelihood of
conceiving naturally or by creating embryos ex utero (outside the womb) for
implantation into the mother or surrogate. Examples of ART include fertility drug
treatment, artificial insemination, in vitro fertilization (IVF), and intracytoplasmic
sperm injections (ICSI). ART may also involve prenatal testing and preimplanta-
tion genetic diagnosis (PIG) to help parents select embryos that are free of inher-
ited diseases. Gametes (sperm or eggs) or embryos may be frozen and stored for
later use in ART; therefore, the disposition of excess gametes or embryos may also
impact privacy considerations.

In 1890 Justice Louis D. Brandeis described privacy as “the right to be let
alone.” This definition is pertinent to ART since parents often want to be left alone
by sperm and egg donors, separated couples might want surplus embryos to be left
alone rather than implanted, and sperm and egg donors want to protect their ano-
nymity. The First, Fourth, and Fifth Amendments to the Constitution as well as
case law have established that issues related to reproduction, sexuality, and family
are private, and that government should limit its intrusions in these areas. However,
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the New York State Task Force on Life and the Law noted that, while ART as
employed by married couples with their own gametes will likely be protected under
the federal Constitution, noncoital reproduction including surrogacy and reproduc-
tive cloning may not be. Nonetheless, the Privacy Act of 1974 and the Health
Information Portability and Accountability Act (HIPAA) of 1996 mandate the
confidentiality of private, personally identifiable information.

Various parties may be involved in ART, each with privacy rights and each with
expectations that information about identity and health will remain confidential.
First, there are the individuals and couples who wish to become parents. Through
ART, they may become biological parents or they may parent children who are not
genetically related. Second, there are sperm and egg donors, some of whom are
known to prospective parents and some of whom are anonymous. Third, there are
surrogate mothers. Fourth, there are the children born using ART.

Gamete donation is either directed, in which case the donor knows the recipient,
or anonymous, in which case the donor does not. In both cases, the parents seeking
donor assistance with ART may stipulate that they or their children be left alone.
For example, a co-worker or friend might volunteer to donate sperm with the
understanding that his identity should remain private unless the parents later want
to reveal it. Similarly, parents may not want the circumstances of conception
revealed to other family members or to the child for fear the child will reject the
nongenetic parent(s).

Many egg and sperm donors prefer to remain anonymous. They want to help
infertile couples but do not yet want to become parents; therefore, their identities
are withheld from prospective parents as well as from any biological offspring.
When sperm and egg donors choose to remain anonymous, certain private informa-
tion, such as health status and some genetic information, is disclosed so that pro-
spective parents can make an informed choice about conception, but the donor’s
identity is not disclosed. Still, some children want to learn the identity of their bio-
logical parent(s). In addition to personal reasons, there may be compelling medical
reasons to seek out a donor, such as the need for a biological relative’s bone mar-
row. Several countries have laws or policies that support a child’s access to donor
information or identity, including Switzerland, Austria, the Netherlands, Sweden,
and the United Kingdom (Ethics Committee 2004, 528). A bill in Canada’s parlia-
ment would allow 18-year-old children to access nonidentifiable health informa-
tion, and a donor may authorize release of his or her identity to children. In order to
protect the privacy of anonymous donors, sperm banks and fertility clinics should
discuss these policies with donors prior to donation because identifying an anony-
mous donor for any reason jeopardizes the donor’s privacy.

Children born using ART also have the right to be left alone by sperm or egg
donors. Normally it is up to the parents to decide whether or not to disclose the
circumstances of their conception, including the identity of known donors. Also,
as preconception and preimplantation genetic testing become available, parents
who select for certain genetic characteristics or select against for nonlethal dis-
eases may face later objections from their children, either that the testing itself
revealed information that the adult child would reasonably want to remain private
(such as carrier status for cystic fibrosis) or that the testing itself is a violation of
“fetal privacy.”
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When, if ever, can the anonymous donor’s right to privacy be overridden? When
the donor, parents, and child all consent, then disclosure by sperm bank or fertility
clinic is permitted. Many sperm banks test donors for HIV infection, which means
that some sensitive health information that might have been unknown to the donor
is revealed in the process of sperm donation and shared with prospective parents. It
is ethically justified to test all gamete donors for HIV and other sexually transmit-
ted diseases to protect the offspring and the women who will become pregnant
using donated gametes. The identity of an HIV-infected potential donor normally
remains confidential, but the safety and health of women and newborns may legiti-
mately override some privacy concerns. Discrimination and stigmatization are
likely to ensue if the patient’s identity is revealed, however, so the patient’s name
should only be revealed to a limited number of authorized individuals and only for
compelling patient safety and public health reasons. HIV testing is recommended,
not mandated, for all couples who wish to have biological children. It is not man-
dated in part because such a mandate could not be enforced except in the context of
ART, which could be seen as discrimination against infertile people.

Issues of privacy are compounded when HIV-positive individuals want to
become biological parents. Ethically, the risk of transmission must be balanced
against the desire to be biological parents. ART may be employed to decrease the
risk of transmission. Following education and counseling, HIV-discordant couples
may be able to use intracytoplasmic sperm injections, where one sperm without the
virus is injected into a harvested egg and IVF is employed. HIV-positive pregnant
women and their newborns can also be treated with antiretroviral drugs to decrease
transmission.

There are special privacy issues that arise with deceased sperm donors. The
main question is who may use extracted and frozen sperm for the purpose of repro-
duction. Some argue that without the deceased man’s prior consent, postmortem
“reproduction” should be prohibited. Others believe that surviving family mem-
bers, particularly spouses, have proprietary right to use sperm for procreation with-
out previous consent from the deceased donor.

ART raises the question of who is the legally and ethically responsible parent in
disputes concerning frozen embryos and donated gametes. One legal scholar writes
that “if courts resolve frozen preembryo disputes that involve non-gamete providers
based on the constitutional right to privacy, then they should find that the constitu-
tional right to privacy encompasses the interests of both gamete and non-gamete pro-
viders. Individuals who create preembryos with the intent to become a parent have
made an intimate decision involving procreation, marriage, and family life that
falls squarely within the right to privacy” (Dillon 2003, 625). Normally, privacy
rights protect citizens from intrusion into family affairs, but intrafamilial disputes
may raise questions about custody. In the case of In re Buzzanca, a California
appeals court determined that a divorced couple whose child was conceived
using anonymous sperm and egg donation and a surrogate mother were the legal
parents, reasoning that it was their intention to become parents—not their biological
relationship to the child—that was legally important. Kass v. Kass involved a
woman who, in the course of divorce proceedings, sought sole custody of five fro-
zen preembryos created through the couple’s IVF treatment. The New York Court
of Appeals ruled that the preembryos did not implicate “a woman’s right to privacy
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or bodily integrity before implantation”; therefore, the contract signed by Mr. and
Mrs. Kass prior to cryopreservation was binding. It stipulated that unused preem-
bryos should be donated for research. These disputes raise complicated issues
about who constitutes family: biological or “intentional” parents or both?

Protecting the privacy of those involved in ART helps to prevent discrimination
and stigmatization and upholds constitutional privacy protections; however, an
individual’s right to privacy may be overridden, especially in cases where divorced
or separated families must discern who has custody when biological and nonbio-
logical parents are involved.

See also: Abortion; Adoption; Birth certificate; Health privacy; Patient’s
rights; Reproductive rights
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Associated Press v. Walker, 388 U.S. 130 (1967)

Associated Press v. Walker, 389 U.S. 28 (1967) and Curtis Publishing Company v.
Butts, 388 U.S. 130 (1967) were consolidated and decided in one opinion issued by the
United States Supreme Court in 1967. Although the language of the majority opinion
suggests otherwise, the Court later confirmed that this decision made public figures
essentially the same as public officials within the meaning of the First Amendment in
relation to an action against libel. In other words, the First Amendment (and the Four-
teenth Amendment as applied to the states) prohibits either public officials or public
figures from recovering damages for libel unless they prove actual malice or reckless
disregard for the truth. In Walker/Butts, the Supreme Court established a guideline to
determine the presence of actual malice or reckless disregard for the truth.

Libel law had earlier substantially changed paths when the Supreme Court issued
its decision in New York Times v. Sullivan (1964). That landmark decision established
that the First Amendment (and the Fourteenth Amendment as applied to the states)
prohibited a public official from recovering damages for a defamatory falsehood
relating to the official’s conduct in his or her official capacity. The Court carved out
one qualification by which a defamatory falsehood could lead to damages: actual
malice, or reckless disregard for the truth. The definition given for actual malice was
with knowledge that the statement was false or with reckless disregard of whether it
was false.
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With this decision as a base, the Court issued its opinion in Walker/Butts. The
Court first addressed the factual background of Butts. In that case, the Saturday
Evening Post published an article about Wallace Butts, who at the time of publica-
tion was the athletic director at the University of Georgia. The article alleged that
Butts aided in a conspiracy to “fix” a college football game between the University
of Georgia and the University of Alabama that had been played in 1962. Before
serving as athletic director, Butts had served as a football coach; at the time of pub-
lication of the article, he was negotiating a contract with a professional football
team. In short, he was a well-known public figure. The article was undeniably
aimed at harming Butts, and he sued for an enormous sum in compensatory and
punitive damages.

In Walker, the facts were different. That suit arose out of the circulation of a
news report giving an eyewitness account of a riot on the campus of the University
of Mississippi in 1962. The report declared that Walker, a retired military leader,
incited and led the violent crowd against federal marshals sent there to contain the
riot. It also suggested that Walker encouraged the use of violence and informed the
protesters how to buffer the effects of tear gas. Like Butts, Walker sued for an enor-
mous sum in compensatory and punitive damages.

Beginning its analysis of the constitutional arguments before it, the Court initially
noted that the media is comprised of businesses that seek to turn a profit: “Like other
enterprises that inflict damage in the course of performing a service highly useful to
the public . . . they must pay the freight; and injured persons should not be relegated
[to remedies that] make collection of their claims difficult or impossible unless strong
policy considerations demand.” Thus, the Court had to strike a balance between pre-
serving a strong and open media, and protecting the sanctity of individuals’ reputa-
tions and integrity in the face of untruthful and defamatory statements. The Court
pointed out that the First Amendment protections are not without limit; this is con-
firmed by the validity of statutes on federal securities regulation, mail fraud, and
common law actions against deceit and misrepresentation.

The Court was reluctant to simply draw the line at falsity. As it did in prior
cases, it suggested that “falsity alone should not strip protections from the pub-
lisher.” The Court reiterated that some error in the public debate is inevitable, and
that asking a jury to decide what is the meaning of “true” might “effectively insti-
tute a system of censorship.” Instead, the Court focused on the element of conduct
“to resolve the antithesis between civil libel actions and the freedom of speech and
press.”

The Court then proceeded to define its constitutional standard for assessing lia-
bility for defamation against public figures such as Butts and Walker. Ultimately, it
concluded that “a ‘public figure” who is not a public official may also recover dam-
ages for a defamatory falsehood whose substance makes substantial danger to rep-
utation apparent, on a showing of highly unreasonable conduct constituting an
extreme departure from the standards of investigation and reporting ordinarily
adhered to by responsible publishers.” The Court emphasized that this standard
only applies to actions involving public figures or matters of public interest.

Having set the standard, the Court then applied it to the facts of the cases of both
Butts and Walker. As to Butts, the Court emphasized that the article about him was
not “hot news” that urgently needed to be published. The article’s editors had
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ample time to investigate the facts and confirm their validity. The evidence revealed
that there was an obvious lack of foundation for the story, and that the publisher
had failed to meet even the most elementary standards of professional journalism,
as the court had defined the standard. Butts was accordingly entitled to collect
money damages for the publisher’s defamatory statements.

Despite this finding, the Court reached an opposite result when assessing the
factual background of Walker’s case. Far from finding “actual malice,” the trial
court in that case had found that the evidence did not support anything beyond ordi-
nary negligence. Also, the article in this case required immediate publication, in
contrast to the relaxed time frame in the case of Butts. The factual background in
this case was also “internally consistent” and overall reasonable. Therefore, the
Court refused to find any actionable defamation. Walker was accordingly not enti-
tled to recover damages from the Associated Press.
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262 Ga. 848 (1993); Time, Inc. v. Hill, 385 U.S. 374; United States v. Caldwell,
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Authentication

Authentication, in its most general form, is a process for gaining confidence that
something is, in fact, what it appears to be. In everyday life, people continually
authenticate people, objects, and other entities around them by consciously or sub-
consciously assessing clues that provide evidence of authenticity.

In communication and transaction settings, authentication is typically under-
stood as the process of confirming a claimed identity. This involves two steps: first
a user must present a user identifier (such as “John Doe” or “Employee 13579”)
that uniquely represents the user in the verifier’s context. The second step, identity
authentication, involves verifying that the presenter of the user identifier is autho-
rized to do so—that the presenter is the user to whom the user identifier has been
assigned.

Single-factor identity authentication ascertains that the presenter possesses
something associated with the presented user identifier that is not generally acces-
sible. This can be something the user knows (such as a password or a crypto-
graphic key), something the user has (such as a smart card), or something the user
is (i.e., a user biometric identifier). Each of these three single-factor authentica-
tion methods has limitations: what the user knows may be guessed, forgotten, or
shared with others; what the user has may be costly, faulty, lost, stolen, or repli-
cated; and what the user is cannot be revoked, does not permit privacy, and requires
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human involvement. To strengthen the process of identity authentication, several
single-factor methods may be combined, resulting in multi-factor authentication.

When authenticating claimed identities, verifiers implicitly place trust in the
authenticity of the clues themselves. In cases where verifiers are effectively agents
or proxies of the user, users can be trusted with creating their own identifiers and
using their own authentication method. For example, a self-generated username
and password suffice to protect access to one’s own computer. In many communi-
cation and transaction systems, however, the security interests of verifiers and users
are not aligned. In these cases, verifiers require clues that originate from trusted
parties, also referred to as issuers, in order to gain confidence in the authenticity of
presented user identifiers. Kerberos tickets and X.509 identity certificates are well-
known examples of certified user identifiers that are issued by trusted parties; these
certified identifiers contain cryptographic authenticity marks that are hard to forge.

When the same certified user identifiers are relied on by multiple verifiers, both
users and verifiers must place tremendous trust in the issuer, which houses the
power to trace, profile, and impersonate any user. For example, all user interactions
with verifiers can be inescapably traced and linked on the basis of the X.509 iden-
tity certificates that they use. Identity authentication and privacy are not competing
interests that need to be balanced, however. Advances in modern cryptography
allow for the creation of certified user identifiers that provide users and verifiers
with all the privacy and security benefits of noncertified, self-generated identifiers.

More generally, modern authentication techniques such as digital credentials
enable issuers to certify user identifiers (and, more generally, identity assertions) in
such a manner that no tracing, linking, and impersonation powers arise in them.

See also: Anonymity
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Automatic teller machine

The automatic or automated teller machine (ATM) enables bank customers to
perform banking services without the assistance of a bank employee. The most
basic task an ATM performs is enabling a customer to withdraw cash from the
customer’s bank account. Other banking services that may be added to the
ATM’s primary function include account balance updates and money transfers.
Recently, ATMs have been configured to vend postage stamps and prepaid
mobile phone minutes. The evolution of the ATM from cash dispenser to multi-
purpose necessity of modern life was facilitated greatly by a fully integrated
multibank network.
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Barclays Bank in Enfield Town in north London set up the world’s inaugural ATM
on June 27, 1965. Although John Shepherd-Barron receives consideration as the inven-
tor of this particular installation, the ATM’s evolution into a modern cash dispenser was
assisted by many inventors. In 1939 Luther George Simjian registered patents for an
early incarnation of an ATM. While they are not the original inventors of the device,
Don Wetzel and two fellow engineers registered a patent on June 4, 1973, for the first
machine that is considered to be a modern and successful cash machine. In 1969 the
Rockville Centre branch of Chemical Bank installed the first ATM in the United Sates.

The first generation of the cash machine was off-line and dispensed prepack-
aged bundles of cash in a fixed denomination. At first, banks did not employ a
computer network to stay in contact with ATMs. Since funds were not withdrawn
automatically from a customer’s account, ATM rights were not issued to all bank
customers. Rather, banks were very selective about those to whom ATM cards
were distributed (e.g., credit card holders with good banking history). To ensure
that the bank customer withdrawing money from the machine was the authorized
user, ATM cards had to be different from credit cards so account information could
be included. (At this time, credit cards were void of information-laden magnetic
strips.) The personal identification number (PIN) the user enters was compared to
the PIN stored on the ATM card’s magnetic strip.

While the PIN concept is still relatively unchanged with regard to ATM usage,
technology has served as a catalyst for increased security safeguards. Customers
continue to insert a plastic card with a magnetic stripe into the ATM and confirm
they are the authorized user by entering a numeric password or code (PIN) that is
at least four digits in length. Typically, if a user enters the incorrect PIN three times
consecutively, the machine does not return the card to the individual as an effort to
thwart unauthorized persons from deducing the proper passcode by conjecture. In
addition to the standard magnetic striped plastic card, some ATMs use smart cards
to store customer data, and a new generation of machines may include biometric
identifiers such as iris of the human eye or fingerprint scanning. This means that
the biometric information would have to be stored in databases by the bank or
another organization, thereby raising concerns about privacy and security.

The ability to connect a bank’s network to an ATM is a modern-day conve-
nience. This communications network provides the foundation for the entire ATM
system: the approval of a transaction by the authorizing (or card issuing) institu-
tion. This advancement allows travelers to withdraw money from ATMs outside
their hometowns and even home countries.

ATMs contain secure cryptoprocessors, on which the integrity of the machine
relies. ATMs are able to connect directly via a dial-up modem using a telephone
line. Currently, more and more ATMs take advantage of high-speed Internet con-
nections, thus decreasing the amount of time devoted to a transaction.

For security purposes, the United States requires encryption by law. Prior to
2005, ATM dealings were typically encrypted with Data Encryption Standard
(DES). Starting in 2005, most transactions require using Triple DES (TDES) as the
encryption method. While the algorithm is thought to be secure, the risk of attack is
always present. There is some speculation that TDES is archaic and needs to be
replaced by the Advanced Encryption Standard (AES), the encryption standard of
the United States government.
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Regarding ATMs and theft, banks are held responsible when a customer’s
money is stolen. However, there have been many difficult-to-verify accounts of
banks making it exceedingly challenging to recoup even a portion of the lost funds.
There are situations of fraud where a bank unwittingly has committed the fraud.
Bank fraud occurs at ATMs if the bank accidentally supplies the machine with the
incorrect bills. Consequently, the ATM would dispense far more cash to each
authorized user than had been requested. First-time users of incorrectly stocked
machines are rarely prosecuted. A user who repeatedly frequents the overgenerous
ATM, however, is usually tried. Banks accuse their customers of fraud because of
the presence of “phantom withdrawals” from ATMs. In this situation, the customer
states that the withdrawal of funds never occurred, but the bank’s records indicate
that such a transaction took place. A renowned cryptography researcher, Ross
Anderson, has uncovered errors in banking security by investigating numerous
instances of this phenomenon.

Initial safeguarding of ATMs against theft concentrated on creating a cash dis-
penser that was impervious to attempted hackings: a safe that also functioned as a
cash dispenser. ATMs were commonly located in the sides of buildings for walk-up
service as well as for drive-through convenience. This type of protection strategy
led to numerous ram-raiding attempts by thieves. The nomenclature of this style of
assault refers to the tactics used by thieves to crack open the safe by literally ram-
ming into it.

As time went on, the typical location and installation of ATMs changed, largely
as a result of the institution of dye marking packets and the use of smoke bombs
attached to money bundles housed inside the ATM. It is far more common to find a
free-standing ATM in a retail store as opposed its wall-mounted predecessor. Tech-
nological advances also paved the way for the use of numerous security cameras,
so that the ATM as well as the area around the ATM can be monitored. As an addi-
tional security measure, some free-standing ATMs located inside retail establish-
ments only dispense written tickets, and users must then redeem the tickets for cash
from a store employee.

By the early years of the twenty-first century, criminal activity involving ATMs
was commonly classified into two categories based on the amount of technological
prowess displayed by the perpetrator. In the decidedly low-tech method, a lookout
observes the victim entering his or her PIN into the nearby ATM. As the victim
moves away from the surveillance cameras, the lookout’s accomplice then steals
the victim’s ATM card. Short of the convenience in locating potential victims, this
method offers virtually no other benefits to the criminals. In addition, this criminal
activity is equivalent in risk and penalty to other violent crimes. Aided by the low
cost and high availability of wireless cameras and magnetic card readers, the high-
tech mode of criminal operation is growing in popularity. The criminal installs a
card reader on top of the ATM’s existing real card reader. The wireless camera
allows the perpetrator surreptitiously to gain the user’s PIN. This type of high-tech
criminal activity poses a comparatively smaller risk to the thieves. Banks are striv-
ing to create effective stops for the latter fraud category by working to make the
external features of ATMs tamper evident in order to prevent the use of piggy-
backed card readers and wireless camera surveillance. In addition, many banks are
now using smart cards that cannot by read by nonauthenticated devices. Although



30

Automobile

the ATM has been hailed as one of the top 100 ideas of the twentieth century, secu-
rity and privacy aspects of the ATM continue to be an issue.

See also: Authentication; Banking and financial records

Suggested Reading: Anderson, Ross. Perspectives: Automatic Teller Machines.
http://axion.physics.ubc.ca/atm.html. Online, December 2005; Broome, Lissa, and
Jerry W. Markham. “Banking and Insurance: Before and After the Gramm-Leach-
Bliley Act,” Journal of Corporation Law 25 (2000). www.uiowa.edu/~lawjcl.
Online, December, 2005; Inventors. Automatic Teller Machines (ATM). http://
inventors.about.com/library/inventors/blatm.htm. Online, December 2005.

Christine Berry Lloyd

Automobile

The automobile poses a unique challenge for both police and the driving public
within the framework of constitutional protections, especially Fourth Amend-
ment rights. Unlike a fixed dwelling or home, a car can be moved at will. This
mobility increases the possibility of criminals evading police and destroying
incriminating evidence. Issues involved in an automobile search also pose impor-
tant questions about whether some restrictions of privacy rights are necessary in
order to promote greater security against foreign and domestic dangers. The auto-
mobile and other moving vehicles, such as the truck used by Timothy McVeigh to
blow up the Alfred P. Murrah Federal Building in Oklahoma City in 1995, can be
real threats. The car search issue is significant for the driving public because of the
increasing powers of intrusion by the police and the reduced expectations of pri-
vacy exemplified by police checkpoints on roads.

In Carroll v. United States, 267 U.S. 132 (1925), the Supreme Court provided the
first definitive rationale for warrantless searches and seizures of automobiles, focusing
on the differences between a fixed dwelling and a movable vehicle. However, the lee-
way allowed in Carroll did not exempt the police from respecting Fourth Amendment
rights. The court was clear in its intentions that police must have probable cause for
believing a vehicle was carrying contraband goods; otherwise, persons lawfully using
the highways would be subject to inconvenience and the indignity of such a search. By
emphasizing probable cause, the court provided a constitutional rationale for police and
law enforcement officials to stop the vehicle and conduct a search.

Historically, the Court has expanded the powers of the police to conduct warrantless
car searches. Chambers v. Maroney, 399 U.S. 42 (1970) reaffirmed the Court’s posi-
tion that warrantless searches of cars and their contents are permissible. The Court also
expanded car searches by allowing the police to stop and question persons traveling in
their automobiles based on anonymous tips. If police find evidence that establishes sus-
picion of criminal activity, such evidence can be used against the driver and other per-
sons in the automobile (Alabama v. White, 496 U.S. 325, 1990). The expansion of
warrantless car searches impacts all drivers on American highways, especially drivers
entering the United States from Canada or Mexico. Police and law enforcement offi-
cials have more intrusive powers at the border, and may conduct more intrusive car
searches in order to prevent contraband from entering the United Sates (see, for
example, United States v. Flores-Montano, 541 U.S. 149, 2004).

More intrusive car searches would appear to represent a further erosion of
Fourth Amendment protections provided in Mapp v. Ohio, 367 US 643 (1961),
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which established the exclusionary rule that allows illegally seized evidence to be
excluded in criminal court proceedings. Critics of Mapp believe the exclusionary
rule went too far by blocking police arrests that should have been made. By 1984,
the Supreme Court did allow evidence to be used in criminal cases that did not con-
form to the requirements of the exclusionary rule (United States v. Leon, 468 U.S.
897). The Court established the good faith exception to the exclusionary rule,
whereby the police may gain evidence by reliance on a warrant that police believe
to be valid, even if it is subsequently found to be invalid.

A rollback of car searches is unlikely. Domestic and international concerns
appear to make the American public more willing to give the police more leeway,
which serves to limit Fourth Amendment protections against searches and seizures
and rights to privacy. The initial passage and renewal of the Uniting and Strength-
ening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001 (USA PATRIOT Act) by the United States Con-
gress illustrates that national policymakers are willing to legislate further restric-
tions on these civil liberties. The September 11, 2001, attack and destruction of the
twin towers of the World Trade Center heightened fears of terrorist attacks and
added to the urgency of demands for remedies. Increased concerns about terrorism
and the public focus on crime-control efforts have combined to enlarge the scope of
permissible police behavior in searching vehicles.

Police checkpoints illustrate this increasing toleration of intrusive police activ-
ity. The checkpoint is significant in car searches because the individual can arrive
at the checkpoint with no prior suspicion of wrongdoing by police, and yet be
subjected to a car search, as illustrated in New York v. Class, 475 U.S. 106 (1986)
and United States v. Flores-Montano, 541 U.S. 149 (2004), both of which
affirmed that police may search one’s car without prior suspicion. At check-
points, police often discover alcohol intoxication or find contraband in vehicles
that can be used as evidence in court proceedings against the driver. The automo-
bile, because it is not a fixed building, will continue to test how far the police can
intrude on Fourth Amendment protections and the right to privacy, as well as
what limitations people are willing to accept in order to live in a more secure
society.

See also: Cady v. Dombrowski, 413 U.S. 433 (1973); Schmerber v. California,
384 U.S. 757 (1966); Sobriety Checkpoint; South Dakota v. Opperman, 428 U.S.
364 (1976)
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A car search, simply put, is the intrusion into the interior of an automobile by
an agent of the government. From a privacy standpoint, the question is whether
owners and occupants of automobiles have a reasonable expectation of privacy in
automobiles under the Constitution. While it is easy to state what a car search is, it
is significantly more difficult to delineate the issues related to privacy and car own-
ership or occupancy. Briefly, the concerns relate to the following: searches with
warrants and searches in the absence of a warrant; searches when the car is occu-
pied and when it is not; searches of open areas in the car and searches of closed or
locked areas of the car; searches of containers found in the car; and searches of the
driver of the car and of passengers in the car. The situation is further complicated
when the question of the government’s right to stop a car is raised.

The courts have long recognized that citizens do not surrender all the protections
of the Fourth Amendment by entering an automobile. The Supreme Court first
required that persons in a car must have a “constitutionally protected reasonable
expectation of privacy” before there could be any constitutional violation in Katz v.
United States, 389 U.S. 347 (1967). By its very physical characteristics, a car
offers less privacy than does a home. The Supreme Court noted in Cardwell v.
Lewis, 417 U.S. 583 (1974) that “a car has little capacity for escaping public scru-
tiny. It travels public thoroughfares where both its occupants and its contents are in
plain view.” Further, the courts have noted that since a multitude of state laws and
regulations govern the ownership, maintenance, and operation of automobiles,
drivers should expect that the state, in enforcing those laws and regulations, will
intrude to some extent upon a driver’s privacy.

While it is not possible to delineate the entire history of privacy in an automobile,
or other vehicle, here, there are some basic principles that must be addressed. When
discussing the basis for any right or expectation of privacy in an automobile, the
foundation is found in the Fourth Amendment to the Constitution, which states, in
part, “The right of the people to be secure in their persons, houses, papers and effects
against unreasonable searches and seizures shall not be violated, and no warrants
shall issue but upon probable cause, supported by oath or affirmation, and particu-
larly describing the place to be searched, and the persons or things to be seized.”

It is also important to understand that generally, a search warrant is an order
obtained by the government from an independent judge upon showing there is
probable cause to invade someone’s privacy. Ordinarily, the probable cause will be
the belief that evidence of a crime, or a person to be arrested, will be found in the
area to be searched. A warrant must list with specificity the area to be searched, the
items to be seized, or the person to be arrested. While the person whose privacy is
invaded usually has no prior opportunity to challenge a search warrant, before evi-
dence seized as a result of issuance of the warrant can be used in court, the person
can challenge the warrant’s validity. All of the requirements for a search warrant to
be issued for a home must also be met for a search warrant to be issued for a car.

Despite the language of the Fourth Amendment, the Supreme Court has created a
number of exceptions when searches and seizures of evidence or persons are permit-
ted without a warrant. For example, in exigent circumstances when police officers
have a good faith belief that evidence will be destroyed, criminals will escape, or the
safety of the officers require it, warrantless searches will be allowed. The moveable
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nature of cars and trucks creates the kind of exigent circumstances the courts have
historically relied upon to authorize government’s warrantless actions.

The history of cases dealing with privacy in automobiles has not been even. The
Supreme Court has taken various twists and turns in its efforts to balance the needs
of law enforcement and the privacy concerns of citizens. Logically, one of the first
questions to be asked about searching cars is whether police can stop the vehicles.

Before 1976, the courts in this country were divided on whether officers could
randomly stop cars without having a reasonable suspicion that a violation of the
law was occurring. The Supreme Court considered Delaware v. Prouse, 440 U.S.
648 (1976) in order to resolve the conflict. In that case, an officer testified that he
had nothing else to do, so he randomly stopped the defendant’s car to check the
driver’s license and registration. Upon approaching the car, he smelled marijuana,
and when he reached the car, he could see a bag of marijuana on the floor. The
driver was subsequently arrested. In affirming the Delaware courts’ suppression of
the evidence seized during the random stop, the Supreme Court held that “the mar-
ginal contribution to roadway safety possibly resulting from a system of spot
checks cannot justify subjecting every occupant of every vehicle on the roads to a
seizure—limited in magnitude compared to other intrusions but nonetheless consti-
tutionally cognizable—at the unbridled discretion of law enforcement officials.”

Stopping multiple cars at road blocks, however, is a different question. In United
States v. Ortiz, 422 U.S. 891 (1975), the Supreme Court first ruled that searching cars
during routine traffic checkpoint stops was a violation of Fourth Amendment rights.
A year later, the Court ruled that checkpoint stops were acceptable. In United States
v. Martinez-Fuerte, 428 U.S. 543 (1976), the Court approved use of Border Patrol
checkpoint operations to inquire about occupants’ citizenship status. The practice
required slowing all oncoming traffic “to a virtual, if not a complete, halt” at a high-
way roadblock, and sending vehicles selected by Border Patrol agents to another area
for a more thorough inspection. Recognizing that the governmental interest involved
was the same as that furthered by roving-patrol stops, the Court nonetheless sustained
the constitutionality of the Border Patrol’s checkpoint operations.

The Court reaffirmed sobriety checkpoint stops in Michigan Dept. of State
Police v. Sitz, 496 U.S. 444 (1990) when the need to protect lives and property
trumped the need to protect drivers’ Fourth Amendment rights. The courts have
also upheld pretextual stops in cases where officers find some alternative reason to
stop a car when they really want to search it. For example, in Whren v. United
States, 517 U.S. 806 (1996), undercover officers wanted to stop a car with young
occupants on the belief they were involved in drug activities. They followed the
car, driven by a youthful driver, and after the driver turned without signaling,
the officers approached the car when it was stopped at a traffic light and
instructed the driver to put the car in park. At the same time, one officer saw two
bags of marijuana in the driver’s hands. The trial court refused to suppress the
drugs seized. In affirming that ruling, the Supreme Court noted, “Not only have we
never held, outside the context of inventory search or administrative inspection . . .
that an officer’s motive invalidates objectively justifiable behavior under the Fourth
Amendment; but we have repeatedly held and asserted the contrary.”

When talking about a car search pursuant to a warrant, all the general rules gov-
erning search warrants apply. In the case of warrantless searches, once a car is
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stopped, however, the road is much less defined. The seminal Supreme Court case
authorizing a warrantless search of a car was Carroll v. United States, 267 U.S. 132
(1925). The case resulted from the stop and search of a notorious bootlegger’s car
between Detroit and Grand Rapids, Michigan, during prohibition. The Court relied
on an officer’s probable cause to believe there was contraband in the suspect auto-
mobile in order to justify the stop and subsequent seizure of both the car and the
liquor found in the car.

One of the more logical circumstances under which a warrantless search of a car
is acceptable is the “plain view” exception. Simply, if contraband is plainly visible
to an officer once the car is stopped, the officer has the right to seize it, and it will
be admitted into evidence at trial. For example, in Colorado v. Bannister, 449 U.S.
1 (1980), the court refused to block the admission of wrenches and stolen items
that were discovered by an officer looking into a car window after he had stopped
the driver for speeding. The court held simply that there was probable cause to
seize the items without a warrant.

Similarly, items found in a car during a Terry search are also admissible
although Terry searches are conducted without a warrant. In Terry v. Ohio, 392
U.S. 1 (1968), the Court upheld an officer’s right to search pedestrians for weapons
if there was an articulable suspicion of criminal activity justifying a stop of the
pedestrian. The 7erry rationale, the need to protect the officer’s safety, has been
applied to car searches as well.

The Court was quick to apply Terry to specific automobile situations. For exam-
ple in Adams v. Williams, 407 U.S. 143 (1972), it held that police, acting on an
informant’s tip, could reach into the passenger compartment of an automobile to
remove a gun from a driver’s waistband even where the gun was not apparent to
police from outside the car, and the police knew of its existence only because of the
tip. That decision rested, in part, on the Court’s concern about the danger for police
officers in traffic stop and automobile situations.

The Court again recognized that investigative detentions involving suspects in
vehicles were especially fraught with danger to police officers in Pennsylvania v.
Mimms, 434 U.S. 106 (1977). There, the Court held that police may order persons
out of a car during a stop for a traffic violation and may frisk those persons for
weapons if there is a reasonable belief that those persons are armed and dangerous.
Consider Michigan v. Long, 463 U.S. 1032 (1983). In that case, although the driver
was outside the car, an officer had searched the interior of the car after seeing a
hunting knife on the floor. During the search, marijuana was found, and the driver
was charged with possession. In the Michigan ruling, the Court looked to New York v.
Belton, 453 U.S. 454 (1981) to expand the Terry search concept. In discussing
searches incident to arrest, the Belfon decision explained that the concept of
“within a person’s immediate control” had not been successfully defined. Thus, to
provide a “workable rule,” the Court held that “articles inside the relatively narrow
compass of the passenger compartment of an automobile are in fact generally, even
if not inevitably, within ‘the area into which an arrestee might reach in order to
grab a weapon’ . . ..” Applying the rules governing search incident to arrest, the
Belton decision also ruled police could examine the contents of any open or closed
container found within the passenger compartment, “for if the passenger compart-
ment is within the reach of the arrestee, so will containers in it be within his reach.”
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As noted, search incident to arrest is another of the justifications approved by
the Supreme Court for searching a car without a warrant. The search incident to
arrest doctrine was clarified in United States v. Robinson, 414 U.S. 218 (1973).
There, the Court directed that “in the case of a lawful custodial arrest a full search
of the person is not only an exception to the warrant requirement of the Fourth
Amendment, but is also a ‘reasonable’ search under that Amendment.” While a
search incident to arrest was initially limited by the courts, as seen in Belfon, it is a
doctrine that has expanded over time. Indeed, in Thornton v. United States, 541
U.S. 615 (2004), the court allowed a search of the interior of a car even though the
driver had stepped out of the car before he was arrested. Police may also search a
vehicle and its contents without a warrant in the course of conducting an “inventory
search” following a lawful arrest or vehicle seizure.

It had been a long-standing rule that in carrying out a warrantless search of a car,
police are generally prohibited from searching the passengers in the car. This, too,
is a barrier that has fallen over time. If officers have a reasonable suspicion that
passengers may be armed, passengers may be subjected to a Terry-style search.
Further, if while searching the car, officers find sufficient evidence to provide prob-
able cause to arrest passengers, they may conduct a search incident to arrest.

There have been cases in which a car search led to the arrest of the car’s occu-
pants, rather than the arrest of the passengers justifying a search. In Maryland v.
Pringle, 540 U.S. 366 (2003), the Supreme Court approved the arrest of three auto-
mobile passengers after investigating officers found $763 and five baggies of
cocaine in the car, and all three occupants denied any knowledge of the drugs or
cash. The car had been stopped for speeding. After giving the driver a verbal warn-
ing, the officer asked for and received permission to search the car. The Court held
that “an entirely reasonable inference from these facts [is] that any or all three of
the occupants had knowledge of, and exercised dominion and control over, the
cocaine. Thus a reasonable officer could conclude that there was probable cause [to
arrest all three].”

The powers of police to conduct searches of containers in cars have expanded
over time, along with the other powers discussed here. In 1977, the Supreme Court
decided United States v. Chadwick, 433 U.S. 1, and held that a warrantless search
of a footlocker stored in the open trunk of a defendant’s car was a violation of the
defendant’s Fourth Amendment rights. The evidence, a large quantity of marijuana,
was not admissible.

Three years later, the Supreme Court did a complete turnaround and allowed a
thorough search of a car and sealed containers within the car when there was prob-
able cause to believe the car, or the containers, contained drugs or other contra-
band. In United States v. Ross, 456 U.S. 798 (1982), the Court reviewed the Carroll
decision to find that, historically, warrantless searches of cars were appropriate to
seize contraband in transit. It was a small step for the Court to find that containers
within the car should be subject to the same search to achieve the same goal. It
ruled that “the rationale justifying a warrantless search of an automobile that is
believed to be transporting contraband arguably applies with equal force to any
movable container that is believed to be carrying an illicit substance.”

The Court then noted that its decision was a direct contradiction of the holding
in Chadwick, but then relied on Carroll to rule that “when a legitimate search is
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under way, and when its purpose and its limits have been precisely defined, nice
distinctions between closets, drawers, and containers, in the case of a home, or
between glove compartments, upholstered seats, trunks, and wrapped packages, in
the case of a vehicle, must give way to the interest in the prompt and efficient com-
pletion of the task at hand . . . . This rule applies equally to all containers, as indeed
we believe it must.”

Suggested Reading: Black, Henry C. Black’s Law Dictionary, Tth ed. St. Paul,
MN: West, 1999; Bellamy, Kristi Michelle. “The ‘Automatic Companion’ Rule and
Its Constitutional Application to the Frisk of Car Passengers,” American Journal of
Criminal Law. 27 (2000): 217-232; Bergman, Paul, and Sara J. Berman-Barrett.
The Criminal Law Handbook: Know Your Rights, Survive the System. Berkeley,
CA: Nolo Press, 2005; Bodemheimer, Davis J., and James W. Ely, Jr., eds. The Bill
of Rights in Modern America after 200 Years. Bloomington: Indiana University
Press, 1993; Dix, George E. Gilbert Law Summaries: Criminal Law. Orlando, FL:
Harcourt Legal & Professional Publishers, 2001; Levin, Michael. The Complete
Idiot’s Guide to Your Civil Liberties. New York: Penguin Putnam Inc., 2003; Skel-
ton, David. Contemporary Criminal Law. Burlington, MA: Butterworth-Heinemann,
1997.
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Background checks are investigations into the character or history of an individ-
ual. They are performed by government and private-sector employers, by purchas-
ers of corporations who are performing due diligence checks on the acquired
corporation’s leaders, by insurance companies and other litigants who wish to
investigate individuals making claims, by charitable organizations who are seeking
volunteers, and sometimes by family members or friends who are suspicious of the
individual’s love interest. A number of factors have contributed to a dramatic
increase in background checks, including fears of terrorism and workplace vio-
lence, liability for employee negligence, risks associated with hiring litigious
employees, employee fraud and embezzlement, the possibility of volunteers abus-
ing the elderly or children, and the low cost and high speed with which electronic
public records databases can be searched.

Background checks vary greatly in procedure and scope, depending on the pur-
pose for which the check is performed. A background check for a national security
position can cost $10,000, involve polygraph testing and an in-depth exploration of
the applicant’s associations, and focus on past or current behavior that could sub-
ject the applicant to extortion.

Regular employment background checks are much less expensive, ranging from
a simple electronic records search that can cost less than $50 to in-depth vetting for
corporate executives, which can run into thousands of dollars. Regular employment
background checks focus on criminal convictions and arrests, past litigations, a his-
tory of insurance or worker’s compensation claims, driving record, credit card and
other debt, drug and alcohol use (which may be explored using urine analysis or
hair or blood testing), medical problems, and military history. They can involve
interviews with neighbors and other associates, and verification of educational sta-
tus and of prior employment. Because of concerns about employee theft, major
employers have created cooperative anti-shoplifting databases that may be queried
to see whether an applicant has ever been accused of dishonesty without actually
being charged with a crime. In the retail and service sector, background checks
often are combined with “personality tests” designed to gauge an individual’s atti-
tudes toward workplace organization, work ethic, and honesty.
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In the employment context, background checks are governed by the federal Fair
Credit Reporting Act (FCRA) and by state regulations. The FCRA requires
employers to obtain consent from the employee before engaging in a background
check, specifies procedures to prevent stale and inaccurate information from being
provided to the employer, and gives the employee the right to an “adverse action”
notice if the check is used to deny employment. The Federal Equal Employment
Opportunity Commission bars employers from relying solely on criminal convic-
tion information; the nature of the conviction must be relevant to the job, or there
must be some independent, sound business reason for taking action against the
individual. State laws impose further restrictions, in some cases including prohibi-
tions on the use of derogatory information more than seven years old or arrest data
that did not result in a conviction.

Outside the employment context, investigating the background of another may
not be subject to any kind of regulation. For instance, charitable organizations may
investigate prospective volunteers to avoid risks of elder or child abuse. Sometimes
individuals suspicious of a friend’s or family member’s personal activities will ini-
tiate a background check. These unregulated checks can amount to cursory scans of
public records databases or more involved inquiries, including illegal “asset
searches” performed by investigators who trick banks and other organizations into
revealing the subject’s financial status.

See also: Workplace privacy
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Banking and financial records

Most individuals have high expectations of privacy with regard to their banking
records and other financial information. People generally do not expect informa-
tion about their bank accounts, credit card transactions, and other financial mat-
ters to be shared with outside parties without their permission. The shift from cash
to checks and to debit and credit cards has made paying for goods and services
more convenient, but it has resulted in vast amounts of data stored automatically in
computers and databases, and it raises the potential for databases to be linked in
order to share and combine information obtained from different sources. The result
can be a detailed compilation of information about an individual’s saving, spend-
ing, and even travel habits.
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One of the problems created by the presence of financial information in data-
bases is the increased risk of identity fraud or theft (assuming another person’s
identity for financial gain). As more personally identifiable information becomes
available, it becomes easier for criminals to access details that were previously
considered private. A second problem is government access to bank and financial
records that individuals would prefer to keep secret. The possibility of government
surveillance of financial activities threatens some of our fundamental freedoms.

Several federal laws have been enacted to protect banking and financial privacy
in the United States, although they all have important exceptions that allow infor-
mation to be shared with government authorities and private-sector entities for var-
ious purposes.

The Right to Financial Privacy Act (RFPA) creates a right of privacy with
respect to an individual’s bank records. It was enacted in response to the Supreme
Court’s decision in United States v. Miller (1976), where the Court found that bank
customers had no legal right to privacy in their banking transactions. The Court
concluded that when individuals voluntarily share or develop records in the ordi-
nary course of a business relationship with another entity (as in a bank-customer
relationship), they have relinquished their expectation of privacy and therefore
have no constitutional protection against government access to such records.

Congress enacted the RFPA in response to the Miller decision. The RFPA bars
federal government agencies from obtaining records from a financial institution
unless the customer authorizes access; a valid summons, subpoena, or search war-
rant has been prepared; or there is an appropriate written request from a govern-
ment official who is authorized to obtain the records. Moreover, the government
agency must give individuals notice and an opportunity to object before any disclo-
sures can be made. The RFPA governs only disclosures to the federal government
and its officers, agents, and departments; it does not govern the sharing of informa-
tion with private businesses or with state governments. As for the sharing of finan-
cial information in the private sector, the Fair Credit Reporting Act and the
Financial Services Modernization Act of 1999, also known as the Gramm-
Leach-Bliley Act (GLBA) and discussed later, provide some protection for individ-
uals. State laws may provide similar protection against access by state government
officials and agencies.

The RFPA has many exceptions. The most noteworthy is the Bank Secrecy Act
(BSA), which requires federally insured banks to retain records and create reports
that could be useful in tax, criminal, or regulatory investigations. The law was
passed to address concerns that the shift from paper to computerized records would
make law enforcement in relation to white-collar crime more complicated. The
BSA not only allows banks and other financial institutions (including gambling
casinos and dealers in precious metals) to disclose financial records to the federal
government in certain circumstances; it actually requires them to report the trans-
actions. Moreover, when banks report information to the federal government pursu-
ant to the BSA, they are required not to disclose to their customers that reports have
been filed about them.

Among other transactions, the law requires the reporting of deposits or with-
drawals of more than $10,000 in cash in one day, or the purchase of money orders,
cashier’s checks, traveler’s checks and similar instruments involving more than
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$3000 of cash. The bank must report the individual’s name, address, and occupa-
tion, as well as other information about the transaction in a “currency transaction
report” to the Internal Revenue Service. For transactions exceeding $5,000 into or
out of the United States, the amount, date, and identity of the recipient must be
reported. Moreover, if it appears that the customer is taking action to evade the
reporting requirement, the bank must file a “suspicious activity report” explaining
the activity. All of these reports are electronically filed and are immediately avail-
able to United States Attorneys and law enforcement agencies throughout the
country. Financial institutions face heavy penalties if they do not comply. The BSA
was strengthened in 2001 by the Uniting and Strengthening America by Provid-
ing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of
2001 (USA PATRIOT Act), which gave government authorities increased access
to bank records in an effort to track financial transactions that could identify terrorists.

The purpose of the BSA is to aid law enforcement in policing money launder-
ing, tax evasion, embezzlement, drug dealing, and other criminal behavior. A sin-
gle report about a customer is usually of no concern to authorities, but multiple
reports may signal a need for further investigation. Businesses that routinely deal in
large amounts of cash, such as bars and restaurants, can be exempted from having
their deposits and withdrawals monitored, although such an exemption is not rou-
tinely granted.

The BSA covers banks, retailers, gasoline companies, and other issuers of credit
cards; traveler’s check issuers; the U.S. Postal Service; securities dealers; and casi-
nos. In addition to the mandatory disclosure of the transactions discussed previ-
ously, certain financial information is not protected by the RFPA and therefore can
be disclosed to government officials without customer consent; these include dis-
closures that do not identify a customer personally, disclosures in connection with
the financial institution’s own interests (such as the perfection of security interests
and information relating to federal government loans), disclosures relating to bank
regulatory supervision, disclosures authorized under other federal laws, and emer-
gency disclosures to federal agencies with foreign intelligence or other national
security functions.

With respect to the private sector, the GLBA imposes limits on the collection
and sharing of information in the financial services industry. The GLBA grew out
of a movement to reform the financial services industry and eliminate the historical
separation of banks, brokerage companies, and insurers. After the collapse of the
banking industry in the Great Depression, Congress passed the Glass-Steagall Act,
which prohibited national and state banks from affiliating with securities invest-
ment companies. In 1956 Congress passed the Bank Holding Company Act, which
prohibited banks from owning non-bank companies in general. The Bank Holding
Company Act was amended in 1982 to prohibit banks from engaging in insurance
underwriting activities. As the financial services industry evolved in the 1980s and
1990s, however, Congress repealed these prohibitions in the GLBA, and banks
were once again allowed to engage in a wide range of financial services activities,
including insurance and securities investments.

Congress perceived significant privacy risks in allowing banks, brokerage firms,
and insurers to merge or affiliate, so it included in the GLBA a series of provisions
designed to limit the sharing of customer information. Another motivating force
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was the adoption of the European Data Protection Directive in 1995. The direc-
tive applies to any entity that maintains personal information on EU citizens. This
means that U.S. companies must ensure that information on EU citizens is treated
in accordance with the privacy standards in effect in Europe. Congress fashioned
the privacy protections of the GLBA with the intention that compliance with the
GLBA would also mean compliance with the EU rules.

The privacy protections in the GLBA are far from absolute, however. The GLBA
sets no limits on the type of information that financial services companies can col-
lect and retain on individuals. Individuals who interact with a financial services
company must understand that virtually all information that the business can
uncover about them can be stored in a database. Moreover, the GLBA expressly
authorizes banks, insurers, investment companies, and other financial services
organizations that are affiliated with each other, through common ownership or
otherwise, to share personal financial information without the customer’s permis-
sion. An affiliate is a company that controls, is controlled by, or is under common
control with another company. Although affiliates must tell customers that they are
sharing this information, individuals cannot block the sharing of information
among affiliated institutions. Because large conglomerates of affiliated entities
dominate the financial services industry, sharing of personal information without
customer consent is routine.

Customers can choose to opt out of any disclosure arrangement involving the
sharing of their personal data between a conglomerate and a non-affiliated third
party. A non-affiliated company is one that is unrelated to the financial services
company possessing personal information about the customer. Non-affiliates may
include companies that want the information in order to compile mailing lists for
their own marketing purposes.

Individuals must read the privacy policy of the financial institution to learn how to
exercise their opt-in and opt-out rights. The GLBA does not require consent from the
customer before any data can be distributed to others. To opt out, the customer usually
has to call a toll-free number or mail in a response card indicating the consumer’s opt-
out choice. Even if customers take the initiative and exercise their limited opt-out
rights, they must trust the financial services company to honor the request and maintain
adequate security procedures to prevent unauthorized sharing and access.

Financial institutions cannot disclose customer account numbers or access codes
to a non-affiliated third party for use in marketing activities. Thus, even if custom-
ers do not opt out of an information sharing arrangement with non-affiliates, credit
card and debit card numbers, PINs, and account passwords cannot be sold.

The GLBA also requires financial services companies to develop systems to
ensure that customer information is secure against “hacking” and other unautho-
rized access. The law also prohibits certain kinds of “pretexting,” the practice of
collecting personal information under false pretenses. Pretexters pose as law
enforcement officials, social workers, potential employers, bank personnel, or
other parties and create convincing stories in order to elicit information from
unsuspecting businesses and consumers. The GLBA criminalizes the use of fraudu-
lent statements to solicit financial information.

To apprise customers of the privacy practices of a business, the GLBA
requires financial institutions to provide customers with notices that explain how
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the company handles personal information and shares it with others. The notice
must be clear and conspicuous and must accurately describe the firm’s privacy
practices. It must explain, in general terms, what information the company collects,
with what other companies it shares the information, and how it safeguards its data-
bases. The notice must be given to customers by mail or through another in-person
method of communication. Acceptable ways of communicating this information
depend on the type of business. For example, an online lender may post its privacy
policy on its website and require that the customer acknowledge its receipt before
applying for a loan. The dissemination of privacy notices or privacy policies in the
financial services industry is now commonplace.

The GLBA exempts several categories of transactions from its privacy protec-
tions. Financial institutions can disclose customer information with credit reporting
agencies, government regulatory agencies, and a company that is purchasing the
business. They can also share information with outside firms that provide essential
services, such as data processing, check printing, or mortgage servicing, and with
firms that agree to jointly market the company’s products and services. These
exceptions allow much information to be shared without consumer knowledge or
consent.

The GLBA applies only to “nonpublic” personal information—data that cannot
be obtained from sources in the public domain. Most of the information about cus-
tomers in a financial institution’s database is nonpublic, but information that is
publicly available, such as a mortgage loan recorded in the public records, is not
covered by the GLBA.

The Fair Credit Reporting Act (FCRA), which protects the privacy of consumer
information held by credit bureaus, also governs certain transactions involving
banks and other financial institutions. Under the FCRA, credit reporting agencies
(credit bureaus) can release the credit reports of consumers to financial institutions
when individuals apply for credit, open bank accounts, or initiate other financial
transactions. When a financial company obtains a credit report, it may want to
share the report with an affiliated business. Under the FCRA, the credit report can-
not be shared with affiliates unless the consumer has first been notified and given
the opportunity to opt out. This is similar to the opt-out right under the GLBA, and
the opt-out notice is likely to be included in the privacy policy delivered to the cus-
tomer under the GLBA. However, unlike the case with the GLBA, consumers who
exercise their opt-out rights under the FCRA can prevent the sharing of information
among affiliates, but only information obtained from a credit report that has been
issued by a credit reporting agency.

See also: Digital cash
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Bank Secrecy Act

The United States Congress enacted the Currency and Foreign Transactions
Reporting Act, more commonly known as the Bank Secrecy Act, in 1970. This leg-
islation requires banks and other financial institutions to report information on their
customers to the federal government. This information is to be collected and trans-
mitted, without the knowledge or consent of customers, whenever the financial
institution detected “suspicious activity.” Financial institutions are required to
report transactions over $10,000 in cash to the Treasury Department by means of
the Currency Transaction Report. Once this information is filed, it becomes avail-
able to most law enforcement agencies through the Financial Crimes Enforcement
Network (FinCEN) of the Treasury Department. Information posted on FinCEN
can be accessed by law enforcement agencies without a requirement of probable
cause. This means that there is no need for a judge to issue a search warrant, court
order, or subpoena for this information.

The original intent of the Bank Secrecy Act was to identify the source and dollar
amount of any transaction consisting of currency or other monetary instruments
coming into or leaving the United States. The purpose of having financial institu-
tions track these transactions was to create an audit trail with the Treasury Depart-
ment to allow the apprehension and prosecution of individuals involved in the act
of money laundering or tax evasion. Although the act left the responsibility of
reporting these types of suspicious activities with the individual financial institu-
tions, subsequent legislation created additional regulation with regard to these
activities.

The Money Laundering Control Act was passed in 1986 to provide for crimi-
nal prosecution of those employees of financial institutions who aid in the laun-
dering of money. Penalties can be imposed on employees who either assist in the
act of laundering money or circumvent the reporting procedures by creating sev-
eral smaller transactions that avoid the reporting requirements set by the Bank
Secrecy Act. These penalties were strengthened by additional legislation in 1992
and 1994 requiring all financial institutions to institute polices designed to edu-
cate their employees with the goal of achieving full compliance with the legisla-
tion. Due to different interpretations by different financial institutions, it was
recognized in 1996 that there was a need to standardize the information col-
lected. This resulted in the creation of the Suspicious Activity Report, to be used
by all U.S. financial institutions. This report is filed any time a financial institu-
tion believes that a transaction has been made that violates U.S. law or is just sus-
picious in nature.

In reaction to the events of September 11, 2001, Congress passed the Uniting
and Strengthening America by Providing Appropriate Tools Required to
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Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT Act). Title IIT
of the act, called the International Money Laundering Abatement and Anti-
Terrorist Financing Act of 2001, added the most power to the Bank Secrecy Act
since its inception in 1970. Financing of terrorist activities could be fought by such
measures as prohibiting financial institutions in the United States from doing busi-
ness with foreign shell banks, improving cooperation and information sharing
among institutions, and creating more rigorous customer identification procedures.

With the modifications made to the original Bank Secrecy Act, the number of
federal and state law enforcement agencies utilizing the reports generated about
suspicious activity has increased tremendously. These agencies include the U.S.
Treasury, Board of Governors of the Federal Reserve System, Federal Deposit
Insurance Corporation, National Credit Union Administration, Office of the Comp-
troller of the Currency, Office of Thrift Supervision, and several international orga-
nizations, to name just a few. However, the role of gatekeeper of this information
remains with FinCEN. FinCEN has been given the authority to post regulations and
interpretive guidance and to pursue civil cases against violators as necessary. Fin-
CEN relies on the federal banking agencies to examine banks within their areas of
responsibility for compliance with the policies and procedures set up under the
Bank Secrecy Act and subsequent legislation.

Since the inception of the Bank Secrecy Act the reasons for gathering informa-
tion on financial transactions have changed, although the overall process has
remained constant. In the War on Drugs, information gathered through this act has
assisted in identifying, detaining, and prosecuting individuals involved in money
laundering. In conjunction with the Drug Enforcement Agency, and with the coop-
eration of foreign governments, many individuals involved in narcotics trafficking
have been identified and their networks destabilized. Now, amidst the “War on Ter-
ror,” the focus remains on the flow of money to groups who wish to harm others,
albeit in a different way.

However, drug dealers and terrorists are not the only focus of law enforcement
efforts utilizing this information sharing capacity. Corrupt businesses, politicians,
and others seeking to benefit from fraudulently exploiting others also use money
laundering. Such entities and individuals can adversely affect the securities mar-
kets, as shareholders are essentially being robbed of their assets without their
knowledge. This can make their stock worthless and cause the markets to tumble.

Whether by preventing criminals from funneling funds to terrorists and drug
dealers or preventing corrupt business people and politicians or other individuals
from defrauding citizens and shareholders, the goal of this legislation is to help
maintain trust in the financial markets of the United States. By monitoring informa-
tion on who is making large monetary transactions and combining that information
with other sources, the Department of the Treasury can track criminal activity and
protect the general population.

See also: Banking and financial records; Financial Services Modernization
Act of 1999
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Bar code readers and scanners

A bar code scanner was first used in 1974, when a pack of Wrigley’s chewing
gum was scanned in an Ohio supermarket. Since then this technology has prolifer-
ated to include over 300 different bar codes now used for inventory control, track-
ing of hospital patients, prescription drug labels, library checkout, and even DNA
coding. The privacy issues relating to bar codes pertain to what information is col-
lected and to what uses this information is put.

The basic technology in bar code scanning involves an electromagnetic laser
scanner that produces a beam of light. The light is shone on a bar code tag that con-
sists of lines and spaces of varying thickness and printed in different combinations.
The bar code is a linear binary code of 1s and Os. The light hits the bar code and is
reflected by the white portions of the code while being absorbed by the black lines.
The reflected portion is sensed by a detector in the scanner, which converts it to an
electrical signal. This signal is then translated into the binary language of the com-
puter, a string of Os and 1s. A computer, either on-site or central, matches the code
to the item name. The main benefits of bar codes are speed and efficiency. For
instance, entering 12 characters of data on a keyboard takes 6 seconds whereas
scanning a 12-character bar code takes 0.3 second.

The first bar coding system was the Universal Product Code (UPC). This coding
is now ubiquitous in retail markets. The information from bar codes is used by
retail managers to monitor customer purchases and respond instantly to changes in
demand. In some cases information on purchases is electronically transmitted to
the distributor, who uses it to instantly restock products. The bar code also allows
stores to track customer buying patterns when it is coupled with the demographic
information associated with supermarket loyalty cards.

The basic bar code, like the Universal Product Code, is vertically redundant,
meaning that information is repeated vertically. Newer bar code technologies
include two-dimensional codes that store information along the height as well as
the length of the symbol. The 2-D symbol can be read with a handheld moving-
beam scanner by sweeping the horizontal beam down the symbol and can include
an expanded amount of information. This technology was originally designed for
items with space limitations but has expanded to include applications where the
ability to encode a portable database makes it attractive to businesses. For example,
storing name, address, and demographic information on direct mail business reply
cards allows businesses to immediately access demographic information rather
than check it against a larger database.

Two-dimensional bar codes are now used on driver’s licenses in about 30 states.
Included in the information on these codes is not only what is listed on the front of
the driver’s license, but also biometric identifiers. For example, a Georgia license
stores two digital fingerprints as well as the person’s signature. A Tennessee
driver’s license stores a facial recognition template. Kentucky recently has embed-
ded a black-and-white electronic version of the driver’s photograph in the bar code.
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This information can be accessed by private individuals who purchase the appro-
priate bar code scanner. For example, bars and convenience stores use this technol-
ogy to monitor age for alcohol sales and also to capture customer information not
only for marketing purposes but also for denying sales to disagreeable patrons. Pri-
vacy rights activists charge that the information encoded on the driver’s license cre-
ates a de facto national identity card that can be registered in many databases.

There are instances where the information from bar codes has had significant
consequences. The government of the German Federal Republic in the 1970s used
bar code technology to check civil servants’ political leanings by tracking their bor-
rowing of politically questionable books from the public library. This simple cata-
loging technique thus has become an instrument of governmental control, a
development that has contemporary relevance in the United States in conjunction
with the provisions of the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001
(USA PATRIOT Act). Bar codes in this context have the potential to undermine
civil liberties and the right to privacy.

The newest generation of bar code is the radio frequency identification tag
(RFID). This tag contains tiny computer chips linked to a small antenna. Devices
called readers detect information from these tags using radio wave transmitters
when the tag moves into the range of the reader. This technology is being devel-
oped for retail use as well as for government documents such as passports and ele-
mentary school ID cards. Privacy activists worry that because this type of
technology allows signals to be read from hundreds of feet rather than being
scanned at the point of the card, personal information is much more vulnerable and
the surveillance capacity of computer chips is broadened as they are brought into
individual residences. The amount of information that can be stored on these chips
is much greater compared with conventional bar codes.
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Bartnicki v. Vopper, 532 U.S. 514 (2001)

During contentious collective-bargaining negotiations between a Pennsylvania
high school teachers’ union and the local school board, Bartnicki, the chief union
negotiator, and Kane, the union president, had a conversation on a cellular tele-
phone that was intercepted and recorded by an unidentified person. A nonbinding
arbitration proposal, generally favorable to the teachers, had all but settled the dis-
pute, when Vopper, a radio commentator critical of the unions, played the tape of
the intercepted conversation on a segment of his public affairs talk show dedicated
to covering the settlement. The tape was subsequently aired on another station and
its content was published in the local newspapers. In the recorded conversation, Bart-
nicki and Kane discussed the timing of a proposed strike, the difficulties created by
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public comment on the negotiations, and the need for a dramatic response to the
school board’s intransigence.

Bartnicki and Kane filed suit against Vopper and other members of the media. It
was discovered that Vopper obtained the tape from Jack Yocum, the head of a local
taxpayers’ association opposed to the union’s demands. Yocum testified that he dis-
covered the tape in his mailbox. When he played it, he recognized the voices of
Bartnicki and Kane. He played it for the school board and then delivered it to Vop-
per, as well as to other individuals and media representatives. Both parties sought
summary judgment. Bartnicki alleged that each of the defendants who aired or
published the contents of the tape “knew or had reason to know” that the recording
of the private phone conversation had been obtained in violation of both federal and
state anti-wiretap statutes. Bartnicki sought actual damages, statutory damages,
punitive damages, and attorney’s fees. The defendants argued that there was no
violation because (1) if the interception was illegal, the defendants had nothing to
do with the it; (2) the conversation might have been intercepted inadvertently, not
illegally, and therefore the defendant’s actions were not unlawful; and (3) if the
defendants had violated the statute by disclosing the conversations, the disclosures
were protected under the First Amendment and the defendants were not liable for
damages. The district court found that the defendants had clearly violated the stat-
ute; they “knew or had reason to know” that the information was obtained through
an illegal interception. Actual involvement in the illegal interception was not
required. However, whether the interception was inadvertent was a disputed fact, so
summary judgment was denied. The court did, however, grant a motion for an
interlocutory appeal, which sought an answer to the following questions of law:
“(1) whether the imposition of liability on the media defendants under the [wiretap-
ping] statutes solely for broadcasting the newsworthy tape on [Vopper’s] radio
news/public affairs program, when the tape was illegally intercepted and recorded
by unknown persons who were not agents of [the] defendants, violates the First
amendment; and (2) whether imposition of liability under the [anti-wiretapping]
statutes on Defendant Yocum solely for providing the anonymously intercepted
and recorded tape to the media violates the First Amendment.”

All parties agree that the wiretapping statutes are content-neutral laws of general
applicability. They do not seek to discriminate against any particular speech con-
tent or single out a particular viewpoint; they seek to protect privacy. A content-
neutral regulation is subject to the “intermediate scrutiny standard”; that is, it will
be sustained under a First Amendment challenge if it advances important govern-
mental interests unrelated to the suppression of free speech and does not burden
substantially more speech than necessary to further those interests. The Court of
Appeals for the Third Circuit determined that under this standard, the wiretapping
statutes were invalid because they deterred significantly more speech than neces-
sary to protect the privacy interests at stake. Bartnicki appealed.

The United States Supreme Court granted certiorari. It accepted the following find-
ings of facts: (1) The conversation was intercepted illegally (i.e., in violation of the
wiretapping statutes). (2) The defendants violated the wiretapping statutes because
they knew or should have known that the conversation was intercepted illegally. (3)
The defendants played no part in the interception itself; they obtained the informa-
tion from the tapes lawfully, even though someone else unlawfully intercepted the
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information. (4) The subject matter of the conversation was a matter of public con-
cern. The Court also accepted that (5) the wiretapping statutes were content-neutral
laws of general applicability and that intermediate scrutiny was the appropriate stan-
dard to apply. The Court was required to determine only whether the application of
these statutes, under these particular facts, violated the First Amendment.

The Court began its analysis of this question by setting out general principles of
law from previous cases. Smith v. Daily Mail held that “state action to punish the
publication of truthful information seldom can satisfy constitutional standards.”
Florida Star v. B.J.F. held that “if a newspaper lawfully obtains truthful informa-
tion about a matter of public significance then state officials may not constitution-
ally punish publication of the information absent a need . . . of the highest order.”
New York Times v. United States upheld the publication of documents of great pub-
lic importance stolen by a third party, focusing primarily on the character of docu-
ments’ contents and the consequences of the disclosure. That case, however, did
not resolve the issue here: whether the government may punish not only unlawful
acquisition of information, but the ensuing publication as well. The Court noted
that it had carefully tried to avoid categorical holding of whether publication of
truthful information may ever be punished under the First Amendment.

The government argued that two important interests are served by the statute:
preventing disclosure deters parties from intercepting private communications, and
it minimizes the harm to persons whose private communications have been ille-
gally intercepted. The Court took these up in turn. It opined that the interest of
deterrence is insufficient to justify punishing disclosures in this case. The defen-
dants published lawfully obtained information of public interest by someone who
was not involved in the initial illegality. While illegal interceptors are usually
known, and usually disclose intercepted communications for public praise or finan-
cial reward, imposing sanctions on the media in this case will not deter unidentified
scanners from such antisocial conduct. The Court found, however, that the govern-
ment’s interest in minimizing harm to the invasion of privacy was a considerably
stronger argument. The wiretapping statutes encourage uninhibited exchange of
ideas and information among private parties, and fear of public disclosure might
have a chilling effect on speech. Therefore, the statutes may be applied in most
cases without violating the First Amendment, in order to prevent disclosures of
trade secrets or domestic gossip. However, in this case, enforcement of the statute
imposes sanctions on the publication of truthful information of public concern,
implicating the core purposes of the First Amendment. The Supreme Court held,
relying on the general proposition that freedom of expression upon public ques-
tions is secured by the First Amendment, that privacy concerns must give way in
publishing matters of public importance.

Justice Breyer, joined by Justice O’Connor, concurred in the opinion and agreed
with the narrow holding limited to these special circumstances: radio broadcasters
engaged in no unlawful act aside from the broadcasting itself, and the information
involved a matter of unusual public concern, namely, a threat of harm to others.
The concurrence went on to explain why the majority’s opinion should not be read
as signifying a broad constitutional immunity to the media.

Justices Scalia and Thomas joined Chief Justice Rehnquist in his dissent. The dis-
sent expressed concern over the loss of privacy signified by the majority’s opinion. It
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faulted the majority for limiting the holding to “matters of public concern” without
defining that amorphous term. It argued that the majority opinion diminishes the
First Amendment rather than enhances it because the opinion will have the effect of
chilling the speech of citizens who increasingly rely on electronic technology—
cellular telephones and electronic mail—to communicate. The dissent found fault
with the majority’s reliance on the line of cases it referred to. Further, it disagreed
with the majority view that Bartnicki and Kane, by discussing a matter of public
importance, somehow were contributing to a public debate and that their privacy
interests were subordinate to the disclosure of these statements. The dissent argued
that the right to privacy, at its narrowest, must include the right to be free from
surreptitious eavesdropping and the involuntary broadcast of cellular telephone
conversations.

See also: Katz v. United States, 389 U.S. 347 (1967); Olmstead v. United
States, 277 U.S. 438 (1928)
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Larkin R. Evans

Bauer v. Kincaid, 759 F. Supp. 575 (1991)

Traci Bauer was the editor-in-chief of the Southwest Standard, a newspaper for
Southwest Missouri State University students. She brought an action against
Southwest Missouri State University when it refused to release information about
criminal occurrences that were committed on the SMSU campus. She claimed that
under the Missouri Open Records Act (MORA), the university was obligated to
provide all of the information that it collected and maintained regarding criminal
activity. The act requires that all public governmental bodies provide all public
records upon request for the purpose of ensuring that all public meetings would be
conducted openly and subject to public examination. It also was intended to pro-
vide a record of the decisions that each public official made and to make it avail-
able to the public for examination. The act was to be interpreted literally and,
unless otherwise protected by law, there could be no exception as to what records
were available for general viewing and copying.

The defendants, the Southwest Missouri State University Board of Regents,
among others, claimed that under the Family Educational Rights and Privacy
Act (FERPA), the school was prohibited from providing the requested documents.
FERPA requires that federal funds be withheld from any educational agency that
releases records regarding any student without the student’s consent. They also
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claimed that SMSU’s Safety and Security Department, which maintained the
requested files, was not a public governmental body and therefore was not subject
to the regulations under MORA.

Using MORA’s definition of “governmental body,” the district court deemed
that the Board of Regents was obligated to surrender the records to the Southwest
Standard. The university’s claim that the records were maintained by the Safety
and Security Department was simply an attempt to shield the university from the
requirements under MORA. Even if SMSU’s Safety and Security Department was
not considered a public governmental body, it was under the command of the uni-
versity’s Board of Regents; therefore, the records were subject to MORA. The
court ruled that it was unreasonable to believe that the university’s Board of
Regents did not have any authority or legal control over the Safety and Security
Department.

The court specifically responded to the assertion that the university was not
required to provide the requested records because it was protected under FERPA.
The defendants claimed that “directory information” was the only information that
FERPA allowed to be released to the public. The court ruled that FERPA did not
provide exemption to the university from the Open Records Act because the infor-
mation requested was not information that FERPA intended to protect. The protec-
tion provided under FERPA covered information that students were required to
divulge on applications for admission as well as information on a student’s aca-
demic progress at the university. There is no mention in the act of the protection of
criminal investigation or incident reports conducted under the jurisdiction of the
university.

Even if the reports were covered by the act, this would not prohibit the univer-
sity from releasing them. The act’s purpose is to impose penalties on educational
entities that release information described in the act. The act does not impose a law
that bars schools from releasing information; instead, it allows federal funds to be
withheld from schools whose policies permit the release of information. The court
ruled that because the information was not directly protected under FERPA, and
because the act itself is not binding law, the university was not exempt from the
Open Records Act.

The District Court of Missouri ordered the release of all records held by South-
west Missouri State University regarding criminal occurrences on the campus on
the grounds that the Board of Regents was a governmental body and therefore was
in violation of MORA. Furthermore, the court dismissed the university’s argument
that FERPA exempted it from producing the requested information because the act
was not intended to protect the kind of information being sought by the newspaper.

See also: Associated Press v. Walker, 388 U.S. 130 (1967); Cox Broadcasting
Corp. v. Cohn, 420 U.S. 469 (1975); Journalism; Open Meetings Laws; Red &
Black Publishing Co. v. Board of Regents, 262 Ga. 848 (1993); Time, Inc. v. Hill,
385 U.S. 374; United States v. Caldwell, 408 U.S. 665 (1972)
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Sean M. Peek

Big Brother

“Big Brother” is a fictional character in George Orwell’s novel Nineteen Eighty-
Four. In the book Orwell, the pen name of the English writer Eric Blair (1903—
1950), depicts a dystopian futuristic society deprived of privacy, freedom, and history
and controlled with the use of totalitarianism, terror, and dehumanizing practices.
These practices include a variety of ubiquitous physical and mental surveillance
techniques that penetrate every aspect of the society. It is through surveillance that
privacy is obliterated and people are reduced to numbers. A phrase that appears
throughout the text, “Big Brother Is Watching You,” symbolizes the apocalyptic
relationship between a dehumanizing system of surveillance serving the needs of
the oligarchic political regime, and the distruction of personal privacy.

The main protagonist, Winston Smith, introduces us to the society, where pri-
vate and public locales are continuously monitored by devices referred as “tele-
screens.” Whether positioned in an apartment, a house, an office, or an open public
space, the telescreens can always watch you. What’s more, the telescreens are not
merely recording cameras, but they are also the medium for instructing individuals
on what they must do on a daily basis: wake up at a certain time, exercise more vig-
orously in the morning, or report to a particular state-run Ministry. In addition, the
telescreens are technically capable of detecting subtle changes in an individual’s
words, facial expressions, intensity of breathing, or even the heartbeat. If any of
those basic factors are not satisfactory to the state inquisitors, whom Orwell
pointedly calls the “Thought Police,” the targeted individual may be imprisoned,
tortured, or, if confessing to nonexistent crimes against the state and the party,
put to death and erased from all records. Big Brother’s picture is displayed all
over Oceania: he is the embodiment of the party, the system, and the state. His
presence is encountered on public buildings, in the restrooms, above the bed. “Big
Brother Is Watching You,” asserts Orwell, adding, “Even from the coin [his] eyes
pursued you. On coins, on stamps, on the cover of books, on banners, on posters,
and on the wrapping of a cigarette packet—everywhere. Always the eyes watching
you and the voice enveloping you. Asleep or awake, working or eating, indoors or
out of doors, in the bath or bed—no escape. Nothing was your own except the few
cubic centimeters inside your skull.”

Yet even within the people’s minds, privacy is significantly reduced. An individ-
ual’s thought process is continuously intruded on by state-imposed rituals such as the
“Two-Minute Hate,” a practice where individuals stare and yell at the telescreens
showing “prominent” enemies of the state. There is also “Doublethink,” the prac-
tice of holding two opposing thoughts at the same time and accepting both of them,
the altering of commonsense conclusions (e.g., 3 + 2 = 4), and the perpetual search
for the “internal” and “external enemies” amidst the never-ending state of war.
These daily exercises reinforce the fear and mistrust among the population, justifying
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surveillance as necessary and defining privacy as obsolete, unpatriotic, and poten-
tially incriminating.

If one’s privacy could at least be legally defined, defended, and asserted in a
court of law, the reassertion of basic human rights would be possible. However, “in
Oceania there is no law,” so the actions and behaviors that the state’s apparatchik
machinery monitors are never legally regulated. As a result, every individual’s act
or behavior is potentially criminal and severely punishable.

Can individuals at least think of privacy in Nineteen Eighty-Four? Can they for-
mulate simple thoughts of what it means to have privacy? Even that possibility is
tragically decimated in the course of the novel because the vernacular that could
express and formulate these thoughts is systematically destroyed. The English lan-
guage, referred to as “Oldspeak,” is systematically replaced with a language
referred to as “Newspeak” in which words are reduced to codes without meanings.
The result is a society of individuals who are without the capacity to think, or even
to contemplate any alternative since there are no words to express such a scenario.
While having a lunch with one of the contributors to the latest “Newspeak”™ dictio-
nary, Winston Smith is told, “Don’t you see that the whole aim of Newspeak is to
narrow the range of thought? In the end we shall make thoughtcrime [contempla-
tion of a crime] literally impossible because there will be no words in which to
express it.”

But even without the spoken language, an individual must be able to remember
the past, to verify the memories of what it means to be a human, to retain a sense of
what it meant to have privacy, based on written records. But alas, not so in Oceania,
says Orwell. The entire society is constructed around perpetual falsification,
manipulation, adjustment, and surveillance. Who is fighting with whom in the
ongoing war changes depending on the alliance at any given time. The records
change too, creating the ‘“verifiable” illusion that the past corresponds to the
present, whatever that present is determined to be. A person in Oceania does not
simply die after incarceration, trauma, torture, confession, and humiliation, but
rather is “vaporized” both physically and from all records that would testify as to
his or her existence. As one of the protagonists explains to Winston Smith, the
entire process of controlling and monitoring the population depends on the simple
maxim “who controls the past, controls the future.” For Winston Smith, however,
“the past was dead, the future was unimaginable.”

Even family and kinship relationships are scrutinized and controlled. The kids
report their parents to the police. Sex is understood to be “dirty” and as having
value only as a purely reproductive act. The most intimate conversations between
spouses dealing with love, the future, sex, and other such subjects are self-
censored. “The family has become an extension of the Thought Police. It [became]
a device by means of which everyone could be surrounded night and day by
informers who know him intimately.” For Winston Smith, this is one of the most
devastating developments: without intimacy and privacy, even the sense of tragedy
is beyond the realm of human experience, for, as he perceives, “tragedy belonged
to the ancient time, a time where there was still privacy.”

Orwell’s novel unambiguously connects the practice of surveillance and the
obliteration of privacy to some technological aspects of modernity. The leaders of
previous eras were simply not equipped to enslave populations at the level the
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Orwellian society does. Newspaper, film, television, and other technical advances
of the modern era, in the hands of a lawless, dictatorial regime, suddenly became
surveillance tools canceling the possibility of a private life.

Yet Orwell sees modern phenomena such as class rebellion and rationality based
on the fundamental principles of the Enlightenment as the only way out of the
totalitarian nightmare. The Proles—constituting the majority of the population in
Oceania, kept under loose control by the authorities and ostracized through pov-
erty, disease, and ignorance—is the only group capable of effectively rebelling
against the Party if only it could regain the consciousness of its own strength, if
only the Proles were to understand that they are “the only remaining humans.”
Moreover, if individuals were to unequivocally reestablish the right to assert the
basic premises of the everyday truth, the rest would follow and the dictatorship
would fall—none of which happens in the novel.

George Orwell died in 1950. More than a half century after his death, Nineteen
Eighty-Four is still read as fiction, but its message is feared as the tantalizing
account of a world we do not want to wake up to, or recognize around us.

See also: Privacy, definition of; Privacy; Philosophical foundations of;
Secrecy
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Bill of Rights. See Constitutional protections

Biometric identifiers

Biometric identification, or biometrics, is the practice of using physical informa-
tion to link individuals to databases or to other stored identity information. “Bio-
metric” literally means “bodily measurement” and is increasingly being touted as a
solution to security problems in the post-9/11 world. Proponents claim that biomet-
rics has the potential to simultaneously enhance security and privacy. At the same
time, biometrics raises Orwellian concerns about facilitating the growth of a “sur-
veillance society.”

Early prison records often recorded an individual’s height and other physical
characteristics, and photographs could also be considered a form of biometric
information. Perhaps the first full-fledged biometric (called “anthropometric” at
the time) identification system was the criminal identification system devised by
Paris police official Alphonse Bertillon around 1883. Bertillon applied the tools of
anthropometry to the problem of criminal record keeping. His system used 11 precise
bodily measurements (such as head length and width, foot length, and even ear
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length), detailed physiognomic description, and meticulous notation of “peculiar
marks” such as tattoos, birthmarks, and scars. All of this information was entered
on index cards, which were filed according to a classification system based on the
anthropometric measurements. “Bertillonage,” as it was called, thus contained
many of the key features we now think of as constituting a biometric identification
system. It was a database of records that were retrievable according to biometric
information alone (as opposed to requiring a correct name to be submitted).

A number of different physical attributes have been proposed or used for bio-
metric identification. The most common biometric identifiers are the face, finger-
prints, iris, anthropometrics, hand geometry, voice, and signature. Less common
biometrics include the retina, veins in the palm, skull x-ray, tattoos (voluntary or
required), gait, body odor, ear shape, skin reflectance, body heat patterns, lip
motion, and keystroke dynamics.

James Wayman has proposed that biometric applications be categorized accord-
ing to how they fall along several dimensions. The user may be cooperative (an
employee) or noncooperative (a criminal). The biometric system may be overt
(known to the subject) or covert. Users may be more or less well habituated to
using the system. The system may be attended (by an operator) or unattended. The
use environment may be standard or extreme. The system may be controlled by a
public or private entity. And the system architecture may be open (compatible with
other systems) or closed.

Biometric applications may usefully be sorted into two categories. In verifica-
tion, a user’s claim to be a particular individual is verified. In identification, an
individual not claiming particular identity—or whose claim is questionable—has
his or her identity determined by comparison of biometric information with that
stored in a database.

Potential or existing applications of biometrics include criminal record keeping,
immigration control, document security (for driver’s licenses, passports, etc.), voter
authentication, protection of access to entitlements or other government payments,
creation of databases of political asylum seekers and refugees, medical record
keeping, banking (including its use on ATM cards), shopping (including its use on
smart cards), workplace monitoring, controlling access to secure areas, guarding
access to personal property such as an automobile or a laptop computer, and sur-
veillance of airports or other public spaces to identify wanted individuals or poten-
tial terrorists. For many of these applications, biometrics is a potential replacement
for less secure methods of authenticating identity, such as identification cards or
numbers and “secret knowledge,” such as passwords or personally identifiable
information such as one’s mother’s maiden name. There is, in addition, a growing
field of “e-world” biometric applications, including such areas as e-commerce.

Biometric identification raises a number of privacy issues. Civil libertarians tend
to view biometrics with suspicion. It is seen as having the potential to facilitate the
rise of a surveillance society, and possibly even totalitarianism. Covert biometrics,
such as face recognition, invokes privacy debates about whether citizens have any
reasonable expectation of privacy for readily visible biometric information. These
same arguments apply to “shed” biometric information, such as fingerprints or
DNA. Other criticisms address biometrics’ inherent reduction of the person to
stored information as somehow dehumanizing, raising objecting on human rights
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or even, with reference to the Book of Revelation, religious grounds. (Another
religion-based privacy issue is whether women who wear burkhas must unveil their
faces for driver’s license photographs.) Additional concerns include whether the
biometric profile contains information that might be abused by the government,
such as heredity, race, ethnicity, gender, or behavioral characteristics.

Other experts have argued that biometrics has the potential to enhance both pri-
vacy and security. They argue that replacing insecure identification technologies
such as identification cards, passwords, and “secret knowledge” with more secure
biometric identifiers, which are more difficult to forge or steal, puts individuals’
information more securely in their control. Although biometric markers are cer-
tainly difficult to forge or steal, there have been reports concerning such potential
abuses as creating a rubber mold of another person’s fingerprint pattern. Both real
and fictional scenarios exist concerning the “stealing” of biometric information by
forcibly removing the relevant body part(s). A potential counter-measure to this is
requiring the sensor to detect a certain amount of heat.

Given its enormous potential, biometrics is certain to be an important focus of
privacy issues for years to come.

See also: Authentication; Automated Teller Machine (ATM); DNA and
DNA banking
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Birth certificate

Birth certificates in the United States, which are issued by the states, have two
different sections, and each section involves different privacy concerns. The first
section, the legal record of the birth, is always available to the adult whose birth it
registers; access by other persons varies widely from state to state, ranging from
a short list of specified relatives to the public at large. The second section of the
certificate—which records health and medical information about the parents, the
birth, and the infant—is used only for data collection and analysis, under regula-
tions that protect the privacy of the registrants and their parents.

It was only in the first half of the twentieth century that birth registration in the
United States became both standardized and nearly universal. In colonial times a
number of the colonies passed laws requiring government officials to record births
and other vital events, but even with the passage of additional regulations over
time, these laws and the systems they established were not highly effective. Until
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the early 1800s birth certificates were used only for legal and historical purposes,
not for the additional public purpose of collecting and analyzing health and demo-
graphic data. Birth registration evidently was not a priority in a nation experiencing
a high volume of both immigration and internal migration. In the mid-1800s, how-
ever, a growing emphasis on the importance of vital statistics for public health pur-
poses led the American Medical Association (AMA) to urge the states to collect
vital statistics. By 1859 eight states had established birth registration systems, and
after the Civil War more states followed, although under-registration of births con-
tinued to be widespread.

Because birth registration was so inadequate, efforts before 1900 to collect data
on births focused on the decennial census. After 1900 efforts to obtain birth statis-
tics shifted from the census, which proved unsatisfactory for the purpose, to the
ultimately more promising source of birth registration by state and local govern-
ments. To develop standards for registration legislation and practices, the Bureau of
the Census, which was established as a permanent office in 1902, worked with the
American Public Health Association (APHA). In addition to issuing such stan-
dards, the bureau in 1903 published a recommended standard birth certificate,
which has been followed by 12 revised versions, the latest in 2003. The bureau in
1907, working with the AMA, the APHA, and other organizations, also developed
and recommended to the states a model vital statistics law. Four versions of the
model law have been issued since then, the latest in 1992.

At first, the Bureau of the Census made great progress in the registration of
deaths, but in 1915 it established a national “birth-registration area,” a group of 10
states and the District of Columbia in which birth registration was the most com-
plete and therefore the most reliable source of statistics. Significant efforts to
improve birth registration at this time resulted in part from an increasing desire to
collect statistics that could be used to help reduce infant mortality. In addition, birth
certificates were becoming more important to individuals for uses such as estab-
lishing age for entering school and obtaining work permits. Ten additional states
were found to have sufficiently complete birth registration systems as of 1917 and
were admitted to the birth-registration area. By 1933 every state was included. Dur-
ing the 1940s birth certificates became increasingly important to individuals for
establishing citizenship for jobs in defense, applying for food ration books, and
qualifying for military family allowances. From 1935 to 1948, the estimated preva-
lence of birth registration rose from 90.7 to 95.5 percent.

Today the responsibility for collecting and publishing birth-related and other
vital statistics is vested in the National Center for Health Statistics (NCHS), a part
of the Centers for Disease Control and Prevention (CDC), which is part of the U.S.
Department of Health and Human Services (HHS). The states generally match the
federal government’s recommended standard certificate. The demographic infor-
mation on the birth certificates is provided by mothers at the time of birth, while
the medical and health information is drawn from medical records. Typically, the
certificates are filed with a local registrar, who in turn files the records with the
state vital statistics office. The state office, which maintains files of and issues cop-
ies of the certificates, transmits the data to the NCHS for analysis and publication.

The top portion of the 2003 U.S. Standard Certificate of Live Birth, which is the for-
mal title of the legal record of birth, includes the child’s name, sex, and time and place
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of birth. It also includes the mother’s current legal name, her name prior to her first
marriage, the date and place of her birth, and her residence. In addition, it includes the
father’s current legal name and the date and place of his birth. (A section for adminis-
trative use includes such information as the mother’s mailing address, whether the
mother was married at the time of the “birth, conception, or any time between,” the
mother’s and father’s Social Security numbers, and whether a Social Security num-
ber was requested for the child.) A medical professional’s or hospital administrator’s
signature is required. Copies of this portion are used extensively for employment pur-
poses; for obtaining other documents, such as driver’s licenses, passports, and Social
Security cards; for enrolling children in school; for determining eligibility for public
benefits; and for confirming age eligibility for sports and other activities.

The federal government recommends that states provide limited confidentiality
with regard to the record of birth by restricting access for 100 years after the birth to
close relatives and others who have a legitimate need for the information. Restricting
access also decreases the possibility of identity theft by fraudulent use of the certifi-
cates. A certified copy of the legal record portion, according to the provisions of the
most recent Model State Vital Statistics Act and Regulations, is to be considered the
same as the original and is to be provided upon application to the person whose birth
it registers; or the person’s spouse, child, parent, or guardian; or any of these persons’
authorized representatives. Relatives doing genealogical research may obtain copies
if the registrant is deceased. Other persons may be authorized to obtain copies if they
demonstrate that the copies are needed to determine or protect their personal or prop-
erty rights, and a state may designate regulations that further define who may obtain a
copy. Governmental agencies may be provided copies solely for use in conducting
official duties, and a court of competent jurisdiction may authorize inspection of the
record. When individuals apply for a copy, the state registrar or local custodian may
require identification or a sworn statement. The record becomes public 100 years
after the date of the birth. Stricter controls than these, and more uniformity among the
states, will likely be sought in the future as a result of increasing concern about iden-
tity fraud and international terrorism.

In many states, law and practice now differ to a greater or lesser degree from the
federal recommendations. In a number of states, members of the public can view or
purchase an uncertified, informational copy of a birth certificate if they know the
name and the birth date of the person whose birth it records. Such public access
was available in 14 states according to an HHS Inspector General’s report pub-
lished in 2000. With regard to the security of birth certificates in states with
restricted access, this report noted that proof of identification was required for
“walk-in requests” for copies in only 30 states in the state’s main office and in only
19 states in local offices; proof of identification was required for requests by mail
in only 11 states and by local offices in only 7 states.

Among the states with restricted access, there is considerable variety in the par-
ticulars of their restrictions. Relatives who may obtain copies range from the regis-
trant’s parents only to a list that includes, in addition to the parents, the children,
siblings, half-siblings, stepparents, stepchildren, grandparents, great-grandparents,
grandchildren, and great-grandchildren. Some states permit greater access if the
registrant is deceased and the person applying for the certificate submits proof of
the death. Some states permit greater access when the applicant is conducting
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genealogical research. Although a number of states have adopted the rule that birth
certificates become public after 100 years, many states do not allow certificates
ever to become public, whereas others have adopted shorter or longer periods—
such as 50, 75, or 125 years—before the certificates become public records. A few
states impose special restrictions for access when birth certificates indicate that the
child was born to unmarried parents.

The portion of the certificate containing health and medical information was
made a separate section in the 1949 revision of the standard certificate, which also
placed the information about the child’s legitimacy in this more confidential sec-
tion. Labeled “Information for Medical and Health Purposes Only,” the current ver-
sion of this section includes 29 questions, many with a checklist of possible
answers. For the mother and father, the information includes education, race, and
type of Hispanic origin. Other questions concern the facility where the birth
occurred; the attendant at the birth; and many details about the mother’s pregnancy
and prenatal care, the delivery, and the condition of the newborn.

The current model federal law and regulations require that when information
that identifies individuals is disclosed to researchers, all disclosures must be made
pursuant to agreements that protect the confidentiality of the information. There are
no restrictions, however, on the release of information that does not identify indi-
viduals. As is the case with the legal record portion of the certificate, government
officials may be furnished with the information for use in conducting their official
duties, but this information is not subject to subpoena or court order and is not
admissible in court. Although the specific laws and procedures that the states have
adopted vary considerably, the laws of all the states are designed to protect the con-
fidentiality of this health and medical information.

See also: Adoption; Health Privacy; Public Records
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Birth control

Birth control, a term coined by Margaret Sanger in the early 1900s, refers to the
use of contraception to prevent pregnancy. Decisions about whether or not to use
birth control, and what kind, seem to be individual issues and yet have a very pub-
lic dimension. American’s beloved “right to privacy” has its judicial roots in issues
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of reproductive rights and birth control. In 1881 the Michigan Supreme Court ruled
that a woman “had a legal right to the privacy of her apartment” when she was in
labor, after she sued her physician for allowing a jeweler to attend the birth. Fur-
thermore, the “right to be let alone” became judicially constituted in 1965 in the
historic case of Griswold v. Connecticut, 381 U.S. 479 (1965). Prior to that, the
dissemination of birth control was illegal.

Birth control, in various forms, has existed for centuries. However, technologi-
cal advances in the nineteenth and early twentieth centuries pushed the issue into
the public sphere. Prior to the nineteenth century, white American women averaged
seven births over a lifetime. By 1900 this rate had dropped to three and a half births
as a result of increasing medical information regarding conception and contracep-
tion. Information about birth control was considered inappropriate, and temperance
and anti-vice groups advocated the prohibition of such materials and any associ-
ated information. In 1873 their attempts met with some success when Congress
passed the Comstock Law. This law declared all information and devices associ-
ated with birth control to be obscene and classified the dissemination of birth con-
trol information or products via the federal mail as criminal. Anthony Comstock,
head of the New York Anti-Vice League, became a special federal agent responsi-
ble for preventing the distribution of such “obscene” materials. Additionally, Com-
stock’s efforts resulted in the passage of anti-contraception laws in 22 states, with
the most repressive ones in Connecticut and Massachusetts.

In 1914 Margaret Sanger began publication of The Woman Rebel, a monthly
feminist magazine devoted to the dissemination of information about birth control
methods, many from France. Later, in 1916, Sanger opened the nation’s first birth
control clinic in New York City. She recognized the need for immigrant and work-
ing women to control their fertility. Sanger was prosecuted for violating New
York’s version of the Comstock Law and served 30 days in a federal workhouse.
She was also prosecuted for sending contraception to a doctor via the mail. A fed-
eral district court ruled that the provision of contraception that promotes the health
or saves the life of a doctor’s patient is not covered by the Comstock Law. Sanger’s
advocacy for women’s reproductive rights ultimately led to the founding of the
American Birth Control League (ABCL) in 1921, which became the Planned Par-
enthood Federation of America in 1943 and which continues to advocate for repro-
ductive rights today. Sanger’s efforts with Planned Parenthood supported research
that led to the creation of the birth control pill in the 1950s.

Debates over birth control dissemination continued into the 1960s. In 1961
Estelle Griswold and Dr. Lee Buxton, a physician and professor at Yale Medical
School, were arrested for providing medical advice and instruction related to con-
traception to married couples in Connecticut. Their conviction was overturned in
Griswold v. Connecticut, in which the Supreme Court ruled that Connecticut laws
prohibiting the instruction or use of contraception by married couples violated a
constitutional right to privacy.

In the early 1960s, 28 states still had laws that made it illegal for married cou-
ples to use contraception. However, in 1967 President Lyndon B. Johnson approved
an annual budget of $20 million for contraceptive programs, suggesting a growing
public acceptance of “family planning.” The revolutionary development of the pill
is often associated with a shift in popular sentiment regarding birth control. These
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developments paved the way for a more expansive application of the right to pri-
vacy with regard to birth control. In 1972 the Supreme Court ruled in Eisenstadt v.
Baird, 405 U.S. 438 (1972) that the same privacy protections described in Gris-
wold must be extended to nonmarried women, thus allowing them access to birth
control as well.

Tubal sterilization, a permanent form of birth control, became more widespread
in the 1960s. Previously, many women desiring sterilization had to meet strict
requirements; yet as of 1914 more than 10 states had laws limiting the reproductive
options for women deemed socially inadequate, and by 1924 more than 3000
American women had been forcibly sterilized. Many Native American women and
other women of color, particularly those on welfare, were encouraged or coerced to
undergo this procedure throughout the twentieth century. Today, tubal sterilization
is the most popular form of contraception in the United States.

The early 1970s brought additional gains in reproductive freedom as three states
repealed their anti-abortion laws and Congress deleted parts of the Comstock Law
relating to contraception and abortion. During this time, groups such as the Amer-
ican Medical Association, the American Civil Liberties Union, and the National
Organization of Women publicly support the legalization of abortion. In 1973, a 7-
2 ruling legalized abortion in the landmark case Roe v. Wade, 410 U.S. 113 (1973).
The majority found that a woman’s right to privacy included the right to unregu-
lated abortion in the first trimester of pregnancy. At the same time, Congress
passed a bill prohibiting the use of Medicaid funds for abortions, unless the
mother’s life was in danger.

Cost remains a barrier to access to reproductive control. For example, although
some American insurance companies are covering the prescription costs for the
impotency drug Viagra, only 21 states have contraceptive equity laws that require
all FDA-approved birth control to be covered by health plans. From 1980 to 2003,
federal funding for clinics providing birth control to low-income women fell nearly
two-thirds in constant dollars.

The last decades of the twentieth century saw an increase in reproductive tech-
nology to assist fertility as well as continued debate over the roles of birth control
and abortion in American society. Birth control pills have become the most com-
mon drug used by women of childbearing age; and the emergency contraceptive
pill (“Plan B” or “the morning-after pill”), which prevents a fertilized egg from
developing if taken within 72 hours after intercourse, was approved for use in the
United States in 1998. The widespread use of such contraceptive is estimated to
prevent nearly 1.7 million unintended pregnancies and 800,000 abortions annually.
However, 40 years after Griswold, American women’s access to birth control is
again being threatened. Some pharmacists around the nation are refusing to dis-
pense monthly birth control pills or emergency contraception. Four states have
laws that allow pharmacists to refuse to fill such prescriptions on moral or religious
grounds.

Even in contemporary American society, with some forms of birth control avail-
able at the local drug store or gas station, reports indicate that nearly half of all
pregnancies in the United States are unintended. Access to birth control remains
complex and the legality of birth control continues to be contested. Some current
Republican politicians, including the third-highest-ranking member of the Senate,
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Rick Santorum of Pennsylvania, argue that Americans have no guaranteed right to
privacy, and therefore individual states should have the ability to outlaw birth con-
trol as they deem fit. The politics of technology, as well as the moral and political
climate, influence attempts to limit or challenge reproductive control. Since the late
1880s proponents of birth control have understood it as a central issue behind
women’s equality in society. In their view, safe and reliable contraception is a pre-
requisite for women to control their bodies and their lives. Thus, it is important to
understand that attempts to control women’s reproduction are related to the prevail-
ing social and political climate.

Some women are afforded greater privacy in matters of reproductive control,
while others are subjected to limited opportunities. Without access to readily avail-
able and legal birth control, American women could expect an average of 12 preg-
nancies in their lifetimes. Moreover, access to reliable contraception allows women
the opportunity to make other informed choices, such as those relating to employ-
ment and education. If reproductive freedom is understood as leading to better
parenting and citizenship, then access to contraception is an issue of personal
autonomy as well as social responsibility.

See also: Assisted reproductive technologies; Women and privacy
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Blood testing

Blood testing is commonly used to detect or “screen for” a wide variety of dis-
eases either present or potential. It is used both in health care settings and in the crim-
inal justice system. When blood tests are used for DNA typing as the basis for
constructing databases used in criminal investigations, or for detecting behaviors
such as substance use, they obviously raise privacy issues similar to those raised by
urine analysis to test for drugs of abuse. Unlike urine tests, blood tests can reveal a
person’s current degree of intoxication. The approximate time of drug ingestion can
by ascertained by computing the ratio of drug metabolites in the blood to the pres-
ence of the drug itself. For these reasons many states permit law enforcement to draw
blood in cases of suspected driving under the influence (DUI) if the individual under
suspicion refuses to submit to urine testing or a breathalyzer test. In Schmerber v.
California, 384 U.S. 757 (1966), a case involving a police officer who ordered a
treating physician to conduct a test for blood alcohol level, the U.S. Supreme Court
held that the blood testing did not violate the Fifth Amendment guarantee against
self-incrimination even if results were later used as evidence in a drunk driving con-
viction. Subsequently the courts have considered blood tests to be legal searches,
although any state-compelled blood testing program raises privacy issues due to the
Fourth Amendment’s clear guarantee against government intrusion.

Public health and safety objectives have occasioned large-scale government
intrusions into private life. The “greater good” argument is often invoked to justify
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the claim that social responsibility outweighs individual privacy rights in the con-
text of infectious diseases and viral transmission. Syphilis was once a widely
feared disease for which there was a relatively accurate and simple blood test.
Although gonorrhea was four times as prevalent in the population, there was no
straightforward blood test by which it could be diagnosed. The first mass blood
testing campaign in the United States occurred within the context of the New Deal,
with the launch of a federal public health campaign to contain venereal disease that
focused on syphilis. The U.S. Public Health Service began to devote a significant
portion of the budget allocated to it by the Social Security Act of 1935 to detecting
and treating venereal disease. The U.S. Congress enacted the National Venereal
Disease Control Act in 1938, which led to a national infrastructure consisting of
3000 treatment clinics as of 1940. (These clinics were later converted to family
planning clinics once the concern about VD had subsided.)

The blood testing campaign against syphilis was conducted in an era when pri-
vacy and confidentiality were not legally protected. The number of Wasserman
blood tests administered for detecting syphilis climbed nearly 300 percent from
1936 to 1940. The city of Chicago tested over 30 percent of its population begin-
ning in 1937, capturing 10,000 to 12,000 individuals a day in its “Wasserman drag-
net.” Although these programs likely produced a high number of false positives, the
results were used in many cases to deny or delay marriage. Over half of the states
had enacted laws prohibiting marriage between infected individuals by 1938.

States also began requiring prenatal blood testing for all pregnant women in
1938 to prevent congenital infection of infants. These laws resulted in reduced
infant mortality rates even prior to the use of antibiotics. They also occasioned a
large-scale expansion of government surveillance into formerly private matters.
Public health organizations invented techniques to extract information about all
sexual contacts from those who tested positive for syphilis. Case workers invented
a term, “‘shoe leather epidemiology,” to describe how they tracked down those indi-
viduals to inform them and bring them in for testing and treatment.

Premarital syphilis testing was instituted by the states, beginning with Con-
necticut in 1935, but prevalence rates were lower than anticipated. Couples
crossed state lines to marry, or they went to physicians reputed to keep the test
results confidential. Despite the ineffectiveness of these laws, as evidenced by
the low percentage of positive results, many states did not repeal them until the
1970s. A second wave of repeal followed in states where such laws were still on
the books: California did not repeal its premarital blood testing law until 1994,
and Georgia only did so as recently as 2003. Reasons for repeal included lack of
cost-effectiveness and the fact that few cases of syphilis came to light through
premarital testing, due to its higher prevalence among groups not seeking to
marry or who were legally barred from marriage. The initial assumption behind
premarital blood testing was that it would reach the affected population and bring
those who tested positive in for treatment. However, this proved not to be the
case, and it constitutes a historical lesson that can be extended to human
immunodeficiency virus (HIV) testing. The concern is that mandatory testing
will in fact deter individuals from seeking treatment.

Blood banks began testing for HIV in 1985 using an initial screen for the pres-
ence of HIV antibodies called an enzyme-linked immunosorbent assay (ELISA). A
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positive screen must be followed by a Western blot, which is a confirmatory test.
Blood banks did not, however, notify individuals of their serostatus, as their main
goal was to ensure that the blood supply was not infected. The main focus of the
debate over state-compelled HIV testing has been mandatory testing. Given the
stigma attached to HIV, which was initially seen as a phenomenon associated with
the gay population in the United States, there has been much more scrutiny of
state-mandated HIV testing than there was for syphilis testing. The drive to require
premarital HIV testing was unsuccessful in the United States: only two states, Illi-
nois and Louisiana, enacted mandatory premarital HIV testing laws, and each has
since repealed them. Given the higher rates of heterosexual HIV transmission in
the Third World, some governments in south and southeast Asia began to require
mandatory premarital HIV testing in the opening years of the twenty-first century.

Mandatory HIV testing has been upheld by the U.S. courts for certain groups.
The U.S. Congress passed the Comprehensive Crime Control Act (1990), encour-
aging states to provide mandatory HIV testing of sex offenders and to make their
serostatus known to their victims. Newborns are a second group in which manda-
tory testing has been permitted. New York and Connecticut both require expedited
HIV testing of newborns and notification of their mothers when the serostatus of
the mother is unknown. Prenatal HIV testing remains voluntary. Both circum-
stances in which mandatory HIV testing is applied also involve privacy issues that
the U.S. Supreme Court has not yet considered, although it has ruled that the “spe-
cial needs” exception to the Fourth Amendment applies to compulsory urine test-
ing of certain populations of workers. Urine tests were considered “reasonable”
infringements on the privacy of groups associated with “diminished expectation of
privacy” in National Treasury Employees Union v. Von Raab, 489 U.S. 669 (1989).
Similar exceptions may extend to mandatory government blood testing and DNA
testing. The privacy question involved in the mandatory collection of blood sam-
ples for DNA testing is the extent to which prisoners forfeit their Fourth Amend-
ment rights. Some courts have interpreted this forfeiture expansively, others more
restrictively.

Another privacy question concerns disclosures of information that includes the
results of blood testing. The U.S. Congress passed the Genetic Information Non-
discrimination Act of 2003 (S. 1053) in an attempt to prevent genetic discrimina-
tion in hiring, firing, and training, as well as insurance discrimination on the basis
of results of genetic testing. The concern with maintaining the confidentiality of
medical records extends to genetic test results. There are many more mechanisms
for protecting individual privacy and guaranteeing the confidentiality of blood test
results today. Built-in exceptions to the privacy rules of the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) allow disclosure of certain
kinds of information to public health authorities, such as history of disease or
injury, child abuse, birth, death, and the conduct of public health surveillance,
investigation, or intervention programs.

See also: DNA and DNA banking; Health privacy
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Bowers v. Hardwick, 478 U.S. 186 (1986)

When does the mere description of one’s action not impinge the basic interest of
any other person? This traditional Millian notion of a self-regarding or private
action has had the most difficult time in the American courts. Although the U.S.
Supreme Court did say in Roe v. Wade, 410 U.S. 113 (1973), that a woman’s right
to obtain an abortion was such an action, at least within the first two trimesters
(with the woman’s physician playing a significant decision-making role only in the
second trimester), in Bowers v. Hardwick the Court let stand a Georgia sodomy
statute that made certain adult consensual homosexual sex acts a crime, even if per-
formed behind closed doors in the home. The effect of the case was to hold outside
constitutional privacy protection matters of same-sex sexual intimacy among con-
senting adults for the reason that they simply were not thought to be private.

The case involved the unchallenged legal entry of a Georgia police officer into
the home of Michel Hardwick on the evening of August 3, 1982. There the officer
found Hardwick and another adult male engaged in an act of oral sodomy in Hard-
wick’s bedroom. Hardwick was subsequently charged with violating O.G.C.A.
B316-6-2 (1984), a Georgia criminal statute that made it a crime to engage in sod-
omy with another person (male or female), even in one’s home, punishable by not
less than 1 and up to 20 years in prison. The Georgia statute stated that “[a] person
commits the offense of sodomy when he or she performs or submits to any sexual
act involving the sex organs of one person and the mouth or anus of another.” The
statute did not distinguish between heterosexual and homosexual sodomy. The case
went to the U.S. Supreme Court, where the statute was challenged on Fourteenth
Amendment substantive due process grounds, which in this case were privacy
grounds.

The Supreme Court, in upholding the statute, distinguished that portion of the
statute pertaining to homosexual sodomy from the remainder of the act, which
addressed heterosexual sodomy. Specifically, the Court, referring to the portion of
the statute making homosexual sodomy a crime, ruled, per Justice White, that its
prior case law did not put adult consensual homosexual sodomy in the home
beyond state proscription. The basis of the Court’s rationale was that “[n]o connec-
tion between family, marriage, or procreation on the one hand and homosexual
activity on the other [was] demonstrated.” Nor did the Court’s prior privacy cases
protect any form of private sexual conduct between consenting adults. In effect, the
Court said that the privacy of an act is determined by whether such a connection is
shown. Absent such a demonstration, no privacy is at stake.

It is important to understand that the Court did not find that the state had a more
compelling interest than upholding privacy to protect in this case; rather, the Court
saw no privacy interest at all. And although sodomy statutes are seldom prose-
cuted, the effect of the Bowers holding was an unintended justification of state laws
that discriminated on the basis of sexual orientation in matters of employment,
housing, public accommodations, parenting, marriage, foster care, and military
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service. Here the rationale came to be that if the underlying conduct that defined
the discriminated class could be made criminal, little could be said that would per-
suade courts that the class might deserve a heightened degree of protection from
discrimination.

When the Supreme Court decided Bowers, no American privacy case was
directly on point in dealing with homosexual sodomy. However, the American Law
Institute, a think tank of legal scholars, had by this time put forth a Model Penal
Code, which a number of states had already adopted, that removed same-sex sod-
omy from the list of crimes. The Court’s failure to assign credence to the code’s
adoption combined with the breadth afforded to privacy protection in several of its
own prior decisions makes the Court’s proffered rationale in Bowers untenable.
Indeed, it suggests a deep-seated cultural prejudice against homosexuals on the part
of some of the justices who participated in the decision. This was particularly clear
from Justice Burger’s concurring opinion: “Decisions of individuals relating to
homosexual conduct have been subject to state intervention throughout the history
of Western civilization. Condemnation of those practices is firmly rooted in the
Judeo-Christian moral and ethical standards.”

Interestingly, the set of privacy principles that could have decided this case—
and no doubt would have, had the prejudices implicit in the above-quoted passages
not existed—have their foundation in three different areas of the law: Fourth
Amendment, tort, and constitutional liberty.

In the Fourth Amendment, the privacy principle protects persons, information,
and places against unreasonable searches and seizures. What makes a search unrea-
sonable is the presence of a reasonable expectation of privacy coupled with the
absence of a search warrant based on probable cause that a crime was about to
take place. This right to privacy of information and protection of places like the
home was specifically aimed at preventing the government’s pursuit of a criminal
investigation from becoming a mere fishing expedition for possible criminal activ-
ity. A perhaps antiquated example of this rule would be the person in a glass-walled
telephone booth who has a reasonable expectation of not being overheard, but no
such expectation of not being seen.

In contrast to the Fourth Amendment privacy principle was the development of
the privacy tort in civil law. Here the issue, as described in a famous law review
article from the turn of the last century, was protecting against unreasonable inva-
sions into personal affairs by the press and other persons. Professor William
Prosser describes this tort as involving four separate concerns: (1) intrusion upon
the plaintiff’s seclusion or solitude, or into his private affairs; (2) public disclosure
of embarrassing private facts about the plaintiff; (3) publicity that places the plain-
tiff in a false light in the public eye; and (4) appropriation, for the defendant’s
advantage, of the plaintiff’s name or likeness.

Like the Fourth Amendment, the civil law privacy tort was to serve as a means of
protecting information and places. However, this tort is directed against other persons
rather than against the government. In this way, privacy law became, in addition to a
protection against certain governmental intrusions, a safeguard of individual person-
hood and autonomy from the prying eyes of others. These were not the only sources
of privacy protection that had been recognized prior to the Court’s decision in Bow-
ers, however. Beginning in the 1960s, with Griswold v. Connecticut, 381 U.S. 479
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(1965), the Supreme Court began to set out constitutional privacy law jurisprudence
based on a liberty right to engage in private actions.

In Griswold, the Court upheld the constitutional privacy rights of a married cou-
ple to use contraceptives and of physicians to advise their use against a state law
that prohibited both. In FEisenstadt v. Baird, 405 U.S. 438 (1972), the Court
extended that right to include unmarried persons. In Carey v. Population Services
International, 431 U.S. 678 (1977), the Court extended the right still further, strik-
ing down a law that made it a crime to distribute contraceptives to minors. In Roe v.
Wade, the Court extended constitutional privacy protections to a mother’s choice to
have an abortion, noting that the fetus was not a person under the law.

The Supreme Court’s jurisprudence in this area was not confined to physical
activity that was arguably self-regarding. The Court had also upheld, in Stanley v.
Georgia, 394 U.S. 557 (1969), the right of a person to possess “obscene matter” in
the home. In that case too the Court stated, “This right to receive information and
ideas, regardless of their social worth, is fundamental to our free society. Moreover,
in the context of this case—a prosecution for mere possession of printed or filmed
matter in the privacy of a person’s own home—that right takes on an added dimen-
sion. For also fundamental is the right to be free, except in very limited circum-
stances, from unwanted governmental intrusions into one’s privacy.”

All the precedent that might suggest the contrary—the fact that the Court had
previously recognized a constitutional privacy right of married persons, unmarried
persons, and minors to obtain contraceptives and receive physician advice on their
use; a women’s right to obtain an abortion with no recognized interest in an unborn
fetus in the first two trimesters of a pregnancy; and the right to possess obscene
materials in the home—indicates its decision in Bowers to be mistaken. The Court
refused to find constitutional privacy protection for two consenting adults to
engage in same-sex sodomy in the home. It is true that prior to Bowers, two
cases—one New York Court of Appeals case, People v. Onofre, 415 N.E.2d 936
(N.Y. 1980), and a Virginia federal district court case, Doe v. Commonwealth’s
Attorney, 403 F. Supp. 1199 (E.D. Va. 1975), aff’d mem., 425 U.S. 901 (1976)—
had gone in opposite directions on whether a fundamental right to privacy covers
and protects such activities. But it is also true that five years before Bowers was
decided, the European Court of Human Rights (ECHR) had found, in a case similar
to Bowers arising in Ireland, that the Irish statutory prosecution violated the privacy
guarantee of the European Convention on Human Rights. According to many legal
scholars, the Supreme Court’s failure in Bowers to acknowledge the ECHR case
reflects the parochial attitude of some of the justices that the Court still has diffi-
culty managing.

Bowers was thus not a “very hard” case at the time the Supreme Court decided it
because the Court had a sufficient indication of society’s political morality both
from its own past privacy decisions and based on what was happening elsewhere in
the Western world to render a decision against such statutes based on their self-
regarding nature, although it chose not to do so. Nor should the decision be dis-
missed on the ground that the courts have long recognized government’s right to
prohibit certain seemingly self-regarding behaviors such as the private use of recre-
ational drugs in the home. In this case, one might argue that a compelling state
interest exists to prevent the harmful effects of such drugs on society, which cannot
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be reasonably addressed absent a blanket proscription on their possession. A simi-
lar argument might be made for prohibiting prostitution on the basis of protecting
poor women from exploitation. No such similar interest existed in Bowers, how-
ever. For the only interest that stands out there is the protection of traditional
morality. But that interest would open the door to much subjectivity when no other
harm can be shown. Consequently, it is fair to say that at the time when the Court
heard the case of Bowers v. Hardwick, its own constitutional jurisprudence had
already been sufficiently developed to afford protection to Michael Hardwick.

The same precursory precedent that was available to the Court in Bowers was
also available to guide the Court’s more recent decision in Lawrence v. Texas, 539
U.S. 558 (2003), which overruled Bowers. The only difference, other than that
society itself had become more tolerant of gay and lesbian people, was that now the
Court would render a proper decision that was consistent with its own constitu-
tional precedent.

See also: Constitutional protections; Privacy, definition of; Privacy, philo-
sophical foundations of; Private parts
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Boyd v. United States, 116 U.S. 616 (1886)

Boyd v. United States is a landmark case in the development of privacy protec-
tions, establishing a relationship between the Fourth and Fifth Amendments to the
United States Constitution. In Boyd the Supreme Court ruled that the seizure or com-
pulsory production of a person’s personal papers to be used as evidence against that
person is the same as compelling self-incrimination. Ultimately, this broad interpreta-
tion of the amendments was severely limited by subsequent Supreme Court cases.

E. A. Boyd & Sons, an importing company, was accused of importing 35 cases
of plate glass into New York City without paying a duty required under an 1874
customs act. The two partners in Boyd attempted to import the 35 cases to furnish
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glass needed in the construction of a government building. The glass specified was
foreign glass. The partners understood that if part or all of the glass was furnished
from the partnership’s existing duty-paid inventory, it could be replaced by duty-
free imports. Pursuant to this arrangement, 29 cases of glass were imported duty
free. The partners then claimed they were entitled to the duty-free entry of an addi-
tional 35 cases, which were soon to arrive. The forfeiture action concerned these 35
cases.

The case as filed was civil in nature, but the Supreme Court ruled that the 1874
customs act, which allowed the imposition of both fines and prison sentences, was
essentially criminal in nature. Boyd was accused of committing fraud under that
act. To prove his case, the prosecuting attorney needed Boyd’s records of a previ-
ous shipment involving 29 cases of plate glass. The district attorney obtained an
order from the district judge requiring Boyd to produce the invoice for the 29 cases.
Boyd produced the invoice and was found guilty, and the government seized the 35
cases of plate glass. Although he complied with the order, Boyd complained and
appealed, arguing his constitutional rights were denied. The Supreme Court ruled
in the partners’ favor.

In reaching its decision, the Court spent significant time analyzing the origins of
the 1874 act at issue. That act was an amendment of an 1867 act that itself was an
amendment of an 1863 act. The original amendments of the act allowed “[t]he dis-
trict judge, on complaint and affidavit that any fraud on the revenue had been com-
mitted by any person interested or engaged in the importation of merchandise, to
issue his warrant to the marshal to enter any premises where any invoices, books,
or papers were deposited relating to such merchandise, and to take possession of
such books and papers.” The Court noted that the act “was the first legislation of
the kind” ever enacted. It was “adopted at a period of great national excitement
[during the Civil War], when the powers of the government were subjected to a
severe strain to protect the national existence.” In 1874 the act was amended to
allow the Court to order the defendant in the action to produce the books or papers.

The first step in the Court’s consideration of Boyd’s argument was to find that the
requirement that Boyd produce documents in response to a court order was still a
“search and seizure” and fell “within the scope of the fourth amendment.” The more
difficult question for the Court was whether the search was “an ‘unreasonable search
and seizure’ within the meaning of the fourth amendment of the constitution.”

The Court distinguished searches for “stolen or forfeited goods” and “seizure of
a man’s private books and papers for the purpose of obtaining information therein
contained.” The simple answer: “In one case, the government is entitled to the pos-
session of the property; in the other it is not,” the Court ruled. Using a historical
approach, the Court examined the use of “writs of assistance” in England and the
colonies before the American Revolution. Basically, a writ of assistance allowed a
revenue officer collecting taxes for the crown to search any home or building for
smuggled goods. Colonists, who were smuggling a wide variety of goods to avoid
taxes imposed by the king, hated the practice. The Court noted that in 1761 Boston
patriot James Otis called the writs “the worst instrument of arbitrary power, the
most destructive of English liberty and the fundamental principles of law, that ever
was found in an English law book, since they placed ‘the liberty of every man in
the hands of every petty officer.””” The Supreme Court noted that Otis’s comments
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occurred during a debate that was “perhaps the most prominent event which inau-
gurated the resistance of the colonies to the oppressions of the mother country.” In
other words, opposition to the writs, and the searches they allowed, was a funda-
mental cause of the Revolutionary War.

To show the impropriety of the legislation under consideration in the case, the
Supreme Court then discussed two cases that essentially resulted in the end of gen-
eral warrants in Britain. General warrants, like writs of assistance, allowed officers
to seize persons or papers and, more specifically, were frequently issued to allow
searches of private homes for books or papers that could be used to convict the
home owner of libel.

The first case was that of John Wilkes, publisher of the North Briton, a newspa-
per that frequently denounced the crown and was considered “heinously libelous.”
In April 1763 Wilkes published an article in his paper lambasting the king for a
message presented in Parliament. After that, Lord Halifax, the British secretary of
state, issued a general warrant and Wilkes’s home was searched. Wilkes was
arrested and temporarily imprisoned in the Tower of London. After charges were
dismissed, Wilkes sued for trespass. He won. The officer who searched Wilkes’s
home was ordered to pay £1000 and Halifax was ordered to pay £4000.

The second case was Entick v. Carrington and Three Other King’s Messengers,
decided in 1765. Lord Halifax had again issued a general warrant, and the resulting
search of John Entick’s home found no libelous materials. In concluding his deci-
sion, Lord Camden noted, “It is very certain that the law obligeth no man to accuse
himself; because the necessary means of compelling self-accusation, falling upon
the innocent as well as the guilty, would be both cruel and unjust; and it should
seem, that search for evidence is disallowed upon the same principle. There too the
innocent would be confounded with the guilty.”

The importance of these old English cases for the Supreme Court lay not in
the holdings alone but in the fact that “every American statesman, during our rev-
olutionary and formative period as a nation, was undoubtedly familiar” with the
principles expressed in those decisions. In other words, when the Founding Fathers
incorporated the right against self-incrimination into the Constitution, they were
incorporating the principles that had been decided in British courts almost two
decades before the Constitution and the Bill of Rights were drafted. The Court con-
cluded that the drafters of the Constitution would never have approved of the series
of statutes under consideration in Boyd: “The struggles against arbitrary power in
which they had been engaged for more than 20 years would have been too deeply
engraved in their memories to have allowed them to approve of such insidious dis-
guises of the old grievance which they had so deeply abhorred.”

For the Supreme Court, the critical questions addressed by British courts in the
cited cases were at the very foundation of the concepts of “constitutional liberty
and security.” Following its review of that history, the Court concluded that “any
forcible and compulsory extortion of a man’s own testimony, or of his private
papers to be used as evidence to convict him of crime, or to forfeit his goods”
should be condemned.

The next step in the Court’s analysis was to consider the statutory history leading
up to the customs act of 1867. The Court found that the first congress, in creating the
Judiciary Act of 1789, granted courts the power to compel persons to turn over books
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or documents in their possession, provided such documents would have been ordered
to be produced under the “ordinary rules of chancery.” The Court then noted, “Now it
is elementary knowledge that one cardinal rule of the court of chancery is never to
decree a discovery which might tend to convict the party of a crime, or to forfeit his
property. And any compulsory discovery by extorting the party’s oath, or compelling
the production of his private books and papers, to convict him of crime, or to forfeit
his property, is contrary to the principles of a free government.”

Then the court examined the language of the Fourth and Fifth Amendments to
the constitution:

We have already noticed the intimate relation between the two amendments.
They throw great light on each other. For the “unreasonable searches and seizures”
condemned in the fourth amendment are almost always made for the purpose of
compelling a man to give evidence against himself, which in criminal cases is con-
demned in the fifth amendment; and compelling a man “in a criminal case to be a
witness against himself,” which is condemned in the fifth amendment, throws light
on the question as to what is an “unreasonable search and seizure” within the
meaning of the fourth amendment.

The Court concluded there simply is no rational difference between the “seizure
of a man’s private books and papers to be used in evidence against him” and “com-
pelling him to be a witness against himself.” The Court then warned that in order to
protect against the erosion of “constitutional provisions for the security of person
and property,” the courts must liberally construe those freedoms rather than apply a
strict construction that “deprives them of half their efficacy, and leads to gradual
depreciation of the right, as if it consisted more in sound than in substance.”

Several of the Boyd Court’s holdings have not stood the test of time. Perhaps the
most critical shortcoming is the failure of subsequent courts to follow the recom-
mendation that protections of liberties be liberally construed.

Specifically, the application of the Fourth Amendment to subpoenas was lim-
ited by Hale v. Henkel, 201 U.S. 43 (1906). Purely evidentiary (but “nontestimo-
nial”) materials, as well as contraband and fruits and instrumentalities of crime,
may now be searched for and seized under proper circumstances (Warden v. Hay-
den, 387 U.S. 294 (1967)). Also, the Supreme Court has eliminated the idea that
“testimonial” evidence may never be seized and used in court (see Katz v. United
States, 389 U.S. 347 (1967), establishing a reasonable expectation of privacy
test for admission of tape-recorded conversations; and Osborn v. United States,
385 U.S. 323 (1966), on admissibility of tape-recorded conversation between
attorney and client).

It is also clear that the Fifth Amendment does not independently prohibit the
compelling of every sort of incriminating evidence but applies only when the
accused is compelled to make a festimonial communication that is incriminating.
The courts have therefore declined to extend the protection of the privilege to the
provision of blood samples (Schmerber v. California, 384 U.S. 757, 763-764
(1966)), handwriting exemplars (Gilbert v. California, 388 U.S. 263, 265-267
(1967)), or voice exemplars (United States v. Wade, 388 U.S. 218, 222-223 (1967))
or to the donning of a blouse worn by the perpetrator (Holt v. United States, 218
U.S. 245 (1910)). Furthermore, despite Boyd, neither a partnership nor the individual
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partners are shielded from the compelled provision of partnership records on self-
incrimination grounds (Bellis v. United States, 417 U.S. 85 (1974)).

The conclusion in Boyd that a person may not be forced to produce private papers
has nonetheless often appeared as dictum in later Supreme Court decisions. To the
extent, however, that the rule against compelling the production of private papers
rested on the proposition that seizures of or subpoenas for “mere evidence,” includ-
ing documents, violated the Fourth Amendment and therefore also transgressed the
Fifth, the foundations for the rule have been washed away. In consequence, the prohi-
bition against forcing the production of private papers has long been a rule searching
for a rationale consistent with the proscriptions of the Fifth Amendment against com-
pelling a person to give “testimony” that is self-incriminating.

The Supreme Court has noted that the act of producing evidence in response to a
subpoena has communicative aspects of its own, wholly unrelated to the contents
of the papers produced. Compliance tacitly concedes the papers’ existence and
their possession or control by some party. It could also indicate a party’s belief that
the papers are those sought (Curcio v. United States, 354 U.S. 118, 125 (1957)).
Elements of compulsion are present, but the more difficult question is whether the
“tacit averments” of the party are both “testimonial” and “incriminating” under the
Fifth Amendment.

It is unlikely that admitting the existence and possession of papers will rise to
the level of testimony afforded protection under the Fifth Amendment. When the
existence and location of the papers are a foregone conclusion, a party adds little or
nothing to the sum total of the government’s information by conceding that he in
fact has the papers. Under these circumstances, by enforcement of the summons
“no constitutional rights are touched. The question is not of testimony but of sur-
render” (In re Harris, 221 U.S. 274,279 (1911)).

The historical and statutory history relied on by the Supreme Court in Boyd have
great appeal to those concerned with finding privacy rights in the Constitution. But
with subsequent Supreme Court rulings on specific evidentiary questions and with
the denial of any convergence between the Forth and Fifth constitutional amend-
ments, the holding in Boyd has effectively been reversed.

See also: Constitutional protections
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Brandeis, Louis D. (1856-1941)

Louis Dembitz Brandeis was born in Louisville, Kentucky, on November 13,
1856. His family was from Prague. Brandeis excelled in his studies in high school
and then at school in Dresden. Brandeis attended Harvard Law School and gradu-
ated at the top of his class in 1877. He became a successful lawyer in Boston and a
leading advocate of social and political reform. President Woodrow Wilson named
Brandeis to the Supreme Court in 1916. Following a contentious battle, he became
the first Jewish member of the Supreme Court. He retired from the Court in 1939
and died in 1941.

No person in the United States has had a greater influence on the development
of privacy law than Louis Brandeis. This is all the more remarkable in view of the
fact that Brandeis published only a single article on privacy (which was rejected by
the first court that considered his argument) and a single judicial opinion (which
appeared as a dissent and was largely ignored for almost 40 years). But today that
article, “The Right to Privacy,” and the dissent in Olmstead v. United States, 277
U.S. 438 (1928), are routinely cited by scholars, judges, policymakers, and privacy
advocates all around the world.

“The Right to Privacy” appeared in the Harvard Law Review in 1890. Brandeis
and his co-author and close friend, Samuel Warren, argued forcefully that the com-
mon law should evolve in response to new technology and new business practices
to recognize a new right: “the right to be let alone.” Significantly, the authors
focused on the injury caused by private persons and not by government since tort
law is generally concerned with private wrongdoing.

By many accounts, the article is one of the most influential in American law. It
is also a model for legal scholarship. Brandeis and Warren described an emerging
social challenge. They discussed how current law failed to provide adequate pro-
tection. They examined similar claims in other jurisdictions, including courts in
England and France, and they set out an argument for a new approach that eventu-
ally transformed law in the United States. The article is purposeful, ambitious,
timely in its publication, and timeless in its ongoing influence.

The Brandeis-Warren article also considered possible limitations on the claim of
a right to privacy. They said first that the right to privacy “does not prohibit any
publication of matter which is of public or general interest.” This important qualifi-
cation anticipated that the claim of privacy would, at times, come into conflict with
freedom of the press and the public’s right to know. Brandeis and Warren also sug-
gested that limitations included communications that would otherwise be privi-
leged (such as communications in legislative or judicial proceedings), oral
communications, or information that has been published by the individual or with
his or her consent. Brandeis and Warren said that truth would not provide a
defense—an important distinction from the law of defamation—nor would the
absence of malice.

A New York state court first considered the argument for the Brandeis-Warren
tort in the 1902 case of Roberson v. Rochester Folding Box Co., 171 N.Y. 538, 64
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N.E. 442. In that case, a company displayed the image of a young woman on an
advertising flyer without her consent. She claimed that her privacy was violated.
Although the court rejected her argument, it did say that a legislative body could
establish law preventing the use of a person’s picture or name for advertising pur-
poses without that person’s general consent. The following year, the New York
state legislature passed such a law. Two years later, a Georgia court considered a
case similar to the one in New York and held instead for the plaintiff. Georgia thus
became the first state to recognize a common law tort action for privacy invasion.

Claims under the common law tort of privacy continued in state courts through-
out much of the twentieth century. Legal scholars outside the United States
described the tort as the “American tort,” in part because the common law courts of
Britain had rejected similar claims.

In 1960 Dean Prosser examined over 300 privacy tort cases and concluded
that they fell into four categories: public disclosure of privacy facts, intrusion
upon seclusion, false light, and appropriation. Prosser’s taxonomy became a pop-
ular way to describe the privacy right first set out by Brandeis and Warren,
although some legal scholars suggested that the original formulation relied on a
unified concept of human dignity that could not easily be divided into separate
categories.

Throughout the latter part of the twentieth century, the common law tort of pri-
vacy increasingly confronted challenges from media organizations claiming that
the right to privacy infringed on the public’s right to know. Nonetheless, state
courts continued to adopt the legal theory. In 1998 the Minnesota Supreme Court
recognized the privacy tort in Lake v. Wal-Mart, 582 N.W.2d 231 (1998). The case
is significant also because it arose from the unapproved publication of photo-
graphs, which several legal scholars believe was the reason for the original article.

Another sign of the ongoing vitality of the Brandeis-Warren article is that it was
cited in Bartnicki v. Vopper, 532 U.S. 514 (2001), a case involving the disclosure
of a private telephone conversation, by the Court majority, the justices in concur-
rence, and even those in dissent. Although the justices could not agree as to the
outcome of the case before them, they all seemed to agree that it was important to
cite Brandeis in their opinions.

The dissent of Justice Brandeis in Olmstead is the cornerstone of modern privacy
law. In that case, which concerned the investigation of a popular bootlegger during
prohibition, the Supreme Court was asked to determine whether the Fourth Amend-
ment search warrant requirement applied to the interception of a telephone commu-
nication. Much of the evidence in the case was obtained by wiretapping.

The Court, in an opinion by Chief Justice Taft, held that because no physical
intrusion upon a protected space had occurred, there was no search and therefore
no warrant was required. Justice Taft noted that Congress could establish privacy
protection for telecommunications by legislation if it chose to do so. Justice
Holmes wrote in dissent that the wiretap by federal officials, which violated state
law, was a “dirty business.” But it was the dissent of Justice Brandeis that came to
shape modern-day privacy law.

Brandeis said first that the application of the Constitution required considering not
only what “has been, but of what may be.” Brandeis said that because the privacy of
mail communications was already protected and because tapping into a telephone
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communication is an intrusion far greater than tampering with the mails, the Consti-
tution should recognize the protection of this new form of communication.

Brandeis concluded, in one of the most widely cited phrases of modern privacy
law, that the right of privacy is “the most comprehensive of rights and the right
most valued by civilized men.” The gender-specific reference, although not surpris-
ing, was unfortunate. Feminist scholars would later criticize Brandeis for harboring
a paternalistic view.

It is often claimed that the Brandeis dissent in Olmstead was adopted by the
Supreme Court in Katz v. United States, 389 U.S. 347 (1967), another case involv-
ing a telephone interception and the question of whether a warrant was required. It
is true that the Court relied on the Olmstead dissent to reach its conclusion that a
search had occurred and that a warrant should have been required. However, the
“reasonable expectation of privacy” test, introduced by Justice Harlan in a con-
currence in that case, took the law down the path of trying to determine whether
there was an expectation of privacy based not only on one’s subjective expectation
but also on a socially objective expectation. Not surprisingly, as technology
advanced, courts became less willing to recognize an expectation of privacy as
objectively reasonable.

It seems unlikely that Brandeis would have endorsed this view of the Fourth
Amendment. His opinion in Olmstead relied in part on a nineteenth-century case,
Boyd v. United States, 116 U.S. 616 (1886), that flatly prohibited the government
from securing access to certain types of information. Brandeis viewed the Fourth
Amendment limitation on searches as closely interwoven with the Fifth Amend-
ment prohibition of government incursions into the person. It is an approach to pri-
vacy that does not simply establish procedures to regulate government conduct but
sets certain aspects of the person beyond the reach of government.

A German constitutional court embraced this view of privacy in 2004. That
court found that federal wiretapping laws infringed upon the guarantees of human
dignity and the inviolability of the home. The court held that an absolute area of
intimacy where citizens can communicate privately without fear of government
surveillance protects certain communications.

Brandeis’s defense of the First Amendment and his contribution to modern First
Amendment doctrine is also noteworthy as critics of privacy often charge that pri-
vacy and the First Amendment are at odds. With Justice Holmes, Brandeis set forth
a robust view of the First Amendment that was later embraced by the Supreme
Court in such cases as Times v. Sullivan, 376 U.S. 254 (1964), and Brandenburg v.
Ohio, 395 U.S. 444 (1969). The Brandeis opinion in Whitney v. California, 274
U.S. 357 (1927), is considered one of the most eloquent expressions of First
Amendment values in all of American law. In that opinion, Brandeis set forth a
broad view of the right to protest, the right to assemble, and the right to challenge
government as essential to the functioning of an effective democracy. At other
times, Brandeis set forward expansive views of open government and the broad
dissemination of public information, and he argued for greater public participation
in government decisionmaking.

Louis Brandeis engaged in many of the popular legal and social causes that
emerged in the United States in the early twentieth century. Associated with the
progressive movement, the founding of the state of Israel, and many social and
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political reform efforts, Brandeis embraced a view of law as a public service and a
means of social change. He supported the New Deal programs of the Roosevelt
administration but also argued against concentration of power in the government
and the private sector. Brandeis campaigned for workers’ rights, for consumer pro-
tection, against corruption in government and and against persistent poverty.

Brandeis’s expertise as a lawyer as well as his views about American govern-
ment also influenced the modern privacy movement. Perhaps in response to the
growing formalism in American law following the adoption of Langdell’s scientific
approach to legal education, Brandeis prepared a brief in a case concerning work-
ing conditions that relied almost exclusively on empirical data gathered from
experts in social science. Instead of presenting legal arguments about the appropri-
ate scope of liberty of contract, Brandeis chose to present evidence on the impact of
long hours for working women. The Brandeis Brief, as it came to be known,
became a critical tool for litigators and political reformers. Modern-day privacy
advocacy organizations, such as the Electronic Privacy Information Center
(EPIC), often have followed the model of the Brandeis Brief in their cases. For
example, in Hiibel v. Sixth Judicial District, 542 U.S. 177 (2004), EPIC submitted
an amicus brief to the Supreme Court that included detailed reports on computer
databases that would be accessible to police officers if a Nevada state law compel-
ling the disclosure of personal identity was upheld.

Brandeis was also a fierce defender of federalism. In New State Ice v. Liebmann,
285 U.S. 262 (1932), Brandeis defended state regulation of business activity, argu-
ing that the states were “laboratories of democracy.” Brandeis’s views of federal-
ism came to the aid of modern-day privacy advocates when those who opposed
state regulation of commercial data brokers argued for federal preemption that
would limit the ability of the states to safeguard privacy. Privacy advocates, arguing
as Brandeis did many years earlier, supported the regulatory “experimentation” of
the states

As lawyer, social reformer, and jurist, Louis Brandeis was one of the most influ-
ential Americans of the twentieth century. Although privacy was never a central
focus of Brandeis’s work, his contributions to the development of the law of pri-
vacy, his innovative work as a lawyer, and his basic regard for the rights of the indi-
vidual in a modern, industrial democracy provided the foundation for many future
privacy efforts.

In recognition of his contributions, the organization Privacy International
bestows the Brandeis Award to “those have done exemplary work to protect and
champion privacy.”

See also: Constitutional protections; Privacy, Definition of; Privacy, phi-
losophy of
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Cable Communications Policy Act of 1984

The Cable Communications Policy Act of 1984 (CCPA) dictates the privacy
practices of cable companies. Under the act, default privacy protections are mini-
mal. For example, although customers must sometimes give consent for their cable
companies to collect personally identifiable information, consent is easily
obtained and is often not required. First, nothing in the act prevents a cable com-
pany from obtaining the required consent via the standard cable agreement or via
another standardized process such as a “click-through” agreement on the com-
pany’s website. Second, even without such consent, cable operators may collect
such information in order to “obtain information necessary to render a cable ser-
vice or other service provided by the cable operator to the subscriber” or to “detect
unauthorized reception of cable communications.”

Personally identifiable information may include account information such as
name, address, electronic mail address, telephone number, driver’s license num-
ber, Social Security number, bank account number, and other account informa-
tion. It may also include information regarding your viewing habits, for example,
how much time you spend watching programs, which menu screens you use most
often, and which pay-per-view programs you order. Under the CCPA, personally
identifiable information does not include “any record of aggregate data which does
not identify particular persons.” At least one court has ruled that personally identi-
fiable information also does not include information stored in the cable converter
box. As technology advances and as cable companies are able to offer ever more
sophisticated program options, the amount of personal information collected by
cable companies may become enormous.

Beyond collection of personal information, cable companies also have wide latitude
in disclosing personal information. Even if a customer does not consent, cable com-
panies can disclose that customer’s personally identifiable information if it is “neces-
sary to render, or conduct a legitimate business activity related to a cable service or
other service provided by the cable operator to the subscriber.” Thus, cable operators
may disclose customers’ personal information to third parties such as marketing com-
panies, collection agencies, and companies that specialize in warehousing personal
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information and creating personal profiles; indeed, this “legitimate business activity”
exception means that personal information can be disclosed to almost anyone. More-
over, because of the legitimate business activity provision, cable companies are per-
mitted to combine customers’ personal information with personal information
obtained from third parties to construct enhanced databases and customer profiles.

Cable companies are required to give customers privacy notices and privacy
policy statements at the time a customer enters into a cable agreement. After this, a
privacy policy must also be sent to each customer at least once a year. The policy
must inform the customer of what personal information is collected by the cable
company, how this information will be used, what the disclosure practices of the
company are, how long the customer’s personal information will be retained,
instructions on how and where to access the personal information that the cable
company has collected, and the limitations on the company’s legal collection of
and disclosure of personal information.

If a third party requests a cable subscriber’s personally identifiable information
pursuant to a court order, the cable company must notify the subscriber. If a gov-
ernmental entity requests such personal information pursuant to a court order, that
entity must show by clear and convincing evidence that the customer is reasonably
suspected of engaging in criminal activity and that the information would be mate-
rial evidence in the case; in addition, the customer must be given the right to appear
in court and contest any claims made in support of the court order. However, this
notice requirement has been deemed inapplicable if the cable operator provides
both Internet access and cable access to the customer, because the Electronic
Communication Policy Act of 1986 bars companies that provide electronic com-
munications services from notifying customers that their personal information has
been requested by a governmental entity via a court order.

A cable customer has the right to access all the personally identifiable informa-
tion that the cable operator has collected on the customer at a convenient place des-
ignated by the cable company. If the customer finds errors in his or her personal
information, the customer must be given a reasonable opportunity to correct any
errors. Personally identifiable information must be destroyed by the cable company
if the information is no longer necessary for the purpose for which it was collected,
and if there are no pending requests or court orders for such information. The
CCPA allows aggrieved customers to collect actual damages, which cannot be less
than $100 per day of a violation or $1000—whichever is higher. The court may
also award punitive damages, reasonable attorneys’ fees and reasonable litigation
costs. Finally, the act permits states and franchising authorities to enact or enforce
laws consistent with the act.

See also: Fair information practices; Opt-in vs. opt-out
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Cady v. Dombrowski, 413 U.S. 433 (1973)

Dombrowski was a member of the Chicago police force and owned a 1960
Dodge automobile. On September 9, 1969, Dombrowski visited West Bend, Wis-
consin, located over a hundred miles northwest of Chicago. He visited two taverns
near West Bend that evening and in the early morning of the next. Around noon of
the second day, Dombrowski’s car became disabled, and he had it towed to his
brother’s farm. He then borrowed his brother’s car and drove back to Chicago.

Once back in Chicago, Dombrowski rented a Thunderbird at the airport around
midnight, and drove back to his brother’s farm, where a tenant witnessed the Thun-
derbird pull alongside of the Dombrowski’s Oldsmobile at 4 a.m. On the morning
of September 11, Dombrowski purchased two towels from a nearby department
store. That evening he ate and drank heavily in a restaurant for over three hours,
and then he attempted to return to his brother’s farm. On his way, Dombrowski had
an accident and smashed the rented Thunderbird into a bridge abutment. A passing
motorist saw Dombrowski and gave him a ride back to town, where Dombrowski
called the police. The police picked Dombrowski up at a tavern and took him to the
scene of the accident. On their way, the officers determined Dombrowski to be
drunk since he offered three different stories of how the accident happened.

When the police arrived at the scene, they took several measurements relevant to
the accident. Dombrowski informed the officers he was a Chicago law enforcement
officer. At the time, the Wisconsin officers believed that Chicago police officers
were required to carry their service revolvers at all times. Therefore, before the tow
truck arrived, the officers searched Dombrowski as well as the front seat and glove
compartment of the car for his service revolver, but did not find it. The car was
towed to a private garage in Kewaskum, Wisconsin, and no guard was posted at the
garage. Dombrowski was interviewed at the West Bend police station and subse-
quently arrested for drunk driving. Later, because his condition was not improving,
Dombrowski was taken to a local hospital where he lapsed into a coma and was
placed under guard for observation.

One of the Wisconsin police officers, an Officer Weiss, returned to look for the
service revolver in the car, following the standard procedure of the West Bend
police department. In his search of the vehicle, Weiss discovered blood in the car
and several items in the trunk, including a nightstick with Dombrowski’s name on
it, two pairs of trousers, a raincoat, a towel, and a floor mat with fresh blood on it.
When confronted with these items and with the assistance of counsel, Dombrowski
informed the officers that he believed there was a body to be found at the north end
of his brother’s farm.

Upon investigation, officers found the half-dressed decedent’s body near the dis-
abled Dodge on the farm. Looking through one of the windows of the vehicle, the
officers observed a pillowcase, the backseat, and a briefcase covered in blood. The
officers returned with search warrants and orders to impound both of the vehi-
cles. The laboratory discovered and seized the front and back seats, a sock covered
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in blood, a rear floor mat partially covered with blood, the briefcase, and a front floor
mat. The return of the warrant was filed, but it failed to list the sock and floor mat as
having been seized.

The issue presented in this case concerns whether the warrantless search of the
Thunderbird violated Dombrowski’s Fourth Amendment rights, and whether the
seizure of the sock and floor mat was invalid, having not been listed in the war-
rant’s return. In the decision, the Supreme Court made several key distinctions
regarding the search of the wrecked Thunderbird. The Court admitted that gener-
ally there is a reasonable expectation of privacy regarding a vehicle, but in cer-
tain circumstances, that expectation is trumped by public concern. Moreover, cars
are ambulatory and often noncriminal conduct will bring officers in plain view of
evidence, fruits, or instrumentalities of a crime or contraband. The Court pointed
out two important factual findings in this case that support its reasoning. First, the
Thunderbird represented a nuisance since it had been left on a public highway, and
Dombrowski had been unable to make arrangements to move the vehicle. The car
was not adjacent to a dwelling or momentarily unoccupied on a street, and there-
fore there was no reasonable expectation of privacy. Secondly, it was standard pro-
cedure to check a vehicle for a revolver in order to protect public safety. It was
constitutionally reasonable to believe that someone could happen upon the revolver
and retrieve it. Therefore, the police officer took action designed to protect the
safety of the general public, and not to intrude on Dombrowski’s rights. The Court
then reasoned that the seizure of the sock and floor mat from the Dodge was not
invalid, because the Dodge automobile was the item particularly described in the
warrant as the subject of the search. Therefore, it was not significant that the items
were not listed in the warrant return, and the warrant was valid at the time the arti-
cles were discovered.

See also: Carroll v. United States, 267 U.S. 132 (1925); Schmerber v. California,
384 U.S. 757 (1966); South Dakota v. Opperman, 428 U.S. 364 (1976); Terry v.
Ohio, 392 U.S. 1 (1968)
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Privacy Law: Property, Tort, Contract, Unjust Enrichment. New York: Oxford
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Law: A Fourth Amendment Handbook. Durham, NC: Carolina Academic Press,
2005; LaFave, Wayne R. Search and Seizure: A Treatise on the Fourth Amendment,
3rd ed., 5 vols. St. Paul, MN: West, 1996; Pettifor, Bonnie, and Charles E. Petit.
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California v. Ciraolo, 476 U.S. 207 (1986)
In standard analyses of the Fourth Amendment, which was designed in part
to protect individuals’ right to privacy, whether a person has a constitutionally
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protected expectation of privacy is based on two levels of inquiry. The first is
whether a person has demonstrated an expectation of privacy, and the second is
whether society will accept that expectation as reasonable. Although these appear
to be straightforward standards, cases such as California v. Ciraolo illustrate the
complexities involved in the analysis of the Fourth Amendment.

In this case, the respondent, Ciraolo, had marijuana growing in his back yard,
which was protected from sight at ground level by a 10-foot-high inner fence and a
6-foot-high outer fence. The home itself was directly in front of the yard and pro-
vided one edge of the fence’s perimeter. This tall barrier, however, was no match
for the Santa Clara, California, police department. After receiving an anonymous
tip reporting the respondent’s illegal activity, the police department dispatched two
officers, both of whom were trained in marijuana identification, to fly over the
respondent’s property in a private plane. The officers, flying at an altitude of 1,000
feet, within publicly navigable airspace, identified and photographed the marijuana
growing on the respondent’s property. In addition, they photographed the outside of
the respondent’s house as well as other homes and yards in the surrounding region.
One of the officers filed an affidavit on the basis of the anonymous tip and his
naked-eye observations. He attached the photograph of the respondent’s home and
surrounding area to the affidavit and obtained a search warrant. As a result of the
search, 73 plants were seized from the respondent’s property.

The respondent pleaded guilty to cultivating marijuana after the trial court
denied his plea to withhold the evidence of the search. The California Court of
Appeals, however, reversed the trial court’s decision to deny the respondent’s
motion. It ruled that the aerial observation of the respondent’s yard, which occurred
without a warrant, violated the Fourth Amendment to the Constitution of the
United States. Finally, in May of 1986, the Supreme Court granted a writ of certio-
rari and again reversed the appellate court’s verdict. It ruled that the respondent’s
motion to withhold the evidence was properly denied, and that there had been no
violation of the Fourth Amendment.

To properly apply the Fourth Amendment, it was necessary for the Court to
first decide whether the respondent, Ciraolo, clearly had attempted to demon-
strate his expectation of privacy with respect to his property. None of the courts
disagreed that the fences surrounding the yard were obvious evidence that the
respondent had demonstrated this expectation. The Supreme Court, however,
addressed the second question, which was whether his expectation of privacy was
reasonable. Although the respondent’s yard was considered to be part of his
home, and the respondent had an expectation of privacy in his home, the Court
determined that this did not restrict all police surveillance. While the respondent
took measures to prohibit views of his property from ground level, the officers
who observed the illegal cultivation of marijuana were in a public area that hap-
pened to be in the air, and they possessed every legal right to be there. Therefore,
according the Court, the respondent knowingly exposed his property to public
sight. In addition, anyone who flew above the respondent’s yard and happened to
look down could have viewed what the officers viewed. Therefore, the Court
ruled that for the respondent to hold the expectation that his yard was protected
from all observation was not an expectation that society was willing to accept as
reasonable.
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In his dissent, Justice Powell referred to the period of the Fourth Amendment’s
passage and the original intention of the framers of the Constitution to protect citi-
zens’ right to security and freedom from surveillance. Powell pointed out that scien-
tific and technological advances had made it possible for police officials to devise
strategies for surveillance that did not constitute physical intrusion on privacy. Thus,
the Fourth Amendment gives individuals the right to be in their homes and in the
areas directly surrounding their homes, free from any governmental intrusions, yet
does not protect these same individuals from intrusions made possible with modern
technology. In this instance, police officers observed the respondent’s activities by
means of a private airplane, a product of modern technology. Powell questioned why
this method of surveillance was permitted without a warrant, yet, if the officials had
climbed a tree or the respondent’s fence in order to view the yard, the Court would
have deemed this method of search as unreasonable.

The Court’s inquiry as to whether society would view the respondent’s expecta-
tion to privacy as reasonable was also flawed in Powell’s opinion. The Court held
that the respondent could not expect privacy from aerial observations taken from
public airspace, and that society would not recognize this expectation as reasonable
either. Powell observed that commercial flights are not taken with the purpose of
observing one specific home and one specific person’s activities, as was the case
for the officers flying above the respondent’s home. At most, people aboard a pub-
lic aircraft may have only seconds to view what is going on below them as they
pass over, and the chances of them connecting what they see to any one specific
person are slim to none. Therefore, contrary to the majority opinion, the respondent
did not knowingly expose his property to governmental surveillance any more than
any other person who had not constructed a roof to cover his yard.

Overall, Powell found it difficult to imagine that society would permit individu-
als to be subjected to this type of police surveillance of their homes and yards with-
out a warrant and concluded that there should be some recognition of a violation of
the Fourth Amendment in this case.

See also: Chimel v. California, 395 U.S. 752 (1969); Constitutional protec-
tions; Curtilage; Payton v. New York, 445 U.S. 573 (1980); Reasonable expecta-
tion of privacy; Trespass; United States v. Dunn, 480 U.S. 294 (1987); Warden v.
Hayden, 387 U.S. 294 (1967); Weeks v. United States, 232 U.S. 383 (1914)
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Camfield v. City of Oklahoma City, 248 F.3d 1214 (2001)

In Camfield v. City of Oklahoma City, the Tenth Circuit Court of Appeals adjudi-
cated a videotape renter’s contention that an official policy to remove a famous for-
eign film from public access violated numerous constitutional protections and
provisions. At issue was the policy by the Oklahoma City Police Department to
confiscate the Academy Award—winning film The Tin Drum from the public fol-
lowing a state judge’s decision that the video violated Oklahoma’s child pornogra-
phy statute. The state court judge’s controversial decision was made ex parte,
which means that no parties to the case were present or allowed to make argu-
ments. Because the statute was amended amid the proceedings, the Supreme Court
held that the renter’s challenge to Oklahoma’s child pornography statute was moot.
However, the Court did rule that the police department’s policy of complete
removal of the foreign film without a prior adversarial hearing did impose an
unconstitutional prior restraint under the First Amendment (and the Fourteenth
Amendment as applied to the states).

The facts of the case were highly touted at the time. Michael Camfield, who was
heavily involved with the American Civil Liberties Union (ACLU), had his copy
of the movie taken from his apartment by three Oklahoma City Police Department
officers. He sued the city of Oklahoma City, several members of the Oklahoma
City Police Department, and two state prosecutors under 42 U.S.C. §1983, alleging
violations of his First, Fourth, and Fourteenth Amendment rights.

The Tin Drum, a German film, received the 1979 Academy Award for best for-
eign language film, among numerous other awards and acclaim. The Court recalled
an earlier interpretation of the film “as a complex allegorical fantasy intended to
symbolize the rise of Nazism and the corresponding decline of morality in Nazi
Germany.” At the time of the case, the movie had been circulating in the public
domain for over 20 years and had been widely discussed in academic articles in
books devoted to film.

In 1997, a citizen complained to the Oklahoma City Police Department that The
Tin Drum contained child pornography. The police obtained a copy of the movie
and submitted it to a state judge to receive a judicial ruling on the matter. The judge
confirmed the allegation that the movie contained child pornography as defined by
the Oklahoma child pornography statute, although his opinion was given orally and
not as a formal written opinion.

Upon the judge’s oral ruling, the Oklahoma City Police Department instituted a
policy to remove the objectionable film from public access. Police officers visited
numerous video stores throughout Oklahoma City and obtained copies of the tape.
They also requested and received the names and addresses of people who were
renting the movie at that time. One of those customers in possession of a rental tape
was Michael Camfield, the development director of the ACLU of Oklahoma. Upon
hearing of the recent controversy over The Tin Drum, he was watching the film to
devise rebuttal strategies for his organization “when the officers knocked on his
door.” Mr. Camfield handed over the tape to the police officers, contributing to a
total of nine voluntary surrenders of tapes to the Oklahoma City police. Those nine
renters later requested that their tapes be returned, but the Oklahoma City Police
Department refused their requests.
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While Mr. Camfield’s legal challenge to the Oklahoma City Police Depart-
ment’s policy of removing the tape was being addressed, the Oklahoma state legis-
lature narrowed its definition of child pornography within its child pornography
statute. Thus, the statute no longer criminalized material involving a minor who
was merely “portrayed, depicted, or represented as engaged in” sexual acts. The
Supreme Court found that this substantial narrowing of the statute made Mr. Cam-
field’s challenge to the statute moot. As the Court explained, a challenge is moot
when there is no longer “a live case or controversy” as required by Article III of the
United States Constitution.

Mr. Camfield’s challenge to the Oklahoma City Police Department’s policy of
removing the tape, however, remained intact. Although the legislature narrowed the
statute after the tapes were removed, this did not change the state of affairs at the
time the police officers had removed the tapes from public domain without an
adversarial judicial hearing. The Court held that the policy of having video renters
voluntarily surrender their copies of the tape “imposed an unconstitutional prior
restraint on speech” under the First and Fourteenth Amendments. Deciding
whether the tape included images of child pornography at the time of the policy
was a legal determination that required an adversarial hearing. Thus, because no
such hearing involving arguments by both sides had occurred, the policy was
deemed unconstitutional. This violation, however, was limited to the First and
Fourteenth Amendments. The Court rejected Mr. Camfield’s Fourth Amendment
claim because he failed to demonstrate either a search or a seizure.

See also: Constitutional protections; Video Privacy Protection Act of 1988
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Carnivore

Carnivore, also referred to as the Carnivore Diagnostic Tool or the Carnivore
Electronic Communication Collection System, is the name of a series of suites of
software developed by the Federal Bureau of Investigation (FBI) for authorized
collection of electronic data for law enforcement purposes. It is an example of
packet-sniffing software. Carnivore was designed by the FBI to intercept and copy
data packets to and from suspects at the site of an Internet service provider (ISP)
with the cooperation of the ISP. The term “Carnivore” is also commonly used to
describe the successors to that series of software, even though the FBI dropped the
name Carnivore in 2001 to adopt the more neutral name of DCS1000 to describe
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the intercept suite. Unlike furtively employed and developed tools, Carnivore has
been openly discussed by the FBI on its website and by other U.S. government
institutions. For example, it has been subject to congressional review, and there was
even an appraisal of the software under the auspices of the Department of Justice
carried out by the Illinois Institute of Technology Research Institute.

With the advent of widespread public use of the Internet as a communications
network, it became clear to the FBI that for law enforcement purposes agents
would have to use tools to intercept network data traffic in much the same way that
phone taps are used to gather evidence of criminal activity. This need for data-
intercept tools led to the development of Carnivore’s predecessors during the
1990s.

The FBI is reputed to have developed its first packet capture system in the mid-
1990s, but little is publicly known about this first system. The second incarnation,
Omnivore, was developed in 1997 for the Solaris x86 platform at a cost of around
$900,000. It was designed to give government agencies the ability to capture Inter-
net traffic based on users’ identities and to print captured electronic mail in real
time. In addition, Omnivore was configured to save the captured e-mail to an 8 mm
tape backup. Through a project named Phiple Troenix, the FBI developed Carni-
vore to replace Omnivore. This redevelopment was driven by the need for a more
modern system that could be run on personal computers, and this project led to the
development of the Carnivore suite at a cost of $800,000 to run on the Microsoft
Windows NT operating system.

From Omnivore to DSC1000, the Carnivore-type systems seem to have operated
in fundamentally the same way. A system is installed in the machine room of an
ISP under the administration of an FBI agent. All the Transmission Control
Protocol/Internet Protocol (TCP/IP) data (the way in which information is coded
and packaged to communicate on the Internet) traveling past the Carnivore inser-
tion point are captured as a copy of the data stream. There is not an interruption of
the data; rather, the data are merely mirrored as they flow past. As the TCP/IP data
are captured, they are written to a buffer in order to temporarily store the copies of
the packet data, typically to a shared memory area of the system. As the memory
area begins to fill, the Carnivore software sifts through the information collected,
applying user-defined filters to the buffered packet data. Thus, if Carnivore were
configured to collect all e-mails to mperry@uwo.ca, all the packet data to that
address would be written from the buffer to a more permanent storage medium
(such as a Zip drive or hard drive), while all other data would be flushed from the
buffer. In essence the system replicates all the traffic passing the insertion point but
discards anything that does not meet the search criteria. However, Carnivore is
more configurable than simply being able to search for an e-mail address, for it can
be set to capture sets of data based on fixed or dynamic Internet Protocol (IP)
addresses, and can collect all the packets to and from a particular address, or, in
“pen-mode,” only the to/from header information. Thus, not only e-mails but also
the web pages browsed, the file transfer protocol, or indeed any transfers from a
particular computer or suspect can be captured by the system.

In recent years, the FBI seems to have begun to move away from using its own
software to using commercially available software. Taking into account the ongo-
ing support and development costs of a home-grown system in a rapidly developing
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environment, it may be that using a commercial system that can be tailored for a
particular enforcement purpose is more effective. The FBI’s Carnivore/DCS1000
report to Congress at the end of 2003 states that during that year the agency
deployed surveillance software eight times but did not deploy Carnivore or
DCS1000 at all.

There are a number of commercial packet analysis packages available, such as
EtherPeek, Ethertest, and Ethereal. These are often employed by network techni-
cians in order to detect network problems and determine network performance.
They can also be used in the same way as Carnivore to capture packet data infor-
mation, and other law enforcement agencies have used EtherPeek. The main weak-
ness with this type of software is that the use of a simple encryption package can
defeat content collection, and this has led to the development of keystroke logging
software such as Magic Lantern. By inserting a key logging program onto the com-
puter of a suspect, such as by the use of a Trojan horse, which is a surreptitiously
installed computer program, enforcement agencies can record the keys typed by the
computer user. However, the use of IP masking, IP spoofing, anonymizing proxy
servers, and other security techniques, which are all perfectly legal and have legiti-
mate uses, can prevent the easy identification of the target suspect. As with many
other areas of computer security, it is essentially an “arms race” between those who
wish to obfuscate their data, for legitimate or illicit reasons, and those who seek to
use code to uncover the data transmissions and content of others, which may also
be legal or illegal.

The history of Carnivore and its successors illustrates that legitimately deployed
law enforcement tools that copy targeted digital transmissions have a useful role to
play in the law enforcement environment, and they will continue to be used,
whether developed by enforcement agencies themselves or by private companies
that offer off-the-shelf packages that allow government entities to tailor programs
meet their objectives.

See also: Cryptography; Electronic surveillance; Wiretapping
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Carroll v. United States, 267 U.S. 132 (1925)

The National Prohibition Act, also known as the Volstead Act, was passed by
Congress in 1919 and prohibited the manufacturing, transportation, and sale of
alcoholic beverages. On January 16, 1920, the Volstead Act came into force as the
Eighteenth Amendment, later repealed in 1933 by the Twenty-first Amendment.

George Carroll and John Kiro were indicted and convicted for transporting
intoxicating spirituous liquor in an automeobile in the amount of 68 quarts of whis-
key and gin in violation of the National Prohibition Act. Carroll and Kiro con-
tended that the search of their automobile and the discovery of the alcohol was the
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product of an illegal search and seizure in violation of their Fourth Amendment
rights.

On September 21, 1921, three men, Carroll, Kiro, and Kruska entered an apart-
ment in Grand Rapids, Michigan, and met three undercover federal prohibition
agents, Cronewett, Scully, and Thayer. Cronewett, using an alias, was introduced to
Carroll and Kiro, and stated he wanted to buy three cases of whiskey. Carroll and
Kiro stated that they had to go east of Grand Rapids to obtain the alcohol and
would be back in about an hour. After the time had passed, Kruska returned in an
Oldsmobile roadster, the registration number of which Cronewett noted, and stated
they could not get the alcohol that night but would return the following day to
deliver it. The sellers never returned.

Cronewett and his colleagues maintained patrol on the road between Grand Rap-
ids and Detroit, looking for violators of the National Prohibition Act as part of their
regular duties. On October 6, 1921, Carroll and Kiro passed Cronewett and Scully,
who were breaking for lunch, in the same Oldsmobile Roadster the agents had
noticed a month prior. The agents engaged in a pursuit, but lost the men in East
Lansing. More than two months later, on December 15, 1921, Carroll and Kiro
again passed the agents. This time the agents were able to catch the two men east of
Grand Rapids. Upon stopping them, the agents searched the roadster and found 68
bottles of liquor behind the upholstery of the seats. The two men were arrested.

The question before the Supreme Court was whether the search and seizure of
the alcohol in this case violated Carroll and Kiro’s Fourth Amendment rights.
Chief Justice Taft delivered the opinion of the Court, including an extensive review
of statutory and case law. These references demonstrated that the guaranty of the
Fourth Amendment right against illegal search and seizures had long recognized a
distinction between the search of a home or structure and that of a vehicle or ship.
The distinction is based on the practicability of obtaining a search warrant. The
Court demonstrated that it was easier to obtain a warrant for a structure, whereas it
was not practicable to secure a warrant for a moveable object like a vehicle,
because the vehicle can be quickly moved out of the locality or jurisdiction in
which the warrant must be sought.

Next the Court determined under what circumstances a warrantless search of a
vehicle might be made. The majority stated that it would be intolerable and unrea-
sonable if a prohibition agent were authorized to stop every automobile on the
chance of finding liquor, and thus subject all persons lawfully using the highways
to the inconvenience and indignity of such a search. Those entitled to use the public
highways have a right to free passage without interruption or search unless proba-
ble cause for believing that their vehicles are carrying contraband or illegal mer-
chandise is known to a competent official who is authorized to make searches. In
this case, the agents had probable cause or reasonable basis to believe that Caroll
and Kiro were transporting alcohol. They appeared in the same vehicle that they
had used in October; were followed into a neighborhood notorious for manufactur-
ing and importing illegal spirits; and, had been seen on different occasions making
the trip between Detroit and Grand Rapids. It was clear, according to the Court,
that in this case the officers had justification for the search and seizure. The facts
and circumstances within their knowledge and the trustworthy information were
sufficient in themselves to establish a reasonable belief that liquor was being
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transported in the automobile which they had stopped and searched. Therefore, in
this case, Carroll and Kiro’s Fourth Amendment rights were not violated. The
search and seizure of the vehicle were warranted by the inherent mobility of the
vehicle and by the probable cause the officers had that the two men were transport-
ing alcohol.

See also: Automobile search; Cady v. Dombrowski, 413 U.S. 433 (1973);
Schmerber v. California, 384 U.S. 757 (1966); South Dakota v. Opperman, 428
U.S. 364 (1976); Stop and frisk; ZTerry v. Ohio, 392 U.S. 1 (1968)
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Cellular telephone

The privacy issues surrounding cellular telephones (alternatively, “cell phones,”
“wireless,” or “mobile phones™) are in some ways simply the union of the issues of
telephony and radio communications generally. While enabling long-distance voice
communication and data transfer, these antecedent technologies simultaneously
opened up the potential for eavesdropping, particularly by state law enforcement and
intelligence-gathering organizations. However, the inherent mobility of the cellular
phone has both complicated these issues and introduced new ones. Since their earliest
deployment in the 1980s, cell phones and their supporting infrastructure have prolif-
erated around the globe, making them the most common personally carried electronic
device. Their impact on communication has powerfully reshaped social mores and
the boundaries between public and private space, so that today cell phones are iconic
of the tension intrinsic to mobile communications: an almost constant connection to a
pervasive information network, favoring individuated, electronically mediated expe-
rience over physically proximate social interaction. Cell phones (and related devices
such as personal digital assistants, or PDAs) are and will continue to be pivotal indi-
cators of the interdependence of privacy norms and information technology.

The broad adoption of cell phones by the consumer market (and the privacy
implications therein) depended on the solution of three crucial technical chal-
lenges: portability, bandwidth limitations, and integration with existing telephone
networks. As with many information technologies generally, innovations in elec-
tronics manufacturing—in particular chip microminiaturization and the gradual
increase in power density of small, dry-cell batteries—allowed cell phones to be
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reduced to an easily portable size. While previous generations of “mobile” radio
communication equipment could be moved or even mounted in vehicles, in general
they were far too unwieldy to be carried personally and were limited in range. Just
as importantly, however, fixed telephones relied on wires and offered duplex com-
munication (i.e., simultaneous transmission and reception). For a radio-based sys-
tem, this meant two frequencies or channels were required per user (one to
transmit, one to receive), and as the density of users in a given area increased, so
did the demand for available channels (or bandwidth). This issue was solved
through the development of cellular networks, whereby a geographic region was
segregated into cells, each having its own central relay tower and using a range of
radio channels distinct from adjacent cells. The arrangement allowed for the reuse
of channels within nonadjacent cells, and more than two decades of new cell estab-
lishment and further innovations in digital signal processing have sought to match
commercial providers’ call-handling capacity with increasing consumer demand.
Finally, despite significant differences in the underlying technology, cellular sys-
tems had to be integrated with existing telephone networks, both technically and
culturally. For example, users had to be able to call fixed phones from cell phones
(and vice versa), and the phones themselves had to have a familiar “user interface”
(that is, their operation had to strongly resemble that of fixed phones).

As a direct descendant of previous telecommunication technologies, cell phones
have inherited from them their fundamental privacy challenges, significant advances
in signal encryption notwithstanding. In the nineteenth century, the signaling and com-
munication demands of railroads, steam-powered ocean vessels, the news media, and
big business brought the dawn of the telecommunications era: the telegraph and Morse
Code in the 1840s and 1850s; the telephone and telephone exchanges in the 1870s and
1880s; and “wireless,” or radio, after the turn of the century. While these developments
significantly extended the physical distance over which instantaneous communication
could occur, they also incurred the possibility of electronic eavesdropping or wiretap-
ping (in the cases of telegraphy and telephony) or broadcast interception (in the case
of radio). Early on, communications security was primarily a concern of large state
and commercial users engaged in business or intelligence gathering, but as telecom-
munications proliferated and became culturally accepted in private residences, surveil-
lance of citizens by the state became an attractive possibility to law enforcement
agencies. In recent decades, the growing value of contact information as a commodity
(e.g., for telemarketing or fundraising) has made the privacy status of telephone num-
bers (including cell phone numbers) an important controversy.

The true innovation of the cell phone from the users’ perspective—communications
mobility—has opened new, explicitly spatial dimensions in privacy discussion. Cell
phone technology is commonly described as having gone through three generations:
analog cellular or “first generation” systems, digital or “second generation” systems,
and multimedia or “third generation” systems. Beginning with the first generation, cell
phones have reshaped the culturally negotiated boundary between public and private
space. Once a somewhat intimate practice restricted to the home, office, or phone
booth, telephone conversation has moved into subways, grocery stores, and many other
public venues. Requests to curb cell phone use are often made explicitly to preserve the
character of previously well-defined social spaces, protecting privacy and limiting dis-
traction in hospitals, theaters, classrooms, and other places.
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Newer generations of cell phones have compounded this spatial reconfiguration
by integrating other technologies. Ostensibly required to ensure seamless switching
between cells, a cell phone’s location can be determined using a number of tech-
niques (such as a global positioning system (GPS), for example), with or without
the user’s knowledge. While this offers clear advantages for some relatively benign
applications (e.g., the automatic localization of emergency callers), the Federal
Bureau of Investigation (FBI) and other agencies have recently lobbied to have
such information available for surveillance and also incorporated into permanent
phone records for law enforcement purposes. Along with other “location-aware”
technologies, this has resulted in an entirely new privacy regime: that of locational
privacy (i.e., the right to limit knowledge of a person’s specific whereabouts). Chal-
lenging the public/private boundary even further, third-generation cell phones have
integrated digital cameras or video recorders, allowing instant image collection and
transmission. The significant privacy concerns introduced with closed-circuit tele-
vision and other imaging systems are extended via this ubiquitous personal device,
making “public spaces” just as often surveilled spaces.

Communications mobility yields several other shifts in the landscape of pri-
vacy concern. When restricted to the home, telephones were largely a household
property, and their use by children and young adults was administered by the
older adults of the household. Today, cell phones and accounts are typically
considered individual property and often get distributed to children by parents
concerned with their safety. On the one hand, this has made it more difficult to
constrain what information children give out over the phone; on the other, it con-
tributes to the broad sublimation of constant parental surveillance, a distinct shift
in privacy norms. In another example, the poor quality and coverage of telephone
and other ground lines in developing countries has made cell phones an enor-
mously popular alternative, creating differentials in the acceptance and prolifera-
tion of cell phone use (and in culturally inflected understandings of “privacy”).
Also, the integration of identification technologies such as caller ID (more com-
mon to cell phones than to fixed phones) has incrementally eroded the privacy of
a previously anonymous act, while the very recent availability of inexpensive,
limited-time “disposable cell phones” provides a counter example of privacy
enhancement. As the digital information employed by cell phones is expanded,
standardized, and more fluidly exchanged (e.g., through technologies such as
Voice-Over-Internet Protocol, or VoIP), these small devices will continue to have
broad and varied privacy implications.

See also: Electronic Communication Privacy Act of 1986; Do-not-call regis-
try; Internet; Manners; Public/private dichotomy; Telecommunication Act of
1996

Suggested Reading: Diffie, Whitfield, and Susan Landau. Privacy on the Line:
The Politics of Wiretapping and Encryption. Cambridge, MA: MIT Press, 1999;
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Online, March 2006; Katz, James E. Perpetual Contact: Mobile Communication,
Private Talk, Public Performance. Cambridge: Cambridge University Press, 2002;
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Central Intelligence Agency (CIA)

The Central Intelligence Agency is part of the American intelligence commu-
nity, which is led by the director of national intelligence. Primarily, the CIA is
responsible for collecting, analyzing, and reporting information about foreign gov-
ernments, corporations, individuals, and multinational or para-national groups to
U.S. government agencies and branches. The CIA describes its mission as being
“the eyes and ears of the nation.” The second aspect of the mission of the CIA is to
furnish relevant and objective analysis of international intelligence. The third
aspect of the agency’s mission is to be the government’s “hidden hand” in conduct-
ing covert action to preempt threats to U.S. security or to achieve national policy
objectives. Those covert operations are conducted at the direction of the president
under the supervision of the director of the CIA.

After World War II and in the face of the increasing threat of Communism and
the beginning of the Cold War, the U.S. Congress created the Central Intelligence
Agency as the successor to the OSS (Office of Strategic Services), which ceased to
exist in October 1945. The CIA came into existence with the signing of the
National Security Act of 1947. While the CIA is charged with the task of collecting
intelligence, it has no police power, no power of subpoena, no law enforcement
powers, and no internal security functions within the United States. Its focus on
foreign governments, businesses, and individuals places its activity outside the
United States, since Congress created the agency to protect the privacy and security
of U.S. citizens. The areas that are of greatest importance in the work of the CIA
include international organized crime, narcotics trafficking, counterterrorism,
counterintelligence, nuclear nonproliferation, the environment, and arms control
intelligence.

The agency is organized into several departments, the most notable of which are
the Directorate of Intelligence, which analyzes intelligence from all sources on key
foreign issues; the National Clandestine Service, which undertakes covert collec-
tion of foreign intelligence; and the Directorate of Science and Technology, which
creates and applies new technology to collect intelligence.

The standard euphemism for the CIA is the “other government agency.” That
veiled reference is used when the CIA is involved in a situation but the United
States cannot confirm the CIA’s involvement. Other colloquial names for the CIA
are “the Agency” and, most commonly, “the Company.” People who work for the
CIA are often called “spooks” or “spies,” as are persons who work for other intelli-
gence agencies throughout the world. Because the headquarters of the CIA is
located in Langley, Virginia, which was open farmland when the agency was
formed and the headquarters was constructed, employees of the agency are often
called “Virginia farm boys.”

Documentation indicates that at the time of the CIA’s creation in 1947, many
former Nazi operatives were recruited to be agents. In return, those operatives were
promised immunity from prosecution for war crimes committed during World War
IT (Operation Paperclip). In 1949 Congress passed a law that essentially allowed
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the CIA to operate in complete secrecy and without the limitations generally
applied to the use of federal funds. That law also created a program that permitted
defectors from other countries and persons considered essential to national security
to be admitted to the United States without going through the normal immigration
processes, to be provided with new identities, and to be provided financial support.

Within that Congressionally sanctioned secrecy, the CIA began the first “struc-
tured behavioral control program” in the early 1950s. At the time, there was little
involvement or oversight of the CIA’s activities by other government agencies.
That was generally explained on the basis of the need to maintain secrecy to protect
the agents, sources, and methods employed by the agency. The CIA was also trying
to match the capabilities of the KGB, the agency of Russian spies, in an effort to
keep ahead of the Communist group. The early 1950s was also a time of rapid
expansion of the reach of the agency.

Throughout the Cold War and under the Communist threat, the CIA was allowed
to carry out its operations without much oversight or interference until the early
1970s. The eruption of the Watergate scandal and the efforts of Congress to exer-
cise its oversight power over the executive branch of the government began to
expose the activities of the CIA. When Watergate became a national issue, Presi-
dent Nixon tried unsuccessfully to have the CIA convince the Federal Bureau of
Investigation (FBI) that an investigation of Watergate would reveal too much
about the involvement of the CIA in such past activities as the Bay of Pigs invasion.
At about the same time, James Schlesinger, who was then director of central intelli-
gence, authorized a series of reports that brought to light vast wrongdoing by the
CIA. Those reports were often referred to as “the family jewels.” The general pub-
lic probably would have known nothing of that sordid history had not a New York
Times reporter published a story documenting the involvement of the CIA in the
assassination of certain foreign leaders. The story also revealed that the CIA had
been keeping files on thousands of American citizens who had been involved in the
peace movement during the Vietnam War and those opposing nuclear proliferation.

In light of those revelations, by 1975, after intensive Senate and House investi-
gations, the CIA was prohibited from future assassinations of foreign leaders, and
the agency was notified that a prohibition against spying on Americans would be
enforced. That trend has been reversed, however. After the September 11, 2001,
attacks on the World Trade Center and the Pentagon, many restrictions on the tac-
tics of the CIA were removed. At the same time, the Intelligence Reform and Ter-
rorism Prevention Act of 2004 instituted a number of changes in the structure of
the government’s management of domestic and foreign intelligence.

Over the past 60 years or so, the CIA has conducted a number of operations that
have become quite famous. Those that have reached public awareness include:

* A mind-control program called MKULTRA that was conducted in the
United States in the 1950s and 1960s;

* A “false flag” operation in Italy designed to discredit leftist groups by
conducting terrorist operations for which they would be blamed;

* Numerous efforts in Eastern Europe to limit the scope of Soviet influence;
* The overthrow of the Mossadegh government in Iran in 1953;
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¢ The overthrow of the democratically elected government of Guatemala in 1954;

» The Bay of Pigs invasion of Cuba in 1961;

¢ Efforts to assassinate Fidel Castro, head of state in Cuba;

e Involvement in a secret war in Laos between 1962 and 1975;

* Involvement in the Nicaragua “contra” conspiracy and sale and trafficking
of cocaine; and,

* Involvement in the coup in Chile in 1973.

The CIA and its activities, particularly its covert activities, have been the source
of controversy since the agency’s creation. The CIA is criticized for breaking the
laws of other nations, attempting assassinations, and disseminating propaganda.
More recently, a great deal of public attention and ensuing controversy have sur-
rounded accusations of torture against prisoners and the existence of secret prisons
in foreign countries to which prisoners are taken in circumvention of American
legal restrictions and Geneva Convention restrictions against the use of torture.
However, the defenders of those practices believe that they are necessary to protect
national security.

Historically, the CIA has abrogated the privacy of foreign citizens to protect the
privacy and security of U.S. citizens. Recently, many critics and many American
citizens have voiced the opinion that the lack of controls on the intelligence gath-
ered by the CIA, the FBI, and other intelligence agencies abrogates the right to pri-
vacy that is constitutionally guaranteed to American citizens. Key issues in the
debate over the authority to violate personal privacy concern racial or ethnic profil-
ing, wiretapping, monitoring of personal communications via cellular telephones,
access to personal records that show the reading habits of private citizens, monitor-
ing of electronic mail and other Internet use, monitoring of personal movement
via the Global Positioning System (GPS), and the use of radio frequency identi-
fication (RFID) chips to track the movement of pets, personal goods, and items
shipped, among others.

In addition, questions on the legality of spying on American citizens who are not
under investigation for a crime, and without a court order or search warrant, are
arising. If there are no controls over spying against Americans or foreigners, there
is also no control over the type of information collected or the way it is used.
Although many Americans have been willing to relinquish certain rights to privacy
in the post-9/11 climate of concern for national security, it has not been established
that those same Americans are willing to relinquish all personal rights in favor of
uncontrolled access by government agencies.

Some argue in favor of controls, noting that an attack by terrorists or another
government requires months of planning, which would provide ample opportunity
for government agencies to obtain the necessary warrants before initiating spying
or surveillance activity. They point to a larger concern that, without warrants
defining the information that can be obtained or the means by which it can be
obtained, it becomes possible for any government agency to collect any kind of
information on any individual residing within the United States.

The CIA, which serves as the “eyes and ears of the nation,” is in danger, accord-
ing to some, of turning its surveillance activities on U.S. citizens. The current
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debate over the scope and limitations of CIA power, especially in this age of elec-
tronic snooping, may well define the agency’s role in American government for the
coming decades.

See also: Constitutional protections; Electronic surveillance; Foreign Intel-
ligence Surveillance Act of 1978 (FISA)
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Children’s Online Privacy Protection Act of 1998 (COPPA)

In 1998 Congress passed the Children’s Online Privacy Protection Act, 15
U.S.C. §§6501-6505 (COPPA), in response to a 1998 Federal Trade Commission
(FTC) report that described the widespread collection and use of personally iden-
tifiable information of children without their parents’ knowledge or consent. The
FTC was charged with enforcing the act and issuing COPPA rules. The final
COPPA Rule was issued in 1999 and became effective in April 2000.

COPPA aims to protect the personal information of children (persons under the
age of 13) online. The final COPPA rule requires parental consent before a com-
mercial website or an online service directed at children (or a website or online ser-
vice that has knowledge that it collects personal information from children)
collects, uses, or discloses personal information about a child. The COPPA rule
also requires that websites and online services “establish and maintain reasonable
procedures to protect the confidentiality, security, and integrity of personal infor-
mation collected from children.” In addition, entities subject to this act must allow
parents to access any personal information on their child and delete it or opt out of
future collection, and such entities must limit their collection of children’s personal
information to that which is reasonably necessary to participate in the activity. Fur-
thermore, site operators cannot condition participation in an online activity upon
the disclosure of more personal information than is necessary to participate in that
activity. COPPA also requires that websites subject to the act must post a privacy
policy informing parents of their privacy practices and the contact information for
each operator of the website. The required privacy policy must be linked to a con-
spicuous place on the website’s homepage and on any page on which a child is
asked to provide personal information.

COPPA does not apply to Internet service providers or nonprofit entities, but it
does apply to domestic websites and foreign websites directed at children in the
United States. The types of personal information that are regulated by COPPA
include a child’s full name, physical address, electronic mail address, Social Secu-
rity number, telephone number, and a persistent identifier—such as a cookie—
that is combined with personal information. COPPA includes a “safe harbor”
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provision that allows entities and industry groups to request FTC approval of
self-regulatory guidelines.

Violators of the act may be subject to an injunction and civil penalties of up to
$11,000 per violation. Although the FTC has enforcement authority for COPPA,
the commission has brought few cases under the act. However, the FTC has issued
warning letters to dozens of website operators. In addition to FTC enforcement,
COPPA empowers states and select federal agencies to enforce the act within their
jurisdictions.

Many criticisms have been leveled at COPPA. Some critics argue that the vari-
ous parental consent mechanisms outlined by the FTC are too cumbersome, too
slow, and too expensive. Furthermore, these critics argue, the parental consent
mechanisms are inadequate to protect children’s privacy because children can sim-
ply fabricate information to access sites, and sites can evade COPPA regulation by
stating that they do not sell products to children. Other critics have argued that
defining a child as a person under the age of 13 is arbitrary and unjustified, inas-
much as children over the age of 13 may also need online privacy protection.
Finally, some commentators have argued that COPPA may not pass constitutional
muster because requiring children to divulge personal information or verify that
they are entitled to access information as a condition to accessing the information
results in the chilling of speech and, thus, a violation of the First Amendment. Sim-
ilarly, critics argue that the forced relinquishment of the right to anonymous com-
munication may run afoul of the First Amendment.

Suggested Reading: Allen, Anita L. “Minor Distractions: Children, Privacy &
E-Commerce,” Houston Law Review 38 (2001): 751-776; Federal Trade Commis-
sion. http://www.ftc.gov.Online, March 2006; George, Joey F. (ed.). Computers in
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Hall, 2004; Gurak, Laura. Persuasion and Privacy in Cyberspace: The Online Pro-
tests over Lotus Marketplace and the Clipper Chip. New Haven, CT: Yale Univer-
sity Press, 1997; Savitt, Nancy L. “A Synopsis of the Children’s Online Privacy
Protection Act,” St. John’s Journal of Legal Commentary 16 (2002): 631-640.
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Chimel v. California, 395 U.S. 752 (1969)

One afternoon in 1963, three police officers arrived at Chimel’s California home
with a warrant authorizing them to arrest Chimel for the burglary of a coin shop.
Chimel’s wife ushered them in, where they waited for 10 or 15 minutes before
Chimel arrived home from work. When he arrived, one of the officers handed him
the arrest warrant and asked if they could look around. Chimel objected, but the
officer advised him that on the basis of the lawful arrest they would nevertheless
conduct a search. The officers did not have a search warrant.

Accompanied by Chimel’s wife, the officers searched the entire three-bedroom
house, including the attic, the garage, and a workshop. In two of the rooms, the
officers had Chimel’s wife open drawers and physically move contents so that they
“might view any items that would have come from the burglary.” The officers
seized a number of items: primarily coins, but also several medals, tokens, and
other objects. The entire search took between 45 minutes and an hour. At Chimel’s
trial, these items were admitted as evidence against him over his objection that they
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had been unconstitutionally seized. He was convicted, and the conviction was
affirmed by both the California Court of Appeals and the California Supreme
Court. Both courts conceded that the arrest warrant was invalid because it was set
forth in conclusory terms, but that because the officers had procured it in good faith
and their actions were based on probable cause, the arrest was nevertheless lawful.
Therefore, the courts found that the search incident to the valid arrest was justified.

The United States Supreme Court granted certiorari; it accepted the California
courts’ findings that the arrest was valid, and it considered only whether the war-
rantless search of Chimel’s house could be constitutionally justified as a search
incident to that arrest. In its decision, the Supreme Court reversed the California
Supreme Court. The Court began its analysis by reciting the progression of case
law leading from the limited suggestion found in the dicta of Weeks v. United
States, 232 U.S. 383 (1914), which upheld the search of the person incident to a
lawful arrest, to the expansive holdings of Harris v. United States, 331 U.S. 145
(1947).

Both Harris and United States v. Rabinowitz, 339 U.S. 56 (1950), extended the
search incident to the surroundings within the person’s possession or control. It
was upon these cases that the state had relied in its argument that the search was
lawful. The dubious progression of these cases led the Supreme Court to find that
the doctrine as pronounced in Rabinowitz could withstand neither historical nor
rational analysis. The warrant requirement serves a high function, protecting pri-
vacy from government invasion as guaranteed in the Fourth Amendment. The
Court affirmed that when an arrest is made, it is reasonable for the arresting officer
to search the person arrested in order to remove any weapons that the latter might
seek to use in order to resist arrest or effect an escape. It is also reasonable, the
court held, for the arresting officer to search for and seize any evidence on the
arrestee’s person in order to prevent its concealment or destruction. The area into
which an arrestee might reach in order to grab a weapon or evidentiary items is also
governed by a like rule: a gun on a table or in a drawer in front of the arrestee. The
court explicitly overruled Harris and Rabinowitz, however, to the extent that those
cases allowed officers to engage in warrantless searches not justified by probable
cause. Here, the search went far beyond Chimel’s person and the area from within
which he might have obtained a weapon or some piece of evidence that could have
incriminated him. The Court held that this search was unlawful and reversed
Chimel’s convictions.

Mr. Justice Harlan concurred in the opinion but questioned the Court’s overrul-
ing of Harris and Rabinowitz, expressing concern about the workability of the
expanded warrant system inherent in the majority’s opinion. Justice White, joined
by Justice Black, dissented. The dissent expressed concern that Fourth Amendment
jurisprudence was changing all too rapidly, and that it would be unwise to abandon
the latest rulings in this area. Like the concurrence, the dissent argued that the hold-
ing in this case, and the explicit overruling of Harris and Rabinowitz, would unrea-
sonably require police to leave the scene of an arrest in order to obtain a search
warrant when they may already have probable cause. It argued that Chimel’s life
and privacy had already been disrupted by the arrest; the officers’ subsequent
search of his premises was a “relatively minor intrusion.” The dissent held with the
most recent cases: once probable cause exists, the fact that there is no warrant does
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not make a search incident to a lawful arrest unreasonable or unlawful, and the dis-
sent did not limit this holding, as did the majority, to a search only of the person
and the immediate and accessible surroundings.

See also: California v. Ciraolo, 476 U.S. 207 (1986); Payton v. New York, 445
U.S. 573 (1980); United States v. Dunn, 480 U.S. 294 (1987); Warden v. Hayden,
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Civil liberties. See Constitutional protections

Civil service laws

Civil service laws dominate public employment in the United States. The princi-
ples of selection based on merit and of the personal accountability of government
employees on which these laws rest may conflict with personal privacy. Therefore,
courts and government officials have struggled to accommodate civil service laws
with personal privacy.

Based in part of reforms in New York state, the Civil Service Reform Act of 1883
created the modern federal civil service. Civil service in the federal government and
in the states rests on selection by competitive examination and on protections for
career employees from arbitrary personnel actions. Civil service laws implicate
issues regarding the protection of the personal privacy of public employees. Some
concerns about privacy arise from the selection of public employees. For example,
the interests of the public employer in hiring some categories of public employees,
such as police officers, may outweigh the privacy interests of employees. Private
information sought could include medical and psychological information; polygraph
tests; financial information; and information regarding drinking, gambling, and arrest
records, including those of relatives. In some instances, the interests of the public
employer in the selection of categories of public employees can outweigh even strong
interests in privacy.

Selection procedures often require inquiry into the past conduct of persons seek-
ing government employment, conduct that reflects on their honesty, integrity, and
qualifications. This inquiry requires the cooperation of persons with information
about these candidates. Privacy provisions, however, such as those in the Privacy
Act of 1974, give persons access to records about themselves. Such access reduces
the likelihood that third persons will candidly respond to inquiries. Therefore, the
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Privacy Act of 1974 contains an exemption from its access provisions for investiga-
tory material compiled for the purpose of determining the suitability, eligibility,
and qualifications for civilian federal employment. This exemption, however, only
protects a confidential source providing information under an express promise of
confidentiality.

Some concerns about privacy arise from the principle of personal accountability
in civil service laws. Civil service laws hold employees accountable through the
investigation and punishment of misconduct and poor performance. Such account-
ability implicates personal privacy. For example, the constitutional protection
against unreasonable searches and seizures applies to government employees.
Depending upon the circumstances, a public employee may have a reasonable
expectation of privacy regarding the workplace. The Supreme Court, however, has
dispensed with the requirement of a warrant based on probable cause in public
employment. Instead, the Court decided that all work-related searches of public
employers need only meet the standard of reasonable under all the circumstances.

Moreover, the Supreme Court permits some searches without a suspicion of
wrongdoing by a specific public employee. For example, the Court has approved
random drug testing of categories of employees whose use of illegal drugs pose
particular risks. Examples of such categories of employees include customs
employees seeking transfer or promotion to positions involving drug interdiction,
employees carrying firearms, guards, police, employees flying or maintaining air-
craft, chemical and nuclear workers, firefighters, and motor vehicle operators.

Statutory provisions, like the Privacy Act of 1974, may affect the conduct of
investigations of federal employees. The act provides that to “the extent practica-
ble,” information be acquired from the subject of an inquiry. This requirement
encourages managers to seek information from employees first. In some cases,
however, it is not practicable to do so because the inquiry would alert employees to
an ongoing investigation.

Because the Privacy Act of 1974 gives persons the right to access and review
records regarding them, this right may influence civil service investigations.
Although access and review help guarantee the accuracy of government informa-
tion identified with a particular person, these rights may also give employees pre-
mature access to investigative files and may identify witnesses. The exemptions to
the act temper interference with civil service discipline. Exemptions to the right of
access and review regarding criminal investigations or regarding information com-
piled in the reasonable anticipation of “a civil action or civil proceedings” are
likely to apply to many civil service investigations.

Accountability may require dissemination to the public of information regarding
the misconduct, performance, and punishment of public employees. Particularly
when the misconduct is egregious or places the public at risk, disclosures assure the
public of the integrity and effectiveness of the civil service. This assurance sup-
ports public confidence and trust in the operations of government. These disclo-
sures, however, may also threaten privacy.

See Also: Constitutional protections; Disclosures; Open meetings laws;
Public records

Suggested Reading: Lee, Yong S., and David H. Rosenbloom. A Reasonable
Public Servant: Constitutional Foundations of Administrative Conduct in the
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Clinton-Lewinsky scandal

The Clinton-Lewinsky scandal dominated news headlines in the United States,
with reverberations heard around the world, throughout the second term of Presi-
dent William J. Clinton. The scandal centered on a consensual, sexual affair involv-
ing the president and a young White House intern named Monica Lewinsky. Facts
about the affair were made public in the course of Independent Counsel Kenneth
Starr’s far-reaching inquiry into what began as accusations of financial impropri-
eties in the Whitewater land deal. Starr’s probe culminated in a vote on December
19, 1999, by the U.S. House of Representatives to approve two articles of impeach-
ment against the president on charges that included perjury and obstruction of jus-
tice in connection with Clinton’s efforts to suppress information about his
relationship with Lewinsky. The events surrounding the revelation of the Clinton-
Lewinsky affair elicited widespread concern about dwindling privacy protections
for public figures and private citizens in the contemporary United States. Fre-
quently likened to a form of “new McCarthyism,” the Starr probe in particular
came to emblematize the pathologies of a society that no longer respects the right
to privacy. The media was also widely condemned for what many considered to be
excessive coverage of the details pertaining to a private affair.

The origins of the scandal lie in two other legal imbroglios that dogged Clinton
throughout his presidency: the investigation of the Whitewater land deal and the
Paula Jones sexual harassment lawsuit. In 1994, during Clinton’s first term in
office, Attorney General Janet Reno appointed Robert Fiske, Jr., as independent
counsel to investigate the financial dealings of the Whitewater property company.
The president and his wife, Hillary Rodham Clinton, were accused of colluding
with their friends and business partners, James and Susan McDougal, to reap prof-
its, tax breaks, and financial favors from the deal. The Clintons denied any wrong-
doing, emphasizing throughout the investigation that they had in fact lost money on
the Whitewater venture.

In August 1994, Fiske was replaced as special prosecutor by Kenneth Starr, a
well-known conservative who had served as the solicitor general for the Justice
Department under President George H. W. Bush. At about this time, a former
Arkansas state employee named Paula Jones filed a sexual harassment lawsuit
against Clinton, charging that in 1991 he had ordered a pair of Arkansas state
troopers to escort her to a hotel room where then-governor Clinton had made
unwelcome sexual advances. Jones claimed that she filed her suit in an effort to
salvage her reputation after conservative journalist David Brock had published an
article naming Jones as a participant in one of Clinton’s many extramarital affairs.

Meanwhile, in July 1995, 22-year-old Monica Lewinsky joined the White House
staff as an unpaid intern, and in November 1995 she took a paid position at the White
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House Office of Legislative Affairs. Two days later, a sexual relationship between the
President and. Lewinsky began during the government furlough. According to later
testimony, the affair continued intermittently for the next 18 months.

In May 1996 the first Whitewater trial ended, and both of the McDougals were
convicted of fraud. A month later, a Senate hearing on Whitewater ended inconclu-
sively. Shortly thereafter, Starr announced that he would step down, but four days
later he suddenly changed his mind and decided to continue his investigations. It
soon became clear that Starr had shifted the focus of his investigation from a con-
cern with financial affairs to an interest in intimate ones. Following on the heels of
a story published in Newsweek magazine detailing the president’s alleged sexual
advances toward White House staffer Kathleen Willey, Lewinsky was subpoenaed
in December 1997 by lawyers for Paula Jones; in a sworn affidavit, Lewinsky
denied having an affair with the president. Soon thereafter, Lewinsky confidante
Linda Tripp turned over to Starr over 20 hours of taped telephone conversations
with the unwitting Lewinsky that contained admissions of Lewinsky’s sexual rela-
tions with the president. In January 1998, Matt Drudge published Lewinsky’s name
on his website, as well as a report that Newsweek had obtained the Tripp-Lewinsky
tapes but had pulled a story about them under pressure from Starr, who feared it
would jeopardize his investigation. On January 21, 1998, following a Washington
Post report on his relationship with Lewinsky, Clinton told a television interviewer
that “there is no improper relationship.” One week later, before an invited media
audience at the White House, Clinton insisted, “I want you to listen to me. I did not
have sex with that woman, Monica Lewinsky.”

Several months later, Lewinsky’s lawyers struck an immunity deal with Starr, in
which she agreed to provide “full and truthful testimony” in exchange for full immunity
from prosecution. For the next 15 days, Lewinsky was questioned by the grand jury.
Shortly thereafter, the president was asked to provide a blood sample for DNA testing
to determine if it was a match with semen stains found on a blue dress Monica Lewinsky
had kept in her closet following a sexual encounter with the president. Two weeks later,
President Clinton admitted to the grand jury that he had had “inappropriate intimate
contact” with Ms. Lewinsky, although he continued to hold that his earlier statements
had been accurate, explaining at one point that his answer to the question about the
nature of his relationship with Lewinsky “depends on what the meaning of ‘is’ is.”

In September 1998, Starr submitted his report to Congress, and despite its
graphic sexual content, the report was immediately posted on the congressional
website, with particularly salacious portions reprinted in newspapers and on web-
sites around the world. One month later, the House of Representatives voted to hold
an impeachment inquiry. In November Clinton settled the Jones lawsuit for
$850,000 without acknowledging guilt. In December, the House Judiciary Com-
mittee approved four articles of impeachment. The full House approved two of the
articles, and Clinton became only the second sitting president in the history of the
United States to be impeached. The Senate trial began in January 1999, and a
month later the President was acquitted.

The Clinton-Lewinsky scandal spawned widespread reconsideration of the
meaning and extent of privacy rights in the contemporary United States. Through-
out the ordeal, many suggested that the real scandal lay not in the fact that the pres-
ident had had an extramarital affair, but rather in the invasion of the president’s
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privacy by the independent counsel’s office and the media. While scandals are
nothing new in U.S. politics—nor is the tendency for presidents from Jefferson to
Kennedy to stray from the terms of the marital oath—the Clinton-Lewinsky scan-
dal set a new standard in terms of the public’s sense of its right to know personal
details about public figures.

In the wake of the scandal, no clear consensus emerged about who to blame for
the breakdown of respect for the principle of privacy. Special Prosecutor Starr was
frequently chastised in the media for his tactics, which included the subpoena of
records of sale from a local Washington, D.C., bookstore and the reliance on meth-
ods of intimidation in interrogating Lewinsky. Such seeming abuses of prosecuto-
rial discretion led to calls for a repeal of the statute authorizing special prosecutors,
as well as demands to curtail prosecutorial discretion in an investigation of sexual
harassment charges.

The media was charged with violating privacy as the scandal unfolded. The
president’s affair with Lewinsky dominated headlines in the mainstream media for
an extended period, leading to complaints that journalists had abdicated their
responsibility to guard the public interest. The scandal also raised concerns about
the growing influence of alternative and nontraditional media, including web-based
news sites such as the Drudge Report and AM-frequency talk radio stations, which
appeared to hold themselves to lower standards of verification and professional
comportment when gathering and reporting the news than had been expected of
more traditional news outlets.

Throughout the scandal, the feminist movement was frequently identified as a
cause of the breakdown of privacy norms in the United States, with second-wave
feminism’s embrace of the motto “the personal is political” held culpable for the
corrosion of the boundary between public and private. At the same time, many
self-described feminists rose to Clinton’s defense, urging chastened members of
the movement to rethink the meaning and limits of the imperative to politicize
the personal, and to dedicate themselves to re-conceptualizing privacy rather than
abandoning the ideal altogether.

See also: Journalism; Public/private dichotomy; Sexual harassment;
Women and privacy
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Clipper and Capstone chips
On April 16, 1993, just a few months after President William J. Clinton took
office, the White House proposed the Escrowed Encryption Standard (EES) for the

101



102

Clipper and Capstone chips

encryption of voice, fax, and computer information transmitted over circuit-
switched telephone systems. EES was to be used for the protection of sensitive but
unclassified information. The standard, which was nominally a National Institute
of Standards and Technology (NIST) effort, included a tamper-proof hardware
encryption chip (Clipper) and a key-escrow system. Each hardware chip would
have its own key; these keys were to be split and registered at birth—escrowed—
with two agencies of the U.S. government (NIST and the Department of Treasury
Automated Systems Division were the initial escrow agencies). In other words, this
was an encryption system in which the federal government held the private keys.

Keys would be released to law enforcement agents armed with proper authoriza-
tion. This would enable law enforcement to decrypt intercepted communications.
A more advanced chip, Capstone, included additional cryptographic components
for authentication and integrity checking: Clipper plus a public-key key exchange
algorithm, the Secure Hashing Algorithm, the Digital Signature Standard, a high-
speed exponentiation engine, and a random number generator.

EES—or Clipper, as it came to be known—is a method for encrypting voice and
fax communications that enables easy decryption for legally authorized wiretaps.
Such a description badly misses the point. In 1993 the world was on the verge of a
communications revolution. Protocols for easy access and display of information
on the Internet had been developed and were being deployed. This network had
been opened for commercial traffic. The World Wide Web was about to burst forth.
In very short order, the Internet was transformed from a medium used primarily for
scientific communications to a major player in world economic activity. The
Escrowed Encryption Standard, which provided a government backdoor into
encrypted communications, was proposed at a crucial moment.

The Clipper program was voluntary, but there were many objections anyway. In
particular, there was public concern that the U.S. government might seek to prevent
the use of non-escrowed systems. In response, the White House stated that there was
no intent to require key escrow. Executive Branch activities belied that statement. The
U.S. Communications Assistance for Law Enforcement Act (CALEA), first pro-
posed in 1992 and eventually passed in 1994, required that digitally switched tele-
phone networks be built according to wiretapping standards determined by the U.S.
Department of Justice. In 1992 National Security Advisor Brent Scowcroft described
the digital-telephony bill as a “beachhead [that] we can exploit for the encryption fix.”

The government posited that Clipper was an encryption system providing both
security and privacy, while enabling government access under legal authorization;
however, there were immediate objections to the government’s key-escrow pro-
posal. Of the 320 letters submitted to NIST regarding the Clipper proposal, all but a
handful were negative. Civil liberties organizations expressed concerns about
threats to privacy. Computer security experts observed that the establishment of
escrow agencies was a dangerous concentration of resources, and thus that Clipper
diminished rather than increased security. Business, unhappy with export controls
on encryption, did not find EES a useful substitute. Nonetheless, in 1994 EES
became an official federal information processing standard.

The Escrowed Encryption Standard specifies the use of Skipjack, an encryption
algorithm developed by the National Security Agency (NSA), and the creation of
a Law Enforcement Access Field (LEAF) to be implemented on a tamper-proof
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hardware device. Skipjack uses 80-bit keys, and initially specifics of the algorithm
were not made public. Each Clipper chip has an 80-bit device-unique key used by
the escrow system.

When two participants with Clipper-enabled telephones establish a connection,
they set up a “session key” for that communication, including a phone call and a
fax transmission. This session key is used to encrypt the communication. This key
is passed to the Clipper chip of the device doing the communicating, which
encrypts it using the chip’s device-unique key. This information is combined with
the chip’s identifier and other information to form the LEAF, or Law Enforcement
Access Field, and is shipped to the other participant’s device. The system is set up
so that only if the LEAF decrypts properly can encrypted communications begin.
The communication is encrypted with the session key; because the two participants
know the key, they can communicate securely. An eavesdropper would need the
device keys in order to decrypt the communication. Given the setup of the system,
law enforcement would have access to the keys under authorization.

In a strong algorithm, each additional bit of key length increases the security by
a factor of two, so unless the government’s backdoor escrowed keys were used for
decryption, data encrypted using Skipjack was nominally 2%*_or 16 million—
times more secure than data encrypted using the Data Encryption Standard, the
1977 federal standard for protecting secure but unclassified data. The increased
security was one reason the government hoped for a strong positive reaction to
EES. This was not to be. Just months after EES was made into a standard, Matt
Blaze, a researcher at AT&T, discovered a way to defeat law enforcement access to
the keys during a Clipper-enabled communication (Blaze’s attack did not defeat the
EES encryption, just law enforcement access to the encryption keys). The attack
was easy to program and demonstrated that Clipper did not fulfill the government’s
claims of secure communications and easy government access (under proper legal
authorization).

Two years after the approval of EES, only AT&T was producing secure telephones
with Clipper chips. The company found few purchasers. U.S. business was not inter-
ested. Neither were foreign companies: the issue of law enforcement access to keys
for devices used outside the U.S. had never been fully worked out, and this contrib-
uted to foreign unease about Clipper. U.S. law enforcement bought some Clipper-
enabled phones but was not particularly enamored of the product. Despite extensive
U.S. government efforts to encourage other nations to adopt an escrowed approach
for encrypted civilian communications, there was little buy-in from abroad. Few
wanted secure communications with the U.S. government holding the keys.

Key escrow was part of a larger effort by the U.S. government to slow civilian
deployment of strong encryption. By the end of the 1990s, however, the U.S. gov-
ernment changed its direction. Seeing important advantages to the deployment of
strong cryptography throughout civilian infrastructure, the Clinton administration
simplified export-control laws and embraced the use of non-escrowed encryption
in the civilian sector, including the adoption of the Advanced Encryption Standard,
a strong, symmetric-key algorithm that replaced the aging—and much weaker—
Data Encryption Standard.

Suggested Reading: Computer Professionals for Social Responsibility. Clipper
Chip October 1994. http://www.cpsr.org/prevsite/program/clipper/clipper.html.
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Communications Assistance for Law Enforcement Act (CALEA)

The Communications Assistance for Law Enforcement Act (CALEA) is a federal
law passed in 1994 that creates a legal duty for all private telecommunications carri-
ers to ensure that all their equipment and networks have the capability to conduct
wiretaps if ordered to do so by the appropriate law enforcement agencies. The law
does not change the limitations and restrictions on wiretapping procedures origi-
nally set out in 1968 by Title III of the Omnibus Crime Control and Safe Streets Act
and subsequently amended by other statutes, such as the Electronic Communica-
tion Privacy Act of 1986 and the Uniting and Strengthening America by Pro-
viding Appropriate Tools Required to Intercept and Obstruct Terrorism Act
of 2001 (USA PATRIOT Act). CALEA is codified at 47 U.S.C. 1001-1010.

CALEA is a significant milestone in the evolution of the relationship between
law enforcement agencies conducting wiretaps and the telecommunications indus-
try carrying out the communications the agencies seek to intercept. In this context,
a “wiretap” is defined as an interception of a communication’s content as well as
pen registers and trap-and-trace devices that seek to trace the destination of outgo-
ing and incoming calls. In 1969, immediately after Congress set out the rules gov-
erning wiretapping procedures, a telecommunications company refused to assist
the Federal Bureau of Investigation (FBI) in conducting a wiretapping operation.
This refusal was upheld by a federal appellate court, and a few months later, Con-
gress amended the federal wiretapping statute to require all telecommunications
companies to assist law enforcement with any legal wiretapping activity. The new
amendment did not create any duty for these private companies to change or
upgrade their equipment or networks, primarily because the existing technology
used by the telecommunications companies at the time was able to adequately meet
the needs of law enforcement officials when they sought to conduct wiretaps.

This began to change during the revolution in telecommunications technology in
the 1980s and early 1990s, a revolution that included the gradual switch from ana-
log to digital telephony and the dramatic increase in the use of cellular telephones.
These emerging technologies posed new challenges to law enforcement agencies
seeking to wiretap telephone communications. For example, many cellular phone
networks had a limited capacity to conduct multiple wiretaps at the same time,
while speed dialing and voice-dialing features sometimes made it impossible to
trace the number that had been dialed. In response, Congress passed CALEA,
which required telecommunications companies to retrofit all of their equipment
and networks to ensure that the companies could, upon request, isolate and deliver
to law enforcement the content of communications as well as the destinations and
origins of all phone calls for a target telephone. The law also authorized payments
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to the private companies to reimburse them for the costs of these upgrades, and the
companies were given four years to comply with the CALEA requirements.

On August 5, 2005, the Federal Communications Commission (FCC) issued
new rules expanding CALEA’s reach to include certain broadband and voice-over
Internet Protocol (IP) services, even though such networks fall outside the tradi-
tional definition of “telecommunication carrier.” The FCC argued that these net-
works were increasingly being used as replacements for local telephone usage, and
so CALEA requirements had to be imposed in order to maintain the ability of law
enforcement to conduct effective wiretaps. This move was not without controversy,
as numerous privacy groups claimed that CALEA did not and should not be used to
cover Internet communications.

Suggested Reading: Ask CALEA. Communications Assistance for Law Enforce-
ment Act of 1994. http://www.askcalea.net/. Online, March 2006; Dempsey, James X.
“Communications Privacy in the Digital Age: Revitalizing the Federal Wiretap Laws to
Enhance Privacy,” Albany Law Journal of Science & Technology 8 (1997): 70-71;
Froomkin, A. M. “The Death of Privacy?” Stanford Law Review 52 (2000): 1461-1544.
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Communications Decency Act (CDA)

The Communications Decency Act (CDA) was Title V of the United States
Telecommunication Act of 1996. As passed by Congress, Title V affected the
Internet and online communications in two significant ways. First, it attempted to
regulate both indecency and obscenity in cyberspace that could be available to chil-
dren. Second, Section 230 of the act declared that operators of Internet services
were not to be construed as publishers, and thus were legally liable for the words of
third parties who used their services.

The CDA imposed broadcast-style content regulations on the open, decentral-
ized Internet and severely restricted the First Amendment rights of all Ameri-
cans. There was strong opposition to this legislation because it threatened the
very existence of the Internet as a means for free expression, education, and
political discourse.

The most controversial portions of the CDA were those relating to indecency
and obscenity on the Internet. The relevant sections of the act were introduced as a
response to fears that Internet pornography was on the rise. Indecency in television
and radio broadcasting had already been regulated by the Federal Communications
Commission: broadcasting of offensive speech was restricted to certain hours of
the day, when minors were supposedly least likely to be exposed. Violators could
be fined and potentially lose their licenses. The Internet, however, had only
recently been opened to commercial interests by the 1992 amendment to the
National Science Foundation Act and thus was not addressed by many previous
laws. The CDA, which affected the Internet and cable television, marked the first
attempt to expand regulation to this new sphere.

The CDA prohibited posting “indecent” or “patently offensive” materials in a
public forum on the Internet, including web pages, newsgroups, chat rooms, and
online discussion lists. The CDA, however, was not about child pornography,
obscenity, or using the Internet to stalk children since these activities were already
illegal under current law. Free speech advocates, however, worked diligently and
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successfully to overturn the portion relating to indecent, but not obscene, speech.
They argued that speech protected under the First Amendment, such as printed
novels or the use of the “seven dirty words,” would suddenly become unlawful
when posted to the Internet. Critics also claimed the bill would have a chilling
effect on the availability of medical information.

In Philadelphia, Pennsylvania, on June 12, 1996, a panel of federal judges
blocked part of the CDA, saying it would infringe upon the free speech rights of
adults. On July 29 a U.S. federal court struck down as too broad the portion of the
CDA intended to protect children from indecent speech. A year later, on June 26,
1997, the Supreme Court upheld the lower court’s decision in Reno v. American
Civil Liberties Union, stating that the portion concerned was an unconstitutional
abridgement of the First Amendment right to free speech because it did not permit
parents to decide for themselves what material was acceptable for their children,
extended to noncommercial speech, and did not define “patently offensive,” a term
with no prior legal standing.

See also: Constitutional protections

Suggested Reading: Center for Democracy and Technology. Communications
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Computer-Assisted Passenger Prescreening System (CAPPS II)
and Secure Flight

The Computer-Assisted Passenger Prescreening System (CAPPS II) was devel-
oped by the Department of Homeland Security’s (DHS) Transportation Security
Administration (TSA) to allow the comparison of airline passenger names with
names in private- and public-sector databases to assess the level of risk a passenger
might pose. The program’s goals bore a strong resemblance to the Multi-State
Anti-Terrorism Information Exchange Program (MATRIX), which is run by a
private company and sponsored by many states, but CAPPS II served the more lim-
ited mission of supporting airline security. When privacy and effectiveness issues
were widely raised, former Secretary of Homeland Security Tom Ridge announced
his intention to dismantle the program in July 2004. The program was dismantled,
reinvented, revised, and reintroduced as Secure Flight in September 2004.

The Secure Flight program embodies the layered strategy employed by DHS
to secure air traffic safety by using several levels of security to protect air passen-
gers. The Secure Flight program includes use of federal air marshals, federal
flight deck officers, and a streamlined version of the CAPPS II database-comparison
methodology. The CAPPS II component of the program requires TSA to conduct
preflight comparisons of airline passenger information with federal government
watch lists.

With Secure Flight, passenger name records from domestic flights are compared
to names maintained by the terrorist screening database in the newly named Office
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of Transportation Vetting and Credentialing (DHS/TSA 2004). This database
includes the “no-fly” and “‘selectee” lists of persons known or suspected to be
engaged in terrorist activity. Secure Flight compares these two lists for the exclu-
sive purpose of identifying suspected terrorists. Information on passengers is dis-
seminated on a strictly need-to-know basis. A redress mechanism for alleged abuse
is included within the program. Further, no Privacy Act of 1974 exemptions are
invoked under the revamped program, and passenger name records are released to
individuals who request them. Homeland Security has embraced these precautions
and changes in order to address the privacy concerns that befell the CAPPS II and
MATRIX Programs.

Suggested Reading: Department of Homeland Security, Transportation Security
Administration. Secure Flight Test Records System. http://www.tsa.gov/public/
display?content=09000519800cf3a7. Online, March 2006; Etzioni, Amitai. How
Fatriotic Is the Patriot Act? Freedom versus Security in the Age of Terrorism. New
York: Routledge, 2004; Goldberg, Carole. Terrorism and the Constitution: Sacrificing
Civil Liberties in the Name of National Security. New York: W. W. Norton, 2002.
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Computer Fraud and Abuse Act of 1986

Information technology has become very valuable to businesses and government
alike. Interconnectivity allows different computers to communicate over a seam-
less web, sending packets of data that comprise databases and files. However, many
companies are losing millions of dollars through unauthorized access, interception,
and fraudulent dissemination of proprietary information. Such unauthorized access
can lead to computer fraud and a variety of other computer crimes, commonly
referred to as “hacking.” The Computer Fraud and Abuse Act, 18 USC 1030
(CFA), criminalizes unauthorized access into or theft of protected computer data
and thus helps preserve rights to privacy.

Companies use various security devices to protect their ability to collect, store,
retrieve, and disseminate information. Companies also use computers to collect
and maintain personally identifiable information about their customers in order
to verify identities, such as Social Security numbers, home phone numbers, fin-
gerprints, and voiceprints. The positive effect of collecting personal data is that it
reduces infringement and computer abuse. The negative effect is that such informa-
tion cannot only reveal the identities of persons, but it can also track individuals’
activities and habits.

Service providers, such as Internet service providers (ISP), telephone compa-
nies, and cable companies, maintain and often sell proprietary information about
subscribers and customers. Such information includes bank account numbers,
driving records, criminal background, employment history, and credit history, all of
which can be sold to third parties without the knowledge or consent of subscribers
and customers. Much of this information is collected as part of legitimate business
activity and stored in centralized computers; it is often more expensive to delete
these pieces of information than to maintain them.
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There is a growing concern about dissemination of private facts about persons to
third parties and the ability to develop profiles of persons through compilation of
information retained in computer databases. Previously, this information was
decentralized and posed little risk. Today, however, as industries converge or data
services are outsourced to private companies, much of this information is stored on
centralized computers and more readily accessible by law enforcement for a variety
of reasons.

The CFA covers computer espionage, theft of specific types of information,
computer trespass, computer fraud, damage to a protected computer, trafficking in
passwords, and computer extortion. The act has broad coverage and is designed to
prevent access to classified national defense or foreign relations information, finan-
cial information or consumer-reporting agency records, information on a computer
operated on behalf of the United States, and any computer used in interstate or for-
eign commerce.

There are four general elements necessary to establish a violation under this act.
First, there must be unauthorized access. Unauthorized access includes someone
who steals another’s identity to hack into a protected computer. It can also include
access by someone who would otherwise have authority to access a computer net-
work, but who exceeds that authority. Second, the perpetrator must intend to hack
into the system or to gain access. Intent to harm or cause damage is not required for
prosecution under the act. Third, the perpetrator must access a protected computer.
Protected computers include all government computers, computers operated on
behalf of the government, computers used in interstate or foreign commerce or
communications, financial institution computers, and foreign computers. In short,
almost any computer is covered under the act. Finally, the perpetrator’s actions
must cause some damage. The damage element can be satisfied if the actions
impair the integrity or availability of data, a program, a system, or affect informa-
tion such that costs exceeds $5000 in one year; impair medical records, regardless
of the value; cause physical injury to a person, regardless of value; or threaten pub-
lic health and safety.

The statute was first tested in United States v. Morris, 928 F.2d 504 (1991), 502
U.S. 817 (1991). Robert Tappan Morris was a computer programmer with autho-
rized access to government computers who introduced a software worm into the
system that spread to and damaged computers at numerous installations, including
leading universities, military sites, and medical research facilities. In response to a
defense that Morris was authorized but merely exceeded his authority, the Supreme
Court held that the scienter or “intentional” requirement of the statute applied only
to the access—the corresponding damage, however unintentional, still satisfied the
statute.

In 1996 the act was amended to codify the rule. Today, a person is liable under
the statute who (1) knowingly engages in conduct that intentionally causes damage,
(2) engages in intentional access that recklessly causes damage or (3) engages in
intentional access that causes damage. The statute applies to unauthorized access
as well as to instances in which someone exceeds his or her authority.

After September 11, 2001, Congress passed the Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act of 2001 (USA PATRIOT Act) in part in order to expand the law
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enforcement and investigative tools available under CFA. Specifically, the act was
designed to include “cyberterrorism” offenses that might threaten public health or
safety, and authorized the U.S. Secret Service, the Federal Bureau of Investiga-
tion (FBI), and other agencies already empowered under CFA to investigate com-
puter fraud. In addition, under the revisions, the length of punishments was
increased up to 20 years, and the term “damage” was broadened to mean ‘“any
impairment to the integrity or availability of data, a program, a system, or informa-
tion.” However, under the revised statute, damage that resulted from “the negligent
design or manufacture of computer hardware, computer software, or firmware”
was no longer actionable.

Under the revised CFA, the damage element requiring a minimum of a $5,000
loss impairment can “include any reasonable cost to any victim, including the cost
of responding to an offense, conducting a damage assessment, and restoring the
data, program, system, or other information to its conditions prior to the offense,
and any revenue lost, cost incurred, or other consequential damages incurred by an
individual or corporation because of interruption of service.” Subsequent cases
have used these broader standards to assess culpability in civil cases to limit access
to data or systems, such as commercial espionage as well as hacking into a city’s
emergency communication system or a hotel and airline communication systems.

See also: Cable Communications Policy Act of 1984

Suggested Reading: Harrington, Susan J. “The Effect of Codes of Ethics and
Personal Denial of Responsibility on Computer Abuse Judgments and Intentions,”
MIS Quarterly 20 (1996): 257-278; Office of the Chief Information Officer, U.S.
Department of Energy. Computer Fraud & Abuse Act. http://cio.doe.gov/
Documents/cfa.htm. Online, March 2006; Straub, Detmar W., Jr., and William D.
Nance. “Discovering and Disciplining Computer Abuse in Organizations: A Field
Study,” MIS Quarterly 14 (1990): 45-60.

Andrea L. Johnson

Computer Matching and Privacy Protection Act of 1988

The Computer Matching and Privacy Protection Act of 1988 (CMPPA)
amended the Privacy Act of 1974 by adding provisions that federal agencies must
implement when performing computerized comparisons of certain collections of
administrative records. Such a comparison seeks to identify an individual who
appears on two lists but should not, or who, appearing on one list, should not
appear on a second.

Computer matching first came to public attention in 1977 following an initia-
tive called “Project Match,” in which the then Department of Health, Education,
and Welfare (HEW) compared recipients of Aid to Families with Dependent Chil-
dren (the major federal welfare program) with federal payroll records, intending to
identify individuals improperly collecting both welfare payments and a govern-
ment paycheck. Although the comparison yielded 33,000 “raw hits,” only 35 con-
victions resulted, all for minor offenses with less than $2000 in fines. The program
was criticized not only for its lack of financial gain compared to the costs, but also
because it caused some payments to be interrupted based solely on a raw hit, with-
out verification by a human being or due process controls.
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These concerns continued throughout the 1980s, and the CMPPA was enacted
to address some of them. However, CMPPA does not prohibit any particular type
of matching program. Instead, it adds procedural safeguards for matches that
seek to establish or verify an individual’s eligibility for federal benefit or loan
programs, recoup payments or delinquent debts arising from these programs, or
compare federal personnel or payroll systems with other federal or state records.
The CMPPA does not: cover matches designed to produce aggregate statistical
data; support research where the results will not be used to make adverse deci-
sions about the subjects; advance a criminal investigation of a named subject,
foreign counterintelligence purpose, or background investigation for a security
clearance; conduct tax administration; or, perform routine personnel administra-
tion. In addition, it does not cover matches where an agency uses only its own
records.

As a statute amending the Privacy Act, CMPPA only applies to systems of
records as defined by that act: collections of records about U.S. citizens or legal,
permanent resident aliens, in the custody of a federal agency, connected to an iden-
tifier of the individual, and retrieved by that identifier. The major provisions of the
CMPPA require an agency to: conclude an agreement with a partner matching
agency describing the records that will be matched and the procedures to be fol-
lowed before, during, and after the match; analyze the costs and benefits of match-
ing programs; publish notice of new matching programs in the Federal Register;
include individual notices to potential subjects of a match at the time of collecting
information; conduct independent verification of “hits;” and, notify individuals and
provide them the opportunity to refute any adverse information before denying or
terminating a benefit or loan. The CMPPA also requires agencies participating in
matching programs to set up data integrity boards to oversee the programs, and
assigns the Office of Management and Budget to provide guidance, assistance, and
oversight to the other federal agencies.

In 1990, Congress enacted Computer Matching and Privacy Protection amend-
ments to clarify details of the due process provisions of the original CMPPA. These
amendments permit an agency to substitute its own due process and independent
verification procedures following computer matching if its procedures are similar
and were in existence and working well prior to passage of CMPPA. For example,
a program that provides monthly payments to beneficiaries and has been relying on
an advance-notice period shorter than the 30 days required by CMPPA would be
permitted to take adverse action after the shorter period in order to avoid making
overpayments.

See also: Data mining; Public records

Suggested Reading: Clarke, Roger. “Dataveillance By Governments: The
Technique of Computer Matching,” Information Technology & People 7 (1994):
46-85; Gandy, Oscar. The Panoptic Sort: A Political Economy of Personal Informa-
tion. Boulder, CO: Westview Press, 1993; Office of Management and Budget.
“The Computer Matching and Privacy Protection Amendments of 1990 and the
Privacy Act of 1974 (proposed guidance),” Federal Register 54 (1991): 18599—
18601; Office of Management and Budget. “Privacy Act of 1974: Final Guidance
Interpreting the Provisions of Public Law 100-503, the Computer Matching and
Privacy Protection Act of 1988,” Federal Register 54 (1989): 25818-25829; Office
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of Management and Budget. Privacy Guidance and Privacy Reference Materials.
http://www.whitehouse.gov/omb/inforeg/infopoltech.html. Online, March 2006.
Maya A. Bernstein

Computers

Most computer users entrust their respective computers with vast amounts of very
sensitive and personally identifiable information. Even if such computers are
never connected to any network, such as the Internet or even a local network, they
retain that sensitive information long after the user thinks that it was deleted. When a
computer is connected to a network, be it the Internet or some internal corporate or
other network, it is as if there were a person sitting right behind the user, taking pre-
cise notes of everything that the user does with the networked workstation.

Computer hard disks contain mirrors of people’s lives. Electronic mail, love let-
ters, tax returns, and privileged communication with lawyers are all saved in the
computer for the user’s benefit and, unless the user take measures to protect his or
her privacy, for the benefit of anyone who steals the computer or of any computer
forensics investigator. In a business setting, proprietary information, marketing
plans, and lists of current and prospective clients constitute every commercial busi-
ness’s lifeblood. If these fall into competitors’ hands, the commercial entity will
likely go bankrupt; if it is a publicly held company, its stockholders will claim neg-
ligence and will rightly sue. Similarly, in a medical setting, healthcare profession-
als are legally required under the Health Insurance Portability and Accountability
Act of 1996 (HIPPA) to safeguard the confidentiality of patient data under pen-
alty of jail time in many cases. Government users of computers are similarly
required to ensure that the data entrusted to them cannot fall into unauthorized
hands.

Despite all the foregoing, the reality of life is that laptops do get forgotten in
taxicabs and airplanes, and almost all computers are eventually sold, donated, recy-
cled, or thrown in the trash. At a minimum, computers regularly get sent to repair
shops, almost invariably with their hard disks in place. What about the sensitive
data in those hard disks? Law enforcement has been quite successful in promulgat-
ing the self-serving fiction that only criminals with something to hide would have
an interest in ensuring that sensitive data in their computers are rendered inaccessi-
ble by all others. In fact, quite the opposite is true: individuals and organizations
can be held legally liable for failing to ensure that sensitive data cannot be accessed
by third parties. It is technically impossible to hide data from all except law enforc-
ers; as such, one must either hide it from all or from nobody. Given the legal obli-
gations of businesses, individuals, and professionals to prevent unauthorized
disclosure of sensitive data, a computer user must hide sensitive data from all.
Achieving this result is very difficult.

And if that were not difficult enough, computer users and owners have to
worry about new vulnerabilities introduced by the fact that most new computers,
especially laptops, come with an already enabled wireless connectivity known as
“Wi-Fi.” In the default, unmodified mode, as soon as such a laptop is turned on, it
dutifully searches for and tries to establish communications with any commercial
or private Wi-Fi “access point.” A rogue access point nearby can then connect with
such a laptop and access all its files. Similarly, if any Wi-Fi—enabled laptop user
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connects to the Internet through a legitimate access point at an airport, coffee shop,
or hotel, all communications can be readily intercepted by another suitably config-
ured laptop nearby; worse yet, a suitably configured laptop can masquerade as the
legitimate wireless access point to which the hapless user wants to connect, and
then act as a go-between connecting the unsuspecting user and the legitimate Wi-Fi
access point, thereby intercepting all traffic to and from the unsuspecting user. In
short, the privacy threat extends far beyond the concern of unauthorized access to
computer files. Remote interceptors can gain access to a computer and files
through wireless paths that are enabled by default—for the convenience of the
user—by computer manufacturers.

As far as the confidentiality of the files that reside in the computer is concerned,
even if the computer owner went to the heroic measures needed to make a sensitive
file truly disappear from magnetic media, there is a high likelihood that copies and
earlier versions of that file would exist in numerous other places in the same mag-
netic media; these copies can have unrecognizable names and/or have names that
are invisible in the normal default directory lists. To make things worse, chances
are that there will be fragments of earlier copies of files scattered all over the user’s
magnetic media. Furthermore, even though the computer’s screen and printer show
the latest version of a document, the electronic version of it in the computer will
most likely contain the full history of how it evolved from the very first draft
onward, and this history can be seen by anyone with the know-how.

Unbeknownst to the user, most Windows-based applications create temporary
files on the hard disk at unadvertised locations and use unrecognizable names, so
that should the computer crash for any reason such as a power failure, the user will
not have lost the file he or she had created. Since Windows and its application soft-
ware are not clairvoyant and cannot tell if a computer will crash or not, they usually
create and save such temporary files; if the computer does not crash—as is usually
the case—these temporary files remain in the computer. Additionally and indepen-
dently, Windows stores information about a user’s computer activities in numerous
files on the hard disk; most of these locations, such as the “Registry” and the
“Swap file” are very difficult to find and even harder to remove because they have
been merged with information that the computer needs to operate; if that entire
merged file were removed, the computer would not work at all.

In addition, the names of files created by the user are stored separately from the
files themselves. Even if the user manages to remove a file, its name will still be
discoverable and, if it is particularly revealing, could haunt the computer’s user.
Secure deletion of any one file and its name is not a simple proposition; it must be
viewed only as part of the secure cleanup of an entire disk and never as just the
secure removal of the latest copy of a single file. It follows that what must be elim-
inated is not just a sensitive file itself, but also copies of the file that have been cre-
ated by the computer’s software as well as all information about that file, such as
the file’s name (ideally chosen to be nondescript and not incriminating), the date it
was created, the date it was last accessed, the date it was renamed, and the folder it
was moved from and to—all of which are stored separately on the computer’s hard
disk.

Using the “delete” command to remove a file achieves absolutely nothing. The file
remains in the disk and is merely marked as “no longer wanted.” Using “format” or
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even the “fdisk” partitioning command does not remove sensitive files either. The
only way to remove a sensitive file and its separately stored name and date stamp is
to overwrite them. Overwriting a known file is easy, assuming that there is only one
copy with no temporary or other copies of it, and no evidence of it in the many
system-level files used by Windows; unfortunately, copies of the file and of seg-
ments of that file are typically stored by Windows all over the hard disk.

“Disk wiping,” or the process of overwriting all sensitive data on a hard disk so
that such data cannot be retrieved by others, is a very complex business. Windows
offers no means for users to overwrite their sensitive files; rather, Windows makes
it extremely difficult to remove sensitive files because of the many ways that it
leaks sensitive information into assorted obscure places in the computer’s storage
media. As a result, numerous software packages have evolved that have varying
degrees of success in eliminating sensitive data from computers. The problem is
that even the best of them do not work very well for the following technical rea-
sons: (1) Windows and Windows-based application software create and use files
that cannot be removed from within Windows (e.g., the Swap file) while Windows
is running; (2) disk-wiping software has no way of knowing which legitimate-looking
files created by assorted application software should be eliminated; (3) disk-wiping
software usually does not touch the Registry files—yet this is precisely where,
for example, Microsoft’s Internet Explorer stores the user’s web-browsing activ-
ity; (4) Windows stores the names of files and data about those files in a different
place than the files themselves, and treats those names differently even if a file has
been deleted; and (5) the typical high capacity hard disks of today come with a
number of sectors held in reserve. When a data-containing sector in the disk is
deemed by the hard drive’s “smart” firmware to be marginal (e.g., when there are
occasional errors in reading the data from it), the hard disk’s own firmware copies
the data from the marginal sector to one of the sectors held in reserve, assigns the
logical address of the marginal sector to the new sector where those data were cop-
ied, and “mothballs” the marginal sector without overwriting the data in it after
those data were copied onto the new sector.

No disk-wiping software can touch the now-mothballed sector, since it no
longer has an address and hence it does not exist as far as any software is con-
cerned. On the other hand, a forensics investigator with access to the disk drive
manufacturer’s firmware can readily access those sectors and all data in them.

Disk wiping, then, is a very complicated task, and all software that purport to do
it fail quite miserably. Particularly because of reason five above, computer users are
advised not to depend on any such software for wiping hard disks clean, and are
encouraged to physically destroy the storage media before selling, donating, or dis-
posing of magnetic storage media. The only secure fix is to physically destroy the
magnetic media. Given the low cost of hard disks today, there is no excuse for not
destroying the old one and getting a new one if the user is concerned about the con-
fidentiality of computer data contained in the old hard disk.

Unlike conventional analog data, such as the shade of grey or the subjective rec-
ollection of a witness, digital data that takes one of two very unambiguous values
(zero or one) is misperceived by the average person as being endowed with intrin-
sic and unassailable truth. In fact, quite the opposite is true. Unlike tampering with
conventional analog data and evidence, which can often be detected by experts
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with the right equipment, digital data can be manipulated at will and, depending on
the sophistication of the manipulator, the alteration can be undetectable regardless
of digital forensics experts’ competence and equipment. The potential for a miscar-
riage of justice is great, given that many defense lawyers, judges, and juries may be
unaware of the esoteric details of computer science. This aspect of digital evidence
may not be addressed by the computer forensics industry and by the prosecution,
both of which focus on the other aspects of the process of collecting, preserving,
and presenting digital data evidence, which are indeed unassailable, such as the
“chain of custody” portion of handling digital evidence.

A common example of computer evidence can illustrate this point. A suspect’s
hard disk is confiscated and subjected to forensics analysis; a report is generated
for the court stating that the hard disk contained certain files, with certain dates,
and that these files were renamed or printed on various dates, thereby negating the
suspect’s claim that he or she did not know of the existence of these files.

A typical judge or jury will accept these facts at face value. However, the data
found on someone’s hard disk (or other mass storage media) could indeed have
entered that hard disk through any one or more of the following ways without the
suspect’s knowledge, let alone complicity. For example, the hard disk may not have
been new when the suspect purchased it, and it may have contained files from
before the suspect took custody of it. This applies even in the case of purchases of
supposedly new computers, because they could have been resold after being
returned by a previous buyer. Spy-ware could have secretly installed unadvertised
files as well as a capability for the software maker to snoop on the individual’s
computer through the Internet. If this snooping capability were exploited by a
third-party hacker who routinely scans computers for this kind of back-door entry,
then files could be inserted on the suspect’s computer at will. Obtaining full control
of anyone’s computer through existing security flaws in its operating systems and
applications, especially its Internet Explorer, might allow anyone to insert files in it
without the knowledge of the owner. This can happen through an unsecured broad-
band Internet connection or a wireless access point. In addition, when a user
browses the Internet, it is not uncommon to mistype an address and end up inad-
vertently and unintentionally on an “adult” website. Alternatively, one can still end
up at an incriminating site because hackers have often doctored up entries in the
domain name servers (DNS), which amounts to doctoring-up the directory that is
accessed every time a user types the name of a website he or she wants to see.

Advertising in the form of pop-up ads, scrolling text, and images from unsavory
advertisers or purveyors of pornography may get stored (“cached”) in the hard disk
drive. Over a period of time, enough to these ads collect in the computers and
create the appearance of frequent activity. Of course, others in the household or
workplace could have visited websites that the owner did not patronize. Unsolic-
ited e-mail and their attachments can remain on a hard disk for some time. Few
users will go to the trouble of overwriting the offensive attachment because Windows
does not include any provision to overwrite anything. And even if a user did
attempt to overwrite a file with specially purchased software, the name of the file,
which could be quite incriminating in and by itself, would remain on the hard drive.

Computers crash sooner rather than later. The typical course of action is to
take the computer to a technician in an effort to access personal and business
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data. Computer technicians, like other outsiders, have the opportunity to place data
into the repaired computer. A few years later, the owner of the computer is likely to
have forgotten about the repair altogether. Computer forensics examiners like to
substantiate their findings by pointing out the time/date stamp associated with dif-
ferent computer files. Yet, the time/date stamp, as well as every single bit of data in
a computer’s magnetic media can be altered undetectably with a disk editor. Addi-
tionally, images can be altered. Unlike images from conventional film-based pho-
tography, which can usually be identified as doctored by a competent investigator,
digital images (such as those taken by any surveillance camera) can be altered in a
manner that no expert can detect, as long as the alteration is done professionally
enough. Likewise, unlike analog sounds (e.g., the infamous gap in the tape record-
ing made during President Nixon’s term in office), where a careful study of the
background noise can detect alterations of analog recordings, digitized files of
sounds can be altered at will; if the alteration is done professionally enough, it will
be undetectable even by a forensics examination of the digital file.

The use of digital evidence has created a new phenomenon in today’s court-
rooms. Computers store more and more information about people’s lives and activ-
ities. This has resulted in an explosive increase in the use of computer forensics
techniques on confiscated or subpoenaed computers, based on the incorrect
assumption that what is in the computer is what the user put into it. An entire cot-
tage industry of computer forensics investigations has sprung up to service the
appetite for such services. The legal and societal problem with this situation is that
individuals in the legal and law enforcement professions may be unaware of at least
some of the many ways whereby the data they present as evidence are really not
evidence of anything because these data may have been placed in a computer with-
out the knowledge or complicity of the owner of the computer. In addition, evi-
dence that is based on a computer user’s Internet Service Provider’s records is,
similarly, evidence of nothing. A person’s Internet account can be accessed by third
parties without that person’s awareness or complicity, even if that person had been
the only one at home when the alleged Internet access occurred.

In the end, digital evidence should be viewed with extreme suspicion, regardless
of the competence or qualifications of the computer forensics expert witness.
While the chain of custody portion of how the evidence was handled may have
been impeccable, the raw digital data itself on which a forensics analysis was based
can be easily and undetectably tampered with by anyone with the right background.

See also: Anonymity; Authentication; Computer Fraud and Abuse Act of
1986; Computer Matching and Privacy Protection Act of 1988; Cryptogra-
phy; Data mining; Health privacy; Library records; Workplace privacy
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Confessional culture

The term “confessional culture” is used to describe aspects of popular culture
and shifts in social relations taking place in the United States from the late twenti-
eth century to the present. At the heart of confessional culture lies a will to counte-
nance disclosures that infects everything from casual encounters between strangers
to popular television programs that revolve around intimate revelations. The mass
media plays an essential role in enabling and sustaining confessional culture by
providing a crucial venue for publicizing the personal. Most often used as a term of
aspersion, confessional culture is commonly associated with a breakdown in man-
ners and norms of propriety, as well as the proliferation of television and radio
shows that revolve around the disclosure of trivial, and often salacious, personal
details of private lives.

The term has been traced to Michel Foucault’s discussion of confession in The
History of Sexuality. Arguing that confession lies at the heart of Western concep-
tions of sexuality, Foucault suggests that confession forms the basis for Western
legal systems, medical practice, education, family connections, and romantic rela-
tions, and that social life is organized around institutions that rely on the confession
of crimes, sins, and desires to enable practices of normalization.

Foucault emphasizes the wide variety of social institutions implicated in the
confessional imperative, while the contemporary discourse of confessional culture
tends to privilege psychotherapy as the exemplary site of confession, one which
provides both a vocabulary and the implicit model for confession as it is enacted
interpersonally and in popular culture. The late twentieth century saw the emer-
gence of an array of television and radio programs that revolved around confession,
from daytime talk shows, to prime-time reality TV programs, to call-in radio
shows. These increasingly popular genres highlight the close connection between
the will to confess on the one hand and the rise of voyeurism as a dominant social
modality on the other. A confessional culture critically depends not just on subjects
who are willing to tell all, but also on the presence of an audience that regards rev-
elations as entertainment.

Confessional culture has been held accountable for a variety of social ills,
including the displacement of serious news and other programming by shows that
venerate disclosure above all else. The news media have been subject to special
sanction for encouraging the idea that the public has the right to know everything it
can about the private lives of public officials. Daytime talk shows using the style of
hosts such as Phil Donahue or Ricki Lake, where hosts ask personal questions and
guests share private and often intimate details, have been dismissed as modern-day
freak shows, and the ascendance of reality TV has been read as another sign of a
decline in public taste.

Confessional culture has also been linked to a breakdown in the social norms
that were seen at one time to provide welcome protection against violations of
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personal privacy, particularly against those who otherwise would extend overtures
of intimacy in an indiscriminate manner. The popularization of the phrase “too
much information” in the early years of the new millennium may be a sign of a
nascent backlash against such uninvited intimacies.

Those who defend confessional culture suggest that confession is a powerful
tool for challenging social norms and practices that “closet” or silence sexuality
and social deviance. The very distaste elicited by a confessional culture suggests
the transgressive power of revelation to break down established social norms and
force confrontations with ideas and people who are otherwise repressed or
silenced.

See also: Public/private dichotomy; Secrecy

Suggested Reading: Cummings, Dolan. Editor’s Note: Confessional Culture.
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Confidentiality

Confidentiality is the state of having information kept secret. Confidentiality is
treating information as private and protecting it from unauthorized access, disclo-
sure, or publication. Confidentiality generally pertains to information that is not
generally available to the public. Maintaining confidentiality ensures that informa-
tion is accessible only to those authorized to access it and disclosed only to those
authorized to receive it. Confidentiality is an essential component of information
security.

Confidentiality is a term widely used to imply a sense of trust and secrecy
regarding information shared with another. Confidentiality also encompasses a
relationship of trust, loyalty, and reliance between two communicating parties. In a
confidential relationship, the disclosing party (discloser) expects the receiving
party (recipient) to protect and keep secret any shared information and disseminate
it to third parties only with the consent of the discloser or when required by law. In
a confidential relationship, a duty of confidentiality attaches, the breach of which
may be punishable by law. Confidentiality also embraces the ethical principles that
support certain professions in which relationships of trust are formed, such as med-
icine, law, and journalism.

Confidentiality is derived from the Latin word confidentia, or “confidence,” and
the Latin root fid or fidere, which means “faith.” “Confidence” and other forms of
the word have been in use since the fifteenth century with semantics related to the
idea of trust. When information is shared within a relationship of trust and with an
expectation of secrecy, the recipient must take adequate precautions and safe-
guards to control and protect the information from access by or disclosure to any
other entity. While there may be written agreements between the discloser and
recipient to guarantee confidentiality, there is also an implied duty on the part of
the recipient to act in good faith to prevent any harm that may result from disclo-
sure of the information.

Confidentiality does not apply to all information shared with the expectation of
secrecy. For example, if an individual shares personal information with a friend or co-
worker, the obligation of confidence depends upon the circumstances, expectations,
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and personal relationship between the two individuals. However, in situations
where there are written contracts or agreements that govern information sharing
between two parties, there may be a duty to keep all information confidential.
These agreements can be legally enforced. Injunctive relief, monetary compensa-
tion, and other remedies may be available if the discloser can prove that the
recipient has made unlawful disclosures. Under exceptional circumstances, the
recipient can disclose confidential information if disclosure is mandated by court
order or statute. Information that is deemed confidential is not limited to written
documents. Confidentiality may extend to oral communications, video, voice
recordings, and any form of communication that was used to convey private
information. Ownership of the information generally resides with the discloser,
and permission may have to be obtained from the discloser for the recipient to
use the information.

In certain circumstances, where there is a special relationship between two par-
ties, additional rights may be granted by law to preserve the privacy of information
communicated between the two parties. This right to confidentiality is termed priv-
ilege and belongs to the discloser. Privileged communications are protected by law
from compelled disclosure in judicial proceedings. Some protected or privileged
associations include doctor-patient, attorney-client, priest-confessor, and husband-
wife relationships. The obligation to maintain confidentiality may also extend to
the recipient’s heirs, successors, and representatives. The concept of privilege is
much narrower than that of confidentiality.

In 1977 the U.S. Supreme Court, in Whalen v. Roe, indicated that confidentiality
or informational privacy was one of the two branches of the constitutional right of
privacy (the other being autonomy or decisional privacy). Other courts of appeal
have indicated that this constitutionally protected right of confidentiality may pro-
vide a discloser with a cause of action against the government for the wrongful dis-
semination of private or confidential information. However, in most cases, the
courts have not found the government liable.

Recognition of the duty of confidentiality can be found in several federal stat-
utes. For example, the Privacy Act of 1974 expressly mandates that federal agen-
cies “establish appropriate administrative, technical and physical safeguards to
insure the security and confidentiality of records” as pertaining to individuals’
records that are collected and maintained by the agencies. The federal Freedom of
Information Act provides another example. It recognizes that confidential matters
should not be made public by government agencies.

The medical profession provides an example of confidentiality within a confi-
dential relationship. All newly licensed physicians take the Hippocratic Oath,
which requires physicians to protect the personal and private information of
patients. In short, medical ethics require that doctors keep patients’ personal or
health information confidential. In most instances, doctors must seek consent in
order to disclose a patient’s medical information to third parties. However, medical
confidentiality has become more problematic given the development of new health
care business models, including health maintenance organizations (HMOs). Now,
patient data is shared with more individuals and entities in the course of treatment
and payment for medical services than ever before. In addition, advances in infor-
mation technologies make it easier, faster, and more convenient to share patient
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information with relevant parties, thus increasing the possibilities for unauthorized
access and disclosure. The Health Insurance Portability and Accountability Act
of 1996 (HIPAA) contains provisions that protect a patient’s confidential informa-
tion by restricting some disclosures of health information without authorization.

The financial industry is required to comply with certain legal obligations to
protect the confidentiality and accuracy of the information it collects and dissemi-
nates. The Fair Credit Reporting Act (FCRA) requires consumer-reporting agen-
cies to institute reasonable procedures to ensure “the confidentiality, accuracy,
relevancy, and proper utilization” of an individual’s financial, credit or other per-
sonally identifiable information. The Financial Services Modernization Act of
1999, also know as the Gramm-Leach-Bliley Act (GLBA), recognized that “each
financial institution has an affirmative and continuing obligation to respect the pri-
vacy of its customers and to protect the security and confidentiality of those cus-
tomers’ nonpublic personal information.”

The employee-employer relationship may be a confidential one. In the context
of employment, an employee, potential employee, or business associate may have
access to information that is integral to the company’s existence. Such information
includes customer lists, financial performance, proprietary technology, and trade
secrets. A trade secret could be any process or practice that gives a company a
competitive advantage in an industry. Those who are privy to trade secrets may
have a legal obligation to keep them confidential, either by virtue of their confiden-
tial relationships or by contract. Every state recognizes some form of trade secret
protection, either through common law or statute (many states have adopted the
Uniform Trade Secrets Act). Trade secret law allows an owner of a trade secret to
prevent those who are bound either by a duty of confidentiality or by contract from
disclosing the trade secret to others.

A confidential relationship can be created by contract through a confidentiality
or nondisclosure agreement. Here, parties agree to protect the confidentiality of
trade secrets or other confidential information disclosed during employment or
business transactions. Breach of a confidentiality agreement is punishable by law.
Injured parties may request a court to stop further disclosures or otherwise com-
pensate them for the breach.

Under the principles of agency law, an employee owes duties of loyalty, obedi-
ence, and care to an employer. An employee cannot compete with his or her
employer in the same area of business, even if the employee works outside employ-
ment hours. In research institutions or in employment positions involving the devel-
opment of scientific or technological innovations, employees do not necessarily have
ownership rights to their work product. Employees may generate ideas for improving
existing work products or create brand new innovations and discoveries, both of
which may belong to their employer. Typically, employers execute the confidential-
ity, nondisclosure, and invention assignment agreements to protect a company’s
work product investment. Even in the absence of contractual obligations, state tort
law provides for causes of action to prevent an employee from exploiting specialized
skills obtained during the course of employment in order to benefit others.

See also: Gossip

Suggested Reading: Alderman, Ellen, and Caroline Kennedy. The Right to
Privacy. New York: Alfred A. Knopf, 1995; Allen, Anita L. Why Privacy Isn’t
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Everything: Feminist Reflections on Accountability for Private Life. Lanham, MD:
Rowman and Littlefield, 2003; Black, Henry C. Black’s Law Dictionary, 7th ed.,
St. Paul, MN: West, 1999; Ruebner, Ralph, and Leslie Ann Reis. “Hippocrates to
HIPAA: A Foundation for a Federal Physician-Patient Privilege,” Temple Law
Review 77 (2004): 505-576; Smith, Robert Ellis. Ben Franklin’s Web Site: Privacy
and Curiosity from Plymouth Rock to the Internet. Providence, RI: Privacy Journal,
2004; Westin, Allan. Privacy and Freedom. New York: Atheneum, 1967.

Leslie Ann Reis

Constitutional protections

The United States Constitution establishes a minimum of privacy to which gov-
ernment officials may add but from which they may not subtract. Louis Brandeis
and Samuel Warren, his co-author and law partner, are generally credited with intro-
ducing privacy as a legal concept in their heralded law review article published in
1890. That article focused on tort law, but decades later as a Supreme Court justice,
Brandeis spoke grandly of a constitutional “right to be let alone” in Olmstead v.
United States, 277 U.S. 438 (1928).

Consistent with Brandeis’s proclamation, many popular accounts speak of a uni-
tary constitutional right of privacy. Supreme Court jurisprudence since Brandeis
wrote makes it more accurate and helpful to understand constitutional privacy ini-
tially in terms of two distinct sets of rights. One set, which includes the Fourth
Amendment’s ban against unreasonable searches and seizures, protects what may
be called informational privacy and restricts the government’s access to informa-
tion about an individual. Another set of rights, which includes the unenumerated
right of privacy at stake in the Court’s highly publicized abortion decisions, pro-
tects individual autonomy by giving individuals freedom to make certain decisions
about the course of their lives. It is true that informational privacy and individual
autonomy both entail an individual’s “right to be let alone” by government. But the
scope, constitutional basis, and debates over these two principles are sufficiently
distinct as to merit separate discussion.

L. Informational Privacy

The Constitution protects informational privacy by regulating the means by
which the government collects information. The Fourth Amendment bans unrea-
sonable searches and seizures and the Fifth Amendment’s privilege against self-
incrimination precludes any person from being “compelled in a criminal case to be
a witness against himself.”

At the outset, it is important to distinguish the method at work in these provi-
sions from another common method, which protects privacy by focusing on the
information’s subject matter. A legal regime might choose to designate certain sub-
jects as inherently private and as presumptively beyond the government’s purview.
The government could be prohibited or restricted from accessing or using informa-
tion about, for instance, an individual’s medical treatment, sexual orientation, or
religious affiliation. Much is to be said in favor of such an approach. Information
pertaining to such highly personal subjects is frequently irrelevant to any legitimate
public concern, its public disclosure can be extremely damaging to the individual,
and even the threat of disclosure can deter desirable conduct. Although some state
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and federal privacy laws adopt the approach of designating private subject matters,
the Constitution’s provisions concerning informational privacy do not.

The Constitution instead restricts the means by which information about any sub-
ject may be collected. Provided that information is not obtained through proscribed
means, the government may use information everyone would regard as presump-
tively private. For example, that an individual has a highly embarrassing scar in an
intimate area is private in its subject matter. But when the government learns about
this fact from the voluntary statement of a third-party witness, the Constitution’s
protections of informational privacy do not bar the government from using this fact.
Conversely, the government may not obtain through proscribed means information
that no one would regard as “private” in its subject matter. The privilege against self-
incrimination, for example, permits a criminal suspect to refuse to answer whether
she or he murdered another person on a public street in broad daylight.

It is not clear that any single coherent theory underlies the Constitution’s protec-
tions of informational privacy. Consider the Fifth Amendment’s privilege against
self-incrimination. From one view, the privilege exists because of doubts about the
truthfulness of statements obtained through coercion. Even if this were the Fifth
Amendment’s rationale, it cannot explain the Fourth Amendment. The Fourth
Amendment does not rest on doubts over whether, for example, the illegal drugs
stashed in a person’s kitchen drawer are that person’s or whether a person’s authen-
tic beliefs are expressed in the private diary found next to the bedstead. If anything,
the information’s private location actually tends to strengthen rather than weaken
its reliability.

It is also problematic to link constitutional protections of informational privacy
with the notion that certain subjects are inherently private. The link cannot be a
direct one. As mentioned above, constitutional protections restrict access to public
information and permit access to private information. As an indirect protection of
private subject matters, informational privacy is not very effective. Informational
privacy, by itself, permits government to regulate any subject matter. By regulating
subject matters that might reasonably be thought private, government can generate
the justification needed to overcome Fourth Amendment barriers to accessing pri-
vate areas. Government can obtain information from sources other than through a
search, a seizure, or a compelled statement by a suspect. It may then use such infor-
mation to establish probable cause that a violation of law in question has occurred
and, if necessary, acquire a warrant to undertake a search or seizure or make an
arrest.

The home is the archetypal private place and is explicitly mentioned in the
Third and Fourth Amendments. Government nonetheless remains able to, and
uncontroversially does, enforce prohibitions against violence and abuse in the
home. Informational privacy likewise does not create an effective barrier against
regulation of activity occurring in the home that might reasonably be thought pri-
vate. Consequently, it is difficult to understand the Fourth Amendment’s restric-
tions on gathering information from homes as an indirect means of protecting the
private activities that occur there.

If the Fourth Amendment indeed does aim to protect private subject matters, then
it would seem that government must be precluded from regulating certain private
matters altogether. The Fourth Amendment, however, has not been so interpreted.

121



122

Constitutional protections

Instead of resorting to a unifying theoretical rationale, courts sometimes inter-
pret the Constitution’s protections in light of the particular governmental abuses the
founders had in mind.

The Fourth Amendment grew out of the colonists’ antipathy for the writs of
assistance used by the British to enforce revenue laws. These court-issued writs
authorized British officials to enter any house or other place to search for and seize
prohibited and untaxed goods. Once issued, a writ remained in force throughout the
lifetime of the sovereign and six months thereafter.

Construed narrowly as confined to this abuse, the Fourth Amendment condemns
only unlimited court-authorized searches. The Fourth Amendment’s text explicitly
addresses this abuse, requiring that warrants be based “upon probable cause, sup-
ported by Oath or affirmation, and particularly describing the place to be searched,
and the persons or things to be seized.” The first clause of the Fourth Amendment,
however, does not confine itself to judicially authorized searches and seizures and
speaks more generally of the people’s right to be free of “unreasonable searches
and seizures.” The Supreme Court thus has interpreted the Amendment as address-
ing both warrantless and warrant-based searches and seizures.

The privilege against self-incrimination found in the Fifth Amendment devel-
oped as a reaction to the perceived excesses of the British Courts of Star Chamber,
which sat from 1487 to 1641. These courts required that accused persons answer
any and all questions put to them and became a vehicle for the suppression of polit-
ical dissent. By the eighteenth century, British law had rejected the inquisitorial
practice of the Star Chamber in favor of the principle that no man should be com-
pelled to accuse himself. It forbade the use of testimony compelled during trial or
obtained before trial through torture. Nine state constitutions had a privilege
against self-incrimination when the Fifth Amendment became law in 1791.

In determining the scope of the rights at stake as well as the remedies available
for their violation, the Supreme Court has taken explicit account of governmental
needs and has sought to strike a workable balance between those needs and infor-
mational privacy. Whether it has struck the appropriate balance and even used the
right methodology for doing so are matters of controversy. The Court’s work has
been respectably criticized for both giving too much and too little weight to the
interest of protecting informational privacy. In the limited space here, only the most
basic features of legal doctrine can be summarized. It is important to recognize that
the Fourth Amendment and the privilege against self-incrimination apply to actions
by governmental officials. They offer no protection whatever against invasions of
privacy perpetrated by private persons acting at their own behest.

The Fourth Amendment applies only to “searches and seizures.” In deciding
what this phrase comprehends, the Supreme Court generally has asked whether the
governmental action frustrates an expectation of privacy that society regards as rea-
sonable. Of course, persons have a justifiable expectation of privacy in the home,
so that, absent consent, entry into it and the area close by constitutes a search. Per-
sons also have a justifiable expectation of freedom of movement, so that an arrest
constitutes a seizure.

One interesting set of issues concerns the use of technology to discern activities
in the home. In United States v. Kyllo, 533 U.S. 27 (2001), the Supreme Court held
that thermal imaging of a home constitutes a search. The Court declared that the
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use of technology to access information that could not otherwise be obtained with-
out entry into the home constitutes a search, at least when the technology is not in
widespread use. It also constitutes a search to eavesdrop electronically on phone
conversations originating in the home or even from a public phone booth unless
one party to the conversation has consented.

In contrast, the Supreme Court has held that it does not constitute a search for
law enforcement personnel to obtain a person’s bank records, rummage through
trash, use a pen register that records the phone numbers called, or electronically
track the location of an automobile driven on public streets. The reasoning in these
cases is that because the person has made this information accessible to third par-
ties, the person has no protectible expectation of privacy.

Searches and seizures require justification. The Fourth Amendment’s text provides
that searches and seizures must be reasonable, and that warrants may not issue without
probable cause. As some scholars have argued, this may be read to impose a general
requirement of reasonableness and then to specify that reasonableness necessitates
probable cause when a warrant is obtained. So read, the amendment generally requires
neither a warrant nor probable cause for warrantless searches and seizures. The
Supreme Court nonetheless has interpreted probable cause and issuance of a warrant as
the general benchmark of reasonableness across the board, not just for warrant
searches and seizures. The amendment thus embodies a preference for a warrant,
which must issue from a neutral magistrate or judge and contain a particularized
description of its scope. A warrantless search or seizure may be constitutional only if
fits into one of the exceptions that Court has recognized. Measured in terms of the real-
world conduct they encompass, the exceptions are broad. For instance, warrants are
often not required for searches and seizures involving automobiles, brief investigatory
stops, or “‘exigent circumstances” involving a risk of flight or destruction of evidence.

For both warrant-based and warrantless searches, the Fourth Amendment gener-
ally requires probable cause. As with the warrant requirement, the Supreme Court
has created exceptions. Some searches and seizures, such as administrative
searches of closely regulated businesses and investigatory stops require only rea-
sonable suspicion. Lesser justification is permissible, the Supreme Court has con-
cluded, by virtue of the more minimal intrusion into privacy or the atypical
governmental interests at stake. In a few areas, the Court has dispensed with a
requirement of individualized suspicion altogether. For instance, it has upheld ran-
dom stops near the border to check for aliens who have entered illegally, roadside
sobriety checkpoints to prevent drunk driving, and drug testing unrelated to law
enforcement in certain school and employment contexts.

A victim of Fourth Amendment violations has available two principal reme-
dies. First, if the person has been charged with a crime, evidence obtained as a
result of the violation may be excluded. This exclusionary rule has precipitated
much criticism because of its effect of withholding relevant evidence of guilt and
possibly letting the guilty go free. Historically, the Supreme Court has defended the
rule as necessary to deter violations or, to put the point somewhat differently, to elim-
inate an incentive to violate that would otherwise exist (although more recently the
Court found, in Hudson v. Michigan, that evidence seized even when this rule is vio-
lated may be admissible in court). In its core application, the rule precludes the pros-
ecution from introducing illegally obtained evidence as part of its case-in-chief.
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Outside of this application, the Supreme Court has established a number of excep-
tions to the rule premised on a judgment that the rule would impose costs in excess
of any deterrent benefits in those applications. The exclusionary rule does not
apply: when evidence has been obtained through good faith reliance on a warrant;
when the prosecution seeks to impeach the accused’s own trial testimony; or, in
grand jury and deportation proceedings.

Second, a victim may sue governmental officials responsible for a Fourth Amend-
ment violation for money damages. Litigants seeking such damages must surmount
significant hurdles. As a practical matter, a person who in fact has committed crimi-
nal wrongdoing has great difficulty winning jury sympathy. In addition, individual
governmental officials are legally immune from damage liability unless it can be
shown that the law concerning the legality of their conduct was so specific and
clearly established that no reasonable person could view their conduct as legitimate.

The Fifth Amendment privilege against self-incrimination prohibits civil and crim-
inal courts from requiring a witness to answer questions that might incriminate her or
him. It also prohibits law enforcement authorities from using coercion to induce a sus-
pect to confess involuntarily. In Miranda v. Arizona, 384 U.S. 436 (1966), the
Supreme Court concluded that interrogation while in police custody is inherently coer-
cive. To dispel the inherent coercion, the suspect must be informed of the right not to
answer questions and the right to have an attorney if the suspect so desires.

The degree to which the privilege protects privacy is limited by the rule that it
does not generally allow documents to be withheld. The contents of documents, the
Supreme Court has reasoned, are not testimonial in nature, and the privilege does
not preclude government from requiring the disclosure of documents, presumably
including even private diaries. The privilege permits documents to be withheld only
when the government does not know of their existence, so that the very act of pro-
duction, in effect, would constitute an incriminating admission that they exist.

Remedies for violations of the privilege against self-incrimination and against
Miranda are similar to those available for Fourth Amendment violations. Money
damages may be recovered from the responsible officials subject to the same prac-
tical and legal obstacles present in the Fourth Amendment context. Evidence
obtained as a result of a confession coerced in violation of the privilege against
self-incrimination is subject to exclusion. Statements of the accused in violation of
Miranda are excluded but, in contrast with the Fourth Amendment context, evi-
dence derived from such statements—the so-called fruits of the violation—are not
subject to automatic exclusion. If police illegally seize a map revealing the location
of the murder weapon, which the police then retrieve, the weapon would be subject
to exclusion. But the weapon would not be excluded if a suspect reveals the
weapon’s location in statements obtained in violation of Miranda.

The ongoing War on Terror and technological developments raise new issues
that the law regarding informational privacy inevitably will come to address. The
War on Terror implicates the relationship between informational privacy and
national security. The Supreme Court has sought to accommodate the needs of
law enforcement through the definition of searches and seizures and through the
creation of exceptions to the warrant and probable cause requirements and the
exclusionary rule. It is certainly possible that the Supreme Court will relax nor-
mal Fourth Amendment requirements in the name of national security. As this
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volume goes to press, for instance, it is known that the Bush administration has
engaged in electronic surveillance of communications between persons in the
United States, including citizens, and persons abroad suspected of involvement
with Al Qaeda. Based on the threat of terror from foreign terror groups, the
administration has argued that the Fourth Amendment does not require a warrant
and requires only reasonable suspicion rather than probable cause for such sur-
veillance. United States v. United States District Court, 407 U.S. 297 (1972),
rejected a national security exception to the warrant requirement in the context of
threats from wholly domestic groups. However, the Supreme Court studiously
left open whether such an exception exists respecting foreign-based threats.

Technology threatens to shrink privacy in two sometimes overlapping ways. First,
technologies such as electronic tracking, thermal imaging, face recognition, high res-
olution satellite photography, and information storage and retrieval greatly enhance
government’s ability to collect information. Second, Internet-based communication
such as electronic mail, list serves, chat rooms, discussion boards, and credit card
transactions multiply the circumstances in which individuals reveal information
about themselves to third parties in ways that may be stored and later accessed by
government. In other contexts, the Supreme Court has reasoned that by voluntarily
disclosing information to a third party for one purpose, individuals relinquish any
legitimate expectation of privacy respecting disclosure of the information to other
third parties for other purposes. A mechanical application of this logic would imply
that very little computer-based communication is subject to Fourth Amendment pro-
tection. The lower court case law and the scholarly commentary have just begun to
grapple with how to strike a constitutionally appropriate balance between privacy and
governmental needs in the computer age.

1. Individual Autonomy

In addition to limiting the government’s access to information, the Constitution
gives individuals a right to make certain choices about their lives. The First
Amendment’s protection of freedom of speech grants individuals a right to form
and express their own beliefs and, according to the Supreme Court, implies a “free-
dom to associate and privacy in one’s associations” (NAACP v. Alabama, 357 U.S.
44, 1958). The First Amendment’s religion clause makes religious belief princi-
pally a matter for individuals, not government, and gives them freedom to exercise
their religion as well as the freedom from governmental religious establishments.
This entry will not focus on these First Amendment rights but will instead address
the rights of autonomy the Supreme Court has recognized in the areas of sexuality
and family life. It is these rights, which are not enumerated in the Constitution’s
text, that have come to dominate discussions of and controversies over constitu-
tional privacy.

Like informational privacy, constitutionally protected areas of individual auton-
omy rely upon a principle of governmental noninterference. Autonomy, however,
requires noninterference of significantly greater scope. Constitutional protections
of informational privacy inhibit the government’s access to certain sources of
information, yet they do not by themselves preclude the government from regu-
lating any activity: other sources of information remain available. Government
may not enforce a criminal prohibition against abortion, for example, by coercing
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an individual to incriminate herself or by searching her home without a warrant for
medical bills establishing that a suspect has had one. Insofar as the Constitution’s
protections of informational privacy are concerned, however, the government may
enforce an abortion prohibition by securing the testimony of the physician who
performed the abortion. In contrast, rights of autonomy preclude the government
from prohibiting the decisions and actions within those rights. The Supreme
Court’s abortion decisions do not permit government to completely prohibit
women from choosing to have early abortions.

In addition to denying government the authority to regulate certain activities,
autonomy implies a right of informational privacy as a corollary. Constitutional
rights of informational privacy inhibit access only to certain sources of informa-
tion. In contrast, rights of autonomy tend to render certain subjects of information
off limits. Of course, government may not use sources of information shielded by
the Fourth Amendment and the Fifth Amendment privilege against self-
incrimination to pry into activity protected by a right of autonomy. But a right of
autonomy also tends to foreclose inquiry through other sources of information as
well. Because women have a constitutional right to abortion, government may nei-
ther obtain a Fourth Amendment warrant nor question witnesses about such a
choice unless it is relevant to some other subject that is a permissible object of gov-
ernment regulation. By tending to shield certain subjects from official inquiry,
rights of autonomy create an umbrella of privacy that is larger than that established
by the Fourth and Fifth Amendments.

In press accounts and popular discussion, one often hears that the constitu-
tional right of privacy is a matter of some controversy. It is important to recog-
nize that there is no controversy over the existence of constitutional protections
of informational privacy that derive almost entirely from the rights specified in
the Constitution’s text. The scope of these protections is a matter of interpreta-
tion and argument, to be sure, but no one challenges their very existence. Simi-
larly, rights of autonomy are not in question insofar as they involve textually
specified rights such as the First Amendment’s protections of freedom of speech
and of religion.

In contrast, there is serious controversy over the existence of rights of autonomy
that do not derive from any specific right found in the Constitution’s text. In its
decisions pertaining to contraception, abortion, and homosexuality, the Supreme
Court has affirmed rights of individual autonomy that go considerably beyond tex-
tually specified rights. In his majority opinion in Griswold v. Connecticut, 381
U.S. 479 (1965), Justice Douglas declared that a constitutional zone of privacy
derives indirectly from textually specified guarantees found in the First, Third,
Fourth, and Fifth Amendments. These specific guarantees, Justice Douglas opined,
“have penumbras, formed by [their] emanations.”

In more recent decisions, the Court has not relied upon Justice Douglas’s con-
cept of a penumbral right. Instead, it has located rights of autonomy in the Due Pro-
cess Clause of the Fourteenth Amendment. These rights cannot be derived even
indirectly from the text of that clause, which provides that “no State shall deprive
any person of life, liberty, or property without due process of law.” The text evinces
a concern for the process alone. It permits the government to deprive individuals of
what is important to them, including life itself, as long as government provides the
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process that is due. The Court nonetheless has looked beyond the purely procedural
orientation of the Due Process Clause’s text to incorporate a concept of “ordered
liberty” encompassing an individual’s right to control certain areas of life.

In doing so, the Court has unleashed a vigorous and interesting debate over the
existence of unenumerated constitutional rights generally. The Court’s critics maintain
the Constitution’s text and history provide no warrant for such rights. In their view, the
justices who recognize such rights necessarily rely upon their own subjective political
and philosophical predilections and engage in illegitimate judicial legislation.

Those who defend the existence of unenumerated rights can point to the text and
history of the Ninth Amendment and the Privileges and Immunities Clause of the
Fourteenth Amendment. The Ninth Amendment provides that “the enumeration in
the Constitution, of certain rights, shall not be construed to deny or disparage oth-
ers retained by the people.” Its drafting and ratification history suggest that it
affirms the existence of unspecified rights. In the debates over ratification of the
original Constitution, the Anti-Federalists had argued that the original Constitution
should not be ratified because, unlike state constitutions, it did not contain a listing
of protected individual rights. In response, the Federalists maintained that any such
listing would be dangerous. A list, they argued, inevitably would be incomplete and
give rise to an inference that unlisted rights are unprotected. The most natural read-
ing of the Ninth Amendment is that it guards against this objectionable inference.

The Privileges and Immunities Clause of the Fourteenth Amendment also can be
seen to recognize the existence of constitutional rights going beyond those specifi-
cally enumerated in the text. That clause prohibits states from abridging “the privi-
leges or immunities of citizens of the United States” but does not specify those
privileges. Senator Jacob Howard, who served as the Fourteenth Amendment’s
floor manager in the Senate, evidently understood the clause to protect rights not
specifically described in the Constitution’s text. He declared that the protected
privileges encompass “fundamental rights lying at the basis of society” whose con-
tent would be “discussed and adjudicated when they should happen practically to
arise.” Representative John A. Bingham, the principal author of that part of the
Fourteenth Amendment containing the Privileges and Immunities Clause, shared
this understanding. He held that the “privileges and immunities of citizens of the
United States are chiefly defined in the first eight amendments to the Constitution.”
In other words, the protected privileges include but are not limited to the rights the
text enumerates. These views were rooted in natural law philosophy. There were
undoubtedly physical laws regulating the universe that scientists had not yet speci-
fied but, with scientific progress, would so specify in future. So, too, the moral laws
regulating the universe were incompletely understood. It was important to leave
room for progress in the understanding of these moral laws and not to forever
freeze the list of fundamental rights.

Those who oppose the existence of unenumerated rights offer alternative expla-
nations of these provisions. The Ninth Amendment, they argue, means only that
states remain free to establish rights beyond those protected in the federal Constitu-
tion as a matter of their own law. As for the Privileges and Immunities Clause of
the Fourteenth Amendment, they contend that Senator Howard’s and Representa-
tive Bingham’s natural law view was not widely enough shared to give it the force
of law.
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Although it has chosen the Due Process Clause rather than the Privileges and
Immunities Clause of the Ninth Amendment as the source, the Supreme Court has
affirmed the existence of unenumerated constitutional rights in general and the
rights of personal autonomy in particular. In so doing, the Court has opened the
door to a controversy over the determination of their scope. Once the existence of
unenumerated rights or a right of autonomy is conceded, how does or should the
Supreme Court determine what it encompasses? The Court obviously cannot deter-
mine the scope of an unenumerated right simply by consulting the Constitution’s
text. Nor would many modern thinkers contend that fundamental rights are await-
ing discovery in a natural moral order accessible through reason or intuition.

In fixing the scope of the unenumerated right of autonomy, the Supreme Court
has used different approaches. Some cases purport to rely on societal tradition. In
Washington et al. v. Glucksberg et al., 521 U.S. 702 (1997), for instance, the Court
insisted that “fundamental rights and liberties [be] . . . ‘deeply rooted in this
Nation’s history and tradition.”” The Court declined to recognize a fundamental
right to physician assisted suicide, finding no established tradition in support of this
practice. The emphasis on tradition often is linked to unease with unenumerated
rights and reflects a strategy for limiting their import. Opponents of unenumerated
rights, such as Justice Scalia, point to the danger that the unelected Supreme Court
justices will give their own subjective notions the force of constitutional law.
Opponents seek to limit judicial subjectivity by requiring that any claimed right
find overwhelming support in the enactments of legislatures and judicial decisions
over the course of time. Using this strategy, Justice Scalia consistently has rejected
appeals to unenumerated rights.

The Supreme Court has not always relied upon tradition, particularly when it
has expanded the scope of enumerated rights of autonomy. In Roe v. Wade, 410
U.S. 113 (1973), for instance, the Court held that constitutional privacy gives
women a right to choose an abortion despite acknowledging that its decision con-
flicted with laws then in force in a majority of the states. In striking down a Texas
law prohibiting consensual adult homosexual sodomy, the Court spoke of an
“emerging awareness” that such laws impermissibly invade the control of adults
over their private sex lives. It did not, however, purport to derive its holding from
tradition. In fact, Lawrence v. Texas, 539 U.S. 558 (2003), expressly overrules
Bowers v. Hardwick, 478 U.S. 186 (1986), an earlier decision that had rejected a
claimed constitutional right to consensual homosexual intimacy because of the lack
of a supporting societal tradition.

When it does not place exclusive reliance upon tradition, the Supreme Court has
referred to its past decisions and the principles it has identified as standing behind
them. The Court has not fashioned any precise rules or principles. Its explanations
variously invoke the life-shaping character of the choice at stake, its quasi-religious
nature, and the absence of demonstrable harm to others. The Court even has relied
upon decisions of foreign courts as support. The phrase “reasoned judgment,’
which some Justices have used, captures the imprecision of the method at work.

The uncertain scope of and rationale for its decisions in establishing new rights
have fueled charges that the Court has engaged in law creation rather than interpreta-
tion. It is no doubt true that the Court’s cases are susceptible of multiple readings and
give the justices fairly wide berth. However, a method based upon societal tradition



Constitutional protections

likewise gives the Court great latitude. The justices often select from competing tra-
ditions. For example, longstanding proscriptions against sodomy may exist alongside
an established practice of nonenforcement and a more general tradition of govern-
mental noninvolvement in the sex lives of consenting adults. The justices’ choice of
which tradition to emphasize is not guided by tradition. It instead can be seen to
reflect an undisclosed view of the desirability of the particular right in question or the
doctrine of unenumerated rights. In short, the choice whether to recognize any partic-
ular autonomy right or unenumerated right generally is not dictated by the Constitu-
tion’s text or history. It inevitably engages the justices’ philosophical beliefs
concerning the powers of government relative to the individual, the role of the judi-
cial branch relative to the legislature and executive branches, and the degree to which
government regulation may be based upon religion.

While the Supreme Court’s use of an unenumerated right of autonomy traces
back to the nineteenth century, the focus of the right has shifted from economic to
personal matters. In a series of cases in the late nineteenth and early twentieth cen-
tury, the Court read a kind of economic libertarianism into the Fourteenth Amend-
ment’s Due Process Clause. That clause, the Court held, affords strong, although
not absolute, protection to an individual’s liberty to contract freely with others. It
invoked this right of freedom of contract largely against economic regulation, using
it to invalidate numerous measures to protect workers, women, and children. In
Lochner v. New York, 198 U.S. 45 (1905), for instance, the Court struck down a
New York statute limiting the number of hours bakers could work on the grounds
that it violated the liberty of bakers and bakery owners to contract freely.

In the mid-1930s, the Court retreated from the Lochner-era doctrine that due
process implies protection for property rights. But the Supreme Court did not for-
ever abandon the idea of an unenumerated right of autonomy. Beginning in the
1960s, it infused this idea with new content, focusing on rights pertaining to per-
sonhood and family life rather than to business and property.

This evolution from rights of property to personhood is illustrated by the con-
trast between the fate of two Lochner-era decisions and that of Lochner itself. In
Meyer v. Nebraska, 262 U.S. 390 (1923), the Supreme Court overturned a
Nebraska law that prohibited the teaching of German in schools. The other deci-
sion, Pierce v. Society of Sisters, 268 U.S. 510 (1925), struck down an Oregon stat-
ute prohibiting parents from sending their children to private schools. Consistent
with the general tenor of the Lochner era, in Pierce the Court stressed the property
right of private schools to deal freely with customers. The Supreme Court contin-
ues to cite Meyer and Pierce with approval. Their underlying rationale, however,
has been subtly recast in accordance with modern jurisprudential sensibilities.
Instead of focusing on the rights of teachers and schools to sell their wares in a free
market, the modern Court has focused on language in those decisions that speak of
parents’ liberty to direct their children’s upbringing. In contrast, the result in Lochner
could not be explained on the basis of an individual’s right to make decisions of a
deeply personal nature pertaining to family or self. The result in Lochner conse-
quently is no longer regarded as good law, and government now may regulate
wages and working conditions without violating a constitutional right of autonomy.

According to Supreme Court case law, the Constitution creates a zone of
autonomy that is not limited to and does not derive from the rights specified in

129



130

Constitutional protections

the text. In that zone, government may not dictate the outcome of certain key
decisions pertaining to personhood and family life. These broad-brush statements
conceal considerable diversity in cases over which rights are found in this zone,
their basis and scope, and the degree to which government may impose restrictions.

The Supreme Court long has recognized a fundamental right on the part of par-
ents to direct the upbringing of their children. During the Lochner era, it relied
upon this right to strike down laws prohibiting parents from sending their children
to private schools and from authorizing them to be taught foreign languages. More
recently, it overturned a state court decision that, without giving any deference to
parental objections, had granted grandparents a right to visit children.

Under Supreme Court precedent, individuals also have a right to decide whether
to become parents in the first instance. The Court first recognized a right on the
part of married couples to obtain contraceptives and later extended the right to
unmarried persons. A much more dramatic extension of the right came with the
landmark decision in Roe v. Wade, which holds that women have a constitutional
right to choose an abortion. Under Roe’s trimester framework, government may not
regulate abortion as such in the first trimester, may impose only those restrictions
that are strictly necessary to promote maternal health in the second trimester, and
may generally prohibit abortion altogether after the fetus becomes viable. In
Planned Parenthood v. Casey, 505 U.S. 833 (1992), the justices, by a narrow 5-to-4
majority, reaffirmed Roe’s central holding that government may not prohibit abor-
tion altogether before fetal viability. The crucial plurality opinion jointly authored
by three justices modified Roe’s framework in a way that gives government greater
regulatory leeway. So long as it does not unduly burden the right to an abortion,
government may regulate throughout the pregnancy to promote maternal health
and to provide pregnant women with truthful information designed to persuade
them to choose childbirth over abortion.

Another aspect of what might be described as the right to define one’s family is
the choice of partner. Loving v. Virginia, 388 U.S. 1 (1967), invalidated a Virginia
miscegenation statute forbidding persons of different races from marrying. In addi-
tion to holding the explicit racial classification a violation of equal protection, the
Supreme Court concluded that it violated an unenumerated due process right to
marry. This “fundamental freedom,” the Court reasoned, may not be denied on “so
unsupportable a basis as” race. More recently, the Court has recognized a right on the
part of homosexuals to choose intimate partners and engage in sexual intimacy.
Lawrence v. Texas overturned a criminal prohibition against consensual homosexual
sodomy in the home. Overruling a prior case that had refused to locate such conduct
within a fundamental right, the Supreme Court spoke of the liberty of all individuals
to choose their personal bonds and accompanying sexual intimacies. Government
may not use the criminal law to demean homosexuals for making such choices.

Finally, the Supreme Court has begun to address whether constitutionally pro-
tected autonomy includes a right to die. Its cases suggest that while there is some
right to voluntary passive euthanasia (the withdrawal or withholding of medical
treatment), there is essentially no right to physician-assisted suicide (the provision
of the means to end life to the patient by the physician).

The Supreme Court’s case law is not a model of clarity or consistency. Whereas
the right to die cases view constitutional autonomy as defined by societal tradition,
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the cases pertaining to abortion and sexuality do not. In affirming the existence of
autonomy rights not based upon tradition, the Court has appealed to a variety of
rationales. The cases also vary widely concerning the degree of protection that une-
numerated rights receive. Constitutional analysis typically distinguishes between
fundamental and nonfundamental rights. Restrictions on nonfundamental rights
receive “strict scrutiny.” Under this demanding standard of judicial review, regula-
tion survives only if the justices make their own independent determination that
regulation is strictly necessary to further a compelling interest. Although Roe v.
Wade used strict scrutiny, the Court now uses an “undue burden” standard in its
abortion cases. This test deliberately gives government more regulatory freedom
than does strict scrutiny. In addressing regulation of voluntary passive euthanasia
and parental rights, the Court has been vague about the standard of review. The
Court’s opinion in Lawrence v. Texas even uses the language of the highly deferen-
tial rational basis test applicable to nonfundamental rights.

The existence and scope of an unenumerated right of autonomy has been a
source of political controversy, in significant measure because of its connection
with abortion. It has received attention during presidential elections and has pro-
vided a conspicuous backdrop for presidential appointments and Senate confirma-
tion hearings. It seems quite unlikely that a majority of the justices will repudiate
the existence of such a right altogether and overrule established precedents such as
Griswold v. Connecticut and Meyer v. Nebraska. The question for the future is
whether a majority of justices will conceive of the right so narrowly that it lacks
contemporary significance.

Two issues appropriately have received attention as relevant in the near term.
One concerns the fate of the right to an abortion. As of this writing, five current jus-
tices have reaffirmed and two have repudiated Roe v. Wade’s central holding that a
woman has a constitutional right of access to abortion before fetal viability.
Together with Justice Alito and Chief Justice Roberts, who have not expressed any
view, new appointments to the Court could call into question the bare majority that
evidently now exists in support of this holding.

The other prominent issue, which lower courts have begun to address with conflict-
ing results, is whether same-sex couples may claim a constitutional right to marry. One
issue is whether laws prohibiting such marriages violate the Equal Protection Clause
of the Fourteenth Amendment by unjustifiably discriminating on the basis of homo-
sexuality. The other issue, which is relevant here, concerns whether such laws violate
an unenumerated right of autonomy. Lawrence v. Texas and Loving v. Virginia fur-
nish considerable support for holding that all adults have a constitutional right to
choose their marital partners. A number of the attributes that have prompted the Court
to include a choice within a constitutionally protected zone of autonomy are present:
the choice involves family; it has a strong bearing on the direction of one’s long-term
future; a choice to marry a person of the same sex does not inflict any direct or imme-
diate harm on others; and, the reasons for denying such a choice are largely religious
at bottom. On the other hand, a tradition-based approach easily could lead the justices
to conclude that same-sex marriage is not within a constitutionally protected zone of
autonomy. A significant number of recent state enactments explicitly outlaw same-sex
marriage, and the federal Defense of Marriage Act authorizes states not to recognize
the validity of same-sex marriages rendered in other States.

131



132

Cookies

See also: Privacy, Definition of; Privacy, Philosophical Foundations of
Suggested Reading: Bennett, Colin, and R. Grant (eds.). Visions of Privacy.
Toronto: University of Toronto Press, 1999; Bork, Robert. The Tempting of America.
Boston: Free Press, 1989; Brinn, David. The Transparent Society. New York: Per-
seus, 1999; Goldberg, Carole. Terrorism and the Constitution: Sacrificing Civil
Liberties in the Name of National Security. New York: W. W. Norton, 2002; Kerr,
Orin S. “Searches and Seizures in a Digital World,” Harvard Law Review 119
(2005): 531-579; Levy, Leonard W. Origins of the Fifth Amendment: The Privilege
against Self-Incrimination. New York: Macmillan, 1968; Rappaport, Aaron J.
“Beyond Personhood and Autonomy: Moral Theory and the Premises of Privacy,”
Utah Law Review (2002): 441-507; Rosen, Jeffrey. The Unwanted Gaze: The
Destruction of Privacy in America. New York: Random House, 2000; Rubenfeld,
Jed. “The Right of Privacy,” Harvard Law Review 102 (1989):737-752; Solove,
Daniel. The Digital Person. New York: New York University Press, 2004; Warren,
Samuel D., and Louis D. Brandeis. “The Right to Privacy,” Harvard Law Review 4
(1890): 193.
Thomas G. Stacy

Cookies. See Computers; Internet

Counter Intelligence Program (COINTELPRO)

Convinced that American Communists were agents of the Soviet Union and thus
threatened the nation’s security, Federal Bureau of Investigation (FBI) officials,
in initiatives dating from the Bolshevik Revolution in 1917, closely monitored the
U.S. Communist Party, including wiretapping the Soviet embassy, Communist
Party headquarters, and prominent American Communists. FBI surveillance of
Communist activists intensified during the Cold War era. For example, FBI offi-
cials pressured the Justice Department to prosecute Communist activists for violat-
ing the Smith Act of 1940 for conspiring to overthrow the U.S. government by
force, and also for failing to register with the Subversive Activities Review Board
as required under the McCarran Act of 1950. These efforts succeeded at first when
the Supreme Court upheld the constitutionality of the Smith Act and the conviction
of the top leaders of the Communist Party in Dennis v. United States, 341 U.S. 494
(1951).

The shift in the Supreme Court’s interpretation of federal surveillance powers
with the onset of the Warren Court subverted this prosecutive strategy. In Yares v.
United States, 354 U.S. 298 (1957), the Court reaffirmed the constitutionality of
the Smith Act, but held that the act proscribed only advocacy to commit a violent
act and not mere advocacy. One year earlier, in Communist Party v. Subversive
Activities Control Board, 351 U.S. 115 (1956), the Court upheld the constitution-
ality of the McCarran Act, but held that the privilege of the Fifth Amendment
allowed the Communist Party leadership to refuse to identify the Party’s mem-
bership and its publications. These rulings caused FBI officials to question the
value of prosecuting Communists under these acts, further heightening their con-
cerns about having to expose FBI informers in the Communist Party during trials.
In August 1956, seeking alternative means to combat the Communist threat, FBI
officials authorized a formal program, COINTELPRO-Communist Party, to
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“harass, disrupt, and discredit” the Communist Party by either promoting faction-
alism within party ranks or leaking derogatory information about party officials
to the public. COINTELPRO-Communist Party was a highly secret program, ini-
tiated solely on the authority of FBI Director J. Edgar Hoover.

During the tumultuous 1960s, FBI officials extended the COINTELPRO system
to other targeted radical organizations and their leadership: in 1961 to the Socialist
Workers Party, in 1964 to white hate/nationalist organizations (notably the Ku Klux
Klan), in 1965 to black hate/nationalist organizations (notably the Black Panther
Party), and in 1968 to the New Left (notably Students for a Democratic Society).
FBI agents were pressured to devise innovative and aggressive tactics to disrupt the
targeted organizations. The proposed and adopted methods varied from the banal to
the sinister, including provoking violence among black nationalist organizations,
sending anonymous letters to parents of radical students reporting on their son’s or
daughter’s illicit sexual activities or use of illegal drugs, and sending anonymous
letters to the wives of Klan members reporting on their husbands’ extramarital
activities.

COINTELPRO was a carefully guarded program. Nonetheless, FBI officials’
creation of centralized files that recorded recommended courses of action and
headquarters review and approval of documents ironically made the program vul-
nerable to a March 1971 break-in at the FBI’s Media, Pennsylvania, resident
agency. After seizing and then photocopying FBI files, radical activists sent copies
to members of Congress, journalists, and the identified targets of FBI surveillance.
In response, in August 1971 Hoover ordered the termination of the COINTELPRO
program and advised FBI agents that future proposed ‘“‘counterintelligence action”
should be submitted to FBI headquarters “under the individual case caption” and
should be conducted on “an individual basis,” rather than under a centralized cap-
tion program.

The FBI director’s attempt to foreclose further publicity about FBI activities was
negated, however, by the action of NBC correspondent Carl Stern. A recipient of
one of the photocopied Media documents, which was captioned COINTELPRO,
and not knowing the meaning of the document’s caption, Stern filed a Freedom of
Information Act request for the FBI's COINTELPRO files. Attorney General
John Mitchell rebuffed Stern’s request. The NBC correspondent filed suit in federal
court, and in September 1973 the court ruled in his favor. At first deliberating
whether to appeal, Justice Department officials, chastened by the changed political
setting created by the recent Watergate hearings, decided not to contest the order.
The released COINTELPRO files later became one focus of an intensive con-
gressional review conducted in 1975 by the Senate Select Committee to Study
Governmental Operations with Respect to Intelligence Activities (also know as
the Church Committee), which commanded widespread public attention and docu-
mented the scope and nature of FBI abuses of privacy rights.
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Cox Broadcasting Corp. v. Cohn, 420 U.S. 469 (1975)

In 1971 Martin Cohn’s 17-year-old daughter was the victim of an assault and
rape, which she did not survive. Six youths were soon indicted for her rape and
murder. Although there was substantial press coverage of the incident and the trial,
the victim’s name was never disclosed, pursuant to a Georgia statute making it a
misdemeanor to publish or broadcast the identity of a rape victim. Some eight
months later, during the trial, a reporter covering the incident learned the name of
the victim from an examination of the indictments. These indictments were public
records, to which the reporter had access. Later that day, the reporter broadcast a
report concerning the trial over through a television station owned by Cox Broad-
casting Corporation’s network. In the report, he revealed the victim’s name. The
report was repeated the following day.

Martin Cohn brought an action against Cox, relying on the statute and claiming
that the disclosure invaded his right to privacy. Cox admitted that it made the
broadcasts but claimed that the First Amendment protected the disclosure. The trial
court rejected the constitutional claims and granted summary judgment, holding
that the statute provided for a civil action, and that Cox was liable under the statute
as a matter of law because it had broadcast the victim’s identity. On appeal, the
Georgia Supreme Court, in its initial opinion, held that the trial court erred in find-
ing that the statute created a civil cause of action for invasion of privacy. It there-
fore reversed the lower court and did not reach the constitutional argument. It did
hold, however, that a jury must resolve the invasion of privacy claim, which could
stand on its own, without the statute. Upon a motion for rehearing, the Georgia
Supreme Court did reach the constitutionality of the statute: it sustained the statute
as a legitimate limitation of free speech, holding that there was no public interest or
general concern about the identity of a rape victim that would make the right to dis-
close the identity rise to the level of First Amendment protection. The Cox Broad-
casting Corporation appealed.

The Supreme Court of the United States delivered an opinion authored by Jus-
tice Byron White. After a lengthy discussion of jurisdiction, White concluded that
the Court was authorized to consider the merits of the case and reversed the judg-
ment of the Georgia Supreme Court. The Court recognized that there is a zone of
privacy surrounding every individual that the state may protect from invasion by
an abusive press. It also recognized that the twentieth century had seen “a strong
tide running in favor of the so-called right of privacy.” The Court noted, however,
that this case did not involve the appropriation of a name or a photograph, a physi-
cal intrusion into a private area, or a publication of false, defamatory, or otherwise
private information.

Cox Broadcasting’s argument was that the press may not be held civilly or crim-
inally liable for publishing information that is neither false nor misleading but is
absolutely accurate, however damaging it may be to reputation or individual sensi-
bilities. The Court recognized that truth is a defense in defamation actions by public
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figures, but the question as to whether the truthfulness of the disclosure is pro-
tected for private individuals involved in matters unrelated to public affairs was
undecided.

The issue pitted two deeply rooted rights against one another: the right to pri-
vacy versus the freedom of speech and of the press. The Court narrowed the issue
to the question of whether the State may impose sanctions upon the accurate publi-
cation of the name of a rape victim obtained from judicial records that were main-
tained in connection with a prosecution and open to public inspection. The Court
held that the State may not; the statute was unconstitutional. The Court stated that
the developing law concerning the tort of invasion of privacy recognized a privi-
lege in the press to report the events of judicial proceedings. In particular, publish-
ing information contained in public records is not within the reach of the sort of
privacy action Cohn sought here. The Court recognized that the public has a right
to a vigorous press, and that truthful information available in public records is
protected speech. Here, the reporter based his broadcast upon notes taken during
proceedings in open court, and upon the public records provided to him at his
request. In the Court’s view, a statute sanctioning this disclosure violated the con-
stitutional guarantees of the First Amendment. Consequently, in this case, the
Court determined that freedom of the press took precedence over claims to the
right of privacy.
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Credit cards

Two of every three American citizens possess one or more credit cards. Every card
operates in a credit card system: a form of retail transaction where a card issuer (i.e.,
banks and other financial institutions) lends the cardholder money for purchases. A
unique credit card number identifies each individual account and the magnetic strip
stores personal and account information. Scanners at retail outlets verify a cards’
authenticity and check accounts for sufficient credit. At the end of the twentieth cen-
tury, American consumers possessed over 1.5 billion credit cards. Collectively, all of
the account and personal identifiable information linked to each card is stored in
large networked databases. The opportunities for financial gain and the risks of loss
present in this system engender a number of problems with respect to individual pri-
vacy, ranging from receipt of junk mail to identity fraud.

The first form of credit cards, which arrived early in the twentieth century, was
the “retail card” issued by merchants to boost sales of their own products. The
modern “universal card,” which is accepted by multiple merchants, appeared after
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World War II with the Diner’s Club. A second universal card followed from Amer-
ican Express in 1958. Both Diner’s Club and American Express were “travel and
entertainment” cards, requiring customers to settle all charges at the end of the
month. Bank cards, a different form of universal card, offered revolving credit,
where debts carried over from month to month and accrued interest. In 1959, Bank
of America offered the first bank card, which was called the BankAmericard and
was renamed Visa in the 1970s. A group of Chicago banks introduced Master
Charge in 1968, which later became MasterCard. At present, four major credit card
brands control the majority of the market: Visa, MasterCard, American Express,
and Discover. Visa and MasterCard, now joint ventures that consist of thousands of
financial institutions, have consistently dominated the industry to such a degree
that a U.S. district court found both guilty of antitrust violations in 2001.

The modern credit card represents an emblem of contemporary consumer culture.
As consumption increasingly defines private life, consumer spending now represents
about two-thirds of the $11 trillion U.S. economy. Debt finances an expanding pro-
portion of this spending. Consumer credit dramatically accelerated in the late twenti-
eth and into the twenty-first century. Between 1989 and 1999, consumer credit rose
over 80 percent. In the early years of the twenty-first century, American households
used approximately 18 percent of their disposable income to service debt. According
to the U.S. Federal Reserve, total consumer debt exceeded $2 trillion dollars in 2005.
A sharp fall in household savings has accompanied the birth of this debt-dependent
society. Saving rates in the United States plunged to all-time lows in 2005, dropping
from 8 percent in the early 1980s to the present .2 percent. But the consumer debt
avalanche indicates more than lifestyle changes concerning buying and saving; it
reveals a broad social tendency toward the individualization of risk that also began in
the 1980s with the rollback of the welfare state. In the twenty-first century, consumer
credit substitutes for the social safety net.

Critical observers of the “Credit Card Nation” stress the social cost of credit
dependency. One such social cost involves the radical invasions of privacy made
possible by the credit card industry. Since the 1980s, consumer culture and social
policy have privileged private consumption over civic participation and public
investment. Ironically, the business infrastructure financing this transformation
opened private life to new legal and illegal intrusions. The source of these privacy
threats emanates, in part, from the information-intensive quality of the credit card
industry.

The consumer credit industry depends upon the storage and rapid flow of personal
data. In a general sense, credit involves inter-temporal exchange: a buyer obtains a
good or service for a deferred payment. Because a promise to pay completes the
transaction, trust forms the foundation of credit. Creditors, then, manage trust to
reduce uncertainty by assessing a borrower’s willingness and ability to repay.
Thus, credit cards impel the collection of personal information for risk analysis.
These data are an invaluable and strategic asset for card issuers, so the credit
industry continuously creates, maintains, and upgrades customer databases.
Major sources of consumer information for card issuers include applications,
billings, and transaction-generated data from individual purchases, third-party
processors, major credit bureaus, and data brokers. Businesses in the credit indus-
try use personal information for multiple purposes: (1) identification of possible
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customers; (2) evaluation of the 100 million—plus applications every year; (3)
account management (i.e., setting interest rates and credit limits); (4) fraud detec-
tion; and (5) packaging and assessment of portfolios. Overall, the credit industry
subjects consumers to a perpetual gaze in order to optimize revenues from estab-
lished accounts and locate new customers.

The organizational structure of the credit card system intensifies the flow of per-
sonal information. Thousands of financial institutions and some non-financial insti-
tutions, like General Motors and Marriot, enter joint ventures to issue cards. To cut
business costs, card issuers frequently outsource transaction processing to third-
party processors, consequently sending personal information to more firms. Issuers
also furnish payment records to credit bureaus. Issuers also purchase personal data
from bureaus in the form of credit reports and lists of “prescreened” prospects. In
the case of the largest issuers, personal information flows throughout the organiza-
tional units of corporate conglomerates in a practice known as “affiliate sharing.”
Customer purchase records present another revenue source to card issuers. Compa-
nies may exploit transaction-generated data for internal marketing by developing
consumer profiles; alternatively, they may sell these data on the information market
to direct marketers and data brokers.

Although the 1970 Fair Credit Reporting Act curtailed the use of credit
reports—and granted consumers access to view their reports and correct errors—
prescreening, affiliate sharing, and the sale of transaction-generated data escaped
regulation until the late 1990s. In this loose regulatory climate, the widespread
exchange of personal information directly encouraged extensive use of junk mail
and telemarketing, which many Americans regard as intrusive invasions of pri-
vacy. In any year, over 5 billion credit card solicitations target U.S. consumers. The
sale of transaction-generated data (and the complex forms of data analysis and data
mining) fuels a larger advertising industry that saturates Americans with a broader
array of commercial propaganda. However, some recent federal legislation—
including the 1996 amendments to the Fair Credit Reporting Act, the 1999
Gramm-Leach-Bliley Act, and the 2003 Fair and Accurate Credit Transaction
Act—have given consumers more control over the use of their personal informa-
tion. For example, “opt-out provisions” allow consumers to restrict the sale of per-
sonal information by credit bureaus and card issuers.

Aside from these commercial threats to privacy, the credit industry creates
opportune conditions for identity fraud. On occasion, illegitimate agents simply
purchase personal information from banks, credit bureaus, and other information
brokers. For example, Charters Pacific Bank in Los Angles sold over 4 million
credit card numbers that were illegally billed. In other instances, security breaches
of consumer databases leave consumers vulnerable. Following the scandal of a
major data broker named ChoicePoint in February 2005 that jeopardized the pri-
vacy of 145,000 consumers, the Privacy Rights Clearing House calculated that 114
subsequent major breaches occurred in the industry during the remainder of the
year. The credit industry presents simpler means of fraud as well. Its heavy reliance
on junk mail makes any mailbox a criminal opportunity. Furthermore, innovative
forms of retail intended to speed commerce (e.g., e-commerce, telephone transac-
tions, and pay-at-the-pump) sidestep face-to-face practices of verification, making
the use of stolen cards less risky. Industry defenders assert that fraud and identity
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theft add sizable cost to business. Privacy advocates counter that cost-cutting pres-
sures lead to an overreliance on automation and insufficient investment in security,
and, on top of that, information handlers fail to notify exposed consumers.

Novel challenges to privacy emerge in this debt-dependent society. For every
citizen, information becomes indispensable in a riskier environment stripped of
social protections. And in the United States, personal information is proprietary but
not owned by private persons, who are left to their own devices to negotiate mount-
ing privacy hazards.

See also: Credit rating; Digital cash; Financial Services Modernization Act
of 1999; Opt-in vs. opt-out

Suggested Reading: Cate, Fred H. “Privacy, Consumer Credit, and the
Regulation of Personal Information.” In Thomas A. Durkin and Michael
E. Staten (eds.), The Impact of Public Policy on Consumer Credit, pp. 229-276.
Boston: Kluwer Academic Publishers, 2002; Cate, Fred H., Robert E.
Liton, Michael Staten, and Peter J. Wallison. Financial Privacy, Consumer
Prosperity, and the Public Good. Washington, DC: Brookings Institute, 2003;
Electronic Privacy Information Center. Right to Financial Privacy Act.
www.epic.org/privacy/rfpa/. Online, March 2006; Evans, David S., and
Richard Schmalensee. Playing with Plastic: The Digital Revolution in Buying
and Borrowing. Cambridge, MA: MIT Press, 1999; Fischer, Richard L. The
Law of Financial Privacy. Washington, DC: A.S. Pratt & Sons, 2002; Man-
ning, Robert D. Credit Card Nation: The Consequences of America’s Addiction
to Credit. New York: Basic Books, 2000; Scousen, Mark. The Complete Guide to
Financial Privacy, 4th ed. New York: Simon & Schuster, 1983.

Brian Azcona

Credit rating

The ability of consumers to obtain credit, housing, insurance, utility service,
employment, and other services is determined in part by centralized records of
credit histories maintained by credit bureaus. A credit rating, or credit score, is a
“grade” of creditworthiness that credit bureaus compile as a summary of the con-
sumer’s credit history and then issue to businesses upon request. The rating is a
shorthand version of a consumer’s credit history in numerical form. A business can
then use the rating in making a decision whether or not to engage in the transaction
with the consumer, and if so, under what terms. The precise algorithm credit
bureaus use to compile credit ratings is not publicly known, but factors generally
affecting the rating include the amount of money owed to creditors, the consumer’s
payment history, whether the consumer is seeking several new extensions of credit,
and the types of credit lines the consumer holds.

Credit histories in one form or another have long been an important factor in deci-
sions to extend or deny credit to consumers. Before the development of computerized
credit scoring, such decisions required a skilled evaluation of the information in a
consumer’s background and credit history to determine the likelihood of payment in
a timely manner. Computer models now perform such evaluations and reduce the
calculation to a number. In the system most often used by credit bureaus, the numbers
range from zero to over eight hundred, with a higher score indicating a stronger credit
history.
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During the 1990s, mortgage underwriters increasingly used credit ratings to
evaluate credit risks of mortgage applicants. By the end of the century, approxi-
mately 70 percent of all mortgages were underwritten using an automated credit
rating, and the percentage was rising. As the scoring system became regarded as a
reasonably accurate predictor of consumer risk, greater numbers of credit card
issuers, insurers, and other businesses began using credit scores as part of their
decisionmaking processes.

Today, credit ratings are not only used to decide whether or not to extend credit
but are also increasingly being used to set prices and terms for mortgages and other
forms of consumer credit. In certain cases, even very small differences in scores
can result in higher interest rates and less favorable loan terms. Credit ratings are
also used to determine the cost of private mortgage insurance, which protects the
lender from loss and is usually required on mortgages with down payments of less
than 20 percent. Lenders also review credit ratings to evaluate existing credit
accounts and use the information when deciding whether to change a customer’s
credit limits, interest rates, or other terms on credit accounts.

In addition to lenders, landlords and employers may review credit scores. Land-
lords may do so to determine if potential tenants are likely to pay their rent on time.
Employers may review this information during the hiring process, especially for
positions in which employees are responsible for handling large sums of money.
Utility, home telephone, and cellular telephone service providers also may request
a credit score to decide whether or not to offer service to consumer applicants.

Less traditional uses for credit reports and credit ratings are becoming increas-
ingly common. Probate judges review credit scores before determining whether an
individual should be named as executor of a deceased’s estate, and airlines use
credit histories as part of passenger screening for potential terrorist risks. Insurance
companies use credit ratings when underwriting consumer applications for new
insurance and renewals of existing policies. Credit information has been used as a
basis to raise premiums, deny coverage for new customers, and deny renewals of
existing customers.

The expanded use of automated credit scoring has brought changes to the mar-
ketplace that have benefited consumers. The growth in the use of credit scores has
dramatically increased the speed at which credit decisions can be made. Especially
for consumers with relatively good credit, approvals for loans can be given in a
fraction of the time previously required, without manual review of the information.

Credit scores also increase the potential for customized pricing of credit based
on the risk an individual poses. Charging more to consumers considered higher risk
can remove some of the cost of risk carried by the general consumer population,
and can allow for price reductions among consumers who pose less risk. Some
have also argued that reliance on automated credit ratings can reduce discrimina-
tion because the automation of decisionmaking removes or reduces the influence of
subjective bias that can occur when consumer applications are reviewed by an indi-
vidual with decisionmaking authority.

Critics of credit scoring maintain that savings often are not passed on to con-
sumers who pose less risk, and scoring systems simply allow lenders to earn
greater profits from consumers who do not have high credit scores. In addition, the
increased speed at which underwriting decisions can be made has created pressure
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to approve credit applications more quickly. Some contend that the combination of
this increased pace and the increased ability to customize the price charged based
on credit ratings allows lenders to approve a larger share of consumers for loans,
but not necessarily at the best rates for which some consumers would qualify if a
more personalized approach were taken. Moreover, consumers who do not have a
solid understanding of credit scores are more likely to be charged unnecessarily
high rates if the scores are based on erroneous or incomplete data, and the con-
sumer is not familiar enough with the system to correct the problem.

Critics have also argued that the factors used to determine a credit score may only
mask, and not remove, bias from approval and pricing decisions. Lenders are still free
to offer different levels of assistance in dealing with errors in credit records or with
other issues related to credit scores, such as providing rescoring services to selected
customers in an effort to offer better terms. Such discretionary assistance remains a
potential source of bias in the approval process, no matter whether a consumer is
evaluated using an automated credit rating or a manual system.

There is ample evidence that credit scores have statistical validity and are pre-
dictive of credit risk and repayment behavior for large populations. This does not
mean that credit ratings are error free in individual cases, or that credit scoring
models are always predictors of individual creditworthiness; it only means that
they work reasonably well on average. Thus, while the use of credit ratings can
yield predictable results in the aggregate for a large insurer or issuer of credit, it can
impose hardship on an individual consumer who might be a good risk but happens
to have a low score.

While debate surrounding the implications of credit scoring continues, its use is
strongly established in the American financial services industry. Concern over the
statistical validity of credit scoring focuses on two dimensions: the fairness of the
models that interpret the data and the accuracy of the underlying credit data held in
the databases of the major credit bureaus. Because the rating formulas that trans-
form the vast amount of data in an individual’s credit history into a precise number
are not publicly available, evaluating the fairness and accuracy of the models con-
tinues to be problematic.

Credit scores of individuals depend on the information found in their credit his-
tories. The system for creating consumer credit histories involves a large number of
participants who fall generally into one of four categories: consumers, data reposi-
tories or credit bureaus, data users, and data furnishers. Approximately 200 million
consumers have credit reports maintained by the three major credit bureaus
(Equifax, Experian, and TransUnion), which are privately run businesses that col-
lect, organize, and sell consumer information. The three major credit bureaus all
contain similar sets of data about consumers, but the information in each bureau’s
report on an individual is not identical. Data users request credit reports from the
credit bureaus. Data users include lenders, insurers, landlords, utility companies,
employers, and other entities that are interested in assessing the risk of entering
into a transaction with a consumer. Users review the credit information in credit
reports to make decisions about extending credit, offering and pricing insurance
policies, providing utility services, renting apartments and houses, offering
employment, and for other purposes allowed by law. Some data users are also data
furnishers, who regularly report information about consumers’ accounts to the
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credit bureaus, who then add the information to consumers’ credit histories and
organize it in a form that businesses can use. Furnishers of information may send
data (e.g., account payment activity) to some or all three of the major credit
bureaus.

There is no requirement that any business report information to any credit
bureau, but most businesses that regularly use reports also feed information to at
least one of the major credit bureaus. In a typical transaction in which a consumer
applies for credit, such as a credit card, unsecured line of credit, or installment loan
(e.g., for an automobile or furniture), the potential creditor can request a credit
report from one, two, or all three of the credit bureaus. A credit bureau that receives
such a request will send the credit report to the potential creditor and record an
entry on the consumer’s credit report that the report was sent. The creditor can use
the information in the credit report (including the credit score) to help decide
whether to extend or deny credit to the consumer, and what the interest rate and
other fees will be for the extension of credit. If the creditor accepts the application,
the creditor may then act as a data provider and report information on the con-
sumer’s payment history to one, two, or all three of the credit bureaus for as long as
the account remains active. Payments made on time will be reported as such, as
will payments that are 30, 60, or 90 days late.

Information in a consumer’s credit report usually includes identifying data such
as the consumer’s name, Social Security number, date of birth, former names or
aliases, current and former addresses, employment history, income, and the con-
sumer’s employment address. Reports also include public record information
(e.g., judgments, tax liens, and bankruptcies), collections and payment history on
credit accounts, balances outstanding on consumer debts, creditor and bank names
along with account numbers, highest amounts owed, size and frequency of pay-
ments, any amounts past due, date of delinquencies, dollar amount of maximum
delinquencies, and a list of companies that have requested the consumer’s credit
report in recent months. In addition, the Fair Credit Reporting Act requires credit
bureaus to include any consumer statement or explanation of a dispute concerning
the accuracy or completeness of information contained in the credit history. State
and local governments may also report directly to credit bureaus if consumers fail
to pay child support, have unpaid parking tickets, or have been overpaid for unem-
ployment benefits.

Credit ratings are compiled from the totality of information contained in the
credit report. Private firms provide analytic services to the major credit bureaus
through the development of complex formulae that help interpret the information in
the bureaus’ files. These companies, the most popular of which is the Fair Isaac
Corporation, produce the tools that use the information in a consumer’s file to gen-
erate credit scores based on various risk factors. The rating compiled by Fair Isaac
is known as a FICO score. Some large lenders and mortgage insurance companies
have created their own tools that help them create scores and interpret credit infor-
mation for applications involving large extensions of credit.

Generally speaking, account information can have either a positive or negative
effect on a consumer’s credit rating. On-time payments have a positive influence
while late payments have a negative influence. However, the amount of positive
influence a consumer receives from a timely payment may vary based on the type
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of creditor being paid. For example, timely payments to a prime credit card lender
may have a greater positive influence on a score than timely payments to a lender
considered less favorable, such as a furniture or consumer electronics store. Other
factors that can affect a score include the length of time credit has been established,
the amount of credit used compared to the amount of credit available, and the
length of time a consumer has resided at the current address.

Information obtained from public records and government entities, such as
bankruptcy filings, delinquent child or family support payments, unpaid parking
tickets, or overpayments of unemployment benefits, is often derogatory informa-
tion that has a negative influence on credit scores, but public records may also
include positive information such as the satisfaction of a bankruptcy or the pay-
ment of a judgment lien.

Any type of activity involving bad debts referred to a collection agency will
have a negative impact on a credit history, regardless of how the debt was created.
Collections will continue to have a negative impact after they have been paid or
otherwise satisfied, although they will have a less negative impact once they are
satisfied and some time passes. Under federal law, credit scoring cannot consider a
consumer’s race, color, religion, national origin, sex, marital status, receipt of pub-
lic assistance, or the consumer’s exercise of rights under consumer credit laws.

Until recently, a credit bureau did not have to disclose consumer credit scores
upon a consumer’s request. Congress amended the Fair Credit Reporting Act to
require credit bureaus to disclose the current credit score or the most recent score
that the bureau had calculated, a statement indicating that the number and scoring
model may be different than the number or model used by other bureaus or any
particular lender, the range of credit scores for the model used, the most impor-
tant factors that adversely affected the score of the consumer who inquired, and
the name of the analytical service company that the bureau used to compile the
credit score. Although a consumer is entitled to one free credit report from each
of the three major credit bureaus each year, the bureaus can charge a separate fee
for releasing the consumer’s credit score that was derived from information in the
report.

In addition to requesting a credit score from one of the major credit bureaus,
consumers can directly contact the Fair Isaac Corporation, the analytical service
company that the credit bureaus most often use to create the score. For a fee, the
company will release the score that it derives from data in each of the three major
credit bureaus and a combined score using information from all three of the files.

If consumers want to raise their credit scores, credit scoring companies suggest
several basic strategies. Consumers should pay bills on time, get current on any
overdue accounts, keep balances low on credit cards, pay down debt rather than
move it from one credit account to another, and not open a lot of new accounts in a
short period of time. Various businesses and authors have studied the credit scoring
system and recommend additional strategies to increase scores. However, because
the formulae for creating credit scores is not publicly known, it is not always clear
that any particular action (such as closing a seldom-used credit card account) will
raise or lower a consumer’s credit rating.

See also: Bank Secrecy Act; Banking and financial records; Landlord and
tenant; Personally identifiable information
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Criminal suspects and arrestees

Privacy rights of individuals arrested for crime or suspected of it are established
and protected by constitutional provisions, statutes, and judicial decisions at both
the federal and state levels. At least two distinct privacy interests are identifiable in
these protections. The first is an interest in limiting access by the government to the
homes, belongings, and conversations of criminal suspects and arrestees, as well as
information about their activities and other personal matters. This interest is pro-
tected by laws that limit the government’s ability to obtain information about peo-
ple generally. The second is an interest in limiting disclosure by the government of
information about arrestees and suspects that is in its possession—specifically, the
very information that a given individual has been arrested for or suspected of
crime. This interest is protected by laws that limit the government’s ability to
release such information to the public.

Government access to information about individuals is limited according to sev-
eral rationales. One is that people should be able to conduct their lawful affairs in pri-
vate from the government—speaking their minds to family and friends, reading
whatever books and magazines they wish to read, enjoying their hobbies, engaging in
intimate behavior—and that the government should be allowed to invade that privacy
only when, and only to the extent that, sufficient justification exists. Underlying this
rationale is the commitment to robust democracy; the concern is that ideas and voices
that might differ with those of the government would be discouraged or silenced if
the government had unfettered access to information about people’s daily activities,
reading materials, personal relationships and gatherings, group memberships, and the
like. Another rationale is that personal information might be embarrassing or simply
too revealing to allow unfettered government access to it—for instance, information
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about one’s habits, health, or finances. A third rationale is that certain means of
obtaining information about individuals, such as inspecting a person’s bodily cavities
or drawing blood for chemical analysis, intrude sufficiently on personal dignity and
bodily integrity to require strict regulation.

The primary source of laws that limit government access to personal informa-
tion on these grounds is the Fourth Amendment to the U.S. Constitution. That
amendment protects individuals, their homes, their papers, and their possessions
against “unreasonable searches and seizures” by the government, and requires that
warrants for arrest or search be supported by “probable cause” and particularly
describe who or what is to be searched or seized. The U.S. Supreme Court has
interpreted the amendment to mean that government actors ordinarily must obtain
judicial warrants before conducting searches or seizures.

The Court has declared that the “search” language of the amendment specifi-
cally protects personal privacy. Indeed, the Court has defined a search, for purposes
of determining whether the amendment applies, as any government action that
implicates an individual’s “reasonable expectation of privacy.” And the Court has
defined the standard the amendment sets out for issuing warrants: probable cause
as a “fair probability” of crime, or facts and circumstances that create a “reasonable
belief” in criminal activity. Thus, every government search of a person, a home, or
personal belongings by a police officer or other government agent—every govern-
ment action that implicates an individual’s reasonable expectation of privacy—
ordinarily requires a search warrant, issued by a judge or magistrate and based on
a finding by that judicial officer that there is a fair probability that the targeted indi-
vidual is guilty of a crime or the area to be searched contains evidence of a crime.
But the Court has created many exceptions to that requirement, several of which
see more practice than the presumptive warrant requirement.

The Court has deemed a wide variety of government investigative activity to be
searches under the “reasonable expectation of privacy” definition and thus subject
to Fourth Amendment scrutiny. Wiretapping or other surveillance of a person’s
conversations or correspondence, for instance, is a search that requires a warrant.
Physically searching a person for evidence of crime also ordinarily requires a
warrant—but there are two major exceptions. The first is when a person is
arrested upon a police officer’s own determination of probable cause, in which
case the officer may thoroughly search the person and the area immediately
around the person—the “grab area”—for weapons and evidence of crime. Such a
search, called a search incident to arrest, can include all containers within the
arrestee’s grab area. The second exception to the requirement of a warrant for phys-
ical searches is when a police officer does not arrest but only detains a person for
brief questioning, which is allowed upon a lower degree of suspicion of criminal
activity called “reasonable suspicion.” As long as the officer also has reasonable
suspicion that the person may have a weapon, a less intrusive search, called a pro-
tective search or “pat down,” is permitted to ensure the officer’s safety.

Searches of cars and other movable vehicles are governed by similar rules. A
police officer’s own determination of probable cause allows an immediate and
thorough search of all areas of a car in which evidence of the suspected crime
might be, including the trunk and all containers within the car. When arresting a
driver or passenger of an automobile, an officer is permitted to search the interior
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of the car, including the glove compartment, for weapons or evidence of crime.
Short of an arrest, the interior of a car can also be searched just for weapons—for
instance, when a police officer detains a person for a traffic stop or brief questioning—
upon the lower degree of suspicion called reasonable suspicion, as long as the
officer has that degree of suspicion that the person may have a weapon in the car.

Homes are protected more strictly by the Fourth Amendment; the Supreme
Court has stated repeatedly that the home is at the core of the amendment’s protec-
tion. With only one exception, police officers may not search or even enter a private
home without a warrant, even to arrest someone for whom they have determined
probable cause of criminal activity. The exception is the case of “exigent circum-
stances,” which means not only probable cause of crime but also the additional rea-
sonable belief that immediate entry is necessary for one or more of three purposes:
to protect others from harm, to prevent the destruction of evidence, or to catch a
fleeing suspect. And even with a warrant permitting them to enter a home to search
or arrest, police officers are generally expected, and in many states required by
state law, not to enter until they have announced their presence and given the occu-
pant at least a brief opportunity to open the door. However, in the recent case of
Hudson v. Michigan, the Court found that evidence seized even when this rule is
violated may be admissible in court.

Police officers are also forbidden to acquire information about activities within a
home by means other than physically entering it if they do not have a warrant. In
the Supreme Court’s most recent statement on the matter, the case of United States v.
Kyllo, 533 U.S. 27 (2001), the Court forbade the warrantless use of a “thermal
sensor” or imaging device used from outside a home to detect excessive heat ema-
nating from the home caused by high-intensity lamps used for growing marijuana.
Use of the device constituted a search of the home for purposes of the Fourth
Amendment, the Court said, because it revealed information about the interior of
the home that would not otherwise be available without physically entering it.
Because thermal-imaging devices were not yet “in general public use,” the Court
said, using them in that manner implicated an individual’s reasonable expectation
of privacy and therefore required a warrant.

After a person is arrested and taken into custody, privacy protection under the
Fourth Amendment continues, most pertinently with respect to searches that
involve bodily inspections and intrusions. Taking a blood sample from an arrestee
to test it for alcohol content, for instance, ordinarily requires a warrant or court
order. But in the 1966 case that remains the leading precedent on the matter,
Schmerber v. California, 384 U.S. 166 (1966), the Supreme Court approved of the
warrantless extraction of blood from a hospitalized arrestee when the police had
probable cause that incriminating evidence would be found—namely, evidence that
the arrestee had been driving while intoxicated, which caused the accident that put
him in the hospital—and the additional reasonable belief that the evidence would
otherwise be lost. In other words, there were “exigent circumstances.” And
although the Supreme Court has not ruled on these specific issues, opinions of
lower courts indicate that the same rules govern other very invasive searches, such
as performing surgery to retrieve a bullet or conducting body cavity searches for
drugs or other items, while lesser physical intrusions, such as taking an arrestee’s
fingerprints, a sample for urine analysis, dental impressions, or a chemical swab
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of part of an arrestee’s body, are permissible upon no more than a police officer’s
determination of probable cause that incriminating evidence will be found.

For any search to be lawful under the Fourth Amendment, it must also be under-
taken reasonably. This means that the search may not extend beyond the area reason-
ably likely to contain the evidence sought, nor may it be conducted with excessive
force or otherwise executed in a manner that is not reasonably justified by the cir-
cumstances of the search and the purpose of it. For instance, while lawfully searching
a home for a stolen television set, officers ordinarily may not open bedroom drawers;
if given consent by a person—another exception to the warrant requirement—to
search certain belongings, officers may not search beyond those belongings.

The constitutions of all 50 U.S. states contain provisions that are analogous to
the Fourth Amendment. In some instances, these provisions are interpreted to offer
greater privacy protection than that offered by the Fourth Amendment. New Jer-
sey’s highest court, for instance, has interpreted the corresponding provision in its
state constitution to require exigent circumstances in addition to probable cause
before an automobile may be searched without a warrant. And, while the bound-
aries of privacy protection under the Fourth Amendment and its state counterparts
are ultimately determined by court decisions, many of the protections are also cod-
ified in federal and state statutes.

These boundaries are constantly being tested and redrawn. In recent years, some
states have enacted laws that require law enforcement officers to obtain DNA sam-
ples of all individuals arrested for certain offenses (typically violent ones) whether
or not the officers have probable cause that incriminating evidence will be found.
Whether taking these samples—typically of saliva or skin—pursuant to these laws
is lawful under the Fourth Amendment, indeed whether it is even a “search” for
Fourth Amendment purposes, will likely be for the courts to determine.

Laws that limit the government’s disclosure of information about arrestees and
suspects—in particular, the very information that an individual was ever arrested
for crime or suspected of it—take a variety of forms and address several means by
which that information might reach the public. In each case, protecting the privacy
of arrestees and suspects, especially those who were never formally charged with
or convicted of an offense, is the primary rationale. The privacy interest these laws
protect is defined in many ways—for instance, an individual’s right to “control”
personal information, deriving from a basic “right to be let alone” by others, and
allowing one to “define oneself.” Its rationale with respect to arrestees and suspects
is the significant harm that can befall one who is publicly identified as an accused
or suspected criminal: social status can be damaged, family members shunned,
employment lost, or future job prospects threatened.

This interest is not one that is seen as protected by the U.S. Constitution. In the
1976 case of Paul v. Davis, the Supreme Court rejected the claim that the public
identification of an arrestee by a government actor before trial violates the
arrestee’s constitutional right to due process. (In that case, local police had
included an arrestee’s name on a list of “active shoplifters” they had distributed to
area merchants. The individual had been arrested for shoplifting but not yet con-
victed of the charge; the charge was eventually dismissed.) In fact, the First
Amendment to the Constitution stands in opposition to such a privacy right.
According to a series of Supreme Court decisions, the free-speech guarantee of that
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amendment creates a general right of public access to criminal proceedings, so that
citizens can be informed enough about government affairs to exercise their speech
rights intelligently; and both the free-speech and the free-press guarantees of the
amendment allow the media and other private parties to publicize truthful
information—such as the fact of an individual’s arrest or status as a criminal sus-
pect—at least when that information has been acquired lawfully. Nevertheless, leg-
islatures and courts have allowed or required government actors to withhold
information about arrestees and suspects on privacy grounds in certain contexts, and
the Supreme Court has considered and approved of a number of these restrictions.

Regarding suspects, government disclosure of the fact that an individual is or
has been suspected of a crime is forbidden on privacy grounds in several ways.
Grand jury proceedings, for instance, in which citizens hear evidence to decide
whether or not to indict a given individual (i.e., whether or not there is probable
cause of guilt), have long been closed to the public by statute or court rule in the
federal system and the states. One rationale for this secrecy is to protect individuals
whom the grand jury ultimately does not indict from public knowledge of the fact
that they were under suspicion. The Supreme Court has repeatedly approved of
both grand jury secrecy and the privacy rationale for it.

Indictments themselves are typically public documents; however, they might
contain the names of individuals other than the charged defendant who are sus-
pected of participating in the crime even though the indictment does not formally
charge them. Accordingly, courts often order the redaction of these names in order
to protect the reputations of these individuals, and the American Bar Association
has formally adopted a principle forbidding naming such “unindicted co-conspirators”
in indictments. Courts have extended similar protections to other documents in
criminal cases that might be accessed by the public—pre-indictment search war-
rants, transcripts of wiretapped conversations, bills of particulars (detailed state-
ments by prosecutors that give defendants additional information about the charges
against them), pre-sentence reports—and in each case they have done so expressly
to protect the privacy of individuals who are identified in the documents as criminal
suspects but who have not been convicted or formally charged.

Information that identifies suspects in other government documents is also pro-
tected from disclosure on privacy grounds under statutes that otherwise confer
broad rights of public access to government information. The federal Freedom of
Information Act (FOIA), for instance, which requires government agencies to dis-
close agency information to the public upon request, exempts several categories of
information from that requirement; one category is information the disclosure of
which would or could constitute “an unwarranted invasion of personal privacy.”
Several federal court decisions have interpreted this language to allow government
agencies to redact information that identifies past or present criminal suspects
before releasing documents that are subject to disclosure. Some state courts have
interpreted analogous language in their state disclosure statutes similarly.

Information that identifies actual arrestees can also be withheld. At least one fed-
eral court has recently ruled that the personal privacy exemption of the federal FOIA
applies to that information. The U.S. Department of Justice (DOJ) also argued that
the exemption supported its decision to withhold the names of hundreds of individu-
als its agents had arrested and charged with immigration violations after the attacks
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of September 11, 2001. A federal appeals court upheld the DOJ’s withholding of the
names on other grounds, issuing no ruling on the privacy argument. More broadly,
while information about arrests that have taken place on a given day, including the
names of the arrestees, is generally publicly available in every state (typically at the
pertinent police station), the compilation of this information with respect to a particu-
lar individual—in other words, a person’s arrest record or “rap sheet”—is not.
According to the laws of most states, government actors are forbidden to disclose an
individual’s full arrest record to any person or entity other than another government
agency except in strictly limited circumstances, such as for statistical research.
Instead, states typically draw a distinction between records of arrests that have
resulted in convictions and records of those that have not, permitting public disclo-
sure of the former but not the latter. Nonconviction arrest records can also be sealed
or expunged by law in a number of states. The U.S. Supreme Court approved of with-
holding arrest records on privacy grounds in the 1989 case of U.S. Department of
Justice v. Reporters Commiittee for Freedom of the Press, in which the Court upheld
a Federal Bureau of Investigation (FBI) refusal to disclose a person’s rap sheet
under the personal privacy exemption. Notably, the Court did not distinguish between
arrests that resulted in convictions and those that did not.

Information that identifies juveniles who are suspected, accused, or even convicted
of crime is also confidential in most states, and the Supreme Court has repeatedly
endorsed this practice. Although the interest in juvenile confidentiality is not always
or solely characterized as a privacy interest, its primary rationale—to protect juvenile
offenders from negative attention that would stigmatize them, hindering their rehabil-
itation and their reintegration with society—is a quintessential privacy interest.

See also: Constitutional protections
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Cruzan v. Director, Missouri Dep’t of Health, 497 U.S. 261 (1990)

Nancy Cruzan established the federal constitutional right of every American to
refuse unwanted medical treatment in the landmark 1990 U.S. Supreme Court case,
Cruzan v. Director, Missouri Dep’t of Health. Cruzan was in a single-car accident
on a deserted country road in the early-morning hours of January 11, 1983. Her car
crossed the centerline, went down a ditch, flattened several saplings and a rural
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mailbox, and flipped onto its top. She was thrown from the car and landed 35 feet
beyond where the car stopped. The car traveled nearly the length of two football
fields from the point where it left the road until it stopped. It took some time for
neighbors down the road to wake up, come outside, and rush back in to call for
help, and still longer for emergency vehicles to make their way to the remote rural
site. A review of police, ambulance, and fire reports suggests that Cruzan may have
gone as long as 30 minutes without oxygen before emergency workers revived her
that night.

For the week after the accident she remained in a full, closed-eye coma. Then,
on day seven, her eyes opened, a point of brief (but false) hope for her family, and
she moved into a kind of open-eyed unconsciousness. Extensive efforts at rehabili-
tation did nothing. Eventually—and quite predictably in hindsight, given the long
period of time without oxygen—Nancy Cruzan lapsed into the kind of eyes-open
unconsciousness that doctors described to the family as a persistent vegetative
state. Some portion of her brainstem—that part of the human brain that controls
basic, primitive human reflexes—had survived the accident. The brainstem can go
significantly longer periods of time without oxygen and survive than the upper,
thinking part of the brain, which is much more fragile. The persistent vegetative
state was so named in 1972 by Drs. Fred Plum and Bryan Jennett in the prestigious
medical journal Lancet. This condition came about as a result of increasingly
sophisticated life-saving techniques at accident sites and better-equipped emer-
gency rooms. As a result, patients who previously would have died were able to be
brought back from the brink of death, but not all of the way back. In the early
1970s, doctors were seeing more and more patients in this condition, necessitating
a diagnosis and a name. Nancy Cruzan slept and woke; she breathed on her own;
she could slightly move her badly paralyzed limbs; her eyes moved around the
room and at times would appear to fix on a person or object; she would startle in
reaction to loud noises; and she would sometimes appear to grimace or smile. But
in the four years after the accident, her family never saw any reaction that they con-
sidered conscious thought—that they thought was Nancy. Her doctors agreed. They
told the Cruzans that Nancy was permanently unconscious, without hope of ever
regaining consciousness, and that she could live another 30 years in that condition
with attentive nursing care and continued use of the main medical technologies
keeping her alive, which were artificial nutrition and hydration, or a feeding tube.

The family came to the conclusion that if Nancy could speak to them, given her
condition, she would ask to have the feeding tube removed. The director of the state
hospital told the family that the hospital would not remove the feeding tube without a
court order. A judge told them that they could be charged with murder if they moved
Nancy home to remove the feeding tube without a court order. So they decided to go
to court. In March 1988, the Cruzans found themselves on trial in southern Missouri
against the attorney general of Missouri and the state Department of Health. At the
end of that trial, the trial judge ruled in the family’s favor. On appeal, the Missouri
Supreme Court overturned this decision, setting up a showdown in the nation’s
highest court.

In the summer of 1989, the U.S. Supreme Court agreed to hear the Cruzan case
and set the argument date for December 6, 1989, for its first right-to-die case.
Throughout that fall, on television and radio, in barbershops, on golf courses, in
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churches, and at medical schools, the public was talking about the case. What was
this new “persistent vegetative state” condition that television commentators were
calling by its acronym, PVS? What exactly was a feeding tube? Who should
decide? Many commentators suggested that the raising of public awareness about
these complex questions was in many ways more important than the legal battle
itself. On June 25, 1990, the Supreme Court issued its decision. The final vote of
the justices split 5-4, and five of the nine justices wrote their own separate opinions
on what they thought the law was: the end result was the majority opinion, two
concurring opinions, and two dissents. As sometimes happens with complicated
Supreme Court opinions, the interest groups on both sides found something to
claim as victory within those five opinions.

Chief Justice William Rehnquist, who wrote the majority opinion, reasoned that
competent people have a federal constitutional right, a liberty right, to refuse medi-
cal treatment. The Court had never before directly recognized such a right. A
majority of the justices also recognized that tube feeding was medical treatment,
like a respirator or dialysis or any other device that takes the place of a natural
function that has been lost. On the other hand, the majority opinion ruled that the
federal Constitution did not require Missouri to defer to the parents of an adult like
Nancy Cruzan (she was 25 years old at the time of the accident) to make the deci-
sion to remove medical treatment. If Missouri chose to rely solely on evidence of
Nancy Cruzan’s own wishes, the Court noted that the state could impose such a
standard without running afoul of Nancy’s constitutional rights. The Court also
stated that leaving the life support in place in one way simply preserved the status
quo, with advances in medicine, or possibly “the discovery of new evidence regard-
ing the patient’s intent” creating at least “the potential that a wrong decision will
eventually be corrected or its impact mitigated.”

The Cruzans took this language and went back to court in Missouri for a new
trial in November of 1990. Three friends of Nancy Cruzan had telephoned her par-
ents when they saw the story in the news over the previous year. These friends told
the Cruzans about conversations they’d had with Nancy about living on life sup-
port. This time the attorney general and the Department of Health chose not to
oppose the family, or even to participate in the trial. On December 14, 1990, just
shy of eight years after her accident, the trial court again ruled in favor of Nancy
Cruzan’s parents. Doctors at the state hospital removed her feeding tube immedi-
ately, and the hospital transferred Nancy to their hospice wing that afternoon.

Over the course of the next 11 and a half days, the nation watched the final chap-
ter of the Cruzan saga unfold in the remote, hilly southern Missouri town of Mt.
Vernon. Protesters from around the country arrived and satellite television trucks
were not far behind. Various groups filed emergency appeals in the state and fed-
eral courts over those 11 days, seven appeals in all; signs popped up on the lawn
like “Missouri Euthanasia Center” and “Atrosity [sic] Torture Murder.” On the day
before Christmas, a big new sign appeared that read ‘“Nancy’s Gift at Christmas
from her Parents and Doctor—DEATH!” Inside the hospital, the family huddled
together, day after day, talking softly, holding Nancy’s hands, and praying. At 2:47
a.m. on December 26, 1990, Nancy Cruzan’s breathing stopped, and she died.

In the wake of the Cruzan case, many states passed laws seeking to address the
issues raised by the case. Congress passed a law called the Patient Self-Determination
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Act, which provides that all patients entering hospitals in the United States must be
counseled about living wills and other types of health care planning. The New York
Times wrote that Nancy’s case had helped “free countless Americans of some of the
fears attending death.”

See also: Health Insurance Portability and Accountability Act of 1996
(HIPAA); Washington et al. v. Glucksberg et al., 521 U.S. 702 (1997)

Suggested Reading: Caring Connections. http:/www.caringinfo.org. Online, Decem-
ber 2005; Colby, William. Long Goodbye: The Deaths of Nancy Cruzan. Carlsbad, CA:
Hay House, 2002; Colby, William. Unplugged: Reclaiming Our Right to Die in America.
New York: AMACOM Books, 2006; Webb, Marilyn. The Good Death: The American
Search to Reshape the End of Life. New York: Bantam Books, 1997.

William H. Colby

Cryptography

Whether it be cuneiform inscribed on clay tablets, histories on papyrus, agricul-
tural transactions on quipu, or philosophical tomes on paper, writing is fundamen-
tal to human civilization. Writing is about communication, but sometimes the
communication needs to be secret. That is the role played by cryptography, the sci-
ence of secret (crypto) writing (graphy). In almost every civilization, cryptography
appeared shortly after writing. Only the Chinese empire, where written language
was confined to a small elite and ideographic writing made the process of encryp-
tion difficult, seems to have made scant effort to develop encryption methods.

Until the modern era, if two people wanted to communicate privately, they
moved to a private space, a field, or a room where they could not be overheard. The
invention of electronic communications—first the telegraph, then the telephone,
and more recently the Internet—changed the pace and extent of communications,
as well as the need for confidentiality. And so cryptography, once the domain of
the military, diplomats, lovers, and young children, is now a tool of the public.
Every time an individual purchases an item online via a secure website, every time
an employee logs onto the company’s internet via a virtual private network, every
time an individual downloads a song to an iPod, someone is using cryptography.
Modern digital communications systems operate on strings of numbers: Os and 1s.
The first step in encryption is to convert the alphabetic system into bits. Like much
in cryptography, this idea is not new. In the second century B.C., the Greek historian
Polybius proposed a method for encoding letters as numbers. Applying his method
to the Roman alphabet, the letters could be written in a 5 X 5 grid (with i and j
combined in a single element) and each letter then labeled by its grid entry; for
example, d is (1,4) while fis (2,1). Once the message has been transformed into
bits, the unencrypted string, or plaintext, is encrypted into the ciphertext by the
cryptosystem.

Fundamentally there are two types of cryptographic transformations: substitu-
tion and transposition. In 1500 B.C., a Mesopotamian scribe employed substitution.
Using cuneiform symbols with multiple syllabic interpretations in their least com-
mon mode, the scribe hid a formula for ceramic glaze. Transposition ciphers take
the letters of a message and shift them around within the message according to a
predetermined technique. For example, a transposition cipher might take the grid
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proposed by Polybius and write the text into a square by rows in one order and read
it off by columns in a different order.

There are two aspects to an encryption system: the method for the encryption
system, called the algorithm, and a secret, called the key. The key is specific to the
pair—or group—of people who want to communicate privately. This methodology
was codified by the nineteenth-century cryptographer Auguste Kerchoffs, who
observed that any cryptosystem used by a large group of people will leak informa-
tion about how the system works. The system must be secure even if the algorithm
is public, so the secrecy of the system must lie entirely in the key (which is shared
with a much smaller group of people). Opening the algorithm to public scrutiny
helps establish confidence in the algorithm’s security and thus enables the algo-
rithm’s acceptance.

As is well known to printers (and Scrabble players), in any language, letters
have a particular frequency distribution. For example, in English text, the letter e
appears about 13 percent of the time, and the letter ¢ appears about 9 percent of
the time. There is also a frequency distribution of pairs of letters, triples of let-
ters, and so forth. In English, for example, the pair tA is the most common pair,
or digraph, while er is the second most common. Frequency distributions are a
well-known tool for attacking substitution and transposition ciphers; the first
description of frequency distribution appears in the Arabic encyclopedia, the
Subh al-a sha, completed in 1412 A.D. Frequency analysis can also be used
against polyalphabetic ciphers, cryptosystems that use more than one alphabet
for a single encryption.

In cryptosystems the whole may be greater than the sum of its parts. The
proper combination of substitution and transposition with a key can make for a
very strong cryptosystem. That was the basis for the development of the U.S.
Data Encryption Standard (DES), an algorithm with a 56-bit key that served as a
U.S. cryptography standard from 1977 to 2005 and was widely used inside and
outside the government. In a strong algorithm, each additional bit of key length
increases the algorithm’s security by a factor of 2. The increasing speed and
dropping price of processors spelled the end of DES’s security, and in recent
years the algorithm was replaced by triple-DES, a cipher with apparent 112-bit
security. The cryptosystems described thus far have all been symmetric-key sys-
tems, in which both the sender and the receiver use the same key for encryption
and decryption. The difficulty of transmitting the key, especially between two
parties who have not previously communicated (such as the initial time a con-
sumer makes a purchase at an online store), led to the 1975 invention of asym-
metric-key, or public-key, cryptography by Whitfield Diffie and Martin
Hellman.

Public-key cryptography makes public both the algorithm and the public, or
encryption, key; the decryption key, often referred to as the private key, is not
published. The system’s impenetrability is based on the apparent difficulty of cer-
tain mathematical functions, ones that are easy to compute and hard to invert. Mul-
tiplication and factoring appear to be one such pair. These provide the
underpinnings for the RSA public-key cryptosystem, which provides the key
exchange mechanism of the Secure Socket Layer (SSL) protocol. Because public-
key computations are slower than symmetric-key systems, a public key is often
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used for exchange of a symmetric key, after which the data are encrypted using a
symmetric-key algorithm. A second generation of public-key cryptosystems based
on the more complex arithmetic of elliptic curves is coming into use. These sys-
tems, employing a smaller key size for the same security level as RSA, are being
implemented in low-power and small-memory devices.

Public-key cryptography makes possible digital signatures, which provide a
guarantee of the authenticity of the sender. Cryptography actually serves four func-
tions: confidentiality, the functionality that no one but the intended recipient can
understand the communication; integrity, a guarantee that the message has not been
modified or corrupted; authentication (of the sender); and nonrepudiation, evi-
dence that prevents the sender from later denying the communication.

Communication has two aspects, the content and the transactional information:
for example, the writing on the envelope and the enclosed letter indicate who the
sender and receiver are, when the message was sent, how long it is, and the content
of the message. Traffic analysis, the study of the transactional (i.e., envelope) infor-
mation, has long been of great value to intelligence agencies.