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Section 2. Development and Design Methodologies

This section provides in-depth coverage of conceptual architectures, frameworks and methodologies
related to the design and implementation of medical information systems and technologies. Throughout
these contributions, research fundamentals in the discipline are presented and discussed. From broad
examinations to specific discussions on particular frameworks and infrastructures, the research found
within this section spans the discipline while also offering detailed, specific discussions. Basic designs,
as well as abstract developments, are explained within these chapters, and frameworks for designing
successful e-health applications, mobile healthcare systems, and clinical decision support systems are
discussed.
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Preface

The need to efficiently deliver and process information in the healthcare and biomedical sectors is a
primary concern among practitioners, researchers, and patients alike. Medical informatics—a field that
has emerged at the intersection of information technology and medicine—has transformed modern
healthcare and created new, more pervasive methods for access to information, records, and even medical
advice. As medical informatics continues to evolve and researchers continue to create and implement
technologies for use in the study and practice of medicine, we must continue to understand, develop,
and utilize the latest in medical research and exploration.

In recent years, the applications and technologies generated through the study of medical informat-
ics have grown in both number and popularity. As a result, researchers, clinicians, practitioners, and
educators have devised a variety of techniques and methodologies to develop, deliver, and, at the same
time, evaluate the effectiveness of their use. The explosion of methodologies in the field has created an
abundance of new, state-of-the-art literature related to all aspects of this expanding discipline. This body
of work allows researchers to learn about the fundamental theories, latest discoveries, and forthcoming
trends in the field of medical informatics.

Constant technological and theoretical innovation challenges researchers to remain informed of and
continue to develop and deliver methodologies and techniques utilizing the discipline’s latest advance-
ments. In order to provide the most comprehensive, in-depth, and current coverage of all related topics
and their applications, as well as to offer a single reference source on all conceptual, methodological,
technical, and managerial issues in medical informatics, Information Science Reference is pleased to
offer a four-volume reference collection on this rapidly growing discipline. This collection aims to em-
power researchers, practitioners, and students by facilitating their comprehensive understanding of the
most critical areas within this field of study.

This collection, entitled Medical Informatics: Concepts, Methodologies, Tools, and Applications,
is organized into eight distinct sections which are as follows: 1) Fundamental Concepts and Theories,
2) Development and Design Methodologies, 3) Tools and Technologies, 4) Utilization and Application,
5) Organizational and Social Implications, 6) Managerial Impact, 7) Critical Issues, and 8) Emerging
Trends. The following paragraphs provide a summary of what is covered in each section of this multi-
volume reference collection.

Section I, Fundamental Concepts and Theories, serves as a foundation for this exhaustive refer-
ence tool by addressing crucial theories essential to understanding medical informatics. Opening this
elemental section is “Evaluation of Health Information Systems: Challenges and Approaches” by Elske
Ammenwerth, Stefan Graber, Thomas Blirkle, and Carola lller. This selection addresses some of the
primary issues and challenges in evaluating the use of IT in healthcare and suggests methods for improve-
ment. Specific issues in medical informatics, such as the emergence of the Internet as a healthcare tool
and knowledge management as it pertains to the healthcare industry, are discussed in selections such
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as “The Telehealth Divide” by Mary Schmeida and Ramona McNeal and “Knowledge Management in
Healthcare” by Sushil K. Sharma, Nilmini Wickramasinghe, and Jatinder N.D. Gupta. Within the contri-
bution “Information Technology (IT) and the Healthcare Industry: A SWOT Analysis,” authors Marilyn
M. Helms, Rita Moore, and Mohammad Ahmadi utilize the SWOT analysis (strengths, weaknesses, op-
portunities and threats) to conceptualize and further evaluate the many issues facing IT implementation
in healthcare, which include improved patient safety, cost, and user resistance. The selections within
this comprehensive, foundational section allow readers to learn from expert research on the elemental
theories underscoring medical informatics.

Section Il, Development and Design Methodologies, contains in-depth coverage of conceptual
architectures and frameworks, providing the reader with a comprehensive understanding of emerging
theoretical and conceptual developments within the development and utilization of medical technologies.
“The Development of a Health Data Quality Programme” by Karolyn Kerr and Tony Norris presents the
case of the New Zealand Ministry of Health’s construction of a new data quality strategy aligned with
the current health information program. Other selections, such as “Building Better E-Health Through a
Personal Health Informatics Pedagogy” by E. Vance Wilson and “The PsyGrid Experience: Using Web
Services in the Study of Schizophrenia” by John Ainsworth and Robert Harper, offer insight into the
design and use of Web services to guide and inform medical decisions. The design and implementation of
mobile-based health services is explored at length in selections such as “Enabling Conceptual Framework
for Mobile-Based Application in Healthcare” by Matthew W. Guah; “Design of an Enhanced 3G-Based
Mobile Healthcare System” by José Ruiz Mas, Eduardo Antonio Viruete Navarro, Carolina Hernandez
Ramos, Alvaro Alesanco Iglesias, Julian Fernandez Navajas, Antonio Valdovinos Bardaji, Robert S. H.
Istepanian, and José Garcia Moros; and “The M-Health Reference Model: An Organizing Framework for
Conceptualizing Mobile Health Systems” by Phillip Olla and Joseph Tan. From basic designs to abstract
development, chapters such as “A Cross-Cultural Framework for Evolution” by Pekka Turunenand and
“A Distributed Patient Identification Protocol Based on Control Numbers with Semantic Annotation”
by Marco Eichelberg, Thomas Aden, and Wilfried Thoben serve to expand the reaches of development
and design methodologies within the field of medical informatics.

Section 11, Tools and Technologies, presents extensive coverage of various tools and technologies
and their use in creating and expanding the reaches of health and biomedicine. The emergence of wire-
less and mobile devices and the opportunities these devices present for revolutionizing traditional patient
care is the subject of articles such as “PDA Usability for Telemedicine Support” by Shirley Ann Becker;
“A Preliminary Study toward Wireless Integration of Patient Information System” by Abdul-Rahman
Al-Ali, Tarik Ozkul, and Taha Landolsi; and “Choosing Technologies for Handheld and Ubiquitous De-
cision Support” by Darren Woollatt, Paul Koop, Sara Jones, and Jim Warren. Advancements in imaging
for medical and biomedical applications are analyzed and assessed in several selections, which include
“Imaging the Human Brain with Magnetoencephalography” by Dimitrios Pantazis and Richard M. Leahy
and “Imaging Technologies and their Applications in Biomedicine and Bioengineering” by Nikolaos
Giannakakis and Efstratios Poravas. The latter of these two chapters discusses biomedical imaging
technologies such as MRI and x-ray, offering insight into the research opportunities these technologies
have provided as well as the limitations associated with their use. The rigorously researched chapters
contained within this section offer readers countless examples of modern tools and technologies that
emerge from or can be applied to the medical and healthcare sectors.

Section IV, Utilization and Application, investigates the use and implementation of medical tech-
nologies and informatics in a variety of contexts. This collection of innovative research begins with
“Successful Health Information System Implementation” by Kristiina Hayrinen and Kaija Saranto in
which primary success factors for employing health systems, such as system qualities, information qual-
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ity, usage, user satisfaction, and individual impact, are analyzed. The delivery of health information via
telecommunications networks (also known as telehealth) is studied in selections such as “Telehealth
Organizational Implementation Guideline Issues: A Canadian Perspective” by researchers Maryann Yeo
and Penny A. Jennett and “Tele-Medicine: Building Knowledge-Base Tele-Health Capability in New
Zealand” by Nabeel A. Y. Al-Qirim. Further contributions explore other key strategies and factors that
relate to the successful use of electronic health records, mobile e-health, ICT, and knowledge manage-
ment in a medical environment. From established applications to forthcoming innovations, contributions
in this section provide excellent coverage of today’s global community and demonstrate how medical
informatics impacts the social, economic, and political fabric of our present-day global village.

Section V, Organizational and Social Implications, includes a wide range of research pertaining
to the organizational and cultural implications of medical informatics. “Using Hospital Web Sites to
Enhance Communication” by Sherrie D. Cannoy and Lakshmi lyer investigates patient communica-
tion-enhancing features of hospital Web sites, ultimately contending that a hospital’s Web presence must
both address and cater to users’ communication needs in order to be effective. Web portals and their
use in fostering social interaction and knowledge enhancement are explored at length in chapters such
as “Intelligent Portals for Supporting Medical Information Needs” by Jane Moon and Frada Burstein,
“Health Portals and Menu-Driven Identities” by Lynette Kvasny and Jennifer Warren, and “Empower-
ment and Health Portals™ by Mats Edenius. Other issues that are surveyed within this section include the
implications of the digital divide in healthcare within Michele Masucci’s “Digital Divide and E-Health
Implications for E-Collaboration Research” and community-centered IT outreaches within Rosanna
Tarsiero’s “Community-Based Information Technology Interventions for Persons with Mental Iliness.”
Overall, the discussions presented in this section offer insight into the integration of medical informatics
in society and the benefit these innovations have provided.

SectionVI, Managerial Impact, presents contemporary coverage of the managerial applications and
implications of medical informatics. Core concepts such as information security management, outsourc-
ing, and healthcare technology management are discussed in this collection. “Information Assurance in
E-Healthcare” by Sherrie D. Cannoy and A. F. Salam addresses the healthcare industry’s limited adoption
of IT advancements, which is now being remedied by new advancements in information assurance that
guarantee the safety of patients’ medical records. Similarly, within their article “Modelling Context-Aware
Security for Electronic Health Records,” Pravin Shetty and Seng Loke suggest context-based security
policies for health organizations, which are able to adapt to new, incoming threats. Later contributions,
suchas “E-Health Dot-Coms’ Critical Success Factors,” further investigate the Internet’s role in reshaping
healthcare. Within this selection, authors Abrams A. O’Buyonge and Leida Chen evaluate the business
models utilized by heath-information Web sites (such as WebMD) and present the lessons learned from
a managerial perspective. The comprehensive research in this section offers an overview of the major
issues that healthcare practitioners, governments, and even consumers must address in order to remain
informed about the latest managerial changes in the field of medical informatics.

Section VII, Critical Issues, presents readers with an in-depth analysis of the more theoretical and
conceptual issues within this growing field of study by addressing topics such as the quality and security
of medical information. Specifically, these topics are discussed in selections such as “Medical Ethical and
Policy Issues Arising from RIA” by Jimmie L. Joseph and David P. Cook and “E-Health Security and
Privacy” by Yingge Wang, Qiang Cheng, and Jie Cheng. The latter of these two selections investigates
relevant concepts, technologies, limitations, challenges, and trends in e-health security and privacy, along
with standards such as the Health Insurance Portability and Accountability Act (HIPAA). Similarly, in
contributions such as “Reliability and Evaluation of Health Information Online” by Elmer V. Bernstam
and Funda Meric-Bernstam, the issue of how to effectively evaluate online health information is debated
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and a how-to guide for obtaining medical information online is suggested. Later selections, which include
“Ontology-Based Spelling Correction for Searching Medical Information,” review more novel issues,
such as the difficulty in retrieving medical information online due to errors in spelling medical terms.
In this chapter, researchers Jane Moon and Frada Burstein from Monash University propose an ontol-
ogy-based architecture that would assist users with medical information retrieval. In all, the theoretical
and abstract issues presented and analyzed within this collection form the backbone of revolutionary
research in and evaluation of medical informatics.

The concluding section of this authoritative reference tool, Emerging Trends, highlights research
potential within the field of medical informatics while exploring uncharted areas of study for the advance-
ment of the discipline. The development and deployment of new forms of health information technologies
(HITs) are proposed in Avnish Rastogi, Tugrul Daim, and Joseph Tan’s “Charting Health Information
Technology Futures for Healthcare Services Organizations,” while the latest innovations in e-heath
systems are analyzed in Pirkko Nykanen’s “E-Health Systems: Their Use and Visions for the Future.” In
the contribution “Outsourcing of Medical Surgery and the Evolution of Medical Telesurgery,” Shawna
Sando asserts that, due to the rising cost of healthcare in the United States, the best alternative for some
low- and middle-class citizens is to seek medical care overseas—to engage in “medical tourism.” Other
new trends, such as the emergence of evidence-based medicine, the creation of biotechnology portals
in medicine, and revolutions in emergency medical services, are discussed in this collection. This final
section demonstrates that medical informatics, with its propensity for constant change and evolution,
will continue to both shape and define the modern face of healthcare and the ways in which we interact
with health-related information.

Although the contents of this multi-volume book are organized within the preceding eight sections
which offer a progression of coverage of important concepts, methodologies, technologies, applications,
social issues, and emerging trends, the reader can also identify specific contents by utilizing the extensive
indexing system listed at the end of each volume. Furthermore, to ensure that the scholar, researcher,
and educator have access to the entire contents of this multi-volume set, as well as additional coverage
that could not be included in the print version of this publication, the publisher will provide unlimited,
multi-user electronic access to the online aggregated database of this collection for the life of the edi-
tion free of charge when a library purchases a print copy. In addition to providing content not included
within the print version, this aggregated database is also continually updated to ensure that the most
current research is available to those interested in medical informatics.

As medical technologies and the methods for evaluating medical data continue to evolve and new
ways to store, process and access information are discovered, medical informatics will become an in-
creasingly critical field of study. The nature of personal heath records, diagnosis, and even treatment
have changed drastically due to the efforts of researchers, practitioners, and patients to make medical
information more easily available, more secure, and of a higher quality than ever before. Innovations
in the effective storage, retrieval, and understanding of medical information capitalize on the constant
technological changes that seek to streamline and improve modern society.

The diverse and comprehensive coverage of medical informatics in this four-volume, authoritative
publication will contribute to a better understanding of all topics, research, and discoveries in this devel-
oping, significant field of study. Furthermore, the contributions included in this multi-volume collection
series will be instrumental in the expansion of the body of knowledge in this enormous field, resulting
in a greater understanding of the fundamentals while also fueling the research initiatives in emerging
fields. We at Information Science Reference, along with the editor of this collection, hope that this
multi-volume collection will become instrumental in the expansion of the discipline and will promote
the continued growth of medical informatics.
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Medical Informatics (MI):
Major Concepts, Methodologies,
Tools & Applications

Joseph Tan
Wayne State University, USA

INTRODUCTION

Medical informatics (MI) is an inherently complex subject. The widening scope of its knowledge may
be traced to the cross-disciplinary interactions of specialized knowledge domains — in particular, those
of information sciences, computer sciences, and clinical sciences.

Over the last several decades, the field and sub-fields of MI — with its focus on clinical-based data
and processes, and that of the even broader health informatics (HI) area (which embraces both clinical-
based and health services administrative domain datasets and processes) — have now matured with the
aim of achieving notable goals by transforming both complex organizational knowledge-based services
as well as data-intensive, information-laden processes. These goals include improving physician-patient
communications and relationships, promoting a higher quality of life, and achieving a more efficient
and effective healthcare services delivery system.

With the first record of medical information came the germination of the MI concept. Its rapid dif-
fusion is evidenced by the support it receives from an eclectic well of traditionally established medical
practices, an increasing range of applied health data methodologies, and more efficient and effective
clinical research tools and applications. Dissatisfied with the insufficient ways in which early forms of
medical data were largely acquired and interpreted, academics and learned practitioners from diverse
clinical and informatics disciplines have spurred the development of MI through their contributions.

Today, characteristic of its expanding scope, M1 has branched into administrative health informatics,
bioinformatics, clinical informatics, consumer health informatics, dental informatics, health manage-
ment and services informatics, health sciences informatics, telematics, nursing informatics, pharmacy
informatics, public health informatics, and veterinary informatics. A variety of names for Ml have also
arisen, including, but not limited to, computer-based medical information systems (MIS), methods of
information in medicine, medical computer science, medical information processing, medical decisional
models, medical computer technology, among other, closely related medical information systems/infor-
mation technology (IS/IT) terminologies.
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MI Definitions & Evolving Perspectives

Every MI student should be cognizant of MI’s roots and the many attempts, over the years, to differenti-
ate among the diverse perspectives of its developing sub-fields. Accordingly, a survey on early efforts
to define the MI field and sub-fields can be extracted from the extant literature including archived,
existing, and more recent Ml-related journals such as Angewandte Informatik, BMC Medical Informat-
ics & Decision Making, Computer Programs in Biomedicine, Computers and Biomedical Research,
International Journal of Bio-Medical Computing, International Journal of Electronic Healthcare, In-
ternational Journal of Healthcare Information Systems & Informatics, International Journal of Medical
Informatics, Canadian Medical Informatics, Journal of the American Medical Informatics Association,
Journal of the American Society for Information Science, Journal of Clinical Computing, Journal of
Healthcare Information Management, Journal of Medical Systems, Medical & Biological Engineering
& Computing, Medical Decision Making, and Methods of Information in Medicine. Owing to space
limitation, the readers are asked to seek out further readings, as provided in the citations and other parts
of this 4-volume work.

Primarily among countries influenced by Western Culture and Civilization, the conceptualization of
M1 began with a series of academic debates and educational efforts. These debates and efforts sought to
provide substantive arguments for the preference of one school of thought over another, so that clinical
students might be better educated, and to allow for the many aspects and identities of this germinating
field to be differentiated. Indeed, the key definitions of MI found over the decades have provided us with
a rich understanding of its different roots and perspectives. Among the earliest definitions, for instance,
Collen (1977) conceived Ml broadly as the computerization of medicine, including medical services,
education, and research. Years later, van Bemmel (1984) defined MI on the basis of the knowledge and
experience gained from processing and communicating medical and health care information via a paired
theoretical-practical lens on the medical process. The Blois-Shortliffe (1990) description of Ml largely
evolved the central hypothesis, which is presented separately in this overview. Their biomedical per-
spective rendered MI operational by relating it to the storage, retrieval, and optimal use of clinical data,
information, and knowledge for diagnostic, therapeutic, and prognostic problem solving. Stead, in 1998,
referred to MI as a “science” on the nature, structure, collection, and use of health information. Most
recently, Hersh (2002) defined the MI field as an integrative discipline that interweaves the applications
of computational, cognitive, informational, organizational, and other sciences on the processes and use
of clinical and biomedical information.

Put together, a cohesive definition of MI for the purpose of this work may be conceived as a complex
science that integrates relevant theories, design methodologies, and knowledge of best practices drawn
fromvarious cognitive, computational, informational, organizational, and other expert knowledge domains
when applied synergistically to collecting, storing, organizing, manipulating, using, and disseminating
clinical-based and health-related information. Over the last two decades, we have seen the evolution of
Ml to a broadening diversification of sub-fields and major themes. Some of these sub-disciplines include,
for example, health management information systems (HMIS) and/or health information management
(HIM), health care information systems (HCIS) and/or health care information technology (HCIT), health
decision support systems (HDSS) and/or clinical decision support systems (CDSS), telehealth and/or
telemedicine, consumer health informatics, e-health, patient-centered e-health (PCEH), and m-health.

For the convenience of the readers, Table 1 provides a list of the acronyms mentioned in this review
with its associated terminology listed for easy reference.



Table 1. Acronyms for MI Readers (©J. Tan, 2008. Used with permission)

Acronym Associated Term
AHIMA The American Health Information Management Association
Al Artificial Intelligence
ATA American Telemedicine Association
CCHIT Certification Commission for Healthcare Information Technology
CDSS Clinical Decision Support Systems
Cio/cto Chief Information Officer/Chief Technology Officer
COSTAR Computer Stored Ambulatory Record System
CPR Computerized Patient Records
CSFs Critical Success Factors
CTA Cognitive Task Analysis
DEA Data Envelopment Analysis
EBM Evidence-Based Medicine
E-DSS Expert Diagnostic Support System
EHRs Electronic Health Records
EKG or ECG Electrocardiography
ES Expert Systems
GIS Geographical Information Systems
GST General Systems Theory
HCIS/HCIT Health Care Information Systems/Health Care Information Technology
HCTM Health Care Technology Management
HDSS Health Decision Support Systems
HELP Health Evaluation (through) Logical Processing
HHS Health and Human Services
HI Health Informatics
HIM Health Information Management
HIMSS Health Information Management & Systems Society
HIPAA Health Insurance Portability and Accountability Act
HIS Hospital Information Systems
HMIS Health Management Information Systems
HMOs Health Maintenance Organizations
ICT Information & Communications Technology
ISNT Information Systems/Information Technology
JCAHO Joint Commission on Accreditation of Healthcare Organizations
M-Health Mobile Health
Ml Medical Informatics
MIS Medical Information Systems
MS Multiple Sclerosis
MUMPS Massachusetts General Hospital Utility Multi-Programming System
NNs Neural Networks

xli
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Table 1. continued

Acronym Associated Term
ONCHIT The Office of the National Coordinator for Health Information Technology
OOAD Object-Oriented Analysis and Design
0SS Open Source Software
PCEH Patient-Centered E-Health
POMR/PROMIS Problem-Oriented Medical Record/ Problem-Oriented Medical Information Systems
RMRS Regenstrief Medical Record System
SA/SD Systems Analysis/Systems Design
SDLC Systems Development Life Cycle
SNOMED Systematized Nomenclature of Medicine
SSM Soft System Methodology
TMR The Medical Record
TPR True-Positive Rate
TNR True-Negative Rate
u-health Ubiquitous Healthcare
v-health Virtual Healthcare
VR Virtual Reality
VPR Virtual Patient Records
MI History

Notwithstanding, “informatics” as a revolution in scientific methodologies may be traced to the 1946
invention of ENIAC, the first truly “electronic” computer used for high-speed mathematical tabulations
during WWII. What followed evolved into the era of mainframes, where only the very large and well-
funded hospitals of developed countries such as the United Kingdom, France, Sweden, Italy, Japan,
Germany, Canada, and the US could afford to house/use these first-generation, large-scale computers
that tended to fill entire floors. Processing computerized health data on a massive scale dictated that the
dawn of MI thinking be characterized by the use of apparently sophisticated mechanisms, which could
only be manned by highly-paid scientists and skilled professionals. During those early years, a key
challenge was that of developing reliable and dependable health information and recording systems for
hospitals supporting patient care and laboratory services. Eventually, specialized computer languages
such as Medlars, Medline, SNOMED (Systematized Nomenclature of Medicine), and MUMPS (Mas-
sachusetts General Hospital Utility Multi-Programming System) were developed. These eventually led
to the successful design and implementation of major computerized health record systems and databases,
such as COSTAR (Computer Stored Ambulatory Record System), RMRS (the Regenstrief Medical
Record System), TMR (The Medical Record), HELP (Health Evaluation through Logical Processing)
system, and POMR/PROMIS (the Problem-Oriented Medical Record/Information Systems). Histori-
cal developments of these various systems play a paramount role in both the broader MI and the more
specific hospital information systems (HIS) movements.

Indeed, functional hospital information systems soon became a reality when a growing group of hos-
pitals across the US (including Akron Children’s, Baptist, Charlotte Memorial, Desconess, EI Camino,
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Henry Ford, Latter Day Saints, Mary’s Help, Monmouth Medical Center, St. Francis, Washington
Veteran’s Administration, and others) as well as Europe (including Sweden’s Danderyd Hospital and
Karolinska Hospital, England’s London Hospital and Kings Hospital, and Germany’s Hanover Hospi-
tal) collaborated to advance the development of a prototype for efficient and effective management of
health records. Despite the risk of major failures, these “pioneering” hospitals invested large sums of
money, time, and effort to accomplish the mission of hospital computerization. With the surging inter-
est expressed by these hospitals, and the potential market opportunities that arose from this movement,
large computer vendors such as Burroughs, Control Data, Honeywell, IBM, and NCR began providing
generous support for this development. Lockheed Information Systems Division, McDonnell-Douglas,
General Electric, Technicon Corporation, and several other companies experienced in applying computers
to the management of complex systems also joined in the effort. Ultimately, the Technicon system, which
was initiated by Lockheed for the EI Camino Hospital in Mountain View, California, and later bought
over and improved by the Technicon Corporation under the leadership of Edwin Whitehead, became
the “successful” prototype that laid the foundation for the majority of functional hospital information
systems we know today — systems that gradually diffused throughout North America and Europe. The
major lesson in the El Camino project was the significance of paying attention to users’ information needs
and of effecting a change in users’ attitudes, especially if there is major resistance from key stakeholder
user groups, such as physicians and nurses.

As evidence of continuing gains in productivity and efficiency were traced back to computerization,
the early and mid-70’s saw a growing diffusion of large-scale data-processing applications in medicine
and health record systems among major teaching hospitals. Asnoted, COSTAR, RMRS, TMR,and POMR
were among these early and successful prototypes. COSTAR, a patient record system developed at the
Massachusetts General Hospital by Octo Barnett, was later extended to record patient data on different
types of ailments, such as multiple sclerosis (MS-COSTAR). RMRS is a summary-type patient record
system implemented in 1972, and TMR is an evolving medical record system developed in the mid
1970s at the Duke University Medical Center. POMR, developed by Lawrence Weed in the 1970s, is an
important health record methodology offering a logical and group-based approach to medical problem
solving. All participating members of the patient’s healthcare team can easily follow through on the
prescribed treatment protocol by linking the problem list (serving as the record’s table of contents) in
POMR to its database (comprising the history, physical examination, and initial laboratory findings), the
initial plan (including tests, procedures, and other treatments), and the documented progress notes.

When minicomputers and microcomputers were introduced into medicine during the late 1970s and
early 1980s, physicians and clinical practitioners quickly realized the speed and astounding harnessing
power with which computers could process large and massive volumes of medical and other health-re-
lated data. This would improve not only clinical decisional efficiencies, but also its effectiveness. Dur-
ing this time, increasing interest in the application of artificial intelligence (Al) to medicine and health
decision support systems (HDSS) soon created an explosive growth in the MI field. At the same time,
major progress in MI was achieved by various attempts among clinicians to use medical computation
for dentistry, radiology, pharmacy, nursing, as well as the incorporation of rule-based and frame-based
algorithms into expert systems for the purpose of training resident physicians or less-than-expert clini-
cians. Notably, MYCIN and INTERNIST-1 are among the most popularly cited and well-documented
clinical expert systems (Shortliffe et al. 2001). Altogether, the MI movement contributed heavily to
the use of these automated record systems, as well as their applications of expert systems for training
physician specialists and guiding decisions of less-than-experts. Eventually, it was only a matter of time
before a considerable need for the diffusion of MI concepts into all the different sub-specialty medical
areas would arise.



xliv

In summary, the MI discipline has continued to expand, with immense diversification and integra-
tion of concepts found in the medical sub-fields linking healthcare information management, medicine,
computer technology, and information science. In the early years, established areas of MI concerned
general medical informatics, clinical medicine decision making, biomedical computing, computing
in biomedical engineering, nursing informatics, pharmacy informatics, dentistry informatics, hospital
information systems, and education. Today, the extension of the MI concept is recognized by every
discipline under the umbrella of health sciences that relates to linking rapidly advancing technologies
to health and patient care services delivery.

At this point, it is important for the readers to glance briefly through the remaining sections of this
overview chapter. Section Il focuses on basic MI concepts, theories, and its central hypothesis. Section
I11 highlights M1 development and design methodologies. Section 1V concentrates on Ml tools and ap-
plications. Section V surveys MI major themes, utilization and applications, while Section V1 shifts focus
to MI organizational and social impacts. Section VII reviews key implementation issues and manage-
rial impact of MI. Section V111 discusses critical issues, and Section IX highlights M1 emerging trends.
Section X concludes the entire exposition with a concentration on how the different underlying issues,
themes, and emerging trends may be joined together to achieve effective medical informatics services,
education, and research in the coming years.

BASIC CONCEPTS, THEORIES & CENTRAL HYPOTHESIS

Informatics basically refers to advances in the information sciences, a discipline which has accumulated
an impressive array of methods for data, information, and knowledge processing. Informatics, when
applied to medicine, combines human and computer elements to generate timely and relevant patient
data, organized medical information, and accumulated knowledge, which, together, aids clinicians in
retrieving, storing, analyzing, disseminating, and sharing diagnostic, therapeutic and prognostic deci-
sions, treatment planning, and evaluation processes. Other commonly encountered MI terms include
health informatics, clinical informatics, health information systems, health information technology,
health information management, medical information science, as well as medical (health) informatics
and telematics.

Health Data, Clinical Information & Medical Knowledge

In MI conceptualization, health data are subtly differentiated from clinical information and medical
knowledge. Whereas the former emphasizes some form of source-gathered raw fact, such as recording
a patient’s medical history before generating any meaningful information processing, the latter terms
entail converting data into organized clinical information-knowledge. Hence, the significance lies in the
application of readily available methods or tools to produce accessible, appropriate, accurate, and aggre-
gated information-knowledge from sourced data. At the level of converting information into knowledge,
the same rules apply. With more complex methods or cognitive-based techniques, “wisdom,” “rules of
thumb,” “probabilities,” and other “likely associations” — all of which aid pattern recognition and future
health-related decision situations, under increasingly complex or uncertain situations—are produced from
seemingly unrelated information. Medical knowledge, in this sense, refers to the cumulative experience of
applying useful clinical information management techniques to yield timely and significant decisions.
In essence, health data are specific facts and parameters. A good piece of datum is characterized by
its accuracy, completeness, relevance, reliability, security, and timeliness. Accuracy is achieved when
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health data recorded are true, precise, and valid about the status of a patient’s condition; for example,
a temperature of 102°F recorded as 101°F is approximate but, nevertheless, inaccurate. Completeness
dictates that all required health data should (and must) be recorded; for example, a unique identifier must
exist in the patient master index (PMI) for each patient recorded in a database in order to differentiate
among individual patients. Relevance ensures that appropriate and necessary data is made available to
authorized clinical staff whenever and wherever necessary; for example, cardiologists should be able to
view their patients’ electrocardiography (EKG or ECG) reports in order to monitor the progress of their
patients’ heart conditions. Reliability requires that health data recorded are trustworthy and consistent;
for example, if the allergy list of a patient exists in a hospital food services system, the same list should
also be accessible from, and appear in, its pharmacy system. To ensure that patient data confidentiality
is not compromised, and to safeguard against potential data misuse, security and privacy regulations
stipulate that only designated persons with valid access rights can view or make authorized changes to
recorded data. Last, but not least, timeliness ensures that the available health data are current and ac-
cessible for the decisions and tasks at hand, especially when they are of a crucial nature, such as in life
and death situations.

Clinical data are unique and somewhat different from the financial and accounting data that are
captured in routine business transactions. Clinical data are typically obtained in many different forms,
so that the episodes and/or trajectory of care a patient encounters may be generated on a longitudinal
basis. Even so, data about a patient may be entered by different clinicians, in different departments, and
at different times to show the progress of the patient’s wellness recovery: for example, a nurse may jot
down the demographics, weight, temperature, and blood pressure measurements of a patient arriving at
the clinic; then, through lengthy progress notes, the physician and/or other specialists would record their
observations about and diagnosis of the patient’s symptoms and complaints. While some of these data
are textual in nature, quantitative analysis, in many instances, can also be made by comparing certain
measurements taken of the patient to those from a relevant cohort of patients. Moreover, the physician
and/or specialists may send the patient for further laboratory tests and other diagnostic scans, which will
offer additional measures or markers. Subsequently, these data can be fitted with various biostatistical
and/or complex computational models, tabulated and/or presented graphically to check for familiar pat-
terns, and further digitized for convenient sharing among other clinical experts for the purpose of second
opinions or referral interpretations. Indeed, it is the accumulated knowledge, embedded in the different
biostatistical and mathematical models, that these expert medical consultants rely upon for accurate pattern
matching when performing further diagnostic, therapeutic, and prognostic decisions about the patient.
Thus, all the while, from admitting to discharging a patient, this cycle of data-information-knowledge
processing is repeated continuously to enhance the art and science of MI.

In practice, every clinician is also a health informatician. M1 starts with the collection of meaningful,
accurate, relevant, complete, and usable datasets. While health databases must be properly organized
and rendered accessible and available to health informaticians in a timely fashion, it is also critical to
consider and understand, prior to the data gathering process, the requirements that these databases pose.
Otherwise, managing and maintaining inappropriate or unnecessary data, especially in large medical
databases, may wastefully drain away valuable and critical organizational resources.

Users of medical and health-related data range from patients to care providers, government agencies,
health care planners, judicial agents, educators, researchers, and third-party payers. Different types of
users may also require different scopes, formats, and presentations of data. To achieve best practices in
M, a full comprehension of the central hypothesis underlying the MI philosophy is critical. However,
before discussing this core informatics ideology, we will first survey some of the key MI theories.
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For years, Ml researchers and academics from across the globe have attempted to etch an identity for
the Ml field. Yet, the evolution of its many definitions and perspectives, the explosive growth of the field
and the continuing diversification of its sub-fields made it a very difficult task to cumulate a tradition for
M1 theories, methods and practices. Nonetheless, it may still be argued that M1 conceptual foundations
are rooted in several generally cited theories: the general systems theory, decision analytic theory, vari-
ous human information processing, problem-solving and cognitive theories, as well as relevant social
and organizational theories such as the theory of innovation diffusion, theory on management change,
theory of interpersonal behavior and technology acceptance model. Due to space limitation, we will
only cover a few of the more popularly cited theories.

GST

General Systems Theory (GST), or “Cybernetics,” is a cornerstone of MI development. GST has played
a key role in many other contemporary sciences during the emerging information era (Bertalanffy, 1968).
The theory begins with the empirical observation that every “system,” regardless of its disciplinary
domain, shares some common characteristics in its underlying structure such as system synergy and
system triad, and exhibits some similar behavioral patterns such as statistical constancy, growth, decay
and/or other known (unknown) patterns.

All systems have objects and attributes. Objects constitute the components of a system, whereas at-
tributes are the properties associated with these objects; essentially, an attribute is an abstract descriptor
that characterizes and defines the component parts of the system. A person is an object and the attributes
may be the person’s demographics. A system combines all the objects and their attributes and defines
the relationships among these objects, thereby enabling the different parts to add up to some greater
whole than all of its individual parts. For example, the emergent property of a university system is more
than just its faculty, students, classes and degree programs because of the many interfaces it coordinates
among the objects related to the university, the community it serves, and the various donors and funding
agencies that support the university’s existence.

More generally, a system is a set of interrelated elements. An open system is one that interacts with
its environment whereas a closed system does not. The structure of a system may involve a hierarchy of
embedded subsystems, each having its own unified purpose that contributes jointly to the functioning of
the larger system. The functioning of these subsystems can also vary in complexity. The simplest process
involves a triad: an input, a process and an output. More complicated functioning may involve a series of
conversion processes, positive and negative feedback mechanisms, and the channels through which the
environment can exert its influence. Viewing the health service delivery industry from an open systems
perspective will therefore provide valuable insights into the functioning and structure of the contextual
system for M1 technologies and applications. As such, understanding the application of GST on health
services delivery systems can better define the role and function of the MI applications.

In designing an expert system for diagnosing problems of lower back pain (see Lin Lin et al. in Tan,
2005), for example, objects of the system may include the patients, the therapists attending to the patients,
and the expert diagnostic system itself. The attributes describing the object “patient” may include the
patient’s demographics, a brief description of the pain patterns experienced by the patient, the cause of
the injuries leading to the pain, the level of pain and an estimated length of time the pain has persisted.
Moreover, the treatment plan for the pain to be administered daily may vary depending if the patient
is highly motivated to get well, the potential for the patient to move and be tolerant of the pain, the
patient-therapist relationship, whether or not there is a job action among the therapists at the time of the
treatment administration, or if there has been a sudden snow-storm, making it difficult to transport the
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patient to the treatment facility. In general, it is expected that those therapists using the expert diagnostic
support system will have gained a better judgment over time to guide the patient treatment protocol to
reach some level of statistical stability or equilibrium than those not aided by the system, if the expert
system is to be considered functioning efficiently and effectively.

A major body of MI knowledge and research is therefore the application of GST in the context of
patient treatment planning and the development and use of computerized decision aids to obtain valu-
able insights into the behavior of complex, real-world systems. As computerized decision models are
attempts to imitate systems from a particular viewpoint, and clinicians (or groups of clinicians) who run
mostly through rational decision-making mechanisms are sub-systems in the larger context of M1 user-
computer systems, the close relationship between computerized models and clinicians cannot be overly
emphasized. Such computerized aids are primarily supported by the application of decision analytic
theory, which is discussed next.

Decision Analytic Theory

Decision analytic theory has also been widely applied in M1 to provide logical rationalization onrelatively
complex judgmental tasks, for example, the application of well-tested decision rules such as Bayesian
technique to ease computation and reduce uncertainties about clinical guidance on whether to proceed or
not proceed with a certain form of therapy or surgical intervention for a certain patient. Its appeal in Ml
is, therefore, its ability to provide the clinical decision makers with a model, such as a decision analytic
or computerized model, that would yield a more accurate and rational representation of the clinical case
reality. In the MI context, the application of decision analytic theory on clinical decision problems has
been largely defined by the use of programmable models to reduce complexities, and achieving a deci-
sion outcome that lessen its influence from that of mere human emotion and biases.

When incorporating programmable and semi-programmable models for Ml applications, ataxonomy of
modelsalongadecision complexity continuum, including, but not limited to, decision analysis techniques,
mathematical programming, computer simulation models, heuristic programming, and non-quantitative
(qualitative data) modeling should be considered. Incidentally, these models are not intended to replace
the decision makers, but to serve as aids to the clinicians in rationalizing their decision-making process
and justifying their final choices. For example, if a clinician is armed with a set of data that contains
information about the probability of the onset of multiple sclerosis (MS) for a particular patient, it may
be important for the clinician to consult with a decision aid to guide the prognosis before jumping into
conclusion based simply on short-sighted self-evaluation of the complex dataset. Hence, the term “deci-
sion support tools” is often used.

Decision analysis is popularly used to aid clinical decisions under uncertainty and risk. Two simple
examples are the use of decision tables and decision trees. The computation essentially generates the
expected outcome of each alternative among a given set of alternatives on the basis of available (unavail-
able) information about the environment and converts the information on uncertainty into risk estimates
by means of Bayesian technique, Markov chains or other more esoteric mathematical or probabilistic
models.

In situations where there can be many more alternatives and it is not possible to generate a manageable
set of alternatives, mathematical programming takes the approach that reality can be simplified and rep-
resented as a set of mathematical equations or relationships. These relationships represent the constraints
and limitations on the number of inputs as well as the relationships between inputs and the outcome
variables. The commonly employed linear programming technique used in providing optimal solutions
to many well-structured, mostly single goal (criteria) problems is a simple illustration of mathematical
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programming. Other more sophisticated mathematical programming techniques used to solve complex,
semi-structured, multi-criteria problems include non-linear programming, dynamic programming, 0-1
programming, and data envelopment analysis (DEA).

If the complexity of the problem situation increases to the extent that the relationships among the
variables cannot be conveniently simplified into a series of mathematical relationships, then computer
simulations, certainty factors and stochastic modeling may be used. In “survival analysis” where prognos-
tication is to be predicted by a clinician, for instance, methods such as life tables, Kaplan-Meier analysis,
and Cox regression may be used. In a computer simulation, either the real distribution of variables can
be used, or a probabilistic distribution may be applied to model the variable distribution to be simulated.
In this respect, using simulation to model reality can allow the relationships between variables to be kept
either very simple or closer to reality. Moreover, data that have been collected in the past may be used to
test and validate the simulation model. When the validity of the simulated model can be demonstrated,
further experiments can be constructed to compare various alternatives. These experiments have the
advantage that time can be compressed significantly, allowing several months or years to be modeled
quickly within a single simulation run that may last only a few minutes. In contrast to mathematical
programming, however, only good enough (“satisficing”) solutions rather than optimizing solutions can
be expected from the use of computer simulation models.

In highly complex situations where the problems are considered somewhat ill-structured and even
simulation cannot be applied, heuristics or rules-of-thumbs such as rule-based systems, frame-based
systems as well as neural networks (NNs) methodology are often employed by decision makers to aid
problem solving. These heuristics may be incorporated into a computer model of the situation; thus, the
term, heuristic programming. An example of heuristic programming is the use of expert methods such
as neural computing (networks). NNs are experimental computer designs that purport to build intelligent
algorithms. NNs operate in a manner modeled after our human brains, in particular our cognitive ability
to recognize patterns. Another class of heuristic models is that of genetic algorithms. Genetic algorithms
randomly generate initial solutions to specific procedures, which can then be further recombined and
mutated at random just as in an evolutionary process to produce offspring solutions that may yield better
offspring and parent solutions or new algorithms. For example, a set of generic operators can be used to
generate specific procedures for developing routing and scheduling heuristics for solving an ambulance
dispatching problem. These generic operators can then be stored for generating new algorithms. In this
way, new customers can be added, routes can be merged, and the sequence of customers can be modified
using different sets of generic operators. A form of visual interactive modeling can then be used to allow
the user to see the results and intervene to change the procedure if the results are not as experienced. Other
examples of heuristic programming include the use of fuzzy logic, case-based reasoning and rough-set
methods since these techniques often incorporate experts’ heuristics in generating problem solutions.

At the farthest end of the decision complexity spectrum lie the non-quantitative (qualitative analysis)
models. The field of non-quantitative analysis is very young and there is a need for considerable research
to examine the applications of different approaches and use of computerized models for such analysis.
The rationale for clinicians to employ MI thinking such as using an ES, Al or even human-controlled
robots instead of relying on knowledge and/or experience gained through the traditional case-by-case
bedside training is to achieve a high level, combined human-automated intelligent symbiosis in the art
of using and interpreting medical evidence.
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Social & Organizational Theories

Aswithany emergent discipline, the need for innovation, continuing growth and development encourages
M1 researchers and practitioners to draw selectively from theories proposed and tested in many related
but previously established disciplines. Specific to MI diffusion strategies, the social and organizational
theories have provided insightful guidance for Ml research and practice.

In the context of the innovation diffusion theory, for example, the rate and patterns of MI growth
as a discipline, in and of itself, are expected to follow the well-known S curve of innovation diffusion
(Rogers, 1983). The innovation diffusion growth pattern typifies the stages of adoption of knowledge
and practice in a new field. For instance, the researchers who adopt a new form of analytic method on
the basis of their own recognition and awareness of the desirability of this method as applied to similar
problems identified in another more establish field will adopt it before others in the MI research and
practice community. The first adopters of the new model are known as the innovators. Others who follow
will then become early adopters. They will not have access to all of the information that the innovators
have about the new model so that they often tend to regard the innovators as experts and will readily
adopt the practices advocated by these experts. An additional link to this chain is classified as the early
majority, who are then followed by late adopters.

Figure 1 shows the diffusion pattern of MI knowledge and practice over the last few decades. As
shown, we are entering an era between the so-called early majority and the late adopters for the diffusion
of MI knowledge and practice. This implies that the continuing growth and diffusion of M1 knowledge
and practice in the coming years is expected to still be relatively high as more and more scholars from
various clinical sub-specialties enter the MI discipline. In other words, it appears timely for us to begin
consolidating our past knowledge and experience in the MI field and to identify key gaps for future MI
research and practice. The release of this particular work is a testament to the rapid growth and expan-
sion of MI field in recent years.

Figure 1. The diffusion of medical informatics (MI) knowledge and practice (© 2008 J. Tan. Used with
permission.)
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As well, the diffusion theory further implies that successful MI implementation can be achieved
through critical support provided by a champion who could act as the innovator or expert, followed by
grass-root user groups such as nurses and physician residents (who are willing to become early adopt-
ers) to break down the resistance that may be inherent to medical technological innovation and the
additional need for attitudinal and behavioral change towards such an innovation. As a critical mass of
user support gathers strength, success is eventually achieved due to the proliferation of early majority
and late adopters.

More specifically, there have been recurring themes and increasing interests among both the academic
and practitioner communities on the potential impact of effective technology management strategies
among healthcare organizations and modeling the technology acceptance process. In their contribu-
tion on Health Care Technology Management (HCTM), Eisler, Tan and Sheps (in Tan, 2008) took the
perspective of technology as the extension of human and organizational ability. Based on the results of
their study, they found that the major critical dimensions for successful HCTM include the following:
(a) Strategic Management factors; (b) Management of Change and Innovation factors; and (c) Organi-
zational Management factors. Among these factors, the functions of a chief technology officer (CTO)
were found to be have the largest differences in reported perception based on implementation ratings
and gap scores between high performing and low performing teaching hospitals. This result strongly
confirmed the message from the literature about the necessity of executive attention and leadership for
HCTM. Besides leadership, coordination, and facilitation, the responsibilities of the CTO include such
activities as gatekeeping, advocacy, funding, sponsorship, policy and procedure development, promo-
tion, capacity building, and overseeing the technology management system.

Another set of organizational factors that were shown to be critical for successful HCTM include
identifying customer needs and priorities; the organizations having effective strategies to respond flex-
ibly and readily to technological change; and the routine evaluation and benchmarking of organization’s
performance as a function of technology management activities. In summary, organizational theories
indicate that there are key differences in HCTM sophistication among healthcare institutions. Major
differences occur in areas of strategic technology management, followed by change management, and
to a lesser extent, organizational management.

At this point, we would like to steer the readers to a key conceptualization on Ml that brought about
the informatics revolution in medicine. We called this, the Ml “central hypothesis.”

The Central Hypothesis

The informatics revolution in medicine during the 1960s and the 70s brought about a surging interest
in MlI, especially among biostatisticians, public health advocates and epidemiologists, occupational
health and environmental scientists, radiologists, general physicians, dentists, pharmacists, nurses and
other health professionals. Essentially, many of these clinicians were questioning the use of medical
information/knowledge derived merely from the traditional bedside training paradigm. This eventually
led to a movement in support of more intelligent applications of effective computerized decision aids
that incorporated complex statistical techniques and probabilistic models for improved medical informa-
tion analysis. In the 1980s, evidence-based medicine emerged to further guide medical decisions and
substantially changed the traditional approach to medical reasoning.

Moreover, one should familiarize oneself with a number of commonly used terms in generating
diagnostic, therapeutic and prognostic decisions in MI. For instance, public health informaticians
describe the impact of diseases on a specific population using terms such as incidence and prevalence
rates. “Incidence rates” refers to new occurrences in terms of the number of people newly infected with



the disease, usually over a year whereas “prevalence rates” refers to the proportion of people having
already been infected with the disease at a particular point in time relative to the size of the population
who have already been exposed to the disease.

When testing a particular patient for a specific disease, the sensitivity-specificity dimension of the
test is another pair of closely related terms used in MI. A test is said to be as sensitive as it is able to
identify those people who truly have the disease (true positive rate) among those who have tested posi-
tively while a test is said to be as specific as it is able to rule out those people who truly do not have the
disease (true negative rate) among those who have tested negatively.

Related key concepts used in determining the health status of a patient in diagnosing for the pres-
ence of a disease is the positive vs. negative predictive values as derived from the sensitivity-specific-
ity dimension of the test. On the one hand, positive predictive value uses the underlying concepts of
incidence-prevalence rates and sensitivity of the test to help a clinician predicts with some assurance
the likelihood of the patient having been infected by a disease. On the other hand, negative predictive
value uses the same concepts of incidence-prevalence rates and specificity of the test to help a clini-
cian estimates more confidently the increased likelihood of the patient not having been infected by the
disease being tested.

When determining the health status of a person with respect to a certain disease, clinicians must
therefore recognize that each medical diagnosis is, after all, only an estimation process. What is important
is to determine if more tests are truly needed to increase the likelihood estimates and if particular treat-
ments are to be planned and evaluated. In most instances, the patient is subjected to a range of medical
tests with the intent that the clinician will arrive at an increasingly comfortable measure of likelihood
that the patient will indeed have (or not have) the disease. This, in turn, ensures that the appropriate
planning is adopted based on the best treatment protocols available and that the patient will actually
benefit from the treatment regiment, considering the fact that the patient indeed do have the disease. In
medicine, both false negatives and false positives are costly, not only to the clinicians but even more so
to the patients. This is where MI plays a key role and can have a significant impact.

The central hypothesis of the MI philosophy, thus, is that the entire cycle of medical information
gathering, storage, analysis, comparison and estimation from one medical test to another can be better
managed through the intelligent application of an “informatics” ideology. If this goal is achieved on an
ongoing basis, both the clinician and the patient can ultimately contribute to a higher quality of life and
an improved wellness to the society. A deep appreciation of this central hypothesis is critical for those
yearning to be next generation medical/health informaticians.

MI DEVELOPMENT & DESIGN METHODOLOGIES

As we have noted previously, a high failure rate of MI deployment has been attributed largely to the
lack of attention on the applications of social and organizational theories, in particular, as these theories
relate to MI development and design context. It has been estimated that medical systems have an almost
fifty percent higher chance of failure than most other information systems deployment due to the specific
nature of resistance faced in health care — for example, both physicians and nurses have their own profes-
sional cultures and belief systems that may not be aligned with those of managers, systems analysts and
informaticians. Hence, new methods for system design and evaluation in this area are badly needed.
Essentially, MI development and design methodologies should bring together the different pieces of
the M1 puzzle — data, people, hardware and software, network and other resources — towards achieving a
vision of an effectively deployed MI systems. Indeed, the challenges of working with physicians who not



only have their own professional culture, but may also be considered as much customers as employees
of the health care institution in which they practiced is a critical issue for Ml technology diffusion. To
realize the vision of an accepted M1 system throughout the health care institution, the informatics analyst
must therefore be able to create a shared vision among key stakeholders with unwavering support from
top management. Acceptance of the MI system from key users through active participation in the Ml
design and development process will be paramount, especially for physician and nurse users.

Once the specification of the system has been fully vetted by the relevant stakeholders, the next
step will then be executing a set of related but critical activities including systems analysis, design and
evaluation. Systems analysis relates to activities involving the review of current information architecture
and the organization needs from the users’ perspectives. In contrast, systems design relates to activities
involving the specification of new information architecture and systems requirements. Finally, systems
evaluation relates to activities involving the continuing testing and endorsing the designed MI system
— that the designed MI system is exactly what is needed and will be used once implemented.

The early period of MI development and design has been characterized by the absence of any formal-
ized system development methods. Typically, it was the programmer who bore the major responsibility.
Over the years, as user needs became more complex, the need for a formal development process became
evident; subsequently, various design methodologies were championed to help minimize the problems of
uncoordinated MI development. Each methodology has been based on a philosophical view, which can
range from an exclusive focus on the technical aspects to a focus on the user side. Most prominent among
the MI development methodologies include the traditional systems development life cycle (SDLC) ap-
proach, the structured techniques, prototyping and more contemporary models as shown in Figure 2.

Figure 2. The evolution of medical informatics (MI) design & development methodologies (© 2008 J.
Tan. Used with permission)
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The SDLC approach involves following a rigid set of procedures beginning with feasibility study.
This is followed by systems investigation, analysis, design, and evaluation. The final step entails systems
maintenance and review and the entire life cycle is then repeated. While this approach was a significant
improvement over the informal leaving-it-to-the-programmer attitude, it nevertheless failed to marshal
strong support and acceptance of MI systems among key stakeholders often because of the lack of active
user involvement throughout the analysis, design and evaluation phases of the process.

Structured techniques provided an entirely new perspective to systems development with a greater
concentration on systems analysis (SA) and systems design (SD) phases — phases where input from
end-users are most critical to the eventual success of the implemented system. Use of diagramming
techniques, for example, data flow diagrams to depict the data flows between one process and another
helps to bring in the views of the users. Other methodology, for example, Structured Systems Analysis
and Design Methodology, extends the soft system methodology (SSM) and emphasizes the analysis and
design stages of the SDLC model to better capture the views of the end-users.

Nonetheless, both SDLC-based and structured techniques required that users are able to specify in
advance the information requirements in the MI system. However, users are often unable to verbalize
what they want, and even if they do, their wants may not exactly reflect their real needs. This is evi-
denced by the many revisions most newly developed MI systems must undergo before these are finally
accepted. One philosophical approach that addresses this problem creatively is rapid vs. evolutionary
prototyping.

In evolutionary prototyping, the proven “SDLC” and structured methodologies are essentially in-
corporated into prototyping merely to fine-tune the MI development process, to engage greater user
participation, and to enhance user acceptance of the final product. In rapid (revolutionary) prototyping,
the designer often uses a creative trial-and-error process to generate an initial prototype quickly. In this
instance, fourth generation languages are often applied to produce these rapid initial prototypes. The
users as well as programmers are then encouraged to test out, validate and fine-tune these prototypes.
Such iterations are then repeated until a final acceptable MI product is achieved.

Today, the evolution of MI desigh methodologies has moved from the rigid procedural SDLC-based
and structured approaches to rapid prototyping to more contemporary models. Prime examples include
Computer-Aided Systems (Software) Engineering (CASE) tools, Object-Oriented Analysis and Design
(OOAD) and Open Source Software (OSS). CASE tools automate different parts of software or systems
development and can assist with any or all aspects of the SA and SD processes. OOAD focuses on the
objects that are acted upon in the development process. The methodology is based on the premise that
software should be developed out of standard, reusable components wherever possible. Finally, OSS
supports the ideology of making certain licensing of the source code for particular working prototypes
freely accessible and generally available for other intending users’ adoption and modification within
the programming community.

As the number of OSS products in the MI field such as VistA system (a computerized patient records
system developed in MUMPS by the US Department of Veteran’s Affairs), OpenEMed (another patient
record system), and OSCAR (a family practice office management and medical record system) becomes
popularized over time, the OSS model of software development have continued to spread in the Ml
community. Indeed, recent studies (e.g, Erickson et al. 2005; DeLano, 2005; Scarsbrook, 2007) have
shown that the OSS development model can be beneficial in reducing software development costs ef-
fectively and allowing for very rapid scientific advancement due to the open sharing of information and
software as a way to overcome certain barriers of standardization. A case where OSS adoption is largely
responsible for a number of low-cost products implemented successfully throughout the hospital is the
Beaumont Hospital in Ireland (Fitzgerald & Kenny, 2004). OSS adoption has also been noted to reduce
the need for frequent vendor turnover, lower development costs, and lessen the impact due to the lack
of standards affecting electronic patient records in the primary care area (Kantor et al. 2003).
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Altogether, the application of social and organizational theories and the adoption of a practical ap-
proach to MI design and development that integrates the different user characteristics, technological
and organizational components within the larger context of technology change management, evolving
user demands and new organizational arrangements will ensure the successful implementation of future
increasingly complex MI systems.

MI TOOLS & APPLICATIONS

In this section, our focus on MI tools and applications will encompass the emergence of the evidence-
based medicine (EBM) movement in the 1980s, which has significantly changed the way in which medi-
cal information is now used in routine healthcare decisions as discussed in Tan (2005), a taxonomy of
the decision-aiding strategies or techniques as advocated by Zachary (1986), and the expert knowledge
elicitation methods as discussed in Tan with Sheps (1998). Throughout these discussions, the concepts of
the electronic medical records (EMR) and the electronic health records (EHR) will be used to illustrate
the applicability of these tools.

Evidence-Based Medicine

Evidence-based medicine practice requires the clinician to articulate a clear statement of a patient’s
medical problem, to screen actively through the extent literature relating to the patient’s problem, to
evaluate the evidence critically, and from the resulting knowledge, to make the best treatment decisions
with regard to the patient’s problem.

Markovitz in Tan (2005) described EBM as a five-step process: (1) identify the “clinical question”
relevant to the patient by means of asking the following question: “In a given patient population, does a
particular intervention, compared to controls or standard therapy, result in an improved outcome?”; (2)
use bibliographic databases such as MEDLINE which can be accessed through convenient interfaces
like OVID (http://www.ovid.com) and other EBM resources on the Internet to search for problem-related
evidence; (3) critically appraise the findings, validity, and applicability of the evidence; (4) incorporate
the appraised evidence into the values, preferences and beliefs uphold by the patient; and (5) self-evalu-
ate the process on a continuing basis to further enhance its efficiency and effectiveness. With a wave of
advances in biostatistical and clinical research methods, EBM can be achieved typically from sourcing
multiple information such as relevant clinical practice guidelines, clinical trials, systematic reviews, and
meta-analysis of past studies found in high quality, peer-reviewed journals that focus on the patient’s
problem.

To illustrate, a trained clinician who is asked to check on the EHR or EMR of a patient (with all the
annotated progress notes) should also be expected to be familiar with the terminologies of clinical epi-
demiology, biostatistics, clinical trial methodology and clinical research designs in order to confidently
perform a critical appraisal and rating of the published literature as pertaining to the health status of the
examined patient. In many instances, in order to develop acceptable and trusted treatment guidelines
for best practices in M1 for the patient, the trained physician may consult with a committee of scientists
and expert clinicians who may have collectively rated the strength of recommendations for a particular
treatment based on the evidence for efficacy or for adverse outcome supporting a recommendation vis-
a-vis the quality of evidence supporting the recommendation. The National Guideline Clearinghouse
(NGC: http://www.guideline.gov/), sponsored by the US Agency for Healthcare Research and Quality,
offers a trusted/authoritative source for such guidelines. In addition, the trained physician may also



consult with an increasing number of full-text or summary form guidelines drawn from various profes-
sional societies and/or organizations that have used a documented EBM approach have been included
and made available through this unique site.

In the realms of medical research, the following is a sampling of key terms that should be clearly
understood as these form the building blocks of many research designs and are the basis for a proper
evaluation of the MI research literature: informed consent, the internal review board (IRB), debriefing,
bench vs. clinical research, prospective vs. retrospective research, control group vs. treatment group,
focus groups, blinding vs. double-blinding, randomized control trials, cohort or longitudinal studies vs.
case-control studies, attrition, sampling frame, sampling size, power, effect size, statistical vs. clinical
significance, qualitative vs. quantitative research, and many other terms (e.g., relative risk, relative
risk reduction vs. absolute risk reduction), all of which can be easily found in a standard text on health
informatics (see Jordan, 2002) or research methodology (see Kerlinger, 1973;1986). Table 2 provides a
glossary of key terms in Ml research.

A more detailed explanation of these terms is outside the scope of this review. At this point, we turn
to the Zachary (1986) taxonomy of cognitively based decision-aiding strategies.

A Taxonomy of Decision-Aiding Techniques

Several decision-aiding tools and techniques in MI and other healthcare informatics domains have be-
come popular among M1 analysts and researchers. A taxonomy of these ranges from information control
techniques to process models and/or choice models to representational aids to analysis and reasoning
methods to judgment refinement and amplification. Outside of the scope of this discussion would be
more complex MI tools and new methodologies such as rough-set analysis, neural networks, and fuzzy-
set theory, all of which have been presented in great detail in Tan with Sheps (1998).

Information control techniques involve the storage, retrieval, and organization of data, information and
knowledge. Common examples include clinical databases such as an EMR or an EHR or even a compre-
hensive pharmaceutical database that will permit a physician to look up on comparable prescriptions for
use in treating a diagnosed illness. A model-based management system which incorporates the applica-
tion of a data envelopment analysis (DEA) methodology, for example, to profile the relative efficiency
and effectiveness of best practices among a group of selected physicians awaiting the renewal of certain
hospital privileges or a knowledge base management system such as an expert system programmed to
provide online medical consultation to a physician resident on a specific clinical intervention procedures
when faced with a complex MI decision may well be added as enhancement to the basic functioning
EMR, EHR or other health database management system.

Process and choice models are computational models that may be applied respectively to help pre-
dict the behavior of real-world processes such as through the use of “what-if” capabilities or to solve
multi-criteria problems with such techniques as those involving the integration of individual criteria
across different aspects and/or alternative choices, for example, the application of multiattribute and
multialternative utility models. In other words, these models could be programmed as simply as a single
Excel function with “what-if” analysis or could be enriched with a series of increasingly complex com-
putational models. Use of these models can be enriching for physicians who need to make complex
decisions beyond just abstracting information from an EMR or EHR.

Representational aids refer to expressions of manipulation of specific representations of decision
problems. For example, a visual representational aid could be graphics-based where the clinician reading
a set of EMR and EHR progress notes is supplemented with supporting evidence from digital radiologi-
cal images and reports to help interpret the captured information on the patient wellness recovery. At the
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Table 2. Glossary of Key Terms for M1 Research Literature (©J. Tan, 2008. Used with permission)

Term

Definition

Attrition

The number of participating subjects dropping out of a study

Bench Research

Laboratory research performed on chemical or biological elements such as cells, genes, and other
cultures rather than living human subjects

Blinding

Participants are ignorant of their group treatment assignments during a study

Case-control Studies

The use of naturally occurring vs. control groups to classify study participants

Clinical Research

Research conducted with living human participants

Clinical Significance

The applicability and importance of a study’s findings in real-world situations

Cohort Studies

Group (cohort) assignments are not randomized but based on known exposure

Control Group

A group that does not receive the test stimulus but is observed for comparison

Debriefing

A process to correct subjects’ wrong/unethical perceptions at end of a study

Double Blinding

Both participants and investigators are ignorant of study group assignments

Effect Size

The degree for which a study variable impacts on the study outcome(s)

Focus Groups

Recruited subjects to draw opinions/observations on various research artifacts

Informed consent

Let subjects know of the study’s purpose, risks and credentials of researchers

Internal Review Board (IRB)

An institutional ethics committee to evaluate the potential benefits vis-a-vis the risks of a proposed
research

Power Analysis

Method to guide study design/sampling so as to achieve a desired effect size

Prospective Research

A study where subjects’ data are followed through “looking forward” in time

Qualitative Research

Research methodology that reflects an objective and positivist legacy

Quantitative Research

Research methodology that reflects a subjective, interpretative approach

Randomized Control Trials
(RCT)

Relatively short (prospective) clinical experiments that use randomization as a means of group as-
signments and controls, requiring lengthy IRB approvals

Retrospective Research

A study where data on subjects are examined by “looking backward” in time

Sampling Frame

The population or list of objects (sampling units such as persons) in a sample

Sampling Size

The number of subjects needed in a study to attain valid scientific evidence

Statistical Significance

Level to which study sample results mimics results expected in a population

Treatment Group

Participants assigned into a group who will be given the intervention studied
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community level, a geographical information system (GIS) to depict specific population health hazard
distribution or an epidemic among neighboring communities of a county would be a spatial representa-
tion of the captured environmental and population health data. Other representational tools could include
matrix data and model representational methods.

Analysis and reasoning methods are means of performing problem-specific reasoning on the basis of
a representation of a decision problem. For instance, in abstracting information from an EMR or EHR
on a patient diagnosed with multiple sclerosis, the clinician may use the symbolic reasoning embedded
in an expert system to aid him or her to make a prognosis for this patient. Another example would be the
application of mathematical programming techniques for clustering various cases from different cohorts
of patients exhibiting similar symptoms and requiring comparable treatments.

Finally, judgment refinement and amplification techniques are formalization and quantification of
heuristic judgment processes, for example, bootstrapping and Bayesian theorem application. As discussed
throughout Tan with Sheps (1988), medical informaticians have typically employed these analytic tools
and techniques as well as automated intelligence applications to enhance decisions rather than simply
make a judgment based on EMR or EHR data. Furthermore, these applications can be useful for various
clinical areas such as cancer, emergency medicine, utilization review, population health monitoring, and
nursing. This brings us to knowledge elicitation methods, a key Ml tool and application in building and
designing expert systems.

Knowledge Elicitation Methods

Expertise in MI and other healthcare informatics domains (e.g., health information management, nurs-
ing informatics, and pharmacy informatics) can generally be grouped along a continuum ranging from
laypersons to experts. On the one hand, a layperson may be considered simply as someone who has only
common sense or everyday knowledge of the domain. An expert, on the other hand, is someone who has
gained specialized knowledge of the domain after many years of training. In between these extremes
are beginners (novices), intermediates, and sub-experts. Beginners/novices are those with pre-requisite
knowledge assumed by the domain; intermediates are, by default, those whose domain knowledge are
just above the beginner level but just below that of the sub-expert level while sub-experts are those with
generic but not substantive, in-depth knowledge of the domain. In this section, we discuss approaches
to the knowledge extraction problem encountered in designing and developing ES, intelligent DSS and
other equally intelligent forms of integrated and emerging MI technologies and applications.

A wide range of techniques has evolved from studies in diverse fields and disciplines (e.g., medical
cognition, cognitive psychology, artificial intelligence, organizational science, computer science and
linguistic) in terms of eliciting knowledge from humans for the purpose of incorporating such expertise
into specialized computer software. Among the more established techniques discussed in the literature are
interviews, computer-based interactive techniques, methods involving rating and sorting tasks, protocol
analysis, and cognitive task analysis (CTA). Owing to limited space, we will only highlight briefly each
of these techniques and their implications for MI development and applications.

Apparently, interviews are direct means of acquiring knowledge from experts; they can be structured
or unstructured. In structured interviews, the expert or non-expert may be probed, based on a structured
protocol, to describe in sequence how specific cases are normally dealt with when they are performing
a certain task, particularly under uncertain or complex situations. In unstructured interviews, the same
expert (non-expert) may be asked similar type and related questions in no particular order, depending
on answers previously provided. It is also possible for the interviewer to probe for further clarification
or to lead the study subject to talk on particular aspects of the problems if the interviewer feels that
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previous answers provided are inadequate. The disadvantage of using interviews is that it is difficult to
expect anyone to be able to articulate precisely the hidden knowledge that is to be extracted because
most people will tell us what they think they would be expected to do in performing a certain task then
to state what they actually do.

Reading the data abstracted from an EMR or EHR, an expert will anchor on certain important infor-
mation that a novice may well miss out. Novices also tend to have difficulty differentiating what may
be considered the most important pieces of information recorded and this is where eliciting knowledge
from a novice vs. an expert in real-world case management helps to generate a high quality consultative
expert system such as MYCIN.

Computer-based interactive approaches to knowledge extraction involve having the study subjects
use interactive tools or computer programs known as knowledge-based editors to assist them in directly
generating computer-assisted knowledge acquisition. OPAL is an example of a graphical knowledge
acquisition system for a cancer therapy management program whereas INTERMED is a collaborative
project which uses experimental tools for extracting knowledge of medical practice guidelines based on
experts’interpretations of written guidelines. Another application of computer-based interactive approach
is the use of software designed to analyze case data, thereby automatically inducing the inference rules.
In this case, the interactive approach used is essentially an indirect means of knowledge acquisition, that
is, a method for which inferences are made about the nature of the expert knowledge from computer
analysis of case data. These case data may be abstracted from an EMR or EHR.

Psychological research in judgment and personality studies has contributed to the elicitation of
knowledge via use of rating and sorting tasks. Here, the attempt is to create a classification scheme,
thereby identifying the domain elements along certain meaningful taxonomies. For instance, experts
can be asked to sort concepts printed on cards into meaningful clusters. Similarly, these experts may
be asked to rate concepts along a certain continuum or among different categories. As an illustration,
experts may be asked to rate different whiplash cases involving rear-ended motor vehicle accidents into
“mild”, “intermediate” and “severe” categories based on varying reports and injuries. In this way, the
hidden knowledge based on the experts’ general opinions as well as interpretations of these cases can
be elicited. A standardization of these terms to describe the different clusters for which the cases may
be discriminated can then be captured into the EMR or EHR for the respective patient.

Protocol analysis or thinking aloud may be considered a critical direct approach for knowledge elicita-
tion. This technique has received considerable attention in cognitive psychology. The question has been
whether experts are better able to articulate the knowledge they possess in thinking aloud when asked to
solve a problem than less-than-experts and what are the notable differences between the thinking strate-
gies of experts versus less-than-experts with regards to solving the same problem in specialized domains.
One application of this method in the field of medical cognition is to record down the interactions of
experienced physicians (or residents) with patients in terms of diagnosing the patients’ problem. The
analysis of these differing interactions would provide researchers with insights into the different thinking
strategies of residents versus expert physicians when faced with similar diagnostic problem cases. The
intent is to use the extracted knowledge for programming intelligent computer software that can serve
as useful decision support tools for training residents in real-world settings. Just as interviews, a major
problem with protocol analysis is the ability of the experts (or non-experts) to accurately verbalize what
may be hidden in their respective thinking/reasoning processes. In many cases, protocol analysis need
not be taken under real-life physician-patient interactions, these could also be generated from expert or
less-than-expert abstraction of EMR or EHR data on particular patients.

Finally, CTA extends most, if not all, of the above traditional task analysis approaches to include
ways of capturing higher-level cognitive processes in task performance as well as physical behaviors
(see Kushniruk and Patel in Tan with Sheps, 1998). CTA refers to a set of methodologies, including the
use of structured interviews, video analysis of work situations, and protocol analysis or other approaches,
that can be applied separately or jointly to capture the knowledge, skills, and processing strategies of
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experts versus less-than-experts when given complex tasks to solve. CTAgenerally involves six steps: (1)
identify decision problems to be studied in the analysis; (2) generate decision tasks or cases; (3) obtain
arecord of expert problem solving for the task(s); (4) obtain a record of the problem solving of novices
and intermediates for the same task(s) that was (were) presented to the experts in step 3; (5) analyze
the performance of experts versus less-than-experts; and (6) recommend the systems requirements,
design specifications, and knowledge base contents for the MI development. After repeated and careful
investigations as well as rigorous analyses of the data derived from the application of these several steps
can we only expect to gain proper and valuable insights towards achieving the right mix of informa-
tion-knowledge elements by the less-than-experts needed to support their decision making and complex
problem solving. In fact, even experts will find an intelligent ES developed from CTA approach useful
as the system can serve as a sounding board to situations involving critical life-death decisions. Again,
these complex problem situations can be abstracted as typical EMR or EHR cases.

Our review of MI tools and applications has focused on how experts vs. less-than-experts can be
aided in making complex medical decision. With patient data captured in EMR and EHR, it is possible
to generate powerful tools by capturing and creating expert systems to aid these decisions in complex
situations. This, in turn, leads us to the need for recognizing major themes, utilization and applications
of the rapidly expanding MI field, which we will now explore.

MI MAJOR THEMES, UTILIZATION & APPLICATIONS

The increasing complexities of the MI “identity” as a result of its explosive growth in inter-disciplinary
and multi-disciplinary directions call for an analysis of its major themes, utilization and applications.
Over the years, a number of sub-fields, major themes, utilization and applications within the broader
MI movement have emerged.

With the limitation on space for this overview, we will briefly cover three key themes encompassing
various current utilization and applications that cut popularly across many of the MI sub-fields:

1.  Healthcare Information Management (HIM)
2. Health Decision Support Systems (HDSS)
3. Telemedicine

Healthcare Information Management (HIM)

Encompassing a major branch of applied healthcare informatics, HIM professionals are trained to safe-
guard the accessibility, timeliness, integrity and security of high quality patient records for use by various
health professionals. As such, these professionals are expected to be competent in many aspects of ap-
plied healthcare informatics, including best practices in health data recording, clinical coding standards
and methodologies, Health Insurance Portability and Accountability Act (HIPAA) rules, health laws and
regulations pertaining to the preservation of high quality healthcare datasets, healthcare data computing
and analytic methods, critical issues on health information systems design and development, and the
need to maintain an organizational view of HIM in an evolving and modernized healthcare environ-
ment. The American Health Information Management Association (AHIMA) and Health Information
Management and Systems Society (HMISS) are the key professional organizations offering certification
to HIM professionals and most textbooks written for these certification examinations rely heavily on the
2005 JCAHO (Joint Commission on Accreditation of Healthcare Organizations) model for managing
information, as shown in Figure 3.
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Parallel to the HIS curriculum advocated in Tan (1995; 2001), the JCAHO model depicts a data-
information-knowledge processing strategy with collected patient-specific data being aggregated to
produce useful and comparable information to accumulate knowledge for supporting the HIM profes-
sional activities.

One cornerstone HIM technology that is now being seriously touted to improve patient care delivery
is Electronic Health Records (EHRs). Like most HIM applications, EHRs contain both hardware and
software components interacting with the human component as a catalyst to bring about customized,
efficient and effective sought-after solutions to problem tasks (i.e., generate information-knowledge
for patient care decisions) in the different areas of health services delivery. In the US, initial efforts to
standardize health information infrastructure were made by ONCHIT, the Office of the National Co-
ordinator for Health Information Technology formed under the US Department of Health and Human
Services (HHS) in 2004. Headed by Dr. David Brailer, ONCHIT’s mission was to achieve a US-wide
adoption and diffusion of interoperable EHRs by 2014. When Dr. Brailer subsequently resigned, the HHS
separately funded a nonprofit, private group, the Certification Commission for Healthcare Information
Technology (CCHIT), to complete the work on setting standards for EHRs and supporting networks.
Vendors meeting these standards were to be certified by CCHIT. By 2006, for example, CCHIT had
certified a list of 22 ambulatory EHR products.

Beyond HIM, strong interests in MI among health researchers, educators and practitioners during
the late 1980s and early 1990s quickly diversified into areas of expert method applications, clinical
decision support systems, nursing decision support systems and other forms of health decision support
systems.

Health Decision Support Systems (HDSS)

Researchers have always wanted to add intelligence to computer systems, and its extension to medi-
cal IS/IT quickly became noted as a most valuable and noteworthy MI application domain. Intelligent
medical 1S, it is thought, should be able to mimic the thinking processes of expert clinicians. How such
thinking processes may be engineered and expert knowledge programmed into automated systems are
issues related to ES development process, an issue we have discussed earlier in the review.

Cognitive scientists believe that the human brain may often be conceived asa “living super-computer.”
Experiments conducted on the human stimuli-response system inform us of the familiar stories of how
human perception, pattern recognition, biases and judgments are formed when exposed to various forms
of external stimuli (information) in structured vs. less-than-structured task situations. Findings from
many of these studies have stimulated the design of various forms of DSS. Tan (1998) differentiated
among data-based DSS, model-based DSS, knowledge-based DSS and graphics-based DSS. The appli-
cation of a database management approach in which access to various organizational data sources can
be achieved via a single, multidimensional data depository is basic to all forms of DSS. A model-based
DSS, then, provides the decision maker with the added capability of drawing from a variety of models
to fit the problem task situation via the use of a model-base management component. In contrast, the
knowledge-based DSS, or more simply, an ES, makes use of embedded rule-based algorithms, frames,
neural networks and fuzzy logic to augment human decisions. Finally, the graphics-based DSS, such as
a geographical information system (GIS), capitalizes on the power of human visualization through the
use of a flexible, graphics-driven interface component. A GIS application in healthcare services may be
the digital mapping of a certain epidemic such as the HIV infection among a subpopulation group across
various Sub-Sahara African countries to study the spread of the prevailing ailment. This knowledge
can then be used to target regional interventions effectively for specific population groups rather than
focusing treatments on isolated individuals.
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A group HDSS combines analytic modeling, network communications, and decision technology to
support group thinking, problem formulation, and goal seeking solutions. It aims essentially at easing
the group decision-making processes, and among other things, its use will not only reduce the cognitive
burden, but also the mental effort associated with groups of decision makers. A major benefit of group
HDSS is its potential for increasing efficiency, effectiveness and productivity of group interactions
through the application of asynchronous board meetings, online forums or special group chat facili-
ties. Put together, in conceptualizing and designing any health group/organizational DSS, an important
strategy is to achieve a good mix and match of the many different forms of DSS that will best support
the combined decision needs of the group or organization.

At this point, we turn to another major theme of MI, telemedicine.

Telemedicine

Telemedicine, telematics or telehealth, according to the American Telemedicine Association (ATA), has
a history of moving from the linking of two geographically separate points to achieve a medical service
with the potential to administer invasive telesurgical procedures at a distance (first wave), to the use of
digital networks to perform virtual consultations, including diagnoses of disease and disorders (second
wave), to the empowerment of patients with medical expertise to achieve a higher level of wellness (third
wave). In other words, telehealth has continued its mission to expand the boundaries and capabilities of
medical services delivery to the underserved populations regardless of their geographical locations as it
has the advantage of quickly transferring the medical expertise and capability concentrated in an area to
another with low accessibility. The focus of telemedicine has been on medical services, not the changing
technologies although changing technologies have accelerated the telehealth movement.

As the cost of such expertise transfer continue to reduce substantially with advancing low-cost
telecommunications technology and increased competition, the demands for all forms of telemedical
services are growing rapidly and efforts have been underway to seek Federal and third party approval
for reimbursing telemedical services. Teleradiology and telephathology are among the first successful
applications of telemedicine services as far as gaining third party approval for payment reimbursements.
In teleradiology, x-rays or scanned images of patients are digitized and stored electronically for sharing
among multiple health providers at geographically distant sites without the need for physician-patient
or physician-physician interactions. Like teleradiology, no patient interaction is also needed in telepha-
thology as the phathologists are able to provide diagnosis and consultation remotely via exchange of
digitized microscopic or routine surgical images. So far, studies have documented the relative accuracy
of telephathological diagnosis, which has spurred its approval for Medicare and Medicaid reimburse-
ments, besides teleradiological services. We expect that with greater interactions among subspecialty
consultants and the referring pathologist, telepathology readings would continue to improve.

Teledermatology, teleneurology and telepsychiatry are other examples of telemedicine applications
where teleconsultation plays a key and active role. Beyond teleconsultations, more dynamic interac-
tions may also be achieved in telemedicine, for example, telecare as in telehomecare and telenursing
healthcare, telelearning as in videoconferencing and online medical education, and telesurgery. Telesur-
gery is apparently much more interactive in nature. Telegastroscopy, for instance, involves both remote
consultations and surgical procedures. Indeed, the rapid development of robotics, sensor networks and
sensor-based remote-activated and monitoring devices to support telesurgical and virtual reality (VR)
interventions all promise a brighter future for telemedicine.

Next, we shift focus to social and organizational implications on M1 diffusion.
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MI ORGANIZATIONAL & SOCIAL IMPLICATIONS

A major aspect to successful MI diffusion and implementation has to do with overcoming the barriers
that are related to social and organizational factors. In terms of organizational and social implications
for M1 diffusion, not only is it critical to underscore its impacts on individual users, groups and organi-
zations, but also it is important to relay how the MI technology may ultimately affect the larger context
of our health services delivery system and on society.

As we enter the next era of the MI field, knowledge of MI impacts will pave new directions for MI
technology development and innovation. Still, impediments on the future growth and development in
M1 will surface such as the growing complexity of legal and security issues in MI.

Impacts on Individuals, Groups and Organizations

MI impacts significantly on the individual user, especially the clinician with respect to work habits,
information processing efficiency and decision-making capability, as well as reliance on automated intel-
ligence; on a group level, it impacts on the quality of teleconsultations among clinical experts, volume
of information exchanges and effectiveness of group decisions; and on the organization level, it impacts
on the quality of organizational patient care delivery and global competitiveness.

More specifically, at the individual level, it is critical to know if use of MI applications will result in
speed, accuracy, greater clinical significance and decision-making effectiveness for the clinical user. For
example, it may be argued that physicians who are equipped with a Blackberry or an iPhone that will
serve both as a cellular phone with an automated reference drug directory, and a Net appliance with the
capability to access a built-in e-prescription system will be able to better perform an intelligent online
prescription request order for their patients anytime, anywhere than physicians who do not adopt such a
technological innovation. At the group level, MI will impact on the ability of expert consultants to share
and exchange data, to coordinate teamwork and progress group diagnostic and therapeutic activities. A
virtual patient record (VPR) system for use by multiple care providers, for example, is one that will in-
tegrate all of the information provided by the different clinicians regarding the patient at anyone time.

At the organizational level, Ml diffusion will impact on changes such as organizational reporting
structure, work habits and culture. Not only will MI be expected to improve clinical productivity and
enhance intra-organizational communications, but also it will redefine clinician-patient relationship,
improve organizational image, alter organizational culture, increase market competitiveness and open
up new avenues for new collaborations, organizational arrangements and partnership services. Health
organizations will adopt a more sensitive attitude and mindset towards information sharing and an
evolving culture with the experience of having gone through a major Ml diffusion; for example, an or-
ganization may completely change the way it performs patient care because of automated intelligence,
online training, telework habits and virtual network capabilities. When MI implementation fails, the
resulting consequences can also be devastating for an organization not only in terms of costs but also
personnel turnover, changes in technical leadership and reporting structure and the potential for future
MI resistance from users.

Impacts on Health Services Delivery System and Society

The same impacts discussed previously may now be extended to the entire health services delivery system
as well as society. For example, the use of the Internet to transfer massive amount of media-rich patient
data and the availability of knowledge systems such as robots and automated intelligent systems may
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induce many legal and ethical questions about privacy, security, as well as individual and institutional
intellectual property rights issues. One contention, for example, is: Who owns all the different pieces of
the stored medical information about a particular patient? Another question may be: What information
should (should not) be kept online about an individual and who has the right to alter the information
stored on a MI database? In the past, many of these and other similar questions have prevented desired
progress in the MI field. With the enactment of HIPAA rules, answers to many of these questions are
becoming clearer but not definite until test cases move forward and authoritative court decisions have
been pronounced.

Critical societal impacts of MI advances include changes in how work may be performed (e.g., tele-
commuting, virtual patient visits, self-diagnosis), changes in the availability, accessibility and afford-
ability of medical expertise to the underserved patient population, new opportunities for cyber-crime
and new ways of purchasing telehealth services for consumers, new gadgets and automated devices
for helping seniors and the disabled, the construction of healthy “smart” houses and new methods in
self-care, wellness promotion and lifestyle changes, and in redefining the quality of one’s life. Imagine
how MI applications can not only improve the efficient and effective functioning of a group of doctors
and nurses, but patients who have access to specialized MI equipment and devices may also be aided to
perform self-care and reduce the burden on hospital emergency services.

One sensitive question, for example, has to do with the determination of technological resource al-
location to decide who among the “surviving” patients should be saved in the aftermath of an epidemic
or major health hazards? Take the September 11 scenario and the fact that there just are not enough
first responders and facilities around to save all of the victims who were immediately affected. How
does society go about deciding where to allocate the limited MI and other resources to achieve the most
justifiable results? These and other aspects of social impacts such as digital divide, cost effectiveness
and the productivity paradox relating to ethical, security, legal and political concerns still need to be
worked out and answers to these questions are never easy. They will be further explored in the section
on critical issues.

MI MANAGERIAL IMPACT & KEY IMPLEMENTATION ISSUES

Any innovation, including MI, will become obsolete if not diffused. In practice, MI diffusion issues
relate to Ml strategy and vision as well as many other critical issues, which have been discussed partly
in the theoretical section of this review such as MI technology management, leadership and acceptance-
resistance experiences in Ml implementation and will be further explored in the next section.

Here, our focus is on activities dealing with the need for management to create an Ml strategy and
vision for diffusing competitive, cost-effective MI applications in key areas throughout a healthcare
organization. These issues summarize the M1 managerial impact.

MI Strategy

While there may be good reasons to support Ml innovation such as enhanced patient care, more intel-
ligent clinician decision outcomes, and greater efficiencies in the clinical evaluation process, new efforts
may fail for lack of a successful Ml strategy.

In essence, Ml strategy entails aligning the business or organizational mission (the goals) with the
information needs of the users (particularly those of the clinicians and nurses for health care organiza-
tions) in the delivery of patient care (the tasks). In other words, three key questions should be asked when
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structuring an MI innovation diffusion strategy: First, “Is the Ml strategy targeted to fulfill the core mission
of the organization?” For example, in the case of a center for cancer treatment and research, plan should
be in place to position this particular center to become one of the best places in the world to seek cancer
treatment owing to its MI innovation diffusion strategy. Second, “What is the clinical significance of the
MI innovation?”” Here, the center clinicians should actually be benefiting significantly in their practices
due to employing MI innovation — the effects should be evidenced in more medical breakthroughs and
error prevention due to improved treatment decision outcomes. Finally, “Is the MI innovation serving
its ultimate purpose of augmenting patient care delivery?” Herein lies the significance of the MI diffu-
sion equation —are these systems functioning appropriately to save lives, improve the treatment center’s
image, and strengthen the provider-patient relationships so cherished by the organization.

A major trend in MI strategic planning is the shifting of responsibilities and power from traditional
IS/IT professionals to end users, and more appropriately, to top management. This trend is justified
because of the growing acceptance of the notion that IT is a corporate and strategic resource and should
be properly managed just like any other organizational assets including land, labor and capital. More
recent approaches call for a shortening of the time span among M1 strategic planning sessions and more
attention paid to the changing marketplace. Regardless of the time span in-between strategic planning
sessions, there is always the need to conduct environmental assessment before moving onto the formu-
lation of a M1 strategy.

One approach to Ml strategic planning is scenario planning. Here, competing multiple futures may
be first envisioned and strategies are then developed and tested against these possible futures. The MI
vision is then set within these possible futures and further reconciled with current reality. For example, if
the M1 vision is one in which intelligent, sensor-based medical devices are to be used to monitor cancer
patient round-the-clock while the current reality involves only regular treatment visits and emergency
monitoring, then the transition to the new Mi-intensive environment will not only call for changes in
work practices and habits, but new ways of connecting patients to the cancer center electronically.
Indeed, no single approach to MI strategy formulation is considered superior; instead, a blending of
approaches is often recommended as the various approaches deal with different aspects of creating a
feasible Ml strategy.

MI Implementation

The challenges of MI implementation are often interwoven with many other social and organizational
challenges, including the integration of quality planning, quality control and quality improvement pro-
cesses to evolve a secure, well-managed, and quality-focused MI environment, the integration of infor-
mation management technology, organization management technology, and user-interface technology
for building an efficient, organization-wide infrastructure to support MI innovation and expansion, and
the integration of data, model, and knowledge elements for designing effective MI applications.

Any MI implementation will bring about some form of organizational change, for example, changes
in the organizational reporting structure, changes in the level of computing competence required of
current and future clinical users, and changes in the information flow processes and decision-making
functions of the organization. To ensure that clinicians will have the appropriate knowledge, skills and
attitudes that are critical for addressing concerns arising from these Ml related changes, it is important
that health organizations also address staffing and training issues such as having an aggressive recruit-
ment program for attracting valuable MI professionals from among competitors, creating opportunities
for training and development, and employing winning strategies for the retention of knowledgeable and
well-trained M1 experts.
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At the core of MI implementation is overcoming user resistance and cultivating user acceptance
through a continuous process of buy-in, quality improvement, participatory decision making such as
efforts to involve the users in identifying their information needs, involving them in systems specifica-
tion, system analysis, systems design, vendor selection, system testing and providing them with flexible
and extensive user training opportunities. Remember that physicians and most other clinicians have
complex schedule and will not work around their schedule just to attend a training meeting. Moreover,
opportunities for input from all end-users of the MI systems will only ensure that the designed system
meet the expectation and needs of the users. Most importantly, the users will only be willing to most
likely use the system on an increasing basis if they find that there are ways to tell them that the systems
benefited them in lightening their workload and in improving their productivity, giving them more time
to do patient care. As well, availability, accessibility, efficiency, effectiveness and ease of use of the
systems all play a part towards getting the users hooked on the systems.

Together, these key challenges typically point towards the need for an integration of environmental,
technological, and organizational components for driving and directing the implementation of various Ml
technologies and applications successfully within the larger intra-organizational or inter-organizational
systems context. Other MI administrative issues may include policies dealing with privacy, security and
confidentiality of patient records, legal and ethical considerations in clinical data collection, analysis,
and distribution, and organizational policies regarding authorized use of MI.

CRITICAL ISSUES

As noted, the primary objectives of most, if not all, Ml implementation are reduced operational costs,
greater patient satisfaction, and better quality clinical decisions. As MI systems promise to make informa-
tion and decision handling more efficient and effective in reducing costly errors and unnecessary delays,
as well as projecting an improved professional image, it is important to implement MI applications that
are accepted by its users (clinicians).

Critical Success Factors

What factors determine the success of an MI innovation diffusion effort? Critical Success Factors (CSFs)
for MI diffusion are those factors that will drive the success of Ml diffusion. Based on past studies,
commonly held managerial factors for success include effective technology management (TM) and
executive leadership, as well as infrastructural factors whereas organizational and social factors include
implementation factors and culture-specific factors. The focus of this section will be on the manage-
rial factors as the organizational and social factors are elaborated in Section VI on organizational and
social impacts.

Briefly, technology leadership and the management of the MI capacity within the health organization
are key success factors for MI innovation and implementation. Top management must work to ensure
that appropriate infrastructural support is in place to develop the M1 expertise needed to support current
and future managerial and organizational functions and activities. In many cases, executive leadership
is expected, including directives and policy setting by the chief information officer (CIO) in order to
guide necessary organizational restructuring for efficient information processing and effective decision
making, the revamping of decision processes, the bridging of M1 innovation with changing environment,
and the rapid adaptation of new Ml capabilities to support increasingly sophisticated clinical information
services in this age of information and knowledge explosion.
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As we have noted, it is important for an effective Ml strategy to impact on the business of the or-
ganization. The resistance to MI implementation experienced within an organization is largely due to
poor alignment between M1 strategy and organizational strategic plan, inadequate communications, lack
of user training, and support from top management. A champion for MI to forming a task force that
would marshal the needed support and user-analyst relationship and/or user participation throughout
the development of MI strategy is an important ingredient to achieve MI diffusion, utilization and ac-
ceptance. Without a champion at the senior management level, it is likely that MI resources will not be
well allocated and its needs for efficient and effective transformation of the organizational work habits
will not be supported. This is especially true for health care organizations, with its established tradition
of intensive paper-based information processing, professionally oriented physicians and nurses, and
traditional management habits.

Other Issues

Other issues concern computer literacy among clinicians and all health organizational workers catering
to patient care functions, the digital divide, the productivity paradox, ethical, legal and security issues.
Again, an in-depth treatment of any of these issues is more properly the devotion of another chapter.
Here, we will only brief touch on some of them.

Computer literacy, which can often translate into resistance, can be a threat even for highly trained
professionals, as they do not want to be embarrassed for showing ignorance about their lag in techno-
logical expertise in front of their colleagues. Thus, it may be wise to conduct separate training sessions
for executives, physicians, nurses, middle managers and staff.

A broader impact of computer literacy is the digital divide, where it is apparent that we need to pay
special attention to the underserved population who may find accessibility to information technology
and use of Internet a real challenge. Especially vulnerable are some special groups such as seniors who
are also classified as minority and those living in impoverished parts of many of the inner cities. In this
instance, the emerging field of e-health is making an impact. Tan and colleagues, for example, are work-
ing on educating a group of these seniors in selected urban Detroit areas on healthy aging and lifestyle
changes through the use of Internet-based educational software known as the eHealthSmart program.
A major aim of this program is to provide Internet-based tutorials on smoking cessation and weight
management to the elderly and seniors who are eager to use computers to help themselves in changing
their unhealthy lifestyle behaviors.

Another critical issue is the productivity paradox, which refers to the phenomenon that, to date, we
have yet to witness the same level of productivity improvements achieved with the automation of pro-
cesses in the service industry since the advent of computers in the way we have witnessed the effects
of automation on productivity experienced in the manufacturing industry. In other words, information
technologies, with its increasing applications across all service sector industries, have not been widely
productive as anticipated. Apparently, it is argued that, on the one hand, we are not out of the woods yet
in terms of maturing from old aged manufacturing productivity and efficiency while, on the other hand,
we have yet to reach the stage of being fully immersed in the digital economy to leverage on technologi-
cal productivity and efficiencies on a massive scale. Time can only tell when this generation will reach
the threshold of a critical mass of technology usage to achieve the productivity and efficiency that we
have already experienced in manufacturing, albeit the gradual slowdown. What this implies literary is
the need for greater and higher MI diffusion in the current century, especially with health care taking
a lead role. After all, which industry would thrive with automation in this economy when we are faced
with an aging population, an accelerating health care expenditure of approximately 16% t017% of our
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GNP? Hopefully, many of us will live to see the promise land of technological productivity that Ml
diffusion and automation will usher us in.

Intermsof security and privacy issues, the health care organization is held responsible as the gatekeeper
for securing private and critical information on hundreds and thousands of individual patients. Imagine
someone finding a jump drive or disks containing private hospitalization records of certain patients who
may also be important political figures, legendary athletes, famous entertainers or key legislative and
policy makers. Imagine also that intruders are able to hack into the various Ml systems and access key
information on patient and hospital personnel identification, laboratory test results and digitized radio-
logical images of different patients, or information on storage facilities for key pharmaceutical products
and controlled substances. The ramification for losing any such information can be devastating for both
the individuals whose information has been stolen as well as for the institution serving as the gatekeeper
of our most private and confidential information.

EMERGING TRENDS

Moving on to emerging trends of M1 thinking and sub-specialties that have surfaced in recent years,
we observe that there are basically two streams of innovation. One group of paradigm shift includes
consumer health informatics, electronic healthcare (e-health) and all its sub-fields such as electronic
medicine (e-medicine), e-homecare, and patient-centered e-health (PCEH). Another group of paradigm
shift concerns mobile healthcare (m-health) technologies, ubiquitous healthcare (u-health), and virtual
healthcare (v-health). Here, it is possible only to provide readers with brief glimpses of these sometimes
overlapping but emerging M1 trends. Readers who are interested in pursuing further details can refer to
the readings provided in the bibliography and the rest of this 4-volume work.

Consumer health informatics is bringing about a consumer-driven health care model in that consumers
will play a more active and decisive role regarding managing their own health and well being. For the
educated consumer, greater access to quality health information is, in and of itself, a form of therapy. E-
health is a paradigm shift to re-channel clinical expertise into the hands of the less-than-experts through
the applications of e-technology. E-technologies encompass complex MI network design and consumer-
oriented informatics, the Internet, wireless communications and emerging technological applications
such as web services and remote clinical monitoring devices and management systems. E-medicine,
another MI sub-fields, refers to affordable and acceptable use of MI to support health-related services,
surveillance, information, education, knowledge, and research dissemination. It is the use of advanced
information and communications technology (ICT) to bridge geographic gaps and improve care delivery
and education. Patient-centered e-health (PCEH), in a nutshell, represents one of the paradigm shifts that
is part of the larger e-health movement where not only is the role of healthcare providers being redefined,
but where the expectation bar for consumers to participate actively in decisions leading to their own
health as well as the overall quality and acceptability of e-healthcare informatics and services are being
raised. Moreover, we see that the various disciplines of e-clinical care, e-public health care, e-nursing
and e-homecare overlap to a considerable extent. Apparently, it has not become easier, but more fuzzy,
to distinctively separate the different knowledge domains of “e-health,” which is the umbrella concept
to encompass most, if not all, of these emerging MI sub-disciplines and sub-fields.

M-health, an extension of the e-health concept, refers to mobile-health or use of remote, satellite-based
networks, cellular-based networks, and other wireless networks (e.g., sensor-based networks) to effect
health data exchange services as well as clinical information and decision support services. Ubiquitous
healthcare (u-health), and virtual healthcare (v-health) are the next evolution of MI where concepts
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such as virtual community networks, ES/HDSS embedded in walls, table-tops, refrigerators, and other
objects in the surrounding environment, as well as VR such as use of head mounted displays, smart
houses and wearable computing are becoming commonplace. Examples include a doctor checking the
status of a patient’s wellness in real time by connecting to a nano-sensor device installed in a patient’s
home or attached physically in some shape, form or manner to the patient or a monitoring system, which
automatically contacts the designated health agency to initiate treatment procedure while alerting on
an impending heart attack for a patient. Such an evolution can be expected to provide an ubiquitous Ml
resource for delivering patient care services.

The trending of the MI movement towards achieving u-health and v-health may soon become a reality
when personalized information exchanges, integrative knowledge sharing, and decisional support and
communications can happen in real time between an institutional care provider and the patient. Electronic
health records will be available, accessible, affordable and adaptable to our needs. Nano-science and
gene-based therapies will be possible because of intelligent mining of these personal records not only
to serve us in terms of our wellness recovery whenever we are injured, but also brings about a sense of
equity among the community, serving even those who are unable to insure themselves. Notwithstanding
these changes, we have seen how a young discipline such as the MI field can grow and expand quickly
to affect every aspects of our daily living, in particular, our health care system, our community and our
health.

CONCLUSION

In bringing this discussion to a close, we will use the example of designing a expert diagnostic support
system (E-DSS) useful for both physicians and patients to show how the different major facets of Ml
themes, its theories, central hypothesis, tools/methods, diffusion and impacts can all be combined to
achieve effective health care. First, this E-DSS may have to be divided into two components, one to sup-
port experts (i.e., physicians, nurses and clinical therapists) and the other for layperson (i.e., consumer,
patient) support. This Ml tool will, say, be focused on wellness promotion areas such as smoking cessa-
tion, weight management, and nutrition advice. On the one hand, the expert component of this E-DSS
will mimic the hypothetico-deductive approach used by most clinicians in deriving diagnostic decisions,
which is, essentially, an iterative process of data collection, interpretation and hypothesis generation and
refinement until a satisfied level of certainty is reached. On the other hand, the layperson component of
the E-DSS will mimic an online tutorial for layperson to be educated with the expertise programmed
into the different health promoting educational modules. Thus, this E-DSS concept illustrates the cen-
tral hypothesis of MI philosophy, which is simply to enhance decision making, based on the GST that
underlies also many of the evolving MI themes that we have reviewed so far, where synergy effects can
be achieved with the combination of individual components in the design of Ml applications.

Second, for most of the clinical decisions associated with the E-DSS such as knowing if a female
patient is at risk for diabetes due to unhealthy lifestyles, the sensitivity-specificity methodology forms
the basis for hypothesis generation. For the E-DSS to “think” like an expert clinician, the system must
therefore be taught the different likelihood of specific symptoms to a health challenge, such as the likeli-
hood of having diabetes as a result of being obese, unchanged smoking habits or poor lifestyle behaviors.
Such likelihood, better expressed in terms of probability, is a measurement derived from health statistics.
The cutoff point in which a patient is diagnosed with a particular challenge is the result of continuous
data collection and analysis, for example, a female patient 50 years old is diagnosed with diabetes when
her blood glucose reading reaches 5.5. If this cutoff point is reduced, then the sensitivity of the blood
glucose test increases while the specificity decreases. Thus, if the cutoff point for diagnosing diabetes
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for the above clinical group is reduced to 5.4, then more patients will be diagnosed with diabetes. The
cutoff point is then a guideline to diagnosing diabetes. However, a patient with a blood glucose reading
of 5.6 does not necessarily have diabetes. This is because every clinical test has false positives as every
clinical test result is made up true positives, true negatives, false positives, and false negatives. As we
noted previously, the true-positive rate (TPR) is the sensitivity probability of a test result and measures
the likelihood that the patient being suspected of having the disease does have a positive test result.
Conversely, the true-negative rate (TNR) is the specificity probability of a test result and measures the
likelihood of a non-diseased patient having a negative test result.

The initial hypothesis of a patient having a certain disease or condition is the pretest probability
(i.e., prevalence). This judgment may be based on prior experience or on knowledge of the medical
literature. When tests and examinations are conducted, the initial hypothesis is verified, thereby yield-
ing the predictive value, or resulting in the posttest probability. Predictive value is the probability that
a disease is present based on a test result. The posttest probability then becomes the pretest probability
of the next hypothesis. This leads to the Bayes’ theorem to calculate the posttest probability using the
pretest probability and the sensitivity and specificity of the test. Herein lies the foundation of MI theory
and methodology on which our clinical reasoning model is built upon and programmed into the expert
component of the E-DSS to support clinical and diagnostic decisions. It is possible, of course, to apply
other methodologies such as neural networks, heuristic programming and case-based reasoning, but
our intent here is merely to illustrate a common and specific MI methodology based on a well-known
decision theory, the Bayes’ theorem. On the layperson component, the E-DSS may be supported with a
knowledge base where expert knowledge on weight management, smoking cessation or healthy nutrition
can be made available for online consultation.

In terms of M1 diffusion and impacts, the E-DSS as we have illustrated must be supported by health-
care organizations that would promote wellness such as third-party payers and accepted by the intend-
ing clinical and layperson users in order to be effective and have a positive impact on the individual,
group, organization and society. Specifically, the clinician will have a better control of predicting the
risk for particular patient to have, say, obese-related diseases, the patient will have a better management
of their own lifestyles with access to expert knowledge, the health maintenance organizations (HMOs)
or the government will be able to reduce payments on treatment costs due to healthier subscribers, our
society will have less burden to bear as people age more gracefully and the list goes on. Further, most
HMOs and governmental agencies have numerous other patient record systems with varying computer
platforms and data storage structures. How this E-DSS can be integrated or embedded into the larger
organizational computing infrastructure is a key challenge. In other words, rather than having patient
data stored redundantly in the E-DSS as well as other separate systems such as computerized patient
records (CPR), it may be possible to network these different systems so that the same data are stored
only once and can be shared virtually among the different sub-systems such as in the HMO’s EHRs that
was discussed previously. Other related challenges include the need to align the goals of the organiza-
tion (the business) with the goals of the different sub-systems, for example, the clinician’s aim to treat
his or her patients speedily, and the aims of the IS/IT support departmental staff to coordinate data col-
lection and standardization, to improve computer-user interfaces, to train users and to encourage their
active participation in managing and harnessing the technology. Until a seamless alignment is achieved,
the diffusion of M1 such as the E-DSS technology will be limited due to lack of acceptance among its
supporters.

Finally, the greatest impact of a system like the E-DSS we discussed here will be felt when it can be
made available to any clinician as well as any layperson worldwide and not just those living in a certain
area or country. In this sense, the development of sensor networks and ubiquitous computing is an ideal
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platform for MI development. When software applications are run through these wireless networks, the
limitations on geographical location and time disappeared. In other words, the necessary health expertise
can be made accessible, available and affordable 24/7 anywhere in the world to less-than-expert physi-
cians and underserved patients. When the access interface becomes ubiquitous, the dynamic interactions
between the clinician and the patient may not only be limited to diagnostic decision making and treat-
ment planning, but it will be 24/7 monitoring even for disease prevention, lifestyle changes and wellness
promotion. As people live longer, such new demands on the next generation MI innovation will certainly
be on the rise. Nonetheless, security is always the major issue when MI applications are to be accessed
ubiquitously. The integrity, privacy and confidentiality of clinical data must not be compromised when
MI development moves in this direction.
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Section |
Fundamental Concepts
and Theories

This section serves as the foundation for this exhaustive reference tool by addressing crucial theories
essential to the understanding of medical informatics. Chapters found within these pages provide an
excellent framework in which to position medical informatics within the field of information science
and technology. Individual contributions provide overviews of knowledge management in healthcare,
health portals, and health information systems, while also exploring critical stumbling blocks of this
field. Within this introductory section, the reader can learn and choose from a compendium of expert
research on the elemental theories underscoring the research and application of medical informatics.
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ABSTRACT

This chapter summarizes the problems and chal-
lengesthat occur when health information systems
are evaluated. The main problem areas presented
are the complexity of the evaluation object, the
complexity of an evaluation project, and the
motivation for evaluation. Based on the analysis
of those problem areas, the chapter then presents
recommendations of how to address them. In par-

ticular, it discusses in more detail what benefits
can be obtained from applying triangulation in
evaluation studies. Based on the example of the
evaluation of a nursing documentation system,
it shows how both the validation of results and
the completeness of results can be supported by
triangulation. The authors hope to contribute to a
better understanding of the peculiarities of evalu-
ation in healthcare, and to provide information
how to overcome them.

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.



INTRODUCTION

Itishardtoimagine healthcare withoutmodernin-
formation and communication technology (ICT).
It is evident that the use of modern information
technology (IT) offers tremendous opportunities
to reduce clinical errors, to support healthcare
professionals, and to increase the efficiency of
care, and even to improve the quality of patient
care (Institute of Medicine, 2001).

However, there are also hazards associated
with ICT in healthcare: Modern information
systems (1Ss) are costly, their failures may cause
negative effects on patients and staff, and possibly,
when inappropriately designed, they may result
in healthcare professional’s spending more time
with the computer than with the patient. This all
could have a negative impact on the efficiency of
patient care. Therefore, a rigorous evaluation of
IT in healthcare is recommended (Rigby, 2001)
and is of great importance for decision makers
and users (Kaplan & Shaw, 2002). Evaluation can
be defined as the decisive assessment of defined
objects, based on a set of criteria, to solve a given
problem (Ammenwerth et al., 2004).

The term ICT refers to technologies as such.
Whether the use of these technologies is suc-
cessful depends not only on the quality of the
technological artifacts but also on the actors (i.e.,
the people involvedininformation processingand
the organizational environment in which they are
employed). ICT embedded in the environment,
including the actors, is often referred to as an IS
in a sociotechnical sense (Berg, Aarts, & van der
Lei, 2003; Winter et al., 2001).

Many different questions can lead the evalua-
tion of IT. Within evaluation research, two main
(and often rather distinct) traditions can be found:
The objectivist (positivistic) and the subjectivistic
tradition (Friedman & Wyatt, 1997), which are
related to the dominant use of either quantitative
or qualitative methods (for details, see Chapter
X11).
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Despite alarge amount of published evaluation
studies (e.g., van der Loo, 1995) found over 1,500
citations on evaluation of healthcare IT between
1967 and 1995, and Ammenwerth and de Keizer
(2004) found 1,035 studies between 1982 and 2002;
many authors report problems during evaluation.
One of the main problems frequently discussed is
the adequate choice of evaluation methods. While
objectivistic researchers tend to concentrate on
guantitative methods, subjectivistic researchers
mainly rely on qualitative methods. Sometimes,
a mixture of methods is applied. For example,
qualitative methods are used to prepare quantita-
tive studies, or quantitative measurementsare used
to support qualitative argumentation. However,
thereisstillusually one tradition which dominates
typical evaluationstudies, leading toafocus either
on quantitative or qualitative methods.

Many researchers point to the fact that this
domination of one method or tradition may not
be useful, but that a real integration of various
methods from both traditions can be much more
helpful to get comprehensive answers to given
research questions. The integration of the comple-
mentary methods (and even beyond this, of data
sources, theories and investigators), is discussed
under the term triangulation.

In this chapter, we first want to review some
of the underlying reasons that make evaluation of
healthcare IT so difficult. We will structure the
problemsinto three main problemareas: the com-
plexity of the object of evaluation, the complexity
of the evaluation project, and the motivation to
perform evaluation. We will discuss means how
to overcome the discussed problems.

As one more detailed example, we then dis-
cuss what benefits can be obtained from applying
triangulationinan evaluation study. Based on the
example of the evaluation of a nursing documen-
tation system, we show how both the validation
of results and the completeness of results can be
supported by triangulation.



Evaluation of Health Information Systems

TYPICAL PROBLEMS IN
EVALUATION OF IT IN
HEALTHCARE

First Problem Area: Complexity of
the Evaluation Object

When understanding IT as part of the IS of an
organization, itisclear thatevaluation requires not
only an understanding of computer technology,
butalso of the social and behavioral processes that
affect and are affected by the technology. This
complexity of the evaluation objects has some
important consequences. First, the introduction
of IT takes time. Itis not enough to implement the
technology and then to immediately measure the
effects. Users and workflow need a lot of time to get
used to newtoolsandto completely exploitthe new
possibilities (Palvia, Sharma, & Conrath, 2001).
Thus, evaluation results can develop and change
during this first period of use. Then, even after
anintroduction period, the evaluation object may
steadily change (Moehr, 2002; moving evaluation
target). Forexample, the use of IT may be affected
by changes in work organization, or in staff. It
is nearly impossible to reach a stable situation in
a flexible healthcare environment which makes
evaluation results dependant of the point in time
where the evaluation took place. Inaddition, each
IS in our definition is quite unique. While the IT
may be similar in various departments, workflow,
users and used functionality may be different. In
addition, the organization of its introduction as
well as the overall user motivation may differ.
Thus, even when the same IT is introduced, its
effects may be varying (Kaplan & Shaw, 2002).
The influence of such factors on the results of
an evaluation study is often hard to disentangle
(Wyatt, 1994), posing the problem of external
validity (Moehr, 2002): Many evaluation studies
may be valid only for the particular institutions
with their specific IS.

The complexity of the evaluation object is an
inherent attribute in healthcare IT evaluation and
cannotbe reduced. However, there are some ways
to handle this problem in evaluation studies. To
address the problem of external validity, the IT
and its environment that is going to be evaluated
should be defined in detail before the beginning
of the study. Not only the software and hardware
used should be described, but also the number
of users and their experience and motivation,
the way IT is introduced and used, the general
technical infrastructure (e.g., networks) and any
further aspects that may influence the usage of
IT and its effects. The functionality and the way
it is really used should also be of importance.
Only this information may allow interpretation
of the study results and comparison of different
locations. Then, to address the problem of the
moving evaluation target, all changes in the IT
and its interaction with the users should be care-
fully documented during the study. For example,
changes in workflow, in staffing, orin hardware or
software should be documented with reference to
the ongoing evaluation. This permitsthe explana-
tion of changesand differencesineffects measured
during the study period. Another approach to ad-
dress the problem of the moving evaluation target
may be to define smaller evaluation modules. This
would allow the evaluation design or evaluation
guestionsto be adapted to changes inthe environ-
ment. Each module answered a question related
to a defined phase of the introduction of the IT.
In addition, an evaluation must be planned in a
long-term perspective in order to allow the us-
ers and the environment to integrate the new IT.
Hence enoughresources for long-term evaluation
(e.g., over several months or even years) should
be available.

Second Problem Area: Complexity of
the Evaluation Project

Evaluation of IT is performed in the real and
complex healthcare environment, with its dif-



ferent professional groups, and its high depen-
dency on external influences such as legislation,
economic constraints, or patient clientele. This
poses problems to the evaluation projects, mean-
ing the planning, executing and analyzing of an
IT evaluation study. For example, the different
stakeholders often have different conceptions
and views of successful IT (Palvia et al., 2001).
The different stakeholder requirements can serve
as a frame of reference for evaluation during the
early phases of the IT life cycle, but also guide
evaluations during later phases. In each case,
multiple-stakeholder views may lead to a multi-
tude of (possibly conflicting) evaluation questions
(Heathfield et al., 1999).

Depending on the point of view adopted, the
evaluationwill require differentstudy designsand
evaluation methods. The evaluation researcher
must decide, for example, on the evaluation ap-
proach, on the adequate evaluation methods (e.g.,
quantitative vs. qualitative), and on the study
design (e.g., RCT vs. observational study). Each
has its own advantages and drawbacks ( Frech-
tling, 1997; Moehr, 2002), making their selection
a rather challenging endeavor. This multitude
of possible evaluation questions and available
evaluation methods makes the planning of an
evaluation study quite complex.

The complexity of the evaluation project has
several consequences. First, the overall success
of IT is elusive to define (Palvia et al., 2001), and
it is therefore often difficult to establish clear-cut
evaluation criteria to be addressed in a study
(Wyatt, 1994). Each stakeholder group may have
individual questions, and a universal evaluation
in terms of absolute or relative benefits is usually
not feasible (or, from a more subjectivistic point
of view, not even possible). It is also unrealistic
to expect that the IT itself will have a direct and
easy to measure effect on the outcome quality
of patient care, like in a drug trial (Wyatt, 1994).
Thus, indirect measures are often used such as
user satisfaction or changes of clinical processes,
which, however, do not give a really complete
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picture of the benefits of IT. Often, changes in
the evaluation questions may occur during the
study (e.g., based on intermediate evaluation
results, new insights, changes in stakeholders’
opinions, or changes of the IT [scope creep];
Dewan & Lorenzi, 2000). Changes in study ques-
tions, however, may be difficult to balance with
study resources. Finally, the selection of adequate
evaluation designs and evaluation methods is
often regarded as a problem during evaluation
studies. Evaluators may not be sufficiently aware
of the broadness of available approaches, or be
too deeply embedded in either the qualitative or
the quantitative paradigm, neglecting the possible
contributions of the complementary approach.
Thus, inadequate methods or study designs may
be chosen which may not be able to answer the
original study questions.

The following suggestions may be useful in
order todeal with the complexity of the evaluation
project. First, it is recommended that the general
intention of the evaluation and the starting point
should be agreedearly on. Inprinciple, evaluation
should start before the new IT is implemented,
in order to allow for early gathering of compara-
tive data, and then continue during all phases of
its life cycle (VATAM, 2000). Then, the areas of
evaluation should be restricted to aspects which
are of most importance to the involved stakehold-
ers, and which can be measured with the available
resources. A complete evaluation of all aspects of
a system (such as economics, effectiveness, and
acceptance) is usually not feasible. A balance
between the resources of astudy and the inclusion
of the most relevant aspects has to be found. In
addition, sufficient time should be invested into
the definition of relevant study questions. All
involved stakeholder groups should discuss and
agree on the goals of evaluation (VATAM, 2000).
The selected study questions should be relevant
for decision-making with regard to introduction,
operation or justification of IT (Ammenwerth et
al., 2004). Conflicting goals should be discussed
and solved, asthey are notonly problematic foran



Evaluation of Health Information Systems

evaluation, but for the overall management of new
IT. Fourth, when new evaluation questionsemerge
during the study, they should only be included in
the study design when it is possible without creat-
ing problems. Otherwise, they should be tackled
in consecutive studies. Each shift in evaluation
questions must thoroughly be documented. For
each study question, adequate methods must be
chosen. Atriangulation of methods may be useful
to best answer the study questions (Heathfield,
Pitty, & Hanka, 1998). For example, to address
the effects of a nursing documentation system,
both quantitative methods (time measurement,
user acceptance scales, documentation quality
measurement) as well as qualitative methods (fo-
cus group interviews) were used. We will discuss
this example later on in more detail.

Third Problem Area: Motivation for
Evaluation

An evaluation study can normally only be con-
ducted when there is sufficient funding, and
a sufficient number of participants (e.g., staff
members, wards). Both these variables depend
on the motivation of stakeholders (e.g., hospital
management) to perform an evaluation. Some-
times, this motivation is not very high, because,
for example, of fear for negative outcome, or of
fear for revealing deficiencies of already imple-
mented technology (Rigby, Forsstrém, Roberts,
& Wyatt, 2001). In addition, the introduction of
IT in an organization is a deep intervention that
may have large consequences. Itis thus often very
difficult to organize IT evaluation in the form of
an experiment, and to easily remove the system
again at the end of the study in case the evaluation
was too negative.

Even with a motivated management, it may be
difficultto find suitable participants. Participating
in a study usually requires some effort from the
involved staff. In addition, while the users have to
make large efforts to learn and use a new, innova-
tive system, the benefit of joining a pilot study is

usually notobvious (the study is conducted inorder
to investigate possible effects), but participation
may even include somerisks for the involved staff
such asdisturbances in workflow. Insummary, due
to the given reasons, the hospital management as
well as involved staff members is often reluctant
to participate in IT evaluation studies.

The described problem has consequences for
the study. Without the support and motivation of
the stakeholders to conduct an evaluation study,
it will be difficult to get sufficient resources for
an evaluation and sufficient participants willing
to participate. Second, due to the given problems,
the study organizertendstorecruitany participant
who volunteers to participate. However, those
participants may be more motivated to participate
than the “normal” user. This leads to the well-
known volunteer effect, where results are better
when participants are motivated. In addition,
evaluation results are not only important for the
involved units, but also for the overall organiza-
tion or for similar units in other organizations.
To allow transfer of results, the pilot wards or
pilot users must be sufficiently representative for
other wards or users. But, as each IT within its
environment is quite unique (see Problem Area
1); it is difficult to find comparable or representa-
tive participants.

To increase the number of participants, two
approaches should be combined. First, the re-
sponsible management should be informed and
motivated to support the study. The result of an
evaluation study may be important to decide on
new IT, and to support its continuous improve-
ment. Then, the possible participants could be
directly addressed. It should be made clear that
the study provides the opportunity to influence not
onlythefuture developmentof I T in healthcare but
alsothe ownworking environment. User feedback
of study results may act as an important driving
force for users to participate in the study. Offer-
ing financial compensation or additional staff for
the study period may help to gain support from
participants and from management. Asinclinical



trials, multicentric studies should be considered
(Wyatt & Spiegelhalter, 1992). Thiswould largely
increase the number of available participants. This
means however, that study management requires
much more effort. A multicentric study design
is difficult when the environment is completely
different. Inaddition, the variation between study
participants will be bigger in multicentric trials
than in single-center ones. This may render in-
terpretation and comparison of results even more
difficult (cp. discussion in Problem Area 1).

Summary of General Recommendations

Theabovediscussed problems and approacheswill
now be summarized in alist of 12 general recom-
mendations for IT evaluation in healthcare:

1. Evaluation takes time; thus, take your time
for thorough planning and execution.

2. Document all of your decisions and steps
in a detailed study protocol. Adhere to this
protocol; itis your main tool for a systematic
evaluation.

3. Strive for management support, and try to
organize long-term financial support.

4.  Clarifythe goals of the evaluation. Take into
account the different stakeholder groups.
Dissolve conflicting goals.

5. Reduce your evaluation questions to an
appropriate number of the most important
questions that you can handle within the
available time and budget. If new questions
emerge during the study, which cannot eas-
ily be integrated, postpone them for a new
evaluation study.

6. Clarifyandthoroughly describethe IT object
of your evaluation and the environment.
Take note of any changes of the IT and its
environment during the study that may af-
fect results.

7. Select an adequate study design. Think of
a stepwise study design.

8.  Select adequate methods to answer your
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study questions. Neither objectivist nor
subjectivist approaches can answer all
questions. Take into account the available
methods. Consider being multimethodicand
multidisciplinary, and considertriangulation
of methods, data sources, investigators,
and theories. Strive for methodical (e.g.,
biometrics) advice.

9.  Motivate a sufficient number of users to
participate. Consider multicentrictrials and
financial or other compensation.

10. Usevalidated evaluation instruments wher-
ever possible.

11. Be open to unwanted and unexpected ef-
fects.

12.  Publish your results and what you learned
to allow others to learn from your work.

One of the most discussed aspects is the se-
lection of adequate methods and tools (Point 6)
and, here especially, the adequate application of
multimethodic and multidisciplinary approaches
(Ammenwerthetal., 2004). Theinterdisciplinary
nature of evaluation research in medical infor-
matics includes that a broad choice of evaluation
methods is available for various purposes. In
Sections Il and I of this book, several distinct
quantitative and qualitative evaluation methods
have been presented and discussed in detail. All
of them have their particular application area.
However, in many situations, the evaluator may
want to combine the methods to best answer the
evaluation questions at hand. Especially in more
formative (constructive) studies, a combination
of methods may seem necessary to get a more
complete picture of a situation. To support this,
the method of triangulation has been developed
and will now be presented in more detail.

THE THEORY OF TRIANGULATION

Thetermtriangulationcomes from navigationand
means a technique to find the exact location of a
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ship base on the use of various reference points.
Based on this idea, triangulation in evaluation
means the multiple employments of data sources,
observers, methods, or theories, in investigations
of the same phenomenon (Greene & McClintock,
1985). This approach has two main objectives:
First, to support a finding with the help of the oth-
ers (validation); second, to complement the data
with new results, to find new information, to get
additional pieces to the overall puzzle (complete-
ness; Knafl & Breitmayer, 1991).

Triangulation is, based on work by Denzin
(1970), usually divided into the following four
types, which can be applied at the same time:

»  Data triangulation: Various data sources
are used with regard to time, space, or per-
sons. For example, nurses from different
sites are interviewed, or questionnaires are
applied at different times.

. Investigator triangulation: Various
observers or interviewers with their own
specific professional methodological back-
ground take part in the study, gathering and
analyzing the data together. For example,
a computer scientist and a social scientist
analyze and interpret results from focus
group interviews together.

. Theory triangulation: Data is analyzed
based on various perspectives, hypotheses
or theories. For example, organizational
changes are analyzed using two different
change theories.

. Methods triangulation: Various methods
for data collection and analysis are ap-
plied. Here, two types are distinguished:
within-methodtriangulation (combining ap-
proaches from the same research tradition),
and between-method triangulation (combin-
ing approaches from both quantitative and
qualitative research traditions, also called
across-method triangulation). For example,
two different quantitative questionnaires
may be applied to access user attitudes, or

group interviews as well as questionnaires
may be applied in parallel.

Itshould be noticed that the termtriangulation
isonly used when one phenomenon isinvestigated
with regard to one research question.

The term triangulation is often seen strongly
related to the term multimethod evaluation; be-
cause methods triangulation is seen as the most
often used triangulation approach. However, as
we want to stress, it is not limited on the combina-
tion of methods, but also describes combination
of data sources, investigators, or theories.

Example: Triangulation during the Evaluation
of a Nursing Documentation System

Background of the Study

Nursing documentation is an important part of
clinical documentation. There have been some
attempts and discussions on how to support the
nursing documentation using computer-based
documentation systems.

In 1997, Heidelberg University Medical Center
started to introduce a computer-based nursing
documentation system in order to systematically
evaluate preconditions and consequences. Four
different (psychiatric and somatic) wards were
chosen for this study.

In the following paragraphs, we will concen-
trate on those parts of the study that are relevant
for the triangulation aspects of the study. Please
refer to other publications for more details on
methods and results, such as (Ammenwerth,
Mansmann, Iller, & Eichstédter, 2003; Ammen-
werth et al., 2001).

Three of the four study wards had been se-
lected by the nursing management for the study.
On all three wards, the majority of nurses agreed
to participate. Ward B volunteered to participate.
The four study wards belonged to different depart-
ments. Wards A and B were psychiatric wards,
with 21 resp. 28 beds; Ward C was a pediatric
ward for children under two years of age, with



15 beds; Ward D was a dermatological ward,
with 20 beds.

Our study wards were quite different with
regard to nursing documentation. In Wards A and
B, a complete nursing documentation based on
the principles of the nursing process—for details
on nursing process, see, for example, Lindsey
and Hartrick (1996)-had been established for
several years. In contrast, in Wards C and D, only
a reduced care plan was documented; documen-
tation was mostly conducted in the ward office.
Only in Ward C, major parts of documentation
were also conducted in the patients’ rooms. The
youngest staff member could be found in Ward
D; the staff least experienced in computer use
was in Ward C.

Study Design

The software PIK (Pflegeinformations-und Kom-
munikationssystem,a Germanacronym for “nurs-
ing informationand communication system”) was
introduced onthose four wards. The functionality
coveredthe six phases of the nursing care process.
The study period was between August 1998 and
October 2001. Wards A and B started in 1998 with
the introduction of the documentation system;
Wards C and D joined in 2000.

The study consisted of two main parts: The
objective of the more quantitative study was to
analyze the changes in the nurses’ attitudes with
regard to nursing process, computers in nursing,
and nursing documentation system, after the
introduction of the computer-based system. Stan-
dardized, validated questionnaires were applied
based on Bowman, Thompson, and Sutton (1983),
for nurses’ attitudes on the nursing process; on
Nickell and Pinto (1986), for computer attitudes; on
Lowry (1994), for nurses’ attitudes on computers
innursing; and on Chin (1988) and Ohmann, Boy,
and Yang (1997), for nurses’ satisfaction with the
computer-based nursing documentation system.
We carefully translated those questionnaires into
German and checked the understandability in a
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prestudy. We used a prospective intervention study
with three time measurements: approximately
three months before introduction (“before”);
approximately three months after introduction
(*during”); and approximately nine months after
introduction (“after”).

The second part of the study was amore qualita-
tive study. Here, the objective was to further ana-
lyze the reasons for the different attitudes on the
wards. The quantitative study exactly described
these attitudes, and the qualitative study was now
intended to further explain those quantitative
results. The qualitative study was conducted in
February 2002, after the analysis of the quantita-
tive study was finished. In this qualitative study,
open-ended focus group interviews were con-
ducted with up to four staff members from each
ward (most of them already have taken partin the
quantitative study), with the three project manag-
ers from each department, and with the four ward
managers from the wards. Open-ended means
that the interviews were not guided by predefined
guestions. We used two general questions that
started the interviews (e.g., “How are you doing
with PIK?” “How was the introduction period”)?
The rest of the interview was mostly guided by
the participants themselves, with relatively little
control exerted by the interviewers.

All interviews were conducted by a team of
two researchers. They took about one hour each.
The interviews were audio taped and analyzed
using inductive, iterative content analysis based
on Mayring (1993). This meansthatthe transcripts
were carefully and stepwise analyzed, using the
software WinMaxProf98.

Inthe following paragraphs, only those results
of the quantitative and qualitative study relevant
for the triangulation aspects of the study will be
presented. Please refer to the already mentioned
study publications for more details.
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Results of Quantitative Analysis of
User Attitudes

All in all, 119 questionnaires were returned: 23
nurses answered all three questionnaires, 17
nurses answered two, and 16 nurses answered
one questionnaire. The return rates were 82%
for the first questionnaire, 86.5% for the second
questionnaire, and 90.2% for the third question-
naire. A quantitative analysis of the individual
items of the questionnaires revealed unfavorable
attitudes, especially in Ward C. In both Wards C
and D, the nurses stated that the documentation
system does not “save time” and does not “lead to
a better overview on the course of patient care.”
Inaddition, in Ward C, the nurses stated that they
“felt burdened in their work™ by the computer-
based system and that the documentation system
does not “make documentation easier.” In Wards
A and B, the opinions with regard to those items
were more positive.

The self reported daily usage of the computer-
based documentation system was quite similar
among all wards: about 1 to 2 hours a day dur-
ing the second and third questionnaires, with
highest values in Ward B and lowest values in
Ward A. The self-confidence with the system, as
stated by the nurses, was rather high on all wards
during both the second and third questionnaire.
The mean values were between 3 and 3.7 during
the second questionnaire and between 3.4 and
3.8 during the third questionnaire (1=minimum,
4=maximum).

Statistical analysis revealed that the overall
attitude on the documentation system during
the third questionnaire was positively correlated
to the initial attitude on the nursing process, to
the attitude on computers in general and to the
attitude on computers in nursing. Both computer
attitude scores were in turn positively correlated
to the years of computer experience. For details,
see (Ammenwerth, Mansmann, et al., 2003).

Overall, the results of quantitative analysis
pointed to a positive attitude on the computer-

based nursing documentation already shortly
after its introduction, which significant increase
on three of the four wards later on. However, on
ward C, the quantitative results revealed negative
reactions, showing a heavy decline in the attitude
scores during the second questionnaire. On ward
C, the overall attitude of the computer-based
system remained rather negative, even during the
third questionnaire. What could be the reasons?
In order to answer this question, a subsequent
qualitative study was conducted.

Results of Qualitative Analysis of
User Attitudes

This part of the study was conducted as planned.
Overall, about 100 pages of interview transcript
were analyzed. Details of the interviews are pub-
lished elsewhere (Ammenwerth, Iller, etal., 2003);
we will summarize only the main points.

In Ward C, some distinct features came up
in the interviews that seem to have lead to low
attitude scores at the beginning. For example,
the nursing process had not been completely
implemented before, thus the documentation ef-
forts now were much higher. Documentation of
nursing tasks covered a 24 hour day, due to the
very young patients and their high need for care.
Thus, the overall amount of documentation on
Ward C was higher. Patient fluctuation was also
highest inward C. Nurses found it time-consum-
ing to create a complete nursing anamnesis and
nursing-care plan for each patient. The previous
computer experience and number and availability
of motivated key users was seen as rather low
in Ward C. Then, during the introduction of the
nursing documentation system, the workload
was rather high in Ward C due to staff shortage,
which increased pressure on the nurses. Finally,
and most important, nursing documentation had
previously at least partly been carried out in
the patients’ rooms. However, during our study,
computers were installed only in the ward office.
No mobile computers were available, which, ac-



cording to the nurses, lead to time-consuming
and inefficient double documentation.

Interesting differences were found between
the nurses and the project management. For
example, the nurses stated in the interviews that
they were not sufficiently informed on the new
documentation system, while the project man-
agement stated to have offered information that
had not been used. Another example is that the
nurses felt that training was insufficient. In the
opinion of the project management, sufficient
opportunities had been offered. We will later see
how this divergent information helps to complete
the overall picture.

In Ward D, the attitude on the documentation
system was high in the interviews. The nurses
saw benefits, especially in a more professional
documentation, which would lead to a greater
acknowledgment of nursing. Standardized care
planning was seen to make care planning much
easier, without reducing the individuality of the
patient. Overall, the ward felt at ease while work-
ing with the new documentation system.

In Wards A and B, the attitudes were also
positive. The nurses stressed the better legibility
of nursing documentation inthe interviews. They
said that time effort for nursing care planning
was lower, but overall, time effort for nursing
documentation was much higher than before. The
interviews showed that the introduction period
had been filled with anxiety and fear about new
requirements for the nurses. Now, after some time,
the nurses felt self-confident with computers. An
interesting discussion arose on the topic of stan-
dardization. Most nurses felt that standardized
care plans reduced the individuality of the care
plans, and that they did not really reflect what is
going on with the patient. Finally, those wards,
too, mentioned insufficient teaching and support
in the first weeks.

These rather short summaries, from the inter-
views, should highlight some distinct features of
the wards, showing similarities (e.g., on insuffi-
cientteachingand fearsat the beginning), butalso

10

Evaluation of Health Information Systems

differences (e.g., on the question on standardized
care plans or time effort).

APPLICATION OF TRIANGULATION
IN THIS STUDY

After analysis of the quantitative study and the
qualitative study, we now want to see how the
different results can be put together to get a
broader picture of the effects and preconditions
of a nursing documentation system. We thus ap-
plied all four types of triangulation as described
by Denzin (1970):

. Data triangulation: Various data sources
were used: Within the quantitative study,
data triangulation with regard to time was
used as the questionnaires were submitted
threetimesto the same users (datatriangula-
tion with regard to time). In addition, in the
interviews, not only nurses but also project
management and ward management were
interviewed (data triangulation with regard
to persons).

. Investigator triangulation: Within the
qualitative study, the two interviewers had
different backgrounds (one more quantita-
tive coming from medical informatics, the
other, more qualitative, coming from social
science). Both acted together as interview-
ers, analyzed the transcript together, and
discussed and agreed on results and conclu-
sions.

e Theory triangulation: We learned from
various complementing theories to better
understand the results of our studies. For
example, to explain the implementation
phases, we took ideas both from the book
of Lorenzi and Riley (1995; first-, middle-,
and second-order change) as well as from
the change theory of (Lewin, 1947; unfreez-
ing, moving, refreezing phase). With regard
to user evaluation, we used the technology
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acceptance model (TAM) of Davis (1993),
and the task-technology-fit model (TTF) of
Goodhue (1995).

. Methods triangulation: We applied be-
tween-methods triangulation by applying
both quantitative questionnaires and quali-
tative focus-group interviews to investigate
user’s attitudes.

As stated in the introduction, triangulation
has two main objectives: To confirm results with
datafrom other sources (validation of results) and
to find new data to get a more complete picture
(completeness of results). We will now briefly
discuss whether triangulation helped to achieve
those goals.

Validation of Results

Validation of results is obtained when results from
one part of the study are confirmed by congruent
(not necessarily equal) results from other parts
of the study. In our example, some parts of the
study showed congruent results:

First, boththe questionnaire and the interviews
focused on attitudes issues. In this area, both
approaches lead to congruent results, showing,
for example, favorable attitudes in three wards.
In addition, both the questionnaires and the
interviews showed problems with regard to the
user satisfaction with the nursing documentation
system in Ward C. However, as the interviews
were conducted later, they could better show the
long-term development in the wards. Hence, both
data sources thus showed congruent results.

Second, we found congruent results of the two
scales attitudes on nursing process and attitude
on the computer-based nursing documentation
system within the standardized questionnaires.
Both focus ondifferentattitude items, both showed
comparable low results in Ward C and higher
results on the other wards, pointing to congruent
measurements.

Those two selected examples show how results
of some parts of the study could be validated
by congruent results from other parts of the
studies.

Completeness of Results

Besides validation, triangulation can increase
completeness when one part of the study presents
resultswhich have not been found in other parts of
the study. By this new information, the complete-
ness of results is increased. The new information
may be complementary to other results, or it may
present divergent information.

In our study, both questionnaires and inter-
views presented partly complementary results,
which led to new insights. For example, impact
of the computer-based documentation system
on documentation processes and communica-
tion processes had not been detected by the
questionnaire (this aspect had not been included
in the questions). However, the documentation
system seems to have influenced the way different
healthcare professionals exchanged patient-related
information. This led to some discussion on this
topic on all wards in the interviews and seems to
have had an impact on the overall attitude. Those
effects only emerged inthe group interviews (and
notinthe questionnaires); enlarging the picture of
the effects of the nursing documentation system
and helping to better understand the reactions of
the different wards.

Another example is the complementarity of
the results in the interviews and questionnaires
in Ward C. The interviews were done some time
after the questionnaires. Thus, during this time,
changes may have occurred. The change theory of
Lewin (1947) stated that organizational changes
occur in three phases: unfreezing (old patterns
must be released, combined with insecurity and
problems), moving (new patterns are tested), and
refreezing (new patternsare internalized and seen
as normal). The low attitude scores in Ward C,
even at the last measurement point, indicate that
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the ward was in the moving phase during this
time. Duringtheinterviews, the stressarticulated
by the nurses seems to be less severe. This can
be interpreted as Ward C’s slowly changing from
the moving into the refreezing phase.

Triangulation can thus help to get a more
complete picture of the object under investiga-
tion. Often, especially when applying various
methods during the investigation, the results will
not be congruent, but they may be divergent (e.g.,
contradictory). This is an important aspect of
triangulation, as divergent results can especially
highlight some points, present new information,
and lead to further investigation.

In our study, we found some divergent results.
For example, during the group interviews, nurses
from one ward stressed that they do not see a
reduction in effort needed for documentation
by the computer-based system. However, in the
questionnaires, this ward indicated strong time
reductions. This differences can lead to the ques-
tions of whethertime effortsare judged withregard
tothesituationwithoutthe nursing documentation
system (where the amount of documentation was
much lower, and so was the time effort), or with
regard to the tasks that have to be performed
(the same amount of documentation can be done
much quicker with the computer-based system).
This discussion can help one better understand
the answers. Interesting differences of point of
view could also be found between the staff and
the project management of one ward in the group
interviews. While the nurses of thisward claimed
inthe interviewsthattraining was suboptimal, the
project management stated that sufficient offers
had been made. Those apparent contradictions
may point to different perceptions of the need
for training by the different stakeholders. Those
insights may help to better organize the teaching
on other wards.

As those (selected) examples show, triangu-
lation helped us to obtain a better picture of the
reaction of the four wards. The evaluation results
also led to some decision on how to improve the
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technical infrastructure as well as how to better
organize the teaching and support in some wards.
All wards are still working with the computer-
based nursing documentation system.

DISCUSSION

Medical informatics is an academic discipline
and, thus, evaluation is an important part of any
system developmentand implementation activity
(Shahar, 2002; Talmon & Hasmann, 2002). How-
ever, many problems with regard to healthcare IT
evaluation have been reported. Wyatt and Spie-
gelhalter (1992) as well as Grémy and Degoulet
(1993) already discussed the complexity of the
field, the motivation issue, and methodological
barrierstoevaluation. Examples of meta-analysis
of IT evaluation studies confirm those barriers
(e.g. Brender, 2002; Johnston, Langton, Haynes,
& Mathieu, 1994; Kaplan, 2001).

In this chapter, we elaborated on a number of
important problems and categorized them into
three areas: the complexity of the evaluation ob-
ject, the complexity of the evaluation project with
its multitude of stakeholders, and the motivation
for evaluation.

A kind of framework to support evaluation
studies of 1Ss may be useful to address the
problem areas discussed in this chapter. In fact,
many authors have formulated the necessity for
such aframework (e.g., Grant, Plante, & Leblanc,
2002; Shaw, 2002). Chapter X1V will present a
framework for evaluation in more detail. One
important part of such a framework is the call for
amultimethod evaluation. While triangulation has
long been discussed and applied in research (one
of the first being Campbell & Fiske, 1959), the
idea of the possible advantages of multimethod
approachesortriangulationinmore general terms
is not really reflected in medical informatics
literature.

The background of multimethod approaches
has been more deeply discussed in Chapter XII.
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In general, both quantitative and qualitative
methods have their areas and research questions
where they can be successfully applied. By tri-
angulating both approaches, their advantages can
be combined. We found that both complementary
and divergent results from the different sources
gave important new information and stimulation
of further discussion.

Inthe past, there has beenamore basic discus-
sion about whether intermethods triangulation is
possible at all. It is discussed that the epistemo-
logical underpinnings between quantitative and
qualitative research paradigms may be so differ-
ent that a real combination may not be possible
(Greene & McClintock, 1985; Sim & Sharp, 1998).
However, this argumentation is not taking into
account that a tradition of research has formed
beyond subjectivisticand objectivistic paradigms.
Evaluation methods are chosen accordingly to
research questions and the research topic. Thus,
the question of which methods to apply and how to
combine them only can be answered with respect
to the research topic and the research question
and not on a general basis. Thus, as important as
thisdiscussion might be in the light of progress in
research methods, evaluation researchers in medi-
cal informatics may be advised to start to select
and combine methods based on their distinctive
researchquestion. Thisgivesevaluationresearch-
ers a broad range of possibilities to increase both
completenessand validity of results, independent
of his or her research tradition.

CONCLUSIONS

Evaluation studies in healthcare IT take a lot of
time, resources, and know-how. Clearly defined
methodological guidelines that take the difficul-
ties of IS evaluation in healthcare into account
may help to conduct better evaluation studies.
This chapter has classified some of the problems
encountered in healthcare IT evaluation under
the three main problem areas of a) complexity

of the evaluation object, b) complexity of the
evaluation project, and ¢) limited motivation for
evaluation. We suggested a list of 12 essential
recommendationsto supportthe evaluation of ISs.
A broadly accepted framework for IT evaluation
in healthcare that is more detailed seems desir-
able, supporting the evaluator during planning
and executing of an evaluation study.

Focusing on methodological aspects, we have
presented some basics on triangulation and illus-
trated them in a case study. The correct applica-
tion of triangulation requires—as other evaluation
methods—trainingand methodological experience.
Medical informatics evaluation research may
profit from this well-established theory.
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ABSTRACT

While healthcare isthe biggest service industry on
the globe, it has yet to realize the full potential of
the e-business revolution in the form of e-health.
This is due to many reasons, including the fact
that the healthcare industry is faced with many
complex challenges in trying to deliver cost-ef-
fective, high-value, accessible healthcare and has
traditionally been slow to embrace new business
techniques and technologies. Given that e-health
to agreat extent is a macro-level concern that has
far reaching micro-level implications, this chapter
first develops a framework to assess a country’s
preparedness with respect to embracing e-health
(i.e., the application of e-commerce to healthcare)
and from this, an e-health preparedness grid to
facilitate the assessment of any e-health initiative.
Taken together, the integrative framework and
preparedness grid provide useful and necessary

tools to enable successful e-health initiatives to
ensue by helping country and/or organization
within a country to identify and thus address
areas that require further attention in order for it
to undertake a successful e-health initiative.

INTRODUCTION

Technology hasthe potential to help solve many of
the problems faced by developed and developing
countriesalike; from improving healthcare deliv-
ery to opening up commerce opportunities. The
number of nations offering e-commerce solutions
is increasing every year, and consequently the
number of workplaces that have Internet connec-
tion for business activities has been rapidly grow-
ingworldwide. Table 1 provides three estimates of
e-commerce forecasts. These projections clearly
highlight the important role of e-commerce on
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the global economy. However, as the Secretary
General of the United Nations notes in his for-
ward to the e-commerce and development report
(UNCTAD, 2002), “knowing that an instrument
is powerful is not enough to ensure that it will be
put to the best use. We need to understand how
it works, and how and when it should be used ...
and maximize its power.”

Within the umbrella of e-commerce, one area,
e-health, has yetto reach its full potential in many
developed countries, let alone developing coun-
tries. Each country is positioned differently and
hasvarying potential and preparednessregarding
embracing e-commerce technologies generally
and e-health in particular. Given the macro-level
nature of many issues pertaining to the develop-
ment of e-health (Alvarez, 2002), in order to be
more effective in their e-health initiatives, it is
important for countries to assess their potential,
identify their relative strengths and weaknesses,
and thereby develop strategies and policies to
address these issues to effectively formulate and
implement appropriate e-health initiatives. To do
this effectively, it is valuable to have an integra-
tive framework that enables the assessment of a
country’s e-health preparedness. This chapter
proposes to develop such a framework that can
be applied to various countries throughout the
globe and from this to generate an e-health pre-
paredness grid. In so doing, we hope to facilitate
better understanding of e-health initiatives and
thus maximize their power.

Assessing E-Health

E-HEALTH

Reducing healthcare expenditure as well as of-
fering quality healthcare treatment is becoming
a priority globally. Technology and automation
have the potential to reduce these costs (Institute
of Medicine, 2001; Wickramasinghe, 2000), thus,
e-health, which essentially involves the adop-
tion and adaptation of e-commerce technologies
throughout the healthcare industry (Eysenbach,
2001), appears to be a powerful force of change
for the healthcare industry worldwide.
Healthcare has been shaped by each nation’s
own set of cultures, traditions, payment mecha-
nisms, and patient expectations. Therefore, when
looking at health systems throughout the world, it
is useful to position them on a continuum ranging
from high government involvement (i.e., a public
healthcare system) at one extreme, to little govern-
mentinvolvement (i.e., private healthcare system)
at the other extreme, with many variations of a
mix of private—public in between. However, given
the common problem of exponentially increasing
costs facing healthcare globally, irrespective of
the particular health system one examines, the
future of the healthcare industry will be partially
shaped by commonalties such as the universal
issue of escalating costs and the common forces
of change including a) empowered consumers, b)
e-health adoption and adaptability, and c) shift to
focus on the practice of preventative versus cure
driven medicine, as well as four key implications,

Table 1. Worldwide e-commerce estimates and forecasts (in billion $) (Source: From United Nations
Conference on Trade and Development, 2002. Available online from http://r0.unctad.org)

2000 2001 2002 2003 2004 2005 2006
Forester 2,293.50 3,878.80 6,201.10  9,240.60 12,837.30
IDC 354.90 615.30 4,600.00
EiEiEEr 278.19 474.32 823.48 1,208.57  2,367.47
(B2B only)
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namely a) health insurance changes, b) workforce
changes and changes in the roles of stakehold-
ers within the health system, c) organizational
changes and standardization, and d) the need for
healthcare providers and administrators to make
difficult, yetnecessary choices regarding practice
management.

E-healthisaverybroadtermthatencompasses
various activities related to the use of many e-
commercetechnologiesand infrastructures, most
notably the Internet, for facilitating healthcare
practice. The World Health Organization (WHO,
2003), amajor world health body, defines e-health
as “being the leveraging of the information and
communicationtechnology (ICT) to connect pro-
vider and patients and governments; to educate
and inform health care professionals, managers
and consumers; to stimulate innovation in care
delivery and health system management; and,
to improve our healthcare system”. In contrast,
a technologically oriented definition of e-health
is offered by Intel, which refers to e-health as
“a concerted effort undertaken by leaders in
healthcare and hi-tech industries to fully harness
the benefits available through convergence of the
Internet and healthcare”.

Health professionals are increasingly being
drawn into evaluating the Internet as a source of
consumer information for health and medicine.
Practitioners report that a growing number of
patients arrive at their offices either with questions
related to appropriate Web sites to visit or a large
variety of health-related contentgathered fromthe
Internet. Some of this content may prove extremely
helpful to the health and/or recovery of a patient.
Because the Internet has created new opportuni-
ties and challenges to the traditional healthcare
information technology industry, the advent of
e-health seems fitting to address both these op-
portunities and challenges. The new possibilities
for facilitating effective healthcare delivery fall
primarily into the following main categories: a)
the capability of healthcare consumersto interact
with their providers online (B2C = “business to

consumer”), b) the possibility to improve health-
care institution-to-institution transmissions of
data (B2B = “business to business”), and c) The
new possibilities for peer-to-peer communication
of healthcare consumers (C2C = “consumer to
consumer”).

A more comprehensive definition of e-health
would needtoincorporate the healthcare, business,
and technological perspectives; hence we define
e-health as an emerging field at the intersection
of medical informatics, technology, public health,
and business. Thereby, e-health entails the de-
livery of health services and health information
through the Internet and other related e-com-
merce technologies. In a broader sense, the term
characterizes not only a technical development,
but also a state-of-mind, a paradigm shift, and
a commitment for networked global thinking to
improve healthcare locally, regionally, and glob-
ally by using information and communication
technologies (Geisler,1999).

WEB OF PLAYERS IN
HEALTHCARE

Figure 1 depictsthe Web of healthcare playersand
the key elements of the e-health architecture that
serves to support the interactions between and
within this Web of players. What is of particular
importance when trying to assess e-health initia-
tivesisa) it is imperative to understand the impli-
cations of any e-health initiative on all the players
who make up this Web, and b) to realize the full
potential of the Internet or Web-based technolo-
gies that make up the IT architecture so that the
most effective and efficient e-health initiative is,
in fact, designed and implemented. To get a bet-
ter appreciation for this we must first understand
the traditional competitive forces affecting any
organization and then the role of the Internet in
impacting these forces (Geisler, 2001).
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Figure 1. Web of e-health players (Source: Wickramasinghe et al., 2004)
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TRADITIONAL COMPETITIVE
FORCES

The strategy of an organization has two major
components (Henderson & Venkatraman, 1993).
These are a) formulation-making decisions re-
garding the mission, goals and objectives of the
organization, and b) implementation-making
decisions regarding how the organization can
structure itself to realize its goal and carryout
specificactivities. Fortoday’s healthcare organiza-
tions, the goals, mission and objectives all focus
around access, quality and value andrealizing this
value proposition for healthcare then becomesthe
key (Wickramasinghe et al., 2004). Essentially,
the goal of strategic management is to find a “fit”
between the organizationand its environment that
maximizes its performance (Hofer, 1975). This
then describes the market-based view of the firm,
developed by Michael Porter (1980). The first of
Porter’s frameworks is the generic strategies.
The use of technology must always enable or
enhance the businesses objectives and strategies
of the organization. This is particularly true for
21°t century organizations, where many of their
key operationsand functionsare so heavily reliant
on technology and the demand for information
and knowledge is so critical. A firms’ relative
competitive position (i.e., its ability to perform
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above or below the industry average) is deter-
mined by its competitive advantage. Porter (1980)
identified three generic strategies that impact a
firm’s competitive advantage. These include cost,
focus, and differentiation. Furthermore, Porter
(1980) noted that two, and only two, basic forms
of competitive advantage typically exist: cost
leadership and differentiation.

Firms can use these two forms of competi-
tive advantage to either compete across a broad
scope of an industry or to focus on competing in
specific niches, thereby leading to three generic
strategies. Porter (1980) noted that firms should
be cautious about pursuing more than one generic
strategy, namely cost, differentiation, and focus.
For example, if a cost leadership strategy is ad-
opted, it is unlikely that a firm can also maintain
and sustain differentiation, because it would not
be possible to simultaneously pursue the costly
capital investment or maintain high operating
costs required for differentiation and, thus, in the
long run, the firm has a confused strategy which
leads to failure.

In order to design and develop one’s strategy,
an organization should first perform an industry
analysis. Porters five forces (or competitive forces)
model is most useful (Porter, 1980, 1985). Figure
2 depicts thismodel. Essentially, Porter has taken
concepts frommicroeconomicsand modeled them
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Figure 2. Porter’s competitive (five) forces model
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in terms of five key forces that together outline
the rules of competition and attractiveness of
the industry.

The forces are as follows:

1. Threat of new entrant: a company new to
the industry that could take away market
share from the incumbent firms

2. Threat of substitute: an alternative means
that could take market share from product/
service offered by the firms in the indus-
try

3. Bargaining power of buyers: the strength
of buyers or groups of buyers within the
industry relative to the firms

4. Bargaining power of suppliers: thestrength
of suppliers relative to the firms in the in-
dustry

5. Rivalry of existing competition: relative
position and market share of major competi-
tors

The collective strength of these five forces
determines the attractiveness of the industry and

BARGAINING
POWER OF

BUYERS/
CUSTOMERS

thus the potential for superior financial perfor-
mance by influencing prices, costs, and the level
of capital investmentrequired (Porter, 1985). Once
a thorough industry analysis has occurred, it is
generally easier for a firm to determine which
generic strategy makes most sense for it to pursue
and enables the firm to exploit most of its core
competencies in its existing environment.

In this chapter we propose the application of
Porter’s (1985) five forces model to the Web of
e-health players shown in Figure 1. Healthcare
delivery organizations and the industry that sup-
ports them are competing and cooperating for
patientsand resources. They compete assuppliers
of services, technology, and other industrial re-
sources. This competition isamong the entities in
the healthcare sectoraswell aswith organizations
in other industries. The Web of e-health serves as
an instrument that mediates the relations among
the five forces (Geisler, 1999). This in turn cre-
ates several opportunities for the organizations
involved to improve and enhance their abilities
to navigate the competitive environment of their
industry.
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Table 2. The three e-opportunity domains and their components

Components

e-operations o
L]
[ ]
[ ]
L]
e-marketing o
L]
L]
e-services o
L]
[ ]
L]
L[]

Automation of administrative
processes

Supply-chain reconfiguration
Reengineering of primary
infrastructure

Intensive competitive procurement
Increased parenting value

Enhanced selling process

Enhance customer usage experience
Enhanced customer buying
experience

Understanding of customer needs
Provision of customer service
Knowledge of all relevant providers
Negotiation of customer
requirements

Construction of customer options
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ROLE OF THE INTERNET OF THE
COMPETITIVE FORCES

Feeny (2001) presented a framework that high-
lights the strategic opportunities afforded to
organizations by using the Internet. In particu-
lar, he highlights three e-opportunity domains.
Table 2 details these domains and their respective
components.

E-OPPORTUNITIES IN
HEALTHCARE

Giventhethreeareasof e-opportunities discussed
previously, Glaser (2002) identified several key
e-opportunities for healthcare, detailed in Table
3.

The Goals of E-Health
The preceding definition of e-health is broad

enough to capture the dynamic environment of
the Internet and at the same time acknowledge
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thate-health encompasses more than just “Internet
and Medicine.” Thus, e-health strives to achieve
many goals beyond the use of the Internet. These
goals, taken together perhaps best characterize
what e-health is all about (or what it should be
about; JMIR, 2003). Some of these goals of e-
health include the following:

e Efficiency: One of the promises of e-health
is to increase efficiency in heathcare,
thereby decreasing costs. One possible way
of decreasing costs would be by avoiding
duplicative or unnecessary diagnostic or
therapeutic interventions, throughenhanced
communication possibilities between health-
care establishments and through patient
involvement (Health Technology Center,
2000). The Internetwill naturally serveasan
enabler for achieving this goal in e-health.

*  Quality of care: Increasing efficiency in-
volves not only reducing costs, and thus is
not an end in and of itself but rather should
be considered in conjunctionwithimproving
quality one of the ultimate goals of e-health.
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Table 3. The e-opportunities for healthcare organizations

Components

e-operations e Internet-based supply purchasing

e Prescription writing, formulary
checking, and interaction checking
using hand-held devices

e-marketing e Delivery of consumer health
content and wellness management
tools over the Internet

e Use of consumer health profiles to
suggest disease management and
wellness programs

e-services e Patient-provider communication
and transaction applications

e Web-based applications to support
the clinical conversation between
referring and consulting physicians

Crossing multiple domains e Increasing the level of information
content in the product

e Increasing the information intensity
along the supply chain

e Increase in the dispersion of
information

A more educated consumer (as a result of
the informational aspects of e-health) would
then communicate more effectively with
their primary care provider which will,
in turn, lead to better understanding and
improved quality of care.
Evidence-based: E-health interventions
should be evidence-based in the sense that
their effectiveness and efficiency should not
be assumed but proven by rigorous scientific
evaluation and support from case histories.
Web-accessible case repositories facilitate
the timely accessibility of suchevidence and
thus helpinachieving the necessary support
of a diagnosis or treatment decision. The
evidence-based medicine goal of e-health
is currently one of the most active e-health
research domains, yetmuchwork still needs
to be done in this area.

Empowerment of consumersand patients:
By making the knowledge bases of medicine

and personal electronic recordsaccessibleto
consumers over the Internet, e-health opens
new avenues for patient-centered medicine,
enables patienteducation and thusincreases
the likelihood of informed and more satis-
factory patient choice (Umhoff & Winn,
1999).

Education: The education of physicians
through online sources (continuing medical
education) and consumers (health education,
tailored preventive information for consum-
ers) makes it easier for physicians as well as
consumers to keep up to date with the latest
developments in the medical areas of their
respective interests. This, in turn, is likely
to have a positive impact on the quality of
care vis-a-vis the use of the latest medical
treatments and preventive protocols.
Extending: Extending the scope of health-
care beyond its conventional boundaries,
in both a geographical sense as well as in
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a conceptual sense, leads to enabling such
techniques as telemedicine and virtual op-
erating rooms, both of which are invaluable
in providing healthcare services to places
where it may otherwise be difficult or im-
possible to do.

. Ethics: E-health involves new forms of
patient-physician interaction and poses
new challenges and threats to ethical is-
sues such as online professional practice,
informed consent, privacy and security
issues (Healthcare Advisory Board, 2002).
However, this is not an intrinsic feature of
e-health but rather a feature of the Internet
technology which is the foundation for all
e-business initiatives, therefore, e-health
along with e-government, e-insurance, e-
banking, e-finance, and e-retailing must all
contend with these ethical issues. Given the
nature of healthcare, these issues could be
more magnified.

. Equity: To make healthcare more equitable
isone of the aims of quality generally identi-
fied by the American Institute of Medicine
(Institute of Medicine, 2001) and is one of
the goals of e-health. However, at the same
time there is a considerable threat that e-
health, ifimproperly implemented and used,
may deepen the gap between the haves and
the have nots, hence the need for a robust
framework to ensure the proper implemen-
tation of e-health initiatives. In particular,
some of the key issues for equity revolve
around broad access and familiarity with
the technology.

Today, alarge number of patients and consum-
ers already use the Internet to retrieve health-re-
lated information, to interact with health provid-
ers, and even to order pharmaceutical products
(for example drugstore.com). For example, it has
been noted that *“the number of Medline searches
performed by directly accessing the database at
the National Library of Medicine increased from 7
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million in 1996 to 120 million in 1997, when free
public access was opened; the new searches are
attributed primarily to non-physicians” (JMIR,
1999). Thus, the Internet will act as a catalyst
for evidence based medicine in particular and
e-health generally in two ways: First, it enables
health professionals to access timely evidence.
Second, it enables consumers to draw from the
very same knowledge base, leading to increased
pressure on health professionals to actually use
the evidence (PWC, 2003).

Key Challenges of E-Health

By 2005, 88.5 million adults will use the Internet
to find health information, shop for health prod-
ucts, and communicate with affiliated payers and
providers through online channels, according to
Cyber Dialogue (PWC, 2003). Today, the e-health
consumer demand includes the need for specific
health services, such as obtaining information
when faced with a newly established diagnosis.

Many key challenges must be addressed to
develop optimal partnerships between consum-
ers and other groups of healthcare stakeholders.
Some of these include the need for:

. Meaningful collaboration with healthcare
recipients,

. Efficient strategies and techniques to moni-
tor patterns of Internet use among consum-
ers,

. Preparation for upcoming technological
developments,

. Balancing between connectivity and pri-
vacy,

. Better understanding of the balance between
face-to-face and virtual interactions, and

. Equitableaccesstotechnology and informa-
tion across the globe.

When we consider the domain of e-health at
the macro level, three important issues must be
carefully considered (Cyber Dialogue, 2001);
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namely, Procurement, Connectivity, and Benefits.
We briefly discuss each in turn.

E-Procurement

Health systems must begin to contemplate how
their organizations will adapt and leverage Inter-
net-based tools to manage their medical supply
chains. Procurement in healthcare supplies must
move toward an e-business platform for data
interchange because of the ubiquity and cost ef-
fectiveness of the Internet, the primary e-business
platform. The Internet decreases many of the
restrictions placed by geographic and time bar-
riers and also facilitates the use of incorporating
artificial intelligence solutions, such as intelligent
agents that can be deployed to hunt for best buys.
Buyers and suppliers also must work together
toward standardization, including the develop-
ment of a universal product numbering system to
facilitate e-procurement. As shown in Figure 3,
e-procurement of medical supplies is estimated
to grow to 15% of medical supply spending in the
U.S. by 2003, according to a Deutsche Bankreport
(PWC, 2003)

E-Connectivity

Healthcare hastraditionally beenlocally delivered
because a patient’s usual first port of call is their
local primary care physician. To reorient such a
tradition, connectivity companies, which on the
other hand have a global rather than local focus,
must be pragmatic and move in incremental
steps when connecting healthcare organizations.
Technology is the integral tool, but it will not
achieve its full potential or live up to its promise
unless healthcare organizations successfully
deploy it and then keep track of their clinicians’
and administrative workers’ effective use of it.
To do so, managers must design processes and
metrics for productivity; otherwise, it is like
expecting someone to drive a car when his or
her experience is limited to a 10 speed bicycle.
However, healthcare organizations will find that
achieving Web-enabled connectivity offers the
most opportunity initially, and that other func-
tions such as disease management, outcomes
management, and demand management can be
Web-enabled later.

Health plansand hospitalsare beginning to mi-
gratetothe Internetfor claims-related transactions
as thefirst step ofa broader Internet strategy. This

Figure 3. Estimated U. S. medical e-procurement market sales (Source: Dialog Cybercitizen Health Trend
Report [Re. No. 49], by Odyssey Research, 2003. Available online from www.odysseyresearch.org)
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isillustrated in Figure 4. Because many organiza-
tions continue to use EDI for claims submissions,
transactions surrounding claims (e.g., eligibility,
referrals) will thus logically be the first to be
targeted for e-health connectivity. Those health
plans that are adopting Internet connectivity for
these functions view them as the foundation on
whichtobuild other Internet-enabled partnerships
with patients and providers.

The number of healthcare transactions is out-
pacing the growth of health spending, creating
a critical need to automate the handling of such
transactions through the adoption of e-health.
The number of claims submitted increased by
about 7% during the past five years, according to
the Health Data Directory. In contrast, healthcare
spending has increased at between 5% and 6% dur-
ing the same period (ibid). Many of the functions
associated with claims submissions and payment
are repetitive tasks that are more efficiently done
by computers. The most expensive processes are
not the claims submissions themselves, but the
tasks surrounding the claims processing, such
as eligibility checks and referrals. Coupled with
increasing labor shortages, there is an urgent
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need for healthcare organizations to reengineer
their processes.

Health plans must understand physicians’
needs when designing Internet-based solutions
and that first-mover advantage is not as important
as a system that works. Many non-healthcare
organizations have benefited from first-mover
advantage in adopting e-commerce initiatives,
which means they had access to the most capital,
the best partners and could establish solid brand
recognition. However, this is not necessarily an
appropriate strategy for healthcare as healthcare
is more pragmatic and a “show-me” industry
where successful models replicate specialty by
specialty.

E—Benefits

American industry has discovered the benefits of
e-business. Like the conundrum of the chicken
and the egg, many employers and health plans are
awaiting the development and implementation of
e-benefits and e-insurance products. Health plans
do not want to deliver Web-based products if
employers are not ready to use them. Employers

Figure 4. Increase in the percentage of electronically filed claims (Source: Dialog Cybercitizen Health
Trend Report [Re. No.. 49], by Odyssey Research, 2003. Available online from www.odysseyresearch.

org)
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cannot deliver e-benefits products until health
plans develop them. However, starting with on-
line benefits enrollment, this aspect of e-health
is evolving in stages. A by-product of this evolu-
tion is the fusion of employee responsibility and
empowerment; hence, employers will gradually
cede more control for health benefits to employ-
ees themselves. One of the primary drivers of
e-benefits is delivery of self-service capabilities
in which employees can customize their own
insurance plans and have ready access to them,
just as they do with their brokerage accounts.
By putting this information at their fingertips,
employees may become more fiscally responsible
about those benefits. Ultimately, they may want
complete control over more and more aspects of
their benefits. To empower employees toward that
end, some employers will have to embrace a de-
fined contribution model, also called self-directed
or consumer-directed health plans. This buildson
the findings of the report “Defined Contribution
Healthcare,” which specifically discusses the
various models of defined contribution health
plans (ibid).

The national research conducted by Price-
waterhouseCoopers (PWC, 2003) indicated that
few employers are willing to adopt self-directed,
otherwise known as defined contribution, health
plans today, but will more likely move incremen-
tally toward Web-enabling benefits processing and
hence shifting more responsibility to employees.
As employers adopt more e-health initiatives and
Web-enabled functions, they will move more
responsibility for choices to employees. As that
balance of responsibility tips towards the em-
ployees, employers will need to assess how ready
their workforce is to accept increasing levels of
responsibility (Geisler, 2000).

Ifasignificant portion of the healthcare insur-
ance market moves to self-directed and Internet
health benefit accounts, physicians may be most
directly and adversely affected. Some contribu-
tion health plans have medical savings accounts
as a centerpiece. In these accounts, employees

pay out of a medical savings account for routine
expenses up to $1,500 or $2,000. Physicians will
need to contend with patients who are paying
cash for their visits and who may shop around
for the best value. Figure 5 shows the statistics
of the probability of customers using the Internet
when they have accessibility to PCs.

Astheutility function of benefits moves toward
the Internet, insurers must then develop products
that serve new and existing customers, such as
e-quote products that assist brokers and other
intermediaries. Further, they also must follow
the changing needs of consumers whose response
to defined contribution health products is to date
largely untested.

In summary then, the effective addressing
of the key e-health issues of procurement, con-
nectivity, and benefits requires standardization,
a pivotal prerequisite for the implementation
of successful e-health initiatives. Without such
standardization the exchange of documents and
other procurementinformation, connectivity, and
e-commerce enabled benefits clearly become more
problematic. Unfortunately, standardization is
woefully lacking in too many areas of healthcare,
let alone e-health. Given the opportunities for
e-health to benefit various aspects of healthcare
and the far reaching impact of any such e-health
initiative, it becomes imperative then to have
frameworks and models that not only bring to the
forefront the key e-health issues but also provide
guidelines for how to effectively bring to bear
successful e-health initiatives for all healthcare
organizations.

A FRAMEWORK FOR ASSESSING
E-HEALTH POTENTIAL

We propose the framework shown in Figure 6 to
assess the e-health potential and preparedness
of countries. Healthcare polices are generally
developed to a large extent at a macro, country
level and thus we believe it is also necessary when
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Figure 5. Internet usage among customers (Source: Dialog Cybercitizen Health Trend Report (Re. No..
49), by Odyssey Research, 2003. Available online from www.odysseyresearch.org)
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looking at e-health to first take a macro perspec-
tive and analyze the level of the country in terms
of embracing e-health. The framework highlights
the key elements that are required for successful
e-health initiatives and therefore provides a tool
that allows analysis beyond the quantifiable data
into a systematic synthesis of the major impacts
and prerequisites. The framework contains four
main prerequisites, four main impacts, and the
implications of these prerequisites and impacts
to the goals of e-health. By examining both the
prerequisites and the impacts, we can assess the
potential of a country and its preparedness for e-
health as well as its ability to maximize the goals
of e-health. We discuss the prerequisites next.

PREREQUISITES FOR E-HEALTH

As can be seen in Figure 6, the four critical pre-
requisites for any successful e-health initiative
include information communication technology
(ICT) architecture/infrastructure, standardized
policies, protocols and procedures, user access
and accessibility policiesand infrastructure, and,
finally, governmentregulation and control. These
will now be briefly discussed in turn.
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ICT Architecture/Infrastructure

The generic architecture for most e-health initia-
tives was depicted in Figure 1. To support such a
client-server architecture special attention must
be paid to the ICT infrastructure.

The ICT infrastructure includes phone lines,
fibertrunks, and submarine cables, T1, T3 and OC,
ISDN, DSL and other high-speed services used by
businesses as well as satellites, earth stations, and
teleports. A sound technical infrastructure is an
essential ingredient to the undertaking of e-health
initiatives by any nation. Such infrastructures
shouldalso include telecommunications, electric-
ity, accessto computers, number of Internet hosts,
number of Internet Service Providers (1SPs), and
available bandwidth and broadband access. To
offer agood multimedia content and thus provide
a rich e-health experience, one would require a
high bandwidth. ICT considerations are undoubt-
edly one of the most fundamental infrastructure
requirements.

Networks are now a critical component of the
business strategies for organizations to compete
globally. Having a fast microprocessor-based
computer at home has no meaning unless you
have high bandwidth-based communication in-
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Figure 6. A framework for assessing a country’s/region’s e-health potential

frastructure available to connect computers with
the ISP. With the explosion of the Internet and
the advent of e-commerce, global networks need
to be accessible, reliable, and fast to participate
effectively in the global business environment.
Telecommunications is a vital infrastructure
for Internet access and hence for e-commerce.
One of the pioneering countries in establishing
a complete and robust e-health infrastructure is
Singapore which is in the process of wiring every
home, office and factory up to a broadband cable
network which will cover 98% of Singaporean
homes and offices (ibid).

Standardization Policies, Protocols
and Procedures

E-health by definition spans many parties and
geographic dimensions. To enable such a far-
reaching coverage, significant amounts of docu-
ment exchange and information flows must be
accommodated. Standardization is the key for
this. Once acountry decides to undertake e-health

initiatives, standardization polices, protocols and
procedures must be developed at the outset to
ensure the full realization of the goals of e-health.
Fortunately, the main infrastructure of e-health
is the Internet that imposes the most widely and
universally accepted standard protocols such as
TCP/IP and hypertext transfer protocol. It is the
existence of these standard protocols that has led
to the widespread adoption of the Internet for e-
commerce applications.

The transformation to e-health by any country
cannot be successfully attained without the de-
liberate establishment of standardization policies,
protocols, and procedures that play a significant
role inthe adoption of e-health and the reduction of
many structural impediments (Samiee, 1998).

User Access and Accessibility Policies
and Infrastructure

Access to e-commerce is defined by the World

Trade Organization (WTO) as consisting of two
critical components: a) accessto Internetservices
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andb) accesstoe-services (Panagariya, 2000); the
former deals with the user infrastructure, while
the latter pertains to specific commitments to
electronically accessible services. The user infra-
structure includes number of Internet hosts and
number of Web sites, Web users as a percent of
the populationaswell as ISP availability and costs
for consumers, PC penetration level, and so forth.
Integral to user infrastructure is the diffusion rate
of PCs and Internet usage. The United States and
the United Kingdom have experienced the greatest
penetration of home computers (Samiee, 1998).
For developing countries such as Indiaand China
there is, however, a very low PC penetration and
teledensity. In such a setting it is a considerable
challenge then to offer e-health, since a large part
of the population is not able to afford to join the
e-commerce bandwagon. Countries thus have to
balance local call charges, rentals, subscription
charges, and so forth, otherwise the majority of
citizens will find these costs a disincentive. This
is particularly significant for developing and
emerging nations where access prices tend to be
out of reach for most of the population. Upcoming
new technologies hold the promise to increase the
connectivity aswell as affordability level, and de-
veloping countries will need to seriously consider
these technologies. In addition to access to PCs
and the Internet, computer literacy is important
and users must be familiar not only with the use
of computers and pertinent software products but
also the benefits and potential uses of the Internet
and World Wide Web (ibid).

Governmental Regulation and Control

The key challengesregarding e-health use include
a) cost effectiveness (i.e., less costly than tradi-
tional healthcare delivery), b) functionality and
ease of use (i.e., they should enable and facilitate
many uses for physicians and other healthcare
users by combining various types and forms of
data as well as be easy to use), and c) they must
be secure. One of the most significant legislative
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regulations in the United States is the Health
Insurance Portability and Accountability Act
(HIPAA; Protegrity, 2001).

Given the nature of healthcare and the sen-
sitivity of healthcare data and information, it is
incumbent on governments not only to mandate
regulations that will facilitate the exchange of
healthcare documents between the various health-
care stakeholders butalso to provide protection of
privacy and the rights of patients. Some countries,
such as Chinaand Singapore, even control access
to certain sites for moral, social, and political
reasons while elsewhere transnational data flows
are hindered by a plethora of regulations aimed
at protecting domestic technology and related
human resource markets (Goff, 1992; Gupta,
1992; Samiee, 1998). Irrespective of the type of
healthcare system (i.e., whether 100% government
driven, 100% private, or a combination thereof),
itis clear that some governmental role is required
to facilitate successful e-health initiatives.

The significance of the preceding four prereq-
uisites on e-health initiatives will be modified by
the impacts of IT education, morbidity, cultural-
social dimensions, and world economic standing,
as elaborated upon in the following sections.

Key Impact of E-Health

Figuresix highlights four key impacts of e-health,
which we now discuss in turn.

Impact of IT Education

Asophisticated, well-educated population boosts
competition and hastens innovation. Accord-
ing to Michael Porter, one of the key factors
to a country’s strength in an industry is strong
customer support (Porter, 1990). Thus, a strong
domestic market leads to the growth of competi-
tion, which leads to innovation and the adoption
of technology-enabled solutions to provide more
effective and efficient services, such as e-health
and telemedicine. As identified previously, the
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health consumeristhe key driving force in pushing
e-health initiatives. We conjecture thatamore I T-
educated healthcare consumer would then provide
stronger impetus for e-health adoption.

Impact of Morbidity Rate

There is a direct relationship between health
education and awareness and the overall health
standing of a country. Therefore, a more health
conscious society, which tends to coincide with
a society that has a lower morbidity rate, is more
likely to embrace e-health initiatives. Further-
more, higher morbidity rates tend to indicate
the existence of more basic health needs (WHO,
2003) and hence treatment is more urgent than the
practice of preventative medicine and thus e-health
could be considered an unrealistic luxury and in
some instances such as when a significant percent-
age of apopulation is suffering from malnutrition
related diseases is even likely to be irrelevant at
least in the short term. Thus, we conjecture that
the modifying impact of morbidity rate is to pri-
oritize the level of spending on e-health versus
other basic healthcare needs.

Impact of Cultural-Social Dimensions

Healthcare has been shaped by each nation’s own
set of cultures, traditions, payment mechanisms,
and patient expectations. While the adoption of
e-health, to a great extent, dilutes this cultural
impact, social and cultural dimensions will still be
amoderating influence on any country’s e-health
initiatives. Another aspect of the cultural-social
dimension relates to the presentation language of
the content of the e-health repositories. The entire
world does not speak English, so the e-health solu-
tions have to be offered in many other languages.
The e-health supporting content in Web servers
and Web sites must be offered in local languages,
supported by pictures and universal icons. This
becomes a particularly important consideration
when we look at the adoption and diffusion of

evidence-based medicine, as it will mean that
much of the available evidence and case study
data will not be easily accessible globally due to
language barriers.

Therefore, for successful e-health initiatives
it is important to consider cultural dimensions.
For instance, an international e-commerce study
by International Data Corporation (Wilson, 1999)
indicated that Web surfing and buying habits dif-
fer substantially from country to country and this
would then have a direct impact on their comfort
to use e-commerce generally and e-health in
particular, specially as e-health addresses a more
fundamental need. Hence, the adoption of e-health
is directly related to ones’ comfort with using the
technology, and thisinturnis greatly influenced by
cultural dimensions. Also connected with cultural
aspects is the relative entrepreneurial spirit of a
country. For example, a study by Hofstede (1980)
indicated that in a cultural context, Indians score
high on “uncertainty avoidance” criteria when
compared to their Western counterparts. As a
result, Indians do not accept change very easily
and are hostile towards innovation. This, then,
would potentially pose a challenge to the starting
up of e-health initiatives whose success depends
on widespread adoption for their technological
innovations. Thus, we conjecture that fear of
risk and absence of an entrepreneurial mindset,
as well as other cultural-social dimensions, can
also impact the success of e-health initiatives in
a given country.

Impact of World Economic Standing

Economies of the future will be built around the
Internet. All governments are very aware of the
importance and critical role that the Internet will
play in a country’s economy. This makes it criti-
cal that appropriate funding levels and budgetary
allocations become a key component of govern-
mental fiscal policies so that such initiatives will
form the bridge between a traditional healthcare
present and a promising e-health future. Thus,
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this would determine the success of effective e-
health implementations and, consequently, have
the potential to enhance a country’s economy and
future growth.

The World Economic Forum’s global competi-
tiveness ranking measuresthe relative global com-
petitiveness of a country. This ranking takes into
account factors such as physical infrastructure,
bureaucracy, and corruption. Thus we conjecture
that weak physical infrastructure combined with
highlevels of bureaucracy and corruptionwill lead
to significant impediments to the establishment
of successful e-health initiatives.

Indevelopingits e-healthinitiative, a good first
step for any country is to assess its standing with
respect to the four prerequisites and four impacts
discussed previously in this chapter. In this way
it will be possible for a country to evaluate its
preparedness with respect to these parameters
and consequently devise appropriate policies
and strategies for an effective and successful e-
health initiative. In the following section, we will
attempt to provide a guideline that will facilitate
such an evaluation.

E-HEALTH PREPAREDNESS GRID

By taking the four main prerequisites as well as
the four major impacts, identified in our frame-
work in Figure 6 (i.e., information communica-
tion technology infrastructure; standardization
policies, protocols and procedures; user access
and accessibility policies; and infrastructures,
governmental regulations and role) as well as the
impact of IT education, the impact of morbidity
rate, the impact of world economic standing,
and the impact of cultural-social dimensions, we
developed a grid for assessing e-health prepared-
ness (see Figure 7) in which we can plot various
countries with respect to these key parameters.
The grid consists of four quadrants that represent
the possible states of preparedness with respect
to the key parameters for e-health success. The

32

Assessing E-Health

low preparedness quadrant identifies situations
that are low with respect to all four prerequisites
for e-health potential. The medium preparedness
quadrant identifies two symmetric situations;
namely, acombination of highand low positioning
with respect to the four prerequisites for e-health
potential. Finally, the high preparedness quadrant
identifies situations that are high with respect to
all four prerequisites for e-health potential. This
grid not only shows the possible positioning of
a given country with respect to its e-health pre-
paredness (i.e., low, medium, or high) but also
the path it must take and, more specifically, the
prerequisite factors it must focus on to migrate
to the ideal state of preparedness; namely, being
highwithrespecttoall four prerequisites. The grid
also underscores the moderating role of the four
impacts irrespective of the relative positioning on
the state of preparedness of a given country.

DISCUSSION

From the e-health preparedness grid in Figure
7 we can see several implications. For countries
that are low with respect to all four of the e-health
prerequisites, much preparatory work is required
to be e-health ready and thereby fully realize the
goals of e-health (i.e., efficiency, evidence-based
and preventive medicine, educated stakeholders,
ethical awareness, enhanced quality care, em-
powered patients, extended reach and equity). For
countries that map to the medium preparedness
guadrant, more emphasis is needed on upgrad-
ing the deficiencies that cause them to score low
on some prerequisites while they continue to
maintain a high status on other prerequisites so
that the full benefits of their e-health initiatives
can be realized. Countries that are noted for
being pioneers and leaders in the area of e-com-
merce in general as well as e-health in particular
would be expected to map on the high quadrant.
The challenge for these countries would be to
maintain their high status with respect to all the
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Figure 7. E-health preparedness grid
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prerequisites. Furthermore, organizations within
these countries can also begin to structure their
respective e-health initiatives (i.e., micro-level
issues) based on the key macro-level issues that
both the integrative framework and e-health
preparedness grid identify.

Itisimportant to note that irrespective of their
positioning on the preparedness grid (i.e., low,
medium, or high), all countries must take into
account the moderating effect of the four impacts
ontheire-healthinitiatives. If countriesignore the
moderating effect of these four impacts, itwill not
be possible to fully realize a successful e-health
initiative (and thus would not be able to fully
realize the benefits of e-health), even if a country
maps into the high-preparedness quadrant. Fi-
nally, we conjecture that the type of health system
vis-a-vis the public—private continuumwould not
significantly impact the positioning of a country

into a given quadrant. The successful experience
of Singapore, albeit an isolated case, somewhat
lends credence to our grid, as it would mostly fit
the profile of a country in the high-preparedness
quadrant and thus would be expected to suc-
cessfully undertake an e-health initiative (PWC,
2003). Clearly, additional empirical validation of
our e-health preparedness framework is required
which we leave to future studies.

CONCLUSIONS

E-commerce, as noted by the U.N. Secretary
General’s address, is an important aspect of
business in today’s 215t century. No longer is it a
luxury for nations; rather it is a strategic neces-
sity in order for countries to achieve economic
and business prosperity as well as social viability.
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One of the major areas within e-commerce that
has yet to reach its full potential is e-health. This
is because healthcare generally has been slow in
adopting information technologies. Furthermore,
there is a shortage of robust frameworks that may
be used as guidelines for assessing countries’
e-health preparedness and identifying the key
areas and deficiencies that need to be addressed
inorder for successful e-heath initiativesto ensue.
In addition, e-health is more than a technological
initiative; it also requires a major paradigm shift
in healthcare delivery, practice, and thinking. We
have attempted to address this gap by develop-
ing a framework that identifies the major factors
involved in assessing the e-health preparedness
of countries and thereby, facilitating countries to
focus their efforts on the relevant issues that must
be addressed in order that successful e-health
initiatives follow (i.e., the goals of e-health are
realized). Anoutcome from our analysis indicates
that the relative healthcare system (i.e., whether
government driven, public, or two tier) would
appear to have less significance in establishing
successful e-health initiatives. The first step in
the development of any viable e-health strategy
is to make an assessment of the current state of
e-health preparedness and then how to either
move to a state of higher preparedness (i.e., the
high quadrant) or focus on maintaining a current
high quadrant status—both of these are identified
through the use of our framework and thus its
value. Finally, we note that with respect to our
framework other parameters also exist and could
also be considered important, perhapsevenasim-
portant as the ones we used. However, we believe
that the framework will still function the same
way (i.e., provide a useful tool for any country
trying to determine and develop a successful e-
health initiative), irrespective of the number of
parameters; in this regard the preference should
be simplicity over complexity.
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ENDNOTE

! Anearlierversion of this chapter isto appear
in a volume of the Internation J. e-Health,
2005.
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ABSTRACT

Superior access, quality, and value of healthcare
serviceshasbecomeanational priority for health-
care to combat the exponentially increasing costs
of healthcare expenditure. E-Health in its many
forms and possibilities appears to offer a panacea
for facilitating the necessary transformation for
healthcare. While a plethora of e-health initiatives
keep mushrooming both nationally and globally,
there exists to date no unified system to evaluate
these respective initiatives and assess their relative
strengths and deficiencies inrealizing superiorac-
cess, quality and value of healthcare services. Our
research servestoaddressthisvoid. Thisisdone by

focusing on the following three key components:
1) understanding the Web of players (regulators,
payers, providers, healthcare organizations, sup-
pliers, and last but not least patients) and how e-
health can modify the interactions between these
players as well as create added value healthcare
services, 2) understand the competitive forces
facing e-health organizations and the role of the
Internet in modifying these forces, and 3) from
analyzing the Web of players combined with the
competitive forces for e-health organizations we
develop a framework that serves to identify the
key forces facing an e-health and suggestions of
how such an organization can structure itself to
be e-health prepared.

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.



INTRODUCTION

E-health is a broad term that encompasses many
differentactivitiesrelated to the use of the Internet
for the delivery of healthcare service. Healthcare
professionals are extending the use of the Internet
to include a source of evidence-based consumer
information as well as to facilitate the research
of protocols for healthcare delivery, accessing
laboratory and medical records, and performing
second opinion consults (Sharma & Wickrama-
singhe, 2005; Sharma, Wickramasingeh, Xu, &
Ahmed, 2006). Moreover, the Internet is being
used by patients to become more knowledgeable
abouthealth practices asseen fromtheir questions
to their physicians (Gargeya & Sorrell, 2005).

Although, a relatively new term and unheard
of prior to 1999, e-health has now become the
latest “e-buzzword” used to characterize notonly
“Internet medicine,” butalso virtually everything
related to computers and medicine (Sharmaetal.,
2006; Von Lubitz & Wickramasinghe, 2006). The
scope and boundary of e-health, aswell ase-heath
organizations, is still evolving. However one can
onlyimagineitwill grow rapidly especially given
that governments in both U.S. and Europe, and
organizations such as WHO (World Healthcare
Organization) are advocating that e-health be on
the top of all healthcare agendas and an integral
component of any healthcare delivery initiative
(Von Lubitz et al., 2006).

Giventhe growthandvariety of e-healthinitia-
tives, it becomes important to examine the forces
affecting these initiatives and factors leading to
the success of e-health. To date, little research
examines metrics of measurement pertaining to
e-health initiatives or their economic value. What
are the forces of competition affecting e-heath?
Are the competitive forces constrained by exter-
nal considerations? Is the issue of competition
an appropriate concern for e-health? If so, what
are the strong and weak competitive forces? We
argue that analysis of these forces would lead us
to understand the long-term sustainability of any
e-health initiative.
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TRADITIONAL COMPETITIVE
FORCES

The starting point for understanding the competi-
tive forces facing any e-health initiative lies in
understanding the fundamentals of traditional
competitive forces that impact all industries and
then how the Internet as a disruptive technology
has impacted these forces.

The strategy of an organization has two major
components (Hendersen & Venkatraman, 1993).
These are 1) formulation--making decisions
regarding the mission, goals, and objectives of
the organization and 2) implementation--mak-
ing decisions regarding how the organization
can structure itself to realize its goal and car-
ryout specific activites. For today’s healthcare
organizations the goals, mission, and objectives
all focus around access, quality, and value and
realizing this value proposition for healthcare
then becomes the key (Wickramasinghe, Fadlalla,
Geisler, & Schaffer, 2005). Essentially, the goal
of strategic management is to find a “fit” between
the organization and its environment that maxi-
mizes its performance (Hofer, 1975). This then
describes the market-based view of the firm and
has been predominantly developed and pushed
by the frameworks of Michael Porter. The first
of Porter’s famous frameworks is the generic
strategies (Porter, 1980).

The use of technology must always enable or
enhance the businesses objectivesand strategies of
the organization. This is particularly true for 21%
Century organizations where many of their key
operations and functions are so heavily reliant on
technology and the demand for information and
knowledgeisso critical. A firms’ relative competi-
tive position (i.e., its ability to perform above or
below the industry average is determined by its
competitive advantage). Porter (1980) identified
three generic strategies that impact a firm’s com-
petitive advantage. These include cost, focus, and
differentiation. Furthermore, Porter himself notes
that two and only two basic forms of competitive
advantage typically exist:
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1. Cost leadership.
2.  Differentiation.

Firms can use these two forms of competi-
tive advantage to either compete across a broad
scope of an industry or to focus on competing in
specific niches; thereby, leading to three generic
strategies. Porter (ibid) notes that firms should be
cautious about pursuing more than one generic
strategy; namely cost, differentiation, and focus.
For example, if a cost leadership strategy is ad-
opted it is unlikely that a firm can also maintain
and sustain differentiation since it would not
be possible to simultaneously pursue the costly
capital investment or maintain high operating
costs required for differentiation and thus in the
long run the firm has a confused strategy which
leads to failure.

In order to design and develop ones strategy,
an organization should first perform an industry
analysis. Porters Five Forces or Competitive
Forces model is most useful (Porter, 1980, 1985).
Figure 1 depicts this model. Essentially, Porter
has taken concepts from micro-economics and
modeled them in terms of five key forces that
together outline the rules of competition and at-
tractiveness of the industry.

Figure 1. Porter’s Competitive (Five) Forces Model

The forces are as follows:

1.  Threat of new entrant: A company new
to the industry that could take away market
share from the incumbent firms.

2. Threat of substitute: An alternative
means that could take market share from
product/service offered by the firms in the
industry.

3. Bargaining power of buyers: The strength
of buyers or groups of buyers within the
industry relative to the firms.

4. Bargaining power of suppliers: The
strength of suppliers relative to the firms
in the industry.

5. Rivalry of existing competition: Relative
position and market share of major competi-
tors.

The collective strength of these five forces
determines the attractiveness of the industry and
thus the potential for superior financial perfor-
mance by influencing prices, costs, and the level
of capital investment required (Porter, 1985). Once
a thorough industry analysis has occurred, it is
generally easier for a firm to determine which
generic strategy makes most sense for it to pursue
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and enables the firm to exploit most of its core
competencies in its existing environment.

Role of the Internet of the
Competitive Forces

Feeny (2001) presents a framework that highlights
the strategic opportunities afforded to organiza-
tions by using the Internet. In particular, he high-
lightsthree e-opportunity domains. Table 1 details
these domain and their respective components.

E-Opportunities in Healthcare

Given the three areas of e-opportunities previ-
ously discussed, Glaser (2002) identifies several
key e-opportunities for healthcare. Table 2 details
these.

WEB OF PLAYERS IN
HEALTHCARE

Figure 2 depicts the Web of healthcare playersand
the key elements of the any e-health architecture
that serves to support the interactions between
and within this Web of players. In order to fully
capture the flows of information it is necessary to
first identify the primary producers and consum-
ers of data and information within the healthcare
system. At the center of the information flows is
the HCIS (healthcare information system, i.e., the
e-health network) because notonly does it connect
the key players within the healthcare systeminan
efficient and effective manner, but also it forms
the central repository for key information such
as patient medical records, billing, and treatment
details. Hence, the HCIS provides the foundation
for supporting the information flows and decision
making throughout the healthcare system. Figure
2 then represents a macro view of the inter-re-
lationships between the key players within this
system as well as the sources, destinations and
flows of information between these players and
the pivotal role of the HCIS.
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Healthcare procedures such as medical di-
agnostics, treatment decisions, and consequent
effecting of these decisions, prevention, com-
munication, and equipment usage can be thought
of as iatric in nature (Wickramasinghe & Fad-
lalla, 2004). Integral to these iatric procedures
is the generating and processing of information
(Wickramasinghe & Fadlalla, 2004). The patient
naturally provides key information at the time of
a clinical visit or other interaction with his/her
provider. Such a visit also generates other infor-
mation including insurance information, medical
history, and treatment protocols (if applicable)
which must satisfy regulatory requirements,
payer directives and, obviously, the healthcare
organization’s informational needs. Thus, we see
that from a single intervention many forms and
types of information are captured, generated, and
then disseminated throughout the healthcare sys-
tem. All this information and its flows must satisfy
some common integrity characteristics such as
accuracy, consistency, reliability, completeness,
usefulness, usability, and manipulability. Conse-
quently, generating a level of trust and confidence
in the information’s content and processes. Since
the information flows across various organi-
zational boundaries, the challenge of ensuring
information integrity is further compounded
because any integrity problems will propagate
with ripple effects following the same trajectory
asthe information itself. Given the high degree of
inter-relatedness between the various players, the
consequences of poor quality information (such
as the cost of information integrity problems) are
multiplied and far reaching. This highlights the
need for robust, well designed, and well man-
aged HCIS (Wickramasinghe & Fadlalla, 2004).
Such a perspective should not be limited to new
systems, but rather, equally and perhaps of even
more importance should be applied to existing
systems as well.



The Competitive Forces Facing E-Health

Table 1. The three e-opportunity domains and their components

Components

[ ]
e-operations :
[ ]
[ ]
e-marketing °
[ ]
[ ]
[ ]
e-services °
[ ]
[ ]

Automation of administrative processes
Supply-chain reconfiguration
Reengineering of primary infrastructure
Intensive competitive procurement
Increased parenting value

Enhanced selling process

Enhance customer usage experience
Enhanced customer buying experience
Understanding of customer needs
Provision of customer service
Knowledge of all relevant providers
Negotiation of customer requirements
Construction of customer options

Table 2. The e-opportunities for healthcare organizations

Components

e-operations

e-marketing

Internet-based supply purchasing
e  Prescription writing, formulary checking, and
interaction checking using hand-held devices

e  Delivery of consumer health content and
wellness management tools over the Internet

e Use of consumer health profiles to suggest
disease management and wellness programs

e-services °

Crossing multiple
domains

e  Patient-provider communication and transaction

applications

Web-based applications to support the clinical
conversation between referring and consulting
physicians

Increasing the level of information content in
the product

Increasing the information intensity along the
supply chain

e Increase in the dispersion of information

MODELING THE COMPETITIVE
FORCES IN E-HEALTH

In order to model e-health, let us first construct a
general model of the competitive forces pertaining
to e-business. E-business is not simply offering
traditional products and services on line. It re-
quiresbroad-scale asset redeploymentand process

changes, which ultimately serve as the basis for
a company’s competitive advantage in today’s
Digital Economy. For this study, the e-business
model could be broken into components such as;
products and services, customer value, pricing
component, revenue source, the cost component,
and asset model as shown in Figure 3.
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Figure 2. Web of e-health players adapted from Wickramasinghe et al 2004
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The prime objective of business model is to
make money (La Monica, 2000). The various
components of business model as shown in Fig-
ure 1 work together to create profit margins for
the business. First of all, the electronic business
model should offer products and services online.
These products and services should be differen-
tiated with competitors by low price or unique
customer value. The products are differentiated
if customers perceive some value in these that
other products do not have. Differentiation can
be done by offering different product features,
timing, location, service, product mix, linkage
between functions, etc. (Afuah & Tucci, 2000).
Customer value can be judged whether firm of-
fering its customers something distinctive or at
a lower cost than its competitors. The success of
business model depends upon how does the firm
price the value? An important part of profiting
from the value that firms offer customers is to price
itproperly. For pricing, market sharesand margins
would be most critical. The good business model
should strive for high market share and thus firm
should devise strategies accordingly. Pricing of
products depends upon the cost and asset model
of the firm. The cost (fixed cost + variable cost)
should be spread in a fashion that profit margins

Figure 3. Generic e-business model components

remain high. The profits in electronic business
model case will not only come from sales but
may come from many other sources. Therefore,
revenue source is another important component
for business model. The sustainability of business
model can be gauged based upon non-imitable
nature of products and services. How can firm
continue improve market share and make more
money and have competitive advantage are the
kind of questions needs to answers for the sus-
tainability of business model. For example; using
simple profits equation; Profits=(P-Vc)Q-Fc, firm
can assess how each of the components of busi-
ness model impact profitability. If a firm offers
distinctive products, it can charge premium price
P for it. A good business model should keep low
variable cost but should have high market share
for higher profitability (Afuah et al., 2000). Tak-
ing these components of a business model into
consideration, letus now map thisto the healthcare
domain (Figure 4).

In so doing, some of the nuances pertaining to
the dynamics of healthcare become apparent; such
as, the receiver of services, or the patient, is not
usually the principal payer. Moreover, the model
servestounderscore that for e-health initiatives to
truly add value and be sustainable the dynamics
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Figure 4. e-health business model components

“-‘-IIII.....
. -

.
.
PS4
*

The Competitive Forces Facing E-Health

*
o health
..‘ services

1) regulator
2) legal

Asset model

Pricing &

suppliers ]=D‘

a

Y

A 4

Perceived

mkt share

A

&
A 4 :
Revenue K customer
&~
&
4
4 —

> A

Cost

quality
*
3) devices o,
4) drugs ‘..
5) other ‘e,
e

of a generic e-business model must be satisfied.
Hence, some determination needs to be made
regarding Vc, Fc, P, and Q in this context.

To understand these dynamics more easily let
us consider a case study example of the imple-
mentation of an electronic patient record.

Case Study

The Johns Hopkins Medicine Center for Infor-
mation Services Public LAN (JPL) is a com-
puter network designed to provide patient care
providers access to clinical applications. This
computer network is utilized by all types of
patient care providers in both inpatient and out
patient services. These providers include, but not
limited to, doctors, interns, fellows, nurses, unit
clerks, pharmacists, nutritionists, and admission
specialists. In this article, an examination of the
history of the Public LAN, the current state of the
LAN, and the future of the Public LAN will be
examined. Since its inception the Public LAN as
been the leader in efficiency and innovation for
Desktop Computing Services (DCS), a division
of Information Technology @ Johns Hopkins
(IT@Hopkins).
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Introduction of the Public LAN

During the spring of 1996, JHMCIS and a group
of doctors developed an in-house application to
provide patient care. This application is called
Electronic Patient Record or EPR. The applica-
tion was to be used in patient areas for tracking
patient record. These records can then be viewed
by other clinicians throughout the hospital. A sec-
ond application was introduced at the same time
to provide a graphical user interface to many of
the hospital’s mainframe and mid-range systems.
This application is Host Interface Program or
HIP. The challenge at this stage was to provide a
computer system that could be used by the doc-
tors that would allow EPR and HIP to be used to
provide patient care and at the same time have a
desktop system that was secure.

These desktopswere to be deployed in medical
exam rooms and the major problem was having a
desktop that could provide these applications to
the clinicians without allowing the clinicians or
patients the ability to access the operating system
and the computer configuration. This led to the
development of the Public Desktop.
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The Public desktop is a Microsoft Windows
based desktop that has the clinical applications
installed, as well as an Internet browser and the
Microsoft Office suite. The challenge was man-
aging these systems in areas with limited access
during business hours as they were in use by
clinicians providing patient care. The operating
system was secured and limited access was given
to the users. The users were not able to install any
applications or download any programs.

The Public LAN started out with 70 desktops
in three clinical areas. The Harriet Lane Clinic,
which is an outpatient clinic for pediatrics, the
neonatal intensive care unit, and the adolescent
outpatient clinic. This pilot lasted approximately
sixmonths. Duringthe nextthree years, the Public
LAN grew to 1100 desktops.

The Growth of the Public LAN

Today the Public LAN supports over 1800 desk-
tops and many clinical applications. During the
first three years of the Public LAN, the number of
systems reached over 1100 systems. Included in
this growth, not only the number of devices sup-
ported, but the number of applications that were
supported on these desktops. The driving forces
of these changes were outdated clinical applica-
tions that were being replaced with client server
applicationsand the millennium with applications
that were not year 2000 compliant.

During this time, the application supported
grew to include BDM, a new pharmacy applica-
tion, Vision—anutritionapplicationand ClicTate,
a pediatrics version of EPR. With the intention
of more clinical applications moving from the
mainframe and mid-range systemsto client server
applications, the desktops are going to need to be
able to handle these additional applications.

The process of managing these systems
became a challenge as well. Since the desktops
were standardized, DCS was able to implement
Microsoft’s System Management Server (SMS).
This allowed not only the ability to manage these

desktops, but also distribute software, inventory
the hardware, and software of a specific system,
and provide remote control capabilities. SMS was
included when the pilot of the Public LAN was
deployed but its true value was not realized until
the rapid growth of the LAN.

The Public LAN Today

The Public LAN today is well over 1800 desktops,
supporting more than 30 clinical applications.
Most of these applications are still accessed via
HIP, however more client server applications are
also supported. The additional client server ap-
plications have lead to different configurations of
the desktop’s application software or “flavors” of
Public workstations. Currently there are currently
many different configurations for the Public Work-
stations. These different configurations include:

. Standard configuration.

. Training configuration.

. Wilmer Eye Clinic configuration.

. Pharmacy configuration.

*  Nutrition configuration.

. Provider Order Entry configuration.

. Operating room configuration.

*  DCOM image viewing configuration.

. Eclypsis Point of Care configuration.

. Procedure Reporting System configura-
tion.

. OB/GYN Configuration.

These different configurations can be on a
few as 20 desktops to as many as 600, where the
standard configuration is on all of the desktops.
The standard configuration is:

*  Windows XP Professional.
e EPR.

e HIP

e Internet Explorer.

*  Microsoft Office Suite.

e Adobe Reader.

e Calculator.
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The additional configurations are based on
adding additional clinical applications to the
desktops. In addition, many of the systems have
multiple clinical applications installed.

The Lessons Learned

During the growth of the Public LAN, many les-
sons have been learned. These lessons include best
practices for desktops management, application
management and deployment, and reduction in
the total cost of ownership of a desktop.

The current network is supported by three
desktop technicians, which is an average of 600
plus desktops pertechnician. Desktop Computing
Services needed to have a way to manage these
systems not only located at the East Baltimore
campus, but at other campuses within the Bal-
timore metropolitan area. The use of Microsoft
Systems Management Software (SMS) was de-
ployedtoallow desktop management. SMS allows
a technician the ability to remote control in to a
desktop and perform work as if they were at the
desktop. This capability also allows the support
staff to view the process of the user and see the
error as it happened. SMS also is used to deploy
application software to the desktop.

Due to the increased number of clinical ap-
plications, the number of different application
software configurations increased. In order to
manage this DCS used SMS for application de-
ployment. DCSisable to determine the application
software installed on the desktop and perform
upgrades to the software. The upgrade to an ap-
plication is preformed by using SMS to “push”
and install the software on the desktop without
any user intervention. Therefore, and application
could be upgraded or installed without having to
visit the desktop.

With the integration of SMS to manage
the desktops, this has reduced the total cost of
ownership of supporting the Public LAN. This
decrease is realized by having a ratio of one
desktop technician per 600 desktops. DCSisable
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to remote control the desktop; this prevents the
technician from have in walk across campus to
helpauser. Inaddition, the installation of applica-
tions and upgrades to applications is completed
on many systems at once without having to visit
each individual desktop. Also, DCS has secured
the desktop to prevent the users from accessing
the operating system and the hard drive. If the
users were able to access the operating system
and download and install applications, including
spyware, this would greatly increase the support
costs of the desktop.

The Future of the Public LAN

The future of the Public LAN at Johns Hopkins
Hospital is ever evolving. The needs of the clini-
cians for resources to provide patient care are
continually changing. With patients bringing
medical records in on CD-ROM to access to
network resources the Public LAN must evolve
to meet these needs. In order to meet these needs
the Public LAN support staff is required to find
clever and innovative ways to provide these
resources. New hardware is being added to the
Public desktops to allow viewing of clinical data
on CD-ROM, the use of USB keys for file storage
has been enabled and logging in with a personal
account.

The ability for a clinician to login with their
personal account allows them to access network
resources. These resources include access to net-
work file servers and departmental file servers. In
order foraclinician to use apersonal account they
arerequired to have atimeout of their session. The
timeout of the session will log the user off after a
certain amount of idle time. The reason for this
is to prevent others from accessing information
and to prevent non Johns Hopkins employees to
access data and network resources.

The future of the Public LAN isever evolving.
The Johns Hopkins Hospital is building two new
clinical towers that will be state of the art. The
devices that provide patient care will also need to
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be state of the artand provide clinicians the ability
to provide patient care in a completely paperless,
film-less, and wireless network. The Public LAN
will be able to provide these solutions and will
realize the benefits of these efforts, as patients are
cared for more efficiently and effectively.

Mapping the Case to the Model

The implementation of the EPR at Johns’ Hopkins
represents arelatively common e-health initiative
in the current healthcare environment. The EPR
enables the seamless flow of patient data and thus
facilitates the delivery of efficient and effective
quality healthcare to the patient. This is certainly
professed as a key benefit for the embracing of
EPR in most instances.

The e-health sustainability model however,
suggests that one must analyze the micro- and
meso-dynamics more closely to actually de-
termine the sustainability of such an initiative.
Specifically, it is necessary to capture key factors
including, perceived quality, fixed and variable
costs, price and market share and quantity and
then look at the interaction of these factors before
sustainability of the initiative can be pronounced.
However, this is beyond the scope of this article
but will form the focus of future research.

What can be noted at this point and will be
research in more detail in future work is the size
or scale of the e-health initiative. Returning to the
simple profit equation Profits=(P-Vc)Q-Fc, in the
case scenario above, fixed costs will be constant
and Vc for any EPR will be marginal given the
generic nature of the program and the applications
of it by various providers hence we hypothesis
that the sustainability of the EPR would increase
with Q the quantity or size. Thus, the larger the
EPR initiative the more likely it is to be sustain-
able. Quantitative data to support the relationship
between scope and quantity and impact of ICTs
in general in healthcare settings can be found in
previousstudies (Wickramasinghe & Lamb, 2002;
Wickramasinghe & Silvers, 2003).

DISCUSSION

Inmappingthe John’s Hopkins case to the modelin
Figure 4, we can see that the reality of an e-health
initiative involves the interactions of various
groups of stakeholders. Knowledge management
providesan umbrellaunderwhichwe may discuss
a number of opportunities and raise issues rela-
tive to components of the business model. The
vision of collaboration between components of
the business model recognized as stakeholders
is one of great opportunity. Stakeholders in this
case include suppliers, the firm, the customer,
and the government as a key representative of the
environment. Each stakeholder bringsto the table
talent, resources, and differentiated perspectives
that, together, create a robust whole in addressing
problemsand projects. Forexample, supplierscan
be a source of knowledge that can assist the firm
in delivering cost effective productsand services.
Customers are an additional source of knowledge
in terms of personal history and preferences. The
firm can manage knowledge in a form that maxi-
mizesthe probability of value added products and
services. The government can serve as a catalyst
tocreate anenvironmentconducive to knowledge
exchange and management.

Unfortunately, great opportunities do not
always turn into reality. Collaboration successes
between suppliers, the firm, and its customers
much less the government can, sadly, be few and
far between. In addition to strengths and distinc-
tions, each stakeholder also brings to the table
residual weaknesses and biases that can scuttle
the best of collaborative intentions. For example,
internal firm bureaucracy can easily drive out
the best of suppler intentions and customer good
will. Problems can easily be left unaddressed and
efforts can easily fail as reality drives out vision.
This can be exacerbated by cultural norms and
historical behaviors embedded in government
policies.

Acaseinpointisthe handling of SARS. Levels
of sufferingand unnecessary deathswere, in part,
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a result of lack of collaboration between stake-
holders. In this case, government agencies (spe-
cifically the hospital authorities) were negligent
in sharing information and allocating resources
amongst hospitals. The hospitals, however, were
not guilt free and were accused of withholding
information to customers including patients and
their families. Further, the relationship between
suppliers and hospitals was insufficient to respond
to the need for supplies. Shortages were evident
and supplies misapplied in circumstances that
could have been adverted through collabora-
tion. The situation was further strained as lack
of information sharing across governments and
excessive bureaucratic delay inhibited quick action
to rapidly respond to changing circumstances. In
summary, stakeholder collaboration could have,
arguably, avoided hardship at individual and
societal levels. Unfortunately, it didn’t happen
and the World Health Organization (WHO) was,
rightly, exasperated.

Experienceswith SARS have sensitized stake-
holders at all levels with respect to effectively
dealing with potential pandemics e.g., H5N1-
based bird flu. Over the past months, we have
already seen a much higher level of information
exchange and collaboration than existed in the
lead-up to SARS. Governments have more read-
ily shared information and established channels
for dealing with global adversity. Hospitals have
begun preparationsincluding emergency response
practice. Suppliers have opened historically pro-
priety processes and licenses to enable extended
manufacturing capability (e.g., Roche with Tami-
flu, as but one example). Customers have sought
(and obtained) information relative to prevention
and preparation for a variety of circumstances
as well as acted as a source of information back
to appropriate authorities regarding infectious
incidences, e.g., bird flock deaths. Numerous
conferences with multiple stakeholders present
have provided forums for knowledge sharing,
enhanced understanding leading towards the
creation of action plans. In short, bird flu threats
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have galvanized stakeholders in a way that was
unseeninthehandling of SARS, inpart, asaresult
of witnessing and experiencing hardship.

Knowledge management providesafocusthat
can enhance the probability of success in encour-
agingand sustaining broad-based stakeholder col-
laboration. Formalized knowledge management
promotes the ultimate desire for the benefits of
stakeholder collaboration to be sufficiently well
developed and supported to offset inherent weak-
nesses. Knowledge management plays a key role
in assuring that aspects of information creation,
sharing, and dissemination compatible with mul-
tiple stakeholder objectives can be successfully
achieved (Alavi & Leidner, 2001). Problems are
often beyond the scope of any particular stake-
holder, which encourages cooperation in order
for success to be attained (Van de Ven, Angle,
& Poole, 2000).

The concept of suppler, firm, customer, and
government collaboration is sound but operation-
alization is difficult and fraught with problems.
This doesn’t suggest that the concept should be
abandoned, just managed, and supported. Sadly,
this situation is not unique (Lyytinen & Rose,
2003). The missing element is often cooperative
knowledge creationand exchange. Eachelement of
the collaboration needsabetter understanding and
focus on cooperation. Unfortunately, this doesn’t
naturally existand easily turnsantagonistic. Coop-
eration is difficult to achieve even when linkages
are in place. It is far too easy to say that “details
can be worked out.” Unfortunately, the “devil” is
in the detail. Towards that end, stakeholder col-
laboration in achieving knowledge management
objectives is paramount.

CONCLUSION

The underlying goal for healthcare is to provide
cost effective quality treatment (i.e., realize its val-
ue proposition in this challenging environment).
In order to do this healthcare needs to maximize
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itsinformation managementtechniquesand make
prudent use of ICTs (Information Communica-
tion Technologies). In such a context e-health
initiatives will clearly play a dominant role in
healthcare delivery. This has been underscored
by leaders of US and the EU as well as leading
bodies such asthe World Healthcare Organization
(WHO) that focus on global healthcare issues and
policy. Moreover, Both European and US authori-
ties define their initiatives primarily in terms of
medical information technology centering on
computerized patient record [CPR] or, in more
acceptable parlance, the HER electronic health
record as referred to by WHO. Hence, e-health
is here to stay. What becomes critical then is the
sustainability of these e-health initiatives and
their ability to bring benefits to the key actor in
healthcare, the patient.

This article has set out to delve into the abyss
of e-health sustainability. A logical starting place
to us seemed to identify the primary drivers in
a generic e-business model and then map them
into healthcare. Our e-health sustainability model
then serves to identify the critical factors and im-
portantdynamics faced by any e-health initiative.
In addition, we identified the importance of scale
and scope economies in this process through the
mapping of case study data. Finally, we noted that
it is necessary to incorporate the techniques and
strategies of knowledge management if superior
collaboration between the multiple stakeholders
is to ensue. Through the example of SARS we
underscored how important this aspect is not
only to the sustainability of e-health but in order
to realize effective healthcare delivery. Clearly
this is only the beginning and we now need fur-
ther investigation and research, which we plan
to embark upon. We close by encouraging other
researchers to also delve deeper into this impera-
tive healthcare research area.
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Chapter 1.4
The Telehealth Divide
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INTRODUCTION

Inthe United States, the publicisaccessingthe In-
ternetto provide information and deliver services,
and to interact with citizens, business, and other
governmentagencies (Bimber, 1999; Pardo, 2000;
West, 2003, 2004). As with any change between
citizen-government interactions, e-government
is accompanied by speculation on its impact to
both citizen and government. E-government ca-
pability of continual service delivery can make
government efficient and transparent to the public
(Norris, 1999; West, 2003), and more responsive
to public needs through fast and convenient com-
munication options (Thomas & Streib, 2003). It
permits quicker material update than traditional
distribution methods (Pardo, 2000).

However, other literature suggests e-govern-
mentwill not live up to these prospects. A separa-
tion exists among citizens that use and do not use
the Internet. This separation is based on anumber
of factors, including inequalities in Internet ac-
cess “digital divide” and technological skills,

along with psychological and cultural barriers.
Literature extensively shows the differences in
United States Internet use to fall along important
socioeconomic and demographic factors, such as
age, race, education, and income (Mossberger,
Tolbert, & Stansbury, 2003; Neu, Anderson, &
Bikson, 1999; Pew Internet & American Life
Project, 2003c; U.S. Department of Commerce,
2002; Wilheim, 2000). E-government may cre-
ate inequalities in the delivery of government
information and services.

Telehealth is a specific form of e-government
aimedatimprovingthe accessibility and quality of
healthcare, and reducing service costs (Schmeida,
20044). It relies on electronic information and
telecommunication technology innovation (H.R.
2157, 2001). As nations contend with expensive
healthcare, the promise of better healthcare service
delivery at a reduced cost has made teleheath an
increasingly attractive policy optioninthe United
States and internationally.

Telehealth advancement greatly reflects the
dramatic changes in the telecommunication in-
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dustry. In the 1990s, we witnessed considerable
advancement, such as the use of digital technol-
ogy—interactive video and Internet. Interactive
video, for example, can link doctors and medical
students afarimproving medical education. Rural
citizens can interact with specialist(s) through
interactive video rather than traveling great dis-
tances for a medical consultation. The Internet
can bring healthrelated information into the home
for better healthcare decision-making.

Telehealth can be conceptualized as both
an administrative reform policy and regulatory
policy. As a hybrid policy type, it mostly exhibits
the characteristics of administrative reform, such
as e-government (McNeal, Tolbert, Mossberger,
& Dotterweich, 2003; Schmeida, McNeal, &
Mossberger, 2004) driven by the goals of cost
reduction and increasing efficiency, paramount
to telehealth adoption and implementation. Ad-
ministrative reform policy does not involve the
direct and coercive use of government power
over citizens and are therefore associated with
low levels of conflict (Ripley & Franklin, 1980).
Regulatory policy, on the other hand tends to
be politically salient among citizens as well as
controversial among the actors within the policy
community.

Traditionally, those interests who are regu-
lated have been important players in the policy
process. Important telehealth players are physi-
cians, nurses, pharmacists, and health insurers.
Sincetelehealth straddles both administrative and
reform policy areas, it is difficult to predict the
actors that will play the greatest role in assisting
or impeding its implementation. Execution of
regulatory policy is highly volatile and contro-
versial with shifting of alliances and players.
However, administrative policy innovations are
low salience, and as some regulatory policies it
involves technical issues, often driven by profes-
sional networks and elected officials.

52

The Telehealth Divide

TREND STUDIES ON INTERNET
USE AS A HEALTHCARE TOOL

Although policy actors, cost containment and
advances in technology are driving the adoption
of telehealth, its impact is contingent on factors,
such as Internet access among members of the
public. The Internet provides information on
various health and medical-related topics through
government sponsored and private sector Web
sites. Today, more Americans are conducting
Internet health and medical-related searches.
On an average day, about six million people get
online to search for medical-related information
(Pew Internet & American Life Project, 2002) for
better decision-making on self-care and helping
others (Pew Internet & American Life Project,
2003b). Across different health and medical is-
sue topics, Pew (2003b) found online searches
for information on a specific disease or medical
problem leads the topic areas searched. In addi-
tion to using the Internet for health information
searches, about 30% of e-mail users have e-mailed
their doctors and other health professionals,
thus bridging the gap between patient and doc-
tor, particularly specialists over great distances.
This elementary form of telehealth (information
search, and doctor and patient correspondence)
exemplifies the potential of telehealth. Yet, while
becoming acommonly important healthcare tool,
not all citizens including those most in need of
online health and medical-related information
(the elderly and poor) are taking advantage of the
online services (Schmeida, 2004b).

Research on demographic groups using the
Internet to search for health information is sparse
and does not establish with any certainty what
factors matter in predicting who is taking ad-
vantage of this form of e-government (Schmeida,
2004b). However, multivariate statistical research
on computer and Internet access does exist and
may help us better appreciate the barriers facing
the utilization of telehealth. Mossberger, Tolbert,
and Stansbury (2003) find both an Internet access
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and skills divide, indicating inequalities in home
Internet access, e-mail use and computer owner-
ship. The research suggests there are gaps based
on racef/ethnicity with whites more likely than
African-Americans and Latinos to have Internet
access. Inequalities were also found on education
and income with higher income being associated
with greater Internet and computer access and
ownership. Age was also an important factor
with young persons more likely to be connected
(pp. 32-35). Compounding the access divide are
differences in technological skills. Mossberger
et al. (2003) find a skill divide exists closely
mirroring the access divide with the poor, older,
less educated, and non-whites less likely to have
technical skill, that is, technical competence or
information literacy. As important as having ac-
cess at home are the technical skills for computer
operations and information literacy to locate and
effectively use computer information.

A TELEHEALTH DIVIDE MATCHING
THE DIGITAL ACCESS DIVIDE

Dothose whoare least likely to have computer and
Internetaccess match that of a potential telehealth
divide? Based on literature showing disparitiesin
Internet access and use (Mossberger, Tolbert, &
Stansbury 2003; Pew Internet & American Life
Project 2003a; U.S. Department of Commerce
2002), it is expected that disparities in Internet
use for health searches would also exist. Using
the 2000 Pew Internet & American Life (2003b)
survey data and controlling for demographic fac-
tors with regression analysis, Schmeida (2004b)
found several factors important in explaining
which citizens are searching for health and medi-
cal information online.! Persons who are young,
white, with a higher education and income, are
more likely to search for information online.?
Also, femalesand household healthcare giversare
more likely to conduct searches than males and
non-caregiver.® The findings suggest that older

persons, who face more health-related problems,
ironically are less likely to take advantage of these
telehealth services. However, females are more
likely tosearch online, as might be expected since
they have been more active in health searches in
the Pew Internet & American Life Project (2003b)
study and are more likely to be caring for another
person(s) at home.

Unexpectedly, race (Asian Americansand Af-
rican-Americans) was notasignificant predictor of
atelehealthdivide, differing from previous studies
showing these minority groups are “have-nots”
in Internet access at home. On the state level,
McNeal et al. (2003) found racial diversity was
not a significant predictor in percentage of state
government Web sites providing services to state
residents. While, Schmeida, McNeal, and Moss-
berger (2004) found state racial context mattered
ininfluencing implementation oftelehealth policy.
This suggests that minority context may matter
more for telehealth implementation. Latino (who
were found significantly less likely to search for
online health information) contextual barriers to
computer literacy, such as entrenched resistance
to acquiring computer skills (Stanley 2003) may
be factors for further research.

CONCLUSION

The policy implementation literature directsusto
examine factors, suchaspolitical actors, the need/
demand to contain costs and increase healthcare
efficiency, important to explaining the adoption
and implementation of telehealth. To understand
the impact of this policy, we cannot, however, lose
sight of factors, such as public Internet access
and use. Research statistically controlling for
demographic factors on telehealth use is limited.
However, using regression we control for these
factors and with certainty find disparities between
demographic groups searching for health infor-
mation on the Internet. A telehealth divide exists
and in general mirrors the contours of the digital
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divide. As with the digital access divide—those
whoare least likely to have acomputerand Internet
access at home are the poor, less educated, older,
Latinos and African-Americans (Mossberger et
al. (2003) face barriers in taking advantage of
services made available by telehealth. That is,
persons who are poor, less educated, older, and
Latino are least likely to search online for health
information than others (Schmeida, 2004b).

Persons mostin need of online health informa-
tion are not accessing it. These findings suggest a
dilemma, those in greatest need of information,
such as, the poor and elderly are not seeking it
online. The ramifications are significant suggest-
ing the “advantaged” will obtain superior health-
care and treatment than the “disadvantaged.” As
advanced technology replaces labor-intensive
information specialists, for example, the U. S.
Centersfor Medicare & Medicaid Services (2004)
Web site, parity between demographic groups is
essential. As literature suggests that e-government
will not live up to the prospects of efficiently
improving healthcare for all people, our findings
show that indeed e-government maybe creating
inequalities in the delivery of government infor-
mation and services.

Effective information technology use de-
pends on user knowledge and skills. Technical
competence, information literacy and basic
literacy are required for the information age for
effective use of telehealth. Today, public access
cites, such as computer technology centers are
giving individuals both access to computers and
educational opportunities to overcome literacy
barriers (Mossberger, et al. 2003). Bridging the
gap may be progressed by community services
and educational opportunities, yet evolving.
The adoption of telehealth reminds us that with
adoption of any new policy, it must be evaluated
on more criteria then efficiency. Criteria, such
as equality in costs, benefits and risks must also
be considered.

Althoughthisarticle considerspolicy diffusion
among the United States, it has implications for
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the international community in terms of lesson
drawing. As the literature reminds us, countries
often look to their neighbors for policy ideas
(Bennett, 1997; Wolman, 1992) for emulation.
This has proven to be the scenario between the
United States and many other nations, all-search-
ing to improve the health of their citizens while
facing rising heathcare costs.
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KEY TERMS

Centers for Medicare & Medicaid Services
Web site: A United States government Web site
that provides information to needy groups on
Medicare and Medicaid services, state children’s
health insurance, and clinical laboratory test-

ing.

Digital Access Divide: Disparities between
groups on demographic factors, such as gender,
age, income, education, race, and ethnicity in
accessing digital information technology, such
as on the Internet.
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Telehealth: The term is often interchanged
with telemedicine. There is no consensus on its
definition. However, the United States Congress
defines it as the use of electronic information
and telecommunications technologies to support
public health and healthadministration, long-dis-
tance clinical healthcare, patientand professional
health-related education (H.R. 2157, 2001).

Telehealth as an Administrative Reform
Policy: As an administrative reform policy, tele-
health is highly technical, not political charged
although it may be conflictual in the policy
community. Unlike regulatory and re-distribu-
tive policies, it does not involve the direct and
coercive use of government power over citizens.
Telehealth behaves mostly as an administrative
reform, with its policy goals emphasizing greater
efficiency in terms of cost savings.

TelehealthasaRegulatory Policy: Although
regulatory policy may be politically salientamong
citizens, telehealth may be conflictual within the
policy community. The regulatory aspects in
this policy area may engage the participation of
networks of healthcare interest groups, such as
nurses, pharmacists and physicians. A moderate
level of conflict over the issue may lead to some
interest group activity by those who are liable to
be covered by state regulations.

Telehealth Divide: Disparities between
groups on demographic factors, such as gender,
age, income, education, and race in using digital
information technology, such as the Internet to
search for public and private health and medical-
related information online.

Telehealth Policy: Anelectronic government
policy thatusesthe Internettoimprove accessibil-
ity of public and private and non-profit healthcare
servicesinruraland urbanareas, whileimproving
the quality of services at a lower service cost.

The Telehealth Divide

ENDNOTES

1 Similar question as the Pew survey is asked

but demographic factors are controlled
for by using negative binomial regression
analysis: Have you ever looked online for
any information on any of the 16 health and
medical issues?” The 16 issues are: specific
disease or medical problem; certainmedical
treatment or procedure; experimental treat-
ments or medicines; alternative treatments
or medicines; diet, nutrition, vitamins, or
supplements; exercise or fitness; prescrip-
tion or over the counter drugs; immuniza-
tions or vaccinations, how to quit smoking,
problems with drugs or alcohol; depression,
anxiety, stress or mental-health issues; en-
vironmental health hazards; sexual health;
particular doctor or hospital; health insur-
ance; and Medicare or Medicaid insurance.
Ourdependentvariableisacountofall “yes”
responses to each health and medical issue
topic, ranging from 0 to 16. An individual
who has searched for all 16 medical issues is
coded as 16 and someone who has looked for
no medical issues is coded O (Pew Internet
& American Life Project, 2003Db).

2 Age is in years, while education is a 7-point

Likertscale measuringthe lastgrade orclass
completedinschool. Income is measured on
an 8-point scale measuring the total family
income fromall sources before taxesin 2001
ranging from less than $10,000 to $100,000
or more (Pew Internet & American Life
Project, 2003b).

3 Household healthcare giver is defined as

either a primary or secondary healthcare
giver to a member in their household (Pew
Internet & American Life Project, 2003b).

Thisworkwas previously published in Encyclopedia of Digital Government, edited by A. Anttiroiko and M. Malkia, pp. 1524-1528,
copyright 2007 by Information Science Reference, formerly known as Idea Group Reference (an imprint of IGI Global).

56



57

Chapter 1.5
Health Portals:

An Exploratory Review

Daniel Carbone
Victoria University, Australia

Stephen Burgess
Victoria University, Australia

INTRODUCTION

A lack of health services has long been the thorn
in the side of many communities, especially rural
and regional communities. The high costs of treat-
ing ever growing chronic and complex conditions
in traditional settings, where rural allied health
services providersare non-existentand doctorsare
already overcommitted, are prompting a shift in
focus to more efficient technology driven delivery
of health services. Moreover, these days it is also
increasingly unlikely that health professionalswill
encounter patients who have not used information
technology to influence their health knowledge,
health behaviour, perception of symptoms, and
illness behaviour.

Advances in Internet technologies offer
promise towards the development of an e-health
care system. This article will postulate whether
portal technologies can play arole facilitating the
transition to such e-health care systems.

This article aims at reviewing the literature
to present to the reader the barriers and op-
portunities out here for effective health portals.
However, the article does not intend to provide
a one-fits-all technical/content solution, only to
make implementers and developers aware of the
potential implications.

BACKGROUND

Many rural and regional communities lack the
range of allied health services that are readily
available in metropolitan areas, and many rural
doctors who are already overcommitted, provide
services that an allied health professional could
readily provide (Department of Health and Age-
ing, 2004). The Australian Institute of Health
and Welfare data shows that death and disability
from chronic disease is higher in rural and re-
gional communities, including Indigenous people.
Coronary heart disease, asthma and diabetes are

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.



the biggest killers. Participants in the Regional
Australia Summit highlighted chronic disease
as a major menace (Department of Health and
Ageing, 2004).

This state of affairs is already prompting a
change in the health care system to focus more on
preventive medicine and health care away fromthe
traditional settings (Yellowlees & Brooks, 1999).
Accordingto Yellowlees and Brooks (1999), there
are three major drivers for this change:

*  Theeconomic imperative to restrain health
care costs

. Increasing consumerism, and the evolution
of the “informed patient”

. Changesincommunication technology, and
the evolution of the Internet

PORTALS AND HEALTH

The benefits of Web portals in aggregating infor-
mation from multiple sources and making thatin-
formationavailableto varioususersiswell known;
more importantly, they can provide the services
of a guide that can help to protect the user from
the chaos of the Internet and direct them towards
an eventual goal (Tatnall, 2005). More generally,
however, a portal should be seen as providing a
gateway not just to sites on the Web, but to all
network-accessible resources, whether involving
intranets (within an organisation), extranets (for
special partners of an organisation), or the Internet
(Tatnall, Burgess, & Singh, 2004). In other words
a portal offers centralised access to all relevant
content and applications (Tatnall, 2005).

The literature on health portals tells us that
the Internet offers a significant amount of health
information of varying quality. Health portals,
which provide entry points to quality-controlled
collections of Web sites, have been hailed asasolu-
tionto this problem (Glenton, Paulsen, & Oxman,
2005). However, it has been demonstrated that
the information accessible through (government
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run and funded) health portals is unlikely to be
based on systematic reviews and is often unclear,
incomplete and misleading. Portals are only as
good as the Websites they lead to (Glenton et al.,
2005). However, irrelevant information could
easily be filtered using a number of frameworks
that can be used to evaluate the quality of Web-
located health information. For example, Sellito
and Burgess (2005) have developed a set of af-
firmative response evaluation features identified
across four quality categories: currency/authority,
accuracy, objectivity and privacy. And they are
used as the basis for determining the fundamental
quality of Web-located health information (Sellitto
& Burgess, 2005).

THE CONSUMER AND
HEALTH INFORMATION

Increasingly, consumers are accessing health
information via the Web (Thompson & Brailer,
2004). It has been estimated that 6.4 million
Australian adults—almost half the adult
population—accessed the Internet during 2000
(Gretchen, Berland, Elliott et al., 2001). This is
not justan Australian phenomenon. In the United
States, 52 million Americans access health or
medical information on the Web (Fox & Fallows,
2003).

The existence of health portals has made life
easier for the people that need this information.
However, the quality of portal interfaces as well
as the portal content has many times been in
doubt (Bamidis, Kerassidis & Pappas, 2005).
Using popular searchengines may be aesthetically
appealing and easy to use, but they often provide
inaccurate information (Sutherland, Wildemuth,
Campbell, & Haines, 2005). What is clear however,
is that while most consumers still use word-of-
mouth as a primary information source for health
care decisions, the use of Internet information is
increasing (Snipes, Ingram, & Jiang, 2005). In
Australia, forexample, more Internet users search
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the Web for information on depression than any
other health condition (Lissman & Boehnlein,
2001). This is not surprising given the high level
of disability associated with depression in the
community and the fact that the Web provides
a convenient, anonymous means of obtaining
information about the problem (Cain, Sarasohn-
Kahn, & Wayne, 2000). However, much of the
depression information on the Web is of low
quality and originates in the United States (Jadad
& Gagliardi, 1998).

SERVICE PROVIDERS AND
HEALTH INFORMATION

General Practitioners (GPs)

The gap between what GPs might do (based on
evidence-based clinical practice guidelines and
whattheyactually doiswide, variableand growing.
Many factors contribute to this situation. GPs are
inundated with new, often poorly evidence-based
and sometimes conflicting clinical information.
Thisisparticularly serious for the generalist, with
over 400,000 articles added to the biomedical
literature each year. Adding further pressure to
the “gap” are workloads that have increased over
the past decade: GPsare seeing more patients with
acuteand complex conditions. Rural practitioners
work even longer hours, offer more medical
services and perform more clinical procedures
than their urban counterparts—thus facing an
even greater need for up-to-date information
(Davis, Ciurea, Flanagan, & Perrier, 2004).
There are four steps in incorporating
research evidence in clinical decision making:
asking answerable questions; accessing the
best information; appraising the information
for validity and relevance; and applying the
information to patient care (Craig, Irwig, &
Stockler, 2001). However, astudy in New Zealand
suggested that to make this happen, practitioners
urgently needtraininginsearchingandevaluating

information onthe Internetand inidentifyingand
applying evidence-based information; as well as
(health) portals to provide access to high-quality,
evidence-based clinical and patient information
along with access to the full text of relevant items
(Cullen, 2002). Many sites have been developedto
helpthe search for quality peer-reviewed literature.
These include the Cochrane Library and the
U.S. National Library of Medicine’s PubMed, as
well as sites offering full-text access to medical
journals, such as Stanford University’s HighWire
Press and freemedicaljournals.com (Robinson &
Day, 2004). GPs can keep up to date with reliable
information from readily accessible Web sites
such as PubMed and HighWire Press. PubMed
is part of the National Library of Medicine in the
U.S. Itis a useful system for retrieving clinically
relevant search results. HighWire Press has a less
sophisticated search engine, but is an excellent
source for obtaining the full text of journal
articles (Robinson & Day, 2004). However, and
although increasing, access to these resources by
practitioners is still low (Young & Ward, 1999).

Nurses

E-health can deliver health care services and
education, via a Web portal, to older persons
with chronic conditions and their caregivers and
enables the patient’s home to be the point of care.
This growing industry is ripe for exploration by
nurseswho can empower the patientand caregiver
to gain self-care and coping skills. Advances in
information technology now make this dream a
reality (Moody, 2005). However, at the American
Academy of Nurse Practitioner’s Conference, it
was identified that information on educational
options for acute care nurse practitioner (ACNP)
practice was needed (Kleinpell, Perez, &
McLaughlin, 2005). Information technology skills
of nurse managers and staff need to be developed
inorderto use information technology effectively.
In order to learn in a Web-based environment,
everyone needs the opportunity and access to
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required resources. Additionally, nurse managers’
experiences are important to promote wider
utilisation of Web-based learning (Korhonen &
Lammintakanen, 2005).

Web portals could help nursing staff in a
number of ways; for example, health assessment
skills are vital to professional nursing practice.
Health assessment has traditionally been taught
using lecture, teacher-developed tests, practice
and live demonstration, and interactive and
computer-based learning materials.

Student evaluation of these types of courses
revealed that online assignments enabled them
to pace their learning, thereby promoting greater
flexibility and independence. Students were able
to master the technical skills of working online
withminimal difficulty and reported that working
online was no more stressful than attending class.
A most helpful aspect of the online course was
the instructor-developed video that was digitally
streamed online (Lashley, 2005).

Hospitals

International health organisations and officials
are bracing for a pandemic. For example, and
although the 2003 severe acute respiratory
syndrome (SARS) outbreak in Toronto did not
reach suchalevel, it created a unique opportunity
to identify the optimal use of the Internet to
promote communication with the public and to
preserve health servicesduringanepidemic (Rizo,
Lupea, Baybourdy, Anderson, Closson, & Jadad,
2005). What was learned was that many patients
are willing and able to use the Internet as a means
to maintain communication with the hospital
during an outbreak of an infectious disease such
as SARS. Hospitals should explore new ways
to interact with the public, to provide relevant
health information, and to ensure continuity of
care when they are forced to restrict their services
(Rizo et al., 2005).
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PROVIDER EDUCATION
AND HEALTH PORTALS

Claire Jackson (2005), the chair of the discipline of
general practice at the University of Queensland,
Australia, envisioned the primary care practitioner
increasingly networked with consumers, govern-
ment and professional groups, such as colleges
and divisions of general practice. Primary and
continuing medical education needs to play a
principal role in this process. Education needs a
fundamental change of focus from simply deliver-
ing content to developing the ability to manage
these changes. Learning to learn and learning for
life should be a major guiding influence in cur-
riculum development (Carlile & Sefton, 1998).
Portals can certainly provide practitionerseasy
access to these resources; however, it has been
argued that student health professionals lacked
the state of readiness of for Web-based learning
environments. A short survey was distributed to
the Medical Faculty at Sheffield and 191 valid
responses were received. Only 62% of students
had access to an Internet-connected computer at
home. Most students (95.8%) checked their e-mail
every few days or more, with slightly less (82.8%)
using the Web frequently. Relevant technologies
were often never used, including Internet relay
chat, message forums and video conferencing.
However, 66% of students had used computer
aided learning packages. Future use of online con-
tinuing professional education material is likely
to be limited (Stokes, Cannavina, & Cannavina,
2004). Nevertheless, various studies have shown
that appropriately designed, evidence-based on-
line continuing medical education can produce
objectively measured changes in behaviour as
well as sustained gains in knowledge that are
comparable or superior to those realised from
effective live activities (Fordis et al., 2005).
Some very recent developments has a Pfizer-
sponsored educational Web portal for GPs allows
the company to track the advertisements doctors
look at and the Web links they visit. Believed to
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be the first pharmaceutical company-sponsored
portal for GPs in Australia, the My E-Portal site
(www.myeportal.com.au ) allows GPs to drag-
and-drop links to their most frequently visited
sites, and provides journal and division sites, ac-
cessto continuing medical information, and links
to entertainment, banking and travel sites. Pfizer
can then collect information about what sites are
accessed, the ads and links clicked on, and the
links added to the site (Limprecht, 2005).

ELECTRONIC COMMUNICATION
AND PORTALS

The Internet also offers a unique means of health
promotionthroughthe use of interactive tools like
chatrooms, e-mail, hyperlinksand the like (Stout,
Villegas, & Kim, 2001). Looking at all these is
beyond the scope of this article, however, a brief
look at e-mail communication will suffice to out-
line some of the basic issues facing the e-health
care system of the future.

In a recent American study, a Web-based
communication strategy (e-mail) was used to
enhance communication between patients and
GPs, where a Web mail address was promoted
on the telephone (Spencer, 2005). An important
observation from this study is that less than half
of e-mailsrequire the directattention of the physi-
cian. Thisstudy isalso supported by other similar
research findings (Griffiths & Christensen, 2002).
This of course has a number of ethical issues that
need to be explored before going any further
(Flicker, Haans, & Skinner, 2004).

DISCUSSION

The literature is full of evidence on portal’s
potential use in health, but it is all compartmen-
talised: there are GP studies, nurses’ studies,
hospital studies, patient studies, communication
studies and so on. Furthermore, since the incep-

tion of the computer age, and even now with the
advances in online technologies, there is ample
evidence to suggest that development and imple-
mentation of these tools always lie in the realm
of the technologists; where the technology is the
focus of the implementation rather than the user’s
outcome (Tatnall, Davey, Burgess, Davison, &
Fisher, 2000).

The technical issues involving portals is well
documented; however, portals are but one com-
ponent of the larger Health Information System.
This simple fact needs to be acknowledged and
efforts for wider research into the many facets of
online health users and their subsystems must be
taken into account, not as neat individual groups
ascurrentresearch seemsto place them, butas dy-
namic partners of a Health Information System.

It is with this fear that this article has been
written, in the hope that somehow developers and
implementers would take heed of the barriers and
opportunities for cross-field efforts to develop
workable online tools that would produce, in this
case, positive health outcomes.

CONCLUSION

This review recognises the potential for Web in-
formation technologies to affect some of the uses
of these technologies in the development of an
e-health care system for communities. However,
for every potential, there are lessons that need to
be embraced before rushing to developing portal
technologies; for example:

1. Thelack of usertraining is usually apparent
when new technologies are introduced.

2. The need to be able to appropriately filter
information to instill consistency and con-
fidence on users of the resources.

3. Notall GPsare yet convinced the evidence-
based guidelines are the clinical future for
the treatment of chronicand complex condi-
tions. This is perhaps the biggest obstacle
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to an uptake of Web-based resources and
treatment.

4. Healthcommunicationtools like e-mail pres-
ents an interesting challenge for clinicians,
clinical treatment and ethical issues.

5. Theoverall message fromthisarticle is pro-
ceed with caution. The potential for portals
is definitely there, and making users adopt
them is perhaps the key to it.
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KEY TERMS

Broadband Incentives: The Australian fed-
eral government provided incentives to cover the
cost of voluntary connectionand use of broadband
in general practices to improve their poor access
to the Internet.

Evidence-Based Medicine (EBM): Evi-
dence-based medicine is the conscientious, ex-
plicit and judicious use of current best evidence
in making decisions about the care of individual
patients. The practice of evidence-based medicine
means integrating individual clinical expertise
with the best available external clinical evidence
from systematic research. By individual clinical
expertise we mean the proficiency and judgement
thatindividual cliniciansacquire through clinical
experienceand clinical practice. Increased exper-
tise is reflected in many ways, but especially in
more effective and efficient diagnosis and in the
more thoughtful identification and compassionate
use of individual patients’ predicaments, rights,
and preferencesinmaking clinical decisions about
their care. By best available external clinical
evidence, we mean clinically relevant research,

Health Portals

often from the basic sciences of medicine, but
especially from patient centred clinical research
into the accuracy and precision of diagnostic tests
(including the clinical examination), the power of
prognostic markers, and the efficacy and safety
of therapeutic, rehabilitative, and preventive regi-
mens. External clinical evidence both invalidates
previously accepted diagnostic tests and treat-
ments and replaces them with new ones that are
more powerful, more accurate, more efficacious,
and safer (Sackett et al., 1996).

Generalist: Refers to a general practitioner
(GP) or sometimes referred to as medical doc-
tor (MD) as opposed to specialists (cardiologist,
neurologist, etc.).

General Practice (GP): Primary care is
delivered by some 9,000 practices in Australia,
housing some 20,000 GPs; these vary from large
practiceswith 10-15 doctorsto many single doctor
practices. These are typically doctor owned and
run independently as small businesses although
the government has a major influence in the way
services are delivered and charged.

This work was previously published in Encyclopedia of Portal Technologies and Applications, edited by A, Tatnall, pp. 431-436,
copyright 2007 by Information Science Reference, formerly known as Idea Group Reference (an imprint of 1GI Global).
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ABSTRACT

This chapter will discuss Semantic Web stan-
dards and ontologies in two areas: (1) the medi-
cal sciences field and (2) the healthcare industry.
Semantic Web standards are important in the
medical sciences since much of the medical
research that is available needs an avenue to be
shared across disparate computer systems. On-
tologies can provide a basis for the searching of
context-based medical research information so
that it can be integrated and used as a foundation
for future research. The healthcare industry will
be examined specifically in its use of electronic
health records (EHR), which need Semantic Web
standards to be communicated across different
EHR systems. The increased use of EHRs across
healthcare organizations will also require ontolo-

gies to support context-sensitive searching of in-
formation, as well as creating context-based rules
for appointments, procedures, and tests so that
the quality of healthcare is improved. Literature
in these areas has been combined in this chapter
to provide a general view of how Semantic Web
standards and ontologies are used, and to give
examples of applications inthe areas of healthcare
and the medical sciences.

INTRODUCTION

“One of the most challenging problems in the
healthcare domain is providing interoperability
among healthcare systems” (Bicer, Laleci, Do-
gac, & Kabak, 2005). The importance of this
interoperability is to enable universal forms of

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.



knowledge representation integrate heterogeneous
information, answer complex queries, and pursue
dataintegration and knowledge sharing in health-
care (Nardon & Moura, 2004). With the recent
emergence of EHRs and the need to distribute
medical information across organizations, the
Semantic Web can allowadvances insharing such
information across disparate systems by utilizing
ontologies to create a uniform language and by
using standards to allow interoperability in trans-
mission. The purpose of this article is to provide
an overview of how Semantic Web standards and
ontologiesare utilized in the medical sciencesand
healthcare fields. We examine the healthcare field
asthe inclusion of hospitals, physicians, and others
who provide or collaborate in patient healthcare.
The medical sciences field provides much of the
research to support the care of patients, and their
need lies in being able to share and find medical
research being performed by their colleagues to
build uponcurrentwork. Interoperability between
these different healthcare structures is difficult
and there needs to be a common “data medium”
to exchange such heterogeneous data (Lee, Patel,
Chun, & Geller, 2004).

Decision making in the medical field is often
ashared and distributed process (Artemis, 2005).
It has become apparent that the sharing of in-
formation in the medical sciences field has been
prevented by three main problems: (1) uncommon
exchange formats; (2) lack of syntactic operability;
and (3) lack of semantic interoperability (Decker
et al., 2000). Semantic Web applications can be
applied to these problems. Berners-Lee, Hendler,
and Lassila (2001), pioneers in the field of the
Semantic Web, suggest that “the semantic web
will bring structure to the meaningful content of
web pages”. In this article published in Scientific
American, they presentascenario inwhich some-
one canaccessthe Webtoretrieve information—to
retrieve treatment, prescription, and provider
information based on one query. For example, a
query regarding a diagnosis of melanoma may
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provide results which suggest treatments, tests,
and providers who accept the insurance plan
with which one participates. This is the type of
contextually based result that the Semantic Web
can provide. The notion of ontologies can be
utilized to regulate language, and standards can
be used to provide a foundation for representing
and transferring information. We will focus on the
lack of semantic and syntactic interoperabilities
in this article. The semantic interoperable con-
cept will be utilized in the context of ontologies,
and syntactic interoperabilities are referred to as
standards of interoperability.

BACKGROUND

The Semantic Web isanemerging areaof research
and technology. Berners-Lee (1989) proposed to
the Centre Europeen pour la Recherche Nuclaire
(CERN) the concept of the World Wide Web.
He has been a pioneer also in the concept of the
Semantic Web and has expressed the interest of
the healthcare field to integrate the silos of data
that exist to enable better healthcare (Updegrove,
2005). He has been involved with the World Wide
Web Consortium (W3C) Web site (http://www.
wa3.org ), which offers a vast array of Semantic
Web information in a variety of subject areas,
including the medical sciences and healthcare.
Miller (2004) states that the Semantic Web should
provide common datarepresentationto “facilitate
integrating multiple sources to draw new conclu-
sions;” and to “increase the utility of information
by connecting it to its definitions and context”.
Kishore, Sharman, and Ramesh (2004) wrote two
articleswhich provide detailed information about
ontologies and information systems.

The concept of the Semantic Web is to extend
the current World Wide Web such that context
and meaning is given to information (Gruetter
& Eikemeier, 2004). Instead of information
being produced for machines, information will



Semantic Web Standards and Ontologies

be produced for human consumption (Berners-
Lee et al., 2001). There are two main aspects of
Semantic Web development: (1) ontologies for
consistent terminology and (2) standards for
interoperability.

Ontologies

Ontologies have been defined in many ways
through the areas of philosophy, sociology, and
computer science. For the Semantic Web con-
text, ontology is the vocabulary, terminology,
and relationships of a topic area (Gomez-Perez,
Fernandez-Lopez, & Corcho, 2004). Ontology
gives the meaning and context to information
found in Web resources (databases, etc.) for a
specific domain of interest, using relationships
between concepts (Singh, lyer, & Salam, 2005).
According to Pisnalli, Gangemi, Battaglia, and
Catenacci (2004), ontologies should have:

1. Logical consistency and be expressed in a
“logical language with an explicit formal
semantics.

2. Semantic coverage such that it covers “all
entities from its domain.”

3. Modeling precision and represent “only the
intended models for its domain of inter-
est.”

4.  Strong modularity for the domain’s “con-
ceptual space. . .by organizing the domain
theories.”

5. Scalabilitysothatthe language isexpressive
of intended meanings.

The domain of an ontology should include a
taxonomy of classes, objects, and their relations, as
well asinference rules for associative power (Bern-
ers-Leeetal.,2001). Thisshared understanding of
the conceptsand their relationshipsallowsameans
to integrate the knowledge between disparate
healthcare and medical science systems. Much of
the Semantic Web research inthe medical sciences

area has been specific in either generating more
efficient and effective information searching or
to the interoperability of the EHR. Health infor-
mation is inherently very tacit and intuitive, and
the terminology often implies information based
on physical examinations and expressions of the
patient. While it uses standardized terminology,
the difficulty lies in the expression of this tacit
knowledge to others, especially across a network
of computers. The two great needs in the medical
sciences and healthcare that can be fulfilled by
Semantic Web are to standardize language and to
provide a consistent foundation for transferring
EHR information (Decker et al., 2000).

Standards

While ontologies represent the conceptual basis
for the information to be transmitted, standards
allow for consistent transmission of the data
between disparate systems. The data in different
clinical information systems silos are in multiple
formats, and relevant medical and healthcare
knowledge must be accessible inatimely manner.
This can be performed through interoperability
standards which can enable information integra-
tion, “providing transparency for healthcare-re-
lated processes involving all entities within and
between hospitals, as well as stakeholders such
as pharmacies, insurance providers, healthcare
providers, and clinical laboratories” (Singh et al.,
2005, p. 30). The main standard for interoperabil-
ity in the Semantic Web is Resource Description
Framework (RDF), which isrecommended by the
W3C. RDF is an object-oriented based standard,
which provides reusable components for data
interchange over the web (Decker, Mitra, et al.,
2000). It is unique in that every concept repre-
sented in RDF has a universal unique identifier
(the Uniform Resource Identifier [URI]), which
identifies every e-mail address, Web page, and
other Web elements. This ensures no semantic
ambiguity. RDF also enables knowledge repre-
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sentation through a series of concepts such as
class, data type, and values. In order to express
representations of ontologies for context, RDF
allows for extensions such as the DARPA Agent
Markup Language +Ontology Inference Layer
(DAMLAOIL) standard, which is the basis for
the Web Ontology Language (OWL) standard
that has recently gained popularity (Nardon &
Moura, 2004).

SEMANTIC WEB APPLIED
STANDARDS AND ONTOLOGIES
IN THE MEDICAL SCIENCES AND
HEALTHCARE

“The semantic web initiative has resulted in a
common framework that allows knowledge to be
shared and reused across applications” (Health
Level 7, 2004) and organizations. An infrastruc-
ture of common transmission standards and ter-
minology will enable an interconnected network
of systems that can deliver patient information.
There have been various calls for the decrease
of medical errors via utilization of information
technology, and the increase of medical informa-
tion accessibility and Semantic Web technology
has a critical role to play. Besides the delivery of
patient information, the Semantic Web can also
assist medical sciences research in providing
greater accessibility and the sharing of research.
In the search for information, the Semantic Web
can impart a context and meaning to information
so that queries are more efficient in producing
results more closely related to the search terms.

Table 1 displays only a few of the main stan-
dards currently used for interoperability in the
Semantic Web. The affiliated organizations are
listed, showing that there are many grassroots
efforts involved in generating standards. There
are three main organizations that are involved in
international standards for EHRs. These include
the International Organization for Standardiza-
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tion (1SO), Committee European Normalization
(CEN), and Health Level 7 (HL7)—U.S. based
(HL7, 2004). Standards are also important to de-
velop on an international basis because countries
also report national health status statistics to the
world community (Cassidy, 2005).

A list of ontologies in the medical domain
is listed in Table 2. For clarification, a logical
association to an ontology is that of the ICD-9
(ICD-10 is the new version) coding for diseases.
When a patient visits the physician, the physician
recordsastandard ICD-9 code for the diagnosis of
the patient and a CPT code for the procedure that
was performed on a patient. These are standard-
ized codes that are found in manuals for medical
coders; and they allow insurance companies and
other medical affiliates to understand information
from many different sources. For example, if a
patient is seen for amole, the mole can have many
particular qualities. Isitto be removed for cosmetic
purposes, or isthe mole potentially cancerous? The
location of the mole will be important to know, as
well, because the treatment may be determined
by the location. The difference in the context may
determine whether the insurance company will
pay for the treatment of the mole. A cancerous
melanoma on the nose would have the diagnosis
code of 172.3 and a benign neoplasm would be
coded as 238.2. If a tissue sample were taken so
that the lab could test the mole for cancerous cells,
the diagnosis would be 239.9, which is unspecified
until the lab results return for a firm diagnosis. The
CPT procedure code for the treatment would be
applied and would be determined by a number of
factors including the location of the mole, amount
of tissue excised, whether a modifier needs to be
added to the code if the services is charged with
an office visit, and the type of excision utilized.
While we have CPT and ICD-9 as a vocabulary for
procedure and diagnosis codes, they function only
as a part of ontology’s purpose. An ontology gives
context to the patient’s medical history and allows
the diagnosis and procedure to be automatically
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Table 1. Sample standards for interoperability

Name Purpose Associated Source
Oraanization
XML eXtensible Markup Language; creation of tags Decker et al, 2000
RDF Standardized technology for metadata; for interpreting w3cC Nardon, 2004
meaning Gruetter, et al, 2004
Clinical Document Leading standard for clinical and administrative data HL7 Nardon, 2004

Architecture CDA
Guidelines Interchange

Format (GLIF)

exchange among organizations

Hooda et al 2004

specification for structured representation of guidelines

InterMed Collaboratory

Nardon, 2004 www.glif.org

CORBAmed Provides interoperability among health care devices Object Management McCormack, 2000
Group
HL7 Messaging between disparate systems HL7 www.hl7.org

Table 2. Sample ontologies (* is a terminology coding scheme and would be subsumed by an ontol-

ogy)

Name Purpose Associated Organization Source
OIL Oil Interchange Language; representation European Community (IBROW |Decker et al, 2000
and inference language and On-To-Knowledge) http://www.ontoknowledge.org/o
il/oilhome.shtml
Ontology Web JAim is to be the Semantic Web standard for |W3 Consortium Nardon, 2004
Language ontology representation
(OWL)
DAML Extension of RDF which allows ontologies to] DAML Researcher Group Nardon, 2004
be expressed; formed by DARPA Markup http://www.daml.org/
Arden Syntax [Standard for medical knowledge HL7 Nardon, 2004
representation http://csIxinfmtcs.csmc.edu/hl7/
arden/
Riboweb Facilitate models of ribosomal components  |Helix Group at Stanford Medical|Hadzic et al, 2005
Ontology and compare research results Informatics http://smi-
web.stanford.edu/projects/helix/r
iboweb html
Gene Ontology |To reveal information regarding the role of |GO Consortium Hadzic et al, 2005
an organism’s gene products http://www.geneontology.org/in
dex.shtml
LinkBase Represents medical terminology by L&C Hadzic et al, 2005
Jalgorithms in a formal domain ontology
GALEN Uses GRAIL language to represent clinical |OpenGALEN Gomez-Perez, 2004
terminology
ADL Formal language for expressing business openEHR www.openEHR.org
rules
SNOWMED* _JReference terminology SNOMED Int’l Cassidy, 2005
LOINC Database for universal names and codes for |Regenstrief Institute, Inc. McCormack, 2000
(Logical lab and clinical observations Gillespie, 2003
UMLS—Unifie |Facilitates retrieval and integration of US National Library of Medicine]Nardon, 2004
d Medical information from multiple sources; can be Hadzic, 2005
used as basic ontoloay for anv medical Gomez-Perez, 2004
ICD-10* Classification of diagnosis codes; is newer  [National Center for Health Gillespie, 2003
version after ICD-9 Statistics
CPT Codes*  |Classification of procedure codes American Medical Association |Gillespie, 2003
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linked, possibly with appropriate medications, lab
tests, and x-rays. The next section discusses ways
that the Semantic Web has been applied in the
medical sciences field.

SEMANTIC WEB APPLICATIONS
IN MEDICAL SCIENCE

Table 3 lists only a few of the sample projects
being conducted in the medical science and
healthcare field. Previous research in this area
has dealt with two main topics: (1) efficient and
effective searches of medical science informa-
tion and (2) the interoperability of EHRs. Our
purpose is to provide a comprehensive review
of this research to understand the current status
of the Semantic Web in healthcare and medical
sciences and to determine what future research
may be performed.

Table 3. Sample medical Semantic Web projects

Semantic Web Standards and Ontologies

Electronic Health Records

EHRsare comprehensive patient medical records
which show a continuity of care. They contain a
patient’s complete medical history with informa-
tion oneachvisittoavariety of healthcare provid-
ers, as well as medical tests and results, prescrip-
tions, and other care histories. (Opposed to EHRs,
Electronic medical records [EMRs] are typically
those which reside with one physician.) Figure 1
shows the main stakeholders in the healthcare
industry, and thus, the necessity for enabling these
partners to communicate. Physician’s, hospitals,
Independent Practice Organizations (IPOs), and
pharmacies interact to exchange patient informa-
tion for medical purposes.

The government requires that healthcare
organizations report medical data for statisti-
cal analysis and so that the overall health of the
nation can be assessed. Medical information is
aggregated so that patient identifiers are omitted

PROJECTS

Name Purpose

Associated Source

Organization

Record Project

Good European Health | To produce a comprehensive multi- |CHIME
media data architecture for EHRs

Nardon, 2004
http://www.chime.ucl.ac.uk/wor
k-areas/ehrs/GEHR/index.htm

Brazilian National
Health Card

Aimed at creating infrastructure for
capture of encounter information at
the point of care

Nardon, 2004

Artemis

Semantic Web Service-based P2P
Infrastructure for the Interoperability|

of Medical Information Svstems

Active Semantic
Electronic Patient
Record

Six
participating
entities from

Bicer et al., 2005
http://mww.srdc.metu.edu.tr/we

bpage/projects/artemis/

Development of populated ontologies
in the healthcare (specially
cardiology practice) domain; an
annotation tool for annotation of
patient records, and decision support
algorithms that support rule and
ontology based checking/validation
and evaluation.

LSDIS (large |http://Isdis.cs.uga.edu/projects/a
Scale sdoc/

Distributed
Information
Systems and
AHC (Athens
Heart Center)

MedISeek

Allows users to describe, store, and
retrieve medical images; metadata

model

Carro et al., 2003
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Figure 1. The coordination of the healthcare industry is very diverse in its information needs

Hospital

Electronic
Patient
Record

Government

Healthcare Industry Coordination Structure

Physician’s

Office

Insurance
Company

Pharmacy

Figure 2. The sharing of information between healthcare entities can enable more efficient and effective

quality of care

and reported to the government for public health
purposes and to catch contagious outbreaks early
as well as to determine current health issues and
how they can be addressed. For example, cancer
registries report specific aggregated cancer in-
formation, and healthcare organizations report
instances of certain infectious diseases such as
the Avian influenza (bird flu), for the welfare of
the public. The importance of sharing this infor-

EHR

Ordering
Care Plans Prescription Verification
Consultations Interactions
Medical History

Pharmacy

mation is the improvement of patient safety, ef-
ficiency, self-health management (through access
of medical information), and effective delivery
of healthcare (HL7, 2005). Figure 2 shows how
two entities may interact to share information
(adapted from HL7Y).

Indeed, a commission on systemic interoper-
ability has been established through the Medicare
Modernization Act of 2003 and recommends
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product certification, interoperable standards,
and standard vocabulary as a way of ensuring
that healthcare dataisreadily accessible (Vijayan,
2005). At a North Carolina Healthcare Informa-
tion Communications Alliance, one recurring
theme was that of interoperable EHRs. Brailler
(2005), the first National Health Information
Technology Coordinator in the U.S., spoke about
standards harmonization for EHRs. The discus-
sion of developing standards for interoperability
emphasized the need to “stitch together different
efforts” put forth by organizations such as HL7,
IEEE, 1SO, and SNOMED. Undoubtedly, he
recognized that “standards are about economic
power” and they need to be analyzed to determine
which standards are available for the commercial
market. In doing so, the office of National Health
Information Technology suggests that there be
a compliance certification for EHR based on
criteria such as security, interoperability, and
clinical standards—nbasically a seal of approval
that if a healthcare organization purchases such a
product, it will be “guaranteed” to have specific
interoperability certification. Brailler stated “if
it’s not certified, it’s not an EHR.” Given this, it
has been suggested that the second generation of
EHRs is being developed to communicate with
structured datasets, middleware, and messaging
between systems (Bernstein, Bruun-Rasmussen,
Vingtoft, Andersen, & Nohr, 2005). Perhaps the
third generation will provide full scale Seman-
tic Web capabilities in which interoperability is
seamless.

Currently, patient information is kept in silos
across the aforementioned organizations; the
Semantic Web will enable access to these silos
through interoperability standards and consistent
language. According to awhite paper published by
HL7 (2004), an organization which has developed
HL7 standards for healthcare, improvementsinthe
following five areas can be made through EHR
standards: (1) interoperability, (2) safety/security,
(3) quality/reliability, (4) efficiency/effectiveness,
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and (5) communication. To improve these areas,
the standards proposed by HL7 include both
standardized service interface models for interop-
erability, but also standardized concept models
and terminologies. The current use of the HL7
standard is for the messaging of data to populate
other disparate systems. For example, admissions
data of a patient is also sent to the billing system.
The problem with current messaging systems,
such as HL7, is that they duplicate information
acrosssystems. Patientdemographic information,
for example, can be copied from one system to
another, and maintenance of such data can create
more messaging between systems (usually within
an organization).

In Denmark, the examination of EHR use and
interoperability has also been an issue of interest
(Bernstein et al., 2005). The Danish Health IT
Strategy project’s goal is to analyze the variety of
grassroots models for EHR information modeling
and informatics. The National Board of Health
is currently analyzing the SNOWMED ontology
for use in its EHR. SNOWMED is an ontology
that encapsulates classification systems such as
ICD9. Asareferenceterminology, itismuchmore
detailed in the medical concepts that it conveys.
This level of detailed information allows the data
to be used for quality assurance and resource
utilization purposes and allows the EHR to relay
more informationthan ICD9 coding for diagnoses.
Forexample, there are around 13,000 ICD9 codes
for diagnoses and SNOWMED contains 365,000
codes (Cassidy, 2005). Similar to the Denmark
project, the Artemis project focuses on develop-
ing Semantic Web technology such as ontologies
as a foundation to interoperability for medical
records. Rather than standardizing the actual
documents in the EHR, the goal is to standardize
the accessibility of the records through wrappers,
Web Services Description Language (WSDL) and
Simple Object Access Protocol (SOAP) (Artemis,
2005). Bicer et al. (2005) discuss a project with
Artemis in which OWL ontologies are used to
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map information messages from one entity to
another.

Partners Healthcare uses RDF to enable medi-
cal history from EHRs to be accessible through
computer models whichselect patients for clinical
trials (Salamone, 2005). They utilized Semantic
Web Rules Language (SWRL) to write decision
support rules for this purpose. The advantage
in using the Semantic Web approach is that the
coding is concise, flexible, and works well with
large databases. As Eric Neumann of the phar-
maceutical company, Sanofi-Aventis suggests,
“with the semantic web, you publish meaning,
not just data” (Salamone, 2005).

Information Searching and Sharing

“Ontologies can enhance the functioning of the
Web in many ways. They can be used in a simple
fashiontoimprove the accuracy of Web searches”
(Berners-Lee et al., 2001). The difficulties and
complexities of searching for medical informa-
tion are discussed by Pisnalli et al. (2004) in their
research on medical polysemy. Because polysemy
(a word having more than one meaning) can be
critical to finding correct medical information,
the application of ontologies can be of value in
information searching. For example, the ontology
of the term inflammation can vary depending on
the context of its use. As Pisnalli et al. state, in-
flammation can include the size, shape, evolution,
severity, and source. When one searches for the
term inflammation, many results may be provided,
but time is required to sort through the “hits”
for relevance. The ON-9 ontology is utilized by
Pisnalli et al. to map contexts for the term inflam-
mation. As Nardon and Moura (2004) emphasize,
the relationships among medical terminology is
also essential to representation of the information
in a logical format. Allowing for specific context
to be interpreted through ontologies will enable
more efficient and effective searching. Usually,
this involves the creation of metadata to identify

the relevant data elements and their relationships
(Buttler et al., 2002).

Medical vocabularies used to represent data
include the Unified Medical Language System
(UMLS) from the U.S. National Library of Medi-
cineand Arden Syntax. UMLS s perhaps the most
frequently used ontology in the healthcare and
medical sciences field. The purpose is to aid in
integrating information from multiple biomedical
information sources and enabling efficient and ef-
fective retrieval. It defines relationships between
vocabularies and includes a categorization of
concepts as well as the relationships among them.
For example, the National Health Card System
in Brazil contains an extensive knowledge base
of 8 million patients in which complex queries
can be run (Nardon & Moura, 2004). Through
ontologies and UMLS, mapping of business rules
can be applied to medical transactions to infer
information and achieve semantic interoperabil-
ity. For example, if a patient can undergo only
a certain procedure once within a 30-day time
period, a transaction for a patient setting up an
appointment for that procedure can be mapped to
business rules to infer that the same person can-
not schedule the same procedure within that time
period. UMLS would determine the ontology for
the appointment and procedures and ensure that
the patient is indeed the same, and RDF defines
the business rules for sharing the information
(Nardon & Moura, 2004).

When querying multiple medical datasources
for research purposes, there are many medical
science repositories in which data may not be in
machine-processable format and stored in non-
standard ways. Most of the interfaces to search
and retrieve medical sciences research require
human interaction. Data extraction of such large
data sources can be very complex and often the
data is reused by researchers such as those in
Genomics (Buttler etal., 2002). Large databases
containing bioinformatics research can be unified
through ontologies such as Riboweb, Generic
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Human Disease Ontology, Gene Ontology (GO),
TAMBIS, and LinkBase. These allow a standard
vocabulary to exist over disparate ribosomal,
disease, gene product, nucleic acid, and protein
resources. As an example, the Generic Human
Disease Ontology, currently being developed
with information from the Mayo Clinic, allows
a physician to search by symptom to determine
the disease or for type of appropriate treatment,
and researchers can search for possible causes of
a disorder (Hadzic & Chang, 2005).

MedISeek is an interesting example of us-
ing semantic vocabularies to search for medical
visual information, such as x-rays and other
images (Carro et al., 2003). Biomedical Imag-
ing Research Network (BIRN), a project of the
National Institute of Health, examines human
neurological disorders and their association with
animal models. A significantaspect of their work
is through brain imaging. Their goal is to make
this information available to others through the
Semantic Web viagraphical search tools; standard
identifiers through ontologies; and cross-refer-
encing of imaging (Halle & Kikinis, 2004). The
Semantic Web will enable BIRN, MedISeek, and
other healthcare and medical science projects to
filter out less appropriate data by searching for a
context to the information. RDF is being utilized
with MedlISeek and BIRN toallow interoperability
between metadata patterns.

CONCLUSION AND FUTURE
TRENDS

Sharing of EHR information allows for improved
quality of care for patients. Sharing medical
science knowledge allows scientists to gather
information and avoid redundant experiments.
Searching for medical science information on the
Semantic Web will be made more efficient and
effective by the use of common ontologies and
standards for transmissions. “Trusted databases

74

Semantic Web Standards and Ontologies

exist, but their schemas are often poorly or not
documented for outsiders, and explicitagreement
about their contents is therefore rare.” The oppor-
tunity to share such large amounts of information
through the Semantic Web suggests that knowl-
edge management can exist on a comprehensive
level with ontology asaunifying resource (Hadzic
& Chang, 2005).

While there has been some research in the
area of medical sciences information searching
on the Semantic Web, there have been few stud-
ies on how to better enable healthcare consumers
to search for medical information on the Web.
Lay terminology of consumers often increases
the number of results returned when searching
for medical information on the Web. Polysemy
creates a multitude of results within which the
consumer must further search. The goal should
be to use Semantic Web technology to minimize
the semantic distance between a search term and
its polysemy of translations (Lorence & Spinks,
2004).

The future of the Semantic Web will involve
important developments in the emergence of e-
healthcare through the use of intelligent agents.
Singh et al. (2005) suggest that emerging Se-
mantic Web-based technologies offer means to
allow seamless and transparent flow of semanti-
cally enriched information through ontologies,
knowledge representation, and intelligent agents.
Intelligent agents can enrich the information by
interpretation on behalf of the user to perform
an automated function. The example given at
the beginning of this article in which someone
queries for melanoma information and receives
information regarding treatments, tests, and
providers in that person’s location which accept
his insurance, shows how intelligent agents can
be utilized to search the Semantic Web. Agents
can also be utilized to verify the source of the
information. When sharing of information occurs
across the Web and is pulled automatically by
agents, the source of the information needs to be
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verified. This is especially true in healthcare with
Health Insurance Portability and Accountability
Act (HIPAA) 1996 regulations. If the foundation
of ontology and interoperable standards exists,
intelligent agents will be able to search the Web
for information within the context desired.

Legal issues associated with the dispersion
of healthcare information need to be identified.
With HIPAA (1996)), healthcare organizations
are required to keep patient personally identifi-
able information secure and private. This means
encryption, access control, audit trails, and data
integrity must be insured in the transmission
process (Jagannathan, 2001). Who has rights to
the data and who “owns the data,” particularly in
EHRSs? Similarly, thereisanissue of trustinvolved
with sharing medical science and healthcare data,
and this is an area ripe for further research. How
canauthentication be provided so that others know
the source of data is trusted and how can it be
ensured that the data will be edited by a trusted
entity? The area of e-commerce can be a founda-
tion for future research in trust, as well.

Semantic Web technology can function as a
foundation for the sharing and searching of in-
formation for the healthcare and medical sciences
fields. Because of the intuitive nature of patient
care, the Semantic Web will enable context and
meaning to be applied to medical information, as
well as the conveyance of relationships between
data. With the generation of standards for trans-
mission of data between disparate systems, the
quality of healthcare through better research and
the sharing of information between healthcare
providers will be a critical step in the evolution of
patient care. This will enable the third generation
of EHRs to be seamlessly interoperable for more
efficient and effective patient care. These inno-
vations can lead to improved work satisfaction,
patient satisfaction, and patient care (Eysenbach,
2003).
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Chapter 1.7
Discussing Health Issues
on the Internet

Jane Moon
Monash University, Australia

INTRODUCTION

This article provides an overview of the trend
in Internet usage; in particular, the trend that
relates particularly to health-information-seeking
behavior. It discusses a paradigm shift in patient-
doctor relationships that has resulted from social
changes; that is, lack of consultation time, thirst
for medical knowledge, mass-media medical
information and an explosion in the number of
health Web sites. The Internet has become an
important medium for bridging the gap in the
patient-doctor relationship.

Issues of Internet quality are explored. While
the Internet can help consumers by providing
immediate feedback as far as treatment and
medication are concerned, without proper stan-
dards and quality assurance it can give rise to
diabolical consequences (Crocco, Villasis-Keever,
& Jadad, 2002). Ciolek describes information on
the Internet as mediocre and argues that health
information on the Internet is subject to “Multi
Media Mediocrity” (MMM) (Ciolek, 1997).

General Trends of Using Internet for
Health Advice

The Internet has become a vital tool for individu-
als, families, the health profession and the health
industry. One Web site reports that there are more
than 10,000 health sites on the Internet, and oth-
ers report more than 100,000 health-related Web
sites (Eysenbach, Sa, & Diepgen, 1999). No one
knows theexact number, but what is clear is that
there are numerous health sites available.

Health sites vary, from academic sites to
health-provider institutions and governmentsites.
Recently, there have been an increasing number
of pharmaceutical companies disseminating
information or selling products and services in a
variety of ways on Web sites luring consumers
(Risk & Dzenowagis, 2001).

Since the emergence of the Internet in 1991,
the Internet use has grown exponentially. A
recent survey shows that 86% of the 168 million
American adults have visited health Web sites,
compared with 55% of the 60 millionin Germany.
Ninety percent of American primary-care physi-

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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cians have used the Internet (Risk & Dzenowagis,
2001). Accordingto Harris Interactive consulting
firm, health Internet users grew steadily from 50
million in 1998 to 69 million in 1999, 97 million
in 2001 and 110 million in 2002 (Harris Interac-
tive, 2000).

Demographical Difference

No significant difference in information-seeking
habits between different age groups were found
(Brodie, Flournay, Altman, Blendon, Benson, &
Rosenbaum, 2000) Also, there is a direct cor-
relation between computer usage and access to
health information:

Once people gain access to the Internet, its use at
home to get health information is similar across
income, education, race and age. Therefore, the
number of persons using the Internet to access
health information should rise along with com-
puter use. (Brodie, 2000, p.262)

According to Brodie’s report, gender, age
and background do not make much difference in
Internet search behavior.

A significant difference between countries
is noted in research results from a questionnaire
survey among the users of a dermatology atlas
Web site. Pictures were used to minimize lan-
guage barriers between countries (Eysenbach et
al., 1999). The survey was conducted over seven
months, from July 1998 to February 1999, and
was answered by 6,441 users from all over the
world.

Figure 1 shows the distribution of the 4,605
users who completed survey from the eight coun-
tries that showed the highest absolute numbers
of users. Of those eight, Canada shows the high-
est percentage of users, followed by the United
States (U.S.) and United Kingdom (UK), with
Brazil the lowest.

There was a high proportion of general prac-
titioners in Canada, UK, Spain and Sweden, and
a high proportion of specialists in Brazil, France,
Germany, Spain and U.S.

Figure 1. User profile of dermatology atlas Web site intended for health professional
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A high proportion of hospital specialists were
noted in Spain, Sweden, France and Brazil com-
pared to a large number of specialists in private
practice in Brazil, France and Germany. This is
a reflection of the actual ratio of specialists in
private practice compared with the public sector
in the respective countries.

Looking at the percentage of nurses visiting
the Internet, the highest percentage was noted in
the U.S., Canada, UK and Sweden, as opposed to
almost none in other countries, probably reflect-
ing the differing roles and levels of responsibility
nurses have in those countries.

While these data have been gathered in a
specialist setting; that is, dermatology, and may
be prone to self-selection bias and thus not rep-
resentative of the whole, nevertheless, they tell
us that there are significant differences between
countries in Internet use. These differences are
not only technological ones, but they also reflect
differences in the health system as well as other
cultural, sociological factors and economic fac-
tors—for example, capacity to afford Internet
facilities (Eysenbach et al., 1999).

What causes the behavioral shiftin consumers
towards the Internet over traditional face-to-face
contact with doctors?

Changing Medical Practices

In thefield of information technology, doctors still
seem to be lagging behind other professionals.

Discussing Health Issues on the Internet

In many industrialized nations, consumers have
taken a leading role in retrieving and exchang-
ing health information (Eysenbach et al., 1999).
While telemedicine (diagnostic and curative
medicine) is influenced by “technological push,”
cybermedicine (preventive medicine and public
health) is influenced by “consumer pull”; the
traditional family doctor-patient relationship has
to change to meet the demands of these social
changes (Eysenbach et al., 1999).

Consumer Empowerment

The availability of the Internet has provided
consumers with easy access to information. “The
empowered, computer-literate public is exerting
tremendous influence on healthcare delivery”
(Ball & Lillis, 2001, p. 2). Consumers are actively
seeking health information using the Internet as
a major tool. Users get access to as many of the
resourcesand databases as physicians do, although
some databases are specifically available for
physicians. This empowers consumers to make
informed decisionsand reduces their dependency
on the physician. The Internet is, thus, a motor
for evidence-based medicine for both physicians
and consumers. It gives “increasing consumer
involvement in health care decision making and
increasing the pressure on caregivers to deliver
high quality health services” (Eysenbach et al.,
1999, p.2).

Figure 2. Positive feedback loop (Eysenbach et al., 1999)
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Ascan be seeninFigure 2, consumers’ access
to health information onthe Internethasincreased
tremendously; they have access to physicians’
Web pages and databases and retrieve a wealth
of knowledge on medical conditions and treat-
ments. As computer-literate consumers become
empowered, they can become involved in decision
making in evidence-based medicine (Eysenbach
etal., 1999).

This transformation driven by the Internet
can be a challenge to physicians, as users are
better informed than before (Ball & Lillis, 2001).
Whether consumers are capable of making qual-
ity decisions is yet to be determined, as they
can become “cyberchondriac” with more access
to information on health problems. However,
many consumers can challenge physicians with
evidence-based information from the Internet
(Eysenbach et al., 1999). The speed at which in-
formation is delivered on the Internet can cause
mis-communication; for example, in Britainthere
was a government warning about oral contracep-
tives on the Internet. Some consumers found the
information before physicians did (Coiera, 1996).
Thereisapressing need for better communication
among doctors regarding information technology.
Equipped with the right information, physicians
can improve the quality of treatment by fostering
closer partnerships with consumers.

This paradigm shift is a challenge to the doc-
tor-patient relationship, as can be seen next.

Doctor-Patient Relationship

The term “patients” is slowly being replaced by
“consumers” (Coiera, 1996). Sir William Osler
(1849-1919) was a pre-eminent physician of the
century whose work was based on trust and confi-
dence, fostering a personal relationship. With the
recent explosion of the Internet, the art of Osler’s
medical practice, which has been a fundamental
to medicine, is under threat (Wheeler, 1990), as
consumers challenge physicians with a “stew” of
medical information they have retrieved from the

Internet, and arrive at their appointments with
meters of printouts challenging their knowledge
(Coiera, 1996).

There is a common scenario where patients
spend long hours searching for information onthe
Internetand bring pages of printouts to the doctor
andask questions. Such discussion can be exhaust-
ing. Some doctors have suggested, “Whatever you
do, don’t go on the Internet” (Ferguson, 2002,
p.555). Also, the information available could be
too abstruse or complex for most consumers. This
health illiteracy could pose significant concerns
for consumers, as they do not necessarily have
sufficient medical knowledge to make informed
decisions about their medical conditions (Oer-
mann & Wilson, 2000; Wyatt, 1997).

In addition, there is an increase in litigation
against doctors. The Internet transforms the tra-
ditional autocratic doctor-patient relationship into
a balanced power play (Ball & Lillis, 2001).

What is very importantis that, while informa-
tion obtained onthe Internet does supportusers, it
cannot “replace the patient-physician relationship”
(McLellan, 1998). The availability of resources
to both physicians and patients could mean that
consumers can get the same accessto resourcesas
the physicians. But it is often questionable whether
the information is accurate or complete, which
could lead to misdiagnosis and misunderstanding
(Helwig, Lovelle, Guse, & Gottlieb, 1999).

National Medical Portal:
Opportunities and Threats

A portal is a concept widely used within the
Web. It is “a gateway or a door that provides us-
ers a single gateway to personalized information
needed to make informed business decisions”
(Quirk, 2001, p.2). The word “portal” has been
used largely in the last two to three years and is
often confused with Web sites. The difference
between Web sites and portals is that the former
is static and the latter is dynamic. Portals are
Web-based; have dynamic links to information
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resources, effective information and document
managers; and connect people with information
(Moon & Burstein, 2004).

Medical portals provide information such as
causes of diseases, medications, treatments, alter-
native therapies and lists of consultants. Medical
portals can be either general or specific. General
medical portals provide general medical informa-
tion; for example, BetterHealth or HealthlInsite.
Disease-specific portals provide information
specific to particular disease; for example, cancer
portal, breast cancer portal.

Moon and Burstein (2004) described five
functional components necessary for a model
of medical portal: community, personalization,
quality, health services and gateway. The func-
tional components relating to community are
discussed in detail next, as it is pertinent to this
article (p. 277):

*  Share medical information: Can be
done via e-mail, or by “chatting” or any
other facilities such as MUD (multi-user
device—through role play)

. Promote interaction: With doctors for
receiving medical help or sharing personal
experiences with other people

. Bulletin board/newsletter: From various
stake holders caninformusers of changesin
the organization, such as change of member
of the boards, or changes to portal sites for
updates and so forth

. Alert to new information: With personal-
ized settings, users can be alerted to new
drugs ornew research findings to aparticular
aspect of medical conditions

. Multimedia access via video streaming, or
Web cam facilities to facilitate meetings or
discussions.

Opportunities
The opportunities for users that give better em-

powerment are as follows:
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. Better access to medical information

. New form of communication between users
and care providers

. Opportunity to meet other users

e Savestime from visiting doctors

. Cheaper than visiting the doctor, as the con-
nection fee is fairly inexpensive compared
to the cost of visiting general practioners or
consultants

. Not time dependent—can look for informa-
tion anytime

. No geographical barrier—can find informa-
tion anywhere

. New opportunity for therapy (e-therapy)

. Reduces barrier between care providersand
users for second opinion

* A new medium for those who are embar-
rassed to see doctors for personal reasons
and can find answers anonymously.

All of the above and more that can be listed
add value to users and empower them to make
informed decisions about their health (van Melick,
Hakkenberg van Gaasbeek, & Pennings, 2001).

Threats

The Internet is anarchic in nature; that is to say
that it is formless and boundless. Anyone, any-
where can write content and publish it anywhere,
provided they have the software to do so. The
question is not how to retrieve health informa-
tion but how to retrieve relevant and accurate
information (Risk & Dzenowagis, 2001). The
easy access to an avalanche of health information
can be an enormous threat to users if they are not
properly guided.

Following is a list of some adverse effects
the Internet could bring if the information is not
managed with proper knowledge:

. It is not always easy to see the origin of the
information, and users could be making
decisions on the basis of a source that might
not be quality assured
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. Users are not equipped to make judgments
on the basis of particular scenarios, they
need to see health holistically

. Could harm users if they follow treatments
that are location-specific

. Risk of making a wrong diagnosis

*  Riskof taking ill advice if the discussant is
not properly qualified

. Risk of Internet addiction

. Could be lured by pharmaceutical compa-
nies’ advertisements

. Avalanche of information can be time-con-
suming and confusing.

All ofthe above and more add value to the users
and empowers them to make informed decisions
about their health (van Melick, Hakkenberg van
Gaasbeek, & Pennings, 2001).

The following paragraphs discuss Internet
healthtoolsavailable to give guidance to consum-
ers about the breath, depth and insightfulness of
medical portals.

Internet Quality Tools

Health care information has potential benefits
for many Internet users (Coiera, 1996) if they
are properly educated and if the developers take
quality criteria into consideration (Policy Paper,
2002). How do consumers know if asite isworthy?
Many tools are available to assess the quality of
content on the Internet. Wilson (2002) and Risk
and Dzenowagis (2001) provide tools to classify
Web sites, assisting developersto produce quality
sites. They are as follows:

. Code of conduct: to ensure that the devel-
opers adhere to quality criteria.

. Quality labels: a logo or a symbol is dis-
played on the screen.

The most common ones are Health On the Net
Foundation and Hi-Ethics code. Both of these are
used on more than 3,000 Web sites.

Figure 3.

Figure 4.

Hi Ethics Ne9

HEALTH INTERNET ETHICG!

Hon-code does not rate the quality of informa-
tion, but it provides users the origin information
and the purpose of data they are reading. It also
provides ethical standards to Web site develop-
ers.

Hi-Ethics code produces quality levels for
commercial sites. The uses of Hi-Ethics are:
American Specialty, Health Networks, America
Online HEALTHuvision.
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However, Wilson failsto discuss the size of the
burdenplaced on provders, the lack of provision for
educating consumers, the cost of developing and
maintaining quality and the needs of developing
countries. Wilson’s article concentrates mostly
on English-speaking countries.

FUTURE TRENDS

There is no turning back to the past. Twenty-
first-century medicine has changed traditional
medicine to Internet-empowered, patient-driven
online support, with users controlling and manag-
ing their health (Ferguson, 2002). As more and
more consumers are using the computer, it would
be impossible to unwire the information. While
the Internet can pose the threat of unreliable
information (Oermann & Wilson, 2000), with
users lured by many commercial sectors (Risk &
Dzenowagis, 2001), nevertheless, it is satisfying
many consumers’ needs (Ferguson, 2002).

Doctorswho do notrecognize thistrend would
be losing patients to those who do understand the
changes in the doctor-patient relationship. What
is important is that there should be a synergy
between doctors and patients (Yellowlees, 2000).
Theway toensure thissynergy exists, andtobuild
trust between doctors and patients, isto make sure
Web site content is reliable and that the Internet
is serviceable (accessible both technically and
design-wise). Doctors also need to understand
consumers’ needs and provide them with quality
information. Given that doctors are under pres-
sure to see more patients in a given time, leading
to shorter consultation time, the Internet is an
alternative for consumers to educate themselves
on their health concerns.

One of the ways to ensure that consumers
educate themselves is to educate the developers
of portals’ search engines, encouraging them
to design portals that are ethical and compliant
with quality standards. It is also vital to educate
consumers to be cautious with the material they
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access on the Internet. Thus, consumers can
“access health information critically” (Wilson,
2002, p.600).

CONCLUSION

The Internet presents a powerful mechanism for
helping users to improve their health-care deci-
sion making by providing easy and rapid access
to, and exchange and dissemination of, enormous
amounts of health information. Yet, users must
be aware of the potential for misinformation and
recognize the critical need to assess the quality of
the information provided. Content providers must
beencouraged to develop and publish high-quality
information, and policy makers and health-care
professionals must be educated on this important
health issue (Risk & Petersen, 2002).

Despite the perils of predicting the future of
our health-care system, it is hard to ignore the
evidence that the health system will undergo a
revolution. The rapid growth of computer-based
electronic communication and the fact that the
new generations are comfortable with electronic
transfer of health information leads toan increase
of patient health management; that is, patients
are taking an active role in the decision-making
process (Kassirer, 1995). This trend is likely to
grow and will have a substantial and hopefully
positive impact (lowering the cost) on the health
economy and on the well-being of consumers.
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KEY TERMS

Consumer Empowerment: The users are
well informed of the information thus making
an informed decision.

Cyberchondriac: Those users of the Internet
whoare obsessively persuing the Internetinsearch
of information.
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Cybermedicine: The Internet-driven practice
of medicine where patients communicate with
doctors via electronic medium.

Evidence-Based Medicine: Evidence-based
medicine isanew paradigmthat replaces old para-
digm of traditional medicine based on authority.
Itis based on clinical research which uses current
best evidence in making decisions about the care
of individual patients.

Health Portals: Includes any information on
the Internet relating to health, including medical
information as well as products and information
that are related to well being, i.e., shampoo, diets,
medicine, and alternative medicine.
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Chapter 1.8
Networkcentric Healthcare and
the Entry Point into the Network

Dag von Lubitz
Central Michigan University, USA

Nilmini Wickramasinghe
Illinois Institute of Technology, USA

INTRODUCTION

The concept of e-health gains rapid and wide-
spread international acceptance as the most
practical means of reducing burgeoning healthcare
costs, improving healthcare delivery, and reducing
medical errors. However, due to profit-maximiz-
ing forces controlling healthcare, the majority of
e-based systemsare characterized by non-existent
or marginal compatibility leading to platform-
centricity that is, a large number of individual
information platforms incapable of integrated,
collaborative functions. While such systems
provide excellent service within limited range
healthcare operations (such as hospital groups,
insurance companies, or local healthcare delivery
services), chaos exists at the level of nationwide
or international activities. As a result, despite
intense efforts, introduction of e-health doctrine
has minimal impact on reduction of healthcare
costs. Based on their previous work, the authors
present the doctrine of network-centric health-

care operations that assures unimpeded flow and
dissemination of fully compatible, high quality,
and operation-relevant healthcare information
and knowledge within the Worldwide Healthcare
Information Grid (WHIG). In similarity to net-
work-centric concepts developed and used by the
armed forces of several nations, practical imple-
mentation of WHIG, consisting of interconnected
entry portals, nodes, and telecommunication
infrastructure, will resultinenhanced administra-
tive efficiency, better resource allocation, higher
responsiveness to healthcare crises, and—most
importantly—improved delivery of healthcare
services worldwide.

BACKGROUND: CURRENT ISSUES
OF E-HEALTHCARE

Major shifts in political and economical structure
of the world that took place in the 20™" century
were instrumental in focusing global attention

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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on healthcare and its importance in maintaining
stability and growth of nations. At the same time,
the cost and complexities of national and global
healthcare operations became increasingly ap-
parent (World Health Organization Report, 2000,
2004). Inorderto be efficient, healthcare providers
and administrators became progressively more
dependent on a broad range of information and
knowledge that spans the spectrum stretching
from purely clinical facts to the characteristics
of local economies, politics, or geography. Con-
sequent to the elevating demand for knowledge
is the flood of a wide variety of uncoordinated
data and information that emerges from multiple
and equally uncoordinated sources (von Lubitz &
Wickramasinghe, 2005b, 2005c¢). Ithasbeenhoped
thatvigorous use of IC2T (Information/Computer/
Communications Technology) will, in similarity
to some forms of business operations, obviate the
growing chaos of global healthcare. While IC2T
changed many aspects of medicine, the explosive
growth of worldwide healthcare costs indicates
that a mere introduction of advanced technology
does not solve the problem (Fernandez, 2002: von
Lubitz & Wickramasinghe, 2005). The quest for
financial rewards provided by the lucrative health-
care markets of the Westernworld led to a plethora
of dissonant healthcare platforms (e.g., electronic
health records) that operate well within circum-
scribed (regional) networks but fail to provide a
unified national or international service (Banjeri,
2004; Olutimayin, 2002; Onen, 2004). There isa
striking lack of standards thatwould permitseam-
less interaction or even fusion of nonhealthcare
(e.g., economy or local politics) and healthcare
knowledge creation and management resources.
The “inward” concentration of the Western societ-
ies ontheir own issues causes progressive growth
of technology barriers between the West and the
less developed countries, while the essentially
philanthropic efforts toaddress massive healthcare
problems of the latter continues to concentrate on
“pretechnological” and often strikingly inefficient
approaches (Banjeri, 2004; Olutimayin, 2002).
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Thus, despite the massive amount of information
that is available to healthcare providers and ad-
ministrators, despite availability of technologies
that, theoretically at least, should actas facilitators
and disseminators, the practical side of access
to, and the use and administration of healthcare
are characterized by increasing disparity, cost,
and burgeoning chaos (Larson, 2004). Solutions
to many of these acute and disturbing problems
may be found in the recent approach chosen by
the defence establishments of many countries to
the information needs of the battlefield and to the
modern, highly dynamic combat operations (von
Lubitz & Wickramasinghe, 2005a).

DOCTRINE OF NETWORK-CENTRIC
HEALTHCARE OPERATIONS

Our previous publications (von Lubitz & Wick-
ramasinghe, 2005a, 2005b, 2005c) discussed
the general principles and applicability of the
military network-centric operations concept and
its adaptation to modern worldwide healthcare
activities. Network-centric healthcare operations
are physically facilitated by the World Healthcare
Information Grid (WHIG)—a multidimensional
communications network connecting primary
information collecting sources (sensors) with
information processing, manipulating, and
disseminating nodes. The nodes also serve as
knowledge gathering, transforming, generating,
and disseminating centres (Figure 1).
Insimilarity tothe already proved attributes of
network-centric military operations (Cebrowski &
Garstka, 1998) of which, at the simplest level, the
command centre of a joint naval task force is the
simplest example and the execution of Operation
Iraqi Freedom probably the most complex one,
healthcare activities are characterized by multi-
directional and unrestricted flow of multispectral
data (von Lubitz & Wickramasinghe, 2005b,
2005c¢). All data, information, and node generated
knowledge are characterized by fully compat-
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Figure 1. Schematic diagram of a WHIG segment
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level, query-sensitive networkwide outputs. The
nodesare also capable of extracting and analyzing
data and information from healthcare-relevant
sensors and electronic data sources (e.g., financial,
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infrastructure level, etc.) and mesh these with
the relevant biomedical elements. Incorporation
of external information in healthcare operations
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essential healthcare activities or consequent to
the exclusion caused by incompatible resource
platforms have been amply demonstrated by
major difficulties encountered during relief opera-
tions following tsunami-mediated destruction in
December 2004.

Sensors feed raw data/information into the
network through network-distributed portals.
Likewise, data, information, and knowledge
queries enter through portals as well. The latter
provide entry level security screening and sorting/
routing. Subsequent manipulation, classification,
and transformation into information/pertinent
knowledge is executed by interconnected nodes.
Whenever required, each node can access infor-
mation/knowledge existing within non-WHIG
networks and databases and compare/merge the
contents with the contents existing within the
WHIG. While portals are associated with the
nodes, implementation of ASP philosophy al-
lows reaching the portal from anywhere within
the WHIG.
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Figure 2. Integrated entry portal/node

2
Integrated
Portal/Node

(out)

Access/

KM
Manipulation

‘ [ ) . Security &

standards/
“ protocols

Databases:
operational,
analytic,
knowledge

Portal/Node

dissemination
to other nodes

EHR and
other
databases

¥

> Cartography/
site map

||

Inaddition to functioning as data/information/
knowledge generating/manipulating/disseminat-
ing centres, the nodes also serve as the network
points of entry (entry portals, Figure 2). How-
ever, contrary to the classical Web portal, where
the client determines the information gathering
path (O’Brien, 2004), the WHIG portal provides
automated query classification, direction, and in-
tegration functions. Itsoperationsare fuzzy logic-
based, and the principal function of the WHIG
portal is that of a “sorting/distribution station”
which distributes the original query throughout
the entire WHIG and collects and weighs the
relevant outputs generated by multinodal analysis
of the available resources. As the final step, the
portal assigns the relevance level of the cumula-
tive output, and provides automated pathways

90

Intranets/Extranets

Internet/ Web

Sensor input from grid

Info/Knowledge output
to grid

toward its further refinement. The WHIG portal
operates thus not only as an entry point but also
as either redirection station or WHIG exit site.
Some of the functions of the WHIG portal are
exemplified by the response to a hypothetical
NGO query requiring decision support on the
conduct of healthcare activities withinthe scope of
a humanitarian relief operation in a costal region
of “State X.” The query will be automatically
distributed within the network and the response
will (equally automatically) provide multifaceted
analysis of the essential medical needs of the af-
fected population (e.g., most threatening diseases,
the type and quantity of the required vaccines,
need for other pharmaceuticals, tenting, water
supplies, etc.). However, the response will also
provide information on the local infrastructure
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and its nature and quality (e.g., air/sea port off
loading/storage capacity, availability of beaches
as the off-loading sites, capacity of local health-
care human and physical resources, quality and
distribution density of roads/railways/means of
transport, etc.), whether as an adverse factor, po-
litical stability/law enforcement efficiency within
the region as a factor influencing distribution of
aid, or movement of support teams. Clearly, even
within such a simplified example, the range and
complexity of factors that may significantly (and
adversely) affect only one of many critical ele-
ments withinamajor relief operation is strikingly
large. Correspondingly, the need for germane
information/knowledge isequally substantial. Yet,
due to the prevailing platform-centricity, despite
the existence of such information, its dispersal
within several, largely incompatible, systems
makes it essentially inaccessible. Moreover, its
retrieval demands clear awareness of the need
followed by human-based/human guided search
and extraction. Consequently, in situations of
stress or in environments that pose acute demand
for a wide range of simultaneous responses, the
potential for major errors of omission and com-
mission increases dramatically. A classical chain
of such errors can be seen, for example, in the
response to the events immediately preceding the
destruction of World Trade Center in September
2001 (National Commission on Terrorist Attacks
on the United States, 2004).

Data, information, or queries from WHIG
enter through the portal where they are subjected
to security/standards/protocol screening then
transfer to the manipulation site (DM). The lat-
ter provides detailed sorting and redirection via
intra and extra nets, and/or Internet/\Web to other
locations within the node, for example, patient
records, information storage sites, analysis and
knowledge generating sites, and so forth (unidi-
rectional arrows). All sites within the node are
capable of multidirectional communication (not
indicated for the sake of clarity). Their output is
transmitted to the knowledge manipulation and

generation site which, in turn, generates final
output stored within the node and also dissemi-
nated throughout the network (Out). If needed,
the node can distribute additional WHIG-wide
queries. Replies are collected, manipulated at
the KM level, and incorporated into the final
node output. Although neither the portal nor
individual functional aspects of the node need
be collocated, their operations are conducted as
a single, self-contained unit; that is, none of the
constituting elements can participate individually
inthe functions of another node. Self-containment
of each node adds to its security and reduces the
risk of inadvertent networkwide dissemination
of integrity-compromising factors (e.g., viruses,
spurious data, etc.).

FUTURE TRENDS: OPERATIONAL
THEORY OF NETWORK-CENTRIC
ACTIVITIES

The operational philosophy of network-centric
healthcare operations is based on the principles
of Boyd’s (OODA) Loop (Boyd, 1987; von Lubitz
& Wickramasinghe, 2005a, 2005b, 2005c¢) that
defines the nature and the sequence of interactions
with dynamic, rapidly changing environments
characterized by a high degree of structural and
event complexity. Accordingly to Boyd, each
complex action can be subdivided into a series
of consecutive cycles, loops, with the preceding
cycle strongly influencing the initial stages of the
following. Each revolution (cycle) of the Loop
comprises four stages: observation, orientation,
determination, andaction. During the observation
stage, all inputs describing the action environ-
ment are collected and organized into coherent
entities. At the orientation stage, the organized
data are converted into meaningful information
that provides as complete image of the operational
environment as possible based on the totality of
the existing information. At this stage the weak-
nesses of the opposition are detected, and the
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centre of the future action determined. During
the determination phase, the hypothesis, that
is, the plan to respond to the pressure exercised
by the operation environment, is formulated.
The Hypothesis defines the plan of action, the
required strength and nature of the response,
its precise location, timing and duration, and so
forth. During the Action phase, the Hypothesis is
tested: the formulated plan isimplemented and its
results (and the consequent response of the action
environment/opposition) set off the next revolu-
tion of the Loop—the new observation stage is
initiated. Clearly, the nature of action determines
the intervals between the stages.

Originally Boyd’s Loop had been created
as a tool facilitating aerial combat, where each
individual stage was extremely brief (millisec-
onds). Nonetheless, the principles of the Loop
can be applied to virtually any rapidly evolving
environment. Moreover, Boyd’s Loop helps to
understand the critical role of the mistakes made
during the initial data collection (e.g., selective
or biased selection, rejection of non-conforming
data as necessarily false, etc.) at the observation
stage and their subsequent analysis (subjective
analysis based on preconceived notions, influ-
ence of personal bias, inflexibility, etc.) at the
orientation stage.

Errors made at these two stages influence the
following two. Thus, at each subsequent cycle,
error correction demands increasingly larger
resources and removes them from where they
should be otherwise committed—at the centre of
action. Uncorrected errors compound ateach new
revolution of the Loop and exponentially increase
the chance of failure. Probably the best example
of Loop failure was the disastrous response of
state and federal authorities to Hurricane Katrina
in August 2005, while the response to Hurricane
Wilma (its shortcomings notwithstanding) shows
how application of Boyd’s Loop-based thinking
can lead to positive outcomes in situations de-
manding flexible, ongoing, and dynamic response
to the continuously but unpredictably changing
operational environment.
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Clearly, to assure efficiency of action, the
interval separating each individual stage of the
Loop must be as short as possible, particularly
when interacting with highly fluid, ultracomplex
systems such as military or healthcare informa-
tion. Here, the demand isnotonly onrapid, reliable
sampling of the environment but also on a very
high degree of automation at the level of multi-
source data collection, analysis, manipulation,
and classification into larger information/germane
knowledge entities.

Contrarytothe prevalent platform-centric op-
erations, network-centricity allows vast increase
in sampling speed, range, and data manipulation
speed. Consequently, decision supporting outputs
of the network are faster, more situation/operation-
al environment-relevant and, most importantly,
allow robustly elevated rate of stimulus-response
cycle (operations “inside the Loop”). Moreover,
by increasing reaction relevance and speed, net-
work-centric operations facilitate goal-oriented
manipulation of the operational environment and
alsoincrease both the level (accuracy) and predic-
tive range of responses to environment induced
pressures. Military benefits of such operations
have been frequently demonstrated. However, the
acceptance of Boyd’s (OODA) Loop principles
in the civilian world (e.g., global financial/bank-
ing operations, lean manufacturing, just-in-time
supply chains, etc.) led to demonstrable gains in
efficiency and productivity as well.

CONCLUSION

The preceding description is, of necessity, vastly
simplified. Yet, the existence and highly efficient
use of the network-centric approach to military
operations has already resulted in the significant
enhancement of the C3I (Command, Control,
Communications, and Intelligence) concept
(Alberts, Garstka & Stein, 2000; Department of
Defense, 2001). The most palpable consequences
of network-centricity in warfare are increased
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efficiency in the use of available resources,
application of resources appropriate to the
operational environment, reduction of casualties,
and transformation of conflict whose face changes
rapidly from aggression by overwhelming
force to prevention and de-escalation. Similar
principles canbe appliedto healthcare operations,
particularly in view of the already existing major
technological components of the WHIG. However,
in order to implement network-centricity in
healthcare, a major conceptual transformation
is required.

Presently, the ruling healthcare doctrine
is that of e-health, which while supporting
implementation of IC?T, promotes development of
individual, largely noncollaborative (particularly
inthe global sense) systems. While there isnodoubt
that the existence of such systems (for example,
electronic patientrecords) facilitates many aspects
of healthcare delivery and administration, their
effectis predominantly regional. Onalargerscale
(national, international) most of these platforms
function in isolation and major (predominantly
through human interaction) effort is needed in
order to extract relevant information and convert
it into pertinent knowledge.

Transition to the network-centric doctrine of
healthcare will greatly facilitate interoperability
of multiple electronic healthcare platforms and
enhance their usefulness in the broadest sense of
global health. There is also no doubt that, similar
to other domains in which a network-centric
approach has been successfully implemented,
the consequence of the proposed doctrine will be
improvement of access, better delivery, increased
efficiency in the use of resources, accompanied by
the concomitant reduction of presently staggering
expenditure.

NOTE

Theauthorsofthisarticleare listed alphabetically.
Both contributed equally.
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KEY TERMS

E-Health: The application of technology,
primarily Internet based technology, to facilitate
in the delivery of healthcare.

Germane Knowledge: The relevant and
critical knowledge, or contextualized information,
required to enhance a particular decision.

Information Symmetry: The gap betweenthe
available information between two entities.

Network-Centric: In contrast to a platform-
centric approach, a network-centric approach is
made up of interconnecting technology grids that
enable and facilitate the seamless transfer of data,
information and knowledge.

OODA Loop: A framework developed by
John Boyd that facilitates rapid decision mak-
ing in dynamic, rapidly changing environments
characterized by a high degree of structural and
event complexity. Each complex action can be
subdivided into a series of consecutive cycles,
while each revolution (cycle) of the Loop com-
prises of four stages: Observation, Orientation,
Determination, and Action.

Platform-Centric: Based on and exploiting
the exclusive properties of an employed system or
specific technology platform. Useful on a small
scale but does not enable seamless transferring
of information and knowledge across platforms
or systems.

World Healthcare Information Grid
(WHIG): The technology backbone of network-
centric healthcare operations, a network of inter-
connecting technology grids thattogether contain
all the necessary information for effective and
efficient healthcare delivery.

This work was previously published in Encyclopedia of Portal Technologies and Applications, edited by A. Tatnall, pp. 647-652,
copyright 2007 by Information Science Reference, formerly known as Idea Group Reference (an imprint of IGI Global).
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Chapter 1.9

Mobile E-Health:
Making the Case

Norm Archer
McMaster University, Canada

ABSTRACT

Health care is an industry with a diverse set of
stakeholders: governments, private health care
providers, medical practitioners (physicians,
nurses, researchers, etc.), home health care
providers and workers, and last but not least,
clients/patients and their families. Overlapping
and interacting environments include hospitals,
clinics, long-term care facilities, primary care
providers, homes, and so forth, involving acute,
emergency, chronic, primary, and outpatient care.
Patienttransitions between these environmentsare
oftenunnecessarily difficult due to an inability by
providers to access pre-existing patient records.
Mobile/wireless solutions can play an important
role in supporting health care by providing ap-
plications that access health care records and
reduce paperwork for clinical physicians, nurses,
and other workers, community health care prac-
titioners and their patients, or mobile chronically
ill patients such as diabetics. This chapter makes
the case for mobile health care and its solutions
in the non-acute community health care envi-
ronment, where critical issues include usability,

adoption, interoperability, change management,
risk mitigation, security and privacy, and return
on investment. A proposed community health
care application demonstrates how these issues
are addressed.

INTRODUCTION

Many individuals receive their care from more
than one caregiver or other provider: individual
physician, group practice, hospital, long-termcare
facility, laboratory, pharmacy, walk-in clinic, ur-
gent care center, work-site clinics, school clinics,
and so forth. When and where choice is available,
clients can select caregivers or other providers
based ontheir proximity, bedside manner, quality
and capability, cultural aptitude, or other factors.
Clients/patients also must move among health care
providersastheir state of health changes, creating
a need for their health records/histories to move
with them, so each provider does not need to pre-
pare atotally new patient history atadmission (see
Figure 1). Without the general existence of digital
health records and some means of integration or

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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Figure 1. Information flows in patient-centred health care (adapted from Krull-Naraj, 2004)

interoperability, individual choice and movement
leads to fragmentation of the individual’s health
care experience. Typically, this means that client
record transfers are accomplished from one or
more sources via paper, scanned digital records,
and/or fax. The result is that client records may be
stored on paper at a number of caregiver institu-
tionsor re-keyed into institutional databases, with
no possibility of version control or compatibility.
This fragmentation of records often leads to er-
rors, duplication, lack of coordination (Brailer,
2005), conflicting approaches to a patient’s health
care, service and/or resource duplication and
many other problems including reduced quality
of care, reduced effectiveness, and increased cost
to society.

Integration mechanisms have been tried in
the past, although none has delivered lasting
benefit. These include horizontal and vertical
mergers of providers, state-sponsored networks
of community care services, and so forth. How-
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ever, there is theoretically no technical barrier to
establishing a network of providers that would
use information in an interoperable manner for
integrated support of patient care, and this would
not require a massive integration of physical as-
sets and the bureaucracy required to operate it.
Inthe U.S. alone, the potential savings from such
an approach have been estimated at U.S. $77.8
billion per year (Walker, Pan, Johnston, Adler-
Milstein, Bates, & Middleton, 2005). This does
not include the substantial clinical and quality of
life benefits from this approach. Unfortunately, it
hasbeenvirtually impossible inmostjurisdictions
togetbroad agreement onastandard and portable
electronic healthrecord (EHR) that would support
this interoperability. Although the standardized
EHR has a continuing focus of the health care
community (Berner, Detmer, & Simborg, 2005),
the process of adopting a standard would still re-
quire large investments in the database conversion
processand the necessary secure communications
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network that would safeguard client privacy and
confidentiality. However, without interoperability
and health information exchange, health informa-
tion will remain as it is now, in proprietary and
often inaccessible silos.

The lack of a standard EHR definition, and the
lack of interoperability among health care provid-
ers are both major strategic issues in information
technology support for health care. No doubt at
some time in the distant future both these prob-
lems will be addressed at a macro-level, but in
the meantime, it is essential to make incremental
improvements that will adapt to the constantly
changing environment in away that continuously
improves health care support at the local level
(Lenz & Kuhn, 2004). Such changes may be
significant enough to be disruptive to users, so it
is critical to plan and implement changes so that
already overburdened health care professionals
and administrative support receive relief in the
mosteffective and efficient manner possible under
the circumstances.

Health delivery practice for non-acute care in
many industrialized countries is shifting toward
the home. The reasons are the better possibilities
for managing chronic care and controlling health
delivery costs, but the appropriate infrastructure
mustbe inplace inorderto maintain client quality
of life through quality health services, and the need
to predict and thus avoid serious complications.
Forthis potential to be realized, new interoperable
telemedicine and information technology (IT)
solutions need to be implemented and integrated
in the health delivery system, but these solutions
need to be assessed through evidence-based
medicine in order to provide solid proof for their
usefulness. To ensure that quality care delivered
efficiently any time and any place requires ready
accessto patientrecordsand expertise fromremote
sources such as specialists and online databases,
and mobile wireless technology can enable this
support. True wireless communities where pro-
cesses, technology, and peopleare fully aligned to
mobile applications, have agreatdeal of potential,

especially where smooth transitions by patients
among the types of care they may experience,
including acute, emergency, chronic, primary, and
homecare, require continuing coordinationamong
health care institutions, medical practitioners,
health care workers, care givers, and the patients
themselves. The real benefit of mobility support
will come only when technology and process are
built around a plan that embraces mobility, and
where mobility is not an afterthought.

As mobile wireless unfolds, the health care
world must assess both its technical and value
propositions, to determine if it has a real value
proposition to offer, in terms of quality of life
maintenance at lower costs than existing systems.
The objective of this chapter is to discuss the
roles that electronic mobile solutions can play in
health care, and particularly the value proposi-
tions and their evaluation that must play a role in
the selection of these solutions for efficient and
effective use. The concepts presented will be
demonstrated by an application in a real mobile
health care application.

MOBILITY

Mobility is an aspect of many environments.
How mobility affects individuals tends to differ,
depending on the nature of what they are doing
(working, relaxing, traveling, etc.), their prefer-
ences, the formthat mobility takes, and the amount
of time involved. Supporting mobility through
electronicsolutions ishaving agrowing impacton
individuals by enabling themto carry devicesthat
assistthemto stay in constantcommunication with
their organizations, friends, family, and advisors.
This may involve using voice or data messages,
paging, direct communications by telephone or
teleconferencing, and database or documentinfor-
mation access, storage, and retrieval. In working
environments such as hospitals, such applications
are often built upon existing e-business solutions
such as corporate and operational databases,
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along with functional or corporate support areas
and their associated networks such as LANs and
Internetconnectivity. The growing availability of
avariety of mobile applications and technologies
has encouraged the extension or replacement of
existing approaches and business processes. We
are only beginning to see true wireless environ-
ments where processes, technology, and people
are fully aligned to a mobile environment.

Mobile Solutions

The potential selection of systems and devices
for mobile support includes voice and data com-
munications, ranging all the way from cell phones
to laptop computers and PDAs (personal digital
assistants). It will be assumed that end users have
ready access to voice communication through
cellphones, since these are rapidly becoming
as ubiquitous as landline telephones. Mobile or
wireless solutions discussed here may use the
same networks, including and extending voice
cellphone communication. Mobile solutions can
be used to support hospital or clinical workers,
or community health care practitioners or their
patients, where the workers may be away from
their home office a high percentage of the time,
while traveling or meeting with clients. Others
may need to travel occasionally to different sites
formeetings, conferences, or training. Clientssuch
asambulatory care patients may also adopt mobile
or monitoring devices, inorder to use the services
of mobile health care providers. Mobile solutions
allow employment hours to be flexible and to
extend beyond those hours actually spent in the
office, including lunch and break time, traveling
toand fromwork, traveling to meetings, holidays,
weekends and evenings. Although this may result
in an attendant increase in productivity, working
with others through mobile applications may not
necessarily fulfill all the needs of workers.
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Pervasive Computing

Pervasive computing can be defined as personal-
ized computing freed from the desktop, enabling
information access anywhere, anytime, on de-
mand. This provides an apt description of the
objective of mobile worker support. Computing
devicesrange from desktop (fixed), to laptops and
palmtops (transportable) to handhelds and wear-
ables (fully mobile) (Gorlenko & Merrick, 2003).
Mobile devices can be differentiated according to
their wireless connectivity. Content transmitted
by technological solutions in the mobile wireless
world canbe mobile (but notwirelessly connected
for synchronization with wireline content), wire-
less (butnot mobile), or both mobile and wirelessly
connected. Mobile wireless contentis converging
with the wireline Internet, with the result being
referred to as the mobile Internet. The growing
mobile wireless market demands both voice and
data (text-graphics) communication services.
Multimedia content is a suitable mix of the two.
The content is carried through the network of
a wireless network operator and a service pro-
vider. Some mobile devices are unconnected
while on the move (e.g. PDAs—personal digital
assistants, laptops, and palmtops) although they
may be equipped for wireless connectivity in a
stationary environment. Clinical, business, and
technology functions are usually intertwined in
a complex manner in wireless systems, it is es-
sential to maintain patient safety and quality of
life, if a health care system is to be implemented
acceptably (Scalise, 2005).

Value Proposition for Mobile and
Wireless Solutions in Health Care

The business model for adopting mobile solutions
is the economic justification for the use of the
technology, or the means by which the technol-
ogy generates a value proposition. In the current
wireless marketplace, with an increased system
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complexity thatis driven by the number of players
and their interactions (Olla & Atkinson, 2004),
(network operators, carriers, content providers,
mobile device manufacturers, etc.), the value chain
is developing into linkages of partnerships for
delivering value to end customers (Sabat, 2002).
End customers in e-health may be individual
physicians or they may be networks of health care
workers who interact in such a way that mobile
solutionscanassistinimprovingtheir interactions
cost effectively. Business partnershipsinvolvedin
supporting mobile solutions continue to evolve,
engage, and disengage as new technology evolves
and appears, and certain business partners thrive
while others fail.

It is often difficult to justify a business case
for amobile project financially. A 2002 survey by
ClO Magazine (Worthen, 2002) indicated that the
two most popular measures of ROI for wireless
projects were increased productivity (54%) and
improved internal customer satisfaction (40%).
For mobile e-health applications, we can add an
important constraint which is that the application
must not decrease the quality of life of the clients,
or ROI justification becomes meaningless.

One framework that has been proposed for
value determination of mobile solutions, includes
two dimensions: time and place—the work can
be either dependent or independent of one or both
these dimensions (Wiberg & Ljungberg, 2001).
Mobile applications in this framework can be in
one of four quadrants: anytime and anywhere;
anytime and a particular place; a particular time
and anyplace; and a particular time and par-
ticular place. Maglaveras et al. (2002) discuss
a community-based health care support system
that proved the usefulness of wireless technol-
ogy in providing wireless interactivity anytime
and anywhere, but also proved the necessity for
restructuring educational medical knowledge for
delivery to the patient. An example application of
the anytime-anyplace model is in mobile support
of chronically ill clients who are still able to work.
Here, occurrences could be identified in all four of

the quadrants, since clients have particular places
where they may spend a considerable amount of
time (atwork and athome), and certain procedures
could be specified at particular times, but there
would be value in support in the “anytime and
anywhere” quadrant. These concepts help in plan-
ning potential mobile support applications.

To justify mobile solutions, health care insti-
tutions that deploy wireless data solutions do so
on a very selective basis, supporting only those
employees who have a demonstrated need for
real-time access. Thereare strong indicationsthat
return on investment (ROI) can be most strongly
justified for specific classes of tasks in vertical
markets such as health care, manufacturing, gov-
ernment, andtransportation (Wheelwright, 2002).
For example, arecent study of mobile solutionsin
a variety of applications in 35 major companies
found hard benefits that included sales increases
of 5-10%, reduced customer wait times by asmuch
as 80%, increases in service calls of up to 32%,
and service call responsiveness improvements of
up to 7% (Gillott, 2002). Payback periods ranged
from a few months to 30 months.

Mobility and flexibility are the biggest driv-
ers of mobile solutions in many institutions and
companies (Wheelwright, 2002). Health care
companies may choose wireless solutions because
they have an outbound workforce that needs to
be connected within a corporate environment or
when making calls on homecare clients. Cost has
slowed the adoption of mobile technology in the
past, although it is becoming less of a concern as
prices drop and businesses recognize the benefits
of offering wireless access to their workforce.
Mobile portals provide convenient places where
Web users can link to a set of applications that
are relevant to their interests and/work (Clarke &
Flaherty, 2003). Portals assist the wireless user
to interact with Web-based content, and serve
a valuable purpose in aggregating multiple ap-
plications and/or content providers through one
Web site. They also provide a greater degree of
personalization and localization than traditional
Web portals.
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EVALUATION OF MOBILE
BUSINESS
APPLICATIONS

The novelty of many of the mobile applications
currently entering the marketplace, along with
inexperience of business with mobile solutions,
greatly increases the risks associated with adopt-
ing such solutions. For this reason, the business
value proposition of proposed mobile applications
must be studied with care. To that end, we have
developed a process framework (Archer, 2004)
that organizes the planning and evaluation pro-
cess logically. This proceeds from identifying the
business goals, defining potential user groups and
the applications they would use, and the technical
considerations that will lead to the appropriate
mobility choice. When implementation issues are
factored in, tempered by a variety of moderators,
the application can be evaluated, along with its
ROI, and compared with the existing application
in terms of tangible values such as revenue, cost,
and efficiency, and intangibles such as user and
customer satisfaction. This process is an essen-
tial first phase in any mobile application, since
it considers logically the costs and benefits of
implementing the planned solution.

Key Issues for Mobile E-Health
Applications

A number of key issues can affect the potential
for a successful mobile e-health implementation.
These include usability, adoption, interoperability,
change management, risk mitigation, privacy and
security, and return on investment. These are
considered in more detail in the following.

*  Usability can be defined as the quality of
a system with respect to ease of learning,
ease of use, and user satisfaction (Rosson
& Carroll, 2002). It also deals with the po-
tential of a system to accomplish the goals
of the user. Usability is a key issue in the
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adoption of any information system, but it
is particularly so for mobile systems, where
the end-user device is often hand-held, with
limited display and data entry capability
(Tarasewich, 2003). Interface design and
the design of the device itself have a critical
impact on usability.

Adoption: As in any user population,
technological changes in the supporting
technology for doing tasks make demands
on both the quality of user interface and the
functionality of mobile devices. Adoption
is clearly related to usability, although it
involves additional issues. The questions
of interest are (Zhu, Nah, & Zhao, 2003):
(1) what factors influence users’ adoption of
mobile computing?; (2) how does the design
of mobile devices and interface affect user
adoption?; and (3) to what degree do specific
factorssuchastrustand enjoyment (in using
mobile devices) play arole in adoption? Zhu
et al. (2003) have proposed that perceived
ease of use (input and output modalities,
navigation, bandwidth), perceived useful-
ness (service offerings, degree of mobility,
compatibility, coverage, reliability), trust
(security, privacy, vendor characteristics,
perceived ease of use, perceived usefulness),
and enjoyment (congruence of skills and
challenges, focused attention, interactivity,
perceived ease of use, perceived usefulness)
will affect intentions to use mobile devices,
which will then influence actual usage.
Evidence suggests that inadequate access to
information and ineffective communication
tend to be causes of error and other adverse
events for in-patient care (Mendonca, Chen,
Stetson, McKnight, Lei, & Cimino, 2004).
Information-based handheld wireless appli-
cationsatthe pointof care that linkto clinical
data can help reduce these problems.
Interoperability: Interoperability with
existing health care applications and/or
databasesis necessary, toimprove or at least
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avoid worsening any existing “stovepipe”
characteristicsthatplague the healthcare IT
field. Inthe absence of compatible databases
or health records, separate applications may
communicate through messages containing
health record information using standard
protocols such as HL7.2 Supporting software
could be developed withamessaging toolKkit
such as Chameleon,® or the health record
information may be mapped to a particular
database using Iguana.? Significant barriers
that must also be addressed include policies
onaccessing and updating existing systems,
due to privacy, confidentiality, legal, and
regulatory concerns.

*  Change Management: Many issues arise
when technology is changed or introduced
to a user population, often transforming the
way users must perform their tasks. The
manner with which change is introduced,
irrespective of the effortinvested inenabling
it, will impact system adoption. There are
multiple obstacles to implementing such a
system. These include resistance to change
by end users and IT staff, and integra-
tion with existing systems. These must be
considered in advance in order to mitigate
potential risks (Wang & Paper, 2005).
There are two important aspects of change
that must be considered. The first is in the
organizational and business process struc-
tures. Not all change can be anticipated and
plannedinadvance. Difficulties in managing
change in the introduction of technology
arise when the organization does not plan
the management of unanticipated change.
This increases the complexity of change
because the organization unpreparedto deal
effectively unanticipated complications. For
example, new technology often leads to
anticipated changes in staffing levels, but
there are usually psychological or social
dimensions to the remaining jobs that are
not anticipated.

Two types of unanticipated change include
(Rivard, Aubert, Patry, Pare, & Smith, 2004):

. Emergent change, that may arise spontane-
ously in response to planned change, with
either positive or negative impacts on the
organization (forexample, arequirement for
new skills in analyzing data now being col-
lected that was not previously available).

. Opportunity-based change, introduced in-
tentionally during the change process in re-
sponse to unexpected impacts. Forexample,
the introduction of mobile technology may
create new opportunities for other applica-
tions that were not previously considered
possible whenthe mobile infrastructure was
not yet in place.

The second major consideration isthe technol-
ogy itself. Even if the new technology offers the
full functionality required, with a fully-tested
interface, user compliance is far from guaranteed.
Studying user interactions with the system, as
well as improving it to suit their needs, can be
complex, costly, and time intensive but may re-
sult in significant rewards. Simple modifications
may be introduced to help users to learn and
operate the system, thus increasing acceptance.
Schoenberg, Safran, and Sands (2000) suggest a
functionality for assessing system performance
from the user perspective: acquire user infor-
mation in the background and through direct
survey, target population subsets of interest and
avoid interrupting those who are not, invoke data
acquisition methods “just-in-time” as the user in-
teracts with the system, be as brief and concise as
possible during interaction, provide incentives to
compensate users for their time, and be consistent
across all applications.

. Risk Mitigation: End-user adoption is
an important issue, and this is addressed
by change management, usability, and so
forth. Obstacles to end-user adoption of the
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system must be mitigated, through training
and motivation for end users and clients
through improved quality of work and life.
System reliability is critical in health care,
and parallel testing during the test phase
until there is sufficient confidence in system
reliability (Mikkelsen & Aasly, 2001) is one
way to develop confidence in the system.
Security and Privacy: Health record pri-
vacy and confidentiality in many jurisdic-
tions are regulated strictly by government
guidelines, in terms of controlling need
to know and client permission to access
records. Mobile applications must adhere
to these guidelines, as well as maintaining
security by encoded communications and
databases. An additional consideration is
the reliability of the system, to ensure that
information isnot lostand that service inter-
ruptions are managed effectively.

Return On Investment: In health service
applications, ROI (return on investment)
considerationsare overriddenbyaconstraint
that quality of health care must be improved,
or at least not reduced. In calculating ROI,
cost considerations include software, hard-
ware, installation, ongoing maintenance,
and further development. Savings include
some that are more easily quantifiable such
as I T staff time, and employee time savings
(e.g., time saved when data can be entered
directly online, or reductioninerrorsandthe
associated time needed to fix them). Virtual
office operations and field sales operations
tend to have a higher ROI than company
groups with little customer-facing work.
Health services require a convincing case
forthe adoption of mobile applications, since
there are so many other competing demands
on resources. In addition, since there are
typically a number of stakeholders (client,
physiciansand nursing staff, administrative
staff, institutions—hospitals, homecare
institutions, etc.), each should receive a
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perceived benefit in order to encourage
participation.

CASE EXAMPLE: MOBILE
APPLICATIONS IN HOME
HEALTH CARE

Health care is the responsibility of the provincial
governments in Canada, where the publicly-
funded system provides universal access. In the
Canadian province of Ontario, health care has
been organized into a multi-tiered system. Fam-
ily physicians provide primary care, typically
operate as small businesses, and bill the province
for services rendered. They may refer patients
to specialists, who may also operate as small
businesses or work as hospital employees. Acute
care is supported by hospitals. Non-acute care
is supported in long-term facilities or in a home
environment. Laboratory testing services may be
operated privately or in a public hospital. Patients
are supported in the home environment by their
families and friends, in addition to homecare
nursing and housekeeping supportthatismanaged
and funded by the Province. To provide homecare
and long-term support, the Province has chartered
a number of Community Care Access Centres
(CCACs) throughout the Province, that contract
with private homecare providers for nursing and
other patient support.

As demonstrated in Figure 1, information
must flow among the various providers in order
to provide continuity to patient support, and ac-
cess to information that exists at many places
throughoutthe system. Unfortunately, the number
of Canadian primary care physicians that have
fully digitized records is only in the neighbour-
hood of 5%. Although each of the types of health
careinstitutions (hospitals, CCACs,and homecare
providers) has internal digital systems and data-
bases that support its own applications, there are
no standards for health records, and little digital
communication to support specific clients. Most
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information flows are on paper forms, usually
transmitted by fax, and scanned and stored or
transmitted asimages. This may serve storage and
legal purposes, but the information can not be re-
trieved inaformthat can be used for management
or decision support analysis. There are the usual
problems in the paper-based system, resulting
from delays, errors, and loss of information.

To solve some of the problems associated with
current paper-based systems, a project has been
proposed for Venus,* an Ontario county, to use
wireless applications to link mobile homecare
workers to centrally supported applications and
databases. The Venus County Mobile E-Health
Project is being planned through the collabora-
tion of three health care organizations: Mars
Home Health (provider of visiting nursing and
other services), Venus County CCAC, and Jupiter
Hospital. The Aquarius Research Centre plays a
role in research and development, and a number
of corporate vendors are also involved, includ-
ing Zodiac Wireless Inc. A carefully researched
process will be used to build and trial the system,
with the end result being a mobile system that
can be easily implemented as an ongoing com-
mercial operation in Venus County and potentially
throughout other Canadian jurisdictions.

The project is aimed at improved outpatient
quality of care, while eliminating or easing routine
work for health care workers. The initial focus
will be on reducing or eliminating paperwork
by homecare nurses accessing the remote system
wirelessly onsite for client details or to enter new
data. The project will be led by health care staff
and professionals to maximize the chances of
successful implementation. The project is incre-
mental in approach, and undertaken in phases,
withactivitiesand outcomes carefully researched
and evaluated throughout each phase. The project
may be terminated or adjusted at the end of each
phase. The focus will be on delivering real ben-
efits for clients and health care providers while
overcoming the barriers to information exchange
among some of the entities indicated in Figure 1,

without undue inconvenience to regular health
care activities.

An analysis of the business case through a
logical process (Archer, 2004) has predicted an
approximate reduction of 50% in direct (labour
and system) costs by the project. Intangible ben-
efits include: delay until data is available online
reduced from 24 to 0 hours, online availability
of data increased from 10% to 100%, error rate
for data entry reduced from 0.20 to 0.05 per data
item, homework by homecare nurses (faxing and
other work) reduced from substantial to minimal,
time for client-centred care increased during
nursing visits, and time required for routine work
reduced.

Project Phases

Each phase includesaresearch component, which
will be used to plan the work, collect information,
and evaluate results to ensure that the outcome
of the phase is optimal from the point of view
of the overall project objective. The following
describes in limited detail the major phases in
the project:

1. A prototype of several mobile wireless
applications with a high potential impact
on homecare operations, will be designed,
tested, and implemented through atrial by a
small group of Mars Home Health homecare
nurses. Aquariusand Zodiac will be heavily
involved in interface design, and a study of
usability and user acceptance. The highest
impact applications currently in use in pa-
per form by homecare nurses are: supplies
ordering, wound care, key path, admission,
status change, and discharge. These will be
implemented in the first prototype. Technical
considerations include the choice of suitable
end-user devicesto supportapplications, and
wireless network provision. Secure access
will be available to data through both wire-
less mobile and office computers. Linkages
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to existing databases at Mars Home Health
and Venus CCAC will be designedtoensure
interoperability. Figure 2 is a conceptual
description of the proposed system. Interop-
erability challenges with existing databases
require the development of an interim data-
base for data that does not currently exist in
digital form. Decision support applications
for clinical and administrative use will be
able to access all the digital data collected.
The secure server provides application sup-
port for wireless and desktop devices. Due
to the low reliability of access to wireless
devices in remote areas (and sometimes
in basements or other shielded areas), the
devices will need to carry “fat client” ap-
plications. That is, applications will run
securely on the devices rather than on the
server, and data uploads and downloads will
occur automatically when wireless access
is available.

Based onasuccessful prototype testin phase
1, the prototype will be revised for full op-
erations according to prototype results and
learning, and rolled out as a commercial
operation to the entire Mars Home Health
visiting nurse population of over 120.

Figure 2. Data flows in mobile e-health support system
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Further applications specified and required
by Mars Home Healthand Venus CCAC, will
be designed, based onexperienceinPhase 1,
resulting in a suite of applications based on
previousand new applications. The full suite
will be trialed with a small group of Mars
homecare nurses, including an evaluation
of the suite (usability and user acceptance)
and revisions necessary for commercial
operations. This will be followed by a full
commercial rollout at Mars.

Because there will be a significant increase
in data availability online, there will be an
investigation into how to make use of the
additional information gathered from wire-
less inputs available online to the health
care providers, for managing and decision
making. Applications will be designed and
developed as appropriate, and the impact
on the institutions and clients involved will
be studied. An example is improved wound
management data collection for monitoring
and control purposes:

e Tofacilitate a consistent technique in

wound assessment;
*  To facilitate a consistent means of
documenting wound status;

Secure Server

Access Centre
Patient Records

Portal

>

Transcoder Wireless

:

Interim Database

Presentation
Templates

y

T

i Applications

Homecare Agency

Patient Records Best

Practices

Primary Care
Office Records

y
Communications "4

Adapter .
Educational i

Support : Desktop
Information i | Applications




Mobile E-Health

e Tobeatool to infuse evidence-based
practice in wound care management;
and

e To provide a means of data collec-
tion that would aid in evaluation and
outcome tracking.

5. Thefinal phase will be to design and imple-
ment a wireless mobile e-health prototype
to assist the three health care institutions to
support newly educated Type 2 diabetics.
The client process includes working through
aneducation process inthe Jupiter Hospital’s
Diabetes Education Centre, continuing as
the clients move out of the hospital into a
normal work and homecare situation over
a period of several weeks. The desired end
result is client self-management of diabetic
condition with integrated back-up support
fromthe health care institutionsand primary
care physicians.

CONCLUSIONS

Mobile health care technology has the potential for
not just supporting health care in any particular
health care environment (hospitals, clinics, long
term care facilities, homecare), but for more eas-
ily managing transitions as patients move from
or to acute, emergency, chronic, or primary care.
Mobile applications can either eliminate or greatly
reduce the use of paper forms, thus reducing sys-
tem cost, as well as reducing errors and delays
in making digital information available online.
But if mobile e-health is to be introduced suc-
cessfully, care must be taken to include all the
stakeholdersin planning and implementing mobile
solutions. Critical issues that have been identified
for mobile e-health applications include usability,
adoption, interoperability, change management,
risk mitigation, security and privacy, and return
on investment.
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Chapter 1.10
Mobile Telemonitoring Insights

Pantelis Angelidis
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ABSTRACT

Technology advances create new possibilities for
healthcare monitoring, management, and sup-
port, focusing on prevention rather than disease
management. The provision of personalized
healthcare applications is also greatly supported.
Developments inthe wirelessand mobile markets
are capitalized by the medical device industry.
Services are becoming personalized and loca-
tion independent to fulfill the increasing patient
needs for self-empowerment and quality in the
healthcare delivery away from the traditional
nursing areas. This overview discusses the new
opportunities for the healthcare domain in the
mobile times we live.

INTRODUCTION

The healthcare industry is experiencing a sub-
stantial shift to care delivery away from the
traditional nursing areas due to the convergence
of several technology areas. Increasingly capable
health-monitoring systems are moving the point of
care closer to the patient, while the patient, better

informed and aware now, undertakes an active role
to self-care and/or -prevention. Emerging ICTs
in conjunction with the medical device industry
development (intelligent devices, biosensors,
novel software, etc.) demonstrate personalized
healthcare delivery’s potential without geographi-
cal limitations.

The concept of prevention prevails now against
disease management and treatment plans. As
patient-centric processes emerge, the citizens
and patients undertake an active role in monitor-
ing their health status. Meanwhile, e-wellness
evolves to address the rising expectations of the
e-health consumers, who are better informed,
more demanding, and empowered. The empow-
ered, worried-well consumers require quality
health services on the spot. The drivers are how
connectivity, speed, and personalization (McK-
night, 2000).

MOBILE HEALTHCARE PROVISION

Waves of technology incorporation and scientific
discoveries have driventhe sector fromreliance on
directcommunicationand physicianexperienceto

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.



a higher reliance on technology and community
information. This new Web-enabled environment
has taken healthcare from local areas, where tele-
medicine left it, literally into the patient’s home
and, more recently with m-Internet, to wherever
the patient might be and whenever he or she needs
it (Siméo, 2001).

M-Internet enables information exchange and
promotes the availability of services and com-
munication modes to serve working teams with
increasing mobility requirements.

Services are becoming personalized and
location independent to serve increasing patient
needs for self-empowerment and quality in
healthcare delivery away from the traditional
nursing areas.

Furthering the new approaches inthe provision
of healthcare services in the frame of e-health,
wireless developments create new opportunities
for healthcare professionals, individuals and
organizations, patients, and health authorities.
The scope of mobile health addresses clinical,
administrative, and consumer health-informa-
tion applications and, as it could contribute to
the improvement of health outcomes, m-health
may be utilized to measure health status and
population welfare.

Many healthcare organizations are investing
in IT projects that take advantage of new tech-
nologies in the mobile healthcare application
space. Functionality that augments the capture of
evidence-based patient plans of care is essential
and must map and bridge the information flow for
both inpatient and outpatient work-flow clinical-
practice guidelines. As the medical community
continues to embrace these new technologies,
system integrators must provide functionality
that reduces costs, improves the quality of care,
and improves the ease with which caregivers can
perform their everyday tasks (Wolf, 2001).

Themostsignificant 