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Foreword

Operational risk is an important and live issue for banks, and indeed for financial institutions
generally. The decision by the Basel Committee on Banking Supervision — which develops
standards for the minimum capital to be held by internationally active banks in the G10 - to
establish a charge for operational risk as part of the new Basel Accord has led to a wide-
spread debate. That debate has however, highlighted the range of views on the importance
of operational risk, on how it should be measured and on whether it should give rise to a
regulatory capital charge — all questions tackled in this volume.

Fraud and other operational-type risks have caused large losses and even the failure of a
significant number of large firms — for example, Drexels and Barings'. There are, however,
serious challenges for any firm in quantifying its operational risk exposure. Major opera-
tional risk events are infrequent. Data within individual firms tend to relate to higher
frequency and smaller events, so that access to cross-industry data is one important element
in exploring the assessment of operational risk. Another consideration is that, unlike credit
and market risk where the shock is exogenous to the firm, operational risk is endogenous.
It depends upon the structure and effectiveness of the systems and controls within the firm.
The first line of defence therefore has to lie in the design of the systems and the incentive
structures within the firms. Capital requirements can only be a second-line defence.

But should capital requirements be used at all in the regulatory response to this risk?
Banks taking significant operational risks (custodians, payment system banks) may have
little credit or market risk, so that relying on capital requirements derived from credit and
market exposures may be inappropriate. Also, even for firms with substantial credit and
market risk, it cannot be assumed that operational risk is uncorrelated with those risks. The
original operational event may be uncorrelated, but the loss may be more likely to be
exposed when there is stress on the firm — when it becomes more difficult to hide a fraud
for example. Other operational risks may be directly related to the wider problems a firm is
experiencing. For example, a firm suffering widespread problem loans may find that its
processes for handling the sale of collateral become overloaded, leaving scope for fraud.
The firm therefore may have to cover the loss at the worst possible moment in terms of its
overall profitability and capitalization.

! Controlling Securities Fraud, Jacvkson P and W Perraudin, Bank of England Financial Stability Review, Autumn
1997.
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Foreword

Another complex issue highlighted by these examples relates to the boundaries between
different types of risk. For example, when is a large loss given default related to inadequate
processes within a firm, e.g. the failure to maximise the value of collateral or security sold by
the bank when the borrower has defaulted, an operational rather than a credit event? It is
important that the quality of the credit risk data should not be undermined now by chang-
ing the definition of credit loss in an attempt to strip out operational risk.

Going forward, another important consideration is that regulation of operational risk
provides the right incentives to encourage the design of better systems to control and meas-
ure the risk within the banks. Therefore any change in regulation needs to be reviewed in
this light as well. One very live debate relates to the extent to which risk mitigation through
insurance should be recognized in the capital requirements and the incentive effects.

The firms too need to give careful thought to the internal incentives for operational risk
to be controlled and problems dealt with. With some of the past cases of major loss, the sys-
tems had been in place but had not been fully or effectively implemented. In other cases,
systems and controls deficiencies had been spotted but no action had been taken to address
them. In effect the controls had been over-ridden.

With the Basel Committee introducing explicit capital requirements for operational risk
in 2006 as part of the proposed new Accord many of these questions need to be discussed.
This book will provide an important contribution to that debate.

FPatricia Jackson

Head of the Financial Industry and Regulation Division
Bank of England

XX



Preface

This book was published towards the end of the long consultative period for Basel II that
began in 1999. The possibility of capital charges for operational risks first alarmed the bank-
ing industry, then spurred its members into action. There have been seemingly endless
debates on whether such capital charges are indeed appropriate. At the same time, numer-
ous methods for quantifying operational risks have been developed and tested, many of
which have now been discarded. Is it even possible to ‘measure’ operational risks, given the
paucity of ‘hard’ data of the type we have grown accustomed to with market and, to a lesser
extent, credit risk?

While opinions diverge on all these issues, at least one general consensus seems to have
emerged, and that is that the management of operational risks — whatever that means — is a
‘good thing’. The financial industry is peculiar in that its compensation structure can reward
some dubious management (and accounting) practices. If Pillar 1 charges for operational
risks are not, in the end, imposed — and even now after all this costly debate, this is not cer-
tain — at least the debate has helped to raise awareness of the need to improve operational
risk management in banks.

There are three parts to this book: Regulation, Analysis and Management. On the one
hand, the contributions have been chosen to reflect the accepted views that have emerged
after much industry debate. Thus, for example, you will find no chapters on some of the
advanced quantitative approaches that have fallen by the wayside in our quest to find a suit-
able operational risk capital model. Instead it will become evident as you read the book that
a unified framework for measuring and managing operational risks is now being developed.
On the other hand, the proposed regulation of operational risk, and Pillar 1 in particular,
continues to divide the industry. So, when choosing the chapters for this book, I have
attempted to represent all sides of this debate and several chapters contain disparate views
of the same issue.

Are operational risks negligible in comparison to market and credit risks? How should
data be used to quantify very low-frequency operational risks with scorecards or external
data? Is it meaningful to even attempt to ‘measure’ these? Are the Basel Committee’s Pillar 2
recommendations in its Sound Practices documents actually helpful or could they be coun-
terproductive? And what is operational risk management, anyway? These are just some of
the issues that will be debated in the pages to come.

Ce XXt



Preface

Part I Regulation opens with a personal view from a member of the Secretariat of the
Basel Committee on the three pillars of operational risk regulation. Its stance on the Pillar 1
capital charge appears to remain firm, although the optimistic amongst us might perceive
some signs of a path being laid for a gracious acceptance of defeat. Chapter 2 continues the
supervisory theme, discussing some of the guidance on Sound Practices from Basel and the
‘Risk-Focused Manual’ from the US Federal Reserve. The aim of the chapter is to help man-
agement to identify, monitor and control all types of operational risks. It also provides an
overview of managerial and corporate governance structures and how these relate to the
reporting and management of operational risks.

In Chapter 3, the Financial Services Authority in London make their case for the supervi-
sion of operational risks under the new Basel Accord. The Basic Indicator and Standardized
Approaches for quantifying the operational risk capital charge are explained and justified in
some detail. The chapter ends with a discussion of how banks can identify their operational
risk exposures and assess their potential impact; monitor and report operational risks on an
ongoing basis; and create proper incentives by factoring operational risk into their overall
business strategy.

Having heard the views from the regulators, the next three chapters provide an inde-
pendent and more critical view of the Basel proposals. The constructive review of the Basel
proposals in Chapter 4 maintains that Pillar 1 charges are impossible to calibrate so that they
reflect the operational risks actually facing an institution. In any case they are inappropriate,
since most operational risks should be negligible compared to business, credit and market
risks. It is argued that Pillars 2 and 3 are more appropriate than Pillar 1 for the supervision of
operational risks and there is the danger that the new Basel Accord will deflect management
attention from more important risks, such as business risks.

Why are some types of risk — such as systemic, business and reputational risks —
excluded from the Basel definition of operational risks, while other types of risk, such as
legal risk and fraud, are included? The opening discussion of Chapter 5 shows that the exact
place of legal risks in the broader province of ‘operational’ risk is extremely difficult to
define. Then, several mitigation methods for both legal risks and fraud are discussed, includ-
ing: internal controls, the evolution of industry-wide practices, and risk transfer techniques.
Of these, insurance is viewed as one of the least attractive methods, being tainted by liquid-
ity, legal and credit risks which can limit its mitigation effect.

Quite a different view of insurance as a mitigant of operational risks is presented in
Chapter 6, where it is viewed as a cost-efficient and very flexible hedging instrument. The
insurance industry is poised to play a niche role providing new products covering certain
low-frequency, high-impact operational risks. In contrast to most current insurance instru-
ments, these new instruments will need to become truly demand-driven. Certain necessary
modifications are highlighted to bring these products into line with the new regulations, to
avoid doubling up on insurance if banks are required to hold operational risk capital, and to
address compliance with Basel II. The chapter examines many issues, such as difficulties
with the definitions of insurable operational risks, the mechanics of new insurance con-
tracts, legal risk associated with disputes over insurance claims, reinsurance and the



Preface

evolving role of insurance in the financial industry. Throughout this discussion, great
emphasis is put on the need for interaction between insurers, supervisors and banks.

Part II: Analysis introduces statistical models of operational loss distributions and devel-
ops their applications to the estimation of regulatory and economic capital. All the chapters
in this part of the book focus on the statistical/actuarial approach to modelling operational
risks. In this approach, loss frequency and loss severity are regarded as random variables.
For a single type of operational risk — external fraud in retail banking, say — the annual loss
distribution is the compound of the frequency and severity distributions. The total annual
loss distribution is then the sum of all the individual annual loss distributions, and the total
‘unexpected loss’ is defined as the difference between some upper percentile — such as the
99th or 99.9th — and the mean of the total annual loss distribution. Operational risk capital is
defined as the unexpected total annual loss, and under some simplifying assumptions about
the severity distribution this can be approximated by an analytic formula — this is what Basel
II calls the Internal Measurement Approach (IMA).

Chapter 7 provides a theoretical but didactic introduction to operational risk measure-
ment, including a number of interesting new developments. Data on the operational risks
that really matter from the point of view of risk capital (the low-frequency, high-impact risks)
— whether derived from scorecards or from external data consortia — are bound to be sub-
jective. For these risks, and their loss distribution parameters, Bayesian rather than classical
estimation methods are advocated. The dependencies between operational risks are cap-
tured by different copulas, and the consequent aggregation algorithm for the total loss
distribution is illustrated with spreadsheet examples. Useful tables of the Basel ‘gamma’
factor in the IMA formula are provided, and this formula is shown to be an analytic approxi-
mation to the unexpected loss, which could also be approximated by simulation. An
example is provided showing that the results are about the same when certain assumptions
are made about the severity distribution.

Chapters 8, 9 and 10 provide complementary interpretations and different applications
of the simulation approach to estimating the unexpected loss in annual loss distributions.
The Basel Committee calls this the ‘Loss Distribution Approach’ (LDA), and Chapter 8
focuses exclusively on compliance with the regulators’ views. It begins with a discussion of
the likely costs (and the Basel quantitative requirements in particular) and perceived bene-
fits for banks wishing to adopt this approach. The comprehensive coverage in this chapter
includes all the steps to building, validating and applying the LDA model, and these are illus-
trated with an informative real-world case study, where the ‘relative relationship’ is
introduced as a method for combining internal and external data.

Chapter 9 is perhaps the most theoretically advanced chapter in the book. It emphasizes
the scenario analysis capabilities of an advanced approach to simulating operational loss dis-
tributions. A model in which dependencies between operational risks are contained by the
frequency of losses but not their severities is discussed in some detail, and some very useful
technical appendices on actuarial loss models are provided. Chapter 10 develops the statisti-
cal/actuarial approach into an important economic capital allocation tool, where the
percentile can be specified according to the internal requirements as well as external
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requirements imposed by Basel II. To be compliant with internal and external needs
requires an approach that is flexible enough to combine the regulatory and the economic
world but that is also stable and robust over time in order to allow for risk analyses over
time and across business units. For this purpose a model is suggested that compounds
severity and frequency for the essential risk factors of the organization. The parameters of
these distributions can probably be estimated most effectively by experts, based on a busi-
ness anaylsis, loss data, Key Risk Indicators, and industry experience. Such estimates also
have the advantage of being forward looking.

Part 1lI: Management opens with the ‘scorecard approach’ in Chapter 11. It focuses on
the management and shareholder benefits that can be derived by using a scorecard
approach to quantify a risk inventory. The design of risk and control self-assessments to
identify, monitor and control the organization’s key risk indicators is discussed. It is also
shown how scorecard models can be used to measure the firm’s ‘risk appetite’ and in stress-
testing of the risks and controls. Chapter 12 reviews the implementation of a risk
management framework that will be mandatory, under Pillar 2, for banks wishing to use
advanced approaches for estimating the regulatory capital charge. The main part of this
chapter describes the development of a dynamic risk management process, with the identi-
fication of risks and controls, and their assessment, measurement, monitoring and
reporting. It argues that the operational risk strategy, process, infrastructure and environ-
ment should be reinforced by a risk culture and language common to all the business areas
in the organization. Key factors for success include senior management support, incentive
schemes and ‘ownership’ of risks.

Chapter 13 describes the risk management applications of an operational risk model
based on the actuarial approach. It begins by reviewing the risk management framework,
including the identification of key risk drivers, and risk and control self-assessment tech-
niques. Subsequently, the measurement of operational risks is discussed, following closely
the Basel recommendations, but also considering how risk measurement can be related to
the key risk drivers. The result is an integrated ‘bottom-up’ operational risk framework that
links risk management to capital allocation and regulatory capital. Chapter 14 continues the
‘bottom-up’ theme, describing how Bayesian networks can be used to relate key risk drivers
or other ‘causal’ factors, to key risk indicators — or indeed directly to the operational loss
distribution. The framework is very useful for scenario analysis and, if the network is aug-
mented with decision nodes and utilities, the cost-benefit analysis of management decisions
can also be extended to a scenario framework.

Finally, we take a new and more sceptical view of operational risk management in
Chapter 15. Here operational risks are classified into nominal, ordinary and exceptional
operational risks. It is shown that, for everything other than the exceptional operational
risks, there are other aspects of risk management — such as business, credit or market risks —
that are far more important than operational risks. A case study of an exceptional opera-
tional risk is discussed in detail, where the ‘risk attitude’ of the firm is shown to be the key
factor for risk management decision-making.

cee XXV
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I have thoroughly enjoyed editing this collected work. Although at times it has been a
challenge to bring together some divergent views under the same cover, all of the authors
are acknowledged experts in their fields, and are highly respected for the lucidity of their
insights to operational risk. The contributions have come from regulators, supervisors, risk
managers, management and software consultants, insurance consultants and academics. If
the book receives some acclaim, this will be due to the authors, each a pioneer in the devel-
opment of operational risk measurement, management and control for financial institutions,
and I would like to conclude by expressing my gratitude and appreciation to them all.

Carol Alexander
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CHAPTER 1

The three pillars of
operational risk

Ralph Nash

1.1 Introduction

Operational risk hit the headlines again in February 2002 when it emerged that alleged
fraudulent trading at a US subsidiary of Allied Irish Banks had led to losses of around $750
million. This case, following on the heels of other high-profile losses, showed the big-ticket
potential of operational risk, and served as a timely reminder that regulatory interest in the
subject is warranted. Not that any such reminder should be needed. In the UK, two large
operational risk losses — BCCI and Baring’s — had generated the political impetus for the
transfer of banking supervision from the Bank of England to a newly created unitary regula-
tor, the Financial Services Authority. To lose one bank was unfortunate, but to lose two
appeared to the politicians as carelessness, and the role of these losses in shaping the UK
regulatory regime — now seen as something of a role model for other jurisdictions — should
not be underestimated.

But the UK case is by no means unique: indeed, operational risk has struck across juris-
diction, culture and financial sector. This need occasion no surprise. Operational risk is a
fundamental part of doing business and, as such, cannot be fully eliminated: the common
interest of banks and supervisors is that such risk is identified, measured, monitored and
controlled. Under the existing Basel Accord, banks are required to hold capital, based on a
crude assessment of their credit risk exposure, including a ‘buffer’ for other risks. In light of
the spate of high-profile operational risk losses it is not surprising that the Basel Committee
on Banking Supervision (‘the Committee’ or BCBS) took the view that such a crude
approach to operational risk should be refined, with the aim of generating an environment
in which improvements in risk management are rewarded.

Accordingly, the proposed new Basel Capital Accord introduces an overt treatment of
operational risk. For the first time, banks will be expected to hold separately identified regu-
latory capital for operational risk (Pillar 1), will face additional supervisory scrutiny of their
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risk management (Pillar 2) and will be expected to disclose the size of the capital charge for
operational risk, as well as the technique used to calculate it (Pillar 3). This chapter provides
a commentary of the proposed three pillars of the new Basel Capital Accord.

1.2 Pillar 1

Pillar 1 is the name given to the minimum regulatory capital requirements in the new Basel
Capital Accord. In the case of operational risk, the first issue facing the Committee was to
define the scope of the capital charge. In early work, the Committee resorted to a negative
definition of ‘other risks’ — all risks except credit, market and interest rate risk i