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BLACKED OUT

In 1966, the U.S. Congress passed the landmark Freedom of Informa-
tion Act (FOIA), giving the public the right to government documents.
This “right to know” has been used over four decades to challenge
overreaching Presidents and secretive government agencies. FOIA
has also become a model for other nations, spawning similar laws
in sixty other countries. Nonetheless, the struggle for openness is far
from over. This book describes the tactics that politicians and bureau-
crats around the world have used to preserve government secrecy.
It explains how profound changes in the structure of government –
privatization of public services, the rise of powerful international
organizations, the growth of tightly knit networks of security
agencies – are complicating campaigns for openness. The complex
effects of new information technologies – sometimes enhancing open-
ness, sometimes creating new barriers to transparency – are also
described. Blacked Out provides an invaluable overview of the chal-
lenges confronting the new global movement for open government.

Alasdair Roberts is an associate professor of public administration
in the Maxwell School of Citizenship and Public Affairs at Syracuse
University. He is also Director of the Campbell Public Affairs Institute
at Syracuse University, and an Honorary Senior Research Fellow of
the Constitution Unit, University College London. He received a law
degree from the University of Toronto and a PhD in Public Policy from
Harvard University. His research focuses on two areas: public sector
restructuring and transparency in government. His web address is
http://www.aroberts.us.
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The eye of the public makes the statesman virtuous. The multitude of the

audience multiplies for disintegrity the chances of detection.

Jeremy Bentham, 1785

Our country has forgotten how to keep a secret.

Donald Rumsfeld, U.S. Secretary of Defense, 2004
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THE GLASS CASE

Hoy todos estamos en una caja de cristal, porque hoy todo se ve, todo se
lee y todo se escucha.

– Vicente Fox, President of Mexico, March 20041

The village of Kelwara sits in the arid folds of the Aravalli mountains
in the southern part of the Indian state of Rajasthan. Above the village
are Kumbalgarh Fort, half a millennium old, and luxury hotels for
tourists who visit the Fort. The villagers are very poor; the price of
a night’s stay in one of the hotels, 3000 rupees, is more than many
earn in a year. The villagers rely on wheat, sugar, and kerosene that
is distributed by the government for sale by local ration dealers at
reduced prices. But many ration dealers are corrupt. They falsify their
registers to show that they have sold rations to poor villagers and then
sell the supplies on the black market.

In January 2004, 400 villagers from Kelwara and neighboring pan-
chayats gathered on a mango-shaded flat below the check dam that
gathers Kelwara’s water. The jan sunwai – Hindi for public hearing –
was organized by an activist group, Mazdoor Kisan Shakti Sangathan
(MKSS), which had worked with the poor of southern Rajasthan for
fifteen years. The ration dealers were there as well, standing at the
edge of the meeting; at the front was a table at which sat the lead-
ers of MKSS, the local magistrate, and visitors from Delhi. A banner
behind the table, in Hindi, said: “Democracy Is Transparency with
Accountability to the People.”2

This was perhaps the twentieth jan sunwai that MKSS had orga-
nized, and by now the dramatic arc of the meeting was well estab-
lished. Shankar Singh, one of MKSS’s leaders, led the villagers in a

1



P1: irk
0521858704c01 CB1001/Roberts 0 521 85870 4 September 17, 2005 19:45

Blacked Out

song that he had composed, and that had become the organization’s
anthem:

A Hero Honda
I don’t demand

A new Maruti
I don’t demand

Pepsi Cola
I don’t demand

Full wages
We demand!

Food security
We demand!

The right to information
We demand!3

Next came a report on MKSS’s recent work, and then the highlight
of the meeting: public testimony. MKSS organizers had acquired the
registers in which ration dealers recorded the sale of rationed goods.
“Did you buy thirty-five kilograms of wheat from your ration shop on
the fourth of January?” an organizer asked Lal Singh Rawat, a red-
turbaned quarry worker, after reading from the register. “I did not,”
said Rawat. “I was told that there was no wheat available.” Quickly
the meeting fell apart. Ration dealers surrounded Rawat, the gener-
ator that supplied power to the microphone suddenly shut off, and
for twenty minutes the meeting fell into tempered anarchy. The dis-
ruption was expected. The villagers stayed, order was restored, and
the truth came out. Nikhil Dey, another MKSS leader, read the list
of alleged disbursements from the registers, while Shankar Singh
checked entries in the villagers’ ration books. In eight panchayats, at
least thirty ration dealers had defrauded the poor by making false
entries in their registers.

This was theatre (agreed Aruna Roy, the former civil servant who
with Dey and Singh had set up MKSS) – but with the very serious
purpose of helping the poor. An earlier public hearing in nearby
Janawad panchayat had revealed the depth of corruption in public
works projects. Engineers recorded measurements for “ghost works”
that did not exist, and muster rolls showed the payment of wages
to villagers who had never worked on a project. Almost five million
rupees could not be accounted for. The state government appointed a
commission that concluded that only one out of seven projects in the

2
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panchayat had actually been completed, and twenty-six government
officials were charged with corruption. In other meetings, village lead-
ers faced with evidence of their fraud apologized, returned money to
the panchayat, and promised to mend their ways.

In Janawad, and again in Kelwara, it had been bureaucratic
routine – paperwork – that proved the undoing of officials and ration
dealers. The revelation of a damning document was the highlight of
a jan sunwai. The MKSS, realizing the power of this moment of reve-
lation, made the right to documents the centerpiece of its work. “The
right to information,” its slogan said, “is the right to life.” The MKSS
began a campaign for adoption of a state law that would provide
citizens with a right to obtain copies of documents, such as ration
registers and muster rolls, held in government offices. Rajasthan’s
Right to Information Act, adopted in 2000, entitles citizens to ask
for such documents, outlines the circumstances in which officials are
entitled to withhold them, and provides methods for enforcing the
law against recalcitrant bureaucrats. The law does not always lead to
ready access to documents – in Kelwara, the ration registers were not
released until shortly before the jan sunwai – but it establishes the
principle of transparency.4

By 2004, nine state governments in the world’s most populous
democracy had adopted laws like Rajasthan’s Right to Information
Act.5 Inspired by MKSS’s example, the advocacy group Parivartan
used Delhi’s new disclosure law to obtain information about public
works allegedly completed in two of the city’s poorest neighborhoods;
a jan sunwai in one community revealed pervasive fraud and allowed
Parivartan’s leaders to eke out a promise from local officials that
notice of new projects would be publicly posted.6 Another group,
Satark Nagrik Sangathan, exposed abuses by ration dealers in Delhi
slums, leading the city government to offer tighter inspection of ration
shops.7

The state of Maharashtra – home to one of the world’s largest
cities, Mumbai – adopted a Right to Information Act in 2003, prodded
by the hunger strike of a prominent activist, Anna Hazare. (“All cor-
ruption can end only if there is freedom of information,” said Hazare,
who resumed his strike in February 2004 to push for better enforce-
ment of the Act.8) Within months, residents of Mumbai seized on
the law to learn how many city employees had been suspended with
pay, what fees contractors were allowed to collect in city parking

3
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lots, how frequently politicians had interfered in transfers of police
officers, and how often leaky sewer pipes were inspected. In Maha-
rashtra’s second-largest city, Pune, activists obtained logbooks that
showed civic leaders had taken frequent vacations in official cars.9

Elsewhere there were similar rebellions against official secretive-
ness. In Bangkok, Thailand, Sumalee Limpa-ovart was troubled after
her daughter Nattanit was denied admission to the first grade of
the prestigious Kasetsart University Demonstration School. In 1998,
school officials told Limpa-ovart that Nattanit had failed the admis-
sion exam, taken by over 2000 children. Limpa-ovart, frustrated after
two years of test preparation, asked the school to provide the test
results for her daughter and the 120 successful applicants. The school
refused. However, Limpa-ovart had a new recourse: As part of a con-
stitutional reform program undertaken the preceding year, Thailand
had adopted the Official Information Act, which operated much like
Rajasthan’s Right to Information Act. Limpa-ovart, a public prosecu-
tor, appealed to Thailand’s Official Information Board for an order
that would oblige the school to release the test results.

Midway through her two-year struggle, school officials offered
Limpa-ovart a compromise: a list of test results for the first grade
class, with student names removed. The list showed that one-third
of the newly admitted students had also received a failing grade.
Limpa-ovart suspected that these students were dek sen – children
from privileged families who used social connections or payments
of “tea money” to gain access to the publicly funded school. In 2000,
Thailand’s Supreme Court finally ordered the disclosure of the names
of these students, revealing that many were the sons and daughters
of leading political and business families. The wide press coverage of
Limpa-ovart’s case prodded other parents to make similar demands
for the release of information about admission tests. The Thai State
Council ruled that the Kasetsart University Demonstration School’s
admission policy violated a constitutional guarantee against discrim-
ination on social or economic grounds, and Thailand’s Ministry of
University Affairs ordered schools to reform their admission proce-
dures – an “historic ruling,” said Asiaweek, that undercut “nepotism
and cronyism” in the nation’s school system.10

In Japan, most local governments had adopted ordinances to
implement shiru kenri – the right to know – by the mid-1990s. Pro-
moted by a coalition of consumer groups, civil libertarians, and

4
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progressive legislators, the laws were modeled on the U.S. Freedom
of Information Act. In 1995, an extraordinary group of lawyers vol-
unteered for a nationwide campaign to uncover spending abuses by
local officials. Calling themselves the Zenkoku Shimin Ombudsmen
(the Citizens’ Ombudsmen Association), the lawyers filed simultane-
ous requests for information about spending on travel and entertain-
ment across the country, and discovered that in one year officials
had spent at least one-quarter of a billion dollars, largely aimed at
currying favor with bureaucrats in the national government. A new
phrase, kan-kan settai – “official-to-official entertainment” – entered
the popular lexicon. Soon it was joined by another – kara shutcho, the
“empty business trip” – as investigators found that expense vouchers
had often been forged to hide embezzlement. (In one government,
even the auditors had falsified expense reports to create a private
slush fund.) The ombudsmen’s study led to dramatic changes in the
spending and accounting practices of local government.11

Japan’s national government adopted its own Information Dis-
closure Law, also patterned on American legislation, in 1999. (To a
degree, the law was also the result of American prodding: U.S. trade
negotiators argued that the lack of a disclosure law constituted a
barrier to free trade in Japan.12) When it went into effect in April
2001, Japanese ministries received 4,000 information requests in the
first week.13 In 2003 the Cabinet Secretariat was ordered to provide
Tokyo’s Daily Yomiuri with documents showing that the chief cabi-
net secretary controlled a secret $13 million fund; critics alleged that
the money was used to “smooth business” in the legislature.14 Some-
times the consequences of disclosure were more profound. In Febru-
ary 2004, the Health Ministry was ordered to release the names of 500
hospitals that had been supplied with blood products contaminated
with the hepatitis C virus over the last two decades. The information
was sought by Japanese legislator Satoru Ienishi, a hemophiliac who
was infected with AIDS and hepatitis C through tainted blood prod-
ucts in the 1990s. It was estimated that thousands of other Japanese
might have fallen ill in the same way.15

Uganda did not have a disclosure law until early 2005.16 However
its 1995 constitution, drafted in an effort to restore democratic con-
trol of government, recognizes that citizens have “a right of access to
information in the possession of the State.”17 In 2001 the Ugandan
environmental group Greenwatch, backed by the California-based
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International Rivers Network, invoked the constitutional guarantee
to obtain a confidential agreement between the Ugandan government
and AES Nile Power Limited to build a major hydroelectric dam.
(Greenwatch claimed that the dam would unnecessarily ruin the cul-
turally important Bujagali Falls.) The government refused to disclose
the agreement, but in 2002 the Ugandan High Court ruled that there
was no valid reason to withhold the document.18 Greenwatch and
the International Rivers Network claimed that the agreement showed
the Ugandan government had agreed to excessive payments of almost
$300 million.19 A month later, AES withdrew from the project.20

In Mexico, the reformist National Action Party led by Vicente Fox
promised a right to information law as part of a program to transform
government into “una caja de cristal, donde todo lo que hacemos,
absolutamente todo, puede ser sujeto de hacerse público”: a glass
case, in which “absolutely everything” officials do would be laid open
to public view.21 Adopted in 2002, the law soon proved to be a useful
tool for scrutinizing political parties themselves. Parties registered
with Mexico’s Federal Electoral Institute are generously supported
by public funds, but critics have complained that party leaders face
little accountability for their use of public money. (In 2003, one minor
party was fined $18 million for embezzlement and other abuses of
public funds.22) A journalist with Mexico City’s El Universal, Arturo
Zárate Vite, asked the Electoral Institute to release information it
had collected on the salaries of senior party officials; in Novem-
ber 2003, the Institute refused. With the aid of a nongovernmental
organization, Libertad de Información-México, Zárate appealed to
a federal tribunal, which ruled in 2004 that the salary data should
be released. Within a week, Mexico’s major parties published salary
details on their websites, adding fuel to the debate over federal policy
on the funding of political parties.23 (Libertad de Información-México
scored a second victory in early 2005, when the Mexican attorney gen-
eral’s office was compelled to release parts of an indictment against
former President Luis Echeverrı́a relating to the murder of student
protesters by paramilitary troops in 1971.24)

Around the world, stories about the large and small victories
attained by the use of new right to information laws continued to tum-
ble out. On September 28, 2004 – the date selected by transparency
advocates in 2003 as the global Right to Know Day – an American
nongovernmental organization catalogued other disclosures: in
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Romania, statistics about domestic surveillance by the intelligence
service; in South Africa, information about apartheid-era deals
between the government-owned arms corporation and foreign
weapons manufacturers; in Ireland, documents showing weaknesses
in a new electronic voting scheme; and in the Slovak Republic, details
about the privatization of state-owned industries.25

The British Labour Party led by Prime Minister Tony Blair
promised a new Freedom of Information Act as part of its own reform
platform in 1997, and the Blair government eventually adopted the
law in 2000. However, time in office had dulled Blair’s enthusiasm
for transparency, and his government delayed implementation until
New Year’s Day of 2005. The public’s appetite for information was not
diminished: In the first four weeks, major government departments
received 4,000 requests.26 Newly released documents showed that
the British royal family received more than £1 million in farm subsi-
dies from the European Union in the previous two years,27and that
the government’s financial losses from the 1992 “Black Wednesday”
debacle (a failed effort to defend the pound against attacks by cur-
rency speculators) had actually been only a fraction of earlier public
estimates.28

Records also exposed the sordid corners of British history, such
as the torture of detainees during the Kenyan Mau Mau rebellion
of the 1950’s, and governmental complicity in the bribery of foreign
officials by British arms dealers before the practice was outlawed in
2002. One confidential memorandum contained the reply of a British
army chief to a query from Britain’s ambassador in Venezuela as to
whether the government was prepared to tolerate such bribery:

I am completely mystified by just what your problem is. . . . People
who deal with the arms trade, even if they are sitting in a govern-
ment office . . . day by day carry out transactions knowing that at
some point bribery is involved. Obviously I and my colleagues in
this office do not ourselves engage in it, but we believe that various
people who are somewhere along the train of our transactions do.
They do not tell us what they are doing and we do not inquire. We
are interested in the end result.29

Most surprising, perhaps, was the extent to which the rhetoric
of transparency had permeated China – one of the most secretive
regimes in the world and notorious for its persecution of journalists
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and official whistleblowers who reveal details of government policy.
Ministries of the central government took limited (but nonetheless
unprecedented) steps to release crime reports, documents from diplo-
matic archives, and details about procurement procedures. “China’s
progress in the area of transparency is irreversible,” claimed the state-
run People’s Daily in 2003.30 The Economist reported that the Chinese
State Council was contemplating the adoption of a regulation that
would acknowledge a citizen’s right of access to government infor-
mation and affirm the principle that government information should
be publicly available except in enumerated circumstances.31

The Chinese government had good reason to improve access to
government information. Some of its actions were mandated in trade
agreements that China signed as part of the process of joining the
World Trade Organization. The country had also been embarrassed
by its mishandling of its SARS epidemic, which was rooted principally
in official recalcitrance in providing details about the spread of the
disease. As well, China’s leaders hoped that transparency would curb
official corruption and quell growing public restlessness evidenced,
ironically, in newly released statistics showing a dramatic increase in
“mass group incidents.”32 And even Chinese policy makers were sen-
sible of the extent to which the “right to information” was becoming
entrenched in the laws of other countries.

Lower levels of Chinese government actually raced ahead of cen-
tral government. In 2002 the government of Guangzhou, a metropolis
of ten million people on China’s south coast, announced a “revolu-
tionary” change in policy on access to government information.33

Guangzhou’s Provisions on Open Government Information acknowl-
edge the “right to know of citizens and organizations,” establish a
“general principle” that government information should be made
public, and promise that a detailed list of documents will be pub-
lished on the government’s own initiative. In 2004, the municipality
of Shanghai – home to another seventeen million – adopted a simi-
lar code. Like the Guangzhou law, the Shanghai code requires offi-
cials to release information within fifteen days or provide reasons for
refusal.34

Whether the Guangzhou and Shanghai codes can be effectively
enforced by citizens remains a critical question. No citizen of
Guangzhou attempted to sue the municipality over a refusal to

8
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comply with the disclosure rules during the first two years in which
they were in force. In Shanghai, however, an attorney quickly filed
a suit after local officials declined to provide documents that might
have shown whether his client was the true owner of a home taken
during the Cultural Revolution. “This is a pre-conceived legal test,”
said He Guoping, who conceded that he was surprised when the
Xuhui District Court agreed to hear the case in August 2004.35 (By
spring 2005 the case still had not been decided.) Municipal officials
in Shanghai claimed at the end of 2004 that they had already received
3000 requests for information and approved almost 70 percent of the
applications. At the same time, however, officials warned that they
would “stand firm on holding back information that has a strong
bearing on state security and social stability.”36

From arcani imperii to data smog

Central to this global “right to information” movement is the pre-
sumption that information held by government should be publicly
available, unless government officials can make a good case that legit-
imate interests – perhaps the public interest in preserving national
security, or the need to protect another citizen’s privacy – would be
harmed by releasing information. By the end of the 1990s there were
many people who believed that the “right to know” – and the presump-
tion of openness – had finally become entrenched as a basic principle
of democratic governance. If so, this would mark the final overthrow
of a much older proposition: that the business of government should,
as a rule, be done in secret.

The tussle over access to information has always been closely
tied to struggles over the distribution of political power. In pre-
revolutionary France, the absolute authority of the King was bolstered
by a practice of strict secrecy in public affairs, extending even to a ban
on the distribution of friendly commentaries on government policy.37

As a practical matter, secrecy was easily preserved at a time when the
only method of distributing information was by manuscript (that is,
handwritten) texts. A dramatic advance in information technology –
the printing press – triggered a government crackdown, culminating
in the “law of silence” of 1764, which prohibited public discussion of
matters of state.

9
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This technological transformation, and the challenges to state
authority it encouraged, also forced supporters of the King’s prerog-
atives to articulate an explicit defense of the practice of secrecy. The
political philosopher Jean Bodin revived the term used by the Roman
historian Tacitus to describe the “secrets of imperial policy” that had
to be protected against senatorial prying: the arcana imperii. Follow-
ing Tacitus, Bodin and other supporters of absolutist rule argued that
the King’s ability to maintain the integrity of the state would be under-
cut if arcana imperii were not protected: With publicity, the King’s
plans “would be as effective as an exploded mine.”38 In seventeenth-
century England, the political theorist Robert Filmer wrote a defense
of kingly authority that also accepted the presumption of secrecy:

I have nothing to do to meddle with Mysteries of State: such
Arcana Imperii, or Cabinet Counsels, the Vulgar may not pry into.
An implicite Faith is given to the meanest Artificer in his own
Craft, how much more is it then due to a Prince in the profound
Secrets of Government. The Causes and Ends of the greatest poli-
tique Actions and Motions of State dazle the Eyes, and exceed the
Capacities of all men, save only those that are hourly versed in the
managing of Publique Affairs.39

Revolutions in England (in 1688) and France (in 1789) led to
an abandonment of the absolutist conception of state secrecy. The
right to free speech was gradually entrenched, legislatures improved
their capacity to monitor taxing and spending, and the process of
lawmaking was itself opened to public scrutiny. The pace of reform
should not be over-estimated. It was not until 1803 that the British
House of Commons acknowledged the right of the press to sit in the
public gallery and record its debates; the now-familiar Hansard, the
daily record of British parliamentary debates, did not begin pub-
lication until 1829. Elaine Scarry has recently noted the lengths
to which the drafters of the U.S. Constitution went to emphasize
the need for open lawmaking – for example, by requiring pub-
lication of a “regular statement of Account of the Receipts and
Expenditures of all public Money,” as well as a journal of Congres-
sional proceedings.40 In 1789, these matters could not be taken for
granted.

By the end of the nineteenth century, the Western democracies
had achieved what we might call a level of basic transparency: The
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rule of law was established, the process of lawmaking (including the
business of taxing and spending) was open to public view, and the
right to speak freely about governmental affairs was protected. This
was a great achievement, but it was very far from a repudiation of the
presumption of official secrecy. Within the bowels of the bureaucracy,
secrecy was still very much the rule. Writing shortly before the Great
War, the German sociologist Max Weber argued that secretiveness
was a hallmark of bureaucratic life:

Every bureaucracy seeks to increase the superiority of the pro-
fessionally informed by keeping their knowledge and intentions
secret. Bureaucratic administration always tends to be an admin-
istration of “secret sessions”; in so far as it can, it hides its knowl-
edge and action from criticism. . . . The concept of the “official
secret” is the specific invention of bureaucracy, and nothing is
so fanatically defended by the bureaucracy as this attitude. . . . In
facing a parliament, the bureaucracy, out of a sure power instinct,
fights every attempt of the parliament to gain knowledge by means
of its own experts or from interest groups. . . . Bureaucracy natu-
rally welcomes a poorly informed and hence a powerless parlia-
ment – at least in so far as ignorance somehow agrees with the
bureaucracy’s interests.41

The extent to which bureaucratic secrecy was to be regarded as a
problem depended upon the perceived power of bureaucrats. In the
early part of the twentieth century, the bureaucracies of Western gov-
ernments were still comparatively small. This was particularly true
in the United States, where the central government had a modest role
in national affairs. Even in the 1920s it was typical for high-level offi-
cials to be titled “clerks” – a reflection of the extent to which they were
thought able to shape the content of government policy.

Perceptions about the power of bureaucrats changed dramatically
in the 1930s. In the United States this was partly a result of the
expansion of the federal role in commissioning public works, pro-
viding social insurance, and regulating business activity – which was
manifested in the “alphabet soup” of new agencies such as the SEC,
TVA, AAA, PWA, NLRB, CCC, and NRA. As important, however, was a
change in the kind of work done by federal bureaucrats. Increasingly,
officials were given broad mandates in legislation passed by Congress,
and expected to craft regulations that gave concrete expression to
those mandates. Senior federal employees were no longer clerks: Now
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they were lawmakers, with the capacity to formulate rules that could
have a profound effect on the economic interests of American busi-
nesses and citizens.

It is difficult, in retrospect, to appreciate the anxiety with which
a large part of the American public viewed the accretion of power by
the federal bureaucracy in the Depression years. Many cheered the
Supreme Court when it struck down laws that gave federal agen-
cies broad authority to make rules governing the American econ-
omy. (After a 1935 decision in which the Court ruled unconstitu-
tional a key New Deal statute because it gave President Franklin
Delano Roosevelt unchecked power, the New York Herald Tribune cel-
ebrated “a tyranny overthrown.” An American Bar Association report
warned that the growth of federal agencies might lead to a state of
“administrative absolutism.”42) In 1937, Roosevelt tried to expand
the Supreme Court to circumvent its obstructive majority, but his
“court-packing” scheme failed, defeated by a coalition of Republicans
and conservative Democrats. In 1938, the same coalition defeated
another Roosevelt plan to expand the White House and consolidate
its control over federal departments and agencies. Critics called it
a scheme for “one-man rule” and “authoritarian government” and
handed Roosevelt the worst rebuff of his presidency.43

In broad terms, the complaints made in the 1930s by opponents
of the Roosevelt administration would sound familiar to contempo-
rary critics of institutions such as the World Trade Organization or
the International Monetary Fund. Power had clearly shifted from
Congress to a newly enlarged bureaucracy; matters once resolved
in legislation were now disposed of in regulations crafted by offi-
cials who, only ten years earlier, had been regarded as clerks. (Today,
the parallel complaint is about the shift of power from national
bureaucracies to new supranational organizations.) This extraordi-
nary new power was often exercised secretly and capriciously, critics
said: New rules suddenly would be announced, without the opportu-
nity to challenge the grounds on which they had been adopted. “The
rise of administrative bodies probably has been the most significant
legal trend of the last century,” said one distinguished jurist. “They
have become a veritable fourth branch of the Government, which
has deranged our three-branch legal theories much as the concept
of a fourth dimension unsettles our three-dimensional thinking.”44 A
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British jurist put the problem more bluntly, calling rule by bureau-
crats the “new despotism.”45

Even progressive reformers recognized the need for steps to regu-
late and legitimize bureaucratic power, and in 1946 Congress adopted
the Administrative Procedure Act.46 The APA imposed three con-
straints on the “fourth branch” of government. It required federal
officials to provide notice about proposed new rules in the recently
created Federal Register, and provide “interested parties” an oppor-
tunity to comment. It also gave citizens a right to fair treatment and
a right to appeal unfair decisions. The third element was least appre-
ciated at the time: a rough guarantee of access to information. Each
federal department was expected to publish basic information about
its organization, the rules it enforced, policy statements and proce-
dures that guided its work, and its decisions. Furthermore, any other
“matters of official record” were to “be made available to persons
properly and directly concerned except information held confidential
for good cause.” Officials were expected to accept requests for docu-
ments, but the Justice Department quickly made clear that it would
construe the law narrowly. The APA was not intended “to open up Gov-
ernment files for general inspection,” the Attorney General warned in
1947. “The great mass of material relating to the internal operation
of an agency is not a matter of official record.”47

The APA was the progenitor of two contemporary species of dis-
closure rule. One (as I note in Chapter 8) comprises a host of disclo-
sure requirements now imposed on countries through World Trade
Organization agreements. The other consists of contemporary dis-
closure laws such as the American Freedom of Information Act, or
FOIA. The idea of an FOIA was conceived by Harold Cross, the for-
mer counsel of the New York Herald Tribune, which had so harshly
criticized Roosevelt’s reach for power during the New Deal. In 1950,
Cross was commissioned by the American Society of Newspaper Edi-
tors to write a report on the problem of government secrecy. Cross
tallied the weaknesses of the APA and proposed a new law that would
acknowledge the “right to know” and create a presumption that all
citizens should have access to all government records.48

Ironically, an idea that had been born out of conservative frustra-
tion with the New Deal quickly gained favor with the press and with
Democrats and progressives. Journalists led by the ASNE seized on
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Cross’s idea as the Truman and Eisenhower administrations tightened
secrecy rules in the early years of the Cold War.49 For the first two
years of his presidency, Eisenhower had the support of a Republican-
dominated Senate and House of Representatives, but Democrats
regained control of the House in 1954 and had both the motive and
the opportunity to push for tougher disclosure rules.50 And by the ear-
lier 1960s, a growing number of environmental and consumer rights
groups also advocated for a right to information, to scrutinize federal
agencies they claimed had been co-opted by industry.51

This was a remarkable turnabout. In 1940, Franklin Roosevelt
vetoed an early version of the APA, decrying it as a tool crafted by
“powerful and concentrated interests” to stymie reforms aimed at
improving the welfare of “a diversified mass of individuals.”52 When
the Freedom of Information Act was finally adopted in 1966, one
of its most vocal proponents was Ralph Nader’s Center for Study
of Responsive Law, which exercised the right to information in an
effort to unmask instances in which government regulators had bent
to pressure from business lobbies. The Center also provided support
to NBC reporter Carl Stern in FOIA litigation that provided early
evidence of the Federal Bureau of Investigation’s surveillance and
harassment of protest groups.53 Other groups in the emerging “public
interest movement” also used the law, and in 1974 they seized the
opportunity created by the resignation of President Richard Nixon to
have the FOIA considerably strengthened.

The Freedom of Information Act of 1966 established a right to
information held by government agencies, articulated a presumption
that government documents should be publicly accessible, and pro-
vided methods for compelling officials to comply with its require-
ments. It was also, by international standards, an oddity. (Sweden
and Finland, for example, had older laws affirming a right to offi-
cial documents; however, many documents that are subject to FOIA
would not be considered “official” as the term is defined in Swedish
or Finnish law.) While the FOIA served as a model for advocates and
legislators in other countries, their governments were not quick to
replicate the law. Twenty years later, only eleven countries had com-
parable statutes. It was assumed that FOIA-style laws were a luxury,
only likely to be adopted by wealthy, politically stable democracies –
perhaps as a way of appeasing disaffected voters as the advanced
economies stagnated in the late 1970s and early 1980s.
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This assumption was shattered after 1989, as countries began to
emulate American practice at a remarkable pace. Dominant states
such as Japan and the United Kingdom within the club of affluent
democracies adopted disclosure laws; so did states in Central and
Eastern Europe recently liberated from Soviet domination. Other
countries “transitioning” to democratic rule in Latin America, Asia,
and Africa also passed FOIA-style statutes. By the end of 2004, fifty-
nine countries had adopted right to information laws (See Chart54).
Even this figure was understated: Some countries acknowledged a
right to information in their newly adopted constitutions but had
not yet adopted legislation to elaborate how the right would work
in practice. There were also federal states such as Germany whose
subnational governments had adopted disclosure laws even though
the national government had not. Furthermore the pace of adoption
showed no indication of slackening. (Germany, for example, finally
adopted a national law in July 2005.)

Obviously this trend was a product of profound changes in the
international political order in the 1990s. In many instances, nations
sought a dramatic way to repudiate the secrecy of collapsed authori-
tarian regimes and signal their new alliance with the remaining super-
power, and the constitutional or statutory recognition of a right to
information was an effective way of doing this. In many countries,
governments also took special measures to open the archives of their
secret services. Even in the United States, new programs were estab-
lished to declassify Cold War-era documents, and the Clinton admin-
istration promised to reform policies that governed the classification
of records in the future. By the end of the 1990s, nongovernmental
organizations that lobbied for disclosure in different countries had
been knitted together into a robust, global movement. Many inter-
national organizations – nongovernmental and governmental both –
had endorsed the right to information and advocated “model laws”
that were built on principles articulated (if not always respected) in
the U.S. FOIA.

It was difficult, in such circumstances, not to believe that the world
was on the cusp of an unprecedented era of openness. “Secrecy is in
retreat,” said the influential British sociologist Anthony Giddens in
2000, heralding public demands for increased transparency as part of
a global “second wave of democratization.”55 Another British scholar
suggested that transparency should be regarded as one of the basic
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“constitutive principles” that must be respected by institutions if they
expected to retain legitimacy in the eyes of the public.56 Writing in
the American journal Foreign Policy in 2002, the head of an influen-
tial American public interest group suggested that “the international
freedom-of-information movement stands on the verge of changing
the definition of democratic governance. The movement is creating a
new norm, a new expectation, and a new threshold requirement for
any government to be considered a democracy. . . . The ideal openness
regime would have governments publishing so much that the formal
request for specific information . . . would become almost unneces-
sary.”57

The very idea that a government might publish this much infor-
mation would have seemed ludicrous were it not for technological
advances that radically reduced the cost of collecting, distributing,
and accessing data. The “internet bubble” was as evident in discus-
sions about public access to information as it was in the stock market.
Technological evangelists foresaw a world in which “anyone with a
modem can gather nearly as much intelligence as the CIA.”58 (In the
pre-9/11 era, this was an homage to technology, not a slight on the
CIA.) In 1999 the Canadian government, which took pride in its lead-
ership in the new field of “e-government,” said its goal was to allow
Canadians to “access all government information . . . on-line at the
time and place of their choosing” by 2004.59 Active use of information
technology by government (the G8 countries said in a 2000 statement)
would move us toward “a truly Global Information Society.”60

Some commentators even suggested that the main difficulty con-
fronting citizens in the future would be their inability to exploit the
vast amounts of information that soon would be available. A 2003
study by researchers at the University of California calculated that
the rate of production of “new stored information” produced globally
had doubled in just three years: In 2002, 800 megabytes of recorded
information – roughly equal to 30 feet of books – were produced for
every person on the planet.61 In 1969, one study estimated that the
U.S. government maintained “roughly 70 billion sheets of paper in
the equivalent of five million four-drawer filing cabinets.”62 In digital
form, this is roughly 340 terabytes of data – probably less, as I note
in Chapter 9, than the amount of data that is now exchanged daily in
e-mail within the federal bureaucracy; and all of it subject to potential
scrutiny under the U.S. FOIA.
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The technology columnist David Shenk, alarmed by our inability
to keep up with this sprawling mass of information, suggested that
citizens might become lost in “data smog” – a phenomenon exac-
erbated by the indiscriminate release of government information.
Shenk criticized the “disclosure mania” typified by the release, in
1998, of 60,000 pages of material from the Starr inquiry’s investiga-
tion of President Clinton. “An unrestricted flood of information can
sometimes be more onerous than beneficial,” he said. “One of the
dangers is that we will be exposed to so much data so quickly that
we’ll lose perspective on what it means.”63 Shenk was not alone in
thinking that the real question was how citizens would deal with the
looming “information glut.”64

The limits to transparency

Has the old presumption of secrecy really been overthrown in favor
of a new presumption of openness? In this book I present a series
of essays to argue that – notwithstanding the real gains that have
been attained over the last three decades – there are still important
limits to the principle of governmental transparency. In part this is
because there are enclaves within government in which the “right to
know” has made little headway. There are also substantial changes in
the conditions of governance – in the context in which governments
operate, in the structure of institutions that formulate and execute
policy, and in the technology that is used to produce and distribute
information – that may constrain the ability to obtain government
information.

As I will argue in Chapter 2, the security sector of government –
the collection of departments and agencies responsible for defense,
intelligence, and policing – is one in which the right to information
has gained only a tenuous hold. It will seem odd to say this in light
of the remarkable revelations over the past decade about the con-
duct of security services in former communist states, in the military-
dominated countries of Latin America, and during the years of
apartheid government in South Africa. However, we must distinguish
between the standards of transparency applied to the security services
of collapsed regimes and the standards applied to security services
today: In many countries, disclosure laws have been carefully tailored
to ensure that the security sector survives as an enclave of secrecy.
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In the United States, the “decade of openness”65 came to an abrupt
end with a dramatic change in the context of governance, triggered
by the terror attacks of September 11, 2001. New worries about vul-
nerability to terror attacks led to an expansion of secrecy as govern-
ment agencies reconsidered the wisdom of disclosing information
that once had been made routinely available. New threats are lead-
ing us to craft new understandings about the limits to transparency:
Some facts that once were readily acquired might now need to be
more carefully controlled. However, there is a danger in taking this
too far – and a danger, too, in not recognizing that the best way to
deal with new threats is sometimes to pull down old constraints on
transparency.

The Bush administration’s attempt to reverse openness policies in
its first term was not simply a reaction to the events of 9/11. (For con-
venience, references to the Bush administration relate to presidency
of George W. Bush and not that of his father, George H. W. Bush.)
In Chapter 3, I observe that senior members of the Bush adminis-
tration – such as Vice President Dick Cheney and Defense Secretary
Donald Rumsfeld – share an antipathy toward open government rules
that is three decades old. This antipathy may be unreasonable, but
it is not irrational: Distaste for openness is part of a larger concern
about the proliferation of constraints on executive authority since
the early 1970s. Indeed, there is good evidence that a combination of
factors (more aggressive advocacy groups, broader media competi-
tion, public distrust, and the advent of the internet) have created an
environment that is, from the point of view of Presidents and their
advisors, much more complex and tumultuous.

The Bush administration’s retreat from openness can be regarded
as an attempt to address executive anxiety about the capacity to gov-
ern effectively in this new environment. Rumsfeld, the most vocal
critic of the restrictions put on policy makers in the executive branch,
sometimes sounded like a latter-day Jean Bodin, the political philoso-
pher remembered for his attempt to defend the arcana imperii as
kingly authority was challenged by technological and social change.
To be fair, Rumsfeld is not an absolutist – but he, too, is attempting to
defend an ancien regime. Whether the Bush administration’s attempts
to reverse openness rules will ultimately be effective in restoring
governability remains an open question. Although the administra-
tion was routinely damned for excessive secrecy during its first term,
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its efforts at rollback were limited and often unsuccessful, and the
term was marked by some remarkable revelations about its inner
workings.

Anxiety over the erosion of executive power is not unique to the
United States, nor to the conservative end of the political spectrum.
In many countries, leaders of different political hues express the
same concerns about the challenges of governing in a policy envi-
ronment that is more thickly settled with journalists and advocacy
groups and more fast-paced and unpredictable. As I note in Chap-
ter 4, these concerns have often lead to open assaults on disclosure
rules. Governments have also been resourceful in developing internal
procedures designed to ensure that their control of the affairs of state
is not shaken by the disclosure of sensitive documents. Because these
procedures are buried in administrative practice, they can be diffi-
cult to detect and counter. Nevertheless, they are important: Internal
rules crafted to impose order on the disclosure process – to minimize
the disruptive potential of openness rules – essentially constitute a
“hidden law” designed to restrict access to government information.

Much of this story is about the debate over transparency in coun-
tries of the First World – nations that are, by global standards, rich,
democratic, politically stable, and technologically advanced. There
was a time when it was thought that disclosure laws would only be
adopted in countries such as these. In the last decade this idea has
been decisively refuted. The countries that are now rushing to adopt
right-to-information laws are often poor, sometimes weakly demo-
cratic or authoritarian, politically unstable, and technologically lim-
ited. Nevertheless, the governments and citizens of these countries
expect their new right-to-information laws to do great things – to
legitimize rulers, reduce corruption, and heighten popular participa-
tion in governance. In Chapter 5, I suggest that there is good rea-
son to doubt whether these high ambitions will be quickly realized.
Advanced democracies spend millions of dollars to operate their laws,
which depend as well upon a professional civil service and modern
record-keeping systems. A repressive political system could also mean
that citizens are able to do little with information even when it is made
available.

As I noted earlier, openness rules developed in Western democra-
cies were crafted to deal with problems of control and legitimacy as
modern states emerged and consolidated their power. These rules are
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built on certain assumptions about the structure of power – that it
is exercised by autonomous and sovereign governments and imple-
mented through public bureaucracies controlled by those govern-
ments. The rapid diffusion of FOIA-style laws could be regarded as
a sort of triumph, a definitive statement about the subordination of
executives and bureaucracies to the principle of transparency. Obvi-
ously, for reasons I have just described, I am skeptical about the extent
of this triumph. But even if none of these reservations held merit,
there would be a another problem: The very structure of governing
institutions is changing, subverting the effectiveness of newly adopted
disclosure rules. In the second part of this book, I canvass three of
these structural changes.

One of these changes, discussed in Chapter 6, is the emergence of
“networked” forms of governance, through which agencies in differ-
ent governments cooperate to achieve a common goal. It will seem
odd to think of networking as a threat to transparency – after all,
one of the aims in network building is to break down impediments
to the flow of information among agencies within the network. How-
ever, this sort of information sharing often comes at a steep price:
the construction of barriers designed to ensure that shared informa-
tion is never disclosed to people or organizations outside the net-
work, including citizens, journalists, and legislators. The results can
be a decline in external accountability for every agency in the net-
work. Efforts to promote information sharing among law enforce-
ment agencies in the United States after 9/11 are a prominent form of
networking, raising exactly these sorts of accountability concerns.
But the trend toward tighter networking of agencies in different
countries – particularly in the security sector – was already well-
advanced before 9/11. This is one instance in which the effect of
American policy has been to compel other governments to adopt more
restrictive policies on access to information.

A second structural change is the transfer of government functions
to the private sector. Most right-to-information laws are drafted to
apply exclusively to government agencies, an approach that may have
made sense when government responsibilities were clearly demar-
cated and expansive. Privatization requires us to consider funda-
mental questions, as I note in Chapter 7. Why does the right of
access to information expire when work is transferred from a gov-
ernment agency to a private organization? Should the right expire if
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the character of the work itself has not changed? Countries such as
South Africa have adopted right-to-information laws that accommo-
date the realities of privatization and that may provide a better way
of thinking about the boundaries of the right to information in an
age when government itself has a shrinking role in the production of
critical services.

This is not the only way in which power has shifted out of familiar
institutions of government. Increasingly, basic questions of national
policy are negotiated in supranational forums, such as the World
Trade Organization, the International Monetary Fund, or the World
Bank. These organizations actively promote transparency as a tool for
improving governance. However, transparency is a malleable concept
that can be bent to many different purposes, and the particular kind
of openness promoted by these organizations is often designed to
protect the interests of the financial and commercial enterprises of
the First World. As I show in Chapter 8, holding supranational orga-
nizations to the principle of transparency in their own operations
is another matter entirely. Long protected by the cloak of diplomatic
confidentiality, these institutions have steadily resisted openness poli-
cies like those in force in the advanced democratic states.

There is, finally, a critical change in the technology of governance,
which will also radically transform debates over governmental open-
ness. In popular consciousness, we think of bureaucracy as a world of
paper memoranda, manila folders, and steel file cabinets. In reality,
this view is already archaic. The stockpile of government informa-
tion is increasingly digitized, held within massive databases or as a
variety of forms of electronic “unstructured data.” In Chapter 9, I
acknowledge that the process of digitization has revealed opportuni-
ties for substantial – and sometimes alarming – increases in govern-
mental transparency. On the other hand, many stakeholders – indus-
try, private citizens, and bureaucrats themselves – now have strong
incentives to push for new restrictions on the release of digitized
data. Digitization will also introduce new complexities for stakehold-
ers interested in monitoring government. Oversight will now require
technical sophistication and the resources to interpret a deepening
pool of digitized data.

This, then, is the terrain covered by much of the book. On the
one hand, it acknowledges that the idea of transparency has gained
considerable ground over the last half century. On the other hand,
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there are changes in context – new fears of terrorism or the increas-
ing complexity of the policy environment or the new challenges in
implementation that arise in “soft states” – that can still thwart the
drive for openness. There are also changes in the structure of gov-
ernment – networking, privatization, internationalization of policy
making – that undermine traditional methods for assuring openness.
And finally there is change in the technology of governance, whose
effects on transparency are complex and not fully realized.

The reader will recognize that I am, on the whole, an advocate for
transparency, although I am more prepared than some to acknowl-
edge the contrary point of view – for example, in recognizing the
increasing pressures put on policy makers and the threat to privacy
posed by the bulk release of personal data. The commitment to open-
ness comes from a recognition of the harm that unchecked power
can do to basic rights, and the power of collective deliberation as a
tool for solving complex problems. It also comes from a recognition
of the essential frailty of our governing arrangements. Every form of
governance is an experiment – a concrete elaboration of hypotheses
about the best way to govern. These hypotheses might be wrong, and
the experiment might fail, doing great damage to society as a whole.
“There is a public interest,” says the political philosopher Charles
Anderson, “in assuring that established practice is always open to
challenge, reconsideration, and change.”66 That is what transparency
does.
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2

SECRECY AND SECURITY

Even at the end, the secret police thought they would survive. The
most feared security service in the Communist bloc, the Ministerium
für Staatssicherheit – commonly known as the Stasi – had constructed
a surveillance apparatus that penetrated every corner of East German
society. With 93,000 employees, it was larger even than the East
German army; another 173,000 East Germans collaborated as Stasi
informers. The Stasi’s surveillance records, stored in its sprawling
complex on Normannestrasse in Lichtenberg, a suburb of East Berlin,
were massive. Put end-to-end, the shelves of files would have stretched
for 120 miles.1

An equally massive catalog of index cards, organized within an
array of mechanized cabinets and known internally as the F22 index,
allowed Stasi workers to access this mass of information. However,
the Stasi had taken a precautionary step to ensure the security of the
information in its files. Pseudonyms were used in place of the real
names of informants and victims, in the files themselves and also in
the F22 index. To decode the files – to know who had been spying
on whom – a select group of Stasi workers were given access to a
second card catalog, the F16 index, which matched pseudonyms to
real names. Without the F16 index, the meaning of the files would
have been practically impenetrable.

By fall 1989, the East German government was tottering. The
communist regimes of Hungary and Poland had already collapsed,
and there were growing street protests in East Germany itself. On
October 16, East German leader Erich Honecker was replaced by
another Politburo member, Egon Krenz. The Krenz government
opened the border to West Germany, made futile attempts to negotiate
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with the regime’s domestic opposition, and collapsed on December 6.
On December 10, Czechoslovakia’s communist government also fell.
Finally, on December 16, a special Congress of the Communist Party
promised free elections in East Germany.

Throughout these weeks, the Stasi became a special object of
the protesters’ enmity. Its regional offices were surrounded, and in
November the Krenz government promised that the security service
would be reformed. On November 6, the Minister of State Security,
Erich Mielke, gave orders for sensitive documents to be destroyed.
The shredding began, and continued until a hundred Stasi shredders
had burned out. Then documents were ripped by hand. By the time
that protestors stormed the Stasi’s Normannestrasse headquarters in
January 1990, about one-tenth of its files had been torn apart. (Torn,
but not disposed of: Later, archivists began slowly reconstructing the
17,000 bags of shredded and torn documents.2) Strangely, though,
the F16 index remained intact. By destroying it, the Stasi leadership
might have made the entire file system unintelligible. Their aim, how-
ever, was not to destroy the system: The aim was to scrub the files, not
ruin them. Stasi officials assumed that the organization would survive
in some form, and that their files would continue as the heart of its
operations. Even at the end, the intelligence service underestimated
the intensity of popular anger.

The Stasi itself was finally buried in 1990, but its filing system
lived on – and even thrived, in a sense. In August 1990, the newly
elected East German legislature voted to preserve the records and to
allow victims of the old regime access to their files. A new Stasi File
Authority was established to preserve the files, and over the years it
made improvements to ease access to their contents. In the four years
following reunification, the authority received two million inquiries
from German citizens. The results were often shocking: “A story of
deceit and betrayal on a national scale,” said one observer, “with hus-
bands spying on wives, children sneaking on their parents and priests
reporting on their parishioners.”3 Prominent politicians – including
the minister-presidents of Thuringia and Brandenburg and a mayoral
candidate in Berlin – were called to account for their relationship to
the security service. More than a decade later, Germany’s bid to host
the 2012 Olympic games was thrown into turmoil when two officials
organizing the bid were compelled to resign following the revelation
of their past links to the Stasi.
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The disclosures were painful, and sometimes strongly resisted.
While negotiating the terms for unification in 1990, the West German
government proposed that the Stasi files be given over to its archives,
where they might be sealed for decades; the proposals were aban-
doned only after a hunger strike by civil rights campaigners at
Normannestrasse. The chancellor of the newly united state, Helmut
Kohl, later launched his own litigation against the File Author-
ity, hoping to block disclosure of records that commentators said
might reveal Stasi meddling in West German politics in the 1980s.
Kohl claimed that the release of the documents would violate his
“human dignity,” but in 2004 a federal court disagreed.4 The Stasi files
revealed “monstrous things,” said Joachim Gauck, the East German
pastor and dissident who served as the authority’s first head. And
yet the process of revelation seemed an essential step in coming to
terms with the past. “We didn’t want to say a friendly goodbye to
another dictatorship,” Gauck said in 1996. “Only with knowledge,
perhaps with some mourning, will we ever become a democratic
country.”5

The power of the official file

Other nations in the former Communist Bloc later emulated, with
varying degrees of rigor, the German policy of opening secret police
files. Hungary adopted a law in 1994 allowing access to secret police
files; the law was strengthened in 2003 following an admission by
Prime Minister Medgysessy that he had worked as a counterintel-
ligence officer in the secret police during the Communist era.6 The
Czech Republic followed in 1996, and expanded its law again in 2002;
later, it published a list of 75,000 former collaborators on a govern-
ment website. Legislators in Bulgaria, Poland, Romania, and Slovakia
also sought to open old records, although the post-communist intel-
ligence services that inherited the files sometimes proved reluctant to
cooperate in exposing them to public scrutiny.7

Russia itself did not follow the model of the Communist Bloc
countries; the secret files of the former Communist Party and the
KGB were transferred to state archives, subject to rules that permit-
ted only limited access to the oldest documents.8 But the truth came
out in other ways. In 1992 a dissident KGB archivist, Vasili Mitrokhin,
smuggled to the West thousands of documents that revealed how
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Soviet leaders had wielded power over seven decades. The “Mitrokhin
Archive” provided evidence of Moscow’s attempts to liquidate “ene-
mies of the people,” its disinformation campaigns against Western
leaders and its own dissidents, and its infiltration of Western govern-
ments, political parties, and media.9

Whether divulged as a matter of state policy or not, these newly
public documents helped to advance the process of democratic
reform. The very act of disclosing police files constituted a repudi-
ation of the secrecy that had been one of the main tools of repres-
sion, employed to foster a crippling fear of state authorities. Once
disclosed, the files allowed a reconstruction of official history, which
had denied the reality that the communist governments systemati-
cally abused the human rights of their citizens. Victims were able to
identify and hold accountable the perpetrators of abuses and ensure
they were removed from positions of influence.

The official files had a special power. It was one thing for victims to
give testimony about their persecution by the state; testimony could
be bent by imperfect memory or long-held grievances. It was another
thing to see the files – tangible, contemporaneous, coldly bureau-
cratic records of state employees’ complicity in the persecution of
citizens.10

The same rituals of revelation were undertaken as military
regimes collapsed throughout Latin America. In Argentina, the mili-
tary leaders who seized power in 1976 and waged a “dirty war” against
alleged domestic subversion were compelled to transfer power to
civilian leaders in 1983. Newly elected President Raul Alfonsin estab-
lished a commission that produced a 1984 report, Nunca Más (Never
Again), that documented the abduction, torture, and killing of almost
10,000 Argentinians. Although military leaders had tried to destroy
the evidence, they could not be thorough. Systematic abuses required
bureaucratic action, which in turn produced a documentary record
of the procedures employed by security services. The files gave con-
crete proof of crimes that the commission itself conceded were other-
wise hard to believe.11 The Brazilian military also attempted to avoid
accountability for abuses, but were undone by official files. In 1985
the Catholic Church’s Archdiocese in Säo Paolo published a report –
also titled Never Again – that documented the habitual use of tor-
ture against thousands of political dissidents over two decades. The

30



P1: irk
0521858704c02 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:6

Secrecy and Security

Archdiocese relied on documents from military court proceedings
that had been secretly photocopied by lawyers associated with the
church.12

In 1989, the Chilean junta led by General Augusto Pinochet yielded
power following elections to a civilian President, Patricio Aylwin, who
created a commission based on the Argentine model, but with sig-
nificant limitations: The commission could not investigate abuses
that did not lead to death or disappearance, and its access to mil-
itary records was restricted. Nevertheless, the commission found
documentary evidence of at least 2,000 deaths.13 Other records also
surfaced to incriminate the Pinochet regime. In Buenos Aires, the
investigative journalist Mónica González found a cache of files that
revealed the Chilean-led effort to coordinate “anti-subversion” activ-
ities by the security services of several military regimes, eventu-
ally known as Operation Condor. In Paraguay, activists uncovered
tons of intelligence documents that laid open Condor’s breadth and
the role of Paraguayan security forces in the torture and execution
of dissidents. It became known as the Archivo del Terror – the
Archive of Terror.14 (In 2003, Chilean President Ricardo Lagos
appointed a second commission to document abuses under the mili-
tary dictatorship; the commission issued its report in November 2004,
describing the indiscriminate detention and torture of thousands of
Chileans.15)

Many other Latin American countries marked the transition to
democratic rule with inquiries to reveal the past abuses of security
services.16 After Mexico ended seventy years of rule by the Insti-
tutional Revolutionary Party in 2000, the government of President
Vicente Fox appointed a special prosecutor to investigate hundreds
of cases of “forced disappearances” by security services that had been
documented by the National Human Rights Commission. The gov-
ernment also opened 60,000 files that detailed an extensive spying
and disinformation campaign against opponents of the state from
the 1960s to the 1980s. The files also contain:

. . . records of an even dirtier war, which chronicle the state’s
attempt to eliminate the radical left: army counterinsurgency
plans; cables from Guerrero [state] describing the hunt for gueril-
las, the mass detentions of families of rebel leaders. Reports on
interrogation sessions. Photographs of detainees with visible signs
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of torture. Photographs of dead people . . . [The] records have all
the hallmarks of an efficient intelligence bureaucracy: perfectly
organized, pristine, arranged chronologically.17

Similar experiments with post-transition openness were under-
taken in Africa, most prominently in South Africa after the end of
the apartheid government in 1994.18 Secrecy had been a way of life
under the apartheid regime, bolstered by strict laws that prevented the
release and distribution of information about the activity of security
forces.19 A post-apartheid Truth and Reconciliation Commission was
given the power to compel the release of documents on the suppres-
sion of political dissent, and found many papers that demonstrated
the breadth and intensity of the government’s effort.

But the commission also determined that its investigation had
been thwarted by a concerted effort to destroy incriminating records
in the waning years of the apartheid government. The apartheid state
(the commission concluded in 1998) had sought to impose “a selective
amnesia” on the nation through “a massive deletion of state documen-
tary memory within the security establishment.”20 That the commis-
sion could take this view – when thousands of victims remained to
testify to the conduct of the security services – was itself a testament
to the symbolic power of the official file.

The new attitude of openness was evident in the 1990s in the
United States, where sensitive projects that had been hidden in the
name of national security were laid open for public scrutiny. In 1995,
a special commission reported on a decades-long series of radiation
experiments secretly undertaken by government scientists on unwit-
ting American citizens.21 A 1998 law compelled the declassification
of files that showed the support secretly given by the CIA and FBI to
former Nazi officials, including suspected war criminals, in the ear-
liest years of the Cold War.22 In 1999 the Clinton administration also
ordered a review of documents that revealed the U.S. government’s
role in the Pinochet coup of 1973, and its knowledge of human rights
abuses by Chilean and other South American security forces.23

The enclave survives

Throughout the Cold War, the security establishments of most
nations – the national communities of defense, intelligence and
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counterintelligence, and internal security agencies – successfully
resisted demands for increased openness. In authoritarian states, this
secretiveness was justified under the “doctrine of national security,”
which said that openness and the other democratic virtues would
have to be subordinated in the drive to suppress imminent and sub-
stantial threats to the state.24 Even democratic states had their own,
more benign version of the national security doctrine, which said that
the power to address security threats ought to be concentrated in the
hands of well-meaning but secretive elites. In any case, the effect was
to transform the security establishment into an enclave of secrecy – a
realm in which the usual logic of transparency (a calculus of the ben-
efits and risks of openness) did not apply. Security was an absolute
trump over any demand for openness.

The two decades that followed Argentina’s 1984 Nunca Más report
were years of horrible revelation. The walls that had protected many
security establishments from outside scrutiny collapsed, providing
proof of terrible abuses done by military, intelligence, and police
forces. The disclosure of official files was often justified as a method
of achieving justice for the victims of security agencies, but it also
constituted a repudiation of the logic that had allowed security estab-
lishments to survive as enclaves of secrecy. The dangers of allowing
security to act as an absolute trump had become too clear.

As a matter of policy, the implication was that security establish-
ments could not be allowed to survive as enclaves of secrecy. Through-
out the 1990s, many human rights advocates asserted a new norm –
“a right to know the truth,” validated in international law, that had
to be weighed against security concerns.25 Many countries emerg-
ing from authoritarian rule attempted to entrench this proposition
by adopting constitutional or statutory provisions that affirmed, in
general terms, a right to information. These actions, one observer
suggested, reflected a “critical transformation” of the terms in which
citizens related to the state, which would limit the potential for abuses
of state power in the future.26

But had there really been a fundamental shift in thinking about
transparency in the security sector? In reality, the security establish-
ment in many nations appeared to be more resilient than expected.
In Argentina, the activities of the national intelligence service, SIDE,
were still broadly defined as state secrets, and SIDE became the
principal force opposing the adoption of a national disclosure law.27
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Brazilian policy makers also resisted adopting a disclosure law,
thereby thwarting public demands for access to the dictatorship-
era archives of its security forces.28 Chile lacked a disclosure law as
well; meanwhile, a statute creating Chile’s new National Intelligence
Agency contained provisions designed to preserve the secrecy of the
information it collected.29 And countries that had adopted disclo-
sure laws took special precautions to protect security organizations.
The Peruvian law adopted in 2002 does not include the armed
forces or national police.30 Similarly, the Ecuadorian law adopted
in 2004 prohibits the disclosure of classified national security infor-
mation except with the approval of the military-dominated Consejo
de Seguridad Nacional. The law’s adoption was delayed for a year
because of resistance from the country’s Armed Forces.31

Most countries in Central and Eastern Europe also adopted
broader constitutional and legislative guarantees of a right to gov-
ernment documents. But by the late 1990s, the region had also been
affected by a second and contrary trend: the adoption of new state
secrecy laws. (I examine the reasons for this trend in more detail in
Chapter 6.) In 2002, the head of Slovakia’s National Security Office,
rebutting criticisms of the country’s new state secrecy law, explained:
“The right to access classified information is not a human right.”32

This was correct, in the narrow sense that there was no irrefutable
right to classified information – but it also would not be saying any-
thing at all, as there is no irrefutable right to any kind of information,
even unclassified. More likely the security official was resisting pres-
sure to extend the logic of transparency – the balancing of harms
and benefits from disclosure – into the security sphere. The Latvian
Supreme Court reached the same conclusion in 2003, insisting, in a
case that challenged the Latvian state secrecy law, that the “human
right to freedom of information” did not include the “right of requir-
ing access to state secrets.”33

In fact, many new disclosure laws include special protections for
security organizations. India’s 2002 law did not apply to nineteen of
the country’s security and intelligence organizations. This, as activists
have noted, created a philosophical contradiction: On the one hand,
the law mandated the immediate disclosure of information when it
concerned the “life and liberty of a person”; on the other, it did not
impose this mandate on the agencies most often accused of violating
civil liberties.34 In 2005, the Indian government amended the law
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to accommodate this criticism, providing a limited right to infor-
mation from security and intelligence agencies in cases of alleged
human rights abuses. In 2003, South African intelligence authorities
persuaded the government to delay the full application of the coun-
try’s disclosure law, and lobbied for a permanent exemption from its
requirements. Human rights advocates have complained that security
agencies destroyed or hid records for several years after the transition
to majority rule.35

Even established democracies have proved reluctant to press
transparency in the security sector, as the United Kingdom recently
demonstrated. In 1997, Britain’s newly elected Labour government
published a discussion paper on their plans for the country’s first Free-
dom of Information Act. Although the paper was widely hailed for its
progressive attitude on openness, its liberality had sharp limits: Sev-
eral key security organizations were totally excluded from the law.36

As added protection, the new law also excludes any information held
by other parts of government that is supplied by these agencies, or
even relates to them. For other parts of the security establishment,
British cabinet ministers are allowed to sign certificates to prevent
independent review bodies from overruling their judgment about
whether national security interests are at stake.37

Other Commonwealth countries take a similar approach. For
example, Australia’s Freedom of Information Act – one of the oldest
outside the United States – also excludes key intelligence and coun-
terintelligence services, and gives ministers the power to block courts
from questioning their claim that disclosure of information would
harm national security.38 Governments in New Zealand and Canada
may also issue such certificates. In Western Europe, some countries
simply exclude information from their disclosure laws if it has been
classified by government officials for national security reasons.39

Even in the United States, the security establishment enjoys a spe-
cial level of protection against demands for openness. The Freedom of
Information Act denies a right of access to information that is prop-
erly classified. The critical question is whether courts are prepared
to challenge official decisions about the application of classification
rules; even though the law was modified in 1974 to encourage closer
scrutiny, it remains true that courts are very reluctant to challenge
executive branch judgments on the classification of documents.40

Other programs to declassify documents, while important, affect only
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a small and diminishing proportion of the total stock of classified
documents. (The government’s 2005 statistics suggest that the pace
at which new classified information is created is increasing, while
the volume of information being declassified through special review
programs has declined to its lowest point in a decade.41) Despite the
protection already given to national security information under the
Act, four intelligence agencies have also lobbied successfully to have
their “operational files” completely excluded from the law.42

By 2004 it was clear that the lesson drawn from these two decades
of revelation was largely a lesson about history. The proposition that
transparency could be used as a tool for controlling human rights
abuses within the security sector was not carried forward; on the
contrary, security organizations continued to exist in enclaves where
the logic of transparency did not apply. The “right to know the truth”
was a right that applied to collapsed regimes or historical records of
fading relevance; openness served as a tool for achieving “transitional
justice,” to use a phrase widely applied by legal scholars.43 Jon Elster
characterized access to the files of security organizations as one way
of “closing the books” – an unfortunate turn of phrase, perhaps, as
the difficulty lay largely in the fact that the books had never been
open.44 But it conveys the reality: Once accounts were settled, security
organizations began rebuilding the walls of the enclave.

New threats, new secrets

In the United States, the process of rebuilding these walls of secrecy
had begun even before the terror attacks of September 11, 2001. In the
early 1990s, defense and intelligence agencies resisted initiatives to
reform classification rules and declassify Cold War records, only to be
overruled by the White House and Congress; by the end of the decade,
however, the political climate in Washington had shifted. Declassi-
fication efforts were underfunded, while conservatives’ fears about
the threat of espionage by agents of the Chinese government under-
mined efforts to develop less onerous classification policies.45 “The
vast secrecy system,” Senator Daniel Patrick Moynihan complained,
“shows no signs of receding.”46

After September 11, secrecy became even more deeply en-
trenched, once again raising fears about the harm being done to civil
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and political rights behind closed doors. Hundreds of aliens were
detained by the U.S. government, which refused to reveal their names
or their place of detention; many were subsequently deported fol-
lowing hearings that were closed to the public. Hundreds of alleged
“enemy combatants” – many held on slight evidence and having lit-
tle or no value as sources of intelligence value – were hidden at a
Defense Department facility in Guantanamo Bay. The Central Intel-
ligence Agency ran its own network of secret detention facilities, as
well as a secret program to seize suspected terrorists covertly from
other nations.47 Much of this was deeply disturbing, but nonethe-
less familiar: It was the sort of behavior one expected to see from
the regimes that had allowed security concerns to overwhelm con-
cern for human rights. However, Americans also saw a new form of
secrecy emerging after September 11, as organizations not typically
counted within the security establishment began to restrict access to
information already in the public domain.

The withdrawn material was of two types. The first was infor-
mation about so-called “critical infrastructure” – such as refiner-
ies, pipelines, dams, nuclear plants, power lines, and other physical
assets, as well as less tangible assets such as computer systems – that
seemed vulnerable to terror attacks. In the months following 9/11,
several federal agencies – hoping to avoid providing a “road map for
terrorists” – restricted or eliminated access to maps that showed the
location of critical infrastructure, or reports that assessed the risks
that these facilities posed to neighboring communities.48 For exam-
ple, the Federal Energy Regulatory Commission, which regulates key
components of the nation’s energy infrastructure such as hydroelec-
tric dams and natural gas terminals and pipelines, withdrew a sub-
stantial amount of material from its web-accessible docket, instead
making the information available to selected individuals subject to
restrictions on its use.49 The Department of Homeland Security also
adopted new rules that allowed it to deny requests for “critical infras-
tructure information” provided to it by industry.50

A second type of now-restricted information related to the mon-
itoring and inspection work of federal agencies. Two weeks after
the 9/11 attacks, the Federal Aviation Administration blocked public
access to its database of enforcement actions, which journalists had
used to identify security lapses by airlines and airports.51 Federal
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officials also denied access to the results of “detection tests”
undertaken to check whether weapons would be discovered at airport
security checkpoints.52 The Transportation Safety Administration,
formed in the aftermath of 9/11, later received broader statutory
authority to withhold “sensitive security information” without regard
to the requirements of the Freedom of Information Act.53 The Cus-
toms Service refused to release information about its inspection
practices for incoming shipping containers,54 while the Nuclear Reg-
ulatory Commission decided that it would no longer release score-
cards showing the results of its inspections of the physical security of
nuclear plants or information about enforcement actions on matters
relating to plant security.55

These new policies reflected a fundamental shift in perceptions
about the character of the security threat confronting the United
States. In the era of the Cold War, security policy had been premised
on the assumption that the principal threat to national security would
be posed by other states, and that those threats would be manifested
through overt military confrontations rather than sporadic acts of
terror or sabotage within national borders. The 9/11 attacks com-
pelled a reconsideration of this view, weakening the concept of the
“impenetrable nation state”56 and inducing “a level of vulnerability
that Americans have not seen since they were living on the edge of a
dangerous frontier 150 years ago.”57

Fears about the United States’ susceptibility to domestic attack,
already stoked by the attacks, were further heightened in the fol-
lowing months. Bush administration officials said that documents
found in al Qaeda’s Tora Bora cave complex in eastern Afghanistan
in December 2001 gave evidence of further plotting: maps of the
Washington subway system, blueprints of nuclear power plants and
water distribution systems, photographs of the Seattle waterfront,
and trade publications of the American chemical industry.58 In
January 2002, the computer of a suspected al Qaeda member was
found to contain detailed information about dams and water systems
in the United States.59

The attempt to restrict access to information that might reveal
domestic vulnerabilities was subject to three main criticisms. The first
was a fatalistic view about the likely effectiveness of such efforts in a
world of “information abundance.”60 In 2002, a George Washington
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University Law student, Air Force Major Joseph Jacobson, demon-
strated that information comparable to that contained in the EPA’s
now-inaccessible risk-management plans could be compiled from
other sources on the internet. Producing a list of chemical plants that
could be potential targets was straightforward, and enough informa-
tion on production processes for specific plants could be obtained to
reach conclusions about the “off-site consequences” of an accident
that were roughly comparable to the conclusions provided by plant
owners to the EPA. “Not posting this information on the Internet,”
Jacobson concluded, “simply forces a would-be terrorist to spend a
few extra minutes on the computer researching available ‘target’ data
that would otherwise be conveniently assembled by the EPA.”61

A 2004 RAND study reached a similar conclusion, observing that
in many cases information similar to that provided by government
sources was available from “a diverse set of non-federal sources” –
and that in any case “direct access or observation” of potential targets
was more likely to be the first choice for collecting information needed
to plan an attack. A survey of hundreds of federal data-sets revealed
none whose contents were “critical to meeting attacker needs.” The
study also noted that attackers had the advantage of a “broad range”
of targets: If access to information about one potential target was
blocked, another could easily be found.62

A second criticism of these new restrictions emphasized the harm
done to citizens, because of their undermined capacity to monitor
government or business actions that would have an important impact
on their well-being. In the three years following the September 11th
attacks, complaints about the erosion of these rights were common,
although the evidence was still inchoate. In one prominent case, a
Utah-based environmental group, Living Rivers, challenged the Inte-
rior Department’s refusal to provide maps that showed the likely
impact of a failure of the Glen Canyon Dam on the Colorado River,
the second highest concrete-arch dam in the United States. Govern-
ment officials justified their refusal by arguing that the maps would
reveal that the dam could be turned into a “weapon of mass destruc-
tion,” threatening down-river communities.63 Living Rivers retorted
that residents were being kept “in the dark” about risks posed by the
dam; however, the group conceded that it had been able – through
other sources – to document those risks.64

39



P1: irk
0521858704c02 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:6

Blacked Out

Critics complained that new rules to protect “critical infrastruc-
ture information” also undercut their rights. Community organizers
in Virginia said that FERC’s new rules to protect energy infrastruc-
ture had compromised their ability to learn the proposed route of a
new natural gas pipeline, constraining residents’ ability to mobilize
against a route that crossed their property and created a significant
safety risk.65 At the same time, activists in Alabama claimed that
FERC’s rules would restrict access to information about the safety
of a liquid natural gas terminal proposed for the Port of Mobile.66

Many journalists also protested over FERC’s insistence that they
sign agreements before receiving information that allowed FERC
staff to undertake a pre-publication review of stories based on that
information.67 On the other hand, FERC asserted in 2004 that it had
not received any complaints that a participant in a Commission pro-
ceeding had been denied access to information needed to participate
in the proceeding.68

Early decisions to withhold information sometimes failed to rec-
ognize the distinction between information that revealed previously
unknown vulnerabilities and information that merely confirmed the
magnitude of known risks. The failure of the Glen Canyon Dam was
a known risk, particularly after a government official affirmed under
oath that its failure could cause “mass destruction”; the security inter-
est in withholding details about the precise dimensions of the likely
destruction was less clear. It was similarly obvious that a substan-
tial risk would be posed by a liquid natural gas terminal located in a
populated area. The case for withholding information about hidden
weaknesses – for example, about the location of airports or nuclear
plants that frequently failed security tests – seemed clearer.

There were many critics who were prepared to challenge even
this position, however. This was the third criticism made against the
new pattern of secrecy: Rather than promoting security, the unwill-
ingness to disclose information about vulnerabilities actually weak-
ened it. The decision to withhold details about gaps in security was
predicated on the assumption that officials or businesses that held
the information would take steps to remedy the problems. But here
was the fundamental question: Could large bureaucracies – public
or private – be trusted to act vigorously without being prodded by
journalists or advocacy groups who shared knowledge of security
defects?
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Skepticism about the public’s ability to rely on the vigilance of
officials in fixing security problems pervaded the post-9/11 debate
over the withholding of information. Rena Steinzor, a sharp critic of
rules to protect “critical infrastructure information” collected by the
Department of Homeland Security, warned:

Disclosure leads to accountability not just for information but
for eliminating the vulnerability the information describes. As a
matter of human nature, the absence of this powerful incentive for
action will lead to failures to address security problems, ultimately
making people less safe, not more. These outcomes will occur
even if the individuals who know about a vulnerability are well-
meaning and patriotic because it is very difficult for Americans to
combat institutional inertia from a wide variety of sources. . . . The
dilemma is not whether information will fall into terrorist hands,
but rather whether suppression of such information, . . . will lead
to even graver outcomes.69

As if to validate Steinzor’s complaint, the Department of Home-
land Security announced in 2004 that it had sharply reduced the
number of chemical plants it regarded as serious terror risks, a deci-
sion that limited plant owners’ obligation to invest in new security
measures.70

The Nuclear Regulatory Commission’s restrictions on access were
challenged for similar reasons. Advocacy groups that had long com-
plained about industry influence over the regulator argued that the
NRC’s decision to withhold new security standards would simply
hide its unwillingness to set rigorous rules on the protection of
nuclear plants against terror attacks.71 “Without public pressure,”
a Greenpeace spokesman said in August 2004, when the Commis-
sion announced further restrictions on inspection data, “these guys
go back to sleep.”72 A month later, federal auditors validated that
complaint: A report by the independent Government Accountability
Office criticized the Commission for its slowness in improving secu-
rity, suggesting that its efforts had been compromised by close rela-
tionships with plant owners.73 A few months later, the Commission
was chastised again, this time for withholding data from a National
Academy of Sciences panel charged with assessing the vulnerability
to terrorist attack of spent-fuel cooling pools at some reactor sites.
The panel ultimately concluded that the Commission had not taken
adequate measures to limit risks.74
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Transparency and security

Criticisms such as these pose a challenge to a precept that has, for
many years, sustained the security establishment as an enclave in
which the right to information has little hold: the presumed identity
of security and secrecy. The assumption that the defense of national
security demands strict controls on the flow of information is deeply
embedded in bureaucratic – and popular – culture. But events fol-
lowing the 2001 terror attacks give reason for holding an alternative
view: that in robust democracies, the path to improved security may
actually lie in a policy that encourages the free flow of information.

The 9/11 Commission, like the earlier Joint Congressional Inquiry
into 9/11, concluded that informational blockages contributed to the
failure of federal agencies to anticipate the terror attacks. Most of the
ten “operational opportunities” to deter the attacks that the Commis-
sion identified in its 2004 report involved the failures to share infor-
mation within or between agencies.75 By the summer of 2001, CIA
Director George Tenet told the Commission, senior officials respon-
sible for counterterrorism had deep concern about an impending
attack: In Tenet’s words, “the system was blinking red.” But no warn-
ing was distributed to lower-level officials responsible for dealing with
attacks within the United States, and investigators working on late-
emerging leads on potential threats did not connect them to broader
concerns about impending attacks.76

For the Commission, one of the essential steps in reform follow-
ing the 9/11 attacks was overcoming the bureaucratic and technical
hurdles to the sharing of information within the federal government.
In its final report, the Commission urged abandoning the “‘need-
to-know’ culture of information protection” in favor of a “‘need-to-
share’ culture” that rewards information sharing. By doing this, the
Commission argued, analysts and investigators would have a better
chance of “connecting the dots” to anticipate impending threats.77

Other commentators reached the same conclusion. “Today,” says
Bruce Berkowitz, “effective warning often means getting informa-
tion in front of as many people as possible so as to improve the odds
that someone will see a telltale pattern.”78

This approach to reform can be regarded as a combination of
an old problem with new technology. The problem of “connecting
the dots” was described forty years ago in a classic study of the
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intelligence failure before the attack on Pearl Harbor. The United
States had ample signs of an impending attack in 1941, Roberta
Wohlstetter argued, but the critical signals were lost in a “buzzing
and blooming confusion” of irrelevant information, or “noise.”79 The
task of distinguishing signals from noise constituted the intelligence
analysts’ key challenge. Then – as now – it was complicated by limited
organizational resources. (The FBI’s counterterrorism head told the
9/11 Commission that he wished he had had “500 analysts looking
at Bin Ladin threat information” in the summer of 2001 – “instead
of two.”80)

The most extreme example of an attempt to distinguish signals
from noise may be the University of California’s SETI project – an
attempt to discern evidence of extraterrestrial intelligence from an
overwhelming amount of data collected by the world’s largest radio
telescope. The task of analysis requires enormous computing power,
which as a practical matter would be unavailable if investigators were
compelled to rely on a single computer. Instead, SETI researchers
developed an alternative approach, in which analytic tasks are under-
taken by a network of over three million personal computers that
receive data from SETI and process it using otherwise idle capacity.
Researchers estimated that the approach had yielded the computing
power equivalent to a $300 million supercomputer.81

This “distributed-computing” model has become an increasingly
popular approach for handling complex analytic problems. The post-
9/11 investigations recommended what is essentially the bureaucratic
equivalent, proposing a network in which data is widely shared and
that harnesses the analytic capacity of a much larger group of spe-
cialists. A prerequisite, according to the Commission, is the loosening
of Cold War-era rules that gave greater weight to the risks of inad-
vertent disclosure than it did to the benefits of broad dissemination.
The approach to reform is liberal but still limited: It proposes better
information sharing principally inside the community of government
agencies.

Nevertheless, a similar logic could be used to justify broader
information sharing to stakeholders outside government as well.
Like many officials inside government, the general public remained
unaware of high-level concern about impending attacks in the sum-
mer of 2001. An informed public might have observed actions that
gave evidence of looming threats: It was an attentive citizen, after
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all, who alerted the FBI to the suspicious behavior of the alleged
“twentieth hijacker,” Zacarias Moussaoui.82 (A few weeks before the
September 11th attacks, actor James Woods also observed suspicious
behavior by four Middle Eastern men on a transcontinental flight; he
later identified two as 9/11 hijackers.83) Representatives of the vic-
tims’ families later suggested that the public might have made sense
of events on the morning of September 11 more quickly – perhaps tak-
ing steps to minimize the effect of the attacks – if they had been told
about the intelligence community’s assessment of the risk of attack.84

Before September 11, the congressional inquiry concluded in 2003,
“the U.S. Intelligence Community was involved in fighting a ‘war’
against Bin Ladin largely without the benefit of what some would
call its most potent weapon in that effort: an alert and committed
American public.”85

The Bush administration’s post-9/11 decision to invade Iraq pro-
vided further evidence of the ways in which excessive secrecy could
undermine, rather than enhance, national security. By fall 2004, it
had become clear that the war in Iraq had been justified on the basis
of intelligence that was badly flawed and twisted in its representation
to the public, and that planning for the post-combat occupation of
Iraq had also been inadequate. A policy of secrecy had aggravated the
weaknesses in analysis and planning, and created the possibility of
misrepresentation – resulting in a prolonged and bloody campaign of
pacification.

Public opinion polls conducted in early 2003 showed that Ameri-
can public opinion was overwhelmingly in favor of war with Iraq.86

Research found that support for the war was closely tied to popular
beliefs about Iraqi complicity in the September 11th attacks and the
threat that Iraq posed to American security. In a succession of polls,
a majority of Americans said that they believed there was clear evi-
dence of Iraqi involvement in the September 11th attacks; a near-
majority said that Saddam Hussein had been “personally involved”
in the attacks. Overwhelming majorities also believed that Iraq had
weapons of mass destruction.87 In a CBS poll conducted on the eve
of war in March 2003, 45 percent of Americans said that Iraq posed a
threat requiring immediate military action, and a similar proportion
expected that war would be “fairly quick and successful.”88

These assessments were later repudiated. In July 2004 the Sen-
ate Committee on Intelligence, reviewing the evidence available to
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the U.S. intelligence community, concluded that there was no evi-
dence that Saddam Hussein had tried to employ al Qaeda to conduct
terrorist attacks, and “no evidence proving Iraqi complicity or assis-
tance in an al-Qaida attack.”89 A CIA reappraisal in October 2004
also questioned earlier evidence linking the Hussein government to
an alleged al Qaeda leader, Abu Musab al-Zarqawi.90 In the same
month, the CIA’s Iraq Survey Group – a team of experts given the
responsibility of searching for weapons of mass destruction in post-
occupation Iraq – reported that the Iraqi government did not possess
such weapons at the time of the invasion, and was not actively seeking
to produce them.91 The head of the occupational authority also said
in October 2004 that the American government had underestimated
the number of troops that would be needed to preserve order in Iraq
after the invasion.92 A leaked CIA report concluded that Iraq faced a
significant risk of civil war.93

How had the American public come to hold opinions about Iraq
that proved to be so badly misguided? One reason was the Bush
administration’s public misrepresentation of the evidence available to
American intelligence agencies in the months before the war – a tactic
that was feasible because of the secrecy that prevented a more com-
plete view of the available evidence. For example, a National Intelli-
gence Estimate produced by the CIA in October 2002 noted important
disagreements within the intelligence community about the threat
posed by Iraq, and its links to al Qaeda. However, the Estimate itself
remained classified and inaccessible to the general public. Legisla-
tors with access to the Estimate and other intelligence summaries
were compelled to sign agreements pledging not to release classified
information, and the CIA resisted declassification requests.94 After the
completion of the Estimate, however, senior administration spokes-
men repeatedly made public statements about the Iraqi threat and
its connection to al Qaeda that ignored internal disputes over the
interpretation of evidence that had been recorded in the classified
document.95

Some commentators suggested that public misperceptions were
also a reflection of misperceptions within the intelligence community
about the threat posed by Iraq before invasion. Borrowing a term
coined by psychologist Irving Janis,96 the Senate Intelligence Com-
mittee suggested in July 2004 that intelligence analysts had fallen into
a “collective groupthink” that led them to ignore evidence that was
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inconsistent with their preconceptions about the Iraqi threat.97 One
of the prerequisites for groupthink is the insulation of a group from
external forces that would challenge prevailing views.98 In fact, the
intelligence community has developed mechanisms – such as inter-
nal “red teams” tasked with contesting the dominant interpretation
of evidence – designed to mimic the role played by such external
forces. But the Senate Committee says that the intelligence com-
munity’s collective predisposition was so strong that these internal
mechanisms were not deployed. (The strain of events may have con-
tributed to the corrosion of critical analysis: According to another
report, at a critical moment in 2003, CIA head George Tenet dis-
missed a dissenting view about the reliability of intelligence on the
Iraqi threat “with words to the effect of ‘yeah, yeah,’ and that he was
‘exhausted.’”99)

In August 2004, an internal CIA study concluded that its capacity
to analyze intelligence may have been compromised in other ways.
The leaked report suggested that the agency’s analytic branch had
“never been more junior and inexperienced” and that its ability to
assess intelligence was compromised by “tradecraft weaknesses.”100

If either view – groupthink or limited analytic capacity – is right,101

then it creates a powerful case for greater openness – so that other
stakeholders can perform the essential function of weighing evidence
and challenging preconceptions about its meaning.

The British government became immersed in a similar contro-
versy over its handling of intelligence on the Iraqi threat. In 2003, a
parliamentary committee criticized the government for publicly exag-
gerating the evidence of an imminent threat, and for its unwilling-
ness to provide access to intelligence papers and personnel.102 In one
instance, Prime Minister Tony Blair unwittingly relied on material
that was found to have been plagiarized from a decade-old graduate
student thesis.103 Blair eventually conceded that the pre-war evidence
on Iraq had been largely wrong.104

The American government’s approach to post-war planning suf-
fered from the same weaknesses. In 2004, it was reported that classi-
fied pre-war assessments had warned of the possibility of prolonged
and intense internal conflict in Iraq.105 Before the invasion, however,
the Bush administration had publicly rebuffed pessimistic assess-
ments about the occupation; at the same time, it refused to release
details about its post-war planning. Pressed by reporters in February
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2003, Defense Secretary Donald Rumsfeld said that “it’s not useful”
to release details on post-war planning for public discussion.106 Two
weeks before the invasion, a Council on Foreign Relations report crit-
icized the Bush administration for its failure to “fully describe to
Congress and the American people the magnitude of the resources
that will be required to meet post-conflict needs . . . [or] their per-
spectives on the structure of post-conflict governance.”107 The com-
plaint was shared by humanitarian groups who hoped to participate
in reconstruction efforts.108 Journalist James Fallows later concluded
that key planners within the Bush administration had developed their
own “groupthink” on the question of occupation – a blindness to evi-
dence of potential difficulties in reconstruction. “Everyone had that
‘Stalingrad stare’,” a senior administrator told Fallows. “People had
been doing stuff under pressure for too long and hadn’t had enough
sleep.”109

The weaknesses in decision making that preceded the Iraqi war
have been seen before. In 1968, Professor James C. Thomson, Jr.,
wrote a widely acclaimed article in The Atlantic magazine that
attempted to explain the weaknesses in the United States govern-
ment’s policy toward Vietnam. Thomson, who had served in the
Kennedy and Johnson administrations, predicted that historians
would look back at the Vietnam years and wonder how “men of
superior ability, sound training, and high ideals” could have made
decisions that were “regularly and repeatedly wrong.” The answer,
thought Thomson, could be found largely in the process of decision
making itself. The concentration of responsibility at the top led to
executive fatigue and an inability to respond to new and dissonant
information. This was compounded by a lack of expertise within
key agencies and “closed politics” of policy making on sensitive
issues.110

(Ironically, Defense Secretary Robert McNamara understood the
weaknesses of the process by which decisions on Vietnam were being
made. Unknown to Thomson, McNamara had taken the unusual step
a few months earlier of commissioning a large study of American
decision making on Vietnam. Unfortunately, the Pentagon Papers – as
they were eventually known – did little to improve the quality of gov-
ernment policy. Classified as TOP SECRET, the papers were largely
inaccessible inside government until they were leaked by Daniel
Ellsberg in 1971.)
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The problems observed by Thompson during the Vietnam conflict,
and experienced again in the months before the Iraq war, are likely
typical of large public bureaucracies. The concentration of authority
at the top of the bureaucratic pyramid means that leaders and their
advisors are overwhelmed with information, juggling problems that
are often outside their area of expertise. Fatigue, confusion, and igno-
rance about key facts are commonplace. In most circumstances, a pol-
icy of openness helps to check the damage that might arise because
of these bureaucratic pathologies. Transparency allows outside actors
to challenge evidence and present their own – to assess the merits of
proposed policies and present alternatives. The analytic capacity
of a few bureaucracies is aided by the vastly larger analytic capacity
of the public sphere as a whole. It is, in a metaphorical sense, another
application of the distributed computing model used in the SETI
project.

But this does not hold true in the security sector, where long
tradition – and an instinctive reaction against disclosure of sensitive
information – militate against transparency. This is justified in the
name of national security. Perversely, however, the security sector is
probably the one area where the consequences of poor analysis are
most severe, and where the more substantial analytic capacity of the
public sphere is most badly needed. In the long run, it may be a pol-
icy of openness, rather than secrecy, that best promotes security, by
avoiding the tremendous costs that can follow from poor bureaucratic
decision making.

Hardened targets

There is another powerful argument for greater openness on ques-
tions such as the threat posed by Iraq: the protection of basic political
rights. A decision to go to war is arguably one of the most important
choices that a nation can be expected to make, because it involves
an explicit gamble with human lives. Citizens are entitled to expect
that they will be given an opportunity to make an informed judg-
ment about the need for war. In the case of preventative rather than
defensive war, this expectation cannot be dismissed on the grounds
of urgency. Respect for the fundamental right to self-determination
demands greater openness.111 Secrecy, by contrast, compels the pub-
lic to defer to the judgment of a narrow elite.112
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Unfortunately, good arguments alone have done little to overturn
habits of secrecy within the security establishment. Openness may
help to avoid human rights abuses; it may protect political partic-
ipation rights; it may even help to improve national security itself.
All this may be true, but the security establishment nonetheless has
remained (to use the military’s own jargon) a hardened target – a sec-
tor that has largely succeeded in resisting the trend toward greater
openness in government.

There are several reasons for this. One is the ease with which
bureaucratic self-interest can be cloaked in the mantle of the pub-
lic interest. In moments of great insecurity – when the public fears
significant threats to public order – it is also least likely to challenge
claims about the need to keep secrets. We saw this in the months
following the September 2001 attacks, when the public’s willingness
to defer to government leaders soared to levels not seen in the past
thirty years and opinion polls showed that a large majority of Ameri-
cans were prepared to weaken civil rights to ensure public security.113

Furthermore, the basic equation that is essential to the maintenance
of the security establishment as an enclave of secrecy – the presumed
equivalence of security and secrecy – is deeply embedded in popular
culture. (“It’s classified,” says Maverick in the movie Top Gun. “I could
tell you, but then I would have to kill you.”)

The bureaucratic interest in keeping secrets is also very strong.
Rules on access to information perform the function of preserving
hierarchy within public bureaucracies. If lower strata of workers
within public agencies have better access to information, they are
more likely to challenge their superiors, either directly or by mobiliz-
ing constituencies outside the bureaucracy to challenge the agency
leadership. Liberalization of access rules also challenges hierarchy in
a less tangible way, by undermining status distinctions within pub-
lic bureaucracies. Within the security establishment, rank is signaled
by security clearance: To put it roughly, who you are (in terms of
social status) depends on what you know. (Access to “the inside dope,”
Daniel Ellsberg recalls in a memoir of his early years in the Defense
Department, “made you feel important.”114) An attempt to remove
restrictions on access to information is, therefore, a challenge to
social hierarchy within public agencies.

The system is also deeply entrenched in bureaucratic routine. The
work life of the vast federal bureaucracy consists, in large part, in

49



P1: irk
0521858704c02 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:6

Blacked Out

the handling of information; a change in rules about information
management – such as rules about the making and keeping of secrets –
can have fundamental and broad consequences. The current system
of secret keeping has had more than a half-century to embed itself in
bureaucratic practice. In addition there are other, less easily observed
constraints on reform, as I will note in Chapter 6: the growing web of
intergovernmental agreements that compel agencies in the American
government – and other governments as well – to retain traditional
methods of controlling sensitive information.
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REGIME CHANGE

On April 22, 2004, U.S. Defense Secretary Donald Rumsfeld gave a
luncheon address to the annual convention of the American Soci-
ety of Newspaper Editors, meeting at the J. W. Marriott Hotel on
Washington’s Pennsylvania Avenue. Fifty years earlier, it had been the
ASNE that first lobbied for adoption of a federal Freedom of Infor-
mation Act, and so it was perhaps natural for Rumsfeld to begin with
an encomium on the virtues of open government:

Our republic was founded on the notion that an unchecked gov-
ernment is a major obstacle to human freedom and to progress,
and that our leaders need to be challenged, internally through the
complex constitutional system of checks and balances, and exter-
nally by a free and energetic press. This is a notion I’ve supported
throughout my adult life. As a matter of fact, as a young member
of Congress back in the 1960s, still in my 30s, I was a co-sponsor
of the Freedom of Information Act. Now we all recognize that that
Act causes government officials occasional pain, but in my view, it
has been a valuable Act in helping to get the facts to the American
people. . . . Our great political system needs information to be
self-correcting. While excesses and imbalances will inevitably
exist for a time, fortunately they tend not to last. Ultimately truth
prevails.1

The depth of Secretary Rumsfeld’s commitment to transparency
was, at that moment, open to question. Ten days before Rumsfeld’s
ASNE speech, Defense Department officials had learned that the CBS
news program 60 Minutes II was about to broadcast a story on abuse
of Iraqi detainees at Abu Ghraib prison, west of Baghdad. The CBS
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story, based on a leaked copy of an internal report by Major General
Antonio Taguba, was damning. While Rumsfeld and other senior offi-
cials boasted publicly that the torture of Iraqi citizens had ended with
the fall of Saddam Hussein,2 Taguba had collected “extremely graphic
photographic evidence . . . [of] sadistic, blatant, and wanton criminal
abuses . . . intentionally perpetrated” by American troops.3

Although Taguba’s report, completed in early March, had leaked
to CBS and other journalists, the Defense Department did its best to
keep the lid on the story. The report had been classified as SECRET –
a decision that was later challenged as an abuse of classification rules
but restricted its circulation and would have blocked disclosure under
the Freedom of Information Act.4 The Chairman of the Joint Chiefs
of Staff, General Richard Myers, called CBS news anchor Dan Rather
on April 14, and again on April 21, twice persuading him to delay the
network’s report on Abu Ghraib.5

On April 28, CBS refused to wait any longer. But Rumsfeld said
nothing to members of Congress about the report in a briefing on
Capitol Hill only hours before the CBS broadcast.6 Interviewed by
MSNBC’s Chris Matthews the next evening, Rumsfeld refused to dis-
cuss Taguba’s investigation, denying that he knew anything more than
what CBS had reported:

MATTHEWS: You’ve seen these photos from CBS of the treat-
ment of some of the prisoners over there. RUMSFELD: Yes, I
have. . . . MATTHEWS: You’re a good man, but what is your reac-
tion to – when you see that? Are these bad apples, or is there
something in the pressure on these troops over there, the heat?
What is it that brings to – these guys are being paraded around,
made to do all these things naked and these weird kind of things to
humiliate themselves. What’s that about? RUMSFELD: I watched
the program, is all I have seen on it.7

“He did display a lot of candor today,” said Matthews after the inter-
view, thinking that he knew enough to make that judgment.

As controversy grew in the following days, Rumsfeld maintained
his silence, refusing to meet with reporters on the subject. Rumsfeld’s
press chief, Lawrence Di Rita, also declined to “talk about the specifics
of a report which (a), remains classified, and (b), remains under
review.”8 When portions of the Taguba report were posted on the
internet, some in the Defense Department still fought the tide. An
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internal e-mail from security staff warned:

Fox News and other media outlets are distributing the [Taguba]
report. . . . Someone has given the news media classified informa-
tion and they are distributing it. . . . This leakage will be investi-
gated for criminal prosecution. If you don’t have the document
and have never had legitimate access, please do not complicate the
investigative processes by seeking information. . . . THE INFOR-
MATION CONTAINED IN THIS REPORT IS CLASSIFIED; DO
NOT GO TO FOX NEWS TO READ OR OBTAIN A COPY.9

The e-mail was promptly leaked to Time magazine. Within days,
efforts to contain the scandal collapsed. In The New Yorker, journalist
Seymour Hersh published a second story on Abu Ghraib, based not
only on his own leaked copy of the Taguba report, but on military
hearing transcripts and soldiers’ correspondence as well.10 The for-
mer commander of Abu Ghraib, Brigadier General Janis Karpinski,
appeared on ABC’s Good Morning America, Nightline, and CNN’s
American Morning to rebut claims that she bore much of the responsi-
bility for the abuses. The CIA acknowledged that its Inspector General
was also investigating misconduct by its officers at Abu Ghraib,11 and
the Army conceded that it had begun over thirty criminal investiga-
tions into suspicious deaths and other abuses in Iraq and Afghanistan,
finding at least two criminal homicides.12

Finally, a week after the 60 Minutes II broadcast, Rumsfeld held
a news conference to discuss the controversy, and two days later he
was called before House and Senate committees. His frustration was
palpable. “The system works,” Rumsfeld told reporters on May 4. “I
understand the appetite of people for instant information and instant
conclusions. These things are complicated. They take some time.”13

The controversy, he almost suggested to legislators on May 6, was
fueled by an excess of openness: “Someone took that secret report
and gave it to the press” before senior officials had the chance to
properly consider it. The problem, he told senators, was this:

We’re functioning in a – with peacetime restraints, with legal
requirements in a war-time situation, in the information age,
where people are running around with digital cameras and tak-
ing these unbelievable photographs and then passing them off,
against the law, to the media, to our surprise, when they had not
even arrived in the Pentagon.14
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The controversy over the Taguba report, which metastasized in the
following weeks into a broader scandal about use of torture as a tool
in the war on terror, perfectly illustrated the Bush administration’s
attitude toward open government. As the etiquette of public discourse
required, the administration expressed its general commitment to the
principle of openness. In practice, however, it did what it could to
restrict access to government records.

The Bush administration did this because it feared the conse-
quence of excessive openness – the corrosion of its ability to maintain
a decent degree of control over the business of government. The vor-
tex into which the Bush administration had been drawn after the
60 Minutes II report could be regarded, by advocates of openness, as
the high price that is paid for excessive secretiveness. But for peo-
ple like Rumsfeld, concerned mainly with the executive’s capacity
to govern, the following week might well have illustrated the basic
problem that preoccupied their days: the irrationality and chaos of a
political system that is increasingly dominated by twenty-four-hour
news, a fractured and fractious Congress, and a burgeoning number
of special interest groups. Too much openness simply accelerated the
inherent entropic tendencies of American politics.

Overload

If nothing else, Rumsfeld’s attitude had the virtue of long consis-
tency. The drive for greater secrecy was not precipitated by the
demands of the war on terror. Concern about the executive’s capacity
to govern had preoccupied Rumsfeld and his allies for three decades,
always constraining their enthusiasm for greater governmental
openness.

Sometimes history was bent to avoid a direct acknowledgement
of this fact. It was true, as Rumsfeld told the ASNE convention, that
as a young Republican congressman he had been a co-sponsor of the
Freedom of Information Act adopted by Congress in 1966. At the time
he had even expressed sentiments about the virtues of open govern-
ment that advocates of transparency would later deploy in a futile
effort to embarrass him as Defense secretary. “Disclosure of govern-
ment information is particularly important today,” said Rumsfeld in
1966, “because government is becoming involved in more and more
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aspects of every citizen’s personal and business life, and so access to
information about how government is exercising its trust becomes
increasingly important.”15

Rumsfeld may well have believed this. However, the law that he
co-sponsored – the 1966 FOIA – was only a shadow of the contempo-
rary Freedom of Information Act. As Supreme Court Justice Potter
Stewart said in a 1973 case interpreting the law, the 1966 FOIA pro-
vided no method of challenging a decision to withhold information
that had been classified in the name of national security – no mat-
ter how “cynical, myopic, or even corrupt that decision might have
been.”16 The 1966 law provided similarly broad protection for the
FBI’s investigative files.17 The sort of openness that Rumsfeld had
praised in 1966 was one that still allowed the President and his sub-
ordinates substantial control over the outflow of information.

Congress attempted to limit this control in the fall of 1974,
after the resignation of Richard Nixon. It adopted amendments that
allowed the courts to determine whether the authority to classify
information in the name of national security had been properly
exercised, and that required the FBI and other agencies to show
that disclosure of investigative files would actually compromise its
law enforcement activities. By then, Rumsfeld was Chief of Staff
to President Gerald Ford. (Rumsfeld’s deputy was Dick Cheney.) In
November 1974, Ford vetoed Congress’s amendments to the law,
claiming that they would compromise national security and law
enforcement.18 Congress, angered by the Watergate scandal, voted
to override Ford’s veto. (Justice Antonin Scalia, then head of the
Justice Department’s Office of Legal Counsel, also supported a veto of
the FOIA amendments, and encouraged intelligence officials to make
their opposition known to President Ford.19 The 1966 FOIA had been
“a relatively toothless beast,” Scalia said later, but the 1974 amend-
ments were a “disaster.”20)

Today, the Nixon years are remembered as a time in which the
American public realized the dangers inherent in an excessive con-
centration of executive authority. Nixon had put the capstone on an
“imperial presidency,” according to the historian Arthur Schlesinger,
Jr.,21 and the Watergate scandal provided a vivid reminder of the ways
in which these broad powers could be misused. In the conventional
view, subsequent investigations into abuses by the CIA and the FBI
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helped to drive the lesson home. This narrative – centered on the
restraint of a too-powerful President – was widely, but not univer-
sally, accepted. For many in America’s governing elite, the real story
was actually about the collapse of executive authority in the United
States and other advanced democracies.

This alternative narrative was articulated in a study commis-
sioned by the Trilateral Commission in April 1974. The commission
itself had been formed a year earlier and comprised 200 top policy
makers – elected officials, businessmen, and academics – from the
United States, Japan, and Western Europe. Its first major project was
the Task Force on Governability of Democracies, set up (as the com-
mission’s director, Zbigniew Brzezinski, explained) to answer a ques-
tion being posed “with increasing urgency” by leading statesmen in
the West: “Is democracy in crisis?” Three leading scholars – Samuel
Huntington, Michel Crozier, and Joji Watanuki – were enlisted for the
study, completed in May 1975.22

Their report presented a gloomy view of the prospects for the
trilateral democracies. Profound changes in the political and social
order, the trio argued, had made “the governability of democ-
racy . . . an urgent issue.” Mass electorates had become more assertive
in their demands on government, and less trustful of public authori-
ties. Political parties had lost their capacity to channel public opinion,
leading to a “disaggregation of interests” and proliferation of lobby
groups. The influence of the old print media was being undercut by
the new broadcast media, whose news coverage tended “to arouse
unfavorable attitudes toward established institutions and to promote
a decline in confidence in government.” In the United States, Congress
had also increased its role in the political system – but at the same
time the “strong central leadership” that had focused the energy of
Congress had been toppled, with its power broadly diffused through-
out both chambers.

This broad “democratic surge,” as Samuel Huntington called it,
had led to a proliferation of demands on the executive branch of
government. But here was the predicament: As the demands on gov-
ernment grew, its capacity to respond effectively to those demands
had declined. In large part this was because of the leakage of power
to Congress, to other levels of government, and directly to the pub-
lic itself. Even within the executive branch, however, authority was
eroding, with subordinates more willing “to ignore, to criticize, or
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to defeat the wishes of their organizational superiors.” In general,
warned Huntington,

The publics in the Trilateral societies have expected much of their
political leaders. . . . In many instances, however, political leaders
have been left deficient in the institutional resources and author-
ity necessary to achieve these goals. A pervasive suspicion of the
motives and power of political leaders on the part of the public
has given rise to the imposition of legal and institutional barriers
which serve to prevent them from achieving the goals which the
public expects them to accomplish.23

The “overload thesis,” as it came to be known, gained widespread
popularity among senior officials in many countries. It articulated
their own frustration with the task of governing in societies in which
power was increasingly fragmented, and entropic tendencies – the
inclination of the whole system toward disorder – seemed increas-
ingly strong. And the passage of time seemed only to aggravate the
conditions that had been observed in the Trilateral Commission’s 1975
report.

In the United States, the number of policy areas in which the
federal government was involved continued to expand.24 At the same
time, the number of interest groups also grew substantially.25 The
Lobbying Disclosure Act of 1995 required organizations that spent
more than $20,000 on lobbying in a six-month period to file a public
report of basic information about their activity. In the first year, over
10,000 reports were filed.26 The United States, said Jonathan Rauch
in 1994, had reached a state of “hyper pluralism” – a world so thickly
populated with special interests that vigorous government action had
become impossible.27

The proliferation of interest groups was accompanied by
“epochal” changes in the organization of national media.28 The major
broadcast networks, which thirty years ago undermined the power
of national newspapers, found their own dominance in news under-
cut by the emergence of cable news networks. And the whole edi-
fice of institutionalized news production has itself been challenged
by the advent of the internet and the dramatic reduction in barri-
ers to entry into the news business. Increasingly, citizens receive the
“raw elements of news” in a “jumbled, chaotic” stream without syn-
thesis or interpretation.29 These technological changes produced a
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“never-ending news cycle” in which stories emerged and spread at
“warp speed.”30 “The media is fracturing into more choices and more
diversity,” said Ari Fleisher, President Bush’s first press secretary,
in 2005:

In the modern media world, marked by the Internet and three
all-news, all-the-time cable networks that compete furiously with
one another, the ability to digest news slowly when facts emerge
and sometimes change is seriously hindered. Gone forever are the
days when news would break, reporters and sources would discuss
ongoing developments throughout the day, and most Americans
would first hear the news in a carefully digested story hours later
on the evening news. For reporters now, it’s an immediate need
to tell and a rush to air. The need for the public to “know” hasn’t
changed, but the urgency for reporters to “tell” has grown more
intense.31

At the same time, the authority of major government institutions
continued to wane. “By almost any measure,” three scholars observed
in a 2000 retrospective on the Trilateral Commission report, public
alienation from governing institutions had “soared” over the follow-
ing quarter-century. Public confidence in the executive and legisla-
tive branches of the federal government remained far below levels
that had been recorded in the mid-1960s.32 Congress itself undertook
internal reforms in the 1970s that increased the power of committees
and weakened the authority of senior legislators, producing “condi-
tions of extreme fragmentation” that could be exploited by dissatis-
fied minorities. “The messiness and volatility of the political process
that the reforms helped amplify,” Julian Zelizer argues, “exacerbated
the perception of Washington as a town that seemed incapable of
action.”33

Congress, in turn, ignored the Trilateral Commission’s warning
against the imposition of restrictions on the executive branch. The
commission argued in 1975 that accountability had its limits: There
was a need, it said, “to assure to the government the right and the
ability to withhold information at the source.”34 Congress thought
otherwise. The Freedom of Information Act, amended over Pres-
ident Ford’s objection in 1974, now expanded access to national
security and law enforcement information. The Presidential Records
Act (1978) broke a long tradition and established that the docu-
ments of former Presidents were public property, eventually subject
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to public scrutiny.35 The Privacy Act (1974) created an obligation
for federal agencies to provide citizens with access to their personal
information. The Ethics in Government Act (1978) required govern-
ment officials to reveal details about their income and assets. The
Government in the Sunshine Act (1976) compelled government
boards and commissions to conduct their business in open meetings,
while the Federal Advisory Committee Act (1972) imposed similar
obligations on committees set up to solicit advice from individuals
outside government.

The veil surrounding the executive branch was lifted through
other laws as well. The Civil Service Reform Act (1978) provided new
remedies for public servants who had been punished for “blowing
the whistle” about misconduct within the federal government. (These
remedies were bolstered in 1989 by the Whistleblower Protection Act,
which was strengthened again in 1994.) The Inspector General Act
(1978) led to the appointment of a cadre of almost sixty indepen-
dent officers with a mandate to investigate and report publicly on
mismanagement inside federal agencies.36 The General Accounting
Office Act (1980) expanded the power of the Comptroller General to
obtain access to records held by uncooperative federal agencies.37

Meanwhile, the Foreign Intelligence Surveillance Act (1978) com-
pelled the federal government to disclose its case for counterintel-
ligence search and surveillance operations to a new body, the Foreign
Intelligence Surveillance Court.

These were the conditions that confronted Donald Rumsfeld in the
1990s, and that may have affirmed for him the dire warnings of the
Trilateral Commission a quarter-century earlier. Rumsfeld captured
the predicament of American government in an analogy: the Execu-
tive Branch as Lemuel Gulliver, the protagonist of Jonathan Swift’s
1726 tale Gulliver’s Travels. Gulliver, a ship’s surgeon, joins an expe-
dition to the East Indies that is shipwrecked on an unfamiliar coast.
Believing himself to be the sole survivor, Gulliver struggles to shore,
where he quickly falls asleep. “When I awakened,” says Gulliver,

. . . it was just Day-light. I attempted to rise, but was not able to
stir: For as I happen’d to lye on my Back, I found my Arms and
Legs were strongly fastened on each Side to the Ground; and my
Hair, which was long and thick, tied down in the same Manner.
I likewise felt several slender Ligatures across my Body, from my
Armpits to my Thighs. I could only look upwards; the Sun began
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to grow hot, and the Light offended my Eyes. I heard a confused
Noise about me, but in the Posture I lay, could see nothing except
the Sky.38

Gulliver had been captured by the Lilliputians, a race of people “not
six inches high” who had bound the stranger to earth with hundreds
of thin ropes.

In 1995, Rumsfeld – then in the private sector, the head of a
pharmaceutical company – visited Capitol Hill to provide advice
on government reform to the new House Republican majority led
by Newt Gingrich. “The federal government is, for all intents and
purposes, an institution in Chapter 11,” Rumsfeld told legislators.
Over three decades, it had become a “complex and overwhelming
behemoth” that had taken on too many functions (“I am convinced
that probably one-half to two-thirds of the federal government’s non-
central departments are no longer needed in their current form”), and
more to the point, lacked autonomy to perform any of these functions
well:

One of the problems in government . . . is legislative microman-
agement of the Executive branch. As I recall from my days
in the Executive branch, Congress imposes so many restric-
tions, requirements, and requests on the Executive branch that,
while no one of them is debilitating, in the aggregate they are
like the threads the Lilliputians used to prevent Gulliver from
moving. . . . What Congress needs to do is tell the Executive branch
generally the direction to go, where the sides of the road are, and
what the speed limit is. Then Congress should stand back, over-
see, and evaluate the administration on how well it does, and if
necessary calibrate the directions or change the drivers. Too many
hands on the steering wheel will put the truck in the ditch.39

Speaking to the National Defense University in 2002, Rumsfeld
again invoked the image of Lemuel Gulliver:

I don’t know quite how it happened, but along the road between
the time I left the government in 1977 and when I came back, last
year, a good deal of distrust has developed between the Congress
and the executive branch. . . . Something happened in the interven-
ing period, where the executive branch has done something that
causes distrust by the Congress, or the Congress has, for whatever
reason, decided that they want to put on literally thousands of
earmarks on the legislation that “You can’t do this, you can’t do
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This image, first used in the nineteenth-century advertising of a British thread
manufacturer, was reproduced in the Bush administration’s 2003 budget to illus-
trate its frustration with legislative checks on executive authority.

that, you can’t do this, you can’t do that,” where your flexibility is
just – it’s like Gulliver, with a whole bunch of Lilliputian threads
over them. No one thread keeps Gulliver down, but in the aggre-
gate, he can’t get up. And that is where we are.40

Testifying to the House and Senate Armed Services Committees two
weeks later, Rumsfeld reprised the complaint. “We find the depart-
ment like Gulliver,” Rumsfeld told legislators, calling for an end to
“micromanagement” that had cast “thousands of Lilliputian threads
over the Department.”41

Gulliver is a familiar character in Western literature. However,
he may also have had a special place in the minds of neoconser-
vatives in the Bush administration. The political philosopher Leo
Strauss was said to have invoked Gulliver frequently in his own cri-
tiques of the vulnerabilities of liberal democracies.42 Strauss’s intel-
lectual heirs included Rumsfeld’s deputy secretary, Paul Wolfowitz,
and Richard Perle, the chair of a key advisory panel within the Defense
Department.43

Soon Rumsfeld’s colleague, Treasury Secretary Paul O’Neill, was
invoking Gulliver as well,44 while President Bush’s budget director,
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Mitchell Daniels, included the analogy in the administration’s 2003
budget. (“It makes me wonder if the administration may not be requir-
ing the members of the cabinet to read Jonathan Swift’s masterpiece
of satire,” said Senator Robert Byrd.45) “At a time of national emer-
gency,” the 2003 budget said, it was critical that federal managers
should have broad discretion “to get the job done.” Yet many depart-
ments were “tied-up in a morass of Lilliputian do’s and don’ts.” The
complaint was accompanied by an illustration that looked distinctly
out of place in an American budget report produced in the twenty-
first century: a lithograph of the Lilliputians ensnaring Gulliver in
spooled cotton, first printed as an advertisement for a British thread
manufacturer almost 200 years earlier.46

The zone of autonomy

The controversy over the National Energy Policy Development Group
provided a good illustration of the forces that now attempted to
constrain executive authority – and the Bush administration’s deter-
mination to rebuff them. Chaired by Vice President Cheney, the
NEPDG met throughout 2001 to draft the administration’s pro-
posed energy policy. The NEPDG purported to be a task force com-
prised of fourteen senior government officials, but critics argued
that executives of private energy companies (including the now-
disgraced Enron Corporation) had been closely consulted about the
proposed policy while environmental groups were shut out entirely.
Following a request by two senior Democratic congressmen, in May
2001 the General Accounting Office launched an investigation of
the NEPDG’s work. Two advocacy groups, the Sierra Club and Judi-
cial Watch – joined later by nine other groups – sued the govern-
ment for disclosure of NEPDG records under the Federal Advisory
Committee Act.

The chairman of Judicial Watch, Larry Klayman, later called the
Bush administration “the most secretive of our lifetime, even more
secretive than the Nixon administration.”47 It was not clear that the
NEPDG case did much to substantiate the claim. Thirty years earlier,
the Federal Advisory Committee Act had not yet been adopted by
Congress. The particular interpretation of FACA that allowed Judicial
Watch to pursue the NEPDG case – known as the “de facto member
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doctrine” – was not affirmed by the District of Columbia Court of
Appeals until 1993.48 Judicial Watch itself was not established until
1994, and several of its supporters in the NEPDG litigation were
post-Nixon creations as well. (These included the People for the
American Way Foundation [established in 1980], OMB Watch [1983],
the National Security Archive [1985], and the Center for American
Progress [2003].) For its part, the General Accounting Office relied
on investigatory powers given to it by Congress only twenty years
earlier.49

For senior members of the Bush administration, the NEPDG case
probably exemplified how the Lilliputians went about their work. The
Vice President responded aggressively, refusing to cede any ground
on either the GAO investigation or the FACA litigation. “In 34 years,”
Cheney told ABC’s This Week in January 2002,

I have repeatedly seen an erosion of the powers and the ability
of the President of the United States to do his job. . . . We’ve seen
it in cases like this before, where it’s demanded that the Presi-
dent cough up and compromise on important principles. . . . We
are weaker today as an institution because of the unwise compro-
mises that have been made over the last 30 or 35 years.50

Cheney flatly refused to cooperate with the GAO’s inquiry, arguing
that it constituted an “unconstitutional interference” with the func-
tioning of the Executive Branch.51 The administration took the same
position in the FACA case, asserting that the de facto member doctrine
permitted an unconstitutional intrusion into the President’s “zone of
autonomy.”52 “I’m not going to let Congress erode the powers of the
Executive Branch,” President Bush told reporters. “I have an obliga-
tion to make sure that the Presidency remains robust.”53

From its earliest weeks, protecting the “zone of autonomy”
became one of the main aims of the Bush administration. According
to John F. Stacks, a senior editor at Time magazine who had super-
vised its coverage of Watergate, the Bush administration became the
most “closemouthed, closed-doored” in memory:

President Bush has held fewer press conferences at this point in
his presidency than any president since Richard Nixon during his
truncated second term. He has had almost no private interviews
with a major news organization other than the conservative Fox
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Network and has made himself available only to a select group of
conservative columnists. His cabinet officers are similarly inacces-
sible, and when they or their deputies do grant interviews, minders
from the press office sit in to make sure there are no deviations
from the official line.54

The administration also attempted to curtail many of the statutory
incursions on presidential authority. In March 2001, White House
counsel Alberto Gonzales issued the first of three orders delaying
the release of records from the Reagan administration that had
been scheduled for disclosure under the Presidential Records Act.
In November 2001, the White House finally issued a new executive
order that provided a more restrictive interpretation of its obliga-
tions under the law.55 The order broadened the grounds on which
an incumbent President could block the disclosure of documents
and asserted that former Presidents had an independent authority
to block disclosure, which could be exercised by a surrogate even
after a former President’s death. An incumbent President could also
deny access to records even if a former President did not object to
disclosure.56

The administration also sought to restrict access to documents
through the Freedom of Information Act. In October 2001, Attorney
General John Ashcroft issued a statement for federal agencies sum-
marizing the administration’s approach to the application of FOIA.
Eight years earlier, the Clinton administration had promised that it
would apply a “principle of openness” and fight FOIA cases only when
agencies could show that disclosure of information was likely to cause
harm. By contrast, Ashcroft encouraged agencies to “carefully con-
sider” whether information could be withheld, and promised that the
Justice Department would support agencies in litigation if their case
had “a sound legal basis.”57

The terrorist attacks of September 11 gave further impetus to
efforts to narrow FOIA’s impact. In March 2002, White House Chief
of Staff Andrew Card, Jr., sent a second directive to federal agencies,
urging them to give “full and careful consideration” to the restric-
tions contained in the FOIA when processing requests for information
relating to homeland security or public safety.58 The memo also gave
license to the widespread “scrubbing” of information from agency
websites, and in some cases the retrieval of documents that had
already been distributed to libraries outside of government.59 The
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law was also amended to include new restrictions on access. The
Homeland Security Act adopted in November 2002 imposed a ban
on access to information relating to “critical infrastructure” oper-
ated by the private sector,60 while the 2003 defense authorization bill
added a ban on access to the “operational files” of the National Secu-
rity Agency, a federal agency responsible for surveillance of electronic
communications.61

The Bush administration toughened policy on the handling of
classified information as well. It overhauled the executive order on
classification of federal documents, broadening the categories of
information that could be classified on national security grounds
and creating a presumption in favor of classification of information
received from foreign governments.62 The set of agencies with author-
ity to impose national security classifications was expanded,63 and
the volume of information being classified increased substantially
throughout the Bush administration. (Noting the trend, the official
responsible for oversight of classification protested in 2004 that war
was being used “as an excuse to disregard the basics of the security
classification system.”64)

The administration also invoked its authority to classify informa-
tion already in the public domain. This authority had been eliminated
by the Clinton administration but was restored by Bush in 2003, at
which time federal officials predicted that the change “should have
little impact.”65 Within months, however, the Department of Defense
classified an already-public report that was critical of the testing
program for its national missile defense system.66 In 2004 the Justice
Department classified already-public documents relating to allega-
tions by a former FBI translator that the bureau had missed critical
terrorist warnings before the 2001 attacks.67

Meanwhile the administration made clear that it would adopt a
more severe attitude toward the unauthorized disclosure of classi-
fied information. Secretary Rumsfeld repeatedly warned defense staff
about the dangers caused by leaking information and the penalties
for leakers.68 In October 2001, President Bush ordered Cabinet mem-
bers to restrict the circulation of classified information to a small
number of senior Congressional leaders, complaining that members
of Congress had acted irresponsibly by distributing sensitive docu-
ments. (The directive was rescinded after congressional protests, but
the message remained clear.) In December 2001, Attorney General
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Ashcroft established an interagency task force to review methods of
preventing leaks of classified information. The task force’s report con-
cluded that federal agencies should “take aggressive steps” to identify
and punish leakers.69

These changes in broad policy were accompanied by a series
of decisions that confirmed the administration’s determination to
tighten its hold over information. Perhaps most provocative was the
administration’s refusal to release information about its handling
of detainees taken into custody after the September 2001 attacks.
In the weeks following the attacks, federal agencies took into cus-
tody hundreds of foreign citizens within the United States who were
alleged to have links to the government’s counterterrorism investiga-
tion. The exact number of detainees was unknown, because the Jus-
tice Department stopped providing a cumulative tally after Novem-
ber 2001.70 The department subsequently refused FOIA requests for
the detainees’ names, the date of their arrest, and the place of their
detention.71 Many individuals detained for immigration violations
were deported after hearings that were closed to the public and
excluded from the public docket of forthcoming immigration cases.72

Abroad, the federal government established an “archipelago” of
prisons for suspected jihadists that includes facilities in Afghanistan,
the British dependency of Diego Garcia, Jordan, and Cuba, to which
access was tightly controlled.73 The total number and identity of indi-
viduals held at these facilities is not known.74 The Department of
Defense refused to identify the 600 foreign nationals known to be
held at the Guantánamo Bay detention facility in Cuba, or to allow
the detainees an opportunity to meet with legal counsel, or to con-
cede that detainees had a right to challenge the legality of their deten-
tion in American courts.75 This latter position was repudiated by the
Supreme Court in June 2004.76 Even after this ruling, however, news-
paper reports suggested that federal agencies intended to deny habeas
corpus rights to some detainees, who were to be “kept off the books”
for intelligence reasons.77

At home, the Bush administration resisted congressional efforts to
oversee its antiterror efforts. The joint congressional inquiry into the
performance of the intelligence community before the 2001 terror
attacks complained in its December 2002 report that its investiga-
tions had been compromised by the unwillingness of the intelligence
community to provide documents.78 Public disclosure of the report

66



P1: IYP
0521858704c03 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:11

Regime Change

itself was held up for seven months as an administration working
group scrubbed it by removing classified information.79 The pub-
lished version of the report excluded critical passages relating to pre-
9/11 warnings of terror attacks and connections between “a foreign
government” – widely believed to be Saudi Arabia – and the 9/11
attackers. Even after the Saudi government itself requested the pub-
lication of the excised portions of the report, the Bush administration
refused.80

For a year, the administration also resisted congressional pres-
sure to establish an independent commission with a broader man-
date to investigate the government’s response to terror threats and
the 9/11 attacks.81 President Bush’s first choice to chair the com-
mission, Henry Kissinger, was a Nixon administration veteran who
shortly resigned from the position following controversy over his
alleged conflicts of interest. He was replaced by Thomas Kean, for-
mer Republican governor of New Jersey, who later expressed frustra-
tion at the administration’s refusal, on the grounds of executive priv-
ilege, to release documents that showed what the President had been
told about terrorist threats before the attacks.82 Bush also refused to
allow his national security advisor, Condoleeza Rice, to give public
testimony to the commission, again citing executive privilege.83 In
January 2004, the President resisted the commission’s request for an
extension of time to complete its final report.84 The administration
later refused to declassify and release a critical background report
prepared for the commission, which showed that federal aviation
officials had collected substantial evidence on the threat posed by
suicide hijackers before the 9/11 attacks.85

As the Bush administration’s attention shifted to war against Iraq,
its concern for secrecy continued. Bob Woodward alleged that in 2002
the administration covertly diverted $700 million dollars that had
been appropriated for counterterror efforts to finance its preparations
for war in Iraq, an action that avoided congressional scrutiny of its
pre-war planning.86 At the same time, senior defense officials refused
to provide Congress with estimates of the resources likely to be needed
during post-war occupation, and punished military staff who offered
their own views on the subject.87 In April 2004, the Republican chair
of the Senate Foreign Relations Committee, Senator Richard Lugar,
complained about the defense department’s unwillingness to allow
officials to testify before the committee and its more general failure
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to communicate with Congress about “Iraq plans and cost estimates”
since 2002.88

There were even stronger complaints about the administration’s
unwillingness to make a public showing of its case for war in Iraq.89

It produced a National Intelligence Estimate on the threat posed by
Iraq in September 2002 only after a request for an analysis was made
by the Senate Intelligence Committee.90 The estimate itself was clas-
sified. A CIA discussion paper that was publicly released in October
2002 was later criticized for omitting caveats contained in the classi-
fied Estimate that significantly weakened key claims about the threat
posed by Iraq.91 A July 2004 report by the Senate Intelligence Com-
mittee concluded that the discussion paper’s omissions resulted in the
misrepresentation of the more cautious assessments in the classified
document. However, the administration blocked the committee from
publishing its reasons for reaching that conclusion.92 In all, the CIA
insisted that about one-fifth of the Senate Committee report should
be withheld for national security reasons. Some senators – including
former majority leader Trent Lott – were so outraged by the agency’s
decision that they called for a new independent commission to make
decisions on classification.93

The secretiveness that typified the handling of post-9/11 detainees
also continued in post-war Iraq. At Abu Ghraib prison near Baghdad,
military officials took steps to limit access by representatives of the
International Committee of the Red Cross, even though the ICRC’s
reports are delivered in confidence to the United States government.
Following a critical ICRC report in November 2003, military officials
restricted the ICRC’s ability to conduct “no-notice inspections” within
parts of the prison.94 The Taguba report later documented the practice
of treating some Abu Ghraib prisoners as “ghost detainees”:

The various detention facilities operated by the 800th MP Brigade
have routinely held persons brought to them by Other Govern-
ment Agencies (OGAs) without accounting for them, knowing
their identities, or even the reason for their detention. The Joint
Interrogation and Debriefing Center (JIDC) at Abu Ghraib called
these detainees “ghost detainees.” On at least one occasion, the
320th MP Battalion at Abu Ghraib held a handful of “ghost
detainees” (6–8) for OGAs that they moved around within the
facility to hide them from a visiting International Committee of
the Red Cross (ICRC) survey team.95
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The practice, said Taguba, was “deceptive, contrary to Army Doc-
trine, and in violation of international law.” But in at least one
case, an Abu Ghraib detainee was hidden from ICRC officials on the
direction of Secretary Rumsfeld himself.96 News reports based on
leaks from troubled military officials later described a common prac-
tice of holding ghost detainees at Army facilities in Afghanistan as
well.97

Attempts to probe allegations of more widespread torture of
detainees by defense and intelligence agencies were again compro-
mised by secretiveness. Although the Army had for many years
included its interrogation rules in publicly available field manuals,98

new rules for more aggressive interrogation within the country’s over-
seas detention centers, approved by Secretary Rumsfeld, were classi-
fied on his authority as secret documents.99 The administration also
resisted demands for disclosure of memoranda in which senior offi-
cials debated the extent to which its interrogation policies were con-
strained by domestic and international law. Its slowness in providing
documents and witnesses undermined congressional inquiries into
the torture controversy.100

Worse than Watergate?

The breadth of the Bush administration’s attempt to restrict openness
appalled many observers. The criticism was unsparing. The U.S. gov-
ernment, said the Reporters’ Committee for Freedom of the Press, had
“embarked on an unprecedented path of secrecy.”101 Comparisons to
the generally acknowledged nadir of presidential accountability – the
Nixon administration – were common. John Dean, Nixon’s former
counsel, argued in April 2004 that the Bush administration had cre-
ated “the most secretive presidency of my lifetime. Their secrecy is far
worse than during Watergate . . . Their secrecy is extreme – not merely
unjustified but obsessive.”102 Arthur Schlesinger, Jr., endorsed Dean’s
view. The Freedom of Information Act was a “most beneficial law,”
Schlesinger said, “until Ashcroft got hold of it.”103

This was hyperbole, which confused ambition with accomplish-
ment. The Bush administration may have aspired to restore the
degree of secrecy that had prevailed thirty years ago, but its capac-
ity to achieve that goal was severely compromised because of the
profound changes in the structure of American politics that had

69



P1: IYP
0521858704c03 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:11

Blacked Out

been wrought over those three decades. The Lilliputians (to con-
tinue the metaphor) had become more numerous, bolder, and more
clever.

For example, the Bush administration did not attempt to revoke
any of the ten major disclosure statutes that had been adopted by
Congress between 1972 and 1980.104 The administration attempted
to change the interpretation of those laws, and sometimes to amend
them – but these efforts, while serious, are different in degree than
an effort at complete revocation. It would be difficult for the Bush
administration to be “worse than Watergate” – in actual, rather
than intended, secretiveness – while at the same time being sub-
ject to a battery of disclosure laws with which President Nixon never
contended.

Broadly, there were two reasons why a complete rollback of this
legislation was never attempted. The first was that public opinion
would not tolerate a direct assault on post-Watergate controls. Trust
in government institutions had corroded too far and openness had
become too deeply entrenched in public opinion as one of the predi-
cates of governmental legitimacy for a direct assault to succeed. The
shift in public opinion may have been illustrated by the character
of the reaction to the Bush administration’s attempt (in the Patriot
Act) to extend the role of the Federal Intelligence Surveillance Court.
In 1978, creation of the FISC had been regarded as a liberal reform,
providing a new check on the opaque process by which the federal
government undertook electronic surveillance on its citizens.105 By
2002, however, the secretiveness of the court made it the object of
suspicion as well.106 The taint of illegitimacy was now borne by the
guardians as well as the guarded.

Public hostility toward secretiveness was now manifested in a
new and immediate form: the internet poll. Should the Bush admin-
istration be forced to disclose the records of the National Energy
Policy Development Group? Yes, said 58 percent of respondents to
an Excite.com poll. Should National Security Advisor Condoleeza
Rice be compelled to testify under oath before the 9/11 Commission?
Yes, said 69 percent of respondents to an online poll by Milwaukee’s
WDJT TV. Should the President and Vice President be required to tes-
tify publicly before the commission? Yes, said 53 percent of respon-
dents to a poll by New Haven’s WTNH TV. Had Secretary Rumsfeld
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provided satisfactory answers about the Abu Ghraib abuses in his tes-
timony to congressional committees? No, said a majority of respon-
dents to MSNBC’s online Question of the Day. These polls were
ephemeral and methodologically suspect. In aggregate, however, they
gave a new voice to a broad popular impatience with conventional
arguments in favor of governmental openness. Even if the administra-
tion did not always bend to the pressure – as Cheney did not – the polls
suggested that the administration paid a price for its secretiveness.

Popular resistance to radical reform of existing controls was stiff-
ened by the larger number of advocacy groups who sounded the alarm
when the executive branch attempted to restrict openness. CNSS
et al v. Department of Justice (the legal challenge to the Bush admin-
istration’s denial of access to information about detainees taken into
custody within the United States after the 9/11 attacks) illustrated
how the watchdogs had proliferated. Of the twenty-three advocacy
groups that joined to pursue the case, all but five were established
after Richard Nixon’s election in 1968. In fact, most were established
after Reagan’s election in 1980. By contrast, only two groups filed
amicus briefs in the 1971 Pentagon Papers case.107

Because they were not radically altered, many features of the post-
Watergate apparatus continued to operate as it always had. For exam-
ple, the Bush administration was stung by a series of reports from
departmental Inspectors General, using powers given to them by a
1978 law, that offered severe criticisms of the administration’s man-
agement of the war on terror. The reports documented weaknesses
in airport security screening, patterns of abuse in the treatment of
Justice Department detainees, and defects in contracting for Iraqi
reconstruction. The Defense Department’s Inspector General criti-
cized its inattention to privacy rules contained in the 1974 Privacy
Act. The Justice Department’s Inspector General concluded that the
department had not adequately investigated a whistleblower’s allega-
tion of security lapses in its translation office; details of the Inspec-
tor General’s classified report were quickly leaked to the New York
Times.108

The Freedom of Information Act also continued to cause irri-
tation to the administration. Imposing a more restrictive interpre-
tation of the law proved difficult, given the highly decentralized
way in which the law is administered. A 2003 study concluded that
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many federal agencies made little or no change in their daily prac-
tice as a result of Attorney General Ashcroft’s memorandum.109 The
Pentagon found that its ban on the distribution of images of coffins
returning from Iraq was undone when Air Force officials accepted
a FOIA request for photos taken by its own personnel.110 While the
White House resisted efforts to release key documents relating to
the Cheney task force, the Department of Energy was ordered by a
federal court to release records sought under FOIA by the National
Resources Defense Council, which it said revealed the heavy hand of
the energy industries.111 Another nongovernmental group, the Center
for Public Integrity, used FOIA to show that contracts for post-war
reconstruction had gone to firms with close political ties to the Bush
administration.112 A third group, the Electronic Privacy Information
Center, used FOIA to expose federal data-mining projects that it said
threatened privacy rights.113

Even the Foreign Intelligence Surveillance Act, although weak-
ened by Patriot Act amendments, provided a continuing check on
executive authority. The law requires the Attorney General to pro-
vide an annual public report on the number of applications made to
the Foreign Intelligence Surveillance Court that, although rudimen-
tary, regularly gave advocacy groups and editorialists an insight into
the federal government’s surveillance activities.114 In May 2002, the
Court issued an opinion that rebuked the Justice Department for a
longstanding practice of misrepresentations in its applications, giv-
ing encouragement to members of Congress who hoped to stiffen
the law.115 A few weeks later the Court refused an application based
on new and less restrictive administrative procedures proposed by
the Justice Department. Although its decision was overturned on
appeal,116 the refusal again fueled widespread editorializing against
the erosion of civil liberties.117

Maelstroms of transparency

Not only was the administration vulnerable to disclosure through the
routine working of the post-Nixon controls, but a new phenomenon
was also at play. The Bush presidency was hit by a series of brief
and intense controversies that often led to rapid and unprecedented
levels of disclosure. These “transparency maelstroms” were fueled by
at least three factors.
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The first was the willingness of officials at all levels within the
administration to ignore warnings against leaking and to reveal sen-
sitive internal information anyway. The increased volume of leaks
was itself the result of several considerations. One was the mounting
evidence of policy failure and the desire of officials to express dissent
over goals or to shift blame for results. Another was the breakdown
of the basic norm of fidelity to the bureaucratic hierarchy along with
stronger legal protection for dissenters. Finally – and from a tech-
nical point of view – leaking was also easier than ever before. When
Daniel Ellsberg decided in 1969 to leak the Pentagon Papers, he spent
six weeks covertly photocopying its 7,000 pages.118 When Bush’s first
Treasury Secretary, Paul O’Neill, was dismissed in December 2002,
he walked out of his office with a CD-ROM that contained 19,000
documents.119

The second factor was the increased ease with which internal doc-
uments could be broadcast to a mass audience. Again, a contrast
with the Pentagon Papers case helps illustrate the radical change. By
February 1971, Ellsberg had given up on efforts to have the Papers
revealed by a friendly member of Congress, and decided that it would
be “useful to make this history public – if it could be done fast.” This
required the cooperation of a major newspaper. Ellsberg approached
the New York Times, which eventually published excerpts of the Papers
three months later. The Nixon administration’s subsequent effort to
obtain a restraining order against the Times was also predicated on
the assumption that this would be an effective method of blocking
the mass distribution of the Papers.120

By comparison, what would Ellsberg have done in the internet
age – and what could a contemporary President have done to stop
him? Many of the most damaging of Paul O’Neill’s documents were
simply posted on a website by Ron Suskind, an author with whom
O’Neill collaborated.121 When photos of the coffins returning from
Iraq were released under FOIA, they too were posted immediately on
the internet.122 The New York Times, like many other major media
outlets, found itself reproducing material that was already widely
accessible.

A third factor contributing to these transparency maelstroms was
the transformation in the structure of the media itself. Increased
competition meant that disclosures were likely to be treated more
sensationally, while a faster news cycle led to stories that could
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explode much more quickly. Administration officials faced pressure
to mount broad and immediate campaigns against damaging news
stories – often making more extensive disclosures in an effort to
defend their own interpretation of events.

Such maelstroms struck repeatedly throughout the Bush admin-
istration. Early efforts by the FBI to deny that it had evidence of
impending terror attacks in 2001 were undone following the leak of
a classified memorandum that described concerns about Arab stu-
dents training at U.S. flight schools. Special Agent Colleen Rowley
became one of Time magazine’s “Persons of the Year” when she
revealed internal disputes about the handling of evidence in the
FBI’s Minneapolis field office before 9/11. (Rowley relied on protec-
tions in the 1989 Whistleblower Protection Act.) By June 2002, Time
reported that federal officials were “banging down our doors, seeking
sanctuary” and hoping to avoid blame for failing to anticipate the
attacks.123

More damage was done to the administration in March 2004,
when former counterterrorism advisor Richard Clarke published a
book alleging that its agencies had failed to act on warnings of
an imminent terror attack.124 The book, and Clarke’s appearance
on 60 Minutes, provoked a “ferocious” counterassault by the White
House.125 Within hours of the broadcast, the White House booked
more than twenty interviews with Condoleeza Rice and other officials
on network morning shows and cable news channels. This had the
perverse effect of undercutting the White House’s refusal of the 9/11
Commission’s request that Rice give public testimony under oath on
pre-attack planning. How, after all, could the administration insist
that the President’s relationship with his national security advisor
was “unique and confidential and private,”126 if the mass media was
saturated with Rice’s defense of the administration’s performance?
Within days, the White House abandoned its claim of executive priv-
ilege, warning that Rice’s testimony would not set any precedent for
the future127 – which of course it did.

A similar dynamic led to the release of a contentious copy of the
President’s Daily Brief, documents prepared by the CIA and regarded
as one of the government’s “most closely guarded secrets”128 (“the
family jewels,” as Vice President Cheney called them129). In May 2002,
CBS reported that the PDB for August 6, 2001, had given the President
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a warning of an imminent threat of a massive terrorist attack in the
United States. The White House refused to release the document, but
questions about what the President had known in the days before
9/11 festered. In October 2003, the 9/11 Commission threatened to
issue a subpoena for the document. Seeking to deflect growing pub-
lic sentiment that it was hiding incriminating evidence, the White
House allowed a few commissioners to inspect the PDB in November
2003. This was heralded as a “watershed moment” in the history of
presidential–congressional relations,130 but still it was not enough. A
succession of leaks suggested that the PDB had provided the Presi-
dent with an unambiguous warning,131 and in April 2004 Condoleeza
Rice – testifying publicly before the commission – conceded that the
title of the briefing had been, “Bin Laden Determined to Strike in the
United States.” Later that day the White House relented and agreed
to release the PDB, which was quickly posted on the internet. For the
second time in two weeks, the White House warned that its action
should not be taken as a precedent.132

The 9/11 Commission’s report, released in July 2004, quickly
became a national bestseller. The report “shattered the ceiling on
access” to internal government information, providing a detailed and
damning account of the political and bureaucratic missteps that pre-
ceded the 9/11 attacks.133 The commission provided details of an
aborted CIA plan to capture or kill Osama bin Laden, and used classi-
fied evidence from the interrogation of Khalid Sheikh Mohammed –
an al Qaeda leader captured in Pakistan a year earlier – to describe
how the 2001 attacks had been planned. Alleged connections between
the Iraqi government and bin Laden’s terror network were disputed,
while new evidence was proferred to show that Iran had aided the
hijackers. Another of the “family jewels” – a 1998 PDB on an al Qaeda
plot to hijack U.S. airliners – was released. And the commission put
more emphasis on the significance of the August 6 PDB: CIA analysts,
it said, had tried to make clear that in August 2001 the threat from al
Qaeda was “both current and serious.”134

Another maelstrom led to remarkable disclosures about the Bush
administration’s planning for war in Iraq. By July 2003, the failure
of American forces to find substantial evidence of weapons of mass
destruction in Iraq led to widespread questioning of the soundness
of the Bush administration’s case for war. Debate was stirred further
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when a former diplomat, Joseph Wilson, revealed in the New York
Times that he had been asked before the war to investigate a claim
that Iraq had sought nuclear material in Africa, and told the CIA that
the claims were unfounded. President Bush included the claim in his
State of the Union address anyway. The administration, said Wilson,
had “twisted” intelligence to bolster its case for war.135

Wilson’s claim drove a wedge between the White House and the
CIA. In its effort to show that the President had not willfully dis-
torted evidence, White House officials relied on the fact that the
CIA had included the claim in its classified 2002 National Intelli-
gence Estimate – in their view, “the gold standard of our intelligence
about Iraq.”136 CIA officials argued that they had made efforts to tell
White House staff that the intelligence supporting the Estimate had
become suspect. On July 17, 2003, a Democratic proposal to estab-
lish a commission to probe the conflicting claims was defeated in
the Senate. The next day, the White House attempted to bolster its
position by declassifying the key findings of the 2002 Estimate. The
disclosure actually fueled more controversy, by revealing other incon-
sistencies with the administration’s public statements in the run-up to
war.137

The next months saw a further unraveling of the secrecy sur-
rounding the administration’s pre-war planning. In January 2004,
internal documents posted on the web by Paul O’Neill’s collaborator,
Ron Suskind, suggested that the administration had begun planning
for a “post-Saddam Iraq” within days of Bush’s inauguration.138 In
March, Richard Clarke’s book Against All Enemies reported on a pri-
vate conversation with the President the day after the 2001 attacks
in which Bush pressed for a report on the possible involvement of
the Iraqi government. In April, Bob Woodward’s book Plan of Attack
(widely believed to have been written with the close cooperation
of Secretary of State Colin Powell139) revealed more compromising
details about conflict within the administration about the build-up
to invasion. In June, a veteran CIA official wrote an anonymous
book, Imperial Hubris, that was harshly critical of the administra-
tion’s execution of the war on terror.140 In August, General Tommy
Franks, commander of U.S. forces in Iraq until his retirement in
July 2003, published his own memoir describing tensions within
the administration over war planning. Franks was a friend of the
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administration who endorsed the reelection effort of President Bush.
This did not cause him to be any more reticent in his assessment of
the country’s civilian and military leadership: Defense Undersecretary
Douglas Feith, Franks wrote, was the “dumbest fucking guy on the
planet.”141

The Abu Ghraib abuses stirred yet another maelstrom. In this
case, technology, internal dissent, and media competition combined
powerfully. In an earlier age, censorship of soldiers’ correspondence
might have slowed the diffusion of knowledge about the abuses:
Today, however, soldiers have digital cameras and ready access to
high-speed internet, even in the field. Soldiers and their families had
also become less willing to rely on military justice, instead giving
documents or interviews to the media about the complicity of higher
levels of command. Tensions within components of the defense and
intelligence community – military police against military intelligence,
CIA against the military, career officers against politically appointed
overseers – also encouraged each to resort to disclosure as a technique
for shuffling blame. The effect of these disclosures was amplified in
the internet, cable, and broadcast media.

Quickly the Abu Ghraib controversy transformed into a larger
debate about the administration’s policy on the torture of detainees.
Secretary Rumsfeld promised that the administration was adhering
to international accords banning the use of torture,142 but at the
same time classified the documents that would allow a judgment
about whether the claim was defensible. Within the military, however,
there was substantial disagreement about the legality of interrogation
methods approved by Rumsfeld. In spring 2003, a group of military
lawyers concerned by an internal March 2003 report that upheld the
new techniques approached a human rights lawyer in New York for
confidential advice on their predicament.143

Abu Ghraib brought this internal dispute into the public domain.
On the morning of Monday, June 7, 2004, the Wall Street Journal
reported that it had received a leaked copy of the troubling (and still
classified) March 2003 report.144 On Tuesday, the New York Times
and Washington Post reported that each had received internal Justice
Department memos written in 2002 that provided a legal justifica-
tion for the torture of detainees.145 On Wednesday, the Los Angeles
Times reported on leaks from Defense Department staff who said that
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Rumsfeld’s legal counsel had authorized interrogators to “take the
gloves off” in late 2001.146

Appearing before the Senate Judiciary Committee that Wednes-
day, Attorney General Ashcroft refused to release the series of memos
on interrogation rules, arguing that the advice had been given in con-
fidence to the President. However, Ashcroft’s position was quickly
undercut. The nongovernmental Center for Constitutional Rights had
already posted its own leaked copy of the March 2003 report on the
web, and the Washington Post posted its copy of the most damag-
ing of the Justice Department’s documents a few days later. As public
support for the administration softened, the White House relented,
releasing hundreds of pages of Justice and Defense Department doc-
uments on its interrogation policy – including Secretary Rumsfeld’s
previously classified directions on questioning of detainees. It was
an “extraordinary” step, said administration officials, designed to
fight leaks that had combined into a “constant drip” of damaging
disclosures.147

Nevertheless, the “constant drip” continued. In August, Rolling
Stone magazine reported that it had received 6,000 pages of classified
Army files detailing abuses within Abu Ghraib prison; many of these
files were subsequently posted on the internet by the Center for Public
Integrity.148 Responding to a FOIA lawsuit brought by the ACLU, a
federal court ordered the Defense Department to release thousands
of pages of documents that showed patterns of abuse in military facil-
ities in Afghanistan and Pakistan as well; again, the ACLU posted the
documents on its website.149 The report of an independent review
panel led by former defense secretary James Schlesinger confirmed
“widespread abuses” sometimes leading to the death of detainees, for
which it said there was “both institutional and personal responsibility
at higher levels.”150 In a book published three weeks later, Seymour
Hersh drew on anonymous government sources to claim that top offi-
cials in the White House and Defense Department had been warned
repeatedly about abuses as early as 2002.151 By Election Day of 2004,
American voters could not reasonably claim to be in the dark about
the breadth or severity of the abuses committed by American forces,
or about the link between the behavior of soldiers in the field and the
administration’s overarching determination to use “more aggressive
methods” in the war on terrorism.152 The material question was the
extent to which they cared.
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Not without a fight

The Bush administration and its sharpest critics had one thing in
common: a misapprehension about the reversibility of history. The
Bush administration believed that it could roll the clock back to the
pre-Watergate years, and so launched an assault on the many rules it
believed had undercut the power of the presidency and, more broadly,
the governability of the American system. The administration’s critics
accepted the premise that the clock could be rolled back – not only
that, but also that it had been rolled back.

Of course, neither side was right. Shifts in the political, cultural,
and technological context of American politics over the last three
decades have been too profound to allow an easy reversal of history.
These changes in context made a direct assault on the regime of post-
Watergate controls impossible. Nevertheless, the Bush administra-
tion did its best to hedge and qualify these controls. At the same time,
however, the more complex and turbulent environment surrounding
the Presidency often generated maelstroms that precipitated brief but
extraordinary moments of transparency. The result was paradoxical:
By the end of 2004 we had come to know a great deal about the inter-
nal workings of an administration that was, at the same time, widely
damned for its secretiveness.

Freeing Gulliver – a domestic project of regime change – had
proved much more difficult than Donald Rumsfeld and his colleagues
expected.

Furthermore, there were some observers who believed that free-
ing Gulliver was simply impossible, at least so far as keeping secrets
was concerned. We might call these the technological fatalists – or
utopians, depending on your predisposition about a world of uncom-
promised openness. They saw transparency maelstroms as the early
signs of more profound climate change. In 2003 the futurist William
Gibson warned:

We are approaching a theoretical state of absolute informational
transparency. . . . It is becoming unprecedentedly difficult for any-
one, anyone at all, to keep a secret. In the age of the leak and the
blog, of evidence extraction and link discovery, truths will either
out or be outed, later if not sooner. This is something I would
bring to the attention of every diplomat, politician and corpo-
rate leader: the future, eventually, will find you out. The future,
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wielding unimaginable tools of transparency, will have its way
with you. In the end, you will be seen to have done that which you
did.153

By the summer of 2004, it might have been possible to imagine that
Gibson was right. There was so much compromising material from
the Bush administration posted on the web that an enterprising stu-
dent at a New York law school set up a peer-to-peer computer network
ordinarily used for illicitly sharing music to distribute it. He called it
“downloading for democracy.”154

But if critics who saw a reprise of Watergate were misguided,
so too were the technological fatalists. Periodic maelstroms may
have produced important disclosures, but their effect was not always
timely or comprehensive. Often – as in the case of the controversies
over the quality of U.S. intelligence on Iraq – the storm came too late
to prevent harm. Allegations of abuse in prisons run by the U.S. mili-
tary could be found in the American press throughout 2003, but it was
not until April 2004 that a combination of circumstances finally put
pressure on the Bush administration to disclose much more about its
policies. And even then, the effect of the maelstrom was incomplete:
While the Army’s handling of detainees was closely examined, the
CIA’s treatment of detainees suffered from “a complete absence of
scrutiny”155 despite credible evidence of serious abuses.

Furthermore, there were many areas in which the Bush admin-
istration did succeed in rolling back openness. We do not have to
believe that Bush administration policies were “unprecedented” or
“worse than Watergate” in order to reach the conclusion that they
were, nevertheless, deeply troubling. The administration’s secretive-
ness undermined the political and civil rights of Americans, as well as
the human rights of many others affected by the exercise of American
power. National security was compromised by the secrecy that sur-
rounded war planning and efforts to improve homeland security.

Nor was it reasonable to believe that the policymakers in the Bush
administration would conclude from their experience that efforts to
reduce transparency had been wholly misguided. The administration
may have underestimated how difficult it would be to restore presi-
dential prerogatives; Donald Rumsfeld’s moment of apparent bewil-
derment before the House and Senate Armed Services Committees in
May 2004 was probably genuine. Nevertheless, officials who entered
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into power in 2001 with a belief that the authority of the executive
had been badly compromised might have viewed the following four
years as a vivid demonstration that the problem was even worse than
expected; even in a moment of national crisis, Gulliver was kept down
by Lilliputians. The prescription in this case was clear: not a retreat,
but an intensified and more clever campaign to reclaim the zone of
autonomy.
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MESSAGE DISCIPLINE

Cultural change in Whitehall is exactly like turning round the classic
ocean liner. Opening up Whitehall and introducing freedom of
information is a titanic task.

– Charles Falconer, UK Secretary of State for Constitutional Affairs, 2004.

In the United Kingdom, debate about the way in which the Labour
government of Prime Minister Tony Blair had managed intelligence
about the threat posed by Iraq quickly took a tragic turn. In May
2003, the British Broadcasting Corporation featured an interview
with journalist Andrew Gilligan in which he alleged, based on infor-
mation from an unnamed source, that the government’s pre-war intel-
ligence brief had been “sexed up” with false information. The Blair
government reacted furiously against the allegation. When the coun-
try’s top WMD scientist, David Kelly, revealed to his superiors that
he might be Gilligan’s source but that Gilligan had misconstrued his
statements, senior Blair advisors effectively leaked Kelly’s name to
the media.1 After a week at the center of an intense controversy, Kelly
committed suicide. Prime Minister Blair appointed a special investi-
gation – the Hutton Inquiry – to examine the events leading to Kelly’s
death.

In a country notorious for official secrecy, the Hutton Inquiry
was remarkable. Internal government documents – memoranda, e-
mail, diaries – written with extraordinary candor only weeks before
were not only handed to the inquiry, they were posted on the inter-
net for universal inspection.2 Lord Hutton’s report concluded that the
government had not treated Kelly unfairly, and that the intelligence
brief had not been “sexed up” – if the phrase implied the deliberate
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inclusion of false intelligence.3 In a looser sense, however, the charge
clearly held. Media staff in the Prime Minister’s office had been deeply
involved in the drafting of the dossier, pushing intelligence staff to
make a case against Iraq that would produce compelling media cov-
erage. Blair’s senior press officer had even chaired a meeting of the
Joint Intelligence Committee charged with preparing the brief.4 The
usually nuanced language of intelligence analysis, said commentator
Peter Riddell, had clashed with “the megaphone communications of
‘spin doctors’ and the twenty-four-hour news cycle.”5

That Blair’s media advisors had played such a critical role was, for
most observers, no surprise at all. Even before the Iraq crisis the Blair
government was criticized for a culture of “top-down centralism” and
a preoccupation with imposing “message discipline” in government.6

The number of political appointees with a “license to spin” grew sub-
stantially after Labour’s election in 1997.7 Career civil servants work-
ing in public relations were pressured to present the government’s
program more forcefully, leading to widespread complaints about
their politicization.8 Overall authority for communications functions
was concentrated within the Prime Minister’s Office even more than
it had been under preceding Conservative governments, with the task
of news management tightly controlled by Blair’s press secretary,
Alastair Campbell.9 Campbell, one commentator wrote, “realized
that contemporary journalism, brutally competitive and relying on
the day-by-day manufacture of sensational, attention-grabbing head-
lines . . . had come to constitute a permanent obstacle to the smooth
practice of government.”10

However, the Labour government’s program was not without its
paradoxes. It had been elected in 1997 on a promise to undertake
broad constitutional reforms intended to diffuse the power of the
central government. Some reforms (such as new national assemblies
for Scotland and Wales) had been completed; some (such as reform
of the electoral system) had been abandoned; some (such as reform
of the House of Lords) were mired in a no-man’s-land. One that had
survived, scheduled to go into force eight years after Labour’s 1997
election, was the Freedom of Information Act.

The Blair government had once made bold promises about the
new law. In 1997, Blair himself said that it would break down the
“traditional culture of secrecy” within the UK government and pro-
duce a “fundamental and vital change in the relationship between
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government and governed”11; in 1999, Home Secretary Jack Straw
lauded the law as a landmark in constitutional history that would
“transform the default setting” of secrecy in government.12 The gov-
ernment also anticipated that after the date of implementation –
January 2005 – departments would administer the law in a highly
decentralized way: Requests for information would be received and
processed “at a local level, by the relevant policy official.”13

The tension between these bold promises on openness and the gov-
ernment’s own tendency to centralize control over the outflow of infor-
mation seemed to go unrecognized. The government had promised a
much freer flow of information, with decisions on access being made
at low levels of the bureaucracy. However, experience from other
countries made clear that the new law would be used extensively
by journalists, legislators, and advocacy groups seeking information
for the purpose of scrutinizing or embarrassing the government or
shaping its policy agenda. How would a top-heavy public relations
system respond as the Freedom of Information Act began to corrode
its foundations?

The center cannot hold

The United Kingdom was not the first country to wrestle with this
question. In 1997, the Irish government had adopted its own Freedom
of Information Act. At first blush, there were similarities between the
history of the two laws. As in the UK, the Irish legislation was intro-
duced by a new center–left government – the “Rainbow Coalition”
of the Fine Gael, Labour, and Democratic Left parties – as part of
a program of constitutional modernization. The coalition’s commit-
ment to freedom of information was meant to signal a break from the
Fianna Fáil government, which had invoked the doctrine of cabinet
confidentiality to withhold information from a judicial inquiry into
allegations of official corruption, and eventually collapsed following
revelations that the prime minister had withheld information from
the parliament in a controversy over the extradition of a pedophile
priest.14 The new law promised an end to the “antiquated procedures
of secrecy” in the Irish government.15

Irish journalists became early and enthusiastic users of the new
law, filing over 7,000 requests – roughly one-fifth of the total sent
to central government – in its first five years.16 The Irish Times
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showed that the European Investment Bank had expressed concern
to Finance Minister Charlie McCreevey about his attempt to appoint
to the Bank’s board a judge who had been forced to resign from the
bench following allegations of judicial misconduct. Later the Times
revealed that civil servants had called the case for a new national sta-
dium (soon nicknamed the ‘Bertie Bowl’) proposed by Prime Minister
Bertie Ahern “flimsy.” (The project was cancelled.) The Irish Sun pub-
lished documents that suggested McCreevey had misled voters about
the state of public finances before the 2002 election, prompting calls
for his resignation. Other documents revealed conflict between the
finance and health ministers over the control of health service costs,
and concessions by the education minister in negotiations with the
Catholic Church over compensation of abuse victims.

Within the government, frustration over the law began to mount.
In 1999, an internal committee proposed new restrictions on “large
and disruptive” requests for information.17 In 2002 the coun-
try’s Information Commissioner, Kevin Murphy – an independent
officer responsible for investigating complaints about denial of
information – acknowledged that many public servants were exas-
perated by news stories that used government documents “in a selec-
tive, unfair or sensationalist manner.”18 Murphy’s successor, Emily
O’Reilly, a former journalist, speculated that ministers “felt that FOI
had made governing a democracy even less easy.”19 Justice Minister
Michael McDowell confirmed the speculation, telling a radio audi-
ence that the law prevented frank conversation inside government:

One of the consequences of the Freedom of Information Act which
isn’t generally appreciated is the huge negative effect it has had
on the process of government itself. Unless you are sitting at a
minister’s desk . . . you would not be aware of the extent to which
it has corroded the process of government.20

Some government officials began to develop techniques for limit-
ing the damage done by the release of information under the law. Jour-
nalists complained that government departments encouraged other
reporters to duplicate their requests for documents – a step that
heightened the department’s ability to ensure a “more sympathetic
spin” on the story.21 The Justice Minister himself acknowledged that
he had “pre-released” information requested by opposition politicians
to friendly journalists, telling the Parliament that he would not allow
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“my opponents to spin against me without having at least the oppor-
tunity to put my side of the story into the public domain.”22 One
government department began posting details about new requests,
including journalists’ identities, on its website, a practice the depart-
ment defended as an advance in transparency but journalists con-
demned as a tactic to reduce the “scoop value” of an information
request.23

In 2002, the coalition government went even further. Acting on
the Prime Minister’s instructions, a group of senior civil servants
drafted new restrictions that were incorporated into a bill to amend
the FOI Act. The bill was introduced in March 2003, only weeks
before a provision of the law allowing access to five-year-old Cabinet
records was scheduled to go into effect. The amended law extended
the delay in releasing Cabinet records to ten years, and broadened
the Cabinet confidentiality rule to include advisory committees that
did not include a Cabinet minister at all. Ministers were allowed
to block requests for information relating to other deliberative pro-
cesses within the public service, and national security restrictions
were toughened as well.24

The amended law also introduced new fees for information
requests: 15 euros for an application, 75 euros to have a department
reconsider its decision on denial of information, and 150 euros for an
appeal to the Information Commissioner. The fees had a predictably
sharp impact on the demand for information. A year later, the Com-
missioner reported that requests for information had declined by over
50 percent. Requests by journalists dropped more precipitously – over
80 percent within the space of a year.25 The changes, an opposition
critic charged, “rendered the whole concept of Freedom of Informa-
tion almost useless.”26

Amberlighting

The United Kingdom and Ireland were latecomers to the concept
of freedom of information. Canada, by contrast, was not. Through-
out the 1970s, a combination of circumstances – frustration over
the declining power of Parliament,27 deteriorating economic perfor-
mance, constitutional instability, fiscal indiscipline, and abuses of
power by the national police force – contributed to disillusionment
with central government in Canada. One of the consequences was
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mounting pressure for adoption of a version of the United States’
Freedom of Information Act. “What we are talking about is power,”
said Joe Clark, leader of the Conservative opposition that pushed for
the law:

We are talking about the reality that real power is limited to those
who have facts. In a democracy that power and that information
should be shared broadly. In Canada today they are not, and to that
degree we are no longer a democracy in any sensible sense of that
word. There is excessive power concentrated in the hands of those
who hide public information from the people and Parliament of
Canada.28

Canada’s Access to Information Act (AIA) was adopted in 1982.29 The
Liberal government led by Prime Minister Pierre Trudeau promised
that the law would promote “effective participation of citizens and
organizations in the taking of public decisions.”30

Ironically it was the Conservative Party – elected in a landslide in
Canada’s 1984 election – that bore the early brunt of the new law. Its
enthusiasm for openness soon waned. It was later revealed that senior
officials quickly took steps to hide background papers prepared for
Cabinet that drafters of the AIA had intended should be subject to the
law.31 Officials responsible for oversight of the national blood system
secretly shredded records that showed how they had responded to
contamination of blood supplies by the AIDS virus in the 1980s, in
an effort to thwart requests for the documents.32 Cabinet officials
also resisted requests for the results of its public opinion polls on
constitutional reform, arguing that disclosure of polling data would
undermine “the very existence of the country.”33 John Crosbie, who as
Justice Minister was responsible for the Act in its first years, dismissed
it as a tool for “mischief-makers” whose objective “in the vast majority
of instances” was to “embarrass political leaders and titillate the
public.”34

The Liberal government elected in 1993 confronted a dilemma. On
the one hand the principle of openness had become broadly accepted,
and had to be acknowledged. (“Open government will be the watch-
word of the Liberal program,” said the 1993 Liberal platform. “The
people are irritated with governments . . . that try to conduct key parts
of the public business behind closed doors.”35) On the other hand,
Liberal policymakers shared Crosbie’s impatience with the AIA. The
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country seemed under serious threat – from secessionist pressures
from Quebec, interregional conflict, and tensions engendered by new
trade policies and fiscal controls. The Liberal response to these threats
was to continue concentrating authority at the center of govern-
ment, developing an increasingly sophisticated capacity to gauge pub-
lic opinion and craft communications programs that advanced its
agenda.36

The AIA posed a growing challenge to the government’s capacity
to keep a firm hand on the tiller. “Requests are more probing than they
used to be,” an AIA officer observed in 2002. “There are many more of
them and their requests frequently involve far more, and more sen-
sitive, records. The result is that [the Access to Information Act] is
much more complex . . . more challenging for us and more threaten-
ing for government-side politicians.”37 Senior officials confronted a
work environment “analogous to the perfect storm,” a Liberal advisor
said in 2003. “They might as well be working in a glass house, given
access-to-information legislation, several oversight bodies policing
their work, and more aggressive media.”38

The Liberal government attempted to resolve its dilemma by pur-
suing a policy that honored the disclosure law in principle while lim-
iting its disruptive potential in practice. One tactic relied on litigation.
Throughout the 1990s, the government attempted to block the inves-
tigation of alleged abuses of the disclosure law and argued for more
expansive interpretation of key sections of the law, such as the pro-
vision protecting Cabinet decision making. In a long series of legal
challenges, it attempted to argue that the disclosure law did not pro-
vide any right to records held within the offices of Cabinet ministers,
or the Prime Minister’s own office.39

A second tactic consisted of repeated acts of omission. The AIA
requires that policy makers add newly created government organi-
zations to a list within the law in order for them to be subject to
disclosure requirements. In its drive to slim central government, the
Liberal government spun off many tasks to new quasi-governmental
organizations that were not listed within the AIA. (The omission
was not inadvertent: Other federal statutes often continued to apply.)
The possibility of a reprise of the controversy over destruction of
blood system records was eliminated when federal responsibilities
were shifted to a quasi-governmental organization that was no longer
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subject to the law. A host of other functions – air traffic control, man-
agement of major airports and the national pension plan, disposal
of nuclear waste from electricity generators, major research granting
programs – were excluded from the AIA in a similar way.40

Changes in administrative policy also led to a weakening of the
disclosure law. Cuts in bureaucratic resources for processing infor-
mation requests led to widespread problems of delay; the consequen-
tial spike in the number of complaints about delay overwhelmed
the Information Commissioner of Canada, the independent offi-
cer responsible for investigating cases of noncompliance. Declaring
the problem one of “crisis proportions,” the Commissioner served
subpoenas on senior officials to account for their management of
information requests – an action that prompted improvements but
also corroded relations with the bureaucracy even further.41

All of these responses to the disclosure law had the advantage of
being easily observed. At the same time, however, the government
developed elaborate procedures for handling potentially contentious
requests for information. The internal rules for dealing with difficult
requests were largely unknown to Canadians until 2003, when jour-
nalist Ann Rees obtained documents through the AIA that showed
how one major ministry, the Department of Citizenship and Immi-
gration, had recently refined its procedures. Subsequent AIA requests
revealed comparable routines in several other ministries.42

The procedure for handling politically sensitive requests within
the Immigration Department – and many other ministries – is known
as the “amberlight process.” (Some other departments used different
color schemes: In the Privy Council Office (PCO) – the secretariat
to the Canadian Cabinet – sensitive cases are called “red files.”) The
name of the amberlight process signaled its intent; the aim of the
procedure (one senior communications officer explained in 2002) is
to “achieve the objective of proactive issues management” on sensitive
AIA requests.

As in other ministries, the Immigration Department’s amberlight
process begins the moment an AIA request is received by the depart-
ment. A “risk assessment officer” reviews incoming requests to
identify those that are potentially sensitive. In practice, there is a
presumption of sensitivity for requests submitted by journalists or
representatives of political parties, including the offices of opposition
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legislators. The amberlight process requires that notice about incom-
ing media or party requests should be sent to the Minister’s Office and
the ministry’s media staff within one day.

In addition, the AIA offices of several departments circulate a
weekly inventory of new requests that have been flagged for poten-
tial sensitivity. In the Justice Department, for example, the weekly
inventory is sent to the Minister’s Office, the Deputy Minister’s Office,
the Parliamentary Affairs Unit, and the Communications Branch. The
inventory serves as the basis for a weekly review meeting, as an official
from the Public Works ministry told a public inquiry in 2004:

I took part in a weekly meeting – normally, there was a person
from the minister’s office, a person from the office of the deputy
minister, a person from communications, a person from the office
of the corporate secretary, and a person from access. The goal of
the meeting was to review the requests in progress.43

If participants in the meeting decide that a request is particu-
larly risky – that there is “potential for the issue/incident to be used
in a public setting to attack the Minister or the Department” – then
it may be tagged for special attention, or “amberlighted.” In some
departments, the proportion of requests that are amberlighted may
be very high: According to internal memoranda, the Department of
Foreign Affairs and International Trade amberlighted between 50
and 70 percent of its AIA requests in 2002.

The office that holds the documents sought by a request – known
within the bureaucracy as the office of primary interest (OPI) – is
immediately advised when a request has been amberlighted. AIA staff
work with the OPI to “identify and assess issues for sensitivity and
media product development,” while communications staff develop
“media lines” – a memorandum that outlines key messages that
should be emphasized by departmental spokespersons in response to
questions raised after the disclosure of information. “House cards”
are also prepared that provide the Minister with responses to ques-
tions that may be raised in Parliament.

The complete “disclosure package” – including the documents to
be released to the requester and the “communications products” –
is sent to the Minister’s Office for review. The role of the Minister’s
Office at this final stage is a sensitive matter for AIA officers. The
formal position is that the purpose of this review is simply to give the
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Minister’s Office a warning about the impending release. In practice,
however, the Minister’s Office may raise questions about disclosure
decisions as well as the communications strategy. After approval by
the Minister’s Office, the disclosure package is returned to the AIA
office, and documents are sent to the requester. At the same time,
an e-mail notice that contains the communications products for the
request is sent to senior managers within the department.

These amberlight procedures rely significantly on new informa-
tion technologies. Within ministries, software initially acquired to
aid in the management of AIA caseloads has been adapted to facili-
tate the handling of politically sensitive requests. The software allows
requests to be categorized as coming from journalists, political par-
ties, or legislators.44 The capacity to classify requests in this way is
important because, under Canadian law, AIA offices are generally
barred from disclosing the identity of a requester to other parts of
the ministry. However, there are no prohibitions on the disclosure of
the requester’s occupation.45 The software also allows requests to be
categorized by their sensitivity or amberlight status.46 These features
make the process of managing the inventory of sensitive requests
much simpler.

In 1990, the Conservative government added another, govern-
ment-wide database of incoming information requests, known as the
Coordination of Access to Information Request System (CAIRS). Gov-
ernment policy requires all ministries to enter information about new
requests – including details on whether the request was made by a
journalist or legislator – into CAIRS within one day of receipt.47 At
the time of its adoption, CAIRS was criticized as a tool for “com-
puter surveillance” of the entire federal AIA system.48 Government
officials argued that the database would allow it “to monitor the
progress of Access to Information (ATI) requests made, facilitate the
coordination of responding to requests with common themes, and
facilitate communication and consultation with central agencies and
institutions.”49

The monitoring capacity of the CAIRS database is used most
heavily by central agencies of the Canadian government, and is a
key component of a centrally run process for overseeing potentially
sensitive requests. A PCO official conceded in 2003 that it actively
manages the government’s response to sensitive requests received
throughout government. (“It is our role,” the official said, “to make
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sure that . . . the department releasing the information is prepared to
essentially handle any fallout.”50) A former Liberal Party official said
that the task of overseeing requests within the PCO was handled by a
“communications coordination group” that included representatives
from the Prime Minister’s Office, other senior ministerial aides, and
top communications officers. The group was “[an] egregious exam-
ple of bureaucratic politicization,” said the official. “While the CCG’s
mandate is supposedly to ‘coordinate’ the government message, in
practice much of the committee’s time each week is taken up dis-
cussing ways to delay or thwart access-to-information requests.”51

The PCO’s power to oversee ministries’ handling of AIA requests is
clear. “When Privy Council Office says they want to see a release
package,” an Immigration communications officer explained in an
internal note in 2001, “I am not at liberty to do anything but what
they ask.”52

These surveillance and review procedures have significant effects.
The first, as empirical analyses have now shown, is substantial delay
in the processing of sensitive information requests. A review of AIA
practices within Canada’s Department of Human Resources Devel-
opment showed that sensitive requests received from journalists or
political parties took an extra month for processing, even when other
factors (such as the breadth of the request or type of information
sought) were taken into account. Many of these requests were for doc-
uments relating to allegations of mismanagement in a major grants
program, which were caught – in the Information Commissioner’s
words – by the department’s “reflexive need to control the story.”53

A broader study of AIA practices in several ministries found com-
parable effects: In the Immigration Department, for example, media
requests required an extra one-and-a-half months, even when other
factors were taken into account. Even the Justice Department, with
oversight responsibility for the law, treated journalists’ or legislators’
requests unequally.54

In moments of controversy, delay often provides a significant
advantage to the government. The amberlight process also gave other
benefits: an ability to prepare a brief that minimizes the harm done by
disclosure of documents. Journalists are caught by their professional
norms, which oblige them to seek comment from the department –
and the department is ready, with a spokesperson already selected
and “media lines” drafted.
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There is also evidence that Canadian departments may some-
times go further than simply drafting “media lines,” as Canadians
learned during a 2004 inquiry into political corruption in another
grants program. Four years earlier, a journalist for the Toronto Globe
and Mail, Daniel Leblanc, acting on rumors of mismanagement, had
filed an information request with the federal Department of Pub-
lic Works, which ran the program. An official testified in 2004 that
the department had anticipated the possibility of such requests: Act-
ing on instructions from the Prime Minister’s office, it kept “min-
imum information” on the program’s spending.55 Another official
admitted that Leblanc’s request had been caught by the department’s
amberlight procedures, and that Leblanc’s identity was disclosed
within the ministry.56 Leblanc’s request prodded the department to
develop guidelines designed to create the impression that the pro-
gram contained appropriate controls against political interference
on spending. The guidelines had no real effect on the operation of
the program: They were drafted, the official conceded, “for cosmetic
purposes.”57

This was not the first time that a federal government department
had actually created documents following an information request. In
an earlier case, another federal department commissioned a special
audit of a government-funded group after a journalist filed a request
regarding possible links between the group and Tamil terrorists. The
department took almost two years to respond to the request; in the
end, it was able to counter damaging inferences from older docu-
ments by relying on the positive results of the specially commissioned
audit.58

Lying in unison

Canada was one of three countries that adopted access-to-infor-
mation laws in 1982. The others were Australia and New Zealand.
The three had much in common. All were affluent, anglophone, sta-
ble, parliamentary democracies. As such, they were susceptible to
the importation of an American innovation and able to absorb the
costs and disruptions that would follow from its adoption. For many
years the three countries were classed together as examples for other
countries considering the adoption of a disclosure law.59 By the cen-
tury’s end, however, the access regimes seemed to share a common
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infirmity, as officials attempted to tighten control over the release of
politically sensitive information.

An appraisal of the health of New Zealand’s Official Information
Act – often regarded as the most progressive of the three – was com-
promised by the lack of good data on the use of the law or its internal
administration.60 However there was evidence of a shift in dynam-
ics in the operation of the law. In 2003, New Zealand’s ombudsman,
Sir Brian Ellwood, told legislators that his decade of service as a ref-
eree on disputes over access to information “had not been an easy
time.” There had been rapid growth in the number of information
requests, Ellwood reported, and requests themselves were “increas-
ingly targeted and sophisticated.”61 A similar conclusion was reached
by British officials who conducted a study tour of New Zealand and
Australia in 2003:

The picture as described to us is clear: in the early days, requests
were typically made by individuals or local groups wanting infor-
mation of interest to them, or relating to specific causes in which
they were interested. But, twenty years on, such information was
now nearly always made available through proactive disclosure
or through informal disclosure. Most of the formal FOI requests
in 2003 came from journalists or by the research departments of
opposition parties. . . . Such requests were perceived by officials as
being nearly always politically motivated.62

A senior Cabinet official had earlier acknowledged that the govern-
ment sought to “manage the process” of disclosing information, for
example by releasing information sought by a journalist simulta-
neously to the entire press gallery.63 In 2003, Cabinet Office staff
told the British visitors that they were increasingly concerned about
their capacity to coordinate the government’s responses to “politically
inspired” information requests. “We encountered here,” the British
officials reported, “a real sense of the institutions of Government
beginning to creak.”64 A veteran user of the New Zealand law confirms
this impression, blaming the problem on the growing number of “pro-
fessional ‘communications’ or PR people whose job it is to manage
and restrict the information that reaches the public”:

There is plenty of scope for deliberate bending of Official Informa-
tion Act requirements for tactical political reasons. Sometimes it is
blatant. I recently waited seven months through an Ombudsman’s
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investigation to get some information from the Ministry of Eco-
nomic Development. Yet two weeks before the Minister, Paul
Swain, released the information to me, he had his staff drop a
bundle of the key papers I had requested to every parliamentary
journalist. Why? This is a trick used by [ministerial] staff to stop
the requester, who has done the work of obtaining the informa-
tion, from being able to write an exclusive story. After waiting
seven months and then being scooped by the Press Gallery, there
was no point in using the information I finally received.65

The strains on New Zealand’s disclosure law were illustrated by
the “lying in unison” controversy. The dispute arose in December 2002
when the New Zealand Herald contacted the media advisor of the
New Zealand Labor Department, Ian Smith, to confirm rumors that
one of the department’s components, the Immigration Service, had
detained a suspected terrorist. Smith said he was unaware of any
such detention. When Smith’s minister publicly acknowledged the
detention, The Herald wrote an editorial that charged Smith with
duplicity. “I was let down badly,” Smith wrote in an internal media
log that day, in words he later said were meant sarcastically. “Everyone
had agreed to lie in unison, but all the others caved in.”66

The next week, the Immigration Service received a request under
the Official Information Act from the office of Bill English, leader
of the opposition National Party. The request was intended to deter-
mine how much Smith had known about the detention when he spoke
to the Herald. The Immigration Service did not provide the media
log that contained Smith’s comment. English’s office complained to
the ombudsman, suggesting that the Service had not provided all of
the documents covered by its request, and asking specifically about
media logs. The ombudsman, relying on the assurances of the Immi-
gration Service, concluded that it had provided all of the relevant
information.

Soon after, however, the Herald published a leaked copy of Smith’s
comments in the media log, stirring further controversy over the
detention. Presented with evidence of misbehavior, the ombudsman
reopened his investigation. In 2004, he concluded that Smith had
consciously obstructed the original request and the ombudsman’s
initial investigation by withholding documents, and that the offi-
cial responsible for handling the request had been aware of Smith’s
efforts at obstruction.67 Smith was fired soon afterward. The case had
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stretched on for more than a year, providing a vivid demonstration
of the extent to which the Official Information Act, and the officials
responsible for administering it, had become entangled in partisan
politics.

In Australia, concern about government preoccupation with
the management of communications has been more pronounced –
comparable, indeed, to complaints made against the Blair govern-
ment. Two incidents during the 2001 federal election – one surround-
ing the Howard government’s misrepresentation of its handling of
asylum seekers on the ship Tampa,68 the other stemming from its
misrepresentation of the handling of asylum seekers on another ship,
soon to become notorious as the “children overboard” case69 – encour-
aged complaints about the government’s obsession with spin. Patrick
Weller charted the ways in which the structure of central government
had been transformed: through the politicization of the highest civil
service, the cowing of lower levels of the service, the growth in the
number of political advisors (some acting as “junkyard attack dogs”),
and the centralization of authority over communications.70

This transformation in the structure of Australia’s central and
state governments has affected the operation of the nation’s disclo-
sure laws. Procedures for managing politically dangerous requests
are now “well entrenched” in Australian government, according to
Rick Snell, who calls this the “dry rot” within the country’s disclosure
systems. The techniques of control parallel those in Canada. Ministers
in all Australian governments, says Martin Chulov,

. . . are quickly told by their mandarins when requests from jour-
nalists, or members of the public, come in that are likely to give
them headaches. In many cases, what seems to happen from then
on is not an independent, detached assessment of the request on
merit, but rather a rationalisation process, with the political pros
and cons of releasing the information delicately weighed up.71

Senior policymakers, journalists complain, routinely attempt to
obstruct or delay responses to sensitive requests. And if obstruction
fails, ministries will use “a series of tactics . . . to swamp or divert atten-
tion away from the newsworthiness” of released information.72 In
2002 a state ombudsman noted instances in which opposition legis-
lators who had asked for information read about the results of their
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requests – with their names included – in the media, before they
had themselves received a response.73 “Examples of FOI requests
being released and placed strategically to counter their negative
impact are no longer rare,” a Sydney Morning Herald editorialist wrote
in 2002:

All requests for documents from Opposition or journalists under
FOI legislation are now vetted for the potential political impact of
their release. . . . As they are thoroughly screened for their potential
newsworthiness, the government is then well-placed to respond
immediately when the issue is made public or . . . to release the
information with a particular spin attached.74

Evidence of similar practices has also emerged within Canada’s
provincial access systems. The province of Ontario adopted a Free-
dom of Information Act in 1988; within a few years, there were indi-
cations that ministries had begun to treat requests for information
on “contentious issues” gingerly. By 2001, the province’s Informa-
tion Commissioner suggested that the government had developed
formalized procedures managed by the Cabinet for dealing with sen-
sitive requests filed by journalists, opposition legislators, or advocacy
groups, which seemed to raise a “systemic problem” of noncompli-
ance with the law. “Our understanding of the process is sketchy,” the
Commissioner said, “and ministry [staff] are extremely reluctant to
provide us with details.”75 Two years later, an investigation by jour-
nalist Ann Rees confirmed the existence of a special process for han-
dling sensitive requests, involving routine disclosure of the identity
of requesters and consultations with communications specialists in
the Cabinet Office.76 The provincial government had also hiked fees
for processing information requests in ways that caused a dramatic
decline in the number of requests for sensitive information.77

The province of British Columbia adopted a Freedom of Infor-
mation Act in 1993 and also developed sophisticated methods
for monitoring sensitive information requests. Officials designed a
government-wide computerized tracking system that allows commu-
nications specialists in the office of the province’s premier to mon-
itor the flow of information requests into government departments.
More sophisticated than the software used by Canada’s federal gov-
ernment, the system allowed officials to categorize incoming requests
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by six levels of sensitivity.78 Requests from legislators, journalists, and
advocacy groups were typically classified as highly sensitive, and the
identities of requesters were routinely disclosed to communications
aides, in violation of provincial privacy law.79 The practice of track-
ing sensitive requests had begun in 1993,80 but the public remained
unaware of the technology and routines used for surveillance until a
legislative inquiry in 2004.

Centripetence and centrifugence

At one level, the tactics employed by governments newly encum-
bered by disclosure laws were simply explained. Each law compelled
officials to give up power, and officials – as rational, self-interested
actors – did not wish to do this. As a consequence, they developed
a range of strategies consisting of changes in administrative routine
and also the law itself intended to dull its effect.

At a certain level, official resistance is a universal and timeless
phenomenon. In the first years of the American Freedom of Informa-
tion Act, advocacy groups had also protested about noncompliance:
In 1972, a young lawyer in Ralph Nader’s Center for the Study of
Responsive Law complained that the Act had “foundered on the
rocks of bureaucratic self-interest and secrecy.”81 (The lawyer, Peter
Schuck, is now a distinguished professor of law at Yale University.)
And as we saw in Chapter 3, complaints about official resistance per-
sisted in the United States three decades later.

There are, however, potential dangers in over-simplifying the
problem of official resistance. In important respects, it is not a uni-
versally consistent phenomenon: On the contrary, different govern-
mental systems have reacted to the introduction of disclosure laws
in different ways. Such variation should not be surprising. The legal
scholar Otto Kahn-Freund observed in 1974 how “legal transplants” –
the attempt to transfer laws from one country to another – could
be compromised by political and constitutional differences between
countries.82 (Kahn-Freund remembered Montesquieu’s famous warn-
ing that it would be “pure chance” if the laws of one nation could meet
the needs of another.) Gunther Teubner later suggested that Kahn-
Freund’s metaphor was inapt. Transplants are accepted or rejected,
Teubner argued; imported concepts (such as freedom of information)
are better regarded as “legal irritants” that may trigger “a whole series
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of new and unexpected events” that lead to a quite distinct end
result.83

Many of the countries that adopted disclosure laws after the
United States had the advantage of also being wealthy democracies,
but beyond this there were substantial differences in political condi-
tions. Many of these countries have parliamentary systems of govern-
ment and more disciplined political parties – two factors that may give
political conflict a simpler and more intensely adversarial structure.
These countries often have a smaller bureaucracy and a unified civil
service (as opposed to the United States’ more fragmented service),
features that make it easier to develop consistent internal systems
to control the disclosure process. At the same time these countries
lack equally powerful legislative branches or vigorous nongovern-
mental sectors who are able to monitor and check attempts to restrict
access.

The result of this may be that bureaucratic resistance differs in
both quality and intensity in the countries outside the United States
that first emulated its Freedom of Information Act. Administrative
routines designed by departments to blunt disclosure rules appear to
be more highly formalized; senior communications and political staff
appear to play a larger role in vetting proposed responses to informa-
tion requests; and the capacity to coordinate the response to sensitive
requests across several government departments appears greater. In
short, disclosure systems appear more highly centralized and polit-
ically attuned. (The phenomenon may not be limited to the anglo-
phone parliamentary systems. In 2002 the Japanese Defense Agency
acknowledged it kept a list of individuals who made requests for infor-
mation under the country’s disclosure law, adopted in 1997; the list
also contained details about occupations and political beliefs. A sub-
sequent investigation by the Public Management Ministry showed
that over thirty agencies – including the management ministry itself –
had circulated details about information seekers, in violation of pri-
vacy rules.84)

Within the anglophone parliamentary democracies, the problem
of official resistance has also intensified over time. The sense that
disclosure systems have been transformed is palpable in all of these
jurisdictions. The reasons for this may be straightforward. Journal-
ists and legislators have acquired more experience and learned more
about the intricacies of the bureaucratic system, which enables them
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to make sharper and more dangerous requests. (It may also be true, as
some observers suggest, that bureaucracies have learned to deal with
simpler requests informally, leaving only hard cases within the formal
disclosure process.85) At the same time, politicians and bureaucrats
have had the time to refine and formalize their own procedures for
dealing with hard cases. New technologies have created opportunities
for surveillance that were not available two decades ago.

In addition, the context in which governments operate has
changed. Donald Rumsfeld is not the only policymaker who believes
that the problem of overload – the problem of too many voices making
too many demands on government – has worsened over the past three
decades. It is a perception that is widely shared by bureaucrats and
elected leaders of all ideological leanings in most advanced democ-
racies. The frustration was articulated in a 1995 report produced
by officials from OECD countries. “Governance capacities are being
challenged,” the study said:

Citizen demand is more diversified and sophisticated, and, at
the same time, the ability of governments to deal with stubborn
societal problems is being questioned. The policy environment is
marked by great turbulence, uncertainty and an accelerating pace
of change. Meanwhile large public debt and fiscal imbalances limit
governments’ room for manoeuvre. Traditional governance struc-
tures and managerial responses are increasingly ineffectual in this
context.86

A similar anxiety was manifest at a conclave of OECD ministers
held in Paris the following year. Governments, the ministers agreed,
were facing “intense pressure from citizens, transmitted or provoked
by the media, and demanding rapid responses.” Mechanisms for
prompting responsiveness – “policies of consultation with the public,
freedom of information, and transparency” – could be abused, block-
ing constructive governmental action. It was important, the ministers
concluded, to resist “excessive pressure” from the media and pressure
groups: Governments needed “to pursue more active communication
policies, to keep control of their agendas and not just react passively
to the pressure of events.”87

The official preoccupation with agenda control is evident in the
United Kingdom, as several recent inquiries have shown. In 2003, an
independent investigation into the controversial work of politically
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appointed advisors in the Blair government suggested that their
expanding role was a response to “a dramatic change in media pres-
sure” on government, caused by a proliferation of media outlets, an
erosion of media deference, and the advent of a twenty-four-hour
news cycle.88 When the Blair government was criticized by a second
inquiry in 2004 for the informality of its decision making before the
Iraq war – marked by a lack of briefing papers and ad hoc, unminuted
meetings – ministers retorted that this, too, was the result of changed
circumstances. A “24/7 news agenda” and the need to react quickly
to events was said to have rendered more formal – and better docu-
mented – decision-making processes obsolete.89 The Phillis inquiry,
established in 2003 following allegations of misconduct within the
Blair government’s communications service, echoed these concerns.
While condemning the practice of “misleading spin” of government
policies, the Phillis report acknowledged that government confronted
a broad decline in public trust and “extraordinary pressure” from
the rapid growth in media outlets and intensification of media
competition.90

In his recent book The Shield of Achilles, Phillip Bobbitt presents
a diagnosis of the predicament of the contemporary state that shares
this concern with media influence. The state, says Bobbitt, confronts
a crisis of legitimacy that is largely media-driven:

The press and electronic media, far more than the drab press
releases of any government, are the engines of mass propaganda
today, and it should be borne in mind that the press, when it is not
controlled by the State, is driven by the need to deliver consumers
to advertisers, and whether State-owned or not, is animated by
the conditions of competition among all news media. Whatever
the individual aspirations of its reporters and editors, the ideology
of media journalism is the ideology of consumerism, presentism,
competition, hyperbole (characteristics evoked in its readers and
watchers) as well as skepticism, envy, and contempt (the reactions
it rains on government officials). No State that bases its legitimacy
on claims of continuity with tradition, that requires citizen self-
sacrifice, that depends on a consensus of respect, can prosper for
very long in such an environment. It must either change so as to
become less vulnerable to such assaults, or resort to repression.
Some nation-states do the latter; the liberal democracies, whose
claims to ensure civil liberties are as much a part of their rea-
son for being as any other functions, cannot do this. At best they
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can manipulate information and resort to deception, thus poison-
ing the history on which they themselves must ultimately depend.
This is the province of the “spin doctor” whose role in government
has become correspondingly more important.91

To place the whole responsibility for the state’s crisis of legitimacy
on the shoulders of the media, however, would be mistaken. Bobbitt
concedes the relevance of the other factors – such as the contemporary
state’s declining ability to fulfill the basic responsibilities of assuring
national security (given the advent of new threats) or public welfare
(given the state’s inability to sustain social insurance programs).

Perhaps more important are fundamental changes in governance
structures in the wealthy anglophone democracies over the last thirty
years. Many of these countries have witnessed a weakening of a set
of institutions that once bounded and tempered political conflict.
In most countries, legislatures declined in influence, media elites
were undercut, and the social ties that bound together old govern-
ing establishments frayed.92 At the same time, mass enfranchisement
was extended, either in the strict legal sense that more people were
entitled to participate in political life,93 or in the practical sense that
people were more forceful in using their political rights to demand
a larger share of society’s resources. Good arguments can be made
about the desirability of renovating old governance structures, but
the effect has been to create a situation in which political executives
are compelled to negotiate for power directly with a mass public that
is distrustful of central authority.94

The new terrain is one that, from the point of view of political exec-
utives, is characterized by turbulence and fraught with uncertainties.
It also creates an important new paradox. On the one hand, it compels
governments to move into a state of “permanent campaign,” in which
executives are constantly engaged in an effort to maintain the support
of the mass electorate. (The phrase, coined by Sidney Blumenthal, is
American in origin, but has crossed the Atlantic: The 2003 inquiry
into the role of special advisors concluded that their proliferation
was attributable to the fact that British governments lived in the same
condition.95) This reality has a powerful centripetal influence within
government. Power over policies that are critical to key portions of
the electorate – such as health or education – must be concentrated
at the center; the power to make key political judgments and craft
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key messages must be concentrated as well. Recent and widespread
complaints about the “presidentialization” of parliamentary systems
may be a result of this centripetal pressure.96

At the same time, executives face powerful centrifugal pres-
sures. Precisely because they must maintain broad popular support,
governments are unusually susceptible to populist demands for
reforms that check or disperse the power of the executive. This may
include calls for devolution of responsibilities, reform of legislative
and electoral systems, introduction of referendum procedures – and
more powerful disclosure laws. These reforms, if taken seriously,
weaken the capacity of executives to wage a permanent campaign.
The challenge, therefore, is to find ways of acknowledging populist
sentiment without actually undercutting the necessary concentration
of political authority. This accounts for the start-and-stop charac-
ter of governments’ handling of disclosure policies, and in particular
for strategies that honor the principle of disclosure while seeking,
as a matter of practice, to minimize its disruptive potential. Govern-
ments maintain a law on the statute books but develop less obvious
techniques – exclusion of certain institutions, increases to fees, inter-
nal procedures for sensitive requests – for restricting its actual impact.

The conventional narrative about official resistance to disclosure
laws typically attributes simple motives – self-interest, embarrass-
ment – for such behavior, and in some cases this is enough of an expla-
nation. However, executives are increasingly driven to act as they do
for other reasons, rooted in deep and perhaps irreversible changes in
social and political conditions. Furthermore, their behavior is ratio-
nalized (at least internally) by a roughly articulated story about the
challenges confronting contemporary governments, which is rein-
forced in those forums (such as the OECD) where ministers and offi-
cials can privately commiserate with one another. Executives, in other
words, have developed their own ideology of resistance, articulated
through continuing efforts at covert subversion of disclosure laws.

Anxiety in Whitehall

The Phillis inquiry’s recommendations unwittingly gave evidence of
the paradox confronting the Blair government. On the one hand,
the inquiry urged departments to develop strong communications

103



P1: JZP
0521858704c04 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:14

Blacked Out

offices that were closely involved in daily administration, as well as
a firmer central role in overseeing communications functions, in an
effort to assure clearer and better coordinated communications to the
public.97 On the other, it urged a strengthening of the new Freedom
of Information Act, to boost transparency and “active citizenship.”
The report dismissed concerns that the new law might aggravate the
government’s preoccupation with spin:

There are some in government who fear that an effective FOI
regime would worsen relations with the media by providing the
national press with more ammunition with which to attack it.
We do not think this argument can be sustained. Full disclosure
allows context. It is a disincentive to spin (by both sides) as the
public itself will have access to the material and will be able to
form its own view of the accuracy of reporting.98

There is, unfortunately, little evidence from overseas to sustain this
benign view of the likely impact of the new disclosure law. At the
same time there is mounting evidence that officials in Whitehall might
follow the path already trod by other parliamentary governments.

Although the Labour party had advocated for the adoption of
a Freedom of Information Act throughout its long years in oppo-
sition, the Blair government’s enthusiasm waned quickly after the
1997 election. Advocates of a disclosure law noted that a promise on
adoption was conspicuously absent from the government’s first major
statement of priorities.99 Although a junior minister later produced a
promising discussion paper on the outlines of a disclosure law, Blair’s
powerful Home Secretary, Jack Straw, soon led an effort to weaken
the government’s commitments.100 After its eventual adoption in
December 2000, Blair himself pressed successfully for a four-year
delay in implementation.101

As the government temporized, internal concern about the pres-
sure for openness began to mount. With the new Freedom of Informa-
tion Act in abeyance until 2005, government departments remained
subject to a weaker administrative code promising limited access
to documents that had been adopted by the Conservative govern-
ment in 1994.102 Between 1997 and 2002, journalists and legislators
became increasingly aggressive in using the code; the number of infor-
mation requests from these sources increased eightfold, eventually
accounting for 40 percent of all requests.103 The Cabinet Office was
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reported to be particularly unhappy about journalists’ increasing
skill in making “round-robin” requests, in which several departments
received comparable requests for information about internal policy
debates.104

In an internal memorandum written in January 2003, a senior offi-
cial responsible for implementation of the Freedom of Information
Act reported that at the center of government there was “an increas-
ing level of anxiety” about departmental decisions on requests under
the administrative code, which were felt to compromise the govern-
ment’s ability to assure the secrecy of the policy-making process.105

Throughout 2003 and 2004, officials worked to develop “measures
to ensure consistency” in dealing with difficult requests under the
new law.106 In May 2004, Blair acknowledged that he had established
a special ministerial committee to oversee its implementation.107 In
July 2004, the Mirror newspaper reported that the Blair Cabinet had
agreed to create a central “clearing house” for information requests,
as part of “emergency discussions” on the potential impact of the
law.108

As the deadline for implementation of the law approached, the
Blair government considered other familiar tactics for dampening the
impact of the new law. In May 2004 the Guardian reported that key
government departments were lobbying for steep increases in the fees
that could be charged to persons making requests for information.109

An internal government working paper justified the increase as a way
of avoiding costs that “could have a serious impact on the ability of
departments to function.”110 The government reversed course follow-
ing public protests.111 In December 2004 – only one week before the
Act was scheduled to go into effect – the minister responsible for the
law, Charles Falconer, announced that the Cabinet had approved a
new policy under which information requested by journalists would
be released simultaneously on government websites – a more subtle
form of practices adopted by Irish policymakers a few years earlier.
Journalists protested that the effect of the policy would be to discour-
age editors and journalists from pursuing costly and time-consuming
requests. Falconer responded by playing on the logic of the law
itself: “Surely media organisations, for so long campaigners for open
government and for freedom of information, cannot be suggesting
that their own commercial interests are of greater importance to them
than the public’s right to know?”112
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The Blair government’s fears about the law were soon justified.
On the second day of implementation, the Conservative opposition
announced that it had used the Act to file a barrage of 120 “embarrass-
ing questions” with government departments.113 (Many backbench
Labour Members of Parliament responded by filing requests for infor-
mation about the performance of the Opposition leader, Michael
Howard, during his years as a minister in Conservative governments
in the 1990s.) The new FOI Clearing House struggled to keep up with
the inflow of politically dangerous requests. In February 2005 it finally
issued directions to other government departments: The center was to
be consulted on “sensitive cases with a potentially high public profile”;
and the Cabinet Office would become involved on cases “in which the
Prime Minister takes personal interest.”114 It was remarkable that the
Blair government – with four years to plan for the new law – was still
inventing these routines at the last moment. But the direction was
now clear: The British government, like other parliamentary govern-
ments before it, was headed down the path of centralization.
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SOFT STATES

The countries that first adopted national disclosure laws – for conve-
nience, let us focus on the fourteen that adopted laws up to 1990 –
had much in common. They were among the richest countries in the
world. Almost all were politically stable democracies with a long tra-
dition of respecting citizen rights and the rule of law, a lively popular
press, and healthy and independent nongovernmental organizations.
Many had a political culture that included a skepticism about state
authority – whether in the strong form (as in the United States), or
in the moderate form peculiar to the older Commonwealth countries
and the states of Northern Europe. (In 2000, one European Union
official dismissed the call for tougher disclosure rules as a pathol-
ogy of “protestant Puritanism.”1) All of these considerations eased
the adoption of a disclosure law and made it more likely that the law
would work in practice.

Indeed, it was common to think that some mix of these consider-
ations was probably necessary as a prerequisite for the adoption of a
disclosure law. One scholar suggested two conditions that were essen-
tial for a law to be adopted. One was a “fundamental commitment” to
the institutions of liberal democracy, manifested in a long history of
democratic rule. Such states, it was thought, would be more respon-
sive to the case for protecting citizens’ rights against state authority
and robust enough to tolerate the uncertainties that could be gen-
erated by a new disclosure law. A second prerequisite was a period
of significant growth in the public sector, or at least a perception of
growth, leading to concerns about the erosion of accountability.2 This
seemed to capture the realities of the 1970s and 1980s: disgruntled
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Table 1 Perceptions of governance in nations adopting disclosure
laws

The five “perceptions of governance” measures used in this table were
developed by Kaufmann, Kraay, and Mastruzzi in research for the World
Bank. A higher number reflects a more positive perception; each measure is
calculated so that its “world average” is 0. Figures are averages for countries
adopting in each period.3 Data on per capita gross national income is US$
for 2000, provided by World Bank.

1990 and
earlier 1991–2000

After
2000

Per capita GNI $21,082 $10,516 $3,626
Political Stability 0.81 0.45 −0.13
Rule of Law 1.36 0.57 −0.08
Control of Corruption 1.31 0.44 −0.13
Government Effectiveness 1.26 0.52 −0.01
Voice and Accountability 1.27 0.68 0.10

electorates in affluent welfare states, distrustful of their leaders and
pressing for openness.

By the mid-1990s it was clear that this account was inade-
quate. The pace at which disclosure laws were being adopted was
quickening: While it had taken more than a quarter-century for the
first fourteen laws to be adopted, twenty-eight more were adopted
in the nineties alone. The profile of this second wave of adopters
was decidedly mixed. Some, such as the Netherlands or the United
Kingdom – affluent, mature democracies – fit the pattern. But many
did not, such as the countries of Central and Eastern Europe – new
democracies determined to repudiate the secrecy of the Soviet era,
and perhaps to emulate the policies of the remaining superpower.4

On the whole, countries that adopted disclosure in the nineties were
much less wealthy than the first adopters, less politically stable, less
able to enforce the rule of law, and more prone to corruption. Polit-
ical rights, including the right to free expression, were not as deeply
entrenched (see Table 1).

There were equally sharp disparities between this group and the
nations that adopted disclosure laws in the first years of the twenty-
first century. These countries had, on average, only one-sixth of the
per capita income of the first wave of adopters; and by all of the mea-
sures of governance – including stability, rule of law, control of cor-
ruption, respect for civil liberties, and political rights – were in poorer
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condition than either of the preceding two groups of adopters. The
conventional wisdom about the necessary conditions for adoption of
a disclosure law had been turned on its head: The typical case was now
far from being a mature democracy, populated by an enfranchised
citizenry disturbed by sprawling bureaucracy. On the contrary, some
new adopters were countries once described by Gunnar Myrdal as
“soft states” – struggling with poverty, political disenfranchisement,
and widespread corruption.5

One could imagine several explanations for this shift in the profile
of adopting states over time. One simple explanation might be that all
the affluent democracies have now adopted laws – meaning that any
new adopters must, by definition, be poorer and rank lower on gov-
ernance measures. The fact of pervasive adoption in the First World
also helps to establish a disclosure law as a marker of democratic and
economic advancement – thus encouraging other countries to adopt
similar laws, if only to emulate the better-off states.

Many intergovernmental organizations have also prodded poorer
and more fragile states to adopt disclosure laws. In 2002 the Council
of Europe – a body distinct from the European Union, without com-
parable authority – recommended the adoption of disclosure legis-
lation to its forty-six members, including over twenty countries in
Central and Eastern Europe.6 In the same year, Commonwealth jus-
tice ministers approved a model freedom of information law for that
organization’s fifty-three member countries7; in 2004, the thirty-five
members of the Organization of American States adopted a resolution
endorsing legislation to recognize a right to information.8

Countries have also been pressured by an increasingly sophisti-
cated transnational network of nongovernmental organizations inter-
ested in transparency issues. ARTICLE 19, the London-based free
expression group, has played a critical role in promoting the adop-
tion of disclosure laws and in critiquing proposed laws.9 (In 2004,
ARTICLE 19 also orchestrated a joint declaration by the free expres-
sion monitors of the United Nations, the Organization of American
States, and the Organization for Security and Cooperation in Europe
that the right to access information held by public authorities
“is a fundamental human right.”10) So, too, has the Delhi-based
Commonwealth Human Rights Initiative,11 as well as the Interna-
tional Helsinki Federation for Human Rights (particularly in East-
ern Europe and the Caucasus)12 and the Atlanta-based Carter Center
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(in Latin America and the Caribbean).13 The Open Society Institute,
a philanthropy established in 1993 by investor George Soros, also
provides substantial support to groups advocating for the adoption
of disclosure laws. An arm of the OSI, the Open Society Justice Ini-
tiative, now has the adoption of disclosure laws as one of its main
priorities.14

One of the most influential of these nongovernmental organiza-
tions has been Transparency International, established in 1993 by
Peter Eigen, once a World Bank official frustrated by the Bank’s fail-
ure to address the problem of corruption in borrowing countries.15 TI
publishes a Corruption Perceptions Index that annually ranks coun-
tries based on the international business community’s view about the
pervasiveness of corruption within each. Arguing that there is “an
obvious link between access to information and low levels of corrup-
tion,” TI has also recommended the adoption of a disclosure law as
one of the central elements of a national anticorruption strategy. In
1998 it observed that almost all of the “clean countries” in its index
had a Freedom of Information Act.16

The identification of disclosure law as a tool for dealing with
the problem of corruption has become a principal reason for the
widespread adoption of such laws among “soft states,” many of whom
are attentive to their ranking in TI’s Corruption Perceptions Index
because of its potential impact on foreign investment. Other intergov-
ernmental organizations such as the OECD and the United Nations
Development Programme have endorsed TI’s view; the UNDP has
called freedom of information acts “an important precondition” for
reduction of corruption.17 The Bretton Woods institutions – the World
Bank and the International Monetary Fund – have encouraged adop-
tion of national disclosure laws on similar grounds. Governments
have also realized that disclosure laws might serve their own ends,
by helping them to improve control over a vast and unresponsive
bureaucracy. This was the case in China, where in 2003 senior party
officials endorsed transparency as an important tool “for the control
and supervision of administrative powers, so as to prevent and control
corruption.”18 “External supervision” by citizens would be enlisted to
serve the interests of the Party.

In other words, “soft states” were adopting disclosure laws pre-
cisely because of their softness, not in spite of it. Here was another
case of “legal transplantation” (to continue with Otto Kahn-Freund’s
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phrase) to new bodies politic – and this time the differences in con-
text were perhaps even more substantial than those between one
rich democracy (such as the United States) and another (such as the
United Kingdom). The contrast between the early and late adopters
was so stark that it raised a reasonable question of whether the trans-
plant could thrive at all.

In some instances, an obvious issue was whether the new adopter-
governments felt any “ownership” (to use a favored phrase of the
International Monetary Fund) of their new disclosure law. There was
always the possibility that legislation had been adopted purely for
the sake of appearances. Pakistan may have illustrated the poten-
tial for backsliding. Routinely ranked by TI as one of the most cor-
rupt countries in the world, Pakistan eventually agreed to adopt a
Freedom of Information Ordinance in September 2002, as part of
an anticorruption program promised in return for US$1.4 billion
in aid from the IMF.19 Two years later, Pakistan’s Human Rights
Commission complained that the government led by General Pervez
Musharraf had done little to encourage bureaucratic compliance
with the ordinance. “Nothing has turned around,” lamented the head
of a Pakistani lawyers’ association. “Such legislation serves best in
a civilized society. Our case is different. Either we make laws to
violate or not to implement them at all; and this is our national
tragedy.”20

Governmental capacity

Disclosure laws will also test the administrative capacities of devel-
oping countries. One mundane but nonetheless critical issue is the
ability of governments to document their work and organize their
records so that they can be retrieved later. The right to information is
meaningless if files do not exist or cannot be found.21 Even in affluent
countries, good record keeping is a challenge. Preparing a documen-
tary record of official activities, sorting and filing documents – all
of this takes time and staff. As the public services of the advanced
democracies have been cut back over the last decade, record keep-
ing – often regarded as one of the ancillary functions of government –
has deteriorated in many of these countries. In 1997 the Australian
Law Reform Commission concluded that prolonged efficiency drives
in the Australian government had led to widespread problems of
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“mediocre and fragmented recordkeeping”22; the complaint was
echoed in several other rich states.

The problems are substantially worse in developing countries.
Anne Thurston, founder of the International Records Management
Trust, says that the record-keeping systems of many developing coun-
tries are “in decline, and in some cases total collapse” for lack of
proper policies, trained staff, or adequate facilities.23 An early Trust
study of government personnel records in Uganda reported dire
conditions: “No temperature, humidity or pest control exist, so paper
is rotting, metal is rusting and there are layers of insects on or in
files (termites have damaged shelving and wasps have nested among
files).”24 In Tanzania, the Trust found that the ability to monitor finan-
cial and personnel systems was compromised because “the system is
overwhelmed by huge volumes of unmanaged paper. For example, it is
very difficult to audit the payroll because the relevant documents are
scattered in different files in a variety of locations. . . . [Personnel] files
are frequently incomplete, missing or misplaced.”25 Another study
found that the Ecuadorian court system’s archives had accumulated
2.5 million files – 500,000 on shelves, and the other 2 million on the
archive’s floors. File retrieval depended on the “knowledge and mem-
ory of the Director.”26

In Kenya – which will have a constitutional right to information
if a Bill of Rights drafted in 2004 is put into force – missing govern-
ment files were found to be a major problem. A government archivist
believed that a major reason for the loss of files was corruption;
officials were simply destroying incriminating documents.27 This
highlights one of the perversities of disclosure law as an anticorrup-
tion tool: It operates on the premise that the administrative system is,
in large part, not corrupt. One of the remarkable features of disclosure
systems in advanced democracies is the frequency with which they
result in the release of documents that citizens did not know existed in
the first place. That these documents are released, and not destroyed,
is a testament to the professionalism of the civil service. Even in the
cleanest civil services, however, cases of document destruction are
occasionally uncovered. The problem is likely to be more severe in
weakly professionalized civil services, particularly when missing doc-
uments can be blamed on notoriously poor record-keeping systems.

A decent system of record keeping and a reasonably profes-
sional civil service are likely to be two prerequisites for an effective
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Documents stored in the archive of the municipality of Independencia, Peru,
August 2004. Photograph by Helen Darbishire.

disclosure law. A third will be adequate resources for administering
the law. Proponents of disclosure laws have sometimes been reluctant
to discuss the potential burden of administering new laws, but they
can be substantial if the law is to be applied properly. Staff need to
be trained so that they know how to receive and respond to requests.
In departments likely to receive a large number of requests, special
offices may need to be established. The processing of requests will
require some officials to retrieve records and review them to sepa-
rate those that are sensitive from those that are not. Lawyers may
be needed to give advice on the interpretation of exemptions in the
law. Copies of documents containing sensitive material will have to
be made, and the sensitive portions blacked out.

In short, a functioning disclosure law will spawn its own admin-
istrative routines and bureaucracy, and this will impose significant
costs on government. In 2004, the Australian government estimated
that the annual cost of administering its Freedom of Information Act
was about $14 million, or about US$330 for each request.28 In 2000,
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the Canadian government estimated that the annual cost of admin-
istering its Access to Information Act was US$19.4 million, or about
US$1,340 for each information request received that year.29 The dif-
ference in the two estimates is likely a result of the relative complex-
ity of requests being handled in the Canadian system30; the Canadian
estimate also included the budget of the independent Information
Commissioner, who investigates complaints about the handling of
AIA requests.

In 2003, the cost of administering the U.S. Freedom of Informa-
tion Act was estimated to be $323 million, or about $100 per request.31

This is significantly lower than either the Australian or Canadian esti-
mates. Again, part of the difference is attributable to a variation in
the kind of requests received by the three governments. Eighty per-
cent of the 3.2 million FOIA requests received by the U.S. government
in 2003 consisted of requests made by clients of the Veterans Health
Administration or the Social Security Administration for personal
information files; these requests are simple and highly standardized,
and can be processed quickly and at low cost.32 The average process-
ing cost for requests received elsewhere in the U.S. government in
2003 was $405. The U.S. estimate also excluded some costs – such
as the time taken by bureaucrats outside FOI offices to gather files –
that were counted in the Canadian estimate. Nor is there an informa-
tion commissioner in the U.S. system, as there is in Canada. In the
United States, much of the enforcement cost – consisting largely of
the cost of FOI litigation – is shifted to the federal court system and
individuals who litigate FOIA cases.

These estimates are rough, but they suggest that the cost of pro-
cessing an information request in these three countries is likely sev-
eral hundred dollars, unless the process is highly routinized. In prin-
ciple, it is possible to levy charges on citizens to recoup much of this
cost. Indeed, a model right to information law drafted by ARTICLE 19
and the Commonwealth Human Rights Initiative in 2001 would allow
fees up to “the actual cost of searching for, preparing and communi-
cating” information, with waivers for personal information and pub-
lic interest requests.33 In practice, however, the Australian, Canadian,
and U.S. governments rarely charge actual costs; revenue from fees is
equal to roughly 1 or 2 percent of each government’s expenses. There
is evidence that a fee policy based on full cost recovery would cause
the demand for information to collapse entirely.34
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A working disclosure system cannot sustain itself financially; it
requires almost complete subsidy from government coffers. There are
sound arguments for such a subsidy in affluent nations. For exam-
ple, governments in these countries spend a vastly larger amount on
advertising and other promotional activities aimed at conveying infor-
mation in ways that favor official priorities. In these countries, how-
ever, the subsidy for disclosure is explicitly recognized in government
budgets: To put it another way, an allowance is made for the burden
that will be put on departments by new disclosure laws. It is not clear
that countries now adopting disclosure laws have done this; on the
contrary, the assumption appears to be that the cost of implementa-
tion will be absorbed within existing budgets.

The disparity between the approach to implementation in richer
and poorer countries was clear in 2004. The British government was
in its fourth year of planning for the roll-out of its new Freedom of
Information Act; adopted in December 2000, the law was scheduled
to go into effect in January 2005. There had been heavy investment
by government agencies in training, promotional material, and com-
puter systems to handle anticipated requests. Parliamentary commit-
tees had scrutinized the implementation effort, as had the National
Audit Office. In 2004 alone, the new Office of the Information Com-
missioner was given US$7 million to prepare for the law; the office
within the central government’s Department of Constitutional Affairs
that had responsibility for providing guidance and overseeing imple-
mentation had, in that year, a budget of US$15 million.35 Consultants
had been hired; advisory boards had been appointed; “project risks”
associated with the roll-out had been carefully monitored. Consti-
tutional Affairs’ public relations office announced that it would dis-
tribute complimentary coasters and pens bearing a new FOI logo36

(thus raising, for FOI requesters, the perverse possibility that their
denial letter would be signed with a pen celebrating the government’s
openness).

Jamaica, a poorer relation of the United Kingdom, put its Access
to Information Act into force in January 2004, after only fifteen
months of preparation.37 This was, admittedly, a smaller effort than
in the United Kingdom, but scale alone could not account for the
disproportion in resources available for implementation in Jamaica.
The budget for central guidance of the British FOI implementation
effort exceeded the budget of the Jamaican Access to Information Unit
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(with its staff of four), the government’s Archives and Records Depart-
ment, the other parts of the Prime Minister’s Office, and the Jamaican
Houses of Parliament – combined.38

In September 2004 the Open Society Justice Initiative issued a
report on the results of a test in which requests for information
were submitted to government agencies in three countries that had
recently adopted disclosure laws – Bulgaria, Peru, and South Africa.39

The findings were discouraging. Officials frequently refused to accept
requests for information, particularly if they were submitted by mem-
bers of “vulnerable and excluded groups,” while over 40 percent
of requests that were accepted by officials were simply ignored. In
South Africa, 70 percent of requests were either rejected or ignored.
The problem was not simply the “enduring reflex toward secrecy,”
the report concluded; officials were often ignorant of the law, and
agencies often lacked clear procedures for handling requests. The
promise of the law had been defeated by failures in implementation.40

A similar 2004 study of the Moldovan law found that one-quarter of
state bodies ignored requests entirely, while another quarter violated
deadlines for response.41

In the affluent democracies, official recalcitrance is often reme-
died by an appeal to the courts. But this makes another assumption
about governmental capacity: specifically, that the courts are able to
make a timely and independent appraisal of bureaucratic compliance
with the law. This may not always be the case. In some poorer coun-
tries, court systems are overburdened and incapable of handling cases
promptly. (In a 2004 assessment, American human rights specialists
observed that the Pakistani court system was plagued with backlogs
due to “archaic and inefficient court procedures”; the Indian court
system was subject to similar criticism.42) Court systems may also
be subject to political interference or governments may simply fail to
comply with judgments – both of which are significant problems in
the Ukraine, for example.

Civil society capacity

To say that the right to information is a citizen’s right is, in a cer-
tain sense, misleading. There are many circumstances in which
the disclosure of information helps to protect a citizen’s important
interests. However, it is unlikely – at least based on the experience
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of laws already in operation – that individual citizens will, on their
own behalf, make requests for information under a disclosure law.
Even if they seek personal information (about a health benefit, for
example, or an adverse decision on school admission or immigra-
tion status), individuals may rely on an advocate to make a request
for them. And individuals are even less likely to make requests for
other kinds of documents – sometimes known as “general records”
requests. Requests such as this might also protect important interests
such as the right to be informed about government decision mak-
ing, but it is more likely that a nongovernmental organization – an
advocacy group, media outlet, union, or business – will ask for the
information.

The reasons for this are straightforward. Even in countries with
long-established disclosure laws, making a request for information
requires knowledge about the bureaucratic routine by which infor-
mation requests are processed and about the legal provisions that
should govern decisions on the release of information. Often it is use-
ful to have a good understanding of the organization of files within
the bureaucracy – to know where the bodies are buried, so to speak.
The act of requesting information also requires a strong sense of polit-
ical efficacy and persistence, due to the long delays that may arise in
the handling of requests. Finally, asking for information may require
money, particularly if the request is novel or complex or if the law
lacks a mechanism by which appeals can be lodged at little or no cost
to the requester.

The practical impediments to the use of any disclosure law are
evident in the stories that are told about the use of new disclosure
laws. In Rajasthan, it was not the villagers of Kelwara who pursued
the request for ration dealers’ registers; it was MKSS, an organiza-
tion created by a former employee of the prestigious Indian Admin-
istrative Service (see Chapter 1). In Thailand, the case against the
Kasetsart University Demonstration School was brought by a parent
who also happened to be a public prosecutor. (In fact, most of the
individuals who filed complaints about noncompliance with the Thai
law in 2002 were government employees seeking information about
disciplinary actions.43) It was also lawyers (a high-status occupa-
tion in Japan) who constituted the Zenkoku Shimin Ombudsmen, the
organization that routed out evidence of corruption in Japanese gov-
ernment. Disclosure laws are wielded by knowledgeable, empowered
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professionals, even if they are used to protect the interests of a larger
population.

Expertise and a strong sense of political efficacy, while critical,
may not be enough. The U.S. Freedom of Information Act works as
it does because the federal government is surrounded by nongovern-
mental organizations and media outlets with the resources to use the
right to information aggressively. Many of these nongovernmental
organizations also take a special interest in the principle of openness.
These include groups such as Public Citizen (“We fight for openness
and democratic accountability in government”), the National Secu-
rity Archive (“a counter-institution to the U.S. government’s secrecy
system”), or OMB Watch (“Our objective is to improve access to
government decision-makers and energize citizen participation”).44

Others, such as the Reporters’ Committee for Freedom of the Press,
treat the right to information as one of several issues that are impor-
tant to their core constituency. This “transparency lobby” depends in
turn on contributions from a broad community of philanthropies, as
well as favorable treatment under federal tax law.

The affluence of public interest groups within the United States,
as well as the country’s major media outlets, is remarkable even when
compared to other advanced democracies (see Table 2). And it is clear
that the health of disclosure regimes in other rich democracies is
tied to the health of the community of nongovernmental institutional
users. Where the nongovernmental community has limited capac-
ity, requests are either less likely to be made or are poorly drafted
and pursued half-heartedly; or, if successful, requests may result in
the release of information that is misconstrued or not used at all.
All of this tends to discredit the law among policymakers, encourag-
ing their efforts to reverse the law – efforts that, again, are unlikely
to be strongly resisted. In Canada, for example, it is common for
policymakers to complain that journalists misuse disclosure laws by
dwelling on requests for travel and hospitality expenses – requests
that are simple and unlikely to incur large charges for the journal-
ists themselves but yield a sensational news report if the expenses
are anything other than wholly prosaic. These complaints about the
“trivialization” of access help to legitimize efforts to restrict the right
to information.

The question in countries that are now adopting disclosure laws
is not only whether government has the capacity to fulfill the law, but
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Table 2 Washington’s Transparency Lobby

A partial list of nongovernmental organizations in the United States that
promote governmental transparency and use FOIA actively. Budget data
are drawn from IRS Form 990’s collected by guidestar.org. Several of these
organizations also work on issues other than the right to information.
ACLU data excludes state affiliates. Data is for most recent available year,
either 2002 or 2003

Organization Annual expenses

American Civil Liberties Union Foundation $9,046,534
Center for American Progress $2,943,509
Center for Democracy and Technology $1,689,245
Center for Public Integrity $3,682,146
Electronic Frontier Foundation $1,523,891
Electronic Privacy Information Center $917,737
Federation of American Scientists Fund $2,359,729
Freedom Forum, Inc. $26,152,357
Judicial Watch $11,847,367
National Security Archive Fund $2,508,414
OMB Watch $1,137,435
People for the American Way Foundation $7,034,194
Public Citizen Foundation $8,482,766
Reporters’ Committee for Freedom of the Press $808,151

Total $80,133,475

whether the nongovernmental sector will have the capacity to use the
law effectively. In several countries, cumbersome registration laws –
such as Turkey’s Law of Associations – discourage the establishment
of nongovernmental organizations and sometimes allow government
leaders to block the establishment of unfriendly associations.45 Gov-
ernments also harass already-established nongovernmental organiza-
tions. Ukrainian nongovernmental organizations complained in 2003
that their mail had been opened and their activities monitored by the
security service; in Georgia in 2002, a pro-government gang attacked
the offices of the Liberty Institute, a nongovernmental group that
played a key role in the adoption of Georgia’s disclosure law. (“You
hit the Liberty Institute, you hit all the NGOs,” another association
leader said. “The message is the same for everyone.”46)

Funding is also a critical issue for media outlets and nongovern-
mental organizations. The condition of the independent press in
Georgia – constrained by “high printing costs, a lack of adver-
tising, and general poverty” – is typical of many other nations.47
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Nongovernmental organizations in these countries frequently rely
on foreign assistance. The Soros-funded Open Society Justice
Initiative said in 2004 that it provided support for freedom of infor-
mation and expression projects to nongovernmental organizations
in about twenty-five countries, and to international organizations
such as the International Media Lawyers Association and the new
Freedom of Information Advocates Network.48 Conventional develop-
ment agencies also provide aid for transparency-oriented nongovern-
mental organizations. South Africa’s Open Democracy Advice Center
has received support from Swedish, Finnish, and British development
agencies; in the Philippines, the Center for Investigative Journal-
ism has received support for transparency projects from the United
Nations Development Programme. However, reliance on foreign
assistance carries a price: In the Georgian state of Adzharia, Pres-
ident Aslan Abashidze used the fact of Justice Initiative funding to
tar the Liberty Institute as a tool in an alleged Soros-driven plot to
overthrow him.49

Civil and political rights

For disclosure laws to work well, nongovernmental organizations
must also have the capacity to act on the information they receive
from government agencies. In individual cases of misconduct, we
presume that individuals will have remedies against arbitrary or cor-
rupt decisions; but there may be no legal basis for challenging the
decision – no equivalent of the Administrative Procedures Act, for
example – and it may be impossible, for reasons noted earlier, to
obtain a remedy in court. More broadly, information might be used
to ensure that political rights can be exercised intelligently, but this
assumes that political rights can be exercised at all. Recent elections
in several of the countries that have recently adopted disclosure laws –
Armenia, Georgia, Ukraine – have been marred (in the antiseptic lan-
guage of American officials) by “serious irregularities.”50

The capacity of media outlets to act on information obtained
through the law may also face sharp constraints. Many countries still
maintain defamation or desacato laws that threaten imprisonment
for news reports that insult the honor or dignity of public officials.
There are, in addition, other methods of suppressing or intimidat-
ing independent media. Ironically, one common tactic is deployed in
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Zimbabwe’s Access to Information Act, adopted in 2002. The law pro-
vides a right to government documents, albeit a right that is hedged
by broadly drawn exemptions. The law also created a new Media and
Information Commission to hear complaints about denial of infor-
mation. However, a 2004 report found only one instance in which
the right to information had been exercised. This was hardly surpris-
ing, because the 2002 law also included severe restrictions on press
freedom, including fines or imprisonment for media outlets and jour-
nalists who were not registered with the Commission. (The penalties
were strengthened in 2004.) The principal use of the law was to harass
journalists and suppress independent newspapers prior to the coun-
try’s 2005 election.51

There have been comparable restrictions on the media in other
countries that have recently adopted disclosure laws. Uzbekistan,
which adopted a law in 1997 and overhauled it in 2003, also main-
tains a registration system that has effectively crushed an indepen-
dent media, and independent journalists have been harassed in an
effort to discourage the distribution of stories critical of the gov-
ernment. Major media outlets are state-owned, and therefore sub-
ject to direct political control. Human rights observers reported a
comparable situation in Azerbaijan, whose parliament was consider-
ing adoption of a disclosure law in 2005.52 The editor of a promi-
nent Azerbaijani opposition magazine, Monitor, was murdered in
early 2005.

Initiatives to improve transparency in China will also be ham-
pered by controls on press freedom. Chinese leaders may wish to
curb corruption, but their tolerance for “external supervision” of
state institutions clearly has firm limits. China’s state secrets law,
which prohibits “spreading rumors or libel or in other ways insti-
gating subversion of the state regime,” is a useful tool for constrain-
ing dissent. In 2002 the Chinese government jailed the journalist
Jiang Weiping for eight years for violating the state secrets law: Jiang
had written a series of articles in a Hong Kong magazine about an
alleged cover-up of corruption in Liaoning province in northeast
China. (Jiang’s sentence was later reduced, and he is now sched-
uled for release in 2007.53) In 2004 Chinese authorities also detained
Zhao Yan, a researcher for the New York Times, on allegations that
he had “divulged state secrets” by providing the Times with details
about the imminent retirement of President Jiang Zemin; Zhao was
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already suspect because of his earlier work against corruption in rural
areas.54 Local officials in Guangzhou (which adopted its Provisions
on Open Government Information in 2002) jailed editors and journal-
ists from the Southern Metropolitan Daily, which had embarrassed the
local government with its coverage of corruption and police abuses.55

Central government officials who had cited their eventual openness
on SARS as evidence of a new commitment to transparency later
detained Jiang Yanyong, the government physician who first exposed
official deception about the extent of the crisis.56

A Brave New World?

The editors of the Lagos Vanguard were exultant when the Nigerian
House of Representatives passed a Freedom of Information bill in
September 2004. The government of President Olusegun Obasanjo
agreed in 2003 that it would support a disclosure law as condition
for a US$17 million aid package negotiated with the UNDP in 2003.57

Nigeria was in terrible condition, still wrestling with the legacy of
sixteen years of military rule and plagued by corruption. The FOI
bill, said the Vanguard, would allow Nigeria to “join the league of
open democratic societies”:

The bill . . . has removed the shackles from the media for con-
ducting investigative journalism . . . and would allow the Nigerian
media to beam its searchlight on public officials. Henceforth, pub-
lic service will cease to be attractive to those who in the past have
considered public office as a method of self-enrichment. . . . It is a
brave new world for the Nigerian media and its people.58

That the editors took this view was not surprising. To a small degree
the overstatement may have reflected their desperation to find any
remedy for the overwhelming problems confronting the nation. To a
larger degree, the editors had merely accepted what they had been
told by many advocacy groups and international organizations: Dis-
closure laws were powerful instruments for eradicating corruption.

In truth, the actual effectiveness of disclosure laws as corruption-
fighting tools in developing countries is largely unknown. Yes, many
of the world’s cleanest countries have similar laws, but this confuses
correlation with causation. Many of these nations had been among
the cleanest in the world before they acknowledged the right to
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information. Disclosure laws have been used to uncover abuses sub-
sequently, but it could be argued that disclosure laws did this pre-
cisely because the system of governance was, on the whole, already
functioning well: officials were usually honest; records were well
maintained; courts were efficient and independent; nongovernmen-
tal organizations were free to express their opinion about official
misconduct; and governments were compelled to pay attention to
public outrage.

Now the same instrument is being deployed in a much more hos-
tile environment. It is certainly possible that the right to information
could prove useful as a corruption-fighting tool in poorer countries,
as the Indian experience seems to show. Right-to-information cam-
paigns in several Indian states have succeeded in giving attention
to abuses and prompting promises of reform; furthermore, there is
a vibrant national community of professionals, activists, and aca-
demics who are committed to the use of disclosure law. On the other
hand, India has several advantages over other countries in the group
of recent adopters. Within this group, India is perceived to be more
committed to the rule of law, and more respectful of civil and political
rights. It also has the advantage of an independent high court that has
spoken forcefully about the importance of the right to information,
and a senior public service that is generally regarded as professional
and free of corruption.

Perhaps the Indian case suggests that there must be a certain min-
imum set of conditions in order to make a disclosure law useful in
anticorruption campaigns. But even this may be saying too much: It
is still unclear whether Indian government has the budget or adminis-
trative capacity to maintain an active disclosure system – that is, one
that is capable of responding to thousands or millions of information
requests every year. In India, as in most other countries in the cohort
of recent adopters, statutory recognition of the right to information
is an experiment in governmental reform, and the odds are slim that
it will quickly corrode old habits of secrecy.
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OPAQUE NETWORKS

The days before the 2000 election held a moment of drama for advo-
cates of open government in the United States. Two weeks before
election day, Congress sent President Clinton the appropriations bill
for the CIA and other intelligence agencies – but with a stinger in its
tail. The bill contained a new criminal penalty for the unauthorized
disclosure of classified information by federal employees.1 With the
country distracted in the run-up to voting day, would Clinton sign the
bill?

A last-minute campaign that enlisted the editorial boards of many
major newspapers succeeded in persuading Clinton to veto the 2000
law three days before the election. However, proponents of the penalty
made another effort a few months later to include it in the intelligence
appropriations bill for 2001. The threat of another public campaign
eventually persuaded the Senate Intelligence Committee to abandon
the proposal – by coincidence, only a few days before the 9/11 attacks.2

The campaign against the bill leaned heavily on the claim that
there was something profoundly un-American about the new penalty.
William Safire of the New York Times said the new crime would be
like those “used by so many dictatorships . . . to stifle dissent and hide
misdeeds.”3 The St. Louis Post-Dispatch, like many other newspa-
pers, equated the law with “Britain’s loathsome Official Secrets Act.”4

The New York Daily News railed against what it called a “Soviet-style
secrecy law.”5 “Other nations have long criminalized the disclosure
of government information,” said former White House counsel John
Dean, “but there’s a crucial difference between them and us: They
lack an equivalent of our First Amendment.”6
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In reality, the distinction between “them and us” was not quite
so simple. It was true that the United States had a long tradition
of resisting attempts to create criminal penalties for leaking classi-
fied information. In 1957, for example, Congress rejected propos-
als put forward by two special inquiries – the Wright Commission
on Government Security and the Coolidge Committee on Classified
Information – to establish such penalties.7 The proposals, said the
New York Times’ James Reston at the time, posed great danger to
government accountability and a free press.8

Reston could not have appreciated the extent to which the United
States was, at that very moment, secretly succeeding in efforts to
strengthen criminal penalties for unauthorized disclosure of classi-
fied information in other countries. In the spring of 1953, planners
within the North Atlantic Treaty Organization became frustrated by
a series of compromising leaks of information about NATO military
planning. At a secret meeting in Paris in April 1953, the Organization’s
Secretary General, Lord Ismay, told NATO leaders that “the problem
of information leaks” had become grave and that “it was essential to
search out the malefactors and to make examples of those who were
caught.”9

Some of the most frustrating news stories had arisen as a con-
sequence of leaks by American sources to C. L. Sulzberger of the
New York Times. The leaks provoked a three-year effort by the NATO
Security Committee, in closed meetings at NATO headquarters at the
Palais de Chaillot in Paris, to push for stronger antileaking penal-
ties. Prodded by the Security Committee, several NATO countries
strengthened criminal antileaking laws over the next four years.
Ironically, the United States – the dominant partner in NATO – was
the only major government that did not respond to the Security Com-
mittee’s call for stronger laws.10

The United Kingdom was not then a bastion of open govern-
ment, and appeals from NATO to maintain a strong antileak law were
unlikely to be fiercely resisted. In other respects, however, British pol-
icy on the handling of sensitive information was more liberal than
that of the United States. British officials protested against American
demands for tighter security clearance procedures, arguing that the
procedures were likely to be ineffective and that the American stan-
dards – which denied clearances based on political affiliation and
sexual orientation – went too far in limiting civil liberties. In 1953,
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the U.S. government made clear it would not share any informa-
tion about its nuclear defense plans until the British adopted tighter
procedures, and the British finally relented.11 After 1955, these U.S.
rules were codified in secret standards that applied to all NATO
governments.12

There were also other governments that were troubled by the
secrecy rules imposed through NATO. Norway and Denmark com-
plained privately in the 1950s that NATO’s standards for classifying
information were too broad and vague. Other tensions arose as NATO
member states began adopting national right-to-information laws.
NATO’s practice of subjecting all information flowing through its
channels – classified and unclassified – to the “third party rule” (which
gives the originating government absolute control over its distribu-
tion) clashed fundamentally with the ethic of disclosure built into the
new national laws. Sweden, which has a long tradition of open gov-
ernment, felt this conflict acutely when it began cooperating more
closely on military matters with Western European governments in
the early 1990s.

In the late 1990s, NATO’s influence on national openness poli-
cies became evident as it responded to American pressure to incor-
porate former Soviet bloc countries in Central and Eastern Europe.
Following the collapse of the Berlin Wall, countries in this region had
been quick to throw off Soviet-era secrecy laws and adopt right-to-
information laws on the Western model. Soon, however, governments
began adopting new state secrets laws that included rules on the pro-
tection of sensitive information, security clearances, and criminal
penalties for leaking. The motivation was simple: NATO had made
clear that the laws were a prerequisite for joining the alliance.

Nongovernmental organizations throughout the region were frus-
trated by their ‘governments’ rush to adopt new secrecy laws. In
Romania, legislators successfully launched a constitutional challenge
against the government’s first attempt at a secrecy law, arguing that
it had been compromised by procedural irregularities. (Legislators
were eventually persuaded to agree on a law in 2002. A security offi-
cial “came down like a storm” on members of a Senate committee,
a Bucharest newspaper reported: “ ‘This morning we have received
signals from Brussels indicating that if the bill on classified informa-
tion is not passed before 16 April, they cannot exclude adopting a
critical attitude regarding Romania. We agree with any form – the
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colonel added – but please, pass it as soon as possible, or we will
be facing huge problems’.”13) Protests also delayed the Slovak law,
while the Polish, Czech, and Bulgarian laws provoked unsuccessful
constitutional challenges.

The Bulgarian case provided a vivid illustration of the tensions
between the post-1989 spirit of openness and the new emphasis on
secrecy. The Classified Information Protection Act adopted in 2002
included a repeal of a 1997 law that allowed citizens to access the
files created by Bulgaria’s secret police in the Soviet era. Was this a
step required by NATO, as the Bulgarian government claimed, or had
it simply exploited an opportunity presented by the NATO accession
process? This proved difficult to judge, because NATO itself refused to
release the unclassified documents that detailed its requirements.14

In September 2003, the Bulgarian government also proposed more
severe criminal penalties for leaking classified information, including
sanctions against journalists who repeated the information. Whether
NATO had specifically required the measures remained unclear.
Bulgarian newspapers reported in the months before accession that
NATO sources had become concerned about Bulgaria’s capacity to
protect secrets,15 and U.S. Secretary of State Colin Powell, in a meet-
ing with the Bulgarian President, had urged that the government take
further measures to protect classified information.16

Protecting the network

NATO has been called one of the great military and political alliances
in history. In contemporary terms we would call it a model of “net-
worked governance.” The ten countries that signed the Washington
Treaty in April 1949 faced a common problem that could not be
resolved through action by any one state alone. A system for collective
action by a number of legally autonomous but interdependent states
had to be devised.17 A critical part of the infrastructure built to sus-
tain this new collective security network was intended to encourage
“information sharing” (to use another contemporary phrase) among
military staff and diplomats in the network. As it turned out, build-
ing an effective information-sharing policy was not easy. In fact, the
first ten years of the alliance were punctuated by repeated efforts to
overhaul the policy. But by the end of the first decade the NATO coun-
tries – heavily influenced by the preferences of the dominant NATO
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member, the United States – seemed to reach rough agreement on the
rules for information sharing.

The deepening flow of information among NATO governments
undoubtedly enhanced collective security. However, security came at
a price: In the drive to give assurances that shared information would
be strongly protected, each government took steps that restricted the
ability of its own citizens to gain access to the information – even
unclassified information – flowing through the network. The network
ensured transparency for actors within the network, but opacity for
those without.

That the policy should have put so little emphasis on adequate
transparency for actors outside the network is not surprising. At the
time, the threat posed by the Soviet Union and its satellites seemed
overwhelming, and the revolution in popular expectations about gov-
ernmental transparency had not yet occurred. The dominant actor
in the network – the United States – was also indifferent to the costs
that NATO policy imposed on legislators and citizens in other states.
Furthermore, NATO was aided by the secrecy that was imposed on
the policy itself – it was difficult to protest conditions imposed in
documents that were themselves withheld from public view.

NATO’s own significance may be in question after the collapse
of the Soviet Union, but the dilemmas posed by its information-
sharing policies have not faded. On the contrary, the restructur-
ing of military and political relationships in the post-Cold War era
have led to a proliferation of bilateral and multilateral partnerships
among national governments that often include equally problematic
rules on the handling of shared information. The burgeoning num-
ber of international networks can be divided into three categories:
those relating to defense cooperation; cooperation between national
intelligence agencies; and cooperation between national police
forces.

International defense networks
The U.S.-led expansion of NATO is only the most obvious aspect of the
post-Cold War restructuring of military alliances. The United States
has also undertaken new bilateral partnerships that involve the shar-
ing of information between military and diplomatic officials – and, as
a consequence, negotiation on terms to protect shared information
from unwanted disclosure.
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The conditions that govern the handling of shared information are
laid out in bilateral Security Of Information Agreements, or SOIAs.
SOIAs are not new: The United States has been negotiating them with
its defense partners for a half-century. In the 1950s, many countries
that collaborated with the U.S. through NATO also signed bilateral
SOIAs that provided assurances on the flow of information outside
NATO channels. The practice of negotiating SOIAs was formalized
in the United States in 1971 by National Security Decision Mem-
orandum 119, which prohibits the sharing of military information
with a foreign government that has not signed a legally binding SOI
agreement.

In 1999, the Australian government created consternation within
the U.S. Defense Department when it privately advised that it had
never taken the steps required to make their classified 1962 SOI
agreement with the U.S. legally binding. U.S. officials began press-
ing the Australian government to adopt an agreement that would be
enforceable under international law. “A gentleman’s agreement is not
enough,” a Defense Department official said. The State Department
agreed. Its “biggest concern,” an internal e-mail explained, was to
get Australia “on the hook legally.” Hurried negotiations produced a
new, legally binding agreement. Australia’s Foreign Affairs minister
told the public that the new agreement was negotiated to “account
for advances in information technology” since 1962.18

Tracking the number of SOIAs that have been negotiated by the
Department of Defense is difficult, because the very existence of
the agreements themselves may not be acknowledged. For example,
the U.S. does not acknowledge an SOIA with Indonesia. It may be
that no such agreement exists; alternatively, the Indonesian govern-
ment might be reluctant to acknowledge the agreement, to avoid stok-
ing domestic concern about military collaboration with the United
States. In other cases, an agreement may be publicly acknowledged
while its content remains classified. For forty years, the British and
American governments refused to divulge the content of the bilateral
SOIA signed in 1961. This agreement was finally declassified in 2001,
but the details of some other agreements – such as the 1986 U.S.–
Turkey SOIA – remain secret.

Despite such secrecy, there is evidence that the number of U.S.
SOIAs is growing in the post-Cold War age. The collapse of the Soviet
Union led to the negotiation of bilateral SOIAs with former Warsaw
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Pact states even before those governments joined NATO. Alliances in
other regions – such as the intensified collaboration of the United
States with the Indian government – also led to the negotiation of
new SOIAs. Roughly one-third of the fifty-four bilateral agreements
that have been acknowledged by the United States were negotiated
in the decade following the collapse of the Soviet Union.19

The content of these agreements seldom varies. At minimum, they
entrench the third-party rule, so that a government receiving infor-
mation covered by the agreement is denied any discretion to make
a judgment about the wisdom of releasing shared information with
legislators or citizens, or third countries. SOIAs may also require gov-
ernments to adopt acceptable procedures for security clearances and
physical protection of information as well; agreements with countries
that are also NATO partners may simply apply NATO standards to all
flows of defense information between the two countries.

The right-to-information laws adopted by national governments
must be trimmed to accommodate the constraints imposed in these
sometimes-secret documents. On the American side, an executive
order creates a presumption that any information received from
foreign governments merits classification, thus protecting it from
disclosure under the Freedom of Information Act.20 Other coun-
tries may create a similar blanket exclusion within their right-to-
information law, or persuade courts that the release of shared infor-
mation necessarily jeopardizes national security, regardless of the
actual sensitivity of the information that is the subject of an access
dispute.

In some instances, there is evidence that agreements have been
crafted to anticipate the pressures created by new transparency laws.
In 1982, Australia and Canada were among the first eight countries to
adopt national right-to-information laws (following the United States,
the Nordic countries, and France). Both laws established a general
presumption that government-held documents should be publicly
accessible and created procedures for an independent tribunal to ref-
eree disputes about access to information. These provisions clashed
with the arbitrary protection provided by SOIAs. In 1996, diplomats
and defense officials in the two countries negotiated a new bilateral
SOIA drafted to counter the new legal restrictions. Each government
promised to “take all steps legally available” to block disclosure of
shared information under its national laws – a direct reversal of the
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presumption of openness – and also agreed that disputes over dis-
closure would never “be referred to any third party or tribunal for
resolution.”21

These general agreements on the sharing of defense information
may also be accompanied by bilateral agreements on information
sharing that are tied to specific projects. Since 2001, the Bush admin-
istration has undertaken negotiations with at least three countries22

on agreements to protect information relating to the development of
its controversial ballistic missile defense program. The information-
sharing agreement with the United Kingdom was finalized in 2003;
however, the British government refused requests made by opposition
legislators under its own open government code to make the docu-
ment public. A leaked copy of the agreement showed that British
officials had committed to taking “all lawful steps” to avoid disclo-
sure of classified and unclassified information, and promised to give
immediate notice to U.S. authorities if it became probable that the
British government would be compelled to disclose the information –
presumably so that American officials could ask for the return of the
disputed information before it was released.23

The restructuring of American defense relationships in the post-
Cold War years has also had other consequences in Europe. The
European Union’s decision to begin cooperation among its mem-
ber states on defense matters – a step often justified as a way of
counterbalancing U.S. dominance after the fall of the Soviet Union –
resulted in the adoption of similarly restrictive information-sharing
rules. In July 2000, the Council of the European Union executed
what critics called a “summertime coup” against transparency by
adding severe limits to its own right-to-information code. It was
not publicly known until later that the Council had signed a SOIA
with NATO on the same day; the Council’s revisions were intended
to provide assurances to NATO that shared information would be
protected from disclosure. (Similar restrictions were included in
an overhauled right-to-information policy adopted by the European
Union the following year.) In 2001, the European Union adopted
new rules to govern the sharing of sensitive information among
its own member states that barred any government from mak-
ing an independent decision about the disclosure of shared infor-
mation. The EU also considered requiring its member states to
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establish criminal penalties for the unauthorized disclosure of shared
information.24

International intelligence networks
Relationships among national intelligence agencies have also become
more complex in the post-Cold War era. Canadian intelligence agen-
cies, as relatively small players in the global intelligence commu-
nity, have been particularly sensitive to changes in the structure
of that community and the constraints those changes appear to
impose. Canadian intelligence professionals have spoken about the
emergence of a “New Intelligence Order” characterized by a deeper
flow of information among a much larger network of national
agencies.

In a confidential internal memo written in May 2001, senior Cana-
dian officials explained that:

The end of the Cold War heralded changes in intelligence activities
and targeting. This had concurrent effects on intelligence relation-
ships. . . . One impact has been the development of more bilateral
relationships, and arguably, a more complex set of sensitivities
regarding the protection of information provided in confidence.25

In February 2004, the former head of Canada’s Security and Intel-
ligence Service explained the new realities in more concrete terms.
Giving evidence before a public inquiry into the conduct of the intel-
ligence community, Canada’s former intelligence chief explained that
the Service now had about 250 information-sharing arrangements
with foreign intelligence services – compared to only fifty in the late
1980s. An exact accounting of the change is complicated by the infor-
mality of some arrangements and the practice of keeping the details of
all arrangements confidential.26 (American officials have also refused
to release details about the full extent of their agreements with other
intelligence services.)

This trend was in place well before the terror attacks of September
2001. In the eyes of Canadian intelligence staff, it also created a grow-
ing tension with Canada’s own transparency laws. Under Canada’s
Access to Information Act, there is no obligation to disclose informa-
tion received in confidence from other governments. However, offi-
cials are expected to ask other governments whether they will consent
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to disclosure, and also to release parts of documents that are not cov-
ered by the promise of confidentiality.27 Canadian officials argued that
it was becoming increasingly difficult to honor these obligations, for
several reasons: There was more shared information; it was harder
to disentangle the sources of information that had been combined in
some analyses; and many of Canada’s new partners did not share its
own “open government values.”28

Even before September 2001, Canadian intelligence staff had
concrete ideas on how to deal with these concerns. Internal docu-
ments from April 2001 suggested that the public’s right to informa-
tion should be loosened by eliminating the government’s obligation
to release domestic information that had been mixed in documents
with foreign government information, or to consult with other gov-
ernments if the act of consultation would itself “affect the relationship
of trust.”29

Months later, intelligence officials had an opportunity to address
these concerns. The Anti-Terrorism Act adopted by the Canadian gov-
ernment in the wake of the September 11th attacks included a pow-
erful new restriction on the right to information. Under the new law,
Canada’s Attorney General is permitted to issue certificates that con-
clusively bar the disclosure of information obtained from other gov-
ernments in the name of national security. The nation’s independent
Information Commissioner is prevented from investigating cases in
which certificates are issued.30 “One gathers intelligence, one shares
intelligence,” the Justice Minister told Canada’s Parliament in 2001.
“Unless we can guarantee to our allies that this type of limited, excep-
tionally sensitive information will not be subject to public disclosure,
we will not get that information.”31

Two years later, Canada’s Arar Inquiry provided a harsh illustra-
tion of the “New Intelligence Order” at work. Maher Arar was born
in Syria but immigrated with his family to Canada as a teenager. He
acquired Canadian citizenship and worked as a technology consul-
tant in Ottawa. In September 2002, Arar vacationed with his family
in Tunisia, and took a return flight to Canada that required a change
of planes at New York’s Kennedy Airport. When he landed at Kennedy
Airport, Arar was detained by American authorities, held for ten days,
and deported – not to Canada, but to Syria, where he was imprisoned
for ten months and tortured by Syrian military intelligence. American
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authorities defended their decision by alleging that Arar was a mem-
ber of al Qaeda; Arar said that he had been targeted because of an
innocent connection to other Syrian-Canadians who had aroused the
suspicion of security agencies. Growing popular protests in Canada
led to Arar’s release in October 2003, and to the set-up of a special
inquiry into the role of Canadian security officials in Arar’s deporta-
tion and imprisonment.

The inquiry hinged largely on information-sharing practices
among intelligence and security agencies. Canadian officials con-
ceded that after the September 2001 attacks they had worked to
assure “open information sharing” and “a climate of trust and
cooperation” with security organizations in other countries.32 They
boasted in particular about the “seamless exchange” of information
with U.S. security agencies.33 Leaks to Canadian media also made
clear that Canadian officials had exchanged information with Syrian
intelligence.34 Arar’s lawyers wanted to know whether information
sharing had made Canadian security agencies complicitous in his
mistreatment: Did information received from other security services
lead Canadian officials to make Arar a target of investigation? What
information did Canadian authorities provide to U.S. officials prior
to their decision to detain and deport Arar? Did information received
later from other services predispose Canadian officials against help-
ing Arar once he was in American and Syrian custody?

The inquiry, still underway in 2005, was hobbled by the reluctance
of Canadian security agencies to reveal details of their information-
sharing practices. Security officials insisted that any disclosure of
information received from other security forces would lead to a dam-
aging “loss of credibility.”35 “Confidentiality is a fundamental and
necessary characteristic of sharing information,” Canada’s Attorney
General told the inquiry. “Any perceptions of a relative weaken-
ing in Canada’s ability to ensure protection of information” threat-
ened to undermine critical security partnerships.36 Looming over
the investigation was the possibility that the Canadian government
might invoke the new powers to withhold information contained in
the Anti-Terrorism Act of 2001. The judge running the investigation
complained that these new powers “do not appear to sit well with
the whole idea of a public inquiry.”37 In December 2004, govern-
ment officials refused to allow the publication of evidence that the
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commission said “could not conceivably relate to national security
confidentiality”; a few months later, a commission advisor warned
that the commission’s report “may never see the light of day because
of continued national security claims.”38 (A parallel effort by Mahar’s
lawyers to obtain documents from the American government was
also stymied in 2005 when the U.S. Attorney General invoked its
“state secrets privilege” to “protect the intelligence, foreign policy and
national security interests of the United States.”39)

Law enforcement
Collaboration is also deepening among national law enforcement
agencies. One of the key markers of this trend is the proliferation
of multilateral legal assistance treaties (MLATs) that define the terms
on which law enforcement agencies will work with one another. The
United States signed its first major MLAT with Switzerland in 1973;
by 2002, the number of bilateral agreements to which it was party
had increased to forty-eight. In 2003, the United States added new
MLATs with the European Union, covering all of its member states,
and also with Japan, India, Russia, and three other countries.40

(The European Union has also developed its own understandings on
cooperation among EU member states, recently codified in the 2000
Convention on Mutual Assistance in Criminal Matters.)

The growth in the number of MLATs is the product of a sustained
effort to improve governments’ ability to fight transnational crime –
an effort that again predated the collapse of the Cold War but gained
new momentum afterward. In 1988, forty-three countries signed a
new United Nations convention that committed them to closer coop-
eration in fighting drug trafficking and encouraged governments to
negotiate bilateral MLATs.41 In 1989, the G-7 countries set up a spe-
cial task force on money-laundering that also encouraged the nego-
tiation of new agreements.42 (The task force also publishes a list of
“non-cooperative” states.) In 2000, U.S. Attorney General Janet Reno
said that the Clinton administration was attempting to build up an
“effective matrix” of MLATs to combat transnational criminal rings
engaged in software and music piracy.43 After 2001, the Bush admin-
istration identified terrorism as its foremost reason for negotiating
more MLATs.44

The sharing of information between law enforcement agencies
creates special challenges, because shared information might have
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to be publicly disclosed as part of a criminal prosecution. Neverthe-
less, MLATs are often drafted to minimize the probability that shared
information will be revealed. An agency that is asked to provide infor-
mation needed by investigators in another country can request that
the records they provide be kept confidential. (Those investigators can
also ask for the request itself to be kept confidential.) If investigators
anticipate that they may be required to disclose information as part
of a criminal prosecution, they must warn the agency providing the
information. The agency then has the option of refusing to cooperate
if doing so would prejudice the country’s “sovereignty, security, public
order or other essential interests.”45

A new security architecture

Amitai Etzioni has argued that patterns of cooperation among secu-
rity and intelligence agencies born out of the “global war on ter-
rorism” are now so routine and institutionalized that they can be
described as “a new global architecture, . . . a de facto Global Antiter-
rorism Authority, formed, led, managed and largely financed by the
superpower.”46 Etzioni is probably mistaken to put so much empha-
sis on the influence of the “war on terror”; there is good evidence
that the movement toward this new “Authority” began soon after the
collapse of the Soviet Union. But there undoubtedly is a new global
architecture – a new set of networks among national security and
intelligence agencies – and this architecture includes a set of rules
on the exchange of information that is intended to ensure that work
within the networks cannot be easily observed by people or orga-
nizations outside the networks. Transparency within the network is
matched by opacity without.

There is also an aspect to this emerging “security architecture”
that is overlooked by Etzioni. This architecture does not consist only
of a thickening web of relationships between the security and intelli-
gence agencies of different countries. There is a domestic component
as well. Within national borders, new networks are being formed that
connect national and subnational security agencies – and that rely on
equally problematic rules about the handling of shared information.

In the United States, the emergence of these domestic networks
has clearly been spurred by the new concern for homeland security.
Their growth is a product of the widely held view that the terror
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attacks of September 2001 could have been averted if government
agencies had been more effective in sharing information about poten-
tial threats. There were other possible diagnoses of the events that
led to September 11, such as the unwillingness of political leaders to
bear the cost of tightening security before the attacks. The empha-
sis on weaknesses in information sharing had the advantage of pin-
ning responsibility for the failure to deter the attacks on bureaucratic
pathologies rather than indifferent leadership.

Having said this, there was substantial evidence that the secu-
rity and intelligence community had failed to share information fully,
and that its capacity to “connect the dots” and see the looming threat
had been compromised. Federal agencies (said the Joint Congres-
sional Inquiry into September 11 in its 2002 report) “did not bring
together and fully appreciate a range of information that could have
greatly enhanced its chances of uncovering and preventing Usama
Bin Ladin’s plan to attack these United States.”47 The Central Intelli-
gence Agency had not shared leads with the Federal Bureau of Inves-
tigation. Regional offices of the FBI had not shared information about
investigations of related terrorist threats. The CIA and FBI both failed
to warn the Immigration and Naturalization Service that newly dis-
covered al Qaeda associates should be added to its border watch list.3

In 2004, the 9/11 Commission reached a similar conclusion: Most of
the “missed opportunities” to thwart the 2001 attacks arose because
of the failure of federal agencies to share information.48

New awareness of the United States’ domestic vulnerabilities also
led to complaints about the federal government’s limited efforts to
share information with state and local officials. In the months fol-
lowing the attacks, mayors and police chiefs criticized the FBI and
newly appointed homeland security staff for their unwillingness to
trust state and local agencies with details about investigations and
potential threats.49 (A study of the New York Police Department’s
response to the World Trade Center attacks by McKinsey & Company
found that it undertook “minimal intelligence sharing with federal
agencies” before September 11.50) The federal government’s capacity
to coordinate with public health agencies and emergency responders
in lower levels of government, and the capacity of state and local
agencies to exchange information laterally, was similarly weak.

Governmental failures in information sharing were contrasted
with the presumed strengths of al Qaeda itself. The terrorists “worked

140



P1: JZP
0521858704c06 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:28

Opaque Networks

together,” wrote the journalist John Miller, who had tracked al Qaeda
for a decade. “That was one of the terrorists’ great strengths. . . . They
shared critical tactical information across units.”51 Al Qaeda seemed
to be structured as an “all channel” or “full matrix” network, in which
each cell was able to communicate easily with all others. This “all
channel data flow” made al Qaeda more agile and resilient. To fight the
terrorists, government agencies would have to learn from its exam-
ple. Sharing information with partners in the terror-fighting network
would have to become the norm.52

The need for improved communication between agencies soon
became one of the mantras of reform. The 9/11 Commission urged
federal agencies to develop a “decentralized network model” in
which information would be “shared horizontally” across agency
boundaries.53 Federal homeland security officials called informa-
tion sharing one of the “four foundations” of improved security, and
promised to build

. . . a national environment that enables the sharing of essential
homeland security information. . . . Information will be shared
‘horizontally’ across each level of government and ‘vertically’
among federal, state, and local governments, private industry, and
citizens. With the proper use of people, processes, and technology,
homeland security officials throughout the United States can have
complete and common awareness of threats and vulnerabilities
as well as knowledge of the personnel and resources available to
address these threats.54

“Sharing information,” Homeland Security Secretary Tom Ridge told
governors in August 2003, “is at the heart of what we do as a
country.”55

Information sharing requires a set of ground rules on the han-
dling of sensitive information. One response to the new demand
for better networking in the months following September 11 was
an adaptation of the rules already established for the circulation of
classified national security information. In March 2003, the Bush
administration amended the executive order that governs the clas-
sification system so that it could accommodate information relating
to homeland security concerns.56 The list of agencies with authority
to classify information was also broadened to include some – such as
the Department of Health and Human Services, the Department of
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Agriculture, and the Environmental Protection Agency – that tradi-
tionally were not counted within the national security community.57

By early 2004, roughly 3,000 state and local officials had been given
the security clearances needed to receive classified information from
the federal government.58

Many observers saw these developments simply as more evidence
of the Bush administration’s bent toward secretiveness. There was
truth to this, but it also neglected the extent to which new security
threats were causing a qualitative change in the classification system
itself. The system – built to accommodate information flows among
U.S. national security bodies and with the national security agen-
cies of other countries – was being domesticated, to permit the flow
of a broader range of information among a wider range of federal,
state, and local officials. By domesticating the classification system,
transparency might actually be improved for those officials who had
an appropriate clearance and a “need to know” the information con-
tained within the system.

However, the improved flow of information came at a price: the
extension of the disclosure restrictions already embedded within the
classification system. Under federal classification rules, state and
local officials are prohibited from declassifying or disclosing clas-
sified information without the approval of the agency that classified
the information. As part of the clearance process, these officials must
sign a nondisclosure agreement that reminds them of the penalties
for the release of information without federal approval.59 The agree-
ment asserts that shared classified information remains the property
of the federal government, and must be returned to the federal gov-
ernment on its request – a legal gambit intended to further reduce the
risk of disclosure under state and local laws.60 (The probability that
information will be accessible under federal law is also dramatically
reduced once it has been classified.)

These restrictions on disclosure might seem less problematic if
we believed that the individuals responsible for determining whether
information should be classified were limiting themselves to cases
where disclosure seemed likely to cause real harm. Unfortunately
there was little evidence that this was the case. In August 2004 the
Deputy Undersecretary of Defense for Counterintelligence and Secu-
rity, Carol Haave, estimated that perhaps 50 percent of all classified
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information was improperly classified.61 There are strong incentives
for federal officials to classify information and few checks to ensure
that their discretion to classify is not overused.

Other programs aimed at improving information flows put a sim-
ilar emphasis on the need to prevent the disclosure of information to
actors outside the network of government agencies. One of the most
prominent of these efforts was the creation by the Federal Bureau of
Investigation of dozens of new Joint Terrorism Task Forces (JTTFs).
JTTFs are investigative teams established by field offices of the FBI
that include personnel from the FBI, other federal agencies, and state
and local law enforcement agencies. The first JTTF was established
in New York City in 1980. In the late 1990s, federal concern about
terrorist threats led to quick growth in the number of JTTFs – from
eleven in 1996 to twenty-nine in March 2001. After September 11, all
FBI field offices established a JTTF, as did ten smaller FBI offices. By
2004, over eighty task forces were in operation.62

After 9/11, JTTFs were frequently presented as one of the fed-
eral government’s most important techniques for sharing information
with state and local law enforcement agencies. The head of the FBI’s
new Information Sharing Task Force told Congress in 2002 that JTTFs
“have proven to be one of the most effective methods of unifying fed-
eral, state and local law enforcement efforts to prevent and investi-
gate terrorist activity by ensuring that all levels of law enforcement
are fully benefiting from the information possessed by each.”63 The
Bush administration’s 2002 National Strategy for Homeland Secu-
rity, and the Joint Congressional Inquiry’s report on the September
11th attacks, also presented JTTFs as a major tool for information
sharing.64

Discovering the terms on which information is shared within a
JTTF has not been a simple matter. The rules that regulate the flow
of information are contained in a memorandum of understanding
that is signed by each local police department and the FBI, but these
MOU’s – like many international agreements on information sharing –
are rarely made routinely available. The Los Angeles Police Depart-
ment, like other major police forces, declined in 2003 to release its
MOU, arguing that disclosure might “result in a penalty or corrective
action” by the FBI.65 The Colorado chapter of the American Civil Lib-
erties Union resorted to litigation to obtain a copy of the JTTF MOU
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signed by the Denver Police Department.66 The University of Mas-
sachusetts at Amherst and the City of Springfield, MA, also refused to
disclose their agreements to the ACLU after the Boston office of the
FBI warned that they had no authority to release “FBI property.”67

The FBI finally released its template JTTF MOU in 2004.68 The
document showed that the FBI imposes strict controls on its JTTF
partners. Records for JTTF investigations are kept in an FBI field
office. Local police who are assigned to a JTTF agree not to disclose
sensitive information to non-JTTF members without the express per-
mission of the FBI, and may be required to sign nondisclosure agree-
ments by the FBI as well.69 (In addition, there is a more detailed ban
on discussions with the media unless approved by the FBI.) Local
officers are sworn as federal marshals, making them subject to fed-
eral laws that prohibit the unauthorized disclosure of investigative
information.

The restrictions imposed by the FBI are so demanding that it lays
the initial proposition – that the JTTF is an exercise in information
sharing – open to question. There is no sense in which information
has been given to local authorities at all; the only local officials who
handle JTTF information are those who have been deputized as fed-
eral employees, working on FBI files under FBI supervision. It might
be more accurate to say that JTTFs extend the reach of the FBI by
incorporating state and local officials into the FBI’s own structure.
From this point of view, the local police departments that balked at
releasing their MOUs understood the spirit of the exercise exactly:
They were not expected to exercise their own judgment about the
release of JTTF information.

The arrangement has the effect of enlisting local police forces in a
federally led security network while undercutting mechanisms tradi-
tionally used to maintain the accountability of local police forces. This
was a particular concern for the Colorado ACLU, which, in early 2003,
negotiated a settlement with Denver police following the revelation
that its intelligence bureau had systematically monitored the legal
activity of local protest groups. Weeks after the notorious “spy files”
case was settled, a new question arose: Would local police assigned to
the Denver JTTF be bound by restrictions on surveillance just nego-
tiated with the ACLU?

Within months, the ACLU’s question proved to be more than hypo-
thetical. In November 2003, the New York Times, drawing on a leaked
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FBI memorandum, reported that the agency appeared to have under-
taken a “coordinated, nationwide effort” to monitor protest activity
that enlisted local law enforcement officials participating in JTTFs.70

The FBI’s new emphasis on monitoring, which it said was aimed at
deterring violent protests, was confirmed in another memorandum
leaked to the Times in August 2004.71 The influence of the nation-
wide program was evident in Colorado, where the FBI acknowledged
that local police officers assigned to the Denver JTTF were inter-
viewing activists about protests tied to the 2004 election.72 City offi-
cials claimed that the ACLU’s 2003 settlement did not apply to the
JTTF,73 and the ACLU’s ability to determine precisely what local offi-
cers were doing was undercut by the terms of the city’s agreement with
the FBI.

Concern about oversight of the JTTFs was not limited to non-
governmental groups. In April 2005, Mayor Tom Potter of Portland,
OR, announced that the city would withdraw from its partnership
with the FBI. Mayor Potter said that his main reason was the FBI’s
refusal to provide the mayor with the same security clearance given
to the two local police officers participating in the task force. In Port-
land, the mayor is also police commissioner, and Potter said that
the FBI’s refusal would undercut the local government’s “oversight
process.”74

Another federal information-sharing initiative, the Joint Regional
Information Exchange System (JRIES), also imposed restrictions on
local officials. JRIES was created in 2002 by the Joint Intelligence
Task Force, Combating Terrorism (JITF-CT), a unit of the Defense
Intelligence Agency. The JITF was established following the 2000
attack on the USS Cole as an “all-source intelligence fusion center
staffed, equipped, and directed to support an aggressive, long-term,
worldwide campaign against terrorism.”75 After the 9/11 attacks, the
JITF sought to create a domestic component to its information-
gathering network. By 2003, JRIES included ten state and local law
enforcement agencies and several federal defense and security agen-
cies, all of whom agreed to share information relating to terrorist
threats within the United States, including “strategic analysis” on
threats and “pre-incident indicator data.”76 In 2004, lead responsi-
bility for JRIES was moved to the Department of Homeland Security,
which announced its intention to expand the network to include all
fifty states and fifty major urban areas.77
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As in the other cases, participation in JRIES is governed by a mem-
orandum of understanding between the state or local agency and the
lead federal agency. In 2003, major police forces such as the New
York City and Chicago police departments refused to disclose their
MOU; the Chicago police department argued that the agreement was
federal property and that requests for the agreement should be sent
to the federal government.78 The Houston Police Department was
more forthcoming, however, and released its 2003 agreement with
the JITF. The agreement affirms that “to the greatest extent possible,
there should be transparency between and among” members of the
JRIES network. But JRIES members also promise that received infor-
mation will be treated as “the property of the originating agency” and
that requests for such information under state or local laws will be
denied.79

This limitation on transparency is potentially troubling. Critics
have already expressed concern that JRIES will provide the Depart-
ment of Defense with a way of circumventing restrictions on the
collection of domestic intelligence, and the MOU’s conditions will
complicate efforts to determine whether this new capacity is being
abused. Other JRIES members have also been criticized for the mis-
use of network capabilities. One of the three founding members of
JRIES, the California Anti-Terrorism Information Center (CATIC),
is itself the hub of an information-sharing network of law enforce-
ment agencies within California. In 2003, CATIC was reorganized
following the revelation by the Oakland Tribune that it had spread
information on the activity of nonviolent political groups to local
police.80

The restrictions contained in the JRIES agreement are replicated
in several other new information-sharing schemes. The Homeland
Security Act of 2002 authorizes the Department of Homeland Security
to develop a new policy for the distribution of “sensitive homeland
security information” to state and local officials that also blocks the
disclosure of shared information. The law stipulates that information
sent to state and local governments remains under the control of the
federal government, and that state or local open government laws
will not apply to it. For added protection, the law anticipates that
state and local officials will sign nondisclosure agreements before
receiving information under the policy. New policies for the sharing of
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“critical infrastructure information” with state and local officials also
include provisions to override state and local transparency laws.81

Intractable secrecy

Conventional wisdom tells us that the twentieth century was the age
of strong states and large bureaucracies. Governments managed their
own problems, largely without intensive interaction with neighbor-
ing governments; and they did this work through large departments
or agencies over which they exercised total control. By the end of the
twentieth century this mode of governance was dying. Many prob-
lems require now the combined efforts of agencies in many differ-
ent jurisdictions. In a real sense, the administrative capability of one
state – its organizational ability to diagnose and solve problems – is
determined in large measure by the capabilities of departments or
agencies in other sovereign states.

We had begun to shift from the age of bureaucracy to the age of
networks. “Networks,” said the noted analyst Manuel Castells in 1996,
“are the fundamental stuff of which new organizations are and will be
made.”82 (Similarly, Ronald Diebert and Janice Gross Stein suggest
that the network will be “the dominant form of social organization in
postindustrial society.”83) Increasingly, Castells argues, work will be
accomplished through “network enterprises” whose “system of means
is constituted by the intersection of autonomous systems of goals” –
in other words, by the collaboration of units that are independent
and formally integrated in other organizational structures that may
well have distinct priorities. The expansion of security networks – the
new “security architecture,” in Etzioni’s terms – may be a harbinger
of how governing structures will evolve in other areas of government,
just as the emergence of large defense and police forces marked the
advent of the age of bureaucracy a century earlier.

The threat to open government is straightforward. As networks
become larger, and information flows among network members
become deeper, the inventory of information held by any one agency
at a particular point in time will change. That inventory of informa-
tion will increase; but the proportion that has been received from
agencies in other jurisdictions will also increase, and the number
of agencies whose information is represented in that inventory will
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increase as well. We expect that agencies with a larger and more
diverse inventory of information will make better decisions. But
sometimes they will make mistakes, and when they do, we will want
to know what information they had available when they made their
decisions.

Unfortunately, conventional open government laws will do little
to reveal what information was available to decision makers in a par-
ticular jurisdiction. The stock of information that was produced by
an agency on its own might be subject to the usual test on disclo-
sure, balancing the benefit and harm from release of information.
But the increasing proportion of information that is received from
other agencies will not be subject to this test. This shared informa-
tion will be subjected to confidentiality rules; the agency that provided
the information will continue to “own” – and therefore control – it.
The public record (and perhaps even the archival record84) will have
a large hole where the shared information once had been.

There might seem to be a simple solution to this problem: Have
the resident of jurisdiction A (which received the information) simply
ask jurisdiction B (which sent the information) to provide it directly.
There are several reasons why this will not be an effective remedy.
Jurisdiction A may be unwilling to reveal the source of its informa-
tion, or may have received its information from so many sources that
further searching is impracticable. Or the citizen in jurisdiction A
may have no right to the information from jurisdiction B. (A resident
of New York cannot use Pennsylvania’s public records law, and a resi-
dent of the United States cannot use the European Union’s.) Or there
may be no effective right to information. (A citizen of the United King-
dom who applies to the FBI for information will find that a complex
request will require more than a year for a decision.85) Underlying
all of this is a more fundamental question: Why should a citizen’s
capacity to hold his own government accountable hinge on the trans-
parency rules adopted by another government?

There is an alternative approach, one that acknowledges the
right of agencies within a network to make their own judgment
about the release of shared information, or that (a variation on
the theme) establishes effective procedures to ensure that intergov-
ernmental information-sharing agreements conform to the spirit of
domestic transparency laws. The ease with which this might be done
should not be overestimated. As networks grow larger, the difficulty
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of coordinating practice on the disclosure of information by net-
work members increases. Current practice – essentially a flat rule
against disclosure of shared information – has the virtue of being
easily applied.

Another difficulty is political. The challenge of renegotiating
information-sharing rules also increases as the population of agencies
within a network increases, and existing rules become entrenched
in practice. Outsider agencies face the reality that the benefits of
joining an established network are large, while the prospects of
successfully persuading existing members to redefine the terms on
which the network operates are very poor. This is the predicament
that confronted the countries of Central and Eastern Europe, whose
leaders saw the substantial benefits of joining NATO and the futil-
ity of attempting to engage NATO about the reasonableness of its
information-sharing policy. The same predicament will be confronted
by other states on the edges of emerging transnational and domestic
security networks. Opaque networks tend to stay opaque.
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THE CORPORATE VEIL

“The era of big government is over,” President Bill Clinton told
Americans in his 1996 State of the Union Address, promising a
“smaller, less bureaucratic government in Washington.”1 This was
both true and untrue, depending on how one thought about the ques-
tion. The number of employees working within the federal bureau-
cracy had undoubtedly declined substantially during Clinton’s first
term as President. On the other hand, the level of government spend-
ing had not radically changed, nor had the catalogue of functions
for which government was responsible been reduced. What had cer-
tainly changed was the Clinton administration’s attitude toward the
means by which government work was to be done. The volume of
work that was being transferred to private contractors and nonprofit
organizations was growing steadily.

Clinton’s statement represented a liberal concession to the new
realities of governance. Almost two decades earlier, rising conser-
vative forces began to threaten the structure of government as it
had developed in most advanced democracies in the preceding half-
century. The conservative challenge was pointed: State-owned busi-
nesses were to be divested – or privatized, to use a phrase popular-
ized by the Economist magazine. The power of regulatory agencies
would be sharply reduced. Government agencies would retreat from
the business of directly producing health, education, and other social
services. Private enterprise, working in lightly controlled markets,
would take up responsibility for producing these services instead.2

In the 1990s, many liberal policymakers attempted to absorb this
conservative challenge by proposing a new way of thinking about
government. Liberal purposes, they conceded, might not necessarily
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mean the expansion of bureaucracy. Governments had to be clever in
finding other ways of achieving their goals, which might include the
use of contractors, or the delegation of functions to nonprofit organi-
zations, or the creation of new markets for the production of services.
Americans called this “reinvented” government, in which policymak-
ers retained the responsibility for “steering” the ship of state but
were indifferent about the means by which the “rowing” was accom-
plished.3 British activists called this a “third way” of thinking about
the role of the state, with a point of view that could be described as
“structural pluralism”: bound neither to the monisms of bureaucracy
or market, and pragmatic in the choice of methods for advancing the
public interest.4

The result of this debate over the role of government – of conser-
vative thrust and liberal parry – is, in most advanced democracies, a
public sector whose structure has been fundamentally transformed.
Large state-owned industries have been transferred to private hands.
Major utilities – responsible for the provision of water, electric power,
telecommunications, and other services – have been sold off. Private
enterprise has entered areas that were once regarded as the core of
the public sector.

In the United States, one company, Edison Schools, boasts that
it operates so many elementary and secondary schools that it could
be counted as one of the largest school systems in the United States.
Around the world, the business of providing water and sewer systems
is now dominated by three French and German firms – Ondeo, Veolia,
and RWE Thames Water. A Danish firm, Group 4 Falck, operates a
network of prisons and detention centers spanning four continents.
An Australian business, Macquarie Infrastructure, has developed a
lucrative business in building and operating toll highways and bridges
around the world.5 Britain’s Labour government, once the main pro-
ponent of an expansive state sector, now has a policy of encouraging
private businesses to build hospitals and schools on its behalf.

Even the defense sector – surely the most basic state function – has
been laid open for business. It is estimated that the private military
industry earned $100 billion in global revenue in 2003.6 So many con-
tractor employees were at work in occupied Iraq in 2004 – by some
estimates, 20,000 or more – that analysts suggested it was the pri-
vate military industry, and not the United Kingdom (with only 10,000
troops in the field), that should be counted as the second-largest
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contributor to the war effort.7 Contractors engaged in combat in Iraq,
took heavier casualties than some regular combat forces, and played
a controversial role in collecting intelligence.8

Blurred boundaries

The transformation of the architecture of the public sector over the
last two decades has caused confusion about the applicability of dis-
closure laws, most of which were drafted with the purpose of improv-
ing transparency within government agencies staffed by government
employees. As work left government departments – to go to contrac-
tors, privatized utilities, and nonprofit organizations – the principle
of access to government documents began to break down.

The simplest problem was that of gaining access to the contracts
that governments signed when they decided to shift functions (the
operation of a prison, for example) to a private operator. The terms
of a prison contract are critically important: This single document
defines the conditions under which prisoners will live, as well as the
incentives that shape the behavior of their keepers. The contract can
be very specific on these points. One prison contract between the
state of Western Australia and Corrections Corporation of Australia,
a subsidiary of the American Wackenhut Corrections Corporation,
tied payment to twelve performance targets, including a maximum
number of attempted suicides (twenty-five) or prisoner-on-prisoner
assaults (thirty) each year, and imposed a flat $100,000 fine for each
escape or death in custody from unnatural causes.9

In principle there is no reason why contracts such as these cannot
be put in the public domain. Because a copy of the contract is held
by a government agency, it is unambiguously a government record.
In practice, however, many governments who began relying heavily
on contractors throughout the 1990s also resisted demands for dis-
closure of contracts. Contractors pressured policymakers to keep the
documents secret, to avoid disclosure of information that would have
been valuable to competitors and other prospective clients; but gov-
ernments also had their own reasons to keep contracts secret – for
example, to obscure evidence that might compromise their claims
about the success of highly controversial privatization programs.

In Australia – the first country after the United States to actively
pursue a program of prison privatization – details about contracts
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were often hidden from public view. (The state of Western Australia’s
decision to publish its contract with the Corrections Corporation of
Australia on the internet was an exception – a “world first,” accord-
ing to its officials.10) In the state of Queensland, officials promised
the Corrections Corporation of Australia that they would not dis-
close prison contract documents without its consent; while CCA and
government officials publicly promoted the success of the privati-
zation effort, requests for contract information needed to evaluate
the project were rebuffed. (“As the contract is still in existence,” one
researcher was told, “it can be assumed that Borallon [one of the
state’s privately run prisons] is meeting the standards required.”11)
In the state of Victoria, which in the late 1990s held a larger propor-
tion of its convict population in privately run prisons than any other
jurisdiction in the world,12 officials steadfastly refused to release con-
tract details until forced to do so by the courts.13 One result was that
prisoners and their advocates did not know what requirements had
been imposed on prison managers, and could not say whether those
conditions were being met.14 The stakes were not inconsequential: As
editorialists noted, eleven prisoners died within Victoria’s private pris-
ons while the government fought against disclosure of its contracts.15

Other governments have wrestled over the release of contract doc-
uments for major privatization projects. Efforts to assess a new pri-
vately operated toll highway in the Canadian province of Ontario were
complicated by the government’s refusal to disclose the tolling con-
tract.16 In another case – a complex project in which the consulting
firm Accenture was hired to overhaul Ontario’s social services
system – disclosure of the contract was successfully blocked on the
grounds that the relationship was so innovative in its design that
the contract details constituted a valuable form of intellectual prop-
erty.17 In Scotland, the advent of a new Freedom of Information Act
was marked by controversy over the government’s refusal to release
a contract with a private security firm that had mistakenly released
several prisoners in its custody.18 In South Africa, the Johannesburg
Water Authority resisted the release of documents relating to a con-
tract under which a consortium led by the French firm Suez under-
took to manage the municipal water system.19

The struggle over contract documents already in the hands of gov-
ernment officials is relatively simple when compared to the contest
over documents held by contractors alone. When documents are held
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by government officials and a disclosure law is in place, the right of
appeal to a court or ombudsman is recognized, and claims of com-
mercial confidentiality can be scrutinized and perhaps rejected. When
documents are held only by contractors, the law is less helpful. Only a
small number of disclosure laws establish a right to obtain documents
created by a contractor while doing work for a government agency,
if the documents remain only in the contractor’s hands.20 (Govern-
ments could also draft contracts to confirm public right of access to
contractor files, but usually do not.) More often, there is no right to
contractor records at all. Added to this is a strong resistance to the
idea of transparency on the part of contractors themselves. “As long
as water is coming out of the tap,” one water company executive told
an international conference in 2000, “the public has no right to any
information as to how it got there.”21

This creates the potential for inconsistencies in accountability,
illustrated brutally by the scandal over abuse of prisoners in Iraq.
Contractors were deeply implicated in the controversy over prisoner
abuses. In May 2004 the Houston Chronicle – relying on documents
obtained through the Freedom of Information Act – reported that
the U.S. Army had investigated almost thirty cases of alleged abuse
by contractors over the preceding year.22 A series of government
reports also acknowledged the role played by contractors, sometimes
in graphic detail. “The first documented incident of abuse with dogs
occurred on 24 November 2003,” the Fay-Jones report said:

MA1 Kimbro went to the top floor of Tier 1B, rather than the
MI Hold area of Tier 1A. As he and his dog approached a cell
door, he heard yelling and screaming and his dog became agitated.
Inside the cell were CIVILIAN-11 (CACI contract interrogator), a
second unidentified male in civilian clothes who appeared to be
an interrogator and CIVILIAN-16 (female contract interpreter),
all of whom were yelling at a detainee squatting in the back right
corner. MA1 Kimbro’s dog was barking a lot with all the yelling
and commotion. The dog lunged and MA1 Kimbro struggled to
regain control of it. At that point, one of the men said words to
the effect “You see that dog there, if you don’t tell me what I want
to know, I’m gonna get that dog on you!”23

The Taguba report concluded that four individuals were “directly
or indirectly responsible” for abuses at Abu Ghraib: Two were govern-
ment employees, and two were contractor employees.24 There was a
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neat symmetry in this finding of fault, but no comparable symmetry
in terms of accountability. In the months following the Abu Ghraib
revelations, public interest groups pressed federal agencies to pro-
vide documents that detailed the role that government employees had
played in the abuses. The American Civil Liberties Union played a key
role in pushing for disclosure, aided by a court decision that chastised
the Defense Department for forgetting that FOIA “was intended to
provide a means of accountability, to allow Americans to know what
their government is doing.”25 At the same time, CACI denied that its
employees had participated in abuses at Abu Ghraib, and claimed
that its training had met all military requirements.26 FOIA could do
nothing to check the veracity of CACI’s claims – to determine what
training or direction it had provided to its employees, or how thor-
oughly it had investigated abuse allegations. CACI was not subject to
the law.

Coincidentally, Abu Ghraib had been selected for use as the main
American prison in Iraq by another contractor, the Management
and Training Corporation, a private prison operator based in Utah.
Shortly before, the Corporation had been sharply criticized for seri-
ous faults in a New Mexico prison that led to the death of an inmate.27

The inmate’s family later complained about their inability to obtain
records about the prison’s operations at the time of the suicide.
(“When asked what the company’s policy is regarding the release of
information regarding an inmate’s death,” the Albuquerque Journal
reported, a company spokesman “said he was not exactly sure.”28)
The eventual settlement of the family’s suit contained a confidential-
ity clause that restricted discussion of the case.29 New Mexico, with
a larger proportion of its prisoners in private facilities than any other
state, illustrated the inconsistency of treatment within the restruc-
tured public service: In 2003, roughly half of its inmates were held in
public prisons that were subject to the state’s disclosure law, while the
remainder were held in private prisons that were not.30 Some private
prisons in the state even questioned their obligation to disclose the
identity of inmates in their facilities.31

The conflict in Iraq heightened awareness of questions about the
accountability of U.S. military contractors more generally. The exclu-
sion of contractors from the Freedom of Information Act made a close
study of their work difficult, said Peter Singer, author of Corporate
Warriors, in 2003.32 Nevertheless, Singer argues, three difficulties in
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military contracting are evident: minimal oversight of contractors by
government personnel; contracts that are not drafted to provide infor-
mation needed for official oversight; and disincentives to enforcement
of contract terms that arise because of bureaucratic dependence on
the contractor.33

In fact, the problem of inadequate oversight pervades every part
of the federal bureaucracy. The “presumption of regularity,” as Daniel
Guttman calls it – the presumption that officials exercise continuing
control over their contractors – cannot be sustained in practice.34

A 2000 report found that the Defense Department had cut its con-
tract oversight staff by half over the preceding decade; by 2004, the
department’s oversight capacity had deteriorated so far that it was
reduced to hiring contractors to monitor other contractors.35 (Indeed,
a 2005 investigation by the Government Accountability Office found
that Defence Department officials had “effectively abdicated” their
responsibility to oversee CACI’s interrogation contract at Abu
Ghraib.36) Whistleblowing employees within contractor firms have
revealed many abuses by those firms in Iraq,37 but the risk of pun-
ishment means that whistleblowers cannot be relied upon to do the
monitoring work that ought to be shouldered by bureaucratic over-
seers. Whistleblowers who revealed that employees of Dyncorp, a U.S.
military contractor in Bosnia, had been involved in sex crimes and
illegal arms trading were subsequently fired by the firm: In one case
a court found Dyncorp’s subsequent explanation for the dismissals
“completely unbelievable.”38

The reshaping of the public sector is also producing situations
where there is no pretense of contract monitoring at all, because there
is no contractual connection between the private actor and the gov-
ernment of the jurisdiction in which it operates. In 1995, neighbors of
a prison operated by Corrections Corporation of America in Mason,
TN, were alarmed by a riot by 100 inmates that caused $2 million in
damage and required response by state law enforcement officers. A
state legislator complained about CCA’s slowness in providing infor-
mation about the riot, but the state had no contractual relationship
with the prison: The riot had broken out among prisoners held by
CCA for the state of North Carolina.39 In Ohio three years later, state
legislators also complained that they were “stonewalled” by CCA fol-
lowing a mass escape from its new prison in Youngstown. The leg-
islators’ ability to exercise oversight was again compromised by the
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lack of a contractual connection: The escapees had been transported
to Youngstown by the District of Columbia.40

A comparable difficulty arises when governments retreat entirely
from service production, either directly or through contractors, and
instead encourage citizens to consume services from independent
private actors. One example is the growing popularity of educational
reforms that allow parents to send their children to private schools
that may be approved by government authorities but are not subject to
state law.41 It is conceivable that a school system could include three
types of schools, each doing similar work but with a distinct legal
status: publicly operated schools subject to disclosure rules; contract-
run schools whose obligations are ambiguous; and private schools not
subject to disclosure rules at all. Comparable reforms in health and
welfare services could produce the same result.

The privatization of utilities over the past two decades has
also posed a challenge to transparency. The practice of selling off
government-run utilities has been a worldwide phenomenon, popular
in both the developed and developing worlds, and often encouraged –
over strong local protests – by international institutions such as the
World Bank and the International Monetary Fund. Where govern-
ments had already adopted disclosure laws, newly restructured util-
ities did their best to escape them. In the United Kingdom, an array
of newly privatized utilities – in electricity, water, rail, and telecom-
munications – persuaded the Blair government to abandon its early
proposal that they should be covered by the new Freedom of Infor-
mation Act, arguing that they would otherwise be at a competitive
disadvantage to other firms entering the power market.42 In Canada,
components of Ontario’s newly restructured electric system – includ-
ing the operator of its extensive nuclear facilities – also lobbied suc-
cessfully to be removed from the province’s disclosure law, arguing
that the requirements would undermine their competitive position.43

(The disclosure law had embroiled the provincial utility in contro-
versy several times: In 1990, an internal document considered how
brownouts might be an effective method for “selling need” for addi-
tional generating capacity.44) South Africa’s major utilities, Eskom
and Telkom, sought to escape from the country’s disclosure law as
well. In Australia, legal analysts could not agree on the proper treat-
ment of the nation’s telecommunications company, Telstra, a candi-
date for privatization: Some saw the risk of competitive disadvantage,
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while others worried about the lack of other mechanisms for ensuring
transparency in the deregulated industry.45

The Australian analysts had spotted the central issue. By sell-
ing their utilities, many countries appear to be following the exam-
ple of the United States, where private ownership of utilities is the
norm. However, the comparison is imperfect: Many foreign policy-
makers have not, at the same time, adopted the American approach to
regulation of private utilities – which, as some observers have pointed
out, involves a high level of transparency. “In the U.S.,” say Greg
Palast, Jerrold Oppenheim, and Theo McGregor, “the right to infor-
mation from a monopoly utility is virtually without bounds.”46 A
range of stakeholders – competitors, unions, major consumers –
aggressively exercise this power to obtain information in an effort to
check utilities’ profit seeking. The American approach to regulation,
Palast and his colleagues argue, creates a forum in which the limited
oversight capacity of the regulator is complemented by the much
more extensive capacity of these other groups. By contrast, overseas
regulators negotiated secretly with utilities and allowed them to avoid
public disclosure of information on the grounds of commercial con-
fidentiality. The twin pathologies of bureaucracy – paternalism and a
preference for quiet accommodation – tainted efforts at regulation.

Many notorious cases of regulatory failure have been blamed on
the failure to adopt regulatory processes that allow adequate trans-
parency. British consumers of water, gas, and electric services have
paid a premium because of regulators’ inability to adequately scruti-
nize utilities’ financial plans and monitor their actual behavior. Failed
efforts to privatize Brazilian and Indian electric systems and Bolivian
water systems – three cases routinely invoked by opponents of priva-
tization – are more precisely described as failed efforts at regulation
of privatized entities, rooted in the unwillingness of regulators to dis-
close the calculations underlying the arrangements made with private
utilities.47

(Attempts to introduce market mechanisms as an alterna-
tive method of disciplining utilities also proved unsuccessful. In
California, the Enron Corporation devised a broad range of schemes
designed to hide its internal efforts to manipulate the deregulated
electricity market. Enron’s games were given distinct nicknames –
Death Star, Fat Boy, Perpetual Loop, Black Widow, Red Congo – but
shared the common goal of secretly abusing market rules.48 When
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the California market finally collapsed in 2001, state policymak-
ers strengthened their regulatory capacities, and Enron came under
intense scrutiny. In a belated but nonetheless extraordinary effort to
promote transparency, the Federal Energy Regulatory Commission
created an online database of one million internal e-mails written by
Enron employees over the previous three years. Some Enron employ-
ees complained, with justification, that FERC’s disclosure had com-
promised their personal privacy. One e-mail, with author and recip-
ient identified, asked: “So . . . you were looking for a one night stand
after all?”49)

Even in the United States, however, enthusiasm for vigorous pub-
lic sector regulation waned over the quarter-century. Government
sought less burdensome ways of achieving regulatory objectives,
often passing regulatory functions to quasi-governmental or non-
governmental organizations within which industry representatives
could formulate and enforce regulatory standards. This sort of self-
regulation was not novel: Some prominent self-regulatory organiza-
tions – such as the Joint Commission on Accreditation of Healthcare
Organizations and the New York Stock Exchange – have operated for
decades. Recently, however, this corporatist model of self-regulation
has been extended into other sectors, as a way of lowering the regu-
latory profile of government itself. For example, authority for safety
within nuclear plants is shouldered by a private regulatory bureau-
cracy, the Institute for Nuclear Power Operations, while authority for
regulating the internet has been passed from the U.S. Department
of Commerce to the Internet Corporation for Assigned Names and
Numbers, set up as a nonprofit corporation under California law.50

Neither the old nor the new self-regulatory organizations were subject
to federal or state disclosure laws.

Other countries also adopted similar industry-run structures for
delivering public services. Canada transferred national air traffic con-
trol functions from a government department to an industry-led
nonprofit corporation, NavCanada, which operated outside Canada’s
Access to Information Act. (Because Canadian and U.S. air traffic
is so tightly intermingled, this meant that many U.S. airline passen-
gers, flying on what they imagine are purely domestic flights, are
being directed by a foreign and private air traffic control service.)
The United Kingdom adopted a similar model for its air traffic con-
trol service and for Network Rail, the organization that now oversees

159



P1: JZP
0521858704c07 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:31

Blacked Out

the country’s expansive rail system; neither is covered by the UK’s
Freedom of Information Act. Other countries, including the United
States itself, have also contemplated using nonprofit structures to
deliver air traffic control and other transport services.

A conceptual muddle

The process of restructuring the public sectors of the advanced
democracies is still underway. When it is done, the public sector
will look radically different than it did twenty or thirty years ago.
Indeed, it may be difficult to speak intelligently about a “public sector”
at all. Functions that traditionally have been performed by govern-
ment employees working within government agencies will be spread
across a heterogeneous mix of new organizations. Some will still look
like traditional government departments; but others will be nonprofit
organizations, or for-profit enterprises, or partnerships of all three of
these forms. There may be no tight correlation of functions and orga-
nizational forms: Different institutions may work beside each other
within one jurisdiction, doing essentially the same work; or different
countries may choose different structures for doing the same work.
This is the inevitable result of the pragmatism that is characteristic
of new thinking about the delivery of services to the public.

This process of restructuring has already posed a substantial
threat to existing disclosure laws, and this threat will grow in com-
ing years. The threat arises because of a weakness in our traditional
thinking about governmental openness. Most disclosure laws build
on a classical liberal conception of the social and political world,
which draws a sharp distinction between public and private spheres
of activity, and which regards one of the main aims of political action
as being the defense of the private sphere from incursions by the
public sphere.51 Disclosure laws typically articulate the distinction by
establishing rights to information held by organizations in the public
sphere. Indeed, these laws are often justified as a tool for maintain-
ing a sharp distinction of public and private spheres by preventing
an overreach of governmental power. This is particularly true in the
United States, where James Madison’s warning – “A people who mean
to be their own governors, must arm themselves with the power which
knowledge gives” – is routinely invoked in calls for stronger disclosure
laws.
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Because disclosure laws are built on the premise that the aim is to
curb abuses of governmental power, the question for legislative drafts-
men is to determine where the boundaries of government lie. Some
disclosure laws draw the border tightly, including only departments
and agencies at the heart of government. Others may draw the border
more expansively – perhaps including organizations created by gov-
ernment, owned by government, primarily funded by government,
effectively controlled by government agencies, or performing func-
tions traditionally undertaken by government agencies.52 The lan-
guage of these more expansive approaches varies, but the theme is
consistent: If a right to documents is to be acknowledged, the organi-
zation holding the documents must have a structure or mandate that
makes it appear governmental.

In all, these approaches to disclosure law are restrictive. At best –
but still rarely – they include some government contractors and
other organizations that closely resemble conventional government
agencies while excluding (for example) privatized utilities or self-
regulatory organizations. This narrow approach creates inconsisten-
cies. Why is it, as one American commentator has recently asked,
that a journalist can review immigration records at the federal gov-
ernment’s Krome Avenue Processing Center in Miami, but not at its
contractor-run El Centro Detention Center in El Centro, CA?53 Why
should a parent’s ability to obtain information about admission stan-
dards at an elite school – the subject of Sumalee Limpa-ovart’s com-
plaint under Thailand’s Official Information Act (see Chapter 1) –
evaporate when the school is privately owned?54

These inconsistencies are amplified across jurisdictions. Why do
residents of Ohio have the right to information from their local
nonprofit fire company, while residents of the neighboring states of
Pennsylvania or West Virginia do not?55 Why is a British doctor in
private practice, providing medical care that is paid for with govern-
ment money, subject to disclosure requirements while an American
doctor in a similar situation is not? Why do hemophiliacs who are
dependent on New Zealand’s national blood service, which is set up
as a government-owned corporation, have a statutory right to infor-
mation about its operations, while Canadian hemophiliacs have no
comparable right to information from their national blood service,
which is set up with government approval as an autonomous char-
itable corporation? Some variation in policy across jurisdictions is,
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of course, inevitable – but this variation is also symptomatic of an
underlying intellectual predicament. As the old public sector has bro-
ken up, policymakers around the world are unable to articulate a clear
explanation of the standards that should be used to determine when
an organization must be subject to disclosure rules.

Preventing harm to basic rights

Of all the new disclosure laws adopted in the last two decades, there is
only one – the South African Promotion of Access to Information Act –
that does not rely on the liberal dichotomization of public and private
spheres. The logic of the South African law unfolds differently, pro-
viding (as a matter of law, if not practice – there have been difficulties
in achieving compliance56) a much broader right to information.

In July 1993, South Africa’s apartheid government and the main
opposition force, the African National Congress, reached agreement
on a plan for transition to majority rule. In the interim constitution
that governed South Africa for two years after free elections in 1994,
access to government information was recognized as a fundamen-
tal right. The constitutional assembly that was charged with drafting
a permanent constitution was also directed to ensure that the new
text made provision for “freedom of information so that there can be
accountable administration at all levels of government.”57 These pro-
visions were not unusual; several other countries that were moving
to democratic rule at that time also recognized a constitutional right
to government information. The 1994 provision, like others, relied on
the classical separation of public and private sectors.

However, South Africa soon went further. Activists pressured the
constitutional assembly to recognize a right to information held by
nongovernmental organizations as well. The country’s main labor
organization, the Congress of South African Trade Unions, made the
extension of information rights one of their foremost demands, argu-
ing that the “veil of secrecy” that had covered the private sector during
the apartheid years had “enormously prejudiced’ the human rights
of workers and consumers.58 The appeal resonated with influential
members of the African National Congress, who were “acutely aware
of the immense wealth and power of both South African corpora-
tions and transnational companies.”59 The new constitution adopted
in 1996 included in its Bill of Rights the now-familiar assurance

162



P1: JZP
0521858704c07 CB1001/Roberts 0 521 85870 4 September 17, 2005 20:31

The Corporate Veil

of a right to government documents – and the added promise of
a right to any information held by another person or organization
“that is required for the exercise or protection of any rights.”60 This
caused alarm in the business community, and the first draft of legis-
lation required to implement the guarantee retreated from the lan-
guage of the constitution, providing only a limited right of access to
personal information in private hands, justified as a safeguard for
privacy rights. Critics of the proposed bill successfully argued that it
would not survive a constitutional challenge, and the final draft of the
law – the Promotion of Access to Information Act (PAIA), adopted in
2000 – restored the constitutional language.61

The PAIA was not wholly inattentive to differences between the
public and private sphere. The right to request information from pri-
vate bodies required an explanation of need, while no such explana-
tion was required when information was sought from public bodies.
Once this hurdle was overcome, however, the requirements imposed
on public and private organizations were substantially the same:
The law specified comparable procedures for handling requests and
described the limits of the right – the grounds on which information
might be withheld – in roughly equivalent terms.

Early cases under the PAIA gave an intimation of its potential use-
fulness. The threat of litigation under the law prompted many major
South African businesses, including a subsidiary of the powerful
conglomerate Anglo American, to disclose their contributions to the
country’s major political parties. A public interest group claimed that
the information was needed so that citizens could exercise their voting
rights on an informed basis. In other cases, minority shareholders in
privately held companies succeeded in obtaining information about
corporate practices. In one of these cases, the documents revealed
that a firm’s controlling shareholders had manipulated government
rules designed to encourage black entrepreneurship. The prospect of
litigation also prompted a major South African bank to disclose its
reasons for denying a mortgage application.62

By the standards of advanced democracies, the kind of infor-
mation being disclosed in these cases was not surprising, but cer-
tainly the process by which it was being disclosed was distinctive. In
countries such as the United States, for example, there are also rules
about the disclosure of information about political contributions,
the conduct of majority shareholders, or bank lending practices.
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However, these rules are contained in discrete statutes (the Federal
Election Campaign Act, state corporation laws, or the Equal Credit
Opportunity Act), each crafted through a legislative struggle aimed at
resolving a discrete policy problem. South African law, by contrast,
articulates a general principle that courts then apply in particular
contexts, perhaps spurring later legislative action to elaborate rules
in that context. Furthermore, the application of the principle is not
affected by “structural formalisms”63 – such as the extent to which an
organization is connected to or controlled by a government agency.

The potential reach of the South African law may be dictated by
the breadth with which courts are prepared to interpret the phrase
“required for the exercise or protection of any rights.” If “any right” is
interpreted narrowly, to include only those rights recognized under
statutory or common law, then disclosure obligations might be no
more broad than those already recognized under discovery rules for
civil suits in some Western countries.64 On the other hand, the lan-
guage could be interpreted to include all of the rights articulated in
the national constitution’s Bill of Rights, which is broadly drafted and
includes rights of access to housing, healthcare, food, and water; a
right to a safe and protected environment; and a right to fair labor
practices. The South African Bill of Rights is clearly more expan-
sive than the Bill of Rights in the American Constitution, but its
language is not idiosyncratic. It enumerates the same basic rights
contained in many contemporary declarations, such as the Universal
Declaration of Human Rights. When harnessed to this array of
entitlements, the right to access privately held information could itself
be expansive.65

Conservatives in the established democracies will balk at the
notion of giving constitutional status to the whole range of human
rights, but it can be argued that the logic of the South African PAIA
is already followed, imperfectly, even in these countries. A right of
access to information held by nongovernmental organizations is rec-
ognized when the information is needed to protect one of the funda-
mental interests typically described as basic human rights. For exam-
ple, it is common in advanced democracies to impose an obligation on
health professionals in private practice to disclose information about
a serious danger of violence by one person against another.66 Com-
mercial enterprises have an obligation to provide communities with
information about the release of toxic chemicals by their facilities.67
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Private employers have an obligation to provide their workers with
information about hazardous materials used in the workplace, and
manufacturers have an obligation to provide information to con-
sumers about hazards posed by defective products.68 Individuals in
private firms may also be permitted to disclose privately held confi-
dential information if it would reveal a threat to health or safety.69

Although all of these disclosure rules have evolved in an ad hoc fash-
ion, they share a common logic: The veil that ordinarily surrounds
the private sector is lifted to protect a fundamental interest – namely,
the right to personal security.70

Policymakers have imposed disclosure requirements on private
actors to protect other basic rights as well. In almost all OECD coun-
tries, a right of access to personal information held by nongovern-
mental organizations is recognized, as a way of protecting each cit-
izen’s right to privacy. In the United States, disclosure requirements
have been imposed on many private schools, out of an appreciation
of the critical importance of education to the development of human
capacities.71 Students and parents have a right to their own educa-
tional records, and under the Student Right To Know and Campus
Security Act, a right to information about a broad range of oper-
ational matters, including an institution’s fee policies, graduation
rates, accreditation, and policing practices.72

Individuals also have a right to economic security that may lead
to the establishment of disclosure requirements for the private sector.
Many jurisdictions require businesses to disclose information about
plans for plant closings or mass layoffs.73 Some jurisdictions cre-
ate a right of access to records pertaining to disciplinary hearings
undertaken by private firms.74 The ability to obtain work and borrow
money is also protected by obligations imposed on businesses to dis-
close information they have collected about the character or health
of applicants for employment or credit.75

It is sometimes argued that access provisions such as these are
only specific applications of a very narrow principle: that individ-
uals should have a right of access to personal information held by
public or private organizations, because individuals have a property
right in this information – that is, they own it – and consequently
should be entitled to control its use.76 However, this explanation does
not fit the realities. In many instances, disclosure laws compel the
release of information that is not “personal” at all. The information
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that is accessible under the United States’ Student Right To Know and
Campus Security Act, describing accreditation and graduation rates,
is not personal data. Similarly, much of the information that would be
disclosed under many of the “bills of rights” that have been proposed
for consumers of health services in the United States – such as infor-
mation about internal procedures for making treatment decisions, the
handling of grievances, and physician qualifications and compensa-
tion – is not personal information either. However, it is information
that relates directly to a fundamental citizen interest, either in good
health or education, and this is the factor that drives pressure for
disclosure.

The right of access to information is often presented by advocates
of transparency as being itself one of the basic human rights.77 This
is not a universally accepted point of view. Furthermore, it is dif-
ferent than the logic proposed here. The line of reasoning pursued
in the South African PAIA, and that implicitly drives policy in other
countries, regards access to information as a critical tool in protect-
ing those basic interests that are typically described as fundamental
human rights – such as the interests in physical security and economic
security. The right to information is, therefore, a derivative right: It
arises as a natural consequence of our commitment to a range of
basic human rights. Although it is a corollary, it may nonetheless
be critically important as a tool for ensuring that basic interests are
protected.78

Take, for example, the question of access to information held by
the operator of a privately run prison – perhaps the Diamondback
Correctional Facility in Watonga, OK, a CCA prison that in 2004 held
over 1,000 prisoners under a contract with the Arizona Department
of Corrections, and another 800 prisoners under a contract with the
Hawaii Department of Public Safety, but had no contract with the
State of Oklahoma itself.79

In principle, several different groups could make a legitimate
demand for information about the Diamondback facility. Advocates
for the prisoners had a right to information held by CCA about inter-
nal conditions in the prison, as well as information about disciplinary
procedures; these informational claims could be grounded in the
basic rights to security and fair treatment, which persist even for
prisoners. The citizens of Arizona and Hawaii also had a claim to
this information, and to information about work and educational
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opportunities provided by CCA, so they could exercise their right to
participate intelligently in political debate about the wisdom of their
states’ correctional policies. The 5,000 residents of Watonga, OK, had
a right to personal security that could be jeopardized by riots or
escapes at the prison, and that entitled them to information about
the potential risk, including data about the number and risk profile
of inmates, the number and qualifications of staff, and emergency
response procedures.80 Other residents of Oklahoma also had a right
to information about internal conditions in the prison, so that they
could make an informed judgment about the wisdom of a state policy
that allowed the importation of prisoners from other jurisdictions.81

In short, there were many groups that could make a reasonable
claim to information held by CCA, so they could ensure that an array
of basic rights were adequately protected. Unfortunately, existing dis-
closure law did not follow this logic. The Diamondback prison was
not affected at all by Oklahoma’s disclosure law, as it was not tied
to the state corrections department by a contract. Although CCA had
an agreement with the state of Arizona, Arizona’s state disclosure
law does not recognize a right to information held by contractors.
By contrast, Hawaii’s disclosure law might recognize a right to con-
tractor information, but only if the documents could be shown to be
“government records” – a phrase not yet defined by Hawaiian courts.
Furthermore, a Hawaiian court would have to be persuaded that
the requested documents were Hawaiian government records; Okla-
homans could not use Hawaiian law to obtain information about
Arizonan prisoners in the nearby Diamondback prison.82 This was
the predicament created by reliance on the traditional approach to
information rights.

Of the claims that might be made against the Diamondback
prison, the demand for information needed to make an informed
assessment about the wisdom of prison contracting (or interstate
prison contracting) likely seems weakest. This is one of the paradoxes
of contemporary attitudes toward disclosure of information. Among
specialists who study human rights it is common to make a distinc-
tion between two “generations” of rights – the first including basic
civil and political rights, and the second including economic, social,
and cultural rights.83 Older documents such as the American Bill of
Rights emphasize the first generation of rights, and many critics argue
that these rights are more important than second generation rights,
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which include matters of economic security.84 It could be argued,
however, that this view is reversed when we begin to contemplate the
question of imposing transparency obligations on nongovernmental
actors. We readily agree that it is necessary to impose disclosure obli-
gations on corporations to protect the economic interests of share-
holders, employees, and consumers; the proposition that disclosure
obligations might also be justified so that citizens are able to exercise
political rights – for example, to allow informed decisions about the
wisdom of prison contracting – seems more problematic.

There is, nevertheless, a strong argument in favor of recognizing a
right to information held by private organizations that is tied to fun-
damental political rights. Some tasks – such as the counting of votes,
the education of children, or the handling of prisoners – are clearly
central to civic life; furthermore, there is rarely consensus on the best
way of handling these tasks. Decisions about educational or correc-
tional policy – including the decision to delegate to a private body –
may be made despite substantial disagreement and uncertainty about
the likely impact of those decisions. Communities need information
about the actual effect of their decisions in order to improve future
decisions and build consensus on community goals. Organizations
that perform those functions should not be permitted to maintain
informational monopolies that compromise the ability of communi-
ties to deliberate effectively about critical policies.85

The realities of reform

Principle is one thing, and practice is another. The South African PAIA
might articulate a sensible way of thinking about transparency in the
private sector, but the probability that any other nation will adopt
comparable legislation is negligible. The PAIA is the product of very
unusual circumstances – the accession to power of a well-organized
popular resistance movement, dominated by a left-wing political phi-
losophy, strongly supported by a mass labor movement, and deter-
mined to undercut a white elite that controlled both politics and
commerce. These were the conditions that led to the adoption of a pro-
vision in the 1996 constitution that assured a right of access to infor-
mation in private hands; and even under these conditions, the new
African National Congress government soon began to reverse course,
at first proposing legislation that substantially restricted that right.
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We know that any attempt to introduce comparable legislation in
an established democracy would be doomed to failure. The essential
elements for such a change – a broad suspicion of the private sec-
tor, a dominant popular movement, an opportunity for quick and
radical change in policy – are not present. On the contrary, the
mere contemplation of such a policy would trigger a well-organized
and broad-based lobby by businesses and other organizations who
would be subject to the law. It would be regarded as an unwarranted
attack on the integrity of the private sector. Businesses would also
argue – with some justification – that a push to entrench a general
principle of access ignores the specific mechanisms that have evolved
to encourage transparency in particular sectors, such as reporting
requirements imposed by securities exchanges for publicly traded
corporations, or imposed by tax authorities for charitable organiza-
tions. (A 1995 proposal to extend the Australian Freedom of Informa-
tion Act to the private sector was rebuffed for this reason.86)

In the United States, the difficulties that would beset an attempt
to establish a general right to information are illustrated by the pro-
longed failure to establish a more limited right to personal informa-
tion held by private organizations. By the turn of the century, many
OECD countries had adopted privacy laws (also known as data protec-
tion laws) that control the use of personal information in the private
sector, and include a right to access personal information held by
nongovernmental organizations. The United States, by contrast, has
faced intense resistance from business leaders to the adoption of a
comprehensive privacy law. As a result, privacy advocates have been
compelled to fight a series of smaller battles for legislation on the
handling of specific types of personal data held in certain sectors –
such as credit, educational, or health information.87 Even in these
smaller battles, privacy advocates have faced fierce resistance from
industry lobbies.88

This is the future confronting transparency advocates. It is prac-
tically impossible to do to the private sector what most democracies
have in the past done to their public sectors – that is, impose a general
statutory scheme providing for access to information. The fragmen-
tation of the public sector has had the effect of breaking up the old
coalition that could once be relied upon to push for stronger trans-
parency rules. It may be true that businesses often resist the disclosure
of information they have provided to government agencies; but it is
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also true that businesses are the dominant users of disclosure laws
in many countries.89 So long as government had an expansive role
in regulation and provision of services, businesses had an interest in
assuring their own ability to access government information quickly.
The commonality may not have been appreciated, but General Motors
and Ralph Nader had a shared interest in ensuring that the United
States government was bound by disclosure rules.

The transfer of public functions to nongovernmental organiza-
tions will break up this commonality of interest – and put in its place
new conflicts between citizens and the new private providers of pub-
lic services. If the principle articulated in the South African law is
to be carried forward in other countries, it will be done incremen-
tally, through a succession of battles to establish information rights
for specific types of information or for specific sets of organizations.
The work of mobilizing coalitions to establish information rights will
be difficult. The general principle at stake – access to information
to protect fundamental rights – will often be obscured by the details
of substantive policy in a particular area. Furthermore these new
coalitions will often face well-organized and better-funded industry
resistance.
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The restructuring of public services over the past two decades
reminds us that power is fluid: It flows easily from one place to
another. For the preceding thirty years, the main preoccupation of leg-
islators and nongovernmental organizations had been finding ways of
maintaining control over growing national bureaucracies. A number
of devices – including disclosure laws that allowed citizens to share
in the task of oversight – were invented to provide a check on bureau-
cratic power. But just at the moment when these checks had been
established – and in part, because these checks had been established –
the locus of power began to change. Authority flowed from public
bureaucracies to purportedly private actors, whose work began to
provoke, in some quarters, the same complaints about abuse and
opacity that had once been lodged against the bureaucracy itself.

This is not the only sense in which power has diffused away from
the traditional structures of governance. Increasingly, decisions over
a broad swath of national policies are influenced by decisions taken
within supranational institutions – new structures for the negotia-
tion and enforcement of multilateral agreements on matters once
resolved by national or subnational governments alone. Britain’s
“metric martyrs” – storekeepers arrested for selling produce by impe-
rial weight rather than by the metric weight required by the European
Union – were contending with the influence of new supranational
institutions.1 So, too, were U.S. environmentalists who protested the
weakening of American “dolphin safe” labeling rules for imported
tuna – which, if unchanged, were likely to be challenged by the
Mexican government through the World Trade Organization’s dispute
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settlement system;2 the Ugandan activists concerned about the eco-
nomic and social risks created by the Bujagali hydroelectric project
promoted by the World Bank;3 and the Argentine policy makers pres-
sured by the International Monetary Fund to grant rate increases to
troubled utilities that had been sold to European multinationals in
the 1990s.4

In cases such as these it was common to complain that critical
decisions were being made by remote control – and the locus of deci-
sion making often was remote, in the geographical sense: in Brussels
rather than in London; in Geneva rather than in Washington; or in
Washington rather than in Kampala or Buenos Aires. But the sense of
remoteness was aggravated by the secretiveness with which decisions
were being made in Brussels, Geneva, or Washington, and complaints
about opacity often undergirded challenges to the legitimacy of deci-
sions made in supranational forums. The critics had a point. Activists
were contending against another durable barrier to transparency in
government – the ethos of diplomatic confidentiality, which has tra-
ditionally dictated that governments should be allowed to conduct
their relations with other states in strict privacy.

That there is a long-established norm of diplomatic confidential-
ity is beyond dispute. A rule of complete secrecy was one of the main
characteristics of the system of diplomacy constructed to manage
relations among European states after the Renaissance;5 and J. H. H.
Weiler observes that the “ethos of confidentiality” continues to be
a “hallmark” of modern diplomacy.6 It is “longstanding custom and
accepted practice in international relations,” the U.S. Justice Depart-
ment told a federal court in 1999, “to treat as confidential and not
subject to public disclosure information and documents exchanged
between governments and their officials.”7 For many years, executive
prerogatives in the field of diplomacy were so fiercely protected that
they were said to have produced systems of “bifurcated” government –
with one part dealing with domestic policy and subject to strict rules
for popular control, and another part dealing with foreign policy and
largely exempt from those rules.8

The ethos of diplomatic confidentiality is typically defended on
realist grounds. To realists, the ability of diplomats to resolve dis-
putes hinges on their ability to manage the number of parties to
the conflict.9 More open discussion of interstate conflicts might also
increase pressure on government leaders to articulate basic principles
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or emphasize doctrinal differences, complicating the process of con-
flict resolution.10 (Hans Morgenthau famously warned against the
“vice of publicity” in diplomacy, observing that “it takes only common
sense derived from daily experience to realize that it is impossible to
negotiate in public on anything in which parties other than the nego-
tiators are interested.”11) Realists also suggested that the mass public
was too shortsighted and ill informed to make sound decisions on
foreign policy.12 Furthermore, the costs of poor decision making in
the field of international relations could be extraordinary, bearing as
they traditionally did on matters of war and peace. The institutions
and conventions of diplomacy emerged at a time when the state sys-
tem was fragile and “the risk of resort to force of arms was inevitably
and always present.”13

Supranational institutions, as products of diplomacy, are imbued
with this deeply rooted ethos of confidentiality. And yet the expanding
role of such organizations has seemed, to many observers, to cre-
ate new reasons for challenging the ethos. In many cases, the dis-
putes being resolved through intergovernmental processes do not
relate directly to the stability of the state system. On the contrary,
they address problems of economic organization or social welfare
that might otherwise have been addressed under the more liberal
rules on popular participation that govern the “domestic” half of our
bifurcated governments. The relocation of these responsibilities into
the sphere of intergovernmental relations – the blurring of the line
between domestic and foreign affairs – has consequently produced
strong challenges to the restrictions on transparency and participa-
tion that have traditionally prevailed in that sphere.

Many supranational institutions have attempted to grapple with
these challenges over the past two decades. Some have claimed a
radical change in practice. The realities, however, are more com-
plex. Many institutions have confronted crises of legitimacy, but their
reactions have been varied and usually limited. Only one suprana-
tional institution – the European Union – has acknowledged a right
to information; new policies adopted by other institutions are much
more restrictive. In a sense, the shift of power to supranational insti-
tutions has created a predicament much like that created by the shift
of power to private actors within national borders: The struggle for
openness has broken into a series of smaller and often arcane battles
against a broader mix of institutional targets.
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Eurocrats

Policy governing access to information within the European Union
was born out of a crisis of legitimacy that confronted the project of
European integration in the late 1980s and early 1990s. Efforts to
increase the pace of economic and political integration – through
the signing of the Single European Act (SEA) in 1986 and the Treaty
on European Union (TEU) in 1992 – were supported among policy
elites but regarded more skeptically by electorates.14 The implemen-
tation of the SEA was delayed when Ireland’s Supreme Court ruled
in 1987 that a referendum was needed. Although Irish voters eventu-
ally endorsed the law, the ensuing debate aired public anxieties about
the shift of power to EU policy makers in Brussels. A few years later,
the TEU was repudiated in a Danish referendum, while a ratification
vote in France in September 1992 almost produced a second defeat.
Opinion polls in the United Kingdom and Germany showed that ref-
erenda in those countries on the TEU would have failed as well, had
they been required.15

Popular resistance to integration was often expressed as a com-
plaint about the secretiveness of EU institutions. During negotiations
over the TEU, the Dutch government proposed to address this com-
plaint by creating a right of access to information held by EU institu-
tions, but other governments balked and the treaty promised only a
study of methods to improve access to documents.16 This tepid com-
mitment proved inadequate during the Danish referendum on the
TEU, in which complaints about EU secrecy resonated among vot-
ers. Denmark’s foreign minister conceded that the Danish referendum
defeat “taught us all a lesson” about the need for transparency, and
the Danish government reacted by promising that it would unilater-
ally declassify documents received from the EU.17 EU leaders also
responded with assurances on openness, and in a second referendum
in May 1993 Danish voters approved the TEU.18 In December 1993,
two key EU institutions – the Council of the European Union and the
European Commission – adopted a Code of Conduct that established
new procedures for obtaining access to documents.19

The 1993 code had severe limitations. One was the number of
specialized organizations set up by the EU that were completely
excluded from its requirements, including the European Central
Bank, the European Investment Bank, the European Police Office, the
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European Agency for the Evaluation of Medicinal Products, and the
European Environment Agency.20 (The EU’s independent ombuds-
man, Jacob Söderman, eventually prodded several of these organiza-
tions to develop their own disclosure codes.21 Occupying a position
created by the TEU and appointed by the European Parliament, the
ombudsman would prove to play a critical role in promoting open-
ness. Söderman had previously served as Finland’s ombudsman.) Nor
did the code apply to any document an EU institution had received
from a member state or any other organization. Information received
from other governments but contained within an EU document would
also be withheld if the other government requested confidentiality.22

These were severe restrictions for institutions that dealt principally
with problems of multilateral policy coordination.

The major EU institutions also insisted on strict interpretation of
the code. In 1997, the European Commission argued that the code
did not apply to its “comitology committees” – influential commit-
tees composed of experts appointed by member governments that
are given a formal role in guiding the implementation of Commis-
sion policy.23 The commission argued that the committees were com-
pletely independent, even though commission staff prepared minutes
for committee meetings. After two years of litigation, the commis-
sion was compelled by the European Court of Justice to abandon its
position.24

The EU Council made similar efforts to restrict the code. Its Legal
Service argued that the code did not apply to documents produced
by officials in the Council secretariat that had not been distributed to
all member states, but this interpretation was eventually rejected by
the ombudsman.25 The ombudsman also rejected a claim by council
lawyers that the code did not apply to documents produced by the gov-
ernment holding the presidency of the council.26 (Member states hold
the presidency in rotation for six-month periods.) As a fallback, the
council argued that documents the presidency had authored jointly
with institutions outside the EU (such as agendas for meetings of the
EU–U.S. working groups set up to implement the 1995 New Transat-
lantic Agenda) could not be considered council records. This position
was abandoned following criticism from the ombudsman.27

The council also argued that the 1993 code did not apply to doc-
uments relating to multilateral cooperation in law enforcement, jus-
tice, and immigration – a new field for collaboration established by
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the TEU. In 1995, the council’s refusal to provide Britain’s Guardian
newspaper with minutes and voting records of a council of justice and
interior ministers was reversed by the European Court of Justice.28

The following year, the council denied that the code applied to doc-
uments of the K4 Committee (a coordinating committee of senior
justice and interior officials) but was overruled by the ombudsman.29

In 1998, two EU governments – the United Kingdom and France –
attempted to persuade the Court of Justice that the code did not pro-
vide Swedish journalists with any enforceable right to documents
relating to Europol, the European Police Office. The court rejected
the argument.30

At the same time the council attempted to block access to doc-
uments relating to another new field of cooperation established by
the TEU: foreign and security policy. When a Finnish member of the
European Parliament, Heidi Hautala, sought an internal report on
the control of arms exports by EU countries, the council denied that
there was any enforceable right to the document; it was again over-
ruled by the Court of Justice. 31 The council responded by arguing
that it had no obligation to review the report and determine whether
parts of it could be safely released (a standard practice under national
disclosure laws), but the council was finally compelled to do so by
the court.32 In 2000, the council took more drastic measures to pro-
tect information relating to defense cooperation: Quickly and without
notice, it altered the code to broaden the circumstances in which doc-
uments could be withheld in the interests of collective security.33

The EU Council made decisions on disclosure by a vote of mem-
ber states, and decisions to deny access often frustrated the Danish
and Dutch governments.34 However, the position of the dissenting
minority was strengthened as the EU negotiated over the accession
of three Nordic countries – Sweden, Norway, and Finland – with long-
standing commitments to open government. The potential for erosion
of transparency became a major issue during Sweden’s closely fought
referendum on accession. The EU allowed the Swedish and Finnish
governments to add caveats to their accession agreements stating that
access to documents was a matter of “fundamental importance.”35

At the same time, the position of the French and German gov-
ernments, whose representatives almost always voted against dis-
closure, was compromised by their desire for treaty reforms that
would bolster the EU’s authority. EU officials conceded that there was
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lukewarm public support for more reform in many countries, and
a need for actions to “regain the commitment of citizens” so that
an agreement could be ratified – an especially difficult proposi-
tion in Denmark where a referendum would again be required.36

Acknowledging the realities, France and Germany finally acquiesced
to demands that a new agreement recognize a right of access to infor-
mation held by EU institutions.37 The Amsterdam Treaty of 1997
required that a new disclosure regulation be adopted by 2001.38

The new regulation provided a qualified improvement in trans-
parency. In some aspects, the policy closed conflicts of the preceding
eight years. For example, it clearly applies to all of the policy areas
in which the EU now works, and to the documents produced by the
commission’s expert committees. On the other hand, the new regula-
tion still contains a major restriction held over from the earlier code.
At the insistence of the French government, the Amsterdam Treaty
included an assurance that the new disclosure policy would continue
to give governments the right to request that documents given to EU
institutions not be disclosed.39

A change in procedures for adopting a new disclosure policy also
handicapped efforts to maintain secrecy. The 1993 code was adopted
by a simple majority vote of states represented in the European Coun-
cil, and had been changed in 2000 in the same way. However, the
Amsterdam Treaty required that a new policy be approved by the
EU Parliament as well as by the council. The Parliament conceived
of itself as a check against executive misconduct, and only a year
before dispatched several senior EU officials who had resisted a par-
liamentary inquiry into allegations of corruption.40 When the Euro-
pean Commission unveiled a draft regulation in 2000 that included
broad restrictions on disclosure – such as a ban on release of “texts
for internal use”41 – the ombudsman protested in the Wall Street Jour-
nal against “a list of exemptions from access without precedent in the
modern world.”42 Bolstered as well by complaints from nongovern-
mental organizations and national legislators, the Parliament suc-
ceeded in reversing many of the commission’s proposed restrictions.43

By 2001, the European Union had acquired the distinction of
being the first system of supranational governance that was subject to
a disclosure policy that provided enforceable rights roughly compara-
ble to those in national laws. However, a combination of unusual cir-
cumstances had led to that result. Treaty and accession negotiations
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had made otherwise dominant states susceptible to pressure for
increased openness. The elaborate EU architecture also created coun-
terweights – such as the European Parliament, the Ombudsman, and
the Court of Justice – that had incentives and authority to check the
impulses of the European Council and Commission. And even the
most resistant states were not, in the end, profoundly opposed to
the principle of transparency: France, after all, had a national dis-
closure law; and while Germany had no national law, many of its
Bundesländer had disclosure rules. Perversely, the acknowledgement
of a right to information also had the effect of consolidating a proposi-
tion close to the hearts of French and German policy makers – that cit-
izens of member states were also citizens of the European Union, with
rights they could pursue on their own account against EU institutions.

Closed doors in Geneva

The drive to liberalize international trade in the 1980s and 1990s pro-
voked anxieties in many countries, as businesses and workers worried
that cheaper imports would threaten their livelihood and activists
worried about the erosion of national consumer and environmen-
tal protection rules. The World Trade Organization, established in
1995 following negotiations among over 100 countries, became the
principal target of these anxieties. The WTO was not strictly a new
organization; its successor, the inelegantly named GATT, had existed
in Geneva for decades.44 However, the WTO gained prominence as
the number of trade rules proliferated. It became a principal forum
for negotiating further liberalization. And it had an unprecedented
ability, through its Dispute Settlement Mechanism, to resolve dis-
agreements about compliance with trade rules.

The WTO quickly became a lightning rod for opponents of lib-
eralization. The process of negotiating trade agreements under the
WTO constituted a “subversion of the democratic process,” Ralph
Nader complained in 1996; important decisions on trade policy were
now made by “a group of unelected bureaucrats sitting behind closed
doors in Geneva.”45 Within a few years this view was widely held and
forcefully articulated by critics of liberalization. In November 1999,
an attempt by government leaders meeting in Seattle, WA, to begin
a new round of WTO negotiations was thwarted by massive street
protests. Many nongovernmental organizations sympathetic to the
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protestors said that the WTO’s problems lay in its failure to make
the process of negotiation more transparent. “The WTO operates in
a secretive, exclusionary manner,” said one manifesto. “People must
have the right to self-determination and the right to know and decide
on international commercial commitments. Among other things, this
requires that decision-making processes be democratic, transparent
and inclusive.”46 After Seattle, the influential nongovernmental orga-
nization Oxfam asserted that the WTO confronted “a crisis of legit-
imacy” produced by “shadowy processes [that] are more medieval
than millennial.”47

That the WTO should be criticized for indifference to openness
was, in a sense, deeply ironic. At its first meeting of ministers in Sin-
gapore in 1996, the WTO had affirmed that one of its main aims was
to achieve “the maximum possible level of transparency” so far as
national trade practices were concerned.48 Much of the organization’s
work consisted of developing procedures to achieve this goal. One
of these procedures is the Trade Policy Review Mechanism, which
requires a regular review of each country’s trade policy by WTO staff
and other country representatives. The WTO says that the TPRM pro-
motes “greater transparency” in national policies;49 other observers
have called it “an instrument of enforcement” intended to promote
compliance with the “normative framework” promoted by the WTO.50

TPRM reviews often provide other governments and foreign investors
with evidence about a country’s commitment to liberalization.51

With the same goal in mind, the WTO also honed policies that
established a right to documents held by its member states. The old-
est of the WTO agreements, the 1947 General Agreement on Tariffs
and Trade, requires governments to publish laws, regulations, judicial
decisions, administrative rulings, and intergovernmental agreements
that affect international trade.52 (There are limitations: A government
may withhold information if it would impede law enforcement, prej-
udice legitimate commercial interests, or otherwise harm the public
interest.) The similarity to the U.S. Administrative Procedures Act
of 1946, which imposed comparable disclosure requirements on the
American bureaucracy and was a forerunner to the U.S. Freedom of
Information Act, is not coincidental.53

Just as the U.S. Administrative Procedures Act evolved, so too did
the disclosure rules contained in WTO agreements. The 1994 Gen-
eral Agreement on Trade in Services (GATS) added an obligation for
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countries to establish “enquiry points” to respond to requests from
other governments for “specific information” about policies affect-
ing trade in services.54 Several other WTO agreements now include
the same requirement. Some agreements go even further, acknowl-
edging that foreign businesses have their own right to informa-
tion, which can be exercised without government assistance. Under
the Agreement on Government Procurement, for example, countries
must “promptly provide” foreign companies with an explanation of
their procurement practices and reasons for unfavorable decisions.55

Similarly, the 1997 Agreement on Basic Telecommunication Services
states that foreign companies have a right to information about unfa-
vorable licensing decisions.56 The Agreement on Technical Barriers
to Trade even includes rules about the price that may be charged
for information requested by foreign companies, and the language in
which it must be provided.57

All of this was aimed at promoting transparency, but only as a way
of advancing the project of liberalization. It did nothing to improve
the transparency of the WTO itself, and this was the real point of
contention for electorates in many countries – particularly so in the
United States, the European Union, Japan, and Canada, the four
members of the WTO with the largest shares of world trade, often
known as the Quad countries.58 As Quad voters grew restless, their
governments advocated steps to open up the WTO’s own decision-
making processes, but these efforts were compromised by decision
rules that gave weaker states the capacity to block reform.

The push for reform of the WTO had many dimensions, one of
which was more liberal access to documents circulated within the
organization. At its establishment, the WTO had a strict policy: Any
document circulated among WTO members was to be treated as
“restricted” and not distributed publicly. In 1996, the WTO’s Gen-
eral Council appeared to reverse this policy entirely by establishing
a new rule that WTO documents should generally be “derestricted”
and allowed to circulate publicly.59 A few months later, it established a
website to allow public access to its library of derestricted documents.
This seemed a remarkable turnabout for a body that consisted of over
100 ambassadors who were required to reach consensus before a deci-
sion could be made.

In fact, the turnabout was not so dramatic after all. The new policy
proved to have substantial limitations. It applied only to documents
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circulated among member states; it did not apply to draft documents
prepared by the WTO’s 500-person secretariat, or any of the secre-
tariat’s other internal papers. (In other words, the WTO secretariat
had maintained the confidentiality that the EU Council’s secretariat
had fought unsuccessfully to preserve at roughly the same time.) Nor
did it apply to informally circulated government documents, which
are known in WTO jargon as “nonpapers.” By 1996, the practice of
relying on nonpapers in key negotiations was common.

The WTO’s “derestriction policy” was not in any way comparable
to a national disclosure law, which would have established a right to
such documents, defined the limits to those rights, and described a
procedure for deciding whether the documents should be released.
On the contrary it was a “publication scheme,”60 a negotiated plan
for release of specified “official” documents. And even for these docu-
ments there were substantial limitations. Most documents were only
to be considered for derestriction – that is, public release – six months
after they had been circulated to member states. Material that was
essential to follow the work of the WTO (timetables for committee
meetings, agendas, and background notes) would not be publicly
available until well after meetings had been held. Minutes were also
withheld for six months.61 Nor was the “derestriction” of a WTO doc-
ument automatic, even after six months. The policy stipulated only
that these documents would be considered for derestriction by the
WTO’s General Council; because decision making in the council is
based on consensus, derestriction could be blocked if only one govern-
ment objected. In 1999, for example, Mexico blocked the derestriction
of background papers relating to liberalization of agricultural trade,
despite arguments by the WTO secretariat and many other countries
that derestriction would enhance transparency.62

Attempts to liberalize the WTO’s policy were frustrated by the need
for consensus. In 1997, a major Quad-funded nongovernmental orga-
nization suggested that the WTO should adopt a policy comparable
to that contained in national disclosure laws, in which any document
would be accessible unless nondisclosure could be shown to be essen-
tial to protect specified interests.63 The Quad countries themselves
made more modest proposals aimed at liberalizing the policy on de-
restriction of official WTO documents.64 But these proposals failed to
win support.65 Quad countries protested that a compromise reform
finally adopted by the General Council in 2002 had “considerably
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watered down” their proposals: Governments still retained the power
to block access to their own submissions, as well as the power to block
access to other documents for up to three months.66 “If Members
sought perfection on every point,” the council’s chairman warned,
“consultation would likely continue for another four years.”67

Countries that opposed more liberal disclosure rules may have
done so only to preserve a negotiating point known to be valued by
the Quad countries. However, there were other fears too, such as the
concern that emphasis on “external” transparency (as it is known
within the WTO) would undermine the ability of weaker national
delegations to stay abreast of debates within the organization. Even
in 1996, countries such as Mexico complained about the proliferation
of nonpapers.68 “Radical derestriction,” as the Bulgarian delegation
called it, might simply mean that the nonpaper system would flourish,
producing little actual improvement in external transparency, and in
fact corroding the official record.69 Allied to this was a concern that
external transparency would increase the advantage of the Quad’s
better-funded interest groups.

Quad efforts to improve transparency of the WTO’s Dispute Set-
tlement Mechanism (DSM) faired worse. The DSM was an innovation
established at the same time as the WTO itself – a system for inde-
pendent adjudication of disputes between countries about compli-
ance with WTO rules. The DSM is a hybrid of organizational forms.
Although it functions like a court, its procedures are also imbued with
the ethos of diplomatic confidentiality. The expert panels appointed
to resolve disputes meet in closed session. Only governments have the
right to appear before a panel or have their submissions considered
by it. All submissions are confidential, and so are the interim panel
reports that are distributed for comment by interested governments.
Comparable rules are followed by the Appellate Body, which may be
asked to take up complaints about a panel report.19

These rules quickly became the object of protest by American non-
governmental organizations. In 1998, environmental groups com-
plained about their inability to observe or submit briefs to a panel
appointed to consider challenges to an American law mandating the
use of turtle-exclusion devices by foreign shrimp fishers. (The United
States government attempted to circumvent the ban on NGO briefs
by including them in its own submission, a move that was unsuccess-
fully resisted by the four developing countries – Thailand, Pakistan,
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Malaysia, and India – that initiated the case.70) American steel pro-
ducers threatened by a European challenge to American antidump-
ing laws also called for reform of the DSM.71 By the end of the 1990s,
the Clinton administration had declared DSM transparency to be a
“priority issue” for the United States.72 The administration said that
its proposals – open hearings, a right for nongovernmental organi-
zations to make submissions to the panel, and rapid release of draft
decisions – were “critical . . . in ensuring the long-term credibility of
the multilateral system.”73 The Bush administration took the same
position, pressed by Republican legislators who argued that such
reforms were essential to “defuse public mistrust” of the WTO.74

Developing countries strongly resisted the American proposals. In
1998 Mexico expressed the view of several governments that prema-
ture disclosure of draft panel reports encouraged “external pressures
of a non-legal kind . . . [from] certain vested interests” in developed
countries.75 In 2002 it was reported that a group of developing coun-
tries had protested that American proposals would result in “trials by
media” that could cause “miscarriages of justice.”76 Southeast Asian
diplomats told journalists that calls to open up the DSM were a pre-
occupation of “a few western countries,” and otherwise opposed by
the entire membership of the WTO.77

The dimensions of the controversy were illustrated in 2000, when
the WTO’s Appellate Body, hearing a dispute over a French ban on
asbestos products, decided that it had the discretion to accept briefs
from nongovernmental groups.78 In a special session of the General
Council, Egypt complained that “the likely beneficiaries of such a
decision were those individuals and NGOs who had the capacity in
terms of resources and time . . . operating mainly in the developed
world.” India agreed that the decision would “have the implication of
putting the developing countries at an even greater disadvantage in
view of the relative unpreparedness of their NGOs,” while Brazil wor-
ried that “the dispute settlement mechanism could soon be contami-
nated by political issues that did not belong to the WTO.”79 The Appel-
late Body finessed the dispute by rejecting every application to submit
a brief that it received from a nongovernmental organization.80

There was a “conceptual divide” on transparency, an Indian com-
mentator said in 2000,81 and as a result attempts to forge consensus
on DSM reform proved fruitless. In 1994, WTO members had
agreed to complete a review of the DSM policy by 1988, but this
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deadline passed without action. The deadline was reset to 1999, and
was missed; to 2003, and was missed; to 2004, and was missed yet
again. In June 2004 the lead negotiator on DSM reform wisely decided
against setting a new deadline.82

Laying siege to the Crystal Palace

The politics of disclosure differed substantially in the case of the
World Bank. In the European Union, powerful states hostile to trans-
parency had been compelled to bend to smaller states with the
momentary ability to block the project of European integration. In the
WTO, powerful states supportive of transparency had been stymied
by the consensus rule. In the case of the World Bank, by contrast,
motive and power coincided: American legislators faced domestic
pressure to improve transparency and had the means to force com-
pliance by the Bank. Even under these favorable circumstances, how-
ever, movement toward transparency again encountered firm limits.

The World Bank actually has several components. Two of the
most important are the International Bank for Reconstruction and
Development (IBRD) and the International Development Association
(IDA). The IBRD was established in 1944 to support postwar recon-
struction in Europe, but now provides loans to developing coun-
tries for major development projects. The IDA was established in
1960 to provide interest-free loans and grants to the poorest coun-
tries. Together, the IBRD and the IDA make the World Bank the
most important public development finance agency for developing
countries.83

By the early 1980s, the World Bank was beginning to suffer its
own crisis of legitimacy – certainly among environmental and social
activists, and particularly in the United States. At issue was the Bank’s
support of projects undertaken by developing countries, the effects
of which on the environment and disenfranchised peoples could
be catastrophic. A coalition of U.S.-based activists – led by groups
such as the Environmental Policy Institute, the Natural Resources
Defense Council, and the National Wildlife Federation84 – decided to
draw attention to the worst cases of World Bank-funded mismanage-
ment. One of these was the Polonoroeste project, a massive Brazil-
ian program for settlement of Amazon frontier that resulted in reck-
less deforestation and the deaths of thousands of indigenous people.
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Another was the Akosombo Dam in Ghana – one of dozens of “big
dams” built with World Bank support whose impact on the environ-
ment and nearby communities had spawned a transnational antidam
movement.85 The aim of the U.S. activists, one of its leaders later said,
was to “lay siege to the Crystal Palace” – by which he meant the obses-
sion with technocratic planning epitomized by the World Bank.86

The activists proved to be skilled in seizing opportunities pre-
sented by the United States’ fractured legislative process. Between
1983 and 1987, activists persuaded American legislators to organize
over twenty hearings in which witnesses testified to the damage done
by World Bank-funded projects.87 They also built an unusual coali-
tion of liberal Democrats concerned with environmental and social
causes and conservative Republicans concerned with the account-
ability of multilateral institutions. This coalition echoed the activists’
concerns (“Congress,” Larry Summers later said, “is the megaphone
of the NGOs”88), but also – through its influence over legislation that
regulated the executive branch’s involvement with the World Bank –
had the capacity to compel a Bank response.

Throughout the late 1980s, Congress experimented with legisla-
tive reforms intended to put pressure on the World Bank. One tech-
nique consisted of statutory directions to the director who repre-
sented the U.S. Treasury Secretary on the Bank’s executive board. A
1986 congressional directive advised the American director to encour-
age borrower countries to “fully inform” affected communities about
new projects.89 Congressional advice quickly became more pointed.
In 1989, Representative Nancy Pelosi – a liberal Democrat from San
Francisco – obtained an amendment to U.S. law that instructed the
American director to abstain from any vote on a project that would
have a significant environmental impact unless an Environmental
Impact Assessment had been made public at least four months before
the vote.90 The Pelosi Amendment (as it became known) was impor-
tant because decision rules within the World Bank gave substantial
power to the American director. The voting power of each national
director is weighted according to the amount of financial support
given to the Bank: The United States, contributing roughly 15 per-
cent of IBRD and IDA resources, also controlled one-seventh of the
Executive Board vote. (Pelosi, as a member of Congress, could also
call on the General Accounting Office to act as a monitor of Bank
compliance with the Amendment, as it did in a 1998 study that found
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shortfalls in World Bank practice regarding disclosure of environ-
mental impact statements.91)

Members of Congress were also prepared to use a more powerful
tool for influencing disclosure policy: control over the United States’
financial contributions to the Bank. In 1985, Republican Senator
Robert Kasten bluntly warned World Bank President A. W. Clausen
that its inattention to NGO complaints put congressional support for
the Bank’s financing at risk.92 The threat was repeated in a Senate
report in 1989.93 In 1990, and again in 1992, Congress temporarily
withheld funding for Bank activities because of dissatisfaction with
its response to congressional requirements, including directions on
access to information about World Bank-funded projects.94

The IDA, whose finances were “replenished” through appropria-
tions from member countries every three years, was particularly sus-
ceptible to congressional influence. Historically, about one-fifth of
IDA funding has been provided by the United States. During review
of a replenishment request in 1993, Democratic Senator Patrick
Leahy warned World Bank President Lewis Preston of Congress’s
“waning tolerance for a public institution supported with public
funds that denies the public access to relevant information.”95 Leahy,
discouraged by a recent report that found “fundamental failures”
in the Bank’s handling of the Sardar Sarovar Dam in India, also
pressed the Bank to establish an independent body to investigate
complaints about Bank mismanagement. When the Bank balked at
taking stronger action, Democratic Senator Barney Frank threatened
to delay approval of the IDA replenishment.96

The threat impelled the World Bank to establish an independent
inspection panel and adopt its first Information Disclosure Policy,
released in March 1994. It also began distributing some documents
through its website and through newly established “public informa-
tion centers” in its offices in major Quad capitals.97 Congressional
pressure did not ease. The Bank made more commitments on
disclosure in anticipation of Congress’s consideration of another
replenishment round in 1999,98 and a revised policy was released
in September 2001. The next replenishment prompted promises of
further action,99 but no revision of the policy has been undertaken
since 2001.

The 2001 Disclosure Policy establishes a “presumption in favor
of disclosure” of World Bank documents.100 In fact, the reality is
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quite the opposite. Bank policy, like the WTO policy, is a publication
scheme that proceeds on the assumption that documents are not
accessible unless they are explicitly listed in the policy.101 It excludes,
for example, most internal documents relating to the management
of the World Bank and internal papers relating to the formulation of
Bank policy – subjects that would often be the subject of information
requests under national disclosure laws. There are some particularly
critical omissions. Draft versions of key documents that outline the
terms of the Bank’s financial assistance – that is, the versions that have
not yet been approved by the Executive Board – are not accessible.
While the approved versions of these documents may be released, it
may be too late for nongovernmental organizations to influence their
terms.102 Nor were minutes of the board’s meetings made available
under the 2001 policy, a practice that allowed the Executive Board to
make decisions in “near total secrecy.”103 (In March 2005, the Bank
revised its position to allow the release of some basic information
about board meetings.104) While preparing the policy, the Executive
Board had apparently debated the wisdom of releasing more infor-
mation about its work, according to the Financial Times, which saw
leaked minutes of the board’s debate over the policy; the discussion
revealed a split between industrialized countries who supported NGO
demands for openness and emerging market countries who feared
that transparency would “invite external actors to become involved
in issues discussed by the board.”105

The policy is essentially a compact: the product of two decades of
difficult negotiations between the World Bank, borrower countries,
the U.S. Congress, and nongovernmental organizations. It gives evi-
dence of the realities that have shaped the negotiations. For example,
the disclosure requirements that relate to Bank lending to its poorest
clients through the IDA under the 2001 policy were more demanding
than the requirements attached to IBRD lending106 – a product of
the fact that IDA financing is more open to congressional influence
through the replenishment procedure. The ability of middle-income
countries – those borrowing from the IBRD – to choose against dis-
closure of key lending documents was a key limitation of the 2001
policy. The difficulty was illustrated in 2002, when the Uruguayan
government exercised its prerogative to block the release of a letter
to the Bank that outlined the steps the country was prepared to take
as conditions for receiving a $252 million loan. The letter – which
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summarized Uruguay’s commitments to cut public sector salaries,
pensions, and unemployment benefits – was later leaked, stirring con-
troversy in Uruguay. The Bank Executive Board had been told that the
Uruguayan government had undertaken extensive consultations with
nongovernmental organizations about its plans; critics complained
that the government’s assurances were “completely untrue.”107

In early 2005, the World Bank amended its policy in an effort to
remedy the inconsistency in disclosure rules for poor and middle-
income countries. Under the revised policy, there is a presumption
that key lending documents eventually will be released for all borrow-
ers. However, consistency has been purchased at the price of rigor: All
countries have now regained the ultimate discretion to block release
of key documents. Furthermore, they may choose to put sensitive
material in separate memoranda not affected by disclosure rules.108

In principle the policy of separating highly sensitive material is unob-
jectionable, if the test of sensitivity is fairly applied. But there is evi-
dence that World Bank officials stretch the interpretation of disclo-
sure requirements – a not surprising result – and there is no effective
recourse (such as an ombudsman) for individuals who suspect that
information is being improperly withheld.109

Paradoxically, the World Bank now promotes more rigorous dis-
closure standards for the countries to which it lends. The Bank’s
recent emphasis on the need to foster “good governance” as a pre-
requisite to social and economic development has included a call for
improved transparency on the part of borrowing governments; it calls
“information access” one of the key elements of its “empowerment
framework” for the public in borrowing countries.110 Its research arm
promotes the adoption of disclosure laws that conform to “interna-
tional standards,” recognizing a right to government information and
establishing a procedure for independent review of decisions to refuse
access to information.111 In 2004, the adoption of a national disclo-
sure law was made a condition for loans granted by the Bank to two
countries – Honduras and Nicaragua.112

A transparency revolution?

The story of openness at the World Bank’s sister institution, the Inter-
national Monetary Fund, seems at first glance to follow a similar path.
Also established in 1944, the IMF originally aimed to coordinate the
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currency exchange rate policies of its member states and provide
financial aid to countries dealing with balance-of-payments prob-
lems. Throughout its first four decades, says a former IMF official,

Institutional transparency was not high on the agenda of the
IMF. The IMF generally followed the practices of member coun-
tries, particularly their central banks and ministries of finance,
which valued the confidentiality of their relationship with the
IMF. The IMF saw itself as a technical institution, accountable
to its member governments and with little need to explain itself
to the broader public.113

In the 1980s, however, the role of the IMF began to change, and so
did the public perception of its legitimacy. In 1982, the IMF responded
to Mexico’s debt crisis by providing assistance that was conditioned
on Mexico’s pursuit of significant fiscal and economic reforms. It fol-
lowed by negotiating similar “structural adjustment” agreements with
other Latin American countries, and later with Russia and the for-
mer Soviet Bloc states. By the end of the 1990s, the IMF was involved
in structural adjustment programs in seventy countries.114 In many
countries, critics complained about the harshness of the reforms
required by the IMF; moreover, they complained about the secrecy
with which their own governments had negotiated agreements with
the Fund.115 Dissatisfaction mounted as the IMF responded to a
series of financial crises throughout the 1990s – in Mexico again
in 1994, in East Asia in 1997, and in Russia in 1998. Ten thou-
sand protestors blocked the streets of Washington during an IMF
and World Bank-hosted meeting of finance ministers in April 2000;
another 5,000 protested during the institutions’ annual meeting in
Prague in September 2000.

Popular protests, particularly in developing countries, were one
thing; dissent among policy makers within lending countries was
another. The public relations office of the IMF tabulated the num-
ber of times in which it was described as “secretive” in major press
outlets: The count had been insignificant before 1997, but rocketed
upward afterward.116 The Fund (as the Wall Street Journal editorial-
ized in the first months of the East Asian crisis) was “one of the most
secretive institutions this side of the average missile base. . . . What
they do, or learn, or exactly what guides their decisions, is largely
kept secret. For the most part, the IMF has moved for decades
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in an off-the-record mist of internal deliberations and closeted
discussions.”117 Joseph Stiglitz, the former chief economist of the
World Bank, said that secrecy was the root cause of the bad advice
that the IMF had given to governments in crisis. If the Fund’s decision
makers had opened themselves to outside scrutiny, Stiglitz argued,
“their folly might have become much clearer, much earlier.”118

Many members of the U.S. Congress, already uneasy in their sup-
port of organizations such as the IMF, echoed these complaints. “The
issue of transparency really goes to the heart of the legitimacy of the
IMF . . . and arguably, in the long term, its survival,” an advisor to
the Senate Banking Committee said. “If it is not seen that the institu-
tion as a whole has some measure of accountability and transparency,
then it is very hard to justify the extraordinary influence that it exer-
cises and to hold it accountable in some way.”119 Congress had twice
given a statutory direction to the American representative on the IMF
Board to pursue the question of transparency,120 with little effect.
But in January 1998, Congress’s capacity to influence IMF policy
improved substantially when the Clinton administration approached
it with a request for an $18 billion contribution to support the IMF’s
efforts at crisis management. Congress was hostile to the proposal;
three years earlier, it had rebuffed the administration’s request for
assistance in dealing with the Mexican crisis.

In April 1998, Representative Jim Saxton, the Republican chair
of Congress’s Joint Economic Committee, responded to the adminis-
tration’s request by proposing the IMF Transparency and Efficiency
Act, which would deny support to the IMF until it agreed to institu-
tional reforms that included the publication of board minutes and
key lending documents.121 (Saxton also commissioned a General
Accounting Office study that concluded that it was impossible, given
publicly available information, to make a timely assessment of the
Fund’s financial position.122) Some of the disclosure requirements of
Saxton’s bill were included in the appropriations bill that eventually
provided the requested $18 billion in October 1998.123

In Fall 1998, the IMF’s managing director, Michel Camdessus,
gave a speech that warned about the institutional difficulties in
achieving greater openness. “The pace of change is largely in the
hands of the IMF’s members,” Camdessus cautioned. “Calls for
more IMF transparency are, in many respects, calls on the member
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countries. . . . Once consensus is established, we will be enthusiastic to
proceed with the necessary adaptation of procedures and policies.”124

But the IMF wasted little time when the appropriations bill put $18
billion at risk: ten days after the bill’s passage, Deputy Treasury Sec-
retary Larry Summers reported to Congress that representatives of
the IMF’s major donor countries had agreed to adopt a more expan-
sive disclosure policy.125 (The IMF’s commitment, Saxton claimed,
“would not exist if Congress had not made an IMF reform effort over
the last twelve months.”126)

The IMF announced substantial revisions to its disclosure rules
in April 1999,127 and made incremental changes to its policy in sub-
sequent years.128 But as the funding crisis passed, the IMF’s old dif-
fidence about radical reforms resurfaced. “We have to strike a bal-
ance between openness and the members’ desire for candid and
confidential advice,” Camdessus’ successor, Horst Köhler, told the
National Press Club in 2000. “Civil society has serious questions,
and I take these seriously. But we should also be firm. We have a
membership – governments – that is accountable. We cannot have
responsibility ‘transferred’ from these institutions to nongovernmen-
tal organizations.”129

The IMF had been put under unprecedented pressure to be less
secretive, a senior IMF official recalled in 2003. “To respond to those
demands, the IMF started to publish documents that had been kept
outside the public eye. We used to publish virtually nothing, now we
publish everything.”130 This was tantamount to saying, as the World
Bank had said, that there was a presumption of disclosure for doc-
uments. However, this was far from true. While the IMF had taken
important steps to improve openness, it had not recognized a general
right to information; instead, it had negotiated a publication scheme
for a limited number of listed documents. There was no process for
requesting access to administrative or other internal papers of the
IMF. The list of records covered by the IMF’s publication scheme
also omits critical “official” documents, such as the Board’s minutes
(still accessible only after a ten-year waiting period) and drafts of
lending documents sent to the Board for approval. The scheme pre-
sumes that countries will agree to the publication of the final versions
of these documents, but it does not require publication; and in many
instances governments, particularly those of developing countries,
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have not agreed.131 Governments may also negotiate about the word-
ing of publicly disclosed agreements and ask for politically sensitive
material to be contained in inaccessible “side letters” to the Fund.
(In 2003, Argentinian activists filed a legal complaint in national
courts alleging that a side letter to a recent IMF agreement contained
a concession on the raising of utility prices.132 The IMF refused to
confirm or deny the existence of the letter.133) IMF staff are told to
avoid language “that would exacerbate domestic political challenges
to implementing reforms.”134

The Fund’s new disclosure rules represented a significant and
important change in practice. Yet IMF spokesmen represented its
new attitude on transparency in more dramatic terms. The Fund had
undergone a “transparency revolution,” its chief economist, Stanley
Fischer, said in 2001.135 Another IMF official agreed: The commit-
ment to transparency constituted an “understated revolution, . . . a sea
change” in the way the Fund does business.136

This was not simply hyperbole: Rather, it was a testament to the
plasticity of the concept of transparency itself. The revolutionary
aspect of changes in transparency at the Fund referred mainly to
the extension of its own effort to monitor the behavior of its member
states. This was motivated by a widespread perception that the finan-
cial crises of the 1990s had been caused by ignorance about the state
of financial sectors in the crisis countries, and that governments in
those countries had been (in the words of a senior IMF official) “eco-
nomical with the truth” in reporting their financial positions.137

The result was an effort to improve the IMF’s capacity to col-
lect information about financial and regulatory conditions in mem-
ber states. In 1977, the IMF began a routine of completing regular
reviews of the domestic policies of each member state that might
affect exchange rates. Authorized by Article IV of the IMF’s Articles
of Agreement, the scope of these “surveillance” exercises (the IMF’s
own phrase) broadened substantially in the 1990s, to include more
detailed scrutiny of each country’s financial sector and institutional
arrangements that might make a country vulnerable to crisis.138 In
1999, the IMF added another routine, producing “financial system
stability assessments” for member states that include reports on the
extent to which countries conform to internationally recognized stan-
dards in the management of fiscal and monetary policy, banking and
securities regulation, and corporate governance.139 In 1999 an IMF
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review group called this “a potentially major expansion” of its surveil-
lance functions.140

These measures were all aimed at improving transparency, but
not of the IMF itself. Rather, they were intended to address the threat
of economic instability posed by liberalized capital flows. The IMF
had no interest in new restrictions on capital flows; on the contrary,
it regarded capital flow liberalization as one of its main objectives, a
point it reaffirmed at the height of the Asian financial crisis.141 But
investors who were ignorant of the true conditions of the economies
in which they were investing were prone to dangerous herd behav-
ior. More extensive surveillance by the IMF would alert policy mak-
ers to conditions that might trigger investor panic, and at the same
time give investors the information to make more rational and less
fickle decisions.142 IMF officials themselves characterized their new
initiatives as a form of informational regulation – “a new kind of
réglementation . . . [that will] reduce the risk of abrupt changes in mar-
ket sentiment through greater transparency.”143

The effectiveness of these surveillance efforts is heightened if the
products of surveillance are accessible, so that lenders and investors
can make decisions that reflect risk more accurately. This has pro-
duced added pressure from advanced economies, as well as the
IMF itself, for publication of key surveillance documents. In prac-
tice, however, developing countries have often refused to consent to
disclosure.144 A 2003 report by the IMF’s evaluation office observed
that three countries caught in recent financial crises – Indonesia,
South Korea, and Brazil – had refused to publish the IMF’s most
important surveillance document; the office observed that the IMF’s
influence would have been strengthened if the document had been
published, to “promote better risk assessment by private investors
and lenders.”145 Efforts to persuade less advanced economies about
the merits of disclosure have been accompanied by warnings that the
market may punish states that do not cooperate.146

Common language, separate purposes

The contest over transparency in these four institutions – the EU,
WTO, World Bank, and IMF – gives a sense of the difficulty that will
confront advocates of openness as the power of the traditionally struc-
tured state is diffused, either domestically to private or quasi-private
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actors, or to supranational or international organizations. The mul-
tiplication of centers of authority means that one large battle over
openness is replaced by many smaller battles.

In the international arena, the situation is even more complex than
suggested here. There are many other international organizations
that wield influence but are not bound by disclosure policies compa-
rable to those imposed on national governments – ranging from the
obvious cases (such as the United Nations and its agencies) to a host
of little known organizations (such as the Codex Alimentarius or the
Bank of International Settlements) that play critical roles in encour-
aging convergence in national regulatory practices.147 Progress in
advancing disclosure rules in this sphere will be uneven, contingent
upon the structure of decision rules in each body, the predispositions
of influential states, and the extent to which an organization finds
itself embroiled in controversy. Experience shows us that the norm
of diplomatic confidentiality will prove durable – even when organi-
zations become the object of extraordinary public protests.

The contest over openness in the international financial institu-
tions – that is, organizations like the WTO, World Bank, and IMF –
also reminds us about the dangers of accepting what might be called
the naı̈ve view of transparency, in which openness is regarded as
a single commodity, and an unalloyed good. Transparency can be
employed as a tool by different players for dramatically different pur-
poses. In fact, the fight over transparency in the WTO and IMF might
be said to present a clash between two doctrines of transparency.
One – the neoliberal doctrine – deploys transparency as a tool for
advancing the project of global economic liberalization. The neolib-
eral doctrine is firmly embedded in WTO trade agreements and IMF’s
surveillance policies. Most immediately, it serves the states and cor-
porations in a position to exploit the opportunities presented by such
liberalization.148 Opposed to this is a rights-based doctrine of trans-
parency, which pursues disclosure as a tool for protecting the political
and economic rights of citizens affected by the process of liberaliza-
tion, and which is manifested in policies intended to lay open the
decision-making processes of the organizations themselves so that
their decisions can be more easily influenced.

There is a second sense in which the naı̈ve view of transparency is
rebutted. As developing countries have pointed out, stakeholders in
the first world – nongovernmental organizations as well as business
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stakeholders – are in a much better position to exploit the oppor-
tunities for influence that are created by improving transparency in
international organizations. Transparency is not a neutral concept,
leaders of some weaker states argue. Rather, it shapes the balance of
forces that influence policy, and it may do this in ways that are unfa-
vorable to the interests of their citizens. Indeed, one can imagine the
frustration of a policy maker in a weaker state – subjected on the one
hand to a system of surveillance promoted by dominant states to
encourage economic liberalization, and subjected on the other hand
to a rights-based rhetoric of transparency (most forcefully articulated
by interest groups of the same dominant states) that complicates their
ability to negotiate effectively and to implement policies at home.

Assertion is not proof, however, and it is equally possible to imag-
ine reasons why this account may be mistaken or misguided. It may
underestimate the extent to which the community of nongovern-
mental organizations has internationalized and the manner in which
groups rooted in the advanced economies act as proxies for citizens
in other countries. Or it may simply be an excuse for policy mak-
ers in developing countries who have never accepted the principle
of democratic accountability. Furthermore, it neglects the possibil-
ity that the best way to remedy imbalances in influence may be to
find ways of enfranchising the citizens of weaker states, rather than
denying information to the citizens of stronger states.
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During a recent visit to Britain’s National Archives, I spent time
reading files produced by the Foreign Office in the early 1950s. The
subject – negotiation with Americans about the balance to be struck
between security needs and civil liberties while making decisions on
security clearances – was fascinating. Equally fascinating, from the
point of view of a researcher who learned his craft in the computer
age, was the form of the documents themselves. There were relatively
few, and generally concise. They took a limited number of forms –
a letter, a memorandum, a short report, the minutes of a meeting.
Obviously all were on paper. Some were typescript, but many were
written in ink, in clear longhand script. Related documents were held
together in a folder that provided, on its cover, a longhand summary
of the material within. Each folder was bound with a red ribbon – the
proverbial bureaucratic red tape.

Government documents had been produced and stored in much
the same fashion for perhaps the preceding two centuries. The tech-
nology of production and reproduction had advanced – with the
advent of the fountain pen, the typewriter, and the mimeograph dupli-
cator – but the basic form of a government file would have been famil-
iar to a public servant transported forward from the Foreign Office of
the early 1850s.1 In 1850, and still in 1950, technological constraints
on the production and distribution of documents compelled officials
to be deliberate in the composition of new records, and limited the
growth of the total stock of official records. A document could more
easily be inferred to be important, to say something authoritatively,
because it was not easy to produce.
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To a large degree this conception of “the official file” still perme-
ates popular consciousness. The narrative about bureaucratic mis-
conduct that is constantly replayed in news and fiction still hinges on
the damning, but hidden, government file – a manila folder contain-
ing the “smoking gun” memo, with the words TOP SECRET heavily
inked at its head. Many FOI laws are written with the expectation
that they will reveal these official files; in fact, the laws are drafted on
the assumption that this conception of “the official file” is an accu-
rate one. The archetypal FOI request is one that seeks the disclosure
of a bounded number of tangible records that are presumed to say
something definitive about government policy.

The time when this conception of the official file was defensi-
ble in the advanced democracies is now long past. Over the last
three decades, advances in information and communication tech-
nologies have caused profound changes in the character of infor-
mation held within government agencies. In many instances, elec-
tronic media have replaced paper as the preferred method of stor-
ing information. The number of transactions that are documented
in digital form has exploded, and the number of forms in which
digitized information may be encapsulated – word processing docu-
ments, spreadsheets, presentation files, e-mails, structured databases,
audio or video recordings, and so on – has grown. The cost of revising
records has plummeted, causing a rise in the number of versions that
may exist for any one record. The stockpile of government informa-
tion has been liquified – broken down into a vast pool of elements
whose significance, taken independently, is not easily grasped.

The metamorphosis of official information is already changing the
battle over governmental openness. The struggle for access to “struc-
tured data” – the digitized information held in massive governmental
databases – has been underway for decades, while the fight over access
to the much larger pool of digitized “unstructured data” held by gov-
ernment agencies is still in its very early stages. In either case, the
digitization of government information could have the unintended
consequence of producing dramatic increases in transparency. But
this outcome is not a given; on the contrary, there are strong bureau-
cratic and political forces that may prevent it. Nor is it clear that
we should want such an outcome – particularly if the information
at stake is personal data, or if disclosure has the effect of crippling
government’s ability to act effectively.
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Structured data

The revolution in information and communication technologies has
wrought two broad changes in the pool of information held by gov-
ernment agencies. The first is the growth of large electronic databanks
that contain details about routine government activity, and about the
businesses and individuals with whom government agencies inter-
act. Large databases are not themselves novel: Early government
projects such as the post-Civil War pension or the national census
in the United States required the mass aggregation of information
about citizens. However, this data existed in unwieldy paper form;
the process of digitization, which gained momentum in the 1960s,
dramatically reduced the cost of duplicating and manipulating such
information. The application of technology to work processes also
meant that agencies began to collect large amounts of information
about their internal operations in new digitized databases.2 Because
the information contained in these databases is highly standardized –
containing similar details for each person or company, for example –
it is sometimes known as “structured data.”

The emergence of large digitized databases in the years following
the Second World War roughly coincided (in the United States) with
the strengthening of laws that established a right to information held
by government agencies. It was inevitable that the two trends would
eventually collide. In the last two decades, many groups outside
of government have become adept at exploiting the opportunities
posed by the accumulation of digitized structured data within public
agencies.

Journalists, for example, have become increasingly skilled at using
bulk electronic data to scrutinize government operations. In fact,
this has become a well-defined field of journalistic practice, known
as computer-assisted reporting or CAR. Some major media outlets,
such as the New York Times, have CAR editors, and since 1989 the
field has had its own support organization, the National Institute for
Computer-Assisted Reporting, that acts as a clearinghouse for key
government databases.3

In 2000, the Times used data from the Fatality Analysis Reporting
System – a database maintained by the U.S. Department of Trans-
portation – to demonstrate that fatal crashes involving Ford Explorer
sport utility vehicles were three times as likely to be related to tire
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failures as fatal crashes involving other brands. The Times’ stories
substantiated concerns about the reliability of Firestone tires that
were routinely installed on new Explorers. Despite growing contro-
versy over Firestone’s tires, budget-constrained federal regulators had
not detected the pattern in their own database.4

A later New York Times analysis of data collected by the fed-
eral Occupational Safety and Health Administration revealed a long-
standing failure to seek criminal prosecution of employers whose will-
ful violation of safety rules had caused worker deaths. In an echo of
the Ford case, the agency had never studied its own data on deaths
caused by deliberate noncompliance with regulations.5 In 2004, the
Times used data collected by federal railroad regulators to demon-
strate inadequacies in procedures intended to reduce the number of
deaths caused by collisions with trains at grade crossings. Its inves-
tigation led to the resignation of a top regulator and legislative pro-
posals for tougher oversight of the railroad industry.6

Other journalists have exploited the potential of computer-
assisted reporting as well. The Newark Star-Ledger, using information
collected by the federal Food and Drug Administration, found that
recalls of faulty medical implants were on the increase, a trend that it
linked to weaker procedures for reviewing new implants.7 In Mother
Jones magazine, reporter Ken Silverstein matched data from three
U.S. agencies – the General Services Administration, the Environ-
mental Protection Agency, and the Occupational Safety and Health
Administration – and found major contractors who continued to work
for government while flouting its environmental and workplace safety
rules.8

Academic research centers and public interest groups have also
tapped government databases. Since 1989, the Transactional Records
Access Clearinghouse (TRAC) at Syracuse University in New York
State has used the Freedom of Information Act to obtain internal
data on the activities of federal law enforcement agencies.9 A 2003
TRAC study suggested that the federal government’s efforts to pros-
ecute cases of alleged terrorist activity had yielded few significant
convictions,10 while another of its studies found a marked decline in
audits of corporate taxpayers and prosecutions for violation of fed-
eral tax law.11 Another organization, the Center for Public Integrity,
combined federal contracting data with data on political contribu-
tions to demonstrate that contracts for post-war reconstruction in
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Iraq went to firms that gave heavily to the election campaigns of Presi-
dent George W. Bush.12 In 2004, the center used data from the Internal
Revenue Service to show that political nonprofit organizations had
abused federal rules in ways that understated their level of political
activity, quickly prompting a promise of more vigorous enforcement
of reporting rules by the IRS.13

Environmental advocacy groups seized on the possibilities posed
by the Toxics Release Inventory (TRI), a database established by
the U.S. Environmental Protection Agency under the 1986 Emer-
gency Planning and Community Right-to-Know Act (EPCRA). EPCRA
required companies to report regularly to EPA about their use of listed
toxic chemicals, and contained the unusual stipulation that these
reports should be combined in a database “accessible by computer
telecommunication” to the public. Environmental groups quickly
used early rounds of TRI data to shame heavy polluters, often with a
remarkable impact on industry behavior.14

The internet – a largely unknown technology at the time that
EPCRA was drafted – gave advocacy groups the ability to go fur-
ther, creating their own websites that allowed the public to search
TRI data for information about polluters in their own community.15

By the end of the 1990’s, the Clinton administration was promot-
ing TRI as an archetype of a powerful new approach to regulation, in
which nongovernmental organizations collaborated with government
to achieve regulatory objectives without resorting to conventional and
heavy-handed enforcement measures.16

The advances that journalists and nongovernmental organiza-
tions have made in exploiting stockpiles of structured data within
government agencies have been significant, but should not be over-
estimated. One major difficulty has been the lack of resources for
pursuing this sort of work: Extracting and analyzing data can be a
time-consuming and technically demanding task. (And if this is true
with regard to the community of media and nongovernmental organi-
zations that surrounds the U.S. federal government, it is doubly true
with regard to the community that surrounds U.S. state and local
governments, or even the national governments of other advanced
democracies.) The need for a heavy investment of resources has been
aggravated by the strong and continued opposition of government
agencies, and private industry as well, to the release of structured
data.
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For three decades, many federal officials resisted the idea that
there could be any right under the Freedom of Information Act to
information contained in government databases. As a technical mat-
ter, many databases were not designed with the possibility of public
access in mind; they were built for internal use and lacked features
that would allow data to be easily exported for use by nongovern-
mental organizations. In these cases, new computer programs had to
be written to make possible the extraction of data. This meant added
work for agency staff, and even more difficulties for smaller agencies
who lacked the staff with the ability to do the programming.

In a 1989 survey undertaken by the U.S. Department of Justice,
over fifty federal agencies took the position that they had no obligation
under FOIA to do special programming to extract information from
their databases – and if information was extracted, they had no obli-
gation to provide the information in easily managed electronic form
rather than in less useful print formats. Any other position, depart-
ments warned, would “seriously disrupt their operations” and pos-
sibly make the entire FOIA program untenable.17 Added to this was
bureaucratic frustration with the uses to which information was put
once released from government databases. Many officials complained
that FOIA would be corrupted into a tool for businesses’ exploitation
of commercially valuable government data.18 Others protested that
nongovernmental organizations often used internal agency data to
present a misleading and unflattering view of their operations.

The result of this bureaucratic resistance were cases such as
Public Citizen v. OSHA, which grew out of an attempt in 1985 by
Public Citizen to gain bulk data on enforcement actions by the fed-
eral Occupational Safety and Health Administration. OSHA refused
the request for information, arguing that it had no obligation to do
the programming needed to extract the data. In a contemporaneous
case, Dismukes v. Department of the Interior, federal officials insisted
on providing oil and gas leasing data on microfiche, even though the
data was also available in electronic form. A federal court upheld
the department’s position.19 Several other courts were equally hos-
tile to FOIA requests for bulk data.20 Finally Congress stepped in,
by amending the Freedom of Information Act in 1996 to make clear
that departments had an obligation to extract bulk data from their
databases and – reversing the Dismukes decision – an obligation to
provide data in easily manipulable digital formats.21
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The 1996 changes – known as the Electronic Freedom of Infor-
mation Act Amendments, or EFOIA – improved matters, but official
balking at requests for electronic data also continued. In 1998, the
Department of Housing and Urban Development refused a request
for access to a database on money it owed to mortgagees, arguing
that the request would be “extremely burdensome”; the refusal was
eventually overturned by a federal court two years later.22 In the
same year, defense officials argued that the work of extracting data
from a database on malpractice claims against military medical staff,
requested by the Dayton Daily News, would be too onerous; a federal
court disagreed, and the Daily News later won a Pulitzer Prize for its
reporting on the subject.23

Despite EFOIA, Syracuse University’s Transactional Records
Access Clearinghouse also dealt with recurrent efforts by the Depart-
ment of Justice to withhold information from its database on federal
criminal investigations and prosecutions. The department was stung
by the reports of the clearinghouse, which seemed to reveal weak-
nesses in federal efforts to enforce antiterrorism laws; it responded
by attempting to argue that release of the data jeopardized pub-
lic security.24 In 2004 TRAC complained that the Internal Revenue
Service had also stopped complying with court orders that required
the release of bulk data on its enforcement of tax laws. The Center
for Public Integrity encountered a novel claim while attempting to
extract information from the federal government’s database of for-
eign government lobbyists: The Department of Justice claimed that
the database had become so fragile that an attempt to process the
request risked a program crash and “major loss of data.”25 The case
is not unusual; it is one of several instances in which rapid techno-
logical change has made databases practically inaccessible.26

Governments have also had more material incentives to resist the
release of structured data under FOI law. Throughout the eighties
and nineties, budget-constrained government agencies attempted to
find ways of realizing the commercial value of the information locked
in their databases – either by selling the information directly, or by
enlisting businesses to refine and market their databases. (“The con-
cept of government information as a corporate resource,” one com-
mentator worried in 1994, “appears to be overriding the concept
of public rights to that information.”27) However, commercial value
can only be extracted if agencies are able to block the disclosure of
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information at no cost through FOI laws; as a result, many govern-
ments have attempted to interpret or amend their laws so that access
can be denied if it would compromise their commercial interests. A
New Jersey law proposed in 2004 included a criminal penalty for indi-
viduals who obtained commercially valuable information under the
state’s open government law if they violated an agreement not to put
the information to commercial use.28

Of course, information sold by government is still publicly avail-
able, in principle, but often at a price that creates a barrier to access
for many citizens. In a portentous 1994 case, the government of the
Canadian province of British Columbia refused to give data to an
environmental advocacy group, arguing that the data was already
available for purchase at a price of $30,000. The group could not pay,
and the government refused to bend, saying that exceptions would
“eliminate this revenue source for the government.” The agency’s posi-
tion was upheld on appeal; similar cases soon arose in other parts of
Canada.29

When the information contained in government databases relates
to the private sector, access to information may also be compromised
because of industry pressure on government agencies. In 2004, the
U.S. government was sued by major tire manufacturers in an effort
to block the disclosure of data on fatal accidents that could be related
to tire failures, which it began collecting after the Firestone contro-
versy.30 The ongoing fight over disclosure of information through the
U.S. government’s Toxic Release Inventory program provides another
vivid illustration of industry pressure. As Mary Graham has noted,
disclosure provisions in the 1986 law that authorized the TRI were
restricted in three ways to overcome industry resistance to the plan:
by excluding important categories of businesses, such as power plants
and mining operations; by limiting the number of chemicals covered
by the scheme; and – critically – by requiring that firms report only
their estimate of the amount of chemicals released into the environ-
ment, rather than the amount actually used at a facility.31

Attempts by the Clinton administration to overcome these restric-
tions met strong industry resistance, which intensified as nongovern-
mental groups became more efficient in disseminating TRI data.
(One trade journal reported “spasms” among chemical manufactur-
ers when one environmental group launched a website that improved
access to TRI data, combined with its own analysis of the results.32)

206



P1: JZP
0521858704c09 CB1001/Roberts 0 521 85870 4 September 18, 2005 11:49

Liquid Paper

When the Environmental Protection Agency announced its intention
to broaden the list of TRI chemicals in 1994, the chemical indus-
try responded with litigation that delayed implementation for three
years.33 In 1996, the EPA announced its intention to expand TRI to
measure the use, rather than the release, of chemicals; but indus-
try lobbyists successfully blocked the needed legislative amendments
and by the end of the decade the Clinton administration had given up
on its efforts.34

The private sector scored other successes in the effort to pre-
vent the release of environmental information. In 1997, the EPA
announced a new project, the Sector Facility Indexing Project, that
would consolidate data on environmental performance and compli-
ance for factories in five major industries, and provide an overall
ranking of factories based on the environmental threat they posed.35

The affected industries lobbied Congress and sought an injunction to
block the project, which they argued would unfairly stigmatize their
facilities. The EPA quickly abandoned the proposed project.36

The EPA encountered similar problems when, in 1996, it
announced its intention to publish the “risk management plans” of
over 60,000 businesses on its website beginning in 1999. Required
under the Clean Air Act of 1990, the plans were intended to show
how businesses would respond to catastrophic chemical accidents
within their facilities. The business community fought against dis-
closure, arguing that internet-accessible data could be misused by
terrorists. In 1998, the EPA retreated, promising that details about
these “worst-case scenarios” would be removed before the plans were
posted on the web. The following year, Congress went further, denying
any right of access to the “worst-case scenario” data under the Free-
dom of Information Act – a step that prevented nongovernmental
organizations from using the FOIA to access the data and construct
a web-accessible database.37

An end to “practical obscurity”

The work of journalists and advocacy groups, while significant, pales
in comparison to the efforts undertaken by businesses – known as
data aggregators or commercial data brokers – to exploit new stock-
piles of digitized data collected by government agencies. Much of
this is personal information, and the success these businesses have

207



P1: JZP
0521858704c09 CB1001/Roberts 0 521 85870 4 September 18, 2005 11:49

Blacked Out

had in compiling previously disparate collections of data has raised
troubling questions about the erosion of privacy.

The amount of personal data that can be gleaned from government
documents is surprisingly large. This includes data gleaned from so-
called “vital records” on births, deaths, marriages, and divorces; infor-
mation on voter registration, sometimes including party affiliation;
property tax assessment information, including details on the fea-
tures of a home; information on vehicle registrations, driver’s licenses,
accident reports, and traffic citations; information from business reg-
istrations and professional or trade license applications; details on
workers’ compensation claims; for public sector workers, details on
employment; and police booking and arrest records. Much more per-
sonal data can be extracted out of court records – from documents
produced in civil litigation, family court proceedings, bankruptcy
applications, and criminal cases.38

In principle, much of this data has been publicly accessible for
many years. However, the ability to collect and use this information
has been constrained because traditionally it has been recorded on
paper and stored by a large number of state and local governments.
As U.S. Supreme Court Justice John Paul Stevens observed in an
important 1989 decision, Department of Justice v. Reporters Commit-
tee For Freedom of the Press, this data existed in a state of “practi-
cal obscurity.”39 Digitization has now removed barriers to harvesting
vast amounts of personal information from public records across the
United States.

The data aggregation industry is increasingly dominated by a
small number of businesses.40 One of the most prominent is Choice-
Point, which – like its major competitors – combines publicly accessi-
ble information with spending-habit data and other details collected
within the private sector. Established in 1997, ChoicePoint has grown
rapidly. In 2003 alone, it reported that it had acquired nine other
firms that specialized in collecting public records and commercial
information.41 ChoicePoint, Government Executive reported in 2003,
“owns an astounding 19 billion records, about 65 times as many
pieces of information as there are people in the United States. As
a result, ChoicePoint knows more about most people than the federal
government does.”42

In fact, the federal government has not been blind to this real-
ity. ChoicePoint and other data brokers have aggressively marketed
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their data aggregation capabilities to federal agencies, and many –
including the Federal Bureau of Investigation and Central Intelli-
gence Agency – have contracted for their services. (In promotional
material, ChoicePoint boasted to federal officials about the “one-stop
mind-boggling power” of its databases.43 A ChoicePoint executive
explained to one journalist that the company acts “as an intelligence
agency, gathering data, applying analytics” to generate “actionable
intelligence” for its clients.44) Documents released to the Electronic
Privacy Information Center under the Freedom of Information Act
suggest that one federal agency – the United States Marshal Ser-
vice – conducted between 14,000 and 40,000 searches on ChoicePoint
databases each month between 1999 and 2001.45

The growth of these privately held databases has alarmed pri-
vacy advocates. As Daniel Solove observes, the principle of public
access to government records was intended to “empower individuals
to monitor their government,” but the practices of commercial data
brokers now threaten to turn this principle on its head. By harvesting
and aggregating vast amounts of personal information, data brokers
have the ability to create “digital biographies” that are often used for
investigative purposes by businesses, employers, private detectives,
and other individuals.46 These massive private databanks can also be
used for illicit purposes. In early 2005, ChoicePoint acknowledged
that it had unwittingly sold the personal information of tens of thou-
sands of Americans, much of it collected from government agencies,
to identity thieves posing as small businessmen.47

The threat to personal privacy may be aggravated when govern-
ment agencies begin to rely on commercial data brokers for citizen
profiles. As critics have pointed out, federal privacy law would likely
bar federal law enforcement agencies from creating databases anal-
ogous to the ones constructed by data brokers, and the agencies’
reliance on brokers’ services looks very much like a way of circum-
venting those privacy rules.48 The data ChoicePoint sells to federal
agencies is indexed by Social Security Number.49 Although Ameri-
cans have often balked at the idea of establishing a universal identifier
(and even though there are good technical reasons why the SSN is a
poor choice for an identifier),50 government agencies effectively use
the SSN for this purpose when they rely on ChoicePoint’s services.

There is growing evidence that the American public is becoming
sensitive to the privacy intrusions that can result from the disclosure
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of personal information given to the government. One warning sign
was the evidence of public resistance to the 2000 national census –
even though there are strong statutory protections against the dis-
closure of census data. Despite a legal obligation to cooperate and
a $167 million advertising campaign to encourage participation,
many Americans refused to answer census questions: The response
rate for the census’ long-form questionnaire was significantly lower
that it had been ten years earlier. Census director Kenneth Pre-
witt attributed the decline to Americans’ “heightened concern about
privacy.”51 The majority of Americans who thought the census ques-
tions were too intrusive found support from Republican presiden-
tial candidate George W. Bush, who told journalists he could “under-
stand why people don’t want to give over that information to the
government.”52

In 1994, concern about the abuse of publicly accessible personal
data led Congress to legislative action. The Driver’s Privacy Protection
Act prohibits state governments from disclosing personal informa-
tion contained in their driver’s license and motor vehicle registration
records. (The law was strengthened in 1999.) The law was passed in
response to controversy over the widespread practice among state
motor vehicle departments of selling personal data to data brokers –
the Justice Department claimed that New York State earned $17 mil-
lion in one year by selling driver records53 – and cases in which serious
crimes had been facilitated by the disclosure of motor vehicle records.
The constitutionality of the law was challenged but ultimately upheld
by the U.S. Supreme Court in 2000.54 Enforcement of the DPPA has
not been easy: In Florida, for example, government officials and data
brokers have been the object of at least four class action lawsuits for
violations of the law.55

Nevertheless, DPPA may be a bellwether of a trend toward broader
controls on access to government-collected personal data. Many
states have recently adopted restrictions on the disclosure of Social
Security Numbers, a piece of information that is highly valued by
identity thieves.56 Several states have also adopted statutory restric-
tions that prohibit the release of data for commercial purposes.57

There is an analogy here to the restrictions imposed on various
kinds of “homeland security information” in the months following
the September 2001 terror attacks. In both cases, technology had
lowered the cost of accessing and distributing information, effectively
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liberating data that had once existed in “practical obscurity.” But this
transformation brought new sensitivity to potential abuses, and sub-
sequently new controls on access. In both cases there has been a
philosophical – and often controversial – shift away from the long-
standing proposition that governments have no right to consider the
motives of an individual or organization when making judgments
about the release of information.

The national debate over access to digitized court records turns
on the question of whether – and how far – access controls should be
imposed. There is a settled tradition in the United States of making
court records publicly accessible – on paper, and at the courthouse.
As records themselves are put in electronic form, there is no technical
barrier to making them accessible on the web – and some courts have
already taken that step, allowing anyone with an internet connection
to browse through documents submitted by litigants or prosecutors,
or issued by the courts themselves.

Privacy advocates protest that these new systems – offering instant
access to social security numbers, addresses, phone numbers, credit
card numbers, bank account numbers, and tax information – con-
stitute “a treasure trove for identity thieves.”58 And perhaps worse:
Information might be used for stalking, harassment, or blackmail.
Finally there is the prospect of simple embarrassment, as financial,
family, or medical details are revealed on the web.59 These new infor-
mation systems, says attorney George Carpinello, “turn court records
into a massive data bank, opening all the information filed in every
action instantaneously to the world. . . . The public will have ready
access to an array of potentially private and embarrassing informa-
tion regarding anyone who was a party or who was even mentioned
in papers filed in any action in any court.”60

Many governments have now recoiled from the idea of allowing
universal access to digitized court files, although it remains unclear
how far the retreat is likely to go. In 2002, a committee of federal
judges recommended a relatively liberal approach on access to digi-
tized court records – although it still recommended the deletion of sev-
eral “personal data identifiers” and a delay on online access to crimi-
nal court records to allow further study.61 In the same year, however,
a proposed set of guidelines on access for state courts took a more
severe view. It drew a sharp distinction between “courthouse access”
and “remote access,” recommending that remote access should be
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limited to basic information on proceedings and not to the full range
of case documents.62

There is also confusion in actual practice in different states. In
Maryland, for example, a committee appointed by the state judi-
ciary in 2000 proposed sharp restrictions on access to digitized court
records; after an outcry from journalists and businesses, a second
committee was formed that in 2004 recommended more liberal rules
on access. In Florida, by contrast, courts followed a policy of broad
access until the state Supreme Court ordered a moratorium so that
a study of privacy issues could be completed.63 There is confusion,
too, in the question of whether to allow businesses to purchase court
records in bulk form. The 2002 guidelines for state governments sug-
gested that there should be no bar on bulk access to data that is
already accessible at the courthouse.64 A 2003 survey, however, found
several state courts refusing to release bulk data on privacy grounds.65

Monitoring the “paperless office”

The battle over access to structured data is accompanied by a second
and growing conflict over access to the “unstructured data” in digi-
tal form that is held by government agencies. “Unstructured data” is
not a familiar term: Loosely, it means the miscellany of documents
within bureaucracies – e-mails, letters, memoranda, reports, spread-
sheets, presentation files, and so on – that are not contained in large
databases of standardized records. As Max Weber noted long ago –
in somewhat different language – this mass of unstructured data
constitutes the working heart of any government agency.66 Most of
the information kept by a government organization is likely held in
unstructured form: In a widely cited 2000 study, the consulting firm
Merrill Lynch estimated that more than 85 percent of all information
in American business organizations exists as unstructured data.67

The definition of unstructured data gives us a sense of one of the
two impacts new information technologies have had on the inven-
tory of documents held by government agencies. The stockpile of
government documents is now more diverse than ever before. Agen-
cies continue to produce memoranda, reports, and paper correspon-
dence that are comparable to those produced by agencies fifty years
ago. But there are also many new species of document that are the
result of technological advance – such as e-mail messages (which
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have supplanted communications once undertaken in nondocumen-
tary form by means of phone or in-person conversation), electronic
spreadsheets, presentation files, web pages, and desktop databases.

Technology has also led to a dramatic increase in the volume
of documents that are added to an agency’s inventory every year.
Archivists responsible for the preservation of significant records in
the U.S. government say that they have been overwhelmed by a “tidal
wave of electronic records.”68 The flow of e-mail messages alone is
daunting: A 2002 study reported that the 14,000 employees of the U.S.
Department of Energy dealt with one million e-mail messages a day;69

in the same year archivists estimated that all U.S. federal employees
handled thirty-seven billion messages annually.70 (The Canadian gov-
ernment’s chief information officer estimated that in 2002 its 150,000
public servants exchanged roughly six million e-mail messages every
working day.71) The increase in volume is not only tied to docu-
ments in electronic form. “Hard-copy” documents have also grown in
number. Office consumption of paper has increased steadily over the
past decade, confounding experts who anticipated the advent of the
“paperless office.”72 In 2004, the federal government was estimated
to have used about 109,000 tons of paper, 12,000 tons more than in
1996.73

In fact, technology plays an unappreciated role in exaggerating
our perceptions of government secretiveness. It is common for advo-
cates of openness in the United States to point out the dramatic
increase in the number of documents that have been classified for
national security reasons over the last decade. In August 2004, for
example, Senators Trent Lott and Ron Wyden complained that the
number of classification decisions taken by federal officials had more
than doubled over ten years, with more than 14.2 million documents
being classified in 2003.74 The complaint is based on statistics pro-
duced by the federal Information Security Oversight Office, which
requires that federal agencies report every year on the number of
“original” and “derivative” classification decisions their officials have
made.

The distinction between the two types of decision is important.
An original classification decision is made when a federal official
determines that information that has not previously been classi-
fied requires special protection. A derivative classification decision
is made when a document incorporates information from another
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document that is already classified, or when it is of a standardized
type that an agency classification guide says must be classified.75 The
number of original classification decisions has changed significantly –
but not radically – over the past decade, declining from 246,000 in
1993 to a low of 137,000 in 1998, and then rising again to 234,000
in 2003.76 (In other words, the number of original classification deci-
sions was actually lower in 2003 than in 1993.)

By contrast, the number of derivative classification decisions has
grown markedly over the last decade, from 6.4 million in 1993 to
14 million in 2003. Nor was there a marked dip in the number of
derivative decisions in the years of the Clinton presidency, as there
was for original decisions. The result is that the ratio of derivative to
original decisions has jumped as well, from roughly 20:1 in the early
Clinton years to over 60:1 in the early Bush years. One of the forces
driving this trend, says the ISOO, is information technology that
enables the rapid and almost costless duplication of documents, and
which has replaced millions of secure telephone conversations with
e-mail messages that are electronically tabulated and counted as clas-
sified documents.77 “Information technology,” the ISOO concluded in
2005, “has exponentially increased the Government’s ability to pro-
duce information of all sorts, both classified and unclassified.”78

The transformation of the stock of unstructured data – both its
expansion and diversification in form – has in some ways improved
governmental transparency. For example, it is frequently argued that
open government laws have a chilling effect on record keeping within
government agencies: Officials, knowing that their documents might
be publicly disclosed, are said to be more reticent about committing
their views to paper. (The extent to which officials become more cir-
cumspect is open to question; one recent Canadian government study
that examined documents produced before and after the adoption of
Canada’s Access To Information Act had found no evidence that the
law had any influence on record keeping by government officials.79)
But technology has had a countervailing effect, by causing millions
of undocumented conversations to be transformed into documents –
all at risk for public disclosure.

Americans had an early illustration of this countervailing effect
in 1987, with the release of the report of the Tower Commission on
the Iran–Contra scandal. The scandal erupted in November 1986 with
revelations that President Ronald Reagan’s National Security Council
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had sold weapons to the government of Iran (which it had publicly
alleged was a sponsor of international terrorism), and then diverted
the profit from those sales to rebels fighting to overthrow Nicaragua,
thereby violating a ban on aid imposed by the U.S. Congress. Investi-
gators quickly demanded access to NSC documents – and NSC staff,
including its Chief, John Poindexter, responded by destroying the
incriminating records.80

The NSC was eventually trapped by its enthusiasm for new tech-
nology. Only a year before – and well before other parts of the White
House staff – the NSC had adopted a new e-mail system, which
Poindexter and his staff used extensively. When the Iran–Contra
investigations began, Poindexter and his subordinate Oliver North
attempted to delete thousands of compromising e-mail messages –
but they could not destroy the system’s back-up tapes. The Tower
Commission’s report on the scandal, published in February 1987,
relied heavily on the e-mail messages, introducing them to readers as
“conversations by computer . . . [that] provide a first-hand, contempo-
raneous account of events.”81 The e-mail traffic, said one of the Com-
mission’s three members, former Senator Edmund Muskie, provided
a “mother lode” of incriminating evidence.82

President Reagan and his successors tried unsuccessfully to block
the disclosure of other compromising White House e-mail. The Rea-
gan White House intended to destroy the backup tapes of all of its e-
mail traffic on the evening before President George H. W. Bush’s inau-
guration, but was blocked by last-minute litigation. The George H. W.
Bush administration continued to fight for the right to destroy the
tapes, and President Bush himself attempted to negotiate an agree-
ment with the U.S. National Archives that would allow him to treat
backup tapes as his own property. Later, the Clinton administration
supported the Bush agreement, arguing that it did not want critics
“pawing over its computer memos.” The prolonged litigation resulted
in a defeat for all three Presidents. E-mail would be treated under
the same preservation and disclosure rules that applied to traditional
paper records.83

A former colleague of Poindexter’s argued that the risk of disclo-
sure would “corrupt” e-mail conversations,84 but this fear has proved
to be overstated. E-mail has become too deeply entrenched in contem-
porary work life for self-censorship to be an effective strategy: Writing
elliptically takes time, and undermines the effort to get work done.
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Busy officials, struggling to manage an always expanding in-box, find
it easier and faster to write candidly.

This means that e-mail continues to provide “mother lodes” of
revealing information about the internal life of large bureaucracies.
The Columbia Accident Investigation Board relied on e-mail to show
how NASA staff had downplayed safety concerns before the January
2003 shuttle disaster.85 The 2003 report of the Joint Congressional
Inquiry into the 9/11 attacks, and the 2004 report of the 9/11 Com-
mission, used e-mail to illustrate how bureaucratic and legal diffi-
culties compromised the effort to deal with terrorist threats.86 Simi-
larly, the Senate Intelligence Committee in its 2004 report relied on
e-mail to document internal dissent about the reliability of evidence
about the threat posed by weapons of mass destruction in Iraq.87

And in November 2004, Senator John McCain released e-mail traffic
in which Air Force Secretary James Roche had privately campaigned
against European defense contractors (“the fools in Paris and Berlin,”
as he called them) while publicly promising a fair competition to sup-
ply new refuelling tankers.88

In the United Kingdom, e-mail was a critical part of the evidence
to the Hutton Inquiry during its probe of the British government’s
conduct before the Iraq war and after the suicide of WMD expert
David Kelly.89 (In one compromising pre-war e-mail, Prime Minister
Tony Blair’s chief of staff conceded there was “no imminent threat”
posed by Iraq.90) Earlier, a senior Blair government official was pres-
sured to resign following the disclosure of an e-mail in which she
had urged public servants to regard the 9/11 attacks as an opportu-
nity to disclose her department’s “unfavorable” news items. “It can
be tempting to regard email as ephemeral,” said the Financial Times
during these controversies,

. . . yet many have come to realise that emails provide a record
more permanent and indestructible than many older forms of
communication. . . . Paper documents can be burnt and conver-
sations held in circumstances that make eavesdropping very dif-
ficult. But, once sent, an email leaves traces that may return to
haunt the writer, long after the event.91

Paradoxically, however, the usefulness of e-mail as a tool for mon-
itoring the internal life of bureaucracies can be undermined by its
ubiquity. When the National Security Archive, a Washington-based
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nongovernmental organization, succeeded in its litigation to block
the destruction of White House e-mail, it was like the proverbial dog
chasing a fire truck: What would it do once it had caught it? The Rea-
gan White House had accumulated seven million e-mail messages
by the end of the presidency, even though working e-mail systems
had been adopted little more than two years before. “The main prob-
lem was too much email,” said the Archive’s director, Tom Blanton;
the job of reviewing each message to determine whether it could be
released would have been massive. Blanton’s organization negotiated
a compromise, in which it obtained a “core sample” of e-mail from
the Reagan years.92

Blanton’s predicament is probably not unique. As technological
change causes the inventory of government documents to expand, the
parts of that inventory that relate to any specific topic must expand
as well. So, too, must the task of searching for, and reviewing, docu-
ments that are requested under an FOI law or by any other inquiry.
It is no longer a matter of retrieving neatly organized manila fold-
ers and reviewing the memoranda within them. Documents are now
in multiple formats; they may be more widely scattered within an
organization; and they are likely more numerous than ever before.
For older digitized documents, there is also the added complication
that the format in which they were stored may have become obsolete.

This means more work for officials who are charged with respond-
ing to document requests. In Montana, media requests for the e-mail
of Governor Judy Martz over one month in 2002 drove state officials
to use a disaster-recovery system to reconstruct the governor’s e-mail
account, and then to review the content of over 3000 messages, at
a cost of $28,000.93 In Canada, one Canadian government depart-
ment reported that it had received – on a single day in 2002 – over
100 requests under its FOI law for “all records in the email system”
of different employees. The same individual has since filed over one
thousand similar requests; the department said in 2004 that it had
established a special team of employees working full-time to retrieve
information in response to the queries.94

Such complexity may mean that individuals who request docu-
ments will be more likely to face higher fees for processing requests,
and therefore be more likely to abandon or narrow those requests.
If they choose to continue, individuals who receive documents may
face an added problem of interpretation. Traditional paper files had
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the virtue of boundedness and authoritativeness. The labor involved
in producing documents meant that those that were produced were
more likely to distill some important point; and because documents
were limited in number, each could more easily be put forth as an
definitive expression of a bureau’s or official’s point of view. Obvi-
ously the view of bureaucratic life that was available through paper
files was partial and biased; technological limitations meant that the
full back-and-forth within organizations was not recorded. On the
other hand, the task of sorting through the documentary record was
simpler, as was the job of holding officials accountable for the content
of any one document. Because the document was difficult to produce,
the statement within it was presumed to be important; because the
stock of documents was limited, an official’s capacity to dismiss it
as one part of a long chain of communications, or to rebut it with
another contradictory document, was also constrained.

In the digital world, we may have more facts about the internal life
of organizations, but the burden of sense making – of deciding what
all the back-and-forth means – is also increased, and put on the shoul-
ders of individuals and organizations outside of government. Some
outside observers may have the capacity to sift through a large pool of
digitized and paper documents, but many do not. Furthermore, the
capacity to use any single document as a “smoking gun”95 – author-
itative evidence of governmental predispositions – is also weakened.
How much can one e-mail mean, in a sea of millions? How much
weight can be put on the wording in one draft of a memorandum or
report, if there are a dozen other variations of the same file?

Metadata: a new surveillance tool?

The growth of digitized information is creating comparable problems
for officials working within government agencies. Specialists respon-
sible for managing government documents have spent the last decade
struggling to find new techniques for preserving this deepening pool
of information. They have been compromised by the unwillingness
of many governments, facing overall spending constraints, to allow
substantial new investment in records management. The risk posed
by inadequate record keeping is now being aggravated by a looming
wave of retirements: As older workers leave, so too will the personal
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knowledge that helped to overcome inadequacies in document man-
agement. The risk of so-called “knowledge bleed” is substantial.
Within the U.S. civil service, over half of the total number of pro-
gram managers are expected to be eligible for retirement by 2006.96

To improve their capacity to organize and access inventories
of internal documents, many public organizations have begun to
implement Electronic Document and Records Management Systems
(EDRMS). An EDRM system is designed to give structure to unstruc-
tured data. At the core of any EDRM system is a database that is
intended to house any form of unstructured data that is important to
an agency – any draft report, memorandum, presentation file, spread-
sheet, or e-mail message. When a new document is added to the
database, basic information about the document – for example, its
title, subject, author, and date of creation – is also added. This basic
information is known as metadata, and is roughly equivalent to the
data recorded for each book in a library catalog. An EDRM system
fulfills two roles. It allows better day-to-day management of docu-
ments for the ongoing business of the agency (a function known
to specialists as “document management”), and it ensures that the
archival tasks of preserving important documents and pruning tran-
sitory documents are handled properly (a function known as “records
management.”)

EDRM systems are being adopted widely in the advanced democ-
racies. The Canadian government, repeatedly ranked by the consult-
ing firm Accenture as the world leader in “eGovernment maturity,”97

has deployed EDRM systems in over thirty departments and agen-
cies. The British government aimed to establish EDRM systems
in major government departments by 2004.98 The United States
has been slower in implementing EDRM systems, although stan-
dards have been adopted and implementation was made a priority
within the Bush administration’s management reform program.99

The European Union has also developed standards to guide the devel-
opment of electronic records management systems by its member
states.100

Some observers have already suggested that EDRM systems can
help to improve transparency in government by making it easier
for agencies to find and retrieve documents that relate to a request
for information. The Information Commissioner of the Canadian
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province of Ontario says that EDRM systems could reduce wide-
spread problems of delay in responding to information requests.101

Canada’s federal government also says that EDRM systems will help it
to be “truly open and transparent” by providing better tools for locat-
ing documents citizens are entitled to receive under its FOI law.102

In fact, EDRM systems could provide a level of transparency in
government operations that might startle the agencies that are now
deploying the systems. Because EDRM systems encourage the pro-
duction of standardized metadata about documents, and consolidate
that metadata in a central database, they will improve the capacity of
workers within agencies to search the stockpile of agency documents.
What may not be appreciated is that individuals outside the agency
may also be able to access metadata in bulk form, just as they have
done with older government databases.

The revolutionary potential that this may create is best illustrated
by a historical example. One of the long-standing frustrations of open-
ness advocates has been their inability to know whether there are
documents held within a government agency that might be relevant
to their interests – or to know where those documents might be.
Those advocates point to a practice of the Swedish government that
seems to remedy this problem. Under Swedish law, all public author-
ities must maintain a publicly accessible register of all official doc-
uments in their possession, including documents that might them-
selves be inaccessible: “It is therefore possible to keep the contents of
a document secret, but rarely its existence.”103 The practice of main-
taining public registers is often cited as evidence of Sweden’s deep
commitment to transparency. There is, however, a critical limitation.
The class of “official documents” is defined to exclude many inter-
nal working documents – draft reports, memoranda, and e-mails –
that are often sought through requests under FOI laws in other
countries.104

By using FOI laws to extract EDRM metadata in bulk elec-
tronic format, and using that data to create their own web-accessible
databases, nongovernmental organizations might go as far as Swe-
den – and further. An EDRM-derived database could include every
significant document generated within a government agency – includ-
ing e-mail traffic, internal memoranda, and draft reports. The docu-
ments themselves may not be accessible under FOI law, but the fact
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of their existence would be publicly known. Outside actors could gain
an unprecedented view of the flow of information within the arteries
of the organization. Even rudimentary information about the volume
and subject of newly generated documents might reveal secrets about
agency priorities.

This is not a hypothetical possibility. In 2004, I asked the Treasury
Board Secretariat of the Canadian government – the agency respon-
sible for oversight of management and expenditure within the federal
government (roughly comparable to the U.S. Office of Management
and Budget) – for a download of metadata out of its EDRMS for doc-
uments entered into the database in July of that year. TBS employs an
internally developed database, the Records/Document/Information
Management System (RDIMS), which has become the EDRM stan-
dard for Canadian government departments. TBS is a small agency,
with only about 400 employees. Nevertheless, the volume of docu-
ment production is substantial, with over 4,000 documents being
added to the RDIMS database in July 2004 alone. (The variety of
documents is also broad, comprising eight types of file in twelve pro-
prietary formats.)

The metadata allows a detailed analysis of emerging priorities
within TBS. For example, it is possible to look only at briefings logged
into the RDIMS and determine what subjects appeared most fre-
quently. Topping the list was a TBS review of “federal institutional
governance,” a subject on which 15 briefings had been prepared
that month. The briefings related to a review the Canadian govern-
ment promised would be undertaken by a committee of ministers
in response to scandals over waste and mismanagement. RDIMS
data shows that all documents on this subject were produced by a
select team of analysts operating within the office of TBS’s Associate
Secretary.

An analysis of e-mail logged into RDIMS for the same month sug-
gests another pressing topic in TBS: a study of government spending
on biotechnology programs being undertaken by the same team of
analysts. A closer look at documents entered into the RDIMS database
by TBS staff who have been publicly identified (in the government’s
telephone directory) as members of this high-profile review team
tends to confirm this view. A large majority of their “operational”
documents – a catch-all for internal working papers – relate to the
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studies on “institutional governance” and biotechnology programs.
Insight can also be gleaned from data about the subjects that do not
appear in RDIMS. The team’s entries into the database suggest that
many areas that had been publicly identified as government priorities
were not occupying its attention that month.105

EDRMS metadata does not simply allow outside observers to track
trends within government agencies. It also allows individuals to pin-
point exactly the government documents that they want to request.
This helps to resolve two basic problems that confront users of dis-
closure laws in many countries: a lack of knowledge about precisely
what documents a government agency might have in its possession;
and a suspicion (sometimes well founded) that officials will contort
vaguely worded requests to exclude sensitive material. Requesters
often attempt to deal with these problems by making very general
requests, like this one sent by a nongovernmental organization to
Canada’s Department of Fisheries and Oceans in 2004:

All briefing notes, handwritten notes, meeting minutes, correspon-
dence and email, or any other communications or documents
whatsoever sent to or received from the Department of Foreign
Affairs and International Trade since June 28, 2000 on topics
related to Alaskan transboundary issues.106

This is (figuratively, and perhaps literally) a fishing expedition –
the sort of request that often exasperates government officials. Obvi-
ously EDRM metadata cannot help with handwritten notes. But with
other kinds of data, it can provide nongovernmental organizations
with a precise inventory of relevant documents – as well as the unique
identifier that can be used to request each document. (See the follow-
ing compilation, “Browsing an ERDM Library.”)

As more EDRM systems come online, government agencies will
begin to grapple with the unexpected potential for heightened trans-
parency through the release of bulk metadata. Officials are not likely
to view the results with equanimity, because the capacity to have
any conversation in confidence could be seriously eroded. The fact
that exploratory conversations on particular subjects have begun
would be quickly revealed, and outside actors would be able to
make rapid and precise requests for the documents generated during
that conversation. Officials will be put on the defensive much more
quickly.
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Browsing an EDRM Library

By studying EDRM metadata, it is possible for nongovernmental organizations to
track the production of documents within a government agency. In this case, I
sorted metadata for the month of July 2004 from the EDRM system of Treasury
Board Secretariat, a central agency in the Canadian government. The following
shows a partial list of documents in the system that related to the subject “Social
Insurance Number [SIN] and Data Matching.” The trustee is the TBS employee
responsible for the document. In this example, all documents were generated by
employees of TBS’s Chief Information Officer (CIO) Branch. The documents
reveal a bureaucratic effort to revise government policy on the use of Social
Insurance Numbers as a tool for combining personal information in different
government databases. The subject of database integration had aroused intense
public controversy four years earlier. Groups wishing to probe further could make
a precise request for these documents by specifying the EDRM library number on
the left.

Number Title Trustee Application Date

236106 Presentation for the CIO
on the Status of the SIN
& Data Matching Review.

Murray, Terry POWERPOINT 07/05/04

237077 Agenda for July 14
Meeting of the
Interdepartmental
Committee on SIN and
Data Matching.

Taillefer,
Charles

MS WORD 07/09/04

238454 Notes for discussion with
Office of the Privacy
Commissioner regarding
new uses of SIN by
several institutions

Taillefer,
Charles

MS WORD 07/16/04

238733 Presentation for the
Rescheduled Meeting of
the Committee on SIN
and Data Matching.

Murray, Terry POWERPOINT 07/19/04

237924 Presentation on the SIN &
Data Matching Review for
the Interdepartmental

Murray, Terry MS WORD 07/14/04

Privacy and Service
Transformation
Committee.

238894 SIN and Data Matching:
Questions and Answers.

Taillefer,
Charles

MS WORD 07/20/04

239651 SIN and Data Matching:
Revised Policy.

Murray, Terry MS WORD 07/26/04
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This will exacerbate the anxiety that has already provoked govern-
ments to tighten their control over the outflow of government infor-
mation. (See Chapters 3 and 4.) Elected officials and career bureau-
crats will argue that this degree of transparency goes too far, and
that the right to confidentiality for internal deliberations should
include a right to keep secret the topic of conversation as much as the
content of conversation. However, it is not clear how the bulk release
of metadata can be avoided under many FOI laws. Under U.S. law,
agencies might argue that metadata can be withheld because it is (in
the words of the federal FOI law) related to relatively unimportant
“internal practices” of an agency107 – but this is unlikely to be a tenable
defense, because it will be widely recognized that the information is
being withheld precisely because it is critically important. Other laws
are crafted to deal with the content of specific documents; it would
likely require a significant and controversial interpretation of exist-
ing law to allow the withholding of bulk data on the grounds that it
reveals compromising information about the pattern of conversation
within an agency.

There is an alternative response: Officials may begin to evade the
system by generating documents that are not logged within their
EDRM system. This might easily be done if officials are not pressed
to comply with ERDMS requirements. Indeed, our small sample of
data from TBS suggests that compliance with its EDRMS require-
ments could be spotty. Technological enthusiasts working for the
government’s Chief Information Officer appear much more likely to
enter documents into RDIMS than employees in other TBS branches.
Routines for recording significant e-mail messages also seem erratic
across TBS’s branches, with a low proportion of total traffic being
entered into the system.

There is already a notorious precedent for the tactic of evasion. In
his early years as director of the FBI, Herbert Hoover revolutionized
its capabilities by introducing an advanced method of documents
management – the Central Records System, which provided a stan-
dardized method of classifying information about FBI investigations
and simplified the task of searching for and retrieving information
by FBI employees. In retrospect we can see this as a precursor of
EDRMS. However, Hoover soon realized that there were records he
did not want logged in the widely accessible Central Records Sys-
tem, and within a few years he began to develop separate and secret

224



P1: JZP
0521858704c09 CB1001/Roberts 0 521 85870 4 September 18, 2005 11:49

Liquid Paper

record-keeping procedures. Memoranda on sensitive (and often ille-
gal) activities were captioned “Do Not File” to ensure that they
would not be entered into the Central Records System. The sep-
arate procedures helped to thwart oversight. As Senator Richard
Schweiker observed during 1975 hearings on FBI misconduct, the
system allowed the bureau to say that its central records system
revealed no evidence of illegal conduct.108

Whether a comparable strategy of evasion could work in a contem-
porary bureaucracy is unclear. It is difficult for large organizations to
get work done while relying on informal and covert procedures. The
willingness of employees to quietly accept practices that clearly con-
travene formal policy has also declined. This implies that the more
probable response to the threat posed by EDRM systems is likely to
be a reinterpretation or amendment of existing law.

Reacting to digitization

The digitization of government-held information appears, at first
glance, to provide extraordinary opportunities for improving trans-
parency. It seems to provide new tools for monitoring the work of
government itself – either by accessing bulk data about routine gov-
ernment transactions or by profiling the pool of unstructured data
held within government agencies. It also seems to provide new oppor-
tunities for monitoring business, by allowing access to data that gov-
ernment itself collects from the private sector. Finally, and most prob-
lematically, digitization creates new opportunities for monitoring
citizen behavior, by allowing businesses and other actors – including,
in sometimes circuitous ways, government agencies – easier access
to the mass of personal information that is aggregated within public
bureaucracies.

The extent to which these opportunities will remain available is
unknown and is, in fact, likely to be one of the major points of con-
tention in coming years. As the power of these new monitoring tech-
niques becomes apparent, we can expect the actors that are subject
to monitoring (businesses, citizens, governments) to react by seek-
ing to restrict the inflow of information to government databases, or
the outflow of that information from public agencies. In fact, we can
already see these battles over the inflow and outflow of digitized data
intensifying.
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In some respects, reaction against the impact of digitization is
not only predictable but justified. Closer monitoring of governmental
or business practices is one thing; tighter surveillance of individual
behavior is another. Indeed, it would be ironic if transparency laws
that are justified in the name of human rights had the effect, in prac-
tice, of compromising civil liberties. And it is far from clear that a
radically heightened capacity for monitoring governmental activity
is necessarily in the public interest. Although the prospect is now
entirely hypothetical, we could envisage a moment when businesses,
exploiting the opportunities posed by access to ERDMS metadata, are
capable of closely tracking the work of government agencies, inter-
vening to nip unfavorable policies before they are even partly formed.
Public agencies, subject to a degree of openness that is far greater than
that imposed on the businesses and other organizations with which
public officials must work, might be incapacitated by transparency.

The result of these struggles may be the imposition of new legal
restrictions on access to digitized data, including rules that restrict
access to certain kinds of individuals or impose conditions on the use
of information. For many, the idea of differentiating access rights in
this way is anathema: It seems to undermine the long-standing prin-
ciple that rights of access should be equal and universal – a notion
sometimes caught in the phrase “public is public.” However, the real-
ity has never been so simple. The act of inspecting records at the town
office or courthouse imposed its own costs: the knowledge needed to
determine the location of the records; the time needed to visit the
office; the nerve often needed to request even information that is, as
a settled matter of law, publicly accessible. These practical barriers
assured a rough form of access control, discouraging access by indi-
viduals who were not from the community, familiar with the law and
processes of government, and known by local officials. Technological
change may be causing us to articulate access restrictions that were
already embedded in informal practice.

While new technologies destroy these old practical barriers to
access, new practical barriers could also be created. The growing pool
of digitized information will be accessible only to nongovernmental
organizations that have the technical expertise to understand how
information is structured within government agencies and under-
stand as well the agencies’ capacity to extract that information from
their databases in usable form. Manipulating that data, or extracting
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meaning from a large mass of data, will also impose substantial bur-
dens on nongovernmental organizations. It is one thing to thumb
through a few thousand pages of memoranda; it is another to manip-
ulate tens of thousands of digitized records, each containing dozens
of fields of data, released in tab-delimited ASCII format; and another
to make sense of the several hundred thousand lines of ERDMS meta-
data that might be generated in a few months by a reasonably sized
agency.

These new barriers to access can be substantial. Technical and
financial constraints already limit the capacity of American journal-
ists to undertake computer-assisted reporting projects. The cost to the
nongovernmental organization Environmental Defense of its estab-
lishing a website to exploit the mass of Toxic Release Inventory data
collected by the EPA was initially $1.5 million; the work got done with
the support of private philanthropies.109 These are the constraints
imposed in the United States, which is affluent and advantaged by a
thriving media and nongovernmental sector. As a matter of practice,
the impediments to access to digitized government information in
other countries could be much more substantial. This has two impli-
cations. The first is that the opportunities for heightened transparency
could be undercut, not only by the reaction of other stakeholders, but
by the practical difficulties associated with extracting and manipu-
lating digitized data. The second is that problems in equity of access
to government information might be even more severe than they are
today.
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THE END OF THE STORY?

Many students of contemporary journalism argue that news produc-
tion consists largely of the reproduction of stock stories – the retelling
of archetypal narratives already familiar to both journalists and their
audiences. The facts may change from year to year; the plot does not.
Relying on an archetypal story line, journalists achieve certain effi-
ciencies. They know what facts are needed to make the story work,
and they do not need to explain to readers or viewers what the story
is “about.” The story helps to organize reality. Moreover, the story line
imposes a moral order: When we begin to tell a story, or read a story,
we are led to a certain view of how it ought to end.1

This sounds very abstract. But at least one of these archetypal
narratives will be instantly familiar. Imagine the following story line:
Powerful officials abuse their authority and injure innocent people.
They attempt to hide their abuses. Tenacious outsiders struggle to
reveal the facts, but are thwarted by official indifference and out-
right obstruction. Ultimately, however, the truth comes out. The citi-
zenry is outraged, and officials are brought to account. Reforms are
introduced to prevent future abuses. The story comes to a satisfying
conclusion.

It is not difficult to find this story line at work in the American
media. A famous example is the Watergate scandal, in which two
determined reporters for the Washington Post, Bob Woodward and
Carl Bernstein, exposed the role of the Nixon White House in orches-
trating a break-in at the Democratic Party national headquarters
and “dirty tricks” during the 1972 presidential campaign. Here poli-
tics merged with popular culture. The film version of the scandal,
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All the President’s Men, was pitched by Warner Brothers Studio as “The
most devastating detective story of the century!”2 The dénouement
was equal in scale to the conflict that preceded it: Not only did
the President resign, but Congress adopted a series of legislative
checks it hoped would prevent comparable scandals in the future (see
Chapter 3).

Even in 1972, this story line was not new. On the contrary, it was an
old mainstay of progressive reformers. Seventy years earlier, in 1902,
Ida Tarbell tallied the misdeeds of the Standard Oil trust in a series of
articles for McClure’s Magazine, fueling a controversy that led even-
tually to the breakup of the trust. Another journalist, Upton Sinclair,
exposed horrific conditions in the meat-packing industry in his 1906
book The Jungle, provoking Congress to pass new laws regulating the
industry. A third muckraker, Lincoln Steffens, detailed the corruption
of major American cities, prompting prosecutions and the turn-out
of legislators who had tolerated graft. The sequence was always the
same: abuse, exposé, outrage, reform.

Revelation of misconduct was the crucial second step. “Sunlight
is said to be the best of disinfectants,” said Supreme Court Justice
Louis Brandeis in Harper’s Weekly in 1913, “electric light the most
efficient policeman.”3 This faith in the catalytic power of disclosure
bolstered reformers in subsequent years: If only the facts were made
public (many thought), justice would follow.

In the spring of 2004 the controversy over abuse of detainees
held by U.S. forces in Iraq and at Guantanamo Bay seemed to be
evolving to fit this old story line. A recalcitrant executive branch
appeared determined to hide the facts from the American public.
(According to polls taken in early 2004, many Americans believed
that the Bush administration was “mainly trying to cover up” reports
of prisoner abuse.4) Nevertheless the facts came out. Documents
and photographs were leaked; investigations were undertaken; entire
books were written. It was clear that senior administration officials
had attempted to contort traditional understandings of national and
international law to justify more aggressive methods of interroga-
tion. Poorly trained and inadequately supervised troops were seen to
have engaged in horrific abuses. Many of the military’s detainees were
acknowledged to have little or no intelligence value; they were minor
players caught by events.
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Despite the administration’s secretiveness, these facts appeared to
take hold in the popular consciousness. According to polls, a majority
of Americans believed that their government was using torture in its
campaign against terrorism “as a matter of policy”; a larger majority
believed that their government was using “physical abuse that falls
short of torture.”5 (A post-election poll showed that two-thirds of the
American public believed that torture of prisoners by Americans had
taken place in Iraq and Afghanistan over the preceding two years; 40
percent believed that torture was still happening, in spite of the Abu
Ghraib controversy.6) Most Americans said that Justice Department
memos interpreting the legal constraints on torture contributed to
the Abu Ghraib abuses,7 and over one-third believed that leaders in
Washington were involved in a “decision” to abuse and torture the
Abu Ghraib detainees.8 Moreover, Americans said that this sort of
behavior violated norms of acceptable conduct; a substantial major-
ity said that torture was never acceptable. A majority was even pre-
pared to say that “physical abuse that falls short of torture” was never
acceptable.9

By the early fall of 2004 the abuse story appeared to be nearing
its natural conclusion. All that was needed was a fitting conclusion –
the rendering of justice. Officials had to be held accountable for the
outrage. There was already dissatisfaction among editorialists over
the reluctance of government-appointed inquiries to acknowledge the
culpability of senior officials. On the other hand, there was a hope
that the story might be closed in another way: in the forthcoming
presidential election. “The electorate would make its own judgment,”
wrote Craig R. Whitney, an assistant managing editor of the New York
Times, in October 2004, “on what responsibility should be borne by
those who made the political and policy decisions that led, indirectly
or not, to the aberrations at Abu Ghraib.”10

As it turned out, hope that the electorate would make such a judg-
ment proved to be wildly misplaced. Polls showed that treatment of
detainees was a nonissue in the 2004 presidential campaign.11 Even
more telling were the three presidential debates, and one vice presi-
dential debate, held a month before Election Day. Each debate lasted
ninety minutes; in sum, then, there were six hours of argument on
the major issues confronting the United States. The transcripts of the
four debates contain over 60,000 words, roughly three-quarters of the
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length of this book. But here are words that do not appear at all:

Guantanamo
Abu Ghraib
detention
detainee
prisoner

“Torture” appears once – when President Bush, justifying his rush to
war, reminds us that Saddam Hussein “tortured his own people.”
“Abuse” appears once as well – when Vice President Cheney tells us
that “lawsuit abuse is a serious problem in this country.”12

On November 2, 2004, President Bush was re-elected, this time
with a clear majority of the popular vote. Weeks after the election,
John Yoo – the former deputy assistant attorney general who drafted
memoranda on the legality of interrogation methods – told The New
Yorker: “The issue is dying out. The public has had its referendum.”13

Yoo’s comment inflamed liberal opinion. Editors of the New York
Times called the statement “outrageous.”14 In the New York Review of
Books, Anthony Lewis challenged Yoo’s assumption that “an election
in which the torture issue was not discussed has legitimized President
Bush’s right to order its use.”15 Admittedly, the lawfulness of the gov-
ernment’s interrogation techniques – or the question of whether the
human rights of detainees had been respected – could not be settled by
majority vote. On the other hand, it was a Times editor, Charles Whit-
ney, who earlier suggested that the election would provide a moment
of reckoning on prisoner abuse. Moreover, the difficulty was not sim-
ply that voters had weighed the arguments and voted to endorse
(or at least tolerate) the Bush administration’s policy. As Lewis said,
the torture issue was not discussed.

Perhaps the frustration of liberal critics grew out of a failure
of narrative. The story line had proceeded along its normal course
and then unwound. There was no satisfying dénouement. “The worst
aspect of the Abu Ghraib scandal is this,” the Washington Post edi-
torialized a month after the election. “The system survived its public
exposure.”16 Senior officials had not been held responsible. On the
contrary, some – such as White House counsel Alberto Gonzales,
appointed as Attorney General – had been rewarded. (“Is no one
accountable?” asked the Times’ Bob Herbert, similarly frustrated.17)
Journalist Mark Danner put the issue directly:
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At least since Watergate, Americans have come to take for granted
a certain story line of scandal, in which revelation is followed
by investigation, adjudication and expiation. Together, Congress
and the courts investigate high-level wrongdoing and place it in
a carefully constructed narrative, in which crimes are charted,
malfeasance is explicated and punishment is apportioned as the
final step in the journey back to order, justice and propriety.

When Alberto Gonzales takes his seat before the Senate Judi-
ciary Committee today for hearings to confirm whether he will
become attorney general of the United States, Americans will bid
farewell to that comforting story line. . . . Though the revelations
of Abu Ghraib transfixed Americans for a time, in the matter of
torture not much changed. . . . The system of torture has, after all,
survived its disclosure. We have entered a new era; the traditional
story line in which scandal leads to investigation and investiga-
tion leads to punishment has been supplanted by something else.
Wrongdoing is still exposed; we gaze at the photographs and read
the documents, and then we listen to the president’s spokesman
“reiterate,” as he did last week, “the president’s determination that
the United States never engage in torture.” And there the story
ends. 18

Had the story line actually lost its power? Some explanations
could be brought forward to rebut Danner’s case. Perhaps, as some
observers suggested, voters did not adequately appreciate facts crit-
ical to the story – such as the innocence of many abused detainees,
or the complicity of senior civilian officials in approving tactics that
voters were prepared to condemn.19 From this point of view, the story
failed due to its incompleteness: All of its essential elements were not
in place. Or perhaps this was an illustration of a divergence in values
between a liberal elite and a more conservative electorate. When talk-
ing to pollsters, voters may have exaggerated their actual opposition
to abuse or torture. (There is a plausible argument that hypocrisy on
torture is the best policy.20) The fact that voters did not react to this
story might not have meant that they had become immune to any
story built on the traditional elements of abuse, exposé, outrage, and
reform.

On the other hand, perhaps Danner is right, and the story line
has lost its power. The root problem might not be an ideological
divergence between voters and elites, but a growing sense of discon-
nection between voters of all political stripes and the institutions of
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government. Evidence of public detachment from the political pro-
cess is substantial. According to National Election Study data, only
one out of six Americans believes that government pays “a good
deal” of attention to what people think when it decides what to do –
half the proportion of forty years ago.21 In a national poll conducted
by the Maxwell School of Syracuse University shortly before the
2004 election, over half of respondents said that “government is
generally too complicated for most people to understand.” A sim-
ilar proportion of respondents said they did not trust government
officials.22

For citizens who hold such views, the business of government may
have degenerated into what Douglas Kellner has called a “politics of
spectacle” – something that may be watched, and even viewed with
disgust, but nonetheless regarded as a series of events with which
the individual citizen is not directly involved.23 Lacking a sense of
involvement, citizens may also lack a sense of shared responsibil-
ity for correcting misconduct in the political sphere. The feeling of
complicity that spurs citizens into action may be absent. “We are all
torturers now,” Mark Danner wrote in January 200524 – but this may
be exactly where Danner gets it wrong. The disconnected citizen may
not feel responsibility for what he sees going on inside the circus
ring. And this may lead to the discomfiting prospect of a world in
which transparency is achieved but the prospect of reform remains
distant nonetheless.

Public disaffection with the political process is a complex phe-
nomenon that is driven by many factors – including the reality that
political influence is unfairly distributed and elected officials often
have abused power. However, we must also consider the troubling
possibility that the rhetoric of antisecrecy campaigners may feed this
sense of disconnection. I do not mean “rhetoric” in its pejorative
sense. Rather, I mean a kind of public argumentation that empha-
sizes the persistence and growth of government secrecy, and that
attributes secretiveness to the base motives of political leaders – that
is, that characterizes secrecy as the product of selfish officials deter-
mined to hide compromising facts. The rhetoric of secrecy has inten-
sified over the last two decades, for reasons I have already explained
in some depth. One is that the antisecrecy movement is larger than
ever before. Another is that there is a more extensive set of disclo-
sure laws that routinely generate conflicts that give prominence to
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governmental obduracy over the release of information. And there is
no doubt that the problem of excessive secrecy has worsened recently.
Official resistance to transparency requirements has stiffened, and
the structure of government has changed – through privatization, the
elaboration of security networks, the rise of supranational bodies –
in ways that undercut disclosure requirements.

The intensified rhetoric of secrecy has had an impact on American
public opinion. The conviction that there is too much governmental
secrecy is now firmly entrenched. In a 2005 survey, a large majority
of Americans said that they were “somewhat” or “very” concerned
about government secrecy. Such secrecy, said the poll’s respondents,
threatened to “undermine the functioning of good government.”25

But what do Americans do with this professed concern over gov-
ernmental secrecy? We might expect that it would serve as a spur
to political action. However, as another New York Times editorialist
observed on the eve of the 2004 vote, the “ominous” trend toward
increased secrecy garnered “only a trivial level of attention” during
the presidential campaign.26

Unfortunately, we can also imagine an alternative and bleaker sce-
nario, in which complaints about secrecy are deployed by citizens to
rationalize their disengagement from the political process, or their
tolerance of noxious policies. How, after all, can citizens be expected
to participate actively in politics, if critical information is being with-
held from them? How can they share responsibility for the actions
of their leaders if they have incomplete knowledge of those actions?
The beliefs that government leaders cannot be trusted, that there is
too much government secrecy, that government is too complicated to
be readily understood – all of these may combine to form a powerful
ethic of detachment, which leads to (and justifies) a failure to engage
actively in political affairs or to insist vigorously on the accountability
of political leaders. Worse still, the ethic of detachment may hold sway
even when enough critical facts about specific problems are in the
public domain. We may complain about excessive secrecy, and oth-
ers may accept the reasonableness of our complaints about secrecy,
even when – with regard to specific issues – there actually is enough
information at hand to form an opinion about the justness of a polit-
ical leader’s conduct. We may watch all of the political spectacle, and
still use the rhetoric of secrecy to justify our decision to do nothing
more than watch.
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Abu Ghraib, and the broader question of the treatment of
detainees, became one of the main fronts in the campaign against
secrecy during the first term of the George W. Bush administration.
But much of the truth eventually came out – if not enough to firmly
fix accountability, then certainly enough for a duty of further inquiry
to be activated. In the longer run, the significance of Abu Ghraib may
also lie in the extent to which we overestimated the catalytic effect
of exposure. We can condemn the executive branch for its obstinacy
and the Congress and the media for their timidity; but having done
this we can still also challenge the quiescence of the American public.

The struggle to advance transparency is important, and it is far
from over. In some respects it is more complicated than ever before.
But transparency by itself is not enough. The United States has per-
haps the most comprehensive set of transparency rules in the world,
a vigorous and free media, and an educated and enfranchised popula-
tion. But even in conditions such as these, we cannot assume that the
revelation of injustice will lead automatically to a remedy for injus-
tice. Do we have a right to information? Certainly. But we also have
a responsibility to act on it.
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Guantánamo Bay, 19, 37, 66
Guardian newspaper, 105,

176
Gulliver analogy, 59–62
Gutman, Daniel, 156

Haave, Carol, 142
Hansard, 10
Hautala, Heidi, 176
Hawaii, contractor information

access in, 166–167
Hazare, Anna, 3
health information access, 5, 87,

166, 202
He Guoping, 9
hepatitis C, 5
Herbert, Bob, 234
Hersh, Seymour, 53, 78
homeland security, 37
Homeland Security Act, 16, 65, 146
Honecker, Erich, 27
Hoover, Herbert, 224
Houston Chronicle, on prisoner

abuse, 154
Howard, Michael, 106
Howard government, 96
Human Rights Commission

(Pakistan), 111
Hungary, 6, 27, 29
Huntington, Samuel, 56, 57
Hutton Inquiry, 82–83, 216
hyper pluralism, 57

Immigration Department (Canada),
89–90, 92

Immigration Service (New Zealand),
95–96

Imperial Hubris, 76
India

adoption of disclosure law in, 3–4
on asbestos product ban, 183
disclosure as corruption-fighting

tool in, 123
on DSM reform, 183
implementation of disclosure law

in, 116–117, 120
security establishment resilience

in, 34–35
Security Of Information

Agreement with United
States, 133

U.S. multilateral legal assistance
treaty with, 138

311



P1: irk
0521858704ind CB1001/Roberts 0 521 85870 4 September 18, 2005 19:29

Index

Indonesia, 132, 193
Information Security Oversight

Office (ISOO; U.S.), 213, 214
Information Sharing Task Force

(FBI; U.S.), 143
Inspector General Act (1978), 59
Institute for Nuclear Power

Operations (U.S.), 159
Interior Department (U.S.), citizen

rights and, 39
Internal Revenue Service (IRS), 205
International Band for

Reconstruction and
Development (IBRD), 184, 187

International Committee of the Red
Cross (ICRC), 68–69

international defense networks,
post-Cold War, 131–135

bureaucracy to network move,
147–149

European Union and, 134–135
new global security architecture,

139–147
United States

domestic networks in, 139–147
international intelligence

networks and, 135–138
law enforcement and, 138–139
Security Of Information

Agreements and, 132–135
International Development

Association (IDA), 184, 186, 187
International Helsinki Federation

for Human Rights, 109
International Media Lawyers

Association, 120
International Monetary Fund (IMF),

157
crisis management and, 189–190
Pakistan and, 111
privatization and, 157
response to pressure for openness,

191–192
surveillance efforts of, 192–193
transparency and, 188–193
Transparency and Efficiency Act,

190

U.S. Congress/transparency of,
190–191

International Records Management
Trust, 112

International Red Cross (IRC),
access to Abu Ghraib prison,
68–69

International Rivers Network, 6
international trade, liberalization of,

see World Trade Organization
Internet, 70–71, 159, 161–162,

203
Internet Corporation for Assigned

Names and Numbers (U.S.),
159, 161–162

Iran-Contra scandal, 214–215
Iraq

British intelligence and, 46, 82–83
post-war construction contracts,

202–203
U.S. intelligence and, 44–46, 68,

69, 75–77
U.S. post-war planning and,

46–47. See also Abu Ghraib
prison

Iraq Survey Group, 45
Ireland

amendments to FOIA in, 86
contractor record disclosure

requirements in, 153
fee increase in, 32
Freedom of Information Act of,

84–86
right to information in, 7
Single European Act and, 174

Irish Sun, 85
Irish Times, 84–85

Jacobson, Joseph, 39
Jamaica, FOIA implementation in,

115–116
Janawad, Rajasthan, India, 2
Janis, Irving, 45
Japan, 4–5, 15, 117, 138
Japanese Defense Agency, 99
Jiang Weiping, 121
Jiang Yangong, 122

312



P1: irk
0521858704ind CB1001/Roberts 0 521 85870 4 September 18, 2005 19:29

Index

Joint Congressional Inquiry into
9/11 report, 42, 140, 143, 216

Joint Intelligence Task Force,
Combating Terrorism
(JITF-CT), 145

Joint Regional Information
Exchange System (JRIES; U.S.),
145–146

Joint Terrorism Task Forces (JTTFs;
FBI), 134, 143–144, 145, 146

journalism, see story line,
journalistic

Judicial Watch, energy policy and,
15–16, 62

Justice Department (Canada),
journalist vs. legislator request,
92

Justice Department (U.S.)
classification of already public

information, 65
database information withholding

by, 205
on ethos of diplomatic

confidentiality, 172
misrepresentations by, 72
on selling driver records, 210

Kahn-Freund, Otto, 98
Karpinski, Janis, 53
Kasten, Robert, 186
Kay, David, 11
Kean, Thomas, 67
Kellner, Douglas, 236
Kelly, David, 82–83, 216
Kelwara, Rajasthan, India, 1–2, 3,

116–117
Kenya, recordkeeping conditions in,

112
Kissinger, Henry, 67
Klayman, Larry, 62
Kohl, Helmut, on Stasi record

disclosure, 29
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