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FOREWORD

Transnational Threats is unique in that the threats described are measured
against distinct yardsticks: both functional smuggling activities and tech-
niques and country-specific harms. By using both functional and regional
studies to illustrate the dangers posed to social order, the reader learns
through real-life examples how international drug trafficking flouts the rule
of law in ways that undermine social, economic, and political stability.

This book also illustrates how the drug trade supports and fosters other
organized crime. One of the most poignant examples given is the purchase of
a diesel submarine from the Russian mafia by South American drug dealers.
The magnitude of such a transaction puts in perspective the enormity of the
threat to world order. Simply put, the drug trade has become so immensely
profitable that it can lavish money on criminal gangs, public officials, and
even nations to buy whatever the organizers want.

In turn, this illuminates the inescapable fact that the drug trade is an inter-
national threat for more than the drug business. What we once considered
to be only a law enforcement issue, and perhaps an educational problem as
well, has become an issue of world order. The success of the drug trade and
the many smuggling operations that spring from it now threaten interna-
tional order because this illegal trade has successfully developed techniques
that frustrate law enforcement and has purchased the complicit services of
officials to such an extent that perfected techniques and corrupt officials can
be used for many other purposes.

The reader will be easily persuaded that once the mechanisms are devel-
oped for smuggling drugs, many of the same techniques and routes can be
used to smuggle other items, including people. Americans generally believe
that human trafficking is a problem in the Third World, with a minor role
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for Europe and Asia where we often read about women forced into pros-
titution. But human trafficking into the United States itself is a reality—a
reality with devastating consequences.

Perhaps the most important contribution of Transnational Threats is not
so much what the individual authors convey directly, but what they col-
lectively convey indirectly. Two necessary lessons are compelled from the
collective wisdom of the authors, neither of which will be popular with
authorities.

The first lesson is that there are few international controls to address
threats such as smuggling. The contributors herein demonstrate the regional
impact of the myriad smuggling operations that exist. That so much harm
could be done by so many smuggling operations in so many regions simply
begs the question as to why there are not more controls. One reason, of
course, is money. Smuggling must have some “legitimate” elements to work
with, and there is so much money involved that corruption of public officials
is a major factor. However, money may not be the primary issue. Concepts
of sovereignty centuries old may be a larger culprit.

For nearly four centuries, the world has been organized to respect bor-
ders as the paramount guarantee of sovereignty. The nature of international
smuggling means that any effective international effort to thwart smug-
gling operations would necessarily include the ability by law enforcement
authorities to cross borders expeditiously. The success of smuggling oper-
ations clearly illustrates that the sovereignty of nations does not yield an
easy remedy to these operations. With only minor exceptions, the nations
of the world have not found themselves willing to give up sovereignty to
permit officials from either another nation or from an intergovernmental
organization to cross their borders without explicit permission.

This has not gone unnoticed. On July 17, 2006, Canada’s Attorney Gen-
eral, the Honourable Vic Toews, publicly stated that “Terrorists and drug
smugglers know no borders and so neither should North American law
enforcement agencies.” Even with increasingly open borders everywhere,
however, nations remain organized around a border—and that which is
within the border remains for the sovereign alone to govern.

There are minor exceptions. Italy and Spain, for example, permit the other
to search their flagged vessels at sea. The Hungarian National Police has
agents from the Federal Bureau of Investigation working side by side with
them in Budapest. But these are singular exceptions. Until the world finds a
better way of enforcing order, effective transnational jurisdiction, collection,
and preservation of evidence and locating and protecting witnesses will be
a confounding problem.

The second lesson of this volume is the fact that, immediate harms aside,
smuggling is such a direct challenge to world order that it has become a
major destabilizing influence for nations and regions alike. The rewards for



Foreword ix

successful illicit smuggling are immense, and the result has been the avail-
ability of enormous sums of money for bribery and complicity of officials in
the criminal enterprise.

By thwarting the rule of law and corrupting officials useful to their en-
terprises, criminals create a vacuum of law and order, causing citizens to
lose confidence in the institutions intended to protect them. In this book,
the reader will find illustrations of drug smuggling that fuels corruption. No
large-scale criminal enterprise can exist long without some sort of legitimate
cover, and the most effective cover stems from the public official who can
open the border, decline to inspect, or provide a license when needed.

More than that, however, the success of smugglers and drug traffickers
inspires an ever-expanding crop of nonstate actors to engage in similar
activity. Drug traffickers and dealers in arms have been the most common
of these, but, as of late, we see an increasing number of terrorist adherents,
slavers, and pirates who are able to take advantage of loose borders, lax
laws, and complicit officials. The only reasonable explanation for this is the
lack of effective enforcement mechanisms for the rule of law on a global
scale.

This volume also serves another important interest: Whether there is a
bona fide nexus between terrorism and organized crime has been a hotly
debated subject for at least a decade. This book puts to rest much of the
conjecture, sometimes subtly, sometimes directly. Importantly, the chapters
graphically illustrate the seamy nature of globalization that has permitted a
deadly nexus between organized crime and terrorism to grow and flourish
in multiple regions of the world. The threats described illustrate both the
stranglehold that crime has on some nations and the increasingly diminishing
spirit of cooperation that exists in a world filled with weak, failing, or failed
states.

Trafficking in weapons is yet another highly disturbing focus of this book.
Arms sales are a huge business in many nations, including the United States,
but a half-million people die each year from gunshot wounds. Despite this
fact, it is impossible to find an international regime designed to control the
dispersal of weapons. Worse, there are thousands of tons of weapons and
explosives left over from the Cold War, quietly rusting away and becoming
increasingly unstable because the former Soviet client states cannot afford
either to maintain or to disable them. Additionally, and perhaps even more
concerning, are the thousands of man-portable air defense missiles that are
missing from inventories of several nations. This is particularly disturbing
in an era that has recorded numerous incidents of terrorists attempting to
procure these weapons to bring down commercial airliners.

Less subtle, but no less important, is another conclusion to be drawn
from this collection of writings. While this volume covers a broad gamut of
smuggling activity, it becomes clear that the genesis of most smuggling lies
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in the success of the drug trade. It was the profitability of the drug trade
that permitted elaborate operations to be mounted that, in turn, provided
experience and techniques that could be used for other smuggling operations.

Taken together, the chapters herein convincingly demonstrate that smug-
gling represents a threat to both national and international security. Of
course, we should already know this. In 1981, President Ronald Reagan
authorized the “collection of information concerning, and the conduct of
activities to protect against, intelligence activities directed against the United
States, international terrorist and international narcotics activities, and other
hostile activities directed against the United States by foreign powers, orga-
nizations, persons, and their agents.” The effect of this Executive Order
12333 was to declare international terrorism and international drug traf-
ficking national security threats. Nevertheless, until September 11, 2001,
neither was treated as anything more than a criminal problem, and since
then, only terrorism has gained the stature of an international menace of a
quality that could threaten social order.

The question left hanging by Transnational Threats, and properly so, is
why there has been no follow-through on the processes spawned by these
two threats identified by President Reagan. This, in a world of nations that
are increasingly interdependent, is a question that daily grows in impor-
tance. Even a casual read of this book will illustrate that organized crime,
which depends for its existence on the ability to move people and materials
across borders, is a threat to more than the pocketbook; it is a collection of
enterprises that has the ability to destabilize economies, purchase the alle-
giance of officials, fuel terrorism and, in the end, defeat the rule of law in a
way that could throw the entire globe into a state of chaos.

Organized criminal activities are no less a threat to national and global
security than terrorism. Russia’s Prosecutor General, Vladimir Ustinov, re-
cently said that organized crime “penetrates into state and law enforcement
agencies, which poses a serious threat to the country.” Crime-based corrup-
tion not only undermines the rule of law but also destabilizes governmental
institutions. Similarly, success in defeating border controls creates distrust
between neighbors. Lax controls of weapons and radioactive materials are
the raw material for indiscriminate threats by terrorists. In short, the reader
should consider these chapters not just for what they expose, but for what
the activities they describe mean for world order.

Spike Bowman
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CHAPTER 1

An Introduction to Transnational
Threats

Kimberley L. Thachuk

THE OPPORTUNITIES OF A NEW AGE

In recent years, an unfortunate but perhaps inevitable underbelly of global-
ization has emerged to reveal increasingly adaptive individuals and groups
with malevolent associations and agendas.! While long the scourge of inter-
national society, a fresh crop of nonstate criminal actors such as terrorists,
organized criminals, pirates, and valueless international entrepreneurs in the
arms and slave trade are assaulting states the world over. Many, if not all, of
these powerful groups are armed with new and improved technological ad-
vances and opportunities peculiar to this age. As a result, a conundrum has
arisen for international civilized society: how to counteract these transna-
tional, nonstate enemies and still remain cohesive and cooperative in the
interests of international order.

At the heart of the problem, these menaces are increasingly weakening the
relatively concordant spirit between states, while simultaneously strength-
ening their stranglehold on host nations. Meanwhile, states squabble over
legal, political, and economic measures adequate to combat terrorists and
criminals. One of the more sinister activities that nonstate criminal actors
excel in is the smuggling and trafficking of any number of goods, services,
and people. While much of this illicit trade brings great misery and sorrow
to many, so too does it provide jobs and buoys up sagging economies, often
blending seamlessly into busy commerce.

It is this problematic dichotomy that has led to nothing short of a strate-
gic quandary for leaders of fledgling democracies. The so-called losers of
globalization are finding it tricky to survive in an increasingly competitive
and interconnected world. Leaders now have to respond to citizen demands
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for prosperity. When it comes to the source of critical revenues, if looking
the other way means vast amounts of foreign exchange will flow into the
country, even if the activities involved are criminal, governments may find
themselves bending to their need for political survival first and international
public opinion second.

Beyond this problem, the globalized world has become so complex that
it may be impossible to distinguish between the various roles and relations
of the actors. States may harbor terrorists, mafia bosses may govern states,
terrorists may be voted into office, criminal enterprise may be funding ter-
rorists, and terror tactics may be used by criminals. This situation could
create an atmosphere of near global anarchy. It is hardly surprising that,
along with every other nonstate actor, terrorists and organized crime groups
have capitalized on this chaos to delve into myriad schemes for survival and
prosperity.

Smuggling and trafficking, now more than ever, are booming industries.
Left untended, the consequences will be long lasting and detrimental to both
economic and political stability of entire regions. Borne of this realization,
states have intensified cooperative multilateral and bilateral initiatives to
become a unified force in the battle against international thugs and thieves.
Yet there is still work to do. To cope effectively with these complex and
dangerous threats, the United States needs to tackle six significant challenges:

* understand the true nature of the problem

* resolve bureaucratic inefficiencies

¢ deal more effectively with root causes

* improve intelligence and law enforcement sharing

* close the security gaps between military, law-enforcement, and intelligence au-
thorities in situations where their competencies overlap

* engage in a more comprehensive threat assessment

It is the intent of this book to address this overall need and to connect the dots
between seemingly disparate threats. Examining smuggling and trafficking
gives a unique perspective of the underbelly of global commerce. It further
provides a glimpse of the true challenges of this era.

For their part, policymakers would be well served to view national secu-
rity as a continuum where there are gradations of threats that must be dealt
with by all of the tools in the government’s toolkit. This would mean taking
new approaches to deal effectively with matters that no longer fall neatly
into either the law enforcement or the defense domains exclusively. The
challenge for the U.S. Government is to address threats such as smuggling
and trafficking and to formulate working relationships among agencies that
meet the new reality. The terrorist attacks of September 11 only underscore
the urgency of this task. Few people would have been able to predict that—
in a century in which technology dominates—terrorists would use some
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unconventional ideas combined with very simple means to wreak signifi-
cant havoc. Nor would they have imagined the complexity of the criminal
schemes and the extent of the power that organized criminal groups have
developed. Combating such unpredictable behavior will require a revolu-
tionary examination of how the world is viewed, combined with some un-
conventional and innovative means on the part of the U.S. Government to
counteract these menaces.

THE NEW WORLD

With the end of the Cold War and the increasing globalization of the
economy, many people expected an era of peace and sustained global well-
being to be the hallmark of the twenty-first century. The new century, how-
ever, took an unexpected turn: greater disparity of wealth and opportunity
around the globe, regional instability and conflict, and the threatened fail-
ure of many states all contributed to a surprising number of transnational
threats to the security of many, if not most, nations. In the United States, as
policymakers were muddling their way into the global century, they often
gingerly sidestepped looming issues, such as those brewing in Afghanistan
and Rwanda, preferring to remain at a careful distance from unsavory situ-
ations to avoid more disasters such as Mogadishu in 1992.

Arguably, this cautious detachment gradually developed into a “gap in
understanding” and overall incomprehension of the magnitude of the prob-
lems that face the world. The extent to which the gap saturates the U.S.
policy community and hampers the ability of many government agencies to
analyze and address threats to national security correctly and adequately is
a problem of immense proportions. Issues and threats tend to be analyzed
and treated discretely, without seeing, or understanding, the connections
between them and the fluid nature of the problems they pose.

Since September 11, a great deal of catch-up in this field has transpired.
Indeed, a near avalanche of bewildering and often contradictory information
on terrorists and their networks has emerged. Experts and hacks alike have
sifted through and analyzed every available detail of terrorists’ financial
records, their modus operandi, childhood backgrounds, mental and emo-
tional states of mind, religious upbringing, criminal lives, socioeconomic
status, and so forth, looking for clues to answer a rather simple question:
Why do they hate us?

While sociologists and psychiatrists continue to ponder the answer to this
question, what is more important is to sweep aside the detritus of these stud-
ies and reveal what is being said about power and the way that has changed.
That is, power has somehow morphed from something that was possessed
and located within institutions to an ephemeral phenomenon wielded by
individuals and arranged in rather confusing collectives of influences and
pressures. These collectives appear in varying stages of organization but are
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most often manifested in quasi-hierarchical yet loosely coordinated clusters
of relations between primarily nonstate actors.

That they have all seemingly materialized from thin air in a few short
decades is nothing short of alarming to conventional warfighters and tra-
ditional brokers of influence and authority in Washington, London, Paris,
and, presumably, Moscow—all of whom are accustomed to the rule-laden
second strike nuclear chess game of the Cold War. Yet, despite this bliz-
zard of new information on terrorism, foreign policy has since September
11 reflected a chronic reliance on outdated and misguided conceptions of
the threats to national security, driving it inexorably off course to flounder
on the rocks of any number of Third World states such as Iraq. Of course,
for others who follow trends in organized crime and other transnational
threats, these problems have been looming for generations and, to them,
the fall of the Berlin Wall was the signal that every international villain
with ambition and ability would soon be vying for power in the new global
disorder.

Almost 5 years after September 11, the policy gaps that mirror these
gaps in understanding are slowly being closed. From the perspective of U.S.
policymakers, the attacks of September 11 were a nasty jolt that irrevocably
altered the perception of what and who threatens global stability. Errant
individuals of indeterminate origins, loosely knit gangs of determined killers,
small bands of criminal clans with extensive international connections and
numerous other combinations of nonstate actors, many of whom possess
state-like capabilities, are proving to be elusive, sophisticated, and deadly
enemies, not only in the war on terror but also for the stability of many
sovereign states in a number of regions. The actions of these groups have
generated a host of problems in the economic, political, and social realms
in every region where they operate, hijacking entire governments through
corruption and extortion campaigns, visiting violence and terror on local
populations, and distorting local economies until they are dependent on,
and monopolized by, criminal enterprise.

Power in the international arena has transformed from a tool of national
influence (systematically applied and bounded by rules of engagement as
it was during the Cold War) to a dispersed mechanism that borders on
near anarchy in any number of areas and that falls beyond the grasp of
states to manage. Much of this may be attributable to globalization, which
has brought with it the good, the bad, and the ugly. Along with the rapid
movements of people, money, and information have come the criminals, ter-
rorists, and thugs who cross international frontiers undetected, who peddle
human beings, who sell weapons intended for mass murder, who conduct
illicit monetary transactions in mere minutes, and who may carry disease
and death in a suitcase.

By exporting capitalism and democracy to the world, the West did not
envision that free trade would be twisted by rogues who understand that the
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new world order is less orderly and more anarchical than before. Indeed, the
anarchy that is perpetuated by the international free market has afforded
villains more opportunity and maneuverability than at almost any time
since the Treaties of Westphalia. Today, prowess is measured by guile and
stealth, the ability to suborn and to distort, and the ability to buy and sell
any merchandise for which there is a market.

No longer can domestic security, or even law and order, be conceptual-
ized as something distinct from national security and international armed
conflict. There has been a fundamental shift in the international strategic
environment, and criminal actors with ideological purpose now threaten
the national security of states. Meeting this challenge will require changing
the approaches of both law enforcement and the national security establish-
ment. Both currently sit at opposite ends of the security continuum in many
countries. Closing the gap between them must occur if global terrorism and
organized criminal activity is to be successfully combated.

TRANSNATIONAL THREATS

For U.S. policymakers, the attacks of September 11 were shocking in terms
of their source and the power behind, as well as for what the attacks meant
for the victory of democratic values over communism. That the end of Cold
War competition did not bring the desired peace and prosperity to the world
was a stunning blow to those who had built careers on this ideal. To their
credit, critical thinkers in Washington realized the need for a broader and
more comprehensive definition of national and international security, one
which transcends the simple presence or absence of military conflict.

Nevertheless, that it took a major terrorist attack on the U.S. homeland to
occur for transnational threats to be addressed as serious menaces has made
serious analysts reexamine many long held assumptions about what exactly
is meant by “threats to national security.” Indeed, the events of September
11 only underscored the need for a new understanding of a security spectrum
along which are found more human-centric issues than simply the absence of
war. Issues of the environment, development, social justice, democratization,
universal health care, disarmament, justice, and the rule of law must now
be incorporated into the concept of security.

One salient characteristic of many contemporary transnational threats
that distinguishes them from those of the past is that individuals (or clusters
of individuals) rather than states are the primary drivers. Historically, be-
cause problems have been addressed in some form of state-to-state relations
and because the world continues to define and divide itself into sovereign
states, solutions to these threats are still slow to develop; solutions have to
be international in scope, but most states are unwilling to surrender their
sovereign power to a global common for fear of losing an unforeseen future
advantage.
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Threats range from terrorism, to widespread international crime, to the
rapid transfer of privately held armaments technologies, to international
narcotics trafficking, to money laundering and corruption, to cyberwar and
cybercrimes, to mass migration and human trafficking, to the movement of
infectious diseases, to environmental degradation, to the dissemination of
ethnic and religious hatred. Indeed, citizens are facing a broader and more
interrelated series of security challenges than in any previous era.

Such threats have an understated profile in global security considerations
when compared with big-power geopolitics, regional wars, and weapons of
mass destruction (WMD) proliferation. Furthermore, some transnational is-
sues are not viewed as direct threats to national security but rather as threats
to the economy and quality of life of citizens. Others are treated as matters
of domestic security, more properly addressed with a law enforcement re-
sponse. Yet the combined effect of transnational threats will have damaging
long-term consequences to global political and economic stability—and thus
to security interests.

Most transnational threats cut across national borders (sometimes many
of them) and, therefore, are frequently beyond the control of national gov-
ernments. They emerge from, and are amplified by, three major trends in the
global system. First is the globalization of economic activity and commu-
nications, which has brought both disparity of opportunity and economic
standing, as well as a greater awareness of the technologies that make such
threats truly global. Second, there is a growing imbalance in governance
between a number of relatively stable, healthy democracies and a far larger
number of states, especially in sub-Saharan Africa and the unstable region
from North Africa, through the Middle East, South Asia, Central Asia, into
Southeast Asia. Third, overlapping substantially with the other two, is a
widespread increase in ethnic and religious hatred that fuels terrorism, civil
strife, and international conflict.

Many of these threats are overlooked as matters of domestic security or
as outside the purview of structures more traditionally devoted to national
security. Yet, for instance, if environmental threats are considered, a far
different picture begins to emerge. Environmental problems such as global
warming were not viewed as significant to anyone but environmentalists and
scientists until very recently, and even now only a few national leaders take
the situation seriously so as to consider the subject grave enough for national
debate. Climate change has not only led to droughts and famines in regions
such as sub-Saharan Africa but also contributed to massive migrations and
genocides, such as those currently in the Darfur region.>? While this does not
pose a direct threat to U.S. national security, the incessant destabilization of
the region has acted as a magnet for organized crime and terrorist groups
who have found fertile ground to plan operations free of interference by any
form of state authority.
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Compounding the inherent issues of any transnational threat are the facts
that these threats are varied in nature and scope and that they overlap in
curious and obscure ways. Transnational threats clearly have an understated
and underappreciated profile in global security considerations compared
to big-power geopolitics, regional wars, and WMD proliferation, in part
because policymakers tend to be largely reactionary. Terrorism is the most
poignant example.

Terrorism came to the forefront of U.S. policy considerations only after
a significant loss of life and treasure on the American homeland. While
some transnational threats are perhaps better characterized as threats to
the economy, and quality of life of citizens, and therefore threats to national
interests rather than national security, the combined effect of drug, weapons,
and human trafficking, piracy, acts of terrorism, along with their critical
enablers, cannot be overlooked merely because they do not fit into the more
traditional, and perhaps more comfortable notions of what constitutes a
threat to national security.

Understanding the nature of the threat, the environment that spawns it, the
special challenges involved in combating it, and developing broad guiding
principles for coping with an altered global reality have been as difficult as
confronting the immediate challenges of transnational threats. For many,
September 11 represented a watershed in terms of threats to U.S. national
security; the attacks laid bare the reality of a world that had already come
into existence but which had barely been acknowledged. Today, nonstate
actors are as significant to national security as state aggressors; technology
has permitted the actions of even small groups to be as lethal as those of
nation-states in older and more comfortable times. No longer can the use
of military force as a predominant instrument of foreign policy successfully
counter small cells of highly mobile, often fanatical individuals.

A new and broader view of global security is needed, along with a “new
security packaging,”? that will allow the United States, other nations, in-
ternational organizations, nongovernmental organizations, and the private
sector to formulate effective long-term strategies, rather than remain mired
in a reactive posture. Developing such a strategy requires a better under-
standing of how transnational forces threaten the security of humanity, how
they are linked, and how they are likely to mutate and grow in the future.

CORRUPTION AND MONEY LAUNDERING

In recent years, there has been a growing reliance by criminals and terrorist
groups on weak states with regimes that can be suborned and manipulated
in order to provide safe havens for terrorists and outlaws. Weak states are
bases from which smuggling operations can be run, havens where money can
be laundered, and launching pads for secure transit zones that permit illicit
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goods and people to be trafficked. Most recently, an even more alarming
trend has been seen in which the financial and legal systems of strong states
begin to fall victim to criminal manipulations.

The war on terror has exposed a number of critical weaknesses and vulner-
abilities in the international system. While it has long been understood that
terrorists and organized criminals use sovereign states as havens from which
to conduct operations, it was unclear until recently to what extent these
groups had insinuated themselves into a number of regions and how they
did it. A significant key to unraveling this mystery lies in one word: money.
Terrorists and criminal groups simply cannot function without ready access
to money and the ability to maneuver it quickly and secretly across borders.
Yet these groups also need impunity from detection and prosecution in the
states where they operate. They have therefore used large amounts of money
to breach vulnerable jurisdictions and then mold them into “states of con-
venience” for themselves by duping, suborning, and extorting individuals in
governments.

Smuggling and trafficking activity distorts local economies and helps out-
laws build semifeudal fiefdoms from which they control parts of states into
which government authorities are often afraid to enter. Citizens are lured
into these illicit trades, either by the vast amounts of money involved or
through extortion by the criminal bosses who run them. In any number
of states, ranging from Colombia to Angola to Afghanistan, official state
justice has been displaced by parastate or vendetta justice that casts doubt
on the government’s ability to guarantee even the most basic elements of
sovereignty. In that sort of environment, criminal entrepreneurs have eroded
the legitimacy of government institutions through the subornation and ex-
tortion of public officials to such an extent that the state is unable to guar-
antee even the most basic order for citizens. Indeed, coupled with the use
of extreme violence, this has not only led to a crisis of legitimacy for many
governments but also allowed many individuals to operate with relative
impunity for long periods of time.

As a result of years of lost legitimacy and quasi-rule, military and police
forces are demoralized, justice systems barely function, and governments
increasingly resort to ineffective crisis-driven policy. Meanwhile, citizens
alternate between indifference and skepticism that anything will change to
outrage that the government is incapable of maintaining even the most basic
order in the country.

Increasingly, such crises in governance have generated the perfect ecosys-
tems for private power brokers. It is much easier to conduct illicit commerce,
plan conspiracies, recruit and train terrorists, and bypass a system when or-
der is lacking and public institutions are rife with patronage and graft. If
criminal bosses manage to wrest control from state authorities, entire com-
munities become subject to a range of arbitrary and personally motivated
interests, most often bolstered by extreme use of violence and fear. In some
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regions a quasi-government can emerge in which groups provide “public
services,” such as housing, education, and even rough justice to the people,
effectively replacing the state as the governing authority in certain sectors.

However magnanimous these deeds may appear to the recipients, these
self-appointed leaders were not democratically chosen by the people, and
they perform these acts with corrupt motives. They insinuate themselves
into the culture using large amounts of money, coupled with some ideology
and appeals to the disaffected, to breach vulnerable jurisdictions and then
mold them into states of convenience for themselves. An additional and
inescapable fact is that these conditions only serve as a breeding ground for
those who are liable to take advantage of feelings of alienation and despair
as has been demonstrated in Afghanistan and Somalia.

Corruption serves as a pillar of support for smuggling groups. It is a crit-
ical enabler that guarantees impunity for criminal and terrorist groups who
must be able to safeguard the immunity from detection and prosecution of
their members and maintain increasingly complex international operations
free from interference by the authorities. Organized criminals and terrorists
successfully target weak and corrupt states to become safe havens. Once sit-
uated, these groups continue to work the system by assembling an extensive
web of compliant officials whom they suborn to be left alone, to facilitate
their operations and financial transactions, to supply them with information
on government plans, and to provide protection. In this manner, they slowly
erode whatever legitimacy is left of institutions, corrode the rule of law,
and undermine the ability of central governments to cooperate on global
agenda items, such as the exploitation of global financial systems. The fact
that terrorists and international criminal groups strategically use money to
corrupt individuals, business sectors, and governments means that this is no
longer simply an internal state problem.

Indeed, official corruption will be the key determinant of whether or-
ganized crime thrives or withers in emerging powers such as China. That
this will have great impact for the rest of the world cannot be overlooked.
Hence, not only does corruption minimize the opportunities for state control
over the activities of criminals, it inevitably defeats the fundamental basis
of state sovereignty and by extension international order at some level. At a
minimum, to operate fluidly across the frontiers of multiple states simulta-
neously, secret networks must have reasonable assurance of impunity from
detection and apprehension. The subornation of public officials and political
leaders through the use of bribery, graft, collusion and/or extortion is the
vehicle by which to secure that assurance.

The ability to launder or manipulate the proceeds of smuggling and traf-
ficking activity are critical to illicit activities. Without this ability, these in-
dustries would dry up overnight. For international terrorists and criminals,
the ability to move, manipulate, and launder money is crucial to success-
ful operations.* Such money maneuvers can ripple across entire regions,
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embroiling global markets and threatening vital economic interests, as well
as destabilizing countries politically. Large amounts of money can be shifted
rapidly and anonymously across the globe, using wire transfers, faxes, and
Internet connections. Sometimes such technology is exchanged for, or used
in conjunction with, centuries-old practices. Such fluid and interchangeable
combinations for manipulating money undoubtedly give terrorist and crim-
inal networks a strategic advantage over many states.

The facilitators for these transactions are corrupt individuals. Indeed, the
reliance on personal connections cannot be overstated. From the perspective
of organized crime and terrorist groups, governments that willingly acqui-
esce or actively facilitate criminal transactions are ideal sovereigns. Hence,
organized crime and terrorist groups are found on the darker side of the
system of vested interests and factional struggle.

Traditionally, illicit money movements involved black market currency
exchanges and parallel remittances. In the case of black market money
exchanges, the proceeds of criminal activity would be generated in one
currency, sold to a currency broker, and then exchanged for a different cur-
rency. The so-called hawala (or “trust”) system is one method by which
Islamic terrorists and organized crime groups have managed to distribute
money more easily and quickly. The system works on an honor scheme,
with transaction records being kept only until the money is delivered and
subsequently destroyed. Anyone can go to a hawala dealer in thousands of
cities around the world and have any quantity of cash transferred anywhere
in a matter of hours. No cash moves across a border or through an electronic
or sanctioned financial transfer system. If practiced on a large scale, such
money maneuvers could destabilize global markets, undercut vital economic
interests, and destabilize the political hegemony of entire nations.

SMUGGLING AND TRAFFICKING AS SECURITY THREATS

Most smuggling activities may not appear as overly menacing in relation
to wars, genocide, and other atrocities that the world continues to wit-
ness. Indeed, if one were to consider the intrastate smuggling of cigarettes
within the United States, it might appear to deprive state authorities of
tax revenue, which people often find amusing. What is not amusing is that
even cigarette smuggling has a sinister side. For example, Hezbollah ran
a complex cigarette-smuggling scheme in North Carolina from 1996 until
the summer of 2000, when 18 members of the ring were apprehended.’
Among other things, proceeds from this scheme purchased night-vision gog-
gles, cameras and scopes, surveying equipment, global positioning systems,
mine and metal detection equipment, video equipment, advanced aircraft
analysis and design software, laptop computers, stun guns, radios, mining,
drilling and blasting equipment, radars, ultrasonic dog repellers, and laser
range finders.
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Other forms of smuggling and trafficking are more egregious still. Hu-
man trafficking, which often means slavery, has long been considered a
legacy banished centuries ago. However, today both of these anachronisms
have managed to reappear and flourish. Trafficking in human life not only
is increasing in frequency but also continues to exact a terrible toll on its
victims, stripping them of liberty and visiting upon them humiliation, suffer-
ing, torture, and other outrageous violations of human rights. It is the fastest
growing criminal enterprise in the world, which only shows how dispensable
human life remains in an era of globalization and democratization.

In almost every region of the world, human trafficking has become a more
attractive business prospect than other forms of smuggling and trafficking
because it does not require technical expertise or a distribution network
as do other highly profitable enterprises, such as narcotics and smuggling
of military hardware. Furthermore, in many countries, the penalties for
trafficking in persons are significantly lower than they are for narcotics.
Malaysia, for example, provides the death penalty for drug trafficking—but
has a maximum penalty of 15 years for human trafficking. Much of this trade
involves the abduction or fraudulent recruitment of women and children for
the purposes of the sex industry, domestic servitude, and sweatshop labor.
This tends to raise a plethora of gender issues, making it a problem that is
almost taboo for some cultures to tackle and one to which others pay too
little attention because of gender stereotyping.

The traffic in illicit drugs is also a grave threat to international security.
The illegal narcotics business is estimated to be the second largest industry
in the world, meeting the demand of between 3 and 4 percent of the world’s
population.® The obscene profits that flow from the illicit drug trade ri-
val the gross national product of many countries. Moreover, these profits
are sufficient to undermine legitimate commerce and a nation’s balance of
payments and monetary system, as well as to jeopardize international bank
cooperation. The drugs that end up on the streets undermine social order,
contribute to diseases, spark poverty for many, and often lead to the break-
down of justice systems. The profits from the traffic of illicit narcotics have
enabled drug traffickers to become increasingly adept at suborning, under-
mining, and threatening entire governments and, thereby, not only elude law
enforcement efforts but also conduct their activities with relative impunity.
Moreover, drug trafficking activity is more than ever what former U.S. Drug
Czar William Bennett termed a “clear and present danger to the national
security of the United States,” if not the world. This danger increases expo-
nentially as many of the most powerful terrorist groups are now engaging
in drug trafficking to fund terrorist operations.

Meanwhile, the traffic in small arms amounts to somewhere between $1
billion and $4 billion per year and contributes to seemingly intractable and
bloody conflicts that have continued unchecked for decades. The spread of
arms is a catalyst for further and more intense conflict in regions such as
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sub-Saharan Africa where protracted ethnic strife has spread from within
single states to inundate entire regions in genocidal rampages. The arms are
often circulated from one war zone to another, stoking conflicts wherever
they arise. With mass killing comes stymied economic growth, the spread of
disease, mass starvation, mass migrations, and the use of child soldiers. The
tragedy in Darfur is only the latest in generations of wars fueled by small
arms trafficking.”

The trafficking in higher-end arms, such as nuclear, biological, or chem-
ical weapons, has far-reaching and nightmarish consequences. In terms of
nuclear smuggling, availability of materials and the intentions of the end
user dictate the nature of the threat. While great fear is generated by the
chance that a nuclear weapon will be smuggled into the wrong hands, the
probability is low. More probable scenarios are the smuggling of nuclear
materials or components used to make weapons. In 2003, the smuggling
network of the infamous “godfather” of Pakistan’s nuclear weapon’s pro-
gram, A.Q. Khan, was revealed to have been selling nuclear components to
Libya, which led to speculation of other similar marketplaces such as North
Korea, Iran, Iraq, and Syria.® Whether all the components were to land in
the hands of state authorities is another question altogether.

Biological weapons contain living or viral organisms, or the toxins pro-
duced by them, to kill or incapacitate. Some toxins cause death within
minutes or hours, while bacteria and viruses usually require an incubation
period of at least 24 hours before symptoms appear. Chemical weapons
include nerve and cyanide gases and more plebian toxic industrial chemicals
such as chlorine. The proliferation of both chemical and biological weapons
has increased since the termination of chemical/biological programs in a
number of countries, most significantly in some of the client states of the
former Soviet Union. It is unknown precisely what chemical or biological
agents terrorist groups may have in their possession. The al Qaeda video-
tapes documenting the testing of poison gas on three dogs confirmed that the
group had been experimenting with chemical weapons.’ The use of sarin gas
in the Tokyo subway in 1995 by Aum Shinrikyo, killing twelve and leaving
approximately 5,000 with damaged health, demonstrates that this kind of
attack could be easily repeated in virtually any major city.

The traffic in other commodities (for example, cigarettes, gold, diamonds,
and counterfeit items) represent large criminal enterprises the world over.
The trade in the now notorious “blood diamonds” has been well docu-
mented as a funding source for such deliberate bloodbaths in places as Sierra
Leone, Liberia, Angola, Guinea, and the Democratic Republic of Congo. In
Sierra Leone, the country’s 10-year civil war was significantly fueled by the
smuggling of diamonds. In a bid for control of the country’s rich diamond
fields, the Revolutionary United Front rebel group waged a brutal campaign
against the government. Employing a combination of guerrilla, criminal, and
terror tactics, they systematically murdered, tortured, and mutilated tens of



An Introduction to Transnational Threats 15

thousands of civilians to win the advantage. To fund their campaign, the
rebels traded in illegally mined diamonds, often dumping them below fair
market value. The diamonds were subsequently smuggled to international
diamond markets in places such as Antwerp, Belgium, to be sold at unseemly
profits.

Al Qaeda has also been involved in smuggling diamonds as a way of
moving money to fund operations around the world.'® Along with gold,
which can be melted down, diamonds are practically untraceable and can be
readily sold for cash just about anywhere. Moreover, due to the increasingly
successful interdiction of illegal monetary transactions by law enforcement,
terrorists and criminal groups have been driven further underground or
toward more sophisticated methods for moving their money. The under-
ground money exchange system in South Asia has been used extensively, as
have other alternate specie such as gold and diamonds. Gems are easy to
hide, generally maintain their value, and are untraceable for the most part.
Gold is often used by hawaladars to balance accounts. Its origins are also
untraceable because it can be smelted, made into jewelry, and reconstituted
in a variety of forms. Gold is probably more easily manipulated than are
gems because it can be deposited on account without a transaction report.

There has always been incentive for just about everyone in society to be
complicit in such illegal trade: from consumers who prefer the better/lower
priced goods, to smugglers who make a large profit, to middlemen and au-
thorities with their propensity for bribery and corruption. Even in countries
such as the United Kingdom and the United States, consumers save money
when and where they can. In the United Kingdom, it is estimated that ap-
proximately one-third of the cigarettes smoked are imported illegally.!!

Smuggling in counterfeit goods has exploded in recent years. In June
2006, trade representatives from the European Union met with U.S. trade
representatives to intensify efforts across the Atlantic to stop counterfeit
goods trafficking. The overwhelming majority of these goods are consumer
luxury items, such as Gucci handbags, Rolex watches, and Louis Vuitton
luggage.

A sobering statistic is that along with the seemingly harmless counterfeit-
ing of luxury items there has been an egregious global trade in counterfeit
pharmaceuticals: an estimated 10 percent of all the medicines traded globally
are counterfeit.!” For instance, criminal groups have exploited the market
for a drug based on the Chinese plant Artemesinin. It is the only drug left
available that resists the malaria parasite. To realize windfall profits, crimi-
nals have diluted the drug to the point that it is inevitable that the parasite
will soon be able to resist Artemesinin. In a world where malaria accounts
for some 350 to 500 million malaria illnesses annually—of which more than
a million end in death—this is not simply a trade in counterfeit snake-oil
remedies; it is trade in human misery and poses a potential catastrophic
transnational health threat.!3
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THE NEXUS BETWEEN ORGANIZED CRIME
AND TERRORISM

Another piece of the smuggling puzzle is the material support that orga-
nized criminal activity provides for terrorism. In recent years, as state spon-
sorship for terrorist groups has steadily declined, terrorists have resorted to a
variety of schemes that include myriad criminal conspiracies previously con-
sidered the sole domain of organized crime groups. The most lucrative profit
makers involve a range of smuggling and trafficking ventures. There are at
least four main criminal activities traditionally thought of as the domain of
organized crime and which now constitute money-generating activity of ter-
rorist groups: narcotic trafficking, arms trafficking, human smuggling and
trafficking, and smuggling of WMD. Moreover, these activities include any
number of lesser crimes such as extortion, kidnapping, gambling, shake-
downs, document forgery, bank robbery, identity theft, credit card fraud,
and so forth.!

What continues to be one of the greatest errors in the campaign to defeat
terrorist groups is the tendency to downplay their criminal activity or the key
members of these groups who engage in criminal conspiracies to raise needed
cash to sustain the operational elements of terrorism. In particular, the
effort to combat these threats is based on a rather myopic view of terrorism
that often overlooks its connection to international criminal activity and
its proceeds to finance terrorism. As a result, these two phenomena are
treated separately by policymakers, which is not conducive to understanding
the multifaceted nature of either. In fact, it is precisely the fluid and often
overlapping nature of both types of transnational actors that is frequently
misunderstood.

One need only look at drug trafficking to draw the connection between
organized criminal enterprise and terrorism. Nor is the motive for engaging
in this illicit trade solely profit-driven. Indeed, terrorist groups benefit from
dealing with narcotics smugglers who, through the years, have established
reliable underground networks that enable the almost seamless movement of
money, goods, and people quickly and reliably. According to the U.S. State
Department, at least a dozen of the world’s 25 largest terrorist groups have
ties to drug traffickers around the world.!S Some of these terrorist groups in-
clude the Revolutionary Armed Forces of Colombia, the United Self-Defense
Groups of Colombia, the National Liberation Army, the Shining Path, the
Palestinian Islamic Jihad, al Qaeda, the Islamic Movement of Uzbekistan,
Hezbollah, the Kurdistan Worker’s Party, the Basque Fatherland and Lib-
erty, the Liberation Tigers of Tamil Eelam, and Abu Sayyaf.

Many of the transactions demonstrate the sinister outcome of smuggling
and trafficking. For example, in November 2002, the Federal Bureau of
Investigation helped to halt two major drugs-for-arms deals. In the first
case, an American and two Pakistanis attempted to trade 5 metric tons
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of hashish and 600 kilograms of heroin for 4 Stinger antiaircraft missiles,
which they planned to send to al Qaeda operatives. In the second case, four
members of the paramilitary organization, the United Self-Defense Forces of
Colombia, planned to trade $25 million in cash and cocaine for 5 containers
of Warsaw Pact weapons.'®

To raise capital terrorist groups, besides drug trafficking, engage in a va-
riety of intricate and sometimes convoluted schemes involving numerous
countries. The perpetrators are just as complex to follow as their machina-
tions. For instance, in June 2003, Italian financial police targeted some 40
sites in and around Milan, arresting five Tunisians and a Moroccan. The
suspects, an imam among them, were accused of providing financial and
logistical support to the Algerian Salafist Group for Preaching and Com-
bat. Charges ranged from false accounting, engaging in illegal immigration,
receiving counterfeit documents, abetting and financing a terrorist organi-
zation, and trafficking in stolen cars. They are also believed to have been
running legitimate businesses as fronts to raise money for terrorist purposes.

Along with other counterfeit criminal operations that pirate everyday
goods, al Qaeda has been linked to a scheme in which counterfeit Vaseline
is smuggled from Dubai to Britain.!” According to the Organisation for
Economic Co-operation and Development, counterfeiting and the traffic in
such luxury items accounts for approximately 7 percent of world commerce.

Indeed, Great Britain’s Organized Crime Task Force reports that the so-
called victimless crime of the counterfeiting and smuggling trade in Northern
Ireland, which nets approximately £9 billion annually, generates a loss to
the national treasury of £1.5 billion per year in unpaid taxes.!® One of the
benefits for criminals has been that, to date, the penalties for being caught
are less serious than for drug trafficking. Hence, while Irish paramilitaries
have smuggled shipments of heroin from suppliers in southern Spain and
elsewhere, counterfeit tobacco products from eastern Europe have netted
similar profits but with less risk. In the case of the Provisional Irish Repub-
lican Army (PIRA), it is estimated that between $1 million and $15 million
is needed to sustain their terrorist campaigns. The PIRA’s estimated fund-
raising capacity from smuggling counterfeit goods and contraband is be-
tween $7.7 and $12.3 million."”

UNDERSTANDING A COMPLEX THREAT

Far from being local law-enforcement problems, many smuggling and traf-
ficking operations are threats to international security and world stability.
While it is impossible to know for certain the amount of money laundered
annually, it is estimated to be somewhere around $1 trillion.?? This mirrors
not only the scale of the illicit economic activity from which this money
flows but also the violence, extortion, corruption, and devastating social
consequences for all the regions and peoples affected by these activities.
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Furthermore, sums of money this vast yield great power and strategic lever-
age, especially when compared to the global licit economy, which generates
somewhere between $5 and $10 trillion per year. Additionally, criminal en-
trepreneurs have learned that diversity in crime translates to diversification
of power, and over time, a few groups have come to rival, if not surpass, the
influence of some sovereign states.

Many governments are unable to stop such entrepreneurial outlaws from
hijacking strategic pieces of their sovereign influence and even of their
sovereign territory. From these virtual states of convenience, criminals and
terrorists can successfully prosecute conspiracies on a global scale and
threaten international stability and security with relative impunity. Fight-
ing the activities of terrorist and organized crime groups is often a losing
proposition for a developing/democratizing state that has dire need of both
foreign exchange and the time necessary to allow its new governmental insti-
tutions to take hold. Governments would have to divert significant resources
to bring these groups to justice, but in some cases illicit capital from criminal
enterprise exceeds and becomes more important than that of the nation’s
principal foreign exchange earners. The result is that this much-needed for-
eign exchange could be forfeited if the illicit income were sacrificed. In newly
minted democracies, the people have little time for leaders who cannot de-
liver on campaign promises and bring prosperity to countries that have
languished economically and politically under authoritarian rule.

What is increasingly evident is that criminals and terrorists are more
adroit than many states at adapting to the realities of a globalizing world.
Governments must not only catch up to the methods being employed by such
groups but also surpass the groups by responding creatively, consistently,
and quickly to the security challenges of this new century. In an era of
emerging technologies and criminal actors far more agile than nation-states,
catching up is possible, surpassing may not be.
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CHAPTER 2

Narcoterrorism: A Definitional
and Operational Transnational

Challenge
André D. Hollis

On a quiet Sunday morning in Colombia, a Catholic priest delivers a sermon
to a congregation in a small church. As he does so, members of the Fuerzas
Armadas Revolucionarias de Colombia (FARC) surround the church, en-
ter it, and lock the doors. FARC members kill the priest by cutting his
throat. Moreover, they cut out the 6-month-old fetus from a young woman,
killing both. They videotape this massacre and leave the tape as a warn-
ing to residents not to cooperate with government efforts to combat coca
cultivation—a source of hundreds of millions of dollars to the FARC who
tax cultivation, processing, and transport as a means of financing their terror
operations.

In Afghanistan, a senior narcotics trafficker named Haji Bashir Noorzai
similarly taxed opium production. He generated millions of dollars in profit
and used a portion of his profits to purchase weapons, improvised explosive
devices, and other materials that he provided to representatives of the Tal-
iban, al Qaeda, and other terrorists. Congressional testimony revealed that
Noorzai provided a least $28 million directly to al Qaeda in 2003.

Over the past several years, Colombian-based groups such as the FARC,
the Autodefensas Unidas de Colombia, and Ejército de Liberacién Nacional
have waged a brutal campaign of terror against the Colombian people by
financing their efforts through taxation of coca cultivation. Individuals and
groups in Afghanistan, Southeast Asia, and Russia similarly tax the growth,
processing, transport, and sale of illicit drugs to finance terror, criminal,
and other covert activities. The profits are used to purchase weapons, safe
houses, transportation, and information. Most ominously, terrorists and
other criminal organizations increasingly rely upon the methods of moving
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drugs across national and regional boundaries as a means to move individ-
uals, weapons, and precursors.

Narcoterrorism exists in two forms: First, it exists wherever the prof-
its from drug trafficking—its cultivation, processing, transport, or eventual
sale and use—are used to pay for politically motivated terrorist activity;
and second, it exists whenever drug traffickers use terrorist acts, such as
assassination, bombing, extortion, and other threats, to hinder or otherwise
contest acts of sovereignty, including law enforcement. Most often, nar-
coterrorism thrives in parts of the world where the state is either ineffective
or nonexistent.

For example, narcoterrorism thrived in Colombia until that country’s
government, with the support of the United States and other nations, began
efforts to establish sovereignty and combat drug trafficking. In response
to these efforts, these criminal groups threatened coca farmers with death,
kidnapping, and extortion if they did not continue to produce coca for
processing and shipment. Colombian officials who oppose their efforts are
also threatened, killed, or otherwise intimidated.

In the Balkans and central Asia, criminal and terrorist groups use drug
trafficking tactics, techniques, and procedures (often with the active, paid as-
sistance of drug trafficking organizations) to move weapons, people, money,
and information throughout the regions. As a result, groups are able to pay
volunteers and move weapons, people, and other material throughout the
region (weapons and terrorist transport to and from Georgia’s Pankisi Gorge
is an example) via routes and established methods that are clandestine and
time-proven.

In Southeast Asia, groups have encouraged drug cultivation and traffick-
ing to generate profits to pay for terrorist activity. Jemaah Islamiah, for
example, derives significant proceeds from heroin and methamphetamine
consumption by U.S., Australian, and other Western citizens. These pro-
ceeds are used, in part, to fund its activities in Southeast Asia and support
terrorist organizations there.

Finally, and perhaps of most concern to U.S. policymakers, drug traf-
ficking organizations in Mexico, the Caribbean, and other Latin American
countries are known to provide transport, for a price, to non-Latins seeking
illegal entry into the United States. Many of these individuals seek entry
for criminal or, potentially, terrorist activity. The existence of time-proven,
clandestine access into the United States is a continuing threat to homeland
defense and security since these access providers seek to kill or injure Ameri-
can citizens (through drug trafficking) and will provide support for the right
price.

International and governmental responses to these worldwide threats have
been tepid for several reasons. First, many do not understand the nature of
the threat. Traditional threats to national sovereignty and regional stability
have been viewed as state action (that is, state-on-state aggression). This
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traditional view considers narcotics-related activity as exclusively criminal
in nature. Second, some view the threat of narcotics-funded terrorism as
someone else’s problem. These views ignore the fact that this threat is a
multinational or transnational one. Third, many governmental and inter-
national bodies lack the will to confront this threat individually or as a
collective group. Thus, the narcotics-funded terrorist threat to Colombia is
seen as a Colombian problem, rather than a regional or hemispheric one. Fi-
nally, some governments lack the capability to address the threat even when
they recognize the danger. In these cases, they either ignore the challenge or
seek, unsuccessfully, regional or international assistance.

Narcoterrorism, however, is starting to receive attention from U.S. offi-
cials and the international community. Prior to September 11, 2001, con-
ventional wisdom failed to appreciate not only the nature and danger of
transnational threats such as terrorism but also the need to identify and
combat the lifeblood of these threats: the money that finances it. Narcotics
trafficking was viewed as a purely criminal and social problem, not as a
source of funding and method of covert movement for terrorist activity.

Soon after 9/11, U.S. leaders began to call for increased attention and
effort to combat terrorist financing, including drug trafficking. For example,
former U.S. Drug Enforcement Agency (DEA) Administrator Asa Hutchin-
son called on the U.S. Government to combat drug trafficking since it funded
the Taliban. Soon after, President George W. Bush similarly drew attention
to the need to combat narcoterrorism as a part of the larger war on terror.
While many outside the Department of Defense (DOD) have opined on this
issue, few understand the nature and potential of the threat. As a result,
U.S. policies, and the necessary coordination with U.S. agencies, are not
as effective as possible. For instance, U.S. Southern Command, the DOD
component with the most experience in fighting transnational threats such
as narcoterrorism, has not been called upon to provide guidance or other
assistance to U.S. Central Command, whose area of responsibility includes
states in Central Asia. As a result, understanding of the nature of the threat
is limited and the ability to work closely with other U.S. and international
agencies to combat narcoterrorism is minimal at best.

As a preliminary matter, however, one must identify terms and assump-
tions in order to assess the ability of U.S. agencies to combat the problem.
What is narcoterrorism and why should it be of concern? This chapter iden-
tifies what narcoterrorism is, differentiates it from purely criminal narcotics
trafficking and terrorism, and discusses the potential that it has to support
terrorism and the proliferation of weapons of mass destruction (WMD).

NARCOTERRORISM AS AN ISSUE OF U.S. POLICY

Narcoterrorism is not a novel concept or issue. For decades, many have
referred to it, but U.S. leaders began to use the term only after September 11,
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2001. Narcoterrorism, commentators conclude, was first coined as a term
of art in 1983 by former Peruvian President Belatnde Terry to describe
attacks by Sendero Luminoso and others upon Peruvian counternarcotics
police. Since 9/11, U.S. leaders now describe narcoterrorism as acts that
support terrorist activity and provide financing and other support to terrorist
organizations.

Part of the problem lies in the fact that some U.S. agencies—with the
authority and resources to combat potential domestic and international
narcoterrorism—either define the term in limited ways or fail to identify
it at all. Thus, the United States will continue to face difficult obstacles in
delineating and defeating this threat because responsible agencies lack even
a common concept of the problem, much less a coordinated strategy.

The DEA, for example, defines narcoterrorism as:

[A] subset of terrorism, in which terrorist groups, or associated individuals,
participate directly or indirectly in the cultivation, manufacture, transporta-
tion, or distribution of controlled substances and the monies derived from these
activities. Further, narco-terrorism may be characterized by the participation
of groups or associated individuals in taxing, providing security for, otherwise
aiding and abetting drug trafficking endeavors in an effort to further, or fund,
terrorist activities.!

This definition, however, is largely limited to the context of drug law enforce-
ment. It fails to identify the diplomatic, commercial (particularly maritime),
intelligence, military, and other equities needed to combat the threat. More-
over, this definition is perhaps the broadest among U.S. agencies and fails
to address key parts that other responsible agencies’ efforts are required.

On the other hand, DOD defines narcoterrorism in an even more lim-
ited (and, from an operational perspective, limiting) manner. According to
Joint Publication 1-02, DOD Dictionary of Military and Associated Terms,
narcoterrorism is:

Terrorism conducted to further the aims of drug traffickers. It may include as-
sassinations, extortion, hijackings, bombings and kidnappings directed against
judges, prosecutors, elected officials, or law enforcement agents, and gen-
eral disruption of a legitimate government to divert attention from drug
operations.?

Clearly, this definition maintains the distinction between violence-related
drug trafficking and other transnational threats, including narcoterrorism.
It fails to acknowledge, though, the past, present, and future ability of the
drug trade, first, to finance operations by those not necessarily involved in
drug trafficking (that is, those who tax the cultivation, processing, shipment,
or sale of drugs); and second, most glaringly, to transport terrorists, arms,
money, and WMD through established, covert logistical networks.
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For the purposes of this chapter, therefore, basic principles of economics
are instructive. Assume that if one can transport a product—radios, cars,
food, or other commerce—from point A to point B, then that capability is
of value. Americans spend millions (if not billions) of dollars each year for
the delivery of food, personal services, and other items. This assumption is
axiomatic.

Further assume that if one can transport a product covertly (across borders
and without notice to law enforcement, security, or regulatory authorities),
then that capability increases in value. Again, this principle is axiomatic.
The ability to move drugs covertly and across local, national, regional, and
international borders has been a lucrative commodity. The better the track
record of undetected movement, the more is the value of that service. Thus,
the international drug transport industry presents an additional threat to
U.S. domestic and international security. The industry is a logistical system
that moves drugs, arms, terrorists, and WMD at any time.

This is not just a potential capability. In fact, many nations are encoun-
tering this development. In early 2004, for example, European law enforce-
ment, while reviewing entry documents for passengers on board a train
leaving Russia and traveling west, found an individual carrying a large con-
tainer marked “radioactive,” which contained weapons-grade uranium. The
individual was carrying the uranium on orders from a Russian drug traf-
ficker who was paid to transport the uranium into Europe. The Colombian
navy has interdicted numerous diesel-fueled submarines carrying hundreds
of millions of dollars of cocaine to the United States. The traffickers pur-
chased at least one submarine, investigations found, from members of the
Russian mafia. Afghan, Tajik, and other southwest Asian drug traffickers
who deliver Afghan-produced opium to Russia have increased their profits
by offering their capability to those who wish to move things and people out
of Russia. The traffickers either offer new contracts for this return delivery
service or, if they themselves want a Russian product, barter or sell the drugs
in exchange. Items transported out of Russia and south toward Afghanistan
have included arms, individuals, money, and WMD precursors.

Thus, it would be accurate to describe narcoterrorism as more than just a
means to generate funds for terror and a description of the violence commit-
ted by drug traffickers. A discussion of narcoterrorism must also recognize
and address its logistical network. Perhaps the following definition, then, is
appropriate: Narcoterrorism refers to the transnational threat that:

* generates revenue for terrorist activity by taxing all facets of the drug trade
(cultivation, processing, shipment, or sale)

¢ challenges national and international sovereignty through acts of violence, cor-
ruption, and intimidation to create or maintain ungoverned space within which
drug trafficking and other illicit activity may flourish

* moves any illicit product from one point to another.
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DEPARTMENT OF STATE

The U.S. Department of State serves as the lead Federal agency for the
conduct of foreign policy. Among other issues, the State Department is
charged with the primary implementation of counternarcotics, counterter-
ror, and counterproliferation (arms and WMD) policies. It should grasp and
articulate U.S. policy and programs with respect to the issue of counternar-
coterrorism.

The State Department has not yet evinced a full understanding or efforts
to combat this problem. The bureau within the State Department that ex-
ecutes the authorities and resources that could address this problem is the
Bureau of International Narcotics and Law Enforcement (INL). INL, as its
Web site touts, “advises the President, Secretary of State, other bureaus in
the Department of State, and other departments and agencies within the
U.S. Government on the development of policies and programs to combat
international narcotics and crime.”? While State sought and received similar
authorities as granted to the Department of Defense and Central Intelli-
gence Agency (CIA) to use its Colombia-oriented resources to combat a
unified campaign against drugs and terror, the State Department and INL
have not requested similar authorities to combat transnational threats in
Afghanistan, Pakistan, Uzbekistan, Africa, or Southeast Asia. In addition,
State has not formulated a policy specific to the threat of narcoterrorism.

INL is authorized to execute programs worldwide against transnational
threats, such as drugs and crime. INL conducts bilateral and regional coun-
terdrug programs, such as illicit crop eradication, education, training, and
intelligence collection. INL also oversees efforts to build law enforcement ca-
pacity and anticorruption initiatives. These efforts, if focused to complement
counterterrorism efforts within the State Department and other agencies,
could prove effective tools against a wide range of transnational threats.

To meet these challenges, the President has placed the fight against terror-
ism, international narcotics, and transnational organized crime high on the
national security and foreign policy agendas. The State Department and INL
play a key role in carrying out the President’s agenda by leading the devel-
opment and coordination of U.S. international drug and crime policies and
programs. To deal with the increasing linkage and overlap among terrorist,
drug, and crime groups, INL has begun shifting from separate programs
for counternarcotics and anticrime to a broader and more integrated law
enforcement effort to combat the full range of criminal, drug, and terrorist
threats.

It remains to be seen, however, whether this comprehensive statement
will translate into effective action. INL’s fiscal year 2004 budget request
was heavily oriented to programs designed, prior to 9/11, to assist Colombia
with counterdrug programs. INL requested only $40 million for counternar-
coterrorism efforts in Afghanistan, $38 million for anticrime and corruption
programs in Pakistan, and $7 million for the entire African continent.
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DEPARTMENT OF HOMELAND SECURITY

The Department of Homeland Security (DHS) is so overburdened with
priority missions such as securing U.S. air transport, borders, and providing
support to first responders that it has not had the time, resources, or staffing
to consider and implement policy designed to detect and defeat narcoterrorist
threats to the United States. Recognizing that challenge, however, does not
excuse the lack of any central guidance for an agency that controls over
80 percent of the U.S. law enforcement resources whose primary mission is
to protect our borders from covert entry.*

The Homeland Security Act of 2002, which created DHS, unsuccessfully
tried to place all Federal law enforcement agencies responsible for securing
U.S. borders from covert entry into one department. Congress also sug-
gested (rather than required) that DHS pool its operational and intelligence
collection assets with other U.S. assets into a Joint Interagency Task Force
for Homeland Security.’ Unfortunately, the Congress failed to create a de-
partment office responsible for DHS-wide policy development. As a result,
Homeland Security has not promulgated policy, including common defini-
tional policy, that would align the policies, programs, and budgets of the
respective components.

Congress also created the DHS Office of Counternarcotics. Unfortunately,
the official named to lead this office is also tasked with responsibilities within
the Office of National Drug Control Policy, serves as the U.S. Interdiction
Coordinator, and maintains no staff. The position, as currently authorized
and organized, lacks the ability to institute meaningful change.

DEPARTMENT OF JUSTICE

The Department of Justice is the Federal agency with lead responsibility
for the investigation and prosecution of crimes committed in the United
States and against U.S. interests overseas. By its very charter, therefore, it
is limited in its ability to identify and combat transnational threats, such
as narcoterrorism, which defy borders, national and international law, and
conventional criminal investigation.

Department of Justice resources, furthermore, have been shifted away
from more mundane issues of crime and investigation to investigating and
prosecuting acts of terror. Since 9/11, resources, including agents of the
Federal Bureau of Investigation and the associated funding, have been fo-
cused on counterterrorism prevention (when possible) and prosecution. To
the extent that Justice focuses on national issues, such as counternarcotics, it
continues to execute pre-9/11 programs intended to strengthen international
agency capabilities to investigate and prosecute traditional crime.

DEA, the lead agency within the Department of Justice, has been on the
forefront of U.S. policy transformation with regard to the need to com-
bat narcoterrorism. Partially due to its historical mission of narcotics law
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enforcement, DEA is experienced in using law enforcement and intelligence
tools to defeat organizations and individuals who seek to move people and
products covertly into the United States.

In addition, DEA leaders, including former Administrator Asa Hutchin-
son and current Administrator Karen Tandy, have been among the few
senior U.S. leaders who have identified the narcoterrorist threat and called
for action. DEA, to its credit, formulated the necessary policy understand-
ing needed to focus resources.® What the agency maintains in terms of
understanding the problem, however, is limited by its lack of resources and
inability to participate at senior levels in executive branch coordination of
war on terror objectives.

CENTRAL INTELLIGENCE AGENCY

The CIA lacks a definitional understanding of narcoterrorism and, there-
fore, has not issued policy or executed programs designed to combat the
threat. The institutional weaknesses identified during the national discus-
sion of the 9/11 Commission Report are replicated within the CIA offices
charged with dealing with drug trafficking and other transnational threats.
Officials with responsibility for counterdrug intelligence collection and anal-
ysis lack working relationships with operational bureaus (except for the of-
fice responsible for Central and South American issues). This weakness is
most glaring in terms of the offices responsible for intelligence collection and
analysis and operations for southwest Asia.

The southwest Asia operational and intelligence offices do not interact
with the office responsible for counterdrug intelligence collection and anal-
ysis. In fact, after 9/11, most of the officers in the counterdrug intelligence
office were detailed to assist the southwest Asia offices. They were unsuccess-
ful, however, in pointing out the need to collect and analyze information
relating the links between drugs and al Qaeda, the Taliban, the Islamic
Movement of Uzbekistan, and other terrorist groups in the region. Hence,
it should be of no surprise that the 9/11 Commission found no information
indicating that al Qaeda relied upon any facet of the Afghan narcotics trade
for revenue, logistics, or other support. Since no one had asked the question,
no one could provide an answer.

Similarly, the office responsible for counterdrug intelligence collection and
analysis does not interact with other non-Latin American offices. As a result,
the CIA lacks the information to assess to what extent:

¢ other international and regional terrorist organizations are generating revenue
from some facet of the international drug trade

¢ other drug trafficking organizations are using violence and other means to create
or maintain ungoverned space useful for drug trafficking and other activity

¢ the international logistical network that moves drugs is used to move terrorists,
money for terrorism, or WMD.
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On a positive note, the Bush administration, CIA, and Congress have
recognized that the CIA’s ability to coordinate drug intelligence collection
and analysis with its operations in support of Colombia require the agency to
support more than counterdrug activities. The Intelligence Authorization Act
of 2004 and Intelligence Authorization Bill for Fiscal Year 2005 both include
language allowing the CIA to support Colombian counternarcoterrorist,
rather than just counterdrug, efforts.

DEPARTMENT OF DEFENSE

For years, DOD resisted any involvement in activity, whether foreign or
domestic, that countered transnational threats such as narcoterrorism. This
cultural and institutional resistance is based on legitimate concerns and an
ignorance of these threats to international, as well as U.S. national and
domestic security.

Counterterrorism has never been a concept that the conventional U.S.
military has understood, fully accepted as a “military mission,” trained for,
or practiced. The Armed Forces fought the creation of Special Forces and
other unconventional, special, or low-intensity conflict that the world now
faces. Indeed, DOD opposed efforts to create an organization within the
Office of the Secretary of Defense that would advise him on all matters
(for example, special operations, counterterrorism, counternarcotics, U.S.
territorial security, stability, and information operations) until Congress
forced its creation as part of the Goldwater Nichols DOD Reorganization
Act of 1986. The Assistant Secretary of Defense for Special Operations and
Low Intensity Conflict, the official in charge of that office and principal
advisor to the Secretary on those issues, however, remained vacant until the
summer of 2003—almost 2 years after 9/11.

Again, some of the resistance within DOD to address counternarcoter-
rorism and other transnational threats is valid. In a democratic society,
the military should not have a significant role in domestic issues such
as illegal drug use, domestic terrorism, and immigration control. As far
back as the nineteenth century, U.S. law has prohibited military involve-
ment in domestic law enforcement. While notable exceptions do exist,
such as for providing limited support to domestic counterdrug law en-
forcement, domestic nuclear terrorism, and specific support for national
security events such as the Super Bowl and political conventions, the U.S.
military continues to perform strictly limited domestic missions, even after
9/11.

The resistance lacks validity, however, in terms of supporting U.S. and
international partners in combating transnational threats. Partner nation
intelligence and military forces and international and U.S. law enforcement
agencies lack the necessary resources, training, and, most notably, command,
control, communication, and intelligence, which are so necessary to prevent
and defeat narcoterrorism and other transnational threats to our friends and
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the U.S. homeland. Thus, DOD is called upon to use its unique resources
and capabilities to address this problem in a holistic manner. Changes to
DOD policies and authorities since 9/11 reflect the beginning, hopefully,
of this change and recognition that the U.S. military must identify and
defeat the narcoterrorist threat to defend the homeland from a variety of
dangers that will utilize the logistical network to gain entry to the United
States.

In 2003, the Bush administration requested congressional authority to
expand its support to Colombia from the limited counterdrug support that
it provided pursuant to Colombia’s Plan Colombia.® The administration
requested the authority to use counterdrug resources, mainly provided by
the Departments of State and Defense, to assist Colombian efforts to fight
narcoterrorism, rather than the limited counterdrug role originally intended.
The administration requested and received authorization and appropriations
to continue support, through DOD, State, and the CIA, for Colombian
counternarcoterrorism until 2006.

On October 3, 2003, DOD Deputy Secretary Paul Wolfowitz instituted
a long-awaited policy that attempted to address the transnational threat
of narcoterrorism.” It also recognized the danger to the United States by
the threat’s logistical network. While it is directed to all parts of DOD,
including its regional (for example, U.S. Central Command) and functional
(for example, U.S Special Operations Command) commands and intelligence
organs, including the National Security Agency and Defense Intelligence
Agency, passive resistance to the policy shift remains.

First, the DOD policy expressly recognizes the links between drug traf-
ficking and terrorism and recognition that activities traditionally separated
from military missions should cross jurisdictions when appropriate. More-
over, the policy’s most important, and perhaps most subtle, shift was to
define DOD counterdrug activities.'® The term is consistent with the pur-
pose of congressional appropriation and provides the necessary flexibility to
address narcoterrorist and other transnational threats in a timely, efficient,
and coordinated manner:

[t]he term “counterdrug activities” includes those measures taken to detect,
interdict, disrupt, or curtail any activity that is reasonably related to narcotics
trafficking. This includes, but is not limited to, measures taken to detect,
interdict, disrupt or curtail activities related to substances, materiel, weapons,
or resources used to finance, support, secure, cultivate, process or transport
illegal drugs.!!

Thus, as a matter of policy, DOD recognized all three prongs of narcoter-
rorism: the act of funding terror; the use of violence to create instability
necessary to support drug trafficking; and the logistical network that moves
drugs and other things across U.S. and international borders.
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THE NEED FOR CROSS-INSTITUTIONAL SOLUTIONS

As the summary of individual agency authorities and policies indicates,
the executive branch varies in its understanding and capability to combat
narcoterrorism across the spectra—with all U.S. legal, intelligence, political,
and military tools. This inability is due to the institutional weaknesses that
continue to prevent the U.S. Government—executive and legislative—from
coordinating all resources and authorities across agencies in a manner that
has never been used in our history.

The current debate over the role of intelligence that resulted in 9/11 is
indicative of this problem. Organizations and individuals possessing the
authorities and resources to identify and prevent the 9/11 attacks were
unable—either by statute or custom—to work together or cede the lead
responsibility and credit to other agencies. CIA representatives possessed
information about some of the hijackers but could (or would) not pass that
information to domestic law enforcement agencies. Agents of one part of
the Federal Bureau of Investigation with information about the hijackers
could not pass that information to others due to policy obstacles within the
Department of Justice.

Similar weaknesses also limit the ability of the United States to combat
narcoterrorism. First, narcoterrorism is a newly identified concept that not
all agencies understand or accept as a priority. Second, certain agencies,
notably the Departments of State and Justice, as well as the CIA, have not
pooled resources across disparate internal jurisdictions or sought broader
use of their existing authorities to combat narcoterrorism. Third, parts of the
Department of Defense oppose a greater role for the military in combating
narcoterrorism, due to an institutional fear of “fighting drugs,” even though
the profits and methods of shipment associated with the drug trade do, in
fact, benefit terrorists and those who seek to move WMD without detection.

What, then, is the solution? First, senior U.S. leadership must be educated
on the nature and potential of the threat and demand new statutes and
policies that pool authorities and resources traditionally “stovepiped” within
distinct agencies. Some leaders recognize the threat and have called for
action, but their suggestions have not galvanized the respective bureaucracies
and Congress. At the President’s direction, the National Security Council
staff should formulate interagency policy and plans designed to address the
threat. These policies should reflect the following realities:

* Narcoterrorism constitutes a dual threat to U.S. interests since it both funds
terrorist activity and provides critical logistical support worldwide, not just in
the Western hemisphere.

¢ International cooperation is required in the form of information-sharing, in-
ternational standards with respect to maritime and aviation transportation of
cargo, operational coordination, and the uniform implementation of existing
(and additional) legal tools.
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* Military and contractor-supplies trainers, advisors, and other support outside
the traditional areas in the Western hemisphere are useful for not only combating
narcoterrorism but also assisting other nations in the development of tools that
will establish sovereignty over ungoverned space.

® The traditional reluctance of agencies to use existing narcotics-related tools
and resources for areas other than the Western hemisphere (particularly in
the Middle East, southwest Asia, and central Europe) must end. The lessons
learned from U.S. support to countries such as Colombia and Thailand should be
reviewed and replicated in other appropriate areas that face threats of terrorism
and weapons proliferation.

Second, Congress, in cooperation with the executive branch, should review
existing authorities and resource allocation to ensure that the fight against
narcoterrorism incorporates the distinct capabilities of all appropriate agen-
cies. Congress should provide agencies that possess unique capabilities and
access in other parts of the world with the requisite authority and resources
to contribute to global counternarcoterrorist efforts. For example, the chal-
lenges to sovereignty, stability, and weapons control are particularly acute
in Central Asia and Europe. Agencies such as the DEA, which have unique
relationships with host nation counterparts in these nations, should be re-
sourced and directed to leverage those relationships in coordination with
agencies such as the Departments of State and Defense and CIA to provide
training, access, and information useful to combat narco- and other forms of
terrorism and weapons proliferation. Where necessary, the lead agency role
should be shifted if doing so would enhance access, training, cooperation,
and effectiveness. Congress possesses a unique ability to induce cooperation
between U.S. agencies or host nations by providing—or reducing—funding
based upon their levels of cooperation and success.

Finally, U.S. leaders should encourage allies and international institu-
tions to recognize this threat and pool resources, including information and
training. Support for bilateral or multilateral operations and exercises can
generate significant benefit for U.S. and international objectives, security,
and stability.

Narcoterrorism is not necessarily a new concept. The attendant crime, vi-
olence, and terror associated with drug trafficking have existed for hundreds
of years. Its potential as a funding source, logistical support, and access for
international terror and weapons proliferation, however, has become a real
threat in our post-9/11 world.

NOTES

1. See Asa Hutchinson, Drug Enforcement Agency (DEA) Administrator, “In-
ternational Drug Trafficking and Terrorism,” testimony before the Senate Judiciary
Committee Subcommittee on Technology, Terrorism, and Government Information,
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Washington, DC, March 13, 2002, available at www.state.gov/p/inl/rls/rm/2002/
9239.htm.

2. Joint Publication 1-02, Department of Defense Dictionary of Military and
Associated Terms (Washington, DC: Department of Defense, April 12, 2001).

3. See www.state.gov/g/inl/.

4. The Department of Homeland Security (DHS) includes the U.S. Coast Guard,
the primary maritime law enforcement agency, U.S. Customs and Border Patrol,
Immigration and Naturalization Service, Transportation Security Administration,
and others.

5. The Joint Interagency Task Force (JIATF) concept is proven and well known
to DHS career and political leaders. DOD funds JIATF-South, based in Key West,
Florida, and JTATF-West, based in Hawaii. Both existing JIATFs collect, analyze, and
disseminate information (relating to drug and other traffic toward the United States)
that it receives from all Federal law enforcement agencies, the Intelligence Com-
munity, Department of Defense, and over a dozen other countries. See www jiatfs.
southcom.mil and www.pacom.mil/staff/jiatfwest/index.shtml.

6. For example, see statement by DEA Administrator Asa Hutchinson before the
House Government Reform Committee, Subcommittee on Criminal Justice, Drug
Policy, and Human Resources, October 3, 2001, available at www.dea.gov/pubs/
cngrtest/ct100301.html; and statement by Hutchinson before the Heritage Founda-
tion’s Kathryn and Shelby Cullom Davis Institute for International Studies, April 2,
2002, available at www.dea.gov/speeches/s040202.html.

7. In 2002, the Bush administration asked for and received permission to use fiscal
year 2003 appropriations to assist the government of Colombia in its counternarco-
terrorism efforts. Due to scheduling limitations, it did not ask the Congress for the
authorization to use fiscal year 2004 funds to assist Colombia until congressional
consideration (and enactment) of the National Defense Authorization Act of 2004.

8. Many mistakenly believe that Plan Colombia is a U.S. plan. It is not. Plan
Colombia is the effort initiated by former Colombian President Andrés Pastrana
to convince European and U.S. governments to contribute to Colombian efforts to
combat its narco-terrorism problem. European governments promised to provide bil-
lions in support. To date, Colombia has received only a few million dollars (to assist
displaced persons) and other “soft” support. The United States provided the bulk of
the international support to Colombia. The government of Colombia provided most
of the overall funding.

9. See Paul D. Wolfowitz, Deputy Secretary of Defense, “Department of Defense
International Counternarcotics Policy,” appendix A, October 3, 2003.

10. Each year, the U.S. Congress appropriates over $1 billion for DOD “counter-
drug activities,” including operations, maintenance, intelligence, and other support.
No statute, policy, or regulation, however, defined the term counterdrug activities.
This lack of common definitional understanding resulted in differing priorities, un-
coordinated effort, and increased barriers to cross-jurisdictional cooperation among
the military commands, agencies, and with the U.S. National Guard.
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CHAPTER 3

International Human Trafficking

Francis T. Miko

Trafficking in persons is considered a significant criminal enterprise, affect-
ing most countries around the world.! While trafficking and slavery are not
new phenomena, in the past several years, governments and civil society
groups have taken serious, concerted actions to combat them. Some have
suggested that there may be a shift by criminal organizations away from
other activities, such as trafficking in arms, drugs, and tobacco, toward
trade in humans, thanks to high profits, lower risk of punishment, and the
fact that trafficked humans can provide a continuing flow of profits.? Since
2000, the United States has worked closely with foreign governments and
international organizations to curb human trafficking. The fact that there
is a perceived growing connection among international organized crime
groups engaged in trafficking, drug cartels, arms smugglers, and perhaps
even terrorist organizations has given greater urgency to addressing this
issue.
The United Nations defines human trafficking as the:

recruitment, transportation, transfer, harboring, or receipt of persons, by
means of the threat or use of force or other forms of coercion, of abduction,
of fraud or deception, of the abuse of power or of a position of vulnerability
or of the giving or receiving of payments or benefits to achieve the consent of
a person having control over another person, for the purpose of exploitation.
Exploitation includes, at a minimum, the exploitation of the prostitution of
others or other forms of sexual exploitation, forced labor or services, slavery,
servitude, or the removal of organs.’?
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U.S. law defines severe forms of trafficking in persons as:

sex trafficking in which a commercial sex act is induced by force, fraud, or
coercion, or in which the person induced to perform such act has not attained
18 years of age; or ... the recruitment, harboring, transportation, provision,
or obtaining of a person for labor or services, through the use of force, fraud,
or coercion for the purpose of subjection to involuntary servitude, peonage,
debt bondage, or slavery.*

Others have put forward slightly different definitions. In the case of minors,
the trafficking term is generally applied whether a child is taken forcibly or
voluntarily.

While the trafficking in people is a costly tragedy in its own right, its
consequences reach much further. While there is no single victim stereotype,
a majority of people trafficked are thought to be women under the age of
25, with many in their mid to late teens. The fear of infection with Human
Immunodeficiency Virus (HIV) and Acquired Immune Deficiency Syndrome
(AIDS) among customers has driven traffickers to recruit younger women
and girls, some as young as 7 years, who are erroneously perceived by cus-
tomers as too young for infection. Trafficking victims are often subjected
to cruel mental and physical abuse to keep them in servitude, including
beating, rape, starvation, forced drug use, confinement, and seclusion. Once
victims are brought into destination countries, their passports are confis-
cated. Victims are forced to have sex, often unprotected, with large numbers
of partners, and to work unsustainably long hours. Many victims suffer
mental breakdowns and are exposed to sexually transmitted diseases, in-
cluding HIV and AIDS, at much higher rates than the general population.
They are often denied medical care, and those who become ill are sometimes
discarded or even killed.

A source of controversy is the relationship between human trafficking
and prostitution. Some politicians, religious groups, and feminist organiza-
tions argue for broadening the definition of trafficking to include all forms
of prostitution, whether forced or voluntary, on grounds that prostitution
is rarely truly voluntary and that traffickers will simply force their victims
to claim voluntary action. However, others oppose this broadened defini-
tion and warn that pushing it will impede the capacity of the international
community to achieve consensus and act decisively against major traffick-
ers, given the differences in outlook about the sex trade. In a number of
countries, human trafficking is illegal and actively prosecuted, but prostitu-
tion is legal and regulated. Supporters of legalized prostitution argue that
legal sex workers can have access to medical care, counseling, and legal and
law enforcement protection. They argue that since prostitution exists every-
where and cannot be stamped out, it is better to regulate it than to drive it
underground.
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THE RISE IN HUMAN TRAFFICKING

Human trafficking is one of the oldest crimes and can be traced to early
human history. However, the problem is seen as having taken on new di-
mensions in recent years. Governments and international organizations have
begun to address the problem with greater urgency in the belief that the crime
has increased exponentially since the 1990s.

Present-day human trafficking has been fueled by a number of factors.
With globalization has come the increased movement of people across bor-
ders, especially from poorer to wealthier countries. In general, the criminal
business feeds on poverty, despair, war, crisis, and ignorance. Another fac-
tor is the continuing subordination of women in many societies, as reflected
in economic, educational, and work opportunity disparities between men
and women. Many societies still favor sons and view girls as an economic
burden. In the worst cases, some desperate families in some of the most
impoverished countries sell their daughters to brothels or traffickers for
the immediate payoff and to avoid having to pay the dowry to marry off
daughters.

Also playing a role are the hardships and economic dislocations caused
by the transition following the collapse of communism in the former So-
viet Union and Eastern Europe, creating an environment in which human
trafficking could flourish. The lack of opportunity and the eagerness for
a better life abroad have made many women and girls especially vulnera-
ble to entrapment by traffickers. With the weakening of law enforcement in
postcommunist societies, criminal organizations have grown and established
themselves in the lucrative business of international trafficking.

Traffickers are known to exploit wars, turmoil, and natural disasters to
target and enslave victims, especially women and children. Wars in the
former Yugoslavia, Africa, and elsewhere have been a magnet for human
traffickers taking advantage of the associated chaos and misery. Even in-
ternational stabilization and peacekeeping forces have been implicated both
as a source of demand for sex workers and, in some cases, as traffick-
ers themselves. The international community has recognized the need for
greater vigilance against human trafficking in the aftermath of natural dis-
asters. Traffickers might be tempted especially to target children orphaned
or separated from their families in such disasters. Such concerns grew af-
ter the December 26, 2004, Indian Ocean tsunami devastated a number of
countries.

Trafficking victims often find it difficult to get help and protection in their
destination countries. Even in the United States, effective protection is fairly
recent and limited to victims of “severe forms of trafficking.” Victims must
prove that they are in the United States as a direct result of trafficking and
that they have a well-founded fear of retribution if they are returned to their
country of origin. They must be willing to help identify and prosecute their
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traffickers. Some critics argue that the standards are too high to help many
deserving victims. Critics also argue that it may be difficult to draw a clear
line between “pure” victims and those who have a degree of complicity in
their plight. Such distinctions, they argue, will leave some victims unpro-
tected. Children who have been trafficked may have special needs that are
not always addressed. These include the need for reuniting children quickly
with families, in some cases relocation of families, and providing care and
education arrangements for child victims who cannot be returned to their
families.

ROLE OF ORGANIZED CRIME

International criminal organizations have taken advantage of the freer
flow of people, money, goods, and services to extend their own international
activities in a number of areas. Human trafficking has been seen by many
criminal gangs as more lucrative and less risky than many other criminal
activities. There is a high demand, worldwide, not only for trafficked women
and children but also for men as sex workers, cheap sweatshop labor, and
domestic workers. Traffickers are encouraged by large tax-free profits and
continuing income from the same victims. When authorities do crack down,
it is often against victims themselves for prostitution or illegal entry into the
country. Penalties for trafficking humans for sexual exploitation are often
relatively minor compared with those for other criminal activities, such as
drug and gun trafficking. Human trafficking is believed to generate billions
of dollars annually for organized crime, estimated at some $9.5 billion per
year by the Federal Bureau of Investigation (FBI).®

Chinese, Asian, Mexican, Central American, Russian, and other former
Soviet Union gangs are among the major traffickers of people. Chinese and
Vietnamese Triads, the Japanese yakuza, South American drug cartels, the
Italian mafia, and Russian gangs increasingly interact with local networks to
provide transportation, safe houses, local contacts, and documentation. As
criminal organizations have grown, especially in Russia, they have gravitated
to this lucrative business.® Russian organizations now play a dominant role
not only in the trafficking of Russian women but also women from Eastern
Europe. Russian organized crime groups and others, including Albanian,
Estonian, Chechen, Serb, and Italian gangs, are involved in human traffick-
ing throughout Europe. Furthermore, Russian organized crime is allegedly
involved in the sex industry in a number of Western European countries.

Traffickers acquire their victims in a number of ways. Sometimes women
are kidnapped outright in one country and taken forcibly to another. In
other cases, victims are lured with phony job offers. Traffickers entice vic-
tims to migrate voluntarily with false promises of well-paid jobs in foreign
countries as au pairs, models, dancers, domestic workers, and so forth.
Traffickers advertise these “jobs,” as well as marriage opportunities abroad,
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in local newspapers. Russian crime gangs reportedly use marriage agency
databases and matchmaking parties to find victims. In some cases, traffick-
ers approach women or their families directly with offers of lucrative jobs
elsewhere. After providing transportation and false documents to get victims
to their destination, they subsequently charge exorbitant fees for those ser-
vices, often creating lifetime debt bondage. In some cases, police and other
governmental authorities accept bribes and collude with traffickers by sell-
ing fake documentation. In addition, local police often fear reprisals from
criminal gangs, so they find it easier to deny knowledge of trafficking.

GLOBAL TRENDS

Trafficking is a problem that affects almost every country in the world.
Generally, the flow of trafficking is from less developed countries to indus-
trialized nations or toward neighboring countries with marginally higher
standards of living. Internal trafficking within countries is often from rural
to urban areas or to tourist resorts. Since human trafficking is a hidden crim-
inal enterprise, there are no precise statistics on the extent of the problem,
and estimates are not reliable.

The U.S. Government estimates that between 600,000 and 800,000 peo-
ple are trafficked across borders each year. If trafficking within countries
is included in the total world figures, official U.S. estimates are that 2 to
4 million people are trafficked annually. However, there are even higher
estimates ranging 4 to 27 million, including forced or bonded laborers. The
International Labor Office estimates that there are some 12.3 million victims
of forced labor at any given time. Of these victims, 80 percent are women
and some 50 percent are under 18 years old. The U.S. Government Account-
ability Office (GAQO), however, released a report in 2006, casting doubt on
the methodology and reliability of the official U.S. Government figures. It
concluded that the “U.S. government has not yet established an effective
mechanism for estimating the number of victims or for conducting ongoing
analysis of trafficking related data that resides within various government
agencies.”” Figures provided by other governments and international orga-
nizations are unlikely to be any more accurate.

MAJOR SOURCE, TRANSIT, AND DESTINATION
COUNTRIES?

The largest number of victims trafficked internationally are believed to
come from Asia. The former Soviet Union and southeastern Europe are
growing sources of trafficking for prostitution and the sex industry. Many
people are also trafficked to Eastern Europe. Other main source regions
include Latin America, the Caribbean, and Africa. Most victims are sent to
Asia, the Middle East, Western Europe, and North America. They usually
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end up in large cities, vacation and tourist areas, or near military bases,
where the demand is highest.

Asia remains a major source and destination region for victims of traffick-
ing. Among the major countries of origin are China, Thailand, Bangladesh,
Cambodia, India, Laos, Burma, Nepal, Pakistan, the Philippines, and Viet-
nam. Thailand is both a major source and destination country. Japan, Israel,
and Turkey are significant destination countries for victims trafficked from
Southeast Asia and the Commonwealth of Independent States.’

The largest source region of trafficking victims is Southeast Asia, according
to the Department of State. The growth of sex tourism in this region is
one of the main contributing factors. Large-scale child prostitution occurs
in many countries. Thailand, Cambodia, and the Philippines are popular
travel destinations for “sex tourists” from Europe, North America, Japan,
and Australia. Japan is considered the largest market for Asian women
trafficked for sex. Victims are believed to come mainly from the Philippines
and Southeast Asia. Victims are also trafficked to Taiwan, Malaysia, Hong
Kong, and Thailand. Cross-border trafficking is prevalent in the Mekong
region of Thailand, Burma, Laos, Cambodia, Vietnam, and the Southern
Yunan province of China. Vietnamese women are trafficked to China and
Cambodia. According to various sources, hundreds of thousands of foreign
women and children have been sold into the Thai sex industry since 1990,
with most coming from Burma, southern China, Laos, and Vietnam. East
Asia, especially Japan, is a destination for trafficked women from Russia
and Eastern Europe. Victims from Southeast Asia, especially China, Burma,
the Philippines, Thailand, Cambodia, and Vietnam, are also sent to Western
Europe, the United States, Australia, and the Middle East.

South Asia is also a primary source region for trafficking victims according
to the State Department. The low status of women in some societies and the
growth of sex tourism contribute significantly to trafficking in this region.
Sri Lanka and India are among the favored destinations of sex tourists from
other parts of the world. Bangladesh and Nepal, the poorest countries in the
region, are the main source countries. India and Pakistan are key destination
countries. The total number of Nepalese working as prostitutes in India is
believed to be in the tens of thousands. Thousands of women and children
from Bangladesh are trafficked to Pakistan each year. Also, according to
Amnesty International, Afghan women have been sold into prostitution in
Pakistan. Thousands of Nepalese women and children are believed to be
trafficked for prostitution to the Asia Pacific region, especially Hong Kong.
Bangladeshi women and children have been trafficked to the Middle East in
large numbers over the last 20 years. India is a source, transit, and destination
country, receiving women and children from Bangladesh, Nepal, Bhutan, Sri
Lanka, and Pakistan and sending victims to Europe and the Middle East.

Australia has been a prime source of sex tourists in Asia but is also one
of the countries that have done most to end the practice. The Australian
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government has developed stringent laws that give authorities extraterrito-
rial jurisdiction over crimes committed abroad by Australian citizens.!® The
Philippines, Thailand, South Korea, Sri Lanka, and Hong Kong are some
of the primary Asian destinations for organized sex tours. Indonesia and
Taiwan are secondary destinations.

The former Soviet Union and Central and Eastern Europe have replaced
Asia as the main source of women trafficked to Western Europe. Vic-
tims come from Russia, Ukraine, Belarus, Moldova, and several Central
and southeastern European countries, especially Albania, Bulgaria, Roma-
nia, and Lithuania. The main destination countries are Belgium, Germany,
Greece, Italy, and the Netherlands.!! Western European countries are also
destination points for victims from other parts of the world, including Africa,
Latin America, and Southeast Asia. In addition, several Central and East-
ern European countries are reported to be source, receiving, and transit
countries.

Since the economic and political turmoil after the collapse of the Soviet
Union, trafficking from the region has escalated from a minor problem
before 1991 into a major international concern. Most Russian and Eastern
European victims are believed to be sent to Western European countries. A
substantial number are also sent to the Middle and Far East (especially Japan
and Thailand). Many wind up in the United States or Canada.!? During the
conflicts in Bosnia and Kosovo, traffickers found new opportunities in the
former Yugoslavia and the Balkans.!3

The sexual exploitation of women and children in the Middle East usually
involves importing women from other regions. Women and children, mostly
from Asia, are trafficked as domestics, prostitutes, or brides to the Middle
East. Domestic workers are not protected under labor laws in many coun-
tries of the Middle East and North Africa, which makes them especially vul-
nerable to abuse. Some countries do little to punish traffickers. At the same
time, trafficked women in the region risk punishment for illegal prostitution.
Women from the former Soviet Union are sent to Israel. According to the
Israel Women’s Network, at any given time, an estimated 3,000 women,
traded for prostitution, are in Israel. Hundreds of women from Russia
and the former Soviet Union are brought reportedly to Israel by well-
organized criminal groups.'*

Countries of Latin America and the Caribbean are reported primarily as
countries for trafficking victims, although many serve as transit and desti-
nation countries. The largest number of victims is trafficked from Brazil,
Colombia, the Dominican Republic, Guatemala, and Mexico. The principal
destinations are North America and Europe.!® Tens of thousands of Latin
American and Caribbean women and children are believed to be trafficked
for sexual exploitation each year.'® Impoverished children are particularly
vulnerable to trafficking for prostitution. The Central American countries
and Mexico are also transit countries for trafficking to the United States.
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The presence of sex tourists from Europe, North America, and Australia has
significantly contributed to the trafficking of women and children. A grow-
ing number of sex tourists are going to Latin America, partly as a result of
recent restrictions placed on sex tourism in Thailand, Sri Lanka, and other
Asian countries. Favored sex tourism destinations are Brazil, Argentina, the
Dominican Republic, Mexico, Honduras, Costa Rica, and Trinidad and
Tobago.

Africa is a source region of women, especially for individuals trafficked
to Western Europe and the Middle East. Western Africa is also believed
to be a major destination region. Victims are trafficked to Nigeria, Gabon,
Ghana, and South Africa.!” Principal source countries are believed to include
Nigeria, Benin, Ghana, and Morocco.

The United States is primarily a destination country. As many as 17,500
people are trafficked to the United States each year, according to recent State
Department estimates.'® Most come from Southeast Asia and the former
Soviet Union. About half of those are forced into sweatshop labor and
domestic servitude. The rest are forced into prostitution and the sex industry
or, in the case of young children, kidnapped and sold for adoption. While
many victims come willingly, they are not aware of the terms and conditions
that they will face. Women trafficked to the United States most often wind
up in the larger cities in New York, Florida, North Carolina, California,
and Hawaii. But the problem is also migrating to smaller cities and suburbs.
Russian crime groups are said to have become actively involved in trafficking
and the sex industry in the United States in the 1990s.!” The United States
is also the major destination country for young children kidnapped and
trafficked for adoption by childless couples unwilling to wait for a child
through legitimate adoption procedures and agencies. The largest source
country is Mexico. Mexican children are also kidnapped and trafficked to
the United States for child prostitution.

U.S. EFFORTS TO COMBAT INTERNATIONAL
TRAFFICKING

Before 2000, U.S. laws were widely believed to be inadequate to deal
with trafficking in women and children or to protect and assist victims.
Substantial antitrafficking legislation and programs have been implemented
since 2000 with the hope of significantly improving the situation. The human
trafficking problem gained attention in the United States and worldwide in
the late 1990s. It was addressed as a priority by Congress, as well as the
Clinton and Bush administrations. As part of former President Bill Clinton’s
announced International Crime Control Strategy, an interagency working
group was set up to address international crime implications of trafficking.
On March 11, 1998, President Clinton issued a directive establishing a U.S.
Government antitrafficking strategy of prevention, protection and support
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for victims, and prosecution of traffickers. The strategy had strong domestic
and international policy components.

The Department of State sponsored the creation of a database on U.S. and
international legislation on trafficking. An Interagency Council on Women
formed by the Clinton administration established a senior governmental
working group on trafficking. The council sponsored a meeting of govern-
mental and nongovernmental representatives from source countries, transit
countries, destination countries, and international organizations to call at-
tention to the trafficking issue and to develop strategies for combating the
problem. The Clinton administration worked with Congress on what it con-
sidered urgently needed legislation to fight trafficking at home and abroad,
building on its framework of prevention, protection, and prosecution to
strengthen tools available for the fight and to help advance U.S. policy on
trafficking in other countries. The administration also urged the enactment
of legislation to encourage and support strong action by foreign governments
and to help the work of nongovernmental organizations in this area.

Several bills were introduced in the 106th Congress on human trafficking.
H.R. 3244 was introduced by Representative Christopher Smith (R-NJ) on
November 8, 1999. A similar bill was sponsored in the Senate by Senator
Sam Brownback (R-KS). In conference, the bills were combined with the
Violence against Women Act of 2000 and repackaged as the Victims of
Trafficking and Violence Protection Act of 2000, along with miscellaneous
anticrime and antiterrorism provisions. President Clinton signed the bill into
law on October 28, 2000 (P.L. 106-386).

The Bush administration and Congress continued the antitrafficking effort
with strong bipartisan support. Attorney General John Ashcroft announced
in March 2001 that the fight against trafficking would be a top priority for
the administration and that U.S. law enforcement agencies, including the FBI,
the Immigration and Naturalization Service, and the Justice Department’s
Civil Rights Division, would cooperate closely to upgrade their efforts to
combat trafficking. The Justice Department also announced new guidelines
for Federal prosecutors to pursue trafficking cases.?’ The State Department
issued its first congressionally mandated report on worldwide trafficking in
July 2001.

On January 24, 2002, the U.S. Attorney General announced the imple-
mentation of a special “T” visa, as called for in P.L.106-386, for victims
of trafficking in the United States who cooperate with law enforcement offi-
cials. Under the statute, victims who cooperate with law enforcement against
their traffickers and would be likely to suffer severe harm if returned to their
home countries may be granted permission to stay in the United States. After
3 years in T status, the victims are eligible to apply for permanent residency
and for nonimmigrant status for their spouses and children.?! On February
13, 2002, President George W. Bush signed an executive order establishing
the Interagency Task Force to Monitor and Combat Trafficking in Persons.
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The task force is charged with strengthening coordination among key agen-
cies and identifying what more needs to be done to protect potential victims,
punish traffickers, and prevent future trafficking.

In 2003, Congress approved the Trafficking Victims Protection Reautho-
rization Act of 2003. The President signed the act into law on December 19,
2003 (P.L. 108-193). The act authorized substantial increases in funding for
antitrafficking programs in fiscal years 2004 and 2005 (over $100 million
for each fiscal year). P.L. 108-193 refined and expanded on the minimum
standards for the elimination of trafficking that governments must meet and
placed on such governments the responsibility to provide the information
and data by which their compliance with the standards could be judged.
The legislation created a special watch list of countries that the Secretary of
State determined to require special scrutiny in the coming year.

The Trafficking Victims Protection Reauthorization Act of 2005 (P.L.
109-164) was introduced in the House of Representatives on February 17,
2005, by Representative Christopher Smith (R-NJ) and nine cosponsors
to authorize appropriations for fiscal years 2006 and 2007 and to close
loopholes in previous antitrafficking legislation. Among other things, the
bill has provisions to increase U.S. assistance to foreign trafficking victims in
the United States, including access to legal counsel and better information on
programs to aid victims. It addresses the special needs of child victims, as well
as the plight of Americans trafficked within the United States. The bill directs
relevant U.S. Government agencies to develop antitrafficking strategies for
postconflict situations and humanitarian emergencies abroad. It seeks to
extend U.S. criminal jurisdiction over government personnel and contractors
who are involved in acts of trafficking abroad while doing work for the
government. It addresses the problem of peacekeepers and aid workers who
are complicit in trafficking. The bill was passed by the House and Senate in
December 2005 and signed into law by the President on January 10, 2006.

On June 5, 2006, the State Department issued its sixth annual report on
human trafficking, as mandated by P.L.106—386, P.L. 108-193, and P.L.
109-164.22 The report reviews recent trends in the fight against trafficking
and rates countries according to whether they meet minimum standards
with regard to their antitrafficking commitment and policies.?® Secretary
of State Condoleezza Rice introduced the latest report, stressing that the
U.S. commitment to ending human trafficking is part of President Bush’s
National Security Strategy. She also indicated that it was a key component
of U.S. “transformational diplomacy.”

THE INTERNATIONAL RESPONSE

Human trafficking has gained prominent international attention in the
past decade. Individual governments and international organizations have
taken significant steps to address it. A number of countries have passed
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comprehensive legislation and launched programs to fight traffickers and
save their victims, and the United States has been in the forefront of these
efforts. In addition to clamping down on trafficking to and within the United
States, the Federal Government and Congress have initiated programs to as-
sist other countries in fighting trafficking. In response to congressional direc-
tive, the report also summarizes actions taken by international organizations
to fight trafficking and especially to stop trafficking and sexual exploitation
by peacekeepers and humanitarian aid workers. The organizations involved
include the United Nations (UN), the North Atlantic Treaty Organization,
and the Organization for Security and Co-operation in Europe (OSCE).

The United States and the European Union (EU) agreed on a joint initiative
to combat trafficking in November 1997.2* U.S. and EU officials met in Lux-
embourg to launch a jointly funded initiative against trafficking in women
from Russia and Eastern Europe. It is primarily an information campaign
and an education program for law enforcement, customs, and consular of-
ficials to heighten awareness of the problem. Pilot projects were launched
in Poland by the EU and in Ukraine by the United States. The United States
initiated bilateral cooperation programs in a number of countries.

In 2002, the Council of the European Union took a major step in the fight
against human trafficking, reaching agreement on a broad new framework
decision. The decision sought to strengthen police and judicial cooperation
and to harmonize the laws and policies of member states in areas such
as criminalization, penalties, sanctions, aggravating circumstances, jurisdic-
tion, and extradition.

At the OSCE summit meeting in Istanbul in November 1999, leaders of the
55 OSCE member states agreed to make combating trafficking in the OSCE
area (where some 200,000 people are trafficked annually) a priority issue.
A follow-up meeting on trafficking was held in Vienna on June 19, 2000.
The participating states agreed on steps to increase their efforts and better
coordinate actions to fight the problem. The OSCE sponsored a conference
in Bangkok in June 2002 to deal with the trafficking issues. Speaking at
the conference, Helga Konrad, who heads the OSCE task force on human
trafficking, said that the approach taken to date to fight trafficking has
failed. She argued that closer collaboration between source and destination
countries was vital.?’

The international community began meeting in 1999 to draft a Protocol
to Prevent, Suppress, and Punish Trafficking in Persons, especially Women
and Children in conjunction with the UN Convention Against Transnational
Organized Crime. The United States, along with Argentina, introduced the
draft protocol in January 1999. Negotiations were concluded in 2000 on a
revised draft. On November 15, 2000, the UN General Assembly adopted
the Convention on Transnational Crime, including the Protocol on Traf-
ficking. The Convention and Protocols, formally signed in Palermo, Italy, in
December 2000, were designed to enable countries to work together more
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closely against criminals engaged in cross-border crimes. The United States
signed the UN Protocol on Trafficking in December 2000 and ratified and
became party to it on December 3, 20035, following Senate advice and con-
sent on October 7, 2005. At present, 94 countries are party to the protocol.
The United States is party to two other international agreements that have
been adopted to address aspects of trafficking in children. The International
Labor Organization Convention 182, concerning the Prohibition and Im-
mediate Action for the Elimination of the Worst Forms of Child Labor, was
ratified by the United States in December 1999.2¢ The Protocol to the Con-
vention on the Rights of the Child on Sale of Children, Child Prostitution,
and Child Pornography was signed by the United States in July 2000 and
ratified in December 2002. In January 2002, the protocol went into force,
having been signed by 88 countries and ratified by 16.%”

INDIVIDUAL COUNTRY PROGRESS IN 2006

The State Department’s June 2006 Trafficking in Persons (TIP) Report is
more comprehensive than in previous years, focusing on 158 countries. In
addition to the 149 countries that are ranked, the report discusses trafficking
in 9 “special case” countries where sufficient information was not available
to provide a ranking. The number of countries covered has grown steadily
over the past 6 years. In addition to Tiers 1 through 3, there is a fourth
category of countries, the “Tier 2 Watch-list.” The Department of State is
required to issue an interim report on how these countries are performing
by February 2007 in advance of the 2007 TIP Report. Ambassador John
Miller has indicated that the Watch-list is an effective tool, with many of
the countries on the list improving their performance. The report includes
information about law enforcement efforts in other countries and U.S. efforts
to prosecute traffickers and help victims.

P.L. 106-386 subjects to sanctions those countries listed in Tier 3 (be-
ginning with the 2003 State Department report), including termination of
nonhumanitarian, non-trade-related assistance, and loss of U.S. support for
loans from international financial institutions. Sanctions may be imposed if
such countries have not improved their performance by the date by which
the President is required to make a determination (within 90 days from the
release of the report).?

The report acknowledges the progress made by countries against traf-
ficking. However, the report is critical of many governments and law en-
forcement agencies for placing too much emphasis on whether a person’s
movement across borders is coerced or voluntary in deciding who is a traf-
ficking victim. Too often, movement by victims is voluntary, in search of
better opportunities. The report emphasizes that moving to a new location
is incidental and that the defining element of trafficking is the force, fraud,
or coercion against the victim to provide or continue service to a “master.”
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Also, some governments are thought to rely too heavily on victims of traf-
ficking coming forward and identifying themselves. The reality, according
to the report, is that most victims are afraid to identify themselves to law en-
forcement officials on first contact. Therefore, it stresses that governments
need to put in place other ways to identify trafficking victims, including
through extensive interviews and counseling.

The priority placed on stemming illegal immigration in many countries
has often resulted in treatment of trafficking cases as a problem of illegal
immigration, thus treating victims as criminals. When police raid brothels,
women are often detained and punished, subjected to human rights abuses
in jail, and swiftly deported. Few steps have been taken to provide support,
health care, or access to justice. Few victims dare testify against the traf-
fickers or those who hold them, fearing retribution for themselves and their
families, as most governments do not offer stays of deportation or adequate
protection for witnesses.

In the TIP Report, countries are ranked in four groups. Countries not
included are either not seen as having a significant trafficking problem as
source, transit, or destination countries (meaning more than 100 cases per
year) or there is insufficient information about their role. Tier 1 is made up of
countries deemed to have a serious trafficking problem but fully complying
with the minimum standards for eliminating trafficking. Tier 2 includes
countries not fully complying with those standards, but that are seen as
making “significant efforts to bring themselves into compliance.” A Tier
2 Watch-list was added as a category in 2004 to flag countries that are
on the border between Tier 2 and Tier 3. P.L. 108-193 requires that the
Department of State issue an interim report on how these countries are
performing by February 2007, in advance of the 2007 TIP Report.>’

In Tier 3 are those countries not fully complying with standards and not
making significant efforts to do so. These countries are subject to possible
U.S. sanctions if they have not improved their performance within 90 days
after being placed on Tier 3, although the President has authority to waive
the sanctions.

Twenty-six countries are included in the group of best performing coun-
tries (Tier 1). Five countries were moved up to Tier 1, including Finland,
Ireland, Malawi, Singapore, and Switzerland. Ireland was previously un-
ranked; the others had been in Tier 2. In addition, the Czech Republic,
Nepal, and Portugal were moved down to Tier 2 from their previous place-
ment in Tier 1 in 2005.3°

The largest group of countries is placed in Tier 2, implying that they have
not done enough to fight trafficking but are making a serious effort. A total
of 79 countries are included on this list, up from 77 in 2005. Twenty-four
countries are new from 2005. Of these, three were moved down from Tier
1, three were previously unranked, and the rest moved up.3! The Tier 2
Watch-list is made up of 32 countries. All except seven are new to the list
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from 20035. Fifteen were moved down from Tier 2. Seven were moved up
from Tier 3. Three of the countries were previously unranked.

The list of worst performing countries includes 12 countries (down from
14 in 2005), of which 6 are new: Belize, Iran, Laos, Syria, Uzbekistan, and
Zimbabwe. Moved up from Tier 3 were eight countries: Bolivia, Cambodia,
Ecuador, Jamaica, Kuwait, Qatar, Togo, and the United Arab Emirates.
Ecuador was moved to Tier 2; the rest were placed on the Tier 2 Watch-
list.>> A number of these countries are on the list for their failure to address
forced labor among foreign migrant workers. From the 2005 Tier 3 list,
Burma, Cuba, North Korea, Saudi Arabia, Sudan, and Venezuela remain on
Tier 3 in the June 2006 TIP Report.

PROSPECTS

The issue of how success can be measured in the fight against human
trafficking and the adequacy of legislation and policies implemented to date
remains unresolved. So far, few reliable indicators have been identified.
Despite the heightened attention, significant legislation, and extensive pro-
grams to combat human trafficking since 2000, there is disagreement over
how much progress has been achieved. The new estimates of numbers of
trafficking victims in the United States seem considerably lower than some
of the previous estimates. Whether these figures reflect the success of U.S.
policies and programs or more accurate data gathering is unclear. Hard
evidence with regard to the results of the more vigorous international cam-
paign against trafficking is also lacking. Worldwide estimates of the numbers
of victims seemingly have not changed much, when cross-border trafficking
and trafficking within countries are taken together. The estimated number of
victims remains very high. By comparison, the number of traffickers prose-
cuted and victims helped is still very low.3? The 2006 GAO report concluded
that U.S. Government efforts to combat trafficking have been hampered by
the lack of a coordinated strategy and the absence of performance measures
by which to judge the impact of its antitrafficking programs abroad.

Most experts agree that extensive international cooperation is required to
stop international trafficking. Differing perspectives on what constitutes traf-
ficking could make international cooperation more difficult. Both “carrots”
and “sticks” may be needed to influence the policies of other governments,
including financial and technical assistance, as well as shining a light on
poor performance and the threat of sanctions. According to U.S. officials,
the threat of sanctions has induced some governments to do more to curb
trafficking. In other cases, sanctions have not proven an effective tool. The
disinterest and even complicity of some governments in trafficking remains
a problem.

In the aftermath of the terrorist attacks on the United States on September
11,2001, there was some concern that momentum might be lost in the battle
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to counter human trafficking, given the new and more urgent priorities for
resources and personnel. The concern has diminished in light of continued
governmental and congressional focus on the problem. However, there is
still some question about whether the requirements for homeland security
and the war on terror might limit financial, law enforcement, and judicial
resources from other efforts, including the campaign against human traf-
ficking. Some observers also wonder if the U.S. need for support in the war
on terror from certain governments will make it more difficult to pressure
those governments if their antitrafficking efforts are inadequate. Alternately,
enhanced homeland security, border tightening, and greater visa regulation
and scrutiny may have a positive effect in making human trafficking and
other crimes carried out across borders more difficult and risky.
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CHAPTER 4

Addressing the Nuclear
Smuggling Threat

David Smigielski

In the decade following the collapse of the Soviet Union and end of the Cold
War, the focus of America’s nuclear anxiety began to shift. No longer pri-
marily concerned with the threat of a massive Soviet nuclear strike, American
policymakers grew increasingly troubled by the lack of security surrounding
nuclear materials within the former Soviet Union. As the 1990s progressed,
reports of fissile material missing from formerly top secret nuclear cities—
coupled with the very public breakdown of the Russian military and reports
of tens of thousands of Russian nuclear scientists going for months with-
out pay—fed Western concerns that the formerly traceable Soviet nuclear
threat had developed into something much more insidious. The primary fear
of policymakers—global thermonuclear war between the superpowers—has
been replaced by a fear of rogue regimes and terrorist groups becoming
nuclear players via the illicit transfer of nuclear materials, technology, and
expertise.

As the threat has grown, and especially in light of the September 2001 ter-
rorist attacks on New York City and Washington DC, the United States and
its allies have taken substantial steps toward addressing the threat posed by
nuclear smuggling. U.S. policy, specifically the Cooperative Threat Reduc-
tion (CTR) Program, has understandably focused on what Senator Joseph
Biden termed Russia’s “candy store of nuclear arms.”! Future antismuggling
efforts, however, must look beyond the former Soviet Union, while at the
same time taking lessons from our experiences to date.
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NUCLEAR SMUGGLING IN A NUTSHELL

To gain a clearer understanding of the threat posed by nuclear smuggling,
and how to counter it, one must first gain a better understanding of the types
of materials that pose the greatest risk. Both state and terrorist groups have
actively, but unsuccessfully, sought out a complete nuclear bomb. When
unable to do so, a state would likely attempt to acquire the fissile material,
industrial capability, and expertise necessary to build its own indigenous
nuclear device. Nonstate or terrorist groups, on the other hand, would
likely seek out nuclear materials and know-how for other reasons, such
as the production of low-tech radiological weapons (that is, the so-called
dirty bombs). Ultimately, the goal of the end user and the types of material
available dictate the nature of the smuggling threat. There are four general
categories of “merchandise” that would be most valuable on the nuclear
black market: complete nuclear weapons, raw nuclear materials, nuclear
components and technology, and nuclear know-how.

Complete Nuclear Weapons

To the aspiring nuclear state or would-be nuclear terrorist, the successful
theft of a working nuclear weapon remains the Holy Grail of nuclear smug-
gling. For states that lack the necessary infrastructure and knowledge base
to produce an indigenous nuclear weapon,? obtaining a handful of already
built nuclear bombs is likely seen as a one-way ticket to increased influence,
respect, and power. Although there have been no confirmed transfers of
complete weapons to third parties, reports of various nations attempting to
buy such devices continue to surface from time to time. During the 1980s, for
example, Libyan leader Muammar Qadhafi reportedly offered the Chinese
government nearly a billion dollars for a small number of nuclear weapons,
an offer Beijing declined.’

Transnational terrorist groups such as al Qaeda also seem to recognize the
benefit of purchasing a complete nuclear device via the black market, perhaps
even more so than the more traditional rogue state. By their nature, nonstate
actors lack even the territory upon which to develop a nuclear weapon of
their own, making purchasing someone else’s weapon imperative.

There is a notable history of attempts by terrorist groups to obtain nuclear
weapons, and Chechnya is often cited as one of the more likely locales
through which al Qaeda might obtain nuclear materials. In October 19935,
the Russian extremist newspaper Zavtra published an article claiming that
Chechen rebels had managed to obtain two tactical nuclear weapons. These
reports were never confirmed, and the paper’s editors later retracted the
story claiming that it had been fed to them in an attempt to increase the
political leverage of Chechen leaders.*

In August 1999, Yossef Bodansky, an American author, analyst, and
head of the Congressional Task Force on Terrorism and Non-Conventional
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Warfare, claimed that he had been told by Middle East and Russian sources
that Osama bin Laden had “a few of the ex-Soviet ‘suitcase’ bombs® acquired
through the Chechens.”® Two months later, in October 1999, Bodansky told
the Moscow daily Komsomolskaya Pravda that bin Laden had obtained
20 tactical nuclear warheads and was attempting to buy “nuclear suitcases”
from Kazakhstan. The Kazakh government denied Bodansky’s claim and
stated that all Russian nuclear weapons had been removed from Kazakh
territory in 1995 in accordance with the Strategic Arms Reduction Talks
I treaty.” That same month, Bodansky claimed that bin Laden had pur-
chased suitcase nuclear weapons using “$30 million in cash and two tons
of Afghan heroin.”® Bodansky’s statements are best taken with a grain of
salt; his sources have never been confirmed and his claims remain in doubt.
In addition, one could argue that if al Qaeda had indeed obtained a nuclear
device in 1999, then it would have been used by now.

While a loose nuclear weapon in the wrong hands may provoke the most
concern and have the most serious consequences, it is also the most unlikely
smuggling event. Nuclear bombs are a nuclear power’s most important
commodity and will likely be guarded as such (this does not, however,
preclude acts of insider theft by rogue technicians). The result is a smuggling
market in which the most valued merchandise is largely unattainable.

Raw Nuclear Materials

Due to the problems associated with stealing and smuggling a complete
nuclear bomb, the majority of smuggling efforts to date appear to have
focused on comparatively easier to obtain raw nuclear materials, such as ura-
nium and plutonium. The creation of weapons-grade fissile material is a com-
plex process requiring sophisticated refinement and separation procedures.’
It is estimated that there are 1,000 metric tons of enriched uranium (that is,
uranium that contains at least 20 percent U-235) and 160 tons of weapons-
grade plutonium in Russia alone.'® A would-be nuclear power may find it
more practical simply to purchase weapons-grade nuclear material on the
black market.

There is strong evidence to indicate that highly enriched uranium and
plutonium have been the focus of concerted—although not always well-
thought-out—smuggling operations. In August 1994, German authorities
arrested two Spanish nationals and a Colombian for the attempted sale of
350 grams of Pu-239 that had been stolen from the Institute of Physics
and Power Engineering in Obninsk, Russia. The intended recipient was
never identified.!’ That fall, an Iraqi middleman attempted to purchase
27 kilograms of U-238 for an Iranian buyer. The smuggler was arrested in
Moscow. In December 1997, International Atomic Energy Agency (IAEA)
officials inspected the Vekua Physics and Technology Institute in the break-
away Georgian region of Abkhazia. There they found 2 kilograms of highly
enriched uranium missing. The uranium was never recovered.
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At first glance, these incidents are alarming—and certainly headline grab-
bing; however, it appears that the majority of attempts at smuggling nuclear
material involve “radioactive junk—materials that might pose environmen-
tal hazards but are useless in constructing fission weapons.”!? In 1992, for
example, Swedish authorities intercepted a shipment of copper contami-
nated with radioactive cobalt-60, which is dangerous as waste but likely
unusable as a weapon.

Additionally, the amount of weapons-grade material necessary to build
a nuclear device must be taken into consideration. Although the official
amounts are classified, it has been estimated that at least 56 kilograms of
U-235 are needed to build a crude nuclear device while at least 4 kilograms
of Pu-239 are required for the same purpose.!®> This information is note-
worthy when one reviews the amounts of smuggled U-235 that have been
intercepted by authorities. Most have involved less than 10 kilograms of
U-235, well short of the amount needed to construct a bomb. The intercep-
tion of similar amounts of plutonium is slightly more troubling (considering
the small amount a nuclear bomb requires) until one considers that plu-
tonium is highly toxic and exceptionally dangerous to handle outside of
laboratory conditions. It seems likely that smuggling a sufficient amount
of weapons-grade plutonium would be a fatal endeavor for the average—
frequently amateur—nuclear black marketeer.

This is not to say that nonfissile materials are harmless. While obtaining
enough of the appropriate fissile material to construct a nuclear bomb is
extremely difficult, constructing a dirty bomb—radioactive material placed
in a conventional bomb to contaminate the target—is relatively simple.
A dirty bomb, however, would not be a mass casualty weapon (beyond
those occurring as a direct result of the conventional explosion) and would
certainly not be considered a weapon of mass destruction. In his March 2002
testimony before the Senate Committee on Foreign Relations, the president
of the Federation of American Scientists, Dr. Henry Kelly, stated:

While radiological attacks would result in some deaths, they would not result
in the hundreds of thousands of fatalities that could be caused by a crude
nuclear device. Attacks could contaminate large urban areas with radiation
levels that exceed . .. health and toxic material guidelines [and] would require
prompt evacuation and create terror in large communities even if radiation
casualties were low.!*

It is for that reason radiological weapons have been popularly described
as weapons of mass disruption and may appeal to the terrorist group looking
to sow confusion and panic. To date, only one known use of a possible dirty
bomb has occurred: In November 1995, Chechen rebels placed an explosive
device laced with radioactive cesium-137 in a Moscow park. The device was
found and disarmed before it could be detonated.'’
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Compared to a fission bomb, the likelihood of a dirty bomb being con-
structed and used is much greater simply due to the availability of raw
materials and the ease with which such a device could be constructed. Non-
weapons-grade civilian nuclear materials are in widespread use throughout
the world—so widespread, in fact, that unknowing bystanders have occa-
sionally stumbled upon radioactive material in public (nonsecure) locations.
In 1987, scavengers in Goiania, Brazil, found an abandoned radiation ther-
apy unit and gained access to the cesium-137 powder inside. The cesium
spread throughout the city, killing 4, contaminating hundreds, and forcing
the razing of 85 houses.'® More recently, a group of hunters in the former
Soviet republic of Georgia became seriously ill when they found a Soviet-era
battery containing highly radioactive strontium-90. Batteries such as this
were used throughout the Soviet Union to power remote scientific stations.
It is unknown just how many remain within Russia.!” The fact that casualty
levels in these incidents were relatively low may be of some comfort; how-
ever, these incidents illustrate the potential danger that non-weapons-grade
nuclear material poses.

Nuclear Components and Technology

Building a nuclear device is a complicated technological task requiring
not only fissile material but also precision components such as detonators
and timers. The production of the bomb components themselves requires
advanced, specialized machine tools and computer-aided design and man-
ufacturing techniques (many of which are subject to international export
restrictions). All of this makes the indigenous production of a nuclear de-
vice expensive and difficult. Many would-be nuclear powers simply lack
the technological base necessary to support a domestic nuclear program.
Therefore, purchasing already made weapons components or off-the-shelf
manufacturing equipment becomes necessary for nations wishing to “skip a
step” in the development of their nuclear arsenal.

There are numerous examples of states attempting to smuggle nuclear
components. In early 1990, British authorities arrested four people attempt-
ing to smuggle nuclear warhead detonation capacitors into Iraq. Baghdad,
for its part, claimed they were part of a university laser project.'® In 1994,
Pakistan attempted to smuggle preformed tubes used in gas centrifuges (nec-
essary for enriching uranium) from Germany under the guise of ballpoint
pen bodies. "’

Nuclear Know-How

The successful manufacture of any sort of nuclear device is not simply a
matter of obtaining the required components and material. For a would-be
nuclear state or terrorist group, technicians with suitable knowledge in
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nuclear physics, fissile material, and bomb production are vital. Some na-
tions, such as Iran, already have some degree of the expertise necessary to
develop nuclear weapons. For those states and nonstate actors who do not,
it is necessary to import the expertise from abroad.

After the collapse of the Soviet Union, significant concern was attached
to the plight of scientists within the Russian nuclear community. Once the
elite of Russian academic and technological society, nuclear scientists in the
aftermath of the Soviet collapse suffered from some of the lowest salaries in
Russia—by some reports earning as little as $50 a month.?® The predominant
fear in the West was that these experts would be lured to rogue states with
promises of payment for their expertise.

The legitimacy of the brain-drain threat, however, is unclear. Save for a
few anecdotal rumors regarding a handful of Russian scientists moving to
Iran or North Korea, there does not appear to have been the mass exodus
of nuclear technicians many had expected and feared. While it is difficult,
if not impossible, to determine accurately why the mass brain drain from
Russia has not occurred, national pride has likely been one factor in the
equation. That said, the danger posed by the illicit transfer of information
and knowledge continues to cause concern in the West.

COMBATING NUCLEAR SMUGGLING

The most comprehensive U.S. effort aimed at preventing nuclear smug-
gling, the Cooperative Threat Reduction Program, offers insight and lessons
for future antismuggling programs. In the case of the former Soviet
Union, U.S. policymakers recognized the smuggling threat early. Created
by Congress in November 1991, the Nunn-Lugar Cooperative Threat Re-
duction Program grew out of concerns that the Russian government lacked
the necessary resources to maintain adequate security around its nuclear ar-
senal and infrastructure. The initial CTR legislation (Public Law 102-228)
allowed for up to $400 million in Department of Defense (DOD) funding
to assist in, among other things, the

safe and secure storage of fissile material ... preventing the proliferation of
weapons of mass destruction (as well as their components) ... preventing
diversion of weapons-related NIS [Newly Independent States, i.e., the former
Soviet Union] scientific expertise to terrorist groups or third countries.?!

Instead of responding to the results of nuclear smuggling after the fact,
CTR aimed to counter smuggling at the source. By eliminating weapons-
grade nuclear material and technology, helping to shore up existing (or, in
some cases, nonexistent) Russian security measures, and providing alternate
avenues of employment for Russian nuclear scientists, CTR hoped to make
smuggling more difficult by removing the merchandise from the market.
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Within a few years of its inception, CTR expanded to include six Fed-
eral agencies. The DOD CTR programs focused on securing fissile mate-
rial, specifically from dismantled Russian nuclear warheads, and so-called
quick fix solutions, such as improved fencing and detection and surveillance
equipment for nuclear weapon storage facilities. DOD funds were used to
construct the Mayak Fissile Material Storage Facility, a modern, high secu-
rity facility in southern Russia designed to store securely the material from
approximately 12,500 dismantled warheads.??

The Department of Energy (DOE) Material Protection, Control, and Ac-
counting program was designed to shore up security at Russian nuclear
facilities, as well as to assist in the “blend-down” of highly enriched ura-
nium into non-weapons-grade, low-enriched uranium. In addition, DOE
agreed to assist in the elimination of 34 tons of weapons-grade Russian
plutonium and aid Russian efforts to convert its weapons-grade reactors
to “proliferation proof” (that is, non-plutonium-producing) nuclear power
reactors.

The DOE Nuclear Cities Initiative was designed to prevent the outflow of
Russian nuclear scientists by converting Russia’s nuclear cities into civilian
industrial sites to provide employment for nuclear scientists and technicians.
DOE also funded the Second Line of Defense program aimed at enhancing
export control regimes in Russia and training and equipping Russian border
guards to detect more easily attempts at nuclear smuggling.

Department of State efforts included providing grants to Russian weapons
scientists to prevent their recruitment by foreign governments, as well as
efforts to enhance border security. State Department funds purchased radi-
ation detection vans for use in Russia and Poland, and radiation detection
equipment to prevent nuclear smuggling across the Georgian border.?

U.S. Customs Service, Coast Guard, and Federal Bureau of Investigation
involvement in CTR included the training of foreign border guards, and
efforts to shore up the capabilities of foreign governments to prevent nuclear
smuggling.**

INTERAGENCY COOPERATION: MAKING IT ALL WORK?

The CTR program serves as an example of just how contentious and frag-
ile interagency operations can be and provides clues to potential problems
in future U.S. antismuggling efforts.

In typical Washington fashion, CTR’s problems were budgetary. While
the initial funding for CTR came from the Department of Defense, diver-
gent priorities among the players—DOD and the Departments of State and
Energy—resulted in the dispersion of the CTR program and its funding to at
least three different agencies. In an attempt to guarantee some sort of parity
among CTR’s main parties, an interagency working group was established
within the National Security Council to determine where CTR priorities
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lay. As time went on, the differences in opinion between agencies grew.
DOD remained focused on the elimination of Russia’s offensive strategic
nuclear weapons and the denuclearization of the former Soviet republics
with weapons still on their soil. DOE was more concerned with safeguard-
ing stockpiles of weapons-grade material in the former Soviet republics.
Dispersing CTR funding was seen as a way to achieve parity between the
agencies involved in the program.

This so-called balkanization of the CTR program ultimately backfired. A
May 2002 General Accounting Office report was highly critical of the coor-
dination and planning of U.S. antismuggling efforts, concluding that with no
single agency coordinating efforts, the disparate agencies have “implemented
their programs without coordinating their efforts.”?’ This lack of coordi-
nation resulted in redundant programs, both between agencies and within
agencies, a failure to set program priorities, and inaccurate assessments of
recipient country’s needs. There is evidence that CTR’s balkanization forced
multiple American agencies, all with differing priorities, to negotiate sepa-
rate agreements with foreign agencies. On occasion, these agreements have
come into conflict, adding further confusion to the CTR program.2®

LOOKING BEYOND CTR AND THE FORMER
SOVIET UNION

For all of its flaws, CTR’s overall success in eliminating, albeit slowly, the
amount of nuclear material in the former Soviet Union—in effect gradually
shutting down Russia’s nuclear candy store—make it an obvious model for
future preventative programs. But there are lessons to be learned from CTR’s
implementation.

Lesson One: Antismuggling Efforts Must Be Unified under a Single Com-
mand. While it might be true that the scattering of nuclear security programs
allowed for more effective lobbying on behalf of threat reduction as a whole
(that is, six agencies lobbying for funding are better than one), the lack
of a cohesive implementation policy led to interagency and international
confusion. Future programs need clear leadership at the White House level,
possibly to include a nuclear security czar to bring disparate agencies to-
gether, guarantee cohesive policies, and avoid redundancy.

Lesson Two: Look beyond a Single Country. While the focus of American
antismuggling efforts to date has been on the former Soviet Union, there are
other, equally serious potential threats in other parts of the world. In the fall
of 2001, reports began to surface of al Qaeda operatives contacting Pakistani
nuclear scientists, many of whom accepted offers to work in Afghanistan
only if the Pakistani government approved their deal.?” It seems unlikely
that such approval would be forthcoming, considering Pakistani relations
with the United States. Four years ago, Italian officials broke up a smuggling
ring that had managed to obtain a highly enriched uranium fuel rod stolen
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from the Triga nuclear reactor in Kinshasa, Democratic Republic of Congo.
A journalist who visited the site reported “rusted gates, fastened by a simple
padlock, leading to the reactor.” The journalist was able to get past the two
guards by simply signing her name in a guest book.?® As if to highlight the
problem, in July 2002, TAEA officials reported a second fuel rod had gone
missing from the same reactor in Kinshasa. The director of the reactor has
admitted that security is “minimal.”?’

Lesson Three: It’s Not All about Fissile Material. The threat posed by
fissile material and nuclear bombs should not overshadow the threat from
nonfissile nuclear material. As the incidents in Georgia and Brazil indi-
cated, medical and scientific radioactive waste can have substantial destruc-
tive power, although not in the ways traditionally associated with nuclear
weapons. A conventional bomb laced with cesium-137 or strontium-90 has
the potential to contaminate a large area. By one account, such a device
detonated in New York City would contaminate tens of square miles and
require the demolition of numerous structures, resulting in potentially tril-
lion dollar losses.?® In fiscal year 2002, DOE earmarked $25 million to
study the threat posed by dirty bombs as part of its Second Line of Defense
Program; however, the fiscal year 2003 budget request for the same program
fell to $16 million.3' The dirty bomb threat requires greater attention and
a greater emphasis by policymakers on the threat posed by civilian nuclear
materials.

Nuclear smuggling poses a unique challenge to American policymakers
and institutions. Addressing the threat requires a rational understanding of
the problem, leadership at the political level, and the implementation of a
clear, unified, and flexible set of policies. Only then will the United States be
able to address adequately the nuclear smuggling threat.
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CHAPTER 5

Transnational Crime and Small
Arms Trafficking and
Proliferation

Boris O. Saavedra

This chapter provides an overview of the different stages of the complex
process of small arms and light weapons (SALW) proliferation today. Its
main objective is to provide policymakers and analysts with a template illus-
trating the different pathways associated with small arms and light weapons
proliferation and its relationship with transnational criminal activities, its
direct effect in mortality and morbidity, health hazards, crime and punish-
ment, human rights violations, and violation of international humanitarian
law.

The chapter sketches a picture of the globalized system and its impact in
small arms and light weapons production and transfers through a variety of
circuits. The primary circuit includes mostly legal or licit transfer between
producing firms and domestic and international clients. Nevertheless, in the
globalized system, the circulation of arms within these complex systems can
still represent a proliferation concern depending on the effectiveness of the
legal and political framework of national and international controls.

GLOBALIZATION AND SMALL ARMS PROLIFERATION

Globalization is a multidimensional phenomenon: Information technolo-
gies, along with a variety of other technologies, are developing rapidly and
spreading widely. Trade is expanding globally, as is the flow of private capi-
tal and investment. Interdependencies are growing in all aspects of our lives.
These developments create real possibilities to achieve economic prosperity,
spread political freedom, and promote peace. Yet they are also producing
powerful forces of social fragmentation, creating critical vulnerabilities, and
sowing the seeds of violence and conflict. Economic crises extend across
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state borders and are producing global hardships. All of these are aspects
of what is commonly referred to as globalization, and all have important
security implications.!

Many different aspects of globalization now combine to increase the dan-
gers of a variety of transnational threats from weapons proliferation, cy-
ber attacks, ethnic violence, global crime, drug trafficking, environmental
degradation, and the spread of infectious diseases. Armed violence carried
out primarily with small arms is a major contributing factor that has led to
increasing poverty and human insecurity. Cheap, portable, and readily avail-
able small arms are the weapons of choice in gang violence, organized crime,
civil war, or interstate conflict. Their widespread availability can threaten
the welfare and stability of communities, states, and regions.

Discussion of the small arms crisis and the role played by globalization
in the dispersal of weapons often begins with deliberate focus on mea-
sures to improve state regulatory functions. But similar to other sectors,
the state is weakening in relation to the supply and demand of small arms.
In other words, weak states are increasingly incapable of restraining sales
and entry of firearm surplus, and the receiving states are less capable of
controlling their effects. Countries with problems of governance due to the
lack of institutions provide inadequate protection and surveillance over their
inventory.

Globalization has contributed to a reduction of restrictions on the inter-
national movement of almost all goods and services, including stockpiled
and newly produced small arms. The global expansion of markets and trade
has taken place in parallel with a reduction in state capacity to maintain
regulatory and oversight functions over their borders. In addition, there are
new intermediaries who are able to conduct transactions in diverse and dy-
namic business environments, circumvent national regulations, and arrange
for rapid financial transfer and shipment of goods anywhere in the world.
Arms dealers are able to exploit existing overcapacity of arms production in
producer states and large surpluses as a result of downsizing that result in
deliberate stockpiling in weaker states.

Finally, resources that sustain war economies are tied to the global econ-
omy. Where some see economies weakened by armed conflict, criminal ac-
tors are ripe for the trafficking of arms, money laundering, abundant and
cheap labor, and endless possibilities for exploitation.

MORTALITY AND MORBIDITY

On average, 300,000 intentional firearm deaths occur each year as a
direct result of armed conflict. An additional 200,000 intentional firearm
deaths occur in countries ordinarily classified as peaceful. Firearms are the
most lethal instruments of suicide: 93 percent of attempts are completed
successfully with firearms as compared with 30 percent using other means.?
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The incidence of armed violence disproportionately affects the poorer
countries of the Third World. Experts have typically focused on a combina-
tion of factors: social and economic exclusion, competition over economic
resources, rent-seeking and grievances; the erosion or absence of democracy
and the institutions of governance; and the lack of respect for international
norms. On the other hand, observers have emphasized the socialization of
violence among males and the culture of violence nurtured by patriarchal
societies. While there has not been a proliferation of conflicts in the last
decade, there has been a proportional rise in regionalized internal conflict.
Light weapons have been the only weapon used in approximately 95 percent
of the 49 regional conflicts started since 1990.% Civilian deaths are known
to stay steady and even rise in post-conflict situations, largely because the
boundaries between war and peace, as between war and crime, tend to be
blurred and SALW play an important role.

HEALTH HAZARDS

Death and injury resulting from firearms have been classified simulta-
neously as a scourge, epidemic, and a preventable disease. The medical
community’s efforts to recast the problem as a measurable public health
issue amendable to medical intervention, as well as identifying new and
emergent threats, has greatly contributed to sensitizing the international
community.

The implications of firearm injury at the local and individual level are
profound. The costs extend to treatment, medication, physiotherapy, and
counseling: loans and informal credit; the closure of businesses and reposi-
tioning of assets; and long-term, even permanent, psychosocial trauma and
marginalization. The indirect effects of SALW on health, while not captured
in the statistics, relate to the diminishment of the quality of life of individuals
and entire communities.

CRIME AND PUNISHMENT

Controlling arms-related violence through appropriate legislation and ac-
tion is part of a state’s inherent obligation to ensure and protect human
rights. With the declining control over stockpiles and inventories and the
desire to generate much-needed foreign exchange, the preferred tools of
criminals are more readily available than ever before. In response, citizens
are increasingly resorting to other forms of protection. Fear of crime and
violence has led to fortress-like communities that are emblematic of the
widening divide between the haves and have-nots and a militarized men-
tality in communities.* Those who cannot afford protected castles and the
commodification of their security are forced to organize their self-defense
outside legal parameters.
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The emergence of privatized security firms follows. Depending on the
region, private security firms have had a grip on the provision of public
safety that amounts to a monopoly for the past 50 to 200 years. The tools
of violence have been transferred from the public to the private domain.
Since the early 1990s, private security has come to represent a lucrative
growth industry, with significant numbers of corporations and states re-
lying on contracted or in-house services, rather than public policing. This
emerging private service has been viewed as threatening to democratic and
judicial institutions as they prioritize the profit-motive over the public good
of communities.

In some cases, particularly among developing countries, criminal elements
are better equipped and armed than state military and police apparatus. The
increased economic potency and international networks developed by orga-
nized crime, coupled with the new space afforded by expanding markets and
rapidly moving capitals, have permitted underground or shadow economies
to flourish.

HUMAN RIGHTS

The humanitarian discussion of the impact of SALW revolves around
two overlapping areas: first, the violation of international humanitar-
ian law resulting from legal, grey, or clandestine shipments to particular
regimes; and second, the violation of international humanitarian law and
the human rights of civilians and humanitarian personnel during armed
conflict.

The first perspective—advanced by certain like-minded states, interna-
tional human rights organizations, and nongovernmental organizations
(NGOs) actively pursuing demilitarization—highlights the importance of
supply-side controls on producer and exporting states to regimes abusing
human rights. It takes the view that states that distribute to regions in conflict
are, by either commission, omission, or sheer neglect, accessories to com-
mitted abuses. If the abuses rise to the level of war crimes, even perpetrators
of genocide argue that the major exporting states have the moral obliga-
tion to impose restrictions on licensing arrangements and sales to abusive
regimes.

The second approach—favored by enlightened United Nations (UN)
donors, the International Committee of the Red Cross, and major inter-
national relief agencies—seeks to heighten international awareness and ac-
tively respond to the impact of armed violence on noncombatants. Agencies
are alarmed that civilians and humanitarian and development personnel are
increasingly the primary target of attack. For this and other reasons, increas-
ing hostage-taking, banditry, and violent theft is common in the aftermath
of conflict. Consequently, demands for protection have risen to the top of
the humanitarian agenda.
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INTERNATIONAL ORGANIZATIONS AND SMALL
ARMS CONTROL

The problem of small arms trafficking, proliferation, and misuse have a
long history. However, it was not until the end of the Cold War that these
issues emerged on the international agenda. In the early 1990s, increased
attention was focused on the ways in which the proliferation and misuse
of small and light weapons contributed to the incidence of armed conflicts,
violent death, and massive human rights abuses. The UN is particularly well
positioned to address one of the most dangerous and important aspects of
the small arms trafficking. The first UN General Assembly resolution on
arms transfer was adopted in 1988. This resolution resulted in a voluntary
UN Register of Conventional Arms, which was established in 1992. But
only 92 governments submitted data in 1997, and it is estimated that nearly
all transfers of listed systems were reported by the exporting or importing
country or both.

The 2001 UN conference on illicit trade in SALW—with the participation
of member states, many international and regional organizations, and about
120 NGOs—put these issues on the international agenda and widened the
discussion of small arms issues beyond the arms control perspective. Never-
theless, many participants were aware of the compromises and weaknesses
in the final Program of Action (POA) on SALW. While governments and
NGOs have committed more resources than ever before to develop small
arms policy and initiatives, and though states are working unilaterally, bi-
laterally, regionally, and globally on small arms illicit trafficking, action
in this area remains at times ad hoc and unfocused. The POA does not
satisfactorily address some of the key human rights, humanitarian, devel-
opmental, or crime prevention dimensions of the problems associated with
SALW.

The weaknesses in the POA developed by the 2001 UN conference make it
difficult to discern a coordinated approach. There has been little discussion
as to how implementing the steps outlined in the POA will be monitored.
Moreover, because the program of action is not a legally binding treaty but
rather a declaration of intent by states, there are no punitive measures if
states do nothing about small arms. Nevertheless, all the states have a legal
obligation under Article 41 of the UN Charter to abide by arms embargoes
enacted by the Security Council, which in recent years focused increased at-
tention and resources on the issue of arms embargoes and their enforcement
as reflected in the special investigations undertaken to assess the effective-
ness of the embargoes imposed on Rwanda and the National Union for the
Total Independence of Angola.

In the preparation for the 2001 UN conference on SALW, there was a
relatively intense process of international meetings and regional initiatives
during the period, which contributed to the overall negotiation process. The
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Inter-American Convention against the Illicit Manufacturing and Trafficking
in Firearms, Ammunition, and Explosives and Other Related Materials and
associated Inter-American Drug Abuse Control Commission Model Regu-
lations had already been agreed in 1997 and 1998, respectively. In Africa,
the Economic Community of Western African States (ECOWAS) morato-
rium was signed in October 1998 after 2 years of discussions. The Southern
African Development Community (SADC) countries developed a Southern
Africa Regional Action Program on Light Arms and Illicit Arms Trafficking
in Conventional Arms (1997), a Code of Conduct on Arms Exports (1998),
and a Joint Action on Small Arms (1999). During the lead-up to the 2001
UN SALW conference, development of regional initiatives intensified. For
instance, the Organisation for Security and Co-operation in Europe (OSCE),
Organization of African Union, and the European Union (EU) developed to-
gether their program of action on SALW in December 2000, to which the
Brazilian Declaration of Latin American and Caribbean States agreed on
November 24, 2000.

Importantly, a parallel international process had been launched, under
the auspices of the UN Economic and Social Council. This led to an agree-
ment on a UN Convention against Transnational Organized Crime in De-
cember 2000 and, in spring 2001, to the adoption of a protocol to the
conventional dealing with illicit firearms manufacturing and trafficking.
The UN Firearms Protocol was the first instrument on small arms to be
agreed upon at the global level. Having finally received sufficient ratifi-
cations by signatory states, the UN Firearms Protocol came into force in
July 2005.

There are many regional initiatives and agreements that address aspects
of the SALW problem and other substantial international agreements, par-
ticularly the UN Firearms Protocol. The development of the POA was fa-
cilitated by the regional initiatives taken by the Organization of American
States (OAS), OSCE, SADC, ECOWAS, EU, Nairobi Initiative States (East-
ern Africa), and others before 2001. It is firmly established that the POA
sets minimum global standards; regional agreements should be consistent
with it and seek to promote implementation and further development of the
POA according to circumstances and opportunities.

The POA specifies certain follow-on measures. In particular, there is a
Biennial Meeting of States (BMS) that convenes every 2 years to consider
implementation of the program of action. The first and second BMS took
place in 2003 and 2005, respectively. The mechanism adopted in each con-
ference was informal consultations on the issues, a review of the progress
on implementation, which implies a broader aim of assessing progress, and
a review of the adequacy of existing commitments, and an implementation
of activities. This may lead to decisions aimed at not only promoting better
implementation but also strengthening the POA itself and setting priorities
for the next conference that will take place in 2007.
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INTERNATIONAL PROGRESS

While references in the POA to principles relating to transfer controls
remain underdeveloped, a concerted effort has nevertheless been made on
the part of both government and civil society organizations. There are three
major international processes related to transfer controls. These three initia-
tives are direct but closely linked and reinforce the UN small arms process
and POA commitments on transfer controls.

The United Kingdom (UK) government has led the Transfer Control Ini-
tiative (TCI), which sought to secure international agreement to common
standards on SALW transfers at the UN Program of Action Review Confer-
ence in 2006. Currently, the TCI focuses on working at a regional level with
governments to gather information on what transfer controls exist within
countries in order to build consensus on the need to strengthen control on
SALW transfers.

The second of the three parallel global initiatives is the Consultative Group
Process (CGP). The CGP has involved over 30 governments from different
regions, including Europe, Africa, Asia, and the Americas, as well as in-
ternational experts from NGOs and UN agencies. In late 2004, the CGP
published a chair’s report, which drew together the progress made by the
CGP in building common understanding on transfer control guidelines and
on the second aspect of the CGP’s work, restricting transfers to nonstate
actors.

The third of the current initiatives is the effort to establish an Inter-
national Arms Trade Treaty. The initiative centers upon a set of global
principles governing arms transfers that were compiled with the help of a
team of international lawyers and that codify existing state responsibilities
under international law. This initiative has the backing of over 600 civil
society organizations worldwide and is the main international objective of
the Control Arms Campaign. The governments of Tanzania and the United
Kingdom have led the process of building support for the treaty. Finland
hosted a meeting of governmental experts in 2004, and a follow-on meeting
was held in Dar es Salaam in 2005.

REGIONAL PROGRESS

The establishment of multilateral SALW transfer controls has thus far
been most successful at the regional or the subregional level. Since 2003,
the most encouraging regional progress on the issue of transfer principles
has been in Africa. The SADC Firearm Control Protocol came into force
in 2004, containing a commitment for governments to harmonize import,
export, and transit control. Also, the 11 signatory states to the Nairobi
Protocol in the Great Lakes and Horn of Africa signed the Best Practice
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Guidelines for the Import, Export, and Transit of Small Arms and Light
Weapons in 2004.

The countries of the Andean community in South America have agreed
to the Andean Plan to Prevent, Combat, and Eradicate the Illicit Trade in
SALW in All Its Aspects, which obliges states to exercise effective control
over the production, import, export, transfer, trade, brokering, marketing,
and registration of SALW.

NATIONAL PROGRESS

One hundred seven states surveyed have some legislation covering exports.
Indeed, only 54 states have conducted a review of their SALW export legis-
lation since 2001. A norm is developing for criteria-based licensing systems,
although in many countries the actual criteria used are often confidential. A
number of countries in eastern Africa are undertaking legislative review fol-
lowing the signing of the Nairobi Protocol. The different criteria standards
for operating in different regions and the lack of regional agreements in
some areas (for example, South Asia) further highlight the need for common
international standards governing arms transfers.

STATES MISUSE OF SALW

Although state misuse of SALW was not addressed by the program of
action, it is nevertheless an important and extremely relevant issue for states
to consider within the context of the UN small arms process. The misuse
of small arms by government security forces is a major source of human
rights violations and an important factor in driving the demand for SALW
on the part of civilians and other nonstate actors. Nonetheless, states have
a responsibility to use SALW in accordance with the internationally agreed
standards. These include the UN Code of Conduct for Law Enforcement
Officials (1979), the UN Basic Principles on the Use of Force and Firearms
by Law Enforcement Officials (1990), and the UN Principles on the Effec-
tive Prevention and Investigation of Extra-Legal, Arbitrary, and Summary
Executions (1998). These agreements require law enforcement officials to
“use force only when strictly necessary and to the extent required for the
performance of their duty” and require that intentional lethal use of firearms
may only be made when strictly unavoidable in order to protect life or under
exceptional circumstances including war or threat of war.

There is considerable international consensus that, when making deci-
sions on licensing transfers of SALW, states take full account of a recipient’s
record in upholding international standards for the use of SALW in law en-
forcement. In this regard, states should refuse SALW transfers if the weapons
are likely to be used to violate international human rights standards.
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RESTRICTING TRANSFERS

In recent years, the issue of SALW transfers to nonstate actors has been
one of the most controversial and debated subjects in the international arms
control arena. In 2001, a small number of states, led by the United States,
refused to accept the inclusion in the POA of a ban on such transfers,
despite strenuous counterarguments, particularly on the part of members of
the African group. Unfortunately, the absence of a consensus on the issue
has created one of the major gaps within the POA. However, the flow of
SALW to rebel groups, terrorist organizations, and similar nonstate actors
remains an urgent concern for the international community.

Strictly speaking, any transfer of arms to a nonstate actor should be au-
thorized by the exporting government and the government of the territory
where that nonstate actor is based. Failure to secure such an authorization
could mean that the supplier government is guilty of interfering in the inter-
nal affairs of another state. The focus of the international debate has thus
primarily centered upon the possible supply of arms to entities that are not
authorized by their national government as legitimate recipients of SALW.
Nonetheless, the specific prohibition on providing weapons to terrorists is
an important development that will become especially significant if the UN
adopts a definition of terrorism as has been proposed. At the most recent
meeting in Rio de Janeiro, Brazil, participants from Latin America and else-
where debated the subject at length and concluded that while a ban on
unauthorized transfer of SALW to nonstate actors would represent the best
form of agreement, some way should be found of bringing on states that do
not support a ban into an international control regime.

MANPADS

The proliferation of the man-portable air defense system (MANPADS) has
been of increasing concern to the international community, especially since
the failed attack on an Israeli passenger aircraft flying out of Mombasa in
November 2002 highlighted the threat posed to civilian aviation. Although
MANPADS is a specific subcategory of light weapons, they are being dealt
with separately from broader SALW issues in a number of international
forums.

The production of MANPADS is currently limited to a small number of
manufacturers, but the number of companies and countries manufactur-
ing them has increased since the 1980s. At present, at least 15 companies
and consortia produce MANPADS in more than 15 countries. The num-
ber of complete systems in existence is in the region of 100,000. Many
of the approximately 105 states that stockpile units experience problems
with security. At least 13 nonstate groups possess MANPADS, some of
which are considered terrorist organizations. It is estimated that of the
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approximately 1,000 Stinger missiles transferred to the Afghan mujahideen
by the Central Intelligence Agency (CIA) in the mid 1980s, between 200 and
600 were never returned to the United States. The CIA estimates that there
are from 2,000 to 6,000 units at large worldwide, after determining that at
least 4,000 of the weapons from Iraq’s prewar arsenals cannot be accounted
for.

At the Evian Summit in June 2003, the Group of Eight (G-8) countries also
expressed concern about the increasing number of MANPADS in worldwide
circulation. The G-8 committed to reduce proliferation and called on all
countries to strengthen control of their MANPADS stockpile. The G-8 states
have also agreed to implement some steps called Elements for Export Control
of MANPADS and to exchange information on national measures related
to the implementation of these steps.

There have also been a number of bilateral and national initiatives to
control MANPADS:

* In February 2005, the Russian Defense Minister Sergey Ivanov and the U.S.
Secretary of State Condoleezza Rice signed the U.S.-Russian Arrangement of
Cooperation in Enhancing Control of MANPADS.

* In May 2004, the Cambodian army destroyed its entire stock of 233 MANPADS
with the assistance of the U.S. Government.

* In May 2004, Nicaragua, which reportedly had some 2,000 surface-to-air
weapons obtained from the Soviet Union during the 1980s, announced that
it destroyed a portion of its stock (333 missiles).

¢ In February 2005, a North Atlantic Treaty Organization (NATO) Partnership
for Peace trust fund project was established to help Ukraine destroy stockpiles
of surplus ammunition and SALW, including MANPADS.

INTERNATIONAL COOPERATION AND ASSISTANCE

International assistance is an essential element to implement the POA,
and commitments to provide such assistance form a key part of Section III
of the program. Even before July 2001, a number of donors were provid-
ing important support for efforts to prevent and reduce SALW trafficking,
proliferation, and misuse. At least 22 states have provided some form of
bilateral assistance to SALW-related projects since 2001. Most of these have
provided only quite modest aid in resource terms and in a limited number of
areas. However, there are some with relatively substantial SALW programs,
adding up to the equivalent of millions of U.S. dollars annually.

Most of these are developed countries and long-established members of
the so-called donor community. But some are not. For example, Pakistan
provided specific assistance to Afghanistan, relating to disarmament of ex-
combatants. Countries such as South Africa and Thailand are emerging as
significant contributors to their neighbors. In fact, the number of developing
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and transitional states that are assisting neighbors in some way is probably
greater than indicated; they simply do not report it as bilateral aid. In prac-
tice, there is a greater scope for developing countries to provide assistance to
others in a similar situation, at least because they have intimate knowledge
of many of the challenges.

MULTILATERAL OR REGIONAL ORGANIZATION AID

A number of countries also provide resources to enable multilateral or
regional organizations to develop substantial international assistance pro-
grams in this area. Among the most significant are the UN Development
Program, UN Department for Disarmament Affairs, UN Regional Centers,
OSCE, NATO, and the Stability Pact. The EU structures involve the regular
and reliable resources of its budgets for this purpose, rather than the ad hoc
support on which most other regional and international bodies depend in
this context.

The review and examination of the development and implementation of
international assistance programs related to SALW since 2001 has identified
a number of emerging issues and themes:

ensuring scope and focus for SALW aid programs

supporting regional cooperation

learning lessons

coordinating donor issues and capabilities

* integrating SALW programs aid with other assistance programs.

ANALYSIS AND ASSESSMENT

The POA clearly remains an important framework for promoting cooper-
ation to prevent and combat illicit trafficking and uncontrolled proliferation
of SALW at all levels. However, it is similarly clear that the international
community is still far from having prevented or eradicated the illicit trade in
SALW in all its aspects. Indeed, overall it seems that the problem remains as
serious and damaging as ever. Although there has been progress in efforts
to control the availability and flows of SALW and to reduce their damaging
impact, there is little evidence to suggest any overall success so far.

The primary responsibility for preventing and reducing illicit trafficking
and proliferation of SALW, and for implementing the program of action,
continue to lie with states. Nevertheless, the problem of SALW traffick-
ing and proliferation are complex, cross-cutting, and difficult. They cannot
effectively be tackled without developing partnership, not only within the
government but also between governments, international and regional or-
ganizations, and civil society groups.
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International cooperation and assistance is an essential aspect of progress
toward implementing the POA. However, international assistance is not a
panacea in these places where international assistance plays a key role in
helping to stimulate, facilitate, and support effective use of these national
(and regional) resources. Financial and technical assistance is needed to build
capacity and to support implementation programs directly.

Also there are four major issues related to cooperation assistance to sup-
port POA implementation:

* Issues of local ownership and determination of priorities for support continue to

be prominent. In principle, each country and region should develop its own im-

plementation of the POA and then identify those areas where it needs assistance

and establish priorities.

Bilateral donor agencies and relevant international and regional donor organiza-

tions need to address problems with their own capacity to provide appropriate

assistance for all key aspects of the POA. This is partly a matter of establishing
cadres of staff with the appropriate expertise and experience with SALW-related
programming.

There is a need to take measures to mainstream SALW dimensions into more

established dimensions of international assistance, such as governance, security

sector reform, and poverty alleviation.

* There is a continuing problem with matching needs to available assistance and
with donor coordination. The immediate priority continues to be at least to
ensure effective information exchange and consultation among donors and their
partners.

CONCLUSIONS

Globalization is shaping the international proliferation and diffusion of
firearms while simultaneously creating opportunities for global interagency
action. Advances in technology, not to mention economies of scale, have
increased civilian access to weapons of high lethality and destruction. The
availability of SALW is fueling real and perceived insecurity. Partially as a
result of the growing awareness of the problem, the discursive response of
the effects of SALW has become increasingly varied, and the contours of
analysis are broadening rather than narrowing. More and more actors are
calling for a multidisciplinary and integrated approach to disarmament that
takes into consideration public health, criminology, as well as humanitarian
and international organizations.

The UN Program of Action on Small Arms remains the framework for
comprehensive international efforts to cooperate to prevent, combat, and
eradicate illicit trafficking, proliferation, and misuse of SALW. Unfortu-
nately, only a limited number of countries and regions have so far demon-
strated a sufficiently serious commitment to implementing the POA commit-
ments that they entered into in 2001.
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Indeed, arms trafficking and proliferation are not the sole or the main
cause of tensions and conflicts in this globalized world. Regulating and
controlling SALW transfers to conflict areas is just one of the potential tools
for achieving a more peaceful world.
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CHAPTER 6

Balkan Trafficking
in Historical Perspective

Esther A. Bacon

The role of early Balkan organized crime, in the form of outlaws and bandits,
is traditional. In some ways, the outlaws and bandits were the catalysts for
revolution against the Ottoman Empire and certainly were facilitators in the
formulation of the modern Balkan states. The trafficking of weapons from
one Balkan state to another! and contraband to finance support for rebels
fueled the fall of the Ottoman Empire.

The downward spiral of the Ottoman Empire was most evident about the
turn of the century when merchants began profiting without paying taxes
to the state. These opportunistic merchants, mostly of Balkan Orthodox or
Greek nationality, lived from border smuggling and legitimate trade. They
included Greek ship captains who owned a schooner or two, Serbian pig
farmers taking hogs to markets in Hungary, and Bulgarian dockside traders
who imported Russian furs. People of this kind created the revolutions that
completed the pattern of Ottoman decline.

The bandit tradition in the Balkans, along with the cooperation between
state bandits in forming the modern states, is a model that has led to mod-
ern bandits or criminals and organized crime. The term organized crime was
itself only invented in the 1920s, originally referring to smuggling activities
such as those in which armed bandits and tribes of the Balkans had previ-
ously been involved but which were increasingly being clamped down on
by state authorities (in the case of weapons) or were being newly prohibited
(such as drugs) and therefore a new commodity to be trafficked in this way.?

Rebel movements against the Ottoman Empire largely handled the smug-
gling and trafficking of illicit goods in the Balkans. The main source of
smuggling was arms merchants who supplied obsolete Russian army rifles
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that had been acquired as a consequence of the Russo-Turkish War of 1877-
1878. One of the ways contraband was smuggled over the borders is still
familiar today in the Balkans: hidden in bags of rice and tobacco carried by a
mule train. Following the World War I, Turkey and Yugoslavia were increas-
ing their supplies of morphine, heroin, and cocaine to Europe. By 1936, they
were the main suppliers of European and U.S. drug manufacturers.> From
this time forward, Turkey has been a main supplier of drugs into Western
Europe.

THE BALKAN ROUTE IN MODERN PERSPECTIVE

Modern smuggling and trafficking through the Balkans was prominent
during the era of Josip Broz Tito. Yugoslavia’s intelligence agencies and its
criminal underworld worked together in an alliance that served to commu-
nalize political society. Serbia’s mafia was established at this time because
of its control of the Balkan route* for smuggling of heroin.

The war in Yugoslavia reactivated the circuits of illicit trade in arms that
had been established during the Iran—Iraq conflict and had since fallen into
disuse, particularly after the first Gulf War.®> After the war in Bosnia and the
Western sanctions on Serbia, former Serbian President Slobodan Milosevic
profited greatly because of the ability to exploit market shortages. Smuggled
cigarettes, for example, accounted for an estimated 70 percent of domes-
tic consumption. During the wars, Milosevic carried out transfers through
banks in Greece, Cyprus, Austria, Bulgaria, and Switzerland to avoid in-
ternational economic sanctions against Yugoslavia. These bank accounts,
along with a network of front companies used by Milosevic, bought U.S.,
Russian, and Israeli military equipment for Serbia’s wars.®

Over the past decades, the Balkans became a nexus of criminal activity
in Europe. Its powerful criminal structures play a pivotal role in smuggling
illegal immigrants into the European Union (EU); the trafficking of pros-
titutes and establishment of brothels in the EU; the infiltration of untaxed
tobacco products into the EU; the transit of drugs bound for the EU; the sale
and export of weapons which have been found in the possession of illegal
organizations as far apart as northern Ireland and Angola.”

WHAT IS SMUGGLED AND TRAFFICKED

The Balkans are a clearinghouse for drugs, arms, cigarettes, and humans
in Western Europe. Some of these “items” originate in the region; others are
just transported, but all pass, in one way or another, through the Balkans.
The profits from these commodities made by organized crime are laundered
for the most part within the borders of the Balkans. Some of these profits
are linked with terrorist groups.
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It is estimated that 75 to 80 percent of drugs in Europe have been traf-
ficked through the Balkans.® The Drug Enforcement Agency (DEA) estimates
that 4,000 to 6,000 kilograms of heroin are smuggled from Afghanistan to
Western Europe every month, largely through the Balkans. With a kilogram
of heroin worth between $50,000 and $200,000 on the street, the European
traffic generates a market worth $7 billion a year, making it easily the biggest
regional industry in the Balkans. The drug is transported by land and sea,
in trucks, minibuses, and cars, as well as in speedboats and large ships that
park in international waters and transfer their illicit cargo to small vessels
such as fishing boats.

According to the DEA, cigarette smuggling in the Balkans is rivaling drug
trafficking. The center of traffic is reportedly situated in Kosovo, with probes
linking high-ranking Montenegrin officials to the rise in that marketplace
for smuggled cigarettes.” Cigarette smuggling in the region has continued
to deprive governments and local economies of millions of euros in tax
revenues. Furthermore, incomes earned from smuggling often go to finance
organized crime. In 1999, according to the World Customs Organization,
4 billion smuggled cigarettes were seized in Western Europe, many coming
from the Balkans. Indeed, 85 percent of the cigarettes in Serbia were smug-
gled in 2000. At $35,000 per load, the cost incentive for organized criminals
is high.10

Five hundred thousand illegal immigrants travel into Europe through the
Balkans a year. Of the estimated 1 million women and girls forced into pros-
titution worldwide each year, 200,000 of them are trafficked into the whole
of Europe, through the Balkans, out of Central and Eastern Europe and
the former Soviet republics. Kosovo and Bosnia Herzegovina are trafficking
destinations in the region, while Moldova, Albania, and Romania, followed
by Bulgaria, are the most significant originating countries in the Balkans and
the neighboring countries. Each country or territory is to varying degrees a
country of origin, transit, or destination.

The Ttalian police estimate 13,500 tons of arms passed through Italy
to be sold in the Balkans, especially to the Croatian army in the 1990s
when former Yugoslavia was under an arms embargo. Current estimates
are difficult to track. However, arms are flowing from Kosovo Albanians to
rebels in Macedonia.

ROUTES
Afghanistan

Afghanistan is an originating country for heroin that is smuggled through
the Balkans for Western European markets. According to United Nations
(UN) statistics, opium production increased between 1988 and 1991 by
100 percent, and between 1991 and 1999, from an estimated 2,000 tons
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to a record 4,600 tons. In 1999, Afghanistan produced 75 percent of the
global supply of opium. By 2003, it accounted for 92 percent of the global
illicit supply.'! Most recently, due to the chaos and lawless conditions in
many regions of the country, an almost record drug harvest increased 59
percent for 2006.12 Of these totals, about 20-30 percent is transported to
Europe via the Iran-Turkish route, continuing on through the Balkans to its
destination. Approximately 50 percent of drugs travel via Central Asia to
Russia and Eastern European states.

Afghanistan is the original source of most of the opiates reaching Turkey.
Afghan opiates, and also hashish, are stockpiled at storage and staging
areas in Pakistan where large quantities are assembled and then smuggled
by overland vehicles to Turkey via Iran. Multiton quantities of opiates and
hashish also are moved to coastal areas of Pakistan and Iran, where the drugs
are then loaded on ships waiting offshore. The contraband is then smuggled
to points along the Mediterranean, Aegean, or Marmara Sea coastal areas of
Turkey. Opiates and hashish also are smuggled overland from Afghanistan
via Turkmenistan, Azerbaijan, and Georgia to Turkey.

Turkey

Turkey is a transit and originating country for drugs, humans, and ciga-
rettes that travel through the Balkan route. It is also a major operating base
for international narcotic traffickers responsible for all aspects of trafficking
and refining drugs and serves as a key link to Afghanistan. Turkey is one of
the most advanced countries in the region in terms of countering illicit drug
trafficking. Turkish authorities continue to seize large amounts of heroin
and precursor chemicals, such as acetic anhydride, and to disrupt heroin
laboratory operations at various locations around the country. Precise data
on the amount of heroin and other opiates trafficked via Turkey are difficult
to determine, but the DEA estimates that trafficking operatives in Turkey
are involved in the smuggling of at least 4 to 6 tons of heroin per month.!3

Turkish-based traffickers and brokers operate directly and in conjunction
with narcotic suppliers, smugglers, transporters, laboratory operators, drug
distributors, money collectors, and money launderers in and outside Turkey.
They negotiate, arrange, finance, control, direct, and engage in the smuggling
of opiates (whether in the form of opium, morphine base, or heroin) to
Turkey and from Turkey to markets largely in Western Europe.

The precursor chemical acetic anhydride, which is used in the production
of heroin, is illegally acquired from sources in Western Europe, the Balkans,
and Russia. During the 27-month period from July 1, 1999, to September
30, 2001, over 56 metric tons of illicit acetic anhydride were seized in or
destined for Turkey. Turkish-based traffickers operate illicit laboratories, re-
fining morphine base into heroin at various locations in Turkey. Some Turk-
ish criminals operate heroin laboratories in Iran, near the Iranian-Turkish
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border. The ready availability of opiates originating from Afghanistan
and precursor chemicals from other countries enables major traffickers
in Turkey to continue to operate illicit laboratories converting morphine
base into heroin. These heroin laboratories continue to pose a problem for
law enforcement authorities and to provide Turkish-based traffickers with
heroin, enabling them to control much of the heroin marketed to Western
Europe.

Bulgaria

Bulgaria is both an originating country for arms and humans, as well as a
transit country for drugs and humans. Indeed, according to a 1995 Europol
report, Bulgarian organized crime groups established themselves particularly
in trafficking women for sexual exploitation, along with debit-card fraud
and Euro-counterfeiting.'*

Small quantities of opium poppies and cannabis are grown in Bulgaria.
Clandestine laboratories produce amphetamines, and diverted acetic anhy-
dride is transported from Bulgaria to Turkey.

According to the head of Bulgaria’s Customs Service, a total of 2 metric
tons of drugs were seized at Bulgarian border crossings between January
and November 2001. Of that amount, some 1.5 metric tons was heroin.
By comparison, 2,541 kilograms of narcotics were seized in 2000, of which
1,785 kilograms was heroin. Following a wave of killings among underworld
figures, the Sofia police began a crackdown on drug dealers and stepped up
efforts to keep street dealers away from schools.

Heroin from the Golden Crescent and Southwest Asian sources, most no-
tably from Afghanistan, remains the main illegal drug transiting Bulgaria,
though some marijuana and cocaine also transit the country. The northern
Balkan route from Turkey through Bulgaria to Romania is the most fre-
quently used overland route. Other routes go through the Former Republic
of Yugoslavia (FRY), now called Serbia and Montenegro, and the Former
Yugoslav Republic of Macedonia (Macedonia). In previous years, Bulgarian
officials have noted the transit of increasing amounts of Brazilian cocaine.
Furthermore, the trend in which precursor chemicals pass from the former
Yugoslavia through Bulgaria to Turkey has increased steadily over the past
decade.

Bulgaria is a source and transit country and, to a lesser extent, a des-
tination country for women and girls trafficked for sexual exploitation.
After narcotics trafficking, human trafficking is rated by some experts as the
second most lucrative criminal business for Bulgarian organized crime.!’
Women originating in, or transiting through, Bulgaria are most often traf-
ficked via Albania and end up in France, Spain, the Netherlands, and Greece.
Other trafficking victims are from Georgia, Ukraine, Moldova, Romania,
Russia, Lithuania, and Latvia.
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Albania

Albania is a transit country for drugs, humans, and cigarettes, as well as
an originating country for humans and arms. Albanian police claim that
approximately 10 speedboats carrying trafficked persons depart from Vlora
bay and other coastal points each night. The number of trafficked people
during the summer is reportedly between 2,500 and 3,000 a month. Many
are Kurds entering Albania from Greece.

Organized crime groups involved in the trafficking of women are located
in Tirana, Shkodra, Korca (which is the main transit city between Macedonia
and Greece), Berat, Vlora, and Fier. Trafficking of women is often closely
linked with the smuggling of drugs and arms as the routes are often the
same due to the fact that most transits are conducted via fast boats to Italy
and Greece and from there to other EU countries, such as Belgium, France,
and the Netherlands. The women are provided with false documents and
then transported out of the country. Widespread corruption has led to the
complicity of local authorities, both in Albania and Italy, who are either
involved or turn a blind eye to the level of human trafficking between the
two countries.

Albania is also one of the main transit countries for the trafficking of
women and girls from Central and Eastern Europe. Victims transiting Alba-
nia come mostly from Romania and Moldova, with smaller numbers from
Bulgaria and Ukraine. Young boys are trafficked from Albania to work as
beggars in Italy and Greece.

The main human trafficking routes into Albania follow the arms and drug
smuggling routes. These are through Romania, Serbia, and either Montene-
gro or Macedonia, from which women and girls are trafficked into Western
Europe or Greece. Different routes to move women are used, though the
main route is from the country of origin such as Moldova or Ukraine to
Serbia, Montenegro, Albania, and onto Western Europe. Shkodra is usually
the first main transit town in Albania for trafficking from Montenegro, and
Korca is the main transit city for traffic from Macedonia. Women are gen-
erally bought and sold in these cities and then sent to the ports of Durres
or Vlora, bound for Italy. Similar markets are reported to exist in Berat,
Elbasan, Durres, Fier, Tirana, and Vlora.

Organized crime groups use Albania as a transit point for drug and other
types of illicit goods due to its strategic location, weak police, and judicial
systems, as well as lax border controls. The most common illegal drugs
are heroin, cocaine, and marijuana. Heroin is typically routed through the
Balkan route of Turkey-Bulgaria-Macedonia-Albania, and from there to
Italy and Greece. Cocaine is smuggled by air from the United States and
South America, passing through Albania on its way to Western Europe.

In 2001, Albanian police arrested 353 people for drug trafficking. All
but four of them were Albanian nationals. During the same year, Albanian
authorities reportedly seized 4.5 kilograms of heroin, 266 grams of cocaine,
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6,915 kilograms of marijuana, 600 grams of cannabis seeds, 2.8 kilograms of
red poppy seeds, and 1.3 liters of methadone. The authorities also destroyed
three cannabis laboratories. According to the Albanian counternarcotics
service, police targeted larger smuggling operations in 2001, resulting in
several key arrests and the seizure of $1 million in U.S. cash.

Macedonia

Macedonia is a transit and destination country for drugs, arms, humans,
and cigarettes. It is further an originating country for refined heroin, humans,
arms, and cigarettes. Macedonia lies along one of several overland routes
used to deliver Southwest Asian heroin passing through Turkey on its way to
Western Europe. In recent years, this route has also been used to deliver high-
grade Albanian hashish to Turkey where it is often exchanged for heroin.
While limited amounts of marijuana are grown in Macedonia, the market
for it is small because it cannot compete with the higher quality, lower priced
Albanian product. Macedonia is not known to produce precursor chemicals.

The Sar Mountains north and west of Tetevo are controlled by rebel
Albanian groups (the Liberation Army of PreSevo, Medveda, and Bujanovac
in Macedonia). The destabilization caused by civil unrest and nationalist
uprisings leaves the borders porous and uncontrolled, facilitating smuggling
routes through the Tetevo region that continue to the Kosovo border. The
towns of Pec and Prizren in Western Kosovo are bases for trafficking gangs
who then move shipments west over the Albanian border, into the lawless
Tropoje area centering on the town of Bajram Curri, 6 miles west of the
Kosovo border. On the Albanian side, the Haklaj clan is dominant; on the
Kosovo side the Thaci and Haradinaj clans are allegedly central to the trade
in the Drenica and Pec areas respectively.!®

Macedonia is a transit and destination country for women and children
trafficked for prostitution from the former Soviet Union and Eastern Europe
(most notably Ukraine, Moldova, Romania, and Bulgaria). Some victims
remain in Macedonia; others are trafficked to Albania, Kosovo, or Italy.

Serbia/Montenegro

Serbia/Montenegro is a transit country for drugs, humans, and cigarettes,
and an originating country for humans and arms. FRY authorities reported
3,060 seizures in 2001, up from 2,307 in 2000. As a result of the seizures,
FRY authorities confiscated 2,350 kilograms of marijuana, 60 kilograms of
heroin, 10,435 ecstasy tablets, 590 grams of hashish, and 2.5 kilograms of
cocaine.

Montenegro. Cigarettes purchased from offshore companies and then
smuggled into the EU from Montenegro cost approximately $3.4 billion
in lost taxes in a 2-year period.'” Indeed, in the same year, 50 percent
of the Montenegrin gross domestic product was attributed to cigarette
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smuggling.'® The problem of the government sharing in the profits of crimi-
nal commerce is great for this developing area. The issue of the collusion of
government officials in criminal profiteering is a highly problematic one for
other countries wishing to render foreign development assistance.

Serbia. Milosevic’s corrupt reign in FYR abetted the Belgrade mafia in es-
tablishing control of the Balkan route for heroin with the full support of the
Yugoslav intelligence apparatus (including fake passports, assumed identi-
ties, cover stories, safe houses, and impunity). Proceeds from illicit trafficking
were deposited in Cyprus and other offshore banking centers. Smuggling in-
cluded cigarettes, arms, drugs, and humans. What remains of Milosevic’s
political-criminal network is enduring. There are no distinct statistics.

Kosovo. In the first 2 months of its operations, the Kosovo Force made
interdiction an integral part of its mission, seizing more than 600 rifles,
including 45 machineguns; 48,829 small-arms rounds; more than 1,000
antitank weapons; 2,438 antitank rounds; 658 mortar rounds; nearly 1,400
grenades and mines; and piles of support equipment such as uniforms, boots,
medical supplies, and flak jackets.'’

In September 2005, in a joint operation, UN police along with the local
Kosovo Police Service arrested three UN police officers and four foreigners
for human trafficking in northern Kosovo. The arrests came only days after
the UN Mission in Kosovo launched a toll-free help line for victims of sex-
based violence in Kosovo, including victims of human and sex trafficking.
Amnesty International claims that the presence of international peacekeepers
in Kosovo has fueled the sexual exploitation of women and encouraged
trafficking. Amnesty International has long claimed that UN and North
Atlantic Treaty Organization (NATO) troops in the region are using the
trafficked women and girls for sex and that some have been involved in
trafficking itself.

Indeed much of FRY is a transit/source and destination country for women
and girls trafficked for sexual exploitation. Victims are from Moldova, Ro-
mania, Ukraine, and Bulgaria, and largely end up in Kosovo, Bosnia, and
Albania, as well as Western Europe.

Much of the smuggling and trafficking activity in FRY is enabled by
rampant corruption. In 2001, for example, over 1,200 cases of general
police corruption resulted in termination of employment or fines.?? Due to
years of chaos and disorder, control has landed in the hands of local power
bosses who mete out justice as they see fit. The justice system is particularly
susceptible to hijacking by personal interests and lacks sufficient oversight
and accountability.

Cyprus

Cyprus has a large offshore banking sector that serves as a center for
money laundering of the proceeds of much illicit activity. It also serves as a
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broker point where dealers meet potential buyers and negotiate the purchase
of future smuggled goods. Since 1975, 37 offshore banking units and more
than 30,000 offshore companies have registered in Cyprus. After the collapse
of the Soviet Union, Cyprus was a favorite country for Russians to launder
the proceeds of arms and narcotics smuggling operations as well as to avoid
taxes. Since September 11, 2001, the country has imposed tough anti-money
laundering legislation to avoid being placed on the international anti-money
laundering blacklist.

Greece

Greece is a transit country and a destination market for drugs, humans,
and contraband cigarettes. Heroin and hashish originating in the Middle
East and Southwest Asia enter the country from Turkey, while cannabis
and other drugs from Bulgaria and Macedonia enter Greece through Al-
bania. Large shipments are smuggled into Greece in shipping containers,
on bonded TIR (Transit International Routier) trucks, in automobiles, on
trains, and in buses. Indeed, the ingenuity of the smugglers is almost bound-
less with schemes ranging from the brazen use of open trailers of narcotics to
false walls, ceilings, and floors in freight compartments packed with illegal
cigarettes. Trucks cross through the Turkish border, transit Greece, then
cross the Adriatic by ferry to Italy.

Some schemes are so convoluted that they appear to be the stuff of fiction.
For example, Turkish-refined heroin has been known to be traded for Latin
American cocaine that, in turn, transits Greece to end up in other parts of
Europe. The original cocaine has been shipped by Greek shipping concerns
from Latin America to Greece, mixed with other cargo, and then sent on
to other ports in Europe. For example, in August 2000, Greek authorities
arrested six drug traffickers in connection with Operation Link, a continuing
international maritime drug smuggling investigation that led to the arrest of
a number of Colombian drug couriers and to the seizure of over 4 tons of
cocaine.

In a similar operation the following year, in October 2001, Greek au-
thorities seized 201 kilograms of cocaine, arrested 5 Greek nationals, and
effectively dismantled a Greek-based maritime drug-smuggling organization
that was attempting to smuggle large amounts of cocaine from South Amer-
ica to Europe.

Greece is primarily a destination country and, to a lesser extent, a transit
country due to the fact that it lies in the middle of the traditional Balkan
route for trafficked women and children. Major countries of origin include
Ukraine, Russia, Bulgaria, Albania, FRY, and Romania. Women from North
Africa (Tunisia, Algeria, and Nigeria), Asia (Thailand and the Philippines),
the Middle East, and other countries, such as Moldova, Georgia, Poland,
and Kazakhstan, are also trafficked to Greece.
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Hungary

Hungary is an originating, transit, and destination country for the traf-
fic in humans. Women and girls are trafficked from Romania, Ukraine,
Moldova, Poland, Yugoslavia, and China to and through Hungary to Aus-
tria, Germany, Spain, the Netherlands, Italy, France, Switzerland, and the
United States. Men are also trafficked for forced labor through Hungary to
EU countries. The majority of them come from Iraq, Pakistan, Bangladesh,
and Afghanistan.

After Bulgaria and Romania, Hungary is the next primary transit coun-
try on the main narcotics smuggling route from Southwest Asia to West-
ern Europe. It is a destination for synthetic drugs and marijuana from the
Netherlands and heroin that passes through the Balkan route. Hungary has
also been an important transit country for the smuggling of arms, stolen art
works, and vehicles.

Italy

Italy is a transit country for drugs and humans from the Balkan route
and is a destination country for drugs and humans. While Italy is almost
legendary for its organized crime groups, foreign groups have moved to the
country and established operations under the strict tutelage of Italian crime
bosses. Albanian heroin traffickers, for example, work with members of
the Italian mafia families as transporters and suppliers of drugs. Others in-
clude Russian, Kosovar, Serbian, and Turkish organized crime groups who
have negotiated “franchise operations” or who pay “taxes” to Italian or-
ganized crime groups. The Italian mafia seems to prefer to receive arms,
narcotics, or simply cash as their profit rather than engage in human traf-
ficking themselves.

Italy is a destination and transit for trafficked men, women, and children
from Albania, Eastern Europe, the former Soviet Union, South America,
Africa, and Asia. Nigeria is the main source of women trafficked to Italy.?!
Women and girls are trafficked for prostitution, and some Chinese men are
trafficked for forced labor in industry.

Cocaine, destined for Italian and other European consumption, originates
with Colombian and (more recently) Mexican criminal groups.

In 2005, the Italian police apprehended 18,000 people on narcotics-
related offenses and seized approximately 27,000 kilograms of narcotics
including 1,168.4 kilograms of heroin, 3,714 kilograms of cocaine, 19.947
kilograms of hashish, 2,024 kilograms of marijuana, as well as 284,310
ecstasy tablets.?? The major nationalities of those arrested were Moroccan,
Tunisian, Albanian, Algerian, Nigerian, Spanish, Senegalese, and Colom-
bian.

In October 2005, the Italian police mounted an international coun-
ternarcotics sting operation that involved Spain, Argentina, France, and the
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Netherlands. The operation netted approximately 1.5 tons of cocaine and
over 120,000 ecstasy tablets and led to the arrest of 60 people. That same
month, the Italian Carabinieri broke up an international drug trafficking
network based in southern Italy and arrested 40 members of the group.

Czech Republic

The Czech Republic is an originating country for arms and a transit coun-
try for drugs originating in Turkey. Albanian organized crime reportedly
maintains warehouse operations in the country for these transit operations
that make it a critical locus for these criminal operations. The Czech Repub-
lic is also a growing money laundering center. The major organized crime
groups that utilize the country are Albanian, Nigerian, Vietnamese, and
some criminal groups of the former Soviet Union.

Heroin from the south (mostly from Turkey, moving north via the
Balkans) also transits the Czech Republic en route to Northern and West-
ern Europe. Czech authorities attribute most of this activity to Kosovar-
Albanian drug mafias. As with other drugs that transit the country, some
heroin also ends up on the streets of the Czech Republic. Cocaine and mari-
juana reach the Czech Republic, mostly in transit to Northern and Western
Europe, although some is sold to Czech residents and tourists visiting Prague.
The use of ecstasy has increased in recent years, and police are concerned that
PMA (an ecstasy-like “club drug”) and GHB (the so-called date rape drug)
have begun to appear on the Czech market. Pervatine (a Czech produced
methamphetamine) is produced in the Czech Republic, primarily for local
consumption. Czech counternarcotics police believe that Russian-speaking
and Asian gangs now control about half of the pervatine market and that
increasing amounts of the drug are now exported to neighboring countries
such as Germany and Poland.

Slovakia

Slovakia is an originating and transit country for drugs. Smuggling oc-
curs primarily from Russian and Ukraine. Russian organized crime groups
are very active in the heroin trafficking business.?® In recent years, Slovak
authorities have placed increased emphasis on the Balkan route and the
suspected Albanian criminal organizations that use it. Albanian traffickers
cooperate with criminal organizations in neighboring countries to move the
heroin to market. Albanian organized crime groups are responsible for 90
percent of all drug trafficking in Slovakia.

Slovenia

Slovenia is not a major transit or a destination country for drugs or
humans. Slovenian authorities believe that its borders with Italy, Austria,
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Hungary, and Croatia, as well as its short Adriatic coastline, make Slovenia
a relatively easy target for Albanian, Turkish, and Italian criminal organiza-
tions smuggling heroin into Western Europe via the Balkan route. Slovenia’s
main cargo port, Koper, located on the North Adriatic Sea, makes it a partic-
ularly attractive transit point for South American cocaine and North African
cannabis destined for Western Europe.

Slovenian authorities seized 198 ecstasy tablets in the first 11 months of
2004, compared with 2,536 ecstasy tablets in the first 9 months of 2003,
7,051 tablets in 2002, and 1,773 tablets in 2001. In 2004, 148.6 kilograms
of heroin was seized compared with 77.24 kilograms in 2003, 65.6 kilo-
grams of heroin in 2002, and 88.9 kilograms of heroin in 2001. In addition,
16.6 kilograms of marijuana and 4,893 cannabis plants were seized in 2004,
compared with 144.37 kilograms of marijuana seized in 2003, 1,083.8 kilo-
grams of marijuana in 2002, and 170.56 kilograms of marijuana in 2001.
In the first 11 months of 2004, 104.8 kilograms of cocaine was seized by
Slovene authorities.”*

Slovenia is a transit country for women and girls from eastern, south-
eastern, and Central Europe being trafficked to Western Europe, the United
States, and Canada. It is also a destination country for women and teenage
girls, mostly from other former Yugoslav republics, as well as from Ukraine,
Moldova, Romania, the Czech Republic, and Bulgaria.

Croatia

Croatia is a transit country for weapons and drugs (controlled by Albanian
organized crime groups) that pass primarily through the port of Rijeka. The
main drugs trafficked through the country include heroin, cocaine, hashish,
marijuana, amphetamines, LSD, and ecstasy. With an approximately 1,000
kilometer coastline (added to this number are 4,000 kilometers on its 1,001
islands), Croatia is a smuggler’s paradise for moving such contraband as
narcotics and cigarettes into Western Europe. Heroin and marijuana moving
through the country often land on the streets of the country to be sold to the
local population. Croatian officials estimate that there are approximately
12,000 heroin addicts, consuming between 400 to 500 kilograms of cut,
street-ready heroin annually.

Bosnia Herzegovina

Bosnia Herzegovina is a regional hub for narcotics transshipment. It also
serves as a transit country for drugs, humans, and cigarettes. It is both a
country of origin and destination for humans and cigarettes. Money laun-
dering, often through charity groups, has been traced to al Qaeda and other
terrorist organizations in the region.
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Years after civil war tore apart Bosnia Herzegovina, international author-
ities in Sarajevo estimate there are 5,000 trafficked women in the country at
any given time and that many are used by NATO peacekeepers and foreign
police officers. Local police are also reportedly a major clientele group for the
sex trade industry, which only serves to feed the cycle of violence and law-
lessness in the country by ensuring that the trade continues uninterrupted.?’
The International Office of Migration in Sarajevo estimates that there are
between 600 and 3,000 trafficked women in Bosnia Heregovina at any given
time.%°

In 2004, 280 criminal reports were filed for the unauthorized production,
process, and sale of drugs (a 13 percent decrease in comparison with 2003),
and 980 criminal reports for possession of drugs (a 215 percent increase in
comparison with 2003). The increase of reports for drug possession is at-
tributed to the implementation of the Federation Criminal Code, which crim-
inalized drug possession. Federation counternarcotics operations resulted in
the seizure of 34 kilograms of marijuana, 3.323 kilograms of heroin (a 50
percent increase over 2003 levels), and 1,214 ecstasy tablets (a 50 percent
increase over 2003 levels).?”

There is mounting evidence of links between, and conflict among, Bosnian
criminal elements and organized crime concerns in Russia, Albania, FRY,
Croatia, Austria, Germany, and Italy. Much of the ethnic fragmentation that
was evident among the three main groups—the Christian Croats, Christian
Serbs, and Muslim Bosnians—has continued to be played out in the criminal
underworld and is, arguably, responsible for the growth of a number of
criminal empires. Bosnia Herzegovina has 432 border crossings but only 39
of them are controlled. Moreover, border police are so underpaid—the top
salary is about $300 a month—there is an almost overwhelming temptation
to accept bribes.

THE WAY AHEAD

The U.S.-initiated Southeast European Cooperative Initiative (SECI) was
launched on December 6, 1996.2% Its objective is to enhance regional co-
operation and thereby guarantee stability among the countries of South-
eastern Europe through cooperative and transboundary solutions to shared
economic and environmental problems. Accordingly, under the auspices of
SECI, participating countries jointly seek to address relevant developmental
aspects of the region by improving information exchanges, planning multi-
state programs, and attracting private capital to complement bilateral and
multilateral sources of funding.

There are many factors that enable the growth of organized crime and
the circumstances that facilitate smuggling and trafficking in the Balkans,
such as weak governance, official corruption, ineffective customs and border
controls, displaced people, and extensive criminal activity. Corruption in the
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Balkan countries, including the corruption of border officials, law enforce-
ment officers, and political elites, only exacerbate the existing problems.

But there is hope. For instance, with sponsorship from the SECI, law
enforcement agencies in the Balkans came together in November 2000 to es-
tablish the Regional Center for Combating Transborder Crime. This center
aims to tackle the problem of organized crime and trafficking in drugs, hu-
mans, and arms in the region. There are 29 permanent liaison officers from
various member countries based in Bucharest who specialize in customs,
border policing, narcotics, contraband, and human trafficking. Individuals
from several U.S. agencies, including the DEA, Federal Bureau of Investiga-
tion, and the Department of Homeland Security (Immigration and Customs
Service) assist SECI operations. With this kind of regional and international
cooperation, the long-standing smuggling and trafficking problems of the
Balkans could begin to diminish.
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CHAPTER 7

Drug Smuggling in Central
Eurasia

Svante E. Cornell

Since the end of the Cold War and the subsequent rise of nontraditional
and often transnational security threats, the need to widen the concept of
security and to distinguish between “hard” and “soft” security threats has
been increasingly accepted by academics and policymakers alike. This evo-
lution of security threats has been especially evident in developing and post-
Communist bloc areas. Among transnational threats, the trade in illicit drugs
arguably carries the largest social, political, and economic consequences fol-
lowing terrorism. Aside from the obvious social consequences of increased
addiction problems and ensuing epidemics, the growing strength of transna-
tional organized crime in Central Eurasia has had significant implications for
the stability, security, and development of these societies. The most alarming
consequences have been through the twin relationships between organized
crime and insurgency, as well as between organized crime and politics. In
fact, both politics and insurgency in this region have become increasingly
criminalized lately, with important implications.

At its extreme, drug production and trafficking are leading sources of
financing for terrorist and insurgent organizations. The drug trade also ex-
acerbates corruption in already weak states, impairing their economic and
political functioning. Finally, though not least threatening to security, the
associated costs of drug addiction, drug-related crime, and disease, the drug
trade also threatens the fabric of societies.!

Nowhere is the damning effect of the drug trade on these multiple aspects
of security more visible than in the Central Eurasian region.>? With rapidly
increasing production of opium in war-torn Afghanistan and increasing
trafficking of heroin northward through Central Eurasia to markets in Russia
and Europe, the adverse impact of the drug trade on the wider Central
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Eurasian region is now increasingly apparent. In fact, the security of the
region can no longer be separated from the adverse impact that the drug
trade and its rising influence has had. Despite the perils associated with this
phenomenon, systematic research into the phenomenon has been relatively
scant.? Given the importance of the region to U.S. national security interests,
the adverse effect of the regional drug trade is bound to have a negative
impact on U.S. interests in Central Eurasia.

This chapter surveys the development of narcotics smuggling in Central
Eurasia. Building on an overview of smuggling patterns, the chapter focuses
on two crucial issues that make the drug trade a threat to security in the
region: the link between narcotics and terrorist/insurgent groups and the
link between narcotics and state officials.

CENTRAL ASIAN CONDITIONS

At independence, the successor states of the former Soviet Union were
particularly vulnerable to illicit smuggling activities for a number of rea-
sons. Most had either never existed before as independent states or briefly
attempted independence between the collapse of the Russian empire in 1917
and reintegration into the Soviet Union in 1920-1922. Few had a homoge-
neous population, with the norm being multiethnic populations with kinship
links across borders, including both the erstwhile Soviet administrative bor-
ders and with populations outside the Soviet Union. Hence, borders have
limited legitimacy for the population, and basic state institutions such as
border controls were either absent or grossly dysfunctional and had to be
built up from scratch. Moreover, the economic collapse that nearly all for-
mer Soviet states suffered made corruption a way of life in government
bureaucracies and a necessity to survive. These factors acted as tremen-
dous lubricants of illicit smuggling activities across the former Soviet space.
These include a multifaceted combination of consumer goods, human be-
ings, arms, materials for weapons of mass destruction, and narcotics. Since
the mid-1990s, Central Asia has emerged as a leading smuggling conduit,
especially in the context of the trade in illicit narcotics. In addition to the
typical problems of post-Soviet societies, Central Asia suffered the added
complication of being landlocked, a fact that put additional strain on its
economy.

Central Asia is characterized by the weakness of the states in the region and
their deep economic and social difficulties, which are intimately interrelated.
Before 1991, no independent state, kingdom, or emirate had existed with
the same name or similar borders as the five post-Soviet Central Asian states
that suddenly gained independence in 1991. These territorial units were cre-
ated by the Soviet central government in the 1920s, and the delineation was
plagued by arbitrary decisions, much like colonial border delimitations in
Africa and elsewhere. Topography, ethnic settlement patterns, and natural
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resources in many cases have little relation to these borders. Especially in
the Fergana Valley, which straddles southern Kyrgyzstan, northern Tajik-
istan, and eastern Uzbekistan, borders are an obstacle to transportation and
economic relations between and within countries in an area that histori-
cally constituted a single economic space. More poignantly, the border de-
limitation created economically unviable states whose component parts are
geographically isolated from one another. Numerous enclaves and small ter-
ritorial units belonging to one state but encircled by another exist, but more
crucially, topography forms a formidable impediment to the physical unity
of states, especially in Kyrgyzstan and Tajikistan. Since independence, this
has grown to be a significant impediment to trade and economic relations,
especially with the securing of borders following the Islamic insurgency of
the late 1990s.*

The absence of historical statehood and the existence of practical bound-
ary problems contributed to existential fears among Central Asian ruling
elites. The weak legitimacy of states, internally and externally, was exacer-
bated by the absence of vital state institutions at independence. These factors
contributed to making state-building and consolidation of sovereignty a pri-
mary priority for ruling elites in all countries. In turn, they eschewed deeper
regional cooperation, which was understood as a weakening of sovereignty.’
The states of Central Asia were mainly raw material producers in the So-
viet command economy and were assigned the role of cotton producers,
while traditional agriculture was downgraded. Their industrial products
were expensive, of low quality, and not in demand internationally, while
the cost-efficiency of their primary products was uncompetitive. More-
over, their integration into the world economy was complicated by their
landlockedness, as Afghanistan’s unrest prevented the restoration of tradi-
tional trade routes to South Asia and sustained economic dependence on
Russia.

Afghanistan has by contrast existed as a distinct entity for two centuries,
but its slow process of state-building was completely undone by the So-
viet invasion of 1979 and the ensuing civil war that lasted for a genera-
tion with various configurations of power.® The war led to the collapse of
Afghanistan’s infrastructure and economy and to its international isolation,
especially during the 1996-2001 Taliban government. The historical heart
of Central Asia, Afghanistan’s centrality to the political and economic fu-
ture of the entire Central Asian region became increasingly clear by the late
1990s. It was at one and the same time not only the main security threat to
the Central Asian region through its exportation of Islamic radicalism but
also the hope for Central Asia’s economic reintegration into the world econ-
omy, as transportation links through Afghanistan to Pakistan and onward
were understood to be crucial to the region’s future.

With galloping production of opium in war-torn Afghanistan and in-
creasing trafficking of heroin northward through Central Asia to markets
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in Russia and Europe, the adverse impact of the drug trade on the wider
Central Asian region is now increasingly apparent and deeply affects the
security of the region. Despite the perils associated with this phenomenon,
systematic research into the phenomenon has been relatively scant.”

DRUG TRAFFICKING ROUTES

Drug trafficking in the Central Asian and Caucasian context is normally
equated with heroin, which is increasingly the overshadowing drug in the
region. It should be noted, though, that the smuggling of other licit and illicit
commodities as well as human beings is gradually increasing in the region.
That said, this chapter focuses on the narcotics trade because of its specific
relevance to security. Opium production has skyrocketed in Afghanistan
since the mid-1990s, coupled with increasing processing of opium to heroin
inside Afghanistan’s territory, whereas earlier it was refined along the smug-
gling routes. As a result, the amount of heroin transiting Central Eurasia
is increasing in absolute terms as well as relative to other drugs. Neverthe-
less, it must be noted that cannabis products grow naturally in the regions
and are cultivated on large territories within Central Asia and the Cauca-
sus (as is ephedra), and it is also noteworthy to point out that synthetic
drugs are gradually increasing in importance across Asia and the post-Soviet
space.

While the consumption of cannabis is rampant across the region, its social
and financial implications are limited compared to the impact of heroin.
Central Asia and the Caucasus are not important producers of opium, nor
is opium refined into heroin to a significant extent as it currently stands.
Kyrgyzstan was a leading producer of licit opium in the Soviet era but has
discontinued production. In the late 1990s, a considerable proportion of
seizures of drugs were in the form of raw opium, indicating a possibility
that refining was taking place along the Kyrgyz smuggling chain. Since the
early 2000s, however, the increasing processing of opium into heroin inside
Afghanistan has been reflected in Central Asia as seizures of opium have
decreased, while seizures of heroin have increased.

Before analyzing trade routes, it is important to note the methodological
difficulties associated with obtaining exact information on trafficking. To
overcome these inherent difficulties, United Nations (UN) figures mainly
utilize seizure data to estimate trafficking flows, yet the highly varied efforts
of transit countries to fight trafficking make this methodology fundamen-
tally flawed. Turkmenistan’s refusal to report any data on seizures of the
past few years illustrates this. In general, seizure data cannot be consid-
ered informative in isolation without contrasting it with an analysis of the
corruption of state authorities and the efficiency of law enforcement. UN fig-
ures on production and consumption of drugs, then, are reliable enough to
provide a foundation from which analytical conclusions about the regional
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narcotics trade can be based. Compiled with data on corruption trends, this
chapter goes one step further to provide a valuable methodological edge in
understanding drug trafficking flows.

PRODUCTION TRENDS IN AFGHANISTAN

The year 2004 marked a major development in Afghanistan’s opium pro-
duction. While the years 2002 and 2003 could be summarized by the restora-
tion of opium production to the levels of the late 1990s, in 2004 a major
increase in production took place, estimated by the UN Office on Drugs
and Crime (UNODC) at 64 percent in terms of cultivated area to 131,000
hectares. Because of unusually unfavorable climatic conditions, however,
the yield of the opium crop (particularly in the southern areas) was low,
resulting in an increase in opium production of only 20 percent to 4,200
tons. The 2004 harvest by far surpassed the bumper crop of 1999 in terms
of cultivated land, though not surpassing it in terms of production.

The 1999 crop led to the creation of huge stockpiles, as existing trafficking
routes to consumer markets were not in a position to absorb this large
increase in production. Whether this is also the case today is unknown,
although demand is likely higher than in 1999: the stable consumption of
the Russian market is one example, as are indications of increasing export
to China.

In the 1990s, Afghan opium was mainly produced in the Nangarhar and
Helmand areas and adjacent territories, with relatively small production tak-
ing place in the northern province of Badakhshan. Production was focused in
the south and west of the country, which also reflected the main direction of
smuggling. Recent changes in patterns of opium production in Afghanistan
thus act as an initial confirmation of the switch of trafficking routes to the
north. Production in the south has gradually receded and shifted toward
the inner and northern parts of the country. The largest increases in pro-
duction are taking place in the northern parts of Afghanistan, although the
traditional producing provinces of Nangarhar and Helmand experienced a
rebound in 2004. Importantly, by 2004, all provinces of Afghanistan pro-
duced opium.

Concomitantly, the amount of opium, and therefore heroin, available in
Central Eurasia’s neighborhood has increased considerably. In Badakhshsan
and adjacent provinces, approximately 72 tons of heroin equivalent was
produced in 2004, with an additional 53 tons in the northern and 34 tons
in the northwestern provinces. About a third of Afghan heroin, or up to
160 tons, was produced in the northern half of the country, and given the
current security dynamics in the country, it is likely that the majority of these
shipments were trafficked through Central Asia as the northern route would
technically offer greater ease of movement and relatively quick distribution
along the initial rungs of the smuggling chain.
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CONSUMPTION TRENDS

Afghanistan’s opiates are consumed in an increasing number of countries
and regions. Previously, opium production in the Golden Crescent served
mainly the Iranian opium market. As Iran clamped down on opium fol-
lowing the 1979 Islamic revolution, a significant proportion of production
moved to Pakistan and subsequently into Afghanistan. This shift was pre-
ceded by Turkey’s success in eradicating opium production by the 1960s.
With this geographical shift, drug consumption markets also changed.
Afghan and Pakistani opiates were smuggled westward in ever-increasing
proportions, reaching the ever-growing Western European consumption
markets through Iran and Turkey. For a short time, even a large proportion
of heroin consumed in the United States originated in this region. This was
nevertheless replaced mainly by Mexican and Colombian opiates. Western
Europe remains a major destination for Afghan opiates, with 1.5 million
addicts consuming approximately 40 to 60 tons a year.® This is the most lu-
crative market, with heroin prices up to $100,000 per kilogram. In terms of
quantity, however, the consumption in Iran, Russia, and Pakistan is equally
important.

Afghanistan in 2004 produced approximately 420 tons of heroin equiva-
lent, and Myanmar produced approximately 40 tons (compared to 80 tons
in 2003 and 110 tons in 2000). Myanmar’s production is mainly feeding
China, Australasia, and, in minor quantities, the United States and Europe,
though the halving of production in 2004 is likely to generate important
shifts especially as Chinese consumption is concerned. The overwhelming
majority of Europe’s heroin is of Afghan origin. Over 80 percent of China’s
has been of Burmese origin and approximately 20 percent from Afghanistan.
Europe, the former Soviet Union, Iran, Pakistan, and 20 percent of China
jointly consume the lion’s part of Afghanistan’s exports, but even high esti-
mates of consumption in these countries would not exceed a need for 250
to 320 tons of heroin. In addition, small quantities of Afghan heroin are
consumed in South Asia and the Middle East.

This rudimentary analysis of the consumption of heroin in areas supplied
by Afghanistan fits well with estimates of Afghanistan’s actual opium pro-
duction. Hence, there is significant reason to believe that large stockpiles are
kept inside Afghanistan. Afghanistan simply produces more opiates than its
known consumer markets can absorb.

TRAFFICKING TRENDS

Trafficking patterns in Central Asia and the Caucasus differ. In Central
Asia, a major heroin trafficking route in and by itself, heroin trafficking
is the prevailing form of organized crime and overshadows other forms of
smuggling in terms of monetary value—though, by volume alone, smuggling
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of illicit goods is rampant in the region. In the South Caucasus, the heroin
trade constitutes one of several other significant activities, such as human
trafficking and nuclear and arms smuggling. The South Caucasus is sand-
wiched between two major trafficking routes, and sections of both traverse
the area. The amount of heroin transiting the South Caucasus is therefore
more difficult to estimate, given the lack of large seizures, as well as conflict-
ing and complex trafficking patterns.

The heroin consumed in the former Soviet Union is known to be almost
exclusively of Afghan origin and smuggled to and through Central Asia (and,
to a limited extent, from Iran to the Caucasus). This suggests that at least
80 to 100 tons of heroin is smuggled through the region. Pakistan and Iran
are clearly not supplied through Central Asia, implying 90 to 120 tons of
Afghanistan’s heroin is smuggled south. In sum, it appears logical to assume
that at the very least one third of Afghanistan’s opiates are smuggled north
and slightly over a third south and west. The only real question surrounds
the routes through which heroin transits in order to end up in Europe. The
significant seizure rates in Turkey, reports from the Balkan route, and the
involvement of ethnic Albanian communities in some Western European
countries all suggest that a substantial smuggling of heroin still takes place
through the Balkan route. Conversely, there are smatterings of reports of
heroin from Central Asia and Russia reaching the European Union (EU),
but the expected avalanche has not taken place; Russia and other newly
independent states all the way to the Baltics seem to absorb most of the
heroin smuggled through Central Asia. Only a limited portion of the heroin
transiting Central Asia reaches the EU, and no major publicized seizures in
Europe have been identified as transiting Central Asia. That said, a truck
apprehended with 50 kilograms of heroin on the Russian-Finnish border in
the summer of 2005 indicates that this route is being used for smuggling to
and possibly through Scandinavia.

THE BALKAN ROUTE VERSUS THE NORTHERN ROUTE

Although expectations of an onslaught of heroin to Europe through Rus-
sia did not materialize in the 1990s, the reverse view (that heroin remains
trafficked almost entirely through the Balkan route) is not correct, either.
Swedish police, for example, have managed to trace back—through oper-
ational cases—heroin shipments to Ukraine and from there on to Turk-
menistan. A Western police officer visiting Tajikistan, given the honor by
Russian border guards of incinerating a shipment that he estimated to be no
less than half a ton of pure white heroin, noted this shipment was packed
in common European (including Swedish, French, and Finnish) coffee pack-
ages. Subsequent investigations showed excess empty coffee packages had
been sold from a factory in Denmark to a company in Lahore, Pakistan.
Isolated incidents of heroin seizures in Scandinavia, especially Finland, have
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identified a connection to Russia. But in general, very seldom are forensic
tests of seized heroin undertaken, which implies that the specific origin of
the drug is not ascertained, thereby making assertions about the traffick-
ing patterns unclear. At present, although most heroin trafficked to Europe
follows the Balkan route, there are strong indications suggesting that the
Northern route through Central Asia is becoming prominent.

An attempt to improve these conclusions through an analysis of seizure
rates generates only limited results. Seizures in Central Asia are thought
to represent as little as 5 percent or less of total smuggling. Turkmenistan,
which reportedly seized 2 tons of heroin in 1997, has subsequently refused to
report seizures since 2000. The near total lack of reliable information from
Turkmenistan is a major problem in arriving at reliable figures. Tajikistan,
on the other hand, reports seizing an average of 4 tons of heroin a year.
Yet even in spite of the lack of information from Turkmenistan, seizure
rates indicate that Central Asia’s importance as a transit region is gradually
increasing.

Since 2001, Central Asian seizure rates of pure heroin have been larger
than those in Iran. Nevertheless, these figures do not account for the sig-
nificant seizures of morphine in Iran. While these figures do not mean that
Central Asia has eclipsed Iran and Pakistan as the primary transit corridor
for Afghanistan’s heroin, they do suggest that Central Asia’s proportion in
drug trafficking out of Afghanistan is rapidly rising. This is all the more the
case given the formidable financial resources and manpower invested by the
Iranian government on its border with Afghanistan and Pakistan, compared
with the relatively limited resources of Central Asian states.

Extrapolation from production, seizure, and consumption patterns (that
is, analysis of widely available information) leads to the conclusions that
heroin consumed in Europe is primarily smuggled through the Balkan route
but a gradually increasing proportion reaches Europe through Central Asia,
the Caucasus, Russia, and Ukraine, perhaps up to a quarter of the total.

SPECIFICS OF THE NORTHERN ROUTES

Breaking this estimate down into more exact information on the individual
countries of the region is more complicated. In fact, Central Asia’s five
states are a leading example of the unreliability of analysis built on officially
documented seizure rates. Based solely on these official figures, it would
appear that only Tajikistan is heavily used by traffickers. Indeed, seizure
rates in Tajikistan display the establishment of a continuous and alarming
rate of drug trafficking in the country.

Whereas the weakness and relative openness of Tajikistan after its civil
war have brought attention and publicity to that country’s problems with
drug trafficking, very little hard evidence is available on what is the other
most likely major artery of the Central Asian drug trade: Turkmenistan.
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While seizures of narcotics skyrocketed in all other countries of Central
Asia in 1995-2001, the numbers in Turkmenistan actually dropped from 2
tons in 1997 to 180 kilograms in 2000.” This has raised significant suspicion
among analysts watching the regional drug trade. Even the United Nations
diplomatically noted that “it seems surprising that drug traffickers were not
making use of these links.”'® The UN backed this conclusion by citing the
fact that Turkmenistan was the only Central Asian country that bordered
both Afghanistan and Iran and that enjoyed political relations with both
the Taliban and the Northern Alliance—and it also had established com-
mercial relations with the Taliban-controlled regions of Afghanistan. This
UNODC analysis assumes that seizure figures provide an indication of the
actual amount of drugs being smuggled through a country. In the case of
Turkmenistan, one of the most closed societies in Eurasia comparable to
North Korea, seizures are not likely to give much indication of what is re-
ally going on in the country. In fact, accusations of high-level penetration of
the Turkmen state by drug trafficking networks abound.

This implies that an analysis of drug trafficking routes in Central Asia
is impossible without taking qualitative factors into account. These include
the relationship to the patterns of production in Afghanistan; drug use and
Human Immunodeficiency Virus (HIV) epidemics in the region; assessments
of actors in organized crime in the countries; information from available
investigated trafficking cases; appraisals of the counternarcotics capacities
of the regional states; and accounting for the level of criminal infiltration
into state authorities and the endemic corruption in each country.

PRODUCTION AND CONSUMPTION

As already indicated, one important indication of evolving trafficking
patterns is geographical (that is, provincial) changes in Afghan opium pro-
duction. The general move to northern provinces has already been noted.
Afghanistan’s opium production has traditionally taken place in the vicinity
of neighboring countries through which the drugs are then trafficked (for
example, production within the Nangarhar has traditionally been trafficked
through Pakistan’s North-West Frontier Province, and Helmand produc-
tion normally transits through Pakistani Baluchistan or directly into Iranian
Sistan-Baluchistan). Likewise, production in Badakhshan is assumed to be
trafficked almost exclusively through Tajikistan, although some shipments
may now be trafficked through the Wakhan corridor to China. However, in
the past 2 years, the diversification of supply inside Afghanistan has made
it difficult to extrapolate directly (and solely) from production areas. One
important factor is the very rapid increase, albeit from low levels of produc-
tion, in Afghanistan’s northwestern provinces. This increase of production
near Turkmenistan’s border could signify a move of production closer to ex-
port markets, minimizing the risk of seizures inside Afghanistan. Production
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TABLE 7.1
Estimates of Drug Users in Central Asia
Registered Prevalence

Country Users, 2003 UNODC Estimate, 2002 Rate (%)
Kazakhstan 50,000 165,000-185,000 1.1
Kyrgyzstan 5,600 80,000-100,000 1.8
Tajikistan 8,800 45,000-55,000 0.85
Turkmenistan N/A N/A N/A
Uzbekistan 21,300 65,000-90,000 0.3

figures alone nevertheless continue to lend credence to the domination of
Tajikistan as a primary artery for Afghan opiates.

A second indication of trafficking routes is the emerging patterns in drug
addiction. As the historic experience of Pakistan and Iran reveal, domestic
drug use often acts as a natural reflection of a country as a transit state.
This nevertheless depends on the type of trafficking taking place. Highly
organized trafficking in large shipments, especially if taking place in collusion
with officialdom, has less risk of leading to large spread of drug use among
the local population.

On the other hand, small-scale disorganized smuggling making use of
local couriers, often paid in kind rather than in cash, usually leads to a
large and rapid spread of drug use in transit areas. Finally, economic factors
are of importance, too: higher living standards imply a larger potential
benefit from selling drugs locally. In Central Asia, the weak state authorities
make statistics on drug use and HIV unreliable. Turkmenistan claims not
to have an HIV problem, though anecdotal evidence indicates widespread
drug addiction (including the injection of drugs) in the country. Other states
of the region do cooperate with international organizations on these issues,
but the stigma surrounding drug use and HIV has led to remaining problems
in estimating the true size of the epidemic. A UNODC Rapid Assessment
survey in 2000-2002 was the first estimate of drug use that went beyond
depending on officially registered users (see Table 7.1).

The information in Table 7.1 is clearly a rough estimate. As Kairat Os-
monaliev notes, it likely overstates drug abuse in Kyrgyzstan and possibly
also in Kazakhstan, while understating it in Tajikistan and Uzbekistan.!!
Figures nevertheless show alarming increases in drug users and HIV cases
in all republics. Given the absence of data from Turkmenistan, the only
real conclusion that can be drawn from the consumption statistics is that
Uzbekistan appears to be only a secondary trafficking route and that the
most likely origin of most heroin smuggled to Kyrgyzstan and Kazakhstan
is Tajikistan. As only limited guidance is available from known data on
consumption, a short overview of the regional countries is in order.
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Tajikistan

Proximity to production areas, ethnic ties with Afghanistan, and seizure
rates all testify to the leading role Tajikistan plays as a drug trafficking
route. The relative openness of the country due to the weakness of state
institutions and authorities, and its dependence on international support,
are major factors in allowing external access to a wealth of information on
the country.

Tajikistan is also the country in the region with the most significant inter-
national drug control presence. It conceived a Drug Control Agency (DCA)
in 1999, for which it gained UNODC funding (provided mainly by the
United States). The agency now employs 360 personnel and has the status
of a law enforcement agency. Moreover, the Russian 201st motorized rifle
division, tasked to guard large sections of the Afghan-Tajik border, is a main
player in countering the drug trade in the region. Although these institutions
have made inroads in stemming the drug trade, both institutions are riddled
with internal problems. The Drug Control Agency has been widely lauded
in the West as an honest and corruption-free institution. Nevertheless, the
appointment of General Ghafor Mirzoyev as head of the DCA in January
2004 led to significant concern. A warlord during the civil war, it is strongly
believed that his great personal wealth was accumulated from involvement
in the drug trade in the mid-1990s. Mirzoyev’s appointment led to a collapse
of morale in the DCA and seizures dwindled. His subsequent dismissal and
arrest in August 2004 may have alleviated the problem, but his appointment
stands as a dangerous precedent that questions the Tajik leadership’s true
commitment to drug control. At the very least, it shows that internationally
funded drug control is a tool in the domestic politics of the country. Sec-
ondly, the Russian military may be instrumental in seizing large quantities
of heroin, but the Russian military’s involvement in the drug trade is widely
recognized and has of late been publicly acknowledged.!?

In desperately poor Tajikistan, great wealth is ostentatiously displayed
in the construction of palaces belonging to government ministers and other
members of the ruling elite in the capital as well as the provinces. These
physical reminders of the corruption and criminalization of the country’s
elite are compounded by a wealth of information implicating leading figures
in the heroin industry. As for the Russian military and the Tajik political
elite, the question is whether involvement in the drug trade is evidence of
corruption or systematic collusion. Indeed, Tajikistan is permeated by the
heroin trade, a fact that is made all the more blatant given the lack of other
sources of income in the country.

Turkmenistan

In the late 1990s, Turkmenistan was a leading country in the seizure of
drugs of Afghan origin. Heroin seizures peaked at nearly 2 metric tons in



Drug Smuggling in Central Eurasia 105

1997, by far the largest amount seized in Central Asia at the time. Similarly,
4.6 tons of opium were seized in 1999.13 Hence, until 2000, large shipments
of illicit drugs and precursors were evidently seized in Turkmenistan. In
1996-1998, 77 percent of heroin seized in Central Asia was apprehended in
Turkmenistan. During 1995-2000, more than 198 tons of precursor chemi-
cals were seized in the country, mostly acetic anhydride, used in the manufac-
ture of heroin.'* However, Turkmenistan has not been providing any data
on drug seizures since 2000. This suggests that smuggling networks were
built up in the country and that a substantial quantity of Afghan heroin did
transit Turkmenistan, even though little or no production took place in the
provinces in the vicinity of Turkmenistan’s border at the time. Whether this
heroin was mainly of northeast Afghan origin or from Helmand is unknown.

Since Turkmenistan stopped reporting drug seizures in 2000, however,
there is no evidence that the smuggling of drugs through the country has
abated. Quite the contrary, evidence from police cases in Western Europe has
uncovered links to Turkmenistan in cases of heroin smuggling via Ukraine,
as stated by the Swedish police’s criminal intelligence division. Anecdotal
evidence of grave addiction problems in the country also indicates that smug-
gling continues to be a growing problem. In December 2003, Chief Prosecu-
tor Kurbanbibi Atajanova was arrested, after 15 kilograms of heroin were
seized from her husband in a border region. She was nevertheless present
at a government meeting shortly afterward, indicating that she was not re-
leased from her duties, let alone charged. While this indicates the presence
of heroin in the country, it is also a rare example of direct information on
government corruption. Allegations by exiled former government officers
pointing to high-level collusion with the drug trade abound, as discussed
below.' Incidentally, Turkmen President Saparmurad Niyazov has publicly
stated that smoking opium is good for health.!®

A recent International Crisis Group report cites numerous eyewitnesses
reporting government involvement in the drug trade from the lowest to the
highest levels.!” No reliable estimates are available: widely cited “unoffi-
cial” sources estimate that up to 120 tons of heroin are trafficked through
the country each year, though this figure is highly unlikely, since that would
constitute close to a third of Afghanistan’s production and more than the es-
timated entire amount transiting Central Asia. In fact, all estimates available
seem to be based on scarce evidence and guesses rather than sound methodol-
ogy. Unlike Tajikistan, Turkmenistan does not have a Drug Control Agency,
and it has allowed a minimal international presence that has any relevance
to drug control. Its long and porous border with Afghanistan is considered
by UNODC as uncontrolled on both sides.!® Hence, Turkmenistan is in all
likelihood an important chain in the Eurasian heroin industry. Estimates of
the quantity of drugs passing through Turkmenistan are nevertheless un-
available. The most logical estimate is that Turkmenistan is second only to
Tajikistan in terms of the amount of drugs trafficked through the country
directly from Afghanistan.
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Kyrgyzstan

Though not directly bordering Afghanistan, Kyrgyzstan is one of the coun-
tries most heavily affected by the Afghan drug trade. A weak and impov-
erished state, Kyrgyzstan has proven vulnerable to the penetration of its
territory by drug traffickers. Almost all drugs enter Kyrgyzstan from the
southern areas of Osh, Jalal-abad, and Batken. In the late 1990s, the ma-
jor trafficking artery was along the highway from Khorog in Tajikistan’s
Gorno-Badakhshan province to Osh, which developed into a major center
of the regional drug trade. From 1999 onward, the routes shifted to the
southwestern Batken region, where drug trafficking routes from Tajikistan
coincided with the regions affected by the militant incursions of the Islamic
Movement of Uzbekistan (IMU) in 1999 and 2000. Osh is crucial to illicit
trafficking of narcotics due to its geographic location, close to the Uzbek
border and at the head of the only road connecting the northern and south-
ern parts of Kyrgyzstan. Hence, both trafficking routes linking Tajikistan to
Uzbekistan’s Ferghana Valley and routes onward to northern Kyrgyzstan,
Kazakhstan as well as to Uzbekistan pass through Osh. As a result, powerful
local criminal groups have emerged in the region. Kyrgyz officials note that
governmental control over the southern areas of the country is significantly
weaker than in the north. Even when aware of drug shipments transiting
toward the northern part of the country, law enforcement normally waits
for the shipments to arrive in the north before intercepting them, fearing
reprisals by drug traffickers. As Osmonaliev notes:

In May 2004 officers of the Southern counter-narcotics department of the
Kyrgyz Ministry of Interior detained a citizen of Tajikistan with 3 kg of heroin.
Later, these officers were attacked by an unknown group from Tajikistan, who
demanded the release of the drug courier. Armed with three machine-guns
and a Makarov pistol, they shot twice in the air and took their compatriot,
presumably an accomplice, away. !’

This episode illustrates how weak state control over the territory in south-
ern Kyrgyzstan is, a predicament that seriously complicates the country’s
counternarcotics efforts. Based on the Tajik model, a Drug Control Agency
with a staff of over 250 has been created with support from the UNODC.
In spite of this, drug seizures in Kyrgyzstan remain low and haphazard.

Uzbekistan

Uzbekistan has avoided the fate of Tajikistan and presumably Turk-
menistan of being considered a major direct transit corridor for
Afghanistan’s opiates. Largely due to the short 137-kilometer border (90
miles) that it shares with Afghanistan and the relative strength of the Uzbek
state, the border is not known to be penetrated by trafficking groups in any
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significant way. Instead, drugs seem to enter the country mainly through
Tajikistan and Kyrgyzstan. One trafficking route hence crosses into Uzbek-
istan, carrying drugs northward into Kazakhstan.

While punishments are severe, corruption in the ranks of the Uzbek law
enforcement structures is endemic, as in other countries of the region. In-
deed, the interior ministry appears highly autonomous from the presidential
office, enabling drug trafficking networks to infiltrate the law enforcement
structures in spite of what seems a government commitment to fight drugs.
The fact that Uzbekistan hosts both the regional office of UNODC as well as
the U.S. Drug Enforcement Agency’s office in the region does not necessarily
mean the country is devoid of problems in its own ranks.

Kazakhstan

Due to its large landmass and the fact that Kazakhstan is the only Cen-
tral Asian country bordering Russia (the main immediate destination of
most Afghan drugs transiting the region), much of the heroin transiting the
countries bordering Afghanistan appears to transit Kazakhstan before being
smuggled onward. As a result of this, as well as Kazakhstan’s economically
advantageous situation in regional terms, the country has become a heroin
market in its own right. This explains the higher recorded prevalence of drug
use in the country compared to the rest of the region.

Drugs have been noted to enter Kazakhstan through myriad routes, in-
cluding from Tajikistan across Kyrgyzstan; via Uzbekistan’s long border
with Kazakhstan; and via Turkmenistan or Uzbekistan toward the western
part of the country and the port of Aktau on the Caspian Sea. Kazakhstan’s
membership in a customs union with Russia, Ukraine, and Belarus facil-
itates this traffic. Once cargo enters any of the customs union countries,
customs officials consider it as domestic cargo, and it is therefore not sub-
ject to inspection as long as it remains sealed. Kazakhstan is also a producer
of precursors; this particularly occurs in the city of Shymkent in Southern
Kazakhstan.

SECURITY IMPLICATIONS

The economic and political impact of the drug trade in these states has
also been significant, especially in the weakest states of the region, Tajikistan
and Kyrgyzstan. In the absence of a strong licit economy—and in the case
of Tajikistan, a war-ravaged one—the large turnover and profit margins of
drug trafficking have a serious impact on state and society. This has cre-
ated a severe corruption problem across the region at all levels, especially
among low-paid government officials in law enforcement. High-level gov-
ernment officials have also been known to be involved in the trafficking of
drugs, raising the question whether systematic criminal infiltration into state
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authorities is taking place. Meanwhile, the Islamic insurgencies that the re-
gion has experienced have been tied intimately to the drug trade.

Though the Islamic Movement of Uzbekistan’s (IMU) armed incursions
of 1999 and 2000 were ostensibly waged in the name of the creation of a
Caliphate with a base in the Ferghana Valley, a strong body of evidence
suggests that they are in fact best explained by more mundane motivations,
especially the drug trade. The geographical areas targeted, the timing of the
attacks, and the tactics used all point in this direction. The IMU was in fact
a leading actor in the drug trade in its own right. The group was singularly
well placed to control the drug trade from Afghanistan to Central Asia.
It had well-established links with the Taliban government and al Qaeda.?’
while maintaining close contacts with old comrades-in-arms in the former
Tajik opposition, who were now in government. The Tajik government
in turn had close links with the ethnic Tajik-led Northern Alliance under
Ahmad Shah Masoud. Opposing political forces were hence controlling
the main production areas in Afghanistan and the main transit corridor
in Central Asia. Only the IMU had a network of contacts on all sides,
which enabled it to move across Afghanistan and Tajikistan unlike any
other known organization.

In 1999 as in 2000, the IMU’s attacks occurred in the summer season,
roughly a month after the latest opium harvest in Afghanistan, allowing for
the processing of opium into heroin before smuggling it out of the country.
The launching of simultaneous but small-scale incursions by comparatively
small groups of fighters into Kyrgyzstan as well as Uzbekistan makes little
military sense, unless understood as a diversionary measure intended to
create instability, confuse law enforcement and military structures, and allow
for the use of mountain passes for trafficking. The IMU had made a practice
of staging August incursions, but this did not take place in 2001. While other
factors may have been at work, it is an interesting coincidence that 2001 was
the year in which the Taliban ban on opium had gone into effect: there was
simply no harvest in Taliban-held Afghanistan that the IMU could smuggle
out to Central Asia. There were nevertheless large stockpiles of opiates left
in the country following the large harvests in 1999 and 2000, which the
IMU may or may not have had access to.?!

An increasing consensus has indeed developed that the IMU was strongly
involved in drug trafficking from Afghanistan toward Osh in Kyrgyzstan,
where the opiates were likely handed to trafficking networks that could
ship them further north and west. Drug control experts concurred with
the estimate that the IMU controlled up to two-thirds of opiates entering
Kyrgyzstan.?? Ralf Mutschke of the Criminal Intelligence Directorate of
Interpol labeled the IMU “a hybrid organization in which criminal interests
often take priority over ‘political’ goals,” adding that “IMU leaders have
a vested interest in ongoing unrest and instability in their area in order
to secure the routes they use for the transportation of drugs.”?® During
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and after the 1999 incursion, law enforcement officials noted a threefold
increase in trafficking attempts. Kyrgyz government officials noted that the
volume of drugs trafficked into Kyrgyzstan increased significantly after the
1999 incursion.?* The IMU never lived up to the reputation of a monolithic,
hierarchically structured organization. Most studies of the movement seem
to indicate the coexistence within the IMU of a more guerrilla-oriented
and criminal faction and a more religious one. As such, a set of different
motivations likely were behind the IMU’s actions. As Frederick Starr has
termed it, the IMU is best understood as an “amalgam of personal vendetta,
Islamism, drugs, geopolitics, and terrorism.”?’

CONCLUSIONS

In countries such as Afghanistan, Tajikistan, and now Kyrgyzstan, vo-
luminous accusations of high-level participation in the drug trade by high
government officials raise the question whether these states are infiltrated by
criminal interests to an extent that merits the use of the term narco-state. In
this context, the vague concept of corruption is unsatisfactory to understand
the processes occurring in South and Central Asia. The World Bank uses the
term state capture to describe attempts by organized forces, whether legal or
illegal, to buy, control, or otherwise influence administrative decisions, leg-
islative acts, court verdicts, or state policy in general. State capture involves
turning the institutions of the state to serve narrow interests rather than the
interests of the population at large. This is conducted by businesses, regional
interest groups, and the like in many developing and postcommunist states.

The World Bank definition does not differentiate between the types of
interests that seek to influence state institutions. However, when organized
crime infiltrates the state in order to influence or affect its decision-making
mechanisms, the process is qualitatively different than ordinary state cap-
ture, in fact amounting to a criminalization of the state. Organized crime has
infiltrated state authorities in Central Eurasia with an increasing degree of
success, not only because of its absolute and relative financial strength in the
region but also because organized criminal networks have a greater interest
than most actors in capturing the state, since the state poses the main imped-
iment to the development of organized crime. Consequently, the pervasive
state weakness in Central Eurasia has enabled the gradual criminalization
of state authority in the region.

At present, the question is whether drug trafficking in Central Asia is
turning into a business conducted by states or individuals in official positions
in states—and whether government complicity is in fact a main reason for
the booming organized crime in the region. In this sense, there is substantial
reason to argue that the crime-terror nexus in the region has been paralleled
by a crime-state nexus. This development has very significant interests for
the United States; it undermines the prospects of building stable, prosperous
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states in Central Asia with a participatory political system. Processes taking
place in Kyrgyzstan and Tajikistan are empowering criminal forces with
connections to terrorist organizations such as the IMU. In other words,
there is a risk of a “black hole” scenario developing where individuals in
important state positions are connected not only to organized crime but also
to militant religious extremism and terrorism. This could be illustrated by a
triangle uniting the crime-terror nexus and the crime-state nexus with a state-
terror nexus. While this has not yet taken place, the increasingly influential
role of figures with connections to organized crime in Kyrgyz politics and
the continued strength and influence of Tajik warlords with connections to
the IMU is a distinct cause for worry. The situation is exacerbated by the
difficulty in predicting the motivations behind the actions of this type of
political figures. Much suggests they are driven mainly by power and money
and not religious extremism, but the murkiness of the web of interactions
between state, crime, and terror in Central Asia is a cause of concern for the
interests of the United States.
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CHAPTER 8

Smuggling and Trafficking
in Africa

Audra K. Grant

INTRODUCTION

The end of the Cold War saw the beginning of ethnic and local conflicts in
Africa that had been previously subsumed under larger U.S.-Soviet rivalries.
The political vacuum produced by the cessation of Cold War proxy wars
created an environment for political and economic competition among well-
armed factions. This environment has escalated into some of the world’s
most devastating conflagrations. The struggles that have dominated Africa
since the 1990s have weakened already fragile states, thereby exacerbating
internal instability and providing fertile ground for illicit trade activities.
Trafficking in Africa is a complex phenomenon shaped by overlapping and
interrelated dimensions, as illicit trade in commodities, weapons, narcotics,
and humans and other items cross numerous countries within and beyond
the region, causing civil strife, the use of military force and other forms of
violence, and ultimately human suffering.

Trafficking in Africa is also characterized by the related creation and
maintenance of strategic transnational alliances. These alliances involve an
amalgam of state and substate actors that include criminal groups, mili-
tias, firms, and government officials. Contacts and cooperation among these
actors is facilitated and enhanced through increased international trade, per-
sonal mobility, and access to porous borders. While some of these alliances
take place in close geographic proximity, other arrangements exist that are
not limited by location. African substate actors involved in illicit trading,
for example, have established ties with substate entities on other continents
as far as Asia and Latin America, a phenomenon that reflects the extent to
which substate actors are able to exploit weak international legal regulation
and poor state enforcement.!
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It is against this backdrop that illicit trade networks in Africa have prolif-
erated, emerging as a significant challenge to the integrity of the state, and
thus to the national security for the African region as well as to the security
of the international community. Trafficking, however, also raises concerns
for human security, as it contributes to the persistence of the intra- and in-
terstate conflicts in a way that stymies economic growth, development, and
the provision of public safety. Equally important in this regard is the link
between trafficking and the spread of diseases such as Human Immunodefi-
ciency Virus/Acquired Immune Deficiency Syndrome (HIV/AIDS).

This chapter, then, assesses patterns of the illicit trade in Africa with the
aim of highlighting major items of trafficking, the impact of trafficking on the
political and economic environment of countries, as well as the implications
for national and human security. First, however, the discussion begins with a
brief overview of the factors that cause and perpetuate illegal trade activities
in Africa.

OVERVIEW: TRAFFICKING IN AFRICA
Weak States and Diminishing Central Authority

Trafficking in Africa, as in other regions of the world, is attributed to a
weakening of the state. Ineffective governance, limited resources, and the ab-
sence of rule of law severely undermine state authority and control, creating
power vacuums ready to be exploited. Indeed, the decline in central author-
ity is one of the major root causes of trafficking. Political structures are
no longer able to provide the public goods of security and stability for the
populace and, thus, can no longer protect citizens’ interests. Corruption is
also extremely debilitating as it has contributed to trafficking in Africa and
has eroded the legitimate foundations of traditional state institutions. Cor-
rupted state structures and actors become both complicit and casualties of
illicit activities, and it is in this environment that illicit substate actors and
trade activities proliferate, gaining political and economic power. Fragile
law enforcement and monitoring infrastructure are challenged by the sub-
stantial task of suppressing illicit trafficking through more rigorous border
control and enforcement of international regulations. Some assert that these
substate actors represent a new form of authoritarianism against the back-
drop of the decline of the traditional authoritarian state. Substate actors, as
authoritarian states, use similar tools of coercion and illegitimate violence
to further their aims.?

Instability, War, and Complex Conflicts

Strongly related to weak central authority of African states is the exis-
tence of prolonged conflict, civil strife, and militarism, which have mounted
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serious challenges to security in Africa. The end of Cold War competition
in the geostrategic theater of Africa unleashed ethnic and local rivalries
among factions that were armed. Presently, West and Central Africa are
among the world’s most unstable areas. A number of Africa’s wars are
appropriately described as “complex conflicts,” marked by internal civil
wars that defy conventional notions of “contained violence.” Angola, Sierra
Leone, and the Democratic Republic of Congo (DRC), for example, ex-
perienced civil wars fueled by considerable external regional dynamics. At
least five states have been involved in the conflict in the DRC, including
Uganda, Rwanda, Zimbabwe, and Angola. The war is cited as the widest
in African history and also one of the most complicated and troubling
conflagrations in the world, whose effects still reverberate.> Meanwhile,
in Sierra Leone, the conflict is influenced by Liberian and Nigerian inter-
vention and also involved Guinea. Observers have referred to this conflict
in West Africa as even more complicated than the war in the Great Lakes
region and is perhaps the most resilient and destructive of contemporary
conflicts.

Adding to this potent mix, however, are the activities of substate private
actors—criminal networks—that are engaged in illegal trading activities that
include funding warring factions.* The economic devastation wrought by
civil wars causes ordinary citizens to also become involved in illicit trading
in the absence of legitimate economic activities.

The greater the number of actors involved in wars, the more complex the
conflict and the more difficult the chances are for stemming the violence. The
existence of opportunities for economic gain from illicit trade activity only
contributes to a cycle of the provision of mutual incentives that is difficult to
break. Ultimately, however, instability even in a more general form creates
illicit markets for available goods, especially gems, other valuable natural
resources, drugs, and arms.

Economic Instability and Diminished Opportunity

The economic vacuum and stagnation created by weak states permit a
thriving environment for illicit trade networks, as local actors seek to ex-
ploit whatever opportunities will provide maximum economic gain or as
they attempt to sustain a minimal level of subsistence in the absence of
other alternatives. Underdevelopment, economic stagnation, and disruption
of economic activities due to conflict all limit the availability of economic
opportunities, creating uncertainty and instability. Many of the African
countries that are most affected by trafficking rank at the bottom of the
United Nations (UN) Development Programme Human Development In-
dex and have the lowest per capita gross national income levels in the
world, according to the World Bank.’ Illicit trade networks quickly occupy
the space under such conditions, as dearth of economic opportunities push
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actors toward corruption and illegal trading. For some civilians, trafficking
of commodities is the only means of survival.

Population Flows

Large movements of people across borders in the way of refugee flows
and immigrant workers are related to illicit trafficking in Africa. Each of
the above factors causes sizeable movements of people across borders in
varying levels. Population flows throughout Africa are characterized by labor
migrants who leave countries seeking work in other states, and by refugees
who leave a country seeking the protection of another, often because they
are in fear for their lives due to conflict, war, or political oppression. While
some individuals are legal migrants and enter countries with the permission
of state bureaucracies, many are illegal and evade the detection of authorities
in countries, which often lack the capacity to monitor borders effectively.
War, natural disasters, and loss of economic opportunities are also sources
for large movements of people.

Criminals and rebels often travel with such mass migration flows, bringing
their activities with them. Displaced persons, however, in search of income
in order to survive are also vulnerable to traffickers seeking personnel or
persons to exploit in illicit markets themselves. Large population flows also
weaken state capacity, which affects governing capacity, thus contributing
to the intricate web of instability and trafficking.

Natural Disasters

Natural disasters that disrupt agricultural productivity and other forms
of economic production facilitate massive human migration flows, forcing
populations to seek economic alternatives and shelter in other states. Nat-
ural disasters also stretch state resources and their capacity to address the
aftermath of disasters and to create economic opportunities for populations.
As alluded to above, displaced populations face increased economic and po-
litical insecurity that increases the likelihood of their exposure to illicit trade
activities, either as participants or victims.

The Challenge of Regulation and Cooperation

Supply and demand processes in other countries—developed and less
developed—for illegal goods challenge international law enforcement ef-
forts to stem global trafficking. One complication is related to the transna-
tional dynamics associated with complex networks and the multidimen-
sional nature of the sources of illicit trafficking, which make substantive
monitoring difficult. In addition, regulatory mechanisms at the regional and
international levels are also difficult to enforce, as countries often lack
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the infrastructure and resources to manage illicit trading activities. Impor-
tantly, international regulatory schemes must overcome the primacy of state
sovereignty and the pursuit of narrower interests of actors.

PATTERNS OF TRAFFICKING IN AFRICA

The transnational nature of trafficking in Africa and the factors that pro-
vide a permissive environment for trafficking are a point of departure for a
discussion of trafficking trends in Africa. Illicit trade in narcotics, weapons,
natural resources, humans, and endangered species are core transnational
issues that have created security challenges for the African continent.

Narcotics

Narcotics trafficking is an industry that is extraordinarily lucrative. The
2002 UN Bi-Annual World Drug Report estimates indicate that the retail
value of illicit drug trade is around $321 billion. Narcotics trafficking has
distinct stages of production and distribution at both the wholesale and
retail levels, which provide various levels of opportunity for profit.® It is
also an industry in which there is little competition and availability of sub-
stitute products. The economic benefits and power for the organization
controlling the trade are enhanced because the poor farmers who grow the
commodity receive few dividends. Drug trafficking funds are also a source
of government corruption and have allowed for the establishment of terror-
ist organization bases. Ultimately, organizations have enhanced economic
power, which can be used to corrupt military elites and members of law
enforcement.

In global terms, narcotics trafficking in Africa is not the region’s largest
transnational problem, but cultivation, processing, trafficking, and drug
abuse are all on the rise and are a hindrance to development efforts.” Mari-
juana, cocaine, heroin, and synthetic drugs are the most commonly trafficked
narcotics, with the majority of drugs passing through Africa destined for Eu-
rope and North America. Significantly, the African countries through which
drugs pass are also countries of consumption.®

The end of the Cold War opened Africa as a trade route to drug cartels
from abroad. By 1996, Africa became vital for international drug trafficking
as part of a pipeline that spreads as far east as Southeast Asia and as far west
as the Americas. So vast and complex are activities that Latin Americans are
now using African countries as trade routes. Angola, Namibia, and South
Africa, for example, are believed to be the main cocaine trafficking routes
for Brazilian cartels. The most notorious of all may be Nigeria. Most of
the heroin seized in the United States during 1998 was linked to Nigerian
smuggling groups or individuals working for Nigerians. A number of factors,
such as widespread corruption, weak state structures, poor law enforcement,
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poverty, and social malaise, make Nigeria and other states attractive as trade
routes.

Marijuana, however, is the most consumed drug in the world and is
therefore the most frequently trafficked. South Africa was ranked one of the
world’s top four suppliers of marijuana.’ UN statistics indicate that South
Africa’ share of world marijuana seizures increased from 10 to 32 percent
between 1999 and 2000; by contrast, the share of the Americas dropped
from 80 to 61 percent. Approximately 712 tons were seized in South Africa
in 2000, an amount that translates into $23 million for producers and $1.5
billion for traffickers after it reaches U.S. and European markets.!°

South Africa is considered a key transshipment hub for international drug
trafficking activities, as significant percentages of cocaine pass through the
country. The end of South African apartheid ended years of political and
economic isolation, thus paving the way for the country’s integration into
the global economy. However, the very features that aid South Africa’s par-
ticipation in the global economy (that is, the county’s sophisticated banking,
transport, and communications infrastructure, as well as numerous points
of entry for goods) are the same factors that have made the country a cen-
ter for global drug trade. It is estimated that well over 200 international
and local gangs are active in the country—many of which are controlled
by Nigerians—each with its own network of suppliers and distributors.!!
Porous borders and insufficient control mechanisms in South Africa make
for the easy proliferation and operation of drug networks.!?

Lesotho, Swaziland, Namibia, and Mozambique also have been cited as
major centers for narcotics trafficking by organized crime networks, which
have made impressive inroads into these countries over the last several years.
In fact, Mozambique is the second largest drug trafficking hub, and Zambia
has also become a country that is frequently used as a drug trade route.

The growth of narcotics networks has led to a proliferation of money
laundering, which is required to hide drug proceeds. According to the United
Nations, southern African countries in particular are targeted for their in-
adequate level of preparation in dealing with drug cartels.

A significant feature of drug trafficking in Africa is warlordism. War-
lordism in some respects goes hand in hand with drug trafficking in Africa,
which became linked to drug trafficking during the late 1980s in the after-
math of the Cold War. Not only did the end of superpower proxy wars
in sub-Saharan Africa open the continent to the trade route for preexisting
drug organizations, but it also left an ideological vacuum in Africa, causing
Africans to look to tribal and clan identities. This combined with the ad-
vent of the HIV/AIDS epidemic encouraged a reliance on traditional leaders
rather than the state as the more legitimate source of authority and power.

The opportunity presented by Asian groups to participate in the drug
trade was exploited by African drug warlords as a means of regaining and
sustaining local and regional power, as well as a means for creating militias.
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The status of the drug warlord strengthened as the authority of the state
weakened. Using tools of corruption, coercion, and intimidation, drug war-
lords permitted an environment that led to the expansion of drug cartel
activity. As their activities broadened, the economic, political, and military
capabilities of the states weakened.!3

The costs of the illicit drug trade in Africa are economic, political, and
social. Economically, the illicit drug trade creates illegal economic structures
that compete with legitimate, mainstream entities. The structures and incen-
tives encouraged by drug trafficking make conventional means of economic
activity less attractive. Their existence is made possible by the corruption of
state officials, thereby expanding not just the economic, but political power
of the narco-enterprises. Indeed, the more capable organizations are at cor-
rupting officials, the more legitimate their activities become. The political
cost is the disintegration of state institutions and their authority. Drug orga-
nizations have grown adept at avoiding detection and have improved their
ability to operate efficiently. The increase in transnational networks also
contributed to the proliferation of drug trafficking activities.

The social cost of being a drug transport point cannot be underestimated.
Most countries that are transport hubs eventually become consumer coun-
tries as in South Africa and Zimbabwe. The number of drug users in coun-
tries such as Liberia and Sierra Leone, likewise, has increased and the UN
Development Programme argues that increased drug use among war com-
batants may also contribute to the prolonging of local conflict in these two
countries.

There are only a few countries that have national policies for drug con-
trol. They include Burkina Faso, Namibia, and Nigeria. Bureaucracies and
structures have been established in these countries, but such efforts at ef-
fective drug control have been met with mixed success at best. Moreover,
many of the major countries where drug warlords are prominent have not
signed major international drug conventions of 1961, 1971, and 1988,
which are meant to regulate and monitor the international drug trade.'
Those countries include the Congo, Comoros, Central African Republic,
Djibouti, Equatorial New Guinea, Eritrea, Mozambique, and Namibia.!®
South Africa, oddly, is a member of the global agreements.

Weapons

Weapons trafficking also poses a threat to stability and security in Africa,
particularly in the Western portion of the region, with small- and light-
arms proliferation emerging as especially problematic.!® According to the
United Nations, small arms and light weapons are defined as revolvers,
self-loading pistols, rifles, carbines, landmines, submachineguns, assault ri-
fles, and light machineguns. Small arms are typically designed for indi-
vidual use. Light weapons, by contrast, are intended for use by two or



120 Transnational Threats

more individuals. They include heavy machineguns, handheld underbarrel
and mounted grenade launchers, portable antiaircraft guns, portable air
tank guns, portable launchers of air tank missiles and rocket systems, and
mortars.

It is estimated that there are 500 million arms on the world’s weapons
market, and half of that total are traded illicitly.!” Of that number, about
7 million have made their way into the West African trafficking market and
are currently in circulation.

The vast proliferation of illegal light arms can be traced to a shift in the
nature of the arms trade following the Cold War. Before the collapse of the
Soviet Union, arms were meant for intrastate rather than interstate struggles,
and the United States and Soviet Union supplied various sorts of arms to
internal warring factions. The end of the Cold War left not only an ideolog-
ical vacuum but also well-armed substate actors. While some are motivated
by political and territorial aims, others are motivated by economic gain and
find the sale of arms to conflicting groups lucrative. So lucrative is the market
that the illicit trade is associated with uncontrolled accumulation and pro-
liferation of small arms and light weapons. Indeed, these items are widely
available, durable, fairly cheap, easily transportable, and have few main-
tenance requirements. These features make arms attractive to smugglers,
traffickers, and also terrorists.'®

The early phase of arms trading is not entirely illegal, however. Both
legitimate and illicit dealers are involved in trafficking. Entrepreneurs, gov-
ernment agencies, private security firms, arms dealers, brokers, and even
banks that finance arms arrangements form a complex network of the il-
licit arms trade.'® Arms suppliers, both public and private, have operated
out of organizations in East and West Europe, Libya, North Korea, and
South Africa.?? Yet the ability to monitor weapons transactions in the legal
market is complicated by the lack of transparency of transactions, accurate
recordkeeping, and reliable tracing mechanisms. These things, if available,
would assist governments and international organizations to distinguish be-
tween legitimate suppliers of arms and illegal traffickers. As the issue of arms
trafficking has sparked substantial concerns about poor border and security
controls in Africa, emphasis has been placed on the development of more
effective monitoring of embargos and other arms control measures. Also
important is the need to monitor borders to prevent undetected smuggling
across territory.

The proliferation of arms through illicit trade prolongs conflict, mainly
through their recirculation from one country in conflict to another. For
example, weapons used in a conflict in Liberia may be trafficked for use
in a conflict in Sierra Leone. The widespread availability of weapons also
contributes to persistent conventional crime. Ultimately, this does little to ad-
vance development, postconflict reconstruction, peace, and finally security.
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TABLE 8.1
Value of Diamonds per Carat in Select African Countries
Average Cost per Number of Value in
Carat (USD) Carats Millions (USD)
Angola 300 433,000 150
Sierra Leone 350 350,000 70
DROC 180 194,000 35

Natural Resources

Diamonds are used to fund the military activities of state and substate ac-
tors through both the mining and sale of diamonds. While other commodities
are centripetal to inter- and intrastate disputes in Africa,?! all of the conflicts
that involve the trafficking of diamonds have been accompanied by large-
scale human rights violations, massive internal population displacements,
and the destabilization of sovereign governments. The widespread negative
social, economic, and political costs of the illicit diamond trade have earned
the commodity the label “conflict diamonds” due to the deadly nature of
some of the major African conflagrations involving diamonds.*?

Roughly 4 percent of the world’s $6.8 billion revenue in diamond trade
was generated from illicitly traded diamonds during 1999, with some fig-
ures estimating illicit revenues accounting for as much as 20 percent. Rev-
enues from the African diamond trade have been used to fund weapons
acquisitions, armies and militias, and have contributed to the devastating
prolonging of conflicts and hostilities to such an extent that the trade has
destabilized other governments, thereby internationalizing the conflicts. Not
only do these conflicts result in disruption of economic activity and political
instability, but also many of these conflicts rely on the recruitment of child-
soldiers to fill the ranks of armies and militias.?> Conflicts in Sierra Leone
and Angola during the 1990s, for example, are believed to have been sus-
tained through the acquisition and sale of diamonds for arms among groups
involved.

Table 8.1 illustrates both the volume and value of the illicit diamond trade
for countries involved in the DROC dispute.?*

While these conflicts have for the most part ended, the effects of illicit
diamond trading have had enormous economic repercussions in terms of
disruption of economy, corruption, and ongoing political tensions.”* The
industry is still shaped by smuggling, human rights violations, and violent
crime.?® The illicit diamond trade has also been costly: Angola is believed
to have lost $375 million annually due to illicit trade throughout the 1990s.
Billions, moreover, were imported to Belgium from Liberia, which smuggled
diamonds from Sierra Leone, making Liberia a major supplier in the illicit
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diamond market. Diamonds, in turn, were used to sustain internal conflicts
in that country. Since Sierra Leone declared peace in 2002, illicit traffick-
ing, in theory, has abated. However, there remains the potential for future
conflict in West Africa. In the DROC, there are still volatile disagreements
over the control of diamonds and other resources amid an ongoing peace
process. With many vital interests at stake in this lucrative endeavor, dis-
putes abound among state and substate actors over mining and production
rights.?’

In the Central African Republic (CAR), diamond trafficking has been
linked to ongoing political conflict there (following a rebel attack during
2002, for example). Though peace negotiations there appear to have de-
escalated the conflict, business among parties that participated in the dia-
mond industry in CAR continues in the areas of mining, producing, and
maintaining trade and transport networks and entities. This infrastructure,
and some of the actors involved, contributed to the persistence of the conflict
to begin with. The Movement for the Liberation of Congo is one such group
that was involved in the DROC conflict and continues to be linked to the
diamond industry.??

Suspicions about the development of new links in the illicit diamond trade
surfaced following the terrorist attacks in New York and Washington. Signif-
icantly, reports from international investigators suggested that international
terrorists, specifically al Qaeda, earned millions of dollars from the illicit sale
of diamonds mined by rebels in Sierra Leone. While there is doubt regarding
the quantity and quality of evidence, apprehended individuals linked to al
Qaeda indicate that the organization’s activities in Africa included diamond
trafficking. Some analysts place al Qaeda’s earnings around $15 million.?’

The continuation of the illicit diamond trade underscores the importance
of international regulation. Indeed, Africa’s diamond conflicts prompted
multilateral attempts to improve management of the international diamond
trade. Efforts culminated in the Kimberley Process, a series of meetings con-
vened among governments, nongovernmental organizations, and industry
to establish a system of regulation. A formal system called the Kimberley
Process Certification Scheme came into effect January 1, 2003. With more
than 43 member states, the scheme called for all member states to estab-
lish new diamond laws and regulations that improved the transparency of
diamond trading. Although the Kimberley Process has been attributed to
increasing legitimate diamond exports from Sierra Leone, Angola, and the
DRC, diamonds of high quality are still believed to be smuggled from these
countries and find their way onto the world market.3°

Still, the “lootability” of diamonds,>! the fungibility of the diamond trade,
and the vast reach of the global diamond market are significant challenges
to policing diamond trafficking. Compounding efforts is the nature of the
private legitimate diamond industry, which is insular and self-regulating.
Illegal diamonds enter the legitimate market through illicit practices and
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subversive substate actors. Furthermore, the diamond trade is difficult to
control because it is an integral part of a larger illicit market that involves
arms trafficking, smuggling, and money laundering.3?

Humans

Human trafficking is one of the unfortunate and sobering consequences
of Africa’s conflicts and points to one of the extremes of systematic human
suffering. Human trafficking is very difficult to measure; the phenomenon
has many dimensions and layers. Article 3 of the UN Protocol to Prevent,
Suppress, and Punish Trafficking in Persons, especially Women and Chil-
dren, in describing trafficking in persons, includes a ranges of activities and
outcomes, such as recruitment, transportation, harboring, transfer, and re-
ceipt, as well as exploitation, labor, slavery, servitude, and the removal of
organs.>? Human trafficking shares many of the same causes as that of arms
and drugs and is equally illicit. Weak host and origin states, substantial rev-
enue, and the use of violence are all features that human trafficking share
with other illegitimate forms of economic activity. Yet human trafficking re-
quires maintenance of relations of exploitation in order to assure continued
economic gain. This may take the form of indentured servitude, debt depen-
dency, or outright slavery. The fate of trafficked persons is imperiled as their
subjugators objectify those under their control, forcing them to work with-
out payment, subjecting them to repeated sale, and even murder to remove
evidence of illegal activity.>*

Those most vulnerable to trafficking are women and children, particularly
girls. It is fundamental to point out that boys and men are trafficked as well,
as they are frequently forced to serve as combatants in military conflicts.
Yet it is the social position of females and lack of rights afforded to them
that make this group particularly susceptible to traffickers. The absence
of political, social, and economic opportunities hinders women’s efforts to
secure legitimate work and forces them to seek employment elsewhere. War,
civil strife, and natural disasters only increase vulnerability.

During the 1980s and 1990s, West Africa saw a significant increase in
the trafficking of women. The main destination was Western Europe. This
trend was followed by an increase in the trafficking of West African minors,
both male and female. Many youth belonged to marginalized ethnic groups
or economic classes or were from families disintegrated by war and strife.
Children trafficked are integrated into a number of industries, such as the
sex trade, domestic service, armed conflict, and the service industry. Still
they are also involved in the more dangerous aspects of work in various
manufacturing industries, such as mining, agriculture, and construction,
and even begging.

According to the United Nations, trafficking in West Africa is due to
a number of complex variables. First, social and normative factors make
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acceptable the “placement” of women and children in work. There are
also traditional practices of migration, lack of education, and marriage that
facilitate trafficking activities. Second, economic factors, including the search
for better economic opportunities due to rural-to-urban disparities, facilitate
trafficking. Third, the lack of juridical infrastructure, general lack of rule of
law, and porous borders provide a permissive environment for traffickers,
allowing them to evade legal responsibility and escape being subject to
punitive measures.>’

Trade routes for trafficking persons in West Africa can be traced according
to dominant migratory flows. There are major migratory flows from Benin,
Burkina Faso, Ghana, Mali, Nigeria, and Togo to the Congo, Cote d’Ivoire,
Equatorial Guinea, and Gabon. In Togo, major flows are from Benin, Ghana,
and Nigeria, with trafficking in children reflected these patterns. Children
are used as traders, servants, beggars, and prostitutes. Children from Mali
are trafficked to Cote d’Ivoire to work in mining and agriculture.

Reflecting patterns that have been discussed in other areas of trafficking,
Southern Africa appears to be an emerging major point of destination for
trafficked persons as well. Children are widely recruited for work in the
sex industry by brothel owners and local gangs. Significantly, parents are
often complicit in their trafficking, even though it appears to be unwittingly
in many circumstances. Poverty, the disintegration of the family, and a
high demand for sex with children for sociocultural reasons have led to an
increase in the demand for trafficked children.

Women and children in South Africa have been trafficked from Mozam-
bique, and refugees have been trafficked from Angola to South Africa. There
are also reports that suggest trafficking occurs from Lesotho and Malawi to
South Africa.

Human trafficking in Sudan has gained perhaps the most international
attention. The U.S. Department of State lists Sudan among “Tier 3” coun-
tries, which are states “whose governments do not fully comply with the
minimum standards” set by American law and are not making efforts to do
so. In Sudan, most of those trafficked or abducted are women and children
for the purposes of sexual exploitation and forced labor. Sudanese boys are
sent to the Middle East where they are used as camel jockeys.

Much of Sudan’s trafficking takes place in the southern and western part
of the country. These areas are where central authority is weakest due to
ongoing ethnic conflicts. A portion of trafficking is intertribal, reflecting the
local nature of the Sudan’s struggles. It is especially widespread in Dafur
and Western Korodan, both of which have been long mired in fighting.
Militias supported by the Sudanese government are allegedly responsible for
a portion of trafficking activity. Women have been raped and trafficked for
further exploitation, and children have been taken to tend to livestock.3

Sudan has made an effort to establish a code of law to prevent trafficking,
but the enforcement of these mechanisms could be substantially improved
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here and in other Africa countries. Concerns have also been raised about the
method of documenting trafficked persons.

Addressing trafficking calls for action on three fronts. First, prevention
and deterrence are necessary to stop trafficking from occurring. This may
involve alleviating the economic and destabilizing political circumstances
that promote fertile ground for trafficking in persons and that make persons
economically, socially, or politically vulnerable. The second is that of law
enforcement and prosecution of traffickers, which are critical for deterring
trafficking activities. Third, protection of trafficked persons is critical after
they have been rescued. Personal safety is important if they are to avoid
being prey to traffickers. Rehabilitation and reintegration into society is also
important.’” Implementation of these sorts of strategies is severely chal-
lenged by weak social institutions, a wide variety of judicial structures and
laws, and poor infrastructure for dealing with trafficked persons.

Endangered Species

According to major environmental monitoring groups, virtually all of the
ivory traded on the world market is from illegal and unsustainable sources.3®
Most of the unregulated domestic markets are located in Asia and Africa.
International trade in ivory has been banned since 1989, following rapid
depletion of the elephant population during the late 1970s and 1980s, most
notably in Africa.>® However, illegal trade in ivory has continued to increase.

Approximately 12,000 elephants are needed to supply ivory carvers each
year. Despite the nearly 20-year ban, the volume of ivory traded is on the
rise, a dynamic mostly attributed to an increase in demand for ivory products
in China, Japan, Thailand, Myanmar, and Vietnam where ivory products
are used in furnishings and crafts. These items, in turn, are frequently sold
to individuals from the United States, Europe, and Asia.*’ On the supply-
side, demand is also driven by poverty among African populations, many of
which earn only a few hundred dollars per year.

Major countries cited as being major suppliers, manufacturers, or des-
tination point for large amounts of illegal ivory are Cameroon, the DRC,
Djibouti, Ethiopia, Nigeria, and Uganda. Angola, Burundi, Céte d’Ivoire,
and Sudan also have considerable illicit ivory markets closely watched by
international organizations.*!

Somewhat optimistically, observers from the Convention on International
Trade in Endangered Species (CITES) point out that poaching does not ap-
pear to be on a par with levels seen prior to the 1989 ban.*? So great was
the scale of trafficking that it has threatened African economies, requiring
governments to spend vast resources to thwart poaching activities. Addi-
tionally, countries adopting more aggressive strategies saw the loss of much
human life in “ivory wars.”*> However, the impact of ivory trade goes be-
yond ecological effects, as the illicit ivory trade is only one facet of the larger
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labyrinth of trafficking in Africa. Those involved in poaching are often local
small farmers trying to raise income, or middlemen who are involved in the
trade for the purposes of smuggling. The sale of illegal ivory, as with dia-
mond trafficking, is sometimes used by belligerents to purchase guns whose
end use is intended to supply warring factions and crime gangs.**

During 2004, most of the 166 signatory countries of the CITES addressed
a series of new initiatives meant to strengthen law enforcement links between
African countries, the international police agency, Interpol, customs officials,
and airlines that might handle ivory shipments.*> While countries such as
Kenya have made significant inroads in managing poaching, the illicit trading
in endangered species continues, despite CITES regulations.*®

IMPLICATIONS FOR SECURITY

On the one hand, trafficking in Africa is a product of fracturing states
structures. On the other, the persistence of trafficking activities perpetuates
weak authority and at worst contributes to its further erosion. Ongoing
instability and economic fragility facilitate breakdown of rule of law and
threaten the viability of the nation-state in Africa. Political and economic
vacuums are filled by substate actors willing to exploit the political and
financial opportunities available through illicit trading—opportunities un-
available through legitimate channels. In some cases, state actors themselves
are complicit in illegal trading. The sobering lessons of the regional con-
flicts that have plagued Africa in recent years illustrate the entangled web
of country-level intervention in the conflicts of neighboring states and the
role of trafficking in sustaining wars and their role in creating social and
economic malaise and instability.

The alleged and disputed role of international terrorists in trafficking
additionally calls attention to the potential ramifications for international
security. The possibility of al Qaeda involvement in diamond trafficking to
fund the organization’s weapons acquisitions suggests that illicit trading is
a means of sustaining the group’s violent activities against other countries.
Additionally, the same porous borders and poor monitoring that have been
used by traffickers may also be exploited by al Qaeda, which has used Africa
as a safe haven.

No less important are the ramifications of trafficking in Africa for human
security at the individual and communal levels. Civil strife, social decay, and
disruption of traditional economic activities in urban and rural sectors have
had severely negative impacts on the personal security of individuals and
communities. The lack of adequate public welfare infrastructure diminishes
a state’s ability to mitigate the effects of trafficking. In cases where mass
population displacements occur, entire community structures and families
are fragmented, as families barely live above subsistence levels. Individu-
als under these circumstances are also made vulnerable to the exploits of
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traffickers, a dynamic borne out in human trafficking, which exposes per-
sons to poor living environments and gross violations of human rights.

Other forms of trafficking, such as that of illicit drugs, also pose a problem
for human security. As the international community restricts illicit trade,
traffickers are using more violent means to conduct activities. Thus, with
drug trafficking come increases in conventional crime and also increases
in drug consumption levels, each of which challenge the capacity of states’
ability to deal with these problems, as governments do not have the resources
to combat the issue.

Amid these public safety and human security concerns is the specter of
HIV/AIDS, which has ravaged a number of African countries, where be-
tween 20 to 30 percent of the population in some states have the virus.
Prostitution, drug use, rape, and poverty—all direct or indirect aspects of
trafficking—contribute to the spread of the virus, which has stripped many
African countries of critical human resource capacity, contributed to eco-
nomic stagnation, crime (specifically violence against women and girls), as
well as the disintegration of families and communities.

CONCLUSION

Curbing illicit trading in Africa is a formidable task for African states
requiring economic, political, and bureaucratic capacity. The vast transna-
tional nature of trafficking in Africa emphasizes the need for multilateral
cooperation at the regional and international level. Monitoring accessible
borders, enforcing appropriate judicial measures, ensuring regulatory frame-
works in countries of both origin and destination, and alleviating the sys-
temic economic and political sources of trafficking are necessary if activities
are to abate.

The implications for national, regional, international, and human secu-
rity are critical. A failure to stem trafficking activities diminishes the power
and authority of states to the detriment of stability and the well-being of
populations. Since the issues at stake are transnational, they influence other
countries in ways that are difficult for other countries to gauge and to con-
trol. As a consequence, the impact of trafficking touches other countries that
lie far beyond the locus of trafficking activities. In this sense, the ramifica-
tions for security have bearing for other countries and their populations,
making the international cooperation even more urgent.
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CHAPTER 9

Chinese Crime Organizations as
Transnational Enterprises

Anny Wong

INTRODUCTION

Chinese crime organizations are not only a menace to societies, such as Hong
Kong, Taiwan, China, and Macua, but their illicit activities also reach al-
most every corner of the world and have serious security ramifications: from
the corrosive effect of organized crime on the rule of law and governance to
spreading human immunodeficiency virus/acquired immunodeficiency syn-
drome (HIV/AIDS) because of intravenous drug use and prostitution. Fur-
thermore, the mechanisms and networks maintained by Chinese crime or-
ganizations might be replicated or hired by terrorist groups to support their
violent deeds. Hence, the focus of this chapter on Chinese crime organiza-
tions goes beyond the borders of Hong Kong, Taiwan, China, and Macau.
It begins with a broad discussion of Chinese crime organizations, what they
are, where they operate, and their smuggling activities. The second part of
this chapter discusses the impact of their smuggling activities on security.

CHINESE CRIME ORGANIZATIONS

Today, Chinese crime organizations have branches and cells in many
countries. They might be better viewed as criminal businesses. They live
outside the law and frequently corrupt those who pass and execute laws.
Growing ties between Chinese government officials and Chinese crime or-
ganizations are particularly worrisome. Corrupt Chinese officials not only
make it easier for crime organizations to smuggle persons and narcotics,
but they also provide a safe haven for wanted criminals and allow Chinese
crime organizations (and their “customers”) to acquire weapons and other
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dangerous materials from Chinese sources that could land in the hands of
terrorists.

Chinese crime organizations' have grown from their beginnings as under-
ground political revolutionaries, local crime syndicates, and ethnic-based
mutual support societies into transnational enterprises. Chinese crime orga-
nizations are present in almost every place where a significant ethnic Chinese
community is present, preying on them and using them to camouflage their
illegal activities. They are rich in financial resources, adaptive to their en-
vironment, and skillful in exploiting opportunities and building strategic
relationships to support criminal activities.

The most powerful Chinese crime organizations are based in Hong Kong
and Taiwan. The largest of them were formed by Nationalists who fled China
after World War II and then were defeated by the Chinese Communists in
1949. This includes the 14K in Hong Kong and the United Bamboo Gang
(the largest crime organization in Taiwan). Other crime syndicates were
formed by former Red Guard members who fled to Hong Kong in the 1960s
(the Big Circle Boys) and groups formed by local populations in the territory,
such as Sun Yee On.?

The economic opening of China in 1978 has made it a hotbed of activities
for Chinese crime organizations. For example, China is the world’s largest
producer of methamphetamine. Population pressures and uneven economic
development continue to drive its people to seek fortunes overseas with the
services of snakebeads (a term used to describe human smugglers). Counter-
feit goods are hidden among the millions of containers shipped out of China
each year to ports around the world. Increasing capacity in information
technology has also made China a major center for credit card fraud and
software piracy. An environment where corruption is rife, labor is cheap,
and borders are porous makes an ideal setting for the Chinese crime syndi-
cates. For An-lo Chan, head of the United Bamboo Gang, China is a safe
haven from Taiwan’s law enforcement authorities. Moreover, he has found
new business partners among China’s Communist Party and government
elites.

Chinese crime organizations are opportunistic and expand their business
and influence wherever possible from towns in the Thai-Burmese borders
to manage their narcotics trade to the cities in North America and Europe
to distribute narcotics and run their human smuggling operations. Chinese
crime organizations based in Hong Kong have also expanded their oper-
ations overseas—with many crime bosses emigrating to North America,
Australia, and Europe—in the run up toward the return of Hong Kong to
China in 1997.

In addition to the Chinese crime syndicates that are based in Hong Kong,
Taiwan, China, and Macau, ethnic Chinese crime organizations, which are
much smaller in scale but no less enterprising and violent, have sprung up
in the United States and Canada where they compete and cooperate with
Chinese crime organizations from Hong Kong, Taiwan, and China. One of
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the most powerful is the Fuk Ching, which specializes in smuggling Chi-
nese persons into the New York City area, and the Wah Ching Gang in
California. Chinese crime organizations are known to hire smaller Cambo-
dian, Laotian, Korean, and Vietnamese street gangs in the United States and
Canada as muscle. In Europe, Chinese crime syndicates are known to have
significant presence in Budapest, Manchester, Paris, Vienna, Amsterdam,
and Rotterdam.’

From their traditional “businesses” in extortion, racketeering, gambling,
and narcotics smuggling, Chinese crime organizations have spread them-
selves into new lines of commerce, from high-tech fraud to human traf-
ficking. Their expansion in the last 15 years, in particular, has paralleled
increasing trading and human ties between China, Hong Kong, Taiwan,
and the rest of the world. The fluid and cellular structure of Chinese orga-
nized crime groups makes them difficult for law enforcement to dismantle
because capturing one leader does not paralyze these organizations when its
parts operate relatively autonomously. The distinctive ethnic and linguistic
characteristics of Chinese crime organizations pose further barriers to infil-
tration by law enforcement authorities. Finally, Chinese crime organizations
camouflage themselves among larger ethnic Chinese populations and prey
upon them as part of their illicit enterprise.

SMUGGLING ACTIVITIES

Although the discussion in this chapter focuses on the smuggling activities
of organized Chinese crime groups, they are also involved in other illicit
activities, such as drug manufacturing, extortion and racketeering, money
laundering, credit card fraud, fake document production, and illegal gam-
bling. Smuggling activities conducted by Chinese crime organizations cannot
easily be separated from these other illegal activities because they are fre-
quently supported by the same human network, and one often provides the
means or cover for another to operate successfully.

Human Trafficking*

Despite being a powerhouse economy in the past decade, many parts of
China still suffer severe poverty and desire a better life, so many continue to
seek their fortunes overseas. Some seek the services of snakeheads to enter
the United States and other developed economies, paying huge sums to be
smuggled. Others, particularly women, are lured by criminals with promises
of jobs. Most of these women typically end up in forced prostitution.® Chi-
nese criminals—from common felons to bosses of crime organizations who
seek to escape jail and possible execution—also use Chinese crime organiza-
tions to smuggle them into Europe, the United States, and elsewhere in order
to find safe havens. Those arrested usually plea for asylum on humanitarian
grounds to fight extradition to China, Hong Kong, and Taiwan.®
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Human trafficking is a highly profitable business for Chinese crime orga-
nizations. For example, the price for smuggling one person into New York
City was about $30,000 in the late 1990s; it rose to $60,000 by 2003 as
immigration controls tightened after the September 11 terrorist attacks.’
As for persons who are unwilling victims, such as young women who are
tricked or abducted by traffickers, they become commodities that are sold
and resold to operators in the flesh trade. Today, human trafficking for
sexual exploitation is the fastest growing form of organized crime.

Hong Kong, Taiwan, China, and Macau are all source, transit, and des-
tination points for international human trafficking.® Women and young
girls from North Korea and Vietnam are commonly trafficked into China as
wives. Women and children are smuggled into China from Malaysia, Burma,
North Korea, Nepal, Russia, Vietnam, and Mongolia where they serve a sex
industry along major transportation routes. Chinese women are trafficked
to Australia, Burma, Canada, Cambodia, Malaysia, Japan, Hong Kong,
Taiwan, the Philippines, Europe, and the United States for prostitution.’

Malaysia, Indonesia, the Philippines, and Thailand are transit points in
Chinese human trafficking. Chinese crime organizations take advantage of
lax visa rules in these countries and the worldwide transportation links
supporting their tourism industry to move illegal migrants in and out to final
destinations in Japan, Australia, North America, and Europe. Some illegal
migrants end their journey in these Southeast Asian countries where they
are forced to work in nightclubs and brothels operated by Chinese crime
organizations and their local partners.!’ In North America, cities along
the U.S.-Canada and U.S.-Mexico borders are gateways into the United
States. Vancouver, Los Angeles, and other Pacific ports are used as entry
points for narcotics, arms, and persons from Asia.

Chinese crime organizations recruit, move, and place Chinese illegal mi-
grants across the world. They utilize their international networks and re-
sources to make these clandestine journeys possible. For some Chinese crime
organizations, their involvement is direct (for example, the Fuk Ching group
that specializes in smuggling persons from Fujian province into New York
City’s massive Chinatown). For others, their involvement is more indirect
(selling fake travel documents to snakeheads or providing hiding places for
illegal migrants en route). One senior U.S. immigration official opined that
at any time 30,000 Chinese migrants are stashed away in safe houses around
the world, waiting for entry to the United States.!! U.S. authorities estimated
that up to 100,000 illegal Chinese migrants are smuggled into the country
each year.!?

Narcotics Trafficking

Chinese crime organizations have a long history of involvement in nar-
cotics trafficking, particularly heroin and, more recently, methamphetamine.
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Narcotics trafficking starts with the source countries where opium poppy for
heroin is grown and synthetic drugs are manufactured. Opium poppy culti-
vation centers in the Golden Triangle (border regions where Burma, Laos,
and Thailand intersect) where economic opportunities are few for local res-
idents and governments have only tenuous control over these territories.!3
Chinese crime organizations control heroin production by funding its culti-
vation and controlling refining. They are also directly involved in smuggling
it to Hong Kong, Australia, and other distribution centers and markets.

Each year, 80 percent of the 70 to 80 tons of heroin produced annually
in the Golden Triangle is smuggled into China over land along the Sino-
Burmese border. The 14K is reported to control heroin trafficking in the
Benelux countries. Groups that smuggle heroin into the United States often
operate on both sides of the U.S.-Canada border and control distribution.
Chinese crime organizations are also deeply involved in the production and
distribution of synthetic drugs. The 14K is said to control its production in
Mong Nawng, a Burmese town near the Chinese border and works with the
antigovernment Wa State Army to smuggle it into China, Thailand, Aus-
tralia, and elsewhere.'* Exploiting easy access to raw materials and corrupt
officials, Chinese crime organizations have made China the world’s leading
producer of methamphetamine. In addition, they are selling raw materials
acquired in China to production sites overseas. For example, Chinese police
confiscated chemicals for manufacturing “ice” and ecstasy, which were des-
tined for Russia, Belgium and the Netherlands, at the Heilongjian border
port.!3

Within China, narcotics trafficking and drug use have increased signif-
icantly in recent years. In 2003, Chinese police completed 94,000 drug-
related cases, arrested 63,700 people, and seized 9.53 tons of heroin.
Much of the drugs from the Golden Triangle enter China through Yun-
nan province. Narcotics traffickers exploit porous, weak border controls,
corrupt officials, as well as improvements in China’s transportation and
communication infrastructure, to move their illicit goods.

Traffickers continuously diversify routes. They use the well-developed
road system developed by Communist insurgents in Thailand, crossing
mountain ranges from Chiang Mai to Lampang. Routes developed by old
Chinese Nationalist forces that date back to the World War II and the
Chinese civil war era are also highways for narcotics trafficking. The com-
mercial opening of southern China and northeast India since the mid-1980s
also opened new routes for narcotics trafficking. In the 1990s, ice production
in Burma has revitalized the use of the Thai route. Cambodia is also increas-
ingly used as a staging point for trafficking ice via Trat and Chanthaburi
into Thailand. Vietnam, too, has become a transit point for narcotics traf-
fickers moving to and from China, and narcotics are smuggled to Europe,
North America and Australia using seaports in Hoi Anh, Danang, Vinh,
and Haiphong.'® Finally, Chinese crime organizations also use Chinese



136 Transnational Threats

illegal migrants as mules to carry narcotics into the United States and
elsewhere.!”

Software Piracy and Smuggling

Software piracy—the illegal copy and sale of software programs, movies,
music, and video games—is a big business for Chinese organized crime syndi-
cates. Being the resourceful multinational businesses they are, Chinese crime
organizations usually set up software piracy operations where a higher level
of capacity in information technology is accessible and where law enforce-
ment is weak. Some of these counterfeit operations use the best software
and hardware available in the market that can easily produce thousands of
copies in a matter of hours. Major counterfeit operation centers are found
in Thailand, Hong Kong, China, the Philippines, and Malaysia.'®

Another reason for locating their software piracy in these locations is ac-
cess to international shipping to distribute the illegal merchandise across the
globe. Hong Kong is the world’s top container port, followed by Singapore
(2), Kaoshiung in Taiwan (4), Shanghai (6), Shenzhen in Guangdong (11),
and Port Klang in Malaysia (12).!” Of the hundreds of thousands of con-
tainers going in and out of these ports daily, only a tiny fraction is inspected.
This makes it easy to smuggle out contraband goods and even persons. Us-
ing high-tech detection devices to screen containers for persons inside them,
Hong Kong authorities found 17 stowaways from Fujian province at the
Kwai Chung container port in July 2003.2° Others met a tragic end: 15
Chinese men were found dead on board the freighter Cape May in Seattle
in January 2000 and another 58 had suffocated in a locked container cargo
in the British port city of Dover in June 2000.2!

Arms Smuggling

Chinese crime organizations, as any smart commercial enterprise, enter
into businesses where there are profits with an acceptable level of risk.
Although Chinese crime organizations have been known to move firearms
and other weapons for their own use in robberies and gang warfare, more
recent reports indicate that they are now involved in transnational arms
smuggling for ethnic insurgents and terror groups.

Years of civil strife have left Cambodia a large stockpile of firearms, some
of which Chinese crime organizations acquired and sold to rebel and ter-
ror groups. One buyer was the Liberation Tigers of Eelam in Sri Lanka.
Weapons were moved through Thailand, sometimes using drug routes be-
tween Cambodia and Thailand. Other buyers are ethnic minority insurgents
in Burma and southern Philippines.??> Chinese crime organizations are also
known to have sold Chinese-manufactured arms to insurgents in Burma and
the southern Philippines, as well as local crime syndicates across the world.?3



Chinese Crime Organizations as Transnational Enterprises 137

A particularly alarming report recounts the 14K smuggling arms to the Abu
Sayyaf terror group in Mindanao in the southern Philippines. Abu Sayyaf
has kidnapped Western tourists in exchange for money in the name of their
Muslim insurgent movement. Moreover, the 14K was reported to have laun-
dered the ransom money for the Abu Sayyaf and collected a percentage as
fee for its service.?*

Like all successful business organizations, Chinese crime organizations are
quick to exploit profit opportunities. Existing assets (for example, old nar-
cotics smuggling routes and ties with corrupt officials) are used to support
their new illicit enterprises. The economic opening of China has created
unprecedented opportunities for Chinese crime organizations to find new
markets for narcotics, locations for counterfeiting operations, and a seem-
ingly inexhaustible supply of persons for trafficking.

SECURITY RAMIFICATIONS

The fact that transnational organized crime represents a major threat to
security is underscored by the United Nations and recognized by the U.S. and
other governments.?® Security here is defined as freedom from threats to the
state, to individual freedom from intimidation, exploitation, and violation
of basic human rights. The smuggling activities of Chinese organized crime
groups clearly pose numerous threats to security.

Governance and Rule of Law

The illicit activities of Chinese crime organizations clearly break laws,
whether it is trafficking either persons, narcotics, and goods or software
piracy and manufacturing of fake documents. More importantly, good gov-
ernance and the rule of law are compromised when government officials, po-
lice, and judges are bribed or coerced into working with criminals. Erosion
of good governance and rule of law engenders public distrust in government,
law enforcement, and the judiciary.

In China, smuggling of persons and goods is rampant and made possible
with the collusion of officials at all levels of government. Low-level officials,
for example, provide the stamps and papers necessary to move the smuggled
persons or goods, or they turn a blind eye to illegal crossings and opera-
tions within their jurisdiction. High-level officials are frequently coinvestors
in these illegal activities, using public funds to finance smuggling opera-
tions for example. They also abuse their authority to provide protection to
criminals.?®

Official corruption and abuse are the major source of discontent among
the Chinese population. However, Beijing’s response is the infrequent high-
profile anticorruption campaigns that prosecute (and execute) a few high-
level officials rather than introducing real reforms to curb excesses by
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officials of all ranks across the country. Recent high-profile prosecutions
of officials tied to Chinese organized crime include the arrest of Suixin Mu,
mayor of Shenyang, and his deputy Xiangdong Ma. Another was Major
General Shengde Ji, head of China’s military intelligence, who was sen-
tenced to 15 years in prison for his involvement in a smuggling racket worth
billions of dollars, which was operated by criminal syndicates in Taiwan
and Hong Kong. Yet An-lo Chang, head of Taiwan’s Bamboo Union Gang,
walks free in China, although he is wanted in Taiwan for links to the murder
of a legislator and construction fraud.

Public Health and Safety

Another serious security ramification is the corrosive effect of criminal
activities on public health and safety. Drug addiction is a real concern for
governments everywhere. Even China has openly admitted to a serious do-
mestic drug problem, particularly in the southwestern region where nar-
cotics traffickers are most rampant. Intravenous drug use, specifically the
sharing of needles, has contributed to a rapid increase in HIV infection.
Human trafficking for the sex trade also aggravates the HIV/AIDS problem.
A large number of minority women in Yunnan province in China and other
hill tribes in Burma, Cambodia, and Thailand are forced into prostitution.
Completion of the Kunming-Bangkok highway in 2006 and plans to con-
nect the road networks of Malaysia and Singapore will likely exacerbate
cross border crime in the region.?”

Young girls are especially in demand for prostitution because of the per-
ception that they are not infected by HIV/AIDS or are more resistant to the
virus. In reality, these women and girls are exposed to HIV and other diseases
and become agents in their transmission. Men carry diseases back to their
spouses, infecting them and creating dire consequences for their families.
Orphans of AIDS now scatter across Thailand and many other places. The
victimized women and girls are released from bondage when they can no
longer turn a profit. They return to their villages physically and psychologi-
cally traumatized. Most would not speak out for fear of discrimination and
help is usually not available. These tragic outcomes severely undercut the
ability of the affected communities to sustain themselves socially, culturally,
and economically.

Tuberculosis, avian flu, and other diseases can similarly be spread by
the human trafficking activities of Chinese crime syndicates. Being illegal
migrants, infected persons would unlikely seek medical attention. Highly
contagious diseases can incubate and spread across a much larger population
before they are detected, making it all the more difficult for public health
officials to address the problem. This is a potential public health nightmare
that might someday confront authorities in the United States and other
places where Chinese human trafficking is pervasive.
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National Security

As described earlier, Chinese crime organizations are known to work
with local warlords, rebels, and other crime syndicates to control the nar-
cotics trade in Southeast Asia, which feeds heroin and other drugs to markets
across the world. Local warlords and rebels use proceeds from opium poppy
cultivation, synthetic drug manufacturing, and gemstone mining in the hills
of Southeast Asia to finance their cause. Chinese crime organizations are
business partners with these warlords and rebels, as well as agents in selling
these commodities to the outside world. Chinese crime organizations also
help them to launder the proceeds, acquire commodities, such as weapons
and medicine, to carry on warfare, which threatens local populations, polit-
ical stability, and border security.

Another threat posed by the operations of Chinese crime organizations—
or any successful crime syndicate—is their ability to maintain mechanisms
and networks to support their illicit activities. These mechanisms and net-
works have proven successful time and again in moving vast quantities of
contraband and hundreds and thousands of persons across immigration
checkpoints and borders. Terrorists might find it attractive to use the ser-
vices of crime syndicates, which are virtually one-stop shops, to help them
sell contraband to finance their activities, acquire fake travel documents,
move people, weapons, and other materiel within and across international
borders. Sales of arms by the 14K to the Abu Sayyaf and its laundering of ran-
som money with fee for service is one example that underlines this concern.

Finally, ties between Chinese government officials and Chinese crime syn-
dicates are a serious concern. China is an important producer of arms,
chemicals, and other materiel with weapon potential. Chinese crime organi-
zations and their Chinese government associates could become suppliers of
weapons not only to criminals but also to insurgents and terrorists.

CONCLUSIONS

Chinese crime organizations have evolved today into multinational enter-
prises, and they conduct transnational criminal activities. They use their in-
fluence to corrupt officials, infiltrate business, and control politicians. Their
actions undercut efforts to build good governance and rule of law in many
places. They harm the lives of individuals and communities, promoting drug
addiction and spreading diseases such as HIV/AIDS. Their expansion in re-
cent years has benefited from the economic opening of China, which has
allowed them new opportunities for cross-border smuggling into and out of
China and highly profitable business deals in collusion with corrupt officials
in the Chinese government and military.

Combating Chinese crime organizations will require international coop-
eration among law enforcement and commitment from political leaders who
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will provide the necessary resources and political will to pursue these crimi-
nals. The sharing of intelligence among law enforcement authorities to trace
and stop illicit activities is a critical first step. Concerted efforts to close
trafficking routes, halt money laundering operations, and conduct arrests
will be part of the solution. Also important is training for law enforcement
officers and providing them with resources to conduct their work. Another
area in need of attention is finding ways to deal with international crimi-
nal cases when extradition treaties are absent between countries and legal
systems differ in the handling of transnational crimes.

Yet the more difficult challenge of breaking these highly flexible, inno-
vative, and adaptive organizations persists. Hong Kong, under the British
rule, demonstrated some success in curbing Chinese organized crime. Pub-
lic education campaigns, anticorruption drives, increasing transparency of
the financial system, and reform of the police were instituted to strengthen
governance and the rule of law.

The Chinese takeover of Hong Kong in 1997 has not brought about a
stronger effort to eliminate Chinese organized crime. In fact, quite the op-
posite has happened: Chinese crime organizations are implicitly allowed to
exist, so long as they pledge their allegiance to China. Collusive ties between
Chinese government officials and Chinese crime organizations are allowing
these crime syndicates to grow bigger, stronger, and more dangerous than
they have ever been.
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CHAPTER 10

Japanese Trafficking
and Smuggling

Rollie Lal

The Japanese yakuza comprise some of the largest organized crime networks
in the world and hold extraordinarily large amounts of wealth.! The yakuza,
organized primarily into three main crime groups, have a total membership
estimated at 80,000 or more. Although the Japanese syndicates, similar to
other organized crime groups, are involved in large-scale criminal activity,
they exhibit the unique advantage of relative acceptance within Japanese
culture. This facet of their relationship with Japanese society has provided
the yakuza with distinct advantages in both developing profit-making enter-
prises and evading law enforcement.

The yakuza were formed in the seventeenth century and, over the cen-
turies, have become an entrenched part of Japanese society. The yakuza had
gained a foothold in major urban centers by the nineteenth century and
developed strong ties with both political and economic officials to expand
their business interests. These groups gradually allied with the ultranation-
alists, assisting the Japanese militarists during the early twentieth century.
These alliances were built upon long-standing shared ideological positions
between themselves and the Japanese political right wing. The yakuza histor-
ically considered themselves the protectors of Japanese traditional culture,
national honor, and the common man. After World War II, they were able
to profit from both their political ties with the right and the rapid growth of
their trafficking interests.

The three most powerful yakuza syndicates include the Yamaguchi-gumi,
Sumiyoshi-kai, and Inagawa-kai, though many smaller crime groups also
operate in Japan. Their income is derived from a variety of illegal activities,
including drug trafficking, gambling, extortion, human trafficking, and legal
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businesses. Trafficking and smuggling drugs and people are critical areas of
business for the criminal organizations.

DRUG TRAFFICKING

Drug trafficking alone is estimated to provide at least 35 percent of the
income of Japanese organized crime.> The exceedingly fast pace of life in
Japan is considered a reason for the country being the prime destination for
stimulants, particularly amphetamines. Students, drivers, and many others
working long hours in the office, while running low on sleep, rely upon speed
to keep them awake and functional. A survey taken in 1998 indicated that
at that time 2.2 million Japanese had used stimulant drugs.? This extremely
lucrative trade in speed, commonly known as shabu in Japan, is controlled
by the yakuza.

The yakuza procure amphetamines produced mainly in China and the
Philippines, although North Korea maintains a major role and interest in the
trade. Producing and marketing the drug are a vast number of countries and
criminal groups spread across Asia. Consumption of the drug has become
rampant in many countries, and production is growing to meet the demand.
The popularity of ecstasy and other forms of amphetamines has boomed in
Japan, South Korea, Hong Kong, China, Taiwan, Thailand, Indonesia, the
Philippines, and Australia in recent years. As a result, syndicates in various
countries have joined the game to share the profits.

China has become one of the largest producers of amphetamines, and
Myanmar has developed into a major source as well, providing an estimated
800 million methamphetamine tablets per year, primarily to Thailand.* Syn-
dicates have had to develop contacts with criminal elements in China and
India to procure the raw materials for the trade. China and India are legally
the largest world producers of a base component of methamphetamines
known as ephedrine. While ephedrine production itself is regulated for le-
gitimate pharmaceutical trade in these countries, a small amount is leaked
and used for sale by drug traffickers. Some of this ephedrine is trafficked to
Myanmar laboratories for production.’

The drugs are smuggled into Japan via sea vessels and air from myriad
locations around the world. A major transit route involves the seas con-
necting Japan and the Korean Peninsula. Traffickers often import the drugs
via fishing vessels through the waters surrounding North Korea, taking as-
sistance and cover from officials. In a typical transaction, yakuza arranged
for drug trafficking to take place under the cover of a Japanese trading
firm. The trading firm president supervised the loading of the drug ship-
ment near Wonsan Port in North Korea. After, the fishing vessel returned
with the drugs to Japan, where it was intercepted. Apparently, the president
of the trading company had supplied passes to the individuals involved in
transporting, which allowed them to get by the North Korean patrol boats
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without trouble. The investigation revealed that the trading firm sent 40
million yen to North Korea as partial payment for the shipment. In other
instances, North Koreans shipped the drugs directly to Japan.® The case
highlights the involvement of corrupt officials on the North Korean side, or
even possible open complicity of the authorities.

The drugs are smuggled into Japan by way of other more traditional
routes, primarily disguised as tourist and business traffic coming through
airports. Canadian citizens have been intercepted attempting to bring in
large amounts of amphetamines through Narita Airport. In July 2004, a
man and a woman were seized at the airport carrying 26 kilograms of am-
phetamines worth approximately 1.56 billion yen on the street. They had
arrived on an Air Canada flight from Toronto and were planning to pass the
drugs on to their contacts at a Tokyo hotel.” In a similar case, police inter-
cepted a Taiwanese man, Chang Wan-Chung, attempting to board a plane
at Taiwan’s Chiang Kai-shek Airport with drugs. The man was carrying
2.165 kilograms of amphetamines in his luggage and was headed for Japan.
Taiwanese police said that domestic drug rings, such as the one Wan-Chung
was believed to work for, had become major drug exporters.® In addition,
the Taiwanese drug syndicates had developed cooperative ties with crimi-
nal groups in Southeast Asia and Japan to move drugs efficiently to market.
Malaysian women have also been caught entering Japan with amphetamines,
though their intermediaries are believed to be Middle Eastern gangs rather
than the yakuza.’

PROSTITUTION

Trafficking in women is also a massive business for the yakuza. The busi-
ness of importing women for prostitution into Japan and organizing sex
tours for Japanese men throughout Asia is extremely profitable and encoun-
ters less law enforcement opposition than the drug and weapons businesses.
To a large extent, this is a reflection of long-standing ideas in Japanese soci-
ety that prostitution is not a real problem. In Japan, the existence of hostess
bars and prostitution involving illegal immigrants is given a wink and nod
by government officials. The lax attitude of law enforcement has meant that
women transported illegally into Japan as prostitutes have little recourse.
As a result, in 2004, Japan was listed in the U.S. Department of State Traf-
ficking in Persons Report as a country on the Tier Two Watch List. This
categorizes Japan along with countries notorious for human trafficking, such
as Thailand, Vietnam, and the Philippines. According to the report, “Japan
lacks a comprehensive law against trafficking, and until recently there was
no official, clearly defined policy to coordinate anti-trafficking efforts.”!?
The report criticizes the extent of punishment available for crimes relating
to human trafficking and prostitution. In sharp contrast to crimes involving
drugs, perpetrators of human trafficking violations are given a slap on the
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wrist. The U.S. State Department also notes that the issue can be addressed
by Japan if officials there can be brought to regard the problem seriously.
The report states, “Considering the resources available, Japan could do
much more to protect its thousands of victims of sexual slavery.”!!

Part of the glib attitude of Japanese officials and Japanese media reflects
the fact that human trafficking has a long history in Japan. During World
War II, for instance, the Japanese government, in collaboration with yakuza
syndicates, arranged for thousands of Korean and other women from Asia
to be made available as sex slaves or “comfort women” for the Imperial
Army.'?> However, even today, the issue of comfort women is not discussed
openly in public, and many Japanese refuse to believe that a crime against
women occurred. In particular, many in the Japanese right wing argue that
comfort women were in fact volunteers and, in any case, necessary to help the
Imperial Army. This type of refusal to address historical issues of prostitution
affects the popular perspective on current issues of human trafficking in
Japan.!3

As Japan’s economy entered a boom in the 1970s, tourism to other Asian
countries expanded rapidly. Growing affluence in Japan along with the
strong yen allowed droves of Japanese to visit the rest of Asia and buy a
lifestyle that was less readily available at home. Widespread poverty across
the rest of Asia meant that thousands of women could be bought for very
little. During this time, sex tours became increasingly popular, to the extent
that Japanese tourism agencies began marketing countries for the availability
of their women to the tourists. Yakuza entrepreneurs began profiting from
this business and investing in sex tourism. Japanese sex tours in particular
targeted Taiwan and Korea early on and then spread to the Philippines and
Thailand.

In the early 1980s, protests against what was increasingly viewed in Asia
as a new type of Japanese imperialism arose, and Japanese authorities tried
to curb the flagrant sex tour industry. The Japanese economic recession also
decreased the level of frivolous corporate spending available for this type of
entertainment. Today, the Japanese tours continue, albeit more quietly.

Instead, the yakuza in the past few decades have begun new entre-
preneurial activity focused upon trafficking women from Asia to Japan to
meet the demand and to take advantage of a high profit margin. According
to one study, an average session with a foreign prostitute in Japan in the
late 1990s was $200. With an average of 100,000 prostitutes, the business
would have brought in at least approximately $7.3 billion in a year, a large
haul by any standard.'

The yakuza often work in coordination with the Chinese and Rus-
sian gangs, supplying women for prostitution in Japan. Japan is a major
destination country for women and girls from China, Taiwan, Vietnam,
Central Asia, Russia, South Korea, Cambodia, and the Philippines.'®
Japanese groups also recruit a substantial number of their sex workers
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from Thailand—a major source, transit, and destination country for traf-
ficking. Thai women and girls are generally trafficked to the United States,
Europe, Australia, Hong Kong, Taiwan, and Japan. Other women are traf-
ficked into Thailand from neighboring countries, Russia, and Central Asia.
Organized crime groups operating in Thailand provide a hub for much re-
gional trafficking, providing needed facilities such as housing, banking, and
protection.

WEAPONS TRAFFICKING

For centuries, Japan has maintained extremely strict laws regarding the
use and possession of handguns. Civilians are not legally allowed to carry
a handgun and very few people own one. The only type of firearm that a
Japanese citizen can legally possess is a shotgun for hunting, and for this the
individual must undergo a lengthy licensing procedure.!” As a result, yakuza
groups attempting to arm themselves against their criminal rivals historically
were at a disadvantage with regard to firepower. For decades, the price of a
handgun was as much as 10 times its value in America. Yakuza were forced
to pay a premium in price and inconvenience for acquiring their arsenal.
Over time, a brisk trade in the importation of small arms developed, with
the majority of the weapons coming from the United States, China, and the
Philippines. Lax gun laws in the United States in particular have made it a
prime shopping locale for yakuza in search of firepower.

In recent years, the syndicates have innovated to bring gunmakers into
Japan to manufacture their weaponry locally and at a reduced cost. Filipino
authorities have stated that gun manufacturers from the Philippines have
been brought to Japan disguised as tourists or workers in order to produce
guns there.'® A high-ranking member of Yamaguchi-gumi, Akire Nemoto,
was apprehended in Manila in a 2004 sting operation for firearm smug-
gling and drug running. Nemoto, also known as “overseas arsenal,” had
been involved in a transaction to sell weapons and drugs to the Taiwanese
Bamboo Union gang and other gangs. Nemoto met with Taiwanese gangs
in Manila to arrange the trade. Authorities believed that fishing boats were
used to transfer drugs and weapons via the Philippines en route to Taiwan.
The operation also revealed that the Taiwanese gangs had already placed
more than $100,000 in orders for guns from yakuza bosses.!”

In addition to conducting a trade in small weapons for use in arming
their own gangs, North Korean defectors have testified to the U.S. Congress
that the yakuza works with North Korea to import parts into North Korea
for their missile and nuclear program.?® American officials state that North
Korea receives a significant portion of its funding and foreign currency for
its arms program through drug sales. North Korean embassy officials have
been intercepted in more than 20 countries for drug-related offences, a sign
that official complicity in the trade goes beyond a wink and nod.?!
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The yakuza deals in the smuggling of other more obscure items in addition
to the traditional areas of drugs, sex, and weapons. Luxury cars are smuggled
out of Japan and into Thailand and other countries. Exotic animals are
smuggled to and from countries, and luxury goods are smuggled into Japan
to expedite money laundering.

CONCLUSION

Japan’s banking crisis has revealed the extensive involvement of Japanese
organized crime in creating nonperforming loans and in hindering the res-
olution of the problem. The crisis also uncovered the extent of organized
crime’s business influence in Japan. During the Japanese financial bubble of
the 1980s, billions of dollars were loaned to corporations and individuals
with yakuza involvement. Collusion between bankers, bureaucrats, politi-
cians, and organized crime led to the disbursement of loans to unqualified
recipients holding highly overvalued collateral. In the ensuing crisis, non-
performing loans extended to yakuza-affiliated organizations could not be
recovered, deepening the problems faced by banks and the government in
bailing out a decimated banking industry. The situation has forced a re-
assessment of the yakuza and its activities, including an investigation into
their business dealings and the areas of their involvement in Japan’s financial
problems.
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CHAPTER 11

South Asian Organized Crime
and Linkages to Terrorist
Networks

Rollie Lal

Until recently, terrorism and organized crime have been considered separate
problems that should be dealt with differently. Conventional wisdom states
that terrorists care little for profit, while it is the criminal’s only desire. Yet
consider this scenario: The powerful boss of a criminal syndicate with a vast
logistical network planned to bolster his support in the Muslim community
by avenging aggression against Muslims. He decided to launch terrorist
attacks on the stock exchange and various other well-populated landmarks,
utilizing ports and individuals whom he trusts for now bringing in tons of
plastic explosives and weaponry. He recruited street criminals and trained
them in terrorist camps outside the country in preparation for the attack.
When the day came, simultaneous attacks were launched throughout a major
city, causing destruction and chaos. Those bombings that took place in
Mumbai in 1993 foreshadowed the massive terrorist attacks that occurred
in the next decade.

Should these events, and other more recent instances in South Asia, cause
us to rethink the conventional wisdom that terrorists and criminals ought to
be assessed in quite different categories? The bombings suggest that criminal
networks and terrorist groups may be deeply intertwined in ways that go
well beyond tactical—and fleeting—alliances of convenience.

While organized crime has been involved in supporting international ter-
rorist activity, including the attacks of September 11, the Madrid bombings,
and the activities of militant groups in Afghanistan, global attention has
focused on locating terrorist groups—that is, groups whose purpose is ide-
ological rather than profit oriented. Moreover, the links between the two
groups indicate that the issue of organized crime may need to be addressed in
order to destroy the logistical network supporting terrorist groups. The case
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of South Asia is particularly relevant, as the region encompasses a variety of
criminal and terrorist organizations that have been known to collaborate in
operations internationally.

The connections between the two networks exist on a variety of levels,
from purely tactical to strategic, including logistical support in weapons
procurement, shared routes, training, and ideological overlap. Moreover, the
possibility exists that the current cooperation between crime and terrorist
groups could lead to the procurement of nuclear weapons and other weapons
of mass destruction (WMD) by terrorists.

The Mumbai bombings indicated that criminal groups do not abide by
state boundaries and can benefit from decentralized operations. Organized
crime syndicates, such as terrorist groups, are transnational in character,
and as governments increasingly focus on intercepting the criminals, the
groups seek refuge primarily in Pakistan, the United Arab Emirates (UAE),
and various other countries where their presence may be either tolerated or
go unnoticed. The South Asian organized crime groups have also been con-
nected with various other countries, including Canada, Thailand, Malaysia,
Singapore, Kenya, and Portugal. Highly dispersed, criminal and terrorist
groups have become operationally versatile and are able to supply and at-
tack a multitude of locations in a short time frame.

At the more tactical level, terrorist groups rely upon organized crime
networks to provide them with the necessary weaponry and munitions to
undertake massive terrorist attacks or insurgencies. In addition, the routes
that have been carefully constructed by criminal networks can be extremely
useful for transporting goods on behalf of terrorist groups. For their part,
criminal gangs can turn to terrorist groups to provide needed training in
the use of guns and explosives and provide safe passage through militant
territory for a price. Crime and terror groups are transnational and benefit
from the overlap of their international routes. Criminal syndicates in South
Asia are also closely connected to terrorist groups via the drug trade; both
criminals and terrorists engage in drug trafficking to support their income.

Terrorist groups and criminal networks overlap in their attitude toward
government authorities, and that overlap is critical. Both are engaged in
illicit activities, so both networks depend upon their ability to corrupt of-
ficials and hide their activities from the government. To be effective, both
networks prefer to operate in areas with weak law enforcement.! Crime and
terror groups are transnational and can benefit from the overlap of their
international routes.

Similar to terrorist groups, criminal organizations can become ideological
over time. Conventional wisdom concerning criminal organizations holds
that the criminals are only interested in monetary gain and thus use reli-
gious or ideological pronouncements only to cover criminal activities. Yet
the South Asia cases suggest that criminal organizations have come to ac-
quire ideological or religious predispositions that motivate their actions, not



152 Transnational Threats

merely cover them. In South Asia, moreover, organized crime syndicates
have increasingly become involved in supporting terrorist activities.

The implications of the cooperative relationship between criminals and
terrorists for the spread of WMD are even more alarming. The revelations
of recent nuclear transfers from Pakistan to other states raise concern that
the inability of the United States and its allies to interrupt cooperation be-
tween organized crime and terrorist groups could lead to dangerous nuclear
transfers in the future. Nuclear transfers to North Korea, Libya, and Iran
could not have occurred without the assistance of illegal networks.? The ease
with which the transfers were accomplished is exceptionally chilling. A.Q.
Khan used false papers and front companies in several countries to transfer
nuclear technology to other countries and used government cargo planes
to assist in deliveries to North Korea.> Khan’s middleman, B.S.A. Tahir,
arranged for a Malaysian company to manufacture nuclear components for
shipping to Libya and for Libyan technicians to be trained in the use of
machines that were part of the nuclear program.* Tahir also assisted Khan
in the transfer of centrifuge units from Pakistan to Iran.’ Other individuals
were involved in the nuclear trafficking network, including Peter Griffin, a
British citizen who owned a front company in Dubai; Urs Tinner, a Swiss
man who supervised work on centrifuge components; and others.® The scale
of A.Q. Khan’s illegal nuclear network and sales to various states indicates
that similar sales of nuclear technology to terrorist organizations could be
undertaken.

Even if states agree to international nonproliferation protocols, the exis-
tence of criminal networks engaged in nuclear trade could allow proliferation
to continue. Without knowledge of where these networks operate and who
is involved, interdiction becomes extremely difficult. Furthermore, authori-
ties may not be able to identify the destination groups or countries for these
illicit transfers of nuclear materials. An understanding of the case of South
Asia is particularly critical at this time, as it provides insights into this dan-
gerous trend of organized crime assisting radical Islamic groups in launching
terrorist attacks and transporting nuclear material internationally.

ORGANIZED CRIME IN SOUTH ASIA

Research on organized crime based in South Asia can illuminate the con-
nections between organized crime and terrorism, connections that may ex-
tend beyond the region, tomorrow if not today. Organized crime in this
region covers a wide range of activities, including drug trafficking, weapons
trafficking, prostitution, contract killings, extortion, kidnapping, money
laundering, and hawala—an underground network of financiers who re-
ceive funds in one country then arrange for an associate in another country
to pay the recipient. These business arenas and interests of terrorist groups
intersect, providing opportunities for the two to cooperate, all the more so
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because both types of groups often operate in areas where law enforcement
is weak and corrupting officials is possible.

While these criminal networks exist and operate across South Asia, they
are particularly strong in large urban centers and commercial areas such as
Mumbai and Karachi. Information regarding organized crime operations is
more abundant in India than in Pakistan, largely because of limited press
coverage and research on the issue in Pakistan. Political sensitivities in Pak-
istan regarding the connections of the government to organized crime and
militant groups hinder this type of research. Journalists are pressured to
avoid approaching the topic, facing harassment by police and intelligence
agencies for excessive inquisitiveness.” In Karachi, Daniel Pearl, while re-
searching the connections between Pakistan’s militant groups and organized
crime, was kidnapped and killed. As a result of the marked lack of data
regarding crime in Pakistan, much of the data presented below reflect trends
in Indian organized crime. However, as the groups are usually transnational
and overlap in their business interests, the data illustrate many facets of
organized crime that can be reflective of trends across South Asia. A closer
look at specific cases of cooperation can reveal some of the methods used
by these groups and highlight areas requiring further attention.

Over the past decade, South Asia has suffered from numerous terrorist at-
tacks coordinated by a combination of individuals from both groups. Data
from the investigations indicate that organized crime was consistently in-
volved in some aspect of these attacks. This research summarizes three cases
involving organized crime and terrorist groups working cooperatively, then
gives an overview of the major business interests of Indian organized crime
that are used to support these activities. The cases highlight some of the
methods and opportunities criminal and terrorist networks utilize in India
and Pakistan. The case of Dawood Ibrahim and the 1993 Mumbai Bomb-
ings, referred to earlier, illustrates how a criminal leader used his extensive
criminal networks and finances to launch one of the largest terrorist attacks
in the history of India, having become radicalized in response to attacks on
Muslims. The case of Aftab Ansari describes how a criminal involved in
kidnapping assisted in financing the 9/11 attacks through his terror connec-
tions. The Purulia Arms Drop Case suggests that criminals do not need to be
ideologically inclined to assist terrorist groups; cooperation is often purely
a business relationship.

Case I: Dawood Ibrahim and the 1993 Mumbai Bombings

The most powerful organized crime group in South Asia is currently the
Dawood Gang (also known as D Company), led by Dawood Ibrahim. Da-
wood was designated a terrorist supporter by the United States in October
of 2003 for his role in assisting al Qaeda through use of his routes, his role in
assisting terrorist organizations such as Lashkar-e-Taiba, one of the largest
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Pakistan-based anti-U.S. groups fighting in Kashmir, and for his role in ter-
rorist attacks against India.® Although Dawood is an Indian Muslim, U.S.
and Indian reports indicate that he resides in Pakistan and carries various
Pakistani passports.” The Indian government has requested his extradition,
but the Pakistani government has denied that he is in Pakistan.!® The con-
nections between his criminal networks and the terrorist groups based in
South Asia are cause for international concern, as their interests spread far
beyond the region.

Dawood, the architect of the 1993 Mumbai bombings, was first arrested
for criminal activities in 1974. He developed his skills locally as a smuggler
and was arrested several times over the following years. Over time, his
gang incorporated and eliminated other local gangs and leaders, increasing
Dawood’s influence and wealth. In 1984, Dawood Ibrahim escaped to Dubai
while on bail for murder and was followed there by other members of his
gang. In recent years, Dawood moved to Karachi, Pakistan, although Dubai
remains a major base for his operations, as well as for other syndicates. Nepal
has also provided a critical access link for the syndicates. The Dawood Gang
is one of South Asia’s largest syndicates, with an estimated 4,000 to 5,000
members, over half of whom are from the Mumbai area.!!

During the 1970s and 1980s, Dawood appeared to be relatively secular
in his business interests. The profit motive remained the key factor in ac-
tions taken by his syndicate, and his group included large numbers of Hindu
and Muslim gangsters. However, in 1992 religious tensions in India between
Hindus and Muslims escalated, ultimately triggering large-scale violence that
stirred religious divisions in the criminal underworld. Hindu nationalists de-
stroyed the Babri Masjid, a historic mosque, on December 6, 1992. In the
subsequent riots, hundreds of people died, though the numbers indicated
that Muslims were most frequently targeted. The Srikrishna Commission
Report conducted by the government of India noted that 900 people died,
including 575 Muslims and 275 Hindus.'> On March 12, 1993, Dawood
responded by engineering the series of bomb blasts throughout Mumbai,
avoiding predominantly Muslim areas. The targets included the Bombay
Stock Exchange, Air India building, Shiv Sena (Hindu nationalist group)
headquarters, gold market, and Plaza Cinema. His involvement was a sur-
prise to law enforcement, as organized crime had not been directly involved
in major terrorist attacks in the past. Vengeance for the violence against
the Muslim community, combined with a desire to court the support of
the Indian Muslim community, may have been the motivating factors for
Dawood’s involvement in the bombings, which killed 257.

The serial bombings of Mumbai in 1993 implicated several organized
crime figures and their networks. In preparation for the attacks, Dawood
Ibrahim and Tiger Memon (Ibrahim Mushtaq Abdul Razak Memon) re-
cruited operatives for weapons training in the hinterlands of Pakistan and
procured weapons and explosives. The operatives were sent first to Dubai,
then onwards to Pakistan with new identities and false passports. The
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authorities in Dubai supplied the recruits with transit visas. Upon arrival
in Pakistan, the recruits trained in the use of the AK-56, hand grenades,
rocket launchers, and RDX (rapid detonating explosives) to be used in re-
venge for the mass violence against Muslims.!? Shipments of the weaponry
to be used in the actual attacks came in through ports near Mumbai, assisted
by corrupt officials. In the investigations following the attacks, 1,034 kilo-
grams of RDX was seized by Mumbai police in a warehouse and another
2,380 kilograms in a nearby creek, in addition to 459 grenades subsequently
found to be manufactured in Pakistan, and 63 AK-56 rifles.'* Collusion be-
tween terrorists and criminals was only possible as a result of cooperation
by Pakistani officials and the corruption of various Indian agencies.

The Mumbai blasts caused a splintering of the Dawood Gang. Various
members of the syndicate, including a Hindu criminal known as Chhota
Rajan (Rajendra Sadashiv Nikhalje), rejected the March 1993 bomb blasts,
calling them antinational. Chhota Rajan then formed an opposing group
with other former members of the gang. Although Dawood still retains the
support of many Hindu gangsters, the 1993 bombings changed the nature
of his support base significantly and solidified his status as a protector of
Muslim interests.

After September 11, Dawood surfaced again for his connections to the
terrorist networks. Reports indicate that al Qaeda and Taliban leaders en-
listed Dawood’s aid in escaping from Afghanistan.!> Dawood’s smuggling
routes through the region proved to be invaluable for individuals attempt-
ing to avoid detection. The Indian government has also stated that Dawood
has used his networks to provide logistical support for Lashkar-e-Taiba’s
activities in Gujarat, Maharashtra, and Hyderabad.'®

There is speculation that Dawood is moving some of his operations from
the UAE to Saudi Arabia, as he has made repeated visits to that country
in 2003. The authorities in the UAE have moved closer to India, signing
an extradition treaty with India in 2003 and deporting wanted individuals.
The UAE’s increased cooperation with both India and the United States in
turning over criminals and terrorists has made Dubai a less attractive base
for Dawood’s operations in the past year.

The Dawood Gang’s ability to launch a massive terrorist attack on Mum-
bai, using tons of explosives and massive amounts of firepower, indicates
that organized crime in South Asia is extremely capable of using its criminal
networks for terrorist ends. Furthermore, criminal groups may have—or
acquire, in this case, as retribution—ideological as well as business reasons
for supporting terrorist activities.

Case II: Aftab Ansari

A well-known kidnapper and weapons smuggler, Aftab Ansari, pro-
vides an example of criminal financial assistance to terrorist undertakings.
Based in Dubai, Ansari was primarily a criminal but developed links with
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terrorist financier Sayed Omar Sheikh from shared time in prison together
in the 1990s.'7 Sheikh had been known for the prior kidnapping of British
and Americans in order to obtain the release of Islamic militants held by
India.'® In 1999, Ansari was released from prison and left for Pakistan,
where he was issued a Pakistani passport.'® The same year, both Sheikh
and Maulana Masood Azhar, leader of the Pakistan-based terrorist group
Jaish-e-Mohammed, were released in December in exchange for hostages
from the Indian Airlines flight that was hijacked to Afghanistan. Ansari and
Sheikh came to an agreement that Ansari would provide recruits for train-
ing in Jaish-e-Mohammed and Lashkar-e-Taiba training camps in Pakistan,
while Sheikh would make his terrorist networks available to assist Ansari’s
criminal activities.??

In August 2001, Ansari kidnapped an Indian shoe manufacturer, Partha
Roy Burman, for $830,000 in ransom.?! According to a trail of Hindi
email intercepted by the Indian authorities, on August 11, Ansari then sent
$100,000 to Sayed Omar Sheikh via Dubai. Sheikh is believed to have then
sent the money to Mohammed Atta, a 9/11 hijacker.?? In exchange for the
money, Sheikh agreed to give training and weapons to the kidnappers. Later,
Sayed Omar Sheikh and Aftab Ansari continued to cooperate, conducting
the attack on American Center in Calcutta in January of 2002.2% Sheikh
was also believed to be involved in the Daniel Pearl kidnapping along with
Khalid Shaikh Mohammed.*

In February 2002, Ansari was arrested in Dubai and admitted to fund-
ing terrorism through kidnappings for ransom, drugs, and arms. He also
admitted ties to Sayed Omar Sheikh.

The case of Aftab Ansari reveals the possibility that individuals involved
in organized crime activities may adopt or be converted to the ideological
leanings of terrorists through prison contact and other association. In ad-
dition, his ability and intent to transfer funds in support of the September
11 hijacking indicates the international reach and efficiency of these oper-
ations. The linkages between organized crime and terrorist networks easily
transcend the boundaries of the country in which the networks are based.

Case III: Purulia Arms Drop Case

The Purulia Arms Drop Case illustrates the transnational nature and vast
scale of organized crime support for terrorist activities. In December of
1995, an Antonov 26 aircraft dropped over 300 AK-47/56 rifles, 20,545
rounds of ammunition, Dragnov sniper weapons, rocket launchers, and
night vision devices into a village named Purulia in West Bengal, India. It
was discovered that the Russian aircraft was bought from Latvia for $2
million and chartered by a Hong Kong-based company with the weapons
picked up from Bulgaria.?’ The plane first flew to Pakistan and Bangladesh
before entering India. The man suspected of leading the weapons deal is
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Danish. A mixture of British, Latvian, and Indian nationals was found guilty
in the case. The weapons were ultimately being procured by a religious cult
in India known as Anand Marg, to be used in political revolt against the
ruling communist party in the state of West Bengal. However, other than
the man accused from Denmark, the individuals involved in the weapons
deal were not all followers of the religious group.

This case illustrates a more familiar and tactical point: how organized
crime can come to the assistance of terrorist organizations without sharing
the ideological beliefs or goals of the organization. In the context of post-
9/11 terrorist networks, it is clear that weapons dealers do not necessarily
need to be ideologically allied with the terrorist groups that they are assist-
ing. In effect, terrorist groups may be outsourcing much of the logistical and
supply issues to affiliated organized crime networks. The result is an orga-
nization that may at times have more members of organized crime involved
than committed terrorists. Despite the division of labor between the two
networks, the ultimate outcome of creating mass terror remains unchanged.

THE BUSINESS OF TERRORIST LOGISTICS

Weapons selling is a prominent example, but the business interests of orga-
nized crime in South Asia include arms trafficking, drug trafficking, construc-
tion and real estate investments, extortion, prostitution, money laundering,
and bawala transactions. Joint criminal and terrorist enterprises as described
above are supported by a variety of businesses. The illegal investments of
organized crime networks provide profits for the criminal organizations, as
well as adequate funding for the procurement of weaponry and training for
terrorist groups.

The criminal interests in arms and ammunition trafficking is a particu-
lar concern. Criminal groups involved in selling weapons may be particu-
larly likely to cooperate with terrorists. Other criminal groups—providing
prostitution or organs, for instance—often are in the business of providing
illicit goods to consumers who may otherwise not be criminals. However,
a portion of the proceeds from these businesses may be diverted toward
supporting terrorist groups, as even these criminal arenas are dominated by
large multinational criminal enterprises.

Small arms are brought into South Asia from the west, through
Afghanistan and Pakistan, and from the east, originating in China. A large
quantity of small arms entered the South Asian region with the advent of the
war in Afghanistan in the 1980s, and then more arms were brought in with
the most recent conflict in the country. The AK-47 and AK-57 have been
popular weapons for their ease of use, low cost, and ready availability.?

South Asia is a critical transit region for drug trafficking of narcotics and
other psychotropic drugs. Conveniently located between the Golden Trian-
gle and the Golden Crescent, much of Asia’s drug trade traverses South Asia.
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Traffickers send narcotics from Afghanistan to Pakistan and through south
India to the ocean and on to destinations in Europe and Russia. Pakistani
traffickers also play an important role in financing and organizing of heroin
produced in Afghanistan.?” Heroin and other drugs are being transferred
from Southeast Asia and Myanmar through India to points west. In addi-
tion, India is the world’s largest legal producer of opium for pharmaceutical
purposes.?’

A small part of this licit production is diverted to be sold abroad illegally by
organized crime, although the majority of diverted opium is used locally.?’
Various terrorist and extremist groups have been able to profit directly
from this illicit trade in substances, using the profits from drug sales for the
purchase of weapons. Militants in Afghanistan have long relied upon drug
profits to assist them in funding weapons procurement and general financial
support. The Liberation Tigers of Tamil Eelam is believed to use profits
from drug trafficking to fund their activities and weapons procurement, as
are various insurgent groups in India’s northeast. The Dawood syndicate
is also heavily involved in drug trafficking and has conducted terrorist at-
tacks with the assistance of drug routes and funding.

The construction and real estate industry form another extremely prof-
itable business venture for organized crime groups. The crime syndicates
have played a role in forcibly vacating properties, settling property disputes,
providing protection against other gangs, and providing loans. The Dawood
syndicate, similar to other organized crime groups, has als