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Preface

Windows is, and will probably always be, the leader in server software for businesses. In
any data center in the world that supports desktop Windows computers, you will find
Windows Server. You will also find Windows powering one of the world's largest cloud
environments — Microsoft Azure. Businesses have been relying on Windows and Windows
Server for almost 25 years, and not without reason! Windows Server 2019 continues the
long-standing tradition of providing all the core functionality from previous versions of
Windows Server along with many enhancements and improvements new to this version
of Windows.

Windows has seen a substantial shift in the past 10 years towards remote management.
Where once upon a time you had to log into individual servers, now almost everything
can be done from the comfort of your Windows 10 desktop. Many remote management
GUIs are available, and for those who like scripting and repeatability there's a large
focus on PowerShell. Windows Server 2019 is no exception, and for the first time in the
Windows Server cookbook series we'll be looking at this extensively.

When I was approached to continue the excellent work of Jordan Krause, who wrote the
previous editions of the book, I was excited at the idea of being able to educate readers on
many of the common mistakes I see made in Windows environments around the globe.
I've seen more badly named Active Directory domains than well-named ones. I've seen
so many web servers that were meant to be identical but where one or two have been
configured differently. I see companies that don't have the right tools in place to be able to
reconstruct a security incident after the fact. I saw this edition of this book as my chance
to share the knowledge I've built up over the past 15 years. Windows Server 2019 has so
many wonderful features that are woefully under-utilized. Desired State Configuration is
one particular example that, if used properly, could have saved a lot of the heartache I've
seen.
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You may be asking yourself why this book even exists — isn't everything moving to the
cloud? Why do I need to learn all this? The simple answer is that most of the things you
learn here are still relevant to the cloud! The cloud isn't some magic wand that you can
wave over your infrastructure and make it all just work. There's still management that
needs to be done. Servers still need configuring, users need administering, file servers still
need anti-virus. There are also a lot of workloads that are not moving to the cloud yet.
Any medium to large business probably has at least one or two Windows servers sitting
in a rack in each office. And let's not forget that cloud services only work well if you have
a solid, high - bandwidth, low - latency internet connection. For countries where internet
bandwidth is limited or expensive, then on-premises hardware will surely always win.

So, whether or not your company is going all-in on the cloud, you will still need a good,
fundamental, solid understanding of Windows Server 2019.

A book about Windows Server can't just focus on the new fancy pieces. It also needs

to lay a good foundation to get you to a point where you can use these new features

with confidence. That's why a lot of the recipes early on in this book cover doing things
two ways: once via the GUI and a second time via PowerShell. As we get into the

more advanced chapters of the book, the GUI will be seen less and less, and we'll be in
PowerShell a lot more. As your skills in PowerShell improve, my hope is that you can take
the foundations found in this book and maybe one day you can write your own book
about your adventures in Windows administration. Maybe you will take over the reins

of the Windows Server cookbook series!

Who this book is for

This book is for system administrators and IT professionals that may or may not have
previous experience with Windows Server. The ideal target is desktop administrators
wanting to get into the server world, and developers hoping to better understand the
infrastructure upon which their applications run. The target readers may also have some
experience in previous versions of Windows Server but be interested in some of the new
2019 features or wants to know how to manage servers remotely. All will benefit from the
information provided here. Anyone hoping to acquire the skills and knowledge necessary
to manage and maintain the core infrastructure required for a Windows Server 2019
environment should find something interesting in this book.
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What this book covers

Chapter 1, Learning the interface, takes you on a journey of working with Windows Server
2019 as we figure out how to navigate through the new look and feel of this new operating
system, and gain some tips and tricks to complete our daily chores efficiently.

Chapter 2, Core Infrastructure Tasks, takes us through configuring and working with the
core Microsoft technology stack. The recipes contained in this chapter are what I consider
essential knowledge for any administrator who intends to work in a Windows network.

Chapter 3, Networking, runs through many common network configurations and useful
tools that you'll need to know to configure a Windows network.

Chapter 4, Working with Certificates, starts to get us comfortable with the creation and
distribution of certificates within our network. Public Key Infrastructure is an area that
administrators increasingly need to use and operate, but many administrators have not yet
had an opportunity to work hands-on with it.

Chapter 5, Internet Information Services, brings us into the configuration of a Windows
Server 2019 server as a web server in our network. We will start to tie in the earlier
chapters of this book — we'll be using network configuration, core infrastructure tasks,
and certificates in this chapter. We'll also be looking at a certificate authority called Let's
Encrypt.

Chapter 6, Remote Access, digs into using Windows Server 2016 as the connectivity
platform that brings your remote computers into the corporate network. We discuss
DirectAccess and VPNs in this chapter.

Chapter 7, Remote Desktop Services, encourages you to look into using Server 2019 as a
virtual session host or VDI solution. Remote Desktop Services (RDS) can be an incredibly
powerful tool for anyone interested in centralized computing.

Chapter 8, Monitoring and Backup, covers some of the capabilities included with Windows
Server 2019 to help keep tabs on the servers running in your infrastructure. From
monitoring system performance and IP address management to backing up and restoring
data using the tools baked into Windows, these recipes will walk you through some
helpful tasks related to monitoring and backup, and checking for viruses.

Chapter 9, System Insights, covers a new feature in Windows Server 2019 that allows
large-scale analysis and predictions of server health and capacity. We look at how we can
use this for capacity planning, and how you might integrate it into an existing monitoring
system. We also do a lot of work in the new Windows Admin Center.
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Chapter 10, Group Policy, takes us into the incredibly powerful and far-reaching
management powers contained within Active Directory that are provided out of the box
with Windows Server 2019.

Chapter 11, File Services and Data Control, provides us with information and step-by-
step recipes on some of the lesser - known ways that data can be managed on a Windows
server. We will cover technologies such as DFSR, iSCSI, and Windows Server 2019 Work
Folders. We also look at building a scale-out file server.

Chapter 12, Server Core, encourages us to shrink our servers! Most of us automatically
deploy our servers with the full graphical interface, but often we could make our
servers more efficient and more secure by using a headless interface. Let's explore these
capabilities together to see where they can fit into your environment.

Chapter 13, Working with Hyper-V, takes a look into the backend interface of our
virtualization infrastructure. Many server administrators only ever access their virtual
machines as if they were physical servers, but there may come a day when you need to get
into that backend administration and create a new VM or adjust some settings. We also
look at another brand-new Windows Server 2019 feature: nested resilience.

Chapter 14, Containers and Docker, takes us into one of the most exciting technologies
since virtualization became mainstream. It's an entirely new way of deploying server
applications. Most of the talk regarding containers has been about Linux, but did you
know that Windows supports containers too? Docker is the most popular container
platform, and Windows Server 2019 supports it! You'll learn the basics of how Docker
works with Windows and we'll build a Minecraft server while we're at it.

Chapter 15, Desired State Configuration and Automation, teaches a new tool for ensuring
that your servers are consistently configured. This allows you to easily deploy dozens,
hundreds, or thousands of identically configured servers (for example, a web server tier),
update their configuration by updating a single file, and undo any changes that might
have been made by other services. DSC integration is also provided by other tools, such as
Puppet; however, Microsoft's preferred DSC management method is with Azure.

Chapter 16, Hardening Your Infrastructure, takes a look at the most secure version of
Windows Server yet. Windows Server 2019 is more secure out of the box than any
Windows version previously. However, you cannot just stop at the defaults. Every
environment is different. In this chapter, you will learn about the tools and processes you
need to ensure that you can secure your Windows servers in the ways that are the most
appropriate for you.
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To get the most out of this book

All the technologies and features that are discussed in the recipes of this book are included
with Windows Server 2019! As long as you have access to the operating system installer
disk and either a piece of hardware or a virtualization environment where you can spin up
a new virtual machine, you will be able to install the operating system and follow along
with our lessons.

Software/Hardware covered in the book | OS Requirements

Windows Server 2019 A downloaded ISO or an installation DVD
of Windows Server 2019. An accessible
internel connection.

Many of the tasks that we are going to accomplish together require a certain amount of
base networking and infrastructure to be configured in order to fully test the technologies
that we are working with. The easiest method for working through all of these recipes will
be to have access to a Hyper-V server upon which you can build multiple virtual machines
that run Windows Server 2019. With this available, you will be able to build recipe upon
recipe as we move through setting up the core infrastructure tasks, and then build upon
those same servers in the later recipes.

Building a baseline lab network running Server 2019 for the Microsoft infrastructure roles
such as Active Directory, DNS, DHCP, certificates, and web/file services will help you
tremendously as you move throughout this book. If you are not familiar with building out
a lab, do not be dismayed. Many of the recipes included here will help with building the
structure of the lab.

If you are using the digital version of this book, we advise you to type the code yourself
or access the code via the GitHub repository (link available in the next section). Doing
so will help you avoid any potential errors related to the copying and pasting of code.

Download the example code files

You can download the example code files for this book from your account at www .
packt . com. If you purchased this book elsewhere, you can visit www . packtpub . com/
support and register to have the files emailed directly to you.
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You can download the code files by following these steps:

1. Login or register at www.packt .com.
2. Select the Support tab.

3. Click on Code Downloads.

4.

Enter the name of the book in the Search box and follow the onscreen instructions.

Once the file is downloaded, please make sure that you unzip or extract the folder using
the latest version of:

1. WinRAR/7-Zip for Windows

2. Zipeg/iZip/UnRarX for Mac

3. 7-Zip/PeaZip for Linux
The code bundle for the book is also hosted on GitHub at https://github.com/

PacktPublishing/Windows-Server-2019-Cookbook-Second-Edition.
In case there's an update to the code, it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at
https://github.com/PacktPublishing/. Check them out!

Code in Action

Code in Action videos for this book can be viewed at (https://bit.1ly/3eu4Boy).

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: http://www.packtpub.com/sites/default/
files/downloads/9781838987190 ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

Code in text: Indicates code words in text, command, folder names, filenames, file
extensions, server names, dummy URLs and user input. Here is an example: "Restart-
Computer is a PowerShell command that does the same thing as shutdown /r /t 0
- but is much easier to remember."
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A block of code is set as follows:

Write-Host "Hello! Here is the current date and time:
S (Get-Date) "

Write-Host "The name of your computer is: $ (hostname)"
Any command-line input or output is written as follows:

hostname
shutdown /r /t 0

Bold: Indicates words that you see onscreen. For example, words in menus or dialog boxes
appear in the text like this. Here is an example: "Now, when you click on Shut down or
Restart, you are asked to supply a reason why you are restarting."

Tips or important notes

Appear like this.

Sections

In this book, you will find several headings that appear frequently (Getting ready, How to
do it..., How it works..., There's more..., and See also).

To give clear instructions on how to complete a recipe, use these sections as follows:

Getting ready

This section tells you what to expect in the recipe and describes how to set up any software
or any preliminary settings required for the recipe.

How to doit...

This section contains the steps required to follow the recipe.

How it works...

This section usually consists of a detailed explanation of what happened in the previous
section.
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There's more...

This section consists of additional information about the recipe in order to make you
more knowledgeable about the recipe.

See also

This section provides helpful links to other useful information for the recipe.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub. com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www . packtpub. com/support/errata, selecting your
book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet,
we would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit authors.
packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about
our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt . com.
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Learning the
Interface

In an effort to become familiar with the look and feel of Windows Server 2019, in this
chapter, you will learn how to navigate through some daily tasks using the graphical
interface.

Windows 8 and Server 2012 brought us a drastic change in the way that we interfaced
with the Windows operating system, and most of us didn't think that change was for the
better. By now, I assume you have seen, used, and are hopefully deploying Windows 10
on your client computers, which brings some relief with regard to the user interface. With
Windows 10, we have kind of a mix between Windows 7 and Windows 8, and it fits the
needs of most people in a better way. Just like the last couple of rollouts of the Microsoft
Windows operating systems, the Server platform follows on the heels of the Desktop
version. Beginning with Windows Server 2016 Microsoft, went back to the basics and
returned with the look and feel of Windows 10. Thankfully, Windows Server 2019 keeps
this interface.
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If you have been using Windows 10, you already have a good head start if you wish to
successfully interface with Windows Server 2019. However, if you are still using older
equipment and haven't had a chance to really dive into the latest and greatest operating
systems, these big changes in the way that we interact with our servers can be a big
stumbling block to successfully utilizing the new tools. Many differences exist when
comparing Server 2019 to something like Server 2008, and when you are working within
three levels of Remote Desktop Protocol (RDP), bouncing from one server to another,
all of these little differences are compounded. It suddenly becomes difficult to know which
server it is that you are working on or changing. Let's have a show of hands — how many
of you have mistakenly rebooted the wrong server? Or, even more likely, how many of you
have rebooted your own computer while you were trying to reboot a remote server?

I know I have! And not just once.

Hope is not lost! I promise you that once you learn how to manage the interface rather
than letting it manage you, some of these changes may start to seem like good ideas. They
can increase productivity and help make accomplishing tasks easy — we just need some
pointers on making the best use of the new interface.

We're also going to start making use of PowerShell to do a lot of administrative tasks. First
introduced in 2006, PowerShell is Microsoft's command-line interface and it's one of the
ways Microsoft really wants new administrators like yourself to work. After 13 years of
constant development and work, PowerShell is an excellent tool for managing Windows.
But if you really love your mouse and GUI, then don't fret - we're going to include both
methods where possible!

The recipes in this chapter are dedicated to helping you find your way around the basic
Windows Server 2019 interfaces. Let's work together to gain a better understanding of
why the interface was built the way it is and learn to take advantage of these new screens
and settings.

Let's look at the list of recipes in this chapter:

« Shutting down or restarting the server

o Launching Administrative Tools

« Using WinKey + X for quick admin tasks

o Using the search function to launch applications quickly

« Managing remote servers from a single pane with Server Manager

« Using PowerShell to accomplish any function in Windows Server
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« Installing a role or feature

+ Administering Server 2019 from a Windows 10 machine

» Managing your servers through the Windows Admin Center
+ Identifying useful keyboard shortcuts in Server 2019

« Setting up your PowerShell execution policy

« Building and executing your first PowerShell script

 Searching for PowerShell cmdlets with Get -Help

Shutting down or restarting the server

I just couldn't resist starting with this one. Yes, this seems trivial. Silly even. However,
the number of times that I have watched a simple server restart consume more mouse
clicks than creating a domain controller has convinced me that this needed to be in this
book. Perhaps the shutdown and restart options were hidden away purposefully, because
once your system is up and running, there is not often a need to accomplish either of
these tasks. When first configuring the box, though, it is very common to have to reboot
a couple of times or shut down a machine to move it to another location. Let's face it, it
doesn't seem to matter how many years computers have been around - sometimes, the
magical reboot process is still the fix.

Getting ready

To complete this recipe, you will need a Windows Server 2019 system online. There are no
other prerequisites.

How to doit...

Let's take a look at three different ways to shut down or restart your system. The first

is going to be the most commonly employed. The second is still being used by quite

a few folks who had to work hard at getting this strange location in their heads during
the Windows 8 rollout, and they have continued to use it from that point forward.

The third is less commonly known but is by far my favorite when tasked with restarting
a remote server.
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Using the Start menu

The first option, thankfully, is in a location that makes sense to anyone using Windows 10.
We can simply click on the Start button, and see right there, near the bottom, that we have
Power control options available to us:

Disconnect

Shut down

Restart

Figure 1.1 - Power control options in the Start menu

Now, when you click on Shut down or Restart, you will be asked to supply a reason
why you are restarting. Common sense tells us that if you are manually clicking on the
Restart button, there is a pretty good chance you are actually intending to restart the
server, right? A planned occurrence? But what is the default option that presents itself?
Other (Unplanned). Alas, this default option is certainly going to cause us log files full
of unplanned restarts, even though all of those restarts were actually planned. Because
let's be real - nobody takes the time to change that drop-down menu before they click
Continue:

Choose a reason that best describes why you want
to shut down this computer

Other (Unplanned) ~~

Continue

e m &

Figure 1.2 - Shut down/Restart prompt, asking users to choose a reason for shutting down or restarting
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The second method to accomplish shutting down or restarting is by right-clicking on the
Start button. We will discuss this little menu that is presented when right-clicking on Start
in our next recipe, but for the sake of a quick shutdown or restart, you can simply right-
click on the Start button and then choose Shut down or sign out:

Settings

File Explorer Disconnect

Search Sign out

Run Shut down

Shut down or sign out Restart

Figure 1.3 - The shutdown or sign out prompt in the Start menu

These two examples run the risk of rebooting the wrong system. Depending on how many
layers of remote connections, such as RDP, you are using, it is fairly easy to reboot your
own computer or the wrong server instead of the server you intended to reboot. This is
because it is fairly easy to click on the Start button of a different system than the one you
intended in the first place. One of the most fool-proof ways of restarting your server is at
the Command Prompt. Doing this gives you the opportunity to double-check that you are
manipulating the correct machine.

Using the Command Prompt

Open a Command Prompt (make sure you are selecting Run as Administrator) and run
a quick hostname check to make sure you are restarting the one you really intend to. Then,
utilize the shutdown command to take care of the rest. This process can be especially
helpful when you're logged into remote servers using RDP. Use the following commands
to perform the explained operations:

hostname
shutdown /r /t 0

If you were to simply type shutdown, the server would shut itself down in 60 seconds.
Using /r indicates a restart rather than a shutdown, while /t 0 is a timing flag that
indicates the number of seconds the server should wait before restarting. Specifying zero
here tells it to wait for zero seconds before initiating the restart.
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Using Windows PowerShell

The Command Prompt is very 2003. As mentioned in the introduction, we're going to
start doing things the PowerShell way. So, instead of opening a Command Prompt, we'll
open PowerShell instead (you will need to right-click on PowerShell in the Start menu
and choose Run as Administrator). Then, run these commands:

hostname
Restart-Computer

As you can see, the first line, hostname, is the same as it was in our Command Prompt
from before. That's because almost any command that works in the Command Prompt
also works in PowerShell. However, our second command is different. Restart -
Computer is a PowerShell command that does the same thing as shutdown /r /t 0
but is much easier to remember. As a bonus, you can also restart other servers without
having to log onto them at all with that command using the -ComputerName parameter:

EN Windows PowerShell

PS C:\Users\mark.henderson> hostname
DCal

PS C:\Users\mark.henderson> Restart-Computerg

Figure 1.4 - An example of the output of using the hostname command in Windows PowerShell

Windows also has a Stop-Computer command, which you can use if you wish to shut
down a server instead of restarting it — but be aware that once the machine is shut down,
you will be unable to use PowerShell to start it back up!

Tip

PowerShell has a feature called "tab completion". If you write the first few
letters of a command and then press tab on your keyboard, PowerShell will try
to finish the command for you. Try just typing the letters "Restart" and press
tab. PowerShell should auto-complete this to Restart -Computer for you.




Launching Administrative Tools 29

How it works...

Shutting down or restarting a server doesn't require a lot of explanation, but I hope that
this small recipe has got you thinking about creative ways to perform regular tasks. As
you will see throughout this book, you can accomplish anything in Windows Server

2019 through the use of commands, scripts, and PowerShell. You could easily turn the
Restart-Computer command, which we explored in the last example that we tested in
this recipe, into a script file, and place it on the desktop of each of your servers as a quick
double-click option for accomplishing this task.

However, I work with RDP windows inside RDP windows very often. When bouncing
around between a dozen servers that all have the same background image, I found that
the only sure-fire way to make sure you are restarting the correct device is to do a quick
hostname check before you initiate the restart. If you are interested in discovering all of
the available flags that are available in PowerShell for restarting your server, make sure to
type in Get-Help Restart-Computer sometime to take a look at all of the available
options. We'll look at this in more detil in the Searching for PowerShell cmdlets with
Get-Help recipe.

Tip

Using PowerShell is also an easy way to log off a server. Let's say you are
layers-deep in RDP and want to log off from a single server (not all of them).
Are you sure you clicked on the Start button of the right server? Instead, open
PowerShell and simply type 1logof £.

Launching Administrative Tools

Earlier versions of Windows Server placed all of the Administrative Tools in a self-named
folder right inside the Start menu. This was always a quick and easy place to visit in order
to see all of the Administrative Tools installed on a particular server. This location for the
tools disappeared as of Server 2012 because of the infamous Start Screen. I am glad to say
that a more traditional-looking Start menu returned in Windows Server 2016 and has
stayed in 2019. Once again, this is a link to Windows Administrative Tools. However, as
you also know, there is this thing called Server Manager (and later, we'll learn about the
new Admin Center), which loves to present itself every time that you log into a server.
Since Server Manager is already on your screen most of the time anyway, it is actually the
fastest way to launch the Administrative Tools that you need to utilize so often. Let's take
a look at launching your commonly used infrastructure tools right from inside the Server
Manager interface.
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Getting ready

All you really need is a Windows Server 2019 machine online. The more roles and services
that you have running on it, the more options that you will see on your screen as we
navigate these menus.

How to doit...

To launch Administrative Tools from your Desktop, perform the following steps:

1. Open up Server Manager. In fact, if you just logged into the server, it's probably
already open for you.

2. You will probably see a message that tells you about the Windows Admin Center.
Feel free to check the box that says "Don't remind me again" and close that
window. We'll look at the Windows Admin Center in more detail in the Managing
your servers through the Windows Admin Center recipe.

3. Click on Tools in the upper-right corner.

There you go - a full list of all Administrative Tools installed on that server. Heading

into this list is also a quick way of taking a look into what a particular server is doing,
which you can take an educated guess at based on what roles and services are installed.
Your server may not look exactly like the one shown in the following screenshot - this
screenshot was taken before any roles and services had been installed. It is important to
note that your server may also be running components that do not show up in this list.
For example, if you install a role via PowerShell and do not enter the parameter to also
install the management tools for that role, it is possible that you could have a server where
the role is up and running, but the management tools simply have not been installed. In
that case, those tools would not show up in this list:
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= "SJ} | Ir Manage Toals View

Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

i5CSI Initiator

Local Security Policy
Microsoft Azure Services
QDBC Data Sources (32-bit)
ODBC Data Sources (B4-bit)
Performance Monitor

Print Management
Recovery Drive

Registry Editor

Resource Monitor

Services

System Cenfiguration
System Information

Task Scheduler

Figure 1.5 - Administrative Tools tab in Server Manager

How it works...

Since Server Manager likes to open automatically when we've logged in, let's make quick
use of it to open the tools that we need to do our jobs. Another way to have easy access

to your tools from the desktop is to create shortcuts or to pin each of them to your
taskbar. Sometimes, this isn't as easy as it sounds. In the past, these tools were all grouped
together in the Administrative Tools folder, so you didn't have any reason to memorize
the exact names of the tools. While you can access them that way again in Server 2019,
that folder may or may not appear inside the Start menu, depending on how the server is
configured, because it appears as one of the live tiles. If you click on the Start button, you
can try using the search function to find the tool you are looking for, but its name may
not immediately come to you. If you're a consultant working on someone else's server,
you may not want to pin anything to their desktop anyway. I like to stick with launching
Administrative Tools from Server Manager since it always exists, and the tools will always
be available inside that menu.
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Using WinKey + X for quick admin tasks

There are some functions in Windows that a server administrator needs to use all the
time. Instead of making shortcuts or pinning them all to the taskbar, let's get to know this
hidden menu, which is extremely useful for launching these commonly used admin tools.

Getting ready

A running Windows Server 2019 machine is all we need to highlight this one. In fact, this
menu also exists on any Windows 10 computer, so make use of it often!

How to doit...

There are two ways to open this little menu. While you are in the Server 2019 desktop, you
can perform either of these steps:

1. Hold down your Windows key (WinKey) on the keyboard and press X.

2. Hover your mouse over the Windows flag in the lower-left corner of the
Desktop - over the Start button. When you right-click on that button, you will see
a menu, as shown in the following screenshot:

Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

Figure 1.6 - The right-click menu for the Windows Start button
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How it works...

This little quick-tasks admin menu is very easy to open and is very convenient for
launching programs and settings that are accessed often. I won't talk too much about what
particulars are in the menu as it's pretty self-explanatory, but I use this menu multiple
times per day to open up the System properties and PowerShell, as it has an option to
open an administrative PowerShell prompt right from the menu.

Tip

Look at that, you can also shut down the server from here!

Using the search function to launch
applications quickly

Windows 10, and therefore Windows Server 2019, have moved back to a more traditional
Start menu. Ever since Windows 7 was released, I have been using the Start menu for one

critical function in my daily workflow: searching. Let's explore the search capabilities of
Server 2019, which can be accessed with a single press of a button.

Getting ready

For this recipe, you will need a Windows Server 2019 system online.

How to doit...

There are two ways to search inside Server 2019, but they both do exactly the same thing.
One is to click on the little magnifying glass next to the Start button, while the other

one is to just click the Start button itself. The only difference is that the magnifying glass
brings up the search box automatically, while with the Start button, you have to start
typing first:

O powershell

Figure 1.7 - Using search to open PowerShell on the taskbar
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You can see here that I've started searching for the PowerShell prompt. It's not
immediately obvious, but I have just pressed the Start button and just typed in the word
powershell. That's it. I didn't click on anything or move my mouse. I just pressed the
Start button on my keyboard and then typed in the word.

Search results are presented at the top of that screen, and you can choose what you are
looking for accordingly. This is a quick, easy search. I employ this method of opening
applications all day, every day. This way, I don't have to pin anything to the task bar, I don't
have to create any shortcuts, and, most importantly, I don't have to use my mouse in order
to launch applications:

0O &
Best match

E Windows PowerShell
App

Apps

£ Windows PowerShell ISE

E¥ Windows PowerShell (x86)

= \Windows PowerShell ISE (x86)

Settings

it PowerShell Developer Settings

it Allow local PowerShell scripts to run without signing

= Replace Command Prompt with Windows PowerShell

£ powershell

Figure 1.8 — Using the Start menu search feature to open PowerShell
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How it works...

From the Start menu, we can search for anything on the server. This gives us the ability
to quickly find and launch any program or application that we have installed. This
includes Administrative Tools. Rather than moving into Server Manager in order to
launch your administrative consoles from the Tools menu, you can also search for them
using the Search menu and launch them from there. It also gives us the ability to find files
or documents by name. Another powerful way to use the search function in Windows
Server 2019 is to open any kind of setting that you might want to change. In previous
versions of Windows, you had to either memorize the way to get into the settings that you
wanted to change or you had to open up the Control Panel, where you had to poke and
prod your way around until you stumbled upon the one that you were looking for. Now,

it is a very simple matter of pressing the Windows key, typing the first few characters of
the setting or program you want to launch, and pressing Enter.

Another common task to perform from the Search screen is to right-click on the
application that you are trying to launch and pin it somewhere. When you right-click on
a program from the Search screen, you will see the option to pin the program to either
your Start menu or to the taskbar. This will create a quick-launch shortcut on either the
main Start menu or on the taskbar of the Desktop mode, giving you easier and faster
access to launch those applications in the future.

Managing remote servers from a single pane
with Server Manager

If you've used a much older version of Windows Server (say, Server 2003), you may have
noticed that Server Manager has changed significantly over the past couple of versions of
Windows Server. Part of these changes are a shift in mindset, where the emphasis is now
placed on the remote management of servers. Server Manager in Windows Server 2019
can be used to manage and administer multiple systems at the same time, all from your
single pane of glass — the monitor that you are sitting in front of.
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Server Manager makes use of the Windows Remote Management (WinRM) tools

to remotely manipulate servers. Historically, most of us who administer Windows
Servers make extensive use of RDP, often having many windows and connections open
simultaneously. This can cause confusion and can lead to tasks being accomplished on
servers for which they are not intended. By using Server Manager from a single machine
to manage multiple servers in your network, you will increase your administrative
efficiency, as well as minimize human error by having all the management processes
happen from a single pane of glass. In this recipe, you are going to learn how to manage
both the local server we are logged into as well as a remote server from the same Server
Manager window.

Getting ready

For this recipe, we need two servers. One is the machine we are physically logged into. The
other is a server on the same network that we can contact from our primary server so that
we can manage it from our local Server Manager.

How to doit...

To manage a local as well as a remote server from the same Server Manager window,
perform the following steps:

1. Login to your primary server and launch Server Manager. You will see in the
upper-left corner that the only server you have listed is the Local Server that we are
logged into:

Server Manager * Local Server

i PROPERTIES

B2 Dashboard For DCO1

B Local Server

- Computer name Dcom
BE All Servers Domain ad.cookbook.packt.com

Igl AD DS

Figure 1.9 — Local Server open on Server Manager
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2. Now, head over toward the top-right of Server Manager and click on the Manage
button. In this menu, click on Add Servers:

Manage Tools View Help
Add Roles and Features

Remove Roles and Features

| Add Servers |

Create Server Group

Server Manager Properties

Figure 1.10 - Using Add Servers in Server Manager

3. [Ifyour servers are part of a domain, finding remote machines to manage is very
easy. Simply select them from the default Active Directory tab. If they are not yet
joined to your domain, you can simply click over to the tab labeled DNS and search
for them from that screen:

DS | Import | Selected

= Computer
Location: ‘ Iii ad P @| P
Operating System:| Al - ‘bD?D.CDOKBOOK.FACKT.COM (1
we
Name (CN): | Name, or beginning of name |

Name Cperating System

DCo Windows Server 2019 Standard Evaluation
D02 Windows Server 2019 Standard Evaluation
Cookbook-Win... Windows 10 Pro

Windows Server 2019 Standard Evaluation

Figure 1.11 - Finding and attaching remote machines using Active Directory
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4. After adding the servers that you want to manage, if you go ahead and click on
All Servers in the left window pane, you will see the additional servers listed that
you have selected. If you double-click or right-click on those remote server names,
you will see that you have many options available to you to remotely manage those
machines without having to log into them:

— e SERVERS
I58 Dashboard | All servers | 2 total

B Local Server

= Filter el :_) H_,' v
BE All Servers

Iyl ADDs Server Name  [Pvd Address Manageability

]

T8 DHCP Dco 172.16.97.2

:% DMNS Add Roles and Features

172.16.97.3

#§ File and Storage Services P Restart Server

Figure 1.12 - Using All Servers to manage servers

Tip

Not all servers and roles can be managed this way. It is possible to restrict
remote management on servers through Group Policy. If that has been done

in your environment, you may find that remotely administering them from a
centralized console is not possible, and you would have to lift those restrictions
on your servers.

How it works...

This recipe was written with the most common network scenario in mind, which is

a domain environment where both servers have been joined to the domain. If you are
working with standalone servers that are part of a workgroup, rather than being joined
to a domain, you will have some additional considerations. In the workgroup scenario,
WinRM will need to be enabled specifically, and the Windows Firewall will have to be
adjusted in order to allow the right ports and protocols for that WinRM traffic flow to
happen successfully. In general, though, you mainly will be working within a Microsoft
domain network, in which case these items are not necessary.

See also

o Administering Server 2019 from a Windows 10 machine
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Using PowerShell to accomplish any function
in Windows Server

As you may have seen earlier in this chapter, an incredibly powerful tool in Windows
Server 2019 is PowerShell. Think of PowerShell as a Command Prompt on steroids. It

is a command-line interface from which you can manipulate almost anything inside
Windows. Better yet, any task that you may wish to accomplish can be scripted out in
PowerShell and saved as a . ps1 script file so that you can automate large tasks and
schedule them for later or at regular intervals. In this recipe, we'll open up PowerShell and
run some sample commands and tasks just to get a quick feel for the interface. In most
subsequent chapters of this book, we will do some more specific tasks with PowerShell to
go even deeper into the technology.

Getting ready

To start using PowerShell, all you need is a server with Windows Server 2019 installed.
PowerShell is installed and enabled by default.

How to do it...

To get a feel for using PowerShell, perform the following steps:

1. Our first step to working in PowerShell is finding it. Thankfully, Microsoft has
begun the process of phasing out the Command Prompt and PowerShell is now
accessible in more places than ever before. The most common methods are pressing
WinKey + X and choosing Windows PowerShell (Admin), or typing PowerShell
into the Start menu, right-clicking it, and choosing Run as administrator:

0O @
Best match

Windows PowerShell

Desktop app .
C Run as administrator

Apps T4 Run as different user

2 Windows PowerShell

Figure 1.13 - Searching in the Start menu for PowerShell
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2. Test out some commands that you are familiar with from using the Command
Prompt, such as dir and cls. These still work! Since you are able to make use
of these familiar commands, PowerShell can really be your one and only
command-line interface.

3. Now, let's try some of PowerShell's secret sauce; that is, one of its cmdlets. These
are special commands that are built into Windows and allow us to do all kinds of
information gathering, as well as manipulate server components. We will be using
many of these commands later on. Let's start by pulling some data. Maybe take
alook at what IP addresses are on the system with Get -Net IPAddress:

EN Administrator: Windows PowerShell

PS C:\Users\Administrator> Get-NetIPAddress

IPAddress : fe8@::515:4e87:bddc:1965%15
Intertacelndex ;15

InterfaceAlias : Ethernet

AddressFamily : IPv6

Type : Unicast

PrefixLength : bd

PrefixOrigin : WellKnown

SuffixOrigin : Link

AddressState : Preferred

ValidlLifetime : Infinite ([TimeSpan]::MaxValue)
PreferredLifetime : Infinite ([TimeSpan]::MaxValue)
SkipAsSource : False

PolicyStore : ActiveStore

Figure 1.