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Introduction

These days, any attempt to write a full-blown encyclopedia or dictionary of computer
terminology would be an exercise in futility. New terms and buzzwords appear every
day, and information technology fields overlap with so many other fields it can be hard
to determine if a word is IT, telecommunications, or graphics arts, and so on. It’s hard to
specialize in a field that has absorbed so many other techonologies.

This book is intended to be a portable guide, not a full-blown dictionary. The intent
of the author was to provide a tool that the average PC hardware technician or network
specialist could use to look up the occasional word or acronym that temporarily vacated
the brain cells. It is a cross between a dictionary and an encyclopedia. Some terms get
full treatment with mini-articles written. Others are used so commonly that a simple one-
or two-line description seemed sufficient.

Because the idea was for a compact book and not one that required a dedicated
shelf in the library, a great deal of selectivity was employed. Common words and
acronyms, protocols, and a few significant company names are included. With very few
exceptions, people are not.

[EURTECH:
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Organization

This encyclopedia is divided into three sections. In the first section, the author defines
a number of terms that are entirely numeric. In the computer industry, two profession-
als can have an entire conversation consisting of acronyms and numbers. The number
section defines some of the more commonly encountered numeric terms. The second
consists of a collection of approximately 3,800 terms that are frequently encountered by
professionals in the field. Along with the technically correct definitions for each term,
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where appropriate; alternate slang usage is also included. While accurate knowledge of
your vocabulary is essential, if you intend to communicate with your peers, you need to
know the inside “definitions” as well.

Section three consists of around 750 commonly used acronyms. This is a scaled-
down acronym listing. To include every acronym known in the computer industry would
result in a volume that could bring the average desk crashing down. Here, I tried to limit
the listings to only those that were likely to be encountered by an average hardware tech-
nician or network engineer.

Target Audience

Anyone who works in the computer industry encounters words, acronyms, and slang that
are new to them on a daily basis. Hardware technicians, network engineers, and most
especially students just getting started in the computer industry will benefit by having
an adequate collection of definitions they can reference. This book is intended for those
people.

Teachers who present classes in PC Hardware, Networking Basics, Server Manage-
ment, and Basic Programming will do their students a great favor by including this book
along with the standard textbook for the class.
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NUMERIC ENTRIES

10-gigabit Ethernet Known as 10GbE for short, this is a version of Ethernet that

supports up to 10,000 Mb/s, based on the 802.3ae specifications. A key technology
switch from older forms of Ethernet and GbE is that GbE, by default, is full duplex.
It cannot switch to half duplex or simplex modes. Also, GbE no longer makes use
of carrier sense multiple access/collision detection (CSMA/CD) as a method for
gaining access to the wire. GbE Fibre Channel is a fiber optics protocol that is
capable of distances surpassing 40 km. By the time you read this, it is likely that
devices capable of transmitting a signal in excess of 80 km will be on the market.

10/100 A device that is able to automatically switch communications speeds between

100

10 Mb/s and 100 Mb/s. Examples are 10/100 hubs, 10/100 switches, and 10/100
network adapter cards. Speeds are negotiated during a handshaking process.
During the handshake, each device transmits its capabilities to the other. The
faster device clocks itself down to the speed of the slower one.

One of the status codes for Hypertext Transfer Protocol (HTTP). It lets the client
know that it can continue with its request. The server has received the request,
acknowledged it, and approved the client for further processing. If the initial
request was not completely contained within the client’s initial transmission, it
should immediately transmit the remainder of the request.

1000BaseCX Gigabit Ethernet over copper wiring. This is now an obsolete standard,

having been replaced by 1000BaseT. Its biggest limitation was that it could only run
over 25 m or shorter segments.

1000BaseLX Gigabit Ethernet over single-mode fiber. Using high-power laser

diodes, this medium can be run up to 70 km. Table 1 lists four different modes of
1000BaseLX.

TABLE 1
The modes of 1000BaselX
FIBER DIAMETER BANDWIDTH (MHz) DISTANCE [Meters|
62.5 p multimode 500 550
50 p multimode 400 500
50 p multimode 500 550
9 p single mode N/A 5000
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1000BaseSX Gigabit Ethernet over multimode fiber. Using high-power laser
diodes, this medium can be run up to 2 km. Table 2 lists four different modes of

1000BaseSX.
TABLE 2
The modes of 1000BaseSX
FIBER DIAMETER BANDWIDTH (MHz) DISTANCE (Meters)
62.5 p multimode 160 220
62.5 p multimode 200 275
50 p multimode 400 500
50 p multimode 500 550

1000BaseT Gigabit Ethernet over twisted pair cable. Wiring for 1000BaseT must be
category (Cat) 5e at a minimum. Cat 6 is preferred. This standard is very popular
for local area networks, but without a repeater, an individual segment is limited to
100 m. 1000BaseT is a ratified standard of the Institute of Electrical and Electronic
Engineers (IEEE).

1000BaseTX Gigabit Ethernet over two pairs of data-grade twisted pair cabling. The
reasoning behind this proposed protocol was to provide a less expensive interface
for using Cat 6 cable. It never really got off the ground and never received the
blessing of IEEE. The accepted gigabit protocol for twisted pair is 1000BaseT.

100BaseT 100-Mb Ethernet over twisted pair cable. Limited to 100-m segments
without a repeater. For a number of years, this has been the most popular
networking architecture for the local area network (LAN). Recently, 1000BaseT
has started chipping away at its popularity.

100BaseT4 100-Mb Ethernet over four pairs of telephone-grade twisted pair wiring.
Useful for running 100-Mb Ethernet in places where a higher quality cable cannot
be run.

100BaseTX 100-Mb Ethernet over two pairs of data-grade twisted pair cabling.
Without a repeater, a segment is limited to 100 m. This protocol saw very little
implementation and was not officially ratified by IEEE.

100BaseFX 100-Mb Ethernet over a pair of fiber optic cables. Although the speed
certainly does not take advantage of the capabilities of fiber, its main reason for
existence is that it makes it possible to have a 2-km link between two different
100-Mb networks.

100VG-AnyLAN A now-discontinued form of Fast Ethernet that used an intelligent
hub to manage traffic on the network.

10Base2 10-Mb Ethernet over thinnet coaxial cable. Cable runs up to 180 m are
possible.

10Base5 10-Mb Ethernet over thicknet coaxial cable. Cable runs up to 500 m are
possible. A device called a vampire clamp is used to tap into the wire.

10BaseT 10-Mb Ethernet over twisted pair cable. Without a repeater, a segment is
limited to 100 m.
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101 An HTTP status code that notifies the server that the client is about to switch
protocols. The HTTP protocol includes an upgrade field in the header of each
packet. If it is advantageous to change to a protocol and both devices have
indicated that they support the intended protocol, the server initiates the change
by issuing a 101 message. Even if a newer protocol is available to both devices,
the switch will not happen if no advantage will be gained. The latency of changing
protocols is more costly in terms of performance than is the use of an older
protocol in many cases.

101 keyboard The once-standard layout for a computer keyboard consisting of
a cluster of character keys, twelve function keys at the top, another cluster of
navigation keys, and a numeric keypad on the right. Although you would not think
of keyboards as something requiring standards, there are some specific tolerances
to the keys. Spacing between keys is .75” from center to center. With the exception
of the space between the A-row and the Q-row, key rows are separated by a
distance of .375”. The A- and Q-rows are separated by a distance of .188”. Today’s
keyboards have so many variations that the old 101-key model shown in Figure 1 is
becoming obsolete. After all, how can we live without our Internet shortcut keys?

TS |
LR

El FEPETEFEEETEY

FIGURE 1 The Standard 101-key keyboard.

1394 The IEEE specification for Firewire. See Firewire for more specific details.

16-bit A device, operating system, or piece of software that is designed to
process code 16 bits at a time. This evolved from the fact that the original
central processing unit (CPU) used on IBM-compatible computers made use
of 16-bit registers. For many years after 32-bit and then 64-bit systems were
common, legacy applications required that everything be compatible with
16-bit registers.

16-bit color A graphics adapter setting that allocates a total of 16 bits to all three of
the colors. Two different methods have been used for dividing the bits three ways.
One method allocates 5 bits per color and drops the 16th bit. This leaves a total of
32,768 possible colors. The second method allocates 5 bits each to red and blue
and 6 bits to green. This method provides up to 65,536 possible colors. 16-bit color
was frequently referred to as High Color.
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16450 An earlier version of the universal asynchronous receiver transmitter (UART)

chip that was capable of a maximum speed of 9,600 bits per second. It was a real
speed demon.

16550 A version of UART chip that was capable of a maximum speed of 115,200 bits

per second. This is often the UART of choice for many 56K modems.

16650 A version of UART chip that was capable of a maximum speed of 430,800 bits

per second. Frequently used in proprietary serial devices.

16750 A version of UART chip that was capable of a maximum speed of 961,600 bits

per second. Used almost exclusively in proprietary serial devices, but also shows
up as the integrated UART on some motherboards.

16850 A version of UART chip that was capable of a maximum speed of 1.5 Mb/s.

Used on some high-speed serial devices and some motherboard designs.

1GL First-generation language, where the number indicates the generation. In general,

200

201

202

204

205

the higher the generation number, the more closely the programming language
approximates human communication.

1GL Machine language (the code of the hardware)

2GL Assembly languages

3GL Programming languages

4GL Statements on the level of human language

5GL Visually augmented languages, such as Microsoft’s Visual Basic

An HTTP code that indicates the successful transmission of a client’s request.
The server’s response will include any one of a variety of pieces of information,
depending on the type of request originally made by the client. For example, if the
client issued a GET request; the server will respond with a 200 response code; if
there is sufficient room in the response packet’s payload, it may include the data
requested by the client.

An HTTP code that indicates that a request has been successfully fulfilled and
that the device has been reset for a new session. This generally occurs when a
new resource must be called or created by the server to fulfill the client’s request.
In general, the 201 response packet will include at a minimum the location of
the new resource and a listing of that resource’s characteristics relevant to the
communications session. Before responding with a 201 packet, the server must
create the resource or the pointer to the resource and include that information
in the response packet. If it cannot accomplish this in a timely manner before
responding, the server will respond with a 202 response packet instead.

An HTTP code that indicates that a request has been accepted, but not yet
processed by the receiving device. At this point, once the 202 packet has been
transmitted, the server still has the option of denying the request, based on the
results of further processing of the request. This number is also the area code for
Washington, DC.

An HTTP code that indicates that there was no content with which to respond from
the target device. It is possible that the 204 response packet might contain new and/
or updated information relevant to the client’s request. It will never include user
data; therefore, it is rarely seen by the user and requires no user response.

An HTTP code that instructs the client machine that the client’s request has been
received and processed. It tells the client to reset the page view to include the
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content contained in the transmission. The primary purpose for this response code
is to allow for user input on a page and then refresh the page to reflect the input
provided by the user. It may also respond by clearing the form to accommodate
additional user input.

206 An HTTP code that indicates that a device is responding with a portion, but not
all, of the content requested by the client. This response is only possible when
the original request included a RANGE field in the header that specified a desired
array of information. The 206 response will include a header that tells the client
what part of the requested range is being fulfilled, the date of transmission,
location-specific data indicating the source of the information provided, and an
“expiration date” for the request. If the remaining data cannot be provided by this
time, the request will be abandoned.

24-bit The use of 24 bits to represent a single iteration or value. A 24-bit string can
represent any one of 16,777,216 values. In the CPU industry, a 24-bit memory
register was used with the 80386 and 80486 microprocessors. Therefore, those
processors could address up to 16,777,216 bytes of address space. 24-bit color
(also known as True Color) is capable of registering up to 16,777,216 colors.

24-bit color A configuration for display adapters that allocates 8 bits per color. This
setting allows for the maximum display setting of 16,777,216 colors. This is also the
setting referred to as True Color in Windows. The colors are derived by assigning
8 bits to each of the three primary colors. This allows for up to 256 variations on
each color. When blended together, the combined value is 256 raised to the power
of three, resulting in the value previously given. Realistically speaking, the human
eye can see less than 15,000 individual hues.

24/7 Indicates that a device or resource must be available twenty-four hours a day,
seven days a week.

2600 A signal originally transmitted over a telephone line (at 2,600 Hz) to indicate that
a line is free. This is not seen by the end user, but lets the device know that it is
able to dial. When unethical people started transmitting a 2,600-Hz signal down a
line in order to get free telephone service, the telephone companies moved on to
other methods.

286 A shortened term for the Intel 80286 microprocessor used in IBM AT and AT-
compatible computers. See 80286 for a more detailed description.

287 A shortened term for the Intel 80287 math coprocessor, designed to accompany
the 80286 microprocessor.

2GL Second-generation programming language. This is generally accepted as the
assembly language, or the language recognized by the processor’s decode unit to
initiate and execute low-level commands. The assembly language commands are in
plain text so that programmers understand them. See 1GL for a list of all language
generations.

3.5” floppy A form of removable storage that was able to store 720 KB, 1.44 MB, or
2.88 MB of data (depending on the device and medium used). A 3.5” floppy drive
needed to be installed into a computer in order to make use of a 3.5” diskette.
Figure 2 shows a 3.5” floppy disk drive and Figure 3 is a photo of a 3.5” floppy
diskette. Floppy disks had a long and fruitful life and served well as emergency
boot devices. They still appear on new computers as of this writing but are rapidly
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300

301

302

303

304

305

giving way to flash drives as a removable storage mechanism. Floppy diskettes
were very susceptible to damage and even a small amount of electromagnetic
radiation was capable of corrupting the data store on them.

An HTTP code that indicates there were multiple possible responses to the user’s
request. Each response requires redirection to a different location. Sufficient
information is provided to allow the user to select the appropriate alternative and
respond to the server’s alert. HTTP programming allows for automated response to
this code; however, there is no uniform standard by which an automated response
is generated. Therefore, the general preference is toward manual response.

An HTTP code that indicates the requested resource has been permanently
moved. This code is used by redirecting software to forward the request to
the appropriate address. In general, the 301 response packet will contain the
forwarding uniform resource locator (URL), when available. This information is in
the form of a forwarding hyperlink.

An HTTP code that indicates that the requested information was found but is in
a different location. The 302 code differs from the 301 code in that 302 indicates a
temporary relocation of the resource. Therefore, the user or client software should
not permanently alter any hyperlinks or bookmarks pointing to the originally
requested URL. The response packet generally includes a hyperlink to the current
location and automatically redirects the client.

An HTTP code indicating that the response to the client request is actually
found under a different URL. This is a user-transparent response to a request that
automatically redirects the client to a different location. This information will not
be cached; however, the resulting URL opened by the client is cacheable.

An HTTP code that indicates that a local copy of the requested material is present
in cache. This prevents the client software from tying up bandwidth downloading-
redundant material. The message is transparent to the user and simply redirects
the client to the local cache.

An HTTP code that indicates that the requested resource can only be accessed
to an approved proxy. A LOCATION field in the response packet may provide the
proxy address. The client software will automatically repeat the request through

FIGURE 2 A 3.5 floppy disk drive.
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FIGURE 3 A 3.5” floppy diskette.

this proxy. If the appropriate permissions are present, the user will be allowed
access to the resource.

306 A currently unused HTTP code. Although used by the original version of HTTP as
a switch proxy, current versions do not use it. The code is reserved for future use.

307 An HTTP code that temporarily redirects the client to a different URL. The
temporary URL may or may not be cacheable, depending on the contents of a
cache-control field. The header will contain a hypertext field with a hyperlink to
the temporary URL and the user will be transparently redirected to the new site.

32-bit Any device or software designed specifically to run four bytes of code at a
time. IBM’s OS2 was the first true 32-bit operating system (OS) designed to run on
a personal computer (PC). Some hybrid operating systems, such as Windows 9%,
made use of some 32-bit code and some 16-bit code. The 80386 microprocessor
was Intel’s first 32-bit CPU. A 32-bit value is capable of representing up to
4,294,967,296 values. The 32-bit memory address of the Intel CPU could address up
to 4,294,967,296 bytes of data, or 4 gigabytes.

32-bit color A display adapter setting that provides 8 bits per color plus an 8-bit alpha
channel. This allows the same 16,777,216 colors provided by 24-bit color, and the
alpha channel provides additional color effects such as transparency, haziness,
or texture to be added. The 32-bit color is also called True Color (32-bit). The use
of 32-bit display settings on a computer system that does not use a coprocessed
graphics adapter can noticeably slow down performance.

32-bit disk access A Windows 3.x disk driver that bypassed all DOS drivers
and accessed disks directly using a 32-bit driver. You might also see the term
FastDisk used with this driver setting. It was the source of frequent headaches
for administrators attempting to support legacy DOS applications in the WIN3x
environment. All modern operating systems use 32-bit disk access, but since that is
the default and not an “advanced” setting, it has no effect on the system.
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33.3 A modem setting that provided maximum data throughput of 33,400 bits per
second, which was why it was called 33.3. It was the speed supported by the V.94
protocol.

386 A shortened term for Intel’s 80386 microprocessor. This was one of Intel’s first
chips to come with several different variations in design. See 80386 for a more
detailed description.

386 Enhanced Mode An operating mode of Windows 3.x that took full advantage
of the “advanced” features of the 80386 microprocessor. Enhanced Mode was
required by these early versions of the Windows OS in order to provide virtual
memory services. In theory, this operating mode allowed for older MS-DOS
applications to be multitasked. In reality, all it allowed was task switching. When
configured to run in enhanced mode, Windows would load an extended memory
driver (HIMEM.SYS), an enhanced kernel file (WIN386.EXE), and the three files
of the 386 kernel. These files were KRNL386.EXE, USER.EXE, and GDIL.EXE.
Where there were choices available, the system would also load 32-bit drivers in
place of 16-bit options. In order to provide multitasking of Windows applications,
virtual machines were created that separated Windows applications from DOS
applications.

386DX A full-blown 80386 with 32-bit internal and external data busses (EDBs) and a
32-bit address bus.

386SX An 80386 designed to run on 16-bit platforms. It had a 32-bit internal data
bus and a 32-bit memory address, but the EDB was limited to 16 bits, so older
platforms could use the chip.

386SL A lower-voltage 80386SX that was designed for portable computers.

387 A shortened name for the 80387 math coprocessor designed to run alongside the
80386 microprocessor.

3D Three-dimensional. The term refers to any graphics device or application that is
capable of rendering an image to appear to possess all three dimensions of the
“real world,” which, by the way, counting time, actually has four.

3D accelerator An auxiliary card that installs in a computer that runs alongside a
video card that greatly enhances the speed of 3D rendition. For the most part,
modern graphics cards have 3D acceleration built into their chipset, making a
secondary device unnecessary.

3gp A file compression format used for audio and video data transmitted over a
cell phone. In was introduced in the MPEG4 file compression protocol. In order
to play back a 3gp file, you must have a media player that supports the format.
The 3gp files are of considerably poorer quality than other audio or graphics file
formats because of the extreme degree of compression used. This loss of quality
is considered acceptable since the device on which the file is intended for use isn’t
capable of rendering much better quality.

400 An HTTP code indicating a bad request.

401 An HTTP code telling you that you are not authorized for access. This can come
from a Web site that allows only authorized users, or it can come from a configured
firewall if a site contains content blocked by the firewall.

402 An HTTP code indicating that payment is required to gain access. The server was
unable to access a properly authorized charging source to validate your request.

403 An HTTP code that means access is forbidden. Similar to code 401.
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404 An HTTP code that means the resource you requested was not found. It may mean
the Web page you are looking for has moved or been deleted. But it might also
simply mean that the site is in the process of being updated. If you try again later, it
might be there.

405 An HTTP code that means the method your client used to make a request was not
recognized or is not allowed. Not much you can do about this one.

407 An HTTP code that means proxy authorization is required before you will be
allowed in. It means direct access by your computer is not allowed.

408 An HTTP code that means there has been a request timeout. Too much time
elapsed between the time you made the request and the current time. It could
mean the server is down. You might have different results if you try again later.

416 An HTTP code that means “Request Range Not Satisfiable.” The server cannot
process partial responses and the full range of information you requested is no
longer available.

486 A shortened term for the Intel 80486 microprocessor. This was little more than a
386 on steroids. There was no increase in bus speed or address bus size, but Intel
added a math coprocessor and some Level 1 (L1) cache.

487 A shortened name for the 80487 math coprocessor designed to run alongside the
80486SX microprocessor. The 80486DX, DX2, and DX4 processors didn’t need one
because the circuitry was built into the chip on those three designs.

486DX2 A later generation of 80486 microprocessor on which the internal data bus
was capable of running at twice the speed of the EDB.

486DX4 A later generation of 80486 microprocessor on which the internal data bus
was capable of running at three times the speed of the EDB. With a name like DX4
you would expect it to run three times faster, would you not?

486SX This is a scaled-down Intel 80486 microprocessor that is missing the math
coprocessor. An interesting side note is that the circuitry for the math coprocessor
existed on all 486 chips. Intel simply took an extra step in processing to disable the
feature in the SX and SL series of chips.

486SX2 A scaled down 486DX2 that was missing the math coprocessor.

486SL The SL was a low-voltage 486SX microprocessor designed for use in portable
computers.

50/50/90 rule Many times in life we encounter situations in which there are only two
choices, one of which is the correct choice. The 50/50/90 rule states that if you
should be able to expect a 50 percent chance of making the correct choice, there
is a 90 percent chance you will get it wrong. This is a simplification of nature. In
reality, the chances of correctly selecting a 50/560 shot are inversely proportional to
the negative impact of making the wrong choice.

500 An HTTP code that means there has been an internal server error.

501 An HTTP code that means “not implemented.” You may get this error message
when you attempt to access a server on which a specific service required is either
not installed or not working properly.

505 An HTTP code that means your version of HTTP is not supported. This error
is most likely to occur when your client is running a new version of HTTP and
attempts to access a very old Web server that has not been upgraded.

5.25” floppy A form of removable storage that was able to store 360 kB or 1.2 MB of
data (depending on the device and medium used). A 5.25” floppy drive needed to
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FIGURE 4 A 5.25” floppy diskette.

be installed into a computer in order to make use of a 5.25” diskette. Figure 4 is a
photo of a 5.25” floppy diskette. The 5.25” floppy disappeared from the computing
scene by the early 1990s. Floppy diskettes were very susceptible to damage and
even a small amount of electromagnetic radiation was capable of corrupting the
data stored on them. In addition, 5.25” diskettes were very flexible and not very
resistant to physical damage.

56K A modem speed that supports up to 53.3K downloads and 33.6K uploads, which
is why it was called 56K. This is the speed supported by both the V.90 and V.92
protocols.

568A A wiring standard that defines the pattern of termination for eight-
conductor RJ-48 terminals on twisted pair cable. Of the 568A and 568B
patterns, the 568A is the least commonly used. Figure 5 illustrates the 568A
wiring scheme.

568B A wiring standard that defines the pattern of termination for eight-conductor
RJ-48 terminals on twisted pair cable. Of the 568A and 568B patterns, the 568B is
the most commonly used. Figure 6 illustrates the 568B wiring scheme.

586 What the Pentium chip would have been called if the courts had not decided that
Intel could not trademark a number. So the 586 became the Pentium.

5x86 A term used by Cyrix for a Pentium-compatible CPU.

64-bit Computer software or hardware that is capable of processing data in 64-bit
(or 8-byte) chunks. From a hardware standpoint, a 64-bit system would have a
64-bit microprocessor and a 64-bit expansion bus, along with 64-bit memory. A
64-bit value is capable of 18,446,744,073,709,5651,616 iterations. A 64-bit memory
bus is therefore theoretically capable of addressing up to 18 exabytes of memory.
However current hardware and software limitations impose a far more modest
ceiling on our capabilities. A 64-bit expansion bus can move 8 bytes of data with
each transfer. Since this is double that of a 32-bit bus, the bandwidth is doubled
without increasing clock speed. From a software standpoint, the ability to use
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64-bit registers on a 64-bit CPU and 64-bit pointers in the OS reduces the number
of processing cycles required to perform most operations. In addition, a 64-bit

.
-
1
S
o
=
&
=]
(o0]
4]

Green

Blue

2
=
=
e
=
c

m

s
=,
E ‘
=
g
S

Orange

Brown

White/Orange

Orange
8 White/Green

=
g
H
A
&
o
=
s
®

(9}
@
]
=
=
-
o
~
=]
)
s
=

Brown



12 m 640K

640K The original MS-DOS limitation for memory that could be used for applications
or user data. This area of memory is also called conventional memory. This was
based on the 20-bit memory address of the 8088 microprocessor used on the
original IBM PC. The 20-bit address space was capable of addressing up to 1 MB of
total memory. 384K of that memory was allocated to high memory to be used by
system hardware, which left 640K.

640K barrier A memory limitation imposed on MS-DOS that allowed it to access only
the 640K of conventional memory supported by the 8088 microprocessor. This is
also the memory limitation of real mode processing. An MS-DOS program could
only run in conventional memory. Therefore, when Windows and other operating
systems began to make use of extended memory, these programs had to think they
were still running in conventional memory. Virtual machines were used to keep
each DOS program running in its own environment.

701 IBM’s first mainframe computer, introduced on April 7, 1953. While many
publications give a release date of April 29, 1952, this was actually the date on
which the project was announced only. It would take another year to get the first
model out the door. Among its various claims to fame was the fact that it was the
first commercially available scientific computer. Prior to its release, all computers
were handmade giants that were the property of either the government or a
research organization. Another first for the 701 was that it was the first device to
use electronically addressable memory, a predecessor of random access memory
(RAM). It was capable of storing 2,048 36-bit words. This addressable memory
consisted of 72 vacuum tubes. It could perform 16,000 single integer operations per
second. The machine consisted of eleven individual devices that hooked together
to make a single computer and took up enough space to fill a small office. It also
generated enough heat to keep that office warm in the winter. You were on your
own in the summer. However, if you could afford the $16,000 per month that it cost
to lease one, you could afford the electric bill to keep yourself cool in the summer.

8.3 naming convention A file-naming scheme used by earlier 16-bit file systems that
permitted file names of up to eight characters, plus an extension of up to three
characters. An example of an 8.3 named file is NOVEL.DOC.

8-bit A value or data path that consists of 8 bits, or a byte. An 8-bit value is capable of
256 iterations. Therefore, an 8-bit character set can have 256 characters; 8-bit color
can display up to 256 values of a color; and so forth. The standard computer byte is
an 8-bit string.

8-bit color A graphics adapter setting that allocates a total of 8 bits between all three
colors, allowing for a total of 256 colors. This was not the standard Video Graphics
Array (VGA) setting of yesteryear. The old VGA cards used three 6-bit converters
that provided a total of 262,144 colors, 256 of which could be used at any given
time.

80/20 rule A variation on the law of diminishing returns. The 80/20 rule basically says
that, for a complex problem in computing, 80 percent of the problem can be solved
using 20 percent of the code you will need to solve 100 percent of the problem.
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802 standards In February 1980, the Institute of Electrical and Electronic Engineers
created a series of committees whose responsibility it would be to review
new technologies in different areas of computer networking. Because the
committees were formed in the second month of 1980, they became named the
802 committees. The standards ratified by these committees are known as the 802
standards.

e 802.1 LAN/MAN Bridging and Management. Covers different Internet working
standards as well as the Spanning Tree Algorithm.

e 802.2 Logic Link Control (LLC). As its name suggests, this committee oversees
the standards used by the LLC sublayer of the Data Link Layer.

e 802.3 CSMA/CD Access Method. Sometimes simply called Ethernet. This
committee keeps up with the different advances in Ethernet technology.

e 802.4 Token-Passing Bus Access Method. A bus network that used a token-
passing method of media access. This committee is no longer active.

e 802.5 Token Ring Access Method. A ring network that uses a token-passing
method of media access.

e 802.6 DQDB Access Method. Distributed Queue Dual Bus access to media.

e 802.7 Broadband LAN. A method for building LANSs using broadband
technology instead of baseband technology.

e 802.8 The Fiber Optics Technical Advisory Group. Oversees development of
fiber optics solutions.

e 802.9 Isochronous LANs. Frequently referred to as Integrated Voice/Data
Commumnications.

e 802.10 Integrated Services. Also known as Security. Administers development
of methods by which access to the network and the transmission of data can be
made secure.

e 802.11 Wireless Networking. Defines various methods of moving data without
wires. Table 3 offers more detail on the different 802.11 standards.

TABLE 3
802.11 iterations
IEEE 802.11 The initial release of the standard capable of
transmissions of 1 to 2 Mb/s and operates in the
2.4 GHz band
IEEE 802.11a Capable of transmissions of up to 54 Mb/s and op-
erates in the 5 GHz band
IEEE 802.11b Improves the 2.4 GHz band signal rate to 11 Mb/s
IEEE 802.11¢ Defines wireless bridge operations
IEEE 802.11d Introduces standards for companies developing
wireless products in different countries
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TABLE 3
(Continued)
IEEE 802.11e Defines Quality of Service (QoS) standards for wire-
less networking
IEEE 802.11f Defines Inter Access Point Protocol (IAPP)
IEEE 802.11g Defines transmission rates of between 20 Mb/s to
54 Mb/s and operates in the 2.4 GHz band
IEEE 802.11i Introduces Wi-Fi Protected Access (WPA) encryption
IEEE 802.11j 802.11 extension used in Japan
IEEE 802.11n A 2005 implementation of wireless networking that
supports up fo 100 Mb/s

e 802.12 Demand Priority Access. Allows access to network media based on
message priority.

e 802.14 Standard Protocol for CableTV-based broadband communications.

e 802.15 Working Group for Personal Area Networks. Very short-range wireless
networks.

e 802.16 Broadband Wireless Access Standards.

e 802.17 Resilient Packet Ring Working Group. Uses fiber optic ring networks
and packet data transmission.

8042 The designation of the keyboard controller chip used on the early incarnations
of the IBM PC and AT computers. This chip accepted the incoming signals from
the keyboard, processed the data and instructions, and converted them into
information the CPU could use. This chip was one of the first dedicated chips to be
incorporated into early chipset designs.

8086 An Intel microprocessor released in 1978. It was used as the template for the
chip used by IBM on their first line of personal computers (the 8088). The 8086
featured 16-bit registers, EDB, and a 16-bit memory address bus.

8088 The first microprocessor used on an IBM personal computer. The 8088, released
in 1979, was simply a modification of the 8086, already in production, but differed
in that it offered an 8-bit EDB and a 20-bit memory address bus.

8087 An Intel math coprocessor designed to accompany the 8088 microprocessor.

80186 An Intel microprocessor released in 1982 that was used primarily as an
embedded processor for computerized gadgets. It did not see much use in the PC
world, although Tandy Corporation used it on their Tandy 2000 desktop computer.
It was basically an enhanced 8086.

80286 The first 16-bit microprocessor by Intel (released in 1982), to be used
extensively in personal computers. The 80286 featured a 16-bit EDB, dual 16-bit
registers, and a 24-bit address bus.

80287 The Intel math coprocessor designed to accompany the 80286 microprocessor.

80386 A 32-bit microprocessor released by Intel in 1986. This chip featured 32-bit
internal and external data busses and a 32-bit address bus as well. In addition to
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the wider bit width, the 80386 featured an enhanced instruction set, commonly
known as the 1386 instruction set, and was able to perform advanced (at the
time, anyway) tricks, such as virtual memory addressing and the ability to switch
from the older style of 16-bit segmented addressing to 32-bit flat addressing. An
interesting historical note surrounding the 80386 is that this was the first chip Intel
released to the PC world that it did not first provide to IBM. With the 80386, Intel
worked with Compaq Computer Corporation and Microsoft, making Compagq the
first computer to run the “new” Windows 3.0 operating system on a 386.

80386DX The code name given the full-featured version of the 80386 microprocessor.

80386SX This is a 386 processor that was scaled down to make it compatible with
the then-existing world of 16-bit motherboards and devices. The 80386SX featured
the 32-bit internal data bus and address bus of the 80386DX, but a 16-bit EDB was
shipped with it to make it easier to adapt to 16-bit technology.

80386SL A version of the 80386SX that ran at a lower 3.3V (compared with the 5V
core voltage of the then-current lineup of Intel microprocessors). This made it an
ideal candidate for use in portable computers because the chip would draw less
power from the batteries.

80387 A math coprocessor designed to accompany the 80386 microprocessors.

8042 The keyboard controller chip used on early PCs. Later on, this chip and several
others would be incorporated into the BIOS chip and become an historical artifact.

80486 The 80486 (or 486 for short) was really nothing more than a feature upgrade to
the 80386. There were no new technological marvels added. Although there were a
few minor additions to the i386 instruction set, none of them were groundbreaking
moments in computing history. What it did add was an integrated math coprocessor,
and it became the first Intel chip to feature L1 cache—a whopping 8K of it.

80486DX This is the code for the standard 80486 CPU.

80486SX The 80486SX was nothing more than a standard 80486 with the math
coprocessor disabled. All of the circuitry for the chip was identical in every aspect.

80486SL This is a 3.3V version of the 80486SX used for portable computers.

80486-DX2 The 80486-DX2 was the first Intel chip to feature clock-doubling
technology. Clock-doubling was a feature that allowed the chip to process data
internally at twice the clock speed of the EDB. As long as the data could be fed to
the CPU in a timely fashion, this technology allowed the processor to work faster.

80486-DX4 If you were expecting clock-quadrupling technology because of the 4
in the DX, I hate to be the one to disappoint you. The DX4 chips featured clock-
tripling technology that allowed them to process data internally at three times the
speed of the EDB. Hence, the DX4 designation.

80487 The math coprocessor that Intel shipped that allowed users to upgrade their
80486SX chips to the capabilities of the 80486DX at only twice the price.

8237 The original Intel chip used as a direct memory access (DMA) controller on the
IBM PC and PC-AT. The original PC possessed a single 8237 and could manage four
DMA channels. On the PC-AT, a second 8237 was cascaded onto the first one, allowing
the system to access up to seven channels (one being lost to the cascade function). As
with the 8042 and so many other chips, the 8237 was absorbed by the chipset.
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8259 This is the original Interrupt ReQuest (IRQ) controller chip used on the early
IBM PCs. The original IBM PC featured a single 8259 and could manage up to eight
IRQ channels. The PC-AT added a second 8259, cascaded through IRQ2, to increase
the total number of supported IRQs to 15 (one of the channels being lost to the
cascade).



A

A+ A certificate issued by the Computing Technology Industry Association that
indicates an individual’'s competence in working with computer hardware and
operating systems. The A+ certification has gone through several evolutionary
stages over the years. The current curriculum consists of passing two exams. The
A+ Essentials Exam covers the basic material that any computer technician should
be expected to know. Then the candidate selects from one of three different
secondary exams, based on their goals. The 220-602 exam targets individuals
who expect to work in a mobile or corporate environment. This would include
desktop support technicians and field technicians. The 220-603 exam is the one
that a potential help desk person, call center operator, or other remotely based
technician should take. People who do not expect to have a lot of interaction with
the end user can take the 220-604 exam.

A cable A standard 50-pin cable used for narrow small computer system interface
(SCSI) devices. A standard A cable has latches similar to the ones on a parallel
printer cable to hold it in place on the connector. There were several variations of
the A cable, including ribbon cables and rounded cable clusters. One variety used
25 twisted pairs terminating in a 25-pin D-shell connector. A cables used for hard
disks were 50-pin D-shell connectors like the one shown in Figure A.1.

FIGURE A.1 A fifty-pin A cable used to connect older internal SCSI
devices.
17
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A20

On a PC-compatible computer, the A20 is an address line that points to all
memory above 1 MB. It got its name from the fact that the original 8088 CPU had
a 20-bit address line. When the 80286 came out with its 24-bit address, backward
compatibility required that the address barrier be switched off. IBM took it upon
themselves to use a spare pin on the 8042 controller—the keyboard controller of
the day, if you will—to carry the current that disabled the memory address that
acted at the gate. Therefore, the switch was called A20. As a result of the keyboard
controller carrying the signal, now when you get a keyboard failure, the BIOS often
reports it as an A20 failure, which these days, has nothing to do with extended
memory.

A/B switch A switching box that allows two peripherals to be connected to a single

computer port. In order to select which peripheral is used, the user selects either
the A position or the B position. A problem that sometimes rears its ugly head with
A/B switches is when the voltage of the devices exceeds the capacity of the switch,
or when the capacitance of the switch itself causes issues. The former situation
causes the switch to burn out, whereas the latter results in one or both of the
devices not appearing to the OS.

A/D converter Analog to digital converter. This is a chip or device that takes a

standard electrical waveform and processes it in such a way that it becomes digital
information. Sound cards, modems, and Video Graphics Array (VGA) adapters

all require some form of A/D converter. On the flip side, in order to send digital
information back out to the analog world, a D/A converter, which works in the
opposite direction, is needed.

A drive This references the primary floppy disk drive on a PC. Two drive letters

were reserved for floppy disk drives, the A and B drive. The A drive is always the
bootable drive by default, although this could be changed in the system BIOS of
most computers. For those computers with two floppy disk drives, there were two
ways to designate which drive was the A drive and which was the B drive. Floppy
disk cables that supported two devices featured a twist in the cable between the
first and second device connectors. This twist occurs between conductors 10
through 16 on the 34-conductor cable. The drive on the far end was drive A by
default. However, the user could go into the BIOS and select a setting called Swap
Floppy and the drive attached to the middle connector would become drive A. At
this point, drive B became the bootable device because, when set to boot from the
floppy disk, the system always boots from the device attached to the end connector.

A record Addressrecord. The A record is an entry used by the domain name system

(DNS) to resolve a domain name to an IP address. The first thing that DNS does
when asked to locate a domain name is look up the A record. The A record hands
DNS the IP address and the search continues from there.

abacus An old calculating device that used beads on strings as counters. The abacus

predates the Roman Empire in terms of its time frame. The oldest surviving relic is
the Salamis Tablet, from approximately 300 BC, although written references to the
tool predate this by many centuries. The abacus consists of several rows of beads
divided into two decks. Beads in the upper deck have a value of 5 and those in the
lower deck have a value of 1. The rows represent the decimal values. The row to
the far right represents 1s, the next row to the left 10s, and so on. It is interesting
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to note that in the early days of electronic calculators, some expert abacus users
took on some people proficient with electronic calculators, and won.
abandonware Software that is no longer sold, supported, or actively protected
by the original publisher. Many old MS-DOS programs fall under this category.
There are a number of sites that promote abandonware, but a little caution is
in order here. Even though a program may no longer be sold or supported, this
does not necessarily mean that the publisher has abandoned the copyright. Were
a program to become resurgent in popularity, or should the publisher suddenly
decide to issue a new version of a program, a site hosting that program—as
well as any users who downloaded it—might find themselves in violation of
copyright.

abend A term derived from two words: abnormal end. It is a fancy name for a system
crash. Abends usually occur when faulty code asks the system to do something
impossible, like divide by zero or calculate Bill Gates’ bank balance at any given
moment. Other sources for abends are driver errors or faulty hardware.

abort To terminate a process or program during operation. Generally when
an application begins a process, it is expected to run from beginning to
end without interruption. However, under certain circumstances, it might
be necessary to stop the process. For example, if a process hangs or stops
responding to the system, an abort would be necessary. In the old days of
MS-DOS, about the only way to accomplish this objective was to reset the
system. This could be done by pressing <Ctrl>+<Alt>+<Delete> or by pressing
the reset button on the computer. Multitasking operating systems offer some
form of utility to accomplish this. For example, when Windows users press
<Ctrl>+<Alt>+<Delete>, the Task Manager or Windows Security, which offers a
task manager shortcut, opens. Task manager allows you to select applications or
individual processes and then stop them. You will probably have to tell Windows
several times before it responds, but eventually you can kill a nonresponding
process or application.

Abort, Ignore, Retry, Fail Users of MS-DOS or Windows users working from a
command prompt would see this message when reading from a floppy disk drive.
When a sector on a floppy disk could not be read by the drive, this was the most
common message that resulted. By pressing the key representing the first letter
of the desired option, the user could abort (stop trying to read the diskette),
ignore (skip the bad sector and return whatever information the drive could read),
retry (try reading the bad sector again), or fail (about the same result as abort).
Often when this message was displayed, the diskette was good; it simply was
not properly seated in the drive. An unformatted diskette would also return this
message.

absolute This term refers to any calculation that will always return a positive result.
Programmers use the absolute (ABS) command to force positive values. By
inputting the line ABS(75 — 100), the system would return 25 and not —25.

absolute address Any address that points to a very specific and identifiable location
in the computer system. Examples of an absolute address would be IDEO, Head
2, Sector 14,820. When Windows returns an error that reads Memory could not be
read at address (0x80070006), it is giving an absolute address in memory.
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It’s also V&S Absolut Spirits, Arstaéngsvéigen 19a, 117 97 Stockholm, Sweden

where the vodka is made. Only once again, they misspelled it.

absolute cell reference In a spreadsheet, a cell is the intersection point between
a specific row and a column. Most spreadsheet applications allow the user
to insert rows and columns as they see fit. However, since the majority of
calculations the spreadsheet uses to perform its magic are based on data
found in other cells, when a row or column is inserted, the program looks for
references to the rows or columns displaced and then automatically changes
the formulae to point to the new position. Sometimes this is not desirable.
An absolute reference points to a specific place in a worksheet. Column A,
Row 22 is always Column A, Row 22. If you insert a new column that becomes
Column A, all formulae that use absolute cell references will point to the new
column.

absolute value A reference to any numerical value, with regard to whether it is
a positive value or a negative value. For example, both 2 and -2 each have an
absolute value of 2.

abstract A generalized representation of data in which finer details are either
concealed or ignored. A data abstraction allows programmers or systems
analysts to find commonalities between two or more data types. Protocols
use data abstraction in order to eliminate platform-specific information from
the information being transmitted. This allows two disparate machines to
communicate with one another.

abstract syntax The type of data that is to be moved or stored. One form of
abstract syntax is the form that any data takes as it moves over a LAN or WAN
connection. The networking protocols render the data in a form independent
of any specific hardware or OS platform for transmission and then, on the
receiving end, translate it back into the form that platform uses. While on the
wire, the data assumes its abstract syntax. Another form of abstract syntax is the
form that specific types of data assumes while stored in a file. For example, a
music or video clip is one form of abstract syntax, and a text document is another.
Programmers use the term in yet another way. A compiler sees the commands
written by the programmer in categories, such as statements or identifiers. In this
case, abstract syntax refers to representation of a program as a collection
of command types.

abstraction layer An abstraction layer is any method that a program or operating
system uses to hide specific functionality of one layer from another and yet still
make sure the services of the layers are available. An example of this is the hardware
abstraction layer (HAL). HAL consists of a collection of files in an operating system
that provides an interface between applications running on the system and the
OS kernel or between different programs running on the system. The individual
applications are never allowed to directly communicate with the hardware. If two
applications were to directly access the same device at the same time this would
result in a system crash. Figure A.2 shows a breakdown of the layers of a typical
operating system, including the hardware abstraction layer. On a software level, it is
an abstraction layer that makes it easy for multiple instances of the same program to
run at the same time on a computer without driving the CPU nuts.
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FIGURE A.2  The hardware abstraction layer, seen at the bottom
of this image, is one of many abstraction layers used by a typical

operating system.

accelerator Any device or program that is designed to increase the relative speed
of another device or program. Internet browsers use utilities that compress data
before transmission in order to speed up the Internet experience. This is an
example of a software accelerator. Almost all graphics cards made today have
dedicated microprocessors that handle complex graphics calculations. High-end
workstations may employ accelerator cards, which allow the video card to offload
some of its own work.

AC adapter A small electrical converter that takes alternating current (AC) from the
wall and turns it into direct current that a device is able to use. These are typically
the black boxes that take up all the space on your power strip so you cannot
use all the AC sockets available. Figure A.3 shows a pair of typical AC adapters
hogging a power strip.

Accelerated Graphics Port Also called simply AGP, this is a 66-MHz bus that is used
exclusively for video cards. AGP comes in different varieties from AGP to AGP 8x.
Sometimes you see terms such as 133 MHz or 266 MHz AGP in place of the more
accurate AGP 2x or AGP 4x. This is technically inaccurate because the bus is still
operating only at a clock speed of 66 MHz. The 2x AGP moves 2 bits per cycle and
the 4x moves 4 bits per cycle. This gives an effective rate of 133 MHz or 266 MHz,
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FIGURE A.3 Many devices used alongside the computer require AC
adapters to provide their current.

but not a true rate. Another note is that AGP 8x does not provide a true doubling
of speed over AGP 4x, and in fact most systems cannot detect the difference. But
since some systems are unstable when an 8x card is used, dropping the card down
to 4x can improve stability without a noticeable decrease in performance. Figure
A.4 shows an AGP video card.

accelerator board In the old days of PCs, it was sometimes possible to purchase
an expansion card onto which a faster CPU could be mounted. This effectively
increased the speed of the computer. Note that these older systems could not
make use of multiprocessing. Therefore, the addition of another process was a
replacement process and not a doubling of power. Accelerator boards are a thing of
the past as the speed of CPUs long ago surpassed the speed of the expansion bus.

acceptable use policy Rules and regulations governing how the resources on a
network or Internet site may be used, and by whom they may be used. Unlike a
network policy, administrators and users must physically monitor acceptable use
policies. Most companies that provide Internet services of any sort publish an

FIGURE A.4  For many years AGP video
cards dominated the market. PCI-X and PCI
Express have since moved in on their territory.
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acceptable use policy. Judging by the content on the Internet, it would appear that
dismally few of them enforce it.

acceptance testing A defined series of procedures that a client or end user will
put a system through in order to ascertain whether or not it fully meets the
design specifications. These procedures will obviously vary with the type of
equipment being analyzed. For example, a system server might be checked for
hard disk and input/output (I/O) performance. An array of servers might be
tested for interoperability. If the equipment passes the tests to a sufficient degree,
the customer will then sign a form acknowledging that the equipment meets
specifications, thereby accepting delivery.

access (Vv) To gain entry to a channel or network or to interface with a device attached
to a computer or network. For example, when you send a print job to a printer,
you are accessing the printer. When you type in your user name and password
when you log onto your computer at work, you are accessing the network. (n) Your
permission to enter a channel or network or to interface with a device. When you
are assigned a user name and password to a network, you are given access.

access control entry (ACE) A single descriptive entry in the Windows access
control list.

access control list A collection of information housed by a network server that
identifies what users have what rights and permissions to the various resources
on the network. Each resource is treated as a system object and owns an entry in
the ACL. Each user account is also treated as a system object and is tagged with a
list of attributes assigning permissions and privileges. Each time a logged-on user
attempts to access a resource, such as a file or a printer, the server checks the
access control list and compares it with the user’s permissions to see if that user is
allowed to use that resource.

access light Also called an activity light or an indicator light, an access light is a
small light-emitting diode (LED) on a disk drive or on the front of a computer
that links to an internal disk drive that flashes whenever that device is being
used to read or write data. Access lights are also good troubleshooting devices.
If the access light on a floppy drive is constantly on, even when there is no disk
in the drive or when the drive is not in use, it indicates that the floppy disk cable
is plugged in backwards. A hard drive access light that is always active, even
when the computer is idle, indicates problems with the file system. Also, if your
computer is connected to a network or to the Internet, flashing lights can suggest
that someone or something is accessing your computer remotely. The drives
shown in Figure A.5 possess access lights.

access list A collection of statements mapped to a router or switch interface that
defines conditions under which packets will be permitted to pass, or will be denied
access. Access lists must be very specific in what activity they are allowing or
denying. Allow statements should precede deny statements, and all access lists
must end in a deny statement.

access log A file on a Web server that compiles a list of all the different files stored
on that server that are opened by users during a specific time frame. The access
log can record a wide variety of information, depending on the server software in
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FIGURE A.5 The drives on the front of this

computer enclosure feature activity lights to
indicate when the drives are busy.

use. Typically, the IP address and the type of browser that the visiting computer
uses are recorded. Also recorded are the date and time that computer paid its
visit. Optionally, an access log might record the operating system and its version
used by the system paying the visit. The access log is a raw data file that looks like
little more than gibberish to the average user. Utilities running on a computer can
extract that data and convert it into charts and reports that then make sense to the
average user.

access method The process by which a networking device places data onto the

transmission medium. For example, Gigabit Ethernet encodes data into electrical
signals that are transmitted over a wire. In order to make sure that it does not send
data at the same time as another device, it uses a technology called CSMA/CD
(carrier sense multiple access/collision detection) to listen to the carrier signal on
the wire. When it senses that the carrier is free of data, it transmits its own data.
Wireless networking methods incorporate either pulses of light or radio waves to
carry the data, and therefore must use a more specialized access method.

access network A local network that is available to the individual end users.

Generally, access networks are any networks that gain entry to a larger network
over a backbone. Each individual access network maintains its own security,
and users on the access network can only make use of resources on the outside
networks for which they have permissions. By definition, any network that has
access to the Internet is an access network.

access point The base station in a typical wireless network. It takes the place of a

standard hub and frequently doubles as a router and/or the interface for Internet
access. The access point consists of a device with a wireless transmitter, a
receiver, and an antenna. Although it is true that simple peer-to-peer networks
can function without a dedicated access point, the additional security of client-
server networking requires a bit more sophisticated infrastructure. One limitation
of currently available hardware is that most models support a maximum of 255
users. In addition, Federal Communications Commission regulations severely
limit transmission distances for these devices. However, with some protocols and
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hardware, access points can be daisy-chained, effectively increasing the physical
size of the network.

access time A performance specification for memory or disk drives that measures
how long it takes from the moment a request is made to retrieve data, to the
instant it is able to lock onto the location of that data on the media. With memory,
access time is measured in nanoseconds, and with disk drives it is measured in
milliseconds. Memory access time is measured as a function of how long it takes
for the row access strobe to locate the correct row of memory cells and for the
column access strobe to lock onto the column. Disk drives are not so scientific in
their approach. Average access time for a disk drive is the amount of time it takes
for the actuator arm to travel one third of the distance across the platter.

access validation The process of access validation is what makes Windows security
work the way that it does. When the user attempts to access an object for the first
time, an NT function called the Security Reference Monitor (SRM) examines the
user’s access token and compares it to the object’s ACL. Each access control entry
(ACE) in the ACL is read in the order it is listed. No access entries are listed first.
This reduces system overhead for processing requests that will not be honored
anyway. Once any ACEs in the ACL specific to the user’s token indicate that the
user should be allowed access, SRM opens the object to the user.

accessory Any device or component that is added onto a computer or network that
was not originally part of the design. If an accessory fails or is removed from the
system, the rest of the system is not affected. There are a wide variety of accessories
available for the computer user, ranging from scanners to printers to digital capture
devices. An externally attached accessory is generally called a peripheral.

account In the real world, an account is any listing or group of listings that records
quantities of just about any value that is specific to a certain entity. A person’s
bank account is a listing of all transactions related to a specific repository of
money. In the computer world, the term refers to a group of settings on a computer
or network server that provides information relevant to a specific user. In general,
in order to access an account the user must prove his credentials, which consist
of a user name and password. On a secured network, a user’s permissions are
associated with the account and not the credentials.

accumulator A set of registers in a microprocessor where intermediate results of
data processing are stored while waiting for the next step. This is the equivalent of
jotting down the sum of a series of numbers and then making a note of how many
numbers there were so you remember those values when you are ready to calculate
an average. The general registers of the CPU act as an accumulator for a standard
microprocessor; therefore you do not usually see this term used in relation to
modern CPUs.

achromatic A lens that does not focus one bandwidth of light waves at the same point
as the other colors. In general, the aberrant color is red. Oddly enough, it is this
very attribute of red light that makes it so easy to see over other colors at night.
While this sounds like a bad thing, most lenses made are achromatic because it is
very difficult to get red light to focus on the same point as other colors. Generally,
in average photographic conditions, the human eye cannot detect the minimal
difference in focus shift. However, many digital photographers have discovered
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that some digital cameras and/or scanners benefit greatly from applying additional
sharpening to the red layer in photo-editing programs such as Photoshop.
acknowledgment number (ACK) In the transmission control protocol/
Internet protocol (TCP/IP), each packet contains a field for a value called the
acknowledgment number. This is a 32-bit value that works in conjunction with
the sequence number to manage flow control and assure error-free transmissions.
The acknowledgment number identifies the last packet that it successfully
received. This informs the transmitting computer that the receiving computer
is ready to accept the next packet in the sequence. A key point here is that
TCP/TP acknowledges only data up to the first missing packet. As such, if an
application accepts out-of-order packets, a chunk of data might show up missing
in the middle of a transmission. Programmers must decide how to deal with this
situation.

acoustic coupler A device that allows a computer to interface with a standard
telephone. It works by placing the handset of the telephone into a saddle. The
saddle interfaces with a serial port on the computer. The acoustic coupler
generates audible tones, which it sends over the telephone wire to the receiving
computer. These rather primitive devices are not often used these days, but might
still come in handy if you need to transmit data over a pay phone. The last time I
saw one in use was in a spy movie, where the villain transmitted the contents of a
compact disc (CD) in about 6 seconds. I wish my DSL connection could do that.

acronym A shortened term derived by combining the first letter (or letters) of the
words in a multiword term. For example, PCI represents Peripheral Components
Interconnect and PCMCIA represents People Cannot Memorize Computer
Industry Acronyms. Officially it means Personal Computer Memory Card
International Association.

action statement A command in any programming language that initiates another
event to occur. An action statement is used to send a file to a printer. Separate
action statements are used for opening and closing files.

active The device or application that is currently in use by the system. In a graphical
operating system such as Windows or OS X, the active window is the one that is
receiving user input and displaying the results of processing data. An active printer
is the one that fires up by default when a print job is sent to paper.

Active Desktop A method of configuring the Windows desktop to behave as if it is a
Web page, allowing single-click activation of icons and other Web-like features. It
works by incorporating HTML code into the desktop interface. It got its start in 1997
as a method of allowing users to incorporate features such as a stock ticker, weather
monitor, or news headlines that were constantly changing into the desktop without
forcing the user to log onto the Internet every time he wanted to check these items.

Active Directory Directory services provided by Microsoft’s Windows 2000 and later
operating systems. Similar to Novell’s Directory Services, Active Directory is based
on the Lightweight Directory Access Protocol (LDAP). It treats each resource on
the network, including users, as an object. Characteristics such as permissions and
privileges are applied as attributes. Users can search objects on the network in a
manner similar to looking for files on a local hard drive.

active hub A device that interconnects several devices on a network. When it receives
the signal from one device, it cleans up any noise the signal might have picked up
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along the way, amplifies it back to its original strength, and then sends it along

its way. An active hub acts like a repeater in this respect. This is different from a
traditional hub, which does nothing to clean up or amplify the signal. Most modern
networks make use of switches wherever possible because a switch provides each
connection with uncontested bandwidth in its own collision domain.

active matrix A type of liquid crystal display (LCD) monitor found on many laptop
computers. The active matrix display, also called the thin film transistor (TFT),
makes use of four different transistors for each pixel displayed on the screen.
Presence or absence of voltage on a given transistor dictates the color and
intensity that the pixel will glow. A slower alternative to the active matrix display
is (you guessed it) the passive matrix display. Active matrix displays are sharper,
brighter, and exhibit better color saturation than passive matrix. A key point is that
all LCD displays offer the highest quality when used at their native resolution.

active monitor In a Token Ring network, the active monitor is the device that
generates the token and makes sure it stays on the network. If the token is lost for
any reason, it is the job of the active monitor to generate a new token and throw
it out onto the network. A computer earns the dubious honor of being the active
monitor by being the first machine turned on when the network goes active. If
the active monitor is shut down gracefully, then an election will determine which
computer on the network will assume the role of active monitor. If it simply
crashes or if the user powers it down without shutting down, then Token Ring will
begin the process of beaconing to figure out what happened and then start the
election when it discovers that the active monitor is missing.

active object When a program is running on the computer, there are generally several
different threads or processes that will be running, seemingly at once. At any given
nanosecond, only one of these strings of code can be running within the CPU
pipeline (although most modern CPUs have multiple pipelines). The threads and
processes are generically referred to as objects and the active object is the one
currently running through the pipeline.

active partition A primary partition on a hard disk drive that has been identified in
the master boot record (MBR) as being the bootable partition. If a partition is not
marked as active in the partition tables, it cannot host a usable operating system.
Many earlier operating systems could not boot from any partition that was not
marked active, and the system can only have one active partition on any given
disk. In order to configure a multiboot system, the active partition will contain
some file that defines different system partitions. On modern operating systems
the system files can reside on different partitions than the MBR.

Active Reconfiguring Message Also known as ARM, this technology allows the
hardware in an ARM-compatible device to be reconfigured on the fly, based on the
data that is being received for processing or being transmitted. Information in the
message header provides configuration data in compressed format. The header
information is extracted, read, and used to perform the reconfiguration of the
device. The data is then processed and the next incoming message may or may not
reconfigure the device for its needs.

active window In a graphical operating system such as Windows or OS X, the active
window is the one that is currently open and accepting user input. Keep in mind
that in a tiled screen several windows may be open and visible, but only the one
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in which numbers and letters show up when you type is the active window. The

OS maintains a very complex user interface that keeps track of all open windows
and which one is currently active. User I/O is limited to the active window, while
system I/O can be active in any open window. Figure A.6 shows a desktop with two
windows open, the active window is identified. The first reader to contact Delmar
Cengage Learning with the time, day, and year that the image was created will win
a signed and matted print from the author’s portfolio of fine art photography.

Active Wiadow: In a praphical aperating system such ks Windows. or DBX,
thee ictive window s the oras (hat s curvently open and acepting user
input, Keep in mind that in a tied screen several windsws may be
open nd viable, but caly the oo where nitmbers and letlers show it
when yoxa type i the active window. The OF maintains & wry complet
user interfice that keeps track of ol epen windows and which ane &

FIGURE A.6 The active window on a user’s desktop is the one accepting
user input at the moment.

ActiveX A type of programming module or component that is capable of registering
itself with the host operating system. ActiveX objects generally have some form of
user interface (although not always) and are able to embed themselves into other
modules. ActiveX is an evolutionary product of an older technology that is still in
use called Object Embedded Linking that allowed data from one application to be
incorporated into that of another. For example, a series of cells from a spreadsheet
might be embedded in a word processing document. When the spreadsheet is
updated, the document automatically updates. ActiveX controls follow the same
philosophy, but are much smaller and use much more efficient code so they can
be incorporated into Web pages without drastically slowing Internet performance.
ActiveX controls that are designed to be incorporated into an existing program
are called plug-ins. Most Internet browsers support plug-ins, as do many image
processing applications. An example of an ActiveX plug-in would be a file
decompression tool that automatically unzips a file as it is downloaded without
requiring any user intervention.

activity The most basic transfer of information that occurs in the course of
a communications session. A single activity might be the transfer of an
acknowledgment packet to a server, or a clock signal to resynchronize a session.
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activity light An LED on a device such as a hard disk enclosure or a network
interface that flickers when there is traffic or electrical current present in the
circuit. With some activity lights, the color of the light can be an indication the
present condition of the device. Green is good, amber is usually a warning, and red
indicates either failure or an error condition. See access light.

actual cell rate Inthe asynchronous transfer mode (ATM) protocol, this is the
maximum transfer rate in cells per second that the transmitting device is allowed
to send data.

actuator arm A device inside of a hard drive on which the read/write (R/W) heads
are mounted. A motor of some sort (generally voice coil-activated) moves the arm
back and forth across the disk platters to position the R/W heads over the correct
track in order to record or access data. When the disk is powered off when the
system shuts down, it moves the heads to a safe “parking” zone. Figure A.7 shows
the actuator arm over the platter of a hard disk.

-

A: Platter

Y 6 »

C: R/W Head

FIGURE A.7  Actuator arms (B] move the disk read/write
heads (C) across the disk platter (A} in the search for data.
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acute On the keyboard, the acute is the backwards apostrophe (1). It is found on the
same key as the tilde (=), just above the <Tab> key. It is also a term that means
pronounced or exaggerated.

ad banner These are those annoying (and usually animated) frames on a Web page
that try to get you to purchase some product you have never needed, will never
need, and probably have never heard of (and never wanted to). The most annoying
ones are the ones that follow you down the page as you scroll down. And the really
infuriating ones are the ones that invite you to punch some big-name celebrity or
politician in the nose to win a prize that does not exist.

Adaptable User Interface (AUI) A set of utilities provided by Oracle that allows
developers to create applications that are portable between multiple window
applications. Using AUI, a developer can have a single interface, resource manager,
and workflow for the application regardless of whether the application is being
ported to Windows, OS X, or the X Window system for Linux.

Adaptec A manufacturer of computer components that specializes in controllers for
storage systems. Their line of SCSI adapters, RAID controllers, and other devices
has long been a standard for server and high-end workstation integrators. Their
Web site is at http://www.adaptec.com.

adapter Any device that allows two dissimilar interfaces or signals to coexist peacefully.
An AC adapter converts AC current to DC current. A PS2/USB adapter allows a PS2
mouse or keyboard to be used in a USB port. Frequently you see the term adapter
used to describe an expansion card. This may or may not be accurate usage of the
term. Unless it actually acts as an interface, it is more likely that an expansion card is
actually a controller. For example, a VGA card is a controller not an adapter.

adapter load balancing With adapter load balancing (ALB), two different NICs are
statically configured with the same IP address. Now, as you might imagine, TCP/
IP’s simplistic approach to addressing is going to take exception to this process
unless you do something to let the protocol know that everything is all right. Even
if the presence of identical IP addresses did not cause a conflict, replies from a
networking protocol such as the Dynamic Host Configuration Protocol (DHCP)
have a tendency to respond to the server with the lowest MAC address. A MAC
address is hard coded into an NIC at the factory and cannot be changed by a user.
Therefore, one adapter would still attract all DHCP requests until it ran out of
addresses in its pool.

To make the process work, a third-party application, such as NSI Software
Balance, juggles the traffic between the two adapters. As workstations log on
to the network, they will be bound to one of the NICs and that is the interface
through which they will communicate with the server for the rest of that session.
The software makes sure that each adapter carries its share of the load.

ALB also provides a good measure of fault tolerance. Should one adapter fail,
the other adapter will carry on as if nothing happened. A server with only a single
NIC would be dead in the water if the NIC failed.

adapter teaming Adapter teaming allows the server to “lie” to the rest of the network
and tell everybody out there that both of the adapters installed are really only one.
It is easy enough to configure two NICs to the same IP address. You need specific
software to make the network think there is only one MAC address between them.
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When teaming is configured on a server, a single MAC address is selected from the
pair (usually the one with the lower physical number). This becomes the primary
NIC. The secondary NIC responds to that MAC even though that is not its actual
address. When any device sends a packet to the server asking for its address,
either NIC will respond with the set of addresses (IP and MAC) assigned to the
pair. As a result, inbound traffic is easily divided between the two adapters, and the
network moves blithely on. Network load is more efficiently balanced and there is
still only one address as far as the rest of the network is concerned.

adaptive answering This feature is what allows combination fax/modem devices
to analyze an incoming call and determine if it is a data- or a fax-driven call.
Adaptive answering is capable of distinguishing between voice and fax or
between data and fax. It cannot tell voice and data calls apart, however. In
order for adaptive answering to work, it must be enabled. Adaptive answering is
available on Windows 2000 and later versions of Microsoft operating systems.

adaptive routing See dynamic routing.

additive colors The primary colors of red, green, and blue. Additive colors are used
by a wide variety of devices to create the different hues the human eye perceives.
For example, when red and green are mixed, the resultant hue is purple. Blue
and yellow make green. The relative intensity of each additive color in the mix
contributes to the final hue. Additive colors are the reverse values of subtractive
colors. Color monitors, scanners, and many digital cameras use additive colors.
Most printers use subtractive colors.

address (n) A description of the physical location of a resource on a computer or
network. A memory address points to the specific location on the address bus
corresponding to the row and column on the individual memory chip on which a
particular bit of information resides. (v) The ability of a device to locate and then
communicate with another device and exchange information.

address bar In an Internet browser application, such as Netscape Navigator, Firefox,
or Internet Explorer, it is the field in which you can type a specific web address.
The arrow in Figure A.8 points to the address bar in Firefox. This is different from
the search bar, in which you type keywords to help you find what you are looking
for. The address bar assumes you know exactly where you want to go. The search
bar tells you where to go and gives you a road map.

address book A small database file that interfaces with certain applications running
on the computer that provides name and address data on demand. Programs such
as a word processing program can access the address book to fill in information
for envelopes, mailing labels, and so forth.

address bus A bank of wires running throughout the system and into the CPU
that specifies specific locations. The total addressable space is calculated as
2%, where x represents the total number of wires in the bus. The address bus
dictates the theoretical limit to the amount of memory a system supports.
The old 8088 CPU used on the first IBM PC sported a 20-bit address bus.
220 = 1,048,576, which is the actual value of a megabyte. A 32-bit address bus,
typical of Intel Pentium 4 CPUs, can address up to 4,294,967,296 bytes of memory
(4 GB). The newer 64-bit processors are theoretically capable of addressing up
to 16 exabytes of RAM. However, because of limitations in both the operating
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FIGURE A.8 The address bar is where a user can manually type in a URL to
navigate to a specific Web site.

system and in chipsets, the actual address space is much smaller than that. The
Mac OS X can support up to 16 GB of RAM, while the Linux 2.6.16 kernel comes
in at a whopping 64 GB.

address phase The portion of an I/O operation in which the controller accesses the
address bus, locates, and locks onto the location of the data being sought in a
transaction that is about to occur. Nearly every I/0 operation needs to enter an
address phase during its cycle.

address register A reserved portion of memory in which a table is stored that details
what information is stored in all areas of system memory, and at what address
in memory each item of information is stored. There are basically three forms of
address register. The general memory address register (MAR) stores the address in
memory that is to be accessed on the upcoming cycle. Outgoing addresses are stored
in the destination memory address register (DMAR). Addresses in memory where the
incoming data is stored are in the source memory address register (SMAR).

Address Resolution Protocol (ARP) One of the many supplemental protocols of
the TCP/IP stack of protocols. The ARP maps physical hardware addresses to IP
addresses. As such, ARP can discover the MAC address of a device on the network
by sending a packet to that device’s IP address. The resultant acknowledgment
packet will contain the information the protocol is looking for. Most operating
systems have some sort of utility that allows the user to make use of this utility.
Windows users can open a command line and type ARP, followed by the {rigger
that elicits the response he desires. ARP triggers include:

-a Displays the current ARP cache, listing both MAC and IP
addresses of all devices contained in the cache

-d Inet Addr Deletes the Internet address listed. If * is used in place of an
Internet address, all ARP entries are deleted

eth_addr Ethernet address. Specifies a particular MAC address
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-g Identical to —a
if addr Interface address
inet_addr Internet address

-N Interface Shows ARP entries for the specific interface defined
-s Ipaddress ~ Where ipaddress is replaced by the actual IP address and
macaddress macaddress is replaced by the actual MAC address of the desired
interface. Adds a static entry to the ARP tables
MAC users can do the same thing by opening a terminal session and typing in
the same commands.
address strobe An input signal used by a memory module to indicate that the address
range provided by the controller is a valid address. Once the address strobe signal
is received, the requested memory I/O operation can commence.
adjacency The ability of two network devices, such as a router or switch, that are
interconnected by the same segment of medium to exchange data without the need
for routing through another device. For example, consider two switches on a network
that are both connected to the same router. If the two switches can exchange packets
without needing the services of the router, they exhibit adjacency. If the router must
process the information before passing it between routers, it does not.
administrative distance A numerical rating used by Cisco routers that is assigned
to a routing path that defines the relative reliability of a specific path between
two interfaces. When multiple paths are available between the source and
the destination, the administrative distance will determine the shortest route.
Administrative distance is based on the reliability of the protocol used and
not the number of hops or other factors the administrator deems relevant to
selecting between different paths for data to travel on the network. There are
certain default values that Cisco uses for common protocols. Table A.1 lists these
values.
administrative domain Any part of the network, including servers, routers, host
computers, users, media, and so forth that is under the management of a singular
authority. Note that a larger network can consist of multiple administrative
domains, each one managed by a separate administrator. Multiple domains on
a single network are interconnected through trusts. Users on a trusting domain
can access those resources for which they have permission, but nothing else.
Administrators from the trusting domain cannot manage resources on the trusted
domain and vice versa.
administrator (1) In terms of computer usage, the administrator is the user and/or
account or group that has full and complete privileges to do anything and everything
on the network. The account is also called Admin on some networks. By default,
the administrator account or group has unlimited power. Therefore, many top
administrators limit the powers of subordinate administrators by doing two things.
First, they rename the administrator account from administrator or admin to
something a little less obvious to hackers or disgruntled employees. Only a select
few users are privy to the real administrator account. Then, all administrators who
require fewer privileges are added to the administrator group, and this group is
edited to include only the permissions and privileges that the powers that be want
them to have. (2) A person who is responsible for managing all aspects or certain
aspects of an organization.
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TABLE A.1
Administrative distances of varying interfaces
ROUTE SOURCE DEFAULT DISTANCE VALUES

Direct Connection 0
Static Route 1
Enhanced Interior Gateway Routing Protocol 5
External Border Gateway Protocol 20
Internal EIGRP 90
IGRP 100
OSPF 110
Intermediate System-to-Intermediate System 115
Routing Information Protocol 120
Exterior Gateway Protocol 140
On Demand Routing 160
External EIGRP 170
Internal BGP 200
Unknown (will not be added to routing tables) 255

Adobe Systems A software developer that specializes in graphics editing and page
layout programs. Adobe Photoshop is the industry standard for working with
digital photographic images. In addition, Adobe was the developer of Postscript.
Their Web site is at http://www.adobe.com.

Advanced Configuration and Power Interface (ACPI) This is a complicated
hardware interface, developed in cooperation by Hewlett Packard, Intel, Microsoft,
Phoenix, and Toshiba, that extends the power management features of the system
BIOS to the majority of devices on the system. The specification is written in such a
manner that new power management technology can be developed separately from
operating systems and hardware. ACPI can interface with other pieces of hardware
connected to the expansion bus,; it communicates with applications running on the
system and it interfaces with the system OS. Modern operating systems even allow
interfacing with noncomputer peripherals, such as a telephone system or an alarm
system in a house, allowing the computer to manage power throughout a building.

Advanced Programmable Interrupt Controller (APIC) A circuit built into all
recent Intel (and most compatible) CPUs that handles system interrupts. While
all CPUs throughout history have had some form of interrupt controller, the
APIC offers several advantages. It is essential for any system using symmetric
multiprocessing (SMP) because the APIC prevents system lockups resulting
from two processors hitting the same piece of hardware on the same clock cycle.
The APIC provides three basic functions: (1) It generates interrupts in order to
initiate communication between the CPU and any device. (2) It accepts interrupt
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generated by a device. (3) It incorporates a timer mechanism that prevents any one
device from hogging the CPU.

affiliate program An arrangement between a business and the owner of a Web
site that pays the Web site owner a commission for each sale referred to the
business by that Web site. A successful Web site that operates a number of
different affiliate programs can generate cash while its owner basks in the sun
in Fiji.

advisory A document or e-mail notice that is posted or sent out whenever there is
a required update to a program or operating system, or when there is a potential
security risk. Many antivirus software manufacturers send out advisory e-mails
when a new virus is launched that is a potential hazard to their customers. Most
operating system manufacturers do not e-mail their customers, but rather post
notices about critical upgrades or patches on their Web site. If an advisory is
sufficiently critical, a company may issue a press release.

Aero Both a name and an acronym. It is the name for Microsoft’s new graphical
interface used on Windows Vista. It stands for Authentic, Energetic, Effective, and
Open. (I wonder how long it took for somebody to come up with that one.) The
Aero interface has several new looks, including making certain parts of windows
transparent, displaying all open applications in a 3D array, and allowing a user to
flip through applications using the scroll wheel on a mouse.

agent In computer terminology, this is an application or utility that fulfills requests by
gathering the information requested by a manager application. Generally an agent
sits in the background, running RAM-resident, and only becomes active when
the specific event it is programmed to watch for occurs. By definition, an agent
should exhibit certain characteristics. It should be autonomous. In other words,
the agent needs to be able to decide when to engage without interaction from the
management software or from a human user. It should also be persistent. It runs
in the background and has its own method of deciding when to activate any one
of its functions. An agent should also be reactive. It knows the function it has
been programmed to perform and can recognize conditions within the system that
should initiate that function. Lastly, it should exhibit interactivity. An agent needs
to be able to activate other software components on the system in order to either
perform a specific function or to communicate results. Agents are frequently used
by system management software to measure performance, watch for anomalies,
and/or collect data for system reporting. They are also used by the operating
system for similar purposes and for the purpose of auditing.

aggregator (1) A piece of software that automatically retrieves specific types of Web
content (usually syndicated) and feeds it to a specific application running on your
computer. An example of an aggregator is a stock ticker. It might collect data from
multiple sources in order to track your stock portfolio, but all of the information
appears in a single feed. Other software services that use aggregators include
music services, news feeds, and interactive Webcasts. (2) A device that takes a
large number of incoming analog telephone or DSL signals or ISDN signals and
combines them all into a single unified signal that is transmitted over a high-speed
backbone. Internet service providers use aggregators to provide Internet access
to multiple subscribers. Larger organizations use aggregators to provide remote
access to multiple off-site users.
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AGP aperture size This is a setting in computer BIOS that allows the user to configure
how much system memory can be used to store preconfigured textures that the
video card can use when assembling images. This memory works in conjunction
with the memory incorporated on the video card. When the video card’s memory
fills up, system memory can be used. This can help video cards with a limited
amount of memory, but it is no substitute for having sufficient memory on the video
card. Extracting textures from system RAM always incurs extra clock cycles.

alarm Any audible or visible signal used to alert a user that some sort of event
(generally an error condition) has occurred. Alarms can be used by server
applications to notify the administrator of an anomaly, or a scheduling program
can use it to let a user know an appointment time is nearing.

alarm filtering A process by which multiple alarms on a system that may have been
precipitated by a single event can be sorted out, narrowing all the information
down until the cause of the alarm is isolated. A single failure of a device or
application can create a cascade effect, causing numerous other devices or
applications to fail. If no alarm filtering is employed, it can be very difficult to
isolate the original cause of the problem.

alert An audible or visual signal that occurs on a user’s system that indicates one of
two things. Either an error condition exists or an event that was defined into an
agent has occurred. An alert is very similar to an alarm.

ALGOL A programming language from the early 1960s targeted toward scientific
calculations. It was one of the first programming languages to allow commands to
be executed in blocks. Data was structured into an array format. It was the first
programming language to introduce the if-then-else statement.

algorithm A collection of precisely defined procedures that will either lead to the
solution of a problem or provide the desired results in a query. In an algorithm, there
will be a detailed listing of the steps involved in getting from QUESTION to ANSWER.

alias Any substitute name for any resource on a computer or network. For example,
you might map a network drive and name the mapped drive “Music.” The real path
to a network drive might be //servermain/documents/music, but the alias will always
be Music, and that is what you know it by. The domain name services (DNS)
protocol makes use of aliases when it renders its services. It generates a canonical
name record (CNAME) for every entry in the DNS tables. The CNAME assigns an
alias that is used in place of the true name of the server in the CNAME record.

aliasing A stairstep effect in computer graphics or typography that occurs on
diagonal lines. This is caused by the fact that the pixels that make up an image are
rectangular and you cannot cut the corners off of pixel to smooth out a font or
image. Figure A.9 is an example of aliasing at work.

allocate To reserve system resources for a device or application. Allocation is
performed by the system during POST and is constantly being managed by the
operating system the whole time the system is on. During POST, Plug and Play
must allocate IRQs and I/O addresses to devices on the system. This information is
collected and stored in a file called the Extended System Configuration Data file
(ESCD). On subsequent posts, if no changes are detected, ESCD already has the
information needed. Once the OS has control of the system, it also takes control of
allocation. Each time an application launches, the OS must allocate memory and
CPU time for that application. As data is called by the user or programs, memory
space must be allocated.
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FIGURE A.9 This enlarged snippet from a digital photograph shows aliasing at work. Aliasing in
an image is the result of trying to make a diagonal line out of square blocks.

allocation scan A BIOS routine that reassigns resources to Plug and Play devices
installed on a computer system. Resource allocation is managed in two steps.
Before anything else can happen, static resource allocation must be completed.
This involves mapping all resources (where known) that are manually configured
on the system and cannot be reconfigured. This includes legacy system resources
(which are generally known) and older legacy devices such as ISA cards (which may
not be known). For the devices that cannot be detected by the system, an external
configuration utility must be used to identify these devices. Dynamic resource
allocation is when the BIOS can configure those devices, such as PCI, AGP, and
others that allow external software-managed configuration. During the recognition
scan, Plug and Play collected information about all the devices on the system, along
with the resources they used. This information is now used to configure the devices.

alpha blending A function of a computer graphics API that allows it to combine
the alpha channel of a file with other layers in the image to create effects of
translucency. Since the alpha channel is 8 bits wide, this provides up to 256 different
levels of translucency. With many applications it is possible to have multiple image
layers, and each image layer can incorporate its own alpha channel. Working with
this technique can result in a much wider gamut of effects, although it will also
place a much larger load on the video card’s memory and processor. Because alpha
blending is a primary effect used in creating 3D effects, overall performance is
greatly enhanced if it is one of the integrated functions of the video card’s chipset.

alpha channel Eight bits used by graphics files that 32-bit True Color can use to apply
effects such as translucency and fogging. Since there are 8 bits available, a total
of 256 different levels of effect can be generated. How an alpha channel is used is
a function of the graphics program used to manipulate the file. Simple graphics
viewers can only display the effects and cannot edit them in any way. Other
programs, such as Adobe Photoshop, make extensive use of the alpha channel.
Photoshop can incorporate separate alpha channels onto as many as twenty-
four different layers. TIF, PNG, and JPEG2000 are all file formats that support
alpha rendering. GIF89a supports a 1-bit alpha channel that allows one level of
translucency on one of the primary colors.

alpha release Also called alpha version, the very first compiled version of a software
application that is ready for in-house testing. As you might expect, this is going to
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be a less-than-perfect version of the software. After extensive testing and the bugs
are shaken out, a revision of that program is written that eliminates the problems
that were detected in alpha testing. The next release is referred to as the beta
version, or in the parlance of at least one OS publisher, Service Pack 4. This is
when actual users beat the program into submission to shake out even more bugs.
alphanumeric Any series of characters that contains both alphabetic characters
and numerals. Alphabetic characters can be represented as either upper case or
lower case, and the computer or software sees each form as a different character
altogether. While people see significant differences between letters and numbers,
the computer sees them as the same thing. Therefore, the use of both types of
characters in a computer program or operating system offers a significantly greater
range of options. Alphanumeric characters differ from punctuation characters in
both form and function, and computer software treats them differently as well.
A24Bravo is an alphanumeric term.

Altair 8800 This was one of the first personal computers released that used the Intel
8088 microprocessor. It was available only in kit form and had to be assembled by
the end user. It was the Altair 8800 that launched the careers of Bill Gates and Paul
Allen when they notified the manufacturer that they could provide a version of the
BASIC programming language to run on the Altair. There was no such thing as an
operating system for the Altair. Data and commands were input into the computer
via a binary front panel. Devices such as paper tape readers made the process of
entering data faster and more efficient.

alternate routing The built-in ability to send data over a backup transmission line
should the primary line fail or be occupied. Routing tables frequently contain
multiple paths between the source and various target destinations. The routing
tables include a value known as a metric that defines the relative speed of
each path. By default, the fastest path between source and destination, taking
into account the number of hops and the relative speed of each hop, is the
primary path. If that path is down or busy, a router or protocol that is capable
of alternate routing can select the next path down the list and send the data
along on its way.

alternating current (AC) An electrical current that reverses the direction of current
flow many times each second. This is the typical electrical current that comes from
a standard wall outlet (Figure A.10). AC outlets may be polarized to make sure
that current direction between the line voltage and the device are consistent and
to provide grounding. Polarized outlets have one prong socket slightly larger than
the other as well as a rounded socket for the grounding prong. The narrow slot is
the “hot” lead, providing power from the electric company. The larger slot provides
return current to the power company. In the United States, direction is reversed
60 times per second. In Europe it is reversed 50 times per second. Most devices
are very picky about cycle frequency. Therefore, when traveling, you will find it
necessary to have some form of adapter to convert the local electricity supply to
that which your device requires. The counterpart to AC is direct current.

ambient A term that refers to surrounding conditions. Ambient temperature is how
warm or cold is the air surrounding you. Ambient temperature can affect computer
equipment because it affects how easily the equipment dissipates heat. Ambient
sound is the noise level in a room. While ambient sound has little or no effect on
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FIGURE A.10 A typical AC
outlet is polarized for safety
reasons.

computer equipment, the equipment contributes to ambient sound with its cooling
fans.

Amiga A small personal computer released by Commodore in 1985. This was an
early 16-bit computer with a memory space of 64 KB and a unique user interface
called GEM. This was a graphical interface that competed squarely with the
Apple Macintosh. The original idea was that the system would be entirely mouse-
driven. Unfortunately, development problems prevented this from happening
until a subsequent release. The Amiga was intended to be a gamer’s computer
with business acumen. As such, the design called for superior graphics but with
the ability to run word processing programs and spreadsheets. Unfortunately for
Commodore, many executives in the company were satisfied to bask in the glory
of past accomplishments and paid little or no attention to some up-and-coming
company with delusions of grandeur that called itself Microsoft. The release of
Windows on a 32-bit system proved to be the death knell for Commodore. Amiga
refused to die, however. Amiga, Inc. continues to release products, including their
own Amiga operating system.

amorphous Completely lacking in organized structure or so vague that the structure
is difficult, if not impossible, to define. This term is frequently used in reference
to graphic forms. For example, a cloud is an amorphous form. The term can also
be used in other respects as well. A spot on a CD-RW that will not reflect the
laser beam of the recorder is considered to be an amorphous state. Its reverse
counterpart that will reflect the beam is called the crystalline state. The majority
of politicians I've come in contact with are in an amorphous state.

ampere A measurement of the actual flow of an electrical current. Also called amp
for short. An ampere is precisely 6.28 x 108 electrons passing a single point in
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1 second. That is a lot of electrons. In an electrical current, measurement of
amperage is like measuring the electrical pressure.

ampersand The “and” sign (&) on a standard keyboard. In code or formatting, the
ampersand is used to precede characters that should be underlined. Programmers
use it as a Boolean AND function. In addition, HTML programmers place an
ampersand followed by a colon prior to a less than or more than character to
render HTML code as text rather than have the enclosed code perform its actual
HTML function.

amplifier An electrical circuit that takes a smaller signal and turns it into a bigger
one. An amplified signal has only its relative intensity altered. Amplifiers are
used to boost audio, optical, and electrical signals. Frequency of the waveform is
not changed in any way. Any change made to the frequency during amplification
represents a form of distortion. There is often a certain degree of distortion
associated with amplification; therefore, it should be used judiciously. Higher quality
amplifier circuits minimize the amount of distortion induced. Amplifier circuits are
broken down into various classes. Each class of amplifier affects the native signal
slightly differently because each one works in a different way. The descriptions
listed here cover some of the more conventional amplifier types. Figure A.11 is a
graphical representation of the sine wave of a signal and how each amplifier type
affects the signal.

e Class A All current is conducted (and amplified) throughout the entire
360-degree range of the wave cycle. This type of amplifier is very
inefficient in that a lot of heat is generated for a minimal amount of
amplification. However, distortion levels are minimal. This form
of amplifier is used either for low-power applications or in very
high-end audio equipment in which performance is a more critical
factor than cost.

e Class B The amplifier circuit conducts and amplifies only 180 degrees of the
electrical waveform. To amplify the other half of the wave cycle, a
separate circuit is used. This induces a form of switching distortion
created when the circuit moves from one amplifier to the other.
This is used in low-end audio products.

e (Class AB As the name implies, this is a hybrid of the Class A and Class B
types of amplifier. Both types of circuit are used, but the BIAS
current on the B circuit is set low enough to render the switching
distortion virtually inaudible.

e C(Class C The current is conducted and amplified for less than a complete
half of a wave cycle. A Class C amplifier is extremely efficient but
produces excessive distortion.

e Class G A modification of the AB amplifier that uses different power “rails”
for different amplification factors. Each rail is basically a circuit
with a different voltage level.

e (ClassH Another modification of AB in which the power supply voltage is
modulated along with the signal, but always remains higher than
the level of the signal voltage.
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Shaded part of sine wave represents the portion of current
affected by amplifier circuit for each class.

FIGURE A.11 Various amplifier classes affect the original signal in
different ways.

amplitude The relative strength of an electrical signal. When referencing an audio
signal, the term refers to the overall volume of the sound. Amplitude is measured
in decibels and represents the relative energy of any given signal. On a standard
sine wave, amplitude is represented by the distance above and below the center
line that a wave for any given pulse projects.

analog Any attempt to recreate a naturally occurring phenomenon using a similar
natural effect. It literally means “something that is the same as.” An analog
device will track a natural phenomenon, such as sound, temperature, or motion,
and convert it to an electronic, mechanical, or electromechanical form that
is its equivalent. For example, the vibrating paper cone of a speaker creates
natural sound waves that simulate the real sound of music or a creature in
the wild. A speaker can reproduce a sound similar to a cricket as long as the
electromechanical stimuli create similar vibration patterns.

anamorphic An optical lens or a software application that takes a wide object
and squeezes it onto a narrower medium for storage. Then when it is ready for
presentation, it stretches it back out to its original format. The original use of
anamorphic lenses was to fit wide-screen films onto standard 35-mm or 70-mm
film, but during projection be able to project the film in wide-screen format
again. Figure A.12 shows a wide-field view of an image alongside its anamorphic
counterpart. Notice that the image is compressed horizontally, making everything
look taller and broader.

animated Moving images in a film or on a Web site that are composed of a series of
still images shown together in sequence. Each static image is known as a frame.
How smoothly the perceived motion appears to the human eye is a function of how
many frames are displayed each second.

animated GIF A small moving picture stored in the graphics interchange format
(GIF) that is frequently used to annoy people visiting a Web page. The animated
GIF consists of a short series of frames compressed into a single file that display
in sequence when opened. Typically, an animated GIF recycles and starts the
sequence all over again when completed, resulting in a never-ending cycle.
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FIGURE A.12  Anamorphic lenses allow wide-field
images to be stored on conventional film formats.

animation A moving picture that is made up of a long sequence of artist-rendered
images. See animated. Analog animation requires that an artist paint each picture
in the sequence. Computer animation uses computer-generated graphics.

anisotropic Any property, such as speed or amplitude, that varies in accordance to
the direction of the signal. Many communications protocols are anisotropic. For
example, a 56K modem can receive at 53.3K, but it can only transmit at 33.6K.
Conventional DSL, sometimes known as asymmetric DSL, is another anisotropic
communications link. The opposite of anisotropic is isotropic.

anomaly Any unexplained event or output. A software conflict between two similar
applications might be considered an anomaly. A hardware device that works on
one system, but not on another identically configured system, is another example.
A classic example of an anomaly is an operating system that continuously
crashes, has more holes in its security than a mohair sweater under attack by
a litter of kittens, but for some reason is the best-selling product in the entire
industry.

anomaly detection This is a procedure used by network security professionals to
monitor systems for unusual behavior from both users and applications on the
network. Software that uses this technique works by having an administrator set a
baseline value for specific types of behavior or events. Events that are monitored
might include failed logon attempts, intrusion attempts, or attempts to access
secured resources. Whenever baseline values are exceeded, the software issues an
alert. Optionally, the user might be locked out of the network.

anonymous FTP Any file storage site on the Internet that uses the File Transport
Protocol (FTP) and does not require authentication by the user. The term also
refers to the process of logging on to such a site to access information without
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supplying credentials. Because of the lack of security, anonymous FTP sites are
almost always isolated from the rest of the networks on which they reside. In
addition, unless specifically designed as a public forum for the storage of files, they
do not accept uploads from the general population.

anonymous logon The ability of a user to access a server or network without having
to provide a user ID or password. Many networks feature an anonymous account
to accommodate guests on the network. In general, this account is given only
minimal access and a limited set of permissions.

answer modem When two computers are in communication over a telephone line, the
answer modem is the device that is being called. Most modems on the market are
configured by default to be autoanswer. In other words, the user can set a specific
number of rings, after which the modem will pick up any call. The answer modem
notifies the calling modem that it is indeed another modem by issuing an audible
frequency that initiates the handshake routine.

antialiasing A process through which diagonal lines in an image are redrawn to
smooth out the jaggies. This is accomplished by filling in adjacent pixels with
intermediate colors or shades of gray. For more information, see aliasing.

antidisestablishmentarianism Organized opposition to the disestablishment of
the Church of England. Yes, I realize the term has nothing to do with computer
technology, but I was not about to have a dictionary that did not include this
marvelous word.

antistatic Any material or device that either prevents the buildup of, or dissipates
static electricity from, a surface or component. Antistatic protection can be either
active or passive in nature. An active antistatic protection device absorbs static
electricity through a surface and uses a conductive element to drain the unwanted
electrons to ground. These devices include antistatic wrist straps and mats. Mats
can be either floor mats that the operator stands on, or bench mats where sensitive
equipment is placed. Manufacturing with certain materials provides passive
antistatic protection. Carbon fiber is good for draining away static electricity.
Copper oxide impregnated into polycarbonate makes a good antistatic container
material. Antistatic bags should be used for storing components. Figure A.13
shows an antistatic wrist strap sitting on top of an antistatic bag.

antivirus Any form of protection against malignant software (malware) such
as viruses, worms, and Trojan horses from a computer system. Antivirus
software works by scanning your file system and looking for certain strings
of code associated with known malware components. The file that contains
the comparison code is known as the signature file. Because new viruses
are popping up all the time, signature files must be constantly updated. Most
antivirus packages ship with a signature file that was current when the version
you are installing was current. However, by the time the product is packaged,
shipped, sold, and delivered, that file will already be out of date. When you install
the product, it is necessary to allow the software to update the signature files.
Once that process is completed, it needs to be repeated on a regular basis. Your
basic package will contain a subscription to new signature files for a certain
period. Once the included subscription has elapsed, you will be forced to pay for
new signature files. Fortunately, not all antivirus software is expensive. ALWIL
Software offers noncommercial users a personal copy of their Avast! program
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FIGURE A.13  Antistatic protection is necessary both while you are working and when you store
parts.

and free subscriptions to their signature files. The Avast! program is available in
both Windows and Linux versions at http://www.avast.com. Another equally fine
product is AVG Technologies (formerly Grisoft) software AVG personal edition.
AVG is also available for Windows and Linux users at no charge for either the
product or the subscription. AVG personal editions are available at http:/www.
freegrisoft.com.

any key A nonexistent key on your keyboard that the tech support people always
insist that you press in order to continue. It is located right between the forward-
space key and Away key.

apochromatic A lens that is able to focus all wavelengths of light onto the same point
in space. Apochromatic lenses are virtually free of chromatic aberration. Regular
lenses focus light waves in the red spectrum on a different plane than the other
two primary colors. An apochromatic lens focuses all three colors on the same
point. Most lenses that claim to be apochromatic are actually achromatic in that
they minimize focus shift in the red spectrum, but do not completely eliminate it.
Generally speaking, a true apochromatic lens is significantly more expensive than a
standard lens.

append To tack on at the end. When a file is appended, instead of overwriting the
file with a completely new copy, additional data is merely glued onto the end of
the existing file. A database record can have new fields appended. To append
is different than to insert. Data that is inserted into a file can be placed into the
infrastructure and not necessarily tacked onto the end.

applet A small but important program that performs a specific task. Generally
speaking, an applet is executed from within another application, but runs
independently of the application that invoked it. Ideally, an applet should be
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accessible by many applications. The applications that run from the Windows
control panel are examples of applets. Also, Web-based devices such as online
dictionaries, calculators, and unit conversion programs are excellent examples of
applets.

AppleTalk A suite of networking protocols developed by Apple, Inc. for their
Macintosh computers. The protocol suite is very similar in many respects to
IPX/SPX. It consists of a collection of different protocols with varying functions,
including:

AppleTalk Address Resolution Protocol (AARP)
AppleTalk Data Stream Protocol (ADSP)
AppleTalk Echo Protocol (AEP)

AppleTalk Filing Protocol (AFP)

AppleTalk Session Protocol (ASP)

AppleTalk Transaction Protocol (ATP)
Datagram Delivery Protocol (DDP)
Name-Binding Protocol (NBP)

Printer Access Protocol (PAP)

Routing Table Maintenance Protocol (RTMP)
Zone Information Protocol (ZIP)

AppleTalk Address Resolution Protocol (AARP) Appletalk’s implementation of
TCP/IP’s Address Resolution Protocol. It calls on the services of the Datagram
Delivery Protocol for its functionality and provides the same services as ARP.

Appletalk Data Stream Protocol (ADSP) A protocol from Appletalk that allows
for a connection-oriented transfer of data between hosts. By using ADSP, data
transfer is assured of error-free transmissions and that the information will arrive
in the proper sequence. ADSP provides flow control and error correction.

Appletalk Echo Protocol (AEP) An Appletalk protocol that provides an echoing
service similar to TCP/IP’s PING. AEP allows for the user to specify a packet
size up to 585 bytes. There are two types of AEP packet. An echo request packet
includes the data to be echoed and prompts the receiving computer to respond.
The echo reply packet copies the data from the echo request packet, along with
pertinent information about the echoing computer and sends it back to the original
host.

Appletalk Filing Protocol (AFP) AFP is a file-sharing protocol from the Appletalk
suite. It provides a user-friendly interface to Apple file system objects. AFP can
extract information such as the file’s original creator, the create date, date that
the file was last accessed, the length of the file, and many other attributes as well.
Users of OS X see this protocol in action when they right-click on a file in Finder
and select the Get Info option.

Appletalk Session Protocol (ASP) ASP is an Appletalk protocol that manages
session activity for upper-layer protocols. Each time a logical connection is
initiated, ASP generates a unique session identifier. As long as that session remains
open, ASP monitors the session and keeps it alive by exchanging status packets
with the companion host. Once data transfer is completed and the session is no
longer needed, ASP shuts down the link and cleans up any temporary files created.
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Appletalk Transaction Protocol (ATP) ATP is an Appletalk protocol designed to
handle transaction-oriented data transfer operations. When such an operation
is initiated, ATP issues a token that both computers will use throughout the
transaction. This assures that only data relevant to a specific transaction will be
included. ATP differs from a standard file transfer protocol in that if a transaction
is not successfully completed, all traces of the attempted transaction will be
eliminated. ATP is useful for such data transfers as an automatic teller cash
withdrawal that is terminated before cash is issued.

application A complete set of files that makes up one of the programs that run on
your computer. The term is derived from the fact than an application performs
one or more applied functions required by the user to perform a specific task.
This includes all the executables, binary support files, dynamsic link libraries,
and virtual device drivers. WordPerfect and Netscape Navigator are examples
of applications. Applications differ from system software in that system software
performs functions for the operating system. System software includes operating
systems, programming language compilers, and certain types of utility.

application layer The layer of the Open Standards Interconnect (OSI) networking
model that provides a gateway to the network for all applications running on
a networked computer. The application layer confirms the availability of a
connection, provides authentication services, verifies the presence of all necessary
resources to complete a virtual connection (including hardware and mutually
acceptable protocols), and negotiates flow control and error correction methods
(although it provides neither of these services). Note that although there are
applications specific to the application layer, the application layer is not so named
because it runs applications.

application server A computer running on a network whose job it is to run individual
programs for the users and process data on their behalf. Application servers
come in three basic flavors. A dedicated application server is a single machine
that provides access to one or more applications to all users on the network. A
distributed application server is actually more than one machine. Several different
servers host applications and share the load of providing services to all users.
Finally, there are peer-to-peer application servers. These are not really servers as
much as they are other machines on the network that share applications.

application sharing A specialized ability of certain programs that allows multiple
users to interface with the same application at the same time. Only one machine
runs the program files associated with the application, but the I/O from all other
connected users is recorded and the computer responds to all users connected to
the program. This allows multiple users to work as a team on the same project.
Data conferencing is one of the most common implementations of application
sharing.

archive A location, site, or file that acts as a repository for information or data. For
example, a database application can be an archive for information that you collect
about specific subjects. A backup tape drive can archive all of your important files.
A museum can act as an archive for valuable paintings. The term can also refer to
a single file on a computer system that collects multiple files and compresses them
to save space and file table entries.
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archive bit This term refers to a single bit in the file table for each file that indicates
whether or not that file has been backed up since the last time it was modified.
When set to 0, the file is marked as having been backed up. Any time a file is
created or modified, the archive bit is set to 1. Any time a file is saved after
changes have been made, the archive bit is reset to 1. The next time the file is
backed up, it will be set to 0 once again.

argument Any variable or modifier that is added to a command or instruction to
modify or define its behavior. If you just type the word TYPE at the command
prompt, nothing of value happens. If you add the argument NOVEL.DOC after the
TYPE command, the entire NOVEL.DOC file will spill onto your screen so fast you
cannot possibly attempt to read it. Arguments can be used in conjunction with
triggers to further modify behavior. Typing the command TYPE NOVEL.DOC /P at
the command prompt will show one screen of the file at a time.

areal density This is another term for bit density. It defines the total amount of
storage capacity for a specific unit of area on the surface of the drive platter. You
might see this value represented as gigabytes per square inch (GBpsi; the most
common) or in gigabytes per platter. Older media was measured in megabytes
per square inch, but modern technology has pushed that up into gigabytes
per square inch. As of this writing, there were drives on the market that boast
80 GBpsi, with announced plans for even greater densities. Increasing areal
density has two effects on a drive system. First, there is the obvious effect of
increasing total storage capacity. Secondly, because file allocation units are
packed closer together, more of them pass beneath the read/write heads in any
given nanosecond. This essentially increases the data transfer rate. In general,
the two methods of increasing areal density were (1) decrease particle size
and (2) decrease the number of particles required to record a single bit of data
electronically. A technology known as perpendicular recording increases areal
density without decreasing particle size or the number of particles used to record a
single bit.

arithmetic logic unit (ALU) The ALU is one of the subcomponents of the CPU’s
execution unit. The ALU is responsible for executing simple mathematical
calculations such as add, subtract, multiply, and divide. It cannot perform floating-
point calculations. In the early days of microprocessing, the ALU was capable
only of add and subtract functions. However, it could also perform certain logic
functions, such as AND, NOT, and XOR. In order to perform multiply and divide
functions, these early processors depended on software emulation that used a
series of cascaded add or subtract functions. Multiply and divide functions were
added as independent functions in later incarnations.

ARPANET The Advanced Research Projects Agency Network. This was the first
collection of computers ever networked. The project saw success in 1969 when
two different campuses of the University of California joined their Honeywell DDP-
516 mainframe computers to those of The University of Utah and the Stanford
Research Institute. The connection was made over conventional telephone
modems at an amazing speed of 50 Kbps.

array A collection of different components configured to work together as a
single unit. For example, all of the individual data cells in a memory chip work
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together in an array. Several hard disks can be configured in such a way that the
computer system sees them as a single disk. This is an example of an array. Any
RAID configuration consists of an array of two or more hard disks. A number of
supercomputers have been built by configuring an array of individual computers to
work together as one.

arrow keys On the computer keyboard these are the keys with arrows on them.

They are for navigating the cursor from right to left or up and down on the page.
More critically, they allow you to navigate your character through the mazes of
destruction as you seek out and destroy aliens invading the earth.

artifact Any stray digit created when an analog object such as an image or a
piece of music is converted into digital form. Ideally, all digits in the file would
represent an integral part of the original piece. Unfortunately, during the
analog-to-digital conversion process, there is often a lot of stray “information”
created. These artifacts are what lead to digital noise. Artifacts can be the
result of several things. Hardware limitations are common causes. A video
game might be designed specifically to make use of specific APIs for optimum
performance, but also work on a more limited basis with some other, more
primitive API. This would result in the generation of artifacts in the image.
Software limitations, such as those of file conversions utilities, will result in
artifacts as well. The owners of large-screen LCD or plasma televisions see two
very common artifacts of imaging every day. One of these is caused when the
thick scan lines of the larger screen are forced to reproduce thin objects. The
second is caused when the motion of the object is faster than the frame rate of
the digital reproduction.

artificial intelligence In the world of computers, this term refers to any device or
application that has been programmed so intricately that it can simulate human
intelligence in many ways. A device that exhibits artificial intelligence will “learn”
which procedures work and which ones fail and will adapt its future behavior
patterns accordingly.

ascending sort In a database or spreadsheet application, this refers to the process
of sorting data starting with elements of the lowest value and working up to the
elements of higher value. Sorting from 1 to 10 is an ascending sort, as is sorting
from A to Z.

ASCII The American Standard Code for Information Interchange (ASCII) was the
first set of characters that translated binary into something mere mortals could
understand. However, ASCII was not exclusively a character set. The 8 bits of the
byte were used to generate 256 values.

In the original ASCII, that one set of characters had to deal with both the
human interface and also be used to send commands to graphics devices, such as
printers. In the original ASCII, there were actually only 128 printable characters;
the remainder of the set was used as commands. The Extended ASCII character
set removed the control characters and provided 256 printable characters.

associate To define how a specific type of file will be recognized and treated by
the operating system or applications running on the system. For example, when
properly associated, a file with a .DOC extension will automatically launch MS
Word when you double-click on that file in Windows Explorer. File associations
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can be managed by the user in Explorer by clicking on Tools>Folder Options>File
Types. Figure A.14 shows how to associate a JPEG file in this way.

Folder Options x|

General| View  File Types | Offine Fies |

[BfUFIF  JPEG Image
@ JOB Task Scheduler Tazk Object
=] JOD Microsoft.Jet OLEDB.4.0

M ocn win |

[#].pG Click the program you want to use ta open
' JPEG'

=N : S
If the program is not in the list, click Other.
Choose the program you want to use:
Details fe :‘:l
Opens w
% Adobe Photoshop €52
H”“'ﬁ; ll Adobe Reader 7.0
Advanced Installer
ARTask Application
- Aripiha sl =l

¥ | &lyiays use His program to open Hiese fles
x|

FIGURE A.14  Associating a file in Windows

Explorer.

asterisk The starshaped character on the keyboard above the number 8. This
character represents the wild card in general searches and is used by many
publishers as a separator to indicate a transition in scenes in a manuscript.

asymmetric multiprocessing A method by which an operating system makes
use of more than one processor, loading OS code onto one processor and
application code and user data onto all others. This is as opposed to symmetric
multiprocessing, in which all processors share the load equally. Asymmetric
multiprocessing is no longer used by modern operating systems.

asynchronous communication A form of serial communication that transmits data a
byte at a time over a single conductor. With asynchronous communication, either
device may start or stop transmitting at any time. Data is transmitted in clusters
of 9 to 11 bits per byte, with either 7 or 8 bits used for user data, a start bit to
indicate the beginning of the frame, a stop bit to indicate the end, and an optional
parity bit to be used for error detection. With asynchronous communication
there is no true error correction, nor is _flow control an issue. If a packet is lost or
corrupted, that is just tough luck. This form of data transfer is generally used when
very small pieces of data are being moved, or where it really does not matter that
much if the data arrives intact.
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asynchronous timing This is a technique used when two devices are incapable of
negotiating a mutually acceptable data transfer speed. The transmitting device
delivers its data at any speed it sees fit to a reserved area of memory called a
buffer. Data is then fed to the target device at a rate optimal to that device. This
gets around the different speeds of the two devices. It should go without saying
that for this technique to work, both devices must support it.

AT bus Another term for the 16-bit ISA bus that was first introduced on the IBM PC-AT
computer. This bus was extremely common on all PC-compatible computers up to
and including the Pentium II. The AT bus was merely an extension of the 8-bit PC
bus (sometimes mistakenly called 8-bit ISA), introduced on the original IBM PC.

In addition, with increased bit width, the bus also allowed for a 24-bit address bus

and increased the number of available IRQs from 8 to 15. All additional connectors
necessary for the additional bit width, extra IRQs, and wider memory bus fit into a slot
behind the 8-bit slot. This made the slot backwardly compatible to the PC bus. An 8-bit
device fit perfectly into the front slot and a 16-bit device straddled the separator key,
making use of both slots. After the year 2000, the 16-bit bus began struggling toward
its inevitable death. Figure A.15 shows one of the 16-bit slots used on the AT bus.

FIGURE A.15 A 16-bit AT or ISA slot.

attachment (1) A device that hooks up to a computer through an interface. Another
more commonly used term for an attachment is peripheral. A key difference is
that peripherals are generally external devices. An attachment can also include
hard disks, optical disks, tape drives, and other devices that are installed within the
enclosure. (2) Any file that is inserted into an e-mail transmission that can be opened
by the intended recipient. Attachments from unknown senders should
be opened with caution as attachments are common vehicles for transmitting
viruses, worms, and Trojan horses into your system. It is not uncommon for
e-mail service providers to limit the size of attachment that you are allowed to
transmit, insomuch as attachments can really eat up available bandwidth. Also,
on a secured network, attachments might be blocked. Inbound attachments present
a threat for the reasons already mentioned. Outbound attachments can easily
contain confidential or classified information that is not supposed to leave the
organization.
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attenuation A measurable loss of power or signal strength of any transmission as it
travels over a length of wire or through space. All signals exhibit attenuation to
some extent. In copper-based systems, attenuation can be caused by resistance
and by picking up external noise from the background. Wireless systems are not
immune to attenuation. Free space loss attenuation is the result of the signal
dissipating as it travels through space. In indoor systems, there are environmental
variables such as the type and color of walls. Amplifiers or repeaters can be used in
a circuit in order to return a signal to its original strength and send it along its way.

attribute Any characteristic that defines a specific object. In the computer world,
the term has three different applications. Information included with each file
on the system that tells the OS and the applications what kind of file it is and
how they are supposed to interact with that file. Attributes can also define
specific properties of the file. A file’s attributes are stored in a specific field in
the file system’s file table. In the various versions of FAT, these tables are the file
allocation tables; hence, the name. NTFS stores the information in the master
file table (MFT). The number of attributes possible in any file system is directly
dependent on the number of bits available for the field. In FAT, it was an 8-bit
field. Only 6 bits were used to create six different attributes, shown in Table A.2.
Attribute bits can be combined, allowing multiple attributes to be applied to
a single file. For example, a hidden, read-only file would be marked 00000011.
NFTS stored file information into larger structures called metadata files.
Therefore, any given file could have a large number of different attributes
applied to it. Those attributes vary between the different versions of NTFS.
Because those attributes do not use bit code, they will simply be listed in
Table A.2.

audit (1) A process by which certain activities on a system or network are monitored
and recorded. Auditing can be done for security reasons, to see who is logging
onto the system and when they are doing it. It is possible to monitor either
successful or unsuccessful logon attempts. Auditing can also be performed in
order to track system performance. When you create a baseline performance
report for a server, you employ a form of auditing in order to collect the data you
use. (2) A detailed analysis of a computer system or network’s configuration,
specifically targeting the implementation of security measures. A good audit will
identify any potential leaks, allowing administrators to apply the appropriate
patches to seal those leaks.

audit trail A record of transactions that lead from the beginning of a process to its
end and reports every step that occurs in between. An audit trail can begin when a
user requests a service. As each technician performs a particular task, that person
records what he did and adds it to the collection of documents. Later on, if there
are ever any questions, the series of transactions are all recorded. Anyone who
has ever been visited by the IRS is quite familiar with the importance of a good
audit trail.

authentication A process used by computers and applications to properly identify a
user and confirm whether or not that user has the correct permissions to perform
a task, access a file, or log on to a system. Authentication can take any one of
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several forms, but almost always involves forcing the user to provide a user name
(ID) and a password. Other forms of network user authentication include
biometrics and smart cards. Different forms of biometric authentication include
fingerprints and retinal scans. Device drivers and other files can be authenticated
by way of digital certificates, providing that both parties involved trust the origin
of the certificates.

authentication server A network server with the specific responsibility of checking
the logon credentials of all users attempting to log on to the network. An
authentication server maintains a collection of information called the security
database that identifies the rights and privileges of each user on the network. It
also maintains an access control list that associates permissions to resources.
Even after the user is successfully logged on, the authentication server will
constantly check each user’s permissions as he attempts to access various
resources on the network.

authenticity Proof of origin of any given object. Software manufacturers will use
such devices as serial numbers, holographic logos, and electronic activation to
verify the authenticity of the software you attempt to install. On a simpler level,
sometimes you need to verify that a file is the same one you originally saved to
your hard disk or that the e-mail you received is really from someone you know.
When you do this, you are checking the authenticity of these items.

authorize This term can be used in reference to a user; it indicates that the user has
been granted permission to access a system or file. It can also be used in reference

TABLE A.2
FAT attributes
ATTRIBUTE DESCRIPTION BIT CODE
Read-Only Prevents the user from modifying or deleting the file. 00000001
Hidden Prevents the user from seeing the file in a standard 00000010
directory listing.
System Similar to Read-Only, but also marks the file as critical 00000100
to system operation.
Volume Label | Actually not a file attribute, but a descriptive attribute 00001000
stored in the root directory that identifies a particular
disk or partition.
Directory Indicates a FAT entry as a directory node rather than a | 00010000
file node.
Archive Indicates whether or not a file or directory has been 00100000
added or modified since the last time it was backed up.
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NTFS attributes

ATTRIBUTE

DESCRIPTION

Attribute List

Literally, this is an attribute that defines other attributes. Attributes
external to the metafile system are considered to be nonresident. This
attribute resides in the original MFT record as a pointer to the non-
resident attribute.

Bitmap Provides the information that points to the file location on the hard
disk

Data Defines the actual file. By default, all the data in any single file is
defined by a single data attribute. Redlistically speaking, a larger
file is very likely to occupy a number of different physical locations.
As far as the MFT is concerned, it is still a single attribute.

Extended Both of these attributes are historical artifacts from the days when

Attribute (EA) NFTS was attempting to be compatible with OS2. No longer used in

and Extended | Windows.

Attribute

Information

File Name (FN)

Self-explanatory. Note that a single file might have more than one
file name. Long file names will have an 8.3 alias. Also, NTFS sup-
ports the POSIX naming conventions and may host Unix-compatible
names as well.

Index Root
Attribute

Contains an actual index of files contained within a specific direc-
tory. A small entry can house all of the necessary information within
the MFT attribute. If the directory is too large for this, a pointer will
direct the file system to the Index Allocation Attribute.

Index Allocation

This is where the file system learns where to find additional indexing

Attribute information for large directories.

Security Contains the Access Control Lists (ACLs) and other data related to

Descriptor (SD) | file security. Any information regarding file ownership and all audit-
ing configuration also resides here.

Standard Basic properties such as date/time-stamps for when the file was cre-

Information (Sl)

ated, modified, and accessed, along with the NTFS equivalents of
the “standard” FAT attributes listed in top section.

Volume Name

Self-explanatory. It is the name of the disk or partition.

Volume
Information

Miscellaneous information defining the volume, such as the location
of start and stop sectors, total volume size, and so forth.

Volume Version

Identifies the version of NTFS in use.
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to a server, granting it the authority to perform some particular function on the
network. For example, a DHCP server must be authorized before it can hand out
IP addresses.

AUTOEXEC.BAT A file in the root directory of a hard disk that contains specific
instructions as to what environmental variables to load, what utilities (and
in some cases, device drivers) to load, and certain other user settings. For
the most part, modern operating systems do not make much use of the
AUTOEXEC.BAT any more, relying on far more sophisticated configuration
routines.

autofill A feature of some applications by which commonly used words and phrases,
such as your name and address, are filled into forms automatically after only a
few letters are typed. In Web browsers and on some Web sites, autofill works
by scanning a Web form for data fields with common names. The information
that autofill uses to fill in the blanks is stored in a file on the computer. Some
applications encrypt this information so that the casual user cannot easily access
it. Although autofill greatly speeds up production, it can also be somewhat of a
security risk. I am not anxious to have my Social Security number in the autofill
box of the browser on a public library system. Other applications, such as
Microsoft Excel, make use of the autofill function as well.

automount The process of making the files on a remote directory or removable disk
immediately available when the presence of the network resource or when a disk
is detected in the drive. While this is something Windows users take for granted,
there was a time when drives and network locations had to be mounted each time
they were accessed.

autonomous Any network or infrastructure that is completely under management
control of local authority. It is derived from two Greek terms, auto, which means
self, and nomos, which means law. Therefore, an autonomous system is a self-
governing system.

autoresponder A feature of some e-mail clients that automatically sends a reply to
incoming messages whenever the feature is turned on. Such a feature allows a
user to receive some sort of response even when the person they are attempting
to contact is on vacation, providing some assurance that the sender is not being
intentionally ignored. After 3 or 4 weeks elapse, it is safe to assume you are being
ignored.

autosave Some applications have a feature built in that automatically saves the
file you are working on to a temporary file every so many minutes. Generally,
the interval between saves is something the user can configure based on
personal needs and work habits. The actual file opened by the user is not saved
until the user intentionally saves it. Therefore, if the user does not want to
overwrite the original file with new information, autosave will not force the
issue. If the system or application crashes, it is possible to recover all new data
that was entered up until the last autosave. Sometimes, it is possible to recover a
file even if the application does not offer you the option once you restart. If you
can locate the temporary file, it could be possible to extract the unsaved data



average seektime M 55

from the autosave file. The following is a list of commonly used extensions for
autosave files.

.abk  Corel Draw

.asd  Word for Windows

.asv  DataCAD

.bak Used by a large number of programs
.bk Used by a large number of programs
.bk!  Used by a large number of programs
.bk$ Used by a large number of programs
.bks  MS Works Spreadsheet

.boe Outlook Express

Jbud Quicken

.bzi WinTotal

fwb  FileWrangler data file

Aidif  Netscape saved address book

.mbf Microsoft Money

.med WordPerfect macro

.mtt  Microsoft Messenger saved contact
.0eb  Outlook Express

.ptb  Peachtree Accounting

.gbb  Quickbooks

.qdb  Quicken

.sv$  Autocad

.svd  WordPerfect for Windows

.svg  Glossary, MS Word

.svs  Style sheet, MS Word and WordPerfect for Windows
.vbk  Visual Cad

.wbk  WordPerfect Workbook

xlk  Excel

average access time Frequently, manufacturers will advertise their average seek
time. This is all fine and good, and it is a wonderful thing to know. However,
average seek time is only half the equation that yields average access time. Average
access time is the time that elapses between a request for data and the instant
that the first bit in information is picked up by the R/W head. The other half of the
equation is the drive’s latency.

Latency is how long it takes for the R/W heads to lock onto the sector once
the track has been located. This specification is calculated by taking rotational
speed and calculating how much time one half of a complete rotation will take.
Therefore, a hard drive with a rotational speed of 10,000 rpm will have a published
latency of 3 milliseconds.

average seek time Average seek time is a guess at how long it will take to move the
R/W heads into position to lock onto the correct track. When the manufacturers
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make these measurements, they are based on moving the heads a distance equal
to one third the diameter of the platter. Obviously, if the actuator arm has to move
from the first track to the last, this time will be longer. Conversely, if it is only
moving from track one to track five, it will be much shorter. Still, it provides a
good comparison between two competing drives.



B

Babbage, Charles (1791-1871) Born in Teignmouth, United Kingdom, Charles Babbage
was an inventor, mathematician, and professor. His invention of the analytical
engine, which formed the basis for modern computing, actually overshadowed the
fact that he was the inventor of the cowcatcher located on the front of railroad
engines. While it was never assembled because of the lack of funding, the analytical
engine was a device that was to have been powered by a steam engine. Data input
would be provided by punch cards and the machine would then perform a series of
calculations on the data and return the results on other punch cards.

baby AT A motherboard form factor based on the IBM PC-AT computer, but smaller.
The baby AT motherboards were 8.5" wide, compared to the 12" width of the
standard AT motherboard. While the specifications allowed baby AT motherboards
to be up to 13" long, most boards that sported this form factor were between 9 and
11" long. All other features of the form factor, including component positioning,
location of screw holes, and other physical characteristics were the same as the
standard AT form factor. All AT form factors are now obsolete.

back door This term refers to a secret account or password left on a system by a
person who configured a server so that even if the administrator passwords she
configured are changed, they still have a way into the system. Another term used
for this same practice is trap door.

back link A hyperlink that takes a visitor to a Web page back to the last page she was
visiting. You can incorporate a back link into your page by inputting the code
<input type=button value=“Back” onClick="history.go(-1)">.

backbone A high-speed connection between two network or subnets on a network
that provides data communication between the networks. A large backbone
might have a number of smaller networks called access networks that tap into it.
The Internet is made possible by a network of backbone circuits interconnecting
different access networks around the country.

background processing Work that a computer does that does not involve interaction
with the user. This would include activities such as processing hardware
interrupts, system calls, and other OS-dependent activity. Background processes
come in several types, but two main categories affect the user. A daemon is a
background process that performs a specific service. For example, if you connect
to a network printer, a small applet might be running in the background that
automatically locates the printer on the network and sends the job when you have
something to print. This is a printer daemon.

The other type of background process is the job that the CPU put on the back
shelf to wait while it processes some other job in the queue. Newer operating
systems, such as Microsoft Vista, can schedule certain types of background tasks
to run only when a primary task is not using computer resources. This gives the

57
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foreground task priority. Earlier versions time-shared resources so that all processes
got a share of time, even if it did not matter if a particular process was critical.

backoff timer A logical mechanism used by Appletalk that tells a device how long
it must wait to retransmit after a collision occurs. Appletalk uses a collision
avoidance mechanism that works by sensing traffic on the wire. If activity is
sensed, the backoff timer randomly selects a number of time slots that the
transceiver must wait before attempting to transmit again.

backplane A circuit board on a system that allows peripheral or internal devices,
such as expansion cards or even hot-swappable hard disks to be plugged in.
Some backplanes, such as the back panel of any computer system, are externally
accessible. Others, such as the interface that connects to hot swap hard disks, are
internal. Backplanes may be passive, meaning that they do no processing of data
on their own. They merely act as a conduit for data and some other device does
all the brainwork. An active backplane, such as a Fibre Channel Arbitrated Loop
(FCAL) backplane, may contain a rudimentary processor, some firmware, and
local memory, and the system might offload a lot of the processing directly related
to the devices the backplane supports to the backplane.

backside bus A portion of the CPU’s data bus that connects to Level 2 cache. It is the
path that data takes as it moves from cache loaded on the CPU’s die into the CPU’s
registers. This circuitry was first introduced in the Intel Pentium Pro CPU and is
incorporated directly onto the CPU die. The backside bus on early CPUs that featured
this component ran at the same speed as the internal clock speed of the CPU. Later
improvements allow the backside bus to run at a multiple of the CPU bus speed.

backside cache This is another term for the Level 2 cache built onto a CPU die that
directly couples to the CPU and runs at (or above) the speed of the internal CPU
clock speed.

backslash A keyboard character located next to the left <Shift> key, on the same
key as the question mark. This character is used in programming to indicate that
the following character is a quote and not part of the statement. It is also used to
separate levels in a URL.

backspace A key (Figure B.1) on the keyboard that backtracks a single space
in a document for each time you press the key, deleting any character in its

- iy “ 4 1
FIGURE B.1 The backspace key on my keyboard is one

of the most heavily used.
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path. That way when you tipe a word wrong, you can backspace and type it
correctly.

backup One or more copies of a file or files that are available to the users in the event
some catastrophe causes the original copies of the files to be lost. A good backup/
recovery scheme is part of any network administrator’s arsenal of tools. Backup
can be performed as copies, incremental backups, differential backups, or daily
backups. See each of these terms for more specific details on each backup type.

backup strategy A complete plan of action detailing the hardware and software
configuration used as well as the backup method and frequency that will be used.
A good backup strategy takes a number of factors into consideration. Among these
factors are:

What is the hardware and software that will be used for making backups?
Who will do the backup?

How frequently will the backup be performed?

What backup type will you use?

What kind of backup rotation will you use?

When will practice recovery runs be performed?

Where will backup media be stored?

The backup strategy should be documented, and that documentation should
be stored in a location where anyone who needs it can find it in time of need.
During a major crisis, precious time should not be lost looking for paperwork.

backward compatibility A feature of any piece of hardware or software that makes it
work with previous versions of the same device or program. Generally, in order to
make sure that something is backwardly compatible, some form of sacrifice must
be made. For example, when Microsoft entered the 32-bit world with its operating
systems, it was determined to maintain backward compatibility with all of the
16-bit applications and devices on the market. In order to do that, the engineers
created a 16-bit kernel and a 32-bit kernel. Data moving from one kernel to the
other had to undergo additional processing steps in order to make the move. This
degraded OS performance to a significant degree.

bad sector Any sector on a hard disk that cannot be read. While seeing a lot of bad
sectors on a hard drive might give you a sinking feeling, take heart. Every drive in
the world has a few bad sectors here and there. Hard disk manufacturers plan for
this and provide several extra tracks that provide replacement sectors for the bad
ones found by disk utilities. Disk utilities can detect and mark a sector bad before
it gets to the point where the data cannot be read. The utility then moves the data
to another sector and marks the weak one as bad. Then it moves the end of disk
sector up by the number of sectors marked bad and the user never knows the
difference.

ball grid array (BGA) A type of mounting interface for microprocessors that uses
a matrix of tiny conductive spheres on the base that integrate with associated
indentations in the socket when the chip is mounted. For many implementations,
this is a superior design in that there is no chance of bending fragile pins during
installation. The chip is easier to install because it simply snaps into place. BGA
chips and sockets are able to pack a high density of connectors into a smaller area
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and they dissipate heat more readily than pin-based packages. Design engineers
like BGA because the shorter conductors suffer from a much lower degree of
inductance and are less susceptible to electrical interference.

ballast The power supply that provides current to a fluorescent light fixture. Ballasts
are notorious for emitting extreme levels of RFI, which can interfere with network
signals or, in extreme cases, can even cause data loss in computers. Since ballasts
are typically located in the plenum between the ceiling and the floor above, if you
absolutely MUST run your network cables through this area, it is a good idea to
run it through shielded conduit.

balloon A short explanation or tip that appears in the window of an operating system
or application with text when a user hovers the mouse cursor over an object. The
balloon might contain a short description of the object or a tip on what to do to
make use of the object.

bandpass filter A circuit that allows all frequencies within a certain range to pass,
and filters out any signal above or beyond that range of frequencies. A byproduct
of using bandpass filters that some engineers consider to be a negative feature
is the fact that the frequencies that are allowed to pass exhibit a degree of
attenuation at the extreme limits of the allowed frequencies. In a perfect world,
a circuit with a high pass filter knocking out the high frequencies and a low
pass filter blocking low frequencies would return a square waveform, with all
blocked frequencies being 100% attenuated and allowed frequencies showing
no attenuation. In the real world you get somewhat of a bell curve effect of the
frequencies that pass.

band printer A type of impact printer that uses a metal strip rolled around in a
loop with the characters imprinted on the strip. Several different print columns
can be imprinting type on the paper at one time. For each band of print, a
separate impact driver pushes paper against an inked ribbon. The advantage
of a band printer is that it can print multipart forms at up to 2,000 characters
per second. In addition, it is capable of working in harsher environmental
conditions than those of typical line printers or dot matrix printers. By the
way, they are very noisy.

bandwidth The transmission capacity of any medium. Bandwidth is generally
measured in kilobytes, megabytes, or gigabytes per second. Obviously, more is
better. Your overall bandwidth defines the limitation of your transmission speed
when sending or receiving data over any network or Internet connection.

bank In general, this term refers to any array of identical hardware components.
The most common usage is with memory, where banking is a key issue in
memory configuration. A bank of memory is a chip or combination of chips
that must work together in tandem in a single I/O operation. With conventional
configurations, all that is required is that the bit width of the memory equals that
of the CPU. A CPU with a 64-bit external data bus must be able to see 64 bits of
memory at a time. However, other factors can also influence the requirements of
the memory bank. Dual channel memory requires that there are two 64-bit slices
for a 64-bit CPU. Therefore, twice the number of chips is required for each bank.
Figure B.2 is a photograph of a motherboard that has the memory set up in dual
channel banks.
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FIGURE B.2 The Apple Power Macintosh computer is equipped with four banks of
dual channel memory.

barcode A series of lines of varying thickness in which data is encoded. When a
barcode reader is passed over, an LED or laser beam bounces off the lines and
reflects back into a photosensitive receiver. The light and dark areas of the bars
against the lighter substrate cause a flickering effect, which the receiver converts
into an oscillating electrical current. This current is subsequently converted into
digital information. Figure B.3 shows the barcode from the new keyboard on
which I typed these very words.

barebones This term refers to any type of system that contains only the minimum
essential elements of the overall system it represents. For example, a barebones
computer contains only an enclosure, a motherboard, and a CPU. It is up to you to
provide memory, a hard disk, any removable disks you may need, and any and all
input/output devices such as a mouse, keyboard, and monitor. Other than all that,
the system is complete.
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FIGURE B.3 Nearly every product sold today has a barcode to enable computerized tracking of
the product from manufacture to final sale.

base A very versatile term, one with several meanings. (1) In mathematics, it represents
the multiplier in a counting system. For example, with base 10, you count from 0 to
9 before you need a second set of digits to carry on. With base 16, you go from 0 to
9, then A through E, and then you need a new column of digits. (2) In electronics,
the base is the switch on a transistor. (3) In general terms, the base is any starting
point or reference point. (4) The term also refers to a solid stand on which an object
rests. (5) It is also where the runner stands in order to be safe. If a base runner
wanders off base, an opposing player can tag her with the ball and she will be out.

base address Most data occupies a range of memory addresses. The only exception
is a single bit, which would rarely be accessed individually. The base address is the
physical address of the first bit in that address range. This method of addressing
points a large file to an absolute address that can be used to locate the data contained
within. This comes into play particularly with I/O addresses. The CPU must be able
to address each and every one of the devices on the system. The only method it has
for doing so is the address register. In order to turn a device into a memory address,
a pool of memory is assigned to the device, which acts as a dumping ground for the
data moving back and forth between device and CPU. Knowing the base address of
the device you are working with is critical if you ever need to manually configure the
device. Table B.1 lists some common I/O base addresses.

baseband Any signal that can include frequencies approaching zero. In reality, the
signal will consist of a range of frequencies. Only one signal can occupy that range.
Baseband signals must be modulated in some fashion in order to encode data.
Amplitude modulation and frequency modulation are the two most commonly
used forms. Ethernet is a form of baseband technology.

baseline The level of performance that a device or system is capable of achieving
with a minimal load imposed. For example, a server baseline is a measurement of
that server’s performance with a minimal OS configuration, the basic applications,
and services that server is expected to run, and a minimal set of device drivers
loaded. No users are added. The baseline measurement allows an administrator to
accurately track the performance impact of additions to the system, including users,
additional services, and applications. A baseline measurement of a system should be
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TABLE B.1
Common base addresses

BASE ADDRESS DEVICE
00 - 1f Primary DMA Controller
20 - 3f Primary Interrupt Controller
40 - 5f System Timer
60 - 6f Keyboard Controller
70 - 7f Real Time Clock
8f Refresh
a0 - bf Secondary Interrupt Controller
c0 - df Secondary DMA Controller
170-177 Secondary IDE Controller
1fo-1f7 Primary IDE Controller
200 - 20f Game Controller
278 - 27% Secondary Parallel Port
2e8 — 2ef COM4
2f8 - 2ff COM2
320 - 32f XT Hard Disk Interface (Legacy)
378 - 37t Primary Parallel Port
3e8 — 3ef COM3
3f0 - 3f7 Floppy Disk Controller
3fg - 3ff COMI1

performed when it is first brought online. Periodic measurements of performance
should be made from time to time using the same parameters of performance and
measurement techniques that were used to create the baseline. Whenever major
changes to the system are made, a new baseline should be performed.

BASIC Originally, an acronym that meant Beginners All-Purpose Symbolic Instruction
Code, the term eventually evolved into a standard term. It began back in the
1960s as a simplified programming language for mainframe computers. With the
development of personal computers, it was not long before people were modifying
the language to work with these devices. A certain young college student by the
name of Bill Gates got his start by modifying BASIC to run on an Altair computer.

basic disk A disk that has been configured to conform to the legacy partition-oriented
approach to file systems. Until the release of Windows 2000, all computers running
Microsoft operating systems made use of basic disks. A basic disk can contain four
primary partitions or three primary partitions plus one extended partition with
numerous logical volumes. The partitions of a basic disk are defined within the
partition table stored in the master boot record. This contrasts with a dynamic
disk as supported by Win2K or later.
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basic rate interface A service package that is part of ISDN that offers two 64 Kbps
channels for user data and one 16 Kbps channel for control data. See ISDN for a
description of the channels used and their purposes.

batch file A single text file that contains a series of commands, each of which
launches an independent executable program. Batch files typically end in a .BAT
extension to identify them as a batch file. The most commonly seen batch file in the
days of MS-DOS was AUTOEXEC.BAT. An important characteristic of a batch file is
that once a command is launched, it is in memory. If one program is dependent on
the presence of another, the order in which they appear in the batch file is critical.

batch processing Grouping a number of different procedures and processing them
as a group can save time and be more efficient in terms of memory and CPU
utilization. For example, you might have a number of different images on which
you want to run the same group of filters. By lining them up and batch processing
them, you can go have a cup of tea while they are running.

battery memory A phenomenon exhibited by certain types of rechargeable batter-
ies where the pattern of recent charge cycles affects the maximum charge the
battery will accept. Nickel-cadmium batteries are particularly susceptible to this
effect. A battery that is not completely discharged from time to time will subse-
quently not accept a full charge. The end result is that the battery no longer lasts
as long as when it was new. This can be held off by occasionally dump-charging
the battery.

baud A method of measuring the signal bandwidth of a wire based only on the number
of voltage transitions that occur each second. Since most modern technologies
transfer far more than a single bit of data on each transition, as was the case in the
early eons of computing, baud was used interchangeably with transmission speed.
You will also see the term baud rate, but since the term baud refers to a rate, baud
rate is somewhat repetitiously redundant.

bay In acomputer enclosure, a bay is a housing for a disk drive of some sort. External
drive bays are the ones that hold the disks you can actually reach out and touch,
such as a CD-ROM drive or a floppy disk drive. Most enclosures also have from one
to a dozen internal drive bays that are used almost exclusively to house hard disk
drives. Figure B.4 illustrates a case with several internal and external drive bays.

bayonet connector A mounting base and socket combination that involves a simple
push-and-twist motion in order to mount a device into a socket. A bayonet
connecter is one that twists on and locks. It gets its name from the rather grisly
weapon that soldiers lock onto the front of a rifle for close-range combat. Bayonet
connectors are used with light bulbs and as a method of attaching cables to
devices. Coaxial cable and some forms of fiber optic cable are types of cabling
that use bayonet mounts. A positive aspect of the bayonet mount is that it is a fast
and simple way to mount something. Conversely, it is not exactly the strongest
mount available. The weak link in a bayonet mount is the pins that are used on the
male end of the assembly. All too often, these consist of nothing more than a pair
of rounded knobs. A bayonet mount is not the best choice for a connection that
will be exposed to a lot of stress. Figure B.5 shows a bayonet connector.

B-channel A carrier channel used by ISDN for transmitting user data at 64 Kbps. ISDN
sends user data and control data over totally separate channels. A minimum of
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FIGURE B.4 This computer enclosure supports up fo six infer-
nal drives as well as four external ones.

FIGURE B.5 The BNC connector on this T-connector is a form of bayonet
connector.
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two B-channels provide up to 128 Mb/s of bandwidth. Up to 23 B-channels can be
combined for higher transmission rates, if you are willing to pay the bill. DSL is
cheaper and nearly as fast.

beaconing (1) In general, beaconing is any continuously repeating transmission of
packets advertising an error condition. More specifically, beaconing is a process
that the Token Ring protocol uses to find out what station has dropped from the
network. Each device sends a beacon frame to both its upstream neighbor and its
downstream neighbor. Once the culprit has been found, the MAU can bypass that
station internally. (2) On a similar, but less negative note, the access point of a
wireless network is constantly sending out advertisement packets announcing its
presence. This process is also called beaconing.

bead A metal cylinder (usually ferrite) placed on the end of a conductor that is used
to suppress external noise that might interfere with the signal. The device derives
its name from its design. The bead is a cylindrical piece of metal in which a hole
is bored to allow the cable to run through it. Since this is how beads are strung on
a necklace, the name is descriptive. Many monitor manufacturers install a bead
on the end of the cable to reduce interference. It also appears on many forms of
communications or interface cable.

bearer channel One of the channels used by ISDN to carry user data. This is the same
as the B-channel.

beep codes A series of audible sounds emitted by a PC speaker during POST that
indicate an error condition. By knowing the correct sequence of sounds for the
specific brand of BIOS installed on the computer, the beep codes will tell you what
failed as the system was trying to boot.

bells and whistles This is a slang term for lots of extra goodies that you probably do
not really need that are piled onto a system. Or a car. Or your house. Or anything
else, for that matter.

benchmark A measurement of raw performance of a device or system. When
comparing benchmarks, it is critical that you know how data was collected for
assessing performance. In order to properly benchmark a system, you are not
merely measuring the performance of a specific component, but rather that of
the system. If two manufacturers of components use two different methods of
measuring performance, with each one emphasizing the performance of their
product, then the numbers can be pretty meaningless. Benchmarking software
packages frequently used to measure performance include Dhrystone, MIPS,
Whetstone, and PassMark.

Beowolfe A system in interconnecting computers using different processors and
hardware platforms in order to create a single parallel computing system.
Essentially by taking advantage of idle processor time, many computers can be
called upon to work on a singular problem, such as searching for UFOs or weather
modeling. Beowolfe is an offshoot of the Linux operating system and requires that
the participating systems run Linux, along with Beowolfe software.

benign virus A computer virus or worm that, while it might be annoying, does no real
harm. Its only purpose is to amuse the moron who wrote and distributed it.

beta release Once an application in development has reached the point where the
publisher thinks it is almost ready for release, it will generally be sent out in a
limited distribution to members of the public who are willing to be guinea pigs and
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test the software for bugs the alpha testers missed (or thought were funny enough
to watch users deal with). Beta software is generally still riddled with bugs, albeit
minor ones. In some cases, beta releases have been known to lock up machines.
An advantage of being a beta tester for a software developer is that beta testers
frequently get deep discounts on the final release when it is available. Those who
do beta testing regularly will frequently maintain a separate computer for running
beta software so that their computer does not lock up in the middle of typing a....

bezel The plastic frame that masks off the unusable part of a monitor’s image or
conceals the workings of an external disk drive. The only real function of the bezel
is to improve the appearance of the device. On a CRT display, it also covers up a
portion of the image that is of insufficient quality to be used. On disk drives, the
bezel will usually provide support for one or more indicator lights. The CD-ROM
drive shown in Figure B.6 has the disk tray, a drive indicator light, and an eject
button neatly framed by the drive’s bezel.
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FIGURE B.6 The bezel on this CDR covers the internal mechanisms and
provides support for the eject key and a status light.

bias A controlled DC current applied to a wire whose sole purpose is to stabilize the
circuit. Bias can be either forward or reverse. Forward bias voltage is sent down
the wire in the same direction as current flow. Reverse bias sends the stabilizing
current against the stream in the opposite direction. Bipolar transistors feature
a pin called the bias pin that acts as the front door for current arriving from the
battery or power supply.

bidirectional A conductor or circuit that allows current to flow either upstream or
downstream (although not in both directions at once). Some types of cable, such
as a fiber optics connection, do not allow for movement in both directions on the
same strand of medium. Therefore, a separate strand carries the signal for each
direction. Copper media carrying electronic signals may be designed to move data
in both directions on the same strand. However, some form of control needs to
be in place in order to prevent signals from colliding. A variety of protocols are
available that permit this.
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bifurcate A term used when a path splits off and goes in two different directions. The
word is derived from the Latin bifurcus, which means two-pronged.

big-endian Binary code generally streams through a CPU in one of two directions. It
either moves most significant bit first or least significant bit first. Most CPUs
require that the code move one way or the other. A big-endian system processes the
most significant bit first. In terms of data storage, in a big-endian system the most
significant byte will occupy the lowest numbered memory address. Many mainframe
computers, including models of IBM, are big-endian. Intel-based PCs are little-endian.
Some CPUs, such as the PowerPC, can read code either direction as long as something
in the software tells it which way to swing. These processors are bi-endian.

bilevel display A monitor or other display that uses only two hues. Text and
rudimentary graphics are displayed either as darker pixels against a lighter
background, or vice versa. The early Hercules displays were bilevel and came in
three varieties. All had a dark gray (approaching black) background. Text was
amber, green, or a very light gray, depending on model. While we have definitely
entered a full-color generation of electronic devices, the bilevel display is still alive
and well. Many LCD watches and monochromatic electronic devices, such as PDAs
and cell phones, use this type of display.

bilinear filtering A 3D graphics texturing method that takes the average of four
surrounding pixels and interpolates a value for a pixel whose value is otherwise
unknown. The term is derived from the fact that the pixels used for interpretation
are the two directly above and below, and the two directly to the right and left.
Since interpretation is coming from two dimensions, it is bilinear. Bilinear filtering
is great for reducing obvious pixelization in an image. However, this is done at the
sacrifice of sharpness.

binary A base 2 counting system that consists of the two characters 0 and 1. Binary
code is the basis for all computer code. 0 is off, closed, or no; 1 is on, open, or yes.
Because all computer data is binary, it is not uncommon to see raw data files or
executable code referred to as binary files. Although George Boole is frequently
credited with inventing binary mathematics, it actually dates back much farther.
An Indian mathematician named Pingala first described a base 2 numbering system
as far back as circa 800 BC. Francis Bacon described a system for encoding text
using a base 2 format. Early in the development of computers, engineers used the
on/off function of basic switches as the basis for converting an electrical signal
into binary code. This became the basis for computing as we know it today. Some
terms that come into play when discussing binary include:

Bit: a single zero or one

Byte: any combination of eight zeros or ones

Nibble: Four bits

Word: Two to four bytes

Page: One to twenty kilobytes

Kilobyte: Two to the tenth power bytes, or 1,024 bytes
Megabyte: Two to the twentieth power bytes, or 1,048,576 bytes

The values in binary all include nothing but 1s and 0s. For example, the
decimal number 173 in binary is 1010 1101. 10 represents the number 2.
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The order of bits in a byte is significant as well. Programmers refer to this
order by way of least significant bit and most significant bit. The most significant
bit of a single byte has a mathematical value of 256, whereas the least significant
bit has a value of zero. With all of this to remember, it is easy to see why there are
only 10 types of people in the world...those who understand binary and those who

do not.

There are a number of different values used in binary that indicate the
number of bits or bytes. Table B.2 is based on bytes, but can also be used to
calculate bits. Substitute a lower-case b in the abbreviation to indicate bits.

TABLE B.2
Binary values and their nomenclature
VALUE NAME ABBREVIATION

1,000" =103 Kilobyte KB
1,0002 = 106 Megabyte MB
1,0008 = 10° Gigabyte GB
1,0004 = 10'2 Terabyte B
1,000°=10'3 Petabyte PB
1,000 =10'® Exabyte EB
1,0007 = 102 Zettabyte ZB
1,0008 = 1024 Yottabyte YB

bind To link. In programming the term is used in reference to the process of linking
different subroutines together in order to allow them to be called as needed. It is
also necessary to link the code from an operating system to the system BIOS and
code stored in the chipset. This process is also called binding. When a network
interface card is configured with a specific protocol, the firmware of the NIC must
bind to the code of the protocol before the two will work together.

biometric authentication A form of security that uses information specific to
biological attributes of the person being authorized. Biological attributes can
either be measurable physical characteristics that are unique to an individual, or
behavioral characteristics such as handwriting analysis. Physical biometrics can
include fingerprints, retinal scans, voiceprint analysis, or DNA samples. Behavioral
characteristics include signature recognition and voice recognition. Ongoing
research is studying the possibility of using the way someone walks as a method
of digitally identifying someone from a distance. In order to perform biometric

authentication, a sample of the biological imprint must be converted to a digital file
that the computer can recognize. For example, a fingerprint is collected and then
scanned. The resultant image is then converted to a mathematical key. Later, when
a person submits to authentication, the fingerprint is collected and run through the
same process. A mathematical model tells the system how much variance between
the sample taken and the stored key is allowed before authentication is passed.
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An identical match would not be possible since varying pressure may cause
compression of the ridges on the fingertips and subsequently generate minimal
differences in the number code generated.

BIOS extension A string of code that interfaces the operating system to the BIOS
interrupts. Standard BIOS code loaded on the EEPROM cannot solve every
problem the OS has with hardware interfacing. Many specific problems are
resolved by installing a BIOS extension. When the computer boots, this code is
loaded along with the conventional BIOS. Some issues that have been solved via
BIOS extensions include hard disk interfacing, VESA graphics, the Y2K problem
that was not, and even antivirus technology.

bipolar Any circuit with a distinct positive direction and a distinct negative direction.
A magnet is considered bipolar because it has one end that repels another magnet,
and the other end attracts. Some types of transistors are bipolar. My boss is
definitely bipolar.

birefringent Light waves can be either horizontal or vertical. Sunlight is a random
mixture of light waves moving at all angles. Polarized light is light in which all light
waves except for those at a certain angle have been filtered out. Birefringent light
is light that is filtered to horizontal and vertical waves only, and one set of waves
is traveling at a slightly slower speed. In addition, one set of light waves refracts
into a slightly different angle than the other. As a result, a birefringent image will
actually show two overlapping versions of the same object. A calcite crystal is a
birefringent object substance.

bit Short for binary digit. This is the most basic data unit recognized by a computer.
A single bit can reference one of two values. That value may be represented as 0
and 1, on and off, or yes and no. By collecting multiple bits together into blocks,
larger data sets are made possible. Eight bits make up a byte. Although it might be
easy to question the value of a single bit, there are many cases where a single bit
is very powerful. The file descriptor in a file allocation table uses a single bit to
determine certain critical file attributes. Certain forms of serial communication use
a start bit and a stop bit to determine the beginning and end of a byte of data being
transmitted. Also, the unintentional inversion of the value of any bit changes the
value of the block of data for which it is a member.

bit cell The collection of magnetized particles that host a single bit of data on
magnetic media. Null areas where data will not be recorded surround the bit cells
on most media surfaces. This prevents magnetic charges from one bit overlapping
those of another. A key focus of design engineers trying to cram more data onto
each square inch of medium has been to reduce the size of the bit cell along with
the null area required to isolate each cell.

bit density This is a measurement of the total number of bits that can be stored on
the surface of any physical medium. Bit density is directly correlated to the size of
each b1t cell. See areal density.

bit depth The number of bits used by a display driver to calculate the color values of
a single pixel. Different bit depths are given more user-friendly names such as True
Color and High Color.

4-bit color Standard VGA
8-bit color Super VGA
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15-bit color A variation of 16-bit color that dropped the odd bit
16-bit color High Color

24-bit color True Color

32-bit color True Color with an alpha channel

Early operating systems, such as DOS and Windows 3.x, only supported up
to 16-bit color. As the world of computing has evolved, we have gone in the op-
posite direction. In Windows XP and Vista, there is only support for 24- and 32-bit
color.

bit error ratio Also sometimes seen as bit error rate. This is a calculation of the
number of bits per unit of time that are inverted or lost during transmission. You
will generally see this value represented in scientific notation. For example, if a
memory chip averages one error per billion bits passed, its bit error ratio is 1 x 10°.
This may be displayed in a document as 1e-09. With some types of data, such as
music or images, a moderate error rate is acceptable. With other forms, most
especially executable code, even a very low rate is unacceptable.

bit flipping Switching a 1to a 0 or a 0 to a 1. Bit flipping is a form of memory error
that occurs in nature, although it is extremely rare. On a base level, a NOT
operation incorporates bit flipping to invert the value of 1 to 0 or vice versa.
Hackers may engage in a bit flipping attack in which they alter the bit patterns of
enciphered data in an attempt to learn the encryption model used.

bit rate The speed at which data travels over the wire, usually expressed in bits per
second (bps) or kilobits per second (Kbps). Do not confuse this with bytes per
second, and do not confuse it with baud rate, which is the frequency of the carrier
signal in hertz. Since the data moving across the medium is a mixture of user data
and control data, the bit rate is only peripherally related to actual data transfer
rate.

bit stream The actual binary data that is moving across any communications medium
at any moment in time. While a user may be interested only in the data being
transmitted, information being transmitted will also include additional data. A data
packet contains a header and a footer (or trailer, as it may also be called), which
contain addressing information, protocol data, and error correction code as well
as a number of other bits of data required by the system in order to successfully
transmit data. When analyzing traffic or troubleshooting a networking issue, a
technician can capture a snippet of the bit stream and break it down using network
analyzers.

bit striping A technique of distributing data across multiple drives or partitions on a
bit-by-bit basis. Unlike other data striping methods, bit striping breaks individual
bytes of data across multiple drives. Two levels of RAID incorporate bit striping.
Neither one sees much (if any) use. RAID 2 uses bit striping with Hamming code.
In this scenario, each bit of a block of data is written to separate drives, and for
each block of data (called a data word) an error correction algorithm creates a
data check block called the Hamming code. This technique did not gain much
favor because of the extremely high number of disks required, nearly half of which
were used for error correction. RAID 3 uses bit striping with parity. Like RAID 2,
it stripes data across disks as individual disks. Unlike RAID 2, the RAID 3 parity
blocks require but a single disk drive added to the array for parity information.
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bit stuffing Adding nondata information to a frame in order to bring it up to a
minimum size. Some protocols require that all data frames be of a minimum size
and will drop “runt” frames. In order to send smaller data sets that do not meet
the frame size requirements, noninformational data bits will be used to fill the
remainder of the frame. In order to make sure that the data is properly transferred,
both the transmitting computer and the receiving device need to know where the
data ends and the stuffing begins.

bit timing A method used by transceivers to accurately extract encoded data from an
analog signal using clock cycles as a basis for determining the beginning and end
of a data structure. Serial communication is inherently dependent on bit timing
techniques in order to assure that the receiving device interprets the data in the
same way the transmitting device sent it. To make sure bit timing is kept accurate,
each device periodically sends out a synchronization signal. A parcel of data,
which can be read by individual protocols as individual bits, bytes, or packets of
data, is a function of the timing signal. All data that falls between a designated start
point and stop point is considered a parcel.

black box A term used for any handmade or custom-made device that is not generally
available to the public. Many of the devices that you walk into the store and buy
for a few bucks today started out life as exorbitantly expensive black boxes. There
is also a company called Black Box that manufactures a variety of high-quality
specialty devices.

blackout A complete loss of power to an entire area. Blackouts can be particularly
damaging to computer equipment. When the power is suddenly lost, a system
shuts down abruptly if it is not hooked up to a UPS or a standby power supply.
Temporary files are not cleaned up, data in cache or in virtual memory is not
written to the hard disk, and any new data in RAM but not previously saved is
totally lost. When the power is suddenly returned, the voltage surge can damage or
even destroy integrated chips.

blade One of several components, such as a server or storage unit, in which multiple
units are housed in a single cabinet. A blade system consists of an enclosure and
the servers/storage units. Typical servers, such as tower servers or rack-mount
servers, are self-contained units that can act as stand-alone computers. Blade
servers offload certain components to the blade enclosure. A rack-mount server
requires a minimum of 1U of rack space (1.75" x 19"), while most servers are 2U
or 4U devices. As an example of a blade system, an Intel blade chassis fits up to
14 servers into a 7U rack space. The enclosure contains a pair of dual-redundant
power supplies that provides power to all devices in the enclosure. A single 1.44"
floppy diskette drive and a single DVD-ROM drive interface with all servers, along
with a USB connection. Since the enclosure features hot-swappable blade bays,
servers can be added or removed on the fly without affecting the performance of
the other systems in the enclosure. Using a blade system of this nature, a large
network operations center could house up to 84 servers in a single 42U rack.
Because the servers and other modules interface with the enclosure, a vast number
of cables required by other systems are eliminated. Blade modules that can be
mounted onto the rear of a blade enclosure include hub and switch assemblies,
management modules, and additional blowers for cooling.
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blanket To cover completely. When you blanket a network you are hitting every
device with the same signal.

bleed (1) To print an image to the very edge of the paper. Most printers are not
capable of a full bleed. In order to accomplish this, you must print the document or
image onto a sheet of paper the next size larger and then trim the sheet to size.
(2) The amount of free space left on the edge of the paper to allow for
inconsistencies in the printing process. The intent is that this area will be trimmed
off before presenting the image for display. Typically, a 3-mm bleed is considered
safe in the printing industry.

blinky lights Slang for the status lights you seen on the various devices on a network
or computer desk. These status lights are there to indicate power on/power off and
different error conditions.

block A group of data bytes that are stored or transmitted as a single unit, whether
they are related bytes or not. Storing data in blocks requires that the file system be
bypassed and data integrity be restored before transmitting or recopying that data.
Many enterprise level database applications support block mode for storing the
data. Certain forms of RAID copy data in blocks as well. The advantage of storing
data in block format is that disk slack is all but eliminated. The disadvantage is
that additional overhead is added to the system as data is converted to a format
that other applications can read and write.

block cipher A technique for encrypting data that works on data strings that are of
a fixed length (blocks). An example of a block cipher is 128-bit DES encryption.
With this method, a string of data 128 bits long is run through an algorithm that
scrambles the order of the bits in that block. An electronic key is provided to an
authorized user that indicates the correct order for the bits to be reassembled.

block mode (1) The data transfer setting that allows multiple commands to be moved
over an interface from the OS to the hard disk controller on a single interrupt
cycle. (2) A data transfer mode used by IDE devices that allows multiple clusters
of data to be read from the disk surface and transferred to memory in a single
interrupt. Early incarnations of IDE allowed only a single cluster to be copied on
a single I/O operation. Depending on the file system used, this could be anywhere
from 1,024 bytes to 64 KB. If a 64-KB file was requested from a hard disk formatted
with 1,024-byte clusters, a total of 64 I/O operations (and interrupts) would be
required before the data was transferred. Block mode allows up to 64 KB to move
across the bus in each I/O operation.

block striping A technique of distributing data across multiple drives or partitions in
chunks of a specific size, regardless of whether or not the data in a single block
belongs to the same file. Block sizes can typically be selected from several sizes,
ranging from 8 K to 64 K. Unlike the clusters supported by the file system, data
blocks can contain information from more than one file. Therefore, disk slack is
not an issue. The choice of block size should be based on the relative size of files
typically used by the system. A system with many small files should use a smaller
block because if a 64-K block is selected and there are many 32-K files on the
system, some files may not be striped across multiple drives.

block transfer The movement of multiple commands over an interface on a single
interrupt cycle. See block mode.
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blog A slang term for a Web log. Blogs are basically online diaries that are input in
chronological order. Generally, the most recent entries are on top and you read
down the page, going back in time. Usually blogs contain links to other blogs or
Web pages of interest to the author, and may or may not include useful information.

blooming A form of electronic distortion experienced by CCD devices when the
light that hits them is more intense than they are designed to record. The excess
intensity results in a voltage higher than the image processor can handle and the
image flares out around the affected area. Nearly all modern CCDs incorporate a
secondary circuit whose sole job is to counteract blooming. Conveniently enough,
this is called the antiblooming circuit. CMOS-based devices do not experience
this problem to a big enough extent to worry about.

Bluetooth A wireless networking technology that makes use of packet-based
transmissions over short range radio signals. Bluetooth is used to interface
peripherals with computers, to link earpieces with cell phones and a wide variety
of other applications.

bonding protocol One of several protocols that provide the services that allow data
to be transmitted over several different channels simultaneously. Also known as
channel aggregation protocols.

Boolean An algebraic mathematical model that is based on Base2 (or binary) math-
ematics. The name was derived from George Boole, the mathematician who
described the model. Boolean mathematics is the base for all binary operations
used by computers today.

boot This is the general term for the process that a computer or other digital device
goes through from the instant that it is turned on until the operating system is
finally loaded and ready to go. The process of booting the computer is fairly
complicated and involves invoking code from different programs on the BIOS chip,
code stored in a hidden partition called the master boot record, and finally the
complex process of starting the operating system. The term is derived from an old-
fashioned phrase, “to bring it up by the bootstraps.” I did not think my computer
had boots until one day I looked closer, and sure enough, there was a boot sector.

boot block A feature present on most modern system boards that allows the system
to boot to a minimal configuration, including floppy drive support, in the event that
the BIOS is corrupted or destroyed by a virus. A secondary chip on a motherboard
contains sufficient BIOS code to bring the machine up to its most rudimentary
bootable device. If, during POST, the system block of the BIOS cannot be read
(missing or corrupted), a restore routine is invoked that searches the floppy disk
drive (or other bootable removable device) for a file that can be used to restore the
BIOS. For example, AMI BIOS looks for a file called AMIBOOT.ROM. This file should
contain the most up-to-date version of the system BIOS for your motherboard. Award
BIOS routines look for AUTOEXEC.BAT so the user can boot to floppy and manually
flash the BIOS using a flash upgrade routine. Boot block will be available only on
systems with Flash BIOS (which is practically every motherboard sold today).

boot sector The sector or sectors on a hard drive that contains either the master boot
record or the volume boot record, depending on whether the disk is bootable or
not. This holds information that defines the file system used by the OS, the layout
of partitions on the drive, and a pointer to the OS. A disk formatted with only a
single partition will contain a volume boot record. This contains all the information
required to locate and load the OS. A disk with multiple partitions will contain
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a master boot record. Like the volume boot record, it contains a pointer to the

OS. However, the OS might be located on a different partition or even a different
drive. In addition to OS pointers, the master boot record contains partition tables
mapping up to four primary partitions that can be configured on the disk. Because
of the critical importance of the boot sector, it is frequently the target of malicious
viruses attempting to cripple the computer system. Boot sector viruses can erase or
modify OS pointers and partition tables or wipe the boot record altogether.

boot sequence The process that a computing device goes through from the moment
that the power is turned on to the point that it is available to the user. In general, the
process goes as follows. The bootstrap loader in the system BIOS reads the setup
configuration to find what storage devices are listed as being bootable. These devices
are listed in a specific order (also referred to as boot sequence, which can get a little
confusing). Bootstrap loader checks each of these devices in turn, looking for a
volume boot record or a master boot record that will assume the remainder of the
boot sequence. The boot record identifies the file system used by the storage device
and loads it into system memory. From this point forward, the drive is now a readable
device. Another string of code in the boot record is a pointer to the OS that directs
the boot process to the first line of code for the OS identified by the boot record.
From here, the boot sequence is operating system-specific and can vary between
brands and version of operating system as to what the boot sequence will be.

boot virus Malignant code that gets written to the boot sector of a disk. In the old
days this was a pretty common approach because a large number of machines
booted to floppy disk drives. Also, there was no BIOS-level protection against the
attack. These days, you are warned every time something tries to alter the boot
record, so it is much more difficult to affect the boot sector.

bootable Any device that contains information needed to define the file system; any
partitions that exist on the drive and a pointer to the OS. This information is called a
boot sector. In the early days of computing, the only bootable devices were hard disks
and floppy disks. Now virtually any form of storage can become a boot device. As the
system boots, several different devices can be called on to provide a boot sector. The
order in which devices are queried for a boot sector is called the boot sequence.

bootleg Another term for counterfeit or pirated software. Bootleg software is any
commercial program that has been illegally copied or has been made available
for download on the Internet. Another form of bootlegging that does not involve
illegal copying, but that is just as illegal, is the process of selling OEM software
without following the guidelines prescribed by the manufacturer. For example,
many disreputable companies have been known to strip out of the package the
accompanying CDs for the software that ships bundled with a computer system
and then sell them separately. This practice, sometimes known as double dipping,
allows a vendor to realize revenues twice from the same package. The problem
is that with newer registration technologies, such as product activation, the
second user to attempt to register the product may be denied activation. This is
particularly annoying when you think you purchased legal software. It serves you
right when you know you didn’t.

BootP Short for Boot Protocol, this is a protocol that allows a computer to boot from
a remotely installed operating system. A Bootp enabled computer will send out a
broadcast over the network looking for a Bootp server, which will respond with an
IP configuration and path to the necessary boot files.



76 M Dbootstrap loader

bootstrap loader A program that resides on the BIOS chip or other nonvolatile

device that is responsible for locating and initializing the master boot record.

The bootstrap loader is the last program that the BIOS runs. Once a boot record
is located, the BIOS turns the boot process over to the boot device and it takes
over until the point that the OS loads. This program has been replaced recently on
some systems by the Extensible Firmware Interface, which generates a working
environment for the system without requiring any external support.

boss screen A screen that is purely graphical that looks, feels, and smells like a

bot

legitimate business application. This screen can be invoked with a simple keystroke
or set of keystrokes. Its only real function is to hide what the user was really doing,
such as playing Redneck Rampage, when the boss suddenly walked in. Explaining
the insipid “HEE HAW!!” coming from the speakers is the employee’s problem.
Short for robot, this is a small application that interfaces with the Internet and
performs a specific automated function or a series of automated functions. Bots
are used to monitor Internet usage by individual users; they provide tracking

data on what sites are visited the most. If you manage a Web site, your ranking

on search engines depends rather heavily on the services provided by bots. If you
block them, you will never increase your rankings.

bottleneck This is the slowest conduit for data on the system, or to use an old cliché,

the weak link in the chain. No matter how fast data moves through the rest of the
system, the overall system can be no faster than its slowest point. Bottlenecks
exist in computers and on networks. In a computer, the bottleneck is represented
by the slowest component. You have a fast CPU and lots of memory, but you are
using an old and slow PCI VGA card. The system can process data quickly, but
the results are displayed so slowly you will never know that. The video card is the
bottleneck. On a network, it might not be so much the speed of the component of
medium that ties up traffic, so much as the amount of traffic trying to pass over
or through the bottleneck. If 16-gigabit segments all spill into a single 100-megabit
connection to the server, that last connection is the bottleneck.

bounce (1) To return unexpectedly. An e-mail that does not get delivered is said

to bounce when the reply that arrives in your mailbox indicates that it was
undeliverable. (2) To restart. A common slang term for rebooting a server is to
bounce it. Please remember that when your boss asks you to bounce the server,
she is speaking in a figurative sense. That person is likely to get upset if you try to
literally bounce the machine off the floor.

boundary error An application error that occurs when data exceeds a set of

limitations that has been put on the value it represents. For example, if you have a
database field that requires a minimum of six characters and you only put in four,
this will return an error. It may not call itself a boundary error, but it is. Another
form of boundary error occurs when an OS or application is looking for values that
fall within a specific range, and a value outside of that range is returned. Hackers
have been able to exploit known boundary error conditions in software in order

to break into systems remotely. Both Windows 2000 and some versions of Internet
Explorer possessed documented boundary errors that, if not corrected by a patch,
allowed a hacker to take over a system.

boundary router An external router that connects an autonomous network to the

Internet or a wide area network. The boundary router is the last device on the
network directly under the administrative control of an organization as data
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makes its way to the outside world. Boundary routers contrast with core routers,
which direct data traffic within the organization’s autonomous network. Boundary
routers can be configured to set up a protected area called a demilitarized zone.
This router acts to disguise the organization’s IP addresses from potential hackers.
bounded media Any medium that physically connects a device to the network by way
of a tangible cable. Because of this, data travels over a specifically defined pathway.
Certain limitations for setting up a network using bounded media are created by
the distance limits imposed by the media selected. Copper-based media is limited
to as little as 100 meters per segment. Fiber optics offers a much greater range,
but can still be limited, depending on the choice of fiber and the protocol used.
Routers, bridges, and switches are devices that allow networks to be expanded.
Bounded media includes all copper-based and fiber optic media.

branch prediction In the course of processing data, there are a lot of forks in the road
ahead. If the user inputs “Y” to a particular prompt, one set of instructions will be
called, and if “N” was inserted, then an entirely different set would be needed. In early
days, until the end user input the selections, the CPU sat twiddling its thumbs. Branch
prediction processing is a process by which the processor will use one of several
algorithms to “look into the future” and load the first few lines of code that will be used
whichever way the user decides to go. Branch prediction is an essential element for
any processor that provides multiple processing pipelines because these processors
expect to have the next line of code waiting in the halls before the instruction in
process is completed. This frequently requires that a little code prophecy be used.

break Any stop in the process of running code, whether induced by a user or not. It is
possible to induce a break in some batch files and in the POST routine by pressing
down on the Pause key. Which is, oddly enough, how that key got its name.

break code A signal generated by a keyswitch when the key is released. On each key
of the keyboard, a unique string of code is generated when the key is pressed and
another is generated when the key is released. The break code is the release code.
Having a separate release code allows for printing or displaying repeat characters
or determining how long you want your hero to keep strafing the enemy. Without
the use of separate make and break codes, you could only fire one shot at the alien
slime before it nailed you with a plasma bolt. Unless you have really fast fingers.

break/fix This is a slang name for a service call that involves repairing downed
hardware. It is a shortened alliteration of “you break it, we fix it.”

BREW (1) Binary Runtime Environment for Wireless. This is an application
development language developed by Qualcomm that is used to create applications
small enough to run on cell phones. The applications encoded on the device are
there to provide enhanced services. It is this type of application that allows a cell
phone user to transmit text messages and photos. (2) The strong black beverage
you drink in the morning to get you going. (3) The cold amber (or nearly black)
beverage you drink in the evening to wind you down.

brick and click A business with an established physical location as well as an Internet
presence. That would be most businesses in place today.

brick and mortar A slang term for a conventional business that resided at a fixed
address with a permanent physical location. The term came about as a way to
distinguish between businesses that exist solely on the Internet from physically
located businesses. The old dry goods store in Figure B.7 is a classic example of a
store that is better off on the ground than on the Internet.
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FIGURE B.7 The old way of doing business was to set up in a building. Brick and mortar, as
they say.

bridge (1) A circuit that transfers data from one channel or bus to another. (2) A
specialized circuit that moves data between two disparate devices or busses in
such a manner that both devices become compatible. Bridges work at the data
link layer of the OSI model, and are therefore dependent on the MAC address of
the transmitting and receiving devices for directing traffic. Bridges are intelligent
devices insomuch as they can dynamically build and maintain an address table that
identifies what devices reside downstream from any port. Bridging can be done
in one of two methods. A transparent bridge maintains a local database of MAC
addresses. When a packet is received, the device scans its database to discover
which port is the correct tunnel for transmitting the data. If the packet contains
an unrecognized address, the bridge broadcasts the frame through all ports. All
of the devices that receive this broadcast message will respond, but only one will
transmit a positive reply. The bridge can then update its address tables, adding that
MAC address to the corresponding port. Source route bridges add the ability to
calculate the best route from source to destination. On a busy network, multiple
source route bridges can ease congestion by providing a degree of load balancing
to the network. If multiple routes exist, and one is clearly busier than the other, the
route with the least congestion will be selected.
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bridge router A hybrid device that combines the functions of both a router and a
bridge. It functions as a bridge in that it supports multiple protocols and each port
can be configured with a different protocol. It functions as a router in that each
port can be configured with a different network address.

broadband A telecommunications medium that allows multiple signals to be
transmitted on the same conductor by assigning each signal to a channel.

Channels are defined by a strict frequency bandwidth. No two signals may
overlap in frequency. Most broadband services are relatively fast. As a result,

the term has also started to become (incorrectly) synonymous with high speed.
Another advantage of broadband communications is that nearly all the broadband
services offered are of the “always-on” nature. Users do not have to initiate a new
connection every time they want to use the network. DSL and cable are forms of
broadband.

broadcast A data transmission directed at all hosts on the network. For this to
happen, the networking protocol uses one of a fairly narrow range of addresses
that targets the entire network. Every device that is part of a broadcast domain
will receive the data included in a broadcast. Many protocols make use of
broadcast messages for a number of reasons. Routers and switches will broadcast
out of all ports and then analyze the return packets to build address tables. When
a computer that acquires its IP configuration from a DHCP server first boots up, it
sends out a broadcast message asking all servers for an address. Some protocols
make heavy use of broadcasts for many functions. While this is a “quick and dirty”
way of discovering a specific host, it also adds to network traffic. An efficient
network protocol uses broadcasting as a last resort.

broadcast domain All of the devices on a network that will receive a message that
is sent to all users. Specifically, if only data link addressing is used, the broadcast
domain consists of any device reachable by a layer 2 broadcast. Broadcasts are
usually blocked by routers, but not by switches and bridges. The exception to
that is a device called a layer 3 switch, which can filter logical addresses at the
network layer as well as data link information. Therefore, the outside perimeter of
a broadcast domain is defined by a router address or a layer 3 switch.

broadcast storm An unexpected and uncontrolled release of excessively large
numbers of broadcast packets from a device interface. Broadcast storms can
quickly bring a network to its knees for a couple of reasons. First of all, the
broadcasts themselves are tying up excessive bandwidth. Secondly, those broadcast
packets are likely to result in ACK packets from each device that receives them.
The final result of propagating a broadcast storm is that new clients cannot log on
to the network and those that were already logged on might get dropped.

broken link Any hyperlink on a Web page that leads to nowhere. Either you click on it
and nothing happens or you click on it and get a DNS error. Broken links can result
from several things. The Web address it points to no longer exists, it may have
been changed, or the person who created the link types 126 mistakes per minute. If
you are a Web page programmer, you can avoid the embarrassment of broken links
by running a utility designed to detect them. Most Web page authoring programs,
such as Adobe GoLive, have this facility built in.

brouter A shortened term for a bridge router.

brownout A drop in voltage that lasts a noticeable period of time. With a brownout,
you do not lose power completely. You do, however, see lights flicker and/or go
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dim. Generally, brownouts are unintentional and are the result of unexpected
high demand on the circuits or perhaps the failure of a critical piece of hardware.
However, from time to time, the electric company may intentionally limit power
to certain areas in response to excessive demand or as an economy measure.
Brownouts can cause a computer to reboot, data to be lost, and network
connections to be dropped. A computer hooked up to a UPS is immune to the
effects of brownouts as long as the UPS has battery power