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Foreword

This is the fourth edition of a landmark book, the book that signaled the coming of
age of the Internet. Development of the protocols for the Internet started around 1974,
and they had been in limited but real use starting in the early 80’s, but as of 1987,
there was still no good introduction to how they worked or how to code them. The
standards documents for TCP, IP and the other protocols existed, of course, but the true
truth — the collection of knowledge and wisdom necessary to implement a protocol
stack and actually expect it to work — that was a mystery, known only to a small band
of the initiated. That was not a good thing, and the initiated knew it. But it takes a lot
of effort to pull all the right stuff together and write it down. We waited, knowing that
a good book explaining TCP/IP would be an important step towards the broad accep-
tance of our protocols.

And Doug wrote the book.

We told jokes, waiting for the book. We looked to see how many books there
were in mature fields, and speculated that the number of books was a metric of success.
I actually went and looked to see how many books there were on ‘‘how to build a com-
piler’’ (a post-mature field by now, perhaps time to count the books again). The
compiler community was well off, and even ‘‘how to build a database’’ was available.
But nothing on ‘‘how to build a TCP/IP.”” And then we got our book.

Of course, knowing that back then this was a landmark book is not enough to
make you buy it. Collectors might want to find the first edition, but that gives the true
truth as of 12 years ago, a long time in Internet years. And that is why this is the fourth
edition. A lot has changed over that time. We have learned a lot more, the field has
grown up, whole new protocols have emerged, and Doug has rewritten the book three
times. That is a measure both of how much and how fast the field changes, and how
much work must go into keeping this book current. It has all the new stuff, and our
best current knowledge about all the old stuff.

Other things have changed in 12 years. Not only has the Internet grown up, but
some of our heroes have grown old, and some have died. The foreword to the first edi-
tion was written by Jon Postel, one of the true Internet pioneers, who died in the fall of
1998. Below, we have reprinted the foreword he wrote for the first edition. Much is
the same, but much has changed. This is still a very readable book both for details on
TCP/IP and for an introduction to communications protocols in general. But in 1987,
Jon wrote ‘‘Computer communication systems and networks are currently separated and
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fragmented. The goal of interconnection and internetworking, to have a single powerful
computer communication network, is fundamental to the design of TCP/IP.”’ Only 12
years ago networks were fragmented; today the Internet unites the world. And TCP/IP
is still the glue, at the core of the Internet, that makes all this work. And this is still the
book to read to learn about it.

David Clark
Massachusetts Institute of Technology

December, 1999



Fgreword To The First Edition
By The Late Jon Postel

In this book Professor Douglas Comer has provided a long sought overview and
introduction to TCP/IP. There have been many requests for ‘‘the’’ article, report, or
book to read to get started on understanding the TCP/IP protocols. At last, this book
satisfies those requests. Writing an introduction to TCP/IP for the uninitiated is a very
difficult task. While combining the explanation of the general principles of computer
communication with the specific examples from the TCP/IP protocol suite, Doug Comer
has provided a very readable book.

While this book is specifically about the TCP/IP protocol suite, it is a good book
for learning about computer communications protocols in general. The principles of ar-
chitecture, layering, multiplexing, encapsulation, addressing and address mapping, rout-
ing, and naming are quite similar in any protocol suite, though, of course, different in
detail (See Chapters 3, 10, 17, and 18)1. Computer communication protocols do not do
anything themselves. Like operating systems, they are in the service of applications
processes. Processes are the active elements that request communication and are the ul-
timate senders and receivers of the data transmitted. The various layers of protocols are
like the various layers in a computer operating system, especially the file system.
Understanding protocol architecture is like understanding operating system architecture.
In this book Doug Comer has taken the ‘‘bottom up’’ approach — starting with the
physical networks and moving up in levels of abstraction to the applications.

Since application processes are the active elements using the communication sup-
ported by the protocols, TCP/IP is an *‘interprocess communication’’ (IPC) mechanism.
While there are several experiments in progress with operating system style message
passing and procedure call types of IPC based on IP, the focus in this book is on more
traditional applications that use the UDP datagram or TCP logical connection forms of
IPC (See Chapters 11, 12, 17, 18, and 19).

One of the key ideas inherent in TCP/IP and in the title of this book is ‘‘internet-
working.”” The power of a communication system is directly related to the number of
entities in that system. The telephone network is very useful because (nearly) all of the

1Editor’s note: chapter numbers have changed since the first edition.
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telephones are in (as it appears to the users) one network. Computer communication
systems and networks are currently separated and fragmented. The goal of interconnec-
tion and internetworking, to have a single powerful computer communication network,
is fundamental to the design of TCP/IP. Essential to internetworking is addressing (See
Chapters 4, 5, and 6), and a universal protocol — the Internet Protocol (See Chapters 7,
8, and 9).

To have an internetwork the individual networks must be connected. The connect-
ing devices are called gateways. Further, these gateways must have some procedures
for forwarding data from one network to the next. The data is in the form of IP da-
tagrams and the destination is specified by an IP address, but the gateway must make a
routing decision based on the IP address and what it knows about the connectivity of
the networks making up the Internet. The procedures for distributing the current con-
nectivity information to the gateways are called routing algorithms, and these are
currently the subject of much study and development (See Chapters 13, 14, 15, and 16).

Like all communication systems, the TCP/IP protocol suite is an unfinished sys-
tem. It is evolving to meet changing requirements and new opportunities. Thus, this
book is, in a sense, a snapshot of TCP/IP circa 1987. And, as Doug Comer points out,
there are many loose ends (See Chapter 20).

Most chapters end with a few pointers to material ‘‘for further study.”” Many of
these refer to memos of the RFC series of notes. This series of notes is the result of a
policy of making the working ideas and the protocol specifications developed by the
TCP/IP research and development community widely available. This availability of the
basic and detailed information about these protocols, and the availability of the early
implementations of them, has had much to do with their current widespread use. This
commitment to public documentation at this level of detail is unusual for a research ef-
fort, and has had significant benefits for the development of computer communication
(See Appendix 3).

This book brings together information about the various parts of the TCP/IP archi-
tecture and protocols and makes it accessible. Its publication is a very significant mile-
stone in the evolution of computer communications.

Jon Postel,
Internet Protocol Designer and
Deputy Internet Architect

December, 1987
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The explosive growth of the Internet continues. When the third edition of this
book was written five years ago, the Internet connected 4.8 million computers, up from
5,000 when the first edition was published. The Internet now reaches over 56 million
computers, meaning that the 1995 Internet was only about 8% of its current size. Dur-
ing the early 1990s, those of us who were involved with the Internet marveled at how
large an obscure research project had become. Now, it pervades almost every aspect of
society.

TCP/IP has accommodated change well. The basic technology has survived nearly
two decades of exponential growth and the associated increases in traffic. The proto-
cols have worked over new high-speed network technologies, and the design has han-
dled applications that could not be imagined in the original design. Of course, the en-
tire protocol suite has not remained static. New protocols have been deployed, and new
techniques have been developed to adapt existing protocols to new network technolo-
gies.

This edition contains updated information throughout the text as well as new ma-
terial that describes technical advances and changes. For example, because classless ad-
dressing has become widely deployed, the description of IP forwarding examines tech-
niques for classless lookup. In addition, the chapters on IP describe the Differentiated
Services (DiffServe) scheme for classes of service as well as path MTU discovery and
anonymous networks. The chapter on TCP describes Random Early Drop (RED). The
chapter on exterior routing has been updated to use BGP as the primary example. The
descriptions of protocols such as RIP, IGMP, SNMP, and IPv6 have been revised to in-
corporate new versions and recent changes. Finally, the chapter on security discusses
IPsec.

Four new chapters contain detailed information about significant developments.
Chapter 19 describes mobile IP — a technology that allows a computer to move from
one network to another without changing its IP address. Chapter 20 considers two tech-
nologies used to interconnect private intranets and the global Internet: Virtual Private
Network (VPN) and Network Address Translation (NAT). Each solves a slightly dif-
ferent problem; both are widely deployed. Chapter 28 covers the HTML and HTTP
protocols that form the basis for the most significant Internet application: the world
wide web. Chapter 29 focuses on an exciting new area: sending real-time data such as



XXviii Preface

voice and video over an IP network. The chapter examines the RTP protocol that al-
lows a receiver to coordinate and play such data as well as the RSVP and COPS proto-
cols that can be used to provide resource reservation, and describes the H.323 suite of
protocols used for IP telephony.

The fourth edition retains the same general contents and overall organization as the
third edition. The entire text focuses on the concept of internetworking in general and
the TCP/IP internet technology in particular. Internetworking is a powerful abstraction
that allows us to deal with the complexity of multiple underlying communication tech-
nologies. It hides the details of network hardware and provides a high level communi-
cation environment. The text reviews both the architecture of network interconnections
and the principles underlying protocols that make such interconnected networks function
as a single, unified communication system. It also shows how an internet communica-
tion system can be used for distributed computation.

After reading this book, you will understand how it is possible to interconnect mul-
tiple physical networks into a coordinated system, how internet protocols operate in that
environment, and how application programs use the resulting system. As a specific ex-
ample, you will learn the details of the global TCP/IP Internet, including the architec-
ture of its router system and the application protocols it supports. In addition, you will
understand some of the limitations of the internet approach.

Designed as both a college text and as a professional reference, the book is written
at an advanced undergraduate or graduate level. For professionals, the book provides a
comprehensive introduction to the TCP/IP technology and the architecture of the Inter-
net. Although it is not intended to replace protocol standards, the book is an excellent
starting point for learning about internetworking because it provides a uniform overview
that emphasizes principles. Moreover, it gives the reader perspective that can be ex-
tremely difficult to obtain from individual protocol documents.

When used in the classroom, the text provides more than sufficient material for a
single semester network course at either the undergraduate or graduate level. Such a
course can be extended to a two-semester sequence if accompanied by programming
projects and readings from the literature. For undergraduate courses, many of the de-
tails are unnecessary. Students should be expected to grasp the basic concepts
described in the text, and they should be able to describe or use them. At the graduate
level, students should be expected to use the material as a basis for further exploration.
They should understand the details well enough to answer exercises or solve problems
that require them to explore extensions and subtleties. Many of the exercises suggest
such subtleties; solving them often requires students to read protocol standards and ap-
ply creative energy to comprehend consequences.

At all levels, hands-on experience sharpens the concepts and helps students gain
intuition. Thus, I encourage instructors to invent projects that force students to use In-
ternet services and protocols. The semester project in my graduate Internetworking
course at Purdue requires students to build an IP router. We supply hardware and the
source code for an operating system, including device drivers for network interfaces;
students build a working router that interconnects three networks with different MTUs.
The course is extremely rigorous, students work in teams, and the results have been im-
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pressive (many industries recruit graduates from the course). Although such experimen-
tation is safest when the instructional laboratory network is isolated from production
computing facilities, we have found that students exhibit the most enthusiasm, and
benefit the most, when they have access to a functional TCP/IP internet.

The book is organized into four main parts. Chapters 1 and 2 form an introduction
that provides an overview and discusses existing network technologies. In particular,
Chapter 2 reviews physical network hardware. The intention is to provide basic intui-
tion about what is possible, not to spend inordinate time on hardware details. Chapters
3-13 describe the TCP/IP Internet from the viewpoint of a single host, showing the pro-
tocols a host contains and how they operate. They cover the basics of Internet address-
ing and routing as well as the notion of protocol layering. Chapters 14-20 and 32
describe the architecture of an internet when viewed globally. They explore routing ar-
chitecture and the protocols routers use to exchange routing information. Finally,
Chapters 21-31 discuss application level services available in the Internet. They present
the client-server model of interaction, and give several examples of client and server
software.

The chapters have been organized bottom up. They begin with an overview of
hardware and continue to build new functionality on top of it. This view will appeal to
anyone who has developed Internet software because it follows the same pattern one
uses in implementation. The concept of layering does not appear until Chapter 11. The
discussion of layering emphasizes the distinction between conceptual layers of func-
tionality and the reality of layered protocol software in which multiple objects appear at
each layer.

A modest background is required to understand the material. The reader is expect-
ed to have a basic understanding of computer systems, and to be familiar with data
structures like stacks, queues, and trees. Readers need basic intuition about the organi-
zation of computer software into an operating system that supports concurrent program-
ming and application programs that users invoke to perform computation. Readers do
not need sophisticated mathematics, nor do they need to know information theory or
theorems from data communications; the book describes the physical network as a black
box around which an internetwork can be built. It states design principles clearly, and
discusses motivations and consequences.

I thank all the people who have contributed to versions of this book. Michael
Evangelista provided extensive assistance with this edition, including classifying RFCs.
Jeff Case provided the SNMPv3 example. John Lin and Dennis Totin commented on
some of the new chapters. Jin Zhang, Kechiun He, and Sara Steinbrueck proofread
parts of the text. Special thanks go to my wife and partner, Chris, whose careful editing
made many improvements throughout.

Douglas E. Comer

January, 2000



What Others Have Said About The Fourth
Edition Of Internetworking With TCP/IP

““This is the book I go to for clear explanantions of the basic principles and la-
test developments in TCP/IP technologies. It’s a ‘must have’ reference for
networking professionals.’’

Dr. Ralph Droms
Professor at Bucknell University

‘““When the Nobel committee turns its attention to the Internet, Doug gets the
prize for literature. This is an updated classic that is the best way to master
Internet technology.”’

Dr. Paul V. Mockapetris
Inventor of the Domain Name System

‘“The best-written TCP/IP book I have ever read. Dr. Comer explains complex
ideas clearly, with excellent diagrams and explanations.’’

Dr. John Lin,
Bell Laboratories

“‘Comer continues to prove himself the Baedeker of the Internet Protocols with
this fine 4th edition.”

Dr. Vinton Cerf
Senior Vice president, MCI WorldCom

‘“There are many TCP/IP books on the shelves today, but Doug Comer’s ’Inter-
networking with TCP/IP’ is the one that comes off the shelf for accessible and
authoritative answers to questions about Internet technology.”’

Dr. Lyman Chapin,
Chief Scientist, BBN Technologies



Other Books In the Internetworking Series
from Douglas Comer and Prentice Hall

Internetworking With TCP/IP Volume II: Design, Implementation, and
Internals (with David Stevens), 3rd edition: 1999, ISBN 0-13-973843-6

Volume II continues the discussion of Volume I by using code from a running im-
plementation of TCP/IP to illustrate all the details. The text shows, for example, how
TCP’s slow start algorithm interacts with the Partridge-Karn exponential retransmission
backoff algorithm and how routing updates interact with datagram forwarding.

Internetworking With TCP/IP Volume III: Client-Server Programming
and Applications (with David Stevens)
BSD Socket Version, 2nd edition: 1996, ISBN 0-13-260969-X
AT&T TLI Version: 1994, ISBN 0-13-474230-3
Windows Sockets Version: 1997, ISBN 0-13-848714-6

Volume III describes the fundamental concept of client-server computing used to
build all distributed computing systems. The text discusses various server designs as
well as the tools and techniques used to build clients and servers, including Remote
Procedure Call (RPC). It contains examples of running programs that illustrate each of
the designs and tools. Three versions of Volume III are available for the socket API
(Unix), the TLI API (AT&T System V), and the Windows Sockets API (Microsoft).

Computer Networks And Internets (with a CD-ROM by Ralph Droms), 2nd
edition: 1999, ISBN 0-13-083617-6

A broad introduction to data communication, networking, internetworking, and
client-server applications, Computer Networks And Internets examines the hardware and
software components that make up computer networks, from the lowest levels through
applications. The text covers transmission and modems, LANs and LAN extensions,
access technologies, WANSs, protocols (including TCP/IP), and network applications.
The CD-ROM features animations and data sets.

The Internet Book: Everything you need to know about computer network-
ing and how the Internet works, 2nd edition: 1997, ISBN 0-13-890161-9, paperback

A gentle introduction to networking and the Internet, The Internet Book does not
assume the reader has a technical background. It explains the Internet, ho