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Introduction

XP offers a great set of tools for communicating, collaborating, and sharing files across the
Internet. Without needing to install add-on software, you can make audio and video calls to
anyone with a computer anywhere in the world, chat with them, transfer files back and forth,
and collaborate on projects-all for the price of your Internet connection.

Unfortunately, Microsoft has hidden some of XP's most powerful communications tools to
encourage you to use the tools that Microsoft wants you to use. XP's default communications
tool for most purposes is Windows Messenger, which ties in with Microsoft's .NET Passport
digital persona to reveal to Microsoft the details of your communications sessions and online
habits. To that end, Microsoft has positioned Windows Messenger to eclipse other powerful
tools included with XP, such as NetMeeting and Phone Dialer, doing the unsuspecting user a
great disservice.

Who Is This Book For?

This book is for anyone using XP Professional or XP Home Edition who wants to fully
understand the range of communications tools that XP offers, know the advantages and
disadvantages of each communications tool, and use them to the max to communicate
effectively and securely across the Internet.

In other words, it's for you.

This book assumes that you're at least moderately comfortable with XP-that you know how to
log on, manage your user account, navigate the Start menu, use Windows Explorer and



Internet Explorer, and so on. If you're not, you might want to supplement this book with a
book that'll get you going on XP basics.

What Does This Book Cover?

This book discusses how to use the communications technologies built into Windows XP to
communicate effectively and securely over the Internet. Here's what the chapters cover:

o Chapter 1, 'Meet Windows' Hidden Internet Communication Tools,' sets the scene for
the rest of the book. This chapter explains why XP hides some of its best
communications tools, introduces you briefly to each of the tools the book covers, and
shows you which tools to use for which task.

o Chapter 2, 'Get the Best Internet Connection and Secure It,' tells you how to choose
the right type of Internet connection for your needs and your budget, how to choose an
ISP, and how to set up and configure your Internet connection. This chapter also
covers how to share your Internet connection with other users on your home or office
network, how to secure the connection against intrusion with a firewall, and how to
troubleshoot your connection, sharing, and firewall.

e Chapter 3, 'Establish Your Digital Identity-and Protect Your Privacy,' discusses the
problems of establishing identity in the physical world and online and the tools you
can use to prove your identity online. The chapter highlights the threat that Microsoft's
NET Passport scheme poses to your privacy and suggests an approach for minimizing
this threat. The chapter also tells you how to get and install a digital certificate for
proving your identity.

o Chapter 4, 'Create, Manage, and Use Free E-mail Accounts and Outlook Express.'
shows you how to create, manage, and use e-mail accounts on XP. The chapter covers
Hotmail, Microsoft's Web-based e-mail service, in detail, examining its benefits and
drawbacks. It then shows you how to use Outlook Express, XP's built-in e-mail client,
to access Hotmail or other e-mail services. The chapter ends by mentioning some of
the other prominent Web-based e-mail providers that you may want to consider
instead of Hotmail.

e Chapter 5, 'Chat with Anyone in Public or Private,' shows you how to use Windows
Messenger and NetMeeting to chat with anybody in public or private on the Internet.
The chapter starts by comparing Windows Messenger and NetMeeting to each other
and discussing which of them you should use for chat in which circumstances. It then
shows you how to configure Messenger and use it as a chat client. After that, it shows
you how to set up NetMeeting, configure it, and use it as a chat client.

e Chapter 6, 'Make Free Worldwide Voice and Video Conference Calls,' discusses how
to make voice and video calls using your PC and your Internet connection. By using
Messenger, NetMeeting, and Phone Dialer, you can make PC-to-PC calls that cost you
nothing more than the cost of your Internet connection. These calls can be to any
computer in the world that has an Internet connection. And by using Messenger with a
suitably configured voice service provider, you can also make calls from your PC to a
phone anywhere in the world for relatively modest charges.

e Chapter 7, 'Enjoy Unrestricted, Untraceable File Sharing,' discusses how to share files
using the programs and tools that come with XP. This chapter assumes that you want
to share files securely (for example, for business reasons or privacy) and explains
which tools let you share files securely and which don't. To help you avoid
committing copyright violations that could cost you dearly in money or time, this
chapter also runs quickly through the legalities of sharing files of copyrighted content.




e Chapter 8, "Work with Friends, Family, or Coworkers on Online Projects,' shows you
how to use the whiteboarding features built into NetMeeting and Messenger to
brainstorm or sketch out ideas, and how to use NetMeeting's and Messenger's
program-sharing and Desktop-sharing features to work with other people on other
kinds of documents (for example, text documents or spreadsheets). It also describes
how to use NetMeeting's Remote Desktop Sharing feature for controlling your
computer remotely.

e Chapter 9, 'Build Your Own Free Online Communities,' discusses how to create MSN
communities so that you can share files and hold discussions. It mentions other
possibilities for storing and exchanging information online, and it details the tools that
XP provides for uploading files to and downloading files from online sites.

o The Glossary provides a list of terms you may want to refer to while reading the book.

As you can see, this book concentrates on communications: It's anything but a generalpurpose
XP book. XP has scores of other features, from its graphics-heavy and resolutely shiny new
interface, to built-in CD burning and improved support for wireless networking-but many of
these features aren't covered in this book. Only when your understanding of one of those
features is critical to understanding XP's communications technologies does this book cover
them.

Approach of This Book

Because many of the programs discussed in the book have overlapping functionality, this
book presents its material task by task rather than program by program. This approach lets
you compare the features that the programs offer for completing a given task more easily.

For example, you can make voice and video calls by using Windows Messenger, NetMeeting,
or Phone Dialer. Rather than reading a chapter about each of those programs and all the
features they offer (for many tasks other than voice and video calls), you probably want to
know which of them you're better off using for making calls. The way the chapters in this
book are organized, you can find that out easily.

Conventions Used in This Book

To make its meaning clear without using far more words than necessary, this book uses a
number of conventions, two of which are worth mentioning here:

o The pipe character or vertical bar denotes choosing an item from a menu. For
example, 'choose File | Open' means that you should pull down the File menu and
select the Open item on it. Use the keyboard, mouse, or a combination of the two, as
you wish.

Most check boxes have two states: selected (with a check mark in them) and cleared (without
a check mark in them). I'll tell you to select a check box or clear a check box rather than 'click
to place a check mark in the box' or 'click to remove the check mark from the box."' (Often,
you'll be verifying the state of the check box, so it may already have the required setting- in
which case, of course, you don't need to click at all.) Some check boxes have a third state as
well, in which they're selected but dimmed and unavailable. This state is usually used for
options that apply to only part of the current situation. For example, in Word for Windows, if
you select one word that is formatted with strikethrough and one that isn't and then display the



Font dialog box, the Strikethrough check box will be selected but unavailable, because it
applies to only part of the selection.

Chapter 1: Meet Windows' Hidden Internet
Communication Tools

This chapter gives you the big picture of what's covered in the book, introducing you to the
communications tools-the communications programs and communications technologies-that
Windows XP provides. This chapter is short, and its meat provides a brief description of each
tool, a discussion of its purpose, and a summary of its advantages and disadvantages. At the
end of the chapter, there's a moderately exciting table listing the communications tasks
covered in the book and the communications tools most suited to them.

XP: Built to Take Advantage of the Internet-and of You

Microsoft designed and built Windows XP to take advantage of the Internet. That's no
surprise, given how central the Internet has become to most businesses (and organizations) of
any size and to hundreds of millions of individual users. And it sounds like unmitigated good
news-which it should be. But it's not. Along with helping you take advantage of the Internet,
XP is designed to help Microsoft take advantage of the Internet-and to take advantage of you
as you use the Internet.

In order to take advantage of the Internet while preventing yourself from being taken
advantage of-or, more realistically, while limiting the advantage that Microsoft or anyone else
takes of you-you need to understand the various tools XP provides for using the Internet; you
need to know which of these tools reveal which information about you and your actions; you
need to know who might be interested in keeping an eye on you; and you need to know which
tools to use and how to use them to get your business (or pleasure) accomplished most
quickly and effectively while limiting your exposure to recording, monitoring, surveillance, or
worse.

Windows XP (hereafter, 'XP,' unless we need to be formal) emphasizes some of these
communications tools while hiding others. For example, XP nags you relentlessly via
notification area pop-ups to add a .NET Passport (a form of digital ID) to your Windows user
name. Windows Messenger (XP's shiny new client for chat, audio and video calls, sharing,
and collaboration) automatically displays an icon in the notification area. This icon appears
with a 'broken' symbol (a white X on a red circle) until you add a .NET Passport to XP and
configure Messenger. (You can also specifically hide the notification area icon for Messenger,
but-human nature being what it is-most people will click the icon to find out what's wrong.)

By contrast, XP also includes a fully functional version of NetMeeting, a multifaceted client
for chat, videoconferencing, meetings, sharing, and collaboration that Microsoft used to plug
heavily in earlier versions of Windows. In XP, NetMeeting receives no icon in the notification
area, no shortcut on the Start menu or Desktop, and in fact no acknowledgment of its presence
beyond its program folder (which XP screens from view until you insist on seeing the
Program Files folder and its contents) and a few mentions in the Help file.



Likewise, XP includes HyperTerminal and Phone Dialer. HyperTerminal is a program for
dial-up communications and Telnet; Phone Dialer is a program for making phone calls
(including audio and video if you like) via phone lines or an Internet connection.
HyperTerminal gets a Start menu shortcut (on the Accessories | Communications submenu).
Phone Dialer gets none.

Strange, huh? Why are some of the communications tools hidden? Could it be that Messenger
is the little piggy that went to market; NetMeeting is the one that stayed home;
HyperTerminal is the little piggy that had roast beef (in the days before BSE and CJD, you'd
hope); and Phone Dialer is the little piggy that had none? And perhaps .NET Passport is a big
bad wolf ready for some huffing and puffing?

Well, no. The world being what it is, Microsoft isn't exactly sitting there playing eeny-
meenyminey-mo with shortcuts. This is all very deliberate.

You'll notice, even from these brief descriptions, that the communications tools have
overlapping functionality. For example, you can chat (text, audio, or video-or all three) using
both Windows Messenger and NetMeeting, and you can make phone calls using Messenger,
NetMeeting, Phone Dialer, and HyperTerminal.

Microsoft is positioning Messenger not just as the messaging client for Windows (competing
with AOL Instant Messenger, Yahoo! Messenger, and so on) but also as a replacement for
NetMeeting, which Microsoft seems to view as having served its purpose. Now, Messenger is
a nicely designed and well-executed piece of software, and those things it does, it does well.
But it's a very different kettle of cod from NetMeeting. NetMeeting has capabilities that
Messenger doesn't have-for example, hosting a meeting and limiting the actions that other
users can take. And NetMeeting is particularly appealing if you want to make station-to-
station computer calls without having the NET Messenger Service monitor every action you
take.

Even Phone Dialer, which is basically just a voice-and-video-over-copper-or-IP program,
outdoes Messenger when it comes to audio and video. Phone Dialer lets you videoconference
with as many as six people at a time. Admittedly, each video window on Phone Dialer
competes with an average-sized postage stamp in the invisibility stakes, and the frame rate on
each video window will be lousy-but you can do it. With Messenger, you can only share
audio or video with one other person at a time.

Why is Microsoft pushing Messenger at the expense of other tools that it includes? In fact,
why did Microsoft include the other tools and then hide them? Well, the other tools are
included for backward compatibility with previous versions of Windows, and because power
users would scream if they weren't there. But, unlike Messenger, they give Microsoft minimal
leverage in its ongoing effort to wrest more control of the Internet from whoever has it at the
moment. Whereas Messenger forces you to have or get a .NET Passport, NetMeeting doesn't
even force you to use the Internet Locator Server system (a good job, too, because Microsoft
has now converted it to the NET Messenger Service). Whereas Messenger forces you to have
an Internet connection and to log into the NET Messenger Service before you can place a
call, NetMeeting, HyperTerminal, and Phone Dialer all let you place calls without an Internet
connection in sight and without the .NET Messenger Service having ever heard of you. And
whereas the .NET Messenger Service monitors every move you make with Messenger, the
other tools let you communicate privately and securely if you so choose.



The overlapping functionality of these different tools gives you fair flexibility, but it can also
make things confusing until you get the hang of using the tools. To help you get things
straight, the table at the end of the chapter summarizes the communications tasks that this
book covers and the tools that are best for them.

Windows Messenger

Windows Messenger is Microsoft's entry in the hot instant-messaging arena. Competing
directly with America Online Instant Messenger (AIM), whose many million users Microsoft
would dearly love to poach from AOL, and with other platform-independent, instant-
messaging programs (such as Yahoo! Messenger), Windows Messenger provides a wide
selection of features based on its instant-messaging capabilities: text chat, voice calls and
video calls, file transfer, and program sharing and collaboration. And that's just the basic
program: Messenger is extensible, so Microsoft and third-party companies can supply
extensions that snap into Messenger, appear as tabbed pages in the interface, and deliver NET
Passport-enabled services while riding on Messenger's capabilities.

Messenger is powerful software, and it appears front and center in XP's user interface. But
Messenger has a darker side that Microsoft doesn't emphasize. Messenger, the client software,
necessarily ties into Messenger Service, the server end of the software. In order to achieve its
effects, Messenger Service tracks every move you make online while you're signed in-and
Messenger is set up to sign you in the moment you log on to Windows and to keep you signed
in until you deliberately sign out. All this solicitude is to help you, of course; however, the net
effect is to track your actions.

We'll visit this topic in more depth is Chapter 5, which discusses how to configure Messenger
and use it for chat. Chapters 6, 7, and 8 discuss further features of Messenger.

NetMeeting

NetMeeting is a powerful conferencing and collaboration tool that Microsoft has bundled with
its software for a number of years-first with Internet Explorer (which, you'll remember, itself
came as an add-on product to Windows 95) and then with the versions of Windows that had
Internet Explorer bundled with them. NetMeeting's basic repertoire includes text chat;
twoperson voice and video calls; and multiperson conferencing, whiteboarding, and
collaboration. As a coda, it lets you remotely control an application or another computer-or
access your own computer remotely.

Microsoft's relationship with NetMeeting over the years has been complex and confusing
enough that an incautious analyst would probably have a field day with it. Having bought
NetMeeting, Microsoft has distributed it widely for free, at first with Internet Explorer and
then with those versions of Windows that included Internet Explorer. Microsoft has
intermittently promoted NetMeeting as a business solution for low-end videoconferencing;
but most businesses have resolutely refused to pay attention, and instead have bravely bought
and struggled with thirdparty videoconferencing solutions-some of which offer fewer features
than NetMeeting and perform worse under difficult conditions, but nonetheless cost
impressive amounts of money.

More recently, Microsoft appears to have given up on promoting NetMeeting and to have
shifted all its eggs to the Messenger basket. But NetMeeting isn't going wholly unappreciated



or unused-it has become a great favorite of Internet pirates, because it offers secure
communications and file sharing. In XP, NetMeeting is automatically installed, but it's
completely hidden. XP creates no shortcut for it on the Start menu or on any of the Desktop
toolbars, so there's no reason for the unsuspecting user to guess that it's there. (Unless, that is,
the user is suspecting enough to go spelunking in the Program Files superstructure, where
they may notice a NetMeeting folder lurking.)

NetMeeting's boatload of features are discussed extensively in Chapters 5 through 8.

.NET Passport

Microsoft's .NET Passport feature and technology is a kind of ersatz digital identity or digital
persona-ersatz because it doesn't necessarily give the holder's true identity. .NET Passport is
tied to an e-mail address, such as a Hotmail address, an MSN address (the .NET Passport
default at this writing), or the e-mail address you already have with your current ISP. Beyond
that-at this writing-it includes information such as the holder's purported name, gender (more
accurately, sex, but presumably the word is too charged for Microsoft to feel comfortable
using), location, time zone, birth date, and occupation.

Because you can set up a .NET Passport without any verification of the information you
provide beyond the e-mail address, the .NET Passport doesn't establish your identity. (Many
people create multiple .NET Passports and use them for different purposes.) That doesn't
mean .NET Passport is useless-provided the e-mail account to which the .NET Passport is tied
hasn't been compromised, the .NET Passport can be useful in identifying the user. For
example, Windows Messenger uses .NET Passport to establish the user's digital persona.
(That the digital persona may not correspond to the user's real-world identity doesn't
necessarily matter.) Without a .NET Passport, you can't use Messenger. Or Hotmail. Or MSN.
Or the most immediate type of Remote Assistance, which uses Messenger.

NET Passport also offers a feature called Passport Wallet, in which you can store payment
information (for example, your credit card details and billing address) so that you can share
them effortlessly with Web sites that have implemented the Passport Express Purchase
feature. Passport Wallet provides fairly convincing proof of the user's identity, but consumer
advocates have raised serious concerns about the safety of the information stored in Passport
Wallet.

Chapter 3 discusses .NET Passport, its uses and its dangers, and how Microsoft is likely to
develop the .NET Passport service.

Hotmail and Outlook Express

Hotmail, Microsoft's Web-based e-mail service, should need little introduction. Hotmail has
the advantages of being free for light and persistent users and being easy to access either via a
browser or by using Outlook Express. If you don't like Hotmail, there are various other Web-
based e-mail services-such as HushMail, Yahoo! Mail, and Bigfoot-that you may want to try
instead. Chapter 4 discusses Hotmail.

Outlook Express is the free e-mail client and newsreader built into all Microsoft's desktop
operating systems. From being a puny program whose features were dragged down to its
knees by the gravity of its bugs, Outlook Express has grown into one of the best e-mail clients



available. Outlook Express includes support for security features, such as digitally signing and
encrypting messages, and user-friendly features, such as easy blocking of unwanted messages.

Of course, Outlook Express isn't restricted to Hotmail-you can use it with just about any ISP
and mail server. Chapter 4 discusses how to configure and use Outlook Express.

HyperTerminal

HyperTerminal is a straightforward telephony program you can use for making point-to-point
data calls or connecting directly to another computer by IP address via your Internet
connection. You can also use it for Telnet operations (though most Windows users find they
seldom need Telnet these days).

Chapter 7 discusses how to share files using HyperTerminal.

Phone Dialer

Phone Dialer is a humble telephony program you can use to make point-to-point voice and
video calls via regular telephone lines or via the Internet. Phone Dialer's video window is
much smaller than Messenger's or NetMeeting's-but with Phone Dialer, you can make voice
and video calls with up to six people, whereas Messenger and NetMeeting are limited to two
people for voice and video.

If you have access to a directory server, you can also use Phone Dialer to set up conferences
and join conferences. In the old days, Phone Dialer used the Microsoft Internet Directory
servers that NetMeeting also used-but as mentioned earlier, Microsoft has now converted
these servers to NET Messenger Service servers, and Phone Dialer can no longer use them.
Because Phone Dialer's conferencing functionality is little used these days, it's not covered in
this book.

Chapter 6 discusses how to make calls with Phone Dialer.

Which Program Should You Use for Which Task?

Because many of the programs discussed in this book have overlapping features, it may
sometimes be less than obvious which program to use for which task. To help in the long
term, this book takes a task-based approach rather than a program-based approach, with each
section presenting the programs that can handle a particular task and explaining the
advantages and disadvantages they enjoy and suffer compared to each other. To help in the
short term, Table 1-1 (which you'll also find on the inside front cover of the book for easy
reference) lists the main tasks covered in the book and the programs most suited to perform
them.

Table 1-1: Tasks and the Programs That Perform Them

Task Programs (In Order of Preference)
Text chat (insecure) NetMeeting, Messenger
Text chat (secure) NetMeeting

File transfer (insecure) NetMeeting, Messenger



Table 1-1: Tasks and the Programs That Perform Them

Task

File transfer (secure)

Voice call (insecure, two to six people, without

data)

Voice call (insecure, two people, with or without

data)

Video call (insecure, two people, with or without

data)

Video call (insecure, two to six people)
E-mail

Secure e-mail

Encrypted e-mail
Web-based e-mail

Web-based e-mail to Messenger contacts
Encrypted Web-based e-mail

File transfer via phone lines or IP
Telnet

Hosting a meeting (insecure)
Hosting a meeting (secure)
Program sharing (insecure)
Program sharing (secure)

Desktop sharing

Remote control of Desktop
Whiteboarding (insecure)
Whiteboarding (secure)

Creating an MSN Community
Creating an online storage location
Browsing an online storage location

Establishing your identity online

Summary

Programs (In Order of Preference)
NetMeeting

Phone Dialer
NetMeeting, Messenger
NetMeeting, Messenger

Phone Dialer
Outlook Express
Outlook Express

Outlook Express with a digital certificate or
Pretty Good Privacy

Hotmail, HushMail, Yahoo! Mail, Netscape
Mail

Hotmail with Messenger
HushMail

HyperTerminal
HyperTerminal
NetMeeting

NetMeeting

NetMeeting, Messenger
NetMeeting

NetMeeting, Messenger
NetMeeting

Messenger, NetMeeting
NetMeeting

Add Network Place Wizard
Add Network Place Wizard
Explorer

Digital certificate

This chapter has set the scene for the rest of the book by presenting a bit of background and
introducing you briefly to the programs that are covered in detail later in the book.

The next chapter discusses how to get the best Internet connection you can and how to secure

it against threats.



Chapter 2: Get the Best Internet
Connection and Secure It

This chapter discusses the essential prerequisite to communicating via the Internet with
Windows XP-a functional and secure Internet connection. As you'd imagine, there are three
steps involved if you're starting from scratch: choosing the best kind of Internet connection
for you, implementing the Internet connection, and securing it.

If you already have a satisfactory Internet connection, and if you're confident that you've
secured it adequately, feel free to skip this chapter. If your Internet connection is in good
shape, but you're not sure it's adequately firewalled, turn ahead to the section 'Secure Your
Internet Connection with ICF' for a discussion of how to use XP's Internet Connection
Firewall feature to lock down your Internet connection.

Choose an Internet Connection Type

If you don't have an Internet connection, you need to get one before you can communicate via
the Internet. This section discusses the different connection options, their advantages and
disadvantages, and how to choose among them. The next section discusses how to choose an
Internet service provider (ISP).

That's assuming, of course, you do have a choice. As you'll have noticed if you've been
reading the tech-business headlines over the past year or so, a lot of ISPs have been bought
out, have merged, have gone bankrupt leaving scads of furious users, or have taken cover in
Chapter 11. Among the big names, Excite@Home went into Chapter 11 in Fall 2001, leaving
AT&T, Cox Cable, and other major providers struggling to get their subscribers off Excite's
broadband network and onto their own networks before Excite pulled the plug. Many smaller
ISPs have been gobbled up by the larger ISPs, who want to increase their customer base
(because the rate of Internet adoptions is decreasing now that most people who really want to
be online are online) and to reduce competition (with a view to raising access prices, as
EarthLink has done). And if you live out in the sticks somewhere, your connection options
may be limited even if your local ISPs have stayed clear of the feeding frenzy and are still
eyeing one another suspiciously.

Even in this world of change and decay, there are some constants. In the matter of getting an
Internet connection, the constants are these:

e Get the fastest connection possible.
e And pay as little as possible for it.

A third constant is-or should be-to make sure that the Internet connection is as reliable as
possible. Just as you probably wouldn't buy the cheapest fast car you could find if you knew
its safety record made the Pinto look good, you probably don't want to stake your
communications on an Internet connection that intersperses blazing download speeds with
frequent outages.

The following sections discuss the various connection types available as of Spring 2002. If
you're very lucky, a dangerously fast new connection type may have been deployed since this



book was published. But in the meantime, we'll start with the slowest common denominator-a
dial-up connection over regular phone lines-and work our way up to the faster and less-
available connections from there. Feel free to stop reading as soon as you hit the last option
that's available to you.

Note If you're interested in computers, you're probably familiar with Moore's Law, which in
its original form states that the number of transistors per integrated circuit will double
every 18 months, and in its extended and better-known form, that computing power will
double every 18 months. You probably also know what happens to that computing
power-software gets correspondingly more demanding (or more bloated) so that it soaks
up the available processor cycles. Roughly the same thing happens with bandwidth- the
more bandwidth anyone gets, the more and greedier uses they find for it, leaving them
little better off than before. Bandwidth demand seems likely to remain eternally
unsatisfied until there's such an absurd amount available that every Internet-connected
computer and appliance can stream full-motion, high-quality video and audio at the
same time.

Dial-Up Connections via POTS

The basic connection to the Internet remains the dial-up connection over standard phone lines
or POTS (plain old telephone service) lines using a modem. Modem connections are available
just about anywhere with a phone line-although if the wire from the telco's central office is
very long or noisy, you may get very low data rates.

The basic principles of dial-up connections have hardly changed since modems were
invented. But modem technology has gradually improved over the years as, in the face of
(apparently) ultimately inevitable ubiquitous broadband, telecomm engineers have struggled
to coax faster data rates out of existing copper lines. They've succeeded to some extent-
though dial-up analog data rates remain slower than every other connection option on the
block (bar the lessappealing forms of wireless), they're faster than they used to be. The basic
problem remains the same-the modems have to convert the digital data to analog data and
send it as sound instead of being able to transmit it digitally.

Modem improvements are a bit like the slow but steady improvements to bicycles while cars
become cheaper, faster, and (SUVs excepted) more efficient. Except, of course, that dial-up
connections aren't exercise or good, healthy fun; you can't freewheel downhill; and Dean
Kamen appears not yet to have developed a compelling interest in modems.

To get the most out of your dial-up connection, you need the fastest modem available and an
ISP that supports it. V.90 modems have been around for several years now, offering 56 Kbps
downstream (or rather 53.3 Kbps downstream, because of FCC limitations) and 33.6 Kbps
upstream. At this writing, the latest dial-up modem standard is V.92, which has the same
downstream rate as V.90 but increases the maximum upstream speed to 48 Kbps-a 43 percent
improvement that's well worth having if you upload or share files, teleconference, or send
video.

V.92 modems offer a couple of other features designed to make Internet connections faster
and easier:



e The Quick Connect feature remembers phone-line conditions from previous calls to
the same number in order to cut down the length of time required for the modem to
handshake with the ISP's telephone interface. Manufacturers claim that Quick Connect
can cut handshaking from about 20 seconds to around 10 seconds. Heavy Internet
users will consider this feature worth paying a few bucks extra for.

e The Modem-on-Hold feature lets the modem sustain an Internet connection while
taking an incoming call. The phone line needs call waiting, the ISP's equipment has to
work with Modem-on-Hold, and the ISP gets to decide how long the user can hold the
connection (if at all)-but if all these conditions are met, the user can put the Internet
connection on hold, take an incoming call of modest duration, and then resume their
Internet session. Most downloads will time out after a few minutes, of course, so those
who regularly perform large downloads over dial-up lines will still need a second line
for voice calls. But Modem-on-Hold should be a boon for teleconferencing and
audio/video calls-provided the other party or parties have the patience to hold.

Some V.92 modems include the V.44 data-compression standard, which improves on the
performance of the current V.42bis data-compression standard by an estimated 20 to 60
percent, depending on the type of data involved. If you're transferring compressible data,
compression can speed up transfers dramatically; but if the data is already compressed, there's
not much the modem can do to shift it faster than the basic speeds.

Because V.92 is new (at this writing), not all ISPs support it. Before you buy a V.92 modem,
make sure your ISP does support V.92.

If you have two or more phone lines available for your Internet connection, consider using
multilink. Again, you'll need to make sure your ISP supports it. XP supports multilink right
out of the box (as do Windows 2000 and Windows Me), so all you need is a modem for each
phone line you intend to use and a few seconds' worth of configuration. (See the section 'Set
Up a Multilink Modem Connection' for details on setting up multilink.) On older versions of
Windows, you may need to get a dual-line modem (or shotgun modem-remember the double-
barreled shotguns used before the shotgun changed from a country weapon to an urban
weapon?) in order to use multilink. This pushes the cost up considerably.

ISDN Connections

The next small notch up the speed scale, and a correspondingly small notch down the
availability scale, is Integrated Services Digital Network (ISDN). ISDN is widely available,
because exchanges in all but the most remote parts of the U.S. are wired for ISDN, and
because ISDN can be implemented over moderate distances from the telephone exchange-
significantly further than DSL, anyway.

As its name suggests, an Integrated Services Digital Network is a digital telephone line. There
are various implementations of ISDN, but the standard consumer version is called Basic Rate
Interface, usually abbreviated to BRI. BRI has two 64 Kbps bearer (B) channels and one 16
Kbps data (D) channel, so if you hear the techno-literate talking about 2B+D, rest assured
they're probably talking about BRI rather than double bondage and domination. BRI's big
brother is Primary Rate Interface (PRI), which in the U.S. and Canada is 23B+D, delivering
1.536 Mbps, or T1 speed. (Europe uses 30B+D, giving 1.920 Mbps, in the hope of getting the
euro to catch up with the dollar in value.)



ISDN connects to your computer (or network) using a digital device called a terminal adapter
(TA). Terminal adapters come in a wide variety of forms-from stand-alone routers to PC Card
cards, PCI cards, USB devices, and even serial port adapters. Because a conventional serial
port delivers less bandwidth than BRI, a serial connection isn't a good idea unless you're stuck
with using a single bearer channel. All the other connections are fine.

With BRI, you can either run one bearer channel at a time (which allows you to do other
things, such as make voice calls, on the other bearer channel) for a modest data rate of 64
Kbps or run both bearer channels to get 128 Kbps, a significant jump on dial-up. ISDN
implementations are usually symmetrical, so you get 64 Kbps upstream per channel you have
open-nearly twice as much as the 33.6 Kbps you get upstream on a V.90 dial-up connection,
but not such a big jump up from the 48 Kbps that you may be able to get with V.92. The data
channel lurks unobtrusively in the background, carrying the signals to set up, manage, and
tear down the calls, and you can't get it to do much else without phreaking.

Note ISDN has been around for a while, but it has never broken through in the residential
market in the U.S. (By contrast, ISDN has long been big in Germany, because it was
implemented there at a cost closer to that of POTS.) This is largely because it has been
much too expensive for anybody but businesses and telecommuting professionals to pay
for it. ISDN has been expensive for three reasons: First, because ISDN involved a truck
roll (yes, this is what they call it) to install digital equipment at customer premises, the
telcos charged for installation. Second, because charging for installation largely
restricted demand to businesses, the telcos then charged per minute per channel for
connectivity. Third, because the result could cost several hundred dollars a month for
twice the speed of a flat-rate dial-up connection, residential consumers largely shunned
ISDN, so the telcos didn't try to market it to them, thus sealing the vicious circle. Ah,
this age of enlightenment....

Like dial-up over POTS, most consumer ISDN configurations drop the connection after a
specified period of inactivity. (By contrast, DSL and cable modems are always on.) So the
next time you take an action that requires the connection, it needs to be reestablished. But
because ISDN handshaking is digital rather than analog, it takes only a second or two and is
far less annoying than an analog dial-up connection. (You also don't get the squeal of the
modems courting each other, which helps further the illusion of staying connected.)

If you're too far from the telco's central office to get DSL, and you can't get cable either, and
satellite doesn't suit you, ISDN is a strong contender. But exhaust the other options first,
because they offer far greater speed than ISDN.

Wireless Connections

Wireless connections offer a variety of speeds depending on the technology used: A wireless
connection via a modem connected to a mobile phone is almost always as wretchedly slow as
it is expensive; and 3G (the third-generation of wireless appliances), with its promise of
megabitplus bandwidth over the air, hasn't happened yet.

In the meantime, wireless connectivity is largely unsatisfactory, but halfway-decent solutions
are available in some-primarily metropolitan-areas. Unfortunately, one of the better wireless
solutions, Ricochet from Metricom, went into Chapter 11 in Summer 2001 and subsequently



closed down. But it's worth keeping an eye open to see what's available in your area,
especially if you need mobile connectivity to the Internet.

Satellite Connections

Satellite connections, such as DirecPC from Hughes Network Systems (www.direcpc.com),
offer broadband pretty much anywhere you can see the sky in the right direction for the
satellite. Data rates vary depending on how much you're prepared to pay, but typically they're
lower than or comparable to the slower DSL and cable connections. Satellite connections tend
to be more expensive than DSL and cable connections, which largely confines their appeal to
those out of reach of DSL or cable.

Broadly speaking, there are two kinds of satellite service:

o In the older-style satellite service, the satellite carries data downstream only. For
upstream data, you use your trusty old phone line and modem. You can see the
problems with this-your phone line is in use the whole time you're online, and your
uploads are limited to modem speeds (and if your location is remote enough for
satellite service to appeal, you're probably not getting V.92 speeds upstream). You'll
see this type of service described as one-way (which seems fair enough) or dial-return
(which is weasel wording). XP's Internet Connection Sharing doesn't work with this
type of service, so you won't be able to use it to share your Internet connection.

o In the new-style satellite service, the satellite carries data both upstream and
downstream. This type of service is usually described as two-way, has obvious
advantages over oneway service, and (you guessed it) costs much more.

When considering a satellite service, check the pricing, terms, and conditions very carefully.
These are the main things to watch out for:

e How much does the dish cost, and how much is installation? Shop around for special
offers if possible. You may be able to get the dish free if you can commit to a
minimum length of service.

e Can you get satellite TV on the same dish? Conversely, is your satellite TV dish
upgradeable to data?

e Does the satellite provider act as your ISP for a one-way service, or do you need a
separate ISP? Some satellite providers charge extra to act as your ISP, on the basis that
you're going to need another ISP anyway for the dial-up part of the connection.

e Does the plan give you unlimited hours, or do you have to pay extra for hours above
your allotted number? If the latter, how extortionate is the hourly cost?

o How constricting is the satellite provider's fair access policy (FAP)? Most FAPs allow
the service provider to restrict your bandwidth if you use your full ration continuously.
Most FAPs aren't intended to be punitive-the point is to prevent heavy users from
denying other users the service they've paid for-though they can feel that way if you're
a heavy user. But FAPs do mean that you shouldn't expect to get the full bandwidth
you're paying for all the time.

e How many e-mail accounts do you get? As you'll see later in this chapter, this is a
standard question for evaluating ISPs-but some satellite providers are so surprisingly
miserly about e-mail accounts for their 'family' packages that this question is doubly
important here.



e Will you need to use Internet Connection Sharing on your satellite connection? If so,
you'll need two-way service rather than one-way service, and you'll need to make sure
the type of connection the satellite box uses to connect to your computer is shareable.
In particular, some USB satellite connections can't be shared via ICS.

Tip If you choose a one-way service with limited hours, invest in a download-scheduling
utility so that you can work on your dial-up connection to stack up all the files you want
to download and then download them in a short but frenzied session via the satellite.

DSL Connections

Digital subscriber line (DSL) technology offers high-speed connectivity over standard copper
phone wires, which means if you have a phone line that's clean enough, you're not located too
far from the telco's central office, and the central office is DSL capable, you should be able to
get DSL without having to get an extra phone line installed.

Most implementations of DSL use a splitter device to divide the line into separate frequencies
for voice use and data use. This means you can use the phone at the same time as you're using
the DSL, without needing to close down a channel. At the central office, a digital subscriber
line access multiplexer (usually known by its catchy acronym, DSLAM, pronounced dee-
slam) connects the other end of the digital line to the telco's network.

The most widely deployed form of DSL at this writing is Asymmetric DSL (ADSL), which
delivers up to 6.1 Mbps downstream and 640 Kbps upstream. Most ADSL deployers charge
premium prices for this kind of speed; normal speeds for residential DSL offerings tend to be
in the range of 384 Kbps to 1.5 Mbps downstream and 128 Kbps upstream.

The main disadvantage to ADSL and other forms of DSL that use splitters, such as
RateAdaptive DSL (RADSL) and Symmetrical DSL (SDSL), is that it takes a truck roll to the
consumer end of the wire to install the splitter. This drives up the installation cost and greatly
increases the length of time required to roll out DSL.

To circumvent this problem, several splitterless versions of DSL have also been developed,
including Consumer DSL (CDSL) and DSL Lite (also known as G.Lite, Universal ADSL, and
splitterless ADSL). Both CDSL and DSL Lite are asymmetrical-they're much faster
downstream than upstream. CDSL is limited to 1 Mbps downstream, which falls in the
disappointing-butkinda-good-enough category, but DSL Lite can manage 1.5 Mbps to 6 Mbps
downstream, making it a serious contender. With splitterless DSL, in theory, the telco needs
only check that the customer's line is clean and short enough for the brand of splitterless DSL
they're deploying, sell them a 'DSL modem,' and wait for them to connect it to their computer,
the power supply, and their phone line. In practice, of course, if the customer can't get the
service working at their end, they squeal loudly and the truck rolls.

Note 'DSL modem' is in quotes because the device isn't really a modem, but people know
what modems are and (roughly) what DSL is, and the term is descriptive, so it has stuck.
'DSL adapter' would be more accurate. (A DSL adapter isn't a modem because it doesn't
modulate or demodulate the data it's transmitting.)

Unlike ISDN, most implementations of DSL are always on, so there shouldn't be any lag in
connecting to the Internet. Likewise, because the connection is always on and (usually) has a



fixed IP address, you can run a Web server. However, most residential DSL packages keep
upstream data rates slow specifically to dissuade you from running a server-and some of their
user agreements prohibit you from doing so.

Chances are that you won't have much of a choice of different types of DSL at reasonable
rates. That's fine-even CDSL is fast enough for most purposes, so take what's offered.

If you do have the choice of different types of DSL at rates you can afford, count yourself
lucky, but remember to factor upstream data rates into the comparison if you plan any
activities that involve sending large amounts of data upstream, such as sharing files,
teleconferencing, streaming audio or video, Webcasting, or running a Web server. If upstream
speeds aren't a major influence on your decision, decide on the cost, the downstream speed,
and the provider's reliability.

Cable Modem Connections

Cable modems are widely available in urban areas and provide high-speed Internet access.
Depending on your cable provider, a cable connection can offer up to 10 Mbps (the same
speed as regular Ethernet networks), 20 Mbps, or sometimes more.

If these speeds seem to promise Internet riches beyond the dreams of Croesus, take three deep
breaths and bear firmly in mind that each cable loop is typically shared among an apartment
building, a street, or a neighborhood, so you won't get anything like the full bandwidth unless
you're the only person using the wire. When evaluating cable against DSL or another high-
speed technology, try to find out what the capacity is of the cable loop you're on, how many
other households are currently on the loop, what the maximum number of households for the
loop is, and whether the cable company guarantees you a certain minimum bandwidth. In the
bad old days of cable connections late last century, some cable operators so overloaded their
loops with bandwidthhungry households that some users were getting data rates worse than
dial-up connections. When there are too many households on a loop to sustain decent data
rates, the cable company should either add bandwidth or divide the loop into two or more
smaller loops so that more bandwidth is available per household.

Because the computers on the loop share the wire and in many cases connect to the same
server, it's vital to make sure your security's tight enough. If you're using XP Home, this
means requiring passwords for all users, keeping the Guest account disabled, being very
careful which files you share on the network, and using Internet Connection Firewall. You
may also want to refrain from using the default workgroup name, MSHOME, because other
people on the wire may be using it, too.

In order to, uh, help you share upstream bandwidth more effectively and overcome the
temptation to run a server against the terms of your membership agreement, many cable
companies cap the amount of upstream bandwidth you can consume. This is called an upload
cap or upload speed cap. Most upload caps aren't overly onerous as long as you're not trying
to upload huge amounts of data, share files, or videoconference. But be aware of any upload
cap before signing up with a cable company.



Optical-Fiber Connections

Optical-fiber connections are the latest version of bandwidth nirvana for residential
customers. (Business customers can buy absurdly large data pipes for correspondingly absurd
sums of money.) Optical fiber delivers 100 Mbps, or the same data rate as Fast Ethernet
networks, but so far it's available only in new developments in seriously wired areas, such as
the more expensive parts of Silicon Valley. As with Fast Ethernet and cable, you'll almost
always be sharing the bandwidth rather than having it devoted to you, but unless you're trying
to download the Library of Congress, you probably won't feel the pinch. Again, you'll want to
keep your computer as secure as possible- well, you're doing so already, aren't you?

If you can get optical fiber at a reasonable price, go for it. You need hardly consider any of
the alternatives.

Choose an ISP

This section suggests criteria to apply to choosing an ISP-assuming you need to choose one. If
you've read through the previous sections and established that there's only one provider you're
interested in, you've probably chosen your ISP already.

If you have multiple technologies and ISPs contending for your business, use the criteria in
the following subsections to help you choose among them.

Note XP's New Connection Wizard links to the Microsoft Internet Referral Service to
automatically provide you with a list of ISPs you might want to use. This service can be
useful if you have no recommendations for ISPs and no appetite for investigating ISPs
on your own. But in general you'll do much better to choose an ISP as described in this
section.

Cost

Cost and connection speed are key deciding factors for most people. Sure, if you paid enough
money, you could have an OC-48 line direct to your residence with 2.5 Gbps of bandwidth,
but you probably have better uses for your money, such as eating, paying your rent or
mortgage, bribing your accountant to minimize your taxes, and so on.

So cost tends to be the first consideration: Whichever Internet connection option you choose,
it has to fall within the basic parameters of affordability. Exactly how much you're prepared to
pay-$30 or $300 a month-probably depends on your income and what sacrifices, if any, you're
prepared to make in order to be able to download and upload data faster. Most people will
figure an amount that won't bust their budget and then get the fastest connection available for
that amount.

Connection Speed

Other people will fix on a minimum connection speed and then figure out the least expensive
way to get it or a faster speed. For example, if you want to make audio and video calls (and
enjoy the experience), you might decide that dual-channel ISDN is the slowest connection
you'll tolerate.



When evaluating connection speeds offered by different services and ISPs, keep reliability
and the factors discussed in the following sections in mind. For most people, an unreliable fast
connection is more frustrating than a slower but dependable connection.

Limited or Unlimited Plan

Another key question is whether the plan you're on provides limited or unlimited access. This
question applies mainly to dial-up connections, ISDN connections, and satellite connections,
because most DSL, cable, and optical-fiber providers offer always-on plans as standard for
their broadband products.

Limited plans are almost invariably more affordable than unlimited plans, but some limited
plans offer such a miserly number of hours per month that only the lightest of users can avoid
exceeding the limit. If you choose a limited plan, check the cost of additional hours beyond
those included in the plan. In particular, make sure you know whether the ISP offers hours at
different rates-for example, some offer cheap evening and weekend rates, just like most
telcos.

E-mail Accounts and Newsgroups

Make sure that the ISP you're considering gives you as many e-mail accounts as you're likely
to need for yourself and anyone else who uses your PC or your connection, and that it
provides all the newsgroups you want.

Some ISPs are economical to the point of parsimony with e-mail accounts for no apparent
reason. (Sure, if you have more e-mail accounts, you can clutter up more of their precious
server space-but you'd think that every ISP would want to stay competitive with other ISPs in
their category.) Other ISPs provide a fixed number of accounts, usually from three to five.
Other ISPs let you choose a hostname and create as many accounts as you need on it.

Some ISPs filter out newsgroups they deem offensive. If this will bother you, choose an ISP
that provides a full feed of newsgroups. Alternatively, you can pay for a newsgroup feed from
another ISP.

Web-Based Access to E-mail

Does the ISP let you access its e-mail servers via the Web? For example, you might need to
access your e-mail from someone else's computer when you're traveling. You could configure
an e-mail client to pick up the mail, but it would probably be much easier to read it using a
Web browser if you could. As you can imagine, Web-based access to e-mail has security
implications in spades, so many ISPs don't provide it. But if it's important to you, find an ISP
that offers this service.

Multilink

For dial-up connections (analog or ISDN), make sure your ISP supports multilink if you have
any intention (or hope) of using it. Multilink bonds two or more modems or ISDN channels to
create a faster connection. To use multilink with analog modems, you need a separate phone
line for each modem.



Backup Connectivity for Failure and Travel

If you choose any type of Internet connection other than dial-up, make sure your ISP provides
backup connectivity for when its main service fails or for when you need to access it from
anywhere other than your usual location.

Backup connectivity almost invariably means dial-up. First, find out how many points of
presence (POPs) the ISP has. Second, make sure one or more of them is within your local
calling area. (It helps if you have a flat-rate plan for local calls.) Third, try to get an idea of
approximately how well the other POPs are distributed across the regions you're likely to
travel in-if you're on the road, you don't want to pay long-distance fees for accessing the
Internet. Some ISPs offer 800 numbers that you can access for a relatively modest fee (for
example, $6 to $10 per hour)- relatively modest, that is, if the alternative is paying hotel
charges for local calls or long-distance calls. (If you stay in hotels greedy enough to charge
guests hefty fees for calling 800 numbers, all bets are off.)

Set Up and Configure Your Internet Connection

This section discusses how to set up and configure your Internet connection. Windows XP's
New Connection Wizard does a good job of walking you through the process of setting up an
Internet connection, so this section concentrates on the key points rather than stumbling along
through all the details.

Connect Your Communications Device

If your modem, terminal adapter, router, or other communications device isn't already
installed in or connected to your computer, install or connect it.

If the device is internal (for example, a PCI modem or terminal adapter), or connects via USB
or a serial cable, XP should notice it the first time you boot after installing it and display the
Found New Hardware Wizard to shepherd you through the process of adding the device.

If the Found New Hardware Wizard fails you, run the Add Hardware Wizard by clicking the
Add Hardware link in the See Also list on the Printers and Other Hardware screen of Control
Panel.

Add a Modem

If the device you're adding is a serial modem, XP asks you to choose which COM port to set it
up for, but that's about as difficult as the installation gets. If you want to be able to switch the
modem from one COM port to another, configure the modem for all available ports.
Otherwise, configure only the port to which the modem is currently attached.

If this is the first modem you've added to your computer, XP displays the Location
Information dialog box for you to specify your country (or region), your local area code, and
any carrier code number or number to access an outside line that you need to dial. When you
dismiss the Location Information dialog box, XP displays the Phone and Modem Options
dialog box, in which you can create dialing rules, configure the modem, or choose advanced
options for telephony providers. You may not need to take any of these actions at this point,



but at least change the new location's name from My Location to something more specific and
descriptive before dismissing the Phone and Modem Options dialog box.

Choose Options in the Modem Configuration Dialog Box XP doesn't encourage you to
investigate the configuration options for your modems (because it sets default values), but it's
worth understanding the options available to you. To do so, display the Modem Configuration
dialog box by selecting the modem on the General page of the Properties dialog box for the
Internet connection and clicking the Configure button. Figure 2-1 shows the Modem
Configuration dialog box.
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Figure 2-1: The Modem Configuration dialog box provides access to the key configuration
options for the modem.

The Maximum Speed drop-down list lets you specify the maximum speed XP should allow
the modem to use. You'll find that this speed is set automatically when the modem is installed
and that it's usually quite ambitious-a serial-port modem usually gets a setting of 115,200 bps
and a USB modem is likely to get 460,800. The modems are very unlikely to reach these
speeds, even with compression, so normally you don't need to worry about adjusting this
setting.

The Modem Protocol drop-down list, if available, lists the protocols you can use. Usually, the
choices are Error Control Forced, Standard Error Correction, and Use Error Control.

The Hardware Features group box controls whether the modem uses hardware flow control,
modem error control, and modem compression. All these features are turned on by default for
most modems to improve performance, and you should turn them off only if you have good
reason to do so (for example, troubleshooting).

The Show Terminal Window check box controls whether the modem displays a terminal
window before connecting to the specified connection. You'd use this terminal window to
enter modem setup commands-but for most ISPs, you won't need to use this option.

More relevant is the Enable Modem Speaker check box, which lets you control whether the
modem speaker can be used.

Choose Options in the Modem Properties Dialog Box As you just saw, most of the modem
configuration options appear in the Modem Configuration dialog box-but there are a couple
that don't.



From the Network and Internet Connections screen of Control Panel, click the Phone and
Modem Options link in the See Also list to display the Phone and Modem Options dialog box.
On the Modems page, select the modem you want to configure and click the Properties button
to display the modem's Properties dialog box.

Apart from general information about the modem and whether it's working, the General page
of the modem's Properties dialog box, shown here, contains the Device Usage drop-down list,
which lets you disable the modem if you don't want to use it.
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The Modem page of the Modem Properties dialog box, shown next, lets you adjust the
speaker volume (in some cases, just on and off), set the maximum port speed for the modem
(the speed at which programs can transmit data to the modem), and specify whether the
modem should wait for a dial tone before dialing. If you're using an acoustic coupler to attach
your modem to a phone handset, or if you're traveling to a country with odd dial tones, it can
be useful to tell the modem not to wait for a dial tone.
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The Diagnostics page of the modem's Properties dialog box, shown next, lets you view the
modem's hardware ID and query the modem for supported commands.
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The Advanced page of the modem's Properties dialog box lets you specify extra initialization
commands for the modem and change your default preferences for the modem. Unless you're
deeply into modems, you probably won't want to bother with initialization commands-most
modem drivers do a good job these days for conventional purposes. But you may want to set
call preferences and data-connection preferences on the General page of the Modern Default
Preferences dialog box, shown here, for the modem. You can access this dialog box by
clicking the Change Default Preferences button on the Advanced page.
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For USB modems, the Advanced page of the Properties dialog box for a modem also contains
the Advanced Port Settings button, which displays the Advanced Settings dialog box, of
which the next illustration shows an example. This dialog box lets you specify parameters for
the first-in, first-out (FIFO) buffers in the 16550 universal asynchronous receiver transmitter
(UART) chipset. (You shouldn't need to mess with this setting.) You can also change the
COM port to which the modem is assigned.
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If the modem supports power management, the Properties dialog box for the modem includes
a Power Management page, which provides options for allowing the computer to turn the
modem off and for the modem to wake up the computer, as appropriate and as necessary.

Add a Terminal Adapter

How you add an ISDN terminal adapter depends on what type it is. Most ISDN terminal
adapters are internal (PCI or PC Card) or USB. You can also get serial terminal adapters, but
they're not a good idea unless you're running single-channel ISDN, because a serial port's data
rate is less than 128 Kbps and so can't deliver the full bandwidth.

Tip Another possibility is an ISDN router, which enables you to add ISDN connectivity to
your LAN without leaving the connected PC running all the time.

XP provides the ISDN Configuration dialog box, shown in Figure 2-2, for specifying the line
type and whether to use proprietary ISDN protocols (for example, for dialing into DigiBoard
servers).
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Figure 2-2: Specify your ISDN line type in the ISDN Configuration dialog box.



Add a Cable Router or DSL Router

Most cable routers and DSL routers sit between your cable or DSL connection and your
network. Some have built-in hubs or switches, so you can use them as the central point of
your network (or of a part of your network). Others need to plug into a hub or into the PC that
will manage the Internet connection.

Create the Internet Connection

How you create your Internet connection depends on which ISP you've chosen and what kind
of setup materials or setup information the ISP has supplied. If your ISP has provided you
with a setup CD, run the setup program from its automatically run interface, from Explorer, or
from the Run dialog box (Start | Run). Otherwise, use the New Connection Wizard.

Note In this book, I assume that you're using XP's regular Start menu, rather than the 'Classic'
Start menu, and that you're using Category view in Control Panel rather than Classic
view. If you've chosen to take either Classic route, you get to find the equivalent
procedures yourself.

Here's the procedure for creating a new connection by using the New Connection Wizard:

1. Start the New Connection Wizard by choosing Start | All Programs | Accessories |
Communications | New Connection Wizard. Alternatively, if you have Control Panel
open, navigate to the Network and Internet Connections screen and click the Set Up or
Change Your Internet Connection link in the Pick a Task list. XP displays the
Connections page of the Internet Properties dialog box. Click the Setup button. XP
starts the New Connection Wizard.

Tip If you have your Internet connection set up on another computer, you can use the
Files and Settings Transfer Wizard to transfer the details of the Internet
connection to this computer.

2. On the Network Connection Type page, select the Connect to the Internet option

button.

On the Getting Ready page, select the Set Up My Connection Manually option button.

4. On the Internet Connection page, select the Connect Using a Dial-up Modem option
button, the Connect Using a Broadband Connection That Requires a User Name and
Password option button, or the Connect Using a Broadband Connection That Is
Always On option button, as appropriate. If you choose the always-on option, the
Wizard finishes, telling you that your connection should already be connected.

(O8]

Note For a dial-up connection, if you have multiple modems, the New Connection
Wizard displays the Select a Device page so that you can specify which modem
or modems to use for the connection.

5. On the Connection page of the New Connection Wizard, the name you assign your
Internet connection need have no connection with the ISP's name. This name is for
your convenience. So you can call the connection 'Shared Internet Connection' or
anything that suits you.



6. The Internet Account Information page of the New Connection Wizard, shown next,
contains three key options, each of which you can change easily later on:

o Use This Account Name and Password when Anyone Connects to the
Internet from This Computer Controls whether XP uses the account name
and password you supply for every user of this computer or just for you.
Make This the Default Internet Connection Self-explanatory.

Turn on Internet Connection Firewall for This Connection Controls
whether XP enables Internet Connection Firewall (ICF) for the connection. As
you'll see in a couple of pages' time, you can enable ICF manually, but XP
enables it by default- which is a good idea in most cases.
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7. The Completing the New Connection Wizard page offers to add a shortcut for the
connection to your Desktop. Unless you have such acres of free space on your
Desktop that you can afford to leave parts of it visible for quick access to icons, you'll
probably do better to access the connection through the Start | Connect To submenu.

Configure Your Internet Connection

Your Internet connection should now be set up and ready for use. But before you use it, check
its configuration.

Choose Start | Connect To | All Connections to display the Network Connections window.
Then right-click the Internet connection and choose Properties from the context menu.
(Alternatively, select the Internet connection and click the Change Settings of This
Connection option in the Network Tasks list.) Windows displays the Properties dialog box for
the connection with the General page foremost.

Set General Options for Your Internet Connection

If your ISP has supplied you with a variety of different numbers for analog or ISDN dial-up,
you'll have entered the first number via the New Connection Wizard. This number appears in
the Phone Number group box on the General page of the Properties dialog box for the
connection. To add further numbers, click the Alternates button and enter the alternate in the
Alternate Phone Numbers dialog box (see Figure 2-3). This dialog box is easy to use, as are
the Add Alternate Phone Number dialog box, invoked by clicking the Add button, and the
Edit Alternate Phone Number dialog box, invoked by clicking the Edit button. For each phone



number, you can add a comment (for example, Second Berkeley number. Never works.) and
choose whether to use dialing rules.
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Figure 2-3: If your ISP has multiple phone numbers you can use, enter them in the Alternate
Phone Numbers dialog box.

XP selects the If Number Fails, Try Next Number check box by default. In most cases, you'll
probably want to leave this check box selected. If appropriate, select the Move Successful
Number to Top of List check box as well.

Apart from the alternate-number options, the key choices on the General page of the
Properties dialog box for an Internet connection are the Use Dialing Rules check box and the
Show Icon in Notification Area when Connected check box.

Whether to use dialing rules depends on your situation-dialing rules can be helpful, or they
can be a sharp pain in the neck.

For most Internet connections, it's helpful to display the connection icon in the notification
area. The icon gives you quick access to the connection's status, and the screens on the icon's
mini-monitors give you a quick visual readout of how much activity is happening on the
connection.

Set Dialing Options for Your Internet Connection

The Options page of the Properties dialog box for an Internet connection, as shown in Figure
2-4, contains a slew of options for controlling how XP dials and redials the connection. For
these options, XP uses default values that you may well want to change.
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Figure 2-4: Choose dialing and redialing options on the Options page of the Properties dialog
box for the Internet connection.

The Display Progress While Connecting check box controls whether XP displays the
informational message boxes while establishing the connection, authenticating your user
name and password, and registering the computer on the network. This information is useful
for tracking and troubleshooting connections, but it can be an annoyance if your computer
needs to frequently redial to reestablish the connection.

The Prompt for Name and Password, Certificate, Etc. check box controls whether XP prompts
you for your user name and password in the Connect dialog box for the connection. If you've
saved the user name and password for the connection, it's a good idea to clear this check box
to remove any temptation to change them.

The Include Windows Logon Domain check box controls whether the Connect dialog box for
the connection includes a Domain text box. You can only use this option if you use the
Prompt for Name and Password, Certificate, Etc. option.

The Prompt for Phone Number check box controls whether the Connect dialog box for the
connection includes the Dial combo box. Unless users will need to enter or select a different
phone number for the connection, you may as well clear this check box.

Note If you turn off the Prompt for Name and Password, Certificate, Etc. option and the
Prompt for Phone Number option, XP doesn't display the Connect dialog box at all-
instead, it dials the connection when you double-click the connection's icon.

The options in the Redialing Options group box let you specify the number of automatic
redial attempts, the time between them, whether XP should redial automatically if the line is
dropped, and how long to let the line languish idle before hanging it up. These settings are
easy to understand. If you're paying by the minute for your Internet connection, you may well
want to reduce the Idle Time before Hanging Up setting.

The Multiple Devices group box lets you specify the dialing pattern for multiple modems or
ISDN channels. We'll examine these in the section 'Set Up a Multilink Modem or ISDN
Connection,' coming up shortly.




Set Security Options for Your Internet Connection

By default, XP implements a 'typical' security configuration for dial-up connections. This
configuration works for most connections, but you may want to improve on it. To do so, you
use the options on the Security page of the Properties dialog box for the connection (see

Figure 2-5).
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Figure 2-5: Use the Security page of the Properties dialog box for a connection to configure
security options.

If you choose the Typical option button in the Security Options group box, you can choose
Allow Unsecured Password (the default setting), Require Secured Password, or Use Smart
Card in the Validate My Identity As Follows drop-down list for an Internet connection. Some
ISPs allow you to use a secured password, but others require an unsecured password. As of
this writing, very few ISPs use smart cards for consumer Internet connections.

Tip If your ISP supports using a secured password, use the Require Secured Password option.
Allow an unsecured password only if you must.

If you choose Require Secured Password, XP makes available the Automatically Use My
Windows Logon Name and Password (and Domain If Any) check box but leaves it cleared.
This option is more often used in corporate networks than by ISPs.

If you choose Require Secured Password or Use Smart Card, XP makes available the Require
Data Encryption (Disconnect If None) check box. You can select this check box to ensure that
XP uses encryption for your communications to your ISP. If you leave this check box cleared,
as it is by default, XP tries to use encryption but makes the connection even if it can't use
encryption. If you select this check box, XP drops the connection if it can't use encryption.

If you eschew the Typical option button and go for the Advanced option button, you can
choose security settings in the Advanced Security Settings dialog box (see Figure 2-6). This
dialog box gives you more variations and specifics on the same theme as the Typical settings
we just examined.
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Figure 2-6: You can choose custom security settings in the Advanced Security Settings dialog
box.

The Data Encryption drop-down list lets you choose whether to refuse encryption, use
optional encryption (connect even if your ISP doesn't support encryption), require encryption,
or require maximum-strength encryption.

The options in the Logon Security group box let you choose between using the Extensible
Authentication Protocol (EAP) and your selection of logon protocols. EAP is used mostly for
smart cards (or other certificates) and for systems using MD5-Challenge authentication.
You're unlikely to be using these outside a corporate setting, so you'll probably need to select
the Allow These Protocols option button instead and use the list of check boxes to specify the
protocols you want to use. At the risk of stating the obvious, Unencrypted Password (PAP) is
the least secure option: The Password Authentication Protocol (PAP, an unfortunately
appropriate acronym) uses plain-text passwords, so it should be a last resort. Consult your ISP
as to which of the other protocols to use for secure logon, but note that you'll seldom want to
use your Windows logon name and password (the lowermost check box in the dialog box).

Set Networking Options for Your Internet Connection

Unless either the Network Setup Wizard has a brainstorm or you have an unorthodox ISP
connection (for example, SLIP), you shouldn't need to change the options on the Networking
page of the Properties dialog box for a connection (see Figure 2-7). These are the options:

e The Type of Dial-up Server I Am Calling drop-down list offers PPP and SLIP; almost
invariably, you'll want PPP.

e The This Connection Uses the Following Items list box lists the network protocols and
services available for the connection, with check boxes indicating those in use. By
default, the Internet Protocol (TCP/IP) protocol and the QoS Packet Scheduler are
used. It's a really bad idea to enable the File and Printer Sharing for Microsoft
Networks service for an Internet connection, because it exposes your shared files and
printers to the whole wired world. And you're unlikely to need the Client for Microsoft
Networks client for Internet connections. (If you have further protocols and services
installed, you'll see them listed here as well.)
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Figure 2-7: In most cases, the Network Setup Wizard chooses appropriate options on the
Networking page of the Properties dialog box for a connection.

Choose Advanced Options for Your Internet Connection

e The Advanced page of the Properties dialog box for a connection, shown in Figure 2-
8, contains controls for Internet Connection Firewall and Internet Connection Sharing.
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Figure 2-8: The Advanced page of the Properties dialog box for a connection lets you
turn on and off Internet Connection Firewall and Internet Connection Sharing.

e The Protect My Computer and Network by Limiting or Preventing Access to This
Computer from the Internet check box turns Internet Connection Firewall on and off.

e The Allow Other Network Users to Connect Through This Computer's Internet
Connection check box turns Internet Connection Sharing on and off.

o The Establish a Dial-up Connection Whenever a Computer on My Network Attempts
to Access the Internet check box controls whether Internet requests from other
computers start the Internet connection. This check box is selected by default, but you

may want to clear it to give yourself tighter control over the connection (for example,
for cost reasons).



e The Allow Other Network Users to Control or Disable the Shared Internet Connection
check box controls whether users at other computers can connect or disconnect the
connection manually. For example, if you have an analog dial-up connection, someone
else may want to disconnect the Internet connection so that they can make or receive a
voice call. Like the previous check box, this check box is selected by default, but you
may want to clear it to prevent other users from disconnecting the connection when
you're using it.

Set Up a Multilink Modem or ISDN Connection

If DSL, cable, or optical fiber isn't available where you live, multilink modems or ISDN
channels can make a worthwhile difference to your connection speed. With multilink ISDN,
you get the aggregate bandwidth you'd expect. For example, two 64 Kbps channels will give
you 128 Kbps. With multilink analog modems, you get a bit less than the aggregate because
there's some overhead, but you get a significant increase in speed.

As mentioned earlier, you need a phone line (or ISDN channel) for each device you're using
(or an ISDN terminal adapter handling two ISDN channels), and your ISP has to support
multilink.

Set Up a Multilink Modem Connection

To set up a multilink modem connection, install and configure each modem involved as usual.
Use HyperTerminal or Phone Dialer to make sure each modem and phone line is working.
Then open the Properties dialog box for the connection and take the following steps:

1. On the General page, shown here, select the check box in the Connect Using list box
for each modem you want to use for the connection. (In most cases, this means using
both your modems.)
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2. If all the modems will call the same phone number to establish the multilinked
connection, leave the All Devices Call the Same Numbers check box selected, as it is
by default, and leave the existing phone number and dialing information as it is in the
Phone Number group box. If the modems will dial different numbers, clear the All



Devices Call the Same Numbers check box, select each modem in turn, and specify
the phone number and dialing information for the modem.

On the Options page of the Properties dialog box for the connection, shown next, use
the Multiple Devices drop-down list to specify how to dial the modems. The default
setting is Dial All Devices, which automatically dials all the modems each time you
establish the connection. The Dial Devices Only As Needed setting dials the modems
according to the conditions you specify (see the next step). The Dial Only First
Available Device setting lets you establish a single-line connection using whichever
line is available;it's primarily useful when you're sharing phone lines with other people
(or with your voice calls).
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. If you selected the Dial Devices Only As Needed setting in the Multiple Devices drop-
down list, configure automatic dialing and hanging up as described in the section after
next.

Click the OK button to close the Automatic Dialing and Hanging Up dialog box and
then click the OK button to close the Properties dialog box for the connection.

Set Up a Multilink ISDN Connection

To set up a multilink ISDN connection on a BRI, you normally need only configure the
connection to use both ISDN channels (by selecting both check boxes in the Connect Using
list box on the General page of the Properties dialog box for the connection). In most ISDN
configurations, both channels call the same number.

Configure Automatic Dialing and Hanging Up

If you chose the Dial Devices Only As Needed setting for your modems or ISDN channels,
click the Configure button to display the Automatic Dialing and Hanging Up dialog box,
shown next. Use its controls to specify the conditions under which XP should automatically
dial an extra line and hang up an extra line.
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XP's default settings are reasonable for normal use with a modem. Depending on what kinds
of operations you typically perform online (for example, frequent downloads or
videoconferencing), you may want to adjust the activity thresholds (using the Activity at
Least drop-down list and the Activity No More Than drop-down list) to ensure that XP dials
and hangs up the extra line or lines at the appropriate times.

Because ISDN can add a second channel almost instantaneously, you may want to sharpen
XP's reflexes a bit by reducing the Duration at Least setting in the Automatic Dialing group
box. By setting a Duration at Least value of, say, 10 seconds or 30 seconds, you can make the
second channel kick in quickly when you're downloading a file of any size while avoiding
having the channel added for downloading a typical Web page.

For most people, the key question here is, why aren't you using the extra line or lines all the
time? For example, if you have an ISDN BRI, you might want to run only one channel most
of the time because you're being charged per minute per channel. (If you've got an all-you-
can-eat ISDN connection, you might as well run both channels the whole time.) If you're
using a second (or subsequent) analog phone line, is your reason for not using it the whole
time that you need to keep it open most of the time for voice calls? If so, you may prefer to
dial the extra line manually when it's safe to do so.

Tip Dial-up connections are stored in the Rasphone.pbk file in the %systemroot%\Documents
and Settings\All Users\Application Data\Microsoft\Network\Connections\Pbk folder. You
can back up this file for safety or copy it to another computer to install the dial-up
connections on that computer. You'll need to restart the computer before the connections
show up in Network Connections.

Share Your Internet Connection with Internet Connection Sharing

As its name suggests, XP's Internet Connection Sharing (ICS) feature lets you share an
Internet connection on your computer with other computers on your local network. The
computer sharing ICS is called the /CS host, those using the shared connection are called /CS
clients.

To turn ICS on, select the Allow Other Network Users to Connect Through This Computer's
Internet Connection check box on the Advanced page of the Properties dialog box for the
connection.



Advantages and Disadvantages of ICS

Like almost any feature, ICS has advantages and disadvantages; but for most people in home,
home-office, or small-office situations, ICS's advantages greatly outweigh its disadvantages.

These are the advantages: First, ICS is good for saving money. Instead of needing an Internet
connection and connection device (modem, terminal adapter, cable modem, or whatever) for
each computer that needs Internet access, you need only one connection and one device.
Second, ICS is good for security, in that it reduces the number of points at which your
computers can be attacked. Third, all Internet traffic sent by ICS clients appears to originate
from the ICS host. (This can also be a disadvantage, as you'll see in a moment.)

These are the disadvantages: First, ICS is much less compelling if your Internet connection is
slow-for example, if it's an analog modem connection. Analog modem connections tend to be
painfully slow with one active user using them. If you try to put a whole house or small office
full of active users through an analog modem connection, none of them is likely to enjoy the
experience. Each Web page will take about as long to load as acrylic paint takes to dry, and
downloading large files will feel like wandering the banks of Cocytus for a century. E-mail
may be tolerable as long as it doesn't have attachments.

Note ICS essentially divides the available bandwidth equally among active users. (The
process is much more complicated than that, but roughly equal division is the most
useful way of thinking of the result.)

Second, ICS also creates a single point of failure-if you lose your shared Internet connection,
none of the computers can access the Internet. But it's easy to set up another computer or
another connection to run ICS. For example, say you normally connect to the Internet via a
shared cable modem on your study computer, but you also have an analog modem connection
on your kitchen computer for emergencies. If the cable connection goes down, you can easily
turn off ICS for the cable modem and turn it on for the analog modem so that your study
computer can connect through the kitchen computer instead.

Third, some programs don't work fully through ICS. For example, NetMeeting (which we'll
examine in detail later in the book) can't send video if it's connecting to the other computer
via ICS. Other programs don't work at all through ICS. For example, mIRC uses a complex
protocol in which requests go out on one port but replies come back to several ports. ICS can't
handle replies coming back on different ports from that used for the request, so it drops the
packets. The result: mIRC doesn't work via ICS.

Fourth, ICS doesn't work with one-way connections such as dial-return satellite service.

Fifth, you need to keep the computer providing the ICS connection running all the time that
other computers on the network may need to connect. If this is a problem, consider getting a
hardware device (such as a cable-sharing router, DSL router, ISDN router, or residential
gateway) for sharing your Internet connection rather than ICS. The hardware device needs to
be powered on all the time that other computers need to connect, of course, but it'll use far
less power than a PC. It's also likely to be more stable and to offer better security features.



Sixth, ICS is intended (and designed) to handle only a relatively small number of clients-say
half-a-dozen or so. ICS can handle more clients than this-I've had up to a dozen clients
connected at once-but performance tends to degrade.

Seventh, and as mentioned before, all Internet traffic sent by ICS clients appears to originate
from the ICS host. This means your ISP can't tell that multiple computers are using the
Internet connection, so you can pay for a single-user Internet connection and use ICS to
connect multiple computers through it. (That said, most ISPs are fully aware of ICS and other
NAT software and hardware and charge accordingly for high-speed connections.) It also
means that any embarrassing or illegal actions taken by any of the ICS clients gets blamed on
the ICS host's ISP account. For example, if a client downloads illegal files via a file-sharing
program, it appears from the ISP's records that the action was taken by the ICS host.
Similarly, if another ICS client essays a quick denial-of-service attack on a military site, the
jackboots of justice come down on the ICS host rather than the ICS client.

What ICS Is and How It Works

Let's take a page or two to get to grips with what ICS is and what it does, because
understanding the basics of ICS helps you to troubleshoot it when things don't work smoothly.

ICS uses an internal or private ICS connection and an external or public ICS connection. As
you'd guess, the internal connection is the interface between ICS and the computers on your
internal network, and the external connection is the interface between your computer and the
external network (typically, but not necessarily, the Internet). The internal ICS connection
always has the IP address 192.168.0.1. (192.168.n.n is a nonroutable TCP/IP subnet.) The
external ICS connection has an IP address assigned by the ISP.

ICS combines a Domain Name System (DNS) proxy, or DNS forwarder, and a Dynamic Host
Configuration Protocol (DHCP) allocator (a simplified DNS server) with Network Address
Translation (NAT).

The DHCP server automatically supplies IP addresses to ICS clients on request, making sure
there are no conflicts. The DNS forwarder resolves IP addresses for local computers and
forwards nonlocal traffic out through the external ICS connection.

ICS uses NAT to broker the Internet requests and replies it receives. When an ICS client on
the internal network sends a TCP/IP packet with an address that isn't local to the 192.168.0.n
subnet, XP sends the packet to the internal ICS connection on the ICS host. The ICS host
examines the packet, replaces the local source IP address (that of the ICS client) with the
external ICS IP address, replaces the source port on the ICS client with a source port of its
own, and sends the packet out to the ISP via its external ICS connection. To the ISP, the
packets appear to come from the ICS host (which they do).

ICS associates the ICS client information for each outgoing request with the new source port
and stores them in a port mapping table to track what's going on. So, when a reply comes back
to the specified port on the external ICS connection, ICS examines the packets, matches them
to the outgoing request, and routes the packets via the internal ICS connection to the ICS
client that made the request. NAT is a bit like the mailroom in an office building, providing an
external interface for the mail and other delivery services and an internal interface for the



people working within the building-with the difference that because the packets being routed
are virtual rather than physical, the delay involved is minimal.

In the scenario described in the previous paragraph, each incoming packet of information
needs to match a specific outgoing request. Any packets that don't match get discarded, which
helps protect your network. So, if you want to be able to receive incoming packets for
particular services, you need to notify ICS where the packets will be coming in and what to do
with them. As you'll see a bit later in this chapter, ICS comes configured with a range of
Internet services you can turn on at will, but you may also want to configure other incoming
services in order to receive particular requests.

ICS uses NAT, and NAT itself can use Universal Plug and Play (UPnP-one of the uglier
abbreviations of recent years) if you have UPnP installed on your computer. Despite its
abbreviation, UPnP doesn't have much to do with hardware Plug and Play (PnP): Microsoft
describes UPnP as 'an architecture in Microsoft Windows Millennium Edition, and Microsoft
Windows XP, that supports peer-to-peer Plug and Play functionality for network devices.'
Briefly, UPnP lets devices advertise their services on a network to other networked devices
and UPnP control points (software that handles UPnP calls) via the Simple Service Discovery
Protocol (SSDP). Control points can then send action requests to the device to use a service.

UPnP lets ICS make its presence known on the network and provides a way of dynamically
opening and closing ports on NAT so that ICS clients can make connections. In ICS, NAT
uses UPnP to send out packets saying, in binary, 'Hey, I've got a shared Internet connection
here. Anyone interested?' An XP client that doesn't have the advertised service then displays a
screen pop-up to let the user know about it.

Note UPnP isn't installed by default in XP or Windows Me, but you can install it manually by
using the Windows Component Wizard (Start | Control Panel | Add or Remove
Programs | Add/Remove Windows Components). Double-click the Networking Services
item to display the Network Services dialog box, in which you'll find the check box for
Universal Plug and Play. Earlier versions of Windows, such as Windows 2000 and
Windows 98, don't understand UPnP and can't benefit from the UPnP packets.

UPnP can also implement a complex protocol stack to notify ICS that replies to outgoing
packets will use different ports. By including a complex protocol stack, manufacturers can
make applications work with ICS that wouldn't otherwise have worked. For example, for
games created before UPnP was released and that require an IP address, manufacturers may
need to produce UPnP headers (also called UPnP extensions) before ICS clients can
participate successfully in the games.

Caution If you choose to use a hardware router instead of ICS, make sure it supports UPnP
out of the box or is upgradeable to support ICS (for example, via a flash upgrade).
Otherwise, you won't be able to use UPnP features through the hardware router.

Because the ICS host always has the same IP address (192.168.0.1, as mentioned earlier), [CS
can be enabled on only one computer on any network. That means you can share only one
connection on your home or office network via ICS. (You can have as many unshared Internet
connections as you want on the ICS clients-you just can't share them via ICS. However, you
may be able to share them using other sharing technologies, either hardware or software.)



If you set up a second ICS host on the same network as an existing and active ICS host, you'll
get a series of error messages alerting you to the problem. The first error message appears
when the second ICS host is booted or connected to the network, and it notifies you of the IP
address conflict for the address 192.168.0.1. If you allow the second host to finish booting,
you get a message that ICS has been disabled on it. At the same time, the existing ICS host
will be displaying error messages about the address conflict.

For ICS to work consistently, the ICS Internet connection and passwords must be available in
every user profile that will run the ICS host computer. Otherwise, you can end up with a user
running the ICS host computer who doesn't have permission to dial the ICS connection, thus
preventing ICS from functioning.

Alternatives to ICS

Given the centrality of the Internet to using a PC these days, and the gradual but (with any
luck) inexorable spread of broadband Internet connections through urban areas, ICS is a
compelling feature for most home users and many small businesses. But if ICS doesn't suit
you, you should have no problem finding NAT hardware or software that will perform a
similar function.

In most cases, once you've decided against ICS, you'll be better off with a hardware NAT
solution than another software NAT solution. Look for an independent hardware device, such
as a cable router, DSL or ISDN router, or residential gateway.

The disadvantage to using another form of NAT is that unless the device or software can
handle UPnP, any program that requires UPnP won't work across it. For example, XP's
Remote Assistance feature requires UPnP, so you can't use it across a NAT device that isn't
UPnP compliant.

Secure Your Internet Connection with ICF

Whether you share your Internet connection with other computers on an internal network or
keep it strictly to yourself, you need to secure it in order to keep your data safe. The best way
to do so is to use a hardware or software firewall-a hardware device or software program that
examines all incoming TCP/IP packets (and in some cases outgoing traffic) and allows to pass
only those packets that either match predefined rules (for example, those packets that are
requests to a Web server) or are replies to outgoing packets. (More on this in a moment.)

Internet Connection Firewall (ICF) is a software firewall that comes built into XP and
integrated with the Network Setup Wizard, making it easy to set up. In fact, the Network
Setup Wizard implements ICF by default on each Internet connection you set up; so unless
you chose to turn ICF off, your Internet connection probably uses it. And just as well-if you
don't use ICF, all ports on XP are open and vulnerable to threat.

Tip You can use ICF on any network connection-not just on Internet connections.

Before we get into configuring ICF, it'll help for you to have a basic understanding of how
firewalls work, what they can do, and what they can't.



A basic firewall is stateless-it retains no memory of the connections that have taken place, and
therefore treats each connection through it as a new connection. A stateless firewall compares
each packet it receives to its rules. This incoming packet on TCP port 80 is destined for the
Web server that's listening there: Pass, friend. This other incoming packet on UDP port 139 is
sniffing for unprotected file and printer sharing: Halt, dirtbag.

A stateless firewall takes a very Zen view of life (or at least work)-it works strictly in the here
and now, without considering the past. Stateless firewalls work well provided you can reduce
your Identification Friend-or-Foe (IFF) criteria to a simple set of rules. But for a dynamic
environment with constantly changing demands, such as that you'll get on a Windows-based
network connecting to the Internet through ICS, a stateless firewall falls short-it doesn't have
the flexibility to allow all the traffic necessary for some tools, and so prevents them from
working.

Enter the stateful firewall-a firewall that retains a memory of connections that have passed
through it. A stateful firewall stores this information in dynamic connection tables and uses it
to decide which incoming packets should be allowed and which should be blocked. For
example, when an ICS client is browsing the Web, it sends requests for Web pages. Back
come the packets. The stateful firewall examines its connection tables, establishes from the
port to which the packets have come that they match up with an outgoing request, and allows
them to pass.

Okay, you've guessed it already: ICF is a stateful firewall. As such, it prevents people outside
your firewalled computer from scanning ports and resources, such as file shares and printer
shares, while providing enough flexibility to allow most applications to work. As you'll see in
a page or two's time, you can configure ICF to pass specified services to designated
computers inside the firewall. For example, if you want to run an FTP server on one of the
ICS clients, you can do so.

ICF is a powerful and very positive feature-but like most such features, it also has a downside:
It prevents some other programs from operating as they're designed to. We'll examine such
problems in the section "Troubleshooting Your Internet Connection, ICS, and ICF,' later in
this chapter.

Note ICF filters IPv4 (Internet Protocol version 4) traffic only. It doesn't filter IPv6 (Internet
Protocol version 6) traffic or traffic using other protocols.

If you decide you don't like ICF, there are plenty of alternatives. Two popular software
firewalls are ZoneAlarm (www.zonealarm.com) and BlackICE Defender
(www.networkice.com). Many hardware firewalls are also available.

Enable ICF

If you set up a direct Internet connection when installing XP on this computer, ICF should
already be enabled. Likewise, if you let the New Connection Wizard use its default settings
when you created your Internet connection, ICF should be enabled. (To check that it is, see
the second bulleted paragraph.) If not, you can enable ICF either automatically or manually:

e To enable ICF automatically, run the Network Setup Wizard by choosing Start | All
Programs | Accessories | Communications | Network Setup Wizard. (Alternatively,



click the Setup or Change Your Home or Small Office Network item in the Pick a
Task list on the Network and Internet Connections page in Control Panel.) Choose
options relevant to your network configuration. The Network Setup Wizard enables
ICF when you tell the wizard that the computer is directly connected to the Internet.

e To enable ICF manually, select the Protect My Computer and Network by Limiting or
Preventing Access to This Computer from the Internet check box on the Advanced
page of the Properties dialog box for the connection.

As you'd imagine, you can turn off ICF by repeating the second process and clearing the
Protect My Computer and Network by Limiting or Preventing Access to This Computer from
the Internet check box. When you do so, XP displays a dialog box warning you that turning
off ICF could expose your computer to unauthorized access and makes sure you want to
continue.

Note The Network Setup Wizard stores log information in the file %ssystemroot%\Nsw.log.
The easiest way to view this information is to choose Start | Run, enter nsw.log in the
Run dialog box, and click the OK button.

What ICF Does and Doesn't Block

To protect your computer from intrusions across the Internet, ICF blocks all ports for ICS
clients to unsolicited incoming traffic. To receive unsolicited incoming traffic, you need to
open ports manually, as described in the section after next.

The ICS host necessarily has a lot more freedom than the ICS clients. On the ICS host, TCP
port 135 and UDP port 139 are blocked in order to block server message block (SMB)
requests (file and printer sharing requests) on the external ICS adapter. Were these ports not
blocked, remote computers would be able to access the shares and printers on the internal
network. (In exceptional circumstances, you may want to unblock these ports by using the
technique described in the next section so that you can share your printers and shares on the
Internet.)

Apart from ports 135 and 139, ports 1 to 1024 on the ICS host aren't blocked, so packets can
be sent and received without being translated by ICS. For example, if on your ICS host you're
running a Web server that's listening on port 80, it can receive packets directly via port 80
without translation. Ports above 1024 on the ICS host require translation like all ports on the
ICS clients.

The result of all this blocking is that the ICS host, while moderately well protected from SMB
requests, can communicate directly with much regular Internet traffic, whereas the ICS clients
cannot. This causes problems when you want to use a program that needs to use some of the
ports in order to work. Unless you open ports in ICF, you won't be able to use these programs
on one of the ICS client computers. (Provided the port is between 1 and 1024 and isn't TCP
port 135 or UDP port 139, the programs should work fine on the ICS host.)

Poke Holes in Your Firewall

ICF is now set up; your ICS clients are protected from unsolicited Internet traffic, and you
know what's blocked and what's not. So things are all well in your connected world.



Well, not quite. In many cases, no sooner do you get your firewall set up than you need to
start poking holes in it, for a couple of reasons. First, you may want to use XP's preconfigured
services to provide Internet services from an ICS client. For example, if you're running a Web
server on an ICS client and want people to be able to access it, you need to tell ICS and ICF
where the server is located and how to get the relevant packets to it. Second, you may need to
open ports manually on ICF in order to use some programs at all or to use certain features of
other programs. The following list gives some examples:

o NetMeeting requires several ports to be opened manually in order for its audio and
video features to work. See Chapter 5 for details of the ports that NetMeeting uses.

e Windows Messenger requires certain ports to be opened manually in order for you to
receive files and incoming file transfers. See Chapter 5 for a list of the ports that
Messenger uses.

e Napster (R.I.P.) required TCP port 6699 and UDP port 6699 to be opened.

e AOL Instant Messenger requires TCP ports 443 and 463 to be opened.

The following sections discuss how to allow incoming services via ICS and ICF and how to
open ports manually for other programs.

Allow Incoming Services via ICS and ICF

ICF and ICS use the same interface for configuring the services that you're allowing Internet
users to use from outside your network. That this tool is shared isn't immediately apparent
from the user interface, which makes it look as though you're configuring ICS rather than ICS
and ICF at the same time.

By default, incoming services are directed to the computer that has the Internet connection-
much as you'd imagine. But if you're running ICS, you can redirect Internet services to
particular computers on the internal network. For example, you could specify that Messenger
file transfers be redirected to computer A on the internal network while NetMeeting telephony
requests be redirected to computer B.

Obviously enough, you need to be running ICS (or a similar Internet-sharing program) for
computers on the internal network to be able to receive redirected services. If you're not
running ICS, only the computer directly connected to the Internet can receive Internet
services.

Caution Redirecting services to a particular port without ICS running (to redirect the services
to the intended computer on the internal network) can represent a security risk,
because ICF passes packets through to the specified port even if the specified service
isn't running.

Follow these steps to configure incoming services via ICS:

1. Display the Properties dialog box for the Internet connection. For example, choose
Start | Connect To, right-click the Internet connection's item in the Connect To
submenu, and choose Properties from the context menu for the item.

2. Click the Advanced tab. XP displays the Advanced page.



3. Click the Settings button. XP displays the Advanced Settings dialog box, whose
Services page, shown here, provides a list of preconfigured services and lets you
define further services as necessary.
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4. To start a service, select its check box in the Services list box. The first time you start
any given service, XP displays the Service Settings dialog box (shown next) for you to
identify the computer running the service and check the ports used. Change the
computer identified in the Name or IP Address text box if necessary.

service Settings

Dezcription of service;

Hame or IP addres= [for example 192.168.0.12] of the
computer hosting this service on vour network;

Esternal Port number for thiz zervice:

| ICP UDP

Internal Part number faor this service:

[ OF. ][ Cancel ]

5. To stop a service, clear its check box in the Services list box.
6. Click the OK button to close the Advanced Settings dialog box, and then click the OK
button to close the Properties dialog box for the Internet connection.

If the Internet connection is currently connected, XP warns you that some changes may not be
applied until you disconnect it and reconnect it. To make sure your changes are applied in
good order, disconnect and reconnect the connection as soon as is practicable but without
terminating any crucial ongoing session.



Allow ICMP Requests

The ICMP page of the Advanced Settings dialog box, shown here, lets you specify which-if
any-ICMP requests to respond to. ICMP, as you'll remember from Internet Abbreviations
Boot Camp (IABC), is the Internet Control Message Protocol, a protocol designed to handle
errors at the Network layer of the OSI stack.
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By default, all these check boxes are cleared so that XP doesn't respond to any ICMP
requests. Taking the Fifth on ICMP like this is definitely the safest course of action, because it
prevents XP saying anything that might incriminate itself. For example, the Allow Incoming
Echo Request check box controls whether XP answers ping packets. If you're trying to
establish, from a location outside your firewall, whether your ICS host is up, having the
computer respond to the ping is positive and valuable. If a malicious teenage hacker in
Tijuana is pinging IP addresses at random looking for a computer to attack, you'd probably
prefer that your computer not volunteer as a target.

Allowing the echo request is the most obvious example; but the other ICMP services can be
useful, too, depending on what you're trying to do. For example, a source quench message is
one that ICMP sends when a computer sending data to it is supplying the data at a faster rate
than the computer can handle. Given the relative speeds of computers and most Internet
connections these days, this is unlikely to be a problem-but you may find a time when it's
useful to allow outgoing source quench requests. The point is, you have to balance the
benefits that answering these ICMP requests could deliver against the threats they might pose.
Proceed delicately.

As you can see, [ haven't discussed each ICMP request. That's because the Description box at
the bottom of the ICMP page displays a decent explanation of the currently selected item.

Use ICF's Security Logging Feature

If you use ICF-and you should-you should use its security logging feature (on the Security
Logging page of the Advanced Settings dialog box, shown here). Select the Log Dropped
Packets check box to log incoming and outgoing packets that are dropped. Select the Log
Successful Connections check box to log successful inbound and outbound connections.
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In the Log File Options group box, you can change the location of the firewall log file and the
amount of space it can occupy. The default is 4,096KB (4MB).

Tip The easiest way to open the firewall log is to choose Start | Run, enter pfirewall.log in the
Run dialog box, and click the OK button.

Open Ports Manually on ICF
Follow these steps to open ports manually on ICF:
1. Display the Advanced Settings dialog box for the Internet connection by following
steps 1-3 in the section 'Allow Incoming Services via ICS and ICF,' earlier in the

chapter.
2. Click the Add button. Windows displays the Service Settings dialog box, shown next.

service Settings

Dezcription of service;

Harme or IP addresz [far example 192.168.0.1 2] of the
computer hosting this service on vaur network;

External Port number for thiz service:
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3. In the Description of Service text box, enter a descriptive name for the port. This name
is for your benefit, so make it understandable.



4. In the Name or IP Address of the Computer Hosting This Service on Your Network
text box, enter the name or IP address of the computer hosting the service. You might
want to specify the actual IP address or name of the computer. You can also specify
127.0.0.1, the loopback address used for testing network setups.

5. If you specify the computer's name, it's best to use a fully qualified DNS name. The
default domain name for XP using ICS is MSHOME.NET, so your computer's fully
qualified DNS name would be computername MSHOME.NET. If you want to check
the fully qualified DNS name of a computer, issue an ipconfig /displaydns command
on your ICS host and read the appropriate entry in the resulting list.

6. In the External Port Number for This Service text box, enter the external port number
to use.

7. In the Internal Port Number for This Service text box, enter the internal port number to

use. In many cases, this will be the same port number as the external port number.

Choose the TCP option button (the default) or the UDP option button, as appropriate.

9. Click the OK button. Windows closes the Service Settings dialog box and adds the
port to the list on the Services page of the Advanced Settings dialog box.

*®

To edit a service you've configured in this way, double-click it in the Services list box on the
Services page of the Advanced Settings dialog box.

To delete a service you've created, select the port in the Services list box and click the Delete
button. Windows deletes the port without confirmation.

Troubleshoot Your Internet Connection, ICS, and ICF
With any luck, you'll never need to read this section.

Okay, who do I think I'm kidding? There are all sorts of problems you may have with your
Internet connection, ICS, and ICF. This section provides a brief approach to troubleshooting
your Internet connection, a more-detailed approach to troubleshooting ICS connectivity and a
couple of other problems, and information on a couple of problems that ICF may cause you.

Troubleshoot Your Internet Connection

How to troubleshoot your Internet connection depends on your connection technology and
your ISP, but these are the basic steps:

1. Check your connection device:

o For a dial-up connection, make sure that your modem is working, that it's
powered on (if it's an external serial modem), and that it's correctly connected
to your computer and to the phone line. If it's an external modem with a power
supply and you suspect it of being confused, switch it off for 10 seconds or so
and then switch it on again. If possible, turn on the modem's sound by selecting
the Enable Modem Speaker check box in the Modem Configuration dialog
box. (You can display this dialog box in various ways-for example, by
selecting the modem on the General page of the Properties dialog box for the
Internet connection and clicking the Configure button.) You'll then be able to
hear whether the modem's dialing.

Tip If you have a modem problem, run the Modem Troubleshooter in XP's



Help and Support Center.

o Foran ISDN, cable, or DSL connection, make sure your terminal adapter,
cable router, or DSL router is correctly plugged in and powered on. Again, if
necessary, power it off and on again.

o For another type of connection, such as wireless or satellite, check the
connection device for lack of power or unorthodox behavior.

Check your communications line (if you're using one):

o Ifit's a regular phone line, place a voice call to your ISP's number and make
sure you get the siren call of modems trying to mate.

o Ifit's a cable or DSL connection, check the status light on the cable modem or
DSL modem.

Make sure the network adapters are correctly assigned. If XP has gotten confused and
is trying to connect to the Internet through your LAN card rather than through your
external connection, it's not going to get far. Reassign the Internet connection if
necessary.

Make sure your ISP is alive. If it's temporarily down or, uh, resting, you can mess with
your configuration all you want, and it won't do you any good. Phone the support
number and learn what's up. If you have a backup ISP you can use, connect using that
connection and check your ISP's Web site for information on problems.

If your ISP is alive but you can't browse the Web even from the ICS host, open a
command-prompt window and try pinging a host on the Internet by name. For
example, you might try pinging Osborne, because Osborne is courteous enough to
send a response to ping packets. (Many sites don't respond to ping packets.) Here's an

example:
6. D:\>ping osborne.com
7. Pinging osborne.com [198.45.24.130] with 32 bytes of data:

Reply from 198.45.24.130: bytes=32 time=281lms TTL=238

As you can see in the second line, the ISP's DNS has resolved the name osborne.com
to the IP address 198.45.24.130. The third line shows a reply to the ping packet,
indicating that the Osborne site is online and alive. But if your ISP's DNS servers are
down, as sometimes happens, the name won't be resolved to the IP address, and the
command will fail. You'll still be able to access any Internet host by IP address (for
example, ping 198.45.24.130 would still work)-if you know the IP address.

If none of the preceding helps-in other words, you're sure your communications
equipment is fine, your line is fine, they're connected properly, and your ISP is up and
running-try running the Network Setup Wizard again.

If you're still stuck, bear in mind that your corner of the Internet might be having a really bad
day. If some oaf with a backhoe has ripped up a major communications cable (again, it has
happened), it may be a while before you're surfing the Web again.

Interpret Connection Error Messages

This section discusses some of the more common error messages you may see when
connecting to the Internet and how to troubleshoot them.

Error 691 or Error 734 If you get Error 691 (either "The computer you are dialing in to
cannot establish a Dial-up Networking connection. Check your password, and then try again'



or 'Access was denied because the username and/or password was invalid on the domain') or
Error 734 ('The PPP link control protocol was terminated') when trying to connect via dial-up,
check the following:

o First, check that your user name and password are correct for the connection.

e Second, check that you haven't selected the Include Windows Logon Domain check
box on the Options page of the Properties dialog box for the connection.

e Third, check that the Validate My Identity As Follows drop-down list on the Security
page of the Properties dialog box for the connection doesn't have the Require Secured
Password item or the Use Smart Card item selected.

Invalid DHCP Lease This is an entertaining error message that you may get when using a
one-way or two-way cable modem. The problem occurs because XP's Autoconfiguration
option automatically assigns an IP address to your cable adapter if it thinks the adapter has
failed to get an address itself, whereas, in fact, the adapter may still be requesting an IP
address from your ISP's DHCP server. The IP address that Autoconfiguration assigns is valid
for your local network rather than for the ISP's network, so it prevents you from accessing the
Internet.

The workaround for this problem is to open a command-prompt window and use an ipconfig
command to check the IP address assigned to the network adapter for the cable modem. (For a
one-way modem connection, you'll need to check the IP address for the PPP Adapter
connection as well.) If the number is in the 169.254.n.n range, you know that Windows has
assigned it automatically. Issue an ipconfig /release command for the affected adapter to
release the connection and then an ipconfig /renew command for the affected adapter to force
XP to renew the connection.

Error 633 If you get Error 633 ('The modem [or other connecting device] is already in use or
is not configured properly') when you try to establish a broadband Internet connection, it
usually means the connection is already open. If you feel you must reconnect the connection,
disconnect it first.

Troubleshoot ICS

This section discusses how to troubleshoot ICS. The usual problem is that ICS doesn't work,
for any of a variety of reasons. ICS also throws a wrench in the works if you're bridging two
network adapters on the ICS host. More positively, ICS works with operating systems other
than XP if you configure them correctly; this section covers that, too.

ICS Doesn't Work

So you've set up ICS-but it doesn't seem to be working. Troubleshoot first the ICS host and
then the ICS client, as described in the following subsections.

Troubleshoot the ICS Host Here are the steps to take to troubleshoot the ICS host:
1. Make sure the Internet connection on the host is working. Use Internet Explorer or

another browser to access a Web site or ping an external host.
2. Make sure you've shared the correct connection-the one connecting to the Internet.



3. Ifyou've enabled ICF on the internal network interface, disable it before setting up

ICS. Alternatively, use the Network Setup Wizard to configure ICS. (The Network
Setup Wizard automatically disables ICF on internal network interfaces.)

Make sure the ICS host is getting an [P address from your ISP. You can do this in
various ways, but one of the easiest ways is to open a command-prompt window (Start
| All Programs | Accessories | Command Prompt) and issue an ipconfig command. XP
displays a list of network connections, as shown here. In the illustration, the PPP
Adapter listing shows the IP address, subnet mask, and default gateway for the dial-up
connection.
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Make sure the host's IP address on its internal connection is 192.168.0.1. Again, one
of the ways to do this is by issuing an ipconfig command in a command-prompt
window; again, the previous illustration shows an example (the Ethernet Adapter
Local Area Connection entry).

Check the Network Setup Wizard log file (Start | Run, enter nsw.log in the Run dialog
box, and click the OK button) and the System log for ICS configuration errors.

Troubleshoot the ICS Client Here are the steps to take to troubleshoot an ICS client:

1.

Use Internet Explorer or another browser to try to access a Web site that you've
verified you can access via Internet Explorer from the host (in other words, make sure
the Web site is up and functional before you use it as a test for the ICS client). If you
get the Web site, ICS is working.

Open a command-prompt window and check the IP address assigned to the ICS client
by running the ipconfig command. The IP address needs to be in the range
192.168.0.2 to 192.168.0.254, inclusive. If it's not, take the following steps:

o Choose Start | Control Panel, click the Network and Internet Connections link,
and click the Network Connections link to open the Network Connections
screen.

o Right-click the LAN connection and choose Properties from the context menu
to open the Local Area Connection Properties dialog box.

o In the This Connection Uses the Following Items list box, select the Internet
Protocol (TCP/IP) item and click the Properties button to display the Internet
Protocol (TCP/IP) Properties dialog box.

o On the General page, make sure the Obtain an IP Address Automatically
option button and the Obtain DNS Server Address Automatically option button
are selected. If they're not selected, try selecting them and closing the Internet
Protocol (TCP/IP) Properties dialog box and the Local Area Connection
Properties dialog box, and seeing whether ICS starts working. If these option



buttons are already selected, or if selecting them doesn't make a blind bit of
difference, try specifying an IP address and DNS server manually. Select the
Use the Following IP Address option button and enter an IP address in the
range 192.168.0.2 to 192.168.0.254, the subnet mask 255.255.255.0, and the
default gateway 192.168.0.1. Then select the Use the Following DNS Server
Addresses option button and enter 192.168.0.1 in the Preferred DNS Server
text box and the Alternate DNS Server text box. Close the two dialog boxes
and check for connectivity.
Open a command-prompt window (or use the same one you used for ipconfig) and
ping the ICS host by issuing a ping 192.168.0.1 command. If you get a series of
replies, as shown next, you know that you have a TCP/IP connection between the ICS
client and the ICS host. If you get the message 'Request timed out' or 'Destination host
unreachable,' use an ipconfig command to get the IP address of the client computer
and ping it (from itself) to make sure that TCP/IP is working. If you get a response to
the ping, there's most likely a problem with the physical connection between the
computers (for example, your hub or switch has lost power or is dead, or a cable is
disconnected). If you don't get a response to the ping, you have a TCP/IP problem on
the ICS client.
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Tip To find out further IP configuration information, such as the physical address of your
network adapter and the address of your DNS servers, use the ipconfig command with the
/all switch: ipconfig /all. You can also see most of the same information from the Details
page of the Status dialog box for an Internet connection or the Network Connection
Details dialog box for a LAN connection. (To display the Network Connection Details
dialog box, click the Details button on the Support page of the Status dialog box for the
network connection.)

Bridge Two Internal Network Adapters on an XP ICS Host

You need to turn ICS and ICF off before trying to bridge the internal ICS connection
(192.168.0.1) with another internal network adapter on an ICS host. Otherwise, you'll get the
error message 'An unexpected error occurred when configuring the network bridge,' and the
bridge won't be created.

Once you've created the bridge (either manually or by using the Network Setup Wizard), turn
ICS and ICF back on, and all should be well.



Use ICS with Earlier Versions of Windows

XP's ICS works with earlier versions of 32-bit Windows. All you need to do is configure
Windows to use DHCP to obtain an IP address from ICS automatically. (If the version of
Windows doesn't have TCP/IP installed, you'll also need to install TCP/IP.)

Windows 98 Second Edition, Windows Me, and Windows 2000 include versions of ICS. If
you already have your network set up with ICS running on one of these versions of Windows,
you can simply patch in XP as an ICS client and get basic connectivity. But because versions
of ICS earlier than XP's version don't support UPnP, you won't be able to use any programs or
features that rely on UPnP. You also won't have the firewall protection that ICF offers. So it's
better to use the computer running XP as the ICS host, unless you have a compelling reason
for doing otherwise.

Use ICS with Macs and Linux Boxes

ICS can provide Internet connectivity for Macs and Linux boxes as well as Windows PCs. All
you need to do is configure the Mac or Linux box to use DHCP so that it picks up an IP
address from ICS. If a Mac won't work with DHCP, hard-code an IP address in the range
192.168.0.2 to 192.168.0.254. (You can do the same with Linux, but all current distributions
of Linux grew up with DHCP in the cradle, so it's unlikely you'll need to.) On older versions
of Mac OS, you may have to install TCP/IP as well.

Troubleshoot ICF

ICF causes problems with various programs because it attempts to protect your computer
from unauthorized intrusions. Some of these problems are soluble. Others are less so.

Problems Involving Dynamic Port Mapping

Problems occur especially with ICF if the program involved uses dynamic port mapping. As
you've seen, ICF lets you open specified ports for incoming traffic-but it doesn't let you allow
a program to open ports dynamically. This blocking of dynamic ports has effects such as
preventing you from hosting Unreal Tournament or Battlezone II games on the Internet, as
well as receiving file transfers on ICQ99a.

The only workaround for this problem is to disable ICF for the duration of the game or the
ICQ session. Needless to say, disabling ICF to make programs work removes the protection
that ICF offers against attacks, so be sure to reenable ICF as soon as possible after you finish
using the problem program.

Windows Media Player Can't Play Streaming Audio

When using an ICS client connected through a connection protected by ICF, you may get the
following message when trying to listen to streaming media using Windows Media Player:
'Windows Media Player cannot find the specified file. Be sure the path is typed correctly. If it
is, the file does not exist in the specified location, or the computer where the file is stored is
offline.' This message doesn't mean what it says; rather, it means that the server requires UDP
or you've chosen to use UDP, and UDP is disagreeing with ICS and ICF. You may be able to



get around this problem by selecting the check boxes for other protocols (Multicast, TCP, and
HTTP) on the Network page of the Options dialog box for Windows Media Player.

The List of Servers for This Workgroup Is Not Currently Available

If you receive a system error 6118 ("The list of servers for this workgroup is not currently
available') when you use a net view command to view a computer's shares, it's probably
because you've enabled ICF, which has closed the ports for file sharing.

Summary

This chapter has discussed how to choose an Internet connection that suits your pocket, your
needs, and your situation; how to set up the connection and configure it; how to share it by
using Internet Connection Sharing (ICS) or another form of Network Address Translation
(NAT); how to secure it by using Internet Connection Firewall (ICF); and how to troubleshoot
it. For you to do just about anything described in the rest of this book, you need to have a
satisfactory and secure Internet connection, so if you're reading this paragraph before reading
the rest of the chapter and you don't have a functional Internet connection, be good and return
to the beginning of the chapter and sort yourself out a connection.

The next chapter discusses how to establish one or more digital identities and protect your
privacy online. Turn the page.

Chapter 3: Establish Your Digital Identity-
and Protect Your Privacy

Overview

This chapter discusses how and why to establish one or more digital identities and digital
personas for use on the Internet, and how to protect your privacy online.

That begs several questions-what a digital identity is, and how it compares to a digital
persona-why you should want one (or more than one) of each; what kind of privacy you
should expect to have online; and what threats there are to you online.

This chapter starts by discussing how we prove our identity in the real world, and how some
of those mechanisms translate to the wired world. It then muses briefly on what privacy and
anonymity mean and how both are being eroded in both the physical world and online-and by
whom and what. That brings us to the point at which we can profitably consider .NET
Passport, Microsoft's digital-persona initiative, and its implications. The chapter then
concludes by delving into digital certificates, how and where to get them and how to manage
them on XP.

In order for this chapter to make sense and convince you of what you should do to establish
your digital identity and protect your privacy, I've included a fair amount of background. But
you should know a fair amount of the background already, so I think you'll find the chapter
easy going. (If not, persevere. It'll do you good.)



Establish Identity in the Physical World

If you happen to find Joe Sixpack's wallet in the street, you'll probably have little trouble
working out who it belongs to. Supermarket club cards, medical insurance card, credit cards-
any of these will give you Joe's name. Joe's driver's license will give you his address as well-
perhaps even his current address. If Joe's a conscientious soul without a finely attuned sense
of impending wallet loss, you might find his social security card as well, with its all-important
identification number. And if Joe's on his way to the airport for an international trip (who
knows?), you might find his passport as well and be able to learn further details about him.

All the documents mentioned in the previous paragraph provide a way of establishing one's
identity. As you'll know from your own use of them, they apply in different circumstances
and form a rough hierarchy of proof of identity. (Okay, I forced the example. But you didn't
notice at first. So sue me.) A supermarket club card is of interest only to the supermarket that
issued it and provides meager proof of identity-it's easy to get a club card with a false name
on it; but doing so won't do you much good, so few people would bother. Getting a medical
insurance card probably involved going through a number of hoops that firmly established
your identity to the health insurance company, but the card isn't exactly anything you could
use to prove your identity if the cops pulled you over for weaving. A credit card might
provide some proof of identity for the cops, especially if it was one of the few that bears a
picture of the holder. But really a credit card is meant for financial transactions, and the cops
would want your driver's license because, in order to get a driver's license, you'll have had to
prove your identity beyond almost any doubt-in fact, you'll have had to prove your identity to
almost the extent involved in getting a passport. (In some cases, you may have used your
passport to prove your identity to the DMV.)

Okay, so you knew all that. The point is, we're used to establishing our identity in the physical
world by using a variety of mechanisms. Roughly speaking, there are three main mechanisms
for identification and authentication: biometrics, passwords, and access tokens. Biometrics-the
use of measurements of parts of the body as a form of identification-include fingerprints,
handprints, retinal scans, DNA, and even mappings of the configuration of the crucial points
of the bone structure in the face (these mappings can identify people even if they've added or
removed facial hair or if they're wearing disguises). Passwords involve demonstrating specific
knowledge that will discriminate between those in the know and those that aren't. Access
tokens can be physical or virtual and run the gamut from keys and credit cards to digital
certificates and other identifying chunks of code-having the right key will let you into your
house or car, while the locks will deny access to holders of other keys; having the right credit
card (and signature) lets you borrow money at the drop of a wallet; and having the right
digital certificate lets you into your company's accounting system.

Note Technically, photographs and signatures are biometric forms of identification. But
because they're so much less precise than other biometric forms of identification (in
particular, signatures are highly amenable to forging), I'm not considering them as
hardcore biometrics for the purposes of this discussion.

Typically, the mechanisms we use for establishing our identity in the physical world tend to
be roughly appropriate to the situation we're in. For example, one of the simplest ways of
establishing identity is by physical presence. Suppose you and your significant other agree to
meet outside King Street Station so you can go for a meal. (I don't know why. Maybe you've



been watching old movies.) You both turn up on time, authenticate each other visually and
perhaps tactilely,and fade off together into the sunset. Rainset. Whatever.

If you've been significant for a while, and recently, biometric authentication shouldn't be
difficult. Your significant other looks the same as before; sounds the same; feels the same;
smells...even better than usual. Stories and movies have long played the theme of twins and
ringers in this type of situation, and more recently of clones and androids-but that's
entertainment. In the world that we know in 2002, you're unlikely to be fooled by a stand-in
for someone you know intimately.

But suppose your Aunt Mildred cables you that she's coming into town for a Mariners game
and a ceremonial reading of her latest will. You haven't seen Aunt Mildred since she moved
to Tupelo 25 years ago, and you're not especially interested in inheriting half a field and three
chicken coops, but you agree to show up at SeaTac anyway out of familial loyalty.

How are you and Aunt Mildred going to authenticate each other? You both look different
after 25 years-assuming you both can remember what the other looked like back then. Even
your heights have changed-you've grown, while she's shrunk. Tactile authentication is kinda
out, so scratch the biometrics. At the same time, you probably don't feel like demanding ID,
because she's not going to react positively to your request for a physical access token. (You
might lose those chicken coops and be stuck with half a field.) Instead, chances are that you
and Aunt Mildred will authenticate each other by testing for expected knowledge and
establishing connections. You'll talk to her and draw on family history and shared knowledge
until you're pretty sure that it's her. If you like, this will be a form of stateful authentication, in
that you're drawing on your knowledge of what has happened in the past in order to make a
valid judgment in the present. This represents a complicated use of passwords for
identification.

Photographs tend to be used as a basic check of identity in documents such as driver's
licenses, passports, and even some credit cards. But a plain photograph, biometric though it
be, provides weak proof of identity. Many people look like other people, and many people
don't resemble their passport photograph very closely-especially when the passport is the best
part of ten years old. Some documents use photographs that show more than the face-for
example, a photo that shows the subject's right ear, the ears being not only distinctive in
themselves but also much less amenable to plastic surgery than most facial features. Other
documents, such as U.S. Resident Alien cards, combine photos (with or without the right ear)
with further proof of identity, such as a fingerprint or thumbprint.

The fingerprint (or thumbprint) forms the most acceptable face of hardcore biometrics.
Biometric identification systems can establish identity beyond any reasonable doubt-
depending on the system used, the likelihood of error can be anything from one in a few
million to one in more than a billion. But because most biometric identification systems either
are invasive or are perceived to be invasive (the ultimate biometric identification, DNA
fingerprinting, is also one of the most invasive), biometrics tend to be reserved for situations
where strong or irrefutable proof of identity is required, such as high-security corporate,
government, or military premises. Assuming that the body part used by the biometric is still
attached to the original owner, biometric systems give irrefutable proof of identity.

The humble fingerprint has been used for identification for so long, and with such success,
that people are well used to fingerprinting, perhaps even to the extent of barely recognizing it



as a biometric. This blurriness (so to speak) is encouraged by the popular image of the
traditional technology-ink smudges on a sheet of cardboard. Although this low-tech method is
still used for taking some fingerprints, most fingerprints these days are taken with electronic
scanners that dump the results directly into databases. Even fingerprints taken on cardboard
are routinely scanned.

In the last few years, some companies have tried using biometrics for consumer transactions.
Customer reaction tends to range from grudging acceptance to outright refusal. For example,
some banks require a fingerprint or thumbprint for some high-value transactions. Customers
tend to accept that, because they can see that it benefits them to be sure that nobody else can
perform such transactions on their accounts without producing a matching fingerprint. By
contrast, when in 2001 Dollar Rent A Car ran a trial requiring fingerprints when customers
rented a car, some customers resented the requirement and refused it.

The problem that Dollar experienced (and other companies have experienced in similar
situations) is twofold. First, most people also feel that the degree of authentication should be
proportionate to the transaction involved. Take a DNA test to settle a paternity suit or clear
yourself of murder? No problem. Take a DNA test to get a supermarket club card? No way.
Second, data taken by biometric identification systems is likely to be stored, either
temporarily (for example, for the duration of your car hire) or forever. For example, if you
give your fingerprints to Dollar, they're likely to end up in a corporate database linked to your
record. That database may well be shared with other companies.

Establish Identity Online

Establishing identity online is quite a different matter from establishing identity in the
physical world. The old joke about 'on the Internet, nobody knows you're a dog' cuts both
ways. Sure, nobody knows you're a dog. But if you are a dog, you'll have a hard time proving
it. (There's a market for an enterprising certification authority here....)

Some of the mechanisms for establishing our identity in the physical world work over the
phone as well. For example, suppose you call Lands' End and order a half-dozen fleece-lined
deerskin moccasins for your Pekingese to hunt around the couch. Lands' End checks that
you've given the correct credit card information (including the all-important billing address);
that the card is still valid, not on any revocation list, and that funds are available; and accepts
the order.

Notice that Lands' End hasn't really authenticated you here-they've just authenticated the
payment information. That's all they're really interested in. (In passing, notice also that you
haven't really authenticated them. They answered the phone number you called, said they
were Lands' End, and claimed to have deerskin moccasins. They could have phreaked the
phone system in order to steal your credit card information. You probably wouldn't know
until the bailiffs arrived for your furniture rather than UPS arriving with your moccasins.)

Similarly, you can pay for goods online by using a credit card. You can even apply for a
credit card online by supplying an impressive variety of sensitive identifying information. If
you do so, you'll want to be very sure that it's a bona fide credit card company you're sharing
information with rather than a cunningly camouflaged identity-theft operation.



Again, the authentication on each side is very weak. Because visual identification isn't an
option, most of the proofs of identity used in the physical world are little use. Instead of using
a likeness to establish proof, you need to use knowledge: credit card numbers, the billing
address, your mother's maiden name, someone's place of birth, a password, a secret question.
These are all passwords in the general sense.

Clearly, biometrics offer one of the best ways-perhaps the best way-of authenticating a user
beyond doubt over a network. And it's probably inevitable that biometrics will eventually be
built into or bolted onto most computers that are connected to networks and that need to be
able to authenticate users beyond doubt. At this writing, various biometric devices are
available for computers. For example, you can get keyboards that include a built-in fingerprint
scanner, digital cameras that double as face-mapping devices, and serial port or USB scanners
that hook into Windows logon procedures. Such devices are in use in settings that need them-
again, typically in corporate, military, and government offices that require high security-but
they haven't moved into the consumer realm.

Until biometric devices are widespread, we're stuck with using knowledge (passwords) or a
digital access token to prove our identity online. Knowledge usually involves passwords and
codes, which work adequately for many environments but tend to prove unwieldy when the
user is required to enter them often. Passwords and codes can, of course, be shared by the
holder and used by others.

The digital access token currently in favor is the digital certificate, an encrypted chunk of
code intended to prove the user's identity by applying a digital signature to an item (for
example, an e-mail message or a document) or by presenting the digital certificate to an
Internet site as an access token. Because the certificate is encrypted, it's very hard to forge-
likewise, the digital signature applied using the certificate. So, if the issuers of digital
certificates take sufficient care authenticating the people and companies to which they issue
digital certificates, digital certificates can be very secure.

But like passwords and codes, digital certificates can be shared. A digital certificate can be
installed on a number of different computers and applied by any user who can access it. Such
flexibility can be useful in a corporate environment in which various people are authorized to
use the digital certificates for agreed purposes, such as signing code. In this case, the digital
signature resulting from the application of the certificate would establish the corporate
identity, but it wouldn't establish the identity of the individual who applied it.

Digital certificates are gradually becoming more widely used, especially by technology
companies and software developers; but at this writing, they're far from widespread. Getting a
digital certificate that proves your identity takes more effort than most consumers are
prepared to put in without the promise of clear and immediate benefits. (I'll discuss how to get
a digital certificate later in this chapter.) So the day when every home computer user has a
digital certificate and routinely applies it to the messages they send and the documents they
create (or modify) is a long way off-and indeed might never arrive.

With biometrics and digital certificates unlikely to achieve mass-market penetration in the
short term, it might seem that the Internet is crying out for a type of identification that can be
used easily, quickly, and without awkwardness or embarrassment over the wires.



Microsoft's .NET Passport is one of several attempts at such identification. We'll examine
NET Passport in detail a little later in the chapter. Other types include the Liberty Alliance
project (http://www.projectliberty.org-not http://www.libertyalliance.org, which is the
gateway to Jerry Falwell Ministries), which is backed by Sun Microsystems but is still in
development. AOL Time Warner has an identity service called Magic Carpet, which is also in
development-so at the moment, .NET Passport is leading the field and threatening to become
the default identity service.

If, that is, any of the identity services really catch on. At this writing, users aren't exactly
slavering for digital identities. In fact, a survey carried out by Gartner, Inc., in August 2001,
took the temperature of just over 2,100 adult American Web users on Passport-style services.
The survey found that most of those who shopped online preferred to register separately at
each Web site rather than use a central service for handling their financial information. Here
are the details: 54 percent of the users registered because they had to, 22 percent registered to
save time, 17 percent registered to receive tailored sales pitches (these guys sound like a
marketer's dream, but maybe there were extenuating circumstances we don't know about), and
the remaining 5 percent didn't register- mostly to avoid receiving spam and to avoid sharing
their private financial data with the sites.

So, establishing identity online is currently a problem. Let's move on to the questions of
privacy and anonymity online. At the end of the chapter, I'll show you how to get, install, and
manipulate digital certificates on XP.

Privacy and Anonymity Online

Before we discuss exactly what Microsoft .NET is and how it threatens your privacy online,
we need to talk a bit about what privacy means in our modern world, about how privacy and
anonymity differ from each other, and about why online anonymity is largely an illusion.

The Erosion of Privacy in the Modern World

When the founders drew up the Constitution, the privacy of the individual was clearly a major
concern. In particular, the Fourth Amendment ('the right of the people to be secure in their
persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be
violated,' etc.) and the Fifth Amendment ('nor shall [any person] be compelled in any criminal
case to be a witness against himself') define areas of privacy that have proved very effective
for the best part of 200 years. If you were feeling unreasonable, you might choose to take
exception with the founders for not having anticipated electronic monitoring and
eavesdropping, but in general they displayed remarkable precision and prescience in what
they wrote.

In the last century, the Supreme Court made a number of decisions that lopped large limbs off
the tree of privacy. Jeffrey Rosen traces this process clearly in The Unwanted Gaze, so I'll
content myself with a couple of examples here. First, in 1928, the Supreme Court ruled in
Olmstead v. United States that wiretaps implemented on phone lines outside a person's private
property didn't violate the Fourth Amendment, thus opening the way for all kinds of
monitoring of communications. (Previously, in 1877, the Supreme Court had maintained that
the government needed a warrant to open mail in transit.) Then, in 1967, the Supreme Court
messed up the Fourth Amendment by deciding that the 'Fourth Amendment protects people,
not places,' with Justice Harlan suggesting that a person must have a reasonable, subjective



expectation of privacy in any given place or situation. Subsequent Supreme Court decisions
have taken the bizarre line that when you share information with anybody else-even with a
friend in a private conversation-you implicitly assume the risk that they may disclose that
information to the government.

In the last ten years, developments in technology and court decisions have substantially
eroded privacy in the United States. In particular, efforts to minimize or stamp out sexual
harassment in the workplace have led to legal decisions that have caused employers to
implement preventative workplace surveillance. I'll discuss this subject in more detail later in
this chapter.

The Differences Between Privacy and Anonymity

Many people confuse anonymity with privacy, but it's important to understand the distinctions
between the two.

Anonymity

Anonymity basically means that you can take an action, seen or unseen, without other people
knowing your name. For example, you might post a message anonymously to a newsgroup:
Because the message bears neither your name nor anything that links it to you, nobody knows
you posted it, and nobody saw you post it either. By contrast, you might choose to streak at
the next Red Sox game to demonstrate your artistic spontaneity, your tan, or your tattoos. If
nobody who knows you is among the thousands to witness your art, you'll remain anonymous
if you escape getting caught by security and Miranda'ed by the cops. Both those actions would
be anonymous. The first would be private; the second wouldn't.

Anonymity is under threat from modern technology. For example, the First Amendment
provides the right to read anonymously, but new copyright-protection technologies for digital
works essentially remove your ability to do so. For example, some copyright-protection
technologies require you to prove your identity before you can access the digital work-each
time you want to read part of it, you need to identify yourself by password or digital
certificate. Other technologies prevent you from passing your copy of the work along to
someone else by locking it to your PC or to your identity. Limiting customers' rights like this
is a violation of the First Sale Doctrine, so such copyright-protection technologies may face
stiff legal challenges.

Privacy

So, when you're anonymous, others don't know your name. Privacy is substantially different.
You can be private when people know who you are, or even know everything about you, but
they aren't directly observing you at the time in question.

Before the advent of modern technology, observing someone essentially involved being
physically present and close enough to see what that person was doing (perhaps from a
distance, using a telescope) or to overhear what they were doing. People who wanted privacy
could remove themselves from eyeshot and earshot of all others and be reasonably certain that
they weren't observed.



Modern technology has changed all that. Even when no person is physically present to keep
an eye or an ear on you, people may be watching you remotely, or you may be under
surveillance by automated mechanisms. And any information gathered about you, your
actions, or your movements can be stored for future examination.

In The Unwanted Gaze, Jeffrey Rosen writes: 'Privacy can be conceived along two
dimensions. There is the part of life that can be monitored, or directly observed, and there is
the part of life that can be searched, because it leaves permanent records.' Rosen points out
that many of the decisions that have influenced the legal conception of privacy come from
earlier times when relatively little information was stored and thus searchable, but these days
it's possible for large chunks of a person's life to be stored and searchable. For example,
closed-circuit television systems track both pedestrians and vehicles in many cities and on
major roads, meaning that you may well be under observation all the way from leaving home
to arriving at work. At work, as you've already seen, you stand a good chance of being under
some form of surveillance: your computer usage, e-mail messages, Web surfing, and
telephone calls may be monitored, and many workplaces are constantly swept by video
cameras.

As I'll discuss in the next section, more or less every action you take on the Internet can be
monitored unless you take steps to prevent monitoring. Under U.S. law, once you've
surrendered a piece of information to a company, you've essentially lost control of it, and the
company can do more or less what it likes with this information. This is because corporations
have strongly opposed efforts to pass legal protection for privacy, since they want to be able
to use people's personal information for marketing. By contrast, under European law,
information that you release to a company in one context cannot legally be used in another
context. (At this writing, the U.S. and Europe are having an ongoing battle-uh, negotiation-
about the implications of data protection.)

In the U.S., some particular categories of information are protected, usually by piecemeal
legislation haphazardly passed in response to a well-publicized incident that caused outrage or
horror. For example, the Video Privacy Protection Act was passed in response to journalists
investigating Robert Bork's video-rental habits during the confirmation hearings for the
Supreme Court-so other people shouldn't be able to access your video rental records now.
Similarly, most states have laws that protect records of library usage: others shouldn't be able
to learn which books you've checked out of the library. The Driver's Privacy Protection Act
(passed in 1990) was inspired by the murder of the actress Rebecca Schaeffer (star of the
sitcom My Sister Sam) in 1989, so others shouldn't be able to get your address from the DMV
anymore. By contrast, your medical records aren't protected, because of vested interests that
oppose their protection. If asked, most people would want their medical records to be even
more private than their library records and their video rental records, because medical
information tends to be more sensitive-but the law is the other way around.

As David Brin memorably put it in The Transparent Society, 'Matters of privacy,
accountability, and freedom are often judged first and foremost on the basis of whose ox is
being gored." If it's your ox, then there's a problem. So we might conclude on current evidence
that the Supreme Ox hasn't been gored anything like enough in the last 10 or 15 years, given
the anti-privacy and prosurveillance decisions the Supreme Court has been handing down.



The lllusion of Anonymity Online

When you're online, particularly when browsing the Web, it's easy to get the feeling that
you're more or less anonymous. Your ISP knows that you're online, of course, because you've
established a connection through them using your account. And any Web sites at which you
enter any personal information (for example, your name, address, and payment information
when ordering an item) know who you are. But that's about it; the rest of the time, you flit
from site to site anonymously, leaving no trace...

...or so it feels. In fact, you're stomping about wearing size-13 clodhoppers. Just about any
action you take online leaves electronic footprints that can be stored and tracked.

Who's Watching You Online?

Various parties can monitor what you do online-anyone from government agencies to
companies to private individuals with enough motivation and determination. This section
discusses the main contenders.

Your ISP

Your ISP can track every action you take online. Depending on the country you're in and the
country in which the people you're communicating are, and possibly which other countries the
packets of information you receive and generate happen to run through, your ISP may store
records of all your online activities for a short time (such as the duration of a billing cycle, in
case you dispute the charges) or for a long period mandated by the government. For example,
in December 2001, the U.K. passed anti-terror laws that required ISPs to maintain logs of all
connections, browsing, and e-mail for a year-so if you've communicated electronically with
someone in the U.K., their ISP will have a record of it. The U.K. and European police forces
can access an ISP's records to pursue their enquiries of any crime (yes, any crime).

Even if you have a fine, upstanding ISP who respects your privacy, and you do nothing to get
Europol on your case, you scatter a huge amount of information while browsing the Web.
Your click-stream-the data that you generate while browsing-can contain information about
the sites you visited, how long you were there, which pages you looked at and for how long,
what you downloaded, what you bought, and even how you paid. (Although any e-commerce
site worth its salt uses encryption to secure all transactions, some smaller sites still implement
poorly designed shopping-cart and checkout systems that don't secure transactions
effectively.)

The Web Sites You Visit

Each Web site you visit can, of course, track the actions you take on their site. Most sites of
any size use cookies to track what you're doing (for example, adding items to a shopping cart
or wish list) and to present you with information that'll be useful to you. A site can usually
also learn the last site you visited before you accessed their site, and the site to which you go
when you leave their site.

Most of the sites that collect your personal data have little interest in using it to assemble a
fuller picture of you. For example, if you create a customer account at an online clothing store
and make several purchases of men's clothes, they'll develop an idea of your size, taste in



clothes, and the amount you're prepared to spend for particular items. All this information will
be in their database and will let them put together tempting special offers customized for the
preferences you've demonstrated. But they probably won't feel the need to find out whether
you like products that they don't sell themselves. For example, the fact that you also buy high-
end hunting knives and fired-clay Dutch ovens is probably irrelevant to them. And to you it's
not a matter of serious concern that the online clothing store knows what types of clothes you
buy.

The Companies That Work with the Web Sites You Visit

But if multiple Web sites were to band together to assemble the information that each has
gleaned about you, they could put together a much more comprehensive profile-perhaps
enough of a profile to sell to direct marketers, or enough of a profile to cause you concern.

This aggregation of information caused a firestorm of controversy when the news emerged
that DoubleClick, Inc., a major coordinator of banner ads, was planning to cross-reference its
extensive database of purchase records, surfing habits, and e-mail addresses with the real-
world identities and addresses of people. DoubleClick, Inc., was in a position to do this
because its cookies were able to track surfers' movements from site to site on which its banner
ads appeared. The explosion of bad press when this news broke caused DoubleClick, Inc., to
drop its plans for crossreferencing the data.

The Companies That Were Monitoring You Anyway

But even DoubleClick, Inc., and similar companies that can track you from site to site on
which they advertise can only dream of the quantity of precise and valuable information that
flows to the credit card companies and the credit agencies (such as Equifax, Inc.; TRW, Inc.;
and Experian). In most cases, these companies aren't specifically tracking you online, because
they don't need to. Each time you use your credit card to make a purchase-be it online, via
telephone, or in person-a nugget of data rolls automatically into your record.

You're probably already aware of roughly what a credit report reveals about you, so we
shouldn't need to get into that here. But if you're worried about being tracked online, it's worth
remembering the detailed trail you leave in the physical world as well.

Assess the True Cost of an Action or a Transaction

This monitoring, surveillance, and storing of information means you must balance the
convenience of getting something done online (for example, making a purchase or simply
visiting a site to learn some information) against the possible problems that may be caused by
other people being able to link the transaction back to you. Of course, this has always been the
case in the real world as well-for example, people tend to try to make sensitive purchases as
discreetly as possible, from making sure they're not observed by people they know when
ordering embarrassing items at a drugstore to paying with cash rather than check or credit
card for illegal items such as drugs or stolen goods.

In passing, the embarrassment that can be caused by various perfectly legal transactions has
provided a great boost to Internet sales of the products in question. Ordering via the Internet is
discreet in that it prevents your neighbors from seeing what you're buying-but it requires your



real name, address, and payment information, all of which go into a database that the Internet
store can easily share with other businesses.

Government Agencies

Government agencies may be-probably are-monitoring you as well. For example, if you're in
the U.S., you may draw the attention of friendly government agencies from the Federal
Bureau of Investigation (FBI; www.tbi.gov) to the Internal Revenue Service (IRS;
www.irs.gov) to the National Security Agency (NSA; www.nsa.gov). Or an agency may get
someone else to monitor you, as you'll see in a page or two.

Depending on which of your (real or putative) sins they're focusing on, government agencies
are mostly interested in different ends than businesses are. But both government agencies and
businesses would love to have the means to know everything about you by having all your
information in the mother of all databases: your full name, address, date and place of birth,
parentage, and race; your fingerprints, your DNA fingerprints, your photos (as many as
possible), and a mapping of your facial bone structure (so that computer scanning can
recognize you in disguise); and all your financial details, and information on every transaction
you commit.

Supra-Government Security Agencies

Government agencies can be pretty scary, especially when it's your six they're locked onto.
But most government agencies are more or less confined to the nation whose government
supposedly oversees them. Scarier are the supra-government security agencies, which can
monitor online actions in much of the world.

As a breed, supra-government security agencies tend to duck publicity-and to be able to do so,
unlike some of their less fortunate brethren. For example, at this writing, the European Union
is wrangling over the creation of a European Police Office-Europol for short-that would
'improve police cooperation between the Member States to combat terrorism, illicit traffic in
drugs and other serious forms of international crime.' Because Europol is (or will be)
essentially a police force, as opposed to a security agency, the wrangling is taking place in the
limelight of international conferences. Many citizens of would-be participating countries are
concerned about the scope of Europol and how it will extend the European Union's reach into
each of the member states, so there should be some lively discussions to come. And, in any
case, Europol will largely be limited to acting in the countries that belong to the European
Union, though it will naturally coordinate with other police forces in pursuit of the forms of
crime mentioned earlier. Europol looks set to be one of the 'police archipelagos' that Didier
Bigo refers to-but it should remain clearly in public view.

By contrast, consider ECHELON. ECHELON managed to operate from the 1970s until the
late 1990s almost entirely unheard of by the public-and, apparently, by many leading
politicians as well. Established and operated in secrecy, ECHELON is the code name for an
automated global interception and relay system run by the NSA, the U.K.'s General
Communications Headquarters (GCHQ), Canada's Canadian Security Intelligence Service
(CSIS), Australia's Defence Signals Directorate (DSD), and New Zealand's Government



Communications Security Bureau (GCSB). GCHQ is the same entity as starred (in an earlier
incarnation) in Enigma and the true story behind it; three generations later, it has processing
power enough to make your Pentium 4 monster look like a pocket calculator, storage enough
to eat the Library of Congress as a canap..., and bandwidth enough to cause minor telecoms
to drool at the canines. CSIS, DSD, and GCSB fulfill similar functions in Canada, Australia,
and New Zealand, respectively, to those that the NSA and GCHQ fulfill in the U.S. and the
U.K., only with fewer resources, fewer targets, and usually less publicity.

ECHELON specializes in sigint (signals intelligence) and comint (communications
intelligence) and has monitoring stations at a number of known locations. The biggest
ECHELON station-in fact, the biggest monitoring station in the world-is at Menwith Hill near
the picturesque town of Harrogate in North Yorkshire, U.K., and it deserves a few moments
of your attention for its capabilities, which are best described as fearsome.

As of 1997, Menwith Hill was known to be connected with fiber optics capable of carrying
more than 100,000 calls at the same time. This information leaked out after the trial of two
peace campaigners protesting at Menwith Hill; by now, these capabilities have probably been
upgraded. Menwith Hill is also connected to Hunters Stone Tower, a nearby British Telecom
microwave transmitter that just happens to relay hundreds of thousands of calls a day. Some
sources suggest that ECHELON may intercept and monitor up to three billion
communications (phone calls, faxes, text messages, e-mail messages, satellite transmissions,
file downloads, and file transfers) every day. (As you'll appreciate, ECHELON chooses not to
correct these figures if they're inaccurate, so the number might in fact be far greater.)

Note Intercepting e-mail is much easier and more effective if all e-mail is fed through an
interception system. Britain's Regulation of Investigatory Powers (RIP), passed after a
firestorm of controversy in 2000, forces all U.K. ISPs to be connected to an e-mail
interception center run by MIS, the British security service. RIP (an appropriate
acronym: E-mail privacy, requiescat in pace) is part of a push by the NSA to, uh,
encourage other ECHELON members and European governments to adopt a
standardized framework for intercepting communications more efficiently. RIP makes
intercepting communications and hacking into computers illegal, but it exempts the
security agencies and the police from the law.

Most of the monitoring of this seething mass of communications is done by computer, which
sift the wheat from the chaff and the mutant grains from the wheat. This sifting process
identifies keywords of interest (particularly in combination), voices that match the voiceprints
of surveillance subjects, and any encryption that seems worthy of cracking. Humans then
examine the mutant grains and determine which (if any) of it merits further examination by
higher-ups.

As mentioned earlier, some of the monitoring done by ECHELON happens at one logical
remove. That's because most countries have written or unwritten constitutional restrictions on
their intelligence services that forbid them from putting their subjects under surveillance
without explicit authorization. (For example, the FBI is supposed to get explicit authorization
before tapping your phone lines.) But the countries in ECHELON can get around this
limitation by implementing the surveillance from another ECHELON country or by having it
carried out by (or under the auspices of) foreign nationals employed in the country in
question.



Inquisitive Individuals

As mentioned earlier, most of the snooping that goes on is by companies and government
agencies, because they have the motivation and the money to implement monitoring and
surveillance on a grand scale. But the Internet has also been a great boon to inquisitive
individuals-everyone from journalists to private eyes to people curious about their neighbors.
Apart from searching for information manually, either by using Internet resources or by using
the instructions in any of various books that tell you how to track down assorted types of
public and semi-public information, you can also get programs that automatically search
online databases for commonly requested types of data.

Surveillance in Everyday Life

Before you get too paranoid about being spied on via the Internet, consider to what extent
you're spied on in your everyday life. The U.S., like most other first-world countries, is
bristling with closed-circuit television (CCTV) cameras in public places. (If you're unaware of
the extent of camera surveillance, take a look at sites such as the NYC Surveillance Camera
Project: www.mediaeater.com/cameras.) Most use of CCTV is not only legal but encouraged
by the government concerned. For example, the U.K. is estimated to have more than 1 million
CCTV cameras as of the end of 2001, and the government has earmarked £150 million of
additional funds for more cameras.

Some CCTYV systems are intended to increase security, usually by helping discourage crime
through the threat of the criminal's being easily identified after the fact. (Even your friendly
neighborhood watch group may be using CCTV or Webcams.) Face-recognition software is
already widely used in public places such as airports, bus stations, and sports stadiums to
identify convicted criminals and suspected malefactors. Some face-recognition systems are
capable of recognizing hundreds of faces per second and matching them with great accuracy
against a database of faces. As usual, the information gained can be stored immediately and
forever. If you attended a sports game, paid cash, and behaved yourself impeccably, that fact
might be stored forever in a surveillance register.

Other CCTV systems are intended to decrease fraud: Every time you fill up your gas tank,
chances are that the gas station is recording all license plates to help it cut down on theft. So
even if you pay cash, there's a record of your being there.

Yet other CCTV systems are intended to help keep vital infrastructure functioning. For
example, many countries use cameras to monitor roads, intersections, and bridges to keep
traffic flowing, identify problems as early as possible so that they can be resolved, and warn
people when they're en route to gridlock. Few people object to this monitoring, because it
benefits them either directly or indirectly. But as soon as these systems, or their near relatives,
are used to identify speeders or those who run red lights, public perception of them changes
substantially.

CCTV is very widely used, sometimes with audio as well as video recording, but it's far from
the only game in town. Most people in first-world societies use devices every day that provide
information about where they are and what they're doing. In the home, cable or satellite TV
devices track the shows you watch, either for advertising or to establish your preferences and
feed you further shows. Credit cards closely track their users: every time you make a credit
card transaction via a swipe-card system, your credit card is validated in real time, and your



card's location can be pinpointed. And many people freely choose to carry mobile phones
wherever they go so that they can make or receive calls. The mobile phone seems so benign
that the fact that its network tracks the phone everywhere tends to be glossed over. Although
this tracking is necessary for the phones to work effectively, it means that the location of the
phone is known with fair accuracy at any given time.

Surveillance in the Workplace

It's no secret that many companies in the U.S. are using surveillance on their employees in the
workplace. A 1999 study by the American Management Association reported that 45 percent
of the nearly one thousand companies surveyed routinely monitored their workers' phone
calls, e-mail messages, and computer usage. This monitoring ranges in scope and
intrusiveness from the mild (for example, checking Web logs to make sure nobody's visiting
porn sites) to the very intrusive (for example, using e-mail-checking software such as
Assentor to scan all incoming and outgoing mail, and using computer-monitoring software
such as WinWhatWhere Investigator or Spector, which can record every keystroke the
employee entered during a session). Some companies specifically notify employees of the
surveillance; others prefer to bury it in general terms of an employment agreement.

Companies monitor their employees for several reasons-to track and improve performance
(for example, in a tightly managed call center), to protect confidential or otherwise sensitive
information, and, most of all, to prevent sexual harassment suits. That's because the law
places liability for sexual harassment in the workplace on the employer rather than the
harasser.

Be As Anonymous and Private As Possible Online

If you want to avoid your usage of the Internet being monitored, you have to take active steps,
such as those mentioned in this list:

e For browsing, you can go through a service such as Anonymizer.com
(www.anonymizer.com) or Zero Knowledge Systems, Inc. (www.zero-
knowledge.com). These services use various encryption and redirection techniques to
remove identifiers from your requests, prevent cookies from landing on your computer
while letting you enjoy the benefits of cookies during surfing sessions, block scripts,
and sanitize downloads.

e For e-mail, you can use a Web-based service that offers encrypted e-mail, such as
HushMail (www.hushmail.com), use encryption technology such as Pretty Good
Privacy (PGP) with Outlook Express or another conventional client, or use a digital
certificate to encrypt e-mail using Outlook Express or another client. Anonymizer.com
also offers anonymous e-mail.

e For secure document transfer, you can use a point-to-point solution, such as
NetMeeting, or a Web-based secure-transfer solution, such as ZipLip
(www.ziplip.com). Your ISP will have details of the connections you've made, so it'll
know that, for instance, you've spent three hours each day at Anonymizer.com,
sending this number of bytes and receiving that number of bytes, but it won't be able
to tell what those bytes contained.




Understand .NET and Neutralize Its Threat

If you were feeling cynical, you might say that NET is Microsoft's latest attempt to rule the e-
world. If you were feeling a little less cynical, you might say that NET is a framework
intended to leverage Microsoft's dominance of desktop computing and its strength in servers
to gain control of and influence over the Internet. And if you were feeling more or less wholly
naive, you might say that .NET is an impressive new technology that makes it easier for
Windows users to stay connected via the Internet.

Each of these views has more than a little truth. Let's try to assemble a more balanced picture.
What Is .NET?

Microsoft pronounces .NET as dot-net and describes it as 'Microsoft's platform for XML
services.! XML is the abbreviation for Extensible Markup Language, a markup language for
presenting and distributing content on the Web. Like HTML (Hypertext Markup Language),
the language used for the first Web pages, XML uses tags and can be used to describe the
layout and formatting of a document. But unlike HTML, XML tags also describe the
structural elements of a document, thus enabling the transfer of information from one
application to another. And because XML is extensible, you can create new markup elements,
rules, and markup languages for different types of content. Markup languages built using
XML are sometimes referred to as XML applications.

Microsoft divides .NET into five areas: .NET experiences, .NET clients, .NET services, .NET
servers, and .NET tools. The following subsections discuss briefly what these areas are.

NET Experiences

NET experiences are the user end of .NET-how users experience .NET. The highest-profile
NET experiences at this writing are .NET Passport, MSN, and .NET Alerts. .NET
experiences are the end of .NET that we're most interested in for the purposes of this chapter,
but it's a good idea for you to know a bit about the other areas of .NET as well.

NET Clients

NET clients are devices that can access .NET services across the Web. To be able to access
NET services, a device needs to be running software that supports XML. As you'd expect,
PCs of various descriptions (from laptops to desktops to workstations) are .NET clients. So
are handheld computers, mobile phones, game consoles, and tablet PCs that can run XML.
For example, the Xbox game console is a .NET client.

NET Services

NET services are building-block services of functionality, on top of which developers can
create programs. For example, as you'll see in Chapter 5, Messenger provides user-to-user
communications. Developers can build programs that use Messenger's functionality to deliver
extra services.



NET Servers

NET servers are the server software used to create the infrastructure for deploying,
managing, and using XML Web services. If you're familiar with Microsoft's server products,
it'll come as no surprise to learn that .NET servers include Microsoft bastions such as
Windows 2000 Server, Exchange Server, and SQL Server (together with other servers such as
BizTalk Server, Commerce Server, and Content Management Server).

NET Tools

NET tools are the tools for building, deploying, and running XML Web services. .NET tools
include Visual Studio .NET and the Microsoft .NET Framework.

What Is .NET Good For?

NET is designed to appeal to several very different groups: users, service providers, and
service developers. The following subsections discuss what .NET offers to those groups.

.NET's Appeal to Users

.NET is intended to appeal to users by making it easier for them to take certain actions and
use certain services online. That phrasing is a bit vague because of the scope of .NET, so let's
consider three key components.

.NET Passport The .NET Passport initiative is designed to make it easier for users to
establish their identity on the Internet. As you'll see a little later in this chapter, you can get a
NET Passport with minimal effort by supplying a modest amount of information. You can
then use that NET Passport to sign into Web sites affiliated with .NET Passport Service, to
use Windows Messenger, and as the basis of your Passport Wallet-a feature for storing your
credit or debit card information online so that you can apply it easily to an online transaction.

NET Alerts .NET Alerts lets you receive real-time alerts through Windows Messenger when
you're online and signed in. These alerts come from service providers and supposedly only at
your request. For example, an online auction site might use .NET Alerts to let you know the
status of your bids, thus saving you from having to log into the auction site repeatedly (or
check for e-mail notifications) to find out if anything has happened. Likewise, an online
merchant might use an .NET Alert to let you know that an item you've ordered has come into
stock, that a price has come down to a level you've specified interests you, or that an order
you've placed has shipped. If you're signed into Messenger, you get alerts instantly.
Otherwise, they stack up until you sign in and check for them.

NET My Services .NET My Services is the centralized framework into which .NET Passport
and .NET Alerts tap. At this writing, NET My Services comprises a slew of services,
including .NET Profile (a personal profile, from name to optional photos), .NET Contacts
(contact management), .NET Inbox (for managing e-mail and voicemail), .NET Calendar (you
guess), .NET Documents (document storage), .NET Presence (whether you're online, offline,
busy, faking being busy, or whatever), and .NET Wallet (payment information, receipts,
coupons, and more; currently called Passport Wallet at the user end). These services are often
used in combination. For example, Messenger relies on .NET Passport for identity; NET



Contacts for the list of contacts; and .NET Presence for information on whether the
protagonist and their contacts are online, offline, or under another status.

Note If you've been following buzzwords, .NET My Services is the new name for what
Microsoft had been calling by the code name HailStorm for several years. NET My
Services uses industry-standard protocols, including XML, HTTP, SOAP (Simple
Object Access Protocol), and UDDI (Universal Description, Discovery, and
Integration).

At this writing, some of the services are much more convincing than others. Microsoft is
forcing users of Messenger, Hotmail, and MSN to use .NET Passport, so .NET Passport is
useful. Once you're using Messenger, .NET Alerts can be very useful, because it enables you
to receive timesensitive information in real time. And as mentioned earlier, some services use
other services. But some services look dubious at this stage. For example, .NET Documents,
which provides document storage in a secure location on the Internet, is staggeringly
uncompelling if you don't have the bandwidth to save and open documents on the Internet
quickly and you don't want to use a service such as MSN communities for backup.

.NET's Appeal to Service Providers

To service providers, .NET offers a chance to ride the Microsoft technology wave and a
standardized way to deliver services to what should be a growing market of .NET users. In
particular, .NET Passport offers an easy way to establish a user's identity and to track their
actions, and technologies built on Messenger let businesses communicate cheaply and
effectively with their customers in real time.

Microsoft says .NET My Services 'offers businesses the opportunity to achieve deeper
customer relationships and to translate those relationships into increased revenue.' In other
words, if a business can track your actions and supply you with more information about
products and services you might be interested in, it's likely to be able to relieve you of more
money than it would otherwise have been able to.

The downside to .NET is that it requires the service provider to use Microsoft software and to
pay Microsoft licensing fees for using the .NET technology.

.NET's Appeal to Developers

In the early days of Webmania (the mid 1990s), many companies built their Web applications
from scratch, using either their favorite programming languages (even the venerable COBOL)
or programming languages that were being developed at breakneck speed for building Web
applications. Writing applications from scratch proved to have several disadvantages,
foremost among them being that it took forever and a day, the resulting applications didn't
always do what they were supposed to (or the requirements had changed, or both), and the
applications tended to be even fuller of holes than the average person's understanding of the
Vietnam War.

Bearing this history in mind, you can see that .NET should have a strong appeal to developers,
because it offers them a way of building applications faster and more easily.



If you're familiar with the Microsoft Office programs-Word, Excel, PowerPoint, Access,
Outlook, and so on-you'll probably have heard of Visual Basic for Applications (VBA). VBA
provides a way of manipulating the objects that make up the programs and a way of creating
new objects to extend the programs. For example, VBA provides userforms, which you can
use to create anything from a minor dialog box to a complete program running from the host
program (for example, Word or Excel). VBA is essentially a subset of Visual Basic (VB), a
programming language for building standalone applications.

In much the same way that VBA and Visual Basic provide the tools for building hosted
programs and standalone programs, .NET provides the building blocks for building Web
applications. Instead of building from scratch, developers can use the functionality that NET
Services offer to quickly put together the core for their applications. Instead of struggling with
not wholly suitable or not wholly developed programming languages, developers can use the
familiar languages in Visual Studio .NET.

In theory, the resulting applications should not only be quicker to create and easier to update,
but also more reliable and more secure.

.NET Detriments

At this writing, and looking from a user's point of view, it's hard to see .NET in an entirely
positive light.

It's undeniable that some .NET services-particularly Messenger and .NET Alerts-already
deliver benefit to some (perhaps many) users. And other .NET services will no doubt be
developed that benefit users in ways I can't imagine right now. But at the same time, you'd be
hard pushed not to notice that Microsoft is forcibly generating demand for .NET by requiring
Hotmail, MSN, and Messenger users to use .NET Passport. Users aren't exactly screaming for
NET, but it's being shoved down their throats.

From the user's point of view, the problem with .NET is that it essentially acts as a user-
tracking mechanism, shredding some of the last vestiges of privacy that users have enjoyed on
the Internet by removing their anonymity in an ever-increasing number of transactions.

As the Internet moves from being the great free-for-all of the end of the millennium to more
of a controlled and formalized pay-as-you-go model, more and more sites that offer valuable
content will require users to establish accounts and to log in on each visit. Logging in can be
done with cookies, but cookies don't have the same portability (from computer to computer)
that NET Passport can offer. So it seems likely that NET Passport will catch on as a quick-
and-easy way to log in automatically to these sites-especially since Microsoft has taken steps
to ensure that all Hotmail, MSN, and Messenger users must use .NET Passport. If Passport
Wallet gains enough users to marshal critical momentum, more sites will implement Passport
Express Purchase, thus driving users to use Passport Wallet and to divulge their financial
details to Microsoft. Sooner or later, more and more .NET services will require subscriptions,
and you can be sure that the payment structures won't allow anonymous payments.

As discussed earlier in this chapter, Web sites have been tracking users for several years now-
ever since they figured out how to do it. This tracking has been increasing recently as the
dotcom crunch has cut off advertising funds and driven sites to search for new sources of
revenue by exploiting visitors more directly. Most Web users are aware that they're being



tracked to some extent-though many were surprised to learn of the amount of specific data
that DoubleClick, Inc., had managed to amass-and regard it as one of the less desirable but
inevitable consequences of using the Web. If you like, the tracking is the price people are
prepared to pay for free content.

What's different about .NET is the centralization and degree of the tracking. In .NET,
Microsoft has constructed a structure for gradually drawing ever more information from users.
Starting with the modicum of information needed to get a .NET Passport (none of which need
be true, apart from the e-mail address), users will gradually need to reveal more and more
information-and more and more true information-to fully use the .NET services. The strategy
uses XP, the shiny new operating system, and the pan-Windows messaging client, Windows
Messenger, to snare people in .NET. It's beautifully done. And it's very Microsoft. Bunches of
tasty carrots proffered, with sticks swishing pianissimo in the background.

Microsoft is using .NET Passport and .NET Alerts to suck users into buying the whole .NET
My Services package and gradually storing more and more data online under Microsoft's
auspices. Each user's data, we're assured, is kept in a 'digital safe deposit box' where it's
'private, secure, and available,' and from which the user can choose to share the information
with family, friends, companies, and so on. But the net (okay, okay, pun more or less
inevitable) effect of these digital safe deposit boxes is to build up a massive database of
information on millions of online users and shoppers. Even if Microsoft keeps the .NET My
Services data secure (as it has pledged to do), having this database will give Microsoft extra
leverage in propelling itself to the forefront of electronic commerce. If .NET Passport and
Passport Wallet are used by millions of prime online shoppers, no online merchant of any size
will be able to resist incorporating .NET Passport in their Web site. If .NET Passport and
Passport Wallet become global standards for identification and commerce over the Web, no
business will be able to avoid using .NET My Services.

Remember that quote a couple of pages ago about achieving deeper customer relationships
and translating them into increased revenue. Does that sound great for the customers?

Protect Yourself from .NET

Because .NET threatens both your anonymity and your privacy, you may well want to use
NET with care. In fact, having read the previous description, you may feel you don't want to
touch .NET even with a ten-foot bargepole.

If you're using Windows, and particularly if you're using XP, the bargepole is an option, but it
doesn't seem a great one. Shunning .NET means dispensing entirely with the features offered
by Messenger, which are appealing right out of the box and seem destined to grow more
appealing as more .NET services are deployed. It's probably better to get yourself one or more
NET Passports, possibly in names other than yours, and use them carefully as outlined here
so that you can enjoy some of the benefits of .NET while avoiding its rapacious data-
gathering tentacles and surrendering as little true information about yourself as possible. (If
you're using another operating system, such as Linux or Mac OS, you should be able to
insulate yourself much more thoroughly from .NET. You might not even need to touch the
bargepole.)

Here are suggestions for limiting the amount of information that Microsoft can gather about
you using .NET:



e For each .NET Passport you create, use a free e-mail account (for example, Hotmail or
MSN) that you can abandon if it becomes contaminated. Don't pay for the account,
because doing so requires your real information.

o Ifyou create a .NET Passport using your real identity, don't use it by default. Use it
only when necessary to accomplish something.

o Create as many .NET Passports as you need. At this writing, there's no limit on the
number of .NET Passports you can create. Even Microsoft recognizes that people may
want to have multiple .NET Passports rather than just one.

e Ifyouuse multiple .NET Passports with the same XP user account, avoid associating
any of the .NET Passports with your user account.

e Ifyou want to maintain various identities while enjoying the benefits of NET
Passport, create multiple user accounts in XP, one for each .NET Passport. You'll need
to switch user accounts more often, but it will help you keep your identities and your
cookies straight.

e When there's a sensible alternative to using a .NET service, use it. For example, as
you'll see in Chapters 5 through 8, NetMeeting duplicates much of Messenger's basic
functionality and allows you to perform those functions (for example, chat, voice and
video conversations, and program sharing) in a more secure way than Messenger does.
So when possible, use NetMeeting rather than Messenger.

e Avoid using .NET Passport to log into any .NET Passport-enabled sites if possible.
Unless and until .NET Passport crushes all competition, most sites will maintain other
ways of authenticating users. Use those ways, even if it means maintaining a plethora
of separate accounts and passwords.

e Don't let Messenger, Internet Explorer, or any other .NET Passport-using program log
you in automatically.

Caution .NET Passport-enabled sites can associate your .NET Passport with your true identity if
you log in using .NET Passport and then make a purchase using your true identity

Understand .NET Passport

Passport was introduced in 1999 and renamed .NET Passport in 2001 to fit more neatly into
Microsoft's .NET initiative. NET Passport is one of the key "NET experiences' that end users
will have, and it's what Microsoft calls a platform service: NET Passport acts as a way of
authenticating users over the Internet without any of those handy identifying documents and
without biometrics.

The numbers for .NET Passport accounts are a tad shaky-okay, I'll be honest: they vary
wildly-but they're certainly in the tens or hundreds of millions. Here's one data point: As of
August 2001, .NET Passport had 25 million users enrolled in the U.S. (and more in other
countries). Interestingly, only 7 million of those 25 million actually knew (or, perhaps more
accurately, understood) that they had a .NET Passport. Fewer than 1 million of those 7
million had used their NET Passport at a Web site other than one of Microsoft's. In other
words, most of the .NET Passport holders are Hotmail and MSN users, and 18 million of
them probably use their .NET Passport strictly for e-mail and perhaps Windows Messenger.
As of November 2001, 2 million .NET Passport users had signed up for Passport Wallet.

Here's another data point: Shortly before the launch of XP (in October 2001), Microsoft was
claiming that there were over 165 million .NET Passport accounts and more than 36 million
active MSN Messenger users. (Those figures are worldwide.)



Consumer and civil-liberties groups, including the Electronic Privacy Information Center
(EPIC), Consumers Union, and the Consumer Federation of America, have claimed that
Microsoft doesn't adequately protect .NET Passport users' data. As you would expect,
Microsoft denies this. But as you'll see shortly, problems with .NET Passport-especially with
Passport Wallet-have been demonstrated, so it's difficult to accept Microsoft's bland
assurances that all is well.

One of the consumer groups' complaints was that .NET Passport doesn't have a mechanism
for you to cancel your account and remove your personal information from the .NET Passport
servers. You can check in any time you want, but you can never leave. Microsoft claims to
have resolved this issue. But at this writing, there's no easily visible link on the Passport Web
site for canceling a .NET Passport, and there's nothing in the Help files about canceling
anything other than a Kid's Passport-Microsoft seems to have followed AOL's brand of
customer service, which made it as difficult and discouraging as possible to cancel an AOL
account. (In passing, Kid's Passport is a get-'em-while-they're young version of NET
Passport.)

Consumer groups also have complained about the uses to which Microsoft might be putting
NET Passport users' data. Microsoft has said that 'this information is completely private,
secure, not mined, sold, rented, or ever used for secondary purposes. It's not mined at all,
period.' If this is true, it's remarkable, because .NET Passport will give Microsoft a huge
database of information about people's Web browsing preferences, shopping habits, and
means of payment.

In March 2001, privacy advocates noticed that the Passport Terms of Use agreement gave
Microsoft the right to (among other things) 'use, modify, copy, distribute, transmit, publicly
display, publicly perform, reproduce, publish, sublicense, create derivative works from,
transfer, or sell' any of the communications or files you transmitted via Passport services (for
example, Hotmail or Messenger). As you can imagine (or perhaps remember), this made the
headlines. Since then, Microsoft has withdrawn sweeping claims to your information from the
Passport Terms of Use.

As I mentioned earlier, you may want to get two or more identities-your real one for
communicating securely with your friends and family, and one or more fake identities for
using Microsoft's .NET features for purposes that you don't want to be tracked back to your
real identity.

Not surprisingly, Microsoft realizes that many users have multiple .NET Passports. But
interestingly, Microsoft has been relatively upfront about it, rather than maintaining the line
that you might expect-that one .NET Passport should be good enough for any user. Here's a
quote from Microsoft about Passport:

...nothing prevents any user from having multiple Passports for this very purpose and many
users do have more than one. This does not defeat the value of single sign-in, because users
are likely to have many applications for which each Passport can be used.

At this writing, the .NET Passport registration form performs no check of identity beyond
checking that your ZIP code is valid for the state you specify and that your e-mail address
works. Assuming you can supply a valid ZIP code for the state you claim to be in, NET



Passport registration doesn't check on you any further. So your unvarnished .NET Passport
offers zero proof of identity.

That said, Microsoft is planning to bolster Passport by adding multifactor authentication. For
example, some uses of Passport may require Secure Key. In Secure Key transactions, you will
need to enter a secondary PIN for each transaction you perform. The PIN will never be stored
on your computer in the way your Passport sign-on information is stored, and the
authentication token generated by validation of the PIN will be transmitted over Secure
Channel, an SSL channel. (SSL is the abbreviation for Secure Sockets Layer, an interface for
encrypted data transfer between a client and a server.) Further out, Microsoft plans for future
versions of Passport to support smart cards and software certificates.

Get a .NET Passport and Add It to XP

If you want to use Windows Messenger, Hotmail, or MSN, you'll need to get a .NET Passport
and add it to XP so that XP knows about it.

An increasing number of other Web sites now use .NET Passport as well. For example, eBay
uses .NET Passport to let users sign on to their accounts quickly, and Prudential Banking's
Egg.com online bank is switching from another authentication system to .NET Passport.

At this writing, the process of getting a .NET Passport is trivially simple. In fact, XP almost
forces you into it by displaying a Messenger icon in the notification area that bears a 'broken’
symbol that just begs you to click it. Clicking this icon fires up Messenger, which, in turn,
cranks up the .NET Passport Wizard that walks you through the steps of getting a .NET
Passport and applying it to XP. (If the notification area isn't displaying the Messenger icon,
you can run the .NET Passport Wizard by clicking the Set Up My Account to Use a .NET
Passport link on the What Do You Want to Change About Your Account? page of User
Accounts in Control Panel: choose Start | Control Panel, click the User Accounts link, and
then select your account.)

If you have an e-mail address already, you can use that as the basis for your .NET Passport. If
you don't have an e-mail address, the .NET Passport Wizard points you to MSN.com to get a
free e-mail account. You may want to take up this offer, but think carefully before you do:
you may well do better to get an e-mail account with another provider (such as your ISP or
one of the free e-mail services) and use that to get your .NET Passport (at the Passport Web
site, www.passport.com) rather than being bound to a Microsoft solution.

By default, the .NET Passport Wizard associates your .NET Passport with your XP user
account. If your .NET Passport represents the same identity as the XP user account you're
currently using, this may be a good move. If not, be sure to clear the Save My .NET Passport
Information in My Windows XP User Account check box on the Type Your .NET Passport
Password page of the wizard.

Tip To change the .NET Passport associated with your XP account, click the Change My
.NET Passport link on the What Do You Want to Change About Your Account? page in
Control Panel.



Edit Your .NET Passport's Profile

You can specify what information to share with .NET Passport-enabled Web sites by
following the Edit My .NET Passport Profile link on the Passport Web site. At this writing,
you can choose to share your e-mail address, your first and last names, and your other
registration information (date of birth, gender, country or region, language, time zone, and
occupation).

Although there may be good reasons for sharing more information about yourself than is
required for any given transaction, I can't think of any. I suggest you share as little
information as possible.

Should You Use Passport Wallet?

When you bite the bullet and get a .NET Passport, you have an important choice to make-
should you use Passport Wallet or avoid it like the plague?

Briefly, Passport Wallet lets you store credit card and debit card information together with
your billing address and shipping address. You can store the information for multiple credit
cards or debit cards and choose which one to use for any given transaction. Once you identify
yourself via your .NET Passport and enter the password for your Passport Wallet, your card
number, billing address, and so on, all snap into place.

Passport Wallet's appeal is essentially that of features such as One-Click Ordering at
Amazon.com-once you've entered your financial information into Passport Wallet and had it
authenticated, you'll be able to apply that information easily or automatically for transactions.
But Passport Wallet is on a far grander scale than One-Click Ordering-Passport Wallet is
intended to work seamlessly across all sites that use the .NET Passport service and have
implemented the Passport Express Purchase feature. Once your Passport Wallet is operational,
you can make purchases at any of these sites easily and (in theory) securely.

The most obvious consideration here is that Passport Wallet requires your real name, address,
and credit card information. No authenticated credit card, no Passport Wallet. So if you're the
type of person who has multiple .NET Passports for different roles or identities, you'll need to
choose which of them is your permanent and verifiable .NET Passport (or create a new .NET
Passport under your real name). Alternatively, you can set up multiple Passport Wallets with

your real name, address, and credit card information if you'll somehow benefit from doing so.

Provided you're comfortable with a .NET Passport in your real name, and you're prepared to
accept Microsoft's assurances about Passport Wallet's security (see the next section), Passport
Wallet can offer real convenience. But it has drawbacks as well. The first problem is the
amount of data that NET Passport and Passport Wallet between them give to Microsoft and
its NET Passport partners about your surfing and shopping habits. The second problem is the
security of the Passport Wallet service and, by extension, the data in it. The next section
discusses this topic.

Note One quick note here: When you make a payment by using Passport Wallet, the .NET
Passport service doesn't receive information about what you purchased, how much you
paid, or whether the transaction succeeded or failed. Similarly, the online merchant to
whom you've made the payment doesn't have access through the .NET Passport service



to information about transactions you've made with other companies using Passport
Wallet. Of course, the merchant knows the details of this transaction, and the .NET
Passport service knows that you've used that Passport Wallet to make a purchase at the
site in question at that time. But overall, your greatest exposure when using Passport
Wallet is with your credit card issuers, who know about every transaction you make
using their card. This is the same risk you assumed when you applied for a credit card
from them, and it underlines the importance of shopping around for a reputable credit
card company rather than succumbing to the wiles of whichever company throws plastic
in your general direction with the most generous credit limit.

How Secure Is Passport Wallet?

If you're considering using Passport Wallet, you'd probably like to be sure that it's secure
before you sign up. Otherwise, some of your most sensitive data-your credit card number,
expiry date, and billing address-can be compromised.

As you know, identity theft is on the rise, partly because it's relatively easy to do and partly
because the law hasn't really gotten to grips with it yet. Credit card fraud has long been
significant if not massive (it accounts for a goodly chunk of that APR your credit card
company likes to charge you), and one of the most popular targets for malicious hackers on
the Internet has been the credit card information that ISPs and merchants have stored in
supposedly secure locations. If you've even skimmed the headlines over the last few years,
you'll probably recall that there have been many successful break-ins, in some of which the
hacker has netted hundreds of thousands of credit card numbers. And those have been just the
break-ins that have been publicized for one reason or another. As when dealing with
employee fraud, companies have a strong incentive to keep quiet about attempted break-ins
that appear not to have caused a major problem.

Microsoft claims that Passport Wallet stores your address and credit card information 'in a
secure, online location,' adding that 'Only you have access to the information in your .NET
Passport wallet.' You'd have to take this with a pinch of salt because Passport Wallet has had a
number of security problems already.

Passport Wallet's worst known security problem as of this writing occurred in November
2001, when Marc Slemko, a software developer and a founding member of the Apache
Software Foundation, wrote a demonstration script that exploited browser bugs and flaws in
Passport's authentication system to steal a Passport Wallet and the victim's credit card
number. All the victim had to do was open a message sent to their Hotmail account-an action
most Hotmail users perform daily.

Microsoft disabled Passport Wallet temporarily while it patched the bugs and tweaked a
software timer so that Passport Wallet users had to enter their password every time they
accessed Passport Wallet. Microsoft then declared that everything was fine again.

Slemko's exploit demonstrated real flaws in .NET Passport and Passport Wallet. Before that,
NET Passport itself (earlier called Microsoft Passport) had suffered plenty of theoretical
criticism. In particular, in 2000, two AT&T researchers slated Passport, saying it had to be
'viewed with suspicion' and that it 'carries significant risks to users.' Microsoft issued a
response suggesting that the researchers had parked their heads where the sun didn't shine by
working with white papers and the Passport client rather than with the Passport Wallet



Software Development Kit. Some of Microsoft's responses to the AT&T researchers' concerns
and objections are convincing. Others are less so. A couple are worth examining here,
together with some peripheral information that you may find interesting if you're considering
using .NET Passport yourself and putting any sensitive data into it.

Like many Internet programs, .NET Passport uses cookies. .NET Passport uses session
cookies to store information on your computer during the time that you're signed into .NET
Passport. Windows deletes these session cookies when you log out of .NET Passport. NET
Passport uses permanent cookies to store your Passport name and (if you choose to store it)
your password on your local computer. Saving the password enables Messenger and Internet
Explorer to log you onto .NET Passport automatically, but it can compromise your security.
Microsoft recommends that you don't use the Sign Me In Automatically option on a public
terminal, and you'd be very ill advised to do so. If you share your XP username with other
people (which you shouldn't- they should have their own usernames), be sure not to use the
Sign Me In Automatically option.

A malicious hacker could, in theory, attack the .NET Passport servers, but they probably
represent one of the toughest points of the .NET Passport system. Microsoft has stated that the
servers are located in 'a secure data center with restricted access and constant supervision.'
The servers aren't connected directly to the Internet, being cordoned off with heavy-duty
hardware and software firewalls and filters. The information in the servers is stored in access-
controlled databases. The security is audited by both Microsoft security experts and external
security experts. Etc., etc. But when you know that in 1999 intruders managed to hack
Microsoft's internal systems and spend a month rummaging through the Windows source code
before being detected, Microsoft's security claims for .NET Passport ring more than a little
hollow.

To protect passwords, .NET Passport doesn't share user passwords with .NET Passport-
enabled sites. When a site uses .NET Passport to authenticate a user, the authentication takes
place at the .NET Passport servers, which give the user the thumbs-up or thumbs-down.

NET Passport uses triple-DES encryption with 168-bit keys. 168-bit keys in theory provide
heavy-duty security-more than anybody except perhaps the NSA, GCHQ, or perhaps Mossad
could crack without undue effort by brute force. (And if any of those organizations is on your
case, you've got more to worry about than the security of your Passport Wallet.) But, as you'll
see in Chapter 4, many keys are far less secure than the key length (the number of bits in the
key) would suggest. Be that as it may, each .NET Passport-enabled site has a separate key and
can use key versioning to rotate its keys to decrease the likelihood of their being
compromised.

One of the flaws that the AT&T researchers suggested was that an attacker could spoof the
user by creating a fake site into which the user would trustingly enter their .NET Passport
username and password. Microsoft's response to this was interesting in its obliqueness:
'Spoofing the credential Ul is an attack to which all authentication systems are vulnerable.
When a user is asked to enter his password, he needs to be certain that the party asking is
trustworthy. On the Web, that party is represented by the DNS address of the servers and the
visual appearance of the pages.' In other words, the system is secure as long as the user is
careful enough not to use it on a site that's only pretending to be a bona fide .NET Passport
site.



That could be a little painful. Microsoft's next assurance, that 'The visual appearance of
Passport's credential Ul includes a protected icon that makes reproduction a violation of a
federal law,' isn't much of a balm. Stealing credit card information is a violation of a federal
law as well. Everyone knows that. But lots of people find it worth their while.

This concern with spoofing was for versions of Windows before XP. In these versions, the
Passport credential Ul is served as part of a Web page, making it (in theory) relatively easy to
spoof. In XP, things are a bit better because Microsoft moved the .NET Passport sign-on
system out of the browser and into the operating system: XP has a secure Credential Manager
to manage the process, and .NET Passport users enter their usernames and passwords directly
into the Credential Manager user interface client rather than into a Web page. The Credential
Manager UI could be spoofed, but it'd be much more difficult than spoofing a Web page.

Another possible attack is a man-in-the-middle attack, in which the attacker would alias the
NET Passport Web site (www.passport.com) to the address of a server they controlled, thus
putting themselves in a position to grab information as it passed in either direction. Microsoft
admits that .NET Passport, like other Web-based authentication systems, is theoretically
vulnerable to this type of attack. The protection against it is that 'All large ISPs are well aware
of this issue and take the appropriate measures to ensure the integrity and security of their
DNS servers.' In other words, it's not Microsoft's problem. Again, you could be forgiven for
interpreting this response as buck-passing and deeming it less than reassuring.

Passport Wallet: What Is It Good For?

I've been quite negative about Passport Wallet, haven't [? You can probably tell that I don't
feel enthusiastic enough about it to entrust it with my own financial data, so I can hardly
recommend that you do so.

Time and determined hackers (or crackers) will show whether Passport Wallet is secure
enough to trust. If it is, it probably has a bright future with some consumers. If you do a lot of
shopping on the Web, Passport Wallet can save you some time entering your address and
payment information at sites on which you don't have an account. Perhaps more valuable, it
can save you from making mistakes in your address and payment information and thus
messing up a vital order. Passport Wallet might also be extended so that, for example, your
employer could authorize your work-related Passport Wallet to make certain types of
business-to-business (B2B) transactions up to a certain limit on behalf of the company using
company funds or purchase orders.

Note One thing to be clear about is that using Passport Wallet doesn't mean sharing your
Wallet information the moment you sign into a Passport-enabled Web site. During a
Passport Express purchase, you get to specify which pieces of information to send to the
merchant.

As it stands, though, many people feel they don't need the type of service that Passport Wallet
offers. These people have probably established accounts at the online stores they use
frequently, so they can order quickly without needing Passport Wallet. For example, once
you've set up One-Click Ordering on Amazon.com, buying anything they sell is easier and
faster than falling off a tightrope. And for anyone who can type reasonably fluently and who
has memorized their credit card number, filling out billing and payment information at a new
site isn't exactly onerous. It takes a couple of minutes, but you should need to do it only once.



Besides site-based accounts such as Amazon.com's, there are more widely usable payment
schemes as well. For example, one payment solution that's finding considerable favor at this
writing is PayPal (www.paypal.com), which lets you store money in an online account from
which you can transfer money to other PayPal users. PayPal is mostly a solution for
consumer-to-consumer (C2C) transactions; the canonical example of a PayPal transaction is
eBay, because PayPal lets two parties who have minimal trust in each other transfer money
quickly and safely without needing the recipient to have facilities for accepting credit cards.
But some e-commerce sites are also using PayPal for B2C (or, more accurately, C2B)
transactions, and this number may well grow.

What Happens When You Use .NET Passport

Let's consider briefly what happens when you associate your .NET Passport with your XP
user account and use it the way that Microsoft intends you to.

If you don't change Messenger's defaults, it attempts to connect to Messenger Service as soon
as you log onto Windows. If you have a persistent Internet connection, or if you've configured
your dial-up Internet connection to connect automatically to the Internet whenever any
program requests a connection, Messenger initiates the connection (if necessary) and then
holds it open until you quit Messenger and the connection times out or until you close the
connection manually. That means you're signed into Messenger Service-and into .NET
Passport-until you deliberately sign out of Messenger Service or log off Windows.

Caution If you switch users rather than log off Windows, Messenger remains connected to
Messenger Service by default.

For obvious reasons, being signed into Messenger for the duration of each computing session
is less than desirable if you don't have a persistent Internet connection-for example, if you
have a dial-up connection with a limited number of hours per month. But even if you have a
persistent Internet connection, you may not want to use Messenger the whole time. In
particular, you may be spooked by the idea that Messenger Service is tracking you the whole
time, and that any action you take at a .NET Passport-enabled site is telling Microsoft's
tracking mechanisms exactly where you are. If you've chosen to allow .NET Passport to share
your details with sites that request them, you're leaving a trail from site to site like a tank
charging across cornfields.

The problem isn't so much that the .NET Passport-enabled sites can see where you're going,
because each site sees only what concerns it and any sites that it's directly affiliated with. The
problem is that the .NET Passport Service learns all your movements as each .NET Passport-
enabled site, in turn, authenticates you. If you use Passport Wallet as well, the amount of
information you leave behind is that much greater.

The upside of being signed in is, of course, that you can use Messenger Service at any point
and that you can receive instant messages, calls, files, and more from any of your contacts
who are online. The upside of using .NET Passport to access enabled sites is that you can
prove your identity seamlessly without needing to enter a username and password manually.
The upside of using Passport Wallet is that you can make purchases at sites that support
Passport Wallet without having to enter your payment information manually.



When you sign out of .NET Passport, Windows deletes all .NET Passport-related session
cookies from your computer. (Permanent cookies remain on your computer to track your sign-
in preferences in Messenger.) This deletion is reassuring in that it means malicious programs
can't attempt to access the session cookies after you've signed out. But most people feel that
because Messenger Service has already gotten and stored the relevant information, this is a
case of razing the stable after the horse has departed.

Use Digital Certificates to Prove Your Identity and Protect Yourself

As you saw earlier in this chapter, one of the currently popular ways of proving your identity
online is to use a digital certificate-a collection of identity information that's encrypted and
signed with the digital signature of the certification authority that issued it. You can use a
digital certificate for various purposes, such as adding a digital signature to e-mail messages,
encrypting messages and attachments so that only the specified recipient can read them, and
making sure that signed messages you receive haven't been tampered with.

As you also saw earlier in the chapter, the digital certificate has some of the same problems as
other nonbiometric proofs of identity. Although a digital certificate is (theoretically, at least)
more or less impossible to forge, it can be borrowed, stolen, or shared easily. Microsoft
describes the benefit of digital certificates as follows: 'you can use digital certificates to verify
that another person has a right to use a given identity.' Note the phrasing: You don't know that
the other person is who the certificate says they are, but that they have the right to use that
identity-that is, if they haven't stolen the digital certificate.

A digital certificate typically contains at least the holder's name and e-mail address, and it
may often contain much more information, such as age, address, and citizenship. The digital
certificate includes details of the type of encryption used and of the holder's cryptographic
keys.

Note One problem with digital certificates at this writing is that they bundle a number of
separable items of information that you may not want to share with other people. For
example, a digital certificate might contain your full name, e-mail address, physical
address, age, and other details. You can't use the digital certificate to prove your identity
without divulging the other information at the same time. There's a strong argument for
developing digital certificates that contain lesser amounts of information, or digital
certificates from which you can choose to expose only a specific subset of information
for any given transaction. For example, if you choose to gamble online, you might need
to prove that you are over 18 or over 21. With a more flexible digital certificate, you
could prove this without giving out your name, e-mail address, and so on.

In case you're not familiar with the basics of public key cryptography, let's take a minute to
run through them. Each key holder-for example, you-has a key pair that consists of a public
key and a private key that are used to encrypt and decrypt data securely. You share your
public key with the whole wired world, either directly (by sending the key to the recipient) or
indirectly, via a public key infrastructure (PKI) that lets people look up your public key (or
that of any other person or organization). The public key is used to encrypt messages and
documents coming to you and to authenticate and decrypt messages coming from you-
anything encrypted with your public key can only be decrypted using your private key, which
you keep to yourself and use to encrypt outgoing messages and documents. Those messages
and documents can be decrypted only by using your public key.



Described this simply, public key cryptography is improbable enough to require a
Bambleweeny 57 Sub-Meson Brain and a really hot cup of tea-but if you plunge into the
details (which we won't do here), you'll find that it stands up to scrutiny. For mathematical
reasons, neither key can be inferred from the other key, so it's safe to publish your public key
worldwide-nobody will be able to derive your private key from it. Assuming you keep your
private key safe, anyone sending you a message encrypted with your public key can be sure
that you're the only person who will be able to decrypt it. But because anyone can get your
public key, they need to encrypt the message with their private key in order to prove to you
that it comes from them. You then decrypt the message using their public key (followed by
your private key), and you've authenticated each other and communicated securely. Again,
this description is a simplification, but a forgivable one.

The essence of digital certificates is that both parties involved in a transaction secured by
digital certificates have to trust the issuer of the digital certificates to have authenticated the
other party closely enough for the needs of the transaction. As discussed earlier in the chapter,
the degree of authentication varies depending on the transaction being carried out-in order to
read an e-mail from a friend, you might want a digital certificate that gives only a modest
degree of certainty that it is your friend; whereas if you are selling them depleted uranium,
you'd probably want a high degree of certainty (or perhaps a shipload of unmarked bills).

Digital certificates can, of course, be used within closed systems-for example, within a sealed
corporate, military, or government system-but they're more widely used for authentication on
the Internet. For digital certificates to work, a PKI needs to be in place for accessing public
keys. Certification authorities need to supply digital certificates to individuals and
organizations that they've satisfactorily authenticated. Those individuals and organizations
can then trust each other because both trust the certification authorities-either the certification
authority that has issued their own certificate or a different certification authority that their
certification authority trusts.

In XP, Internet Explorer acts as the primary interface for digital certificates. As you'll see in a
moment, you use Internet Explorer's Certificates dialog box to install and manage digital
certificates. Internet Explorer stores the digital certificates in the Registry, from where other
programs can use them as well. For example, Outlook Express uses digital certificates both to
sign outgoing messages (verifying that they're coming from you-or rather from someone with
your digital certificate) and to encrypt and decrypt e-mail messages (preventing your outgoing
messages from being read by someone who doesn't have the required private key and your
incoming signed messages from being read by anyone who doesn't have your private key).

Address Book includes a Digital IDs page in the Properties dialog box for a contact that you
can use to associate a digital certificate with an e-mail address for a contact. (In one of
Microsoft's endearing efforts to simplify matters that turn out to make them more
complicated, Address Book and Outlook Express refer to digital certificates as digital IDs.)

Get a Digital Certificate

The process of getting a digital certificate varies depending on the type of certificate you
decide you want and the company you get it from, so this section discusses the general steps
involved rather than crunching through all the details. It includes screenshots of a couple of
the steps in the process.



Where to Get a Digital Certificate

There are three ways to get a digital certificate:

From a commercial certification authority. These include VeriSign, Inc.
(www.verisign.com), GlobalSign NV (www.globalsign.net), Thawte Certification
(www.thawte.com), or BT Ignite (www.ignite.com). For the latest list of certification
authorities that Microsoft favors, click the Get Digital ID button on the Security page
of the Options dialog box (Tools | Options) in Outlook Express. Outlook Express
opens a browser window to the Microsoft Office Assistance Center's list of
certification authorities.

Note A certification authority is sometimes also called a certificate authority. Both
terms abbreviate to CA.

From the company you work for. If your company runs its own digital certificate
server, it can issue digital certificates to its employees.

By using a program that allows you to create a digital certificate yourself. For
example, some versions of Microsoft Office ship with a program named
SELFCERT.EXE, which you can use to create a digital certificate bearing any name
you choose. Such a certificate is next to useless for authenticating identity-if you can
create a certificate without any verification, so can anyone else-but it can be useful for
practicing importing, exporting, and deleting digital certificates.

Types of Digital Certificates

As you'd imagine, various kinds of digital certificates are available, including corporate
certificates, software developer certificates, and personal certificates. In this section, I'll
assume you're interested in personal certificates that you can use over open networks for
purposes such as signing and encrypting e-mail, rather than, say, private digital certificates
that work only for a company's internal applications and are used for restricting users' access
on a network.

Get a Personal Certificate

The steps for getting a personal certificate usually go roughly as follows, though not
necessarily exactly in this order:

Complete an online enrollment form. The complexity of the form and the information
you need to complete it depend on the type of certificate you're trying to get.

Confirm your e-mail address. As a preliminary check of the lines of communication,
in response to the form you've submitted, the certification authority sends you an e-
mail message containing a URL specific to your application for a certificate. By
following this link, you confirm that your e-mail address is valid.

Verify your identity, either via a big-name agency (TRW, Equifax, or Experian for a
personal certificate, and Dun & Bradstreet Financial Services or something similar for
a business) or by submitting verifiable information such as the details of your
passport, driver's license, or identity card (if your country uses them).

Pay for the digital certificate (in most cases), preferably via a nice verifiable credit
card in your own name.



e You may need to submit paper documents containing your signature and photocopies
of your means of identification (for example, a copy of the details page of your
passport).

o For some certificates, you may have to visit a representative of the certification
authority in person, bearing your proof of identity. This check of your physical
identity provides the strongest authentication that most certification authorities use.

e Once the certification authority has authenticated your identity to the degree required
for the type of digital certificate, you get an e-mail to the address you supplied,
containing a personal identification number (PIN) for picking up your certificate from
the provider. Using the same computer from which you submitted your enrollment
form, paste in the PIN (or type it with great care), and the certification authority
generates the certificate. Some certification authorities install the certificate on your
computer automatically, whereas with others, you download the certificate to a file
and then install it manually. (I'll discuss the procedure for installing a certificate
manually in a minute or two.)

e You may need to create a new RSA Exchange key. See the next section for an
illustration of the process.

Caution The certification process may offer to protect your private key. You probably don't
want to accept this offer because it will prevent you from exporting your private key
to archive it or to install it on another computer. In other words, you'll be able to use
the digital certificate only on the computer on which you initially install it.

If you didn't encrypt your private key, you should export a copy of the certificate to a floppy
disk or other handy removable medium immediately and store it in a safe location off your
premises. If you don't have a secure deposit box at your bank, now might be the time to get
one. You might also choose to further encrypt the file containing the digital certificate and
store it in a secure online locker that you will be able to access easily even if your computers
are destroyed or stolen.

There's one interesting exception to the confirmation-of-identity step. Instead of relying on a
top-down authentication approach run from one or more central offices, Thawte Certification
uses a bottom-up authentication approach in its Web of Trust. Thawte describes the Web of
Trust as a 'community-driven certification system based on face-to-face ID validation on a
peer-to-peer basis.' In the Web of Trust, each member can become a notary who can help
certify other people. To become a member, you accumulate 50 points by meeting in person
with existing members, who assert to Thawte that they've met you and checked your ID.
Different members are worth different numbers of points, depending on the number of trust
assertions they've made so far, so you'll typically need to meet anywhere from two to five
people to accumulate enough points to certify you as being authentic. (If there aren't any Web
of Trust notaries in your area, Thawte has a Trusted Third Party program that involves getting
signed proof of identification from fine upstanding business folk such as bank managers and
lawyers.)

Once you've become a member of the Web of Trust, you can gain further points by meeting
further notaries. When you accumulate 100 points, you become a notary yourself, which
means you can start authenticating new members.



Create a New RSA Exchange Key

As mentioned a few moments ago, the procedures for creating a digital certificate vary
depending on the certification authority you're using, so I can't really presume to show you
what you might see. But if the digital certificate-creation process involves creating a new
RSA exchange key, as well it might, you're likely to see the Creating a New RSA Exchange
Key Wizard spring into action. First, you'll see the Creating a New RSA Exchange Key dialog
box shown in Figure 3-1.
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Figure 3-1: The First Creating a New RSA Exchange Key dialog box
Here, you can change the security level by clicking the Set Security Level button and using
the second Creating a New RSA Exchange Key dialog box, shown in Figure 3-2, to specify

the level of security.
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Figure 3-2: In the second Creating A New RSA Exchange Key dialog box, specify the level of
security you want.

A High security level means you have to enter a password before Internet Explorer can supply
the certificate when a site requests it. A Medium security level means that Internet Explorer
asks your permission before supplying the certificate, but you don't need to enter the
password. A Low security level (not an option in the dialog box shown in Figure 3-2) means
that Internet Explorer supplies the certificate without consulting you when a site requests it.

If you choose the High security level, when you click the Next button, you see another screen
of the Creating A New RSA Exchange Wizard, prompting you for the password. Enter it and
click the Finish button.



Manage Your Digital Certificates

This section runs you quickly through the maneuvers you're likely to perform with digital
certificates: installing them, scrutinizing them, and removing them.

Install a Digital Certificate

As mentioned earlier, some certification authorities automatically install the certificate on
your computer when you download the certificate. Other times, you'll need to install the
digital certificate on your computer (or on another computer) manually. Take the following

steps:

1.

In Internet Explorer, choose Tools | Options to display the Internet Options dialog box.

2. On the Content page, click the Certificates button to display the Certificates dialog

box, shown here.
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Click the Import button to start the Certificate Import Wizard; then click the Next
button to get to the File to Import page of the wizard.

Tip If you have the certificate on your Desktop or in an open Explorer window, you
can start the installation process by double-clicking the certificate and then
clicking the Install Certificate button on the General page of the resulting
Certificate dialog box.

Enter the filename of the certificate in the File Name text box, either by using the
Browse button or by typing the path and filename manually. Note that the Files of
Type drop-down list in the Open dialog box accessed from the Browse button defaults
to X.509 Certificate (*.CER, *.CRT), and that you'll have to change the setting if you
want to import a type of certificate other than one of those types.

Click the Next button to get to the Certificate Store page of the Certificate Import
Wizard, shown here.
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Usually, XP selects the Automatically Select the Certificate Store Based on the Type
of Certificate option button. If you leave this selected, XP assigns the certificate to the
store that seems best suited for it. In most cases, XP makes the right choice; but in
some cases, you may want to specify the certificate store manually. To do so, take the
following steps:

O

Select the Place All Certificates in the Following Store option button. XP
enables the Certificate Store text box, with its default value of Personal, and
the Browse button.

Click the Browse button to display the Select Certificate Store dialog box,
(shown here in its two manifestations-with and without the physical stores
displayed.
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To specify the store by category, select the store in the list box.

To specify the physical store, select the Show Physical Stores check box. XP
displays the physical stores (as in the preceding version of the dialog box on
the right). Expand the appropriate branch of the tree and select the subfolder.
For most of the branches, your choice is Registry, Group Policy, or Local
Computer.

Click the OK button to close the Select Certificate Store dialog box and return
to the Certificate Store page of the wizard.

Click the Next button to move on to the Completing the Certificate Import Wizard
page of the wizard, shown here, which summarizes the choices you've made.
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8. Double-check the information. If it's right, click the Finish button. The Certificate
Import Wizard completes the import procedure and, if it's successful, displays a
message box saying so.

Tip If Internet Explorer is unable to import the certificate, the cause may be that you're
running a version of Internet Explorer with less that 128-bit encryption and the certificate
has a key length of 1,024 bits or more. To solve the problem, upgrade to the 128-bit
version of Internet Explorer.

Scrutinize a Digital Certificate

One of the steps you're likely to take with many certificates is to examine them to see whether
they're current and what they're supposed to be for.

For a brief list of a certificate's intended purposes, select the certificate in the list box in the
Certificates dialog box and look at the purposes listed in the Certificate Intended Purposes
group box. For more detail, double-click the certificate in the list box, or select it and then
click the View button. XP displays the Certificate dialog box, which contains details of the
certificate on its three pages: General, Details, and Certification Path.

General Page Information The General page, shown in Figure 3-3, contains information
about the issuer of the certificate, the person or entity to which the certificate was issued, and
the period for which the certificate is valid. If all is well with the certificate, the General page
also lists the purposes for which the certificate is intended-for example, 'protects e-mail
messages,' 'ensures the identity of a remote computer,' or 'protects software from alteration
after publication.' If there may be a problem with the certificate, the General page gives a
message such as "Windows does not have enough information to verify this certificate.' If the
Issuer Statement button on the General page is available, you should be able to display
information about the issuer of the digital certificate by clicking it.
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Figure 3-3: The Certificate dialog box lets you examine a certificate to see whether it's current
and what it's for.

Details Page Information The Details page, shown in Figure 3-4, contains details about the
certificate: everything from its version, serial number, and algorithm to its public key and
thumbprint. You can reduce the amount of information shown by making a selection- <All>,
Version 1 Fields Only, Extensions Only, Critical Extensions Only, or Properties Only-from
the Show drop-down list. To view the details of a field that won't fit in the Value column of
the upper list box, select the field to make XP display it in the lower list box.
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Figure 3-4: The Details page lets you examine the details of the certificate, including its
thumbprint, thumbprint algorithm, and public key.

Certification Path Information The Certification Path page, shown in Figure 3-5, displays
the hierarchy of certificates-from the certification authority ultimately responsible for this
certificate to the holder of the certificate. You can view the certificate for one of the bodies
higher in the hierarchy by selecting it and clicking the View Certificate button.
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Figure 3-5: The Certification Path page lets you examine the certification path from the
certification authority to the holder of the certificate.

The Certificate Status box on the Certification Path page displays the current status of the
certificate-for example, 'This certificate is OK' or 'This certificate has expired or is not yet
valid.'

Remove a Digital Certificate

In the natural course of events, many people who use digital certificates actively tend to
install more certificates than they remove. But just as you might lose trust in a family
member, an acquaintance, or a company, you may want to stop trusting a digital certificate
that you used to trust. And like family members, acquaintances, and many companies, most
digital certificates eventually expire. So it's a good idea to go through your certificates every
now and then and weed out those that have expired or are no longer trustworthy.

If a certificate has expired or become untrustworthy, you'll usually want to remove it, as
described in this section. If a certificate has become less trustworthy than it used to be, instead
of removing it, you may want to change the purposes for which you use it. The next section
describes how to do that.

Caution Before you remove a digital certificate, be aware of the consequences of doing so. If
you remove one of your personal certificates, you'll no longer be able to decrypt data
that you encrypted using that certificate. For example, you won't be able to read any
e-mail messages to others that you encrypted using that digital certificate, nor will
you be able to read any e-mail messages that others encrypted for you to read
securely using that certificate. If you've used the digital certificate to authenticate
yourself for Web sites, you won't be able to access those sites without authenticating
yourself again (presumably using a different certificate). And if you remove the
digital certificate for a certification authority, XP won't trust any digital certificates
issued by lower-level certification authorities or by companies that, in turn, are
authorized by that certification authority.



To remove a digital certificate, display the Certificates dialog box as described in steps 1 and
2 of the section 'Install a Digital Certificate,' earlier. Navigate to the appropriate page, select
the certificate, and click the Remove button. XP displays a Certificates dialog box to warn
you of the consequences of removing the certificate and to confirm that you want to proceed.
Click the Yes button if you're sure you want to remove the certificate.

Change a Digital Certificate's Friendly Name, Description, and Purposes

If you use digital certificates a lot (as is increasingly a good idea), you'll probably accumulate
a goodly number of digital certificates before too long. When you do, the plethora of digital
certificates can become confusing.

To clarify things, XP lets you edit the friendly name (the descriptive name) and the
description for a certificate. To do so, click the Edit Properties button on the Details page of
the certificate's Certificate dialog box to display the Certificate Properties dialog box. On the
General page, shown in Figure 3-6, you can change the text in the Friendly Name text box and
add a description in the Description text box.
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Figure 3-6: The General page of the Certificate Properties dialog box for a digital certificate
lets you edit the friendly (descriptive) name and description for the certificate and specify the
purposes for which you want to use the certificate.

On this page, you can also specify the purposes for which you want to use the certificate by
using the Enable All Purposes for This Certificate option button, the Disable All Purposes for
This Certificate option button, or the Enable Only the Following Purposes option button. For
the third option, use the check boxes to specify which purposes to use. As you might imagine,
you're usually limited to those purposes for which the certificate has been issued-you can't add
purposes that the certificate doesn't cover, unless the certificate is extensible, in which case
the Add Purpose button will be available.



Export a Digital Certificate

To export a digital certificate, select it in the Certificates dialog box and click the Export
button. XP launches the Certificate Export Wizard, which walks you through the process of
exporting the certificate. The key steps are as follows:

1.

The Export Private Key page, shown here, may or may not offer you the choice of
exporting the private key with the certificate. If the private key associated with the
certificate is not marked as exportable, XP won't let you export it. If you choose to
export the private key, you have to enter a password to protect the private key. (You
enter the private key later in the wizard, not immediately.) Make sure the password is
strong if you need to protect it against being cracked. (If you feel you're entering the
password only because you must, be sure your appraisal of your security risks is
accurate.)
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The Export File Format page of the Certificate Export Wizard, shown next, lets you
specify the format in which to export the digital certificate. Internet Explorer typically
offers these four formats for exporting digital certificates:
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o DER Encoded Binary X.509 A binary format best used for exporting a single
certificate (rather than all the certificates in a certification path). The file uses a
CER extension.



o Base64 Encoded X.509 A textual representation of a DER-encoded
certificate. Use this format when you need to send a certificate to a computer
running an OS other than Windows (for example, Linux). Like the DER
Encoded Binary X.5009 file, this file uses a CER extension.

o PKCS #7 A file that contain all the certificates in the certification path. The
file meets the Cryptographic Message Syntax Standard PKCS #7 created by
RSA Security, Inc. The file uses a P7B extension.

o PKCS #12 A file that contains all the certificates in the certificate path. The
file meets the PKCS #12 standard, again created by RSA Security, Inc. With
PKCS #12, you can use strong protection, and you can choose to delete the
private key after successfully exporting the certificate. Microsoft uses the
extension PFX for PKCS #12 data, whereas Netscape uses the extension P12.

3. The File to Export page (which isn't worth showing here) provides a text box and a
Browse button for you to specify the filename and location under which to save the
certificate file.

4. The Completing the Certificate Export Wizard page of the wizard summarizes the
choices you've made and gives you the chance to correct them before clicking the
Finish button to complete the export procedure. As with importing a certificate, the
wizard lets you know whether the procedure is successful.

By default, Internet Explorer exports certificates in the DER Encoded Binary X.509 format.
When you use the Certificate Export Wizard, you can change the certificate type easily
enough. But you can also export a certificate by dragging its file from the Certificates dialog
box to a folder. When you do so, Internet Explorer automatically uses the default format.

To change the default format, click the Advanced button in the Certificates dialog box and
choose the format in the Export Format drop-down list in the Export Format group box in the
resulting Advanced Options dialog box (see Figure 3-7). If you use the PKCS #7 Certificates
format, select or clear the Include All Certificates in the Certification Path check box to
specify whether to include all the certificates or just the one you're exporting.
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Figure 3-7: Choose a default format for certificates you export in the Export Format drop-
down list in the Export Format group box in the Advanced Options dialog box.

Summary

This has been a long chapter, and we've covered a lot of ground in it. We started by discussing
the different mechanisms for establishing our identity in the physical world and the problems



in translating these mechanisms to the wired world to prove our identity there. We then
considered how privacy and anonymity differ from each other, what they mean, and how
privacy has been substantially eroded during the last ten years-both in the physical world and
online.

After that, we moved on to understanding what Microsoft's .NET initiative is; what it's for,
good for, and bad for; and how it threatens your privacy in a new and cunningly implemented
way. I then gave you a couple of reasons why you should probably use .NET Passport
anyway, and I showed you how to get a .NET Passport and associate it with your user account
in XP.

By the time we reached the final third of the chapter, I feared you were wilting, but you pulled
yourself together gallantly and learned what digital certificates are, how to get one, and how
to install and manage certificates on XP.

In the next chapter, I'll discuss how to create, manage, and use free e-mail accounts and
Outlook Express.

Chapter 4: Create, Manage, and Use Free
E-mail Accounts and Outlook Express

Overview

E-mail is the life-blood of the Internet, and almost every Internet user needs one or more e-
mail accounts. Your ISP probably provides you with some e-mail accounts as part of your
Internet service; but sooner or later, you may well need further accounts-particularly ones that
aren't directly linked to your real-world identity.

This chapter discusses how to create, manage, and use e-mail accounts on XP. As you'll soon
see (if you don't know already), various Web sites provide free e-mail accounts. This chapter
concentrates on Hotmail, Microsoft's industry-leading Web-based e-mail site, but it also
mentions some of the other prominent Web-based e-mail providers that you may want to
consider instead.

The whole point of Web-based e-mail is, of course, that you can access it via the Web using
just a Web browser-whichever one you happen to have convenient to the computer you're
using. But for greater power and flexibility with Hotmail, you'll probably want to use the
Outlook Express e-mail client that comes built into XP. This chapter shows you how to
configure Outlook Express for security, efficiency, and ease of use and how to use it to send
and receive e-mail with HTTP, POP3 (Post Office Protocol), and IMAP (Internet Message
Access Protocol) accounts. (Outlook Express also includes a powerful newsreader, but I don't
discuss that in this book.)

Note In talking about POP3 and IMAP accounts, I go a bit off the assumption that you're using
just Hotmail-but given that you may well want to use Outlook Express with a POP3 or
IMAP account as well as with Hotmail, I doubt you'll object to getting the extra
information.



A Brief History of Hotmail

If you've been computing for a while, you'll probably remember that Hotmail, Microsoft's
Web-based e-mail service, hasn't always belonged to Microsoft: Hotmail started off as an
independent entity offering free e-mail accounts-an entity fueled in theory by advertising
revenues from the banner ads inflicted on all the eyeballs drawn in by the free e-mail
accounts.

Hotmail quickly became popular because it was free and easy. You didn't need to prove your
identity in any way for a Hotmail account-when you signed up for an account, you had to
provide some supposedly personal information; but because Hotmail checked none of this,
many people felt no compulsion to be honest, particularly if they were using Hotmail for
messages that they were embarrassed to have associated with e-mail accounts that bore their
real names.

When Microsoft bought Hotmail, droves of Hotmail users threatened to quit Hotmail because
they didn't like Microsoft or feared that it would exploit Hotmail users. Many probably did
quit, but, overall, the service has grown impressively over the years. By and large, Microsoft
hasn't exploited Hotmail users-but now it's starting to.

If you see any number quoted for Hotmail users, take it with a couple of good shakes of salt.
First, many Hotmail accounts have been forgotten, deactivated, and expired, or have had the
hammer dropped on them for misuse. For many users, forgetting the password to a Hotmail
account counted as no great misfortune: If they weren't able to recover the password through
Hotmail's secretquestion mechanism, they would abandon the account and create another.
They'd need to let their contacts know their new e-mail address, of course, but even that had
an upside-they could omit any contacts who were no longer worthwhile from the e-mail
giving the new address. There's a strong suspicion that these deleted accounts still show up to
swell the user numbers. Second- and arguably even more of a distortion-many Hotmail users
have multiple accounts: some for good reasons, and some for, well, not such good reasons.
The good reasons include keeping different categories of e-mail separate-for example,
keeping your personal e-mail separate from your business e-mail. The less-good reasons
include being able to receive more messages or (more likely) more attachments without
exceeding one's space allocation, and maintaining alternate personalities for anything from
cyber-romance to stock manipulation to digital piracy.

Many Hotmail users haven't exactly forgotten that Microsoft owns Hotmail, but they don't
treat it as a major issue except when something exciting occurs. In 2001, something exciting
did happen: Microsoft tried to implement new language in the Hotmail user agreement that
gave Hotmail (and thus Microsoft) the right to use the contents of any message or attachment
sent via Hotmail. So, if you wrote a business plan in a Hotmail message, Microsoft could use
it; if you sent the manuscript of your new novel as an attachment, Microsoft could publish it.

It seems likely that the new language was caused by an attack of lawyeritis-a lawyer applying
legal language to a topic he or she doesn't understand-like the lawyers who proposed that
downloading any Web page should constitute an infringement of copyright because
downloading a page makes a copy of it. (That unvisited Web sites and pages obviated the
point of the Web seems to have escaped them.) But whatever the intent, the ensuing user
reaction and press coverage was spectacular enough to persuade Microsoft to drop this
language.



Combining as it does a user-friendly interface and very wide accessibility via both e-mail
clients and Web browsers, Hotmail has had some major security scares. In particular, in 1999,
hackers discovered a bug in a CGI script that let any user access any other user's account
without providing a password. And, as mentioned in Chapter 3, in 2001, a white-hat hacker
put together a script that exposed flaws in Hotmail that allowed the hacker to steal a Passport
Wallet by sending a Hotmail member an e-mail message and having them do nothing more
than open it. Both these security holes have been patched, but concerns remain.

In early 2001, Microsoft started to integrate .NET Passport with Hotmail and MSN, its other
free e-mail service. Although Microsoft notified Hotmail users about .NET Passport, many
users seem to have missed or ignored the e-mail: As you saw in the previous chapter, the
statistics suggest that most Hotmail and MSN users don't know that they're using .NET
Passport when they sign into Hotmail or MSN.

In late 2001, Microsoft started to up the ante on getting people to take Hotmail seriously and
provide real information that could be tied to their NET Passport information.

Hotmail's account limit had remained a stingy 2MB for quite a while, with individual
attachments limited to 1MB, even though competitors such as Yahoo! offered accounts with
10MB or more. The 2MB limit was carefully calculated to be usable but problematic. If you
received plain-text messages, you could keep just about any amount of messages in your
Inbox and folders without problems. If you received HTML messages, you could keep
correspondingly fewer in your Inbox and folders, but enough to be useful. But if you received
attachments, all bets were off. For example, if your maiden aunt sent you a handful of JPEGs
of her Siamese's latest brood, they might well bump you beyond your account allowance.
You'd then get a brisk little message from Hotmail Member Services telling you that your
account was stuffed beyond the gills, and further messages sent to you would get bounced
back to their senders with the message 'Mail delivery failed: returning message to sender' and
the error (if they looked into the ugly message) '552: Requested mail action aborted: exceeded
storage allocation.' If the sender didn't look quite that far, they would see an announcement
that 'the following address(es) failed' and your address-an error that you might be forgiven for
considering deliberately misleading in that it suggested the e-mail address wasn't valid.

Even if your maiden aunt spared you the Siamese, spam (particularly with attachments) could
easily balloon your Hotmail account beyond bursting. This limitation changed your Hotmail
account from being a universally accessible wonder to being a business liability. Sure, you
could access it from anywhere via the Web-but any large attachments might have bounced.
Anyone who read only the first part of the bounce message might think that your Hotmail
address was no longer valid (or that they'd gotten it wrong).

Then there was the problem of keeping your account active. In the early days, Hotmail
allowed you to go for 45 days without accessing your account. Then-presumably, as the
number of lightly used accounts grew-they tightened things up. By 2001, you needed to
access your account every 30 days. If you didn't, Hotmail deactivated your account and
deleted all your messages, folders, and contacts. If you came back within 90 days after
deactivation, you could get the account back, but all the messages, folders, and contacts
stayed gone. So, if you planned, say, a six-week hike around the foothills of Annapurna, you
could kiss your e-mail history goodbye. That was marginally tolerable for casual use, but not
for serious use-either for personal e-mail or for business.



Hotmail then began offering paid accounts that allowed 10MB of storage and attachments of
up to 1.5MB each for the meager fee of $12.95 per year (plus applicable taxes). Paid accounts
also removed the bugbear of having to sign in every 30 days or have your account deactivated
(with all its attendant unpleasant consequences).

But for you to pay $12.95-aye, there's the rub. You don't get to pay through an anonymous
account-nor even through PayPal. No: To pay for a Hotmail account, you need to supply a
real name, real address, real phone number, and real credit card information. The free-and-
easy accounts had come home with a vengeance

At this writing, it seems safe to say that most Hotmail users haven't taken up Microsoft's
Hotmail offer with a rush of enthusiasm. For those who use Hotmail as their main e-mail
account with their true identity, it makes sense to pay, because 10MB and no deactivation
makes Hotmail more practical than the free version. But for anyone using Hotmail as a
pseudonymous service, putting up with the restrictions tends to make much more sense than
paying. In any case, the $12.95 turned into a special offer, with the price then rising to $19.95
for those who had missed the deadline.

Get a Hotmail Account

Signing up for a Hotmail account is so simple that you'd be insulted if I walked you through
the process. Point your favorite browser at the Hotmail site, www.hotmail.com, and follow

the registration process. As mentioned earlier, you need to supply some information and
create a secret question (and answer) that you can use, in combination with your username,
country, and ZIP code (if that country is the U.S.), to retrieve your password if you forget it. If
the details you supply are less than wholly truthful, memorize them well, because you'll need
to supply them if you forget your password and secret question. (Write them down if you
must, but be clear that writing down any sensitive information like this compromises its
security.)

The process is easy, but a couple of things are worth mentioning here. The first thing is that
when you sign up for a Hotmail account, you automatically create a .NET Passport. There's
no way around it. (Again, this is one of the reasons that there are so many million .NET
Passports.)

Tip When you create a Hotmail account and its associated .NET Passport by using the
Hotmail Web site registration form, your .NET Passport doesn't automatically get
associated with your XP user account. But if you allow the .NET Passport Wizard to sign
you up for a free e-mail account (which, at this writing, is at MSN rather than Hotmail),
you'll need to prevent the .NET Passport Wizard from associating the new .NET Passport
with your XP user account, since it does so by default.

Second, a couple of Hotmail's suggestions for creating a secret question are way out of line.
Hotmail suggests using the last five digits of your social security number or credit card. Ouch.
Although these numbers are ones you should always be able to access easily (if you don't
have them memorized), and the former at least shouldn't change unless you suffer an identity
transplant, it's not a good idea to associate them with a Hotmail account-even (or perhaps
especially) if it's an account that you intend to use with your real name and for business
purposes.



For one thing, social security numbers are widely used these days-everything from a rental
application to your paycheck probably carries your social security number. It may not be easy
for someone else to learn your social security number, but it's not exactly a secret. So anyone
who knows your Hotmail address (at least all the people to whom you've ever sent an e-mail
from Hotmail) and your social security number can get at your password. That's bad.

Much the same goes for your credit card numbers. These days, most people who have
computers seem to have multiple credit cards so that they can contribute to the national debt,
help the country escape recession, or whatever. So, even if you followed this misguided
suggestion, you'd need to remember which credit card you used for Hotmail.

But you don't really want Hotmail to have even part of your credit card number, anyway.
Various e-businesses use the last five digits of your credit card number as a quasi-harmless
identifier. The message is, this is enough to identify the credit card you used; but because
we've given only five of the 16 digits, nobody can guess the rest. But you don't have to be
paranoid to see even five-sixteenths of a vital number as quite a threat to your security. At the
very least, it provides enough information to easily match you up with another credit card
transaction using the same card.

In any case, you need to keep your password and secret question secure. If anyone can derive
your secret question from your credit card number or social security number, your security
level is miserable. And once someone knows your password, they can use your .NET
Passport-and your Passport Wallet, if you have one.

Second, instead of a Hotmail account, you may want to get an MSN account. An MSN
account is Microsoft's preference at this writing-if you ask the .NET Passport Wizard to sign
you up for a free account, it leads you through creating an MSN account, which includes
accepting the Hotmail and .NET Passport user agreements. MSN uses a similar approach as
Hotmail, giving you a barely adequate free e-mail account to encourage you to upgrade to the
paid service.

This shift from Hotmail (which the .NET Passport Wizard used to use) to MSN is perhaps
because Microsoft is trying to encourage the adoption of its MSN Explorer software with its
simplified interface. By default, the .NET Passport Wizard sets you up to use MSN Explorer
to access your e-mail account. If you want to use Outlook Express instead, clear the Use MSN
Explorer to Access My E-mail Account check box on the Create Your MSN.com E-mail
Address page of the .NET Passport Wizard. (If you're reading this book of your own volition,
chances are you'll prefer the power of Internet Explorer and Outlook Express to the colorful
simplicity of MSN Explorer. If you prefer MSN Explorer, you're on your own....)

The shift is also certainly related to MSN's ambitions to take on AOL in the online-service
business. You don't have to squint too hard to see MSN Explorer as providing an online
experience not entirely dissimilar from AOL's-even if most MSN Explorer users are using
another ISP than MSN to access MSN.

Access Hotmail via the Web

At first, Hotmail was accessible only via the Web, and this remains the classic way to access
it. The advantage is that you can access your e-mail from any computer connected to the
Internet, no matter which operating system it's running. For example, you can log in from an



Internet caf... in McMurdo using BeOS or halfway up Krakatoa using Linux and deal with
your e-mail just as easily as if you were slopping a double skim latte dangerously near your
keyboard in Berkeley.

The main disadvantage of accessing Hotmail via the Web is that you need to be online the
whole time you're working with e-mail. You can get around this to some extent by writing e-
mail offline in a text editor or word-processing program and then pasting it into the Hotmail
window when you go online. But this remains a less than satisfactory solution because it
introduces an extra step of complication into each message you send-you need to get the text
out of the file in which you've created it and paste it into the composition window. Be sure
that the Rich Text Editor feature is on before pasting in any text that includes formatting, and
be aware that moving from the Compose page to another page loses the text you've entered so
far, unless you've saved the draft.

The other disadvantage to writing e-mail in Hotmail is that, because of the inflexibility of the
Web-based interface, you get only a relatively small composition window.

Configure Hotmail to Suit Your Needs

Hotmail offers a variety of configuration options you should at least be aware of, even if you
choose not to use them. Some of the options, such as your personal profile and password,
apply whether you access Hotmail via the Web or via Outlook Express. Other options, such as

sentmessage confirmation and session expiration, apply only if you access Hotmail via the
Web.

To choose Hotmail configuration options, click the Options link to display the Options page,
and then use the links it contains to access the page for the option you want to set.

Update Your Personal Profile, Password, and Secret Question

Use the Personal Profile link, the Password link, and the Secret Question link to update your
personal profile (your name, address, country or region, state [if the country is the U.S.], ZIP
code, time zone, gender, birthday, and occupation), password, and secret question and answer,
respectively.

Choose Whether to Be Listed in the Hotmail Member Directory

Use the Member Directory link to specify whether to be listed in the Hotmail Member
Directory.

The Hotmail Member Directory is implemented quite neatly to encourage people to be listed
and prevent them from harvesting e-mail addresses. Anyone listed in the Directory can search
it for other members by name and location. The Directory displays the name and general
location (state or country) but not the e-mail address of people who match. The searcher can
then send messages to these people, again without seeing their e-mail addresses.

Choose Free Newsletters and Special Offers

If you want to receive an exciting amount of e-mail in a short time, use the Free Newsletters
link or the Special Offers link to sign up for free newsletters or special offers. The free



newsletters can contain useful information. The special offers are spam by any other name,
except that you've requested them.

Be warned that both the free newsletters and the special offers can get old fast. When they do,
turn them off again by using the Free Newsletters link or the Special Offers link on the
Options page again.

Filter and Delete Junk Mail

Spam-junk mail-has long been a problem on Hotmail, with offers of Viagra, suppositories,
mail-order brides, and worse showing up in rather too many mailboxes for comfort. (Okay,
because you ask-the 'worse' there are things like DIY spamming software, which sets you up
to spam other people with offers of brides, suppositories, and spamming software.) As a
result, Microsoft has developed anti-spam tools for Hotmail. These tools are a bit crude at
first, but work reasonably well if you persist with them and tweak them.

The next sections detail the several steps for filtering and deleting junk mail. First, you choose
a Junk Mail Filter setting. Then you build a Safe List of addresses that Hotmail has mistaken
for junk but that are actually okay. Then you need to check your Junk Mail Folder for
messages that have been incorrectly identified as junk mail and tell Hotmail that they're not
junk mail. If you receive messages from mailing lists, you should probably add them to your
Mailing Lists list to make sure they don't get filtered as junk mail either.

Apart from that, you can manually block senders from whom you don't want to receive
messages, whether they're sending junk mail or not.

Choose a Junk Mail Filter Setting

To choose a Junk Mail Filter setting, click the Junk Mail Filter link on the Options page to
display the Junk Mail Filter page, then choose the option button for the amount of filtering
you want to apply: Off, Low, High, or Exclusive. Low filtering is likely to allow a fair amount
of junk mail into your Inbox, whereas High filtering is likely to catch most junk mail but also
some innocent messages. Exclusive filtering treats every message that isn't from someone in
your Address Book or someone on your Safe List as junk mail, and it's best kept in reserve
until you find yourself besieged by junk mail.

Create a Safe List

Your Safe List is a list of e-mail addresses that aren't junk mail. Essentially, putting an e-mail
address on your Safe List tells the Junk Mail Filter never to put messages from that address in
the Junk Mail Folder, regardless of whether the contents of the messages may resemble spam.

To maintain your Safe List, click the Safe List link on the Options page. Hotmail displays the
Safe List page (see Figure 4-1). To add an entry to the Safe List, enter an e-mail address (for
example, bill@acmewidgets.com) or a domain (for example, acmewidgets.com) in the text
box and click the Add button. To remove an entry, select the item in the Safe List box and
click the Remove button. When you've finished adjusting the Safe List, click the OK button.
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Figure 4-1: Hotmail lets you maintain a Safe List of addresses that aren't spammers.

Note Adding a domain to your Safe List causes the Junk Mail Filter to pass all messages from
that domain. Be cautious with this option. For example, because many Hotmail users
use Hotmail to send spam (in contravention of the user agreement), it'd be a mistake to
put hotmail.com on your Safe List. That said, even if you put a domain on your Safe
List, you can block specific e-mail addresses from that domain by adding them to your
Block Sender List.

Manage Your Junk Mail Folder

Hotmail automatically deletes all messages in your Junk Mail Folder after seven days, so it's a
good idea to check the folder a couple of times a week so you can salvage any messages that
Hotmail has consigned to the Junk Mail Folder in error.

Use the Put in Folder drop-down list to move a message from the Junk Mail Folder to another
folder. Once you've finished salvaging any worthwhile messages, click the Empty Folder
button to remove all the remaining messages from the Junk Mail Folder.

Specify That a Message Isn't Junk Mail

To specify that a message in your Junk Mail Folder isn't junk mail, select its check box and
click the This Is Not Junk Mail button.

Make Sure Your Mailing Lists Aren't Treated As Junk

Because most mailing lists send messages using a To address that isn't your (or other
recipients') e-mail address, the Junk Mail Filter is likely to decide they're spam and consign
them to the Junk Mail Folder. To avoid this happening, click the Mailing Lists link on the
Options page and use the text boxes on the resulting Mailing Lists page (which resembles the
Safe List page) to maintain a list of the e-mail addresses from which you want to receive
mailing list messages.

Block a Sender

If you don't want to receive any more e-mail from a particular sender or domain, you can
block them by adding the sender or domain to your Block Sender List. To do so, click the



Block Sender link on the Options page and use the text boxes on the resulting page, shown in
Figure 4-2, to maintain the Block Sender List using the same techniques as for your Safe List.
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Figure 4-2: The counterpart to the Safe List is the Block Sender List, which you use to specify
e-mail addresses and domains from which you don't want to receive e-mail messages.

When you block a sender, they don't get any notification that you've done so. Any message
they send to you is deleted automatically without being delivered to you and is not bounced
back to the sender.

You can use your Block Sender List to filter junk mail, but, in general, it's best to rely on the
Junk Mail Filter as a first line of defense and keep the Block Sender List for blocking specific
e-mail addresses or domains that send you mail you don't want to receive. If you don't use the
Junk Mail Filter and rely solely on your Block Sender List, the Block Sender List will grow
uncomfortably long and unwieldy.

Caution Addresses on your Block Sender List take precedence over domains on your Safe
List. If you add to your Block Sender List an entry that conflicts with one or more
entries on your Safe List, Hotmail deletes the conflicting Safe List entries and
notifies you that it has done so.

Filter Mail to Specific Folders

If you receive a lot of mail, you may want to have Hotmail sort it for you so that you can
approach it more efficiently. For example, you might want to filter all your incoming
newsletters into a Newsletters folder so that you could keep them separate from your e-mail;
or you might want to cordon off family messages to protect your business messages or delete
any message whose subject line includes 'free' or 'sex.'

To apply filtering to your messages, click the Custom Filters link on the Options page and use
the resulting Filters page, shown in Figure 4-3, to specify the details of the filters.



T it Filsers - Mic possfl [s8e mrt Deploren
He Dk e Feabi Tok R o

3wt x] 2 | 0 seen Frvenes il mens ) -

Evibon 2 ro=0r e e Ters

Fiter 3: | Enabied
F | Subyect % rreiwine Ll
T vy st 1y | I =
w31 L ek
¥ | Easyeay ¥ [EeTRYE w (a
T clalesr £ | . h: PIFE [
Fier 31 Gnaboded
&l e o rinred

Figure 4-3: Use the Filters page to apply filtering to your incoming mail.
You can set up to 11 filters. For each filter you create, take these steps:

1. Select the Enabled check box to enable the filter.

2. In the first drop-down list, choose the appropriate item: Subject, From Name, From
Addr, or To or Cc Lines.

3. In the second drop-down list, select the appropriate item: Contains, Does Not Contain,
Contains Word, Starts With, Ends With, or Equals. (The first five comparisons are
selfexplanatory. Equals means 'is the same as'-in other words, the whole of the field
has to match the text you specify.)

4. In the text box, enter the text with which the specified item is to be compared.

In the Then Deliver To drop-down list, select the folder into which you want Hotmail

to put messages that meet this criterion.

e

Here are a couple of examples:

e To move mail from a particular person to a folder, choose From Addr in the first drop-
down list and Equals in the second drop-down list. Then enter that person's e-mail
address in the text box and select the folder in the Then Deliver To drop-down list.

e To dispose of all mail that has a certain word in the subject line, choose Subject in the
first drop-down list and Contains in the second drop-down list. Then enter the
offending word in the text box and select the folder (for example, Trash Can) in the
Then Deliver To drop-down list.

Once you've created several filters, you may need to rearrange the order in which they apply.
For example, you might find that Filter 3 is catching the messages you had intended to catch
with Filter 5-in which case, you'd probably want to rearrange the filters so that Filter 5 is
before Filter 3. To rearrange the filters, use the Move Up and Move Down buttons beside
each filter. (For obvious reasons, the first filter has no Move Up button and the last filter has
no Move Down button.)

When you've finished specifying the details of your filters, click the OK button. Thereafter,
Hotmail applies those filters to new incoming mail you receive.

Tip If you want to apply the filters to the messages currently in your Inbox, click the Apply
Filters Now button at the bottom of the Filters page.



Receive Alerts

If you have a pager or cell phone on which you want to receive alerts when you get new e-
mail messages at Hotmail, click the Alerts button and use the resulting page to create an MSN
Mobile account and specify settings.

Get Your POP Mail via Hotmail

If you want, you can have Hotmail pick up your messages from a POP server at your ISP or at
work. You can do this for up to four POP accounts, which gives you great flexibility for using
Hotmail to access POP accounts that you're not in a position to access directly.

When you use Hotmail to access a POP account, you can choose whether to download the
messages on the POP server to your Hotmail account or leave them on the server. Either
choice is reasonable, depending on the circumstances. Leaving the messages on the server can
be useful when you want to use Hotmail to get a sneak preview of the contents of your POP
mailbox without removing the messages from the POP server-for example, when you're using
Hotmail to check your POP account from work but you want to be able later to retrieve all the
e-mail messages on your POP account using your regular e-mail client. Using Hotmail to
download the messages from the POP server tends to be more useful when you're using
Hotmail in the longer term-for example, if you want to use Hotmail to access your POP
mailbox when you're away on vacation for a number of weeks.

The disadvantage to leaving messages on the POP server when checking them from another
account used to be that each time you used the other account to check the POP mail, you got
all the messages waiting for you, not just the ones you hadn't yet read from the other account.
If you received a lot of e-mail, your sessions would get longer and longer as you downloaded
all messages, from the earliest to the latest. And, unless you were diligent about deleting all
the copies of the messages from the second account before checking for new messages, you
could get multiple copies of the same message in your second account. This could be
confusing, particularly if the messages were in conversations and had similar subject lines.

Fortunately, Hotmail has a setting specifically designed to deal with this problem.
To use Hotmail to view your POP mail, click the POP Mail Retrieval Settings link on the

Options page. Hotmail opens the POP Mail Retrieval Settings page, of which the top part is
shown in Figure 4-4.
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Figure 4-4: You can use Hotmail to retrieve mail from up to four POP mail servers (for
example, from your ISP or from your company).

In the Settings for First POP Account area, enter the POP server name, your username for the
account, and your password for the account. If necessary, change the server timeout from the
default setting of 90 seconds and the port number from the default and standard setting of 110.
Then select the Leave Messages on POP Server check box if you want to leave the messages
on the POP server and download only copies of them. Clear this check box if you want to
download the messages from the server to your Hotmail account. (This check box is cleared
by default.) If you want to download only new messages from the POP account, leave the
Download New Messages Only check box selected, as it is by default. If you want to
download all messages from the POP account, clear this check box and, in the New Mail
Indicator area, select the icon you want Hotmail to use in your Inbox for messages from this
POP account. By using different icons, you can give yourself a visual cue as to which
messages come from which account.

If you have more than one POP account from which you want to download messages to your
Hotmail account, choose settings in the Settings for Second POP Account area, Settings for
Third POP Account area, and Settings for Fourth POP Account area, as appropriate.

Click the OK button when you've finished choosing POP settings.
Apply a Signature to Your Messages

If you want, you can apply to your messages a signature-not a signature in the conventional
sense, but a file of information that's automatically added to the end of a message.
Traditionally, e-mail signatures have been used to provide information about the sender (for
example, contact information or position); to include a thought, an aphorism, or a quote; or
both. Also traditionally, e-mail signatures have been short (to keep the message size down)
and in plain text (with no formatting).

These days, many people use long signatures that include formatting and hyperlinks. Hotmail
supports complex signatures like this, but it lets you use only one signature at a time. (As
you'll see later in this chapter, Outlook Express lets you create multiple signatures and switch
among them as necessary.) To avoid boring your frequent correspondents, you'll need to
change your signature often.



Tip If you want to switch between signatures frequently without having to re-create them
laboriously in Hotmail, keep them in a file (for example, a text file or rich-text file) on
your Desktop or somewhere else handy so that you can quickly paste a different signature
into Hotmail's Signature page-or paste it directly into a message. There's nothing magical
about the signature once it's in the message, so you can paste it in from a local source if
you have one handy. The point of the signature is simply to avoid having to retype
boilerplate text for each message.

To create a signature, click the Signature link on the Options page and compose your
signature in the text box on the resulting Signature page. If you want to use formatting in your
signature, select the Show the Rich-Text Toolbar check box and use its buttons to apply the
formatting.

Choose Mail Display Settings

The Mail Display Settings page, which you can access by clicking the Mail Display Settings
link on the Options page, lets you specify the following settings for how Hotmail displays
your mail in folders.

Messages per Page

Select the option button for the number of messages you want Hotmail to display on each
page of a folder. The default setting is 100, which may take a while to download over a slow
connection.

Line Width

Select the appropriate option button to specify the line width in characters. Your choice will
probably depend on your screen resolution and the size at which you usually display the
Hotmail window on it.

Message Headers

Select the appropriate option button to specify the extent of message headers to display. A
message header is the block of marginally comprehensible text that appears at the beginning
of a message. These are your choices:

o The default setting, Basic, displays the sender's name, the recipient's name, the date,
and the subject.

o The None setting displays no headers and tends to make messages harder to read
(because you can't see who they're from).

e The Full setting displays extra routing information that's useful primarily when you
need to check the machines through which the message passed.

o The Advanced setting displays the full detail of MIME headers, which you should
seldom need.



Choose Reply-Related Settings

Hotmail offers three important options for the replies you compose using its Web interface.
Click the Reply-Related Settings link on the Options page to access the Reply-Related

Settings page (see Figure 4-5).

ﬂlblnﬂl'tr.pf_fl'mrlir'hlp Rizrmaoft nteraed Dxplamt r-_.rE|'.EI
Bl O ew Feawbs Tok  REp o

G = w] & fa o sewm bt i eds ) -l s

RS Haen

msn®

By MEE | Bl Wobleank

owrdin_prermeerribed el ses

brcucirg Orgnal Tos® Yiau ay autoreticaly o manuals rclade %o o
v Bapiarg el o iy
B ai O Bl
Cogral Teset Itz Srignal Teciage s nclded 3 tophy mary be ioparted ooy wang o
i of et o0 wiafosd o G Dmsnning of iach e weich s bl ©2 7
O iore 0 Horgonkal Searse ) Do aadh ing st "
Ry T e Wimy i wisnify wn e offe Tror Tt of e ot = e
AT 00 e For reesiale Tou Sl
3 ety T e 5 T R W
kvl thi aoichess Do 36 Thas 10pke 00 A000E:

€
&l 0 Ininred

Figure 4-5: The Reply-Related Settings page contains three key options for the replies you
write.

Include Original Text When Replying

Specify whether to include the text of the message to which you're replying. Select the Auto
option button (the default) or the Manual option button, as appropriate. Auto causes Hotmail
to include the full text of the message. Manual causes Hotmail to include only that part of the
text you've selected before clicking the Reply button or Reply All button.

Original Text Indicator

Choose the type of indicator to use for original text in replies. The default setting is the Begin
Each Line with ' option button, the greater-than sign (>) being the traditional indicator in
plain-text e-mail. You can also choose the Horizontal Separator option button (to separate the
original text with a horizontal line of dashes) or the None option button (to have the original
text appear without marking). In most cases, having original text appear without marking is
visually confusing because the recipient will have a hard time distinguishing what you wrote
from the original text. But it can be useful if you're using e-mail to work together on text (for
example, on a draft) when what's important is to get the whole text right rather than to
preserve distinctions between original and subsequent parts of it.

Reply-to Address

The Reply-To Address option buttons let you specify a different address to use as the reply-to
address for your messages-the address that will be used when the recipient of one of your

messages replies to it. By default, your reply-to address is your Hotmail or MSN address. But
you may want to set a different reply-to address-for example, if you're writing messages from
work using Hotmail or MSN but you want replies to go to your POP account. To do so, select



the Identify the Address Below As the Reply-to Address option button, enter the address in
the text box, and then click the OK button.

Turn Off Sent Message Confirmation

By default, Hotmail confirms the act of sending each outgoing message. This feature was
useful in the early days when the Hotmail Web interface was, let's say, shaky. These days, it
tends to be an irritant once you've used Hotmail for more than a few messages.

To turn off Sent Message Confirmation, click the Sent Message Confirmation link on the
Options page, select the No Confirmation Is Needed option button on the Sent Message
Confirmation Setup page, and click the OK button. (To turn Sent Message Confirmation back
on, choose the Yes, Receive Confirmation option button on the Sent Message Confirmation
Setup page.)

Choose to Have Hotmail Expire a Session After a Given Time

By default, Hotmail allows you to remain logged in as long as your Internet connection
remains connected-so if you have a permanent Internet connection, you can stay connected to
Hotmail for an uncomfortably long time.

Many people don't actually want to remain connected to Hotmail while they're away from
their computer because this can represent a security risk. To make Hotmail expire your
sessions automatically a certain number of hours after you sign in, click the Session
Expiration link on the Options page and choose the appropriate option button on the Session
Expiration page: 2 Hours, 8 Hours, 16 Hours, 24 Hours, or Never. (The default is Never.)
Better yet, sign out manually before leaving your computer.

Access Hotmail via Outlook Express

Although accessing Hotmail via the Web is great for casual use, particularly when you need
to use a computer other than your own, its disadvantages soon stack up. Foremost among
these, as mentioned earlier, are that you need to be online when creating and reading e-mail
and that Hotmail's Web-based interface, although impressive and flexible for a Web
application, is necessarily far clunkier and more awkward to use than Outlook Express, which
gets to use the latest Windows widgets in its interface. So if you use Hotmail extensively, and
you have regular access to a computer that has XP (or an earlier version of Windows)
installed, you'll probably do better to use Outlook Express to access Hotmail, as described in
the rest of this chapter.

Start Outlook Express

The easiest way to start Outlook Express is to choose Start | E-mail. If you've assigned the E-
mail shortcut to another program, choose Start | All Programs | Outlook Express instead.

Tip To reassign the E-mail shortcut on the Start menu, display the Start menu, right-click the E-
mail shortcut, and choose Internet Properties from the context menu. XP displays the Internet
Properties dialog box. On the Programs page, choose Outlook Express in the E-mail drop-
down list. Then click the OK button to close the Internet Properties dialog box.



Set Up Your E-mail Account

The first time you run Outlook Express on a computer for which you haven't already
configured e-mail, Outlook Express launches the Internet Connection Wizard, which walks
you through the process of setting up an e-mail account. The process is described in the
following list, which shows only the more complex pages of the wizard:

1.

2.
3.

On the Your Name page, enter the name you want to use for the From field of
messages you send.

On the Internet E-mail Address page, enter your e-mail address.

On the E-mail Server Names page, shown next, select the type of incoming mail
server in the My Incoming Mail Server Is a NNN Server drop-down list. The choices
are POP3, IMAP, and HTTP. If you don't know which your ISP uses, check with it.
Generally speaking, POP3 (Post Office Protocol 3) is more widely used than IMAP
(Internet Message Access Protocol) at this writing-partly because POP3 is older than
IMAP, but perhaps more because IMAP is more demanding for ISPs to implement.
Many ISPs include POP or POP3 in the names for their POP3 servers; so if you see a
name such as pop3.acmeisp.net, you can be pretty sure it's a POP3 server.
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If you choose HTTP in the My Incoming Mail Server Is a NNN Server drop-down list,
the Internet Connection Wizard displays the My HTTP Mail Service Provider Is drop-
down list and makes the Outgoing Mail (SMTP) Server text box unavailable, as shown
here. (If you enter a Hotmail address on the Internet E-mail Address page, the wizard
automatically selects HTTP and Hotmail on the E-mail Server Names page.)
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5. On the Internet Mail Logon page of the Internet Connection Wizard, enter your
account name and password. Your account name may be the same as your e-mail
address, but it may not. (Again, check with your ISP if you're not sure.) If you want
Outlook Express to store the password so that you won't need to enter it manually
when checking e-mail, leave the Remember Password check box selected. Saving a
password like this reduces your security; so, if you have the patience to enter your
password manually when checking e-mail, you'll be more secure.

6. If your ISP uses Secure Password Authentication (SPA) to secure passwords, select
the Log On Using Secure Password Authentication (SPA) check box.

7. Click the Finish button on the Congratulations page to close the Internet Connection
Wizard.

Configure Outlook Express for E-mail

Outlook Express offers a boatload-maybe even a shipload-of configuration options. Some are
easy to understand; others are more complex. Some make a big difference to your experience
to e-mail; others are trivial or obscure.

So, rather than trail through all these options in turn and bore you rigid, this section focuses
on the options you're most likely to need. As a result, instead of presenting the options in
order, it presents them in logical groups by the benefit or difference they can offer you.
Therefore, I suggest you browse the headings and read the sections that seem relevant, rather
than battering grimly ahead like an icebreaker up the St. Lawrence.

As usual with Microsoft programs, all the Outlook Express settings come with defaults that
may or may not suit your needs. You can just proceed using the default settings, but you'll
almost certainly benefit from spending a little time configuring Outlook Express. After all, if
you're going to use it extensively for e-mail, you might as well make the experience as easy,
efficient, and enjoyable as possible, mightn't you?

Note This section doesn't discuss the Outlook Express newsreader options. Reading news
involves security considerations, but these are adequately treated in most basic XP
books and therefore are not discussed here.



Make Outlook Express the Default Mail Handler

The Default Messaging Programs area at the bottom of the General page of the Options dialog
box shows whether Outlook Express is the default mail handler and default news handler for
your XP user account. (The default mail handler is the program that XP uses when a program
requests a mail action.) If Outlook Express isn't the default handler for mail or news, you can
make it so by clicking the appropriate Make Default button.

Prevent Outlook Express from Signing You into Messenger

By default, Outlook Express automatically signs you into Messenger when you start Outlook
Express. To prevent it from doing so, clear the Automatically Log On to Windows Messenger
check box in the General area of the General page of the Options dialog box.

If your Outlook Express account involves a .NET Passport, signing into Messenger
automatically makes a kind of sense. For example, if you're signing onto Hotmail or MSN,
you may want to sign into Messenger as well to see what's happening. But if you're using
Outlook Express with another ISP, chances are you'll prefer to sign in to Messenger only
when you want to use it.

Set Up the Outlook Express Window for Easy Reading
This section discusses the assorted options for setting up the Outlook Express window for

reading e-mail. Figure 4-6 shows the components of the Outlook Express window with the
Inbox open.
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Figure 4-6: The components of the Outlook Express window with the Inbox open
Choose Whether to Use the Preview Pane

The first choice to make is whether to use the Preview pane to display the contents of the
currently selected message in the current mail folder.

Most users find that the Preview pane is a helpful tool for triaging their e-mail quickly into
categories-so unless you're one of the few people who doesn't like the Preview pane, you've



probably got a strong incentive to use it. But the Preview pane has a downside too: Displaying
a message in the Preview pane can start a script based on the Read action (which is triggered
when Outlook Express decides you've 'read' a message; more on this in a moment) that can
take actions on your computer without your authorization. In other words, using the Preview
pane can unleash a script on your computer. Most scripts and viruses use less sophisticated
methods than this-for example, giving the user an apparently enticing file to open, as the Anna
Kournikova virus did-but the attack has been demonstrated in the real world, and you may
want to guard against it.

At this point, you're probably saying, 'Wait! Isn't a Read event triggered when you open a
message in a message window without using the Preview pane?' Indeed it is. The problem
with the Read event in the Preview pane is that Outlook Express can trigger it automatically
by deciding that you've read a message. But Outlook Express doesn't open a message in a
message window without you telling it to do so. So, if you see a message header that looks
suspicious in your Inbox, you can delete the message without reading it.

Toggle the Preview Pane On and Off
To toggle the display of the Preview pane on and off, choose View | Layout and select or clear

the Show Preview Pane check box in the Preview Pane area of the Window Layout Properties
dialog box (see Figure 4-7).
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Figure 4-7: The Window Layout Properties dialog box contains options for toggling the

display of the Preview pane and the other configurable elements of the Outlook Express
interface.

Configure the Preview Pane

If you choose to use the Preview pane, specify its position by choosing the Below Messages
option button (the default) or the Beside Messages option button in the Preview Pane area of
the Window Layout Properties dialog box. Also, specify whether to display the Preview pane
header (the gray bar that appears at the top of the Preview pane with the From, To, and
Subject fields) by selecting or clearing the Show Preview Pane Header check box.



Toggle the Display of Other Components

You can toggle the display of most of the other components shown in Figure 4-6-the Contacts
pane, the Folder bar, the Folder list, the toolbar, and the status bar-by selecting or clearing
their check boxes in the Window Layout Properties dialog box. You get to balance the
advantage that a component's functionality provides against the amount of screen space it
consumes. For example, because the Contacts pane shows you which of your Messenger
contacts are online and offline, and lets you contact those online, all without displaying the
Messenger window, you may find it useful. But if you're using a low screen resolution, you
may want to reclaim the space it takes up so that you can see more of your messages.

If you've quizzed the Window Layout Properties dialog box closely, you'll notice a couple of
items that aren't accounted for in Figure 4-7: the Outlook bar and the Views bar. The Outlook
bar displays another representation of the list of local folders and, as its name suggests, is
more suited to Outlook than to Outlook Express. The Views bar provides a graphical
representation of the View | Current View submenu, letting you navigate quickly between
different views and groupings of messages. Figure 4-8 shows Outlook Express with the
Outlook bar and the Views bar displayed.
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Figure 4-8: Outlook Express with the Outlook bar and the Views bar displayed

Choose Whether to Mark Previewed Messages As Read

If you use the Preview pane, you can choose whether displaying a message in the Preview
pane for a certain length of time causes Outlook Express to mark the message as having been
read (thus triggering a Read event). To do so, select or clear the Mark Message Read After
Displaying for NN Second(s) check box in the Reading Messages area of the Read page of the
Options dialog box. If you select the check box (which is selected by default), set an
appropriate number of seconds in the text box. For most people, 'appropriate' in this case
means a number of seconds more than they'll spend deciding to keep the message for later
scrutiny and fewer than they'll need to decide that they've read the message to their
satisfaction.



Choose Whether to Automatically Download a Message Displayed in the
Preview Pane

If you're reading messages using a Web-based service such as Hotmail, Outlook Express
downloads the message headers for you but not the message bodies (which can be much
larger). This allows you to delete messages after seeing just the message header, which can
save you downloading a bunch of data. This setting is good for when you're working online
because Outlook Express can download the body of the message when you need it. But if
you're not online, you'll need to go online before you can read the rest of the message.

To enable Outlook Express to download just the headers, select the Automatically Download
Message When Viewing in the Preview Pane check box in the Reading Messages area of the
Read page of the Options dialog box. If you use this option, you can force Outlook Express to
download the body of the selected message by pressing the spacebar. (Alternatively, you can
open the message in a new window, which also forces Outlook Express to download the

body.)
Display ToolTips for 'Clipped' Headers

The Show ToolTips in the Message List for Clipped Items check box controls whether
Outlook Express displays a tooltip when you hover the mouse pointer over a message header
item (the From text or the Subject text) that's too long to be fully displayed in the column.
This option is turned on by default, and most people find it useful. The only downsides are
that the tooltips can be visually distracting and that displaying them requires a few extra
processor cycles.

Request and Return Read Receipts
(Sorry about the alliteration in the heading.)
The Receipts page of the Options dialog box, shown in Figure 4-9, lets you specify whether to

request read receipts on messages you send and whether to let Outlook Express send read
receipts on messages you receive that request them.
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Figure 4-9: On the Receipts page of the Options dialog box, specify whether to ask for read
receipts on outgoing messages and whether to give read receipts when they're requested.

Whether you want to request and return read receipts depends on what you use e-mail for (for
example, business or social purposes), how time-critical your messages are, your degree of
patience or impatience, and other things I probably shouldn't speculate about here. Read
receipts are often used for intracompany e-mail because many people find it can be a great
help to know that someone has read a message before they bug them about its subject. For
Internet mail, read receipts tend to be less widely used, particularly because many people are
reluctant to return them-some because of the extra bandwidth the receipts require and some
because the people don't like to feel they're being monitored by their correspondents.

You can request read receipts on all the messages you send by selecting the Request a Read
Receipt for All Sent Messages check box in the Requesting Read Receipts area. Alternatively,
you can request a read receipt manually on any message you send.

If you're using a digital certificate to digitally sign your messages, click the Secure Receipts
button to display the Secure Receipts Options dialog box, shown in Figure 4-10, and verify
that its settings suit you. These settings mirror those on the Receipts page of the Options
dialog box, except that they apply only to secure receipts-those for digitally signed messages.
Select the Request a Secure Receipt for All Digitally Signed Messages check box to request a
receipt by default on digitally signed messages. In the Sending Secure Receipt area, select the
Never Send a Secure Receipt option button, the Ask Me If I Would Like to Send a Secure
Receipt option button, or the Always Send a Secure Receipt option button, as appropriate.
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Figure 4-10: If you're sending and receiving digitally signed messages, use the options in the
Secure Receipt Options dialog box to specify whether to request and send secure receipts.

Send and Check for Messages

This section discusses the options that Outlook Express offers for sending outgoing messages
and checking for new incoming messages.

Send Messages and Check for Messages Automatically
Outlook Express offers two options for sending and receiving messages automatically:

e You can set Outlook Express to check for messages when you start it by selecting the
Send and Receive Messages at Startup check box in the Send/Receive Messages area
on the General page of the Options dialog box.

e You can set Outlook Express to check for new messages automatically at a specified
interval by selecting the Check for New Messages Every NN Minutes check box in the
Send/Receive Messages area of the General page of the Options dialog box and
specifying the interval in the text box. When this check box is selected, Outlook
Express makes available the If My Computer Is Not Connected at This Time drop-
down list, which lets you choose Do Not Connect, Connect Only When Not Working
Offline, or Connect Even When Working Offline, as appropriate. Do Not Connect is
good for dial-up connections that you want to manage yourself. Connect Only When
Not Working Offline is useful for mobile computers that may not have an Internet
connection available when Outlook Express needs to check for mail. Connect Even
When Working Offline is useful for dial-up connections that you're happy to have
Outlook Express establish at will-for example, flat-rate connections.

Send Messages Immediately or Queue Them

If you want to send each new message the moment you click the Send button (or otherwise
issue a Send command), select the Send Messages Immediately check box in the Sending area
on the Send page of the Options dialog box (see Figure 4-11).
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Figure 4-11: The Send Messages Immediately check box on the Send page of the Options
dialog box controls whether Outlook Express sends messages immediately or queues them
when you issue a Send command.

Sending messages immediately is great for situations in which you've got a persistent Internet
connection (for example, cable, DSL, or a connection at work), but don't use this option with
a dial-up modem connection because Outlook Express will try to dial the connection each
time you send a message. Instead, you'll do better to queue messages for sending (which is
what happens when you clear the Send Messages Immediately check box) and then either
send them in a batch at a time that suits you (for example, when you go online for other
purposes) or use the Check for New Messages Every NN Minutes option to check for
incoming messages and send outgoing messages at regular intervals.

Choose Fonts, Stationery, and Business Cards

The Compose page of the Options dialog box, shown in Figure 4-12, provides a number of
mostly self-explanatory options for formatting the messages you compose:

o The Compose Font area lets you choose the fonts to use for e-mail messages and news
items.

o The Stationery area lets you select, create, or download stationery to use for HTML
messages. Use stationery only when it will enhance a message, not just because
Outlook Express makes it easy to do so.

o The Business Cards area lets you select a business card to attach to new outgoing
messages. In this case, a business card is a text representation of one of the records
contained in your Address Book. If you decide to send a business card with your
messages, edit it first to make sure the information is correct and that you're not
sharing any secrets unintentionally. If you want to add your business card manually to
messages, select the Mail check box, use the drop-down list to choose the business
card, and then clear the Mail check box again.
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Figure 4-12: Use the options on the Compose page of the Options dialog box to specify fonts,
stationery, and business cards for your outgoing messages.

Choose an E-mail Format: HTML or Plain Text

One of the big decisions you need to make when sending e-mail is whether to use HTML e-
mail or plain-text e-mail. HTML messages, like HTML Web pages, can contain a wide
variety of formatting, including styles, graphics, and hyperlinks. Plain-text messages can
contain only plain text, as the term suggests. HTML messages have the advantage of being
more visually impressive and including more information, but the disadvantage of using
HTML messages is that some older or less capable e-mail clients can't display them
accurately (or at all). Plain-text messages can be read by any e-mail client, no matter how
simple or decrepit.

That said, these days, most e-mail clients can read HTML messages-which is why Outlook
Express defaults to sending HTML messages. If you want to send plain-text messages, select
the Plain Text option button instead of the HTML option button in the Mail Sending Format
area of the Send page of the Options dialog box.

Choose Formatting for HTML or Plain Text

You can choose settings for the type of mail you're sending by clicking the HTML Settings
button or the Plain Text Settings button in the Mail Sending Format area and working in the
resulting HTML Settings dialog box, or the Plain Text Settings dialog box, both shown in

Figure 4-13.
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Figure 4-13: The HTML Settings dialog box and the Plain Text Settings dialog box offer
formatting options for your messages.



Of the settings in these dialog boxes, the one you're most likely to want to change is the
Indent the Original Text with [character] When Replying or Forwarding check box and drop-
down list in the Plain Text Settings dialog box. The default character for indentation is the
greater-than sign (>), which is traditional, but you can use an exclamation point (!) or colon
(¢) instead if you prefer-or you can remove indentation if you don't want the original text to be
distinguishable from your additions.

Use Plain Text or HTML As Appropriate for Replies

Choosing HTML or plain text for your messages is the first step, but Outlook Express offers
another option on this front that gives you more flexibility than the bald choice.

To make sure your replies use the same format-plain text or HTML-as original messages,
select the Reply to Messages Using the Format in Which They Were Sent check box in the
Sending area on the Send page of the Options dialog box. Selecting this check box makes sure
you don't send an HTML-formatted message to someone who has written to you in plain text.

Include the Original Message in the Reply

To include the original message in your reply, select the Include Message in Reply check box
in the Sending area on the Send page of the Options dialog box.

Add Correspondents to Your Address Book Automatically

To have Outlook Express automatically create Address Book entries for people to whose
messages you reply and who are not already in your Address Book, select the Automatically
Put People I Reply to in My Address Book check box in the Sending area on the Send page of
the Options dialog box. Many people find this option useful; but if you use it, take a weekly
turn through your Address Book and prune any entries that you don't want to keep.

Turn AutoComplete On and Off for E-mail Addresses

Like just about any other Microsoft program, and like many other e-mail programs, Outlook
Express offers an AutoComplete feature. In this case, the feature is for automatically
completing e-mail addresses as you type them. This feature is turned on by default, but it's not
to everyone's liking. The reason is that a misplaced keystroke can cause it to enter the wrong
e-mail address, possibly without you noticing.

To turn AutoComplete on or off, select or clear the Automatically Complete E-mail
Addresses when Composing check box in the Sending area of the Send page of the Options
dialog box.

Get Notification of New Messages
To receive notification of incoming messages, select the Play Sound When New Messages
Arrive check box in the Send/Receive Messages area of the General page of the Options

dialog box.

Tip You can change the sound that Outlook Express plays when new mail arrives by
changing the sound for the New Mail Notification event in the Windows category in the



Program Events list box on the Sounds page of the Sounds and Audio Devices Properties
dialog box. (To display this dialog box, choose Start | Control Panel; click the Sounds,
Speech, and Audio Devices link; and then click the Change the Sound Scheme link in the
Pick a Task list.)

If the e-mail account in question is a Hotmail or MSN account, you'll also receive notification
of new mail through Messenger when you're signed into Messenger Service. You can change
the sound that Messenger plays for new mail by changing the sound for the New Mail event in
the Windows Messenger category in the Program Events list box on the Sounds page of the
Sounds and Audio Devices Properties dialog box.

Apply Signatures to Your Messages

As mentioned earlier in the chapter, a signature is a short file you can add automatically to the
end of messages you send. The conventional use for a signature is to provide extra
information about the sender or a pithy quote, but you can essentially put any information you
want in one- at the risk of annoying the recipients of your messages.

As you saw, Hotmail supports only one signature at a time, so you need to change your
signature file manually each time you want to make a change. Outlook Express provides
better signature features: you can create multiple signatures and manage them easily by using
the controls on the Signatures page of the Options dialog box (see Figure 4-14).
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Figure 4-14: Outlook Express provides strong features for creating and managing multiple
signatures for your outgoing messages.

Create a Signature
To create a signature, take the following steps:

1. Click the New button. Outlook Express creates a signature named Signature #1 in the
Signatures list box, selects Signature #1, and puts the insertion point in the Edit
Signature text box with the Text option button selected.

2. To create the signature using text, type the text in the text box. To create the signature
from an existing text file or HTML file, select the File option button and then use the



Browse button and the resulting Open dialog box to specify the file. By default, the
Open dialog box's Files of Type drop-down list is set to show text files. To open an
HTML file, choose HTML Files in the Files of Type drop-down list.

3. Click the Rename button to display an edit box around the Signature #1 name in the
Signatures list box. Type the name for the signature and click an empty space in the
dialog box or press ENTER.

You can delete a signature by selecting it in the Signatures list box and clicking the Remove
button. Be warned that Outlook Express doesn't confirm the deletion of signatures. (If you
delete a signature by mistake, you can recover it by immediately clicking the Cancel button to
dismiss the Options dialog box before applying the change.)

Change Your Default Signature

To change your default signature, select the signature you want to make the default and click
the Set As Default button. Outlook Express displays Default signature to the right of the
current default signature in the Signatures list box.

Add a Signature to Your Outgoing Messages

Depending on what you use e-mail for and whom you're writing to, you may want to
automatically add a signature to all your outgoing messages or add signatures manually only
when you feel a message needs one.

To add a signature to all your outgoing messages, select the Add Signatures to All Outgoing
Messages check box in the Signature Settings area of the Signatures page of the Options
dialog box. When you select this check box, Outlook Express makes available the Don't Add
Signatures to Replies and Forwards check box available. By default, this check box is
selected, preventing Outlook Express from adding a signature to replies you send and to
messages you forward. If you want to add a signature to replies and forwards, clear this check
box.

Note Outlook Express doesn't add signatures to read receipts, even if you clear the Don't Add
Signatures to Replies and Forwards check box.

You can also add a signature manually to any given message by choosing Insert | Signature
from the New Message window and choosing the signature you want to insert from the
resulting submenu.

If you choose to add a signature to all your outgoing messages, Outlook Express enters the
signature when you create a message, so you can easily edit it or delete it if necessary.

Associate a Signature with a Particular E-mail Account
If you're using Outlook Express to check multiple e-mail accounts, you may want to associate
different signatures with different accounts-for example, a formal signature for work-related

e-mail, and a looser signature for social e-mail.

To do so, select the signature in question. Then click the Advanced button to display the
Advanced Signature Settings dialog box (see Figure 4-15). Select the check boxes for the



accounts and then click the OK button. Repeat the procedure for other signatures, as
appropriate.
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Figure 4-15: Use the Advanced Signature Settings dialog box to associate a signature with
one or more e-mail accounts.

Choose Virus-Protection Options

Outlook Express offers three disparate virus-protection options in the Virus Protection area of
the Security page of the Options dialog box.

The Select the Internet Explorer Security Zone to Use list lets you choose which of the
Internet Explorer-defined security zones Outlook Express should use. The default setting is
the Restricted Sites Zone option button, which increases your security but may prevent
Outlook Express from taking some actions. (The Restricted Sites zone consists of a list of
sites you've designated as being a potential or real security threat.) Instead, you can choose
the Internet Zone option button, which reduces your security but makes it less likely that
you'll lose any functionality.

The Warn Me When Other Applications Try to Send Mail As Me check box controls whether
Outlook Express displays a warning when another program tries to send e-mail using your
Outlook Express identity. There are a couple of times when this is likely to happen: First,
when you use Remote Assistance to send an e-mail invitation. Second, if you use an
automated mailto form from Internet Explorer (for example, a form on a Web page) that
piggybacks on your e-mail program.

The Remote Assistance action is harmless-beneficial, even-and the automated form's action
should be harmless, too. The reason for the warning is that many macro viruses use Outlook
Express or Outlook itself to send e-mail, controlling Outlook Express or Outlook from
another program via the Windows Automation feature. For example, the Melissa macro virus
and the I Love You virus used Microsoft Word to control the e-mail program.

The Do Not Allow Attachments to Be Saved or Opened That Could Potentially Be a Virus
check box controls whether Outlook Express refuses attachments that might be viruses or
contain viruses. This option is well intended but only marginally effective. The problem is
that although this feature undeniably protects you from some viruses, it has a high ratio of
false positives. For example, if someone sends you a Word document or Excel workbook with
even the tiniest of toolbar, menu, or keystroke customizations, Outlook Express treats the
document or workbook as if it contains macros that might indeed threaten your computer.
Even if you know that the document is harmless, Outlook Express prevents you from using it-
which might well drive you up the wall.



Choose Options for Sending Secure Mail

If you have a digital certificate, you can use it to encrypt your outgoing messages and
attachments and to digitally sign outgoing messages.

Note See Chapter 3 for a discussion of digital certificates and where to get them. As discussed
in that chapter, Outlook Express uses the term 'digital ID' instead of 'digital certificate.'

Encrypt All Messages and Attachments

You can choose to encrypt all outgoing messages and attachments by selecting the Encrypt
Contents and Attachments for All Outgoing Messages check box on the Security page of the
Options dialog box, or you can apply encryption manually to some messages when you want
to use it.

Because you have to have a digital certificate for every recipient to whom you want to send
encrypted messages, you may prefer to apply encryption manually. However, if you have
digital certificates for a good number, or perhaps most, of your correspondents, this option is
viable because Outlook Express warns you when you're sending a message (or attachment) to
someone for whom you don't have a digital certificate. You can then choose whether to send
the message without encryption or cancel sending it.

Digitally Signing All Outgoing Messages

To apply a digital signature to all your outgoing messages so that the recipients can be sure
it's you that messages come from, select the Digitally Sign All Outgoing Messages check box
on the Security page of the Options dialog box. There's no downside to this option if you have
a digital certificate.

Choose Advanced Security Settings

If you're planning to send encrypted messages or digitally signed messages, it's a good idea to
examine the settings in the Advanced Security Settings dialog box (see Figure 4-16). The
defaults may suit you-they're at least halfway sentient-but then again, they may not.
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Figure 4-16: If you're encrypting or digitally signing messages, check that the options in the
Advanced Security Settings dialog box have suitable settings.




How Much Encryption Do You Need, and How Secure Is It?

At this writing, most people don't use encryption for day-to-day e-mail, just as they don't use
scramblers for regular telephone calls. As a result, encryption is largely left to security-
sensitive companies, government agencies, the military, and the paranoid. The public's
laissez-lire attitude toward security benefits the security services, who can of course read
unencrypted e-mail with far greater ease than encrypted e-mail, and malicious hackers, who
can intercept and read unencrypted e-mail and glean information they can use (for example,
for socialengineering attacks).

But with more and more computers worldwide being networked, and with no ultimately
satisfactory way of reliably establishing identity online, there's an ever-increasing need for
security. If you want to keep your messages secure so that only the intended recipient can read
them, you should encrypt them. And, if you want to enable the recipient to be sure a message
comes from you, you should apply a digital signature to it. This means getting a digital
certificate, as discussed in Chapter 3.

In order to make sensible decisions about encryption, you should understand the basics of
encryption and what different encryption key lengths mean.

Briefly, a cryptographic key is a secret value used to make a cryptographic algorithm for the
people using the key. Very loosely speaking, the longer the encryption key, the harder it
should be to crack via a brute-force attack-an attack that tries every possible key until it gets a
match. The number of possible keys is 2 to the power of the number of bits, producing around
a trillion possible keys for a 40-bit key and 72,057,594,037,927,936 possible keys for a 56-bit
key. The progression is exponential: Add one bit to the key length, and the key is twice as
hard to crack. Add another bit, and it's twice as hard again. So, when you add 112 bits to that
impressive number for a 56-bit key (to give a key length of 168 bits), cracking it becomes
very tough indeed-in theory, anyway.

That said, computational power is increasing all the time. In 1998, the Electronic Frontier
Foundation built a computer called DES Deep Crack that performed a brute-force attack on
the DES algorithm and could break a 56-bit DES key in an average of four-and-a-half days.
DES Deep Crack could plow through 90 billion keys a second. Distributed.net, a distributed
Internet key-search program set up in 1999, could process 250 billion keys a second. You can
only imagine how many keys a second the NSA's computers can process-though you might
get an idea from this: In January 2002, American intelligence services broke the encryption on
a laptop computer that had belonged to Dr. Ayman al-Zawahiri, reportedly Osama bin Laden's
right-hand man. Breaking the encryption took a cluster of high-speed computers five days, so
the encryption must have used a fair number of bits.

The number of possible keys for, say, a 168-bit key might make it seem virtually impossible
to track, but there are a couple of things to bear in mind. First, unless the attacker is very
unlucky, the key isn't going to be the last possibility tried. A brute-force attack may stumble
on the key after just a few tries (or a few billion). For an average, experts suggest figuring that
trying half the number of possible keys will turn up the key. Second, if the key has low
entropy, it'll be much easier to crack than if it has high entropy.

Entropy? Isn't that, like, the world going to pot in a handcart?



In cryptographic terms, entropy is a measure of how "uncertain' something is. For an English
speaker, a five-letter password that's a standard English word is far more likely than a five-
character jumble of letters, numbers, and symbols, and so has lower entropy. So most brute-
force attacks start by exhausting the words in the standard dictionary before moving on to
combinations. (More accurately, most brute-force attacks actually start with the hundred or so
most frequently used passwords because these will often do the trick.)

So, to make your encryption tough to crack, you need to use a password or pass-phrase that
has high entropy. There are several possibilities for this:

o Use a long pass-phrase In Secrets and Lies, expert cryptographer Bruce Schneier
estimates that an eight-character password in standard English has about the same
entropy as a 32-bit key and that a 98-character pass-phrase in standard English would
be required to give sufficient entropy for a 128-bit key. A 168-bit key would require a
correspondingly longer pass-phrase-but very few people could be expected to enter a
pass-phrase of even 25 characters for regular use.

e Don't use standard English (or standard words in any language) Mix letters,
numbers, and symbols to create a password of moderate length that's not too difficult
to type.

o Get mathematical assistance One way to create an unguessable pass-phrase is to use
a random method of picking words. Diceware (www.diceware.com) has an interesting
method involving dice.

Because any encryption can be broken by a determined and sustained enough attack, it's best
to think of encryption as being like a safe-it doesn't necessarily give you safety forever, but it
buys you time against a determined assault, and it will likely deter casual thieves and
snoopers.

Encrypted Messages Area Options

In the Encrypted Messages area of the Advanced Security Settings dialog box, you can use
the Warn on Encrypting Messages with Less Than This Strength drop-down list to adjust the
minimum level of encryption you'll tolerate. The default setting is 168 bits, which should
provide strong security, as you saw earlier. If you find yourself frequently getting warnings
that you're using a shorter key length-for example, 'only' 128 bits-you may want to lower this
setting so that you don't get warnings unnecessarily.

Select the Always Encrypt to Myself When Sending Encrypted Mail check box if you want to
keep an encrypted copy of the message. This copy is encrypted with your digital certificate,
not with the message recipient's digital certificate, so that you can read it later.

Digitally Signed Messages Area

The Include My Digital ID When Sending Signed Messages check box controls whether
Outlook Express sends your digital certificate with each digitally signed message you send.
Sending the digital certificate is useful because it means a recipient who doesn't have your
public key already can verify that the message is from you (and subsequently encrypt



messages they send to you) without having to cavort through the public-key infrastructure to
find your public key. If the recipient already has your public key, sending the digital
certificate is redundant. But because digital certificates are very small, sending one
unnecessarily isn't a major bandwidth tragedy.

The Encode Message Before Signing (Opaque Signing) check box controls whether Outlook
Express encodes your digitally signed messages in such a way as to protect the digital
signature from tampering. This is generally a good idea, except that if the recipient's e-mail
program doesn't support S/MIME, they won't be able to read the message. So use this option
with care.

The Add Senders' Certificates to My Address Book check box controls whether Outlook
Express automatically adds to your Address Book the certificates of people who send you
digitally signed messages. For most people, it's a good idea to use this option, which is
selected by default.

Revocation Checking Area

The two option buttons in the Revocation Checking area-the Only When Online option button
and the Never option button-let you specify when to check whether the digital IDs other
people are using are still valid and haven't been revoked. If you're feeling security conscious,
select the Only When Online option button.

Choose Spelling Options

If you have Microsoft Office or Microsoft Word installed, the Spelling page of the Options
dialog box, shown in Figure 4-17, offers a half-dozen self-explanatory options for checking
spelling in your messages, specifying which words to ignore, and so on. You can also specify
the language to use for spell-checking your messages, as well as edit your custom dictionary.
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Figure 4-17: If you have Word or Office installed on your computer, you can choose spelling
options on the Spelling page of the Options dialog box.



Make Outlook Express Ask Before Changing the Dial-Up Connection

If you have multiple dial-up connections, and you've configured Outlook Express to establish
a dial-up connection when it needs one, it'll try the connections in turn, starting with the
default, until it finds one that works.

If all your dial-up connections are flat-rate, you may want Outlook Express to be free to use
them all. But if they're not, you may want it to get your permission before it uses any
connection other than the default. To do so, make sure the Ask Before Switching Dial-Up
Connections check box in the Dial-Up area of the Connection page of the Options dialog box
is selected (see Figure 4-18). To let Outlook Express use the connections without permission,
clear this check box.
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Figure 4-18: The Connection page of the Options dialog box offers two settings for
controlling Outlook Express's use of your dial-up connections.

Make Outlook Express Hang Up the Internet Connection After Sending
and Receiving Messages

If you want Outlook Express to hang up your Internet connection after sending and receiving
messages, select the Hang Up After Sending and Receiving check box in the Dial-Up area of
the Connection page of the Options dialog box.

This setting is most useful when you choose to allow Outlook Express to establish a
connection, but there's no reason why you shouldn't use it for a connection you establish
manually if you so wish.

Empty the Deleted Items Folder Automatically

By default, Outlook Express puts messages you delete into the Deleted Items folder and
leaves them there until you empty the folder. If you want Outlook Express to empty the
Deleted Items folder automatically when you close Outlook Express, select the Empty
Messages from the 'Deleted Items' Folder on Exit check box in the Cleaning Up Messages
area of the Maintenance page of the Options dialog box (see Figure 4-19).
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Figure 4-19: The Maintenance Page of the Options dialog box contains options for
automatically compacting and deleting old messages.

Remove Deleted Messages from IMAP Folders

If your ISP has an IMAP server, you can purge from your account those messages you've
deleted during a session by selecting the Purge Deleted Messages When Leaving IMAP
Folders check box in the Cleaning Up Messages area of the Maintenance page of the Options
dialog box.

Compact Old Messages to Save Space

Deleting the messages (and attachments) from your Deleted Items folder can save you a good
deal of space, but you can usually recover a good amount more space by compacting old
messages that you don't want to delete. Outlook Express offers options for compacting
messages automatically (which this section discusses) and manually (discussed later in this
chapter).

To make Outlook Express compact messages automatically in the background as you work,
select the Compact Messages in the Background check box in the Cleaning Up Messages area
of the Maintenance page of the Options dialog box.

When you select this check box, Outlook makes available the three controls under it:

e Delete Read Message Bodies in Newsgroups check box This check box controls
whether Outlook Express deletes the bodies of newsgroup messages you've read while
leaving the headers there. This deletion takes place when you quit Outlook Express
and can recover a good deal of space, but you'll need to redownload any message you
want to read again. (Bear in mind that most news servers expire messages after a
certain age, so you may not be able to download the message again.)

e Delete News Messages NN Days After Being Downloaded check box This control
provides an easy way of disposing of old news messages. Adjust the number of days
to suit your needs. But if you want to save those news messages you haven't deleted,
be sure to turn this option off, because it's on by default.



e Compact Messages When There Is NN Percent Wasted Space text box This
control lets you adjust the threshold for compacting messages. The default setting is
20 percent wasted space.

The Clean Up Now button lets you perform a cleanup manually. I'll discuss this option later in
this chapter.

Change the Location of Your Message Store

As you'd guess, your message store is the folder in which Outlook Express stores your
messages. By default, the message store folder is located deep within a hidden system folder
in your \Documents and Settings\ folder. You can move it (for example, to a different drive)
by clicking the Store Folder button in the Cleaning Up Messages area of the Maintenance
page of the Options dialog box, clicking the Change button in the resulting Store Location
dialog box, and using the resulting Browse for Folder dialog box to specify the new folder.
After doing so, exit Outlook Express and restart it to effect the change.

Add an E-mail Account to Outlook Express

As you've seen, Outlook Express automatically runs the Internet Connection Wizard to set
you up with an e-mail account the first time you run Outlook Express. If you have multiple e-
mail accounts, you'll probably want to add them to Outlook Express so that you can manage
them all from a central location.

To add an e-mail account to Outlook Express, choose Tools | Accounts to display the Internet
Accounts dialog box (see Figure 4-20). Then click the Add button and choose Mail from the
context menu to start the Internet Connection Wizard. Follow through the steps of the wizard
as discussed in 'Set Up Your E-mail Account,' earlier in this chapter.
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Figure 4-20: Use the Internet Accounts dialog box to create new mail and news accounts and
to manage your existing accounts.

Configure an E-mail Account

In addition to its many global settings (of which we examined most earlier in this chapter),
Outlook Express provides a large number of settings for each e-mail account, news account,
or directory service account. This section discusses the key configuration options for an e-
mail account. As before, it presents the configuration options arranged by what they can offer
you rather than plowing through them all in turn.



To start configuring an e-mail account, select it in the Internet Accounts dialog box (Tools |
Accounts) and click the Properties button. Outlook Express displays the Properties dialog box
for the account.

The number of pages in the Properties dialog box for an e-mail account varies depending on
the type of server used: HTTP, POP3, or IMAP. The Properties dialog box for an HTTP
account has four pages: General, Server, Connection, and Security. The Properties dialog box
for a POP3 account has five pages: General, Servers, Connection, Security, and Advanced.
The Properties dialog box for an IMAP account has those five pages and an IMAP page as
well. Beyond this, the Advanced page for an IMAP account has several more controls than the
Advanced page for a POP3 account.

Rename the E-mail Account

The Internet Connection Wizard manages to name any Hotmail account 'Hotmail,' but any
other type of account it names simply by the server's name. To change this, enter the new
name in the Mail Account text box on the General page of the Properties dialog box (see

Figure 4-21).
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Figure 4-21: The General page of the Properties dialog box for an e-mail account lets you
change the account's name, your name and organization, your e-mail address and reply
address, and whether to check the account when sending and receiving mail.

Change Your User Information

You can change your user information-your display name and organization, your e-mail
address, and your reply address-on the General page of the Properties dialog box for an
account.

Include or Exclude the Account When Checking for Mail

To control whether Outlook Express checks for mail on this account when you click the
Send/Recv button, select or clear the Include This Account When Receiving Mail or
Synchronizing check box on the General page of the Properties dialog box for the account.



Change Your Mail Server Information

To change your mail server information, use the controls on the Server page of the Properties
dialog box for an HTTP account or the Servers page for a POP3 account or an IMAP account.
Figure 4-22 shows the Server page on the left and the Servers page on the right.
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Figure 4-22: You can change your mail server information on the Server page of the
Properties dialog box for an HTTP account or the Servers page for a POP or IMAP account.

For an HTTP account, enter the server URL in the Server URL text box, your login name in
the Login Name text box, and your password in the Password text box. To save the password
(and reduce your security), select the Remember Password check box.

For a POP3 account or an IMAP account, make sure the My Incoming Mail Server Is a NNNN
Server text box is showing the appropriate server type. (If not, see the upcoming Note.) Enter
the details of the servers in the Incoming Mail text box and the Outgoing Mail text box, as
well as your account details in the Account Name text box and the Password text box. Select
the Remember Password check box if appropriate. To use Secure Password Authentication
(SPA) for logging on, select the Log On Using Secure Password Authentication check box.

Note You can't change the server type of an account once you've created it. For example, if
your ISP changes from POP3 to IMAP servers, you can't change the server in the mail
account from POP3 to IMAP. Instead, you need to create a new account with the new
server information (and all the other existing information) and then delete the old
account.

Authenticate with a POP3 or IMAP Server

If your POP3 server or IMAP server requires you to log on (for example, if you're using a
mail server other than that of the ISP through which you're connecting to the Internet), select
the My Server Requires Authentication check box in the Outgoing Mail Server area of the
Servers page of the Properties dialog box for the account. Then click the Settings button to
display the Outgoing Mail Server dialog box (see Figure 4-23). Select the Log On Using
option button and specify the details in the Account Name text box and the Password text box.
Select the Remember Password check box and the Log On Using Secure Password
Authentication check box, if appropriate, and then click the OK button.
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Figure 4-23: Use the Outgoing Mail Server dialog box to specify logon information for an
SMTP server that requires you to log on separately from your ISP's logon procedure.

Specify a Specific Connection for Checking E-mail on This Account

By default, each account uses your regular Internet connection. But you can set a specific
connection by selecting the Always Connect to This Account Using check box on the
Connection page of the Properties dialog box for the account and choosing the account in the
drop-down list (see Figure 4-24).
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Figure 4-24: If you need to use a specific Internet connection for this e-mail account, specify
it on the Connection page of the Properties dialog box.

Specify a Certificate for Digitally Signing Messages

To specify a certificate for digitally signing messages on this account, click the Select button
in the Signing Certificate area on the Security page of the Properties dialog box for the
connection, shown in Figure 4-25, and use the resulting Select Default Account Digital ID
dialog box to choose the certificate to use with the account.
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Figure 4-25: On the Security page of the Properties dialog box for a connection, specify the
certificates for digitally signing messages and encrypting messages and attachments.

Specify a Certificate for Encrypting Messages and Attachments

To specify a certificate for encrypting messages and attachments sent from this account, click
the Select button in the Encrypting Preferences area of the Security page of the Properties
dialog box for the connection and use the resulting Select Default Account Digital ID dialog
box to choose the certificate to use with the account. If necessary, change the encryption
algorithm specified in the Algorithm drop-down list. (Usually, Outlook Express chooses the
correct encryption algorithm for the certificate you chose, so you shouldn't need to change
this setting once you've specified the certificate.)

Specify Server Port Numbers and Timeouts

If necessary, you can change the ports used by your SMTP server and the POP3 server or
IMAP server by using the options in the Server Port Numbers area of the Advanced page of
the Properties dialog box for a POP3 account or an IMAP account. The left screen in Figure
4-26 shows the Advanced page for a POP3 account, and the right screen shows the Advanced
page for an IMAP account.
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Figure 4-26: On the Advanced page of the Properties dialog box for a POP3 account (left) or
an IMAP account (right), adjust the server port numbers and specify whether to use an SSL
connection.



Also, if necessary, you can change the server timeout interval by moving the Server Timeouts
slider control along its Short/Long axis.

Break Apart Longer Messages

If your POP3 server or IMAP server refuses messages larger than a certain size, you can set
Outlook Express to break your large messages (or, more likely, large attachments) into
smaller pieces by selecting the Break Apart Messages Larger Than NN KB check box in the
Sending area of the Advanced page of the Properties dialog box for the account and
specifying the appropriate value for the resulting fragments in the text box. For example, if
you're sending MP3 or AVI files, you might break them into pieces of 1MB or less in order to
keep the mail servers from rejecting them.

Leave a Copy of Messages on the Server (POP3 Only)

For a POP3 server, you can choose to leave a copy of messages you download via Outlook
Express on the server by selecting the Leave a Copy of Messages on Server check box in the
Delivery area of the Advanced page of the Properties dialog box for the account. If you do so,
Outlook Express makes two further options available to you:

o To make the messages expire from the server after a specified number of days, you
can select the Remove from Server After NN Days check box and specify the number
of days in the text box.

e To make Outlook Express delete the messages from the server when you delete them
and then empty your Deleted Items folder, select the Remove from Server When
Deleted from 'Deleted Items' check box.

Choose IMAP Options

The IMAP page of the Properties dialog box for an IMAP account, shown in Figure 4-27, lets
you specify the root folder path, whether to check for new messages in all folders when
checking e-mail, and whether to store the Outlook Express folders Sent Items and Drafts on
the IMAP server (and, if you do, where to store them).
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Figure 4-27: Choose paths for folders and special folders on the IMAP page of the Properties
dialog box for an IMAP account.

Send and Receive E-mail

This section runs you through the basics of sending and receiving e-mail with Outlook
Express. In order to keep you at least moderately challenged and the book portable, this
section skips over the easiest maneuvers so as to spend time on the less intuitive actions you
may want to take with e-mail. For example, formatting an e-mail message is about as difficult
as eating toast, whereas applying a digital signature to a message has some complexities.

Create a Message

You can create an outgoing message by starting a new message from scratch, forwarding a
message you've received (or previously sent), or replying to a message you've received.

Create a New Message
Outlook Express offers several ways to create a new message:
e To create a blank message, click the Create Mail button, press CTRL-N, or choose

File | New | Mail Message. The following illustration shows a new message in the
New Message window, with the signature added by default.
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To create a new message addressed to a contact in your Address Book, right-click the

contact's entry in the Contacts pane and choose Send E-mail from the context menu.

Caution You can also create a new message addressed to a contact by double-clicking
the contact's entry in the Contacts pane-but only if the contact isn't a
Messeger contact who's currently online. If the contact is a Messenger conact
and is currently online, double-clicking their entry starts an instant message to

them instead.

In Address Book, select the contact, click the Action button, and choose Send Mail

from the resulting menu. Alternatively, right-click the contact and choose Action |

Send Mail from the context menu.

Forward a Message

You can forward a message in either of these ways:

Message | Forward, or press CTRL-F.

With the message open in a message window, click the Forward button, choose

With the message header selected in the Inbox or another folder, click the Forward

button, choose Message | Forward, press CTRL-F, or right-click the message header

and choose Forward from the context menu.

When you forward a message, Outlook Express enters the subject line from the original

message in the Subject text box, preceding it with 'Fw:.'

Address the Message

If you've created a new message that isn't to a contact, or if you've forwarded an existing
message, you'll need to address it. As you'd expect, there are various ways to do so:

Type the address of the recipient or recipients in

the To text box and the address of

any 'Cc' recipients in the Cc text box. If you chose to allow Outlook Express to use its
AutoComplete feature (by selecting the Automatically Complete E-mail Addresses
When Composing check box in the Sending area of the Send page of the Options



dialog box), Outlook Express suggests matching entries from your Address Book as
you type. Press ENTER to accept the suggestion and double-check that it's the right
address.

e Click the To: button or the Cc: button to display the Select Recipients dialog box (see
Figure 4-28). Select the Address Book category to use in the drop-down list (for
example, Main Identity's Contacts or Shared Contacts). Then select recipients in the
list box and use the To button, the Cc button, or the Bcc button to copy the recipient to
the appropriate box. Click the OK button when you've finished. (To remove a
recipient from a box, select their entry and press DELETE, or right-click their entry
and choose Remove from the context menu.)
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Figure 4-28: The Select Recipients dialog box lets you quickly set up your To, Cc, and
Bcc recipients for a message.

Note By default, the New Message window doesn't display the Bce text box until you add a
Bcc recipient by using the Select Recipients dialog box, as described in this section. But
you can toggle the Bec text box on and off by choosing View | All Headers.

Create a Reply
You can create a reply to a message in any of these ways:

e To reply to the sender of a message open in a message window, click the Reply
button, choose Message | Reply to Sender, or press CTRL-R.

e To reply to the sender and all other recipients of a message open in a message
window, click the Reply All button, choose Message | Reply to All, or press CTRL-
SHIFT-R.

o To reply to the sender of a message, select its header in the Inbox or another folder,
click the Reply button, choose Message | Reply to Sender, press CTRL-R, or right-
click the message header and choose Reply to Sender from the context menu.

e To reply to the sender and all other recipients of a message, select its header in the
Inbox or another folder, click the Reply All button, choose Message | Reply to All,
press CTRL-SHIFT-R, or right-click the message header and choose Reply to All
from the context menu.

When you create a reply, Outlook Express enters the subject line from the original message in
the Subject text box, preceding it with 'Re:".



Enter the Subject

For a new message, enter the subject in the Subject text box. Because the recipient will likely
use the subject line to triage their e-mail, try to make the subject line as informative but
concise as possible.

Enter the Body Text

Now you need to enter the body text for the message. If you're sending an HTML message,
use the controls on the Formatting toolbar to apply any formatting you want the message to
include.

You can switch a message from plain text to HTML by choosing Format | HTML. Likewise,
you can switch a message from HTML to plain text by choosing Format | Plain Text. When
you do so, Outlook Express displays an eponymous message box warning you that by
switching to plain text, you'll lose any formatting in the message. Choose the OK button if
you want to proceed or the Cancel button if you don't.

Attach Any Attachments

Next, attach any files you want to send with the message. Click the Attach button on the
toolbar or choose Insert | File Attachment to display the Insert Attachment dialog box. Then
select the file and click the Attach button.

You can start a new message with an attachment by right-clicking the file in an Explorer

window (or the Desktop) and choosing Send To | Mail Recipient from the context menu. (If
you prefer not to right-click, select the file and click the E-mail This File link in the File and
Folder Tasks list.) XP causes Outlook Express to start a new message with the file attached.

Caution If you're using Hotmail, remember there's a limit of 1MB per message. Because
wrapping up an attachment for transmission via e-mail entails some overhead, and
because the message itself takes some space, any attachments you send need to be
900KB or less. If the file is uncompressed, you may be able to compress it (for
example, by using XP's File | Send To | Compressed Folder command) to reduce its
size before transmitting it.

Apply or Remove a Digital Signature Manually

Earlier in this chapter, I discussed how to set the option to apply a digital signature to all the
outgoing messages you send. To apply a digital signature to a message or to remove a digital
signature due to be applied, click the Sign button or choose Tools | Digitally Sign. (The Sign
button appears "pushed in' when selected, and the Digitally Sign item on the Tools menu has a
check mark next to it.)

When you digitally sign a message, XP displays the Signing Data with Your Private
Exchange Key dialog box (see Figure 4-29).
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Figure 4-29: XP displays the Signing Data with Your Private Exchange Key dialog box when
you digitally sign an outgoing message.

In most cases, it should be pretty clear that you're the person causing the application to
request access to a protected item (your digital certificate). But if you want to check which
application is making the request, click the Details button. XP displays a second Signing Data
with Your Private Exchange Key dialog box (see Figure 4-30).
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Figure 4-30: The second Signing Data with Your Private Exchange Key dialog box identifies
the application that's requesting access to a protected item.

Note You might expect Outlook Express to make the Sign button and the Digitally Sign
command unavailable if you don't have a digital certificate-but it doesn't. Instead, it lets
you specify that you want to sign the message and then pulls you up with the message

"You cannot send digitally signed messages because you do not have a digital ID for this
account' when you try to send the message.

Encrypt an Outgoing Message or Remove Encryption

If you haven't set Outlook Express to encrypt all outgoing messages, you can encrypt any
message by clicking the Encrypt button on the Message window toolbar or choosing Tools |
Encrypt. Similarly, if you have set Outlook Express to encrypt all outgoing messages, you can
remove encryption from an unsent message by clicking the Encrypt button or choosing Tools |
Encrypt.

If you tell Outlook Express to encrypt an outgoing message, but you don't have a digital
certificate with which to encrypt the copy that Outlook Express keeps for you, Outlook
Express displays a Security Warning dialog box, shown in Figure 4-31, to tell you that you



won't be able to read the copy in your Sent Items folder. Click the Yes button to send the
message anyway, or click the No button to stop sending the message.
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Figure 4-31: You'll see this Security Warning dialog box if you try to encrypt a message
you're sending without having a digital certificate yourself.

If Outlook Express can't find the digital certificate for one or more of the recipients of a
message you're encrypting, it displays the Outlook Express Mail dialog box, shown in Figure
4-32, to warn you of the problem. If you want to send the message unencrypted, click the
Don't Encrypt button. To cancel sending the message, click the Cancel button.
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Figure 4-32: If Outlook Express can't find the digital certificate for a recipient of a message
you've asked to encrypt, it displays the Outlook Express Mail dialog box to let you choose
between sending the message unencrypted and not sending it.

Request a Read Receipt Manually

You can toggle on and off requesting a read receipt for a message by choosing Tools |
Request Read Receipt. Likewise, if you're using a digital certificate to sign outgoing
messages, you can toggle on and off requesting a secure receipt for a message you're signing
by choosing Tools | Request Secure Receipt.

Add a Business Card to a Message

Once you've specified a business card in the Business Cards area of the Compose page of the
Options dialog box, you can add a business card to a message manually by choosing Insert |
My Business Card.

You can remove a business card that has been added to a message (automatically or manually)

by choosing Insert | My Business Card again or by clicking the business card icon (to the right
of the Cc box) and choosing Delete from the resulting menu.

Send the Message

To send the message you've created immediately, click the Send button, press ALT-S (to click
the Send button by using the keyboard), or choose File | Send Message. If you've set Outlook



Express to send messages immediately (by selecting the Send Messages Immediately check
box in the Sending area on the Send page of the Options dialog box), the message will go
immediately; if not, it'll be placed in the Outbox until the next scheduled check for mail or the
next time you check for mail manually on this account.

If you have configured Outlook Express to send messages immediately, you can cause this
message to be placed in the Outbox instead of sent immediately by choosing File | Send Later.

Read E-mail

Reading e-mail in Outlook Express is mostly pretty straightforward-you display or open the
message you're interested in and then let your eyeballs do the walking. After you've gotten the
hang of the assorted icons that pepper the Inbox, most of the excitement centers around
messages with unusual features, such as encryption, digital signatures, and attachments.

Figure 4-33 shows the Inbox, with labels indicating the icons you'll see most often: priority
icons, attachment icons, flag icons, and icons for read messages and unread messages.
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Figure 4-33: The Inbox

As you can see if you peer at the figure, Outlook Express displays an unread-message icon (a
closed envelope) for each unread message and a read-message icon (an open envelope) for
each read message. (You can change a message's read status by right-clicking its header and
choosing Mark As Read or Mark As Unread from the context menu.) If the message has an
attachment, a paperclip icon appears in the Attachments column. And if the sender has
marked the message as high priority, an exclamation point appears in the Priority column.

In Outlook Express as in real life, a flag is a marker calling for attention. You can apply a flag
to a message by clicking in the Flag column beside the message header (or choose Message |
Flag Message). Click again (or choose Message | Flag Message again) to remove a flag.

You can also drag a message from one folder to another. For example, you can drag a
message from your Hotmail Inbox to your Local Folders Inbox.



You can delete a message by selecting its header and clicking the Delete button on the toolbar
or by clicking the Delete button on the toolbar in a message window. In the fine
Apple/Microsoft tradition, 'deleting' a message doesn't actually get rid of it right away-it just
places the message in the Deleted Items folder, which is the Outlook Express equivalent of
the Recycle Bin. As you saw earlier in this chapter, you can configure Outlook Express to
empty the Deleted Items folder automatically at the end of a session (by selecting the Empty
Messages from the 'Deleted Items' Folder on Exit option in the Cleaning Up Messages area of
the Maintenance page of the Options dialog box). You can also empty the Deleted Items
folder by right-clicking it and choosing Empty 'Deleted Items' Folder from the context menu
or by selecting it and choosing Edit | Empty 'Deleted Items' Folder.

You can open a message in its own window by double-clicking its header. The message
window, of which an example is shown in Figure 4-34, has easy-to-use controls, including
Previous and Next buttons for navigating from message to message without closing the
message window.
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Figure 4-34: You can open a message in its own window to display more of it or to view
multiple messages at the same time.

Receive an Attachment

Outlook Express makes receiving an attachment straightforward. The Inbox displays an
attachment icon in the message header for a message that has an attachment, so you can see at
a glance which messages have attachments.

If you're working in the Preview pane, the Preview pane header (if you have it displayed)
contains an Attachment button (again, bearing the paperclip). Click the Attachment button to
display a menu of actions you can take with the attachment. Usually, you'll want to issue the
Save Attachments command, specify a location in the resulting Save Attachments dialog box,
and click the Save button. If you don't have the Preview pane header displayed, you can save
the attachment by choosing File | Save Attachments.

The message window for a message with an attachment includes the Attach text box, which
appears below the Subject line and contains details of the attachment. To save the attachment,
choose File | Save Attachments.



Grant a Read Receipt

When you open a message on which the sender has requested a read receipt, Outlook Express
checks your setting for returning read receipts. If you've chosen the Notify Me for Each Read
Receipt Request option button (on the Receipts page of the Options dialog box), Outlook
Express displays a message box asking whether you want to return the receipt. Choose the
Yes button or the No button, as appropriate.

Open an Encrypted Message

When you tell Outlook Express to decrypt an encrypted message, XP displays the Using Your
Private Exchange Key to Decrypt dialog box, shown in Figure 4-35.

Figure 4-35: XP displays the Using Your Private Exchange Key to Decrypt dialog box when
Outlook Express starts to decrypt an encrypted message.

If you want to see which program is requesting access to a protected item, click the Details
button. XP displays another Using Your Private Exchange Key to Decrypt dialog box, of
which Figure 4-36 shows an example, identifying the program. In this case, we know that the
program is Outlook Express, so there's not much point in displaying this dialog box. But if
you see the Using Your Private Exchange Key to Decrypt dialog box unexpectedly, you may
want to know which program is responsible.
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Figure 4-36: Clicking the Details button in the first Using Your Private Key to Decrypt dialog

box displays a second Using Your Private Key to Decrypt dialog box with details of the
program involved.

The first time you open a signed or encrypted message in the Preview pane, Outlook Express
displays a Security Help message about digitally signed and encrypted messages. To prevent
Outlook Express from displaying this message again, select the Don't Show Me This Help



Screen Again check box and click the Continue button. Outlook Express then displays the
decrypted message.

Caution If you choose the Cancel button in the Using Your Private Exchange Key to Decrypt
dialog box when trying to decrypt an encrypted message, Outlook Express displays
the message 'Outlook Express encountered an unexpected problem while displaying
this message. Check your computer for low memory or low disk space and try again.'
The problem is, of course, that you prevented Outlook Express from decrypting the
message, not that you're low on memory or disk space-so ignore this red herring,
however juicy it may seem.

Work Offline with Outlook Express

One of the most appealing features of Outlook Express is that you can use it to work offline if
you don't have a persistent Internet connection.

To work offline, double-click the Working Online indicator in the status bar or choose File |
Work Offline. Double-click the resulting Working Offline indicator in the status bar or choose
File | Work Online to start working online again.

Note If you have a dial-up Internet connection, Outlook Express offers to hang it up when
you go offline.

Create Rules to Protect Your POP3 Mailbox from Spam

As you saw earlier in this chapter, Hotmail provides a Junk Mail Filter feature and custom
filters that you can use to reduce the amount of spam that lands in your Hotmail account. You
can use the Junk Mail Filter whether you're using Hotmail's Web interface or Outlook Express
to access your Hotmail account. (In either case, you need to administer the Junk Mail Filter
through Hotmail's Web interface.)

Most POP3 mail providers don't give you filtering capabilities like Hotmail's, so you need to
apply filtering at the e-mail client instead. If you're using Outlook Express to access your
POP3 account, you can use the sophisticated filtering features we'll examine in this section.
You can create any number of filters to catch mail that matches criteria you specify. A filter
can take any of a variety of actions on a message: move it or copy it to a folder; delete it;
forward it; flag it; highlight it; mark it as read, watched, or ignored; send an automatic reply;
not download it from the mail server; or delete it from the server.

The following list describes the generic steps for creating a rule for filtering incoming
messages. Because the procedure is a little involved (though easy enough to follow once
you've tried it), I've provided three specific examples in the following section.

1. From the main Outlook Express window, choose Tools | Message Rules | Mail. If you
haven't created any mail rules yet, Outlook Express displays the New Mail Rule dialog
box directly; if you have created a mail rule, Outlook Express displays the Mail Rules
page of the Message Rules dialog box, from which you can click the New button to
display the New Mail Rule dialog box. The illustration here shows the New Mail Rule
dialog box as you'll see it when you first display it. (In the next section, I'll show you
how it looks as you add information to it.)
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2. Specify the conditions for the rule in the Select the Conditions for Your Rule list box
by selecting one or more of the check boxes. Outlook Express adds these conditions to
the Rule Description list box. You can filter by any of the following, or you can set a
filter for all messages:

o By specific people being in the From line, the To line, the Cc line, or either the

To line or the Cc line

By specific words being in the Subject line or the message body

By the message being high priority

By the message being bigger than a certain size

By the message having an attachment

By the message being sent to a specified e-mail account of yours

o By the message being secure

3. Specify the action for the rule in the Select the Actions for Your Rule list box. Outlook
Express adds the actions to the Rule Description list box.

4. Click each link in the Rule Description list box in turn and choose appropriate values

for it in the resulting dialog box and any associated dialog boxes. (Yes, I know that's a

bit vague. I'll show you specifics on this step in the upcoming examples.) Check the

And links and Or links and change them as necessary.

Enter the name for the rule in the Name of the Rule text box.

6. Click the OK button. Outlook Express creates the rule and displays it on the Mail
Rules page of the Message Rules dialog box.
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Examples of Creating a Mail Rule

The description in the previous section was necessarily a little generic, so this section
provides three specific examples of creating mail rules. All three examples are of types of
rules widely used in the real world. Although you won't necessarily want to implement any
example exactly on your mail accounts, the three together illustrate how to use the controls on
the Mail Rules page of the Message Rules dialog box to construct rules that meet your needs.

To avoid boring you to death-I mean, for concision-each of these examples assumes you've
read the previous section enough to be familiar with the basic steps of the process of creating
a rule to filter incoming mail messages.




The first example shows a full suite of dialog boxes to illustrate the process. The second and
third examples show only additional screens where they'll be helpful.

Create a Mail Rule to Move Messages from Specific People to a Particular
Folder

This example shows you how to create a mail rule that moves incoming messages with
specific From addresses (names or e-mail addresses) to a particular folder. For example, you
might create a few rules like this to move all your work-related messages to a particular folder
or to get messages from different clients sorted into folders for the projects for those clients.

Here we go:

1. In the Select the Conditions for Your Rule list box, select the Where the From Line
Contains People check box. Outlook Express adds this condition to the Rule
Description list box.

2. Inthe Select the Actions for Your Rule list box, select the Move It to the Specified
Folder check box. Again, Outlook Express adds this information to the Rule
Description list box. The illustration here shows the New Mail Rule dialog box with
the rule as it stands.
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3. In the Rule Description list box, click the 'contains people' link to display the Select
People dialog box, shown here with two people added already and a third underway.
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4. Populate the People list box by typing each name or e-mail address into the text box
and clicking the Add button or by clicking the Address Book button and selecting
people from the Address Book.

5. Ifnecessary, click the Options button to display the Rule Condition Options dialog
box (shown here). As you'd imagine, the contents of this dialog box vary depending on
the details of the rule you're constructing. In this case, you can choose for the rule to
apply to the message containing the people listed (the default) or not containing them.
You can also choose between the message matching any of the people (the default)
and matching all the people. For the rule we're constructing, we'll go with both default
settings so that the rule applies to any of the people listed.
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6. Click the OK button to close the Select People dialog box. Outlook Express adds the
people specified to the Rule Description list box in the New Mail Rule dialog box. The
illustration here shows the Rule Description list box with the updated rule.
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7. 1In the Rule Description list box, click the 'specified' link (in the 'Move it to the
specified folder' line) to display a Move dialog box (which is a renamed Browse for
Folder dialog box).

8. Select the folder to which you want to move the messages (if necessary, use the New
Folder button to create a new folder), and then click the OK button. Outlook Express
adds the folder's name to the Rule Description list box (shown here with the final
rule).
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9. Enter the name for the rule in the Name of the Rule text box.

10. Click the OK button. Outlook Express closes the New Mail Rule dialog box and adds
the rule to the list on the Mail Rules page of the Message Rules dialog box. (I'll
discuss what happens next in 'Apply Your Mail Rules,' a little later in the chapter.)




Quickly Create a Mail Rule to Delete Messages from Someone Who's
Spamming You

The easiest way to create a new rule is from an existing message from the person you want to
block. Open a message from the irritant in its own message window (yes, you have to look at
it, but only for a moment), and choose Message | Create Rule from Message to have Outlook
Express start a rule based on information in the message. By default, Outlook Express selects
the Where the From Line Contains People text box and adds the person's address to the Rule

Description text box.

Select the Delete It check box in the Select the Actions for Your Rule list box, enter a name in
the Name of the Rule text box, and click the button. The rule is now ready.

Create a Mail Rule to Delete Assorted Messages Containing Specific Text

This example shows you how to create a rule to delete messages containing specific words
that you've deemed offensive. These words don't have to be George Carlin's seven dirty words
you can't say on television-just any that you've found indicate junk mail heading in your
direction.

Here are the steps to take:

1. In the Select the Conditions for Your Rule list box, select the Where the Subject Line
Contains Specific Words check box and the Where the Message Body Contains
Specific Words check box. Outlook Express enters those items in the Rule Description
text box and applies an And condition between them, meaning both conditions must
be met for the rule to apply.

2. Click the And link to display the And/Or dialog box (shown here).
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3. Select the Messages Match Any One of the Criteria option button and then click the
OK button. Outlook Express closes the And/Or dialog box and changes the condition
to an Or.

4. In the Select the Actions for Your Rule list box, select the Delete It check box.

Click the first Contains Specified Words link and use the resulting Type Specific

Words dialog box, shown here, to specify the offending words or a phrase for the

Subject line.
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6. Once you've typed two words or a phrase, Outlook Express makes available the
Options button. You can click this button to display the Rule Condition Options dialog
box and change the conditions under which the rule should apply.

7. Click the second Contains Specified Words link and use the Type Specific Words

dialog box to specify the offending words or a phrase for the message box.

Enter the name for the rule in the Name of the Rule text box.

9. Click the OK button. Outlook Express closes the New Mail Rule dialog box and adds
the rule to the list on the Mail Rules page of the Message Rules dialog box.

*®

Arrange Your Mail Rules into Order

Once you've created your mail rules, use the Move Up button and Move Down button on the
Mail Rules page of the Message Rules dialog box to arrange the rules into the order in which
you want them to apply.

Apply Your Mail Rules

To apply your mail rules, take the following steps:

1. Choose Tools | Message Rules | Mail to display the Mail Rules page of the Message
Rules dialog box (shown here).
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2. Click the Apply Now button. Outlook Express displays the Apply Mail Rules Now
dialog box (shown here).
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3. Inthe Select Rules to Apply list box, choose the rules you want to apply. (Use the
Select All button to select all the rules.)

4. Check the folder selected in the Apply to Folder text box. If necessary, use the Browse
button and the resulting Apply to Folder dialog box to change the folder.

5. If applicable, select or clear the Include Subfolders check box to include or exclude
subfolders of the folder you chose.

6. Click the Apply Now button. Outlook Express applies the rules to the folder or folders
and then displays a message box telling you that it has done so. When you dismiss this
message box, Outlook Express returns you to the Apply Mail Rules Now dialog box.

7. Apply further rules to further folders, as necessary, and then close the Apply Mail
Rules Now dialog box and the Message Rules dialog box.

Modify a Mail Rule
You can modify a mail rule in either of two ways:

e To tweak the rule a bit, select it on the Mail Rules page of the Message Rules dialog
box so that Outlook Express displays its description in the Rule Description text box.
Then click one of the links in the description to open the relevant dialog box.

o To make bigger changes or to rename the rule, select it on the Mail Rules page of the
Message Rules dialog box and click the Modify button. Outlook Express displays the
rule in the Edit Mail Rule dialog box, which is the New Mail Rule dialog box by
another name. You can then change the rule to your heart's content.

Derive a New Mail Rule from an Existing Rule

To derive a new mail rule from an existing rule, select the existing rule on the Mail Rules
page of the Message Rules dialog box and click the Copy button. Outlook Express creates a
copy of the rule, naming it 'Copy of' and the original name, and selects it. Click the Modify
button and change the rule to create the new rule.

Tip You can create news rules for filtering newsgroups by using the News Rules page of the
Message Rules dialog box. The process is similar to that for creating mail rules, but it's
outside the scope of this book, so I don't cover it here.



Maintain a Blocked Senders List

Like Hotmail (and many e-mail programs), Outlook Express lets you maintain a list of e-mail
addresses from which you don't want to receive e-mail. Outlook Express calls this list the
Blocked Senders list.

Note The Blocked Senders list applies only to POP3 accounts. You can't use the Blocked
Senders list with an HTTP account (for example, your Hotmail account) or an IMAP
account. So to block senders of messages to your Hotmail account, you need to use
Hotmail's blocking features (discussed in the section 'Block a Sender,' earlier in this
chapter).

The easiest way to add a sender to the Blocked Senders list is by choosing Message | Block
Sender from a message window containing a message from the offending sender. Outlook
Express displays a dialog box telling you that the sender has been added to your Blocked
Senders list and asking whether you want it to remove all messages from the sender from the
current folder.

You can also add a sender to your Blocked Senders list by using the Blocked Senders page of
the Message Rules dialog box, shown in Figure 4-37, which you display by choosing Tools |
Message Rules | Blocked Senders List. Here are some tasks you can perform from this dialog
box:

e To create a new entry, click the Add button and use the resulting Add Sender dialog
box to specify the details.

e To change the e-mail address or domain name that's blocked for an existing entry,
select it, click the Modify button, and work in the resulting Edit Sender dialog box.

o To change the categories for which a sender is blocked (Mail, News, or Both), use the
check boxes on the Blocked Senders page or the option buttons in the Edit Sender
dialog box.

e To remove a blocked sender from the list, select their entry in the list box and click the
Remove button. Outlook Express confirms the removal in case you've had a rush of
blood to the head.
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Figure 4-37: Use the Blocked Senders page of the Message Rules dialog box to add offenders
to, edit offenders on, and remove forgiven transgressors from your Blocked Senders list.



Perform a Local File Clean Up

If you use Outlook Express actively, especially if you read a lot of newsgroups, the number of
messages on your hard disk is likely to increase dramatically and to consume ever more hard
disk space. Hard disks have grown so much in capacity in the last few years that if you have a
modern computer, you may well have storage to burn-but even so, it's a good idea to reduce
the amount of space that messages are taking up on your hard drive so that you can more
easily back it up.

To slim down the footprint of Outlook Express, click the Clean Up Now button on the
Maintenance page of the Options dialog box (Tools | Options) to display the Local File Clean
Up dialog box (see Figure 4-38).
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Figure 4-38: Use the options in the Local File Clean Up dialog box to reduce the amount of
space that messages in Outlook Express are taking up on your hard drive.

Check the account specified in the Local File(s) For text box. If necessary, click the Browse
button and use the resulting dialog box to select the right account. (Selecting the Outlook
Express account compresses all the accounts configured for Outlook Express.) The Total Size
of File(s) readout and the Wasted Space readout show you the account's footprint and the
amount of wasted space you can reclaim by compacting the account.

Now choose the action you want to take. These are your options:

e To compress the files but retain all the information, click the Compact button.

o To remove message bodies but keep the headers, click the Remove Messages button.
You might want to do this for a news account in which you can retrieve message
bodies from the server for a while, but it's usually not a good idea for a mail account
on which you're downloading messages (as opposed to leaving copies on the server).

o To remove message bodies and their headers, click the Delete button.

e To remove message bodies and their headers and to reset the folder so that it'll
download the message headers again, click the Reset button. You won't usually want
to do this unless your folder for an account has gotten trashed.

When you've finished compacting or deleting, click the Close button to close the Local File
Clean Up dialog box.



Other Free E-mail Services

If you don’t like the thought of Microsoft knowing (through .NET Passport) the timings of
your logons, logoffs, and e-mail usage, you may prefer to use another Web-based e-mail
service instead of Hotmail or MSN. This section discusses several of the biggest and most
appealing services: Yahoo! Mail, Hushmail, Netscape Mail, and Bigfoot. As you’ll see, the
features they offer are quite varied.

The advantage of non-Microsoft Web-based e-mail services is, by definition, that Microsoft
doesn’t run them, and therefore can’t track your actions so easily. The disadvantage is that the
non-Microsoft services offer less integration with XP and with Outlook Express than do the
Microsoft services.

Yahoo! Mail

If you’ve been on the Web, you’re probably familiar with the Yahoo! site (www.yahoo.com).
Combined with its many other offerings (from the search engine to shopping), Yahoo! offers
both free and paid e-mail services. To sign up for Yahoo! Mail, steer your browser to
mail.yahoo.com and follow the link to sign up for an account.

At this writing, Yahoo! Mail offers three grades of service, which they term editions: Free
Edition (an address at yahoo.com, 4MB of storage space, spam protection, and virus
protection), Custom Edition ($35 per year for a personalized e-mail address with up to five
accounts on top of what the Free Edition offers), and Business Edition ($9.95 per month for a
domain address with advertisement-free messages and an advertisement-free interface).

If you want an account that doesn’t require verifiable identity information, you need to go for
the Free Edition. As with Hotmail, once Yahoo! has got you, it goes for the “upsell,” trying to
persuade you to upgrade to a larger amount of space in order to, let’s say, cement the
relationship with a formal introduction involving a credit card.

If you choose to pay for your Yahoo! Mail account, the signup procedure leads you through
the process of signing up for a Yahoo! Wallet, which contains the details of the credit card
with which you pay for your Yahoo! Mail account. This Yahoo! Wallet is then used for any
Yahoo!-based shopping you succumb to.

If you sign up for the Yahoo! Delivers feature (which entails being bombarded with special
offers, promotions, and discount offers for the interests you claim to have), you can use a
POP3 client such as Outlook Express, Eudora, or Netscape to manage your mail. If you can’t
face using Yahoo! Delivers, you’re stuck with Yahoo!’s Web-based interface, which is
functional but suffers from the generic defects of the species (you need to be online to use it,
and the interface is clumsy compared to those of local clients).

Yahoo! also offers mail forwarding from your Yahoo! Mail account to another e-mail
account— but, again, only if you’re signed up for Yahoo! Delivers. Cute.

Mail sent from free Yahoo! Mail accounts comes with an advertisement tacked onto it.



Hushmail

Hushmail.com (www.hushmail.com) offers you the ability to send secure Web-based e-mail
to other Hushmail users and nonsecure e-mail to other e-mail addresses. Hushmail offers both
a free service and a slew of paid services designed for security-conscious users and for
businesses that have decided to use Web-based e-mail solutions.

A free Hushmail account gives you 2MB of storage space—as with Hotmail, an amount that’s
pretty much designed to encourage you to upgrade to a paid account. As usual, you need to
provide verifiable billing information for a paid account. Hushmail’s current offering is a
Hushmail Premium account, which costs you $19.99 for setup and then $2.49 a month
thereafter. A Premium account provides 32MB of space, giving you the ability to send and
receive large attachments (including, say, MP3 files of average size but only the tiniest of
AVl files), as well as keep a good number of messages. A Premium account also buys you
freedom from the banner ads that inflict themselves on free accounts.

To keep a free account active, you need to access it at least once every three weeks—
otherwise, it gets deleted. Hushmail Premium accounts don’t get deleted as long as the money
keeps rolling in.

Hushmail uses OpenPGP (the freeware version of the Pretty Good Privacy program, PGP) to
encrypt messages. As [ mentioned, you can encrypt messages only to other Hushmail users—
users with regular e-mail accounts get unencrypted messages.

That’s not much of a limitation, but Hushmail does have several limitations worth mentioning
that result directly from its encryption.

o First, you have to install the Hush Encryption Engine and your key pair on your
computer in order to use Hushmail. If you use just one computer to access your
account, that’s not a big deal. If you want to be able to access your account from other
computers, installing the Encryption Engine and key pair may get tedious.

e Second, you can access Hushmail only through its Web interface. (Hushmail offers a
secure client for Outlook but not for Outlook Express.) This puts Hushmail at a
disadvantage compared to some of its competitors. This limitation is somewhat offset
by Hushmail’s ability to page you at another e-mail address when mail arrives—either
with the sender’s e-mail address or (for security) without.

e Third, Hushmail is noticeably slower to use over a non-broadband connection than
most of the other Web-based e-mail services.

If you need security for your Web-based e-mail, Hushmail’s limitations pale into
insignificance compared with its capabilities. If you need security for only some of the
messages you send, you may choose to use Hushmail only for those messages and use a
regular account with a local e-mail client for your nonsecure correspondence.

Note Besides offering secure e-mail, Hushmail can automatically generate a username for
you, thus helping preserve your anonymity.



Netscape Mail

Netscape Mail (www.netscape.com) offers free and paid accounts. A free account gives you
SMB—substantially more than a free Hotmail account. At this writing, Netscape Mail is also
more patient about abandonment than Hotmail, requiring you to log in only once every 120
days to prevent Netscape from wiping out your mail. So you can take that three-month tour of
the Peruvian Andes without worrying that your Netscape Mail account will have been
obliterated by the time you find an Internet café in Lima.

A free e-mail account requires your first name, last name, ZIP code, country, and age range. If
you’re feeling expansive, you can supply further information as well, but I don’t recommend
doing so. If you don’t want to receive special offers and product information, be sure to clear
any preselected check boxes lurking around the nether regions of the registration form before
you submit it.

Netscape Mail is plain text only, and has a clumsy but effective interface. Netscape Mail’s
preferences include letting you create and apply a single signature for all your messages.

Messages sent from free Netscape Mail accounts come with not one but multiple
advertisements at the end.

Access Netscape Mail Using Internet Explorer

If you're using Internet Explorer to access Netscape mail and you've set a Medium High or
higher level of security for the Internet Zone, you may find the Netscape login page rejects
your valid username and password and simply redisplays the login page.

If this happens, you'll need either to reduce your security level to Medium or lower (on the
Privacy page of the Internet Options dialog box in Internet Explorer) or to manually allow
cookies for the login server before the login procedure will run.

To allow cookies for the login server, take the following steps:

1. With the Netscape login page displayed, select the URL in the Address Bar and copy
it (for example, press Ctrl-C).

2. Choose Tools | Internet Options to display the Internet Options dialog box.

3. Click the Edit button in the Web Sites group box on the Privacy page to display the
Per Site Privacy Actions dialog box.

4. Paste the URL of the Netscape login page into the Address of Web Site text box (for

example, press Ctrl-V).

Click the Allow button to add the URL to the Managed Web Sites list box.

Click the OK button to close the Per Site Privacy Actions dialog box.

7. Click the OK button to close the Internet Options dialog box.

SN

When you've done that, try logging into the server again.



Bigfoot

Somewhat different from the other three services just discussed, but worth knowing about, is
Bigfoot (www.bigfoot.com). Bigfoot is a forwarding service that provides what it calls a
Bigfoot for Life address and mail-filtering and management tools. You can use a Bigfoot
address to forward e-mail to any other e-mail address, including Hotmail or other Web-based
e-mail accounts.

The advantage of Bigfoot is that you can keep the same Bigfoot address even if your other e-
mail accounts change. For example, if you change ISP, you’ll need to change any e-mail
address at that ISP; likewise, if you move from one company to another. But your Bigfoot
address can remain the same, and you can quickly configure it to forward messages to the new
account. (If you have your own domain name, you’re essentially doing the same thing on a
grander scale and with more complex administration.)

Bigfoot offers three grades of account: Premium, Ultra, and Basic. Basic is free and lets you
forward up to 25 e-mail messages a day to one e-mail address (which you can change at any
time). Premium costs $19.95 per year and lets you forward up to 150 e-mail messages a day to
up to five different accounts. Ultra costs $39.95 per year and lets you forward up to 500 e-
mail messages a day to five different accounts. Premium and Ultra both offer filtering
capabilities that you can use both to kill junk mail (without forwarding it) and to specify to
which account to forward particular messages. For example, you could filter work-related
messages from other messages and forward them to your work account.

Registration for all types of Bigfoot accounts involves a detailed questionnaire about your
computer use, income, hobbies, interests, and so on. You also have to provide a name that’s
supposedly yours, together with a mailing address that includes a valid ZIP code.

Summary

In this chapter, we’ve been through what Hotmail is and does, and we’ve discussed how to
use Hotmail both through its Web interface and through Outlook Express. Along the way,
you’ve seen how to configure Outlook Express for e-mail; how to use it to send, receive, and
manage e-mail; and how to create filters to automatically process incoming mail on POP3
accounts. To prevent you from claiming that I’'m Microsoft obsessed, the last section of this
chapter discussed several other Web-based e-mail services you might want to use instead of
Hotmail, and it pointed out the advantages and disadvantages they each have.

E-mail is a fine form of communication, but it’s always asynchronous. If you want to get in
sync with someone, you need to chat with them, as discussed in the next chapter.

Chapter 5: Chat with Anyone in Public or
Private

This chapter discusses how to use Windows Messenger and NetMeeting to chat with anybody
in public or private on the Internet. By “chat,” I mean text-based chat—we’ll get to voice and
video chat in the next chapter.



The chapter starts by discussing the advantages and disadvantages that Windows Messenger
and NetMeeting bring to the party and discussing which of them you should use for chat in
which circumstances. It then shows you how to configure Messenger and use it as a chat
client. After that, it shows you how to set up NetMeeting, configure it, and use it as a chat
client.

Should You Use Messenger or NetMeeting for Chat?

Windows Messenger (hereafter plain “Messenger,” unless we need to be formal) and
NetMeeting provide overlapping functionality—so much so that you might wonder why
Microsoft includes both of them in XP. If you are wondering, Microsoft officially intends
Messenger to be a replacement for NetMeeting. Messenger provides most of the functionality
of NetMeeting, but at a heavy price of security. (More on this in a moment.) But both
Messenger and NetMeeting provide text chat, voice and video calls, file transfer,
whiteboarding, program sharing, and remote control of a shared program or computer.
NetMeeting provides further features, such as hosted meetings and remote control of your
own computer. Messenger provides some extra chat features, such as the display of emoticons
and the monitoring of when someone in a conversation with you is typing in the conversation.

Actually, you probably weren ’t wondering that. If you’ve used a new installation of XP,
you’ll know that Messenger features so prominently in the XP interface that you have to put
in some effort to get it out of your face, whereas NetMeeting is buried until you run it
manually by its executable or create a shortcut for it. If you’ve seen this difference, and you
were aware that XP included NetMeeting, chances are you had little doubt that Microsoft
intended you to use Messenger rather than NetMeeting. But is that really in your interest? Or
is it just in Microsoft’s interest?

You’ll see in due course. (Or, if you read Chapter 1 and remember it, you already know.) But
for the moment, let me mention that Messenger and NetMeeting can’t talk directly to each
other, though they’re blood-siblings under the skin and come from the same stable. (Another
delicate shove by Microsoft to persuade you to transfer your allegiance from NetMeeting to
Messenger? Why, sure.) However, NetMeeting can access the Messenger contact listing, and
you can use Messenger to send a Messenger contact an invitation to start using NetMeeting.

Messenger tracks you and your actions the whole time you’re online. NetMeeting lets you
connect securely to other users, without being monitored. Chances are, if you have even a
usual healthy interest in privacy, you’ll prefer NetMeeting to Messenger, except where
Messenger offers features and performance that NetMeeting can’t match.

Messenger

This section discusses how to configure Messenger and use it for chat. Before that, though, it
talks about how Messenger works, because understanding this is critical to deciding when to
use NetMeeting and when to use Messenger for chat.

How Messenger Works: The Lay Version
In its basic form, Messenger is essentially an instant-messaging service. As such, it competes

directly with instant-messaging services such as AOL Instant Messenger (which had more
than 100 million users as of Winter 2001) and Yahoo! Messenger, as well as with Internet-



based chat programs such as Eyeball Chat (www.eyeball.com). It outdoes AOL Instant
Messenger at this writing by providing not only one-to-one audio chat but also one-to-one
video chat, but it’s outdone in both capabilities by Yahoo! Messenger, which offers multiparty
audio and video chat.

Like most of its competitors, Messenger is a server-based service. Most of its features are
coordinated through a central server network that performs essential tasks, including
coordinating users’ signing in and out of the service, tracking their IP addresses, managing
their status information (Online, Offline, Away, Out to Lunch, and so on), storing their
contact lists and blocking lists, and so on. (As you’ll recall from Chapter 3, these features use
various .NET services to accomplish their ends.)

Compared to the server, the local client is almost dumb (in the computer sense). It stores your
user preferences and accepts your input, of course, but its main function is to pass information
to and receive information from the server.

When you sign into the Messenger Service (and sign into your .NET Passport at the same
time), the local client connects with the server, starting your Internet connection if necessary.
Messenger Service then checks your database of contacts and updates the local client with
details of each contact’s status (Online, Offline, Be Right Back, On the Phone, and so on). It
also checks for Messenger users who have you listed as a contact and who are online, and it
updates their local clients with the information that you’re online.

When Jane sees that you’re online and requests a conversation with you, the Messenger server
checks to see whether you’re otherwise engaged and then tells the Messenger client to display
a screen pop telling you that Jane is hot to chat with you. If you choose to take up the
invitation, Messenger establishes a direct channel between your computer and Jane’s but
continues to monitor the conversation (so that it knows that you and Jane are busy). This
reduces the amount of bandwidth required for the communications between you and Jane.
Text doesn’t take up much bandwidth, but audio takes up a good amount, and video takes up
much more, so it’s important that the traffic go directly from sender to recipient. Likewise,
when you’re transferring a fat file to Jane, the data goes directly from you to Jane without
clogging the .NET Messenger Service servers the way a triple bacon cheeseburger clogs your
arteries. This is why you can send a file to only one person at a time in a Messenger file-
transfer operation. (You can run up to ten file-transfer operations at the same time if you
want, sending ten files, each to a different person.)

That’s what the basic form of Messenger does. But as [ mentioned in Chapter 3, Messenger is
one of the platform services of Microsoft’s .NET initiative (you remember: .NET experiences
for the users, .NET clients running them... .NET clients, .NET servers, .NET tools—right,
you remember). Into Messenger snap other services, such as .NET Alerts (which provides
notification of time-sensitive offers and so on), CNBC on MSN Money, Expedia, MSN
CarPoint, and others, all designed to shove information at your online persona in real time
with the goal of causing you to spend more money with the associated companies than you
would otherwise have done.

Understand the Privacy Implications of Messenger

Before you start using Messenger, you must understand its privacy implications. Messenger is
a very slickly executed piece of software that provides strong instant-messaging and



collaboration features out of the box, with more to come as more .NET services are released
that snap into it. But the way Messenger is implemented, it tracks your actions the whole time
you have it running and are signed into the service.

Here’s what happens: In order to use Messenger, you must have a .NET Passport. At first, that
seems reasonable, because most instant-messaging services require some kind of login using a
username and password. But because the .NET Passport is tied both into the XP operating
system and into all .NET Passport—enabled sites (such as Hotmail, MSN, Expedia, and other
high-traffic Web sites), it provides user tracking on an unprecedented scale. Worse, you can
check into Messenger any time you want, but you can’t always leave: Because .NET
Passport—enabled sites are using .NET Passport as well, you can’t sign out of Messenger
Service if you’re logged into another .NET Passport—enabled site at the same time. For
example, if you’re using Hotmail (either directly or by using Outlook Express online), you’ll
need to sign out of Hotmail before you can sign out of Messenger Service.

All the time you’re signed into Messenger Service, your Messenger client keeps in touch with
the server about what you’re doing: whether you’re in a conversation (and if so, with whom);
if you are in a conversation, whether you’re typing in the Messenger window (so that it can
let the other people in the conversation know); whether you’re making an audio or video call;
whether you’re transferring a file (and if so, what file it is); and whether you’re collaborating
with other users (for example, via program sharing). The way Messenger is designed, such
user tracking is essential to the service, but it results in a huge amount of information that
Messenger gathers about you as you use it.

Moreover, unlike NetMeeting, Messenger offers neither encryption nor any useful
authentication. In theory, Messenger’s use of .NET Passport means you can be sure of the
identity of the person you’re chatting with. But in practice, as you saw in Chapter 3, NET
Passport offers no even halfwayreliable evidence of identity unless the user has taken the
extra step to get a Passport Wallet (or another .NET Passport feature that requires the
applicant to prove their identity) or is paying for their Hotmail or MSN account. Even then,
there’s not necessarily any correlation between the person’s e-mail address and their real
identity. For example, various people have Hotmail addresses with variations on “Bill
Clinton™: bill clinton@hotmail.com, bill _clinton@hotmail.com (that one had two
underscores), bill_clinton @hotmail.com, and so on. Most of these people aren’t called Bill
Clinton. Some of them may have proved their real-world identity for Passport Wallet, or
Hotmail, but their e-mail address won’t reflect that. So you need to be very careful about
believing what you’re told. Providing that the .NET Passport’s security hasn’t been
compromised (and, as you saw in Chapter 3, there are concerns on that front as well), you can
be pretty sure of the .NET Passport that’s communicating with you. But that’s about it.

Configure Messenger

This section discusses how to configure Messenger. Many of the configuration options are
straightforward, but others are more subtle than they appear. So this section discusses each of
the options briefly to make sure you understand them. To make the information easier to find,
it presents the options in categories by function.

Note Microsoft is developing Messenger rapidly, so the Messenger interface may have
changed since this book went to press. However, the basics described in this section
seem likely to remain the same.



You can configure some of Messenger’s options while offline, but in order to choose other
options, you need to sign into Messenger Service using your .NET Passport.

Caution If you choose to store your .NET Passport in your XP user account, Messenger
automatically uses that .NET Passport to sign in. After you sign out, Messenger then
presents that NET Passport’s e-mail address as the suggested sign-in for the next
Messenger session, so anyone can see which account you’re using. The only way to
avoid this is not to store your .NET Passport in your XP user account, which means
you’ll need to enter your .NET Passport manually each time you use Messenger or
another .NET Passport—enabled service. It also means XP will bug you incessantly to
get a .NET Passport, even though you already have one. At this writing, there’s no
way to remove a .NET Passport from a user account other than to associate a
different .NET Passport with the account. (Another possibility is to change the name
of your existing XP account, create a new XP account with the original name, and
then use that instead. Use the Files and Settings Transfer Wizard to transfer your files
and settings from the old account to the new account.)

Change Your Display Name

The first thing to check is what name Messenger is displaying for you. By default, Messenger
uses the contents of the First Name field of your .NET Passport as your display name. You
can change this in the My Display Name text box (or the My .NET Messenger Service
Display Name text box, depending on the version of Messenger) on the Personal page of the
Options dialog box (see Figure 5-1). For example, you might want to add your last name to
your first name or use a nickname instead.
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Figure 5-1: First, make sure your display name is correct on the Personal page of the Options
dialog box.




Publish Your Phone Numbers

If you choose, you can have Messenger display up to three phone numbers for you: home,
work, and mobile. Enter these numbers on the Phone page of the Options dialog box (see
Figure 5-2). You can display this page of the dialog box directly by choosing Tools | Publish
My Phone Numbers. Make sure the My Country/Region Code drop-down list is showing the
correct country or region.
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Figure 5-2: If you want to make your home, work, or mobile phone numbers accessible to
your contacts, enter them on the Phone page of the Options dialog box.

These phone numbers then appear in the Properties dialog box that you can display for a
contact by right-clicking the contact and choosing Properties from the context menu.

Change the Font and Font Size Messenger Uses for Your Text

You can change the font for your display text (the text that you write) by using the Change
My Message Font dialog box, which you can display by clicking the Change Font button on
the Personal page of the Options dialog box or by clicking the Font button in a Conversation
window (or choosing Edit | Change Font).

The Change My Message Font dialog box limits you to a small selection of “sensible” font
sizes—between 8 points and 16 points. Each Messenger user can change the relative size of
text they’re seeing by choosing View | Text Size and selecting the size (Smallest, Smaller,
Medium, Large, or Largest) from the submenu. Small script fonts still tend to be illegible
even at the Largest setting, so it’s best to avoid using them.



Show or Suppress Emoticons

By default, Messenger displays emoticons (graphical symbols such as J) when you type the
appropriate text sequence. To toggle them on and off, select or clear the Show Graphics
(Emoticons) in Instant Messages check box in the My Message Text area of the Personal page
of the Options dialog box.

Prevent Messenger from Running Automatically and Opening Your
Internet Connection

By default, Messenger is configured to sign you into Messenger Service as soon as you log
onto XP and to keep you signed in until you sign out manually or log off XP. This is great
provided (a) you have a persistent Internet connection, or at least one for which you pay a flat
rate, and (b) you want to be signed into Messenger the whole time you’re using XP. The
advantages of being signed into Messenger are, of course, that you can use Messenger and
that you and your contacts can see when each other is online. The disadvantages are that
Messenger Service and any contacts of yours online can monitor you the whole time, and
your contacts can bug you when you’re trying to get things done.

To prevent Messenger from running automatically and signing you on when you log onto
Windows, clear the Run This Program When Windows Starts check box in the General area
of the Preferences page of the Options dialog box.

Prevent Messenger from Running in the Background

Also by default, Messenger is configured to keep running in the background and to keep you
signed into the Messenger Service after you close the Messenger window. Again, this feature
is ostensibly well-intentioned and beneficial to you because it enables you to communicate
with your contacts and receive messages, calls, files, Remote Assistance invitations, and so
on, from them even if the Messenger window isn’t open. But again, if you use this feature,
you’ll stay connected to the Internet even if you didn’t intend to, and you’ll be monitored by
Messenger Service and your contacts.

The danger of running Messenger in the background is that many users won’t spot what
Messenger is doing. When you first close the Messenger window, Messenger displays a pop-
up to warn you that it’s still running; but once you’ve dismissed the pop-up and told it not to
reappear, it’s easy to forget. If you have a dial-up Internet connection, Messenger either will
hold it open or will make XP keep trying to establish the Internet connection for no apparent
reason—which might make less experienced users suspect that XP has caught a virus.

To prevent Messenger from running in the background, clear the Allow This Program to Run

in the Background check box in the General area of the Preferences page of the Options
dialog box.

Prevent Messenger from Signing You In When You Connect to the Internet

Even if you’ve manually signed out of Messenger and then closed your Internet connection,
Messenger automatically signs you in the next time you establish the Internet connection.



By default, Outlook Express causes Messenger to sign you in when you run Outlook Express.
This is deeply antisocial behavior that you’ll probably want to change. To do so, choose Tools
| Options in Outlook Express to display the Options dialog box, clear the Automatically Log
On to Windows Messenger check box in the General area on the General page, and then click
the OK button.

Choose the Interval Before You’re Marked As “Away”

By default, Messenger changes your status from Online to Away after you’ve been inactive
for five minutes. You can adjust the length of time by changing the value in the Show Me As
“Away” when I’m Inactive for NN Minutes text box on the Preferences page of the Options
dialog box. Alternatively, you can clear the Show Me As “Away” when I’m Inactive for NN
Minutes check box to turn this option off. If you do so, Messenger changes your status to
Away when you’ve been inactive for the number of minutes specified in the Wait text box on
the Screen Saver page of the Display Properties dialog box—the length of inactivity required
for your screen saver to kick in. (To display the Display Properties dialog box, right-click
your Desktop and choose Properties from the context menu.)

If you use no screen saver and clear the Show Me As “Away”... check box, Messenger never
changes your status to Away. There’s no particular advantage to this unless you like to keep
your friends in suspense as to whether you’re actually there or just pretending at any given
moment.

Choose Alerts for Contacts, Messages, and E-mails

The four options in the Alerts section of the Preferences page of the Options dialog box let
you choose whether to display alerts when contacts come online, when you receive an instant
message, when you receive an e-mail message on your Hotmail or MSN account, and when
contacts sign in or send you a message. Whether you find such alerts useful or an annoyance
depends on how you work and (sometimes) how much screen real estate you have.

If you use the alerts, you can specify the sounds used for each of the alerts by clicking the
Sounds button and working with the Messenger events in the Program Events list box on the
Sounds page of the Sounds and Audio Devices Properties dialog box (see Figure 5-3). Either
choose another sound from the Sounds drop-down list or click the Browse button and use the
resulting Browse for Sound dialog box to specify the sound file.
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Figure 5-3: Use the Program Events list box on the Sounds page of the Sounds and Audio
Devices Properties dialog box to specify different sounds for contacts, messages, and e-mail
messages.

Change the Folder into Which Transferred Files Are Placed

By default, Messenger places files you receive via file transfer in your \My Documents\My
Received Files\ folder—a fair enough location for default use. If you want Messenger to put
the files somewhere else, click the Browse button in the File Transfer area of the Preferences
page of the Options dialog box and use the resulting Browse for Folder dialog box to specify
the folder. Bear in mind that, even if you’re using a hotshot antivirus program that monitors
your downloads and file transfers, it’s a good idea to check all incoming files carefully for
viruses—so you may want to put all incoming files into a quarantine zone until you check
them rather than lumping them in with files you know to be safe.

Maintain Your Allow List and Block List

The Privacy page of the Options dialog box, shown in Figure 5-4, provides a My Allow List
list box and a My Block List list box for keeping your lists of those contacts who may and
may not see your online status and send you messages. You can shift one or more selected
contacts from one list box to the other by using the Allow button or the Block button. The key
entry here is the All Other Users entry, which appears by default in the My Allow List list
box, letting all Messenger users other than those listed check your status and send you
messages. If you need privacy from everyone except the contacts you specifically allow to
contact you, move the All Other Users item to the My Block List list box.
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Figure 5-4: On the Privacy page of the Options dialog box, use the My Allow List list box and
the My Block List list box to specify which of your contacts may and may not view your
status and contact you.

Check Whose Contact Lists You’re On

To see which other users have added you to their contact lists, click the View button on the
Privacy page of the Options dialog box. Messenger displays a dialog box showing an
unadorned list of the contact lists on which you appear. Use this information to identify
forgotten friends or to block users as appropriate. You can also right-click a user’s name and
choose Add to Contacts to add that user to your contact list or choose Properties to display
information about the user. (If the user is already one of the your contacts, the Add to
Contacts item will be unavailable.)

To make sure Messenger always warns you when another Messenger user adds you to their
contact list, verify that the Alert Me when Other Users Add Me to Their Contact Lists check
box on the Privacy page is selected. (This check box is selected by default.) I’ll show you
what happens as a result of this setting in “Add a Contact when They Add You to Their
Contact List,” later in this chapter.

Keep .NET Passport Under Control

One of .NET Passport’s features is to automatically log you into .NET Passport—enabled Web
sites once you’ve successfully logged into .NET Passport during an XP session. If you’re in
the habit of leaving your computer running and accessible to other people while you’re still
logged in, it may be a good idea to select the Always Ask Me for My Password when
Checking Hotmail or Opening Other .NET Passport—Enabled Web Pages check box on the
Privacy page of the Options dialog box. (This check box is cleared by default.) When this
check box is selected, each time you try to access a .NET Passport—enabled page, Internet
Explorer will demand your password.



Prevent Messenger from Displaying Your Tabs

To prevent Messenger from displaying your tabs along the left side of the window, select the
This Is a Shared Computer So Don’t Display My Tabs check box on the Privacy page of the
Options dialog box. After you sign out and sign back in again, or someone else signs in using
Messenger from your XP user account, Messenger doesn’t display the tabs, and it removes the
Show Tabs command from the Tools menu so that the user can’t display tabs that way.

The benefit of removing tabs is that it prevents other users who are using Messenger from
your XP account from seeing which tabs you have installed and which tabs you’re using. At
this writing, the services available on the tabs are few and relatively uncontroversial. But as
more companies (and perhaps government departments) provide services via extensions that
appear as tabs in Messenger, hiding the tabs to prevent other users from accessing them will
become more important.

That said, nobody other than you should really be using your XP user account in the first
place. If someone will be needing to use your computer regularly, you’ll be much better off
creating a separate user account for them so that they can associate their .NET Passport with
their account and use Messenger more easily. If the person needs to use the computer only
temporarily, have them use the Guest account instead of your account. You’d expect Guest
account users not to be able to save their NET Passport in XP—but they can (at least, at this
writing). But suppressing the display of tabs for the Guest account should help keep guest
users from interfering in each other’s business.

Note By default, XP disables the Guest account until you choose to enable it. To do so,
choose Start | Control Panel, click the User Accounts link, and then click the Guest
Account link to display the Do You Want to Turn On the Guest Account? screen. Click
the Turn On the Guest Account button, and the Guest account will be in business.

Connect via a Proxy Server

If you connect to the Internet via a proxy server, you’ll need to check your configuration on
the Connection page of the Options dialog box (see Figure 5-5). (If you connect to the Internet
directly from the computer you’re using, or if you connect via a small network that uses
Internet Connection Sharing, you shouldn’t need to worry about the controls on this page.)
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Figure 5-5: If you use a proxy server to connect to the Internet, specify the details on the
Connection page of the Options dialog box.

The key control on this page is the I Use a Proxy Server check box. Once you select this
check box, Messenger makes all the other controls on this page available. Specify the type of
proxy server in the Type drop-down list. Enter the server’s name in the Server text box.
Correct the port number from the default that Messenger enters in the Port text box if
applicable.

If you specify a SOCKS Version 5 proxy server, you’ll need to enter your username in the
User ID text box and your password in the Password text box.

Note Connecting to the Internet through ICS (with or without ICF, correctly configured) is
considered a “direct connection (no firewall)” by Messenger.

Display Messenger Always on Top of Other Windows

If you want Messenger always to appear on top of other applications so that it’s always visible
when you’re working in Windows, choose Tools | Always on Top from the main Messenger
window.

Troubleshoot Messenger Configuration and Connection Issues

This section discusses how to troubleshoot several of the more frequent configuration and
connection issues that surface with Messenger.

The Display Name You Chose Was Invalid

If you get the error message “The display name you chose was invalid. Please choose another
display name and try again,” it usually means you’ve stepped on a trademark or another word



that Microsoft is sensitive to on its own account or has been sensitized to by another
company. For example, if you try to call yourself “Microsoft,” Messenger will object. When
you dismiss the error message box, Messenger resets your display name to its previous value.

You might also have entered an offensive word that Microsoft has decided to block. At this
writing, the list of words is a little uneven, but you can probably guess most of them. (If not,
you can have some fun discovering them by trial and error message.)

Messenger Keeps Redialing Your Internet Connection after You’ve Closed
the Messenger Window

If Messenger keeps redialing your Internet connection after you’ve closed the Messenger
window with the intention of exiting Messenger, chances are that Messenger is configured to
run in the background. Because it’s not immediately apparent either that it’s Messenger that’s
doing the dialing or that Messenger is still running after you’ve closed the Messenger window
(the notificationarea icon isn’t all that easy to interpret), this problem can be confusing at first.

To prevent this from happening, clear the Allow This Program to Run in the Background
check box in the General area of the Preferences page of the Options dialog box. Closing the
Messenger window then signs you out of Messenger Service and exits Messenger.

Messenger Prompts You to Upgrade Every Time You Start It

If you start Messenger by double-clicking an icon on your Desktop, and each time you start
Messenger, it prompts you to upgrade the program, you may have pasted a copy of the
Messenger executable file to the Desktop rather than creating a shortcut to the executable. If
so, create a shortcut to the executable and delete the copy of the executable on the Desktop.

ICF or Another Firewall Blocks Messenger

If you find that Internet Connection Firewall (ICF) or another firewall is blocking Messenger
connections, you may need to open ports manually through the firewall. These are the ports
that Messenger uses for communicating:

Service TCP Port UDP Port

Incoming voice call (computer to computer) 6901 6901

Voice (computer to phone) — 6801, 6901, 2001-2120
Receiving files 6891-6900 —

In most cases, ICF doesn’t cause Messenger any problems because the two have been taught

to communicate with each other: Messenger negotiates with ICF the ports that it needs open,

and ICF opens them up by implementing the appropriate services. If you want to examine the
ports, display the Advanced Settings dialog box for the external ICS interface and look at the
services called msmsgs running on the Services page. Figure 5-6 shows an example in which

several computers are connecting via ICS and using Messenger through ICF.
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Figure 5-6: Messenger automatically gets ICF to open ports for Messenger communications.
Note Turn back to Chapter 2 for a discussion of how to configure ICF and open ports in it.

Create and Manage Your Contact List

Before you can easily establish a conversation with anyone in Messenger, you need to add
one or more contacts to your contact list. You can do this in any of three ways: by using their
e-mail address or .NET Passport sign-in name, by searching for them in a directory, or by
adding them to your contact list when they add you to their list. The next three subsections
discuss these possibilities. The subsections after those discuss how to block, unblock, and
delete contacts when they become troublesome or pass their sell-by date.

Add a Contact by Their Sign-in Name
To add a contact by their sign-in, take these steps:

1. Run the Add a Contact Wizard by clicking the Add a Contact item in the [ Want To
list or choosing Tools | Add a Contact.

2. On the first page of the wizard, select the By E-mail Address or Sign-in Name option
button and click the Next button.

3. On the Please Type Your Contact’s Complete E-mail Address page of the wizard,
enter the contact’s e-mail address and click the Next button.

If the person has a .NET Passport, Messenger displays a page like the one in Figure 5-7,
telling you that the contact has been added to your contact list and that, if the person isn’t
using Messenger, Messenger Service will send them an e-mail encouraging them to start
using it. If the person doesn’t have a .NET Passport, Messenger displays a page telling you
that it couldn’t add the person to your contact list but offers to send them an e-mail
encouraging them to sign up for a .NET Passport and start using Messenger. In either case,
you can add a message of your own to the boilerplate message to encourage the person to take



the message seriously. You’ve just participated in viral marketing for Microsoft, so you might
as well make the most of it. (More seriously, you might want to add your real name and other
identifying information in case they don’t recognize your e-mail address.)
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Figure 5-7: If a contact has a .NET Passport, you can add them to your contacts list in
Messenger with minimal effort.

Add a Contact by Searching for Them

If you don’t know the e-mail address or .NET Passport sign-in name of the contact you want
to add to your contact list, run the Add a Contact Wizard and choose the Search for a Contact
option button on its first page. The wizard displays the Type Your Contact’s First and Last
Name page (see Figure 5-8). Enter as much accurate information about the contact as
possible, including city or state if they’re in the U.S., and choose which directory to search
through in the Search for This Person At drop-down list. (At this writing, your choices are
limited to the Hotmail Member Directory and your local Address Book, with the Hotmail
Member Directory being the default.)



fudd a Coptact

Ed

3 Windows*
_Meassenger =

Typer your conlact's first and last namie

Futee Mo Japcns

Lzt il e Lusdeatst

LommisyFagmn WUritnd Shaded w
Citw il

Staee w
Sarch For this pessnon gt Hatrusd Mermber Dlascion *]

| ¢ Bachk "_ﬁr.r..:- | Cancel |

Figure 5-8: You can search for a contact by name, country, and (for the U.S.) city and state.

If the search is successful, the wizard displays a Search Results list, from which you can
choose the person who seems to match. So far so good—but if you searched using the
Hotmail Member Directory, the wizard next displays a page apologizing for not being able to
add the person to your contact list because of the Hotmail privacy policy and telling you that
it will send them an e-mail instead. Again, you can customize the e-mail so that they
(perhaps) have more motivation to respond positively to it—or at least know who your e-mail
address represents.

Add a Contact when They Add You to Their Contact List

The third way of adding a contact pops up when another Messenger user adds you to their
contact list. If you have the Alert Me when Other Users Add Me to their Contact Lists check
box on the Privacy page of the Options dialog box selected, Messenger displays the Windows
Messenger dialog box shown in Figure 5-9 when another user adds you to their contact list.
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Figure 5-9: The Windows Messenger dialog box offers you the chance to add to your contact
list somebody who is trying to add you to their list.

From here, you can select the Allow This Person to See when You Are Online and Contact
You option button or the Block This Person from Seeing when You Are Online and
Contacting You option button, if appropriate. If you choose to allow the person to add you as
a contact, select or clear the Add This Person to My Contact List check box, if appropriate,
before clicking the OK button to close the dialog box.



If you choose to block the person, Messenger clears the Add This Person to My Contact List
check box—but you can select it if you want to add the person to your contact list but block
them at present. Whether you add the person to your contact list or not, you get added to their
contact list, but you appear permanently in the Not Online group. In order to contact the
contact, you’ll need to unblock them—you can’t send messages to a contact you’ve blocked

Block or Unblock a Contact

You can block a contact by issuing a Block command from a Conversation window or the
main Messenger window:

e Click the Block button in a Conversation window. If the conversation contains
multiple people, Messenger displays a menu of people you can block; select the right
one. If the conversation contains just the two of you, there’s no doubt about whom to
block, and your conversation is effectively ended, although the Conversation window
remains open.

e Right-click a contact in the main Messenger window and choose Block from the
context menu.

When you’ve blocked someone, they can’t check your online status, view your phone
numbers, or send you messages until you unblock them. To unblock someone, you can use
one of three options— click the Unblock button in a Conversation window in which you’ve
blocked that contact; rightclick the contact in the main Messenger window and choose
Unblock from the context menu; or display the Privacy page of the Options dialog box (Tools
| Options), select the contact in the My Block List option button, click the Allow button, and
close the dialog box.

Delete a Contact

You can delete a contact by right-clicking their entry in the main Messenger window and
choosing Delete Contact from the context menu. Messenger displays a message box to
confirm the deletion in case you’ve clicked hastily.

Connect with Messenger

You can establish a connection with another Messenger user from the main Messenger
window in any of the following ways:

e Double-click the contact’s name in the Online category.

e Right-click the contact’s name in the Online category and choose Send an Instant
Message from the context menu.

e Click the Send an Instant Message link in the action pane (the I Want To list).
Messenger displays the Send an Instant Message dialog box (see Figure 5-10). Select
the contact on the My Contacts page and click the OK button. (This way of
establishing a connection is so much more clumsy than the others that it’s barely
worth using.)
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Figure 5-10: The My Contacts page of the Send an Instant Message dialog box
provides an unnecessarily complex way of starting a conversation with a contact.

o Ifthe Messenger user isn’t one of your contacts, click the Send an Instant Message
link in the action pane to display the Send an Instant Message dialog box. Click the
Other tab to display the Other page and enter the person’s e-mail address in the text
box. If, by the time you’re reading this, Messenger has been made interoperable with
other instantmessaging services, select the appropriate service in the Service drop-
down list. Then click the OK button. Messenger opens a Conversation window
addressed to that user.

Caution When you use the Other page in the Send an Instant Message dialog box, Messenger
doesn’t verify the address until you try to send a message. If you’ve made a mistake
with the address, or if the person isn’t online at the time, Messenger tells you that the
message couldn’t be delivered to the recipient.

In the Conversation window that Messenger has opened, enter your opening message in the
text box and click the Send button to send it. Messenger transmits the message to your
contact.

If they’re receiving alerts, Messenger displays a pop-up telling them your display name and
the text of the message (or the first part of it, if the message is long). If they’re not receiving
alerts, Messenger opens a minimized Conversation window and flashes its Taskbar button in a
contrasting color to their color scheme to entice them to click it.

Once they do, the conversation is up and running. Figure 5-11 shows the beginning of a
conversation in a Conversation window.
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Figure 5-11: A conversation starting in a Conversation window

Full of nice clickable buttons and links as it is, the Conversation window is easy to use. We’ll
examine most of the features in subsequent chapters, so for now the only relevant link in the I
Want To list is the Invite Someone to This Conversation link. When you click this link,
Messenger displays the Add Someone to This Conversation dialog box, which is the Send An
Instant Message dialog box in drag. As before, you can specify an existing contact or take a
chance at remembering the e-mail address of another contact (and a further chance that
they’re online at the time).

The status line at the top of the Conversation window displays any warnings. For example, it
may tell you that “Andy may not reply because his or her status is set to Busy” if Andy has set
his status to Busy. The status bar at the bottom of the window tells you when someone in a

conversation with you is typing a message in the Conversation window so that you can avoid
getting your chat out of sync.

Enter Emoticons in Your Messages

You can enter emoticons in your messages using either the mouse or the keyboard:

e With the mouse, click the Emoticons button in the Conversation window and choose
the emoticon from the drop-down pane. This pane shows the most common
emoticons, but not all that Messenger supports.

o With the keyboard, type the text sequence for the emoticon. If you can remember the
text sequence, entering it in a message is much quicker than using the mouse. For a list
of the text sequences for emoticons, click the Emoticons button in the Conversation
window and choose the ... button to display an Internet Explorer window with the
Messenger Help screen listing the text sequences.

End a Conversation

To end a conversation, click the Close button in the Conversation window or choose File |
Close from the Conversation window.



End a Messenger Session

How you can end a Messenger session depends on whether you’ve left Messenger configured
to keep running in the background or you’ve decided to take control over it.

If you’ve prevented Messenger from running in the background (by clearing the Allow This
Program to Run in the Background check box in the General area of the Preferences page of
the Options dialog box), you can close Messenger by clicking the Close button on the
Messenger window or by choosing File | Close.

If you’ve allowed Messenger to run in the background, you can close Messenger only by
clicking (or right-clicking) the Messenger icon in the notification area and choosing Exit from
the context menu.

Regardless of whether you’ve allowed Messenger to run in the background, you can sign out
of Messenger Service by choosing File | Sign Out from the main Messenger window or by
clicking (or right-clicking) the Messenger icon in the notification area and choosing Sign Out
from the context menu. You can then sign back in by clicking the link in the main Messenger
window (if you have it displayed) or by clicking (or right-clicking) the Messenger icon in the
notification area and choosing Sign In from the context menu.

Change Your Status

By default, Messenger sets your status to Online once you connect to Messenger Service;
changes it to Away after the length of inactivity specified on the Preferences page of the
Options dialog box (if you’ve selected the Show Me As “Away” when I’m Inactive for NN
Minutes check box) or the length of inactivity it takes for your screen saver to kick in; and
changes it to Offline when you sign out of Messenger Service.

When you’re signed into Messenger Service, you can change your overt status by clicking
your entry at the top of the main Messenger window and choosing the status you want
(Online, Busy, Be Right Back, Away, On the Phone, Out to Lunch, or Appear Offline) from
the resulting menu. You can also change your status by clicking (or right-clicking) the
Messenger icon in the notification area, selecting the My Status item on the menu, and
choosing the status from the submenu.

Use Groups to Sort Your Messenger Contacts

If you have a lot of contacts, you may find that Messenger’s default Online/Offline grouping
doesn’t show you all the contacts you need to see at any given time. Instead, you can create
and populate custom groups so that you can sort your contacts by categories as needed.

To work with groups, choose Tools | Sort Contacts By | Groups from the main Messenger
window. Messenger displays your hitherto unsuspected groups, which at this writing are
Coworkers, Family, Friends, and Other Contacts. You can then drag your existing contacts
into the appropriate group or create new groups for your contacts by using the Add a Group
command on the Tools | Manage Groups submenu. Messenger adds a new group that you can
then rename.



Alternatively, you can use the Rename a Group submenu to rename one of the existing groups
or the Delete a Group submenu to dispose of a group.

When you tire of admiring your groups and want to return your contacts to the Online and
Offline categories, choose Tools | Sort Contacts By | Online/Offline.

Troubleshoot Messenger Chat

Text chat in Messenger is usually pretty straightforward once you’ve connected to your
protagonists. This section discusses a couple of minor issues that might trouble you briefly.

Can’t See Emoticons

If you can’t see emoticons when you or your contacts type the appropriate text sequences,
make sure the Show Graphics (Emoticons) in Instant Messages check box on the Personal
page of the Options dialog box is selected.

Messenger Removes Participants from the Conversation

Messenger tends to be happiest with two-person conversations because these can be
established as a direct link between two Messenger clients (monitored by Messenger Service,
of course) and left running—active or in limbo—for as long as the participants remain online
and choose to carry on the conversation.

But as soon as you add further participants into a conversation, it has to be coordinated
centrally, with all the messages being relayed through the Messenger Service servers. As a
result, Messenger Service has a strong incentive to close down inactive conversations that
have three or more participants. It does so by removing people from the conversation after a
certain period of inactivity.

Here’s a quick example of what happens, using three people: Andy, Billie, and Charlie. Andy
places a call to Billie and then adds Charlie to the resulting conversation, creating a threeway
conversation. After an initial flurry of chat, they let the conversation languish, so Messenger
Service decides to reclaim the bandwidth. What happens then is a little peculiar: Messenger
Service announces to Andy that “This conversation has been inactive; some participants will
be removed.” It then tells Andy that Billie has been removed. But then it tells Billie and
Charlie that Andy has left the conversation, leaving Billie and Charlie conversing with each
other—having removed the originator of the conversation. Because the resulting conversation
has only two parties, Billie and Charlie can leave it inactive for more or less as long as they
like without having Messenger Service hassle them.

So far, so moderately understandable. But what’s not immediately obvious is that Andy is still
connected to Charlie. This connection isn’t in the previous three-way Conversation window
for Charlie, but if Andy types a message in Ais three-way Conversation window (from which
Billie has been removed), Charlie gets a new Conversation window starting a fresh
conversation with Andy.

This behavior is...well, odd...and I wouldn’t be surprised if Microsoft changed it. But you
can see what they’re trying to do—break up the centrally hosted conversation into two-party,
point-to-point components to reduce the load on their servers.



NetMeeting

Default installations of XP include the NetMeeting files but don’t set up NetMeeting for use.
So, before you can use NetMeeting for chat, you probably need to set it up on your computer
and configure it as described next.

Set Up and Configure NetMeeting

This section describes how to set up and configure NetMeeting. Like Messenger and Outlook
Express, NetMeeting has a fair number of configuration options that you need to understand
in order to use NetMeeting most effectively and most securely. As with Messenger, we’ll go
through these options by topic in roughly the order in which you’re likely to need to set them.

Start NetMeeting Configuration

To start configuring NetMeeting, enter conf in the Run dialog box (Start | Run) and click the
OK button. XP extracts the NetMeeting files from storage and launches the NetMeeting setup
routine. After an introductory page too boring to show here, the setup routine displays the
page shown in Figure 5-12, on which you have to enter some text in the First Name, Last
Name, and E-mail Address fields. (The Location and Comments fields you can leave blank.)
Each of these three fields requires text, but it can be as short as a single character. NetMeeting
displays the first name and last name to identify you to other users, so it’s worth making them
memorable even if you choose not to use your real names.
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Figure 5-12: On this page of the NetMeeting setup routine, enter the first name, last name, and
e-mail address that you want NetMeeting to display for you.

The next page of the setup routine, shown in Figure 5-13, lets you specify whether to log onto
a directory server (and if so, which server) and whether to list your name in the directory.
Unless you’re connecting NetMeeting to a third-party directory server, these options are
largely superannuated because Microsoft has transformed the Microsoft Internet Directory
service that the setup routine encourages you to use into the .NET Messenger Service, which
NetMeeting can’t access the way it wants to. In most cases, you’re best served by clearing the
Log On to a Directory Server when NetMeeting Starts check box and ignoring the Do Not



List My Name in the Directory check box (but you might choose to select this check box for
good measure).
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Figure 5-13: On this page of the NetMeeting setup routine, choose directory server options if
you’ll be using a directory server.

The next page (which isn’t worth showing) lets you specify the speed of the network
connection over which you’ll be making NetMeeting calls. Your choices are 14400 bps
Modem (in other words, 14.4 Kbps); 28800 bps or Faster Modem (in other words, 28.8 Kbps
or faster); Cable, xDSL or ISDN; and Local Area Network. Choose the speed that’s closest to
your connection speed because NetMeeting uses this setting to stream audio and video at the
correct rates. There’s no point in selecting a misleading speed the way there is with some
peer-to-peer technologies (to encourage or discourage other users to contact you for files).

The next page (which isn’t worth showing either) lets you choose whether to let NetMeeting
put shortcuts on your Desktop and on your Quick Launch toolbar. Choose freely according to
your preferences.

After this, the NetMeeting setup routine runs the Audio Tuning Wizard, which is discussed
briefly in the next section, because you may also need to run it again after setup.

Run the Audio Tuning Wizard

As I just mentioned, when you set up NetMeeting, it runs the Audio Tuning Wizard
automatically, but you may also need to run the Audio Tuning Wizard at other times to tweak
your NetMeeting configuration. For example, if you get a new microphone, or if your
environment becomes consistently noisier than it was (or, better, becomes consistently
quieter), you’ll probably want to run the Audio Tuning Wizard to adjust the microphone’s
sensitivity.

The Audio Tuning Wizard starts with an introductory page and then walks you through
testing the volume (to make sure your speakers or headphones are working), checking the
microphone, and setting the recording volume. The page for setting the recording volume
contains text for you to read while the wizard sets the recording level. Now that speech
recognition is a reality, it’s worth mentioning that the wizard isn’t using speech recognition—



it’s just looking for some vocal input. So you can say whatever you want, provided it lasts for
the few seconds the wizard needs to get a fix on the input volume. Speak at your normal
volume.

Note If the Audio Tuning Wizard claims that your sound card is unsupported, it doesn’t
necessarily mean the sound card won’t work with NetMeeting. It can mean the sound
card driver won’t let NetMeeting automatically configure the microphone sensitivity
(via the Audio Tuning Wizard). If this is the case, configure the microphone sensitivity
manually by using the Volume Control applet (or whatever this applet is called for your
sound card).

If all goes well, the wizard announces that you’ve tuned your settings. If the wizard doesn’t
get any input on the recording volume page, it tells you the problem and suggests you check
your microphone and try again. If the wizard can’t find your sound card, it’ll tell you about

that, too.

Once you click the Finish button on the final page of the Audio Tuning Wizard, NetMeeting
starts.

Note NetMeeting 2.x had trouble detecting the automatic gain-control features or
microphone-boost features of some sound cards. If you’re still using NetMeeting 2.x
(and you shouldn’t be) and this happens, open the Volume Control applet; display the
recording controls; select the Advanced check box; and then select the Automatic Gain
Control check box or the Microphone Boost check box, as appropriate.

Tip To find out which version of NetMeeting you’re using (or, more likely, which version
someone else is using), choose Help | About. NetMeeting displays the About Windows
NetMeeting dialog box, which includes a version number (for example, Version 3.01) and
a build number (for example, 4.4.3400).

Start NetMeeting

If you just configured NetMeeting, it should be running by now. Otherwise, run NetMeeting
by using either of the shortcuts you created or by entering conf in the Run dialog box again.
Alternatively, create a shortcut manually to conf.exe (you won’t need to specify the path) and
place it wherever on the Start menu or in your folder structure you find most convenient.

Start NetMeeting from the Command Line

You can also run NetMeeting from the command line—for example, if you need to start
NetMeeting from a batch file or script. To do so, use whichever of the following commands is
appropriate:

Call Type Command

IP address call rundll32.exe msconf.dll,CallToProtocolHandler IP_Address
DNS name call rundll32.exe msconf.dll,CallToProtocolHandler DNS Name
ILS call rundll32.exe msconf.dll,CallToProtocolHandler ILS/username



Choose NetMeeting Options

So you’ve set up NetMeeting. You could start using it straight away. But you’d do better to
check its configuration first, as described in this section. As with Messenger, I’ll describe the
options by function rather than plowing through them all precisely in order.

Change Your Directory Information

You can change your directory information by using the text boxes in the My Directory
Information group box on the General page of the Options dialog box (see Figure 5-14). As
mentioned before, the First Name, Last Name, and E-mail Address text boxes require an entry
of at least one character. The Location and Comments text boxes are optional.
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Figure 5-14: The General page of the Options dialog box for NetMeeting contains options for

specifying your directory information, choosing whether to log into a directory, and
specifying whether to run NetMeeting when Windows starts.

The Directory Settings group box lets you specify whether to log onto a directory server when
NetMeeting starts, which directory server to use, and whether to list your name in the
directory. As mentioned earlier, these options are now redundant unless you’re logging into a
third-party directory server, because the Microsoft Internet Directory system is no longer in
place. So, unless you’re using a third-party directory server, make sure the Log On to a
Directory Server when NetMeeting Starts check box is cleared—otherwise, NetMeeting will
try to log you on.



Make NetMeeting Start Automatically

If you use NetMeeting frequently, you may want to set it to start each time you start
Windows. To do so, select the Run NetMeeting in the Background when Windows Starts
check box on the General page of the Options dialog box.

Provided you haven’t selected the Log On to a Directory Server when NetMeeting Starts
check box in the Directory Settings area of the General page of the Options dialog box,
NetMeeting will just start up and be ready for use once Windows has finished loading.

Control the Display of the NetMeeting Icon in the Notification Area

To control whether NetMeeting displays an icon in the notification area, select or clear the
Show the NetMeeting Icon on the Taskbar check box, as appropriate.

Change Your Bandwidth Setting

To change the bandwidth you specified during the setup routine, click the Bandwidth Settings
button on the General page of the Options dialog box and adjust the setting in the resulting
Network Bandwidth dialog box.

Set Up Calling Through a Gateway or a Gatekeeper

If your computer connects to the network through a gateway or through a gatekeeper
computer, click the Advanced Calling button on the General page of the Options dialog box
and specify the details of the gateway or gatekeeper in the Advanced Calling Options dialog

box (see Figure 5-15).
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Figure 5-15: Use the Advanced Calling Options dialog box to specify any gatekeeper or
gateway computer through which your computer connects to the network.



Choose the Certificate for Encrypting and Authenticating Communications

NetMeeting lets you encrypt data-only calls and conferences (calls and conferences that don’t
include audio and video) by using either NetMeeting’s built-in digital certificate or a digital
certificate of your own. You can’t encrypt audio and video calls, so they’re always insecure.
If you use a digital certificate of your own, you can use authentication as well as encryption.
If you use NetMeeting’s digital certificate, you can use only encryption (because
NetMeeting’s digital certificate doesn’t identify you).

To use NetMeeting’s digital certificate, select the Use Privacy (Encryption) Only option
button in the Certificate group box on the Security page of the Options dialog box (see Figure
5-16).
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Figure 5-16: On the Security page of the Options dialog box, specify the digital certificate to
use for encryption and authentication, and choose whether to make secure calls.

To use a digital certificate of your own, select the Use This Certificate for Privacy and
Authentication option button. NetMeeting selects the first certificate listed in your private
certificate store and displays its details in the text box on the Security page. If this isn’t the
right certificate, click the Change button and use the resulting Select Certificate dialog box to
choose the right certificate. Then click the OK button.

Specify Security for Incoming and Outgoing Calls

To encrypt data calls with the digital certificate you specified, use the two check boxes in the
General group box on the Security page of the Options dialog box:

o Select the I Prefer to Receive Secure Incoming Calls. Accept Only Secure Calls when
I’m Not in a Meeting check box if you want to receive only secure incoming calls



other than when you’re in an insecure meeting. When you select this option, it’s
important to understand that NetMeeting simply ignores insecure incoming calls—it
doesn’t notify you of them, and it’s not reliable about telling the insecure caller that
you’re accepting only secure calls. Sometimes it notifies them immediately, as it
should; but other times, it lets the call ring until they give up on it, instead of timing
out the unanswered call as it normally would.

e Select the I Prefer to Make Secure Outgoing Calls check box if you want to make
secure outgoing calls by default. (NetMeeting’s default is to make insecure outgoing
calls.) You’ll still be able to place insecure calls (for example, voice or video calls)
manually if you need to.

Tweak Your Microphone Setup

The Audio page of the Options dialog box, shown in Figure 5-17, contains several options for
controlling your microphone. They’re related, so I discuss them all in this section.
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Figure 5-17: Choose audio options on the Audio page of the Options dialog box.

The most important option here is the Enable Full-Duplex Audio So I Can Speak while
Receiving Audio check box. Full duplex means that you can send and receive an audio signal
at the same time; the opposite, half duplex, means that you can send and you can receive, but
not at the same time—for example, when you speak, you can’t hear anything the other person
is saying. Almost all recent sound cards can handle full duplex; so if your doesn’t, it might be
time for a quick upgrade. Half-duplex voice calls are miserable unless you actually like saying
“Over” at the end of each turn speaking. So, if this check box is available, make sure it’s
selected. (If XP thinks your sound card doesn’t support full duplex, the check box will be
unavailable.)



The Enable Auto-Gain Control check box lets NetMeeting adjust the sensitivity of your
microphone to compensate for changes in volume. It’s usually a good idea to select this check
box if it’s available.

The Automatically Adjust Microphone Volume while in a Call check box also lets
NetMeeting adjust the microphone sensitivity to compensate for changes in volume. This
option is mostly useful for sound cards that don’t support auto-gain, but you can leave this
check box selected even if your sound card does support auto-gain.

The Enable DirectSound for Improved Audio Performance check box controls whether
NetMeeting uses DirectSound. If your computer supports DirectSound, use this option; if it
doesn’t support DirectSound, this check box will be unavailable.

The option buttons in the Silence Detection group box let you specify whether NetMeeting
should adjust silence detection itself or whether you want to adjust it manually. Usually,
NetMeeting does a good job of detecting silence; but if you find otherwise, select the Let Me
Adjust Silence Detection Myself option button and move the slider to an appropriate position.

Choose Whether to Send and Receive Video

In the Sending and Receiving Video group box on the Video page of the Options dialog box,
shown in Figure 5-18, specify whether you want to send and receive video automatically. As
you’d imagine, the Automatically Send Video at the Start of Each Call check box is available
only if you have a functioning Webcam attached to your computer. The Automatically
Receive Video at the Start of Each Call check box is always available, because you don’t need
to have a Webcam to receive video. But, of course, you’ll receive no video—regardless of
whether this check box is selected—if the person at the other end of the (virtual) wire doesn’t
have a Webcam or if they’ve chosen not to send video for the call in question.
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Figure 5-18: The Video page of the Options dialog box lets you specify the size and quality of
video you send and receive.
Caution Remember that a call that includes video can never be secure in NetMeeting.

Specify Video Size and Quality

To specify the image size NetMeeting sends, select the Small option button, Medium option
button, or Large option button in the Send Image Size group box. (In some cases, the Large
option button or Small option button may not be available. I’ll discuss why in the section
“Troubleshoot Video Problems in NetMeeting” in Chapter 6.)

The image size you receive depends on the setting chosen by the person who’s sending you
video. But you can choose the relative quality of the video at that size by moving the I Prefer
to Receive slider in the Video Quality group box along its axis from Faster Video to Better
Quality. You’re trading frame rate (the speed) against image quality here. We’ll discuss this
issue a bit more in the next chapter.

Specify a Video Capture Device

To specify the video camera for NetMeeting to use, select it in the The Video Capture Device
I Want to Use Is drop-down list in the Video Camera Properties group box. If you have only
one video camera attached to your computer, NetMeeting selects it by default. Depending on
the type of video camera, you may be able to choose further options by clicking the Source
button and the Format button to display configuration dialog boxes for it.

Display Your Video Preview As a Mirror Image

As you’ll see in the next chapter, NetMeeting lets you display a preview window of the video
image you’re sending, which can be useful for checking that your camera position and




lighting are acceptable, that your makeup is straight, and that you haven’t got spinach stuck
between your incisors. If you want to display your video preview as a mirror image (with left
and right reversed, as it were), select the Show Mirror Image in Preview Video Window
check box on the Video page of the Options dialog box. This option doesn’t do much for
me—but if you find that your image in the preview window seems to move the wrong way,
this option may solve all kinds of problems for you.

Connect with NetMeeting

Establishing a connection with NetMeeting isn’t quite as easy as with Messenger, because
NetMeeting doesn’t have a contacts list that requires you to be perpetually logged into a
server. But you can place calls easily either manually or by using SpeedDial entries—or even
Messenger, if the person you want to call with NetMeeting is a Messenger contact of yours.
And you can call anybody who’s using NetMeeting, not just anybody who’s using Messenger.

Place a Call

The most direct way to place a call with NetMeeting is by using the Address box in the main
NetMeeting window or the Place a Call dialog box. The advantage of the Place a Call dialog
box, shown in Figure 5-19, is that you can choose which means of connection to use
(Network, Directory, or Automatic) and you can specify whether to use security for the call
by selecting or clearing the Require Security for This Call (Data Only) check box. The
advantage of the Address box is that it’s right there in the main NetMeeting window.
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Figure 5-19: The Place a Call dialog box lets you specify the connection method and choose
whether to require security for the call.

You can specify an address using an IP address, a DNS name, or an Internet Locator Server
(ILS) name. If you’re connecting to a home user, you’ll most likely use their computer’s IP
address now that Microsoft has closed down the main ILS network. If you’re connecting to a
user on a company network, you’ll probably use their computer’s DNS name.

To place a call to an address or a number you’ve called recently, use the drop-down list in the
main NetMeeting window or in the Place a Call dialog box. This list, which is called the
History Call Log, stores the last 100 addresses or numbers you’ve called successfully.



The easiest way to find out your IP address is to choose Help | About Windows NetMeeting to
display the About Windows NetMeeting dialog box and read the external IP address shown. If
you’re on a local network using nonroutable IP addresses, you’ll also see one or more
addresses on the 192.168.n.n or 169.254.n.n subnets. These addresses are internal addresses
(the “nonroutable” bit means that they can’t be routed, so they can’t be used on the Internet),
so they won’t be the right ones unless you’re using NetMeeting on an internal network.

You can also find out your IP address by opening a command-prompt window and running
the ipconfig command. The advantage of this method is that ipconfig lists the IP addresses by
network connection, so it’s easy to tell which address is that of your Internet connection. (The
disadvantage is that you have to open the command-prompt window.)

Create and Use SpeedDials

If you call the same people frequently, you can create SpeedDial entries for them. To create a
SpeedDial entry, choose Call | Create SpeedDial and enter the information in the Create
SpeedDial dialog box (see Figure 5-20). By default, NetMeeting suggests an address at
logon.netmeeting.com, the old server network. Change this to an IP address, a DNS name, or
an ILS address using a thirdparty ILS. In the Call Using drop-down list, specify whether to
call via a directory or (more likely) a network. Leave the Add to SpeedDial List option button
selected if you want to add the SpeedDial entry to your SpeedDial list (which we’ll look at in
a moment). Otherwise, select the Save on the Desktop option button to save the SpeedDial
entry on your Desktop. Click the OK button to close the Create SpeedDial dialog box and
create the SpeedDial entry.
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Figure 5-20: You can create SpeedDial entries for people you need to contact often.

To use a SpeedDial you’ve created, choose Call | Directory to display the Find Someone
dialog box; then select SpeedDial in the Select a Directory drop-down list. Select the



SpeedDial entry, select or clear the Make This a Secure Call (Data Only) check box, as
appropriate, and click the Call button.

Use Messenger to Invite a Contact to Start a NetMeeting Session

Another way to start a NetMeeting session is to use Messenger to invite one of your
Messenger contacts to use NetMeeting. The process is a little convoluted—but once you see
how it works, it more or less makes sense. The problem is that, at this writing, it doesn ’t quite
work, but I’'m assuming that Microsoft will fix the problem (which I’ll mention when we get
to it).

As you’d imagine, you and your contact both need to be signed into Messenger in order to
make the connection—so as far as that goes, you might as well be using Messenger instead of
NetMeeting, except for the security and file-transfer features that NetMeeting provides that
Messenger doesn’t.

Note Early versions of Windows Messenger (for example, the version provided with the
original release of XP in 2001) included a command for inviting someone to start
NetMeeting directly from the Messenger interface. Subsequent versions of Windows
Messenger don’t provide this functionality.

To invite a Messenger contact to start a NetMeeting session, take these steps:

1. Run NetMeeting.

2. Choose Call | Directory to display the Find Someone dialog box.

3. [Ifthe Select a Directory drop-down list is showing anything other than Microsoft
Internet Directory, select the Microsoft Internet Directory entry. The Find Someone
dialog box displays a list of your Messenger contacts, sorted into Contacts Currently
Online and Contacts Not Online groups.

4. Click the name of the contact you want to invite to a NetMeeting session. Messenger
prompts the contact with a Conversation window that tells them you’re inviting them
to start using NetMeeting. They get to choose between an Accept link and a Decline
link, as for other Messenger invitations.

5. If your contact clicks the Accept link, Messenger launches or activates NetMeeting on
their computer. In theory, it should patch through the call so that NetMeeting accepts
it automatically (or gives your contact the chance to accept it manually). But at this
writing, NetMeeting just sits there on your contact’s computer without taking the call,
a bit like Sleeping Beauty waiting for the kiss of True Love, while NetMeeting on
your computer waits forlornly for an answer that doesn’t come.

To make this work, ask your contact (via Messenger) for their IP address; then cancel the
automated NetMeeting call, enter the IP address, and call manually.

Accept a Call

When someone places a call to you, NetMeeting displays the NetMeeting—Incoming Call
dialog box, of which Figure 5-21 shows three examples. The topmost example shows a call
without security; as you can see, the dialog box shows an Accept button and an Ignore button.
The middle example shows a call with security; the dialog box shows a Details button as well.



The bottom example shows the information you see when you click the Details button: the
information from the certificate used for encryption or authentication.
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Figure 5-21: The NetMeeting—Incoming Call dialog box tells you who’s calling and whether
they’re using security.

Click the Accept button to accept the call or the Ignore button to reject it. If the call is secure,
you can click the Details button to display details of the digital certificate that the caller is
using for encryption and authentication.

So far, so obvious—but two things are worth mentioning:

o First, if another meeting participant has control of your Desktop when you receive an
incoming call, you need to take back control in order to accept the call. (Chapter 8
discusses how to use NetMeeting’s remote-control features.)

e Second, if another meeting participant has control of a program you’re sharing when
you receive an incoming call, the Incoming Call dialog box may be hidden behind the
shared program’s window. When this happens, you’ll need to coolswitch (press
ALT+TAB) to NetMeeting to display the Incoming Call dialog box. (If you’re using
audio, you should be able to hear the ringing.)

You can set NetMeeting to answer calls automatically by choosing Call | Automatically
Accept Calls. In most recent versions of NetMeeting, you need to choose this setting afresh in
each session you start; whereas in older versions, the setting stuck from session to session.

Add Another Person to a Call

You can add another person to a NetMeeting call by placing a call to them once you’ve
established the first call. Unlike Messenger, which lets you create multiple two-person text-
chat calls at the same time, NetMeeting lets you have only one ongoing call. Any further
people you call during a call are added to it.



Remove Someone from a Call

If you started the call, you get to enforce order. You can remove a participant from the call by
right-clicking their entry in the Participant List and choosing Remove from Meeting from the
context menu.

Increase the Number of Clients in a Call

So, how many people can you get together in a NetMeeting call? The short answer is that
there isn’t a specific number, but there are a number of factors you need to consider.

First, there’s a limitation on the number of simultaneous connections that TCP/IP can support
on the operating system you’re using. Microsoft has published the figures shown here (note
that these figures aren’t exactly up to date, but they do provide some guidance):

e TCP/IP running on Windows 98 can usually handle eight clients.
e TCP/IP running on NT 4 Workstation can usually handle up to 16 clients.
e TCP/IP running on NT 4 Server can usually handle up to 26 clients.

Windows XP is most like NT 4 Server, so one might guess that the TCP/IP numbers for
Windows XP are similar to the numbers for NT Server. Twenty-six clients will be enough for
many people—it’s more people than you get in most chat rooms, and you know how chaotic a
chat room can be with even a dozen or so people pursuing different conversations or trying to
discover who’s worth hitting on. But if it’s not enough for you, you can get more people in by
cascading calls. Instead of having everyone call you, have the first group of people call you
and then have other participants call those people in the first group. That way, you stay below
the limitation on TCP/IP connections by spreading the load, but you get all the people into the
call. Unless everyone has a blazingly fast connection, bandwidth then becomes the limitation
rather than the number of TCP/IP connections.

If you choose to set up large calls (conferences, if you prefer) this way, make sure you don’t
select the Only You Can Accept Incoming Calls check box in the Meeting Settings group box
in the Host a Meeting dialog box when setting up a meeting you’re hosting.

The other thing to bear in mind is bandwidth. Even if you’re only chatting with people,
having a large number of people connected to the same call will start to soak up bandwidth.
So, if your bandwidth is limited, you probably don’t want to try to host the biggest free-for-all
in the wired world.

Tip If you’re using Windows 98 or NT 4, you can increase the number of TCP/IP connections
in Windows 98 and NT 4 by editing the Registry. See Q243116 in the Microsoft
Knowledge Base for details.

Hang Up a Call

To end a call, click the End Call button or choose Call | Hang Up. If you started the call,
hanging up ends the whole call, so NetMeeting displays a confirmation dialog box to that
effect before it hangs up. If you’re just one of the participants in the call, NetMeeting hangs
up your connection immediately, leaving the other participants in the call to continue without
you.



Troubleshoot Connections in NetMeeting

This section discusses some of the most common problems with connections in NetMeeting.
As before, this section includes information on earlier versions of NetMeeting because the
people with whom you’re trying to communicate may be using them. This section closes with
a discussion of how to let people connect to you from a Web page with NetMeeting. This isn’t
exactly a problem, but you may find the information helpful. (If you don’t, you’re—of
course—free to skip it.)

Unable to Connect to the User

When trying to establish a connection to another NetMeeting user, you may get the message
“User did not accept your call” or “User is unable to accept NetMeeting calls.”

Normally, these messages mean pretty much what they say: “User did not accept your call”
means either the user explicitly rejected your call or they didn’t respond to it (for example,
because they weren’t there) and NetMeeting timed it out. “User is unable to accept
NetMeeting calls” typically means that the user either isn’t connected to the Internet or that
they are connected but not running NetMeeting.

However, these messages sometimes indicate that your installation of NetMeeting has become
damaged. If you get these messages consistently for every user you try to connect to, try
uninstalling and reinstalling NetMeeting.

“The Conference Host Is Unable to Accept NetMeeting Calls” Error
Message

If you get the message that the conference host is unable to accept NetMeeting calls, but
you’re pretty sure that they’re online and waiting to hear from you, try again. These days, this
error message typically indicates delays on the network. (In NetMeeting 2.1, it sometimes
meant that two people were calling the conference host at the same time, which confused that
version of NetMeeting.)

“There Was a Problem Connecting to the Directory Server” Error Message

If you get the message “There was a problem connecting to the directory server. You may not
be connected to the network or the server may be busy,” you should check your connection to
the network and try the server at another time. But this message may also indicate that the ILS
has an acceptable-use policy that considers inappropriate one or more of the words in your
directory information (in the My Directory Information group box on the General page of the
Options dialog box). For example, if you’ve used offensive words in the name, location, and
comments fields, the ILS may take exception with you and refuse to log you on.

Wrong IP Address Registered with ILS

Sometimes you may find that an IP address registered with an ILS doesn’t work. This can
happen for either of two reasons:



o First, the user has shut down Windows (or dropped their Internet connection) without
quitting NetMeeting. When this happens, NetMeeting doesn’t tell the ILS to remove
the IP address registered for the user, even though the user can no longer be reached at
that address.

e Second, NetMeeting automatically registers the IP address of the first network adapter
bound to TCP/IP in the computer. If that network adapter isn’t the one with the IP
address for contacting the computer, the IP address registered with the ILS will be
wrong. For example, if you have a network adapter for your LAN as well as a dial-up
connection or a broadband connection to the Internet, and TCP/IP is bound to both,
NetMeeting may register the IP address of the LAN with the ILS instead of registering
the IP address of the dial-up adapter or broadband card.

Can’t Reconnect Quickly after Dropping the Connection

NetMeeting 2.x sometimes fails to detect when a connection has been dropped—for example,
if your ISP times you out, or if there’s another problem on the phone line. If you then try to
reconnect immediately, NetMeeting tells you that “the person you called is currently in a
meeting”—yes, the meeting you just dropped out of—and invites you to join it. If you try to
accept this invitation, NetMeeting tells you the person is in another meeting and invites you
to send a message. If you try again, NetMeeting may tell you that “the person you called
accepted the call, but is not able to use Microsoft NetMeeting’s audio features.”

This is a known problem. If it happens, have everyone quit the conference and rebuild it from
scratch.

Unable to Accept a Call Because the Directory Dialog Box or Advanced
Calling Dialog Box Is Displayed

If you can’t accept a call by pressing ENTER because the Directory dialog box or the
Advanced Calling dialog box is open, try pressing the spacebar to accept the call. This
problem occurs because the Directory dialog box and the Advanced Calling dialog box are
system-modal dialog boxes rather than application-modal dialog boxes. (You have to dismiss
a system-modal dialog box before you can continue to work with the system; whereas with an
application-modal dialog box, you can continue to work in any program other than the one
displaying the dialog box.)

Automatically Accept Calls Setting Doesn’t Stick

As mentioned a few pages earlier, the Automatically Accept Calls setting doesn’t stick in later
versions of NetMeeting (whereas it did stick in earlier versions). Microsoft presumably
intends this change to be a security enhancement, but it can trip you up if you choose the
setting, then have to restart NetMeeting for whatever reason, and forget to reapply the setting
in order to automatically accept incoming calls.

If you’re using this setting to enable yourself to access your computer remotely, try using
Remote Desktop Sharing instead. (Chapter 8 discusses how to configure and use Remote
Desktop Sharing.)



WinFax Pro Answers Incoming NetMeeting Calls

Perhaps not entirely surprisingly, if you have WinFax Pro installed and configured to answer
incoming calls, it tries to answer incoming NetMeeting calls. The solution, even less
surprisingly, is to quit WinFax Pro or configure it not to answer incoming calls.

Can’t Find Users via the Internet Locator Server

As mentioned earlier in this chapter, Microsoft has dismantled the Microsoft Internet
Directory server network of ILS machines to shunt people toward using Messenger rather
than NetMeeting. But there are various third-party ILS servers on the Internet, and some
companies that use NetMeeting run their own ILS machines to provide user address—finding
services for their clients.

Tip You can run your own ILS on Linux if you have the equipment, the OS, and the
determination. See the Linux NetMeeting HowTo
(www.freesoft.org/software/NetMeeting/) for details.

If you’ve found an ILS still in operation, there are various reasons why you may not be able to
see another user on the ILS: First, the user may have told NetMeeting not to list them on the
ILS. Barring that, the user may be there, but the ILS might not have been refreshed with the
information; if so, try pressing F5 to refresh your listing. Then again, the ILS may be too busy
to deal with your request; if so, log off, wait a few minutes, and log back on.

Alternatively, you may be looking on the wrong ILS. It’s not immediately apparent that,
unlike some other Internet services, ILS directory servers are independent and don’t feed each
other with user information.

If you’re on the right ILS, but you’re still not seeing anything, you may be looking in the
wrong user category. Check which filter you’re using (if any) and select the All category in
the Category drop-down list to make sure you’re seeing all users.

To remove or change your default ILS, run the Registry Editor, navigate to the HKEY
CURRENT USER\Software\Microsoft\Conferencing\UI\Directory key, and delete the
Namen keys.

Note Always quit NetMeeting before restarting your computer. If you don’t quit NetMeeting,
you may still be listed on the ILS after you restart your computer. This is because
NetMeeting does not automatically log you off the ILS unless you quit NetMeeting
manually (as opposed to having Windows shut down NetMeeting automatically, as
happens when you restart your computer with NetMeeting still running).

Can’t Connect Through a Firewall
If your computer connects to the Internet through a firewall, you may be able to run
NetMeeting without problems—or you may run into various kinds of problems, depending on

how the firewall is configured and what its capabilities are.

In order for NetMeeting to work fully, the firewall needs to be configured to pass through
primary TCP connections (on ports 389, 522, 1403, 1720, and 1731) and secondary UDP



connections (on dynamically assigned ports in the range 1024 to 65535). Here’s the brief
version of what happens: NetMeeting uses port 1720 for the H.323 call setup protocol, which
dynamically negotiates a TCP port for the call. Then the audio call control protocol, using
port 1731, and the H.323 call setup protocol (still using port 1720) negotiate UDP ports from
the range of available, dynamically assignable ports for the Real-Time Protocol (RTP), which
runs on top of UDP. NetMeeting uses two ports on either side of the firewall for streaming
audio and video.

Here’s a breakdown of the IP ports NetMeeting uses and what it uses them for:

Port Use Protocol

389 Internet Locator Server TCP

522 User Locator Server TCP

1503 T.120 TCP

1720 H.323 call setup TCP

1731 Audio call control TCP

Dynamic H.323 call control TCP

Dynamic H.323 streaming RTP over UDP

If your firewall can handle the TCP connections but not the UDP connections, NetMeeting
will provide basic functionality but no audio or video.

If your firewall can’t virtualize internal IP addresses or can’t virtualize them on-the-fly, you’ll
be able to establish outgoing NetMeeting connections through the firewall, but you won’t be
able to receive incoming connections from computers located outside the firewall.

Let People Connect to You from a Web Page

If you want to enable people to connect to you via NetMeeting from a Web page, create a call
on the page to hyperlink to your IP address (if you have a fixed IP address), DNS name, or
ILS logon name. Use the following formats:

Format Example
callto:IP_Address callto:192.168.0.44
callto:DNS Name callto:asterion.headquarters.local

callto:ILS/logon_name callto:ils.microsoft.com/ andy rondolophberger@hotmail.com

For example, the hyperlink to an IP address might look like this:

<a href="callto:192.168.0.44">Chat with Me</a>

When someone clicks a hyperlink such as this, Internet Explorer activates or launches
NetMeeting, which then attempts to place a call to the specified address. (This assumes that
the URL: CallTo Protocol file type is registered to NetMeeting. If it’s not, use the File Types
page of the Folder Options dialog box to register it.)



The preceding method works with NetMeeting 2 or later and Internet Explorer 3 or later. If
you want to ensure compatibility with earlier versions of NetMeeting or Internet Explorer,
you need to go an extra mile. Create a SpeedDial entry to the address you want the hyperlink
to call; then copy the SpeedDial to the appropriate Web folder and create a link to it on the

page.

You can also create a SpeedDial file that causes NetMeeting to dial a phone number. To do
so, open Notepad or another text editor and create a text file that contains these lines:

[ConferenceShortcut]
ConfName=Conference Name
Address=Phone Number
CallFlags=2
Transport=8

Save the file with the .CNF extension. (If you’re using Notepad, enter the filename and
extension in double quotation marks so that it doesn’t get a .TXT extension after the .CNF
extension.) Then place the file in a folder used for the Web page and put a link to the file on
the Web page.

Chat with NetMeeting

Unlike Messenger, NetMeeting doesn’t automatically dump you in a chat window the
moment you establish a call. Instead, it lets you decide what you want to do: chat with text,
voice, or video (or all three); share programs to collaborate on projects; transfer files to each
other; or use the Whiteboard to brainstorm. This section discusses how to use the chat feature.
The other features we’ll visit in subsequent chapters.

To chat with the people in your call, click the Chat button. NetMeeting displays a Chat
window on each participant’s computer. Figure 5-22 shows an example of the Chat window.
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Figure 5-22: NetMeeting’s Chat window provides modest but effective chat features,
including the ability to send private messages to individual participants.

Most of the chat features are easily grasped: You type the message in the text box and click
the Send Message button to send it. By default, NetMeeting sends the message to every
participant in the call, but you can choose to send a private message to a particular participant
by using the Send To drop-down list. These messages appear in gray font and with “[private]”
on the recipient’s computer and “[private to participant’s name]” on the sender’s (and, of
course, don’t appear in the other participants’ Chat windows).



You can paste text into the Chat text box; but if it’s too long, it’ll be truncated. On most
versions of NetMeeting, you can paste in 900 to 1,000 characters. NetMeeting doesn’t warn
you if you paste in more characters than the buffer can hold—it just goes ahead and truncates
the extra characters without warning.

You can save a chat session at any time by choosing File | Save As. NetMeeting displays the
Save As dialog box. Specify the filename and location, choose the file type (either HTM or
HTML chat files or TXT or DOC text files), and click the Save button. Once you’ve saved a
chat session, you can save later versions of it (for example, when further chat has occurred)
by choosing File | Save.

When you close the Chat window, NetMeeting prompts you to save unsaved changes to Chat.

Note NetMeeting 2.11 prompted you to save Chat when a new participant joined in.
Subsequent versions of NetMeeting don’t do this.

Troubleshoot Chat in NetMeeting

When using NetMeeting to chat, audio conference, video conference, or collaborate with
other Windows users, you may run into the problems detailed in the following subsections.

As before, this section ends with more of a tip than a problem: how to remove the evidence of
your NetMeeting calls from NetMeeting.

Chat Initially Says “Not in a Call”

The Chat window displays “Not in a Call” in its title bar until NetMeeting has successfully
communicated with the copies of NetMeeting running on the other participants’ computers
and made sure that the Chat window has been opened on their computers. The Chat window
then displays in its title bar the number of people in the call—for example, “chatting with 2
other(s).”

Microsoft would probably claim this is a design feature of some kind, but I can’t imagine
what. Most people would consider it more of a clumsy implementation at best, but it’s easy
enough to work around.

“Unknown” Chat Participant

If a participant in Chat is listed as “Unknown,” it usually means that they’re using
NetMeeting 2.x on Windows 95 or NT 4 and that they’ve quit the Chat session and then
rejoined it. The workaround is for everyone to quit Chat and then restart it. Alternatively, you
might want to ask “Unknown” who they are and continue anyway.

For another cause of an “Unknown” chat participant, see the next item.

NetMeeting 2.x Clients Can’t See All Chat Participants

NetMeeting 2.x clients in a chat with NetMeeting 3.x clients may not be able to see all
participants in Chat. This typically occurs when a NetMeeting 3.x user joins an existing
chat—the T.120 protocol used by Chat fails to update correctly because NetMeeting 3.x uses



H.323 to start a call, and as a result, the NetMeeting 2.x user sees the new user listed as
“Unknown.” The only solution is to upgrade from NetMeeting 2.x to NetMeeting 3.x.

Windows NT 4 Problems

Running NetMeeting when using the default VGA video driver may make NT crash with a
blue screen of death and the message “STOP: 0x0000001E:

KMODE EXCEPTION NOT HANDLED.” To avoid this, use a different video driver for
your video card.

NetMeeting 2.x Problems

NetMeeting 2.x on Windows 95, 98, or NT 4 may a