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Introduction

Windows 7 is Microsoft’s newest operating system. If you
are looking to add a personal touch to your installation of

Windows 7, this book will help you get started.

There are thousands of customizations you can apply and
this pocket guide only scratches the surface. As always,
I’'ve written this book so anyone can pick it up and work
through it.

| recommend you begin by reading the chapter; this
chapter will give you a good foundation for the rest of the
book. A basic knowledge of how Windows works is
required to follow most of the sections; however, if you are
very new with computers, | am confident you will learn a
great amount as you go through this book—taking things

one step at a time.

Once you have read the Get Started section, you’re ready

to explore the rest of the book and personalize your
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machine to match your style. I’'m sure there’s something
here for everyone; take a browse through the Contents
page and see what strikes your interest. You do not need

to read this book in order; feel free to explore.

If you have questions or feedback, head to the Contact Me

section at the end of this book and get in touch with me. Is

If this version of the book seems a little dated, head to

Windows Guides for an updated version.

| began writing this book as soon as the public beta came
out. | felt this was a good time to start getting familiar
with the features that would soon be ready with the
released version of the operating system. However, as
features are updated, some of these sections may no
longer work exactly as stated. | will continually update this
book and make sure that it's ready for the final release of
Windows 7. Please note: This guide is up to date as of
Windows 7 RTM (Released August 6, 2009.)

Notational Conventions

In this guide, | have used these notational conventions:


http://mintywhite.com/tech/books/�

xxiii | Introduction

/talic. Text from the current dialogue you are working with.
Bold: the name of a keyboard key.

ltalic bold: something you type as shown, e.qg., regedit.
Unless otherwise specified, you can use uppercase or
lowercase letter. Note that some URLs extend over multiple
lines in this guide; when you type them, do not insert

spaces between parts of the URL.

Click: move the cursor to the referenced item and press

the left mouse button.

Press: push on a keyboard key.
Select: choose from a list.

Blue Links: Links to external websites

Green Links: Links to navigate within this book
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Additional Help

I’'ve organized the following resources to help you use this
book and improve your skills with and knowledge of
Windows 7:

e Glossary: Common terms are explained here.

< Appendices: Common tasks are taught here.

* Index: Search the book and find relevant
information.

e Windows 7 Forum: Meet Windows 7 enthusiasts

and get your questions answered.

< Windows 7 Resources: Get the latest tips and

guides here.
< Contact Me: Get in touch with me if you have

questions.


http://mintywhite.com/forum/�
http://mintywhite.com/tech/category/windows-7/�

1 Get Started

Before you get started with this book, there are a few

questions you should ask yourself:

e Should I install Windows 7 and still keep Vista or XP
on my computer?

e What version of Windows 7 should | use?

e Should | upgrade or do a clean installation?

e Should | use the 32 or 64 bit version of Windows 7?

This chapter addresses these questions and helps you get

the answers that best suit your needs.

In the latter half of this chapter, you’ll learn about the
Windows Registry and Group Policy Editor, which are

referenced throughout this book.

Enjoy working through this book and remember: More is
less when you customize your system; don’t try to change
every last thing. Make changes that look good and keep

your system clean and tidy.
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1.1 Windows 7 System Requirements

The minimum system requirements to run Windows 7 are:

o 1 gigahertz (GHz) or faster 32-bit (x86) or 64-bit
(x64)

e 1 gigabyte (GB) RAM (32-bit) or 2 GB RAM (64-bit)

e 16 GB available hard disk space (32-bit) or 20 GB
(64-bit)

e DirectX 9 graphics device with WDDM 1.0 or higher

driver
Additional requirements to use certain features:

e Internet access (fees may apply)

e Depending on resolution, video playback may
require additional memory and advanced graphics
hardware

e For some Windows Media Center functionality a TV
tuner and additional hardware may be required

e Windows Touch and Tablet PCs require specific

hardware
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HomeGroup requires a network and PCs running
Windows 7

DVD/CD authoring requires a compatible optical
drive

BitLocker requires Trusted Platform Module (TPM)
1.2

BitLocker To Go requires a USB flash drive
Windows XP Mode requires an additional 1 GB of
RAM, an additional 15 GB of available hard disk
space, and a processor capable of hardware
virtualization with Intel VT or AMD-V turned on

Music and sound require audio output

Product functionality and graphics may vary based on your

system configuration. Some features may require advanced

or additional hardware.

I've tested Windows 7 with 512MB of RAM and found it to

work well; however, | do not recommend running with

such low memory—unless you really have to.


http://mintywhite.com/tech/windows-7/windows-seven-7-runs-flawlessly-on-512mb-ram/�
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1.2 Which Version of Windows 77

Windows 7 is available in four editions. Windows 7 Starter
is not sold individually, so | will not explain its features. |
personally recommend Windows 7 Home Premium as this
is suitable for home use and will provide you with most of
the functionality needed to do everything in this book.
However, if you want all the features, you’ll need Windows

7 Ultimate.

1.2.1 Buy Your Copy of Windows 7

Upgrade Full Version

Windows 7
Home Premium


http://www.amazon.com/gp/product/B002DHLUWK?ie=UTF8&tag=witohegu-20&linkCode=as2&camp=1789&creative=9325&creativeASIN=B002DHLUWK�
http://www.amazon.com/gp/product/B002DHGMK0?ie=UTF8&tag=witohegu-20&linkCode=as2&camp=1789&creative=9325&creativeASIN=B002DHGMK0�
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H

% Windows 7

Upgrade Full Version

Windows 7
Professional

a

& Windoas 7

Uparade Full Version

Windows 7
Ultimate

Microsoft compiled a feature chart, which is included in

this guide for your convenience:


http://www.amazon.com/gp/product/B002DHGM50?ie=UTF8&tag=witohegu-20&linkCode=as2&camp=1789&creative=9325&creativeASIN=B002DHGM50�
http://www.amazon.com/gp/product/B002DHLVII?ie=UTF8&tag=witohegu-20&linkCode=as2&camp=1789&creative=9325&creativeASIN=B002DHLVII�
http://www.amazon.com/gp/product/B002DHLV8S?ie=UTF8&tag=witohegu-20&linkCode=as2&camp=1789&creative=9325&creativeASIN=B002DHLV8S�
http://www.amazon.com/gp/product/B002DHGMVY?ie=UTF8&tag=witohegu-20&linkCode=as2&camp=1789&creative=9325&creativeASIN=B002DHGMVY�
http://windows.microsoft.com/en-us/windows7/products/compare-editions�
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Choose the Windows 7 edition that is best for you

i

& Winclc

Windows 7 Windows 7 Windows 7
Features Home Premium Professional Ultimate
Make the things you do every day easier with ‘/ J J

improved desktop navigation.

Start programs faster and more easily, and
quickly find the documents you use most often.

Make your web experience faster, easier and
safer than ever with Internet Explorer 8.

Watch, pause, rewind, and record TV on your
PC.

Easily create a home network and connect your
PCs to a printer with HomeGroup.

LSS«

Run many Windows XP productivity programs in
Windows XP Mode.

Connect to company networks easily and maore
securely with Domain Join.

LSS K K«
< S K S <«

In addition to full-system Backup and Restore
found in all editions, you can back up to a home
or business network.

<
<

Help protect data on your PC and portable

storage devices against loss or theft with u/
BitLocker.
Work in the language of your choice and switch ~/

between any of 35 languages.
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1.3 Windows 7 32 or 64-bit?

When deciding to move up to a 64-bit operating system,
you should first consider what 64-bit gets you. Knowing
what software runs on 64-bit should influence your
decision; you will see no advantage if you are running 32-
bit software on a 64-bit OS. You also lose the ability to run
16-bit software, which shouldn’t be a problem unless you
rely on older software, such as old work software or

home-made packages you haven’t yet updated.

1.3.1 What Does 64-Bit 7 Get Me?

More bits gets you access to more memory; the processor
inside your PC communicates with your system memory
(RAM) with numeric addressing. Thus, the maximum
amount of memory a 32-bit processor can address is 4
gigabytes. Newer 64-bit processors—not to mention the
64-bit operating systems that run on them—can address
17,179,869,184 gigabytes (16 exabytes) of RAM.

Windows NT, released in 1993, was Microsoft’s first fully

32-bit operating system; however, it took eight years
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before the platform, which had since evolved into Windows
2000 and then XP, became mainstream. (Yes, Windows 9x
ran 32-bit applications, but it was a hybrid OS that ran on
a 16-bit DOS foundation, which was one of the reasons it
was so unstable.) 64-bit Windows became a reality in XP,
and Vista was Microsoft’s first serious attempt to make
64-bit computing mainstream. | am sure more people will
use Windows 7 64 bit because of the increasing demands

for more RAM. The question is: how mainstream is 64 bit?

1.3.2 How Mainstream is 64 bit?

While 64-bit Windows 7 can run most 32-bit applications
without a problem, it’s not compatible with 32-bit
hardware drivers or 32-bit utilities like Windows Explorer
extensions (e.g., context menu add-ons.) This means you
need a native 64-bit driver for every device on your PC;
finding support for all your hardware can be a bit of a

challenge, at least on older computers
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1.3.3 Is there a Performance Increase?

Now, 64-bit software running on 64-bit Windows has been
known to run as much as 10% faster, which illustrates the
other reason—aside from memory addressing—that people
find 64-bit 7 alluring. Just be prepared for lackluster
industry support, at least for the next few years until

Microsoft releases a 64-bit-only OS.

1.4 Install Windows 7

Now you’ve decided which version of Windows 7 to use,

you should check your system’s compatibility online. If

your PC is compatible, you have four options:

Upgrade to 7 from Windows Vista

1
2. Install Windows 7 as a Virtual Machine

3. Dual Boot Windows XP/Vista with Windows
4

Install Windows from Scratch

You’ll learn how to do each of these in this section.


http://www.microsoft.com/windows/windows-7/get/upgrade-advisor.aspx�
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1.4.1 Upgrade to 7 from Windows Vista

Upgrading is the easiest option of the three. However,
upgrading can take a long time. To upgrade to Windows 7

from Windows Vista:

1. Insert the Windows 7 DVD into your DVD-ROM
drive.
2. Click Run setup.exe from the Autoplay menu.

A AutoPlay EE

3 BD-ROM Drive (F)
"'“Fi GRMCULFRER_EN_DVD

[] Always do this for software and games:

Install or run program

'_?* Run setup.exe
fﬁ;‘[ Published by Microsoft Corporation

General options

Open folder to view files
l using Windows Explorer

Set AutoPlav defaults in Control Panel
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3. Click /nstall now on the Install Windows screen.

£7 Install Windows =HEC]

-
Windows 7

Check compatibility online /-_)\

Install now ’-i\

to know before installing Windows

05 Microsoft Corporation. All ights reserved.

4. Setup will begin by copying files to your computer.
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Setup is copying temporary files...

5. | recommend you get Windows updates online
before upgrading Windows. This will ensure greater

security and compatibility.



13 | 1 Get Started

Get important updates for installation

I Lvwant to help make Windows insalstion better

Whatindo

6. Accept the license terms and click Next.
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Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS
WINDOWS 7 ULTIMATE

These license terms are an agreement between Microsaft Corporation (or based on
where you e, one of it affiates) and you. Please read them. They apply ta the
saftware named above, which inchudes the media on which you received I, i any.
Printed-paper license terms, which may come with the software, may replace or modfy
any on-screen license terms. The terms also apply to any Macrosoft

- updates,

- supplements,

- intemet-based services, and

7. Now click Upgrade and follow the instructions. You
may get a compatibility report, which will help you
determine what may not work properly after the

upgrade.
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1.4.2 Install Windows 7 as a Virtual Machine

If you would like to use Windows 7 and still use Windows
Vista or XP, rebooting your computer every time can be a
pain. A virtual machine (VM) can be used to simulate
hardware and run Windows (or any operating system)

within Windows.
1.4.2.1 Install Virtual Box

Virtual box is a VM host that facilities in VM creation and

deployment. To install virtual box:



Windows 7 - The Pocket Guide | 16

1. Download Virtual Box.
2. Install Virtual Box and ensure all options are

selected via the Custom Setup.

{ ™Y
ﬁ Sun xWM VirtualBox Setup ﬂ

Custom Setup

Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

VirtualBox Application
- = - | VirtualBox USB Suppart
VirtualBox Netwarking
VirtualBox Python Suppor

Sun VirtualBox application.

This feature requires 79MB on your
hard drive., It has 3of 3
subfeatures selected, The
subfeatures require 460KE on yo...

o | n | »

Location: C:\Program Files\Sun\xVM VirtualBox\, Brawse |

Version 3.0.4 Disk Usage | < Back I Next = I Cancel I
—

3. You’ll be asked whether you want to install drivers;

these are essential and should be installed.


http://www.virtualbox.org/�
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[57] Windows Security

Would you like to install this device software?

Mame: Sun Microsystems, Inc, Universal Serial ...
= Publisher: Sun Microsystems, Inc.

[C]  Always trust software from "Sun Microsystems, Install ] [ Don't Install ]

Inc.".

@ You should enly install driver software frem publishers you trust. How can I decide which
device software is safe to install?

4. Open Virtual Box and click New.

p
@l Sun VirtualBox

File Machine Help

{:’ : D W

Mew  Settings  Start  Discard

5. On the Virtual Machine Wizard, click Next.
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-
% Create New Virtual Machine m

Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are
necessary to create & new virtual machine for VirtualBox.

Use the Next button to go the next page of the wizard and
the Back button to return to the previous page.

6. Give the VM a name (Windows 7 will do) and select

Windows 7 from the Version drop down list.
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’
5% Create New Virtual Machine m

VM Name and OS Type

Enter a name for the new virtual machine and select the type
of the guest operating system you plan to install onto the
wvirtual machine.

The name of the virtual machine usually indicates its software
and hardware configuration. It will be used by all VirtualBox
compaonents to identify your virtual machine.

MName

Windows Vista Ultimate

05 Type
Operating System: [Microsoﬂ: Windows v] %ﬂ
= b
Version: [Wmdows vista v]
< Back ] | Next = | ’ Cancel

7. Select the amount of memory you want to use (|

recommend using no more than half your physical
RAM amount i.e., 4GB RAM = 2GB allocated.)
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-
{;J Create Mew Virtual Machine m

Memory

Select the amount of base memory (RAM) in megabytes to be
allocated to the virtual machine.

The recommended base memary size is 512 MB,

Base Memory Size

1024 | MB

2043 MB

8. Select Create new hard disk.
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-
@ Create Mew Virtual Machine m

Virtual Hard Disk

Select a hard disk image to be used as the boot hard disk of
the virtual machine. You can either create a new hard disk
using the Mew button or select an existing hard disk image
from the drop-down list or by pressing the Existing button
(to invoke the Virtual Media Manager dialog).

If you need a more complicated hard disk setup, you can also
skip this step and attach hard disks later using the VM Settings
dialog.

The recommended size of the boot hard disk is 20480 MB.
Boot Hard Disk (Primary Master)
@ Create new hard disk
(") Use existing hard disk

<no media > - | Lal

< Back “ Mext = |[ Cancel ]

9. Click Next.
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’
¥ Create New Virtual Disk L2 ||

Welcome to the Create New Virtual Disk Wizard!

This wizard will help you to create a new virtual hard disk for
your virtual machine,

Use the Mext button to go to the next page of the wizard and
the Back button to return to the previous page.

< Back H Next = ][ Cancel

10. Select Dynamically expanding storage and click
Next.
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’
% Create New Virtual Disk B [

Hard Disk Storage Type

Select the type of virtual hard disk you want to create.

A dynamically expanding storage initially occupies a very
small amount of space on your physical hard disk. It will grow
dynamically (up to the size spedfied) as the Guest 05 daims
disk space.

A fixed-size storage does not grow. Itis stored in a file of
approximately the same size as the size of the virtual hard
disk. The creation of a fixed-size storage may take a long time
depending on the storage size and the write performance of
your harddisk.

Storage Type
@ Dynamically expanding storage

() Fixed-size storage

< Back “ Next > ]l Cancel

11. Choose where you will save your VM data.
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% Create New Virtual Disk (2]

5# Select a file for the new hard disk image file

Media (E) » Install » WMs » 4

Organize = Mew folder
- MName
= Libraries
“ 1 Mac 05 X Leopard
@ Documents
] . Ubuntu 8.10
Jﬁ Music .
L Windows 3.1

[ Pictures =

) . Windows 7 RTM
B videos

. Windows 2000 Professional
. Windows Server 2008
. Windows Vista Business

. Windows Yista Ultimate

*& Homegroup

m

1% Computer - -
. Windows XP Professional

12. Click Next.
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’
% Create New Virtual Disk D |

Virtual Disk Location and Size

Press the Select button to select the location of a file to
store the hard disk data or type a file name in the entry field.

Location

tall\_vMs\Windows Vista Ultimate \Wistalllimate , vdi

Select the size of the virtual hard disk in megabytes. This size
will be reported to the Guest 0S5 as the maximum size of this
hard disk.

Size

.

20.00 GB

4.00 MB 2.00TB

<gack | [ Next> | [ concel

13. Click Finish.
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,
§# Create New Virtual Disk

=

Summary

You are going to create a new virtual hard disk with the
following parameters:

Type: Dynamically expanding storage

Location: E:
\Install\_vMs\Windows Vista Ultimate\VistaUltimate
i

Size: 20.00 GB (21474836480 Bytes)

If the above settings are correct, press the Finish button.
Onice you press it, a new hard disk will be created.

14. Click Finish to create your VM.
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’
% Create New Virtual Machine Ii‘g

Summary

You are going to create a new virtual machine with the
following parameters:

Mame: Windows Vista Ultimate

05 Type: Windows Vista

Base Memory: 1024 MB

Boot Hard Disk: VistaUltimate.vdi (Normal, 20.00 GB)

If the abowve is correct press the Fimish button. Once you
press it, @ new virtual machine will be created.

Note that you can alter these and all other setting of the
| created virtual machine at any time using the Settings dialog
accessible through the menu of the main window.

<Back || Fosh | | cancel

1.4.2.2 Install Windows 7 as a VM

Now you’ve created your VM, you’ll need to boot it up and

install the operating system:

1. Open Virtual Box, click your VM, and click Start.
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-
N¥ Sun VirtualBox

| File | Machine Help

2 & D U

Mew  Settings Start Discard

F‘uwered off

‘ Windows Vista Ultimate
—

2. Click Next.
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Welcome to the First Run Wizard!

You have started a newly areated virtual machine for the first
time. This wizard will help you to perform the steps necessary
for installing an operating system of your choice onto this
wirtual machine.

|Jse the Mext button to go to the next page of the wizard and
the Back button to return to the previous page. You can also
4 press Cancel if you want to cancel execution of this wizard.

3. Leave CD/DVD Rom Device selected. If you are
using the Windows 7 DVD (upgrade DVDs wont
work for a clean install), click Mext. If you are using
an ISO image, select /mage File and browse to your
ISO.
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Select Installation Media

Select the type of the media you would like to use for
installation purposes below.

Media Type

@ CD/DVD-ROM Device

(7) Floppy Device

Select the media which contains the setup program of the
operating system you want to install. This media must be
bootable, otherwise the setup program will not be able to
start.

Media Source

() HostDrive |D:

@ Image File

[<no media= - ]

[ <ok | [(hos ] [ conct |

4. ISO Only: Click Add to browse to your ISO file.
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Mew | Add Femove FRel

=3 Hard Ditr

5. 1SO Only: Locate your ISO and click Open.

Select a CD/DVD-ROM disk image file E

Look in: I | _Dperating Systems j b= kB
= MName ‘ Date modified Type
e
Hec;:«rl;aces | Windows7 . T/B/20094TLAM  File folder
. Windows Workstation 2008 /872009 4:31 AM File folder
- LY en_windows_7_ultimate_x64_dvd_x15-65922.... 8/7/2009 4:08 AM iso Archiv
Desktop [ en_windows_7_ultimate x86_dvd_»15-65921.... 8&/6/2009 8:57 PM iso Archiv
o (D wWindows 7 Beta1 32 bitI50 | en_windows_7_ultimate_x86_dvd_15-6592L.is0 |
,_:E,J ([ windows 7 Uttimate RC Build| |YP& i50 Archive
Libraries (D) Windows Vista SP1 6@6)so | oo 2o
(neows Vista 3¢ | Date modified: 8/6/2009 8:57 PM
A (@ wWindows Vista SP2 (x64).iso :

6. 1ISO Only: Click Select.
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Actions

18 8 u @

Mew  Add Remove Release Refresh

@ Hard Disks @ CD/DVD Images Floppy Images

=

MName
en_windows_7_ultimate x86_dvd_x15-65921.is0

Location: E:\Instal\_Operating Systemslen_windows_7_ultimate_x86_dvd_x15-65921.iz0
Attached to:  Not Attached

[ Select ][ Cancel ][ Help

7. Click Finish to begin installation.
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You have selected the following media to boot from:

Type: CD/DVD-ROM Device
Source: en_windows_7_ultimate_x86_dvd_x15-65921.is0
(2.33GB)

Ifthe above is correct, press the Finish button. Once

i you press it, the selected media will be tempaorarily

mounted on the vitual machine and the machine will
start execution.

Please note that when you close the vitual machine,
the specified media will be automatically unmounted
and the boot device will be set back to the first hard
disk.

Depending on the type of the setup program, you may
need to manually unmount (eject) the media after the
setup program reboots the virtual machine, to prevent
the installation process from starting again. You can do
this by selecting the corresponding Unmount... action
in the Devices menu.

’ < Back H Finish ] [ Cancel

8. Windows 7 will now boot.

wWindows is loading files...
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9. Refer to Install Windows from Scratch to install
Windows 7 as a VM.

1.4.3 Dual Boot Windows XP/Vista with
Windows 7

Dual booting Windows is the most challenging of the three
options; however, making it work can be very rewarding.
The process of creating a dual boot environment differs
from Windows Vista to XP. Please follow the instructions
according to which version of Windows you are currently

using.

To run two operating systems on your computer, you will
need to add a second partition. If you are not familiar with
adding a partition, you can learn how in this section.
Please note: each operating system will be able to see the

other partition; thus, you can share files between them.

1.4.3.1 Dual Boot Windows XP with Windows 7

You will need third party software to create a second
partition for Windows 7; once you have created the

partition, you can install Windows 7 on it.
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Create a New Partition (XP)

To create a second partition on your hard drive in Windows

XP:

1. Download the GParted live CD here.
2. Burn the image to a CD (Appendix G: Burn an ISO

Image to a Disc), reboot your computer, and boot
from the CD (Appendix H: Boot from a CD or DVD.)

3. Once you’ve booted into GParted, create a partition
for Windows 7 (16 GB+ recommended) (Appendix I:
Create a Partition with GParted.)

Refer to the Install Windows from Scratch section of this

chapter to learn how to install Windows 7 on your newly

created partition.

1.4.3.2 Dual Boot Windows Vista with Windows 7

Windows Vista natively manages partitions; you will need
to create a second partition for Windows 7. Once you have

created the partition, you can install Windows 7 on it.


http://gparted.sourceforge.net/download.php�
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Create a New Partition (Vista)

To create a second partition on your hard drive in Windows

Vista:

1. Click the Start button, right click Computer, and

click Manage.

2. In the left pane, click Disk Management.

g Device Manager
4 =3 Storage
=5 Disk Management
- 5 Services and Applications

3. Now create a new partition by shrinking a previous
volume so you can use the newly created space.
Right click on the partition and click Shrink

Volume.
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' Media (E) /{I| |‘

16479 GB MTF Open
Healthy (Logic

Explore

Change Drive Letter and Paths...

Format...

Extend Yolume...

Shrink Volume...

Nalata Waliimma

4. Input the size, in MB, by which you want to shrink
the partition. | recommend 32 GB (32,768 MB.)
Windows 7 requires a minimum of 16 GB (16,384

MB.)
[ Shrink E: ﬁ
Total size before shrink in MB: |1'53?"5
Size of available shrink space in MB: |569D9
Enter the amount of space to shrink in ME: '“33341— =
Total size after shrink in MB: |1523'61
Size of available shrink space can be restricted if snapshots or pagefiles '
are enabled on the vaolume.
[ stk | [ Cancel |
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5. Now right click the free space and click New Simple

Volume...
Media (3 z 1
148.79 GB NTFS 16.00 GB New Simple Volume...
Healthy (Logical [ | Free spad

MNew Spanned Yolume...

MNew Striped Yolume...
Delete Partition...

Help

6. Click Next.

New Simple Volume Wizard It

Welcome to the New Simple
Volume Wizard

This wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

To continue, click Next.

<Back || Net> | [ Cancel |

. Jpr—

7. Specify the volume size and click Next.
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New Simple Volume Wizard . ﬁ
Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.
Maximum disk space in MB: 16383
Minimum disk space in MB: 8
Simple volume size in MB: -
[ <Back ][ MNet> | [ cancel |
| E— vy

8. Assign an unused letter to the drive and click Next.

o
New Simple Volume Wizard . @

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

(@) Assign the following drive letter:

() Mount in the following empty NTFS folder:

(7 Do not assign a drive letter or drive path

<Back || Net> | [ Cancel |
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9. Format the drive as NTFS, give it a label, and click

Next.

New Simple Velume Wizard @

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

() Do net format this volume

(@) Format this volume with the following settings:

File system: MNTFS -

Volume label: Win7

[] Perform & quick format
[~] Enable file and folder compression I

<Back |[ Net> | [ Cancel |

*
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10. Click Finish.

New Simple Volume Wizard ﬁ

Completing the New Simple
Volume Wizard

You have successfully completed the New Simple Volume
Wizard.

You selected the following settings:

Valume type: Simple Volume -
Disk: selected: Disk 0 b
Volume size: 16383 MB L
Drrive letter or path: F: =
File system: NTFS

Allocation unit size: Default B
Volume label: Win7 i
Ciniirk frmat- M

To close this wizard, click Finish.

<Back | Fmsh | [ Canced |

("

Refer to Install Windows from Scratch to learn how to

install Windows 7 on your newly created partition.

1.4.4 Install Windows from Scratch

Whether you are installing Windows 7 on a blank hard

drive or a newly created partition, the procedure is the

same.

To install Windows 7 from scratch:
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1. Power on your computer, insert the Windows 7
DVD, and restart your computer.

2. Press the necessary key to initiate booting from
your DVD (usually Esc or F12.) (Appendix H: Boot
from a CD or DVD.)

3. Windows will now load the installation files.

Windows is loading files...
.

4. Click /nstall now.

£7 Install Windows S 1

>
Windows 7

Check compatibility online "-F

Install now C)\

What to know before installing Windows

Microsoft Corporation. All fights reserved.
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5. On the Get important updates for installation page,

7.

8.

| recommend getting the latest updates to help
ensure a successful installation and protect your
computer against security threats. You need an
Internet connection to get updates.

On the Please read the license terms page, if you
accept the license terms, click / accept the license
terms. (You must accept to continue the
installation.)

On the Which type of installation do you want?
page, click Custom.

On the Where do you want to install Windows?
page:

a. Click Nextto begin the installation (unless
you want to create a partition.)

b. OR If you already have another existing
partition with enough free space and want
to install Windows 7 on that partition to
create a multi-boot configuration, select the
partition you want to use, and click Next to
begin the installation. (Be sure to install

Windows 7 on a different partition from
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where your current version of Windows is
installed.)

Windows will take some time to install, so be patient

Installing Windows..

That's all the information we need right now. Your computer will restart several times during
installation,

o Copying Windows files

/ Expanding Windows files

/' Installing features

o/ Installing updates
Completing installation

Figure 1: Installing Updates

Your computer will restart several times during the
process as it configures itself and installs updates (Figure
1.) Be sure to leave the DVD in the drive and let Windows

take care of itself.
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Setup is preparing your computer for first use

———

Figure 2: Installation Complete

After some time, Windows will now be installed (Figure 2.)
If you are running a dual boot, you should have the choice
of either version of Windows when you power on your

computer.

1.5 Use Virtual XP Mode

Windows 7 comes with built-in support to virtually run
Windows XP. This is a great feature for those who are still
holding on to XP or have applications that are not

compatible with Windows 7 and Vista.

1.5.1 Requirements for XP mode

e Check for compatibility with SecurAble.
e 1 GHz 32-bit / 64-bit processor required.


http://www.grc.com/securable.htm�
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e Memory (RAM) - 1.25 GB required, 2 GB memory
recommended.

e Recommended 15 GB hard disk space per virtual
Windows environment.

e NB: Windows XP Mode is only available in Windows
7 Enterprise, Windows 7 Professional, and Windows

7 Ultimate.

1.5.2 Windows Virtual PC features for
Windows XP Mode

¢ Once both the Windows Virtual PC and the virtual
Windows XP environment are installed, Windows
Virtual PC provides a simple wizard to setup the
Windows XP Mode with just a few clicks.

e Users can access USB devices attached to Windows
7 directly from Windows XP Mode. These devices
include Printers and Scanners, Flash Memory/Sticks
and External Hard Disks, Digital Cameras and
more.

e Publish and Launch applications installed on

Windows XP Mode directly from the Windows 7
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desktop, as if they were installed on the Windows 7
itself.

e Access your Windows 7 Known Folders - My
documents, Pictures, Desktop, Music, Video, from
inside the virtual windows environment, such as
Windows XP Mode.

e Cut and paste between your Windows 7 and
Windows XP Mode.

e Print directly to your attached printer from your
Windows XP Mode applications either in application

mode or desktop mode.

More information available here.

1.5.3 Install and Use Virtual XP Mode

To enable and use Virtual XP mode, first check for
compatibility, with SecurAble, or you’ll be presented with

the error below:


http://www.microsoft.com/windows/virtual-pc/default.aspx�
http://www.grc.com/securable.htm�

Windows 7 - The Pocket Guide | 48

' '

Virtual Windows XP - Windows Virtual PC

Virtual Windows XP' could not be started because
hardware-assisted virtualization is disabled. Please
enable hardware virtualization in the BIOS settings and

try again.

1. Download Windows XP Mode and Windows Virtual
PC.
Install Windowsé6.1-KB958559-x86.msu.

3. Restart Your Computer.

Install VirtualWindowsXP.msi and accept the default
settings.

5. Set a login Password.


http://www.microsoft.com/windows/virtual-pc/default.aspx�
http://www.microsoft.com/windows/virtual-pc/default.aspx�
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@ [0 Virtual Windows XP Setup

Specify the password for Virtual Windows XP

User name: User
Password: e
Confirm password: 111

"R ber credentials (R ded)

More about saved credentials

6. | recommend enabling Automatic Updates.
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@ [E Virtual Windows XP Setup

Help protect your computer

With Automatic Updates, Windows can routinely check for the latest security updates for
your computer and install them automatically.

@ Help protect my computer by turning on Automatic Updates now.
= (recommended)
@ ~) Not right now
If you haven't turned on Automatic Updates, your computer is more

vulnerable to viruses and other security threats.
Find more about Automatic Updates
Mo information is collected that can be used to identify you or contact you

Please read the Windows Update Privacy Statement

7. Windows XP will now install and be ready to use.

1.6 Transfer Your Files from Your Old
PC

Windows Easy Transfer is used to transfer your files from

your old PC (Windows XP, Vista, or 7) to your new PC.
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(/) & Windows Easy Transfer

Welcome to Windows Easy Transfer

Windows Easy Transfer lets you copy files and seftings from one computer to another, No
infermaticn is deleted frem your old computer.

You can transfer:

» User accounts *  E-mail

* Documents * Internet favorites
*  Music *  Videos

*  Pictures *  And more

When the transfer is done, you'll see a list of what was transferred, programs you might want to
install on your new computer, and links to other programs that you might want to download.

Tip: If you're upgrading this computer to Windows 7, think of "old computer” as referring to your
"old version of Windows" and "new computer” as referring to your "new version of Windows."

You can transfer your files through the following ways:

- An Easy Transfer Cable
- A Network
- An external hard disk of USB flash drive
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=

@ @i Windows Easy Transfer

What do you want to use to transfer items to your new computer?

An Easy Transfer cable
@ lalready have an Easy Transfer cable to transfer files from cne computer to
= another,

-
j A network
S Transfer files fram one computer to another using a network connection.

An external hard disk or USB flash drive

™" Create an Easy Transfer file, Choose this if you are using Windows Easy
Transfer to upgrade this computer to Windows 7.

How do I choose?

You can specify which accounts to move to your new PC

and everything is pretty simple at straight forward.

To use Windows Easy Transfer: click Start, type transfand
click Windows Easy Transfer. Follow the on-screen

instructions to copy your data.
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1.7 About the Windows Registry

Throughout this book, some sections require you to
access the Windows Registry and make changes. | try to
make executable registry hacks in most cases, but it can
be fun to script or create your own registry files. Before
doing anything with the Windows Registry, you should
know what the registry is, how to back it up, how to
restore it to a previous state, and how to add keys and

values.

1.7.1 What is the Windows Registry?

Think of the Windows registry as a control center for your
computer. Windows settings, individual program settings,
and other important configuration information are stored

here.
The registry is made up of the following components:

o Keys
e Subkeys

e Values
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1.7.2 Access the Windows Registry Editor

‘ | regedit

6 © =

Figure 3: Starting Registry Editor

Figure 3 shows how to open the registry editor. For more
information, see Appendix D: Launch Windows Reqistry
Editor.

1.7.3 Add Keys or Values

In some of the tutorials in this book, you will need to

create a new key or value.

1.7.3.1 Add a New Key

To add a new key:

1. Right click on the parent key.
2. Click New = Key.
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- ‘-ursors n
‘ ‘ I;'_-%]ClickLcckTimE REG_DWORD 0000004b0 |
o Deskton _
1 La Collapse Fclu... REG_SZ 7
.M MNew 4 Key

Finel...

3. Follow the section’s instructions for what key name

to assign.

1.7.3.2 Add a New Value

To add a new value:

Navigate to the key that you want to add a value to.
Right click in the blank space of the right pane.
Click New > xx (Where xx is the value specified in

the section.)

REG_SZ 3
RE Key MNew ]
RE
RE String Value
= RE Binary Value

RE DWORD (32-bit) Value
RE QWORD (64-bit) Value

' EE Multi-String Value
) I::E Expandable String Value

RFG &7 ?
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4. Follow the section’s instructions for what value to

assign.

1.7.4 Back up the Registry

To back up the registry, please refer to Appendix E: Back

up the Windows Registry.

1.8 About the Group Policy Editor

Group Policy is a feature of Microsoft Windows that
provides centralized management and configuration for
your computer or computers in a domain. This tool is
mainly used by systems administrators to control a group
of PCs; however, you can use it to customize your personal

machine.

Please Note: The Group Policy Editor (Figure 5) is not
included with every version of Windows 7 and is currently

only available in Windows 7 Ultimate.
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1.8.1 Access the Group Policy Editor

Click the Start button, type gpedit.msc, and press Enter
(Figure 4.)

‘ | gpedit.msc

SICHIFE]

Figure 4: Access the Group Policy Editor
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1.8.2 Work with the Group Policy Editor

2/ Local Group Policy Editor ==l

File Action View Help

«=|FEE=HmE

=] Local Computer Policy
4 i Computer Configura
» ] Software Settings
> ] Windows Setting

=/ Local Computer Policy

Select an item to view its description.  Name

S Administrative T % Computer Cenfiguration
b [ Administrative Tq 4%, User Configuration
4 4% User Configuration

» ] Software Settings
> ] Windows Setting
> ] Administrative T

« I v | Extended A Standard /

Figure 5: The Group Policy Editor

To enable options, double click on the specified option in

the right-hand pane, and change the setting to £nabled
(Figure 6.)
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-

|£[ Local Group Policy Editor

File Action View Help
|
= Local Co

4 i Comp
] _ 50

& Apply the default user logon picture to al

E‘ Apply the default user logon picture to :

s ] Wi
s ] Adl| O NotConfigured ~ Comment:
“ | @ Enabled

Figure 6: Enabling/Disabling Options in Group Policy Editor

1.9 You Are Ready to Begin

You made it this far and now you are ready to begin. As a
brief recap, you learned the requirements of Windows 7,
the version to install, and how to install your chosen
version. You also learned about the Windows Registry and
the Group Policy Editor. | strongly suggest you review the 2

Back up Your Data chapter before proceeding; however,

you’re welcome to explore and experiment—hopefully

you’ll learn something new along the way.



2 Back up Your Data

If you are not familiar with data backup or currently

choose not to back up your files, please read this chapter.
Making changes to your computer brings a certain level of
risk. This risk is alleviated greatly when you make backups

that are timely, complete, and functional.

If you are one of the lucky people who have never lost a
file on your computer, congratulations; however, this
chapter is still for you. If you have lost files before—yep
that’s you—then you should review this chapter too before

you begin.

In this chapter, you’ll learn how to use Backup and
Restore, backup and restore your registry, and how to

recover lost files.
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2.1 Backup and Restore

Backup and Restore—bundled with Windows 7—is an
excellent tool, which allows you to backup and restore
either your files or an image of your operating system.
2.1.1 Launch Backup and Restore

To launch the Backup and Restore Center:

1. Click the Start button and type Backup.

‘ |backup

SN

2. Click Backup and Restore.

2.1.2 Back up Your Files
To back up your files:

1. Click Set up backup...
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Back up or restore your files

Backup
Windows Backup has not been set up. I@'Set up backup

2. Windows will now prepare your system for backup.

rw Set up backup g

Sy Starting Windows Backup

Please wait while Windows Backup starts

L — J

3. Choose a backup destination and click Next.
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\./ K’ Set up backup

Select where you want to save your backup

We recommend that you save your backup on an external hard drive. Guidelines for choosing a backug
destination

Save backup on:

Free Space  Total Size

Backup Destination

=
!il DVD RW Drive (D:) 0 bytes 233GB
=7 Media (E:) 66.83 GB 18573 GB

=

4.

| recommend you choose your files to backup.
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@ E Set up backup

What do you want to back up?

() Let Windows choose (recommended)

Windows will back up data files saved in libraries, on the desktop, and in default Windows folders.
Windows will also create a system image, which can be used to restore your computer if it stops
working. These items will be backed up on a regular schedule, How does Windows choose what
files to back up?

@ Let me choose

You can select libraries and folders and whether to include a systern image in the backup.
The items you choose will be backed up on a regular schedule.

5. Specify the files you want to backup. You can
include a system image, which will save your
Windows settings as they are. This can be restored

if something goes really wrong.
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@ E’ Set up backup

What do you want to back up?

Select the check box of the items that you want to include in the backup. What files are excluded by
default from the backup?

a4 82 Data Files
[/]52, Back up data for newly created users
- [¥]82, Rich's Libraries
4 (M Computer

> e 05(C)

Include a system image of drives: 05 (C:)

A system image is a copy of the drives required for Windows to run. You can use it to restore your
computer if it stops working.

6. Review your backup settings.

7. Set the frequency of backup.
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How often do you want to back up?

Files that have changed and new files that have been created since your last backup will be
added to your backup according to the schedule you set below.

[¥]{Run backup on a schedule (recommended),

How often: [Weekly v]
What day: [Sunday v]
What time: [Y:DD PM v]

8. Windows will now backup your files.

Back up or restore your files

. ; Backup in progress... _
= i Fgl View Details

2.1.3 Restoring Your Files

Launch Backup and Restore and click Restore Files. Locate
your backup files and follow the instructions to get your

previously backed up files back.
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2.2 Back Up and Restore the Registry

Some sections in this book will require you to change
values in your registry. If you make a mistake and don’t
correct it, you may find your computer is not as functional
as it was before. To protect yourself from any mistakes,

you need to backup your registry.

2.2.1 Back up the Registry

See: Appendix E: Back up the Windows Reqistry.

2.2.2 Restore the Registry

Before restoring the registry, make a back up, so you can

roll back if anything goes wrong. To restore your registry

from a backup:

1. Open the Registry Editor (Appendix D: Launch

Windows Registry Editor.)

2. Left click Computerin the left pane.
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File Edit View Favorites Help

1M Computer -

b Ju HKEV_CLASSES ROOT W

3. Go to File = Import.

[File] Edit View Favorites Help
‘|

Import... |}

Ferimrt

4. Click your backup file and click Open.
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leport Registry File @
r W R - 1
ot ||3 v Libraries » Documents » - |¢?| ‘ Search Documents P
Organize » Mew folder =« [ IZEZI
-
{ Favorites Document... Arrange by:  Folder ¥ Includes: 2 library locations
Bl Desktop =
b Downloads Mame Date modified Type
1l Recent Places @] RichsBackup 2/15/2009 5:58 PM  Registr
=l Libraries E
B Documents
& Music
= Pictures
E Videos
18 Computer
[ I | < L L
Filename: RichsBackup - [Registration Files (*.reg) V]
l Open |vl ’ Cancel ]

2.3 Create a System Recovery Disc

If Windows 7 goes wrong, you can attempt a repair, at

boot up, to see if the problem can be fixed. To do this, you

will need to create a system recovery disc; if you have the

original Windows 7 disc, it will act as a recovery disc.

The system recovery disc cannot be used to install

Windows, but it can be used to fix common problems that
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prevent Windows from booting. | recommend you make a
system recovery disc before playing with Windows’

settings.
To create a system recovery disc:

Click the Start button.
Type Backup.

|hackup

6 © 5]

3. Click Backup and Restore.

In the left column, click Create a system repair disc.

g Create a system repair disc

5. Select your DVD drive and click Create disc.
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-
'y Create a system repair disc El_lg

Select a CD/DVD drive and insert a blank disc into the drive

A system repair disc can be used to boot your computer, It also contains
Windows system recovery tools that can help you recover Windows from a
serious error or restore your computer from a system image.

Drive: ’i_nj DVD RW Drive [Dz) -

Create disc I [ Cancel

6. Wait for the disc to burn.

Creating disc...

P— —

System repair disc complete

-—

7. Test the disc by rebooting your PC with the disc in
the drive. Boot from the optical drive (Appendix H:

Boot from a CD or DVD) and ensure the disc works

by waiting for the main menu to load; if the menu
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loads, you should be good to go in the event of a
computer problem.

8. Save the recovery disc in a safe place.

2.4 Recovering Lost Data on Your Drive

If you lose your data, be sure to check the recycle bin first.
If there are no files in the recycle bin, there is still hope.
Even though your files are deleted, the data may still be
recoverable because the reference to the file has simply
been deleted and not the data itself. As long as your file

has not been overwritten, you have a chance at recovery.

After trying many file recovery programs, I’ve decided

Recuva is by far the best.

Recuva (pronounced “recover”) is a freeware Windows
utility to restore files that have been accidentally deleted
from your computer. This includes files emptied from the
Recycle bin as well as images and other files that have
been deleted by user error from digital camera memory
cards or MP3 players. It will even bring back files that have

been deleted by bugs, crashes and viruses!


http://www.recuva.com/download�

3 Security

One of the most important ways to protect yourself, when
you are using your computer, is to be in control of
security. There are so many threats out there that it is

important to be proactive and protect your computer.

In this chapter, you will learn how to choose anti-virus,
anti-malware, and firewall software; how to take
ownership of your files; how to encrypt your sensitive data;
and how to protect your privacy online and in Windows
Media Player 11. While there are many PC security options

available, this section should give you a good start.

3.1 Choose an Anti-virus Program

To protect yourself, you must have an anti-virus program.
A virus is designed to disrupt the normal operation of your
PC and can be costly: both in your time and in repairs that

need to be made to recover your system.
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Microsoft currently supplies a list of all vendors whose

software works with Windows 7. Of the current software, |

recommend AVG Free, which is free for personal use.

3.2 Anti-spyware Software

Anti-spyware software helps you keep malicious software
off your PC. Spyware is malicious programs that often send
personal data, passwords and other private personal and

financial data to third parties.

As listed above: you can visit Microsoft’s list of compatible

security programs. AVG comes with a great anti-spyware

module that should keep you free of harm.

3.3 Firewalls

A firewall is a hardware or software device that controls
access to computers on a Local Area Network (LAN.) It
examines all traffic routed between the two networks -
inbound and outbound—to see if it meets certain criteria.

If it does it is routed between the networks, otherwise it is


http://www.microsoft.com/windows/antivirus-partners/windows-7.aspx�
http://www.microsoft.com/windows/antivirus-partners/windows-7.aspx�
http://www.microsoft.com/windows/antivirus-partners/windows-7.aspx�
http://www.microsoft.com/windows/antivirus-partners/windows-7.aspx�
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stopped. It can also manage public access to private

networked resources such as host applications.

Many people got to great lengths to find a good firewall
and often pay large sums of money to increase protection.
For the average home user, Windows Firewall is sufficient
and will protect you from unwanted communications

between your computer and the world wide web.

To access Windows Firewall: Click the Start button, type

fire, and click Windows Firewall.

3.4 Add Take Ownership to Context

Menu

Many folders in 7 are protected from changes and require
administrative approval to change every time. Sometimes
this can become tedious, so I’ve created a registry hack

you can use to take ownership of your files.

1. Download TakeOwnership.zip.
2. Unzip the file.



http://mintywhite.com/images/techtips/0804/10takeowner/TakeOwnership.zip�

Windows 7 - The Pocket Guide | 76

3. Double click InstallTakeOwnership.reg and accept
the prompts.
4. You can now take ownership of a file by right

clicking it and clicking 7ake Ownership.

Remove Take Ownership from your context menu by

merging RemoveTakeOwnership.reg into your registry.

3.5 Encrypt your USB Drive’s Data

Please note: | prefer TrueCrypt, which is explained in this
section; however, Windows 7 is bundled with USB

encryption software: BitLocker To Go.

Do you have data on your USB drive that could be accessed
by someone if they found your key drive? Do you have
sensitive data that you need to protect, but don’t want to
pay for expensive software? TrueCrypt was designed for
you and in this section you’ll learn how to use it. If you
would like to protect data on your hard drive, move to the

next section where | show you an easier-to-use program.

This section is written for TrueCrypt 6.2a (currently not

compatible with Windows 7, but it works for the desired
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outcome of this section); newer versions should operate in

a similar fashion.

| will refer to your USB drive as a “USB key drive”
throughout this section. If you are encrypting your hard
disk drive, simply replace this phrase with “hard disk

drive”—the procedure is identical.

Final word: do not encrypt the entire drive your OS is
stored on. You can encrypt parts of the drive, but not

system files.

3.5.1 Download TrueCrypt

1. Download TrueCrypt.
2. Run the installer.

3. When prompted, select Extract and click Next.


http://www.truecrypt.org/downloads.php�
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r Y
% TrueCrypt Setup 6.2a EI_IE

Wizard Mode

Select one of the modes. If you are not sure which to select, use the default mode.

" Install

Select this option if you want to install or update TrueCrypt on this system.

&+ Extract

If you select this option, all fles will be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to encrypt the system partition or
system drive. Selecting this option can be useful, for example, if you want to run
TrueCrypt in so-called traveler {portable) mode. TrueCrypt does not have to be installed
on the operating system under which itis run. After all files are extracted, you can
directly run the extracted file TrueCrypt.exe' (then TrueCrypt will run in traveler mode).
‘fou can also move the extracted files to other computers,

TrueCrypt Installer

Help < Back I Mext = I Cancel

4. Extract the files to your USB key drive in a folder
named TrueCrypt.

i.r'“\_; i;.'r'"\_;
TrueCrypt TrueCrypt.exe truecrypt.sys truecrypt-x64.sys

Format.exe

Figure 7: TrueCrypt Files
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You can delete other files in the directory if you wish.

Ensure you keep the four files as depicted above (Figure

7))

3.5.2 Encrypt part of your USB drive

1.

Run TrueCrypt.exe.

Once loaded, specify a drive letter that will become
the encrypted volume (the drive letter of your USB
drive won’t change—but will show as two different
drive letters when you complete this tutorial.)
Click Create Volume. Your USB drive will still keep
its letter (e.g., “R”), but it will be split into two
virtual drives (so the encrypted data will appear as
a “[your chosen letter]” drive in Computer after you
finish the setup.)

Now click Create a standard TrueCrypt volume and
click Next.

The next screen will ask you where you want to
store the volume. Save a file named Container in
the TrueCrypt folder on your USB thumb drive and
click Next.
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6. Specify the size of the encrypted volume (I suggest
you use 1/2 the size of the drive.)

7. Create a secure password.
Now click Format and your Container will be
formatted.

9. After a confirmation message, click Exit.

3.5.3 Verify Your Encrypted Drive Works

1. Go to your Computer and look for a “W” (or letter
you chose) drive. It’s not there; good news!

2. Open TrueCrypt.
Click the drive letter you chose in the previous
steps.

4. Click Select File and find your Container you
created.
Click Mount.

6. Type in your password and click OK and your
volume will mount.

7. Go to Computer and your drive will be there.
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When you are done, go back to TrueCrypt and click
Dismount. Congratulations, you now have your data

encrypted on your USB drive.

3.6 Protect Your Data in a Hidden

Container

If you want to protect the files on your computer in an
easy way, Secret Disk provides a great solution. Please
note: if you are trying to protect your files from a customs,
or similar, inspecition, you may be required to enter your
password. Thus, using a program like this is not a solution

to hiding illegal information-don’t do it!
To set up your secret container:

1. Download Secret Disk.
2. Install Secret Disk on your computer.

3. Start the program and select a password.


http://privacyroot.com/software/SEDE-download.php�

Windows 7 - The Pocket Guide | 82

Secret Disk 1.10 English ]

Choose Your Password

Choose password:

L2 2222 23

Repeat password:

L2 2222 23

Cancel l l Set Password

4. Secret Disk creates a partition for your hidden files
(note: if you already have the X drive mapped on
your network, like | have, Secret Disk will replace

this mapping until you close the program.)
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Metwork Location (9)

f& TV Shows (5] f& Images (T:)
r;x Install (L) r—cx Movies (V:)

; ) Music (X:)
g Documents (W) — —
@ 7.12 GB free of 39.9 GB
; ~ Downloads (Z:)
@5 Photos (V3] w —
- x “eag, 110 GBfree of 130 GB
i) mt
-

5. Now you can store your files on this partition.

o | B )

@C}{|Lﬂ « Music (X:) i_ - | +4 | | Search )

Favorite Links MName Size Date modifie
ﬁ.—_lz‘]WindowsGuidesemailsubscribers.cw 2096 KB 4/18/2009 7:3
ca Downloads (D)
s Media (E)
Maore »
Folders A~y

LIS 3

X
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6. Lock your disk when you are finished with it.

-~

== = ]

@Q'g Secret Disk ﬁ o |

e

I Secret Disk successfully locked!

k. * 4

Size Date modifie:

296 KB 4/18/2008 7:3

Favorite Links

s Downloads

More »

Folders L m r

1 item

.

7. Now the disk is locked, it cannot be accessed.
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JX:\WindowsGuidesemailsu bscribers.csv ﬁ

P

KA\WindowsGuidesemailsubscribers.csv

The directery name is invalid.

Date modifie

206 KB 4/18/2009 7:3
= D
= Media (E)
Maore »
Folders ol < | m 3
r'-"t_' i WindowsGuidesemailsubscribers.csv
rH

Microsoft Office Excel Comma Separated Values File
A,

8. To unlock the secret partition, just start the

program, click unlock, and type in your password.
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Secret Disk 1.10 English

=

= e R o
@SECRET

Dashboard

This software creates one more hard disk on your PC which may be locked and
unlocked with a password for just one second. Moreover, when locked this
disk is completely invisible for Windows and users. Unlocked disk available in
My Computer area as usual disk to store your private files,

Disk status: l

Locked. Disk invisible and
secure. ’

Unlock ]

Close window ]

Settings

9. You can delete your secret disk at any time.
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Secret Disk lé]

I.-"'_"‘-.I WARMING! This will erase all files and folders located on your Secret
‘Sl Disk now! Would you like to proceed?

This program is an excellent solution for anyone who is

looking to protect sensitive files.

3.7 Maximize Privacy: Browser Ad

Blocking

Let me begin by saying: adverts can be very useful and
help you find what you are looking for; some ads are
unobtrusive and inoffensive. However, | personally don’t
like seeing ads and | always encourage people to block
them. In this section, you’ll learn how to block ads in IE8*,

Mozilla Firefox, Opera, and Google Chrome.

*|E has no supported extension, and your results will vary.
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3.7.1 Internet Explorer 8
To block ads in Internet Explorer:

1. If you haven’t already, upgrade to version 8.

2. While browsing, click Safety > InPrivate Browsing
(CTRL+SHIFT+P.)

Gl ~ B) * L @8 v Page- 1
".;C Delete Browsing History. .. Ctrl+5hift+Del
@4 InPrivate Browsing Ctrl+5hift+P

|z=) Webpage Privacy Policy...

iddress InPrivate Filtering Ctrl+5hift+F
InPrivate Filtering Settings

& s
E‘ SmartScreen Filter

I_ Windows Update
|

3. You will be notified InPrivate browsing is running.



http://www.microsoft.com/windows/internet-explorer/worldwide-sites.aspx�
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When InPrivate Browsing is turned on, you will see this indicator

Q0 - e woirivee |

InPrivate Browsing helps prevent Internet Explorer from storing data about your
browsing session. This includes cookies, temporary Internet files, history, and other
data. Toolbars and extensions are disabled by default. See Help for more
information.

To turn off InPrivate Browsing, close this browser window.

Learn more about InPrivate Browsing | Read the Internet Explorer privacy statement online

4. Over time, InPrivate will build a list of content that

should be blocked and you will see less ads.

If you'd like to speed up the process, see this discussion

on importing AdBlock definitions to InPrivate.

3.7.2 Mozilla Firefox
To block ads in Mozilla Firefox:

1. Download AdBlock Plus.


http://mintywhite.com/forum/viewtopic.php?f=15&t=1728�
https://addons.mozilla.org/en-US/firefox/addon/1865�
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Software Installation

' Only install add-ons from authors whom you trust.
R

b ) Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

Adblock Plus  Author nof verifed)

! BP https:/faddons.mozilla. orgfen-US ffirefox /downloads latest 186 5/addon-1865-atest:

{ Install Now | [ Cancel

2. When prompted, select EasylistUSA as your
subscription

3. Enjoy ad-free browsing!

3.7.3 Google Chrome
To block ads in Google Chrome:

1. Go to the AdSweep site.


http://www.adsweep.org/�
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2. Follow the instructions for Google Chrome (these
are subject to change and better referenced than

replicated.)

3.7.4 Opera
To block ads in Opera:

1. Go to the AdSweep site.
2. Follow the instructions for Opera (these are subject

to change and better referenced than replicated.)

3.7.5 Safari
To block ads in Safari:

1. Download Safari AdBlock.
2. Install the software and enjoy ad-free web

browsing


http://www.adsweep.org/�
http://download.cnet.com/Safari-AdBlock/3000-2378_4-10793198.html�
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3.8 Maximize Privacy: Windows Media

Player 11

Personally, | like to ensure maximum privacy when using
my computer. There are many programs that gather and
send data; however, | will focus on Windows Media Player
11 because this is bundled with Windows 7. This section
will show you how to ensure maximum privacy in Windows
Media Player 11 (WMP11.) Microsoft, in the interest of
privacy, allows you to protect your data; this section shows

you how to do this.

3.5.1 Configuring Privacy When Setting up
WMP11 for the First Time

To configure privacy settings, when setting up WMP11 for

the first time:

1. a. Click on the Windows Media Player icon on the
Taskbar.
b. OR click the Start button, type Medjia, and click
Windows Media Player.)
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1. Click Custom Settings and click Next.

i ™y
3] Windows Media Player g

~—  Welcome to Windows Media Player
LOJ| |
¥

Choose the initial settings for Windows Media Player. You can change these settings in the Player later,

) Recommended settings
Make Windows Media Player the default program for playing media, automatically download
usage rights and media information to update your media files, and send usage data from the
Flayer to Microsoft.

@ Custom settings
Customize privacy, playback, and online store settings.

Usage data will be sent to Microsoft if you use recommended settings, but the information will not be used to
identify or contact you.

To learn more about Recommended settings, read the Privacy Statement online.

2. Adjust the privacy options accordingly. Review the
screenshot, below, for my recommendations. Click
Next.
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f 2! Windows Media Player M1
. Select Privacy Options

/

If

Privacy Options Privacy Statement

Enhanced Playback Experience
[ Cisplay media information from the Internet

|| Update music files by retrieving media information from the Internet

[ Download usage rights automatically when I play or sync a file

Note: Mediz information that is retrieved may nof be in your (Bnguage.
Enhanced Content Provider Services

[ Send unique Player ID to content providers

Click Cookies to view or change privacy settings that affect cookies
Windows Media Player Customer Experience Improvement Program

[7]1 want to help make Microsoft software and services even better by sending

Flayer usage data to Microsoft

History

Store and display a list of recently ffrequently played:

[T Music [CPictures  [] Video [] Playlists

3. Choose whether or not to make Windows Media

Player your default media player. Click Finish.
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i ™y
2] Windows Media Player M

7. Select the Default Music and Video Player
p

How do you want to use Windows Media Player?

() Make Windows Media Player the default music and video player

(@ Choose the file types that Windows Media Player wil play

Your privacy is how protected when viewing and listening
to media.

3.5.2 Configuring Privacy after WMP11 is Set
Up

To configure privacy settings, after WMP11 is already set

up:
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2. a. Click on the Windows Media Player icon on the
Taskbar.
b. OR click the Start button, type Media, and click
Windows Media Player.)

— ) LE

3. On the Windows Media Player screen, Press the Alt

key, and click Tools > Options...

,
@ Windows Media Player

Jm » Library »  Music » Al mysic Play
File 2
Or View y BT "= w | Searct
Play » & Title
Tools » Download 3
“ Help ] Apply media information changes
Show menu bar Ctrl+M Plug-ins 3
|| 00-ludacris_- Akon, Colby Options... [
[kl 00-DJ Khaled-
[k 00-busta_rhyr Advanced vl
a | 7 Music| — | Dance

4. Under the Privacy tab, configure your privacy
settings. Review the screenshot, below, for my

recommendations. Click OK.
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erticms ﬂ
Player | Rip Music I Devices | Bum | Performance
lbrary | Pugins | Privacy | Secuity | DVD | Network
% Specify privacy settings

Read the privacy statement online

Enhanced Flayback and Device Experience

|| Display media information from the Internet

[ update music files by retrieving media info from the Internet
[] Download usage rights automatically when I play or sync a file
Automatically chedk if protected files need to be refreshed
Set dock on devices automatically

Enhanced Content Provider Services

[ 5end unigue Player ID to content providers

Click Cookies to view or change privacy settings -

that affect cookies. Cogkies...

Windows Media Player Customer Experience Improvement Program

DI want to help make Microsoft software and services even better by
sending Player usage data to Microsoft,

Histary

Store and display a list of recent/frequently played:

[CIMusic [l video Clear History
[ pictures [] Playlists
Clear caches for CDs, DVDs, and devices., Clear Caches

[ ok || Cancel Apply Help
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Your privacy is nhow protected when viewing and listening

to media.



4 Windows 7’'s New Features

Windows 7 is packed with a whole host of new features. In
this chapter, we’ll take a look at some of these new
features and how they can help you work more efficiently
on your computer. While this is not an exhaustive break
down of each feature, my hope is to both bring awareness
of what Windows 7 has to offer and inspire you to make

the most of what is available.

Some of these features are explained in more detail later

in this book.

4.1 Libraries

Libraries are special folders, which aggregate your current
media folders into one. For example: if you have three

video folders (e.g., Movies, TV Shows, and Camera Videos),
you can merge them into one, and have quick access to all

your files at once. Public folders will also be merged into
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your libraries so your whole network can have seamless
access to public files. This feature is particularly useful if
you have a home media server and want to access the

media on the server without navigating to mapped drives.

Figure 8 shows the Libraries view, which gives you quick

access to your documents, music, pictures, videos, and
more.

S
@'\j"lﬁ » Libraries » - | 44| [ Sear 5 2|
QOrganize ~ New library ﬁ:: ~ [ @

43¢ Favorites — Libraries
4/ Recently Change Open a library to see your files and arrange them by folder, date, and other properties.
Public H =
B Desktop & Documents db Music
I Library Library
4@ Downloads b <& o~ oo
% Recent Places _ pict "
[~3) L.IC ures ideos
e Library <8 Library
4 Libraries . ’
4 3 Documents
> &l Music S
: 4 items
e

Figure 8: Windows 7’s libraries

Figure 9 shows an example of a library, which contains two
different folders. A library can contain many folders from

different locations including network locations.
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Documents |ibr'ar'y Arrange by:  Folder = Includes: 2 library locations
Mame : Date modified Type Size
@ RichsBackup 2/15/2009 5:59 PM Registration Entries 75,940 KB

Figure 9: Libraries can contain many different folders

4.2 AeroSnap and AeroPeek

AeroSnap and AeroPeek are two features, which help you
work more efficiently in Windows 7. Both features work
with Aero enabled; however, AeroPeek will not work if Aero
is disabled.

4.2.1 AeroSnap

AeroSnap is used to “dock” your windows to a side of the
screen. If you’ve ever wanted to compare two windows

side by side, this is the feature you’ve been waiting for.

Simply drag the window you are using to the left or right
hand side of the screen. The window will then “snap” to
that side of the screen, as shown in Figure 10. You can

also drag a window to the top of the screen to maximize it.
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- -
w Google Reader - Mozilla Hlef“ I

L‘l- ' ' | #0 https:/fwww.google.com/reader/view/user/-/state/com.google/reading

Gmail Calendar Documents Photos Reader Sites Web more v

Google reader Al tems -] Searct
B Add a subscription All items
Home = Show: 0 new items - all items | Mark all as rea
All tems
Starred items ¥¢ * The people of your country and cultun
B Your stuff native tongue
(7 Shared items + Translating a book that will reach hun
“3 Notes * Access to the latest versions of my b
* A chance to polish up your language
Trends il * The same feeling | get by writing thes
Browse for stuff
People you follow =|[= How Dol Apply?

1 new person sharing with you View To apply, comment below or email me: rich[:

=/Comment view

Current Languages

Sharing settings »

Subscriptions - | have the following languages volunteered foi
contact still):

+ Persian
* Portuguese
* Spanish

Thank youl
Further Reading:

¢ Get the Windows Guides toolbar

izet FREE Windows Books (pazssword: likefree)

! “pnas

Figure 10: AeroSnap “snaps” your windows tB screen edges
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4.2.2 AeroPeek

AeroPeek helps you take a “peek” at your desktop by
moving the cursor to the bottom, right-hand side of the
screen. This feature helps you regain focus. I've not found
this feature as useful as AeroSnap, but | am sure the idea
will grow on me and | will find myself using it more often
as | become more familiar with it.Figure 11 shows an

example of AeroPeek in action.

) CAFNERED - h@a[bmﬂ%
igure 11: AeroPeek lets you “peek” at your desktop
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4.3 Federated Search

Federated search is used to search beyond
the scope of your PC. Based upon
OpenSearch and RSS, you can search

mintywhite remote repositories. You can create your

Sedrch
Conrector

own connectors, which is very easy

because of the standard format used by
OpenSearch. Figure 12 shows the Live Search connector
after installation; you can now use Live Search directly

from Windows Explorer.



105 | 4 Windows 7’s New Features

L ad b Rich » Searches » Live Search R |$¢| Sear

Organize =

- Favorites f S Live S

earcn Live >earcn.

Ml Desktop 1 ’

i Downloads <

ll ! Search Connector @

=il Recent Places

# Live Search @ This Search Connector was successfully

- added to Windows.
=l Libraries
A shortcut was added to your Windows favorites,

@ Documents -

D Musi

« Music

= Pictures
E Videos . . .

@l This Search Connector will send searches to
http://search.live.com

1M Computer

Figure 12: Use Federated Search connectors

4.4 Improvements in User Account

Control

One of Windows Vista’s most criticized features is User
Account Control (UAC.) Things need to be simple when
using your computer and UAC seemingly added a new

level of complexity that rarely helped the average user.
Yes, asking a user if they want to take a specific action

does add a level of security; however, if the user is clicking
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yes to everything, then this level of security becomes more

of a stumbling block.

Microsoft listened to users and has greatly improved UAC.
For example, the default user in Windows 7 (the one you
set up when you installed Windows) has the setting
enabled whereby self-made changes to Windows settings
do not need a prompt. However, changes made by
programs still need approval. Figure 13 shows the details
of this setting. With this setting, only warnings are given

when changes to the computer are requested by software.

Default - Motify me only when programs try to make
changes to my computer

e Don't notify me when I make changes to Windows
settings

Iit_}:] Recommended if you use familiar programs and visit
familiar websites

Figure 13: Default UAC Setting
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To access UAC settings:

1. Click the Start button, type UAC, and click on
Change User Account Control Settings.

2. Currently, there are four options are offered when
deciding on the level of security set by UAC. These
options are range from Never notify to Always

notify.

Microsoft isn’t the only one that made changes; other
companies have built their software to work with UAC so
there will be fewer compatibility issues as Windows 7

matures as an operating system.

4.5 BitLocker To Go and Biometric

BitLocker encrypts your drives so others cannot access
them without a password. Two new and exciting features
in Windows 7 are BitLocker To Go and BitLocker Biometric.

The following is an explanation of both of these features:
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4 5.1 BitLocker To Go

BitLocker To Go encrypts the data on your portable media.
With an increasing number of key drives at our disposal,
loss of sensitive data is becoming more of a threat. In this
section, you’ll learn how to encrypt your thumb (flash)

drive with BitLocker To Go (Alternative: Encrypt your USB

Drive’s Data), how to verify that the data is encrypted, and

how to remove encryption from your drive.

4.5.1.1 Encrypting Your Thumb Drive
To encrypt your thumb drive:
1. Plug your thumb drive into a USB port.

2. Click the Start button, type BitLocker, and click on

BitLocker Drive Encryption.
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3.

4.

Next to your thumb drive icon, click Turn on
BitLocker.

BitLocker Drive Encryption - Hard Disk Drives

A C @ Tum On BitLocker

5 Off

BitLocker Drive Encryption - BitLocker To Go
C__,:‘E'-i,a RICH (E:) Turn Off BitLocker
Encrypting Manage BitLocker

If your thumb drive is compatible, BitLocker will

prepare it for encryption.

() ¥ Bitlocker Drive Encryption (E)

Starting BitLocker

Please wait while BitLocker initializes the drive.
—_—

/i Do not remove your drive during BitLocker setup.

What are Bitl ocker's system

Cancel
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5. Choose a password and click Continue.

v \y# BitLocker Drive Encryption (E:)

Choose how you want to unlock this drive

/)
Use a password to unlock the drive
Type your password twice: It
LAl L Ll L]
LAl L Ll L] €

Tips for creating a strong password

[7] Use my smart card to unlock the drive g

You will need to insert your smart card. The smart card PIN will be
required when you unlock the drive.

How do I use these options?

i
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6. Either save your recovery key (used if you forget

your password) or print a copy of it.

==l

@ \y# BitLocker Drive Encryption (E:)

How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your
recovery key to access your drive.

We recommended that you save your recovery key to a file and print it.

% Save the recovery key to a file i

= Print the recovery key

l@l Some settings are managed by your systermn administrator.

What is a recovery key?
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If you save the file, ensure the file is stored

somewhere safe.

- 4 1

RETLCRNFE0S185A-1138-4215-AD35-9D4225BBEEDF

itype: ’Teﬂ Files
Is Save [
Click Next.

Mext ][ Cancel
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9. Confirm your chosen settings and password and

click Start Encrypting.

==l

@ \y# BitLocker Drive Encryption (E:)

Encrypt the drive

The selected drive is E:

You will be able to unlock this drive on computers running Windows using:

Encryption might take a while depending on the size of the drive.

If your drive is removable, do not remove the drive while encryption is in
progress.

Until encryption is complete your files will not be protected.

[ Start Encrypting ][ Cancel

10. Your drive will now be encrypted.

Starting encryption

/v Do not remove your drive until encryption begins.



Windows 7 - The Pocket Guide | 114

If you have a large thumb drive, this can take a long time.
—— Urives

BitLocker Drive Encryption orized access to any files
o use the computer
Encrypting.. use your files,

btion before [ turn it on?
Drive E: 1.1% Completed

'E‘;' Turn On BitLocker

/¥ Pause encryption before removing the drive or files on
the drive could be damaged.

T TR DT TS PO T DTSR o
L__!_b;,.- RICH (E:) Turn Off BitLocker
Encrypting Manage BitLocker

4.5.1.2 Verifying That Your Data is Encrypted

When protecting your data or anything you own, it is
important to ensure the protection actually works. | took
my thumb drive out of the Windows 7 machine and put it
in a Vista machine. You should do the following too, to

ensure your data is protected.

Please note: If you check the drive in an older version of
Windows, you will need either XP SP3 or Vista SP1 (or
above) to read the encrypted drive. Other operating

systems will recognize the drive as an unformatted drive.
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To verify that your data is protected:

1. Put your thumb drive in another PC and try to open
the files. You should see a BitLocker setup file,
which shows BitLocker is not installed on the
computer you’re testing on. If you have BitLocker
installed on the machine, you will be prompted for

a password (see the next step.)

Organize ~

2. If you have BitLocker installed on the PC you are
testing on, you will be prompted for your
password. If it’s not installed, go ahead and install
it.
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W @ BitLocker Drive Encryption (E:)

This drive is protected by BitLocker Drive Encryption

Type your password to unlock this drive

[ Show password characters as | type them

[ Automatically unlock on this computer from now on
lforgot my password

Why do | have to unlock the drive?

3. Enter your password to get to your data.

4.5.1.3 Removing BitLocker Encryption
If you would like to decrypt your drive:
1. Plug your thumb drive into a USB port.

2. Click the Start button, type BitLocker, and click on
BitLocker Drive Encryption.
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3. Next to your thumb drive, click 7urn Off BitLocker,

and click Decrypt Drive.

noj

W

Bitf

”
K

€

BitLocker Drive Encryption

Turn Off BitLocker

stored on the dnives shown below. You are able to use the computer | N
-

8 |

Your drive will be decrypted. This may take considerable time, You can menitor

the status of your drive decryption,

Decrypt Drive ][ Cancel

=]

or

BitLocker Drive Encryption - BitLocker Te Go
"__::‘_FJ"’ RICH (E:)

Encrypting

Turn Off BitLocker
Manage BitLocker

L
[yl

4. You should be notified your data is decrypting (this

will take some time.)

BitLocker Drive Encryption - BitLocker Te Go

=

# RICH (E:)
Decrypting

5. Your drive is no longer encrypted.

Now you are familiar with Windows 7’s built-in feature,

BitLocker To Go, which helps you protect your data.
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4 5.2 BitLocker Biometric

BitLocker Biometric protects your computer by fingerprint
credentials. If you don’t have a fingerprint scanner on your
laptop, | am sure, by now, you’ve seen someone with a
laptop that has this functionality. BitLocker Biometric
provides native support for logon authentication for
Windows and also comes with an API software vendors can
use to protect access to programs. Expect to see more and
more programs using this feature. Figure 14 shows a list

of biometric devices attached to your computer.

Manage biometric devices

You can use a fingerprint reader to leg on te Windows, Some programs also offer features that work with
biometrics.

Biometric Devices

UPEK Enrolled Manage your fingerprint data

@ TouchChip Fingerprint Coprocessor ..
Properties

Figure 14: List of Biometric devices

You can assign any finger when enrolling a biometric

device as shown in Figure 15.
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Click a button over a finger to start enrollment.

Figure 15: Assign a finger to your biometric device

BitLocker biometric looks to be an exciting feature that will
become more integral to our computing habits in the near

future.

4.6 The Windows HomeGroup

Setting up a home network can, at times, be complicated.

In the past, Windows XP and Vista haven’t done a great job
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at guiding you through the setup process. As the average
household has more than one computer these days (no
source, but I’'m just assuming this is the case), home
networking is becoming more of a mainstream need. With
PCs running Windows 7, a home network is easier to setup
and a lot more useful. HomeGroup makes it easier to
connect to other computers and devices on a wireless
home network, so you can share files, photos, music,
printers, and more throughout your home network.
HomeGroup is strictly a feature of Windows 7, so you’ll
need to have at least two PCs running Windows 7. Once
you've set up a HomeGroup, you can use the Network and
Sharing Center to choose what you share with other

HomeGroup members.

4.6.1 Set up Your HomeGroup

Figure 16 shows the location specification of the current
network you are connected to. When you select Home as
your network locationn (after connecting to your network),
Windows will start modifying settings to enable resource

sharing.
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Select a location forthe- network

This computer is connected to a network, Windows will automatically apply the correct
network settings based on the network's location.

Home network

["I L?J Choose this for a home or similar location. You can participate in a hemegroup,
o and you can see other network computers,

Connecting to your network and applying settings...

Figure 16: Selecting the location of your network

After Windows prepares your network, you will be asked to
decide what you want to share on the network. Choose
from Pictures, Documents, Printers, Music, and Videos
(Figure 16.) When you click Create Now, your network will

be set up with the choices you made (Figure 17.)
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=E)

<& % Create a Homegroup

Share with other home computers running Windows 7
Vour computer can share files and printers with other computers running Windows 7, and you can

stream media to devices using a homegroup. The homegroup is protected with a password, and
you'll always be able to choose what you share with the group.

Tell me more about homegroups

Select what you want to share:

[¥] Pictures [7] Documents

[¥] Music [¥] Printers '

[¥] Videos

Figure 17: Selecting shared items for your HomeGroup

Now your HomeGroup is nearly set up. All you need is the
password, which allows other computers, running
Windows 7, to connect to your HomeGroup. Figure 18
shows the screen where you are given your password. You

can view this password whenever you need by going to the

Network and Sharing Center.
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() &% Creste a Homegroup

Use this password to add other computers to your homegroup
Before you can access files and printers located on other computers, add those computers to your

homegroup. You'll need the following password.

Write down this password:

na37Gr61BZ
Print password and instructicns

¥ you ever forget your homegroup password, you can view or change it by opening HomeGroup in
Centrol Panel.

How can other computers join my homegroup?

Figure 18: Your HomeGroup password

4.6.2 Joining Your HomeGroup with Another
PC

Now you’ve set up your HomeGroup, you can join other
computers to it. To join your current HomeGroup, go to

your second PC and:

1. Connect to the same network (wireless or wired) on
which the current Windows 7, HomeGroup-enabled

PC is connected.
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2. You will be prompted to join the HomeGroup. Click
Join Now.

Do you want to join a homegroup?

_has created a homegroup on your network,

A homegroup links computers on your home network so that you can
share pictures, music, videes, decuments, and printers. The homegroup is '[;

5

protected with a passwerd, and you'll always be able to choose what you -
share with the group.

Tell me more about homegroups @ '/‘w
Change advanced sharing settings .
3. Type in your HomeGroup password

Type your homegroup password

A password helps prevent unauthorized access to homegroup files and printers. You can get the
password from the person who set up your hemegroup.

Where canIfind the hemegroup password?

Type the password:
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4. Now you can decide what you would like to share,
from your PC, on the HomeGroup
_ has created a homegroup that you can join

A homegroup links computers on your home network so that you can share pictures, music,

videos, documents, and printers. The homegroup is protected with a password, and you'll always
be able to choose what you share with the group.

Tell me more about hemegroups

Select the libraries and devices you want to share with your hemegroup:
B =
PMusic Printers ’ Q
- <
o4
| %
[¥] Videos |

Join now Cancel

5. After sharing your files, your PC is now part of the
HomeGroup.

[¥] Pictures [1 Documents

You have joined the homegroup

You can begin accessing files and printers shared by other people in the homegroup.

How can I access files and printers on other computers?
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4.6.3 Accessing Files Shared on the

HomeGroup
To access files shared on your HomeGroup:

Open Windows Explorer (#+E.)
In the left-hand pane, you should now see your
HomeGroup files. Click on the links to access the

shared data.

o Libraries
B Documents
o' Music
i=| Pictures

E Videos

£2, Homegrou

: I
B Documents
J' Music

= Pictures

E Videos
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4.7 Device Stage

Device Stage is a new technology that helps you interact
with any compatible device connected to your computer.
Device Stage lets you see device status and run common

tasks. This a current list of products that take advantage

of Device Stage.

Device stage is designed to take the pain out of adding
new devices to your computer and have them working
almost instantly. Many people wonder why it is so hard to
recognize a device plugged into a machine. Simply put,
Windows cannot interact with all these devices instantly
because they all work differently; Windows needs drivers
for these devices to communicate with them properly.
Device stage will install drivers when you plug a new
device in or go out to Windows Update to get the
necessary files. | am very impressed with Device stage. |
plugged in my LG TV and not only did it recognize it as
such, but it changed my PC’s resolution to the TV’s native
resolution of 1920 x 1080 without me clicking the mouse

once.


http://www.microsoft.com/windows/windows-7/devices.aspx�
http://www.microsoft.com/windows/windows-7/devices.aspx�
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Essentially, device stage should alleviate the need for bulky
third-party applications that were required, in the past, to

access your devices.

4.8 Action Center

Windows Action Center is an improved version of Vista’s
Security Center. The action center alerts you to problems
with your PC and lets you know how you can resolve them.
Notifications are delivered through the notification area
(Figure 19.)
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2 important messages

3 total messages
Windows will install updates as scheduled
(Impeortant)

View firewall options (Important)

'@' Back up your files

Open Action Center

= |56 <l O ‘:

Figure 19: Action Center notifications

Figure 20 shows the action center, which gives you alerts
about virus protection settings, Windows update, and

more.
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=)

\_/\_/ [+ Control Panel » System and Security » Action Center BERAE

Control Panel Home .
Review recent messages and resolve problems

Change Action Center settings  #Action Center has detected one or more issues for you te review.

) Change User Account Control
Stting= Security (v)
View archived messages

View perfermance infermation Network firewall (Important)

Windows Firewall and ESET Personal firewall both report that | View firewall options

they are tumed off.

Turn off messages about network firewall

m

Maintenance (v}

Windows will install updates as scheduled (Important)

Installing updates might cause your computer to restar, so please

save your work. These updates will be installed at 3:00 AM 8/27,/2009,
or the next time you shut down your computer,

Turn off messages about Windows Update reminders

Back up your files
Ee=REy The last backup was cancelled.

Backup and Restore Backup date: §/26/2009 4:25 AM L
Windows Update Turm off messages about Windows Backup

Windows Pragram

Compatibility Troubleshoot
ompatibility Troubleshooter ¥ you don't see your problem listed, try one of these:

Figure 20: The Windows Action Center
The Action Center deals with both security and
maintenance.
4.8.1 Action Center - Security

The security section of the Action Center deals with anti-

virus software and spyware protection, firewall settings,

UAC, and more. This is your one-stop solution to ensuring
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your computer is secure. Figure 21 shows the settings that

are monitored.

Metwork firewall On

@& Windows Firewall is actively protecting your computer.

Windows Update Mot automatic

W

Windows Update is set to check with you before downloading and installing updates,

Virus protection Mot found

Windows did not find antivirus software on this computer,

Spyware and unwanted software protection On

i Windows Defender is actively protecting your corputer.

Internet security settings oK

All Internet security settings are set to their recommended levels,

User Account Control On
UAC will netify when programs try to make changes to the computer,

Adjust UAC settings

Metwork Access Protection Off
Metwork Access Protection Agent service is not running

What is Network Access Protection?

Figure 21: Action Center - Security alerts

4.8.2 Action Center — Maintenance

In a similar fashion to the security section, the Action

Center also ensures your computer is maintained and
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deals with backup, updates, and more. Figure 22 shows

the areas the Maintenance section is responsible for.

Maintenance (~)
Check for solutiens te preblem reports On

Check for selutiens | Privacy policy | Settings | View system history
Windows Backup Mot set up

'&' Set up backup

Check for updates Mo Acticn Needed
Windows Update dees not require any acticon.

Help

Troubleshooting: System Maintenance Mo action needed
Windows is actively checking your system for maintenance problems,

Change troubleshooting settings

Figure 22: Action Center - Maintenance alerts

4.8.3 Action Center — Troubleshooting

One great feature bundled with the Action Center is
troubleshooting. If you are having problems with your
computer, open the troubleshooting component and
Windows will run tests to determine why the problem

exists and how it can be fixed.
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To test the troubleshooter, | decided to let Windows find

out why | cannot run Aero in a virtual environment. To

troubleshoot a problem:

1. Click the Start button, type action, and click on

Action Center.

| action

Z2ICIE

2. Scroll down and click on 7roubleshooting.

! Troubleshooting
' Find and fix problems

3. Click Yes if you would like to get the latest

troubleshooting updates.

/&, Do you want the most up to date content available for troubleshoot...

By choosing yes, you will have access to the latest online troubleshooters and receive
notifications for solutions to known problems.

Read the privacy statement online [ Yes ] [ Nao

)
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4. Locate the issue you are having (in this case:

Display Aero desktop effects.)

Appearance and Personalization
'@' Display Aerc desktop effects

5. Windows will now determine why you are having

the problem.

<) E| Aero

Detecting problems

Checking video card capabilities...

Cancel
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6. In this case, Windows determined | need to update
my drivers.
. =
) & Aero

Update the driver for your video card

The current vides card may support Aera if the video card driver that is compliant with the
Windows Display Driver Model (WDDM), Contactthe video card vendor for the latest WDDIM-
compliant driver for the video card.

Update video card driver
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7. Windows may continue to detect problems.

(& &| Aero
Detecting additional problems
Checking video card driver settings...
—_—

8. Windows has found the exact problem: my graphics

card (a generic VMware card) is not compatible with
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Aero.
u | Aero

Troubleshooting could not fix the problem

Problems found
Video card driver doesn't support Aere effects Mot fixed 23
2 Explore additional options
2 Close the troubleshooter

View detailed infermation

Cancel

The Action Center is great and a move in the right
direction. Computers will never completely fix themselves,

but letting you know what the problem is helps greatly.

4.9 Internet Explorer 8

Internet Explorer 8 is Microsoft’s latest web browser,
which comes packed with many new features. Below is an
explanation of how to get IE8 up and running and a

breakdown of some of the best features.
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4.9.1 Configuring IE8 for the First Time
When you first launch IE8, you are presented with some

questions. I've put together a simple step by step and
explanation of the initial setup:

1. Click on the IE8 icon on the Taskbar.

2. You will see the initial setup screen. Click Next.

Set Up Windows Internet Explorer 8 @

Welcome to Internet Explorer 8

Internet Explorer 8 helps you use the Internet even faster than before.

New features like search suggestions retrieve information as you type,
and Accelerators let you preview online services just by pointing your
mouse at them.

Learn about these new features and how te manage their settings

Read the Internet Explorer Privacy Statement online

[ Mext ][ Ask me later ]

3. Choose whether you want suggested sites or not.
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Set Up Windows Internet Explorer 8

Turn on Suggested Sites

Do you want to discover websites you might like based on websites
you've visited?

0 Yes, turn on Suggested Sites
@ No, don't turn on

Suggested Sites is an online service that uses your browsing history to make personalized
website suggestions., You can turn off Suggested Sites at any time.

Read the Internet Explorer Privacy Statement online

[esck | [ mex ] [ conce

4. | recommend choosing Custom Settings.
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Set Up Windows Internet Explorer 8 @

Choose your settings

Before you get started, do you want to:

) Use express settings
Search provider: Live Search
Accelerators: Blog with Windows Live, Map with Live Search, E-mail with Windows Live,
Translate with Live Search
Smart Screen Filter: Enabled

Compatibility View: Use updates

@ Choose custom settings
Review and modify each setting individually.

Read the Internet Explorer Privacy Statement online

| Back || Net || cancel

5. If you want a custom provider, click Show me a

webpage after setup to choose more search
providers.
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Set Up Windows Internet Explorer 8

Choose a default search provider

Search providers enable you to search for information on the Internet.
Your current default search provider is: Live Search
Keep my current default search provider

@ Show me a webpage after setup to choose more search providers

Read the Internet Explorer Privacy Statement cnline

(oo | [ e | [ conea ]

6. If you want to set up more accelerators, click Show

me a webpage after setup to choose more
Accelerators.
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Set Up Windows Internet Explorer 8

sl

Choose your Accelerators

Use Accelerators with text selected from a webpage to quickly map
addresses, define words and more.

Tell me about Accelerators

7 Keep my current Accelerators:

Blog with Windows Live, Map with Live Search, E-mail with Windows Live, Translate with
Live Search

Show me a webpage after setup to choose more Accelerators

Turn off all Accelerators that are included with Internet Explorer

Read the Internet Explorer Privacy Statement cnline

[Cosck ] [ nee ] [ Conce

7. Smart Screen Filter helps protect you from

malicious websites.
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Set Up Windows Internet Explorer 8

Turn on SmartScreen Filter

SmartScreen Filter can help protect you from malicious software,
fraudulent websites, and online phishing scams.
& @ Turn on SmartScreen Filter (recommended)

Some website addresses will be sent to Microsoft to be checked. Infermation received
will not be used to personally identify you.

& © Turn off SmartScreen Filter

Website addresses will not be sent to Microsoft unless you choose to check them.

Read the Internet Explorer Privacy Statement online I Back l[ Mext ][ Cancel

8. You can choose to use compatibility updates.
These updates make websites, designed for older

browsers, look better.
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Set Up Windows Internet Explorer 8 @

Compatibility Settings

Do you want to use Compatibility View updates?
@ Yes, Iwant to use updates

2 No, Idon't want to use updates

Compatibility View helps make websites designed for clder browsers look better in
Internet Explorer 8. You can stop using Compatibility View updates at any time.

Read the Internet Explorer Privacy Statement online

| Back || Finish || Concel

9. Click Finish and you are ready to go.

4.9.2 Web Slices

Web slices are used to save ‘snippets’ of your favorite web
pages and show you just the parts you want to see. These
can be really useful when you follow some websites that

are updated frequently. See the selection of Web Slices

here.


http://www.ieaddons.com/en/webslices/�
http://www.ieaddons.com/en/webslices/�
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An example of a Webslice: MSN News Slideshow:

& | http://www.msn.com/rss/ief_slideshow.aspx

B H[g MSN Slideshow v] £ | Suggested Sites v @ | Get More Add-ons =

ideshow
What a Mess! Objects =
Around Earth Stack Up
Artist's rendition shows
. 12,000 pieces of space
N Slide: junk;, satellites & more
. Debris falling in Texas could i
s = be from satellite collision I
imaon Fe¢ J
ed in Int
Subscril
Slidesl
— & {1 -

4.9.3 Accelerators

Accelerators help you perform common tasks, such as
online search and mapping, with ease. Download

accelerators here and install the ones you want to use.

Then, when you are browsing, simply highlight some text

and click the accelerator arrow to perform a task.


http://www.ieaddons.com/en/accelerators/�
http://www.ieaddons.com/en/accelerators/�
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I top Windows Defender Running in

Blog with Windows Live
E-rnail with Windows Live
Map with Live Search
Search with Live Search
Translate with Live Search

All Accelerators L
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Adding new accelerators is easy; click the accelerator you

want and click Add.

Aodd Sccelerator

A | Do you want to add this Accelerator?

Mame: "Share on Faceboolk™”
From; www.ieaddons.com
Destination:  www facebook com
Category: Share Accelerator

==

[ Malce this my default provider for thiz Accelerator Categony

Add

] [ Cancel

|@|

websites you trust.

Accelerator names can be misleading. Onby add Accelerators from

-

4.9.4 Quick Tabs

Quick tabs show you all currently open tabs at a glance to

help you select the page you need.
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gglv & About | Windo... | & Windows Tool... | & Windows Foru... | & Competitions|.. | & Best Winde... X | B~ B v & v Pagew Sofety~ Too

About | Windows Tools, Help & Guides % Windows Tools, Help & Guides | Seven, ... X Windows Forums « Index page x

4.9.5 Improved Search

Search has been greatly improved, with smart suggestions
and even inline search (absence of a pop-up search

window)—a feature I’ve taken for granted in Firefox.

Enter your query in the search bar and receive customized
results and suggestions depending on the current search

engine in use.
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NEZE nsows toold N
Live Search Suggestions
windows tocls
E History

Windows Tools, Help & Guides | Seven, Vista,...

Find...

(&2

Inline search helps you find the key phrases you are
looking for, without the hassle of a pop-up search box.

X Find: | windows | previeus nest | [F] Optiens = | 7 matches

77 Windo

£y Home % BestOf Fonts g Freeware | lcons 3 Screensavers

I About |:

Windows
Windows Guides is designed to help you customize Windaws Vista or XP. Learn how to customize Abmut
loaks, improve performance, and enhance usability. Join the community and learn more.

[ Announce

4.9.6 InPrivate Browsing

InPrivate Browsing helps prevent Internet Explorer from
storing data about your browsing session. This includes

cookies, temporary Internet files, history, and other data.
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Toolbars and extensions are disabled by default.

‘€ Best Windows Freebies and Guides 10 [January 2009] | Best of

@U - m& http://mintywhite.com/tech/be

4.9.7 Automatic Crash Recovery

If IE8 crashes while you are using it, you won’t lose your
current tabs; IE8 recovers your browsing session

automatically.

-

Windows Internet Explorer @

Your last browsing session closed unexpectedly

% Restore your last session
Recpens all tabs that were cpen when your browser
closed.

< Go to your home page
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4.10 Geographic Location

Many programs in Windows 7, such as Firefox, will utilize
your geographic location. This location will be used in a
variety of ways including letting people know where you

are when you send emails and take pictures, etc.
To set your default geographic location:

1. Click the Start button, type /oc, and click on Default
Location.
2. From this screen, you can set your default location

settings.
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Lo o s

@Qv <« Default Location - | 3 | ‘ Search Control Panel 2|

Enter a default location -

You can provide a default location for programs te use when a location sensor, such as a GPS receiver, is not
available. This location can be used by all programs and users on this computer.

How is my privacy affected?

Zip/Postal code: 98989

m

Country/Region: | United States

'ZZ\:Z' More options

Enter your address to give programs a more precise location.

Address 1: 123 minty lane
Address 2:
City: Minty White Land

State/Province: m

< - [ | »

Delete information Cancel ][ ) Apply ]

3. When you are done, click Apply.

Now you are ready for maximum utilization as more

location-aware programs and services are released.
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4.11 Conclusion

Windows 7 has some excellent new features. Yes, there are
even more new features than | previously listed in this
chapter; however, | feel ones I've covered are the most

exciting and useful.

Windows 7 is Microsoft’s best operating system to date; |

am in no doubt about this statement. The future is bright.



Appendix A: Version History

0.1

0.1.1

0.1.2

0.1.3

0.1.4

0.2

0.21

14 Feb ‘09
28 Feb ‘09

24 March
‘09

25 March
‘09

30 June
‘09

17 July ‘09

24 August
‘09

First edition prepared
Grammatical changes

Finalized “RC1” Edition for preview
by readers

Fixed some consistency issues

Updated for Windows 7 RC
Consistency

Major rework of book: New guides,
formatting, grammatical changes,
style changes etc.

e Updated book for consistency
with Windows 7 RTM

e Added more guides

e Added appendicies

e New cover page

Get the latest version of the book here
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Donate

If you enjoyed this book, please consider making a

donation.


http://mintywhite.com/tech/announcements/donate-a-dollar-to-pay-for-next-years-web-hosting/�
http://mintywhite.com/tech/announcements/donate-a-dollar-to-pay-for-next-years-web-hosting/�

To get the full FREE (seriously, no cost - | just want you
to check out my Windows Guides site) version of this
book, please head here:

http://mintywhite.com/tech/books/
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Windows Vista

Customization Manual

Windows Vista
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