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| Introduction

Windows Server 2003 is the new and improved version of Windows 2000, offering new
features and functions that make administration of your network efficient and easier. If
you're moving to Windows Server 2003

from Windows NT, learning about Active Directory, Group Policies, and the other
management features may seem overwhelming at first, and in fact, the learning curve
can be quite consuming. This book helps you put the concepts and tasks you need to
understand into an orderly pattern, which will shorten your learning curve.

Is This Book for You?

This book is written for network administrators, IT professionals, and power users.
Throughout the book, the authors assume that the reader is familiar with basic networking
issues and jargon. In addition, all directions for performing tasks assume you're logged
on to your network with administrative permissions.

We wrote this book for the people who bear the responsibilities for managing
Windows networks. You can translate “managing” to include deployment, configuration,
and day to day administration.

Copyright 2003 by The McGraw-Hill Companies, Inc. Click Here for Terms of Use.
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a lot of features that were on my “wish list” as I worked with Windows 2000.

For administrators currently running Windows 2000 networks, deploying
this new version of Windows won’t present an onerous learning curve, because the
basics haven’t changed very much. For administrators currently running Windows NT
networks, this fine-tuned version of Microsoft’s corporate operating system is so filled
with administrative tools and controls that you've run out of reasons to stay with NT.

Windows Server 2003 is an evolutionary step from Windows 2000, and it offers

| windows Server 2003 Editions

Windows Server 2003 is available in the following four editions:

B Windows 2003 Standard Server

B Windows 2003 Enterprise Server (32-bit and 64-bit versions)
B Windows 2003 Datacenter Server (32-bit and 64-bit versions)
B Windows 2003 Web Server

In this section, I'll present an overview of the distinguishing features for each version.

Standard Edition

Windows Server 2003 Standard edition is suitable for most network chores. It supports
four-way symmetric multiprocessing (SMP), and 4GB of RAM. You can use Standard
edition for Network Load Balancing (but not for Cluster Services) and for Terminal
Server hosting.

In a large organization, this edition is perfect for file services, supporting Distributed
File System (DFS), Encrypting File System (EFS), and Shadow Copies. You can also use
Standard edition for Remote Installation Services (RIS), and for web services. This
edition can run all network management services, INET application services, and
multimedia. You can use Standard edition as an all-purpose server for departmental
and small-site locations. For small organizations, Standard edition works well in any
role, from providing file and print services, to acting as a domain controller.

Enterprise Edition

Enterprise edition is “muscled up” to meet all the needs of businesses of all sizes.
It supports eight-way SMP, 32GB of RAM in the 32-bit version, and 64GB of RAM
in the 64-bit version. It supports server clusters, handling up to eight nodes.

Its ability to scale makes it a good choice for any role in a large organization,
offering a solid base for applications, web services (especially if you need web clusters),
and infrastructure management.
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Note | Enterprise edition replaces Windows 2000 Advanced Server.

Datacenter Edition

The powerhouse of the Windows platform, Datacenter edition supports 32-way SMP
in the 32-bit version, and 64-way SMP in the 64-bit version. It can handle 64GB RAM in
the 32-bit version, and 512GB RAM in the 64-bit version. Eight-node clustering is built
in. As with its Windows 2000 version, Datacenter is available through OEMs who
participate in the Datacenter program, and who provide support.

Web Edition

This new Windows product is built to develop and run a web site. It includes IIS 6.0,
and other components that let you host web applications, web pages, and XML web
services. You cannot use Web edition to run web server farms that require clusters.
Nor can you install any network management services, such as Active Directory, DNS
services, or DHCP services. Web edition is not available as a retail product; you must
purchase it preinstalled from an OEM, or from a Microsoft System Builder partner.

___| Brand New in Windows Server 2003!

If you've been running your enterprise on Windows 2000, you'll find a lot of new
features, some of which are subtle improvements on existing features, and others that
are brand- spanking new. If you've been running a Windows NT enterprise, because
you adopted a “wait and see” attitude about Windows 2000, the new features in
Windows Server 2003 should reassure you that upgrading provides more power to
your users, and to you as an administrator. In this section, I'll present an overview of
the versions and new features available for Windows Server 2003. Detailed instructions
for using the features mentioned here are found throughout this book.

New Remote Administration Tools

Windows Server 2003 offers several tools that make it easier for you to manage servers
and domains remotely. You can view, change, or troubleshoot server-based services, and
domain settings, from your own workstation. In addition, you can delegate specific
tasks to other members of your IT department, and let them manage aspects of your
enterprise from their own workstations, or from a help desk center.

RIS Now Deploys Servers

Previously, RIS was only available for client/workstation versions of Windows. With
Windows Server 2003, you can use the new NET RIS functions to roll out all versions
of Windows Server 2003 except Datacenter.
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Remote Desktop

Remote Desktop was actually introduced in Windows 2000, when Microsoft divided
Terminal Server into two distinct applications: Administrative mode and Application
mode. Administrative mode provided two free Terminal Server licenses on a server, so
that administrators could access the server to perform administrative tasks. Application
mode provided the standard Terminal Server tools for running applications on a server.

Now, in Windows Server 2003, Terminal Server is used only for running applications,
and a new component, Remote Desktop for Administration, is built in to the operating
system. Because it’s a component, and not a separate application, there are no licensing
issues, so as many administrators as you care to designate can manage your Windows
Server 2003 computers remotely.

The client-side software (called Remote Desktop Connection) is built in to Windows XP
(the client member of the Windows Server 2003 family). For versions of Windows earlier
than XP, you can install the client-side software from the Windows Server 2003 CD, or from
a network sharepoint that contains the Windows Server 2003 installation files.

Configuring a server for remote access takes only a few mouse clicks. All Windows
Server 2003 servers have a local group called Remote Desktop Users Group, to which
you can add users and configure security. See Chapter 3 for a full discussion of setting
up and using Remote Desktop for Administration.

Remote Assistance

Your help desk personnel will tell you that often the best way to help a user is to go

to the user’s workstation (or send someone else). Sometimes the problem is just too
complicated to walk a user through the solution, and sometimes the user needs
detailed instructions that would take forever if you have to wait for the user to find the
appropriate dialogs or menu options. Remote Assistance provides a way to work on a
remote user’s computer without leaving your own desk. Remote Assistance works in
either of two ways:

B A novice user requests help from an experienced user.
B An experienced user provides help to a novice user without receiving

a request for help.

When a support person connects to a user’s machine with Remote Assistance, the
support person can view the user’s screen and even use his own mouse and keyboard
to control the user’s computer. To add to all of this convenience, Remote Assistance
provides a chat feature and a file exchange function. To use Remote Assistance, the
following criteria must be met:

B The computers must be running either Windows Server 2003 or Windows XP.

B The computers must be connected over a LAN or the Internet.



Chapter 1: Introducing Windows Server 2003

This means your support personnel who are working on Windows XP workstations
don’t have to go to a Windows Server 2003 computer to provide assistance to users.

Requesting Help A user working at a computer running Windows Server 2003
or Windows XP can request help from another user running Windows Server 2003 or
Windows XP. Remote Assistance requests are enabled by default in Windows XP, so
any users running Windows XP can request assistance from any experienced user
running Windows Server 2003 or Windows XP. On computers running Windows
Server 2003, you must enable the Remote Assistance feature in order to request help.
A group policy is available for enabling and disabling requests for Remote Assistance,
on both the domain/OU level and on the local Windows Server 2003/ Windows XP
computer. You can find the policy at Computer Configuration\ Administrative Templates\
System\Remote Assistance.

| To open the local group policy editor, choose Start | Run and type gpedit.msc.

If the group policy is not configured, you can enable or disable the feature in the
System Properties dialog (right-click My Computer and choose Properties). Move to
the Remote tab and select the option Turn on Remote Assistance and allow invitations
to be sent from this computer. Click Advanced to open the Remote Assistance Settings
dialog, in which you can do the following:

Remote Assistance Settings E|

You can et limits for the use of Remate Azsistance on this computer.

Femate cortral

[]llow this computer to be controlled remotely

Invitations

Set the maximum amount of time invitations can remain open.

20 ¥ |  |Days v|

[ ak. l [ Cancel

B Enable or disable the remote control feature.

B Set a limit for the amount of time a request for assistance is valid.
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| If the group policy is enabled or disabled, instead of Not Configured, it takes precedence
over the settings in the System Properties dialog.
To request help, take the following steps:

1. Click Start and choose Help and Support.

2. In the right pane, click Remote Assistance, which is under Ask for Assistance
in Windows XP, and under Support Tasks in Windows Server 2003.

3. Click Invite someone to help you.

The system opens Outlook Express or Outlook, depending on which application is
the default e-mail program, to send the request. The requesting user enters the recipient’s
e-mail address, or opens the address book to select the recipient.

| If you're not using Outlook or Outlook Express, the process fails. This feature doesn’t
: work with any other e-mail software, including the popular Eudora.

If both users are working at computers running Windows XP, and both users are
also signed in to Windows Messenger, the requesting user can use an instant message,
instead of e-mail, to request help.

Once the Remote Assistance connection is made, the support person (the invitee)
has access to the computer of the user (the inviter). If the user gives permission, the
support person can take control of the user’s computer, and perform any task that the
user could perform. (Not only must the user specifically give permission, but group
policies, or the settings in the System Properties dialog, must support the “take
control” feature.)

Offering Help Without an Invitation A user doesn’t have to go through all the
steps in the GUI to request help—she can pick up a telephone (or yell down the hallway)
to contact your help desk. Then, the support person can directly connect to the user’s
computer with the Remote Assistance feature. In fact, the support person can use this
direct connection feature to connect to a computer even if no request (e-mail or verbal)
for assistance exists. Because accessing another computer can be a risky activity, the
process fails unless you’'ve enabled the feature with a group policy.

The group policy is called Offer Remote Assistance, and you can enable it on a local
computer by opening the local GPE (enter gpedit.msc in the Run dialog) and expanding
the console pane to Computer Configuration\ Administrative Templates\System\
Remote Assistance.
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Setting | Explain

Introducing Windows Server 2003

ﬁ[ Ofter Remote Azzsistance

() Mat Configured
(5) Enabled
() Dizabled

Permit remate control of this computer:

|ﬁ-‘n.||0w helpers to remotely control the comp »

Frevious Setting

Supparted or: At least Microzoft Windows =P Professional

OK

][ Cancel ][

Apply

]

Specify whether the remote user can take control of the computer or merely view
the screen. Then click Show, and add the names of groups or users who can access the
computer with Remote Assistance. Use the format Domain\UserName or Domain\

GroupName.

Note | Offer Remote Assistance doesn’t work unless the Solicited Remote Assistance policy is
also enabled.

Even with the policy enabled, when a support person attempts to connect to a user’s
computer, the user must give explicit permission in order to complete the connection.
The support person takes the following steps to establish a Remote Assistance

connection:

1. Click Start and then click Help and Support.

2. In the Support Tasks section, click Tools.

3. In the left pane, click Help and Support Center Tools.

7
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4. Click Offer Remote Assistance.

5. Enter the name, or IP address, of the target computer, and click Connect.

[l Help and Support Center Taals
[ My Computer Information
[F1 Remate Assistance
[21 OFfer Remiote Assistance

[E1 Metwork Diagniostics

< cﬁ = [:1_\'

4
Add to Favarites  Change Wiew  Print... Locate in Contents

Offer Remote Assistance

With Remote Assistance, you can offer help to a local area nebwork
user if wou have administrative privileges and know the computer name
or IP address, When you start Remote Assistance, yvou can view the
user's screen, chat in real time, and work From a remote locakion on the

[ advanced System Information Usetsanpintes

[3 System Configuration Uity Type or paste the computer name or IP address:

= o=

[ Command-line reference A-2

I3 Windows interface administrative bool reference
| ¥

No Browse button exists, so you must know the computer name or IP address.

Manage Headless Servers

Remotely administered server support is a new feature that lets you install and manage
headless computers, which are computers that lack monitors, VGA display adaptors,
keyboards, or mice. Many companies have hundreds, or even thousands, of servers,
and it isn’t unusual to find “server rooms” filled with rows of computers.

Computer manufacturers now build computers that contain BIOS sets that let the
computer boot, without error, in the absence of basic components such as input devices
or video controllers. (This is the beginning of the end of our favorite BIOS message:
Keyboard error, press F2 to continue.)

Installing headless servers means you don’t have to spend money for keyboards,
monitors, or mice, or even for KVM switches and cable. Even more important, you
don’t have to worry about providing the desktop real estate to hold all those hardware
components.

New Active Directory Features

Windows Server 2003 introduces new features and functions to AD and the Group
Policy Editor. Of course, if you're coming to Windows Server 2003 from Windows NT,
all the AD and group policy features are new to you. You can learn about AD in
Chapter 19 and group policies in Chapter 22, so in this section, I'll simply present an
overview of some of the new features.
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New Ways to Navigate and Manage Active Directory

It's now easier to find and manipulate AD objects. The search functions are improved,
so finding what you need is not just easier, it’s also faster. The search capabilities depend,
of course, on the amount of information you enter when you're setting up AD objects.
For example, if you enter information about a user’s work environment (department,
division, name of manager, and so on), you can search on those filters.

To manipulate objects in AD, you can select multiple objects simultaneously and
modify their properties in one fell swoop. Additionally, you can drag and drop objects
between containers. This is a nifty way to add users (or groups) to a group.

Administrators can now impose AD quotas to limit the number of objects a user,
group, or computer can own. Domain Administrators and Enterprise Administrators
are exempt from quotas.

You can redirect the default location for user and computer accounts. Moving these
accounts from the Users and Computers containers into OUs means you can apply
group policies.

You can now create a DC by restoring a backup from an existing DC. This is an
incredibly efficient way to deploy a domain (see Chapter 18 for details).

Saved Queries
Active Directory Users and Computers now sports a Saved Queries folder in the console
pane, and you can use it to create, save, and edit queries. This eliminates the need to design
custom ADSI scripts that perform queries on AD objects. Saved queries are a quick way to
access a set of directory objects when you need to manipulate or monitor them. You can
copy your customized queries to other Windows Server 2003 DCs on the domain.
Creating a saved query starts with right-clicking the Saved Queries folder and
choosing New | Query. Name the query and, optionally, provide a description.

Mew: Query,

Description:

Luery roat;

i..\iven&east | l Browse.. ]

Include subcontainers

Guery string:

Define Quary...

Cancel




10 Windows Server 2003: The Complete Reference

Then, create the query using the tools in the New Query dialog. Click Browse to
select the container you want to use as the query root.

Browse @&l

Select the container you want to search.

= B ivenseast
(€8] Accounting
-1 Builtin
-2 Computers
-] Domain Controllers
L

2

L

L

2

L

£

#1-[_] ForeignSecurtyPrincipals
t-{4 Lah

£ LostAndFound

b1 NTDS Quotas

£~ Pragram Data

£ System

g

[ Ok ” Cancel ]

Click Define Query to define a common query based on Users, Computers, or
Groups (you cannot mix and match the object type).

o 5 .
=24 Find Common Queries

Find: |Enmmnn Luenies e |

Users | Computers | Groups|

Diefing the wanables of your query.

Mame: | v| | |
Dezcription: | v| | |
[ ] Disabled accounts

[ TMon expiting passwords

Davs since lazt logor; “

Application Directory Partitions
An application directory partition is a directory partition that is configured for limited
replication, replicating data only to specific DCs. After replication, each of the participating
DCs holds a complete replica of the partition.
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Both applications and OS services can store data in an application directory
partition, and the only restriction is that an application directory partition can’t contain
security principals. Most of the time, an application directory partition is created by an
application, which manages the partition in addition to storing its data in the partition.
However, administrators can use the Ntdsutil command-line tool to manually create
application directory partitions, or manage partitions created by applications.

An application directory partition can be a child of a domain directory, or of another
application directory partition. For example, if I create an application directory partition
named AppsA as a child of my ivenseast.com domain, its DNS name is appsa.ivenseast
.com, and its distinguished name is dc=appsa, dc=ivenseast, dc=com. If I then create an
application directory partition named AppsB as a child of the first application directory
partition, its DNS name is appsb.appsa.ivenseast.com and its distinguished name is
dc=appsb, dc=appsa, dc=ivenseast, dc=com. You can see that the hierarchical logic
of these partitions makes it easy to manage them.

You can also establish an application directory partition as the root of a new tree in
an existing forest. For example, ivenseast.com is the root of the only domain tree in my
forest. I can create an application directory partition with the DNS name appsc and the
distinguished name dc=appsc. This application directory partition isn’t part of the
same tree as ivenseast.com; instead, it’s the root of a new tree in the forest.

| You cannot make a domain directory partition a child of an application directory
partition.

The benefit of this feature is obvious: it reduces replication traffic across the forest.
Additionally, you can replicate data only to DCs where the data is useful to the users who
connect to those DCs, which means intersite replication can be drastically reduced.

Improved Replication

Windows Server 2003 has changed the way the AD database and the global catalog
are replicated, using a new paradigm called linked value. When attributes change in the
global catalog, only the changes are replicated. For example, after changes, individual
group members are replicated, instead of treating the entire group membership as a
single replication unit. In addition, new algorithms make replication processes faster
and more efficient, working across multiple sites and domains within forests.

Rename AD and Domains

Windows Server 2003 lets you change a domain’s DNS and NetBIOS names. Previously,
renaming a domain required you to create a new domain, and then migrate all the
existing domain objects to the new domain. This new feature is a welcome addition to
administrators in companies that are involved in mergers and acquisitions. In addition,
this is a great tool for administrators who decide to separate the internal infrastructure
from the Internet by creating separate DNS names (a good security scheme).
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Availability and Reliability Improvements

We're all trying to get to “four nines,” and Windows Server 2003 introduces some
tools to help.

Automated System Recovery

Floppy disk-based recovery procedures have become more and more difficult to
implement in Windows. The last “workable” (and I use the term loosely) floppy disk
recovery process was the Emergency Repair Disk (ERD) in Windows NT 4. Windows
2000 also provided a way to create an ERD, but the size of the data files made it
almost useless.

Automated System Recovery (ASR) is a floppy-based recovery tool, but unlike the
ERD, the ASR is linked to a related backup of the files required to start Windows. You
can store this backup on a local tape drive or a locally attached removable disk. See
Chapter 26 for details.

Emergency Management Services

Emergency Management Services (EMS) provides a mechanism to manage servers
when the operating system is not functional. When a server is operating normally, you
can manage it remotely with the regular administrative tools provided with Windows
Server 2003. Remote management of servers with these tools is called in-band management,
or working with an in-band connection. In-band connections include NICs, modems,
ISDN, and other familiar devices.

When an in-band connection is unavailable, you can use EMS to access and administer
a Windows Server 2003 computer. This is referred to as working with an out-of-band
connection, which doesn’t even require operating system network drivers. You can even
use an out-of-band connection to troubleshoot a server that isn't fully initialized and
functioning. Most of the time, you can do this remotely, as long as the server is equipped
with out-of-band hardware (headless servers fit this description). In fact, the only time
you ever have to travel to the server is when you need to install hardware.

EMS works in terminal text mode, not the GUI, so you can use this tool with a wide
range of communication media (the most common are serial ports), through standard
out-of-band tools such as terminal emulators. Of course, this also means you can use
EMS with other platforms, such as UNIX and Linux.

User State Migration Tool

When you're deploying Windows Server 2003 as an upgrade, the User State Migration
Tool (USMT) captures existing settings, files, and documents. You won’t have to
reconfigure those settings.
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Program Compatibility

Windows Server 2003 offers two tools designed to help you run legacy software: the
Compatibility Wizard, and Program Compatibility Mode. These tools are especially
useful for in-house programs that have hard-coded references to Windows versions
(alas, an all-too-common programming paradigm).

The wizard walks you through the steps required to test a program for Windows
version compatibility. When the compatibility mode is set (for example, the program
is most compatible with Windows 9x), the program will start in that mode every time.
You can also run the Program Compatibility Wizard on the setup file for a program.

Program Compatibility Mode performs a similar task, but omits the wizard in favor
of working directly on an executable file. In Windows Server 2003, all executable files
have a new Compatibility tab in the Properties dialog (see Figure 1-1). You can use the
options to adjust the Windows version, video settings, and security settings. Chapter 3
has detailed instructions for getting the most out of this feature.

IMGMGR. EXE Properties

| "Generall Compatibility iéecurity_ Summaly

If you hawve problems with this program and it worked corectly on
ah earlier version of Windows, select the compatibility mode that
matches that earlier verzsion,

Compatibility mode

Fun thiz program in compatibility mode far:
[

Settings
[] Run in 255 colars
[] Run in 640 » 480 screen resolution

[[] Dizable wizual themes

Uzer account privileges

[] Allaw nan-adrinistrators ta run this progranm

Learmn more about program compatibility.

[ (1] 4 ][ Cancel ][ Apply ]

Figure 1-1. Programs that used to work will still work with the tools on the
Compatibility tab.

13
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Volume Shadow Copy Service

A volume shadow copy is a point-in-time replication of a document folder. You can
configure the service to create a set of copies, which is the current state of every
document in the folder (including documents currently in use). Each set is discrete,
bearing the date and time of its replication. As users modify documents, they can
retrieve previous versions of those documents from the shadow copy. This is better
than simple backups for large, important documents that are worked on by multiple
users. (See Chapter 16 for more information.)

Resultant Set of Policies

One of the most frustrating aspects of Windows 2000 is the fact that I, like many other
administrators, eventually lost track of the policies I imposed on computers and users.
The group policy user interface doesn’t provide any way to determine what you did.
Windows Server 2003 includes a nifty tool called Resultant Set of Polices (RSoP) that
lets you see the effect of policy settings on computers and users. Finally, I have a way
to debug policies when users complain about inappropriate restrictions, or slow boots
due to too many policies. Even better, RSoP has a “planning mode” that shows you
the effects of policies before you apply them.
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throughout the enterprise. Before you start, however, you need to document
your current network configurations, and plan the method and timing of
the upgrade. Planning and preparation are the linchpins to a successful deployment
of Windows Server 2003, whether you're rolling out one server, one hundred, or one
thousand. You need to make sure your hardware, network configuration, and applications
will accept the new operating system without interrupting your company’s productivity.

Windows Server 2003 offers several methods for deploying the operating system

___| Hardware Requirements

No operating system runs properly if it’s installed on an underpowered machine, or on
a machine with unsupported hardware. Windows Server 2003 places some significant
minimum requirements on hardware. Table 2-1 describes the hardware requirements
for all editions. You'll find that the “minimum required” specification is woefully
inadequate for real-world applications, so recommended values are included, too.

Hardware Compatibility List

Microsoft’s Hardware Compatibility List (HCL) provides an extensive list of vendors’
products, including systems, clusters, disk controllers, and storage area network (SAN)
devices. To be included on the HCL, vendors must certify the fact that their hardware
supports Windows Server 2003.

The HCL is part of Microsoft’s Windows Hardware Quality Labs (WHQL) group.
Look for the current HCL at www.microsoft.com. In addition to reassuring administrators
of hardware compatibility, inclusion in the HCL means you’ll find drivers included in
Windows Server 2003. This is especially important for systems that use a custom HAL,
such as symmetric multiprocessing (SMP) hardware, or for systems that use complex
disk controllers.

Symmetric Multiprocessing Hardware

Symmetric Multiprocessing (SMP) hardware has been supported by Microsoft since the
earliest versions of Windows NT. SMP (sometimes called tightly coupled multiprocessing)
lets the computer share two or more processors, with each CPU sharing memory and I/O.

Clustering Hardware

A server cluster is a collection of computers that are closely tied together, running a
common group of applications, and appearing to the network as a single, cohesive

system. The computers in a cluster are physically tied together through high-speed
interfaces, and use special software to provide support for clustering the operating

system and applications.
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Enterprise
Web Edition Standard Edition Edition Datacenter Edition

Minimum 133 MHz (550 MHz 133 MHz (550 MHz 133 MHz (550 MHz 133 MHz (550 MHz
Processor recommended) recommended) recommended) recommended)
Speed (x86)

Minimum 1GHz 1 GHz
Processor

Speed

(Itanium)

Number of 2 4 8 32
Processors
Supported

Minimum 128MB (256 MB 128MB (256MB 128MB (256 MB 128MB (256 MB
RAM (x86) recommended) recommended) recommended) recommended)

Minimum 1GB (2GB 1GB (2GB
RAM recommended) recommended)
(Itanium)

Maximum 2GB 4GB 32GB 64GB
RAM (x86)

Maximum 64GB 512GB
RAM
(Itanium)

Minimum approx. 2GB approx. 2GB approx. 2GB approx. 2GB
Disk Storage
(x86)

Minimum approx. 4GB approx. 4GB
Disk Storage
(Itanium)

Table 2-1. Windows Server 2003 Hardware Requirements

Windows Server 2003 natively supports two types of clustering:

B Microsoft Clustering Services (MSCS) Requires tightly coupled hardware
and provides redundancy, failover, and shared applications and data across the
cluster. MSCS is available only on Enterprise and Datacenter editions.

B Network Load Balancing (NLB) Provides a way to balance IP traffic across
multiple servers. Unlike MSCS, NLB doesn’t provide for failover of applications
or data. NLB is available in all editions of Windows Server 2003.

In addition to NLB and MSCS, Windows Server 2003 can support a third type of
clustering, Component Load Balancing, which allows COM+ objects to be load-balanced
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across multiple systems. However, this method isn’t native in Windows Server 2003, and
requires the purchase of Microsoft Application Center 2000.

Note | See Chapter 24 to learn about clusters.

When selecting hardware for a clustering solution, keep the following in mind:

B Through the use of a new quorum resource called Majority Node Set, MSCS
no longer requires a shared quorum device. This means you can create a server
cluster with no shared disks (although the traditional cluster quorum mechanism
is still available).

B MSCS has been optimized for storage area network (SAN) devices.

B Unlike NLB in previous versions of Windows, NLB now supports multiple
network interface cards (NICs), allowing load balancing across multiple subnets
and allowing NLB systems to function as proxies or firewalls.

When selecting hardware for a clustering mechanism, especially MSCS, it’s important
to ensure that the server hardware and the physical interconnections between servers
and disks are supported by the operating system. Microsoft provides a list of Windows
Server 2003—compatible hardware clusters on the HCL.

Plug and Play Support

Microsoft’s client and server operating systems have supported the Plug and Play
(PnP) standards for detecting devices and installing corresponding drivers for some
time. Windows Server 2003 continues this support. You can use a variety of PnP
devices with the operating system, including both PCI and ISA bus cards.

If you have non-PnP devices in your system, Windows Server 2003 can use them.
However, you must ensure that the resources used by the device don’t conflict with each
other, or with the reserved resources in the computer’s BIOS. If you're already using one
or more non-PnP devices in an earlier version of Windows, and these devices are working
correctly, it’s probable that the devices will continue to behave nicely. However, you should
document those devices, including the current I/O address range(s), memory address
range(s), IRQ, and DMA channel (if applicable). This information might be useful later,
when you're configuring or reconfiguring devices in Windows Server 2003.

ACPI Issues

Advanced Configuration and Power Interface (ACP]I) is currently the standard for the
way PC-compatible hardware communicates with the system BIOS. Windows Server 2003
supports ACPI, but it may not support older systems that use older Advanced Power

Management (APM) methods. Be sure to check the HCL to avoid problems.
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___| Developing a Deployment Plan

Installing a new operating system into a production network is not a trivial effort.
Before you install or upgrade your first computer to Windows Server 2003, thoroughly
test the operating system in a lab environment, and have a clear, documented path of
the steps you need to take to deploy and control the operating system into your
production environment. This documented path is your deployment plan.

There are no hard and fast rules about content or length, but any good deployment
plan should be extremely detail oriented. Begin with basic information about your current
infrastructure and environment, the way your company is structured, and a detailed map
of your network, including protocols, addressing, and connections to external networks
(such as inter-LAN links and Internet connectivity). In addition, your deployment plan
should identify the applications used in your environment that might be affected by the
introduction of Windows Server 2003. This includes multitier applications, web-based
applications, and all components that will run on the Windows Server 2003 computer(s).

Once the components of your environment have been identified, the deployment
plan should address the specifics of your installation, including the specification of
your test environment, the number of servers that will be deployed, and the order of
deployment. Last but not least, your deployment plan should include the steps you
need to perform in the event that something goes wrong; developing contingencies
to counter potential deployment problems is one of the most important aspects of the
planning phase.

If you're having trouble identifying the full range of hardware, applications, and
data used in your enterprise, see if your organization has a business continuity plan
that includes IT resources. Many IT shops maintain a disaster recovery plan that
identifies specific steps that will be taken to restore servers in the event of a natural
disaster, and this can be a great location of information regarding current hardware
platforms, application versions, and locations of critical business data.

| While a document created with a word processor is fine for the written deployment
plan, if your environment is large or if you plan on deploying Windows Server 2003
computers over a period of time, consider tracking the progress of your deployment
using a good project management software product such as Microsoft Project.

Note | Your deployment plan should include a list of everyone directly involved with the
deployment process, and their roles. This lessens the likelihood of tasks being duplicated

or, worse, not being completed at all.

Document the Hardware

Determining whether your hardware will even support the fairly beefy requirements
of Windows Server 2003 is critical before you begin your installation. Because there are
so many requirements that affect compatibility with the operating system, you need to
document all existing systems on which you plan to install or upgrade the OS. Based
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on this analysis, you may find either that you need to upgrade components like RAM,
CPU, and disk space to support Windows Server 2003, or that the computer must be
replaced.

A hardware inventory sheet, on which you list the hardware specifications of your
candidate servers, can help you to identify any upgrades or hardware replacements
you need to make before deployment. Table 2-2 is a sample of a hardware inventory
sheet used to collect information about two candidate systems that are to be upgraded
to Windows Server 2003.

Use the information you collect in the hardware sheet, together with the information
in the “Hardware Requirements” section earlier in this chapter, to develop a hardware
upgrade or replacement strategy for your Windows Server 2003 installations.

Document the Network

Documenting network information in your deployment plan involves surveying every
aspect of networked communication in your organization. This includes not only physical
networking equipment, such as network adapters, cabling types, routers, switches, and
hubs, but also protocol configuration information, geographic sites, and logical topology.
To communicate with other hosts on your network, your Windows Server 2003
computer must utilize a compatible network addressing scheme, and must have

Computer Serverl5 Server22
Current Operating Windows NT 4 Windows 2000
System Advanced Server
Current Role Domain controller (PDC) Member server
Primary Function PDC, print server Database server
RAM 512MB (PC133 SDRAM) 2GB (PC2100 DDR)
CPu 1.2 GHz Pentium III 2.0 GHz Pentium 4
Disk Storage 40GB IDE (RAID-0) 18GB SCSI (RAID-5)
Network Interfaces 10/100 Mbps, (1) 1 Gbps 10/100 Mbps
HAL Architecture Non-ACPI uniprocessor ACPI multiprocessor
Upgrades Add second 1.2 GHz Upgrade to latest BIOS
Pentium III CPU
Upgrade to latest BIOS
Add 512MB RAM
Table 2-2. Sample Hardware Component Inventory Sheet
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a unique name. For the TCP/IP protocol, this includes documenting your current
subnets, available static IP addresses in each subnet, available DHCP servers, and
DNS namespaces. For network names, you should document the method your
organization uses to name servers on the network.

Note | Windows Server 2003 installs TCP/IP as the default and only protocol (on clean
installations). Other protocols can be bound to the same network adapters, however,
allowing you to (for example) run IPX/SPX to communicate with a NetWare network.

Your deployment plan should identify any connectivity between internal physical
networks, as well as connections to other metropolitan area networks (MANs) and
wide area networks (WANs). Documented features should include connection type,
bandwidth, and the type of data that travels across the link.

Regardless of whether you plan on upgrading your domain controllers to Windows
Server 2003, documenting your current domain structure will provide you with a good
overview of how individual Windows Server 2003 computers will fit into your network.
It will also allow you to more easily see the upgrade path of your domains and domain
controllers, should you be upgrading them as well.

Document the Software

Document your applications, including the name of each application running on
each server, current versions (including patch levels), and a brief description of the
software’s function. Also, in addition to more obvious business applications, make sure
that you include major services, such as SQL Servers, and less visible components, such
as third-party services and software management tools.

Document the Legacy Components

The term “legacy” is just a quaint way of saying “obsolete,” and it is a term that refers
equally to hardware, applications, protocols, and data. Legacy components usually
serve an important purpose across the enterprise, and there is often a good reason why
the legacy component hasn’t yet been eliminated or replaced. As it pertains to the
installation of Windows Server 2003, legacy components might include:

B Certain ISA or PCI cards, such as proprietary SNA cards for mainframe
connectivity or encryption host adapters, which are not supported by the
operating system. If these devices currently work on a Windows NT or
Windows 2000 server, there’s no guarantee that their device drivers will
work with Windows Server 2003.

B Older mass storage controllers, or controllers with a downlevel BIOS that are
not supported by the operating system. For example, if you've ever tried to
get an older version of a DEC/Mylex DAC960 RAID controller working with
Windows 2000, you know firsthand the kind of frustration this can cause!
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B Older 8-bit and 16-bit applications based on DOS or Windows 3.x. Although
Windows Server 2003 goes to great lengths to maintain backward compatibility
with older software, not every program will run correctly with this operating
system.

Prepare for Problems

In the real world, bad things happen. Even the best deployment plans don’t take into
consideration every possible problem that you might encounter when introducing
Windows Server 2003 into your environment. Perhaps a critical application was missed
when gathering information about the network, and the application fails to run on
Windows Server 2003. Or maybe an early ACPI BIOS is causing bizarre behavior on
one of your freshly upgraded domain controllers. Regardless of the specific problems
you may encounter, it’s important to identify the potential risks associated with each
stage of your deployment, and include contingencies in your deployment plan. You
need to ensure that you have a way to back out of the current stage, preferably by
restoring the environment to its previous state.

Risk can be handled either by taking problems into consideration before they happen
or by dealing with them after they happen. Of course, it’s not possible to document every
possible thing that can go wrong with your deployment and develop a contingency to
counter it. But, by including a list of potential problems and their solutions at each stage
of your deployment plan, you can proactively eliminate a lot of work, including those
terrible “it’s 2 AM. and I've been here 18 hours and my server won’t work and I don’t
know how to fix it” pangs of fear that occur when something goes horribly wrong.

Obviously, backing up everything is a prerequisite for deploying a new operating
system, but restoring backups shouldn’t be your only contingency plan. You should make
sure to include contingencies in your deployment plan for events such as incompatibility
with the hardware and applications included in your plan, and failed third-party drivers.

___| complete the Preinstallation Tasks

In this section, I'll go over a checklist of some of the tasks you should complete before
you begin the installation process.

Disconnect UPS Devices from Serial Port

During the setup phase of Windows Server 2003, the setup utility scans the system for
connected hardware. Unfortunately, UPS cables attached to a serial port can cause the
setup utility to hang. To prevent this, if you have a UPS attached to your computer
via the serial port, remove it until the Windows Server 2003 installation process has
completed.
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Know the Location of Files on the

Windows Server 2003 Installation Media
The Windows Server 2003 installation CD-ROM contains all the files that you'll need
to create and manage installations of the operating system throughout your enterprise.
Because there are a lot of installation files and deployment tools on the media, you

should be familiar with the location of files on the CD-ROM. Table 2-3 lists the contents

of the installation media (this table refers to the 32-bit installation media only).

Directory

\

\DOCS

\1386

\I386\ADMT

\I386\COMPDATA

\I386\DRW
\I386\LANG

Contents

AUTORUN.INF: Launches SETUP.EXE when the
CD-ROM is installed on a Windows-based computer
with the Autorun feature enabled.

README.HTM: Contains information regarding
compatibility and installation. Uses many of the files
in the \DOCS folder.

SETUP.EXE: Launches the setup program for
Windows Server 2003. Can only be used on
Windows-based computers.

Release Notes. This includes last-minute information,
troubleshooting steps, and compatibility information.

The installation files for the Windows Server 2003
operating system, including the WINNT.EXE and
WINNT32.EXE setup programs. Also contains
several subfolders with utilities.

Active Directory Migration Tool 2.0 (ADMT), which
is used to migrate data between Windows NT 4 and
Windows Server 2003 domains.

Compatibility data for applications and hardware.
This is used when running the hardware and
software compatibility checker.

Dr. Watson troubleshooting tool.

Language files used with Windows Server 2003
applications.

Table 2-3. Files on the Windows Server 2003 Media
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Directory

\I386\SYSTEM32

\I386\WINNTMIG

\I386 \WINNTUPG

\PRINTERS
\SUPPORT\TOOLS

\VALUEADD\MSFT\
FONTS

\VALUEADD\MSFT\
MGMT\CIMV2R5

\VALUEADD\MSFT\
MGMT\DOMREN

\VALUEADD\MSFT\
MGMTN\IAS

Contents

Session Manager subsystem, used for starting user
sessions.

Migration DLLs used when migrating to Windows
Server 2003.

Upgrade DLLs used when upgrading to Windows
Server 2003.

Printer drivers and supporting DLLs.

DEPLOY.CAB: Windows Server 2003 Corporate
Deployment Tools. This compressed archive contains
tools for deploying the operating system, including
SYSPREP, the Setup Manager, and several .chm

help files.

GBUNICNV.EXE: Utility to convert character values
from the Chinese national standard for text encoding
(GB18030-2000) to the internationally accepted
Unicode format.

MSRDPCLI.LEXE: Remote Desktop Client, for use
with Terminal Services.

NETSETUP.EXE: Network Setup Wizard.

SUP*.*: Support tools for managing everything
from disks and files, to Active Directory objects,
peripherals, and system security.

Additional TrueType fonts.

Managed object format (MOF) file that can be
compiled to provide extended attributes to the
common information model repository (CIM) of
Windows Management Instrumentation (WMI).

Domain rename tool. Used to rename domains that
are running in the Windows Server 2003 domain
functional level.

Windows NT 4 Internet Authentication Service (IAS)
snap-in for MMC.

Table 2-3.

Files on the Windows Server 2003 Media (continued)
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Directory Contents

\VALUEADD\MSFT\ Phone Book Administrator program.
MGMT\PBA

\VALUEADD\MSFT\ TTCP.EXE: Previously part of Windows Resource

NET\TOOLS Kits, this tool is used to generate raw TCP or
UDP data.
\VALUEADD\MSFT\ User State Migration Tool (USMT), used to migrate
USMT a user’s profile and applications from one system
to another.

Table 2-3. Files on the Windows Server 2003 Media (continued)

Understanding Installation Models

Windows Server 2003 can be installed in many different scenarios, from installing a single
copy of the operating system on a computer with a new, unpartitioned hard drive, to
upgrading a previous version of a Windows operating system. In this section, I'll discuss
the most common scenarios—or installation models—for the operating system.

Upgrades vs. New Installations

Windows Server 2003 supports both new installations and upgrades. If you have a
computer with a functioning operating system, and the hardware is compatible with
Windows Server 2003, you're likely to consider upgrading the computer. However, you
should be familiar with the advantages and disadvantages of both models before you
begin installing Windows Server 2003.

Upgrades In-place upgrades preserve existing settings, including user and group
accounts, profiles, shares, services, and permissions. Files and applications installed
on the system are preserved, including registry settings, desktop icons, and folders.
However, this does not mean that these applications are necessarily compatible with
Windows Server 2003.

If you're upgrading Windows 2000 servers, the decision might be made on the basis
of ease of implementation. For example, if you've deployed a Windows 2000 Server to
serve a complex application developed in-house, and you don’t have an easy way to
rebuild the application’s components, upgrading can be a lot easier since it will retain
the services, registry settings, and other components of the application that may have
been “tweaked” but not thoroughly documented.

On the other hand, if your Windows 2000 server was previously upgraded from
Windows NT 4 (which may have been originally upgraded from Windows NT 3.51),
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consider a clean installation. Each subsequent upgrade preserves components from the
previous operating system, and these components may have an adverse effect on the
stability and performance of your Windows Server 2003 installation.

Clean Installations In a clean installation, there are no remnants of the previous
operating system, such as extraneous registry settings, services, folders, or files. Clean
installations ensure that all of your Windows Server 2003 computers match a certain
baseline.

Winnt.exe vs. Winnt32.exe

Winnt.exe and Winnt32.exe are the venerable names for the 16-bit and 32-bit installers
used throughout the Windows platforms. These two utilities provide a rich set of
command-line options for installing and upgrading computers, including unattended
installations, dynamic update support, complete installation logging, and support
for Emergency Management Services. Depending on your installation method for
Windows Server 2003, you may use one or the other to install the operating system
on your computer.

B Winnt.exe is a 16-bit program, and is only used to perform clean installations
of Windows Server 2003.

B Winnt32.exe is a 32-bit program, and can be used to perform either clean
installations or upgrades from a compatible version of Windows.

Many of the command-line parameters of these applications are similar. Both provide
parameters to assist in unattended installations. Both support accessibility options. Both
allow you to specify commands to run after the setup of Windows Server 2003 is complete.

However, because Winnt32.exe is a 32-bit program that supports upgrading from
previous versions of Windows, it offers several additional commands to support features
such as Dynamic Update, Emergency Management Services, and installation logging.

Using Winnt.exe
Winnt.exe is a 16-bit binary, and will not run on 32-bit operating systems. The program
can be run on a computer running an older Windows version, for a clean install (not
an upgrade).

The following parameters are available:

Is:sourcepath specifies the location of the Windows Server 2003 source files.
The sourcepath value can be in the form of a drive path (D:\i386) or a UNC
(\MINSTALLSVR\i386SOURCE). If you're pointing to a UNC, you must
have connectivity to the network resource.

[t:tempdrive places temporary files on the drive specified by tempdrive.

lu:answer_file is used for unattended installations (see the section “Unattended
Installation,” later in this chapter). Answer_file is the answer file that sends
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information to the setup program, eliminating the need for a user to enter
the information manually. This parameter requires the /s parameter.

fudf:id [LUDB_file], used for unattended installations, passes Setup an identifier
used to specify how a Uniqueness Database (UDB) file will modify the answer

file. Values in a UDB file override their counterparts in an answer file, allowing
unique setup information to be used when installing the operating system, without
specifying every required parameter. If you don’t specify the filename of a UDB
file (a path to either a drive or a UNC), Setup will prompt you to point to a file
named $UNIQUES$.UDB.

Ir:folder specifies a folder to be installed after Setup is complete. The folder and its
contents remain on the system after installation is complete.

/rx:folder specifies a folder to be copied to the computer. After Setup is complete,
this folder is deleted.

le:command specifies a command (or program) that will execute after Setup completes.
This command executes in the context of the local system.

/a enables installation of accessibility options.

Using Winnt32.exe
Winnt32.exe is the 32-bit binary Setup program, which you can use for a clean
install or on a computer that is currently running Windows 95 or higher. However,
although Winnt32.exe can be run on a legacy version of Windows, it can’t upgrade
all versions. Winnt32.exe can only be used to upgrade certain downlevel versions
of Microsoft server operating systems. You can, however, run Winnt32.exe from
a nonupgradable platform (such as Windows 98) for the purpose of completely
overwriting the current OS, or performing a dual-boot installation.

The following parameters are available:

/checkupgradeonly checks the computer for compatibility with Windows Server 2003.
The results are displayed onscreen, and you have the option of saving the results. The
default file name is %SYSTEMROOT%\UPGRADE.TXT.

/emd:command specifies a command to execute after the computer has restarted
(after Setup has gathered all configuration information, but before the final phase
of Setup completes). This command runs in the context of the local system.

/copydir:folder_name specifies that you would like to create a folder in the location
where the Windows source files are installed.

/copysource:folder_name specifies a folder that will be copied to the computer
during installation. After Setup is complete, this folder is deleted.
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/debugllevell:[filename] instructs Setup to create a debug log during setup,
corresponding to one of five levels of detail:

B 0 Includes only severe errors

B 1 Includes all errors

B 2 Includes all errors and warnings

B 3 Includes all errors, warnings, and information

B 4 The most detailed logging level, and includes all errors, warnings,

information, and other detailed information

/dudisable instructs Setup to disable Dynamic Update during execution. This
forces Setup to use the original Windows Server 2003 source files. This command
overrides the value of the [DUDisable] parameter in the UNATTEND.TXT file.

/duprepare:pathname instructs Setup to download Dynamic Update files from
the Windows Update web site. In this way, clients can install updated source files,
without the need to download them separately.

/dushare:pathname specifies a location (either a path to a drive or a UNC) where
you previously downloaded files from Dynamic Update using the /duprepare
parameter. When you run this parameter on a computer on which you will install
Windows Server 2003, the updated source files are used for installation.

/emsport:{com1 | com2 | usebiossettings | off} instructs Setup to either enable or
disable Emergency Management Services (EMS). EMS allows you to remotely
manage a server in situations where a server may not be functioning correctly.

/emsbaudrate:baudrate specifies the baud rate for EMS when operating through a
serial port. The value of the baudrate parameter can be 9600, 19200, 57600, or 115200.
This parameter is not applicable to 64-bit installations, since EMS cannot be made
to use a serial port on IA64-based hardware.

/m:folder_name instructs Setup to first look for updated or replacement files in an
alternate location. If the files are present in the specified location, they will be used
instead of the files from the default source media location.

/makelocalsource instructs Setup to make a copy of all source files to the local hard
drive. This parameter is typically used when you know that you will not have access
to the source files later on in the installation process.

/noreboot instructs Setup to not reboot the computer after copying files.

[s:sourcepath specifies the location where Windows Server 2003 source files can be
found. The sourcepath value can be in the form of a drive path or a UNC (assuming
you have network connectivity).
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[syspart:drive_letter instructs Setup to only copy installation files to the specified
hard drive, and mark the disk as active. When the computer is restarted, it will begin
with the next Setup phase. This parameter requires the /tempdrive parameter, and
it cannot be used on computers that are currently running Windows 95, Windows 98,
or Windows Me. This parameter is not available on 64-bit installations.

/tempdrive:drive_letter places temporary files on the specified drive, and installs
Windows on that drive. If this parameter isn’t specified, Setup locates a suitable
drive.

fudf:id[,UDB_file], used with unattended installations, passes an identifier used to
specify how a Uniqueness Database (UDB) file will modify the answer file. Values
in a UDB file override their counterparts in an answer file, allowing unique setup
information to be used when installing the operating system, without specifying every
required parameter. If you don’t specify the filename of a UDB file (either a path to a
drive or a UNC), Setup will prompt you to point it to a file called SUNIQUE$.UDB.

/unattend instructs Setup to upgrade your previous Windows server operating system,
provided that it is upgradeable. Setup will automatically download Dynamic Updates,
and will include these files when upgrading the operating system. All settings are
copied directly from the previous installation, so there is no user action required.

/unattend[numl:[answer_file] instructs Setup to perform a new installation using
the unattended setup mode, with the following meanings:

B num specifies the number of seconds that Setup will wait after copying files,
before it reboots the computer.

B answer_file is the full path to the UNATTEND.TXT file (drive or UNC) that
will be used during Setup to provide installation information.

___ | Installing from CD

The Windows Server 2003 CD is probably the easiest installation method, since it
doesn’t require any additional hardware or networking support. In addition, CD-ROM
installations are generally faster than other installation methods because they rely on
high-speed bus I/O transfers between the CD-ROM and the CPU, instead of relying
on slower network connections that are used in other installation methods.

Booting to the Windows Server 2003 CD

The Windows platform has supported bootable CD-ROM media for many years, and
Windows Server 2003 continues to provide this simple and useful installation method.
In order to boot from the CD, you must be using a CD drive that supports the ISO 9660
El Torito extensions for bootable media, and the computer’s BIOS must be set to use
the CD drive as the first bootable device.
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This method can only be used for a new installation of Windows Server 2003, not
for upgrading a previous version of Windows.

Running Setup.exe from CD

You can use this method if you already have a Windows operating system installed
on your computer and you want to either upgrade the operating system (if it is a
supported upgrade path) or install Windows Server 2003 as a separate operating
system (dual-boot configuration). Insert the CD into the drive, and if AutoRun is
enabled, a GUI launcher opens, providing you with a menu of options. If AutoRun
isn’t enabled, double-click Setup.exe on the CD.

Installing from an MS-DOS Boot Disk

Installing Windows Server 2003 from an MS-DOS boot disk is a viable option only if
you are installing a new copy of the operating system. This method can’t be used to
upgrade an existing operating system installed on the computer.

There are two primary reasons why you might want to use this ancient, but effective,
method to install Windows Server 2003. One is that you have a CD drive that can’t boot,
and the other is that you want to dual-boot Windows Server 2003 on a computer that
is already running an operating system that is unable to execute any of the Windows
Server 2003 setup programs, such as Linux or FreeBSD.

In either case, you can use an MS-DOS boot disk with CD support to access the
CD drive, and then run Winnt.exe to install the operating system.

Note | Unlike Windows NT and Windows 2000, Windows Server 2003 does not include or
support boot disks.

Creating an MS-DOS boot disk is a simple task (you can even prepare one from a
Windows 9x system). The disk must contain the MS-DOS boot files, DOS drivers for
most IDE, ATAPI, and SCSI CD-ROM drives, and tools for creating disk partitions,
including Fdisk and Format. It should also have the Smartdrv.exe disk-caching program,
which will significantly decrease the installation time of Windows Server 2003 during
the first phase of Setup, when it’s copying files to the system drive. To be effective,
make sure that Smartdrv.exe is called after Mscdex.exe in the Autoexec.bat file of the
boot floppy; for example:

@echo off
a:\mscdex.exe /d:mscd0001
a:\smartdrv.exe

Before you can use the MS-DOS boot disk to start the installation of Windows
Server 2003, you must make sure that you have some disk space for the setup program
to use. While the setup program that runs when you boot directly from the CD drive is
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capable of creating disk partitions, the stand-alone setup program Winnt.exe program
is not capable of doing so. If you try to install Windows Server 2003 after booting with
the MS-DOS boot disk and you don’t have any available formatted FAT16, FAT32, or
NTFS disk partitions, the setup program will inform you that no disk space is available,
and your only option will be to quit the setup process.

To get around this limitation, you need to create a disk partition that can store
the temporary Windows Server 2003 setup files. This partition should be a primary
partition and made active. It needs to be big enough to hold the setup files (about 1GB
is a good estimate), but it doesn’t necessarily have to be the boot partition or the system
partition once the operating system is installed. However, it makes the installation and
management of Windows Server 2003 a lot easier if the partition is both the boot and
system partition; this means it should be at least big enough to hold the fully installed
operating system (2GB minimum for 32-bit x86 systems, and 4GB minimum for 64-bit
Itanium systems). The partition can contain any supported Microsoft file system, including
FAT16, FAT32, or NTFS. To create the partition, you can use any tool that writes compatible
partition tables, including the Fdisk and Format tools on the MS-DOS boot disk.

Once you've created the boot disk and verified that you have a FAT or NTFS
partition available, boot the computer on which you want to install Windows
Server 2003. Your CD-ROM drive should appear as a system drive, and you can
then execute \i386\ Winnt.exe to begin the installation process.

Using Network Sharepoints

Because the installation of Windows Server 2003 is file-based, almost any media can be
used for installation, including network shares on other Windows-based computers.
You can use a sharepoint to centralize the installation files for either on-the-fly
installations or automated unattended installation. To perform an installation from a
network sharepoint, the target computer must contain a Microsoft operating system
that’s able to provide network connectivity.

To install Windows Server 2003 from a remote network share, connect to a network
resource containing the source files and run Winnt.exe or Winnt32.exe.

Using Logon Scripts and Batch Files

You can use logon scripts (both command files and WSH scripts) or manually

executed batch files to kick off Windows Server 2003 installations. While not technically
an automated installation method (since, on its own, a batch file can’t provide the
Windows Server 2003 Setup program with installation information), you can use the
logon scripts or batch files to pass commands to Winnt.exe and Winnt32.exe in order

to perform unattended installations. (See the sections “Using Winnt.exe” and Using
Winnt32.exe,” earlier in this chapter, for detailed information on parameters.)
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Automated Installations

Automated installations of Windows Server 2003 let network administrators quickly
and easily install the operating system across the enterprise. More importantly, these
installations are extremely consistent, since during the automated installation process
each computer utilizes the same setup and configuration information, and the same
installation files.

Another key advantage to automated installations is that they eliminate most of
the interaction with the setup process; as a result, users with relatively little technical
knowledge of the operating system can perform Windows Server 2003 deployments.
With a properly designed automated installation method, the entire process can be
reduced to booting with a floppy disk, or double-clicking a desktop icon.

Choosing an Automated Installation Type

Automated installations are supported under Windows Server 2003 using the following
three methods.

B Unattended installation
B SYSPREP installation

B Remote Installation Services (RIS)

Each method has advantages and drawbacks. Tools are available on the installation
media to implement each of these methods.

The basic idea behind automated installations is that you provide the Windows
Server 2003 setup program with a significant amount of information about your
computer ahead of time so that, during the installation process, this information can
be automatically merged with the installation. Because automated deployments work
in this way;, it’s extremely important to know almost everything about your installation
before the deployment, including the number and location of servers being deployed,
networking configuration options, naming conventions, and installed services.

In addition, each of the automated installation methods requires you to carefully
and thoroughly weigh factors such as network bandwidth availability and installation
time. Typically, network administrators find that more than one automated installation
method can work in their environment; however, there’s usually just one method that
suits the environment best.

Two key concepts define the basic function of automated installations:

B Image-base installations Replicate a fully configured Windows Server 2003
master computer onto one or more other systems. SYSPREP is an image-based
installation method, and RIS can also perform an image-based installation.
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B Answer file-based installations Use a text file to configure the target
Windows Server 2003 computers. The text file contains answers to the questions
the setup program would ask a user who was installing the program interactively,
such as computer name, licensing mode, and network settings. Unattended
setup is an answer file-based installation method, and RIS can also be an
answer file-based installation method.

Table 2-4 provides a quick overview of the considerations for the three automated
installation methods.

Unattended

Consideration SYSPREP RIS Installation
Can be used for new installations? Yes Yes Yes
Can be used for upgrades? No No Yes
Requires high bandwidth? No Yes No
Ideal for homogeneous hardware? Yes Yes No
Ideal for heterogeneous hardware? No No Yes
Requires TCP/IP? No Yes No
Supports static TCP/IP addressing? No No Yes
Supports custom HALs? No No Yes
Limited to NICs that support PXE, No Yes No
or are supported by the Remote Boot
Configuration Tool?
Easily supports nonstandard mass No Yes Yes
storage controllers?
Requires Active Directory? No Yes No
Requires DHCP? No Yes No
Supports preinstalled applications that No Yes Yes
rely on Active Directory?
Supports automated installation of No Yes Yes
preconfigured domain controllers?

Table 2-4. Quick Reference for Determining an Automated Installation Method
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Unattended
Consideration SYSPREP RIS Installation
Supports automated installation of No Yes Yes
Certificate Services?
Supports automated installation of No Yes Yes
Clustering Services?
Third-party application support in No Yes Yes
installation method?
Can be used with Windows Server 2003 Yes No Yes
Web Edition?

Table 2-4. Quick Reference for Determining an Automated Installation Method
(continued)

| Note |

Both SYSPREP and RIS can only be used to perform new system installations.
They cannot be used to upgrade a computer to Windows Server 2003. Unattended
installation is the only automated installation method that can be used to upgrade
an operating system.

As you can see in Table 2-4, many different factors must be weighed to determine the
best automated installation method for your organization. Some additional considerations
for specific environments that may affect your decision include the following:

B Bandwidth RIS installations always require high bandwidth, since by

definition the images are installed from across the network. SYSPREP
installations and unattended installations can also require high bandwidth
if the SYSPREP image file or operating system source files are located on a
network share. However, SYSPREP and unattended installations can also
use files from local media, such as a CD-ROM or local hard drive.

Architecture support When using SYSPREP or RIS with the RIPREP option,
the target computer must use a HAL that is compatible with the source computer.
Table 2-5 lists the cross-compatibility of the default HALs that are supported by
Windows Server 2003.

NIC hardware support To use RIS, one or more network adapters in the
target computer must support the Intel Pre-Boot Execution Environment (PXE)
standard, or the NIC must be supported by the RIS boot floppy disk that is
created using the Remote Boot Floppy Generator Tool (RBEG.EXE). The RIS
boot floppy disk supports only a specific, limited list of PCI-based network
adapters, and cannot be modified to support additional NICs.
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Supported Computer

HAL Name Description Architectures
HAL.DLL Non-ACPI Programmable ~ Non-ACPI PIC
Interrupt Controller (PIC) ACPI PIC
Non-ACPI APIC uniprocessor
and multiprocessor
ACPI APIC uniprocessor and
multiprocessor
HALAPIC.DLL Non-ACPI Advanced Non-ACPI APIC uniprocessor
Programmable Interrupt ACPI APIC uniprocessor
Controller (APIC)
uniprocessor
HALMPS.DLL Non-ACPI APIC Non-ACPI APIC uniprocessor
multiprocessor and multiprocessor
ACPI APIC uniprocessor and
multiprocessor
HALACPIDLL  ACPIPIC ACPI PIC
ACPI APIC uniprocessor and
multiprocessor
HALAACPLDLL ACPI APIC uniprocessor ACPI APIC uniprocessor
HALMACPLDLL ACPI APIC multiprocessor ~ ACPI APIC multiprocessor
Table 2-5. HAL Compatibility Considerations for Automated Installations

B Mass storage controllers

If the target computer uses a mass storage

controller that isn’t listed in the default device information (.inf) files for

Windows Server 2003, and you're using an image-based installation method,
you will need to configure a special Mini-Setup portion of the installation. Because

of this additional step, unattended setup may be a better installation option.
B Network protocols and services RIS requires the TCP/IP protocol, DNS,

DHCP, and Active Directory to be running on your network (however, DNS

and DHCP services do not have to be the versions provided by Microsoft).

SYSPREP installations and unattended installations can use other protocols
such as IPX/SPX, and don’t necessarily require DNS or Active Directory unless

the image you're installing on the target computer requires them.
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B Clusters In a cluster of servers, machines should have identical configurations,

except for network addressing. SYSPREP-based installations can be an incredibly
efficient method in this situation, since all systems will be guaranteed to have
the exact same file set and versions. It’s important to remember, however, that
Network Load Balancing (NLB) cannot be implemented in the SYSPREP image.
NLB must be set up and configured on each system independently after the
imaging process.

Applications and services If you plan on distributing applications as part

of an image-based installation method, you must thoroughly test how these
applications perform on a machine prepared with SYSPREP or RIS with the
RIPREP option (reviewed later in this chapter). When using SPSREP or RIPREP,
unique information about the computer, such as TCP/IP configuration, machine
SID, and other information, is wiped clean during the imaging process. For this
reason, applications that rely on Active Directory services should not be installed
on a SYSPREP image. Instead, they should be installed after the target computer
has the SYPREP image applied. This limitation with SYSPREP and RIPREP also
means that these methods cannot be used to install Active Directory, Certificate
Services, or Clustering Services on the target computer, although a computer
imaged with one of these two methods can have any of these services installed
after its initial configuration.

TCP/IP subnetting RIS requires the TCP/IP protocol, and works by relying
on DHCP to provide IP addressing information to RIS clients. If you plan on
using RIS as an automated installation method, and target computers are
located on a different TCP/IP subnet from an available DHCP server, you will
need to configure your router to forward DHCP packets between the DHCP
server and the target computers. Also, if the RIS server is located on a different
subnet than the target computer, you will also have to configure your router
to relay DHCP packets to the RIS server. This is usually accomplished by
modifying the IP Helper table of the router to include an entry for the RIS
server, or by modifying the DHCP relay provider.

Clearly, there is a lot of information to digest before you can make a cogent decision
about the most effective automated installation method for your organization. It’s also
important to remember that there may not be just one solution that’s right for you—
for example, in a large organization with multiple geographic locations, it might
make more sense to use a combination of different automated installation methods
to leverage the value of different amounts of bandwidth between locations. If you
choose an efficient method that meets the requirements of your environment, you'll
find automated installations to be a fast, efficient, and uniform way of deploying
Windows Server 2003 computers in your organization.
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Unattended Installation

As an answer file-based installation method, unattended installation (also referred to
as unattended setup) works by using an answer file to provide the Windows Server 2003
setup program with information required for installation. In addition, unattended setup
can provide any needed custom hardware drivers, and can even install applications
without user intervention after the operating system setup is complete. Unattended
installation is initiated with the Winnt.exe and Winnt32.exe setup programs:

B Use Winnt.exe to install a new operating system

B Use Winnt32.exe to upgrade an existing operating system

Creating the Distribution Folder

The first step in preparing an unattended setup is to create a distribution folder. The
distribution folder contains the source operating system files, third-party drivers, patches
and upgrades, and other components that you will install on the target computer. A
distribution folder can exist on almost any media, including a network share, a CD,
other removable media, or a local hard drive partition.

To create a distribution folder, either manually copy the files and other components
you need to the source folder or use the Windows Setup Manager (included in the
\SUPPORT\TOOLS\DEPLOY.CAB file on the Windows Server 2003 CD) to create
the folder for you.

At a minimum, the distribution folder needs to contain the entire \i386 folder
(or \ia64 folder, for 64-bit installations). This folder can simply be copied to the root
of the network share or automated setup media. If you need to distribute additional
software with the original source media, such as Service Packs and custom drivers,
create a folder named $OEMS$ in the \i386 folder of the distribution folder. The
following items can be added to the SOEMS$ folder (note that all files and subfolders
in these locations should follow the 8.3 naming convention):

B \$OEMS$\$$ This folder holds any updated system files that replace existing
files. The files in this directory are copied into the Windows Server 2003 installation
folder, and the structure of files in the SOEM$\$$ folder must precisely match
those in the installation folder. For example, if you want to replace the file
CAWINNTA\SYSTEM32\DRIVERS.CAB with another version, you must place
the updated version in the distribution folder \i386\$OEMS$\$$\SYSTEM32.

B \$OEMS$\$1 Similar to the \SOEM$\$$ folder, files placed here will be copied
verbatim to the target computer. However, unlike \$OEM$\$$, these files and
folders will be placed in the root of the drive on which Windows Server 2003
is installed.

B \$OEMS$\drive Files and folders placed in this folder will be copied verbatim
to the root of the drive letter on the target computer specified by drive. For
example, files placed in \$OEMS$\E will be copied to the root of the E: drive
on the target computer.



38

Windows Server 2003: The Complete Reference

B \$OEMS$\textmode This folder contains device drivers, HALs, and other
hardware-dependent files that are used during the text mode setup phase of
Windows Server 2003. These files should be referenced in a TEXTMODE.OEM
file (covered later in this section).

Applying Service Packs

If you're installing Windows Server 2003 after one or more Service Packs have been
released, you can apply the Service Pack to your distribution folder. This means target
computers immediately receive the updated files during installation (this is referred to
as a slipstream installation). To apply a Service Pack to your distribution folder, download
the Service Pack executable from the Microsoft Update web site. Expand the Service
Pack by running the Service Pack’s executable name with the —x parameter. This
expands the files in the Service Pack to a folder that you will be prompted to specify.
Once completed, update the distribution folder with the expanded Service Pack files
with the following command:

[sp_drive]:\[sp_path]\update.exe —s:[ds_drive]:\[ds_path]
where:
sp_drive and sp_path represent the path to the expanded Service Pack files

ds_drive and ds_path represent the path to the distribution folder

Applying Mass Storage Controller Drivers

Using other automated installation methods, applying mass storage controller drivers
from sources other than the Windows Server 2003 setup media can be a nightmare.
Fortunately, unattended setup provides an easy way to manage nonstandard drivers.
Using the special \$SOEM$\ textmode folder, you can specify one or more mass storage
controller drivers to be used during the driver identification process of Setup.

To add these drivers, copy the driver file to the \$OEM$\ textmode folder. You
should have at least one .sys file (the driver) and one TXTSETUP.OEM file (description
file provided by the driver’s vendor). Once these files have been copied, edit the
TXTSETUP.OEM file and replace the path referencing the location of the driver files
at the end of each line with a period.

Next, modify the UNATTEND.TXT file to include the [MassStorageDrivers] entry.
For each driver in the TXTSETUP.OEM file, create one line in this section. The finished
code looks like this:

[MassStorageDrivers]
" [name of driver from txtsetup.oem]" = "OEM"

You also need to add a line to the [Unattended] section of the UNATTEND.TXT file,
as follows:
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[Unattended]
OEMPrelInstall = Yes

Applying Updated Plug and Play Drivers

Using the special \SOEM$\$1 folder in the distribution share, you can specify
additional Plug and Play drivers to be available when installation clients enumerate
their hardware during installation. Copy the drivers to any subfolder location under
\$OEM$\$1, and then modify the OEMPnPDriversPath entry in the UNATTEND.TXT
file to point to the driver location, using the root of \$OEMS$\$1 as the base. For example,
if you create the folder \$OEM$\$1\Drivers\NIC\MegaNIC in the distribution share,
add the following lines to the UNATTEND.TXT file:

[Unattended]
OEMPnPDriversPath = \Drivers\NIC

This ensures that the drivers copied to this folder are included when the installation
client searches for Plug and Play drivers during device enumeration.

Creating an UNATTEND.TXT File

UNATTEND.TXT is the name of the answer file that is used during unattended setup.
The answer file provides information that would be entered by the person installing the
operating system through the GUIL The UNATTEND.TXT file provides key information
such as ownership, regional settings, third-party drivers, and other data that is required
to install the operating system. By providing information in the UNATTEND.TXT file,
you can partially or fully automate your unattended setups.

Although the file is usually referred to as UNATTEND.TXT, you can actually name
it anything you like. The file is typically installed in the root of the distribution folder.
In addition to manually creating an UNATTEND.TXT file, you can create a new file or
modify an existing one using the Windows Setup Manager, included in the \SUPPORT\
TOOLS\DEPLOY.CAB file on the Windows Server 2003 installation medjia.

Running the Unattended Installation

You can use Winnt.exe or Winnt32.exe to kick off an unattended installation. Following
are some common scenarios, in the form of syntax, that demonstrate how flexible
unattended installations can be.

winnt32 /unattend:5:unattend.txt /s:\\installsrv\dist

launches unattended setup using the file UNATTEND.TXT, found on the network
share \\installsrv\dist, and waits five seconds after files are copied before rebooting
the computer.

winnt /u:unattend.txt /s:d:\1i386 /e:c:\dcpromo
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launches unattended setup for a new installation using the file UNATTEND.TXT,
found on the local CD-ROM drive in the \i386 folder, turns on accessibility features
during setup, and launches the DCPROMO.EXE program.

SYSPREP

For many years, system administrators have used the process of cloning a computer—
a binary copy of the operating system, registry, and applications, and all files and other
structures on the computer’s hard drive—to duplicate a replica of one computer onto
another. This process is incredibly useful, because it allows one or more computers to
be configured in very little time, with no need to enter licensing information.

Unfortunately, disk cloning has an Achilles” heel. The fact that it duplicates everything
on the disk means that the subtle information that must be unique between computers,
such as the TCP/IP address, security identifiers (SIDs), and other values, is also duplicated.
While this isn’t a big problem for older Microsoft operating systems such as Windows 95,
it’s a serious problem with a complex operating system like Windows Server 2003.
Although a number of tools exist that do an excellent job of compensating for some
of these values that must be unique, such as SysInternals’ (www.sysinternals.com)
NewSID, these tools don’t really provide any way to customize the cloned image.

SYSPREP not only automates the assignment of unique information to cloned
images, but also provides customized information for each installation made from a
cloned image. Using SYSPREP, you can easily merge custom build information such
as computer name, domain name, product licensing, and even product activation
information into a cloned Windows Server 2003 installation.

The SYSPREP program and its supporting tools (including the Setup Manager
program) are located in the \SUPPORT\TOOLS\DEPLOY.CAB file on the Windows
Server 2003 CD.

Preparing the Master Image
Before you can deploy a customized image using SYSPREP, you must prepare a master
image that contains the fully configured copy of Windows Server 2003 that will be
copied to the target computers. Building a master image is a very detailed process.
Because every file and device configuration on the image you are creating will be used
on one or more target computers, it’s critical that the master image contain the right
components—no more, no less.

Start by identifying all the Windows Server 2003 components you want to install
on the master image computer. Remember that whatever gets installed on the master
computer will be copied to all target computers.

Network Protocols Your image must include TCP/IP, but you may also have to
include legacy protocols such as IPX/SPX and NetBEUI. Remember that you should
target all of the components on the master computer image to fit the “least common
denominator” rule. This means you should only install components that will apply
to all target computers.
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For example, let’s assume you're using SYSPREP to distribute your master
Windows Server 2003 image to 20 different target computers. Two of those computers
will function as bastion hosts (or gateways) to a legacy NetWare environment, which
requires the IPX/SPX protocol. In this case, you don’t want the extra overhead of IPX/
SPX on all of your target computers. Instead of installing IPX/SPX on the master
image, rely on a custom SYSPREP.INF file (discussed later in this section) to provide
custom network protocol settings to the computers that require the IPX/SPX protocol.

Windows Components Windows components are the components you can select
in the Windows Components section of the Add or Remove Programs Control Panel
applet. Use the least common denominator rule to install only those services that are
needed by all target computers.

Because SYSPREP removes customized information about the master image before
it is copied to the target computers, services that are tightly coupled with Active
Directory cannot be installed on the master image. This includes Clustering Services
and Certificate Services. In addition, you cannot make the master computer a domain
controller before it is imaged.

Applications You can save a significant amount of time installing software applications
to target computers by installing them on the master image. Applications will transfer
their files, registry settings, desktop icons, and other components to the target computer,
completely bypassing the need to run third-party setup programs.

Another advantage to installing applications to the master image is that you can
eliminate the need to log on with a privileged account on the target computer. Since
applications are installed by you on the master image, presumably using an account
with local administrative privileges, there should be no need for a user to log on locally
to a target computer using a privileged account once the SYSPREP setup has been
completed. This is extremely useful when you're shipping a target computer to a remote
office and you want to lock down the server and minimize user interaction onsite.

Remember, however, that the limitation on Active Directory, Clustering Services,
and Certificate Services still applies when installing applications on the master computer.
If an application relies on any of these services, you should install that application on
target computers after the SYSPREP installation (fortunately, this too can be automated
using SYSPREP).

System Patches System patches both improve the performance of your Windows
Server 2003 operating system and eliminate potential security threats. Microsoft’s most
important operating system patches are released as either hotfixes (patches that correct
a specific behavior) or Service Packs (a large number of hotfixes released together in a
single package). Installing patches on the master image eliminates the need to install
them separately on individual target computers, and guarantees a minimum patch
level for all target systems. You should only install patches that are known to work
with all software that you plan to deploy on target computers.
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Custom Environment Settings In many organizations, custom backgrounds,
wallpaper, and icons are used to provide a uniform image and user experience across
the enterprise. If your organization has a company logo, for example, this can be
copied to the master image.

Service Startup State Because services take up memory and provide entry points
into your server, carefully consider which services are activated by default.

Third-Party Device Drivers for Plug and Play Hardware You must install
third-party device drivers if one or more target computers have hardware that is
not present on the master image computer, and the driver for the device is not
present in the Windows Server 2003 DRIVERS.CAB file.

Unlike network protocols, Windows components, and applications, you should not
follow the least common denominator rule when installing drivers for target computer
hardware. You can copy drivers to the master image computer and, because of the
nature of PnP, only the relevant drivers will actually be installed. You can copy drivers
for non-PnP hardware to the master image as well; however, these devices will need to
be manually installed on the target Windows Server 2003 computer. You can copy these
drivers to any location on the drive; a file called SYSPREP.INF will point Windows
Server 2003 to the correct folder to find third-party drivers.

Performing the Installation
After you have identified the components that will be required for the master
computer and all target computers, you can build the master image by installing
Windows Server 2003 and all the components you've identified. The master image
can be installed using any installation method. In fact, if you plan on making several
iterations of your master image to get it just right, you can use the unattended setup
installation method to ensure a consistent build each time. You can simply modify the
.inf file for the unattended setup to add or remove components and applications.
After the Windows Server 2003 setup process completes its final reboot, you should
log on using a local, privileged account before running SYSPREP. By default, the local
Administrator account is the only account that meets this criterion. This will give you all
the control you need to install applications and drivers, and customize the environment.
You should avoid using a domain account, since the profile for any domain account will
be orphaned after SYSPREP runs.

Install SYSPREP on the Master Computer

The SYSPREP program consists of several required files, all of which must be copied to
the %SystemDrive%\SYSPREP folder of the master computer (usually C:\SYSPREP):

B Sysprep.exe is the actual SYSPREP executable program, and prepares the
master computer for reimaging to a target computer by stripping out customized
information such as computer name, network address information, and product
registration.
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B Setupcl.exe generates new security identifier (SID) values for the target computer,
and must be in the same folder as Sysprep.exe.

B Factory.exe is a program that is used to support SYSPREP in a special
Factory Mode, which is reviewed later in this section (“Running SYSPREP
in Factory Mode”).

In addition to these mandatory files, there are several other files optionally involved
in the SYSPREP process that can enhance and automate the installation process:

B Sysprep.inf is an optional text file, similar to an .ini file, that contains
customized information to be applied to the target computer, such as network
configuration, domain membership, and product registration and activation.
This is a completely optional file, but if it is used, it will partially or fully
automate the installation of Windows Server 2003 on the target computer
during the Mini-Setup phase of SYSPREP.

B Winbom.ini is an optional text file (the “bom” in the filename stands for “bill
of materials”) used when running SYSPREP in Factory Mode. Unlike the other
required and optional SYSPREP files, Winbom.ini does not need to be installed
in the %SystemDrive% \SYSPREP folder. See “Running SYSPREP in Factory
Mode,” later in this section, for details on using this file.

B Setupmgr.exe, the Setup Manager, is a powerful optional utility that will
automatically copy the required SYSPREDP files to the %SystemDrive%\
SYSPREP folder for you, and also provides an easy-to-use GUI for developing
a Sysprep.inf file. If you use the Setup Manager to develop a Sysprep.inf
file, there’s no need to manually copy the SYSPREP mandatory files to
the %SystemDrive%\SYSPREP folder.

All of these files, except the customized Sysprep.inf and Winbom.ini files, are found
in the \SUPPORT\TOOLS\DEPLOY.CAB file on the Windows Server 2003 CD.

Creating Sysprep.inf

It’s not necessary to create a Sysprep.inf file in order to use SYSPREP. However, it can
greatly reduce, and even eliminate, user interaction during installation. When the
target computer is rebooted for the first time after the master computer image is
installed, a special reduced-input Mini-Setup stage is launched, which requires the
person installing the target computer to answer questions about the customization of
the computer, such as network settings, regional settings, and domain or workgroup
membership. However, if a Sysprep.inf file is present in the %SystemDrive% \SYSPREP
folder, the Mini-Setup will use the values in this file.

Sysprep.inf is a text file that is very similar in syntax and layout to the UNATTEND
IXT file used in the unattended setup method. The file is broken into sections, and
each section provides a set of parameters and values that are used when installing the
master image on a target computer. There are a huge number of individual entries
available, and many are the same as the entries in UNATTEND.TXT. However, for
the sake of brevity, only the commonly used entries are presented in Table 2-6.
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Section Entry Allowed Values Description

[Display] Xresolution Any integer Horizontal resolution in which
>= 640 Windows Server 2003 starts.

Yresolution Any integer Vertical resolution in which

>=480 Windows Server 2003 starts.

[GuiRunOnce] n/a Any command, For each line in the
enclosed in quotes  [GuiRunOnce] section, SYSPREP

executes the command in the
context of the logged-on user.

[GuiUnattended] AdminPassword Any valid This value becomes the local
Windows Server  administrator password.

2003 password,
enclosed in quotes

AutoLogon Yes or No Tells SYSPREP to automatically
log on to the computer after the
first reboot, using the value of
AdminPassword.

AutoLogon Any integer Tells SYSPREP how many times
to log on to the computer using
the specified AdminPassword.

OEMSkipRegional Oorl When set to a value of 1,
instructs SYSPREP to skip
the regional and language
options page in the Mini-Setup
stage. Regional information
can be included in the
[RegionalSettings] section
of the Sysprep.inf file.

OEMSkipWelcome Oor1l When set to a value of 1, instructs
SYSPREP to skip the Welcome
screen at the beginning of the
Mini-Setup stage.

[Networking] n/a None Specifies network identification

information.

[Identification] JoinWorkgroup Any valid Identifies the workgroup name
workgroup to which the target computer will
name belong.

JoinDomain Any valid Identifies the domain the target

domain name computer will be joining. If you
specify this value, you can also
specify the DomainAdmin and
DomainAdminPassword entries.
Table 2-6. Commonly Used Sysprep.inf Data Items
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Section Entry Allowed Values Description
DomainAdmin Any valid domain Identifies the username that
administrator will be used to join the target
username computer to the domain. This

account must have the right to
add computers to the domain.

DomainAdminPassword Valid password for Identifies the password of the
the user identified user specified in DomainAdmin.
in DomainAdmin

Table 2-6. Commonly Used Sysprep.inf Data Items (continued)

For a complete overview of all the sections and entries available for Sysprep.inf,
see the Windows Pre-Installation Reference help file, located in \SUPPORT\TOOLS\
DEPLOY.CAB on the Windows Server 2003 CD.

Note | Setup Manager allows you to generate a preconfigured Sysprep.inf file that is customized
: based on your responses to questions presented in the Setup Manager GUL

Eliminate All User Interaction

If you want to extend the entries in Sysprep.inf to completely automate the Mini-Setup
portion of the target computer, and eliminate all user interaction, you must complete,
at a minimum, the sections of the Sysprep.inf file described in Table 2-7.

Section Entry

[GuiUnattended] OemSkipRegional = 1
AdminPassword
TimeZone

[UserData] FullName
OrgName
ComputerName

ProductKey

Table 2-7. Entries Required to Eliminate User Interaction During Installation
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Section Entry

[Networking] No entries are needed for this section; however, the
section name must be present in the SYSPREP.INF file
in order to specify entries in the [Identification] section

[Identification] JoinWorkgroup (if joining a workgroup)
JoinDomain (if joining a domain)
DomainAdmin (if joining a domain)
DomainAdminPassword (if joining a domain)
[LicenseFilePrintData] ~AutoMode = PerServer (if using Per Server licensing)

AutoUsers (if using Per User licensing)

Table 2-7. Entries Required to Eliminate User Interaction During Installation
(continued)

Using the entries I've discussed, along with some others that aren’t fully described
here, here’s a simple Sysprep.inf file that installs Windows Server 2003 with no user
interaction:

[GuiUnattended]

OemSkipRegional = 1

AdminPassword = "W1lk1d@L337!H4x0r"
TimeZone = 027

[UserDatal

ComputerName = WEBSERVERO1

FullName = "Network Administrator"

OrgName = "Widgets International, LLC"
ProductKey = "00000-19095-ABCDE-FGHIJ-KLMNO"
[Networking]

[Identification]

DomainAdmin = Administrator
DomainAdminPassword = "!p074zzlum%"
JohnDomain = WIDGETINT
[LicenseFilePrintDatal

AutoMode = PerServer

AutoUsers = 100
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Specifying Alternate Mass Storage Controllers

Generally, you should use SYSPREP as an installation method only in situations where
the master image computer and all target computers use the same, or very similar,
hardware. However, in certain situations, you may have a target computer that uses a
slightly different mass storage controller than the master computer (perhaps due to the
use of a different chipset). Fortunately, the Sysprep.inf file can force a target computer
to re-enumerate its mass storage controllers. The correct driver is selected through Plug

and Play. To enable this feature, the following entry must be in the [Sysprep] section
of the file:

[Sysprep]
BuildMassStorageSection = Yes

This entry tells SYSPREP to populate the [SysprepMassStorage] section of the same
Sysprep.inf file, and install the driver for each of these mass storage controllers into the
critical device database. You can then populate the [SysprepMassStorage] section of
your Sysprep.inf file by running Sysprep.exe with the -bmsd switch (discussed later
in this section).

| Fully populating the [SysprepMassStorage] section of the SYSPREPINF file will result
in a significantly longer SYSPREP setup time on the target computer. If you know the
specific mass storage controllers available on all target computers, it’s a good idea to

delete all but these entries from the [SysprepMassStorage] section before you make the
final master image.

Adjusting Partition Sizes

When you copy the master image to a target computer, you may find that the target
computer has significantly more disk space than the master computer. While most disk
cloning products can automatically adjust partition sizes for you to ensure that Windows
Server 2003 takes up the full size of available space, some products will not do this

for you automatically. In this case, you can use the following entry in SYSPREP.INF

to force Windows Server 2003 to extend the partition to fill all unpartitioned space

that immediately follows the partition on which the operating system is installed:

[Unattended]
ExtendOemPartition = 1 value

where value is an optional size, in megabytes, by which you would like to increase the
size of the partition.

There are a few important caveats to using the entry. First, you are only able to extend
NTFS partitions. This entry will be ignored if the partition type of the image you're
restoring to the target computer is based on the FAT file system. Also, since you're
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expanding the partition size, the target computer’s hard drive must be at least the

same size as the master image computer. The partition you want to expand must have
unallocated space. You cannot extend into space that is taken up by any existing partition.
Finally, you can’t allocate the entire space of the disk, because this entry never allocates
the last cylinder of the hard disk, to allow dynamic disks to work properly.

Running Programs after SYSPREP Is Finished

In addition to providing customized system information, SYSPREP can install software
and run programs on target computers after the installation of Windows Server 2003.
There are frequently times when you’ll want to do this. For example, applications
cannot be installed on the master image computer if these programs rely on Certificate
Services or Clustering Services or integrate with Active Directory, yet you may want
these programs installed automatically immediately after SYSPREP is complete. You
can use Sysprep.inf to kick off most commands, including program installers, batch
files, Windows Scripting Host scripts, and the commands necessary to create a domain
controller.

To run a program after the target computer has completed the installation of Windows
Server 2003, create a new section in the Sysprep.inf file called [GuiRunOnce]. In this section,
create one entry for each command you want to run. Each command must be on a new line
and must be enclosed in quotes. The following sample section installs Active Directory
on the target computer, and then runs a Microsoft Installer-based setup program. In this
example, the files Setup.msi and dcpromo_answer_file must exist in the C:\Installers folder
of the target computer.

[GuiRunOnce]
"c:\windows\system32\dcpromo /answer:c:\installers\dcpromo_answer_file "
"c:\windows\system32\msiexec c:\installers\setup.msi"

[GuiRunOnce] works by modifying the HKEY_CURRENT_USER\Software\
Microsoft\ Windows\ CurrentVersion \Runonce registry key, and adding each command
to this value. Each command runs synchronously, which means the commands are
processed in order, and the next command doesn’t execute until its previous command
finishes.

An important limitation of the [GuiRunOnce] section is that programs run in the
context of the logged-on user. If the user logging on to the server doesn’t have the
necessary privilege to run a command in the [GuiRunOnce] section, the command will
fail (although subsequent commands will try to execute.) Because [GuiRunOnce] runs
in the context of the locally logged-on user, this also means that any programs that
write profile-specific information for only the current user will not be available to other
users who log on to the computer.

If you want to run privileged commands on the target computer after the installation
of Windows Server 2003, and you know that the first user logging on to the computer
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doesn’t have the necessary privileges to execute these commands, there is an alternative
to [GuiRunOnce]. Create a \i386\$OEMS$ folder in the SYSPREP program folder and add
the following entry to the SYSPREP.INF file (this assumes your system drive is C:):

[Unattended]
InstallFilesPath = C:\Sysprep\i386

Next, create a plain text file named Cmdlines.txt, which is similar to the [GuiRunOnce]
section of the Sysprep.inf file. The file contains one section called [Commands], and each
entry in this section is a command surrounded by quotes. For example, the following
Cmdlines.txt file kicks off a Visual Basic Script file, then starts a setup program to run
in quiet mode:

[Commands]
"wscript c:\scripts\cleanup.vbs"
"c:\installers\setup.exe —-quiet"

There are two advantages to using the Cmdlines.txt method of running programs
after SYSPREP is complete. First, the commands in the file are run before the final SYSPREP
reboot (as opposed to after the final reboot, in the case of [GuiRunOnce]). This means
the commands are executed in the privileged context of the local system. The second
advantage is that any profile-specific information is written to the HKEY_USERS\.Default
profile, so that any user who logs on to the target computer will get this information copied
to their local profile the first time they log on to the computer.

There are also a few disadvantages to using Cmdlines.txt:

B MSI packages (using Msiexec.exe) can’t be installed, because Cmdlines.txt
executes before the final SYSPREP reboot. At that point, the Microsoft Installer
service is not fully functioning. Use [GuiRunOnce] instead, or repackage the
MSI file into a format that doesn’t rely on the Microsoft Installer service (for
example, a Microsoft Systems Management Server [SMS] package).

B When Cmdlines.txt executes, there is no network connectivity. Any programs
that rely on a network connection or resource will fail.

. SYSPREP cannot be used to automate any input or user interaction that is required for
Caution ; : N , : .
commands in the [GuiRunOnce] section or in the Cmdlines.txt file. If a program in one
of these two locations requires input (for example, entering a serial number or clicking
an OK dialog button), the user will be required to enter this information. Fortunately,
many programs and scripts can be modified to silently install with no user interaction.

Alternatively, you can package an application into a format that requires no interaction,
such as a Microsoft Installer (MSI) package or an SMS executable package.
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Executing Sysprep.exe

After Windows Server 2003 has been installed on the master image computer, and your
Sysprep.inf file is complete, run Sysprep.exe to wipe machine-specific information from
the computer.

The Sysprep.exe and Setupcl.exe files must be located together in the %SystemDrive%\
SYSPREP folder to work. If you're using a Sysprep.inf file to provide setup and
configuration information to the target computer, this file must also be located in
the same folder.

Sysprep.exe has numerous parameters to customize the way it runs on the target
computer. The syntax is

SYSPREP -command

where command is the action you want the program to take. (Some of the commands
are designed for use exclusively with the special Factory Mode of SYSPREP.) The
commands you can use are described next.

-activated If you are running SYSPREP in Factory Mode, and you have already
activated Windows Server 2003, this switch allows you to specify not to reset the grace
period for product activation. This option is used before you use the —reseal command
in Factory Mode.

-audit If you are running SYSPREP in Factory Mode, this command will reboot the
computer without generating new SIDs, and without processing any commands in the
[OEMRunOnce] section of the Winbom.ini file.

-bmsd  This command requires that the BuildMassStorageSection = Yes entry exists in
the [Sysprep] section of Sysprep.inf, and a [SysprepMassStorage] section also exists in the
file. Provided that these requirements are met, when SYSPREP runs with this command,
it will populate the [SysprepMassStorage] with the PnP IDs of all mass storage devices
that are natively supported by Windows Server 2003. You can then manually remove the
entries you won't need for clients.

You can also use this command when you want SYSPREP to build the
[SysprepMassStorage] section of the Sysprep.inf file on the master computer—
for example, if you know that one or more target computers use a different mass
storage controller than the master computer. This command will only populate the
[SysprepMassStorage] section of the Sysprep.inf file; it will not remove the master
computer’s customized information, it will not generate new SIDs, and it will not
shut down the computer. This command must be used by itself. You cannot use it
with any other SYSPREP commands.

-clean This command eliminates unused mass storage drivers added to the
Sysprep.inf file by the [SysprepMassStorage] section. It also removes any unused
devices created by Plug and Play.
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-factory Initiates the special Factory Mode of SYSPREP. This command restarts the
computer and places it in a network-enabled state; however, the Mini-Setup portion of
the SYSPREP process will not be started. Once Factory Mode has been enabled on the
master computer, the computer can be cloned to an image. This image is then restored
on a target computer, at which point the Sysprep.inf file can be modified to perform
additional steps, or additional drivers for devices such as mass storage controllers
can be added to the image. Once all Factory Mode tasks are completed, SYSPREP

is run with the —reseal command to complete the process and prepare the system

for Mini-Setup stage.

-forceshutdown This command forces SYSPREP to shut down the computer after
installation. This command can be used when the computer’s ACPI BIOS doesn’t shut
down on its own after SYSPREP completes its process.

-noreboot This command instructs SYSPREP not to shut down or reboot the
computer after it has completed. Normally, you should use this command only for
testing purposes, because if you modify the master computer after SYSPREP has run,
the master image may not install correctly.

-nosidgen By default, SYSPREP generates new SID information for each target
computer. However, if you're only making a single copy of the master computer, and
the original master computer will be decommissioned or reimaged, you can use this
command to make sure that SYSPREP doesn’t generate a new SID on the target.

-pnp  This command forces the Mini-Setup portion of SYSPREP to completely
enumerate all PnP devices in the computer. You should only use this command if the
target computer has legacy ISA PnP devices. The full enumeration process adds a
significant amount of time to the SYSPREP process on the target computer.

-quiet This command forces SYSPREP to eliminate the display of onscreen
confirmation messages.

-reseal When a target computer is in Factory Mode, and after all additional changes
have been made to the image, this command prepares the computer for final imaging.
Sealing is the last step of the Factory Mode process.

While you can run any of the SYSPREP parameters from the command line, the
SYSPREP program also has a GUI that gives you access to most SYSPREP features,
including Factory Mode settings. To enter the GUI mode of SYSPREP, run Sysprep.exe
without any parameters.

Once SYSPREP starts, it executes the parameters that were passed on the command line
(or, if it’s in GUI mode, it will perform the actions selected in the interface). Depending
on the commands passed to SYSPREP, execution time may take anywhere from a few
seconds to several minutes. Once completed, SYSPREP automatically shuts down the
computer if it is ACPI-compliant. Otherwise, you're informed when the computer can
be safely shut down.
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Cloning the Master Image to a File

Since Microsoft doesn’t (yet) provide or sell any software for performing this step,
cloning the master image requires a third-party piece of software. There are a number
of excellent cloning products on the market, including Symantec Software’s Ghost,
PowerQuest’s Drive Image, and NovaSTOR’s NovaDISK. Most third-party commercial
cloning software allows you to clone the master image to a variety of media, including
another disk partition, network shares, CD-R/CD-RW, or one of the writable DVD
standards.

Restoring the Master Image to the Target Computer

The process used to restore the master image varies depending on the software you
used to create the image. Check the documentation for the imaging software you use
for detailed instructions on how to restore the image file. Note that most third-party
imaging programs can automatically handle some differences between master and
target computers, such as different hard disk sizes. However, no imaging software
can install more data onto a disk than will fit, so make sure your target computer has
adequate disk space to hold the files from the master image that’s restored by your
imaging program.

Launching the Mini-Setup Stage
When a computer that has been restored with a SYSPREP image boots for the first time,
the following steps are executed, unless they are provided for in a Sysprep.inf file:

1. Plug and Play detects all compatible system hardware. Normally, this process takes
about three to five minutes to complete. However, if the [SysprepMassStorage]
section of the Sysprep.inf file is fully populated, this process can take considerably
longer (up to 45 minutes!).

2. You are prompted to accept the Windows Server 2003 End-User License
Agreement (EULA).

3. You are prompted to specify your name and organization.
4. You are prompted to join a workgroup or domain.

5. You are prompted to specify the server’s regional settings, such as language,
currency type, and time zone.

6. You are prompted to specify Telephony API (TAPI) information, such as
area code.

7. You are prompted to specify the network protocols, services, and addressing.
8. The SYSPREP folder is automatically deleted.
9. The computer restarts, and the logon dialog appears.
At this point, Windows Server 2003 has been successfully installed on the target
computer. You can log on to the computer just as you would any other Windows

Server 2003 computer, and you can further modify the computer by installing
additional software or updated drivers.



Chapter 2: Installation 53

Running SYSPREP in Factory Mode

Factory Mode is a special feature of SYSPREP that allows administrators to maintain a
single base image for all Windows Server 2003 computers, regardless of the differences
in hardware (provided, of course, that they share a compatible HAL). When you create a
master computer image in Factory Mode, and restore it to a target computer, the target
computer will not automatically load into Mini-Setup mode. Instead, Factory Mode
processes another file similar to the Sysprep.inf file, called Winbom.ini. Winbom.ini
lets you specify information specific to the machine, such as additional applications or
updated mass storage controller drivers. Once the Winbom.ini file has been processed on
the target computer, you can prepare the computer again for the Mini-Setup portion of
SYSPREP by using the —reseal command.

Remote Installation Services (RIS)

Windows Server 2003 supports a third automated installation method, Remote
Installation Services (RIS). RIS is somewhat of a hybrid between automated setup
using an UNATTEND.TXT file and SYSPREP.

RIS works by using a partition on a Windows Server 2003 host computer that is
set up as a RIS server. The RIS partition on this server contains one or more Windows
Server 2003 images, along with optional files that modify these images during the
installation process.

Although all client installation files in RIS are called “images,” they can actually
be file-based (called flat images), similar to unattended setup; or they can be true binary
images (called RIPrep images, after the utility used to create them), similar to SYSPREP.

After images are created on a RIS server, target computers (clients) connect to the
RIS server and install the image across the network onto their local hard drive. Clients
do not need to have a local copy of the installation media or the image, and unlike
SYSPREP, no third-party imaging software is required to create or install the image on
target computers. (However, RIS is capable of deploying images created by third-party
cloning software.)

RIS Requirements
Although RIS is a very flexible method for installing Windows Server 2003, there are
some stringent requirements for using it, as follows:

B RIS relies on clients connecting to a dedicated RIS server. However, to do this,
the clients must have a network adapter that either supports the Intel Pre-Boot
Execution (PXE) remote-boot standard or is supported by the Microsoft RIS Boot
Disk. The RIS Boot Disk is a bootable disk that can be created using RIS, and
supports network connectivity to the RIS server. The RIS Boot Disk supports a
limited number of network adapters; however, support for additional adapters
cannot be added to the disk. As a result, if the network adapter in your target
computer does not support PXE, and is not supported by the RIS Boot Disk, you
cannot use RIS as an automated installation method.
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B RIS requires a disk partition on the RIS server to hold the RIS images, and this
partition must use the NTFS file system. The RIS partition cannot use EFS,
and the RIS partition cannot be on the system boot or root partition. The RIS
partition cannot be addressed as a DFS share.

B The RIS service must be installed on the RIS server. The RIS service can be installed
from the Windows Server 2003 installation media.

B The RIS server must meet the minimum hardware requirements for the edition
of Windows Server 2003 that is being installed to clients, and the server should
have a high-speed connection to all clients (such as 100 Mbps Ethernet).

B The RIS server cannot be a multihomed computer.
B TCP/IP must be running on the RIS server.

B DHCP, DNS, and Active Directory must be available for the network and
domain on which your RIS server and clients reside, although they don’t need
to be running on the RIS server itself. The DHCP server does not have to be
a Microsoft DHCP server; however, if it is, it must be authorized.

B RIS can only be used with the Standard, Enterprise, and Datacenter editions of
the Windows Server 2003 product.

Installing the RIS Server

Installing a RIS server is the first step to enabling RIS installations. If RIS isn’t already
installed on your RIS server, the service can be installed using the Windows Components
section of the Add or Remove Programs applet in Control Panel. Once installed, the RIS
Setup Wizard guides you through the steps to configure your RIS server.

RIS File Location The Setup Wizard prompts you for the location of RIS partition
and image files. The RIS partition does not have to be exclusively dedicated to RIS;
instead, clients access it through the UNC \\ris_server_name\Remotelnstall. You must
select an NTFS partition for the location of RIS server files, and this partition cannot be
the boot or root partition of the server.

Enable RIS To enable RIS immediately on the server, select the Respond to Client
Computers Requesting Service check box. You can manually start RIS responding to
clients later, if you would prefer to first create RIS images.

To allow RIS to only respond to prestaged clients, select the Do Not Respond to
Unknown Client Computers check box. When checked, only client computers that have
been prestaged will be allowed to install an image from the RIS server. Prestaging
simply means that the client computer’s unique GUID, based on the MAC address of
the NIC, has been populated in Active Directory.

Locate Files for Initial Image The Setup Wizard prompts you to enter the location
of the Windows Server 2003 installation files that will be used to create the first image
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on the RIS server. You can later modify, replace, or delete this image. These files will be
copied to the \Remotelnstall share created on the RIS server. The files can be located
on physical media, such as the CD, or on a network share.

Name the Directory for the Initial Image The Setup Wizard prompts you to enter
the name of a directory where the files will be installed. This directory will be created in the
\Remotelnstall share created on the RIS server. The directory name should be descriptive
enough to determine the operating system (for example, WIN2K3_STANDARD). The
directory name does not need to conform to the 8.3 naming convention.

Enter Friendly Description and Help Text Entering a friendly description and
help text allows you to provide a more thorough description of the RIS image. The
description and help text are presented to clients when they select an image to install
on the target computer. If you have a large number of RIS images available for
installation, these values can greatly assist in differentiating between them.

After you've completed the Setup Wizard, assuming that you selected the Respond
to Client Computers Requesting Service check box, your RIS server is now able to serve
the Windows Server 2003 image to clients. The following three services are enabled on the
server to service client requests:

B Remote Installation (BINLSVC) This is the service that listens for requests
from RIS clients that are using either a PXE-enabled NIC or the RIS Boot Disk.
It is responsible for sending images to clients and, if the clients are not prestaged,
creating their computer accounts in Active Directory.

B Trivial File Transfer Protocol Daemon (TFTPD) This service is responsible
for transferring the initial setup files required by RIS to the client computers.
Both PXE-enabled network adapters and the RIS Boot Disk support this protocol.
The most important file that TFTPD sends to the client is Startrom.com, which
bootstraps the client computer and then allows the user to initiate a RIS installation.

B Single Instance Store (SIS) This service reduces the overall amount of space
used on the RIS server, by eliminating multiple copies of the same file. If SIS
finds more than one copy of a file on the RIS partition of the RIS server, it keeps
one copy and creates links to the other copies. In this way, multiple images that
share a lot of the same files can be created on a RIS partition, without taking up
as much space.

Managing RIS Servers

RIS servers control almost all aspects of image installation and distribution, including
availability, security, and installation features. Fortunately, there are a variety of tools
you can use to manage your RIS servers and ensure that your installations are fast
and effective.
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Managing RIS Server Properties with Active Directory RIS is managed through
property pages within objects in Active Directory. To access the RIS property pages for
a RIS server, open the Active Directory Users and Computers snap-in, navigate to the
container holding the RIS server, right-click the server, and select Properties. You can
set the following options for the RIS server from the Remote Install properties page:

B Client Servicing This specifies whether the RIS server responds to all clients
requesting service or only to prestaged clients. If you select the Respond to
clients requesting service option, RIS will response to any client computers
requesting an image (this is also how you enable the RIS server if you initially
did not check this option when running the RIS Installation Wizard). If you
select the Do not respond to unknown client computers option, the RIS server
will only respond to prestaged clients. For information about prestaging RIS
clients in Active Directory, see “Prestaging Computers,” later in this section.

B Verify Server This option launches a wizard that checks the consistency of the
RIS server by verifying settings and configuration. If key RIS files are missing,
you're prompted to provide the Windows Server 2003 installation media. The
Verify Server option is only available if you are logged on locally to the RIS
server or connected through Remote Desktop.

B Show Client This option allows you to search the Active Directory for
RIS clients. A dialog box displays, showing a list of client computers (both
prestaged and not) along with their globally unique identifier (GUID).

B Advanced Settings These settings allow you to finely control how client
computers respond to the RIS server. The subfeatures of this option include:

B Automatic client computer account naming format This allows you to
specify a naming convention for client computers, so that this information
doesn’t have to be entered by the person executing the installation at the target
computer. To ensure name uniqueness, you can use the following parameters:

Parameter Substituted Value

Y%First First name of logged-on user
Y%Last Last name of logged-on user
%Username  Network logon name of user
%MAC MAC address of target computer’s network adapter

Yot Inserts an incremental number that is tracked by the RIS server

In addition, you can insert a number after the percentage sign in any of
the preceding values to specify the number of digits. For example, the
naming format “%1First%7Last’%MAC” would yield a computer name
of “JTHAMILTO0030628 AC74D”, assuming the user installing the target
computer is named John Hamilton, and the MAC address of the first NIC
in the client is 00-30-62-8 A-C7-4D.
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B Active Directory location of client computer accounts Identifies the container
in which prestaged target computer accounts are found, and the container in
which computer accounts for nonprestaged target computers are created.

Manage RIS Server Properties Using Risetup The Risetup utility is a command-
line tool designed to allow you to manage and automate aspects of your RIS server,
such as images. The syntax is

risetup [/add] | [/check] | [/auto filename.inf]
where:
/add tells Risetup to add a new installation image on the RIS server.

/check performs a test to validate that the RIS server is functioning properly,
identifies and fixes most problems related to RIS servers not functioning correctly,
and reauthorizes the RIS server in Active Directory.

/auto filename.inf tells Risetup to configure the server automatically, as defined by
the file filename.inf. This file defines the configuration of the RIS server in a manner
similar to the RIS Setup Wizard, but doesn’t require any administrative interaction.

Here’s a sample .inf file for the Risetup /auto parameter:

[Version]
Signature = "$Windows NTS"
[Risetup]
RootDir = "e:\RemoteInstall"
Source ="z:\InstallSource\i386"
Directory = "WIN2K3_STANDARD"
Description = "Windows Server 2003 Standard Edition"
HelpText = "Base image for all servers in the Philadelphia office."
Screens = "overwrite"
Architecture = "x86"
Language = "English"

These entries are rather self-explanatory, and all are mandatory within the .inf file.
A few entries need some further explanation:

B [RootDir] Identifies the drive and directory where the RIS files are located.
This is the folder that is shared using the \Remotelnstall sharename. If RIS is
already installed, and you have run the Setup Wizard to specify the location of
the RIS folder, then this path must remain the same (you can’t change this entry
to move the location of the RIS folder). The path must be a local drive, not a UNC,
and the maximum number of characters in the path and folder name is 127.
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B [Source] Identifies the location of the installation media from which to create
an installation image. The path to the files can be either local or a UNC, and can
be up to 260 characters.

B [Directory] The directory that will be created in the RIS server’s \Remotelnstall
share to hold the files of the image. This name can be up to 39 characters.

B [Description] The short descriptive name of the image. It can be up to
65 characters in length.

B [HelpText] The longer descriptive name of the image. It can be up to
260 characters in length.

B [Screens] Identifies the action that will be performed on existing .osc files
when installing the image; .osc files contain text that is displayed on the screen
of the target computer during installation of the RIS image. The three values
allowed are overwrite, backup, and leavealone.

B [Architecture] Specifies the processor architecture for the image. This can be
either “x86” for 32-bit CPUs or “ia64” for 64-bit Itanium family processors. RIS
will not let you install an image on the wrong processor.

Managing Access to RIS Services

If you are deploying RIS in a large enterprise, you'll likely want to limit both the
number of computers that can install an image through RIS and the people who can
install an image on these computers. There are several ways to accomplish this.

Using Group Policy to Manage Access Group Policy Objects (GPO) is an Active
Directory feature that allows an administrator to delegate permissions throughout the
enterprise. By using the Active Directory Users and Computers snap-in, you can limit
the level of access that an organizational unit (OU) has to RIS services. Right-click the
OU to which you want to delegate or limit RIS access, and choose Properties from the
shortcut menu. Then select the Group Policy tab. Drill down to the User Configuration\
Software Settings\Remote Installation Services container and double-click Choice
Options. You can then enable or disable access to any of the following four RIS
features, or leave them unconfigured to inherit policy:

B Automatic Setup Verifies that the GUID for the client computer has been
prestaged. If so, it keeps the existing computer account. Otherwise, it creates
a computer account using the name policies specified for RIS.

B Custom Setup Allows users to specify their own computer name, along with
the location of the computer account in the Active Directory tree.

B Restart Setup Allows a user to resume setup if the previous attempt failed.

B Tools Toggles the display of any additional tools that you have installed for
RIS client computers.
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Prestaging Computers

By allowing only computers that are prestaged to use your RIS server, you are eliminating
the possibility of any domain user installing an image onto a computer. Allowing any
computer to install your images has serious ramifications, including licensing and
management issues. If you can, consider prestaging all of your client computers.

To prestage a client, use the Active Directory Users and Computers snap-in. Navigate
to the container where you want your client computer accounts to be located, right-click
and select New, and then select Computer. In the New Object dialog, enter the computer
name that will be assigned to the computer, then click Next. Check the This is a managed
computer check box, enter the GUID of the computer, and click Next.

The GUID typically contains the MAC address of the NIC, with a string of
characters (often zeros) at the beginning. The computer’s GUID can often be found in
the system BIOS, and vendors frequently print the GUID on or inside the system case.
Once your client computers have been prestaged, and you have configured the RIS
server to not respond to unknown client computers, only prestaged clients will be able
to use your RIS server.

Setting Image Permissions
In addition to using GPOs to limit users’ rights within RIS, and prestaging clients to
limit the computers that can install using your RIS server, you can also limit the specific
images to which a user has access.

To limit access to a specific image, follow these steps:

1. Open the Active Directory Users and Computers snap-in.

N

. Navigate to the container containing your RIS server, right-click, and select
Properties.

. Move to the Remote Install tab.
. Click Advanced Settings, then click the Images tab.
. Select the image to which you want to limit access, and click Properties.

. Click Permissions, and select the Security tab.

NN G o W

. Specify the users who can or can’t have access to the image. (If the image is a
flat image, you only need to set permissions on the image’s Ristndrd.sif file.)

Creating Flat RIS Images
Creating a flat RIS image involves identifying to the RIS server the location of operating
system installation files. These files are copied to the RIS server and can then be selected
for installation at a client computer (assuming that the user has permissions to run RIS,
and has appropriate permissions for the image file).

To create a new flat RIS image, follow these steps:

1. Open the Active Directory Users and Computers snap-in.

2. Navigate to the container that holds the RIS server, right-click the server,
and select Properties.
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. Move to the Remote Install tab.

. Click Advanced Settings, then click the Images tab.

. Click Add to launch the RIS Setup Wizard.

. Select Add A New Installation Image, and click Next.

. Enter the path to the Windows Server 2003 setup files (for example, D:\i386 if
you're copying from CD-ROM) and click Next.

NN G o W

8. Enter a name for the folder that will store these source files on the RIS server,
and click Next.

9. Enter a friendly name and help text to describe the image, and click Finish.

The source files are copied to the image directory on the RIS server. During the
process of copying these files, the RIS server creates a file called Ristndrd.sif. This file,
like the UNATTEND.TXT and Sysprep.inf files, identifies custom information about
the installation that gets merged with the source files when they’re installed on the
client. In this way, Ristndrd.sif completely automates the installation of the image on
the client. Ristndrd.sif is a plain text file, and can be further edited to provide additional
configuration information beyond the basic information that the RIS server knows
about the image. You can also use the Setup Manager to create a .sif file. Once a .sif file
has been created, it can be associated with multiple images. The Windows Server 2003
Corporate Deployment Kit (located in the \SUPPORT\TOOLS\ DEPLOY.CAB file)
contains extensive information on customizing the Ristndrd.sif file.

Using RIPrep RIS Images
Similar to SYSPREP, RIS allows you to create an image of a computer that has been
preconfigured and preinstalled with applications and custom drivers. The utility used
to perform this function within RIS is called RIPrep (Rprep.exe). RIPrep has some
advantages over SYSPREP, most notably that it doesn’t require computers using the
same image to be identical, or even use the same mass storage controller (however,
they are required to share a compatible HAL).

To create an image with RIPrep, you must be a member of the local Administrators
group on the computer that will be used to create the image, and you must have
permission to write to the RIS folders (\Remotelnstall) on the RIS server.

Note | RIPrep cannot be used to create an image for a 64-bit IA64 architecture system. If you
want to use RIS to install images on 1A64-based Windows Server 2003 computers,
you must use flat images.

Create the Image Similar to SYSPREP, begin the process of creating a RIPrep image
by acquiring a baseline system that closely matches the hardware of all target computers
that will use the image. Install Windows Server 2003, along with any custom drivers,
applications, and other files that you want made available to all target computers
using the image.
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When you create the baseline image, only use a disk partition, and make the partition
size as small as you can while still accommodating space requirements for the operating
system, application files, the paging file, and other components. RIS will use the entire
size of the partition to determine the minimum size of client partitions; if you make a
baseline image containing 20GB of files but use a 120GB disk partition, you won’t be
able to use the image on clients with drives less than 120GB in size. For a review of
components that can be installed on the RIPrep image at this stage, see “Preparing the
Master Image” in the “SYSPREP” section, earlier in this chapter.

Run the Remote Installation Preparation Wizard After the image is created, run
Riprep.exe, which copies the image to the RIS server and prepares it for installation on
target computers.

The wizard requires you to enter customized information for the image, including
the name of the RIS server (which will default to the RIS server from which you are
running Riprep.exe), the name of the folder on the RIS server in which you would like
to install this image, and a friendly description and help text for the image.

Note | RIPrep may inform you that it is unable to stop certain services that should be stopped
in order to complete the image installation process. If you encounter this error message,
you should try to manually stop these services. If stopping these services fails, or if the

services can’t be stopped due to dependency requirements, you can still continue the
RIPrep process.

After the replication process has completed, the image is added automatically to
the list of operation system installations that are available to client computers on the
RIS server. Similar to SYSPREP, images created using RIPrep are only usable on target
computers that share a compatible HAL. Other hardware does not need to be identical
between the computer on which the RIPrep image was created and target computers,
since the RIS client installation process fully enumerates any Plug and Play devices to
ensure that the correct drivers are installed.

When creating an image using RIPrep, a Riprep.sif file is created in the directory
on the RIS server where the image is created. This file, similar to the Sysprep.inf
file, identifies custom configuration information about the client computer. Like the
Ristndrd.sif file used in flat images, this file can be edited to suit the requirements
of your remote installation. The Windows Server 2003 Corporate Deployment
Kit (located in the \SUPPORT\TOOLS\DEPLOY.CAB file) contains extensive
information on customizing the Riprep.sif file.

Installing RIS Images on Client Computers

Once images have been created, the process of actually installing a RIS image to a client
computer is fairly simple. If the client computer has a PXE-enabled network adapter, and
the client is located on the same network segment as the RIS server, you can simply turn
on the computer. Otherwise, if your client computer’s NIC doesn’t support PXE, you
can create a RIS Boot Disk. Remember that the RIS Boot Disk only supports a limited
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selection of network adapters; if your NIC doesn’t support PXE, and isn’t supported on
the RIS Boot Disk, you can’t use RIS to install images on the client computer. To create
a RIS Boot Disk, from any computer, launch the Disk Boot Generator (Rbfg.exe) from
the RIS server, and click the Create Disk button.

| Caution |

Although your network adapter may support PXE, your BIOS may not be configured
to select the PXE adapter as a boot device. If you know your adapter supports PXE, and
you are unable to get the computer to boot into RIS, verify that your PXE adapter is
configured as the first boot option in ROM.

When the PXE adapter or Remote Boot Disk starts, the user is instructed to press
F12 to begin the installation process. The user takes the following steps to install the
operating system:

1.

Enter a valid username and password. The account must be in the same domain
as the computer account (if prestaged). If the computer is not prestaged, the
account must have permissions to add computers to the domain.

. Enter the domain name. This is the fully qualified DNS domain name

(ivenseast.com), not the NetBIOS name (ivenseast).

. Choose a Setup Option. Depending on how GPOs are configured for the RIS

server, the user may have access to these options: Setup; Custom Setup; Restart
a Previous Setup Attempt; Maintenance; and Troubleshooting Tools.

. Enter computer name and directory path. This is only required if the user chooses

Custom Setup in the previous step.

. Select the image you want to install. Depending on how ACLs are set on the RIS

server, the user may not have access to all the images available on the server.

. Install the image. Depending on the size of the image and its feature sets, as

well as the network connectivity speed and traffic saturation between the client
and the RIS server, this may take a lot of time. If information such as company
name, registered username, and product key are not provided in the image’s
Ristndrd.sif file (for flat images) or Riprep.sif file (for RIPrep images), the user
is prompted for this information.
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changes in the way the operating system works, or in the way you manage your

enterprise. The differences between managing servers running Windows 2000 and
Windows Server 2003 aren’t substantial—you'll just find some new features that make
your job easier.

However, if you're moving to Windows Server 2003 from Windows NT 4, you have
a lot of new information to absorb—and you'll learn about the new paradigms and new
features throughout the chapters in this book.

In this chapter, I'll present an overview of the Windows Server 2003 basics—the
stuff you need to know about in order to take advantage of the features and tools you
have at your disposal.

If you're moving to Windows Server 2003 from Windows 2000, you'll find few major

___| Manage Your Server

After installing Windows Server 2003, the Manage Your Server page automatically opens
every time you boot the computer. Microsoft introduced this tool in Windows 2000, and
the Windows Server 2003 version is just terrific! As you can see in Figure 3-1, this window
contains a plethora of utilities for configuring server roles, and managing the services you
provide to users with those roles.

| You can also open this page by selecting Manage Your Server from the Start menu.

Configure Your Server Wizards

You can use the wizards that spring from the Manage Your Server tool to configure

a Windows Server 2003 server for a specific role, or multiple roles (a separate wizard
exists for each role). The wizard walks you through the installation of the components
required for the services you want this server to provide to your users.

Note | The Configure Your Server Wizards are not available in Windows Server 2003
Web Edition.

Launch the wizard by clicking Add Or Remove A Role. The opening wizard page
displays a checklist of preliminary tasks (see Figure 3-2), most of which you probably
completed automatically during installation of the operating system.

When you click Next, the wizard checks the NIC to make sure the computer can
communicate with the network, and then displays the list of roles you can assign to the
server. I'll go over the basic information for each server role in the following sections.

File Server

Most administrators set up file servers to hold user data files, because this paradigm
provides many advantages to both the users and the administrators. The biggest
advantage is that backing up a file server ensures that all user data is backed up.



Chapter 3: System Basics for Servers

Search Help files for a word or phrase Open Tools Help pages

Add or remove components for server roles Display Administrative Tools

Open System Properties dialog Connect to Update site
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) Windows Server Communities
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[T]Ron't display this page at logon
Use snap-ins to manage services Turn off automatic loading of this page Open Help files

Figure 3-1. Use the Manage Your Server tools to configure the server for
specific tasks.

I've never met an administrator who managed to enforce rules about backing up
when users are permitted to save data on their local computers. We've all received
anguished calls from users with dead or corrupted drives, and questioning the users
always produces an admission that no recent backups exist (or, no backups ever
existed). Additionally, saving data to file servers is the only way to go if you have
roaming users.

For file servers, use computers that have large-capacity drives. In fact, installing
multiple large drives is a good idea. Since I/O is the biggest consideration for file
servers, be sure you buy the fastest drives you can afford.

When you set up file servers, you should make sure that your users’ application
configuration options point to the file server as the default location for data files.
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Configure Your Server Wizard E2

Preliminary Steps .
‘fou can ensure that you successfully configure your server by completing the Following steps before "‘a
cantinuing,

Before continuing, werify that the Following steps hawve been completed.
# Instal all modems and network, cards,
& Afttach all necessary cables,
& If you plan to use this server for Internet connectiviey, connect to the Inkernet now,
& Turnon all peripherals, such as printers and external drives.

& Have your Windows .MNET Server 2003 Setup CD awvailable, or know your network installation path.

when you click Mext, the wizard will search for network connections,

Cancel | Help |

Figure 3-2. Be sure all physical connections are configured and working before
installing server components.

Depending on the application, you may be able to do this by setting options during
deployment, or with group policies. (For some applications, you may need to map
a drive to the users’ sharepoints.)

For a file server, the Configure Your Server Wizard offers the following configuration
options:

B Disk quotas (assuming the computer is formatted for NTES); see Chapter 16
to learn more about disk quotas
B Indexing services

The wizard also launches the Share a Folder Wizard, which lets you share existing
folders, or create new shared folders.

Print Server

When you set up a server as a print server, the wizard walks you through the steps that
provide printer drivers for client computers. You can even load drivers for downlevel
(earlier than Windows 2000) clients to make it easier for downlevel users to install printers.
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You must have the printer drivers available, and many times you can access those drivers
from the appropriate operating system CD. Or, you can copy the downlevel drivers to the
server or to a floppy disk before you launch the wizard.

| It's a good idea to go to the manufacturer’s web site to see if newer drivers are available.

If you're installing drivers for Windows Server 2003 /Windows 2000/ Windows XP,
clicking Next starts the Add Printer Wizard. If you're also installing drivers for downlevel
clients, the Add Printer Drivers Wizard runs in addition to the Add Printer Wizard.

Network printing is I/O intensive, so it’s best to put a fast drive in the file server.
Also, I add a second parallel port (which costs less than $10) to my file servers in order
to support more than one printer. You can also support multiple printers by way of a USB
port, since most new printers offer USB connections. In fact, one nifty device I found is a
USB port extender, which turns a single USB port into a four-port connection. Mine is
a Linksys, but other manufacturers are probably offering a similar device now that USB
connections are becoming so popular. Your Windows Server 2003 server can comfortably
support multiple printers without any degradation in performance.

Note | To learn more about managing network printing services, see Chapter 9.

Application Server
The server role “application server” really means “web application server.” If you're
only interested in letting network users access applications such as Word or Excel, you
can install Terminal Server.

This doesn’t mean you're setting up an application server to provide services to
the world (although you could). Most administrators who establish application servers
want to let their users access the server over the Internet, or want users to be able to
access web technologies (such as ftp transfers or HTML-based documents).

When you use the Configure Your Server Wizard to create an application server, the
following Windows components are automatically installed:

B Internet Information Services (IIS) Provides the infrastructure for web
applications and web services.

B Application Server console Provides administrative tools for managing
web applications.

B COM+ An extension to the Component Object Model (COM) that adds
developer features to the built-in integrated COM functions.

M Distributed Transaction Coordinator (DTC) Coordinates COM+ transactions
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In addition, you can optionally choose the following features:

M Install FrontPage Server Extensions Enable users to administer and publish
a web site remotely.

B Enable ASPNET A web application platform for deploying enterprise-class
web-based applications.

Mail Server

A mail server collects e-mail from an ISP-based mail server and distributes the e-mail to
users. This is a way to centralize mail services, instead of having each user independently
go out to the ISP and collect mail. In addition, when you configure a Windows Server
2003 server for this role, the server acts as an SMTP server.

Before you can configure a mail server, you must contact your ISP to get a static IP
address for the computer, and you also must make sure your ISP has a Mail eXchanger
(MX) record that matches the mail server’s name for your e-mail domain name.

The wizard walks you through the configuration steps (which include settings for
authentication), and when you finish, you can use the POP3 Service snap-in to manage
your mail server.

Terminal Server
A terminal server gives users access to Windows-based applications. You can install
a terminal server on any version of Windows Server 2003 except Web Edition.

With a terminal server, you install one copy of an application and then let users
access the application on the server. Users can save data files, maintain their own
settings, and generally work with software as if that software had been installed on
their own computers.

Note | Appendix A contains an overview of the way a terminal server works in Windows
Server 2003.

Remote Access/VPN Server

This server role is designed to let remote users access the LAN to which the server
is attached. Users can use dial-up connections, or connect from their browsers. In
addition to providing this access point, or gateway, a remote access/ VPN server can
provide Network Address Translation (NAT). With VPN and NAT, your client users
can determine the IP addresses of the computers on your private network, but other
Internet users cannot.

While old-fashioned dial-up connections continue to exist (often used by employees
who dial in from home), VPNs are growing in popularity. The availability of broadband
connections has made a VPN a useful tool, providing a way for mobile users, and
branch office users, to have access to network services.
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If you want to use your Windows Server 2003 computer for this role, the machine
should be multihomed, so the LAN and the broadband connection exist separately
(and apart).

The wizard walks you through all the steps, offering configuration options that
depend on the way your remote users join your network. Generally, you should be
prepared to make the following configuration decisions:

B Assign NICs Tell the wizard which NIC is dedicated to the broadband
connection, and which NIC is attached to the LAN.

B Assign IP addresses to incoming clients If your LAN has a DHCP server,
your remote access/ VPN server can lease ten addresses at a time and assign
those addresses to remote clients. If you lack a DHCP server, you can configure
your remote access/ VPN server to generate and assign IP addresses to remote
clients. You must configure the range of IP addresses you're using for this
purpose.

B Configure RAS/RRAS services if you're allowing dial-up connections
Note that RAS is built into Windows Server 2003, and doesn’t have to be
installed as a Windows component.

Domain Controller
A domain controller (DC) contains the Active Directory and manages logons. You can
use the wizard to install the first DC, or, if you've already installed a DC, the wizard
walks you through the steps to install additional DCs, as follows:

B An additional domain controller for an existing domain

B A domain controller for a new forest

B A domain controller for a new child domain

B A domain controller for a new domain tree

See Chapter 18 to learn about installing and configuring domain controllers.

DNS Server

A DNES server provides the name resolution service required by Active Directory. See
Chapter 12 to learn about DNS.

DHCP Server

DHCP servers provide IP addresses for the computers on your network. See Chapter 11
for detailed information on DHCP.
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Streaming Media Server

If you need to deliver Windows Media content (streaming audio and video), you can
configure a Windows Server 2003 computer as a streaming media server. The wizard
installs Windows Media Services, which permit you to deliver digital media, in real
time, to LAN, dial-up, and VPN clients.

WINS Server

When Microsoft released Windows 2000, its marketing strategy included a lot of hoopla
about the demise of the need for WINS. It’s a rumor you shouldn’t rely on. I know of
no administrators who deployed Windows 2000 who were able to walk away from the
need to configure and maintain WINS services, and the release of Windows Server 2003
doesn’t change that statement.

Even after you deploy a Windows Server 2003 domain, it’s likely you'll continue
to need WINS for some time. This is not only an issue of downlevel clients that require
NetBIOS name resolution, it’s probably also the fact that you're running applications
that make WINS calls. (Microsoft Office springs to mind; I love irony.)

Setting up a WINS server and maintaining WINS services is easy, because Windows
Server 2003 works efficiently, and on automatic pilot, for these tasks. Read Chapter 12
to learn more about running WINS.

Removing Server Roles

As you tune, tweak, and optimize your enterprise, it’s common to reshuffle the

way servers provide network services to users. You may have some servers that
are performing multiple roles, and when you purchase new hardware, you can

move roles to new computers. Or, you may find that some dual-role servers are
experiencing heavy user demand and your system is bogging down.

The Manage Your Server feature can remove roles as quickly and efficiently as it
adds them. To start, click Add Or Remove A Role, which launches the Configure Your
Server Wizard you saw when you created a role. Click Next in the first window (the
preliminary information), and after Windows checks your network connectivity, you'll
see the list of server roles. The roles you've assigned this computer are indicated by a
Yes in the Configured column. If you manually assigned a role by installing a Windows
component instead of using the Configure Your Server Wizard, you'll see that role
listed with a Yes (see the section “Set Up Server Roles Manually”).

Select the listing for the role you want to remove, and click Next to display the Role
Removal Confirmation wizard window, shown in Figure 3-3.



Chapter 3: System Basics for Servers 71

Configure Your Server Wizard
Role Removal Confirmation J
The Configure Your Server Wizard is ready to remove the role. "a
Surmmary:

Remave the POP3 service
Remove Simple Mail Transfer Pratacol (SMTP)

L\‘a ‘when you click Next, the Configure Your Server Wizard removes the existing mail server
configuration From this server,
To change your selection, click Back, To remove this role, select the Remove the mail server role
check box, and then click Mexk,

™. Remove the mail server role

< Back I Mext = I Cancel I Help I

Figure 3-3. The wizard removes the appropriate files and settings after you
confirm the removal process.

Click the confirmation check box to place a check mark in the box, and then click
Next. The wizard removes files and changes configuration settings as necessary.

Windows Components Wizard

Configuring Components
Setup iz making the configuration changes wou requested.

=2 Please wait while Setup configures the components. Thiz may take
3 ) several minutes, depending on the components selected.

Status:  Configuring SMTP Service...

Back
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Click Finish in the final wizard window to complete the process.

Configure Your Server Log

Windows Server 2003 keeps a log of the processes performed by the Configure Your
Server Wizard. To view the log, click Add Or Remove A Role in the Manage Your Server
window, and click Next until you get to the Server Role listing in the Configure Your
Server Wizard. Then click View Your Server Log.

Alternatively, travel to %SystemRoot%\debug and open the text file named Configure
Your Serverlog.

Set Up Server Roles Manually

If you're predisposed to do it yourself, and generally eschew wizards, you can manually
set up any Windows Server 2003 server for any role. Most of the available server roles

require installation of one or more Windows components. The exceptions are the roles
of file server (which only requires you to share folders) and print server (which requires

that you share attached printers).

Open the Add or Remove Programs applet in Control Panel and click Add/
Remove Windows Components. Then scroll through the list to find the component
you need for the role you want this computer to play in your network.

For many components, you can choose specific features and functions, or install
all the features available for the component. Select a component and click the Details
button to see the individual components.

When you install a component in this manner, the role for that component appears
in the list of roles that are marked Yes under the configured column in the Configure
Your Server Wizard. You can remove the component (and the role) manually in the
Add or Remove Programs applet, or with the wizard.

___ | Remote Desktop

The remote desktop feature is nifty and, if you try it, you won't want to live without it. The
remote desktop feature was originally introduced in Windows 2000, as part of Terminal
Services Administrative Mode. You could install Terminal Services on a Windows 2000
server in either of two modes: Administrative mode or Application mode. Administrative
mode provided two free licenses for accessing the server in order to perform administrative
tasks. Administrators didn’t have to travel to the server to perform those tasks—they could
work at their own computers.

In Windows Server 2003, the remote desktop feature is built in to the server operating
system. Its actual name is Remote Desktop for Administration, but it is universally referred
to as Remote Desktop.
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The client-side software (called Remote Desktop Connection) is built in to Windows XP
(the client member of the Windows Server 2003 family). For versions of Windows earlier
than XP, you can install the client-side software (see the section “Client Remote
Connection Software”).

Remote desktop uses the Terminal Services Remote Desktop Protocol (RDP)
on port 3389. RDP brings the interface from the server to the client, and sends
keyboard and mouse clicks from the client to the server. You're logged on to the
server remotely as if you were working locally. Windows Server 2003 can support
two simultaneous remote connections, as well as a console session, and each session
operates independently of the others.

To use remote desktop to administer servers, you must first complete two tasks:

B Enable the feature on the server and give access to appropriate users.

B Set up the client-side software on your own computer.

Enable Remote Desktop on the Server

To enable remote desktop access on your Windows Server 2003 computer, open the
System Properties dialog by right-clicking My Computer and choosing Properties from
the shortcut menu. Move to the Remote tab (see Figure 3-4) and select the option to
accept remote desktop access.

Once the feature is enabled, you need to establish a list of users who can access
the server remotely. Members of the Administrators group are automatically permitted
access to the server, but you may want to add additional users. You can do so one user
at a time, or you can populate the remote desktop group with appropriate users. To
begin, click Select Remote Users to open the Remote Desktop Users dialog.

Remote Desktop Users

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

IWVENSEAST Yadministrator already has access.

Add... Remove |

To create new uzer accounts or add uzers ta other groups, go to Control

Fatel and open Lzer Accaunts.
Ok, I Cancel
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System Properties EH
General I Computer Mame I Hardware i
bovanced | Automatic Updates . Remdte "3

% =) Select the ways that this computer can be uzed from another
T location,

~ Remate Assistance
Turn on Bemote Assistance and allow invitations to be sent from this
cormputer

Learn more about Bemote Assistance.

~ Remote Deskiop

. Allows users to connect remately to this computer

Full computer name:
5320021 ivenseast.com

Learn more about Hemate Deskiop.

Select Remote Uzers... |

’TI Canecel | ipply |

Figure 3-4. The first step is to make sure the computer accepts remote
connections.

To add users and/or groups manually, click Add and use the tools in the Select
Users dialog to choose appropriate users. The most efficient way to give users remote
access rights is to select the Remote Desktop Users Group. However, by default, that
group is unpopulated. To add users to the group, click the User Accounts link in the
Remote Desktop Users dialog to open the Local Users and Groups snap-in. Then take

the following steps:
1. Select the Groups object in the console pane, and then double-click the Remote
Desktop Users Group object in the details pane.
2. In the group’s Properties dialog, click Add to open the Select Users, Computers,
or Groups dialog.
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Select Users. Computers, or Groups

Select thig object type:

|Users or Groups Dbject Types... I

Frorm thiz location;

Iivenseast.com Locations.... |

Enter the object names to select [examples):

Advanced... | (] 4 | Cancel l

. If the From This Location field is displaying the local computer, click Locations

and select the domain or the entire directory (if you have multiple domains
from which you want to select users).

. Enter the names of the users you want to add to the group, or click Advanced

to use the search features of this dialog to find those users. If you enter logon
names, click Check Names to make sure the name exists and to expand the
name to its fully qualified domain name.

. When you have finished adding users to the group, click OK to return to the

group’s Properties dialog, where all the members are listed (see Figure 3-5).

. Click OK to return to the Local Users and Groups snap-in, and then close the

MMC to return to the Remote Desktop Users dialog.

. Close the Remote Desktop Users dialog, even though it doesn’t list any names.

The Remote Desktop Users group is automatically given remote access to the
computer (the next time you open the Remote Desktop Users dialog, you'll see
a list of all users in the group).

The users you add to the Remote Desktop Users group don’t have to have elevated
privileges; you can select ordinary domain users. This lets those users administer the
server without having to log on as Administrator.

To protect the server, you should make sure the users in the Remote Desktop Users group
are using complicated passwords.

After the server is configured for remote desktop access, users can administer the
server over any of the following connection types:

B Network (LAN)
B Dial-up

B Virtual private networking
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Remote Desktop Users Properties

General |

g Remote Desktop Users

Description:

Members:

FFIVENSEAS T hamyl
FTIVENSEAS T \kathy
FTIVENSEAS T\ eah

Figure 3-5. Don’t forget to add yourself to the list, so you can access this
server from your workstation even when you’re not logged on
as Administrator.

Now it’s time to set up your workstation, and the workstations of any other users
who will be administering the server remotely.

Client Remote Connection Software

Windows XP has the client side of remote desktop built in, so connecting to your Windows
Server 2003 computer from Windows XP is a matter of point, click, and voila! Simply
choose Start | All Programs | Accessories | Communications | Remote Desktop
Connection to open the Remote Desktop Connection dialog.

| Right-click the Remote Desktop Connection listing and choose Pin To Start Menu to
P avoid navigating through the menus in the future, or create a shortcut on the Quick

Launch toolbar.
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Install Remote Connection Client on Downlevel Computers
You can install the Remote Desktop Connection client software on other versions
of Windows with the Windows Server 2003 CD, or from a network sharepoint that
contains the Windows Server 2003 installation files:

1. Run Setup (which may run automatically when you insert the Windows
Server 2003 CD in the drive).

2. Choose Perform Additional Tasks.
3. Choose Set Up Remote Desktop Connection.

4. Follow the wizard’s prompts to accept the license agreement, and to install
the software for all users of the computer, or only for the current user.

5. When the wizard finishes installing files, the program listing appears on
the Programs menu.

The remote connection software on the Windows Server 2003 CD is version 5.2, which
is a later version of the application than version 5.1, which shipped with Windows XP
and Windows XP Service Pack 1. Version 5.2 has an additional feature for accessing the
server’s console session (without this version, you can only access the console session
via the command line). See the section “Joining the Console Session” for more
information. You may want to update your Windows XP remote connection software.

Configure Advanced Connection Options
You can configure the connection to meet your own specifications by clicking the
Options button to expose the full range of options, as shown in Figure 3-6.

General Tab of the Remote Desktop Connection On the General tab, you have
two extremely useful options:

B You can save the password.

B You can save the connection, along with the configuration options you establish.

After you've configured all the options for a connection, click Save As to save
the connection file, which is a remote desktop protocol (.rdp) file. Name the .rdp file
appropriately to remind yourself of the remote server and the settings. To change any
of the settings in a saved connection, right-click the file and choose Edit from the
shortcut menu.

You can create, customize, and save multiple .rdp files, including files for connecting
to the same server with different settings. The connection files you save are stored in
your My Documents folder. You can move a shortcut to a connection file to the desktop
or the Quick Launch toolbar. When you open a saved .rdp file, any changes you make to
the configuration options are written back to your saved file.
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2 Remote Desktop Connection

General |Dis|:n|a_l.J | Lacal Resources | Programs | Experience |

Logan zettings
= Type the name of the computer, or choose a computer from
the drop-down list.

Computer: |as2ElEl21 bic |

Uzer hame: |kath_l,l |

Password: | sessses |

Darmair |IVENSEAST |

[ 5ave my password

Connection settings
e A 3 3
[ Save curmrent settings, or open saved connection.

[ Save Az ] [ Open... ]

[ Connect ” Cancel ][ Help ][ Options << ]

Figure 3-6. Configure advanced options for the connection.

A default connection file, containing all the default settings, exists in your My
Documents folder. It’s hidden, and its name is default.rdp. If you're not working with
a saved .rdp file, each time you change the configuration options in any of the tabs of
the Remote Desktop Connection dialog, those changes are written back to the default
connection file.

Display Tab of the Remote Desktop Connection The Display tab offers options
for configuring the appearance of the remote desktop window. Remember that the

settings on the server may interfere with your choices (depending on the hardware
and drivers installed on the server).

Local Resources Tab of the Remote Desktop Connection The Local Resources
tab has some interesting options, as shown in Figure 3-7. You can configure resources

as follows:

B Sounds can play locally, at the remote computer, or not at all.



Chapter 3: System Basics for Servers

B Windows key combinations can work locally, at the remote computer, or only
in full-screen mode.

B You can make the local disk drives, printers, and serial ports available for the
session.

By default, the local printer is available, but if you want to move files, or cut and
paste between applications running on both computers, you should enable the option
to make local drives available. All local drives, including mapped drives, are available
(see the section “Moving Data Between Computers”).

Programs Tab The Programs tab offers a way to configure the remote connection to
start a program as soon as you begin a remote session. However, this feature isn’t really
available unless you're connecting to a Terminal Server computer.

Experience Tab Use the Experience tab to configure connection speed and Windows
elements, as shown in Figure 3-8.

%2 Remote Desktop Connection

| General | Display| Local Resources | Programs | Experience

Femote computer sound
5
@E | Bring to thiz computer w

-

Kepboard
Apply Windows key combinations
[for example ALT+T4B)

| Ir full screen mode only “w

Local devices

Connect automatically to these local devices when logged on
p to the remate comouber:

[ Diisk drives
Pritters
[ Senial ports

[ Connect ” Cancel ]L Help ][ Optiaks << ]

Figure 3-7. Decide which local resources and which remote resources you want

to access.
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“® Remote Desktop Connection

| General | Display | Local Resources | F'rograms| Experience

Perfarmance

@ Choose your contection speed to optimize performance.

Allow the: following:

[] Desktop background

Show contents of window while dragging
tenu and window animatian

Themes

Bitmap caching

[ Connect ” Cancel ][ Help ][ Options << ]

Figure 3-8. Fine-tune the connection in the Experience tab.

If you're running the later version of the Remote Desktop Connection (the version
that comes with your Windows Server 2003 CD), an additional option exists on the
Experience tab: Reconnect If Connection Is Dropped. This option is enabled by default,
and the system will try to reconnect you to the remote server if something interrupts
the connection.

Starting a Remote Desktop Session

To start a remote desktop session, open the Remote Desktop Connection program.
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28 Remote Desktop Connection

Computer: | bt |

[ Connect _” Cancel ” Help ][ Optionz »»

In the Computer field, enter the target server as follows:

B For a LAN or VPN connection, enter the server name.

B For an Internet connection, enter the server’s IP address.

| The drop-down list on the Remote Desktop Connection dialog also contains the command
Browse For More, but it doesn’t work for remote desktop. The browser searches the domain

for servers that have Terminal Server installed, and won’t expand the object for the domain,
except to display those servers. During the beta test period for Windows Server 2003,
I submitted an enhancement request to include browsing for servers enabled for remote
desktop. I was told that although remote desktop uses the same functions as Terminal
Server (RDP on port 3389), the programming code is different. I'm not sure whether
that means the enhancement is being considered or not.

Click Connect to open the Log On to Windows dialog for the remote server (see
Figure 3-9). Enter your password and click OK.

You can connect to the Windows Server 2003 computer as long as it’s running; an
interactive user does not have to log on for you to have access to the computer.

On the server, your remote connection launches a new session. Any programs that
are configured to launch at startup do so (for example, antivirus software). The Start
menu, taskbar, and other elements you see on the screen are from the server.

If two remote users are already accessing the server (that’s the limit), the system
issues an error message.

Logon Message

1 E The terminal server has exceeded the maximum number of allowed connections,
L
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as20021

Log On to Windows

Y #Windows  Server2003
ot/ Enterprise Edition

Capyright © 1984.2003 Micrasall Corparstion Microsoft

[kathy
1

|vEnsEasT =l

ok | cancel | Shuoeun. | options <<

Figure 3-9. The push-pin on the left side of the connection bar controls
whether the connection bar is always displayed (pin in), or only
when the mouse is over its area (pin out).

Running a Remote Desktop Session

Once you're connected, you can administer the remote server. You can open and
manipulate Control Panel applet settings, configure the server (including promoting
it to a domain controller if it isn’t a DC), run system tools, and generally work as if
you were sitting in front of the server. If the server is a DC, you can run administrative
tasks such as adding users and computers and setting domain-wide group policies.

You can also run applications and save the data. The My Documents folder you
see in the Save As dialog is a folder that is created for you the first time you log on to
the Windows Server 2003 computer with remote desktop. In fact, you have a subfolder
hierarchy on the computer, just as you would if you'd logged on interactively.

You can even perform tasks that require a reboot, or shut down the server using
Start | Shut Down. You're warned that you'll be affecting any other users working at
the computer, and then you're automatically disconnected from the remote session.

However, my experience has been that reboots are dangerous unless someone is
available at the server site to intervene in case there’s a problem restarting. For example,
I once restarted a remote server that had a floppy disk in drive A. I stared at the message
about a non-system disk with a feeling of complete helplessness. Luckily, the server



Chapter 3: System Basics for Servers

wasn't critical to the LAN, so the downtime that elapsed until I reached someone by
telephone didn’t cause users a major problem.

Printing

The default setting for remote connections is to enable the local (client-side) printer,
which makes sense (you’d have little reason to print a document you couldn’t see).
When you connect to the remote server, your local printers are detected by the server,
and if a driver for your printer exists on the server, a server-based print queue is
established. If no driver for your printer exists on the server, you must install one
before you can print to your local printer during the session.

The server queue sends jobs to a printer queue that’s established on the local
computer the first time you print from a remote session. Thereafter, whenever you
connect, the server searches the local computer for the remote desktop print queue,
and when it finds one, it automatically creates the server queue (instead of waiting
for you to initiate a print job to create the server queue).

| Unlike the usual Windows print queue, the server queue doesn’t keep print jobs when
you disconnect in order to print when you reconnect. Instead, the jobs are deleted

upon disconnection.

Moving Data Between Computers

You can cut or copy information from one computer to another, as long as you
configured your connection to make local drives available. The data can be selections
from documents that are pasted between applications running on each computer, or
files that are copied or moved between computers.

Open My Computer or Windows Explorer to see the server’s drives (called local
drives because you're working on the server), and the drives for the client-side
computer (your local computer). As you can see in Figure 3-10, your local drives,
including any mapped drives, are available.

Leaving a Remote Desktop Session

You have two ways to disengage from the remote server:

B Disconnect from the session.
B Log off.

Disconnecting from the session returns you to your local computer, while any
processes you initiated on the server continue to run. If you were performing a backup,
you can reconnect (connect using the same username) to check on progress, or to close
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! My Computer M= B3
File Edit “iew Favorites Tool: Help | l':?
3 Back - €3 - (T | ' Search Folders | & & X 9|
Address | "4 My Computer j L.j Go
Mame | Type | Total Size | Free Space | Comments | =
Hard Disk Drives
Local Disk I7.2GH JEGE
Devices with Removable Storage
S8 3% Floppy [4) 3%-nch Floppy Dizk
L CD Drive [D:] CD Drive
Other
;ﬁ D onDOCS Syztem Falder Dizk. frarm Remate Desktop Connection
S#AZon DOCS Swatemn Folder Diigk from Remaote Desktop Connection
__:A on DOCS Syztem Folder Digk, from Remote D esktop Connection —
Z#ConDOCS Swatem Folder Diigk from Remate Desktop Connection =
|? objects | | j’ Iy Computer 4
Figure 3-10. Local drives are available when you configure remote desktop
for local drive access.

applications. To disconnect, click the X on the right side of the connection bar. Then
click OK in the Disconnect Windows Session dialog.

92 Disconnect Windows session

Thig will dizconnect your Windows seszion. Your programs will
continue to min while you are disconnected. You can
reconnect o this zession later by logging on again,

[ OF. ]’ Caticel ]

Logging off has the same effect as logging off from the server when you're working
right at the server. To log off, choose Start | Log Off, which opens the same dialog
you’d see if you were logging off the Windows Server 2003 server interactively.
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Log Off Windows

| I Are vou sure you want ko log of f?

Log Off Cancel

However, unlike logging off interactively, remote desktop doesn’t display the
Welcome to Windows dialog that asks you to press CTRL-ALT-DEL to log on again.
The remote session is closed, and you're returned to your local computer’s desktop.

Managing the Connections from the Server

If you're working at the Windows Server 2003 console while remote users are logged
in, you don’t see any evidence of the other users’ actions. They can open software, copy
data, and perform other tasks without your screen changing. However, you can see
who's logged in by opening Task Manager and going to the Users tab.

ﬁ. Windows Task Manager | [O] <]
Eile Optiohe  Yiew Help
Applications I Processes | Performance I Metworking - Users I
| ID| Status | Client Mame |
0 Active
1 Active ACCWT
€ kathy 2 Active oocs
K| | i
Dizconnect | Logaff | Send Mezzage. ., |
|Processes: 36 |CPU Usage: 2% |Commit Charge: 1310 / 1250M
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To send a message, select the username and click Send Message.

Send Meszage EHE

Ieszzage hitle:
Meszage from WENSEAST \admimistrator - 1/7/2003 3:48 P

Message:

| need to reboot - let me know when pou're finished.

QK I Cancel | Help |

To disconnect or log off a user, select the username and click the appropriate button.
The user is notified that the connection was disconnected /logged off by the server.

Joining the Console Session

A server that’s enabled for remote desktop can support two remote sessions in addition
to the regular (interactive) console session. You can also take over the console session
remotely if you have some reason to work exactly as if you were sitting in front of the
computer. If you do so, you bump the current interactive user, if one is logged on.

If you're running remote desktop 5.2 (or higher), you can perform this action in the
GUI, but if you're working with version 5.1, you must use the command line.

B In version 5.2, just add the switch /console to the name or IP address of the
server (don’t forget the space between the server name and the switch).

92 Remote Desktop Connection

Remote Desktop

3 Connection

LComputer: |as2DD2'I fronzole ;i

Connect I Cancel | Help | Dptions >>|

B In version 5.1, open a command window and enter the following command:
mstsc -v:servername /F -console.

If a user is logged on to the computer, the system warns you that you'll be logging
that user off.
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Logon Message

! been idle For 2 minutes. The desktop is unlocked. If wou continue this user's Windows

E The user IVENSEAST | administrator is logged on locally ta this computer. This user has
Session will end and any un-saved data will be lost, Do wou want to continue?

When you take the console session, if an administrator attempts to log on interactively,
a message appears to explain that the computer is locked and only the remote user or an
administrator can unlock the computer. If the administrator opts to unlock the computer
and take the console session, you, as the remote user, are logged off. You can use the
same steps to log on to the console session again, thus initiating a tug of war between
you and the interactive user. Try to come up with a diplomatic way to handle this.

Using a Snap-in for Remote Desktop

You can use a snap-in to manage your remote desktop activities from your Windows XP
workstation, if you prefer the MMC to the remote desktop dialog. The snap-in doesn’t
exist on Windows XP computers by default, but you can add it.

The file, adminpak.msi, is in the 1386 folder on the Windows Server 2003 CD. You
can copy the file to any computer, or to a network share. Right-click the file listing and
choose Install from the shortcut menu.

Adminpak.msi is a collection of many snap-ins, not just the remote desktop tool. You
can use these tools to perform remote administration tasks on your Windows Server 2003
computer from your own Windows XP workstation.

Note | Adminpak.msi does not install on Windows 2000 computers unless you update the
Microsoft Installer for those computers.

The new snap-ins are installed to your Administrative Tools submenu. Choose Remote
Desktops to open the snap-in.

¥% Remote Deskiops

File Action Yiew Favortes  Window  Help

- = B@E B 2

¥ Console Root\Remote Deskiops
(1 Console Root Mame |

:@ Remote Deskiops
There are no items to show in this view.,
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To create and configure a connection, right-click the Remote Desktops object in the
console pane, and choose Add New Connection from the shortcut menu. Then, fill in
the data fields in the Add New Connection dialog.

Add New Connection E]@

Connection
Server name or IP address:

|as§EID21 |[ Browse... ]

Connection name:
|as20021 |

Connect to console

Logon information

User name; |kath_l,l |
1
Pazsward: |.oooooo.o |
Diomain: |ivenseast.com |
|

[ Save passward

I Ok H Cancel ]

Notice that the option to take the console session is selected by default, and you
probably want to deselect it. When you connect to the Windows Server 2003 computer,
the Log On to Windows dialog opens in the details pane of the MMC.

You can set up as many connections as you need, and don’t forget to save the console
when you close the MMC. Thereafter, when you open the snap-in, all your connections
appear in the console pane. Double-click the appropriate icon to connect to that server.
You can connect to multiple servers and switch among them by selecting each server in
the console pane.

Don’t forget to log off before you close the MMC.

Changes in IIS

The good news is that Windows Server 2003 does not automatically install the Internet
Information Services component when you install the operating system. This is a major
(and welcome) change from Windows 2000.

For the vast majority of your enterprise servers, IIS not only is unnecessary, it can
be a detriment to performance levels. There’s no reason to add IIS to domain controllers,
file servers, print servers, Terminal Server hosts, or any other server you install on your
network to provide services to your users.
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In addition, a host of security problems that have been “patched” by Microsoft
had their genesis in the IIS component that was automatically added to Windows
server editions. Skipping IIS enhances security without the need to go through all
your Windows servers and either remove the IIS component or apply security patches.

Use Web Edition for IIS

New to the Windows server family, Windows Server 2003 Web Edition is designed
from the ground up to run your web sites. It’s easy to deploy, easy to manage, and
is preconfigured to install and enable all the features you need for web hosting.

Web Edition is the only version of Windows Server 2003 that automatically installs
IIS components during the installation of the operating system. In addition, Web
Edition automatically installs other components you need for your web services,
including the following;:

B Remote administration tools

B Web Distributed Authoring and Versioning (WebDAV)

B Network Load Balancing

B SSL configuration via wizards

Because it’s specifically designed for web site hosting, Windows Server 2003 Web
Edition does not support the following features:

B Domain controller (Active Directory will not install)

B Printer sharing

W IAS

B Clusters

B Windows Media Services

Installing 1IS

If you want to use a Windows Server 2003 computer for your web site, and you need
any of the services that won’t run on Web Edition, you can install IIS and other web
site components on a computer running Windows Server 2003 Standard or Enterprise
Edition. You have two methods for installing IIS:

B Use Manage Your Server, and select the Application Server role.
B Use Add/Remove Windows Components in the Add or Remove Programs

applet in Control Panel (see the instructions on the following page).

The individual components you include depend on the reason you're installing IIS.
For example, you'd use different (and fewer) components to set up an enterprise-wide
application server than you’d use to set up a web server.



90 Windows Server 2003: The Complete Reference

The Add/Remove Windows Components feature offers more subcomponents than
does the wizard that walks you through installing the Application Server role when
you use Manage Your Server. Use the following steps to install IIS via Control Panel:

1. Open Add or Remove Programs in Control Panel, and click Add/Remove
Windows Components.

2. Select the listing for Application Server, and click Details.

3. In the Application Server dialog box, under Subcomponents of Application
Server, select Internet Information Services (IIS), and click Details.

4. In the Internet Information Services (IIS) dialog box, under Subcomponents of
Internet Information Services (IIS), do either of the following:

B To add optional components, select the check box next to the component that
you want to install.

B To remove optional components, clear the check box next to the component
that you want to remove.

5. Click OK until you return to the Windows Component Wizard.
6. Click Next, and then click Finish.

Preventing IIS Installation

You can prevent the installation of IIS on any Windows Server 2003 computer by means
of a new group policy. You can apply the policy locally or across the domain.

To apply the policy locally, choose Start | Run, type gpedit.msc, and click OK.
In the Group Policy Object Editor, expand the Computer Configuration object in
the console pane to \ Administrative Templates\ Windows Components\Internet
Information Services (see Figure 3-11).

The only policy in the details pane is Prevent IIS Installation. Double-click the
policy listing and select Enabled.

To apply the policy to a domain or OU, follow these steps:

1. Open Active Directory Users and Computers.

2. Right-click the object for the domain or OU for which you want to apply the
policy, and choose Properties from the shortcut menu.

3. Move to the Group Policy tab and select the Group Policy Object.
4. Click Edit to open the GP Editor.

5. In the console pane, expand the Computer Configuration object to \ Administrative
Templates\Windows Components\Internet Information Services.

6. Double-click the Prevent IIS Installation policy in the details pane, and select
Enabled.
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?ﬁ' Group Policy Object E ditor [_ (3]
File  Action Miew Help

= | B@EE 2

I Computer Configuration

1 Software Settings

[ Windows 5 ettings

1 Admiristrative Templates

= '____j ‘Windows Components

Select an item ta view its description, lSElting
=4 Prevert 15 installation

1 Internet Explorer

1 Application Compatibility
s E(nternet Information S
I Taszk Scheduler

1 Terminal Services
1 Windows Installer
] Windows Messenger

1 windows Media Player

-] 'Windows Update o

+ Netwirk | | |
[ Printers =% Estended £ Standard /

Figure 3-11. Microsoft has added a policy to prevent IIS installation to Windows
Server 2003.

Activation

Activation ranks way up there as one of the most misunderstood functions ever
introduced. Many experienced, well-known, technology journalists covered this
subject without bothering to check the facts. Activation is nothing more than creating
a relationship between the installed copy of Windows Server 2003 and a computer,
identifying the computer by means of certain hardware components. The motivation
for this function is, of course, to enforce the terms of the End User License Agreement
(EULA), which makes it illegal to buy a copy of the operating system and install it on
multiple computers, instead of buying a copy (and a license) for each computer. The
operative word is piracy, which is a euphemism for stealing.

Activation is not the same as registration. With activation, no personal information
(not even your name, even if you entered your name in any of the setup wizard
windows) is sent to Microsoft. You can, if you wish, register your copy of Windows
Server 2003, but it’s not a required step. Registration, which provides Microsoft with
your name and address, results in mail from Microsoft to tell you about new updates,
new products, and security warnings.



92 Windows Server 2003: The Complete Reference

Do You Need to Activate Your Copy?

Anyone who purchases a copy of Windows Server 2003 from a retailer must activate.
OEM consumer (not business) computer preloads are frequently activated by the OEM
before delivery, but if not, you have to activate your installation.

If you buy Windows Server 2003 through a corporate purchasing program, using
any of the volume discount programs offered by Microsoft to small, medium, and large
businesses, you do not have to activate your Windows Server 2003 installations. Most
of the readers of this book fit that description, and can skip this section.

How Activation Works

The activation process registers the unique Product ID for your computer and its
installation of Windows Server 2003 in a Microsoft database. The ID is created by
combining parts of the key code assigned to your copy of Windows Server 2003
and information about certain hardware components in the computer.

When you install Windows Server 2003, the setup wizard prompts you to enter
the product key code, which is usually located on the back of the CD-ROM folder. The
key code contains 25 characters in five groups of five characters each.

The setup program also scans system hardware components (all of which contain
readable identifiers), reads information about the hardware, and creates an alphanumeric
string that uses some of that information.

Using an algorithm that combines parts of the key code and the alphanumeric string
created from the hardware scan, your installation of Windows Server 2003 is assigned a
unique 20-character Product ID. You can see your ID number on the General tab of the
System Properties dialog. This is the number that is registered with Microsoft.

If you reinstall Windows Server 2003 on the same computer, even if you've changed
one of the hardware components, you shouldn’t have to reactivate your copy. If you
reinstall your copy on a new computer, because you got rid of the old computer, your
activation won’t take, and you'll have to call Microsoft and explain the situation. If you
reinstall your copy on the same computer, but you've changed a number of hardware
components (perhaps the hard drive controller, the hard drive, and a NIC), you may
have to reactivate your copy. My own experience when this occurred was positive, and
I'was given an activation code immediately.

Activating Your Installation

An Activate icon appears in the notification area of the taskbar until you complete the
activation process. Click the icon to launch the activation process. The window that
opens offers activation through the Internet or by telephone.
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If you start to activate, and then cancel, the icon may disappear. In that case, choose
Start | Programs | Activate Windows (the program listing remains until activation is
complete).

Activating over the Internet
If you have a modem (telephone, cable, or DSL), select the option to activate over the
Internet. You don’t need to have set up your connection to an ISP, because you'll
connect directly to a Microsoft server. Click Next, and then specify whether you want
to register your product in addition to activating it. If you opt to register, you'll need to
provide personal information (name, address, e-mail address).

Click Next and wait a few seconds. When the process is complete, Windows displays
the message “You have successfully activated your copy of Windows.”

Activating by Telephone

If you opt to activate your installation by telephone, click Next and follow these steps:

1. Select a location (country) to display the appropriate telephone numbers.

2. Call the number, and give the customer service representative the Installation
ID Number displayed on the window.

3. Type the confirmation ID number that the service representative gives you in
the appropriate boxes.

4. Click Next to see a success message for activation.

Activating after the Grace Period

If you don’t activate Windows within the grace period, the operating system won't let
you log on to the computer. However, Windows won’t shut down a running computer,
so you'll encounter the problem when you restart the computer.

If you restart the computer after the grace period and can’t log on, you'll have
to restart your computer and boot into Safe Mode Minimum (not Safe Mode with
Networking). Then, choose Start | Programs | Activate Windows. If your Internet
connection is over your LAN, you'll have to use telephone activation.

Once your installation is activated, choose Start | Shutdown | Restart to boot
normally into Windows and log on to the computer.

Software Compatibility Tools

Most, if not all, the software you've been running should run perfectly well on
Windows Server 2003. The exceptions are usually programs that are coded to query the
operating system version, and accept only certain responses. It's been my experience
that such coding usually exists in vertical applications (usually databases), and custom
applications that were created by in-house or subcontracted programmers.
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Note | I'm totally ignoring games in my discussion of compatibility.

You may not be quite as lucky. You may face an error message that says “This
program cannot run because you're not running Windows NT” (substitute any prior
version of Windows). Or, the program may not run at all when you launch it. Don’t
panic yet, because Windows Server 2003 has compatibility functions that may let you
run that software as if it were running under the Windows version it’s looking for. The
semi-technical jargon for this situation is “faking it out.”

You can use the Windows Server 2003 compatibility tools in two ways: test your
software with the compatibility wizard, and manually set an application to run under
compatibility mode.

In addition, the Windows Server 2003 compatibility features can help you overcome
incompatibility issues apart from version problems:

B Display issues (including working with themes) that older software applications
can’t manage (or get confused by).

B Permissions settings, and you can use the wizard to give wholesale permissions
for the program to all your users.

| The compatibility tools in Windows Server 2003 are only for Windows software, not for
DOS applications.

Test Compatibility with the Wizard

You can test a program for compatibility with the Program Compatibility Wizard, which
is on the Accessories menu. The wizard never gets bored testing various versions of
Windows over and over, until it finds the version that runs your program perfectly.

The wizard opens with a welcoming message that includes a warning that you
shouldn’t use this wizard to test antivirus, backup, or system programs. Assuming the
software you want to test doesn’t fall into any of those categories, click Next to get started.

The next wizard window asks you how to find the program you want to test, offering
the following options:

B I want to choose from a list of programs Select this option if the program has
been installed on your Windows Server 2003 computer. Click Next to see a list
of programs that were installed using Windows installer functions.

B I want to use the program in the CD-ROM drive Choose this option if you
want to check a program on CD before you install it. The wizard locates the
installation file on the CD (usually setup.exe or install.exe) and automatically
selects it as the file to be tested.



Chapter 3: System Basics for Servers

B I want to locate the program manually Select this option to check a program
that exists on your drive but isn’t listed in the installed programs list that
appears with the first option. Click Next and enter the path to the program’s
file, or click Browse to locate it.

Here are some guidelines to follow when deciding which of the preceding options
to choose:

B If you're testing a program on a CD, Windows Server 2003 won't be able to
write the needed information after you determine the proper compatibility
mode. This is an investigative task. When you learn what works, install the
program, and then use the manual compatibility features (discussed next)
to apply the compatibility settings.

B The wizard’s definition of a program file includes any filename with the
following extensions: .exe, .com, .cmd, .bat., .pif, and .Ink. If you're selecting the
program manually, when you get to the program’s folder, you may see more
than one filename (perhaps a .bat file that launches an .exe file). You must select
the file that is the program’s real executable (usually the .exe file).

Version Compatibility
After you've selected the program file, click Next and select a compatibility mode. As you
can see in Figure 3-12, you can ask the wizard to test any previous version of Windows.

B If the program was running properly in the Windows version you used before
you upgraded to Windows Server 2003, select that version.

B If you haven't yet run this program, contact the manufacturer (or programmer),
and ascertain the appropriate Windows version.

B If your compatibility problems (discovered or expected) aren’t based on version,
but are instead display or permissions issues, select the option Do Not Apply
A Compatibility Mode.

Click Next after you make your selection.

Display Compatibility

Select the display options this program supports, and click Next. If you don’t expect
the program to have any problems with the display features in Windows Server 2003,
just click Next. If, during the test, you find that some of the program’s icons or dialogs
are difficult to read, you can rerun the wizard and make changes in this window.
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Program Compatibility Wizard

Select a compatibility mode for the program
Choose the operating system that is recommended For this program, or that previously supported the program correcthy:

O Micrasaft Windaws 55

%@Mitruwﬂ: Windows NI 4.0 (Service Pack 517
O Micrasaft Windows 38 | Windaws Me

O Microsoft Windows 2000

O Microsoft Windows 5P

(9] Do not apply a compatibiity mode

<Back | [ MNext> | [ Cancel

Figure 3-12. Select your best guess-you can always try another version.

Permissions

If the program produced access errors for users, or if nothing happened when users
selected the program (frequently a result of access permissions), you can configure
the application for looser permissions. This is much easier than changing folder
permissions, especially for software that accesses multiple folders.

Program Compatibility Wizard

Select user account privileges ~

If you are receiving access denied errors or cannot start the program, select the check box,

[C] allow non-administrators ta run this pragram

Redirects program data to unrestricted locations so that users without administrator accounts can use the
program. v

< Back ] [ MNext > ] [ Cancel
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Test Your Compatibility Settings

The next wizard window displays a summary of your compatibility settings. If you want
to change anything, use the Back button to return to previous windows. Otherwise, click
Next to test-run the application. Put the program through its paces.

If you're testing a setup/installation file on a CD, and the program opens properly
and seems to work, cancel the installation. Copy the contents of the CD to the hard
drive and either run the wizard again (so the wizard can write the necessary changes)
or apply the compatibility settings manually. It’s also a good idea to test the software
itself after it’s installed. Use the resulting compatibility settings by sharing the folder
and installing the software on user computers from that sharepoint.

When you close the program, you're returned to a wizard window that wants to
know how the program worked. Select one of the following options:

B Yes, set the program to always use these compatibility settings Select this
option if the program worked properly using the options you selected.

B No, try different compatibility settings Select this option to rerun the wizard
(be sure to keep track of the settings you select so you know what didn’t work).

B No, I am finished trying compatibility settings The results were so awful
you believe that different settings wouldn’t work, and you plan to contact the
software company or programmer.

Click Next. If you selected the option to try different settings, the wizard returns to
the first settings page (selecting the operating system version). If you selected either of the
other two options, the wizard offers to send the temporary files it created to Microsoft
(perhaps your solution, or lack of solution, will end up in a Knowledge Base article). Select
Yes or No, and click Next.

If you click the link to the temporary files that were created, you can view the file
names. If you wish to see the contents, open Windows Explorer or My Computer,
travel to the container folder (\Documents and Settings\ <UserName>\Local Settings\
Temp), and open the files in Notepad.

Click Next, then click Finish in the final wizard window.

Set Compatibility Options Manually

If you know what changes you must make to run the program in Windows Server 2003,
you can set the compatibility options manually. This works only for installed software,
not on CD installation disks (because Windows must write the changes you make).

Right-click the software’s program file and choose Properties from the shortcut
menu. Move to the Compatibility tab, which looks like Figure 3-13. Select the options
you need to change, and then click OK.
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CAPTURE. EXE Properties

_Eeneral| Compatibility | éecur-it_l,lj “Summal_l,.l

If you have problers with thiz pragrarm and it worked corectiy an
an earlier version of Windows, select the compatibility mode that
matches that earlier version,

Compatibility mode

[JiRun this proaram in compatibility mode for:
Windows 55

Settings
[ Run in 256 colors
[ Fiun in 640 % 480 screen resolution
[] Disable visual themes

Uzer account privileges

[ &llow non-administrators bo rwn this program

Learn mare about program compatibility.

[ 0K ][ Cancel l

Figure 3-13. All the options available in the wizard are available in the program’s
Properties dialog.

If you can’t solve your application problems with the Windows Server 2003
compatibility features, you need to contact the software company. You'll probably
learn the company is updating its software for later versions of Windows (if not, it’s
probably planning to go out of business).
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to hold information about the operating system and installed applications. The

registry is a database, and it’s involved in almost everything you do. It contains
information about the computer, its hardware, the peripherals attached to the computer,
installed software, and the users who log on to the computer.

Software applications use the registry all the time, employing standard Win32 APIs
to get the data they need. Software installation programs use standard APIs to add,
modify, or remove registry data. In fact, the registry really belongs to software (including
the operating system), and the purpose of the registry is to provide information to
software, not to users. Users are expected to stay out.

Most of the data in the registry that results from user action is placed there as a result
of the user’s work with a dialog (for example, the applets in the Control Panel), or as
a result of group policies. You're supposed to make registry changes for configuration
items through the use of GUI-based windows and dialog boxes.

However, the reality is that many of us find that working directly in the registry
is faster and easier than drilling down through layers of dialog. Additionally, some
problems can only be resolved by direct registry changes.

Starting with Windows 95, Microsoft designed a single repository, called the registry,

___| overview of the Registry

The registry grew out of a number of control files and databases that existed in
previous versions of Windows, traveling a logical road to today’s incarnation of the
way Windows Server 2003 stores settings.

Microsoft Windows 3.1, which was the first widely used version of Windows
(especially in business), used three file types to define a computer’s hardware and
application software for the operating system. Two of the file types were initialization
files, which have the extension .ini, and the third file type was a registration database.
Among the initialization files (.ini files) were files included in Windows, and a bunch
of private .ini files from application software.

Windows 3.1x used six .ini files to load and control the Windows environment
(control.ini, progman.ini, protocol.ini, system.ini, win.ini, and winfile.ini).

The win.ini file was the primary location for information pertaining to the software
configuration of the operating system, along with any specific system-wide information
added by application software. Because every application made changes to win.ini (usually
with the attitude that it was the only application installed on the computer), this .ini file
usually grew very large, very fast. The size caused problems when it exceeded 64KB. The
operating system permitted win.ini to grow beyond 64KB (and didn’t bother to inform
the user that this limit had been reached) even though any entry beyond that 64KB
boundary was ignored. When applications added entries to the top sections of the win.ini
file, information at the bottom of the file was pushed beyond the initialization boundary,
and that information wasn’t implemented. Applications that expected these lost entries
to be initialized failed, either totally or by losing functionality. In an attempt to prevent
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this problem, Microsoft recommended that application developers store application-
specific information in private .ini files that pertained only to their application. While
this helped, many application developers continued to put large amounts of information
in the win.ini file.

The system.ini file served as the primary repository for system information about
the hardware installed in the computer, pointing the operating system to hardware and
related software components (device drivers, shells, and so forth).

The progman.ini file contained the initialization settings for the Windows Program
Manager, and winfile.ini contained the settings for the Windows File Manager. The
absence of these files wouldn’t prevent Windows from running (which is not the case
with system.ini or win.ini), but the default configuration for the applications they
control were loaded, absent any customizations made by the user.

The protocol.ini file, which first appeared with the Windows for Workgroups version
of Windows 3.1x, held initialization information for Windows networking.

Private initialization files were the .ini files added to the Windows directory by third-
party applications installed on the system. These files contained specific information
about the state of the application, including items such as screen position, the most
recently used file list, and so on.

A win.ini file exists on most Windows NT/ 2000/Server 2003 systems, and its role
is to support 16-bit applications.

The last file that Windows 3.1x used for system configuration was reg.dat. This was the
Windows 3.1 Registration Database and is the direct predecessor of the registry. (It didn’t
take long for users to shorten the name Registration Database to registry.) This database,
which contained nested structures from a single root (HKEY_CLASSES_ROOT), held
the information needed to maintain file extension associations and Object Linking and
Embedding (OLE) drag-and-drop support. Unlike .ini files, which are simple ASCII text
files that you can edit in any text editor, the reg.dat file was a binary file and came with
its own editing application, the Registration Information Editor (Regedit.exe). This first
registry had some serious limitations, in the form of a single hierarchy and a size limit
of 64KB for the reg.dat file.

Alarge problem with the Windows 3.1 registry was the manner in which the operating
system used it, or rather, didn’t use it. There was no particular sense of urgency about
keeping the registration database up-to-date and accurate. Applications could write to it,
or not. No “oversight committee” standards were built into the operating system to ensure
that a software application told the registry the same thing it told its own .ini files, or the
system .ini files. If software configuration, .ini files, and the registration database had
matching information, it was frequently a coincidence. In addition, the communication
methods to query and write to the registry were cumbersome and required quite a bit
of overhead, frequently slowing down the system. Lastly, user settings didn’t exist, so
multiple users on the same computer lived with the settings left behind by the last user.

When Microsoft released the first incarnation of Windows NT (NT 3.1), the registry
had been made more flexible and more powerful. The 64KB limit was removed. The
hierarchical structure was expanded to include multiple nested containers, and the
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The .ini File Lives!

The fact is, .ini files continue to play a role in the newer versions of Windows. Do a
search on your Windows Server 2003 computer for .ini files, and you'll be surprised
at the number of files you'll find. After I configured computer roles, but before I
installed any applications, searching for *.ini on my Windows Server 2003 computer
resulted in 228 .ini files.

Microsoft’s rules for developers include the guideline that a program should write
its installation settings in HKEY_LOCAL_MACHINE\Software\ VendorName and
write all user-specific settings in HKEY_CURRENT_USER\Software\ VendorName.
Too many software companies ignore this rule, or don't fulfill it properly. Some
applications create the subkeys but don’t populate them with data. Some applications
write registry data that clearly obstructs the rule, for instance registering command-line
information that points to an .ini file instead of the program’s executable file.

registry-handling code was reworked to keep performance at a high level. Remote
administration was enabled, making the life of a network administrator easier.
Microsoft pushed developers to use the registry for variables and settings, and
even made its own programs registry-friendly.

Another significant change with the release of Windows NT 3.1 was the introduction
of Regedt32. This new 32-bit registry editor displayed each subtree in its own window
and provided powerful new commands such as the ability to connect to the registries
of remote computers and the important ability to secure registry keys.

Windows NT 4 and Windows 95 (and later Windows 98) were released with
remarkably similar registries. Both added new subtrees: HKEY_CURRENT_CONFIG
and HKEY_DYN_DATA.

All of these changes and improvements brought us to the registry for Windows
Server 2003 (as well as Windows 2000)—the subject of this chapter.

___| Registry Structure

The registry is a hierarchical database consisting of nested containers and data, as follows:

B Subtrees The roots or primary divisions of the hierarchy.

B Keys The primary subcontainers under the subtrees. Keys can contain
subkeys or entries.

B Subkeys Child keys. Subkeys can contain additional subkeys or entries.

B Entries The actual data that affects the system. Entries appear in the right
pane of the registry editor.
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Note | The notation HKEY for the subtree derives from the fact that the designers of the
registry consider the root a handle to that key. HKEY is easier to type than

HandleToKEY.

Hives and Hive Files

Physically, the registry is a set of files, which are called hives. A hive is a portion of the
registry (a specific section of keys, subkeys, and values) that appears as a file on your
computer. Hive files can only be viewed or edited with a registry editor. However, they
can be copied anywhere, which is one way to back them up manually. (Most backup
software, including the built-in backup application in Windows Server 2003, has an
option for backing up the registry.)

Registry hive files are saved as .dat files, and each of those files has a corresponding
Jog file, which acts as a transaction log for the main .dat file. Each .dat file has a partner
file with the extension .log, and the partnership creates a form of fault tolerance. When
changes are made and the hive file needs to be updated, changes are written first to the
Jog file, which acts like a transaction file. (If you're familiar with Microsoft Exchange
Server, or the general approach of the Jet database/transaction file, this is the same
paradigm.)

When the .log file has been updated, the transactions are written to disk, and then
the hive file is updated from the disk write. The disk write is forced; this is not one of
those “put it in the cache and write when you have time” procedures. If the system
crashes before the hive file is updated, the transactions in the .log file can be rolled
back to put the previous settings into effect.

The registry itself keeps a record of the hive files at HKEY_LOCAL_MACHINE\
System\ CurrentControlSet\Control\Hive list. When you view the list, you find
a couple of interesting items.

First, there’s a listing for the Hardware key, but no hive file is named in the data
pane. This is because the Hardware key is built from scratch during bootup. The
ntdetect.com file gathers the information needed to populate the key—the operating
system does not fetch the information from a hive file.

The second point of interest is the format of the path to the file, which is \Device\
HarddiskVolumel\Windows\System32\Config\ <filename> (except for the logged-on
user setting files that are in subdirectories of \Device\HarddiskVolumel\Documents
and Settings). If you didn’t use Windows as the target for your Windows Server 2003
installation, the directory name you used is substituted (throughout this book I use
%SystemRoot% to mean that directory). This format gives a clue to the point at which
this information is accessed by Windows during operating system startup. The operating
system doesn’t read or assign drive letters until well into the startup process, so this is
the only way Windows can find the location.

Table 4-1 shows the location of the hive files (and their contents) on your Windows
Server 2003 computer.



104 Windows Server 2003: The Complete Reference

Registry Hive Disk File
HKEY_LOCAL_MACHINE\SAM %SystemRoot% \System32\Config\Sam
HKEY_LOCAL_MACHINE\Security %SystemRoot% \System32\Config\Security
HKEY_LOCAL_MACHINE\Software %SystemRoot% \System32\Config\Software

HKEY_LOCAL_MACHINE\System %SystemRoot% \System32\Config\System
HKEY_CURRENT_CONFIG %SystemRoot% \System32\Config\System
HKEY_CURRENT_USER %SystemDrive% \Documents and

Settings \ <username>\Ntuser.dat
HKEY_USERS\.Default %SystemDrive% \Documents and

Settings \Default User\Ntuser.dat

Table 4-1. Location and Contents of Hive Files on a Windows Server 2003
Computer

Registry Data Iltems

Data entry items are the bottom of the registry hierarchy. They hold the data that
determines the behavior of the keys and subkeys (although not all keys and subkeys
contain data entries). Entries appear in the right pane of the registry editor.

An entry has three elements:

B Name
M Data type
B Data value

Entry Name

The name of an entry is almost always (but not always) one word, even if it’s really
a multiword name. For example, AutoRepeatRate is an entry name in the Keyboard
Response subkey. When you edit the registry, you can add new entries and give them
a name, but not from your imagination. Names must be recognized by the operating
system or the application that uses the entry, and you need to know what the name
is before adding an entry.

Entry Data Types

Every entry has a data type, which is the specific kind of data that entry can store. Ten
data types are available, but some aren’t used by Windows Server 2003. The following
sections describe the data types you'll run into.
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REG_DWORD The REG_DWORD data type is a double word—two 16-bit words,
making the value 32 bits. This is the most common data type in the registry, and it’s
used for a variety of entries. You'll find entries with device driver information, Boolean
values, quantities such as the number of seconds that can elapse before something
happens or doesn’t happen, and other assorted information.

In Regedit, REG_DWORD entries are displayed in hex (hexadecimal format), but
you can switch to decimal or binary format (depending on the entry) if you need to
perform an edit. I can’t convert hex to anything in my head, so when I want to change
a figure such as a timeout interval, I have to change the format in order to accomplish
my task. If you have the ability to covert hex in your head, you'll work faster.

REG_BINARY Entries that use a REG_BINARY data type are entries in which the
data is raw binary data. “Raw” means there are no terminators, nothing except the
raw data that’s placed there. This data type is used mostly for hardware component
information. The data can be displayed and edited in either binary or hexadecimal
format in Regedit.

REG_SZ Entries of type REG_SZ are fixed-length text strings. Most of the entries
that use this type are either Boolean or have short text string values. This is a very
common data type, probably arising almost as frequently as the REG_DWORD type.

The notation SZ means String/Zero byte termination, because the entries are
terminated with a zero byte at the end (a zero is added to the end of the string). Regedit
hides the terminating zero, so you don’t have to think about it (unless you're writing a
software application that manipulates the registry, in which case you must remember
to pay attention to the terminating byte).

When you view or edit an entry of this type in Regedit, the window that opens is
titled “String Editor.”

REG_MULTI_SZ This entry type is used by data entries that comprise multiple text
strings. The strings are separated by commas or spaces, and the entry is terminated by
two null characters (unseen in the registry editor). In Regedit, the edit window displays
binary data (although you can see the text on the right side of the window).

When applications do a lookup on any REG_MULTI_SZ entry, they’re sent the
entire entry; they cannot ask for a specific string (which is important to know if you're
a programmer).

REG_EXPAND_SZ This entry type is used when an entry includes one or more
variables that have to be resolved by an operating system service or an application.
The variables are the same variables you use in batch files and scripts (for example,
%SystemRoot% or %UserName%). I've never figured out why the registry itself
doesn’t resolve the variable and pass it to the requesting service or program—after
all, it knows where to find the information.
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REG_FULL_RESOURCE_DESCRIPTOR This entry type is used to store a resource
list for hardware components. The contents are a nested array, consolidating the resources
for a component (or a driver). Regedit displays this information in binary format.

REG_LINK This entry type contains a symbolic link between data and a registry
value. For example, an application that needs to know the unique ID of a user (perhaps
for settings information) can look up the security ID of the current user (HKEY_
CURRENT_USER).

REG_DWORD_LITTLE_ENDIAN This is an entry type that’s a sibling of the REG_
DWORD entry type. It is most commonly used for storing numbers. The data value

is a 32-bit number in which the most important byte is displayed as a high-order
(leftmost) byte. This entry type only exists in Windows Server 2003, Windows 2000,
and Windows 98. Technically, it exists in Windows NT, but the registry in Windows NT
automatically converts data written as REG_DWORD_LITTLE_ENDIAN to standard
REG_DWORD.

REG_DWORD_BIG_ENDIAN This entry type is the opposite of REG_DWORD_
LITTLE_ENDIAN. The most significant byte is displayed as the low-order (rightmost)
byte, and it’s used by machine platforms that place bytes in that order (PowerPC and
Alpha). Because Windows Server 2003 doesn’t support those platforms, any leftover
registry items of this type are ignored.

HKEY_CLASSES_ROOT

HKEY_CLASSES_ROOT is filled with all sorts of basic information. You rarely have a
reason to work interactively in this subtree; it’s a collection of the building blocks that
make the operating system and applications run. Two types of data exist in this subtree:

B File association information
B Configuration data for COM objects

Per-User Class Registration

The most interesting thing about this subtree is the way it changed with the introduction
of Windows 2000. The subtree is an alias, and in Windows NT its source was HKEY_
LOCAL_MACHINE\Software\Classes. In Windows Server 2003 /2000, the subtree is
still an alias, but it derives its data from two sources:

B HKEY_LOCAL_MACHINE\Software\Classes

B HKEY_CURRENT_USER\Software\Classes

The latter registry key didn’t exist in its present configuration before Windows 2000.
(Although the key exists in Windows 98, its contents aren’t what they are in Windows

Server 2003/2000. In Windows 98, the key contains CLSIDs for the default OS desktop
icons.)
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Microsoft names this new user-based source for HKEY_CLASSES_ROOT per-user
class registration. This feature means that computers with multiple users can have
different class information registered when any specific user installs software. The
per-user information can involve any number of class-registration changes, creating
multiple sets of unique entries for software that’s installed on the computer.

An important benefit of per-user class registration accrues to roaming users (sharing
computers is a less frequent occurrence than roaming users in many enterprises). No
matter where a user is when she logs on, all the class IDs, file associations, and other
software registry associations are intact, because the class registration information travels
with the user. However, this feature only works if you use IntelliMirror features to establish
roaming user profiles, because the operating system loads the class registration information
after the basic user profile loads, using IntelliMirror extensions (the class registration
information is written to the local portion of the profile during the logon process).

You can’t write to the registry to use per-user class registration; it's a programming
task. The instructions and tools for writing to the user-based keys are in the programmer
development kits.

HKEY_CLASSES_ROOT Data

The data items in the HKEY_CLASSES_ROOT subtree provide the operating system
with information about the objects that are installed. Scrolling through the subtree, you
see two sets of keys arranged alphabetically:

B The first alphabetic set of keys contains all possible file extensions, from * to .z*

B The second set of keys are program and object IDs

File Associations While the notion of “file association” started way back in
Windows 3.1, the current incarnation of the HKEY_CLASSES_ROOT subtree has
certainly grown in size and function.

Subkeys that exist for any specific extension contain information that’s used for
COM, VB, automation, and scripting processes. The data pane for an extension key
usually identifies the file type of the extension. For example, the .avi key contains
a REG_SZ data item named Content Type with the value video/avi.

&'* Registiy Editor
Fil= Edit “iew Fawortes Help
: El_jﬁ ﬁ Hame | Type | Data
I = OperiwithList [2b] [Default) REG_5Z avifile:
oo 0 wmplaperexe 2] Content Type REG_SZ videa/avi
i1 OpertwfithProglds [aB] P2 Last REG_5Z Default
-1 PersistentHandler f;‘lf]F'erceivedT_l,lpe REG_52 videa
[=+{_1 ShelEx
“.[] {BRZEE1 ?C-DS2D-11d1fj_v|
4] | 3 2| | |
iM_l,l ComputersHEEY_CLASSES_ROOT avi o
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Registered file types have subkeys that hold information the system uses when
working with those file types. For instance, the subkey named ShellNew tells the
operating system how to create a new instance of that file type. Some extension keys
have subkeys that associate the extension to one or more programs (and each of those
subkeys has a ShellNew subkey).

For example, when you install the operating system, the file extension .doc is
automatically registered to WordPad.exe. Selecting the .doc key in HKEY_CLASSES_
ROOQOT displays the Default data item with a value Wordpad.Document.1. If you install
Microsoft Word, a second data item named Content Type is added to the right pane,
and its value is application/msword. That’s because Microsoft’s installation process
for Word doesn’t overwrite the association to WordPad; it adds itself as a second
association. Not all software works like this, and you may find that installing some
software applications overwrites previous file extension associations.

If you need to change file associations, don’t use the registry. Instead, use the File
Types tab in the Folder Options dialog (which you can find in Control Panel, or on the
Tools menu of system folders). You can add associations if you want to have more than
one program associated with an extension, or you can change the association from one
program to another.

Folder Options | 7]
General | View  File Types | Offine Files |

Registered file lypes:
Extensions! File Types I;’

.,:-‘;Lj Al Al Formnat Sound
Dalbl..  AudicCD

: Yideo Clip
ENMBKF  Windows Backup File

ﬂ BLG Perfarmance Maonitar File

= BMP Bitrap Image

= WA Securite Catalnn -:!

MHew | Delete |

— Details for ‘AVI extension

Opens with: W) Windaws Media Player LChange... |

Filez with extension 'A%|' are of type Wideo Clip’. Tao change
zettings that affect all “ideo Clip' files, click Advanced,

Advanced |
(1] i Cancel | Apply |

Object IDs The second set of keys in HKEY_CLASSES_ROOT are mostly program
and object IDs, along with some parent keys that maintain other classes of information
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(for example, CLSID). Almost all of these keys have subkeys, and the number and type
of subkeys depend on the object and the type of information the operating system needs
about that object. One or more of the following subkeys frequently exist for file types
that have been registered:

B CLSID Specifies the unique class ID of this object type.

B Defaultlcon Points to the file that holds the icon for this file type. Usually,
the file is an .exe or a .dll file. The format of the data is Path,x (where x is the
integer ID of the icon that’s contained in the file). Most files that have icons
have multiple icons, and the integer IDs start with 0.

B Protocol Holds information that the system needs to support linking,
embedding, and editing of the file type.

B Shell Has subkeys that contain information about the types of operations
you can perform on the file type.

You can see the way the Shell subkey data works in Windows Explorer or My
Computer. When you right-click a file with a registered extension and choose Open,
the system checks the \Shell\Open\Command subkey and executes the command
it finds in the data item. If you choose Print, the system uses the command it finds in
the \Shell\Print\Command subkey.

HKEY_CURRENT_USER

HKEY_CURRENT_USER holds the profile for the currently logged-on user. It’s an
alias for HKEY_USERS\ <SecuritylID of the logged on user>. This subtree actually contains
no data; it stores only a pointer to the contents of its real subtree and displays that
information. However, it’s important to know that making changes to the contents of
either subtree changes both.

This is a time-saving device for both the operating system and applications, as they
look up user settings before performing tasks. Without the HKEY_CURRENT_USER alias
subtree, the lookups would have to be directed to the correct SID keys in HKEY_USERS
to make sure the right settings are used. That would require a preliminary lookup to
determine the current user’s SID.

When a user logs on, HKEY_CURRENT_USER is created anew, using the data
that makes up the profile of the logging-on user. If this is the first time the user logged
on, no profile exists, so the operating system loads the settings of Default User. When
the new user logs off, the profile is saved under the user’s name. Any configuration
changes the user made are saved.

User Profiles

User profiles hold settings for each user, including operating system settings, application
settings, and policies. The settings are contained in the file NTUSER.DAT, which exists in
each user’s subfolder (%SystemDrive% \Documents and Settings\ <CurrentUserName>).
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The process of creating a profile for each user begins by loading a copy of the
Default User profile. The NTUSER.DAT file in %SystemDrive% \Documents and
Settings \ Default User contains the configuration settings for the default user, which
is stored in the registry under HKEY_USERS\.DEFAULT. Every user profile also uses
the common program groups that are located in %SystemDrive% \Documents and
Settings\ All Users.

The convention for establishing user profile folders (including the Default User
profile and the All Users profile) in Windows Server 2003 differs from the convention
used in Windows NT 4.0:

B For a fresh install of Windows Server 2003, or for an upgrade over Windows 2000/
9x, a folder for user profiles is created on the same drive as the Windows 2000
installation, to wit: %SystemDrive%:\Documents and Settings.

B For a Windows Server 2003 upgrade over Windows NT, user profile folders are
kept in the same location as they were in Windows NT, to wit: %SystemRoot%\
Profiles.

| The path to a user’s profile is usually represented by the variable % ProfilePath%, and

the user’s folder name is created by using the user ID.

The NTUSER.DAT file is the registry portion of the logged-on user’s profile
(essentially HKEY_CURRENT_USER), and it’s loaded into the registry during logon.
The profile subfolder also contains subfolders that hold additional settings.

% C:\Documents and Settings\Kathy M= E
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H |7) &pplication Data ﬂ‘;'DESktDP
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Local Settings
ty Recent Documents

) Degktop
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| In addition to local profiles, Windows Server 2003, like Windows 2000/NT, supports
two additional types of profiles: roaming and mandatory. See Chapter 21 for more

information about user profiles.

HKEY_CURRENT_USER Data

A nested hierarchy of subkeys contains the settings for the environment of the current
logged-on user. Almost all of the configuration settings that are recorded here are
changed via the GUI, not interactively in the registry.

&' Registry Editor
File E:

3 ] Mame Type | Data

[+ AppEvents AB] [Default] REG_SZ [value nat set)
] Console

#-_1 Contral Panel
1 Environment

-] Identities

#-_] Keyboard Layout

F-_] Metwoark

-] Printers
] Sessionlnfarmation

#_] Software
1 UMICODE Program Groups
1 Walatile Enviranment =)Ll | |

4

|ty ComputeHKEY_CURRENT_LISER

AppEvents Continuing the tradition that started with Windows 9x, Microsoft
dedicates an entire registry key to linking sounds to events. The key has two subkeys:

B EventLabels A group of subkeys with names that are really labels for types
of events. The data item in each key is a description of the label (and frequently
the description matches the label exactly).

B Schemes Contains additional subkeys that hold a variety of settings,
including the actual names of the sound files that are linked to events.

Users link sound files to events in the Sounds and Audio Devices applet in Control
Panel. In addition, some applications add schemes, sound files, and event descriptions
(for example, AOL’s “You've Got Mail,” which comes to you from a company badly in
need of grammar lessons, or the little tune that announces new mail in Eudora).

Console The Console key stores settings for the Windows Server 2003 console
subsystem, which runs all character-based applications (including the Command
Processor, which you use for command-line work). See Chapter 7 for information
about setting configuration options for the command window.

Control Panel This key and its subkeys contain settings that control the appearance
of the desktop, along with user-defined options for many of the Control Panel applets.
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When you expand the key, you see subkey names that obviously match some of the
applets, along with a number of other settings categories. The values of the data items
change when users make changes to options in the Control Panel applets. Most of the
options take effect immediately, without any need to restart the operating system.

Don’t be deceived by the notion that because these settings generally affect only the
user interface, they’re harmless. Administrators who fall for that belief, and give users
total freedom to alter default settings, are frequently sorry. Some of the settings in the
Control Panel key and its subkeys are more powerful than they seem. For example, an
inexperienced user who messes around with video settings can create enough damage
to keep the computer from booting normally. A password-protected screen saver is
important for a client machine that could have sensitive data on the screen, and a user
who finds that feature annoying might disable it and then head for the coffee shop with
your payroll records displayed on the monitor. And, of course, stories abound in the
help desk community about users who enable the password-protected screen saver
feature without bothering to write down or remember the password, and every time
they leave their desks, the help desk can expect a call.

Windows Server 2003 provides a full range of group policies to control access to the
Control Panel applets (see Chapter 22 for specifics).

Environment This key contains data entries that represent environment variables
settings for the logged-on user.

g‘f'-" Registriy Editor
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Both the Temp and Tmp environment variables are included because applications
might use either terminology.

In addition to (or, even better, instead of) using the registry to work with these
settings, you can view and modify the settings in the System Properties dialog (right-
click My Computer and choose Properties). On the Advanced tab, click Environment
Variables to see information similar to that shown in Figure 4-1.

If you make changes to the environment settings, via either the registry or the System
Properties dialog, the new settings don’t take effect until the next time the user logs on.
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Environment Yariables EHE
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Figure 4-1. Add user environment settings in the System Properties dialog.

| The data items in the Environment key must be REG_EXPAND_SZ data types. If you
enter an item of a different type, or you change the existing data type, the system will
not replace the variable with its value.

Identities This key, which doesn’t exist in previous versions of Windows, is
undocumented by Microsoft. It seems to be an ID for the current user, but not the
primary ID. In HKEY_USERS, each user has a unique ID. The current user’s unique
ID key has a subkey that matches the value of this data item.

Keyboard Layout This subkey stores information about the installed keyboard
layouts, including hardware and driver settings. In addition, if the user adds more
keyboards (keyboard language files), information about those keyboards is maintained
in the subkeys.
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Hardware and driver changes should be effected in the Keyboard applet in Control
Panel. Additional keyboards are added in the Regional and Language Options applet.

Network This key only exists if the current user has mapped network drives. The
key itself is a parent key and holds no important data. A child subkey exists for each
persistent mapped drive, and the subkey is named for the drive letter to which the
share is mapped.
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If a user maps a drive and does not select the option Reconnect At Logon, the
mapped drive is not written to the registry. (All currently mapped drives, regardless
of the persistent state, have icons in My Computer.)

| Note |

The default condition of the Reconnect At Logon option is whatever was selected the last
time the user mapped a drive.

Each subkey holds information about its connection:

ConnectionType Specifies the type of connection for this mapping.
A value of 1 means drive redirection; a value of 2 means printer redirection.

DeferFlags This key isn’t documented by Microsoft (although the
documentation team tells me they hope to add information some time

in the future). In my registry, all mapped drives have a value of 4. A value

of 4 usually indicates a dependency on a specific set of circumstances,

where 1 = one thing, 2 = something else, and so on. (If I ever figure it out,

I'll post the information at www.admin911.com.)

ProviderName Specifies the network provider that makes the connection.
By default, Microsoft Windows Network is the value (which you can mentally
translate as Microsoft LanMan).

ProviderType Identifies the provider used for the connection. The value is a
constant assigned by Microsoft. For Microsoft LanMan, the constant is 0x20000
(open the data item to see the hex data). For third-party providers, the value is
a constant assigned to the provider.
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B RemotePath The UNC to the mapped share.

B UserName Specifies a username to be used for the connection. By default,
this data item has no value, because most of the time, the user is the logged-on
user. However, if the mapping configuration specifies a different username for
connecting to this mapped drive, that username appears as the value for this
data item. (The Map Network Drive Wizard has an option named Connect
Using a Different User Name, which accepts a username and password for
the connection that’s being configured.)

Printers This subkey contains information about the printers installed on the computer,
including user-set configuration options.

Session Information This subkey seems to contain information about the applications
in use in the current session (the only data item in my registry is ProgramCount, which
has a value equal to the number of programs that are currently open). I use the word
“seems” because it’s undocumented. Microsoft’s registry documentation team told me
they hadn’t documented this key, but plan to in a future version of Windows.

Software This key stores application user settings and program variables that are
specific to the logged-on user. The data items change as users make configuration changes.
The subkeys under this key are not just created by software installation programs—the
operating system keeps all sorts of important settings here. It’s beyond the scope of this
book to engage in a detailed discussion of user settings.

UNICODE Program Groups This key exists for downlevel compatibility, for users
who run Program Manager. The data items, if any exist, define the contents of all
personal program groups in Program Manager.

Volatile Environment This key contains the settings for the current user’s session.
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HKEY_LOCAL_MACHINE

This subtree holds information about the computer, its hardware, installed device
drivers, and configuration options (for both security and software settings) that affect
all users of the computer. It contains five keys: Hardware, SAM, Security, Software,
and System. All of the keys, save Hardware, exist on disk as hive files.

HKLM\ Hardware

Ntdetect.com (the Windows Server 2003 “hardware recognizer”) builds the contents of
this key from scratch during startup. The information is held in RAM (you can think

of it as a RAM-based hive file) so that Windows can find information about the machine
as the operating system continues loading. The hierarchy of subkeys holds information
about all the hardware components of the computer.

HKLM\SAM

This data for the Security Accounts Manager (SAM) isn’t accessible via the registry
editors. The SAM hive, located by default in %SystemRoot% \System32\Config, is
the repository of this user and group data. The SAM data consists of all local users
and groups, including user access permissions for folders, files, and peripherals. A
lot of the information about domain groups and users that was in the SAM hive in
Windows NT 4 is in Active Directory in Windows Server 2003 (and Windows 2000).

HKLM \ Security

Like the SAM subkey, the Security subkey keeps its data in its hive and prevents users
from viewing or altering it interactively in the registry editor. The Security hive is in
the same location on your hard drive as the SAM hive.

The contents of the Security hive are related to security issues (not a surprise),
and the data differs depending on whether or not you have a mixed-mode network.
If Windows NT servers are still playing a role in authentication, the Security hive
holds configuration settings for NT 4 user and group policies in addition to Windows
Server 2003 /Windows 2000 security policies.

HKLM \ Software

This is an extensive and crowded key, holding multiple layers of subkeys in its
hierarchy. Software companies generally add a key to this subtree (and usually add the
same key to HKEY_CURRENT_USER\Software), with subkeys for the product name,
version, or other components.

The operating system keeps computer settings here, including settings that are put
into effect by group policies.

HKLM\ System

This key is enormous! Many of its subkeys and data items control the operating system
startup (covered in Chapter 5); other subkeys and data items control almost everything
the operating system does (especially kernel services). This is the definitive resource for
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computer configuration settings, but it’s beyond the scope of this book to cover
them in detail.

HKEY_USERS

This subtree contains subkeys for the Default User profile and all known user profiles

for the computer. Each individual user profile subkey is identified by a Security ID, and
expands to a full complement of settings subkeys (which become HKEY_CURRENT_USER
as each individual user logs on).

HKEY_CURRENT_CONFIG

This subtree holds information about the hardware profile used by this computer at
startup. It’s an alias for HKEY_LOCAL_MACHINE\System \ CurrentControlSet\
Hardware Profiles\Current.

___ | Regedit.exe

The only registry editor in Windows Server 2003 is Regedit.exe; regedt32 is gone. (If you
open Start | Run and enter regedt32, Regedit.exe opens). Most of us who work in the
registry frequently have always preferred the interface of Regedit.exe, and only used
regedt32 to set security settings. Now, the security settings are available in Regedit.exe,
so we won't miss regedt32.

Prevent Regedit from Displaying the Last Accessed Key

One thing I dislike about Regedit in Windows Server 2003 (and in Windows 2000) is
the fact that when you open the editor, it displays the last key you accessed. Sometimes
that’s a key way down the tree, and it’s a lot of work to scroll, unexpand, and otherwise
wend your way through the left pane in order to get to the key you want to use this
time. To change the behavior, you have to perform two steps:

B Delete the information about the last key you accessed.

B Stop the system from writing that information the next time you access a key.
To perform these tasks, follow these steps:
1. Go to HKEY_CURRENT_USER\Software\Microsoft\ Windows \ CurrentVersion\

Applets\Regedit.

2. Double-click the LastKey data item in the right pane, and delete the value,
creating an empty string.

3. Click OK to close the String Editor.

4. Right-click the Regedit key in the left pane again, and choose Permissions
from the shortcut menu.
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5. Click Advanced to open the Advanced Security Settings dialog.
6. Select your username, and click Edit to open the Permission Entry dialog.

7. Select Deny for the Set Value permission. A new item of the type Deny now
exists for your user account.

8. Select that new Deny <your user account> item and click Edit. Then choose
This Key Only from the drop-down list in the Apply Onto field. (This limits
the Set Value denial to the Regedit subkey, and prevents it from affecting the
Favorites subkey.)

9. Click OK three times to close the Permissions dialog (when you click OK the
second time, you're asked to confirm the fact that you made these changes).

The Regedit key does not exist if you haven’t yet run Regedit on the computer.
If the key isn’t there, don’t add it to the registry manually—instead, open and close
Regedit to create the key, then open Regedit again to perform these steps.

If you don’t want to go through these steps, you can close all the keys manually by
holding down the SHIFT key and continuously pressing the LEFTARROW key until all of
the hierarchy is collapsed. Personally, I find this a real pain.

Accessing Remote Registries

You can use Regedit to search or manipulate the registry of another computer on your
network. Choose File | Connect Network Registry to open the Select Computer dialog.
Enter the name of the computer you want to connect to, or click Advanced to search for
the computer.

Select Computer

Select thiz abject type:

|Eompuler Object Types... I

Erarn thiz locatioh:

IEntire Directony Locations... I

Enter the object name to select [examplzz):

Check Mames

Advanced... | (0] 4 | Cancel |

4

The subtrees of the remote registry are displayed below the subtrees of your
local registry. Note that only the two real subtrees are listed for the remote computer
(remember, all the other subtrees are derived from these two subtrees).
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You can connect to more than one remote registry simultaneously, and each set of
subtrees is identified by the computer name.

&' Registiy Editor

Fille Edt “iew Favortes Help
=&} My Camputer 1 ame | Type [ Data
B+ HKEY_CLASSES_ROOT
-] HEEY_CURRENT_USER
-] HKEY_LOCAL_MACHINE
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To disconnect from a remote computer’s registry, choose File | Disconnect Network
Registry. In the Disconnect Network Registry dialog box, click the name of the appropriate
computer, and click OK.

Disconnect Metwork Hegistry EH

Carmputer hame:

=1 & iy

(]9 ‘E I Cancel
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Note | If you don’t remember to disconnect, closing Regedit automatically disconnects any
remote registries.

Searching the Registry

Regedit provides a robust and efficient search feature for finding registry data. My most
frequent reason for opening Regedit is to search for data after I uninstall an application.
I've found that very few uninstall programs clean out the registry properly. In addition,
sometimes a registry search is the only way to find the cause of an error message about
a missing executable file during startup.

Registry searches are “top down,” which means the search starts at the point you select
before starting the search. If you start at the top (My Computer), the search encompasses all
the subtrees. Unless you have some reason to search for class information, it’s best to start
at HKEY_CURRENT_USER or HKEY_LOCAL_MACHINE. If you're reasonably sure the
data is in some specific section of the registry, expand the appropriate subtree and start
your search at the logical key or subkey.

You can open the Regedit Find dialog using any of the following actions:

B Choose Edit | Find
B Press F3
M Press CTRL-F
After you begin a search, F3 doesn’t open the Find dialog box; instead, it searches
for the next occurrence of the string you're searching for.

In the Find dialog, enter the string you're looking for and, if appropriate, select a
specific type of data. Then click Find Next.

Find

Find what: I

1 Look at
v Keys
v Yalues
W Data

I™ Match whole sting only

When your search string is found, if it’s not the item you need, press F3 to find the
next occurrence.
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| It's often difficult to figure out whether the string you're searching for is a key, a data

item, or a value. Applications may add subkeys that have names you’'d logically assume
would be the name of data items.

Creating Favorites

If there are registry keys you visit often to examine or manipulate data, you can store those
keys in a Favorites list for quick access. To add a key to your list, select the key and choose
Favorites | Add To Favorites. The Add to Favorites dialog opens so that you can name
the item. By default, the name of the key is displayed, but you may want to change the
terminology for clarity. For example, I added the subkey HKCU\Software\Microsoft\
Windows\CurrentVersion\Policies to my Favorites list. The dialog displayed the name
Policies, but since there are multiple subkeys with that name, I changed the listing to make
it clear it was the key that held user-based policies.

Add to Favortes

; oK
Favorite name:

[\wfindows User Policies Cancel i

Your list of favorite keys appears on the Favorites menu. Click a listing to move
immediately to that subkey.

To remove a listing from your Favorites list, choose Favorites | Remove Favorites.
In the Remove Favorites dialog, select the listing you want to get rid of, and click OK.

Remove Favorites

Select Favonte(s]:

CurrentControl% et

CurrentControlSet-Control Cancel |

Fiegedit
Windows User Folicies

Unlike the Favorites list in Internet Explorer, you can’t rename a listing. Instead,
you must remove the listing and add it again. The quickest way to do this is to click the
listing to travel to its key, remove the listing, and then choose Add To Favorites (you're
at the key) to re-create the listing (this time, using a better, more descriptive name).
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___ | Tweak and Troubleshoot with the Registry

Sometimes the only way to fix a problem is to manipulate the registry. Many times
this is the result of a conversation with support personnel at Microsoft or a software
company, or as a result of instructions you find in a Microsoft Knowledge Base article.
You can add, remove, or change registry subkeys and data items.

Exporting Keys
Before you manipulate registry data, always back up the subkey you're working in so
you can restore the original data if your changes backfire. To accomplish this, select the
subkey you're planning to work with and choose File | Export. In the Export Registry
File dialog, name the file, and choose Registration File (*.reg) as the file type. By default,
Windows Server 2003 chooses your My Documents folder as the location, but you can
save the file anywhere.

The default file type for exports is a registration file, which has the extension .reg.
Registration files contain all the data in the selected key and any subkeys. For example,
exporting the key HKCU\Network (which has subkeys for the two mapped drives on
my computer) results in the following text:

Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Network]
[HKEY_CURRENT_USER\Network\Y]
"RemotePath"="\\\\Admin\\NET Server CR"
"UserName"=dword: 00000000
"ProviderName"="Microsoft Windows Network"
"ProviderType"=dword: 00020000
"ConnectionType"=dword:00000001
"DeferFlags"=dword: 00000004
[HKEY_CURRENT_USER\Network\Z]
"RemotePath"="\\\\Admin\ \NETcomprefFigs"
"UserName"=dword: 00000000
"ProviderName"="Microsoft Windows Network"
"ProviderType"=dword: 00020000
"ConnectionType"=dword: 00000001
"DeferFlags"=dword: 00000004

The default action for a .reg file (the result of double-clicking the file listing) is
merge, which means to write the contents of the file to the registry (the same as
choosing File | Import from the Regedit menu bar). In fact, distributing .reg files is
a nifty way to make needed registry changes to multiple computers (see the section
“Using Registration Files,” later in this chapter).
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However, if you only want to view the contents of a .reg file, right-click its listing
and choose Edit, which opens the file in Notepad.

Note | Registration files are Unicode text files.

If you make changes to a key, and then change your mind, you can double-click
the .reg file you created to restore the original data to the key and its subkeys. Windows
asks you to confirm your action.

When a .reg file merges into the registry, all the data in the file is written to the
registry. However, if you added a new subkey, or a new data item to an existing subkey,
the new element isn’t removed when you merge the original data back. Windows
doesn’t delete the current contents of the key you're manipulating before merging the
data in the .reg file. If you add something to the registry, and then decide to restore the
original data, you must manually remove any new objects.

Note | You can also save registry files as other file types: for Windows 9x/NT registries, as binary
hive files, or as text files. In addition, you can load and unload hive files. It's beyond the
scope of this book to delve into these details, but you can learn more about the registry in

my book Admin911: Windows 2000 Registry, published by McGraw-Hill/Osborne
(2000). Almost all of the discussions apply to Windows Server 2003.

Adding Items to the Registry

You can add keys or data items to the registry from within Regedit. Most of the time,
user-added items are data items within a subkey, but occasionally you need to add
a new subkey, and then populate it with data items.

To add a subkey:

1. Right-click the parent key, and choose New | Key.

2. Name the new key (using the instructions from documentation or support
personnel).

To add a data item:

1. Right-click its container key, and choose New | <ValueType> (you must know
the correct value type of a data item you're adding to the registry).

Key

Sthrinig Walue

Binary Value

DWORD Walue
Multi-String Walue
Expandable String Value
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2. Name the data item (using the instructions from documentation or support
personnel).

3. Double-click the data item and the appropriate value.

Deleting Registry Items

You can delete any key or data item from the registry except the subtrees. Right-click
the item you want to get rid of and choose Delete from the shortcut menu. Windows
asks you to confirm your action. Deleting a registry item can be dangerous, so be sure
you've been given the proper instructions, and follow them carefully.

Changing Registry Item Values

Registry values come in a variety of flavors: text, hex, decimal, and binary. The value
type is generally, but not always, connected to the data item type. You can change the
value of an existing data item by double-clicking the item in the right pane to open its
edit dialog.

Using Registration Files

Probably the most common use of .reg files is to restore a key you exported as a backup
measure before hacking a registry key. This is an almost painless way to repair user-
inflicted damage on the registry.

Software applications frequently have .reg files in their installation files group, and
use them to register configuration information. Anyone can write a .reg file (the writing
part is easy; it’s the result of sending the file to the registry that’s the dangerous part).

You can make use of .reg files to empower your administration of the registries on
your system. Once you understand how they work and what they do, you can use
them to control users, software settings, computer settings, or anything else that’s
stored in the registry.

Writing and using .reg files is a way to send registry changes to one or more computers
on your system instead of opening the registry on each computer and making each
change interactively. Such registry changes are extremely effective and are commonly
used in the following circumstances:

B You want to exempt certain computers and users from domain-wide policies
that have been imposed.
B You want to restrict certain users from being able to use specific features.
B You want to offer users the opportunity to tweak their systems.
While you have the power of group policies for your Windows Server 2003 /XP /2000

computers, you can use .reg files to make registry changes to control user access and
behavior on downlevel computers.
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If you write applications, even if the code you write is for internal use only (as
opposed to programming for a major software company), you can use .reg files to
configure the registry for your program.

Architecture of a .reg File

Registration files are text files with a .reg extension, using the following format:

NameOfTool

blank line

[Registry path]
"DataltemName"=DataType:value
"DataltemName"=DataType:value
"DataltemName"=DataType:value

Name of Tool The first line identifies the tool that’s being used to carry out this
procedure:
B For Windows Server 2003 /2000/XP: Windows Registry Editor Version 5.00
B For all versions of Windows 9x/NT: REGEDIT4

A blank line follows the tool name line.

Registry Path The registry path to the key that holds the values you're importing is
enclosed in square brackets, with each level of the hierarchy separated by a backslash—
for example, [HKEY_LOCAL_MACHINE\SOFTWARE\Policies \Microsoft\Windows\
System]. You can have multiple registry paths in a registration file.

Note | If the bottom of the hierarchy you enter in the .reg file doesn’t exist in the current

registry, you're creating a new subkey. The contents of registry files are sent to the
registry in the order in which you entered them—if you're creating a new key and
a subkey below that key, enter the lines in the right order.

Data The data you're sending to the registry is entered in the following manner:
"DataltemName"=DataltemType:DataltemValue

B The name of the data item is enclosed in quotation marks.
B An equal sign (=) immediately follows the name of the data item.

B The data item type immediately follows the equal sign and is followed by
a colon (:).

B The data item value must be entered in the appropriate format (string, hex,
decimal, or binary).
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You can enter multiple data item lines for the same registry path; for example:

"GroupPolicyRefreshTime"=dword: 00000014
"GroupPolicyRefreshTimeOffset"=dword:0000000f

The preceding two lines reflect hex entries for the data values: 00000014 is the hex
equivalent of 20, and 0000000f is the hex equivalent of 15. If you're not comfortable with
hex or other nonreadable data, restrict your .reg file creation efforts to registry data items
that contain strings, or data items that use 0 and 1 to turn a policy/restriction off and on.
The registry does not have a Boolean data type (it should). You'll be relieved to know that
you can send that Boolean data to the registry via a DWORD (4 byte) or String (2 byte)
item type in a .reg file, without worrying about entering the full string in your file. Just
enter 1, and when you look at the registry, you see 0x00000001(1).

Merging a Registration File

Registration files work by merging the contents of the .reg file with the registry,

via Regedit.exe. There are three ways to send the contents of the file to the registry:
B Double-click the file (the default associated action for a .reg file is merge).
B Enter Regedit filename.reg at the command line.

B Choose File | Import from the Regedit menu bar.

| If you want to run .reg files from the command line in quiet mode, or write batch files
P that merge.reg files without user intervention, use the Regedit command with the
following syntax: Regedit /s filename.reg.

The following actions occur when you send a .reg file to the registry:

B If the path in the file does not currently exist, it's added.
B If a data item does not currently exist, it's added (along with its value).

B If a data item does exist, its value is overwritten with the value in the .reg file.

Registration files work even if you've applied a group policy to disable registry
editing tools (otherwise, software and the system couldn’t manipulate the registry as
needed).

You can distribute a .reg file via e-mail or have users copy it from a network
sharepoint during logon (via a command in a logon script). Then you can give each
user the option to use it.

Sample Registration File
As an example, here’s the text of a .reg file that I merge into all the computers on
my network. It adds the option to open a command window to the shortcut menu for
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folders. I prefer to open a Command Prompt window in a specific location instead of
using the CD command to navigate through folders.

Windows Registry Editor Version 5.00

[HKEY_CLASSES_ROOT\Directory\shell\OpenNew]
@="Command Window Here"
[HKEY_CLASSES_ROOT\Directory\shell\OpenNew\Command]
@="cmd.exe /k cd %1"

To create the .reg file by changing a registry and exporting the key, perform the
following actions in Regedit:

1. Select the HKEY_CLASSES_ROQOT\Directory\shell key.
2. Create a new subkey named OpenNew.

3. Open the Default data item in the right pane, and make its value Command
Window Here. (This Registry value represents the phrase that appears on the
shortcut menu, so you can substitute a phrase of your own.)

4. Create a new subkey named Command under the new OpenNew subkey.

5. Open the Default item in the Command subkey and enter the value cmd.exe
/k cd %]1.

6. Select the OpenNew subkey and choose File | Export to create a .reg file that
contains the new subkeys and their data.

If you have multiple drives on your computer, you can add a similar command
for the shortcut menu that appears when you right-click a drive object in Windows
Explorer or My Computer. The instructions are the same as those for creating the
command for folders, with the following changes:

B Use the HKEY_CLASSES_ROOTN\Drive\shell key as the starting point.

Bl Enter cmd.exe /k as the value of the Default item in the HKEY_CLASSES
ROOT\Drive\shell\OpenNew\Command subkey.

Export the HKEY_CLASSES_ROOT\Drive\shell key and distribute the .reg file to
all users who would like this nifty tweak.

Deleting Registry Items with a .reg File
You can also use a .reg file to remove subkeys and data items. In fact, it’s dangerously
easy to do so.

B To delete a subkey, enter a hyphen (minus sign) at the beginning of
the key name.

B To delete an individual data item, enter a hyphen instead of a value
(“DataltemName”=-).
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___ | Registry Security

Working with security for registry keys is very similar to the security paradigm you
have at your disposal with the NTFS file system. You can apply permissions to keys and
subkeys by group or user, determine whether you want permissions to be inheritable,
and make the whole hierarchy of permissions as granular as you wish. In other words,
just like NTFS, every registry key has an Access Control List (ACL).

The default security levels for the registry are rather tight. Administrators have full
access to the entire registry, but other users have full access only to the keys related to
their own user accounts (which include HKEY_CURRENT_USER), as well as read-only
access to the keys related to the computer and its installed software. Nevertheless, you
may want to tinker with registry security in order to give or retract permissions on a
user or group basis. This section covers the tasks related to setting permissions.

Understanding Permissions

The permissions you can apply to a registry key are available on two levels:

B Basic permissions, which are composites of specific permissions

B Specific permissions

The basic permissions are broad definitions, and they represent groupings of
specific (more granular) permissions. For most keys, the basic permissions are Full

Control and Read.

The specific permissions are described in Table 4-2. All the permissions in Table 4-2
are granted to users and groups who are given Full Control. Permissions that don’t fall
under the permissions for Read (marked with Yes in Table 4-2) are referred to as special

permissions.
Included in Read
Permission Description Permission?
Query Value View the value of a data item Yes
Set Value Change the value of a data item No
Create Subkey Create a subkey No
Enumerate Subkeys  View all subkeys Yes
Notify Receive or set audit notices Yes
Create Link Create a link to another key No

Table 4-2. Permissions Applied to Registry Keys
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Included in Read

Permission Description Permission?
Delete Remove the key (and subkeys) No
Write DAC Change the DAC permissions No
Write Owner Change the owner No
Read Control Read the ACL Yes

Table 4-2. Permissions Applied to Registry Keys (continued)

Working with Permissions

To view or set permissions on a registry key (including the top-level subtrees), right-click
the key and choose Permissions from the shortcut menu. The Permissions dialog for the
key opens, resembling Figure 4-2.

As you select each user or group, you can see the permissions. Permissions that are
grayed out are inherited from parent keys and can’t be changed in this dialog.

Add Users or Groups to the Permissions List
You can add users or groups to the key’s permissions list with the following steps:

1. Click Add to open the Select Users, Computers, or Groups dialog.

Select Users, Computers, or Groups HE

Select this object type:

IUsers, Groups, or Builtin zecurity principals Object Types...

Erom this location:

X

Iivenseast.com Locations...

Enter the object names to select [examples);

Advanced... I (] 4 | Cancel

4

2. Click Locations, and select the computer or domain you want to use.

3. If you know the names, enter the users and/or groups you want to add,
separating each name with a semicolon. If you don’t know the names, click
Advanced to set up search criteria and select names that match your search.
When you are finished entering names, click OK.
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Permissions for Command Processor EE

Security I

Group or uger names:
€7 CREATOR OWNER

m Power Users [A520021%Power Users)
€7 SYSTEM

€7 Users (65200214 sers)

Add. | Bemave |
Permiszions for Administrators Aillay Deny
Full Control O
Read O
Special Permiszions O O

For special permiszions or for advanced settings, Advanced |
click Advanced. o
(5] I Cancel | Loply |

Figure 4-2. Basic permissions for groups and users are displayed in the
Permissions dialog.

4. Back in the Permissions dialog, select each new listing and assign Read or Full
Control permission. (See the next section, “Set Special Permissions,” if you
don’t want to use either of the two basic permissions.)

5. Click OK when you're finished setting permissions.

Note | You can also remove a user or group in this dialog, by selecting the appropriate listing
and clicking Remove.

Set Special Permissions
If you want to make permissions for any group or user more granular, you can set
special permissions, using the following steps:

1. In the Permissions dialog, click Advanced to open the Advanced Security
Settings dialog for the key.

2. Double-click the user or group for whom you want to set up special permissions
(see Figure 4-3).
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3. Under Permissions, select the Allow or Deny check box for each permission

you want to allow or deny.

4. Set the inheritance by selecting one of the following options from the drop-down

list in the Apply Onto field:
B This key only

B This key and subkeys
B Subkeys only

5. Click OK to return to the Advanced Security Settings dialog. Configure
permissions for another user/group, or click OK twice to close all dialogs.

. Don'’t change any permissions for System, because you could cause problems for the
Caution ) . A
operating system and installed applications.

Permission Entry for Command Processor

Object |

WEEA | eah Foze [leah@ive

LChange... I

Apply these permissions to objects and/or
containers within this container only

Apply ofbo: IThis key and subkeys _:i

Bermizzsions: Allaw Denp
Full Cantrol O O
Queny Value a
SetWalue | O
Create Subkey O O
Erumerate Subkeys O
Matify O
Create Link O O
Delete O O
write OAC | O
Sdtite Ovaner O O
Read Control [m|

Clear Al |

o]

Cancel |

Figure 4-3.
the basic Read permissions.

The current permissions for this user were set by originally selecting
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Change Ownership of a Key

The owner of a registry key can specify the users and groups that can manipulate that
key, which gives an individual complete power. Taking ownership of a registry key is
not a common task, and should only be performed by an administrator who is having
a problem gaining access to the key (usually as a result of previously changing ACLs
inappropriately). By default, for Windows Server 2003 computers, ownership is set

as follows:

B For computers running as member servers, members of the local Administrators
group.
B For computers acting as DCs, members of the Domain Administrators group.

To view or change ownership, right-click the key and choose Permissions from the
shortcut menu. Click Advanced, and then click the Owner tab. As you can see in Figure 4-4,

1
Advanced Secunty Settings for Command Processor HE
Pelmissionsi Auditing  Owner l Effective Permissionsi

Y'ou can take or azsigh ownership of this object if you have the required permizsions or privileges.

LCurrent owner of this iten:

!.&dministratols [A5 20021\ Administrators]

Change owner to:

€3 A dministrator (WEMSEAST Administratar] |
!ﬁ Administrators (45 20027 \administrators]

Other Users or Groups....

[~ Beplace owner oh subcontainers and obiects

Leart mare about cwnership.

ok, I Cancel |

Figure 4-4. The list available for transferring ownership includes the current owner.
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the Owner tab displays the current owner at the top of the dialog, and lists all the eligible
users who could become owners.

You can transfer ownership to any name in the list. If you want to pick an owner
other than the currently available Administrator groups, click Other Users Or Groups
to open the Select User, Computer, or Group dialog. Choose the name you want to add to
the list, and then return to the Owner tab and select that name. However, before giving
ownership to a user or group, you must change the permissions so that the permission
to Write Owner is allowed (giving the new owner the right to manipulate ownership).

Auditing the Registry
You may find a need to audit certain activities on the registry in an effort to troubleshoot
a problem. Or, you may just suffer from terminal curiosity (that’s not a pun) and have
plenty of disk space available to record information to satisfy your curiosity.
You have a great deal of power and flexibility available when you audit registry
activity; you can audit keys, users, groups, or any combination. Auditing registry activities
involves three steps:

1. Enable auditing as a group policy.

2. Set auditing configuration options on the registry.

3. Check the audit log in the Event Viewer’s Security log.

Enable Auditing

Before you can audit registry activity, you must enable auditing, which is disabled by
default in Windows Server 2003. Auditing is enabled /disabled by group policy, and
you can use a domain-based policy or a local policy to turn on the auditing feature,
depending on the registry activity you want to audit.

Enable Auditing for the Domain To enable registry auditing across the domain,
open the Active Directory Users and Computers snap-in, and then take the following
actions:

1. Open the Properties dialog for the domain.

2. Click the Group Policy tab.

3. Select the Default Domain Policy object and click Edit.

4. In the Group Policy console that opens, travel to Computer Configuration\
Windows Settings\Security Settings\Local Policies\ Audit Policy.
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5. Double-click the Audit object access listing in the details pane to open its
Properties dialog.

Audit object access Properties HE

Security Policy Setting |

=]

Audit these attempts:
[~ Success

[~ Eailure

Ok I Cancel I Lpply |

6. Enable the policy by selecting the Define These Policy Settings check box and
opt to audit success, failure, or both.

| The registry audit policies also let you select success or failure for each type of registry
access. This permits very selective filtering, avoiding the risk that the log file will grow

to an enormous size.

Enable Auditing on a Local Computer To enable registry auditing on a computer,
follow these steps:

1. Open the Local Security Settings administrative tool.

2. In the console pane, expand Local Policies and select Audit Policy.

3. Double-click the Audit object access listing in the details pane, and select the
actions you want to audit.
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Audit object access Properties HE

Local Security Setting |

Audit object access

i,

Audit these attempts:
i

=2l

" Failure

Ok I Cancel Lipplp

Set Audit Options in the Registry

After you've enabled auditing, you can specify the actions you want to audit. Open
Regedit, right-click the parent key you want to use as the top of the auditing process
(by default, auditing is inherited by subkeys), and choose Permissions from the
shortcut menu. Click Advanced and move to the Auditing tab. Click Add to begin
adding the users and groups you want to audit, using the following guidelines:

B If you're auditing in order to watch a particular person’s activities, select
that person.

B If you're auditing in order to see who's doing what on the registry, it’s best
to select the Everyone group.

B If you have a mixed agenda, select the appropriate groups and users.

As you select each user/group, select the actions you want to audit, as shown in
Figure 4-5.

By default, auditing is performed on the current key and inherited by subkeys. You can
alter the default behavior by selecting a different option from the Apply Onto drop-down
list. The available options are: This Key Only, This Key And Subkeys, Subkeys Only.

Here are some tips for configuring your audit trail:

B Turning on auditing causes a performance hit. The more groups and users you add,
and the more tasks you include in the audit, the more you affect performance.

B There’s rarely a good reason to audit individuals for failures, because most of
the time, a failure is due to a user’s lack of permissions. If the user can’t perform
a task, there’s no point in reporting it as an audited event (unless you have some
compelling reason to prove that a user is trying to accomplish tasks in vain). If
software applications are producing errors, and support personnel have suggested
a problem with accessing registry data, audit SYSTEM for failures.
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Auditing Entry for Command Processor EE
Obiect |
Marme: LChange... |
Apply onto; IThis key and subkeys .:i
Arocess: Successful  Failed
Full Contral O O
Query Yalue O O
SetValue O O
Create Subkey O O
Erumerate Subkeys O O
Matify O O
Create Link O O
Delete O O
Wwiite DAC O O
Wwrite Owner O O
Fiead Contral O O
r Apply these auditing entries to objects Clear &l |
and/or containers within thiz container anly
Ok I Cancel |

Figure 4-5. Select the action and result for each registry task you want to audit.

B Don't audit for success for common tasks that do no harm, such as querying
a value. There’s no particular reason to care, and the log becomes enormous.

Examine the Audit Log

Auditing is a security event, so the results of auditing are in the Security log of the
Event Viewer. Open the Event Viewer and select the Security log to inspect the
audited events.

___ | Reg.exe

Reg.exe is a robust and multifaceted command-line tool that you can use to manipulate
registry entries. Like the net command, reg.exe requires a second command, for instance
reg add. The program works for local and remote registries. However, when you use this
tool against a remote registry, you can only work with HKEY_LOCAL_MACHINE and
HKEY_CURRENT_USER.
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General Guidelines for Reg.exe

Some general rules and guidelines apply for the reg commands, and I'll describe them
here rather than repeat them for each command.

When you enter a key or subkey name, you must enter the complete key path,
starting with the subtree. However, you can abbreviate the subtree names as follows:

Abbreviation Subtree

HKCR HKEY_CLASSES_ROOT

HKLM HKEY_LOCAL_MACHINE

HKCU HKEY_CURRENT_USER

HKCC HKEY_CURRENT_CONFIGURATION

In addition, the following tips should be helpful:

B Caseis irrelevant for existing keys in the path.

B The name of a new key is case sensitive.

B Key names that contain spaces must be enclosed in quotation marks.

B Case is irrelevant for existing data items.

B The name of a new data item is case sensitive, as is its value.

“Case sensitive” means the data is written to the registry as you enter it, using the
capitalization scheme you prefer. The registry itself usually doesn’t care, because with
few exceptions, registry lookups are not case sensitive for keys, data items, or values.

However, you may prefer to enter NewFeatureName instead of newfeaturename
because the capitalization makes it easier to read the entry.

Reg Add

Use the reg add command to add a key or a data item to the registry (or both at once).
The syntax is:

reg add [\\Machine\]KeyName [/v ValueName | Ive] [/t Type] [/s Separator] [/d Data] [/£]

where:

\\Machine is the name of a remote computer. Omit this parameter if you're working
on the local machine. KeyName is the name of the key where the new entry is located,
or the name of a new key you're adding to the registry. If you're adding a key, you
can omit all other parameters (covered next). For example, if you have an existing key
named HKEY_CURRENT_USER\Software\CompanyDatabase and you want to add
a subkey named ColorScheme, enter the following command:

reg add HKCU\Software\ CompanyDatabase\ColorScheme
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The system returns the message “The operation completed successfully.”

Note | If you use a space in a name without using quotation marks, the system assumes that
anything after the first word is a parameter and issues an error message. The error
message says: “To [sic] many command-line parameters.”

The following parameters are used if you're entering a new data item. To enter both
anew key and a new data item at the same time, merely enter the name of the new key
at the end of the registry path.

/v ValueName is the name of the new data item. If the name contains spaces, use
quotation marks around the string.

/ve specifies a null value.

[t Type specifies the data type for the new value. If you omit this parameter, the
data type is assumed to be REG_SZ.

/s Separator specifies the character you want to use as the separator for multiple
data strings (for REG_MULTI_SZ data types).

/d Data is the data you want to assign to the data item you're adding.

/f forces an overwrite of the value of an existing entry.

Reg Delete

Use the reg delete command to remove subkeys or data items (or both) from the
registry. The syntax is:

reg delete [\ \Machine\1KeyName [/v ValueName [/va] [/f]
where:

\\Machine is the name of a remote computer. Omit the parameter if you're working
on the local registry.

KeyName is the target subkey for the entry (or the subkey you want to delete). Use
the complete path.

Iv ValueName deletes the data item named in the ValueName variable. Use quotation
marks around names with spaces.

/va deletes all the data items in the target subkey.
/ve deletes a null data item.

/f forces the delete action without confirmation.
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Reg Copy
Use the reg copy command to copy a registry entry to a new location in the local or
remote registry. The syntax is:

reg copy [\ \Machine\]SourceKey [\\Machine\]DestinationKey [/s] [/f]
where:

\\Machine\]SourceKey is the computer name and registry path for the source
computer. Omit the machine parameter if the source is the local computer.

\\Machine\]DestinationKey is the computer name and registry path for the target
computer. Omit the machine parameter if the target is the local computer.

/s copies all subkeys beneath the last key in the path, along with the data items
contained in those subkeys.

/£ forces the copy without prompting the user for confirmation.

Reg Compare

Use the reg compare command to compare a registry entry with another registry entry
on the local or remote computer. The syntax is:

reg compare [\ \Machine\]KeyNamel [\\Machine\]KeyName2 [/v ValueName] [/s]
[Output]

where:
Machine is the name of the computer. Skip this parameter for a local computer.

KeyNamel, KeyName?2 specifies the complete registry path for both the first and
second subkeys.

Iv ValueName compares the value of the data item specified by ValueName (use
quotation marks around data items with spaces).

/s compares all subkeys and their data items.
Output takes one of the following arguments:

B /oa outputs all differences and matches.
B /od outputs only differences.
B /os outputs only matches.

B /on specifies no output.
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The system responds with one of the following return codes:

B 0 The compare was successful, and the result compared is identical.
B 1 The compare failed.

B 2 The compare was successful, and the result compared is different.

Reg Export

Use the reg export command to export a registry entry to a file. The command matches
the action of choosing Registry | Export Registry File while working in Regedit. This
command only works against the local registry. The syntax is:

reg export KeyName FileName [/y]

where:

KeyName is the full path to the key you want to export.

FileName is the name of the .reg file to which you're exporting the key.

/y overwrites an existing file with the name FileName without asking you to confirm.

Reg Import

Use the reg import command to import a registry entry from a registry file. The syntax is:
reg import FileName
where
FileName is the name of the .reg file you're importing.

This command-line tool provides the same function as choosing Registry | Import
File from Regedit, or double-clicking a .reg file.

Reg Save

Use the reg save command to save a key to a hive file. The syntax is:
reg save \\Machine KeyName FileName [/y]
where:

\\Machine is the name of the remote computer (omit the parameter for the local
computer).

KeyName is the full path to the key.
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FileName is the target file (with an .hiv extension).

ly overwrites an existing file with the same filename, without asking you to confirm
the overwrite.

Reg Restore

Use the reg restore command to restore a key from an HIV file created by the reg save
command. The syntax is:

reg restore [\ \Machine\] KeyName FileName
where:

\\Machine is the name of the remote computer (omit the parameter for the local
computer).

KeyName is the full path to the target key.

FileName is the name of the file you saved and now want to restore.

Reg Load

Use the reg load command to load a hive file (created with the reg save command) into
a different part of the registry. This is useful if you're troubleshooting registry entries.
The syntax is:

reg load [\\Machine\] KeyName FileName
where:

\\Machine is the name of the remote computer (omit this parameter for the local
computer).

KeyName is the full path to the registry location you want to use to hold the hive.

FileName is the name of the hive.

Note | The key is not persistent, and it disappears when you reboot the computer.

Reg Unload

Use the reg unload command to remove the hive you loaded with the reg load
command. The syntax is:

Reg unload \\Machine KeyName



142 Windows Server 2003: The Complete Reference

where:

\\Machine is the name of the remote computer (omit this parameter for the local
computer).

KeyName is the full path to the registry location that is holding the file you loaded.

Reg Query

Use the reg query command to gain information about an entry or multiple entries in
a key or subkey. The syntax is:

reg query \\Machine KeyName [{/v ValueName | /ve}] [/s][/se Separator] [/f Data]
[{/k | /d}] [/c] [/e] [/t Type] [/z]

where:

\\Machine is the name of the remote computer (omit this parameter for the local
computer).

KeyName is the full path to the key you're querying.

/v ValueName is the registry value being queried. If omitted, all the values in
KeyName are returned. ValueName is optional if the /f option is used.

/ve queries for value names that are empty.
/s queries all subkeys and value names.

[se Separator specifies the value separator you want to look for in values of type
REG_MULTI_SZ. If Separator is not specified, the system uses \0.

___ | Regmon

A colleague on one of the magazines I write for (Windows & .NET Magazine) is a brilliant
operating system expert. For years (since Windows NT), I've been using a utility he wrote
called Regmon, which lets me spy on registry access by applications in real time.

You can set filters to limit the type of information the program reports, and you can
select a listing and jump right to the registry subkey referenced in that listing. This is a
cool way to track the registry items that are added during installation of software. Start
regmon.exe before the install program begins copying files and writing registry keys,
and you'll know everything that happened to the registry. Save the results, and then
examine those entries after you've uninstalled the software. Since most uninstall
procedures fail to get rid of all the registry information that was written, you can
clean up your registry manually.

Regmon is free, and you can download it from www.sysinternals.com. You'll find
all sorts of nifty utilities on the web site in addition to this one. This site is an
administrator’s toy store.
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who starts the conversation with the words “my computer won't start.” Sometimes

the words should be taken literally, because nothing happens when the user presses
the power button (and how many times have you investigated that problem to find the
plug on the floor instead of in the wall?). Most of the time, however, something untoward
happened during the startup process, either during the computer’s POST or during the
startup procedures for the operating system.

It's much easier to diagnose and cure the problem (if it’s curable) if you understand
the boot process, and that’s what this chapter is about.

The phrase “boot failure” is used to describe both machine and operating system
problems. Back in the “old days,” when we were booting into MS-DOS, the boot process
was almost entirely comprised of hardware issues. The POST took a lot longer than the
operating system startup, and the hardware was the source of most boot failure problems.
After the POST, DOS just showed up, announcing its arrival with a blinking cursor at
a command prompt. The only moment of panic we had was caused by the display of
the message “non-system disk or disk error,” which more often than not was caused
by the presence of a floppy disk.

That’s an exaggeration of course, because DOS didn’t just accidentally or magically
show up—we formatted the drive to place system files (the most important was io.sys) on
the boot sector. One of the innovations that appeared with DOS version 5 was the fact that
only a pointer to io.sys was put on the master boot sector, while the file itself was located
on the boot partition (outside of the master boot sector). This new paradigm made it
possible for other operating systems to modify the master boot sector by installing their
own pointers to their own system startup files. Windows Server 2003 (and Windows 2000/
Windows NT) use that pattern.

The most frustrating call for help an IT professional receives is the one from a user

___ | Hardware Bootup

This book is about Windows Server 2003, so I'm not going to spend a lot of time
discussing the hardware side of the boot process. However, the interdependency
between today’s versions of Windows and the system’s hardware has blurred some
of the previous distinctions between hardware boot and operating system boot, so it’s
worth a moment of time to explain the hardware, because of the reliance of Windows
on hardware.

Computer hardware has become more reliable over the years, and the BIOS features
have become much more robust. This means, of course, that you stand a much better
chance of facing an operating system problem than a hardware component problem
when a system fails to boot.

The one piece of computer hardware that seems to be lacking in the category of
“better and more robust design” is the power supply. In the decades I've been building,
maintaining, and supporting computers, I have to say that I've encountered more
hardware problems that were due to power supply problems than from any other
component. When a power supply starts to die, it can take a lot of other components
with it. Because the power supply is actually a converter, when it doesn’t do its job
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properly it can damage other components. Some years ago, at a seminar given by a
major manufacturer on the subject of “hot swapping” (it was a futuristic concept at the
time), I remember long discussions among the attending consultants about the failure
of any manufacturer to produce a power supply that would be trouble-free. The host
company told us “nobody wants to pay for it.”

I'm not the only consultant/administrator who has learned to keep an eye and
ear tuned for power supply problems. Focus your eye on the back fan, and make sure
you clean off the dust and grease. In fact, periodically open the box and vacuum the
interior. Dust causes a reduction in air flow, and a reduction in air flow causes power
supply failures.

Focus your ear on the sound of the power supply when a computer is turned on—
if you hear a continuous sound that reminds you of a jet engine, the power supply is
in trouble. Replace it before its problems damage other components.

__|PoST

Immediately after you turn on a computer, the processor handles the BIOS control

of the system. The BIOS starts with POST, checking video first, followed by memory.
Then it loads the information it has about the drives and checks them. Following that
is a date and time check, and then a port check. All the information the BIOS uses is
in the computer’s CMOS (Complementary Metal Oxide Semiconductor), which is
powered by its own battery.

The POST covers more than a check for the existence of hardware; it also checks the
hardware settings. Today, hard drive settings are written automatically when you install the
drive, and those of you who never had to enter settings for cylinders, heads, landing zones,
and bad sectors probably don’t realize why those of us who are old-timers consider that
fact a miracle.

When the BIOS checks drive settings, if it finds a SCSI controller, it launches the
controller’s own configuration checkup. SCSI controller settings are not configured or
kept in the CMOS settings. If the SCSI controller has a problem, it reports it independently
of any problems found and reported by the BIOS.

BIOS errors are reported to the screen, along with beeps to get your attention.
Some BIOS errors are displayed as numbers, and at one time all BIOS manufacturers
used the same numbers (those used by IBM), but that’s no longer true, so you need
the documentation that came with your computer to interpret them. Luckily, today
you're far more likely to see text instead of numbers, such as “hard drive controller
failure,” or the amusing “Keyboard error, press F1 to continue.”

Memory Errors

In the old days, memory components had an extra chip called a “parity chip,” and
part of the BIOS test was a parity test. Memory components no longer include parity
checking, because it’s not really necessary any more—memory manufacturing has
advanced to the point where it’s highly unusual to see failure.
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However, after you add memory to a machine, it’s common to see a memory error
message during the next boot. The message may use terms such as “mismatched memory
information,” which means the amount of memory recorded in CMOS doesn’t match the
amount of memory found during bootup.

Resolve this problem by restarting the computer and entering the BIOS setup program.
It's been my experience that doing this jump-starts the solution, because the correct
memory count automatically appears in the BIOS setup screen. Just exit the BIOS setup
program. The error message you saw is actually a confirmation that the system sees the
memory you installed, but it didn’t match the total recorded in CMOS. Entering the setup
program caused the system to check the memory count and adjust it, matching the physical
memory total.

If you add memory to a computer, and the RAM count during bootup doesn’t match
the new total, and you don’t see an error message about a mismatched memory count,
you have a more serious problem: the system didn’t find the new memory. This is almost
always caused by an error in physically inserting the memory, such as using the wrong
slot, or not inserting the teeth properly. However, I've also seen this occur when the
wrong memory type was inserted (somebody inserted DRAM in an older computer
with EDO), or the motherboard doesn’t like mixing SIMMs and DIMMs, or doesn’t like
mixed memory speeds. Some motherboards require a change in dip switches or jumper
configuration (although that’s disappearing). You must check the documentation for
the motherboard before adding memory to a computer.

Drive Errors

If you see a hard drive error during POST, you have a serious problem. Of course, you
don’t panic, because you back up every night, right? Actually, I've found that at least
half the time the problem is the controller, not the drive, and replacing the controller
lets the drive boot normally, with all data intact. If an embedded controller dies, you
don’t have to buy a new motherboard, because you can buy a controller card. Check
the documentation for the motherboard to see the tasks required to make the BIOS
see the card instead of looking for the embedded chip.

If the problem is indeed the drive, you have more work to do than merely replacing
a controller. In addition to replacing the hardware, you have to reinstall the operating
system and applications, and restore the last backup.

Sometimes it’s a bit difficult to tell whether the hard drive problem is a hardware
problem or an operating system problem, because the point at which the BIOS turns
the boot process over to the hard drive is also the point at which the operating system
is beginning its own boot process. If the operating system boot files can’t be opened,
the problem could be a corrupt file (an operating system problem), or a missing file
(which could be a hardware problem if the drive is corrupt). To identify the source of
the problem, use a bootable floppy to see whether you can access the hard drive.
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SCSI Errors

To gain all the advantages of SCSI, you have to put up with some of the annoyances
(although it’s my opinion that the scales definitely tip in favor of using SCSI, especially
on servers). SCSI carries some additional overhead, including the use of independent
BIOS programs, which means you have to worry about additional BIOS settings. In this
section I'll discuss some of the SCSI boot problems I've encountered over the years.

One common problem is improper termination when an administrator adds additional
SCSI devices to a machine. Also, remember that every device in a SCSI chain has to have its
own unique SCSI address. If you add a second SCSI controller, avoid conflicts by checking
the IRQ, I/O, and DMA settings.

Many SCSI controllers send a message to the screen at the end of the BIOS boot,
using text that indicates that the BIOS has been installed successfully. It’s important
to realize that the message refers to the controller, not to the attached devices. If the
system hangs after the SCSI BIOS loads, it means the controller is fine, but the drive
isn’t. Don’t panic, especially if you've just installed the drive, because the drive may
be fine. Check the following:

B Make sure the SCSI chain is terminated properly.

B Make sure you configured the SCSI drive to “spin up” on power-up, not on
detection. Drives that are configured to spin up on detection often time out and
then won't respond when the power arrives. Check your SCSI documentation
to see whether this is a BIOS setting or a jumper change.

B Make sure the boot drive is set to drive 0.

I've seen some SCSI boot problems that were related to the relationship between the
hardware and the operating system. For example, when you install the operating system,
it expects to find the SCSI settings that existed at that time whenever you start the OS. If
you make a change in SCSI settings, the operating system may not boot. One common
cause of this is the enabled/disabled setting for the SCSI BIOS. Windows can co-exist
with SCSI controllers either way: with the SCSI BIOS enabled or disabled. Windows is
capable of managing all the interaction between the controller and the operating system,
but when you tell Windows which way to behave during installation, you can’t change
your mind later (unless you want to reinstall the operating system).

___| operating System Boot

During installation, the Windows Server 2003 Setup program placed data on the first
sector of your computer’s primary partition (the boot sector). The data is the Master Boot
Record (MBR), and it holds executable instructions on an x86 computer. In addition to
the executable instructions, the MBR has a table with up to four entries, defining the
locations of the primary partitions on the disk. The installation program also copied the
two files that initiate the Windows Server 2003 boot sequence (Ntldr and Ntdetect.com)
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Understanding Partition Tables

The reason the MBR has a partition table that has a maximum of four entries is that

a hard drive can only contain four primary partitions. However, to provide more

logical drives, you can use extended partitions. Extended partitions can be nested,

so in theory the number of logical drives you can have on a computer is unlimited.
Every partition has a partition table, containing the following fields:

Boot flag (which contains a logical value indicating bootable/not bootable)
Starting side

Starting cylinder

Starting sector

System indicator (specifies the type of file system)

Ending side

Ending cylinder

Ending sector

Relative sectors

Number of sectors

to the root directory of the boot drive, and placed Boot.ini, the file that contains startup
options, on the root directory of the boot drive. (See the section “About Boot.ini” later
in this chapter.)

| If the boot sector that's targeted by Windows Server 2003 was previously formatted for
DOS (Windows 9x qualifies as DOS), Setup copies the existing contents of the boot
sector to a file named bootsect.dos, and places it in the root directory of the boot drive.
This permits dual-boots with Windows 9x.

MBR Code Executes

As the last step of the BIOS boot process, your computer reads the MBR into memory
and then transfers control to that MBR code. The executable code searches the primary
partition table for a flag on a partition that indicates that the partition is bootable. When
the MBR finds the first bootable partition, it reads the first sector of the partition, which
is the boot sector.

The Windows Server 2003 startup files are on the system partition, and the operating
system files are on the boot partition, with the following details:

B The system partition holds hardware-specific files that are needed to boot
Windows Server 2003, including the MBR. On x86 machines this must be a
primary partition that’s marked active. It's always drive 0, because that’s the
drive the BIOS accesses to turn the boot process over to the MBR.
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B The boot partition holds the operating system files, the %SystemRoot% directory.
The support files (\ %SystemRoot% \System) must also be on the boot partition.

Note | It’s not necessary to make the system partition and the boot partition the same partition,
although that’s the common approach.

Windows Server 2003 Startup Files Execute

The boot-sector code reads Ntldr into memory to start the operating system boot process.
Ntldr contains read-only NTFS and FAT code. It starts running in real mode, and its first
job is to switch the system to a form of protected mode. This first instance of protected
mode cannot perform physical-to-virtual translations for hardware protection—that
feature becomes available when the operating system has finished booting.

All the physical memory is available to the operating system, and the computer is
operating as a 32-bit machine. Ntldr enables paging and creates the page tables. Next,
it reads Boot.ini from the root directory and, if called for, displays the boot selection
menu on the monitor. If Ntldr is either missing or corrupt, you'll see this error message:

Ntldr is missing.
Press CTRL-ALT-DEL to restart.

Don’t bother using the suggested sequence; it just restarts the cycle that results in
the same error message. You must replace Ntldr. Boot with your bootable floppy (see
“Creating a Bootable Floppy Disk” later in this chapter).

B If Ntldr is missing, copy it from the floppy disk to the root directory of the boot
drive (usually C:).

B If Ntldr exists on the hard drive, it’s probably corrupted. To replace it, you must
first change the read-only attribute.

If you don’t have a bootable floppy, you'll have to start the Windows Server 2003
Setup program from the CD, and then choose Repair. See Chapter 26 for information
about recovering a failed operating system.

Boot Selection Menu Displays

If the computer is dual-booting, the boot selection menu appears, displaying the operating
system choices available on the computer. If the user doesn’t make a selection before the
specified time for choosing an operating system elapses, the default operating system
(which is usually Windows Server 2003) starts.

| Using an arrow key to move through the selections stops the countdown clock, giving
users plenty of time to make a decision.
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Ntdetect Launches

Ntldr launches Ntdetect.com. Ntdetect queries the system’s BIOS for device and
configuration information. The information Ntdetect gathers is sent to the registry
and placed in the subkeys under HKEY_LOCAL_MACHINE\Hardware\Description.

If there’s a problem with Ntdetect (it’s either missing or corrupt), you probably
won't see an error message. Instead, the boot process may just stop. The cure for a
missing or corrupt Ntdetect.com is to replace it. Use a bootable floppy disk to boot
your computer, and copy Ntdetect from that floppy disk to the root directory of your
hard drive.

Ntoskrnl Runs and HAL Is Loaded

After Ntdetect finishes its hardware-checking routines, it turns the operating system
boot process back to Ntldr, which launches Ntoskrnl.exe and loads Hal.dll (both files
are in the \%SystemRoot% \system32 directory).

Ntoskrnl.exe contains the kernel and executive subsystems. This is the core file for the
kernel-mode component of Windows Server 2003. It contains the Executive, the Kernel,
the Cache Manager, the Memory Manager, the Scheduler, the Security Reference Monitor,
and more. Ntoskrnl.exe is the file that really gets Windows Server 2003 running.

In order for hardware to interact with the operating system, Ntoskrnl.exe needs
the Hal.dll, which has the code that permits that interaction (the filename stands for
Hardware Abstraction Layer).

Sometimes you may see an error that indicates a problem with Ntoskrnl.exe, but
the error is frequently spurious, and is caused by the fact that the directory referenced
in Boot.ini doesn’t match the name of the directory into which the Windows Server
2003 system files were installed. This generally means that someone renamed the
%SystemRoot% directory, or created a new directory and moved the Windows Server
2003 files into it. Move the files back to the location specified in Boot.ini. (On the other
hand, it could mean that someone edited Boot.ini, in which case you need to correct
that error.)

Drivers and Services Load

Ntldr now loads the low-level system services and device drivers, but the services are
not initialized—that occurs later. This is the end of the boot sequence, and the process
that starts at this point is called the load sequence, or the kernel phase.

Ntldr has a pecking order for loading system services and devices drivers. When
you install Windows Server 2003, the drivers that match your equipment aren’t the only
drivers copied to your computer. Every driver known to any Microsoft programmer
has an entry in the registry. Open the registry and go to HKEY_LOCAL_MACHINE\
System\CurrentControlSet\Services to see a very long list of services and device drivers.
Select any subkey and look at the REG_DWORD data item named Start. The data is
a hex entry and it ends with a number in parentheses. That number gives Ntldr its
pecking order:
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B The data value (0) means the service is loaded during the kernel load phase.

B The data value (1) means the service is loaded during the kernel initialization
phase (the next phase).

B The data value (2) means the service is loaded during the services load phase.

B The data value (3) means the service is enabled, but not initialized (the service
requires a manual startup, which you perform in the Services snap-in).

B The data value (4) means the service is not enabled.

Operating System Loads

Ntoskrnl.exe begins to load the operating system. The Windows Server 2003 kernel is
initialized and subsystems are loaded and initialized, providing the basic systems that

are needed to complete the task of loading the operating system. The boot drivers that

were loaded earlier by Ntldr are now initialized, followed by initialization of the rest
of the drivers and services.

When the first-level drivers are initialized, you may encounter a problem, usually
in the form of a STOP on a Blue Screen of Death. This almost always occurs during
the first boot after you've updated a driver. Ntoskrnl initializes the driver, and the
operating system balks.

Use the Advanced Menu options to load the Last Known Good Configuration (see
the section “The Advanced Options Menu” later in this chapter). Then either obtain
a better driver from the manufacturer or stick with the previous driver.

Sans a driver error, the Windows Server 2003 kernel and executive systems are now
operational. The Session Manager Subsystem (Smss.exe) sets up the user environment.
Information in the registry is checked, and the remaining drivers and software that
require loading are loaded. The kernel loads Kernel32.dll, Gdi32.dll, and User32.dll,
which provide the Win32 API services that client programs require.

The Computer Logs On

While the kernel is loading and initializing drivers, the computer logs on to the domain.
Using its machine account (a unique name, and its own password), the computer opens
a secure channel (sometimes called a clear channel) to a domain controller. This all occurs
before the user logon features are available.

Machine accounts are used between client computers, member servers, and
domain controllers. Within each domain, the same thing occurs among multiple domain
controllers. Computers use the secure channel to exchange the information necessary
for authentication and authorization functions. Machine accounts enhance the security
of your network, making sure that a computer attempting to send sensitive information
is really a member of the domain.

As an additional security feature, computers (like users in a security-conscious
network configuration) have to change their passwords periodically. By default, in
Windows Server 2003, the password change interval is set for 30 days. When it’s time
to change the password, the computer generates a new password and sends it through
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the secure channel (which it accessed using its previous password) to the nearest DC.
Thereafter, the computer must use the new password to access a secure channel.

The DC updates its database and immediately replicates the computer password
change to the other DCs in the domain. Computer account passwords are flagged
as Announce Immediately events, meaning they don’t wait for the next scheduled DC
replication.

Sometimes this causes some serious performance hits. If many (or all) of the computers
in your domain have passwords that elapse on the same day, the work the DCs have to do
immediately can slow down other important DC tasks (such as authenticating users, or
running scheduled replications). It’s even worse if you have a DC that’s providing other
services (such as acting as a DNS server).

| If you're upgrading to Windows Server 2003 from Windows NT, one thing to be
grateful for is that the default password time-to-live of 30 days is a lot less onerous for

the DCs than is the Windows NT default of 7 days. It wasn’t until Service Pack 4
for NT that Microsoft even provided tools and registry keys to let you manage
computer password changes.

On the other hand, you may feel the default settings for secure channel
communications aren’t as strong as they could be—you can enhance security for
this communication function if you need to (although there’s a trade-off in terms
of performance).

Windows Server 2003 provides a way for you to change security policy settings
to manage computer passwords. You can change the way machine passwords are
managed for the domain, for an OU, or for an individual computer (although that
would be uncommon, because it’s not efficient to try to improve performance by
configuring one computer at a time).

Change Machine Password Settings for Domains and OUs
To change the way machine accounts manage passwords on a domain or in an OU,
follow these steps:

1. On a DC, open Active Directory Users and Computers, and right-click the
domain object or the OU object.

2. Choose Properties from the shortcut menu, and move to the Group Policy tab.

3. For a domain, select Default Domain Policy and click Edit.

4. For an OU, click New, then click Edit (unless you've already added a Group
Policy, in which case, select it and click Edit).

5. Expand the console tree to Computer Configuration\Windows Settings\
Security Settings\Local Policies\Security Options.
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Dual-boot Computers and Computer Passwords
If you're dual-booting a computer, you should be aware that Windows sees each
installation as a separate computer, and a separate machine account. Each installation
generates its own unique password.
You must create a unique computer name for each version of Windows in a
dual-booting computer; otherwise, the name/password combination fails when
the computer attempts to create a secure channel for logging on to the domain.

In the details pane, select the policy you want to use to change the configuration for
machine accounts. For computers that are not domain controllers, the configuration options
are those that are labeled Domain Member; for computers that are DCs, the options are
those labeled Domain Controller (see Figure 5-1).

Member Computer Policies
Several group policies are available for changing the way member computers manage
their machine accounts, and their communications with the DC.
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Figure 5-1.

There are several policies for changing the way machine accounts
manage passwords and secure communications.
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Digitally Encrypt or Sign Secure Channel Data (Always) This policy is not
enabled by default, but if you have computers in an OU, or an individual computer, for
which you want to enable this policy, double-click the listing and select the Enable radio
button. It's almost never necessary to enable this policy, because the policy Digitally
encrypt or sign secure channel data (when possible) is enabled by default (that policy
is discussed next). If digitally encrypted or signed channel data is always possible, then
data will always be encrypted. You should take the following facts into consideration
before deciding to enable this policy:

B Logon information that’s transmitted over the secure channel is always
encrypted, even if all other traffic across the secure channel isn’t.

B The secure channel traffic managed by this policy is only the traffic initiated
by the domain member computer.

B You cannot enable this policy unless all the domain controllers on the domain
are running Windows NT 4 Service Pack 6 or higher.

B If you enable this policy, the policy Digitally sign secure channel data (when
possible) is also assumed to be enabled (irrespective of its setting).

Digitally Encrypt or Sign Secure Channel Data (When Possible) This setting,
which is enabled by default, specifies that the computer must attempt to negotiate
encryption for all the traffic it initiates over the secure channel. If the domain controller
supports encryption of all secure channel traffic (DCs running Windows NT 4.0 Service
Pack 6 or higher support encryption), then all the traffic is encrypted. If the DC doesn’t
support encryption of all traffic, only logon information that’s sent over the secure
channel is encrypted.

I cannot think of a single reason (or excuse) for disabling this policy. Not only would
that action substantially lower the security of your network, but it may interfere with
applications that use the secure channel, because many API calls in applications written
for Windows Server 2003/ Windows 2000 require that the secure channel be encrypted
or signed.

Digitally Sign Secure Channel Data (When Possible) This policy, which is
enabled by default, specifies that the computer attempts to negotiate signing for all the
traffic it initiates over the secure channel. As long as the DC supports signing of secure
channel traffic (DCs running NT4 SP6 or higher do), all secure channel traffic is signed.

Signing differs from encryption in that encryption is designed to stop outsiders from
reading data that’s passed through the secure channel, whereas signing is designed to
stop outsiders from tampering with the data.

Disable Machine Account Password Changes This policy is disabled by default
(I get so annoyed at policies that start with the word “disable” and are enabled to avoid
disabling something). If you enable the policy, you're disabling the security inherent in
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password changes, because you're telling the computers to stop changing their passwords.
This means a hacker who found some way to break the password has permanent access to
the secure channel data initiated by the computer.

Some administrators enable this policy because a computer is denied access to the
domain. In every case, the computer was dual-booting and the administrator didn’t
realize that each Windows installation requires a discrete computer name in order to
create a machine account (discussed earlier in this chapter).

Maximum Machine Account Password Age Double-click this policy to change
the default setting for the interval set for creating a new password. The policy is labeled
“not defined” but the truth is that it’s defined as 30 days. To change the interval between
password changes, select Define the Policy Setting, and specify the new interval, in days.
You can use this policy to reduce the strain on the DCs. Most of the time, this isn’t
necessary (or advisable), but if you rolled out a new Windows Server 2003 domain, it’s
possible that all the computers that log on to the domain now have the same password
expiration date. For most of my clients, that means hundreds of computers trying to
notify the DCs of a new password, followed by instant replication of each password
to the other DCs. For many of you, the numbers are in the thousands.

| To stagger the workload for the DC, it's a good idea to make this change on an OU basis,
P setting a different interval for each OU.

Require Strong (Windows 2000 or Later) Session Key This setting, disabled
by default, specifies whether 128-bit key strength is required for encrypted secure
channel data. You cannot enable this setting unless all the domain controllers are
running Windows 2000 or Windows Server 2003.

Domain Controller Policy

For domain controllers, only one policy is available for configuring the traffic across the
secure channel: Refuse machine account password changes. The policy is disabled by

default, and if you enable it, the DCs will refuse to accept machine account password

changes. I cannot think of a single reason to enable this policy (and, in fact, I can’t think
of a reason to include the policy in the GPE, but probably some administrator had some
weird problem and the result was to include this policy).

Set Individual Computer Password Policies
You can make any of the member computer policy changes on a single Windows
Server 2003 computer, using the following steps:

1. Open Local Security Policy from the Administrative Tools menu.

2. Expand the console tree to Local Policies\Security Options.
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3. In the details pane, select the domain member policy you want to change
for this computer.
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Logon Services Load

The next step in operating system startup is that the Win32 subsystem launches
Winlogon.exe, which sends the logon dialog box to the screen, and loads the Local
Security Authority (Lsass.exe).

The logon process begins, so enter a username and password in the Log On To
Windows dialog. If no error occurs, the system logs you on and you can go to work.
At this point you've completed a Windows Server 2003 startup.

| About Boot.ini

The contents of the onscreen menu, if one appears, are determined by Boot.ini.
However, the role of Boot.ini extends beyond presenting a menu of choices for users.
This file is an important element in the machinery that controls the operating system
boot process.

Boot.ini Contents

Boot.ini is a text file that holds the information needed to complete the boot process. You
can edit the file in any text editor (the file is read-only and hidden, so you must change
the attributes before you can save your edits—don’t forget to change the attributes back
when you've finished editing).

Like any .ini file, each section of the file is headed by a section title enclosed in
brackets. The information in the file is created during installation of the operating
system, so it’s specific to the computer. The file has two sections:

B [boot loader]
B [operating systems]
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The [boot loader] section contains the timeout specification along with the path to
the default operating system. The timeout specification is the amount of time, in seconds,
during which the user can make a selection from the onscreen menu. By default, the
timeout duration is 30 seconds, and the user sees a countdown to 0 on the screen. The
default operating system loads if the user fails to make a choice within that time.

You can change the default operating system and the length of the countdown
without editing Boot.ini:

1. Open the System applet in Control Panel (the quick method is to right-click
My Computer and choose Properties).

2. Move to the Advanced tab.

3. In the Startup and Recovery section, click Settings to access the fields for changing

the default OS or the time specification for the display of the onscreen menu (see
Figure 5-2).
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Figure 5-2. If you're dual-booting, you can change the way the boot menu works.
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Note | If there aren’t any choices because only one operating system exists, and you haven't
preloaded the Recovery Console, Windows Server 2003 doesn’t bother to display the menu.
e [operating systems| section contains the path(s) to the operating system(s
The [operating sy | secti ins the path(s) to the operating system(s)

installed on the computer. In x86-based computers, each path is entered on its own
line. The format of the information is based on the conventions in the Advanced RISC

Computing (ARC) specifications.

Text strings enclosed by quotation marks indicate the text that displays in the onscreen
menu. For example, here’s the Boot.ini file that was automatically placed on the root of
the boot drive during installation of Windows Server 2003 on a new drive:

[boot loader]
timeout=30
default=multi (0)disk(0)rdisk (0)partition (1) \WINDOWS

[operating systems]
multi(0)disk(0)rdisk(0)partition (1) \WINDOWS="Windows Server 2003" /fastdetect

x86 ARC Path Statements

On x86 computers, there are two structures available for the ARC path—a line that
begins with multi() or a line that begins with scsi():

multi (A)disk(B)rdisk(C)partition (D) \<%SystemRoot%>
scsi(A)disk(B)rdisk(C)partition (D) \<%SystemRoot%>

where:

B A is the ordinal number for the adapter (the first adapter is 0, which should
be the boot adapter).

B B is disk parameter information, and is used only with the scsi() syntax.

B Cis the ordinal for the disk attached to the adapter.

B D is the partition number, and the first number is 1 (as opposed to adapters
and drives, which begin numbering with 0).

The way the A, B, C, and D parameters are used differs between the multi() syntax
and the scsi() syntax, and is explained next.

The multi() Syntax

For x86 computers, the syntax differs between multi() and scsi(). The multi() syntax tells
Windows to depend on the computer BIOS to load the system files. This means that the
operating system uses INT 13 BIOS calls to find and load Ntoskrnl.exe and any other files
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needed to boot the operating system. In early versions of Windows NT, the multi() syntax
was valid only for IDE and ESDI drives, but for Windows NT 3.5 and higher, the syntax
can be used for SCSI drives also, as long as the SCSI device is configured to use INT 13
BIOS calls.

You can invoke the multi() syntax to start Windows on any drive, as long as those
drives are identified through the standard INT 13 interface. Because support for INT 13
calls varies among disk controllers, and also because most system BIOS can identify
only one disk controller through INT 13, the reality is that it’s only possible to use the
multi() syntax to launch Windows from the first two drives attached to the primary
disk controller (or the first four drives if you have a dual-channel EIDE controller).

B In an IDE system, the multi() syntax works for up to four drives (the maximum
number of drives permitted on the primary and secondary channels of a dual-
channel controller).

B In a SCSI-only system, the multi() syntax works for the first two drives on the
SCSI controller that loads first during bootup.

B In a mixed system (SCSI and IDE), the multi() syntax works only for the IDE
drives attached to the first IDE controller.

Using the explanations for the parameters given earlier in this chapter, the specifics
for the ARC path statement using the multi() syntax are as follows:

B A is the ordinal number for the adapter (the first adapter is 0, which should be
the boot adapter).

B B is always 0 because the multi() syntax invokes the INT 13 call and does not
use the disk() parameter information.

B Cis the ordinal for the disk attached to the adapter (a number between 0 and 3,
depending on the number of drives on the adapter).

B D is the partition number, and the first number is 1 (as opposed to adapters
and drives, which begin numbering with 0).

The scsi() Syntax

For x86-based computers, it’s common to use the scsi() syntax if you boot Windows
Server 2003 from a SCSI device. The scsi() syntax tells Windows Server 2003 to load
and use a device driver to access the boot partition. For an x86-based computer, that
driver is Ntbootdd.sys, placed on the root of the system partition during installation
(it’s a renamed copy of the device driver for the specific adapter).

Note | For a RISC-based computer, the driver is built into the firmware. I mention that as an

interesting technical fact, but it won’t affect you because Windows Server 2003 runs
only on x86-based computers.
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Here are the specifics for the parameters in the ARC path when you use the scsi()
syntax on an x86 computer:

B A is the ordinal number for the adapter linked to the Ntbootdd.sys driver.
B B is the SCSI ID for the target disk.

B Cis the SCSI logical unit (LUN). While this could be a separate disk, most
SCSI setups have only one LUN per SCSI ID.

B D is the partition.

If you have multiple SCSI controllers, each of which uses a different device driver,
the value of A is the controller linked to Ntbootdd.sys. During installation of Windows
Server 2003, the drive attached to one of the controllers is determined to be the boot
drive. Setup copies the driver for that controller to the root directory of the system
partition, changing the driver filename to Ntbootdd.sys.

Technically, you don’t have to use the scsi() syntax for SCSI drives, unless either one
of the following conditions exists (both of these prevent INT 13 BIOS calls from working):

B The BIOS is disabled on the controller that has the disk on which Windows
Server 2003 is installed.

B The boot partition starts or extends beyond the 1024th cylinder of the drive.

However, even if your SCSI drive is able to work with INT 13 BIOS calls, it’s preferable
to use the scsi() syntax, which forces the use of Ntbootdd.sys to continue the operating
system startup.

The signature( ) Syntax
In Windows Server 2003, the signature() syntax is supported in the ARC path entry in
Boot.ini. This syntax may be used if either one of the following conditions exists:

B The partition on which Windows Server 2003 is installed is larger than 7.8GB,
or the ending cylinder number is greater than 1024 for the partition.

B The drive on which you installed Windows Server 2003 is connected to a SCSI
controller in which the BIOS is disabled (INT 13 BIOS calls cannot be used
during bootup).

The signature() syntax is technically the same as the scsi() syntax, but is used to support
the Plug and Play architecture available in Windows Server 2003. Using the signature()
syntax forces Ntldr to locate the drive whose disk signature matches the value in the
parentheses, even if the drive is connected to a different SCSI controller number. This
is important if you add SCSI controllers.

The value that’s placed in the parentheses is derived from the physical disk’s MBR, and
is a unique hexadecimal number. The value is written to the MBR during the text-mode
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portion of Setup. As with the scsi() syntax, the signature() syntax requires the specific SCSI
driver, renamed to Ntbootdd.sys, on the root of your drive.

Tweaking Boot.ini

You can enhance the operating system boot process by tweaking the entries in the
Boot.ini file.

Change the Timeout Duration

The most common alteration made to Boot.ini is to change the timeout duration from
30 seconds to some smaller number. (You can also make this change in the System
applet in the Control Panel, as explained earlier in this chapter in the section “Boot.ini
Contents.”)

| Sometimes users set the timeout duration to 0, so the computer automatically boots into
the default operating system. This is not recommended, not just because it eliminates the
opportunity to load the previous operating system (if one exists), but because it inhibits
the ability to press F8 to display the troubleshooting menu.

Unlike in Windows NT, you cannot eliminate the timeout duration and leave the
onscreen menu up until the user makes a choice (even if it takes forever). If you edit
Boot.ini and change the timeout duration to -1, it’s ignored. During the next boot, the
duration is reset to its previous state.

However, you can force the menu to stay on the screen until you're ready to make
a decision by pressing any key except the ENTER key, or by using an arrow to highlight a
different choice. Because it requires user intervention, this does not help if your goal is
to have the menu remain on the screen until the user is available (perhaps he or she
is at the coffee machine).

Force a Menu to Display

If you're not dual-booting, or you haven’t installed the recovery console on your
computer, you never see a menu—Windows Server 2003 just boots automatically.

If you need to access the Advanced Options menu, you must press F8 between the
time the POST finishes and Windows Server 2003 boots. That interval is a very small
window, and it’s frequently difficult to use the F8 key to invoke the Advanced Options
menu. I've seen users lean on the key so long they cause a keyboard buffer problem,
and I've seen users “miss” the interval several times, constantly shutting down the
computer to try again.

For users (including yourself) who should have easy access to the Advanced
Options menu, you can force Windows Server 2003 to display a startup menu, along
with its message to press F8 if you need to enter the Advanced Options menu. To
accomplish this, you just need to fake a choice; create a second entry so Windows
Server 2003 thinks the user has the ability to make a choice.
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For a computer that only boots Windows Server 2003, the Boot.ini file probably
looks something like this:

[boot loader]

timeout=30

default=multi (0)disk(0)rdisk (0)partition (1) \WINDOWS

[operating systems]

multi(0)disk(0)rdisk(0)partition (1) \WINDOWS="Windows Server 2003" /fastdetect

Use these steps to change the contents of Boot.ini to force the menu to appear:

1. Change the attributes of Boot.ini to remove the read-only attribute, so you can
save your changes (change back after you're finished).

2. Select and copy the last line, and paste it under the existing last line.
3. Remove any switches (in this case /fastdetect).

4. Change the text within the quotation marks (the text that actually appears on
the screen) to avoid confusing the user. For example, “Ignore this entry, choose
Windows .NET to boot the OS.”

5. If you wish, change the timeout value at the top of the file to lengthen or
shorten the elapsed time before Windows Server 2003 starts automatically.

6. Save the changes.

Hereafter, every time you start the computer, a startup menu appears, to make
it easier to invoke the Advanced Options menu when needed.

Boot.ini Parameters
You can add switches to the lines in Boot.ini, and some of the commonly used parameters
include the following;:

B /BASEVIDEO Forces the system into 640x480, 16-color VGA mode.

B /BAUDRATE=NNNN Sets the baud rate of the debug port. The default
baud rate for the port is 19,200, but 9,600 is the preferable rate for remote
debugging via modem. Using the /BAUDRATE switch automatically uses
the /DEBUG switch.

B /BOOTLOG Writes a log of the boot process to %SystemRoot% \Ntbtlog.txt.
The log file contains a list of drivers that load or do not load during boot.

B /CRASHDEBUG Enables the debug COM port for debugging if Windows
Server 2003 crashes (has a STOP error), but allows you to continue to use the
COM port for regular modem operations.

B /DEBUG Enables the kernel debugger to perform live remote debugging
through the COM port.
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/DEBUGPORT=COMX Chooses a COM port for the debug port. By default,
the debug port is COM2 if it exists. If COM2 doesn’t exist, the default changes
to COML.

/FASTDETECT Tells Ntdetect not to check parallel and serial ports, instead
letting the Plug and Play drivers perform that task. Microsoft says that the switch
is added automatically to the Boot.ini line that references Windows Server 2003

if you are dual-booting with a previous version of Windows. However, the switch
is usually added to computers that did not contain a previous version of any
operating system and do not dual-boot.

/INTAFFINITY Forces the multiprocessor HAL (Halmps.dll) to set interrupt
affinities so that only the highest numbered processor in an SMP receives
interrupts. By default, the multiprocessor HAL permits all processors to
receive interrupts.

/INODEBUG Disables the kernel debugger. This speeds up the boot process, but
if you run code that has a hard-coded debug breakpoint, a blue screen results.

/INOGUIBOOT  Stops initialization of the VGA video driver that’s responsible
for presenting bitmapped graphics during the boot process. The driver is used
to display progress information during bootup, and, more importantly, displays
the Blue Screen of Death, so disabling it will disable Win2K’s ability to do those
things as well.

/NOSERIALMICE:COMX Disables the mouse port check for the specified
COM port. This is useful if you have a UPS on COM1 and don’t want the
operating system to check the port for a mouse (see the sidebar “When to
Block Serial Port Checks”).

/PAE Has NTLDR load ntkrnlpa.exe. This program supports the version

of the x86 kernel that is able to take advantage of Intel Physical Address
Extensions (PAE) even when a system doesn’t have more than 4GB of physical
memory. (PAE permits an x86 system to have up to 64GB of physical memory,
but the operating system must be specially coded to use memory beyond 4GB,
which is the standard x86 limit.) The PAE version of the Windows Server 2003
kernel presents 64-bit physical addresses to device drivers, so this switch is
useful for testing device driver support for large-memory systems.

/INOPAE Forces NTLDR to load the non-PAE version of the kernel, even if the
system contains more than 4GB of RAM and can support PAE.

/INOLOWMEM Works only if the /PAE switch is used and the system has
more than 4GB of physical memory. Using the /NOLOWMEM switch tells the
PAE-enabled version of the Win2K kernel, ntkrnlpa.exe, not to use the first 4GB
of physical memory. Instead, it will load all applications and device drivers and
allocate all memory pools from above that boundary. Use this switch only when
you are testing device driver compatibility with large-memory systems.

/SOS  Forces the loader to display the names of modules that are being loaded.
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When to Block Serial Port Checks

Ntdetect.com searches for a pointing device (usually a mouse) during startup. This
is why you can switch mouse ports (if you use a serial mouse) before turning on
the computer, and trust Windows to find it, eliminating the need to go into Control
Panel to reconfigure the mouse connection. To accomplish this, Ntdetect.com sends
data to the serial ports. If a serial mouse is located, Windows disables the port in
order to load and use a device driver for the mouse (remember, no application can
use the port to gain direct access to hardware in a multitasking operating system).

Sometimes a modem responds to the query, and Ntdetect thinks it’s a mouse,
disables the port, and loads a mouse driver. This doesn’t do you any good when
you want to use the modem.

Sometimes a UPS with a serial port connection (for a shutdown program) responds
to the data, which can cause several problems: the UPS thinks the ensuing port
shutdown is a signal of impending power loss and starts its shutdown procedures;
or the port shutdown disables the UPS automatic shutdown feature.

If you don’t use a serial mouse, and you've encountered any problems with devices
attached to serial ports, use the /NOSERIALMICE switch in your boot.ini file.

Hide Menu Choices

You can hide items on the onscreen menu. For example, if a computer is dual-booting,
but you only want users (except for yourself) to have one option, you can hide the
other option.

To make menu items inaccessible, add the entry [any text] to the Boot.ini file at
the point where you want the onscreen menu to end. Everything below that entry is
invisible and inaccessible. For example, here’s a Boot.ini file that prevents users from
accessing Windows 2000 Server on a system that’s dual-booting Windows Server 2003
and Windows 2000:

[boot loader]

timeout=30

default=multi (0)disk(0)rdisk (0)partition (1) \WINDOWS

[operating systems]

multi(0)disk(0)rdisk(0)partition (1) \WINDOWS="Windows Server 2003" /fastdetect
[any text]

multi(0)disk(0)rdisk(l)partition (1) \WINNT="Windows 2000 Server"

If you want to permit access to the lines below the [any text] entry, just remove the
entry. Don’t forget to change the attributes of boot.ini, removing the read-only attribute
before saving the file.
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___| The Advanced Options Menu

If there’s a problem booting the operating system, start your computer again, and this
time use the Advanced Options menu, which is invoked by pressing Fs.

If a menu appears, notice the line at the bottom of your screen: For troubleshooting
and advanced startup options for Windows 2000, press Fs.

If no menu appears because the system automatically boots into Windows
Server 2003, you can press F8 after the POST is over.

Pressing F8 brings up a menu with these choices that are designed to help you
repair the problem that prevented a good boot:

| Note |

Safe Mode

Safe Mode with Networking

Safe Mode with Command Prompt
Enable Boot Logging

Enable VGA Mode

Last Known Good Configuration
Directory Services Restore Mode (domain controllers only)
Debugging Mode

Start Windows Normally

Reboot

Return to OS Choices Menu

If you used Remote Install Services to install Windows Server 2003, the advanced
startup options may include additional options related to RIS.

Use the arrow keys to select the advanced startup option you want to use, and
press ENTER.

Safe Mode

The best part of Safe Mode is that it allows access to all your drives, regardless of the
file system. If it works, you can make configuration changes to correct the problem.
For instance, it's common to need Safe Mode to remove a newly installed driver that

doesn’

t work properly, or to undo some configuration scheme you’'ve experimented

with that prevented a good boot. The following three Safe Mode options are available:

Safe Mode Loads only the basic files and drivers needed to get the operating
system up and running: mouse, monitor, keyboard, storage, base video, and
default system services.
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| Note |

Safe Mode with Networking Adds network support (NIC drivers), although
this won’t work with PCMCIA NICs.

Safe Mode with Command Prompt Brings the system up in text mode, instead
of the usual GUI. Use this option if you had a problem with explorer.exe (not
Windows Explorer, the GUI shell, which is launched by explorer.exe). You can
perform all sorts of tasks in command mode, including opening GUI windows (if
you know the name of the file that opens each window). If the explorer.exe shell
is working properly (or you replace it while working in text mode), you can open
it and use the Start | Shut Down sequence to restart the computer. Otherwise, to
shut down the computer so you can restart, enter the command shutdown, or
press CTRL-ALT-DEL to open the Windows Security dialog, and choose Shut Down.

Using any of the Safe Mode options causes a log file to be written to % SystemRoot %\
Ntbtlog.txt. See “Enable Boot Logging” in this section.

Enable Boot Logging

This option instructs Windows Server 2003 to create a log file (%SystemRoot%\
Ntbtlog.txt). The file displays a list of all the drivers that are loaded, or not loaded.
Here’s a small section of a typical Ntbtlog.txt file (this is a Unicode file, by the way):

Loaded driver \WINDOWS\system32\ntoskrnl.exe
Loaded driver \WINDOWS\system32\hal.dll

Loaded driver \WINDOWS\system32\KDCOM.DLL

Loaded driver \WINDOWS\system32\BOOTVID.dll

Loaded driver ACPI.sys

Loaded driver \WINDOWS\system32\DRIVERS\WMILIB.SYS
Loaded driver pci.sys

Loaded driver isapnp.sys

Loaded driver viaide.sys
Loaded driver \WINDOWS\system32\DRIVERS\PCIIDEX.SYS
Loaded driver MountMgr.sys

Loaded driver ftdisk.sys

Loaded driver dmload.sys

Loaded driver dmio.sys

Loaded driver PartMgr.sys

Loaded driver VolSnap.sys

Loaded driver atapi.sys

Loaded driver disk.sys

Loaded driver Ntfs.sys
Did not load driver \SystemRoot\System32\Drivers\Changer.SYS



Chapter 5: Booting 167

Enable VGA Mode

Familiar to Windows NT 4 users, this option starts Windows Server 2003 using the basic
VGA driver. Use this choice after you install a new video driver for your video card that
doesn’t work (which is quite apparent when the operating system GUI mounts the next
time you try to boot). The basic video driver is the same driver used when you start
Windows Server 2003 with any of the Safe Mode choices. Change the driver and then
restart the computer.

Last Known Good Configuration

Use this option to start Windows Server 2003 with the registry settings that were saved
at the last normal shutdown. This option doesn’t solve problems caused by missing or
corrupt drivers, but it’s useful in overcoming problems caused by configuration changes
you made in your last session. Those changes are lost, which is usually a good thing.

Windows uses the registry to determine, and load, the last known good configuration,
which is the configuration that was written to the registry after a good (successful) startup.
Incidentally, the definition of “good” means all systems worked, and a user successfully
logged on.

The registry entries that the operating system uses to start up are contained in a
series of registry keys with the words ControlSet in the key names. During startup,
Windows Server 2003 reads the CurrentControlSet key to gain information about the
hardware installed on the computer as well as the system services required to boot
the operating system.

The System subkey of HKEY_LOCAL_MACHINE holds the three control sets
available to Windows Server 2003 during bootup: ControlSet001, ControlSet002, and
CurrentControlSet. Each key has identical subkey structures.

The registry even has a discrete key to help you figure out which control set is which,
and what each is used for: HKEY_LOCAL_MACHINE\System\Select.

&' Registiy Editor

File Edit View Favortes Help
. B SYSTEM =l [ Name | Type | Data

(] ConholS et (8] (Detauit] REG_SZ [value not sst)

(] ControlSetd02 (28] Cumrent REG_DWORD 000000001 (1]

(1 CurrentContralS et _| [R¥] Default REG_DWORD 0x00000001 (1)

_] MountedD evices _:'_.;_,"] Failed REG_DWwWORD 000000000 [0)

K ~—‘J 2l o | B¥]LastknownGood  REG_DWORD k00000002 (2]
2| S | 'I-J < | |
[y ComputersHKEY_LOCAL MACHINESSYSTEMAS elect %

The information in the Select subkey reveals that ControlSet001 and CurrentControlSet
are identical; all the values are the same. Windows Server 2003 provides the duplicate of
ControlSet001 named CurrentControlSet so that applications don’t have to worry about
which numbered set is used for booting.
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B The Current data item represents the control set Windows Server 2003 used
during the startup for the current session.

B The Default data item represents the control set Windows Server 2003 will use
the next time it boots, which is the same control set used this time.

B The LastKnownGood data item represents the control set Windows Server 2003
will use if you select Last Known Good during bootup.

B The Failed data item refers to the control set in which Windows Server 2003
saves the data from a failed boot. This control set doesn’t actually exist until
the first time a user invokes the Last Known Good option.

Each time the operating system boots successfully, it copies the data in
CurrentControlSet and ControlSet001 to ControlSet002. Then, as you make configuration
changes, they’re written to the CurrentControlSet and ControlSet001. If the next startup
is flawed, choosing Last Known Good instructs Windows Server 2003 to use the data in
ControlSet002, which represents the state of your system the last time it booted properly.

Registry Changes after Using Last Known Good
If you check the System subkeys after you use the Last Known Good boot option, you
can see the way Windows Server 2003 handles the changed control sets.

g_f-—" Registiy Editor

File Edit ¥iew Favotes Help
-] ConbolSetdng 2l | Name [ Type | Data
H _.J CurrentControlS et ab] (Default) REG_5Z [walue not zet]
-4 MountedDevices 28] Curent REG_DWwWORD 0200000002 (2)
s} Select 28] Default REG_DWORD 0x00000002 (2]
-] Setup _I 8] Failed REG_DWORD 0x00000001 [1]
I Ly B LastknownBood  REG_DWORD 0+0000000 [3)
-1 HKEY USERS -
i :.r] 4 | ]
[My ComputerHKEY_LOCAL_MACHINEASYSTEMAS elect 7

A new control set subkey, ControlSet003, exists in case you must use Last Known
Good again. Windows Server 2003 has moved that stable, working control set that
was the previously “last successful startup” back one rung on the ladder. If you make
configuration changes at this point, hoping to install the right stuff this time (having
failed the last time), and the new changes are also failures, the stable startup control set
is still available. If you continue to use the Last Known Good boot option, and you also
continue to make configuration changes that don’t work, Windows Server 2003 will
create as many control sets as it needs to keep that last good set available for you.
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Directory Services Restore Mode

This option is only available for domain controllers, and it restores the system state of
a DC, which includes %SystemRoot%\Sysvol (where the domain’s public files that are
replicated among the domain controllers are stored), and Active Directory.

Debugging Mode

Use this option to start Windows Server 2003 and send debugging information to another
computer through a serial cable. This is helpful if you need to monitor the startup process
from another computer.

___| creating a Bootable Floppy Disk

If one of the files that load early in the operating system boot process (Ntldr, Ntdetect.com,
or Boot.ini) is missing or corrupted, you can’t get to the Advanced Options menu to repair
your system. You can remedy this by using a boot disk that’s created specifically for your
Windows Server 2003 installation.

Creating a Bootable Floppy Disk from Your Own System

If you're smart, you'll create a bootable floppy disk as soon as your Windows Server
2003 installation is up and running (without error). Unfortunately, users rarely heed
this advice and don’t think about the need for a bootable floppy disk until there’s a
problem booting. However, if you're a resourceful person who plans ahead, here’s how
to accomplish this task:

1. Put a floppy disk in the drive.

2. Open My Computer or Windows Explorer and right-click on the floppy
drive object.

3. Choose Format from the shortcut menu and format the disk using the
default options.

4. Copy the following files from the root directory of your hard drive to the
floppy disk:

B Ntdetect.com

B Ntldr

B Boot.ini

B Ntbootdd.sys (if it exists)

Test the disk by restarting the operating system.
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Note | Ntbootdds.sys only exists if you have a SCSI system. It's your SCSI driver, renamed.

Creating a Bootable Floppy Disk on
Another Windows Server 2003 Computer

If it’s too late, and you need a bootable floppy disk to start a broken system, you can
create one from another computer that’s running Windows Server 2003 and the same
file system (NTFS, FAT, or FAT32):

1. Follow the steps described for creating a boot floppy from your own computer.

2. Open Boot.ini and examine it to make sure it matches your own configuration.
If it doesn’t, use the information in the earlier section “About Boot.ini” to adjust
the settings.

3. If you have a different SCSI controller, find the correct driver file and copy it to
the floppy disk. Delete the Ntbootdd.sys file you copied from the computer you
used to create the disk, and then rename your SCSI driver to Ntbootdd.sys.

4. If the source computer uses an IDE controller, and your system has a SCSI
controller, use Notepad to adjust the setting in Boot.ini and then copy the
correct SCSI driver to the floppy disk and rename it Ntbootdd.sys.

5. If the source computer uses a SCSI controller, and your system has an IDE
controller, use Notepad to adjust the setting in Boot.ini and delete Ntbootdd.sys
if you copied it from the source computer.

Test the bootable floppy disk on your computer.

Creating a Bootable Floppy Disk on a Computer
Running a Different Version of Windows

If you cannot find another computer that’s running the same version of Windows
Server 2003, you can create a bootable floppy from any computer running Windows
NT 4 or later (including client versions of Windows). You'll need the Windows
Server 2003 CD, or access to the network sharepoint that has the installation files
for Windows Server 2003. Then follow these steps:

1. Format a floppy disk using the default settings.
2. On the CD or the shared network folder, select Ntldr and Ntdetect.com.

3. Right-click and choose Send To | 3 1/2 Floppy (A).

4. If your computer has a SCSI controller, copy the driver to the floppy disk
and rename the file Ntbootdd.sys.
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5. Use the boot.ini file as a model, and change the contents to match the setup of
your computer. Remember that you’ll have to change the reference WINNT to
Windows, since Windows Server 2003 uses Windows as the folder name for
system files.

Creating a Quick Boot.ini File
Your emergency Boot.ini file only has to load Windows Server 2003, so there’s no need
to worry about any lines in the boot.ini file that refer to another operating system, even
if your computer is configured for dual-booting. Here’s an example:

[boot loader]
timeout=30
Default= scsi(0)disk(0)rdisk(0)partition(1l)\Windows
[operating systems]
scsi(0)disk(0)rdisk(0)partition(l) \Windows=" Windows Server 2003"

If your computer boots from an IDE hard drive, replace scsi(0) with multi(0).

The text you place within the quotation marks doesn’t have to match the original text of
ip | pes e e ,
your computer’s boot.ini file; it's the text that displays on the menu. It has no effect on

the way Windows finds the boot files.
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time is a cross between Windows 2000 and Windows XP, although it’s cleaner

and a bit more efficient than either. If you're coming to Windows Server 2003
from Windows NT, the interface looks and behaves in a new and different way. In this
chapter, I'll discuss the Windows Server 2003 interface and its eminently configurable
characteristics.

The user interface you encounter when you run Windows Server 2003 for the first

First Boot

The first time you boot Windows Server 2003 regularly (as opposed to any reboots that
take place during installation), you'll notice three things: an incomplete logon dialog,
a full-screen Manage Your Server window, and video settings that seem primitive.

First Logon

The first time you log on, the Welcome to Windows dialog appears, instructing you to
use SAS, the security attention sequence (CTRL-ALT-DELETE), to begin. The ensuing Log
on to Windows dialog only has fields for your logon name and your password. The

field that provides an option to choose between logging on to the local computer or a

domain is missing.

If you configured your network settings during installation, click the Options button
on the dialog to display the third field (Log On To), and then use the drop-down list
to choose the domain you want to log on to. If you didn’t configure network settings
during installation, no domain logon choices are available; you can only log on to the
local computer (see the next section, “Joining a Domain”).

Joining a Domain

To log on to a domain, a computer must have an account on that domain. Like user
accounts, computer accounts are a way to authenticate computer access to the network
and to the resources on the domain. Also like user accounts, every computer account
must be unique. Computer accounts can be created on a domain in two ways:

B An administrator adds the computer account to the domain using Active
Directory Users and Computers.

B A user with rights to join a computer to a domain logs on to the domain from
a computer, and creates the computer account during the logon process.

To join a computer to a domain, follow these steps:

1. Right-click My Computer and choose Properties from the shortcut menu.

2. Move to the Computer Name tab.
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3. Click Change to open the Computer Name Changes dialog.

4. Select Domain, and enter the name of the domain. (You can type either the NetBIOS
name or the FQDN.)

5. Click OK.

A dialog appears asking for your logon name and password. The logon name must
exist on the domain. If the computer name already exists on the domain, your domain
logon name must have sufficient rights to join a pre-created computer account to the
domain. If the computer name doesn’t exist on the domain, your domain logon name must
have sufficient rights to create a computer account. Membership in the Administrators
group for the local computer, and in the Domain Admins group on the domain, provides
all the necessary rights. After a few seconds (or, sometimes, after many seconds), you see
a Welcome to DomainName dialog.

Local vs. Domain Logon Names and the Interface

The process described in the previous paragraphs has an effect on the interface
you work with in Windows Server 2003. Even if you log on to the local computer
and to the domain with the same logon name, you're not really using the same
account. Windows differentiates between local accounts and computer accounts.
For example, many administrators log on to Windows Server 2003 the first time using
the Administrator account. Then, when they join the computer to the domain, they
use the Administrator account again (usually with a different password) in order to
make sure they can successfully join the computer to the domain.

Windows Server 2003 creates two separate accounts in this scenario: one for the local
name and one for the domain name. When the interface is customized, the settings are
saved in the profile of the logged-on account. As a result, the following two rules apply:

B When you're logged on to the local computer and make changes to configuration
settings, you won't see the changes when you log on to the domain using the
same name (and vice versa).

B The Documents and Settings folder has a separate subfolder for each instance
of the logon name (one for the local name and one for the domain name).

Manage Your Server

The Manage Your Server window opens in full screen mode every time you boot the
computer, until you check the option Don’t Display This Page at Logon (the check box
is in the lower-left corner). You can use this window to select a role for the computer and
to remove a role from a computer. Wizards walk you through the steps, and specific
configuration information about various roles is found throughout this book.
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Video Settings

After the first boot, your video settings seem primitive—icons are larger and fuzzier
than you’d expect. Even though Windows Server 2003 found your video controller and
its driver, it’s loading the same (low) video settings it used during installation. However,
the system is smart enough to know this. Within seconds of your first boot, you see the
following message: “Your computer screen resolution and color depth are currently set to
a very low level. You can get a better picture by increasing these settings. To do this, click
this balloon.”

Clicking the balloon opens the Display Settings dialog, with a message asking if you
want Windows to automatically correct your screen resolution and color depth settings.
Click Yes to increase the resolution and colors. Most of the time, Windows resets your video
to less than the highest resolution your controller can manage, but does set the highest
supported color settings. You're free to tinker with the video configuration after Windows
Server 2003 resets your video. To do so, right-click a blank spot on the desktop and choose
Properties. Then use the Settings tab in the Display Properties dialog to make changes.

___| The Desktop

The default desktop is sparse, almost naked, containing only the Recycle Bin and the
taskbar. The background is a soft blue, lacking the landscape motif of the other operating
system in the Windows Server 2003 family, Windows XP.

Windows Server 2003, like its client-side family member Windows XP, offers themes
for configuring the interface. A theme (the official terminology is desktop theme) is a set
of predefined interface components, including:

M Icons
Fonts
Colors
Sounds

Mouse pointers

Screen saver

B Window elements (title bars, fonts, and so on)

You can change existing themes, or create your own themes. If you're the administrator
(or have some measure of clout), you can design a theme and make it the company theme
for all Windows Server 2003 computers in your enterprise. This is easy, because themes are
files that can be copied or even e-mailed, and then installed. In fact, themes designed in
Windows Server 2003 can be used on Windows XP computers (and vice versa).
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Enabling the Themes Service

Before you can work with themes, you must enable the Themes service, which is disabled
by default in Windows Server 2003. To accomplish this, follow these steps:

1. Open the Services snap-in from the Administrative Tools menu.
2. Double-click the Themes listing.

3. Select Automatic as the Startup type, and click Apply (which activates
the Start button).

4. Click Start to start the service.

5. After the service is running, click OK.

You could also select Manual for the service startup type, and start the service,
but every time you boot the computer, you’d have to start the service manually if you
wanted to work with themes.

Switching Themes

The default theme for Windows Server 2003 is Windows Classic, and unlike other
versions of Windows, you don’t have a lot of installed themes to choose from. However,
you can switch to another theme in the Themes tab of the Display Properties dialog by
selecting one of the following choices from the drop-down list:

B ThemeName A theme that’s available.

B Browse Opens the Open Theme dialog. By default, the dialog opens in the
Program Files folder, but you can navigate through your computer to locate a
theme file (*.theme) you've transferred from another computer on the network,
or from the Internet.

B More themes online Opens Internet Explorer and travels to a Microsoft site
where you can purchase a Windows add-on that includes graphical files. Click
the Themes link on the left side of the window to see if you like the themes
enough to buy them.

Modifying Themes

You can change any component in a theme to suit your own tastes. When you modify a
theme, you should save the new theme with a unique name. If you don'’t, your changes
are saved automatically with the name Modified Theme. However, if you ever select

a different theme, the Modified Theme name disappears, and you can’t reload it.
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Not all changes in a theme create a new Modified Theme, because some components
operate independently of a theme, to wit:

B Screen saver choices (including None)
B All options on the Settings tab

B Adding, removing, or changing desktop icons (click the Customize Desktop
button on the Desktop tab of the Display Properties dialog)

B Changes you make in the Mouse or Sounds and Audio Devices applets

Use the tabs in the Display Properties dialog to make changes to components. When
you finish modifying components, click the Save As button on the Themes tab to save the
new configuration settings as a theme. By default, Windows Server 2003 saves themes in
My Documents.

Deleting Themes

You can delete any theme except the built-in system themes. To delete a theme you saved
after modifications, or a theme you acquired, select the theme from the drop-down list on
the Themes tab and then click Delete.

___| start Menu

The interface for the Start menu is also new for Windows server products. It’s a two-
pane interface, similar to the Windows XP Start menu, but it’s more efficient because
it’s designed for managing a server and a network. As you can see in Figure 6-1, this
is an administrator’s menu! The Administrative Tools menu and a command window
are available at the top level of the Start menu hierarchy, so you don’t have to navigate
through submenus.

If you prefer, you can switch back to the Classic Start menu, which is discussed later
in this chapter in the section “Enabling the Classic Start Menu.”

Start Menu Left Pane

The left pane of the Start menu is divided by two horizontal separators, which work
as follows:

B Program listings above the top separator are pinned to the menu, and you can
pin any applications you wish. Microsoft has “prepinned” Manage Your Server
and Windows Explorer.

B Program listings below the top separator are recently accessed programs
(for convenience, Windows prepopulates the list with Command Prompt
and Notepad).
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B Below the bottom separator is the All Programs listing, which works the same
way the Programs listing works in previous versions of Windows.

Pinning Program Listings to the Start Menu
For one-click access to your oft-used applications, you can pin shortcuts to the top of the
Start menu. To make this task super easy, Windows Server 2003 has a new command on the
shortcut menu that appears when you right-click an executable file: Pin to Start Menu.
You can remove program listings from the pinned items list by right-clicking the
listing and choosing Unpin from Start menu. To change the order of the programs on
the pinned items list, drag a listing to a new position.
You can also put listings for Internet Explorer and Outlook Express on the top of
the Start menu. To do so, follow these steps:

1. Right-click the Start button and choose Properties to open the Start Menu tab
of the Taskbar and Start Menu Properties dialog.
2. Click Customize to open the Customize Start Menu dialog.

3. In the Show on Start Menu section of the dialog, select Internet, or E-mail, or
both, to put shortcuts to IE and Outlook Express on the Start menu.

4. Click OK twice.

J Manage Your Server :5’ My Computer

’_\'( Windows Explorer G’ Contral Panel ¥
-’i'u Administrative Tools 3
Cormmand Prompt S
_:é Prinkers and Faxes
@ Motepad
@) Help and Support
J') Search
J Bon..,

All Programs D

ﬁ] Log OFF ﬁf Shut Dawn

Figure 6-1. Important administrator tools are one click away.
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These are not pinned, at least technically, because no Unpin from Start Menu
command appears on their shortcut menus. You can clear these listings in either of
the following ways:

B Use the preceding steps, and deselect the item(s).
B Right-click the listing and choose Remove From This List.

Frequently Used Programs List

As you open applications, Windows puts their listings on the bottom section of the left
pane. (Technically, this list is called the frequently used programs list, but most of us
refer to it as the programs list.) For convenience, Windows prepopulates the list with
Command Prompt and Notepad. You can delete any listing by right-clicking its icon
and choosing Remove From This List.

Changing the Number of Listed Programs By default, Windows Server 2003
displays six programs on the list, and replaces existing application listings with newer
ones. The prepopulated listings aren’t shoved out to make room for new listings, so
you have an effective limit of four listings. You can modify the maximum number with
the following steps:

1. Right-click the Start button and choose Properties to open the Start Menu tab
of the Taskbar and Start Menu Properties dialog.

2. Click Customize to open the Customize Start Menu dialog.

3. Specify a maximum number of programs on the Start menu.
4. Click OK twice.

Clearing the Programs List The Customize Start Menu dialog also has a button
labeled Clear List. Click the button to clear all programs from the list, including the
programs Windows Server 2003 initially placed on the list.

Using the Shortcuts on the Programs List There are a couple of things to notice
about the shortcuts that appear on the programs list. First, the objects that are displayed
are literal—if you open an application from a desktop shortcut, the listing appears as
Shortcut to ProgramName, instead of ProgramName. Second, among the commands on
the right-click menus for the objects are a couple of truly useful commands: Pin to Start
Menu, and Run As.

If you want a cleaner Start menu, right-click the listings of programs you use often,
and choose Pin to Start Menu, to make them permanent residents at the top of the left
pane. Then set a maximum of zero for the number of programs on the list. For an even
cleaner Start menu, move your oft-used program listings to the QuickLaunch toolbar.
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The Run As command is tremendously useful for administrative tools, because so
many of the tasks you perform on a server require administrator rights. It’s not a good
idea to log on to a server (or any other computer, for that matter) with the Administrator
account, so Run As lets you get your administrative work done without having to log off
and log on again.

Right Pane of the Start Menu

The right pane of the Start menu contains links, commands, and menus—and it’s highly
customizable. To make the menu convenient, the important programs and system tools are
listed in the right pane, and display their contents when you point to them. This makes it
extremely easy to work with a Control Panel applet, or to open an Administrative snap-in.
To modify the contents of the right pane, follow these steps:

1. Right-click the Start button and choose Properties to open the Start Menu tab
of the Taskbar and Start Menu Properties dialog.

2. Click Customize to open the Customize Start Menu dialog.

3. Move to the Advanced tab and select or deselect options as you wish.
4. Click OK twice.

Enabling the Classic Start Menu

If you're having trouble getting used to the new paradigm for the Start menu, you can
switch to the more familiar interface of the Classic Start menu. To do so, right-click the
Start button and choose Properties. In the Taskbar and Start Menu Properties dialog,
select Classic Menu.

When you click OK, the next time you click the Start button, you'll see that the Start
menu has changed to the one-pane version you're used to from previous versions of
Windows. But that’s not all—to make your interface a complete trip down this nostalgic
road, the following icons are added to the desktop:

B My Documents
B My Computer
B My Network Places

B Internet Explorer
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In addition, the Customize button for this Classic Start menu is activated. Click it
to open the Customize Classic Start Menu dialog, where you can add, remove, and
modify the objects on the menu.

Customize Classic Start Menu

Start menu

‘fou can customize your Start
menu by adding or removing

iems, Remave...

| Advanced |

accessed documents, programs,
and Web sites, click Clear,

o ' To remove records of recently
| %
Clear

Advanced Stark menu options:

[] misplay Administrative Tools ~
[] bisplay Favorites i
[] Display Lag OFf

Display Run 1
Enable dragging and dropping

[] Expand Control Panel

|:| Expand My Documents v

ok ] [ Cancel

| Taskbar

The Windows Server 2003 taskbar has the same interface as in previous versions
of Windows, but contains a few new features, which I'll discuss in this section. The
taskbar is divided into three basic sections—from left to right:

M Start button

B Taskbar area, which holds any toolbars you choose to display, and also contains
buttons for each open application

B Notification area (called the taskbar tray in previous versions of Windows)

Notification Area

Windows Server 2003 manages the notification area in a new way, limiting the number
of visible icons in order to make the taskbar less crowded. You can, however, customize
the behavior of the notification area (see “Managing the Notification Area”).
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By default, the icons that appear in the notification area are an icon for the time, an
icon you can click to check the Microsoft web site for updates to Windows Server 2003,
and an icon for adjusting speaker volume (if the computer contains a sound controller).

Note | Until you activate Windows, an activation icon appears in the notification area.

Some applications, especially those that load at bootup, also place icons in the
notification area. In addition, an icon appears when your e-mail client receives new
messages or when you open Task Manager.

Add an Icon for the NIC

It’s a good idea to display an icon for your NIC in the notification area, because you can
keep an eye on connectivity. If there’s a problem with the cable, a red X appears on the
icon, and when the computer is exchanging data with another device, the icon flashes. To
put an icon for your NIC in the notification area, select the Network Connections object
in Control Panel, and then select the Local Area Connection object. Click Properties, and
select the option Show icon in notification area when connected.

4 Local Area Connection Properties E|E‘

General Iﬂt_hentication Advanced_f

Connect using:

‘ EE Com ICSOHD Fast Etherret Adapter |

Thiz connection uses the following items:

% Clignt for Microsaft Metworks

] = Metwark Load Balancing

.@ File and Printer Sharing for Microzoft Networks
S Internet Protocol [TCPAP)

[ Install... ] [ Uninztall l [ Froperties
Description
Allows your computer to access resources on a Microzoft
netwark.

%}Show icon in natification area when connected

Ok l [ Caticel
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Managing the Notification Area

As the number of icons in the notification area increases, Windows Server 2003
doesn’t necessarily expand the space required to hold them. Instead, using a “last
accessed” approach, the system hides icons. When hidden icons exist, a left-facing
arrow is displayed on the left edge of the notification area. Click the arrow to see
all the icons—the arrow changes direction so that you can click it again to hide the
inactive icons. You can enable or disable this feature, and even specify the hide/
show behavior for specific icons by taking the following steps:

1. Right-click a blank spot on the taskbar and choose Properties.

2. Select or deselect the option Hide inactive icons.

3. Selecting the option in Step 2 activates the Customize button, which you can
click to specify the hide/show default for specific icons.

4. Click the icon of interest, and select the default behavior from the drop-down list.

Customize Notifications

WWindows displayz icons for active and urgent natifications, and hides
inactive ones. Y'ou can change this behavior for items in the list
belaw.

Select an item, then choose its notification behavior:

M amme Behaviar ~

Current Items

; Local &rea Connection Speed: ... Hide when inactive

ﬁ Stay current with automatic upd... [H

Hide when inactive v

E‘gZoneAlarm
z hide k
Past Items
24 1 document(s) pending for Admi...  Hide when inactive
BgZoneAlarm Hide when inactive
‘;"' 14 days left for activation Hide when inactive I

Eestare Defaults

ak. ][ Cancel l
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Grouping Taskbar Buttons

The taskbar gets crowded with buttons when you're working with multiple applications,
or with multiple documents in an application. Windows Server 2003 offers a new feature,
button grouping, that makes it easier to see and use taskbar buttons. As the taskbar becomes
more crowded, the button grouping feature changes to accommodate the increased number

of buttons.
To start, Windows Server 2003 displays adjacent buttons for documents opened by
the same application, so you can find (and switch among) documents easily.

Note | If a document name is too long for its button, Windows fades the last letters on the right
side of the button to indicate additional text. Point to the button to see the full name of
the document, as well as the name of its application.

As the taskbar becomes more crowded, Windows Server 2003 combines all the
documents for each application into a single taskbar button that’s labeled with the
name of the application. A triangle appears on the right side of the button to indicate
that multiple documents are open in this application.

Clicking the triangle displays a list of all the documents for the application, and you
can select the document you want. Then you can switch to that document, or close it.

| insuran
| insurance
I memo-01-HR.

il smith-4,doc - Mic

4 4 Micros, .. Ed 4 Microsa,., = | Document ., [ Untitled - ...

Right-clicking the triangle displays a list of commands you can apply to all the
documents.

‘Cascade

Tile Horizonkally
Tile Yertically
[ﬂ‘lr‘uimlze GEroup

—— Close Group [
rg Start 00 4 Micras,, g | Bt S PICROSE . v [ Untitled - ...
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Note | If you don’t like the button grouping feature, you can disable it by deselecting the option
Group similar taskbar buttons on the Taskbar and Start Menu Properties dialog.

Locking the Taskbar

One new feature is the ability to lock the taskbar. This means you won’t inadvertently
move it, which, for many users, is a welcome curb on their reckless mouse actions. If you
have a problem adding toolbars or adjusting the size of taskbar elements, right-click a
blank spot on the taskbar to display the shortcut menu. If a check mark appears next to
the command Lock the Taskbar, click the command to unlock the taskbar, then try your
taskbar adjustment again.

Taskbar Toolbars
You can add toolbars to the taskbar by right-clicking a blank spot on the taskbar,
pointing to Toolbars, and then selecting a toolbar from the following list:

B The Quick Launch toolbar holds icons you can click to open programs.
By default, the Quick Launch toolbar has icons for Internet Explorer
and the desktop.

The Address toolbar lets you quickly go to any web page you specify.
The Links bar holds links to web addresses.
The Desktop toolbar holds copies of your desktop icons.

The New toolbar lets you place a shortcut to a folder on the taskbar.

| Folder Behavior and Views

If you're moving to Windows Server 2003 from Windows NT, you'll notice a big difference
in the way you view folders and their contents. In addition, you'll see some new options for
customizing the way folders work, and you'll find that some of the options you previously
used have moved to different menus.

Probably the most-used folder customization is changing the view options. If you've
been using Windows NT, note that to get to the view options in system windows, you
choose Tools | Folder Options.

Folder Opening Behavior

The General tab of the Folder Options dialog (see Figure 6-2) contains the options that
determine the look and behavior of folders when you first open them.
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Folder Options @[E

General |View | File Types | Offline Files

Tasks
% () Show common tasks in folders

(@ lse Windows classic folders

Browse folders

=== (%) Open each folder in the same window
ﬁ () Open each folder in its own window
Click items as follows

() Single-click to open an item [point to select)

(%) Double-click to open an item (zingle-click to select)

Bestore Defaults

[ ak. ” Cancel ]

Figure 6-2. Configure the way folders look and act upon opening.

If you want to see links to related folders in the left pane of a window, select the
option Show common tasks in folders. The links differ, depending on the system window
you’ve opened. For example, as you can see in Figure 6-3, opening My Computer results
in a display of links to other related system windows.

You can specify the way folder windows open as you navigate through subfolders.
You can opt to open each folder in the same window, or open a new window for each
folder you select.

You might want to change the way you select and open objects in folders. By default,
the system selects an object when you click its listing, and opens the object when you
double-click its listing. You can change that behavior if you prefer to open an object with
a single click, and select an object by pointing at it. If you choose this behavior, you can
specify when object titles are underlined.
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2 My Computer

Eile  Edit

) Back

Address

Details

My Computer
System Folder

5 objects

- [B)X]
Wiew Faworites  Tools  Help i‘
O - (| )2 Search [ Folders | [l
' My Computer v| =
Marme Tvpe Total Size
System Tasks Hard Disk Drives
Yiw system it omation < local Disk () Local Disk 7.2GE
;_'J Add or remove programs
G Change a setting Devices with Removable Storage
_H.g 314-Inch Floppy Disk
other Places 5 CDDrive (D7) (D Drive
'Q_}i My Metwork Places Metwork Drives
=} My Documentts -
i My S®MNET Server C...  Metwork Drive 29,2 GB
B Control Pane! S NETcomprefFi,.. Mebwork Drive 29.2 GB

| »

'_ri My Compuker

Figure 6-3.
windows.

From My Computer, you have one-click access to related system

Viewing Folders and Files

The View tab of the Folder Options dialog, shown in Figure 6-4, offers a host of options

for viewing the contents of folders. Most administrators change the following options
to avoid the annoyances of the built-in restrictions:

B Select the option to display the contents of system folders.

B Change the option for hidden files and folders to show those objects.

B Deselect the option to hide protected operating system files (Windows issues
a warning and makes you confirm this decision).
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Folder, Options @@

_Eln.e_r]_e_r_a_l_li View | File Types || Offline Filesl

Folder viewes

You can appi the wiew [such as Detailz or Tiles] that
wou are using for this folder to all folders.

| Apply to &)l Falders | [ Beset All Folders

Advanced settings:
=) Files and Folders ~
Automatically zearch for network folders and printers T
Digplay file size information in folder tips
Dizplay simple folder wiew in Explorer's Folders list
[] Dizplay the contents of system folders
Dizplay the full path in the address bar £l
[ Display the full path in the title bar
[ Do not cache thumbnails
|0 Hidden files and folders
(%) Do not show hidden files and folders
() Show hidden files and folders

Hide extenzions far known file pes b
Restore Defaults
[ 0K ] ’ Cancel ]

Figure 6-4. Some of the default views aren’t convenient for administrators.

Show File Extensions to Avoid Danger

There is one change in the View options you should make for all users and all computers
on your network. Deselect the option Hide extensions for known file types. This is a
dangerous setting and I've never understood why Microsoft makes it the default setting.
This setting probably launches more viruses than we’ll ever know about. Even with
diligent attention to keeping your antivirus software up to date, you can get a new virus
before a detection method is available from your antivirus software vendor. When you
receive an e-mail attachment named filename.txt, you know that it’s highly improbable
the file contains a virus. However, without the ability to see file extensions, you won't
know that the real name is filename.txt.exe. The executable extension is at least a clue
that the file could be dangerous. Make this change on your home computers, and advise
your users to do the same on their own home systems.
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File Associations

In the File Types tab, you make changes to the association of file extensions to applications.
Applications usually create file associations during installation, but you may want to
change an association, or add multiple associations to file extensions.

One important change I suggest is to associate the .vbs extension with Notepad.
This is a good way to avoid viruses that arrive embedded in Microsoft Office macros.
Even if your company is using a word processor or spreadsheet program that doesn’t
present any danger from macro viruses (such as WordPerfect), it’s a sure bet that some
of your e-mail correspondents are using Microsoft Office and could inadvertently send
you a macro virus.

| The Folder Options dialog also has an Offline Files tab to enable and configure that

feature. However, the offline files feature isn’t commonly used on network servers (it’s
usually an end-user feature), so I'm not going to discuss the details. If you have some
reason to enable the feature, the options are self-explanatory.

___| Help and Support Services

The interface for the Windows Server 2003 help system is totally new. In fact, even the
name is new. The title bar on the window that opens when you select Help and Support
from the Start menu says Help and Support Center, and Microsoft frequently refers to
the help system as HSC.

The help system is designed like a web page, and if you're connected to the Internet,
it uses web pages as part of the help system. The majority of the real estate in the opening
window is taken up by two columns of links: titles of help content files on the left, and
titles of help pages for specific tasks on the right. The toolbar is similar to the toolbar
for Internet Explorer, containing familiar icons such as Back, Forward, Home, History,
Favorites, and so on.

Using the Index

Click the Index icon on the toolbar to open the help index. As you type characters, the
index listing moves to the section that matches your characters.
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Type in the kepword to find:

= Cl car
(See also server custers)
accounts
cluadmin command
common tasks
conneckions
Failback
Failover See Failover
file or directary ownership
groups See cluster groups
installing
network management
nodes See cluster nodes
OVErVIEW
NEFMiSsinns

st

Dizplay

Double-click a topic listing (or select the listing and click Display) to see the help
page for that topic. If the topic is covered in multiple help pages, a list of pages is
displayed so you can select the specific topic.

Topics Found |E|

Click a topic, then click Display.
Title

:'S et group failback policy
Setting group properties

i Dizplay J[ Cancel ]
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The help page is displayed in the right pane. Within the text, you may see color text
that’s underlined, indicating one of the following types of links:

B Definitions Click the link to see the glossary entry for the term.
B Other help pages Click the link to move to the help page for the topic.

B Tools Click the link to open the tool or snap-in window referenced by the link.

Searching for Topics

The Windows Server 2003 help system has a robust search engine. Enter a word
in the Search box at the top of the left pane to find all help pages that contain that
word. The system returns three lists, noting the number of help pages for each list:

search EEEIN )

Search Results

118 results found for cluster

Suggested Topics (18 rasults)

Help and Information

» Windows Clustering

® Planning and preparing for cluster installation
= Manane cluster hardware k
= Server cluster resources

= Cluster application tvpes

= Understanding server clusters
* Server clusters

= Server clusters overview

= Planning wour server cluster

# Determining server-capacity requirements “

Help Topics (50 results)

Microsoft Knowledge Base (50 results)

B Suggested Topics The system’s “best guess” for relevant information on your
search term.

B Help Topics All help pages containing the search term.

B Microsoft Knowledge Base Knowledge Base articles on Microsoft’s web site
that contain your search term.
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To fine-tune your search, enter a new term in the Search box and select the option
Search Within Previous Results. The system searches the currently found help pages,
and returns the help pages that contain both the original search word and the new
search word. For searches that produce large numbers of returns, you can repeat this
process until you're working with a manageable number of pages. Then select a specific
listing to see its associated help page in the right pane.

When you use the search feature to locate a help page, the text that matches the
search is highlighted in the help page, which can be both helpful (especially in a large
help page) and annoying.

S, I

Add ko Favorites  Change Wiew  Print...  Locake inlguntents

» Every node is attached to one or more EVEES storage
devices, Each MIVEE storage device attaches one or more
disks, The disks store all of the cluster's configuration and
resource data. Each disk can be owned by only one node at
any point in time, but ownership can be transferred between
nodes, The result is that each node has access to all [HEEE,
configuration data,

# Every node commmunicates with the other nodes in the
through one or more physically independent
networlks, known as interconnects. Metwork adapters, also
called network interfaces, attach nodes to netwarks,

® Every node in the can detect another system joining
ar leaving the ;
« Every node in the RGN can detect the resources that are

running locally and the resources that are running on the
u:uther&m nodes,

#» Al nodes in the EVEER are grouped under a common name,
aliE=ty name, which is used when accessing and

managing the m 3

To remove the highlights from the matching text, right-click anywhere in the help
page and choose Refresh from the shortcut menu. You can also turn off this feature,
which is covered in the section “Customize the Search Function,” later in this chapter.

Working with Help Pages

You can do more with the help pages that appear in the right pane than simply read
them. For example, it’s frequently convenient to have a printed copy of instructions,
and you can click the Print icon on the toolbar above the help page to send a copy of
the page to the printer.
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If you want to copy text from the help page to another application, you can copy all
or selected text, as follows:

B To select all the text, right-click anywhere in the help page and choose Select
All. Then right-click again and choose Copy.

B To copy some of the text, drag your mouse to select the text you need. Then
position your mouse pointer anywhere in the selected text, right-click, and
choose Copy.

If you click a link in a help page to travel to another help page, use the Back button
on the HSC window to return to the original page.

Customizing the Help System

The HSC is highly customizable, and includes the ability to share the help files with
other network users. Click the Options icon on the toolbar to view the customization
categories.

DOptions

(] Change Help and Support Center options

[ Set search opkions

[ Install and share Windows Help
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Changing the HSC Options

In the left pane of the HSC window, select Change Help and Support Center Options to
display the list of options in the right pane. Then select or deselect options to suit your
own needs.

Customize the Search Function

You can customize all the facets of the HSC search feature by selecting Set Search
Options in the left pane. The right pane displays the available options, all of which
are self-explanatory.

Install and Share Help Files

You can install and share help files for Windows Server 2003 and Windows XP, which
means you have access to help when you're administering servers or workstations
from your own desktop (assuming your own workstation is running either Windows
Server 2003 or Windows XP). To accomplish this, select Install and Share Windows
Help in the left pane and then select the appropriate task in the right pane. Each
selection presents an easy-to-use dialog that completes the selected task.

E‘] Siwitch From one operating svskem's Help content to another
ﬂ Install Help content From another Windows computer

@ Install Help content From a CO or disk image

ﬂ Share wour Help content with others on your network,

&; ninstall Help that wou have installed From another Windows operating system
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system, instead of using a graphical interface to send instructions and commands

to the operating system. Bypassing the GUI makes everything faster. You can use
a command processor to issue commands, or to run command-based applications (also
called text-based applications).

If you previously used Windows NT, you'll find that Windows Server 2003 includes
some changes (and they’re all improvements) to the command-line interface and also
to some commands. Most of these changes originally appeared in Windows 2000, so if
you're migrating to Windows Server 2003 from Windows 2000, you should be comfortable
using the new features in the command prompt.

C ommand processors are applications that let you interact directly with the operating

___| Tricks and Tips for the Command Prompt

Before I get into all the technical function of the Windows Server 2003 command processor,
I'll use the next few sections to share some fast facts and tips.

Finding the Command Prompt Menu Item

If you're migrating to Windows Server 2003 from Windows NT, it’s important to know
that the Command Prompt menu item has moved to the Accessories submenu. (It actually
took up this new residence in Windows 2000, so if you're upgrading from that OS, you
won't go crazy trying to find it.)

However, Windows Server 2003 also puts a shortcut to the Command Prompt at the
top of the Start menu, above the horizontal line. For command-line junkies like me, this
is a real convenience.

Quick Access to a Command Prompt from the GUI

As a command-line fan, I need a quick way to get to the command window. In addition,
I'want to open a command window in a specific location (a folder) instead of using the cd
command to navigate through my computer’s hierarchy. The solution is to add a command
to open a command window on shortcut menus in Windows Explorer or My Computer.
To accomplish this, follow these steps:

1. Open Regedit, and go to the HKEY_CLASSES_ROOT\Directory \shell key.

2. Create a new subkey under the Directory\shell key, by selecting New | Key from
the Edit menu, and name the new subkey OpenNew.

3. Open the Default data item in the right pane, and change its value to Open A
Command Window. The value you enter is the phrase that appears on the shortcut
menu, so you can substitute any wording you prefer.
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4. Select the OpenNew subkey, and create a new subkey beneath it, named
Command.

5. Open the Default data item in the Command subkey, and enter cmd.exe /k cd %1
as the value.

You can add a similar command for the shortcut menu that appears when you right-
click a drive object in Windows Explorer or My Computer. The instructions are the same
as those for creating the command for folders, except for these two differences:

B Use the subkey HKEY_CLASSES_ROOT\Drive\shell as the starting point.

B Enter cmd.exe /k as the value of the Default item in the new subkey
HKEY_CLASSES_ROOT\Drive\shell\OpenNew\Command.

Quick Tricks for Keystrokes

Way back in the stone age of computing (the 1980s), when the command line was all we
had, we learned how to apply shortcuts to avoid all that typing. The first trick was to be
very careful about entering commands, because if you made a mistake, you had to start
all over. Back then, the LEFTARROW key deleted the characters it met, just as if it were the
BACKSPACE key. Some of the shortcut tricks we learned still work:

B Use F3 to re-enter the previous command.

B Use F2, followed by the first letter that was wrong in your last entry, to re-enter the
previous command up to that letter. Then correct the character and use F3 to enter
the rest of the command automatically. (This was an undocumented trick in early
versions of DOS—but it’s taken for granted now, and in Windows Server 2003,
when you press F2, a little box opens that says “Enter char to copy up to:.”)

Note | F3and F2 are part of the doskey.exe feature set, which is covered in the next section.

B Enter dir *. to see a listing of all items that lack file extensions. This is useful for
seeing a list of directories, although the display also includes any files that don’t
have extensions.

B Enter cd .. to move up one directory.

B Enter cd\ to jump to the root directory.

Use Doskey to Recall and Edit Commands

Windows Server 2003 launches doskey.exe by default, which causes the commands you
enter in a command session to be put into memory so you can recall them. The command
buffer doesn’t survive the session. Table 7-1 describes some of the commonly used
keystrokes that take advantage of the doskey recall and editing features.
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Keystroke

UPARROW

DOWNARROW

PAGEUP
PAGEDOWN
LEFTARROW
RIGHTARROW
CTRL-LEFTARROW

CTRL-RIGHTARROW

Action

Recalls the previous command.

Recalls the command you used after the command
you recalled.

Recalls the oldest command in the session.
Recalls the most recent command.

Moves the cursor back one character.
Moves the cursor forward one character.
Moves the cursor back one word.

Moves the cursor forward one word.

HOME Moves the cursor to the beginning of the line.

END Moves the cursor to the end of the line.

ESC Clears the command.

F4 Deletes characters from the current cursor position up
to a character you specify. Press F4 and type a character
to have doskey delete all the characters from the current
cursor position to the first instance of the character you
specified.

F7 Displays all commands stored in memory for this session in
a pop-up box. Use the ARROW keys to choose the command
you need, and then press ENTER to run that command.
Or, press F9, enter the command’s list number, and then
press ENTER.

ALT-F7 Deletes all commands stored in memory for the current
session.

F8 Displays all commands in memory that start with the
characters you type before pressing Fs.

F9 Allows you to re-enter a command by specifying its
number (see the instructions for F7).

Table 7-1. Commonly Used Doskey Keystrokes
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___| The Command Prompt Window

When you need to execute commands, Windows Server 2003 presents a Command Prompt
window. You have several windows to choose from, as follows:

B If you open %SystemRoot%\System32\Command.com, the window’s title bar
displays the path to command.com. The prompt is %SystemRoot%\System32.
This window is running the MS-DOS application Command.com.

B If you choose the menu item Command Prompt (from the Accessories submenu),
the window’s title bar says Command Prompt. The prompt is C:\Documents
and Settings\ UserName. This window is running Cmd.exe.

B If you open the Start menu, choose Run, and then enter cmd (or cmd.exe), the
window’s title bar displays the path to cmd.exe. The prompt is C:\Documents
and Settings\ <UserName>C:\>. This window is running Cmd.exe.

Change the Properties of the Command Prompt Window

The Console applet that was available in the Control Panel in Windows NT 4 is gone, and
customization of the Command Prompt window is accomplished from the window itself.
Right-click the title bar of the window to display the menu shown here.

= |_'i‘ FLOE
Move
Size

- Minimize

O Maximize

Cloze

Edit »
Liefaults
Fropertiez

You can use either the Defaults command or the Properties command to customize
the Command Prompt window—the same choices appear in the resulting dialog. There
is a difference, however, in the way each command affects your system:

B The Defaults command permanently changes the settings for all Command Prompt
windows. The changes you make are not put into effect in the current window,
but you'll see them in the Command Prompt windows you open hereafter.
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The Properties command changes the settings for the current Command Prompt
window. The changes take effect immediately. However, when you click OK, you
have the opportunity to make the changes permanent, affecting all future sessions
in this command processor (launched from the shortcut you used to open the
command session).

If you apply the changes only to the current session, the next time you use the same
shortcut to open a command window, you won't see the configuration changes. If you
opt to modify the shortcut, the changes are applied and saved only to the command
window that appears when you use the same shortcut you used to open the window for
which you made configuration changes. If you made changes in the window that opened
as a result of choosing the Command Prompt listing on the Accessories menu, you won't
see your changes if you open a window via a shortcut on your Quick Launch toolbar
(even if you copied the Accessories menu listing to the toolbar).

Options Tab

The choices available in the Options tab (see Figure 7-1) cover a variety of configuration
options:

| Tip_|

Cursor Size Change the size of the blinking cursor. Small is an underline,
Medium is a small square, and Large is a square the same size as the font.

Command History The Buffer Size is the number of commands stored in the
buffer. The Number of Buffers is really the number of processes that can maintain
history buffers. Increasing either one of these options uses more memory. Enable
the Discard Old Duplicates check box to have the system eliminate duplicate
commands in the buffer history.

Display Options You can change the size of the window from Window (the
default) to Full Screen. To toggle between Window and Full Screen while you're
working in the Command Prompt window, press ALT-ENTER.

Edit Options Select Quick Edit Mode to drag the mouse for cutting, copying,
and pasting text, instead of using the Edit menu. Select Insert Mode to insert text
in the Command Prompt window instead of overwriting existing text.

Insert Mode is handy if you're not a terrific typist; it lets you back up through a command
and parameters and correct typing errors.
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tx Console Windows Properties
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Figure 7-1. Use the Options tab to set basic configuration options.

Font Tab
Use the Font tab (see Figure 7-2) to change the appearance of the contents of the command

window.
You can opt to use Raster Fonts (the default) or a TrueType font (Lucinda Console). The

Size section of the dialog changes its options, depending on the type of font you selected:

B Change the size of the Raster font by selecting a different pixel measurement.

B Change the size of the TrueType font by selecting a different point size, or enter
a point size directly in the text box at the top of the list. (Click the Bold Fonts check
box to use bold TrueType fonts in the command window.)
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ct Console Windows Properties
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Figure 7-2. Configure fonts to tweak the appearance of the command window.

As you make changes, you can see the effects in the Window Preview section at the
top of the dialog, and in the Selected Font section at the bottom of the dialog.

Layout Tab

Use the Layout tab (see Figure 7-3) to size and position the Command Prompt window
with the following options:

B Screen Buffer Size Specify the width and height of the screen buffer. The width
is the number of characters that display on a line. The height is the number of
lines that display for text that’s in the buffer. If the size of the window is smaller
than the size of the buffer, scroll bars appear, enabling you to view the contents
of the entire buffer.

B Window Size Specify the width (number of characters) and height (number
of lines) for the window.
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B Window Position By default, the system positions the window, but you can
deselect that option and specify the left and top settings for the window’s position
on your monitor. This is useful if you keep a command window open most of
the time, and you want to position it for easy access when application windows
are also open on your screen.

Window Colors Tab

Use the Colors tab to set the color for each of the following elements:

B Screen Text
B Screen Background
B Popup Text
B Popup Background

Note | Pop-up command windows are those windows that open automatically as a result of some
user action.

&t Conzole Windows Properties

Options | Font  Lawout I Calars I

Window Preview
_ 1 Screen Buffer Size

width: T
Height: Iﬂ
Window Size———
Width; oo 3
Height: Iﬂ
~Window Pogition

Left =
Top |

W Let system position window

Ok I Cancel |

Figure 7-3. Use the Layout tab to redesign the Command Prompt window.
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___| copy and Paste in the
Command Prompt Window

To copy text from a Command Prompt window, select the text using one of these methods:

B If you've configured the Command Prompt window for Quick Edit Mode, drag
your mouse across the text you want to copy and press ENTER to place it on the
clipboard.

B If you haven't configured the Command Prompt window for Quick Edit Mode,
right-click the title bar and choose Edit | Mark. Then position your cursor at the
beginning of the text you want to copy. Hold down the SHIFT key and click the
end of the text you want to copy. Alternatively, drag your mouse to select the text
after you choose Edit | Mark. With the text highlighted, press ENTER to place the
text on the clipboard.

Note | You cannot cut text from a Command Prompt window, you can only copy.

To paste the text into a Windows application window, choose Edit | Paste or press
CTRL-V. To paste the text into an MS-DOS program (or another Command Prompt
window), right-click the title bar and choose Edit | Paste.

To Paste text from another application into a Command Prompt window, position
your cursor at the point of insertion. Then use one of these methods to paste the text:

B If you have configured the Command Prompt window for Quick Edit Mode,
right-click to paste the text automatically.

B If you haven't configured the Command Prompt window for Quick Edit Mode,
right-click and choose Paste from the menu that appears.

B If you're truly a command-line freak and prefer to do everything at the
keyboard instead of using a mouse, press ALT-SPACE and then enter e, p
(stands for edit, paste).

| command Extensions

The power of the Windows Server 2003 command line is augmented by command
extensions, which add functionality to specific commands. Extensions are enabled by
default (see the section “Disabling Command Extensions” to learn how to turn off
extensions).



Commands with Extensions

Chapter 7:

The Command Prompt

The following is a list of commands that support extensions. The extensions are particular
to each command, and you can get specific information by entering command /? at the
command line.

Disabling Command Extensions

Assoc

Call

Cd or Chdir
Del or Erase
Endlocal
For

Ftype

Goto

If

Md or Mkdir
Popd
Prompt
Pushd

Set

Setlocal
Shift

Start

Extensions are enabled by default, but you can disable them for a single session in the
command processor, or disable them permanently.

Disabling Command Extensions
for a Single Command Session

To disable and re-enable command extensions during a single command processor session,
enter cmd /e:on or cmd /e:off at the command line. For example, you may want to
disable command extensions when you're using the cd command, and then re-enable
command extensions for the rest of the tasks you're performing in that session.
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Permanently Disabling Command Extensions

If you want to turn extensions off or on for all command sessions, you must change the
registry. You can apply the setting to the computer (affecting every user) or to the current
user. Open Regedit and travel to either of the following subkeys:

B To enable or disable extensions for the computer, go to HKEY_LOCAL_MACHINE\
Software\Microsoft\Command Processor.

B To enable or disable extensions for the current user on a computer, go to
HKEY_CURRENT_USER\Software\Microsoft\Command Processor.

Open the REG_DWORD data item named EnableExtensions, and enter 1 (on) or 0 (off).
By default, this data type is hex, so your entry is translated to 0x1 or 0x0.

Managing Conflicts in Command Extensions
Configuration

If the enabling configuration differs among the setting locations, there’s a pecking order
for extensions enabling:

1. Command-line entry (cmd /e:X where X is on or off).
2. Current User registry setting.
3. Local Computer registry setting.

___| Folder and Filename Completion

Folder and filename completion is a feature that lets you type a partial directory name
or filename against a command, and then let the system autocomplete the full file or
directory name. The feature works by means of a control character you enter that invokes
the function. For example, you can enter cd \pro control character to get to the Programs
Files directory, or enter type myf control character to display the contents of myfile.txt
on the screen. If multiple directories or files match the characters you enter, pressing the
control character again moves you to the next instance. When you get to the correct target,
press ENTER to complete the command. If no target matches your string, the system beeps.
Name completion is not turned on by default, but you can invoke it for a single

command session, or make it a permanent feature.

Enable Folder and Filename Completion
for a Command Session

If you want to enable folder and filename completion for the command session you're
currently working in, you can perform that task right at the command line. Enter cmd /
f:on to turn on the feature; enter cmd /f:off to turn off the feature. Then use CTRL-D to
complete a directory entry, and use CTRL-F to complete a filename entry.
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Enable Folder and Filename Completion Permanently

If you want to make the feature permanent, a registry entry accomplishes that task. You
can enable autocompletion either for the computer or for the current user. Most of the
time, it’s easiest to enable this feature for the computer, so that it’s available to all users.
However, you can turn the feature off for any individual user, or you can use different
control characters for the user than you applied to the computer. Whenever there’s

a conflict between the computer settings and the user settings, the user settings win.

Enable Folder and Filename Completion for a Computer
To enable name completion for the computer, open Regedit and go to
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor.

B For directory name completion, open the value item CompletionChar and enter
the control character you want to use, in hex.

B For filename completion, open the value item PathCompletionChar and enter
the control character you want to use, in hex.

Enable Folder and Filename Completion for the Current User
To enable name completion for the current user, open Regedit, go to
HKEY_CURRENT_USER\Software \Microsoft\Command Processor, and perform
the same steps described for entering the settings for the computer.

Choose the Control Character

The control characters are entered in the registry as hex. For example, if you want to use
the TAB key as the control character, the control character is 0x9 (you can enter 9 as the
value and the system will convert it to hex). If you want to use the same characters you
enter when you're enabling the feature for a single command session, use 0x4 for CTRL-D
and 0x6 for CTRL-F.

Filename Completion vs. Folder Completion
Here’s a quick explanation of the differences between the filename and directory name
completion functions:

B The filename completion feature works on directories, too, because it’s actually
searching for a complete path, matching against both file and directory names.

B If the file completion control character is used on a command that works only
against directories (for example, cd or rd), only directory names are searched.

B The directory completion function matches only against directory names, which
makes it faster for directory searching than the filename completion function when
there are both files and directories with matching strings.

B You can use the same control character for both the directory name and filename
autocompletion feature.
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Note | If the control characters you use to enable this feature for the computer are different from
the control characters you use to enable the feature for the current user, the current user
settings have precedence.

If you spend a lot of time at the command line (some of us are really command-line
freaks and are comfortable and happy entering text), this function is extremely useful.
Not only does it save typing, it also eliminates those frustrating moments when you
either make a typo or forget the exact spelling of a directory or filename. To make all of
this even easier, here are some tips on using the name completion feature:

B You must enter a space between directory commands, such as cd or rd, and the
backslash.

B The completion function automatically places quotation marks around names
that contain spaces, so you don’t have to enter the quotation marks.

B You can use the LEFTARROW key to back up and then enter the control character
again. All text to the right of the cursor is discarded. This is handy if you want
to widen the search by shortening the string.

B After searching, if you edit the string and press the control character again, the
existing list of matches is ignored and a new list is generated.

Wildcard Shortcuts

Windows Server 2003 has a command-line wildcard shortcut feature. You can enter a
command and a string representing a partial name (of a directory or a file, depending
on the command) and end the string with a wildcard. Windows executes the command
against every matching directory or folder. Most of us are aware of this feature and use
it constantly, as in the command dir *.txt or dir tr*.

However, the wildcard also works with other commands, such as cd. If you enter the
command c¢d \wi* on a computer that has a directory named Windows, the command
executes properly. If you enter the same command on a computer that has a directory
named Windows and a directory named Wizards, the command executes against the
first match (Windows).

This feature does not offer the flexibility and user-control of the name completion
feature, which displays each match as you continue to press the control character, and
leaves it to the user to press the ENTER key when the appropriate command appears.

| Windows Server 2003 Commands

The command line is a favored tool for many administrators and power users, especially
those of us whose computing roots go back to the DOS-only world. This section discusses
commands that have disappeared or changed from Windows NT/9x. The information
presented here also applies to Windows 2000/ XP.
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Commands Not Supported in Windows Server 2003

A number of MS-DOS commands (16-bit commands) have disappeared from Windows
Server 2003. In fact, some of them had already disappeared in Windows NT 4 and
Windows 2000, but they’re covered here in case you hadn’t noticed, or you're migrating
from Windows NT 3.x or a non-Windows environment. Table 7-2 describes the obsolete
16-bit commands.

Unsupported

Command Explanation

Assign No longer supported.

Backup No longer supported.

Choice No longer supported.

Ctty No longer supported.

Dblspace No longer supported.

Deltree Replaced by rmdir /s, which removes directories that contain
files and subdirectories.

Dosshell Not needed.

Drvspace No longer supported.

Emm386 Not needed.

Fasthelp Not needed; use the help command instead.

Fdisk Replaced by Disk Management.

Include Multiple configurations of the MS-DOS subsystem are not
supported.

Interlnk No longer supported.

Intersrv No longer supported.

Join Not needed with the support for larger partitions.

Memmaker Not needed; the operating system automatically optimizes
the way the MS-DOS subsystem uses memory.

Menucolor Multiple configurations of the MS-DOS subsystem are not
supported.

Table 7-2. MS-DOS Commands That Are Not Available in Windows Server 2003
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Unsupported
Command

Menudefault
Menuitem

Mirror
Msav
Msbackup

Mscdex

Msd
Numlock
Power
Restore
Scandisk

Smartdrv
Submenu

Sys
Undelete
Unformat

Vsafe

Explanation

Multiple configurations of the MS-DOS subsystem are not
supported.

Multiple configurations of the MS-DOS subsystem are not
supported.

No longer supported.
No longer supported.

Not needed; use ntbackup for tape drive targets, or use xcopy
for hard drive targets.

Not needed; Windows Server 2003 provides CD-ROM access
for the MS-DOS subsystem.

Not needed; use the System Information snap-in.
No longer supported.

No longer supported.

No longer supported.

No longer supported; use chkdsk.

Not needed; Windows Server 2003 provides caching for the
MS-DOS subsystem automatically.

Multiple configurations of the MS-DOS subsystem are not
supported.

Windows Server 2003 system files will not fit on a floppy disk.
No longer supported.
No longer supported.
No longer supported.

Table 7-2. MS-DOS Commands That Are Not Available in Windows Server 2003
(continued)

Notice that the list in Table 7-2 omits some 16-bit commands that you may still be
using (especially in legacy batch files). When you invoke these commands, the command
session behaves like a 16-bit session. This means the display of directory names changes
to the 8.3 format. In fact, the prompt changes to the 8.3 format. To return to the standard
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Windows Server 2003 display, enter cd\original directory—for example, cd\documents
and settings\username.

Commands Not Supported in Enterprise
or DataCenter Server

If you're running Windows Server 2003 Enterprise Server or DataCenter Server, or any 64-
bit version of any Windows OS, the following 16-bit commands are not available:

Append
Debug
Edit
Edlin
Exe2bin
Expand
Graphics
Loadfix
Loadhigh (Ih)
Mem
Setver
Share

The following commands are not used by Windows Server 2003, but are accepted
for compatibility with MS-DOS files and programs:
M Fastopen
B Forcedos
B Nisfunc

Commands That Have Changed

Some of the commands that are available in Windows Server 2003 have changed since
Windows 9x, and for the most part the changes bring additional power.

Chcep

This command displays or configures the active code page number. It has changed in that
it now changes code pages for all command windows.

B Use the command without parameters to display the active code page number.

B Use the syntax chcp nnn to specify the code page number nnn.
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Del or Erase

This command supports the following switches (not all are new):

Dir

file or directory (including wildcards) targets the named file or directory.

/P prompts for confirmation before deleting each file (available in earlier
versions of Windows).

[F forces deletion of read-only files.

/S deletes specified files from all subdirectories in which they exist; displays
the files that are being deleted with command extensions enabled (the default);
displays the files it could not find if command extensions are disabled.

/Q indicates quiet mode (do not ask for confirmation on global wildcard).

/A selects files based on attributes. Use the standard attribute abbreviations
when selecting by attribute: R S H A (use the minus sign to indicate “not”).

The following parameters are available for Dir (not all are new):

[drive:][path][filename] specifies the drive, directory, and/or files to list.
/A displays files with specified attributes, as follows:

B D Directories

B R Read-only files

B H Hidden files

B A Filesready for archiving

B S System files

/B uses bare format (no heading information or summary).

/C displays the thousand separator in file sizes (the default); use —C to disable.
/D displays the same as /W (wide), but files are listed sorted by column.
/L displays in lowercase.

IN displays filenames on the far right.

/0 lists in sorted order as follows:

B N By name (alphabetic)

B S By size (smallest first)

B E By extension (alphabetic)

B D By date/time (oldest first)

B G Group directories first
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/P pauses after each screenful of information.

/Q displays the file owner.

/S displays the files in the specified directory and all subdirectories.

[T controls which time field is displayed or used for sorting, as follows:
B C Creation

B A Lastaccess (earliest first)

B W Last written

/W displays in wide list format.

/X displays the short names generated for non-8.3 filenames (like /N with the
short name inserted before the long name, but if no short name is present, blanks
are displayed).

/4 displays four-digit years.

Diskcopy
Diskcopy no longer supports the /1 parameter, which copied only the first side of the disk.

Format

The Format command takes any of the following syntax forms:

where:

Format volume [/FS:file-system] [/ V:label] [/Q] [/A:size] [/C] [/X]
Format volume [/V:label] [/Q] [/F:size]

Format volume [/V:label] [/Q] [/ T:tracks /N:sectors]

Format volume [/V:label] [/Q] [/1] [/4]

Format volume [/Q] [/1] [/4] [/8]

volume is the drive letter (must be followed by a colon), mount point,
or volume name

[FS:file-system is the type of file system.

/V:label is the volume label (the symbols * and & are permitted in the
volume label).

/Q specifies quick format.
/C specifies that files created on the volume will be compressed by default.

/X forces the volume to dismount first if necessary (closes all open handles).
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B /A:size forces an override of the default allocation unit size:
B NTFS supports 512, 1024, 2048, 4096, 8192, 16K, 32K, 64K

B FAT supports 512, 1024, 2048, 4096, 8192, 16K, 32K, 64K (128K, 256K for
sector size > 512 bytes)

B FAT32 supports 512, 1024, 2048, 4096, 8192, 16K, 32K, 64K (128K, 256K for
sector size > 512 bytes)

B /F:size specifies the size of the floppy disk to format (160, 180, 320, 360,
640, 720, 1.2, 1.23, 1.44, 2.88, or 20.8) (available in Windows 9x).

B /T:tracks specifies the number of tracks per disk side.

B /N:sectors specifies the number of sectors per track.

Label

You can now use the caret () and ampersand (&) symbols in a volume label.

More
Unlike its counterpart in legacy versions of Windows, the Windows Server 2003 More
command has parameters:

B /E enables extended features.

B /C clears screen before displaying page.

B /P expands FormFeed characters.

B /S squeezes multiple blank lines into a single line.

B /Tn expands tabs to n spaces (default is 8).
The following switches can be present in the More environment variable:

B +n starts displaying the first file at line 7.
B files specifies a list of files to display (separate filenames with blanks).
If extended features are enabled, the following commands can be used at the “More”

prompt:

B P n displays next n lines.
S n skips next n lines.
F displays next file.
Q quits.
= shows the line number.
? shows help line.

<space> displays next page.

<ret> displays next line.
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Prompt
Windows Server 2003, like Windows 2000, supports the following new additions to your
command prompt:

B $A Ampersand

B $C Open parentheses
B $F Close parentheses
B $S Space

Xcopy
Anew /g switch lets you keep file encryption when you copy encrypted files to a volume
that doesn’t support file encryption.

___| Using UNCs on the Command Line

You can use the Windows Server 2003 command line to reach across the network and
manipulate directories and files on other computers. (Of course, your ability to do this
is dependent on your permissions.)

Viewing and Manipulating Files via UNCs

The following command-line examples display some of the ways you can use UNCs
on the command line:

B dir \\ComputerName\ShareName

B dir \\ComputerName\ShareName\Subdirectory_of_ShareName
B copy \\ComputerName\ShareName\Filename c:\my documents
B del \\ComputerName\ShareName \Filename(s)

Using Pushd and Popd to Access Remote Computers

The e¢d command doesn’t work with a UNC address, so you can’t move to a remote share
as easily as you can on your local computer. However, you can use pushd to automatically
assign a temporary drive letter to a remote share, and move to that share automatically.
Then, you can use popd to remove the temporary drive letter. The following sections on
pushd and popd assume that command extensions are enabled for the command processor
(the default state of Windows Server 2003). If you disable command extensions, pushd
won’t work with UNC paths.
To use pushd, enter the following command:

pushd \\ComputerName\ShareName

where ShareName is a shared drive or a directory.
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When you press ENTER, the command launches the following three actions:

B Stores the path of the current directory in memory so that it’s available to popd
later (popd returns you to this drive when you use it to remove the drive
assignment you're making with pushd).

B Assigns a drive letter to the UNC path you entered. Drive letters are automatically
assigned starting with z: and working backwards.

B Moves you to the target share, displaying a prompt for the automatically assigned
drive letter.

Once your prompt changes to the assigned drive letter, you are working in the remote
share and you can manipulate directories and files at will, just as if you were working
locally. All the commands available locally are available to you in this remote share.

You can use pushd as often as you wish, and Windows Server 2003 will keep the
path of each drive letter/share assignment until you’ve worked your way so far down
the alphabet that you’ve bumped into local drive letters (at which point pushd refuses
to cooperate). To move among multiple remote shares, just enter the appropriate drive
letter at the command prompt.

The assignments made by pushd don’t survive the current command session, so if
you're planning to move back and forth between your local computer and remote shares,
keep the command window open (you can, of course, minimize it).

To release the drive letter, enter popd at the command line, which removes the last
assigned drive letter. If you only assigned one drive letter with pushd, popd returns you
to the local directory you were on when you issued the pushd command. If you assigned
multiple drive letters, popd removes the last assigned drive letter and moves you to the
next-to-last drive letter you assigned. Continue to enter popd at the command line to
remove additional drive letters, until you're returned to the original local drive. If you
want to remove all the assigned drive letters, just close the command session.

PUSHD is very convenient if you use batch files for remote systems management. You
could use a batch file to remove certain files from multiple machines with the following
line in your batch file:

B pushd \\servername\share

B del filename.ext

Pushd and Net Use

You can, of course, avail yourself of the net use command to map drives to remote shares.
Here are some useful comparative facts about pushd and net use:

B Drives created by net use survive the command session. They also survive a reboot
if you use the /persistent:yes switch. Note that the /persistent:yes switch may
be the default, because the default state of this parameter is whatever you last
used either in the GUI or the command line. If you've never mapped a drive,
Windows Server 2003 has set the default to yes.
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B You can enter net use at the command line to see all the mapped drives you've
created with net use and/or with pushd.

B If you create a drive with net use that assigns a drive letter already assigned by
pushd, net use issues an error to tell you the drive letter is in use.

B If you create a drive with net use, using z:, and then use pushd, pushd will return
y: as the assigned drive (it checks the drive letters in use, whether they were
mapped by net use or by pushd).

B You can delete a drive mapping created by either pushd or net use by entering
net use DriveLetter: /del at the command line.

| Use Subst for Local Virtual Drives

You can use the virtual drive paradigm that pushd provides for remote shares to navigate
through your local computer. This is easier than entering cd\DirectoryName for all those
directories with long names (like \documents and settings, or \program files\internet
explorer).

Use Pushd in Batch Files

I'm a command-line junkie, and I use a lot of command-line tools to accomplish tasks.
I therefore use a batch file to pre-assign all the remote directories I commonly visit.
Here’s my batch file:

pushd \\western\western-c
pushd \\wksl2\wksl2-c\windows\profiles\kathy\my documents
pushd \\docs\newsletters

B The first line points to the shared hard drive of a computer named western
(giving me full access to all directories on the drive).

B The second line points to the My Documents folder for me on a Windows
98 SE computer named wks12 (in Windows 98 SE, profiles are stored under
\Windows\Profiles\ UserName). The My Documents folder isn’t shared, but
drive C: is, and this line illustrates that you can travel through the unshared
subdirectories of a share to assign a drive letter.

B The third line points to a share named newsletters on a computer named docs.

Notice this batch file does not end with the exit command. That would close the
command window, removing all the drive assignments, because they don’t survive
the command session. For this reason, I run the batch file from the command line.
If I were to open the batch file from Windows Explorer, My Computer, or an entry
in the Startup folder of the Programs menu, the command window would close,
ending the session, when the batch file finished its commands.
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You can use the subst command (subst DriveLetter: Path) to assign a drive letter
to a local path. Unlike pushd, the drive letter is not assigned automatically; you must
specify it manually. This means you must know what drives are available for the subst
command. You can’t use a drive letter that’s already in use, so to help you remember
what you've done, check for drive letters that may be in use via net use or pushd by
entering net use at the command line.

Enter subst without parameters at the command line, and the system returns the
mappings created by subst. (Virtual drives that are created by the subst command
aren’t displayed when you enter net use.) To remove a local virtual drive, enter subst
DriveLetter: /d. Unlike pushd, virtual drives created by subst survive a command session.
They don’t survive a reboot.

___| Help for Commands

The Windows Server 2003 Help and Support system contains an alphabetical listing
of every available command, along with syntax information. In the Help and Support
Services window, enter command-line reference a-z in the Search field. Select that page
from the Results pane and choose Add to Favorites. Then you just have to click the
Favorites tool on the Help and Support Services window for easy access to command
information.

You can also get help on any command by entering CommandName /? at a
command prompt.
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your server purrs along. Consistent periodic maintenance is important, and
those who fail to perform maintenance tasks usually regret the omission. This
chapter covers the basic system maintenance tools for Windows Server 2003 versions.

Windows Server 2003 provides housekeeping tools you can use to make sure

___ | Defragmentation

When you open a data file in a software application, make changes to the file, and save
it again, the file’s original location on the drive may not have room for the new, larger
document. The operating system splits the document, using one part of the drive for
some of the file and another part for the rest. As you continue to expand the size of

the file, it may be saved to multiple locations on the drive. Now the file is said to be
fragmented. Every time you open a file that’s fragmented, the system must search the
drive to find all its parts. This searching procedure slows down your work because it
takes multiple disk reads to load the file.

When you delete files and folders, especially if you delete groups of files and folders,
you create small locations of available space, and as you continue to work, creating and
saving files, it’s less likely that the files will nestle neatly into one contiguous space.
Eventually, every time you create a file or a folder, or save a changed file, it requires
more time to complete the write to the drive, because the system must make multiple
writes to multiple locations to hold the new object. Your drive is fragmented. Windows
Server 2003 provides two built-in programs to defragment your drives:

B Disk Defragmenter, on the System Tools submenu of the Accessories menu.
Selecting this menu option opens an MMC snap-in, dfrg.msc.

B Defrag.exe, which works from the command line.

You can use either utility to optimize your drive by defragmenting the files (commonly
called defragging). A defragmenter works by gathering all the pieces of a file and
writing them back to the drive in one contiguous location. The program makes room
for each file by moving other files (which may also be fragmented) out of the way,
placing them in a temporary location until it’s their turn to be defragmented.

Disk Defragmenter Snap-in

Launch the GUI version of the built-in defragger by opening the Accessories submenu,
pointing to the System Tools submenu, and choosing Disk Defragmenter. You must
have administrator rights to use this snap-in.

You can create a desktop shortcut to the Disk Defragmenter. Right-drag the program file
(%SystemRoot % \ System32\dfrg.msc) to the desktop, and choose Create Shortcut(s)

Here from the shortcut menu. You can move the shortcut to your Quick Launch toolbar

if you wish.

Tip
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Analyze the Drive

The Disk Defragmenter window, shown in Figure 8-1, lists the local drives, along with
information about the installed file system, capacity, and disk space usage. It's a good
idea to have Disk Defragmenter analyze the disk before running a defragmentation
procedure. In fact, it’s foolish not to analyze first, because defragging is an intensive,
lengthy procedure, and an analysis could show there’s no need to defrag the drive.
Starting an analysis is easy—there is no shortage of methods for launching the Analyze

process:

B Right-click a drive and choose Analyze from the shortcut menu.
B Select a drive and click the Analyze button.

B Select a drive and choose Analyze from the Action menu.

| Open files cannot be analyzed (or defragged), so close all applications and utilities before
beginning this process.

B Disk Defragmenter

File  Action  ¥iew Help

= @2

Wolume | Seszion Status | File System | Capacity | Free Space I % Free Space |
=] MNTFS 1660 GB 15.40GE 92 %
=i MTFS 20.6E GB 18.73GE 90 %

E stimated dizk usage before defragmentation:

E stimated dizk usage after defragmentation:

Analyze | Defragment | Fause | Stop | iew Freport |

[ Fragmented files B Contiguous files [ Unmovable files [ Free space

Figure 8-1. All local drives are displayed in the Disk Defragmenter window.
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The Analyze function inspects the drive, and you can watch the progress in the
Analysis Display bar. The display is color-coded:
B Blue = contiguous files
B Red = fragged files
B White = free space
B Green = system files (cannot be moved).
You can click the Pause button to halt the process if you need to retrieve a file or
perform some other task on the computer. The button title changes to Resume so you
can start the analysis again. Use the Stop button to halt the entire process. When the

analysis is complete, a message box displays to advise you whether your drive needs
to be defragmented.

Dizk Defragmenter
Analyziz 1z complete for: [C:]

You do not need to defragment this volume.

Defragment | Lloze |

For detailed information about the state of the drive, click View Report to see which
files and folders are fragmented and the number of fragmented segments that exist for
each (see Figure 8-2).

You can use the buttons on the Analysis Report window to print the report, or save it as
a text file, if you have some reason to require a permanent record.

Scroll through the list of folders and files on the report, and if files you use frequently
are highly fragmented, that’s probably why your system has seemed sluggish. The
more fragmented files you open, and the greater the number of fragments, the slower
your system performs.

After viewing the report, if you decide you want to defrag the drive even though
Disk Defragmenter doesn’t find it necessary, you can. You should run the Analyze
procedure regularly; the frequency depends on the activity level of the computer. For
instance, file servers that are accessed by a large number of users should be analyzed
at least weekly.

Defragment the Drive

You can defrag a drive immediately after running the Analyze procedure (a Defragment
button appears on both the Analysis Complete message box and the Analysis Report
window), or wait until later. Open files cannot be defragged, so be sure to close all
applications. If you're defragging a file server, perform the task during non-business
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hours. Start the defragmentation procedure by selecting the appropriate drive and using
one of these methods:

B Click the Defragment button.
B Choose Defragment from the Action menu.

B Right-click the drive’s listing and choose Defragment from the shortcut menu.

Before the defragging starts, the drive is re-analyzed (even if you just finished running
the Analyze procedure); then the defragmentation procedure begins. The Analyze display
bar shows the graphical representation of your drive as analyzed, and the Defragmentation
display bar shows the condition of your drive as defragging proceeds. You can track
the progress in the Defragmentation display bar, but it’s probably better to find something
else to do, because this process takes quite a bit of time. When defragmentation is
complete, a message announces that fact. Use the View Report button in the message
box to see a detailed report on the drive’s new fragmentation state.

Limitations of the Disk Defragmenter

The Disk Defragmenter application that is included with Windows Server 2003 has some
serious limitations. Microsoft programmers didn’t write this software; it’s obtained from

Analysizs Report [ 2]

Analysiz iz complete for: [C:)
You do not need ta defragment thiz valume.

Yolume information:

Yolume [C:) ﬁ

Volume size = 1EEOGE
Cluster size = 4KB
Used space = 1.20GE
Free space = 1540GE
Percent free space = 923 I
Mozt fragmented files:
Fragments | File Size I File Mame =

Frn 10ME  SwIMMTsepstemn 32hconfighsoftware
78 2ME  WWINNTSsystem32hconfighSYSTEM.ALT
290 2ME  WWINNT Sepztem32hconfighapstem
82 16 ME  “Program Filez\Intermet Explorer\Backup Data..
| B4 KB SWINNTSepstern32hdlicache
60 FEKE  WWINNTSspstem32
RR A2 KR SDacuments and Setinng Db dmisizteabne \.hiFCC-J.'.!
L

Frint... Savedsz. Defragrment |

Figure 8-2. You can see detailed information about the current state
of fragmentation.
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Executive Software, who provided a limited version of its full retail product. Here are
the limitations:
B You cannot schedule the Disk Defragmenter.

B You can only defrag local volumes; this version has no capacity for remote
procedures.

B You can defrag only one volume at a time.
B The program cannot be scripted.

The real retail copy of Diskeeper isn’t limited, and you can purchase a full retail copy
of the program from Executive Software (www.execsoft.com).

N Because file servers are the most common victims of fragmentation, and at the same time
ote . . g
cannot be defragmented during normal business hours, the lack of scheduling is bothersome
(unless you like coming to the office at 2 o’clock in the morning). For that reason alone,
it’s worth investigating the cost of purchasing the full product.

Defrag.exe

New to Windows Server 2003 is defrag.exe, a command-line program that you can use
instead of the snap-in. This executable calls the same code the snap-in calls (the Executive
Software Disk Defragmenter).

Using defrag.exe has several advantages, and the biggest benefit is that you can
schedule it, using the Windows Server 2003 Task Scheduler, which isn’t possible with
the snap-in. The other advantage, which is probably only considered an advantage to
command-line junkies, is that it has the speed and efficiency of a command-line application.

The syntax for defrag.exe is

defrag volume: {/a] [/f] [/ V]

where:

volume: is the drive letter of the volume you want to defrag.
/a only runs the analyze process.

/f forces defragmentation of the volume even if an analysis shows it doesn’t need to
be defragmented.

/v displays verbose output while the program is running.

If you enter defrag volume letter: at the command line, without any switches, the
program performs an analysis, then defrags the drive. In fact, the program always
performs an analysis first, even if you specify the /f switch.
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If you don’t opt to display verbose output, the program displays a summary of the
analysis, and then you see a blinking cursor. When defragging is complete, you're
returned to the command prompt. If you choose the /v switch, the program displays
information about the defragmentation state of the folders and files from the analysis
process (the Analysis Report), and then displays the same report, hopefully with better
statistics (called the Defragmentation Report), after the defragging process.

The two reports are difficult to compare in the command window, because you have
to keep scrolling up to see the analysis numbers, to compare them to the defragged
numbers that are displayed further down. I find it easier to redirect the output of the
reports, and then open the resulting data file in a word processor so that I can manipulate
the display for easier interpretation. To redirect an onscreen report, add the following
to the end of the command:

> filename.ext (use the filename and extension you prefer)

Press CTRL-C to stop the program. Unlike the built-in Disk Defragmenter, you can’t
pause defrag.exe.

| You cannot run defrag.exe and the built-in Disk Defragmenter simultaneously. Whichever
program starts first wins, and the second program fails.

Troubleshooting Defragmentation

Don’t be surprised if, after the defragging process is complete, your drive is still
somewhat fragmented. There are a number of scenarios that can cause this, and some
of them can be corrected.

Some System Files are Never Defragged
The disk defragger is hard-coded to omit certain system files. Microsoft and Executive
Software have documented the following omitted files:
B Bootsect.dos
Safeboot.fs
Safeboot.csv
Safeboot.rsv
Hiberfil.sys
Memory.dmp (if it exists)

Paging file (see the next section for a possible workaround)

Note | In Windows Server 2003, the ShelllconCache file is no longer excluded (it was excluded in
Windows 2000).
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Memory.dmp is a file that exists if you've configured your system to write the file
when the system encounters a STOP error (Blue Screen of Death). The file is on the
exclusion list in Windows Server 2003 because the disk locations where this file is
stored are loaded by the kernel when the system boots, and stored in memory. These
disk locations are then used to write the dump file, should it be needed. Because the
location is in memory, the defragger cannot move it.

Defragmenting the System Paging File

The system paging file (sometimes called the swap file) is always held open for exclusive
use by the operating system, and therefore cannot be defragmented. However, if the
paging file becomes fragmented, performance suffers quite noticeably. You can remedy
the problem if you have a second drive or partition on your computer. Here’s how:

1. Open the System applet in Control Panel, or right-click My Computer and choose
Properties from the shortcut menu.

2. In the System Properties dialog, move to the Advanced tab and click the Settings
button in the Performance section of the dialog.

3. In the Performance Options dialog, move to the Advanced tab.

4. Click the Change button in the Virtual Memory section of the dialog to open the
Virtual Memory dialog shown in Figure 8-3.

5. Select another drive and configure a paging file with the same size specifications
as the original paging file.

6. Select the original drive and then select No Paging File.

7. Reboot to force the system to use the new paging file.

8. Run Disk Defragmenter on the drive that originally held the paging file.
You're not defragging the paging file, of course, because it’s no longer there.
Defragging the drive should create enough contiguous space to hold the
paging file when you return it.

9. Move the paging file back to its original drive, using these same steps.

After you reboot, the paging file is created anew, as a contiguous file, on the original
drive.

Insufficient Free Space Impairs Defragmentation

If you defrag a drive and the report that displays afterwards shows that many files are
still fragmented, you may not have had enough free space on the disk to permit the
software to temporarily “park” file fragments. Run the Analyze procedure again to see
if the software still recommends defragmenting the drive (this frequently occurs). In
fact, even if the analysis reports back that the drive doesn’t need to be defragged, you
still may want to run the defragmentation process to optimize the drive a bit more.
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Virtual Memory | 7] x|

Drive [Yolume Label] Paging File Size (ME)

1~ Paging file size for selected drive

Drrive: {5l
Space available: 15767 MB
% Cuskom sizet!

Initial size (MB): | 766

Magimum size (ME: | 1536

. Swstem managed size

Mo paging fils Set

~Total paging file size for all drives
Minirmurmn allowed: 2MB
Recommended: 7EE ME
Currently allocated: 768 MB

Ok I Cancel |

Figure 8-3. If you have two drives, you can temporarily move the paging file.

As drives get crowded and free space shrinks, it’s not uncommon to have to run the
defragmentation utility several times in a row in order to get a drive defragged enough
to improve productivity. Each time the process runs, Disk Defragmenter does as much
as possible, given the constraints of inadequate disk space.

Ti The defragger requires at least 15 percent of your disk to be free, but 25 percent is a
P better goal.

The optimal solution is to move a substantial number of files off the drive, by
copying the files to another drive or another computer on the network. That solution
works best after you've defragged the drive once or twice in a single session. Look at
the report and note the names of the files that have been successfully defragged (find the
largest contiguous files in the list). Copy those files to another drive or computer to
give Disk Defragmenter chunks of contiguous space to work with. During the defragging
process, the software also tries to put all the free space in contiguous blocks, which
enhances the probability that the files you removed can be put into contiguous locations
when you copy them back.
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Disk Space Reserved in NTFS

NTFS has a Master File Table (MFT) that must be located at the beginning of the
volume. The MFT holds information about the location of files (or multiple locations of
files for those files that are fragmented). Windows reserves space at the beginning of
the volume for the MFT, so that space isn’t available to the defragmentation application.
Not only must the defragger avoid locating defragged files in this reserved space, it
can’t even use the space to temporarily “park” files during the defragging process.

| If you dig deeper into the use of this reserved space, you'll find that Windows does
occasionally use it for storage of data other than the MFT. This isn’t great, but if you

lack enough free space on your drive, the operating system doesn’t have much choice.
This is another reason to perform ongoing housekeeping to make sure your drive has
sufficient free space.

When you're calculating free space for NTFS volumes, the math isn’t straightforward.
One-eighth of a drive is set aside for the MFT zone, so when you view the used/free
statistics for an NTFS volume in Windows Explorer or My Computer, you must
account for this to calculate your true free space figure. Deduct about 12 percent from
the free space figure that’s displayed to get the usable figure.

Optimize Disk Defragmenter Performance

You can make the defragger more efficient by following some rules and procedures.
Running the application after certain events lets you keep the workload level down,
making the defragging process more efficient (and faster). Here are some rules to
follow in order to accomplish this:

B Defrag after you uninstall an application.

B Defrag every time you delete a large number of files (or a smaller number of very
large files).

B Defrag before installing an application, especially before installing any back office
type of application (such as Exchange Server, Oracle, or SQL Server) on a server.

B Defrag after you update the operating system (for example, install a service pack,
or reinstall OS files to repair a damaged system).

| scheduled Tasks

Scheduled Tasks is a task scheduler that’s installed with Windows Server 2003, and you

can use it to launch applications and utilities on a schedule you devise. The best use of
Scheduled Tasks is to make sure maintenance tools run regularly. The tasks you create
are files (with the extension .job) that can be exchanged via e-mail, or copied to remote
computers, permitting you to create and run scheduled tasks on other computers. The
job task files are located in %SystemRoot%\ Tasks.
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You can launch this utility from Control Panel, or from the Start menu (in the
System Tools submenu under Accessories). The Scheduled Tasks window opens to
display an icon named Add Scheduled Task, along with icons for any existing tasks.

| Be sure the date and time of the computer are correct when you're running scheduled tasks.

Scheduled Tasks Execution File

If you're fascinated by the behind-the-scenes stuff, you may be interested to know that
Scheduled Tasks isn’t an application, or at least it has no executable. The utility runs as
a DLL launched by explorer.exe, with the path statement:

%SystemRoot%\explorer.exe
:: {20D04FE0-3AEA-1069-A2D8-08002B30309D}\:: {21EC2020-3AEA-1069-A2DD-08002B30
309D}\::{D6277990-4C6A-11CF-8D87-00AA0060F5BF}

where:

{20D04FE0-3AEA-1069-A2D8-08002B30309D} is a CLSID for My Computer objects.
{21EC2020-3AEA-1069-A2DD-08002B30309D} is a CLSID for Control Panel objects.

{D6277990-4C6A-11CF-8D87-00AA0060F5BF} is a CLSID for a variety of icons and
objects referencing mstask.dll.

Use the Scheduled Task Wizard

Open the Add Scheduled Task icon to launch the wizard, and click Next to move past
the welcome window. The wizard presents a list of the application files on your computer.

Scheduled Task Wizard

Llick the pragram you want “Windows ta run.
To gee more programs, click Browse.

Application | WYerzion [;I
j’ Syztem Information R.2.3663.0([m...

1@ Terminal Server Licenzing B.2.3663.0(m...

‘Hﬁ‘ Terminal Services Manager B.2.3663.0(m...

[Z] Utility Manager 5.2.3663.0(m...

(&) Windaws Media Plaper 8.00.00.4477

% Windows Update 5.4.3663.0[m... :l

Browse... |

< Back I Ment > | Cancel |
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The list of applications displayed in the wizard window includes the components
you installed with the operating system, and any third-party software you installed
that appears in the list of applications in the Add or Remove Programs applet.

| Don't configure Windows Backup from the Scheduled Tasks window; it works in the other
direction. The backup program has its own scheduling function, which automatically
transfers the scheduled backup job to the Scheduled Tasks list.

If the application you want to schedule isn’t in the list (usually this means a
command-line program), click Browse to open the Select Program To Schedule
window. This window is similar to any Open window, and you can select a local
application, script, or document, or you can troll the network to select an object on a
remote computer. In the next wizard window, you begin to configure the task.

Scheduled T ask Wizard

Tupe a name for thiz tazk. The tazk name can be
the same name as the program name.

IDisk Cleanup

Perform this task:

& ;
1:%*4_ onthly

i One time anly

 wihen my computer starts
" when | log on

< Back I Mest » I Cancel |

If you select the option When I log on, the task is connected to a username, which
you enter in a subsequent window. The user can be anyone; you're not limited to doing
this for your own logon. You must know the user’s logon password to configure this
option, and the user must have sufficient rights to launch the program.

Continue to go through the wizard window to configure this task. The last wizard
window offers the usual Finish button, but there’s also an option to let the Finish
button open the Advanced Properties dialog that is created for the task. The task’s
Properties dialog offers additional configuration options (see the next section on
creating a task manually for information about all the options).

Create a Scheduled Task Manually

If you want to leap right to the Properties dialog to configure your task, instead of stepping
through the wizard, use one of these methods to create a new task:
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B Choose File | New | Scheduled Task in the Scheduled Tasks window.

B Right-click a blank spot in the Scheduled Tasks window and choose New |
Scheduled Task from the shortcut menu.

A new icon appears in the window, titled New Task. The title is in Edit mode so
that you can enter a name for the new task. After you name the task, right-click its icon
and choose Properties from the shortcut menu to open the task’s Properties dialog (see
Figure 8-4).

The following sections provide guidelines for using the Properties dialog to
configure a task.

Task Tab

The options on the Task tab are pretty much self-explanatory, but there are a couple of
guidelines you should be aware of.

If the task launches a program, you can add parameters to the executable file. Be
sure the parameters are complete and accurate, and don’t include any functions that
require interactive actions. If you're using a switch that requires you to name an input

CopyFigureFiles | 2]

Task I Schedulei Settings’ Sec:urityi

L. DN D OWSAT ask s\CopyFigureFiles. job

Bun: I

Stanrt in: I

LComments: |

Rur as: iEASTEHN\Administrator Set pazsword. . |

¥ Enabled [scheduled task runs at specified time)

ok | Cancel I Apply |

Figure 8-4. Configure a new task manually using its Properties dialog.
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file, be sure the file exists and you have typed its path correctly. Don’t use a parameter

that calls for confirmation, unless there’s a way to use a parameter to send a Y/N response.
You can use the Run As field to enter the username and password under which this

task runs. Be sure the user you enter has sufficient permissions to run the executable file.

Schedule Tab

The Schedule tab is the place to specify the frequency for the schedule, but there’s
a difference between the options presented in the wizard and those presented in the
Properties dialog. The difference is a missing ingredient. The wizard offers a Weekdays
option when you select Daily; the Properties dialog doesn’t. If you want to run this task
only on weekdays, you must select Weekly and then click the five business days of the
week to create your workweek.

You can narrow or broaden the schedule configuration by clicking Advanced, and
choosing the appropriate options (the options that are offered differ depending on the
schedule category you chose).

Note | There are no advanced options for the following choices: System Startup, Logon,
or When Idle.

Tip

Settings Tab

The Settings tab offers options that let you control the way the task operates under certain
system conditions (see Figure 8-5).
In the Scheduled Task Completed section of the Settings tab, you have two options:

B Delete the task if it is not scheduled to run again. This applies to tasks that have
an end date (including tasks that are run once, of course). The job, along with its
file, is removed after the last automatic occurrence. Don't select this option if this
task might be reincarnated periodically.

B Stop the task if it runs for: specified time. Enter the duration of time you’ll
permit for this task to complete its job (the default is 72 hours, which is
ridiculous). This option is useful for time-consuming tasks that you configure
for middle-of-the-night operations and you want to make sure they’re not
running when the business day begins.

Don't specify a duration limit for backing up (or for any other critical task), because you
want that task to run to completion regardless of the amount of time it requires. Instead,
if the task runs for a long time, move the start time to an earlier setting to ensure the
task is finished before the workday begins.

In the Idle Time section of the Settings tab, specify the options for a task that you
configured for execution during idle time.
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CopyFigureFiles [ 2]

Tazk I Schedule Settings !Securityi

~ Scheduled Task Completed
[T Delete the task 1 1t 1z not scheduled to un again
IV Stop the task if it runs for: |72 ﬂ hour[s]iﬂ ﬁ minute(s).
~Idle Time
[~ Dnly start the tazk if the computer has been idle for at least:
I _I: minute(s]
If the: computer has not been idle that long, retry for up to;
I _I: minute(z]

[ Stop the task if the computer ceases to be idle.

— Power M anagement

[¥ Don't start the task if the computer is running on batteries.
[ Stop the task if battery mode begins.,

™ Wake the computer to i this task.

0k I Cancel I Apply |

Figure 8-5. Take care of all sorts of conditions that may arise.

The definition of idle time is “no mouse or keyboard activity.” That, of course,
doesn’t mean a computer is idle, because all sorts of stuff could be going on, including
downloads, database searches, replication, or other automated tasks. The Idle Time
options don’t help you make scheduled tasks run more efficiently, and you shouldn’t
schedule two processor-intensive or I/O-intensive tasks at the same time unless you're
prepared to let them run for longer than they would if they were running alone.

In the Power Management section of the Settings tab, specify the behavior you
desire if battery power issues arise when the task is scheduled (or already running).
This option applies to laptops—it has nothing to do with computers that are switched
over to UPS power devices when electrical power is lost. (In fact, if you're running UPS
software such as PowerChute, your computer is probably configured for automatic
shutdown.) An option to wake the computer to run this task appears for computers
that support that feature.

Security Tab

The Security tab for scheduled tasks is back! If you're moving to Windows Server 2003
from Windows NT 4, you didn’t know that it went missing, but Windows 2000 eliminated
this feature. Many of us submitted bug reports over this issue during the beta test of
Windows 2000, and during the first few beta releases of 2003 Server (it was still
missing). Now it’s back.
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Note | At the time of writing, Microsoft had released a beta version of the .dll that returns the
Security tab to the Windows XP Task Scheduler (missing in Windows 2000 Professional).
Look for the feature in a future Windows XP service pack.

The Security tab provides permissions and rights for this task file. Set the security
options you need to allow the appropriate users to make changes to the task’s properties.
For example, the user who is linked to the task should be able to change the schedule,
as should all the administrators who have responsibility for tasks. On the other hand,
you don’t want other users, or someone who has hacked the system, to be able to run,
delete, or modify any tasks.

The Security tab doesn’t affect the security settings for the program that’s running
under the task—the program’s executable file has its own Security tab. When the task
runs, its linked program runs as if it were started by the user you specified, with that
user’s security context. For example, if the user specified for a scheduled task is a member
of the Backup Operators group on the local computer, the program specified in the
scheduled task file runs as if a member of the Backup Operators group is logged on to
the local computer. If another user is logged on to the computer at the time a scheduled
task specified for a different user runs, the task runs but is not visible to the current user.

If a logged-on user creates a task that runs under her own account, or if an administrator
creates a task that runs under a specific user account, that task’s security context can cause
problems. If your network is configured to force users to change passwords periodically,
you must change the password attached to the scheduled tasks for each user. Changing
one task password also changes the password for all other tasks linked to that user.

However, changing passwords for tasks is just too much trouble (mainly because the
odds that you'll remember to do this are daunting). In addition, users change departments
and computers, or leave the company. Because the Administrator’s password never
expires, it’s best to use the Administrator account for tasks. Even better, create a user
with administrative privileges for tasks, and change the configuration for that user so
that passwords never expire.

Modify or Delete Scheduled Tasks

To change the properties of any task, open the Scheduled Tasks window and then open the
task. Move to the appropriate tab of the Properties dialog and make the needed changes.
To delete a scheduled task, select it and choose your favorite method for deleting;:
B Press the DEL key.
B Click the Delete icon on the toolbar.
B Right-click the task and choose Delete from the shortcut menu.
B Choose Delete from the File menu.
Deleted tasks are sent to the Recycle Bin. If you don’t want a task to run, but you

think you might need it in the future, instead of deleting it, disable it. To do that, clear
the Enabled check box on the Task tab of the task’s Properties dialog.
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Run and Stop Scheduled Tasks
You can run any task at any time if you don’t want to wait for the next scheduled occurrence.
In the Scheduled Tasks window, select the task and choose File | Run, or right-click the

task and choose Run from the shortcut menu.
If a task is running and you want to stop it, open the Scheduled Tasks window, right-
click the task’s object, and choose End Task from the shortcut menu. It may take a moment

or two for the message to reach the task.

Check the Status of Scheduled Tasks

You can gain information about the status of a task by changing the view of the Scheduled
Tasks window to the Details view. The columns provide information about each task.

‘ Scheduled Tasks M= E3

File Edit M“iew Favortes Tool: Advanced Help | i

2 Back ~ &3 + (T | 2 Seach Folders | 3 X 9 | [
Address |9 Scheduled Tasks - o
l Schedule | Mext Run Time | Last Bun Time I Statuz I Last Hesult! Creatar
Ab 900 AM everp day....  900:004M 9. 200:04 AW 9. 0«0 Administrator
GﬁDisk Cleanup AEEATAM every Sun . B37:00AM 9. Mever 0:0  Administrator
J | +]

4

i1 objects selected

| Click on a column to sort the list by that column—click the same column again to
P reverse the sort order.

The Status column can have any of the following notations:

Notation Meaning

Empty The task is not running

Running The task is currently running

Missed The system missed the opportunity to run the task (usually

means the computer wasn’t running at the scheduled time)

Could not start ~ The last attempt to run the task failed

Note | When you boot the computer that was not running at the scheduled time, and therefore
missed a task, you see a message dialog during Windows startup that informs you that

a scheduled event may have been missed.
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Check the log file to see detailed information about the performance of tasks. You can
access the log file by choosing Advanced | View Log on the Scheduled Tasks folder menu
bar, or by opening the log in Notepad. The log file is SystemRoot% \Sched LgU.Txt.

Set Global Options for Scheduled Tasks

The Advanced menu in the Scheduled Tasks window offers options for manipulating the
way scheduled tasks operate:

Stop Using Task Scheduler Selecting this command disables any scheduled
tasks until you return to the Advanced menu and select Start Using Task Scheduler.
In addition, the Task Scheduler will not automatically run the next time you start
Windows Server 2003 unless you've restarted it before rebooting.

Pause Task Scheduler Use this command to temporarily halt running tasks
and prevent scheduled tasks from starting. This command is useful for stopping
tasks while you install software. To resume scheduled tasks, select Continue Task
Scheduler from the Advanced menu. Any tasks scheduled to run during the time
you paused the Task Scheduler will not run until their next scheduled times.

Notify Me of Missed Tasks This command does not mean what it says. It
does not notify you of missed tasks; it only notifies you about a failure of the
Schedule Task service itself. Tasks that fail to run due to corrupt or missing
executables don’t kick off a notification.

AT Service Account Use this command to change the user account that runs
tasks that are scheduled with the AT command (the default account is System).
Selecting the command opens the AT Service Account Configuration dialog,
where you can select a user account (and enter and confirm the password for
that account). This is almost never a good idea; you should usually let the
System account run tasks.

View Log Select this command to open the task log in Notepad, where you can
track the success or failure of your scheduled tasks.

| The log file is % SystemRoot %\ SchedLgU.Txt.

Work with Tasks on Remote Computers

You can view, add, or modify the scheduled tasks on a remote computer, depending on
the permissions you have for manipulating that computer. Even without the ability to
access the tasks on another computer, you can send tasks to users on other computers
in the form of .job files.

Scheduled Tasks Folder vs. Tasks Folder

When you are working with tasks on remote computers, it’s important to understand that
the Scheduled Tasks folder, which you can find in Control Panel, and the %SystemRoot%\
Tasks folder are not the same when you are looking at a remote computer.
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If you open each folder on your local computer, the contents are identical. Most people
assume the same is true if they access a remote computer. They’re wrong.

If you open the %SystemRoot%\Tasks folder on a remote computer, it’s going to look
extremely familiar, because you're looking at the contents of your own %SystemRoot%\
Tasks folder (it's a mirror image—the Recycle Bin works the same way). Here are the rules:

B If you delete a job from what seems to be the remote Tasks folder, you're deleting
it from your own folder.

B The system will not permit you to drag a job between Tasks folders, because
you're really trying to drag a job to itself.

View Tasks on a Remote Computer

To view the Scheduled Tasks folder on another computer, you have to locate the
Scheduled Tasks folder. Open My Network Places and expand the remote computer
listing to locate the Scheduled Tasks folder. It’s easy to spot, because there’s a clock on
the folder icon. Select the folder to see its contents (use the Details view to gain the
most information). Here are the rules:

B The drive containing the Scheduled Tasks folder must be shared to provide access
to the folder.

B You cannot map a drive to the Scheduled Tasks folder.

If you have the appropriate level of permissions, you can delete or modify the jobs
on the target computer.

Send Tasks to Remote Computers
You can drag or copy a task between your computer and a remote computer, with
these caveats:

B The file on which the job depends (usually an executable) must exist on the
target computer.

B The properties of the job may need to be adjusted to reflect the path to the file
on the target computer.

B The properties of the job may need to be adjusted to reflect a different username.

If you have access to the Scheduled Tasks folder on the target computer, the best
way to accomplish this is to right-drag the task between the local Scheduled Tasks
folder and the remote Scheduled Tasks folder. Choose Copy Here from the menu that
appears when you release the right mouse button (left-dragging moves the job instead
of copying it). Alternatively, you can copy and paste the job between the Scheduled
Tasks folders, using the commands available on the right-click shortcut menus.

If you don’t have access to the remote computer’s Scheduled Tasks folder, copy and
paste the job anywhere on the target computer and let the user move the file into his or
her Scheduled Tasks folder.

239



240 Windows Server 2003: The Complete Reference

| Don't use the %SystemRoot % \ Tasks folder as the source or target of a copy/paste procedure.

Send and Receive Tasks via E-mail
You can e-mail a task file (taskname.job) to another user, using the standard method for
attaching a file to a message. However, if your e-mail software doesn’t let you enter
Control Panel to open the Scheduled Tasks folder, you won't be able to access the .job
file when you click the Attach icon. The solution is to open Control Panel, open the
Scheduled Tasks folder, and copy the job listing to a folder you can access from your
e-mail software (I use the root of drive C). Then attach that copy to your e-mail.

The recipient merely needs to drag or copy/cut/paste the file to the Scheduled
Tasks folder.

| AT.exe

If you used the AT command in Windows NT and/or Windows 2000, you're familiar
with the concept of scheduling programs. The AT command is still available in Windows
Server 2003, and you can use it to schedule tasks.

Task Scheduler and the AT command work together. When you schedule a task via the
AT command, that task appears in the Scheduled Tasks window. You can reconfigure the
task using the switches available in the AT command, or use the features in Scheduled
Tasks to modify the configuration of a task you scheduled with the AT command.

However, once you use Scheduled Tasks to change the configuration, the AT
modifiers no longer work on that task—you’ve committed your modification efforts
to Scheduled Tasks.

The syntax for AT.exe is

at [\\ComputerName] [{[ID] [/delete] | /delete [/yes]}]

at [[\\ComputerName] hours:minutes [/interactive] [{/every:datel,...] | next:datel,...1}]
command]

where:
\\ComputerName specifies a remote computer (if omitted, the local computer is used).
ID is the identification number assigned to an existing scheduled command.

/delete cancels a scheduled command. If you omit the command’s ID, all scheduled
commands on the computer are canceled.

lyes provides the answer Yes to confirmation queries when you delete scheduled
events.
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hours:minutes is the time at which you want to run the command, using 24-hour
notation.

f/interactive permits command to interact with the desktop of the user who is logged
on when command runs.

levery: runs command on every specified day or days of the week or month.

date specifies the date that you want to run the command. Specify one or more days
of the week (M, T,W,Th,F,S,Su) or one or more days of the month (1 through 31).
Separate multiple date entries with commas. If you omit date, the program uses the
current day of the month.

/next: runs command on the next occurrence of the day.

command is the program or batch program you want to run. If the command requires
a path as an argument, use the absolute path. If the command is on a remote computer,
use a UNC rather than a mapped drive letter.

You can enter at without parameters to get information about the commands
you've scheduled with the AT.exe program. The display does not include scheduled
tasks that were created in the Scheduled Tasks GUI, nor does it include scheduled tasks
that were created with AT.exe but later modified in the Scheduled Tasks GUI. Entering
at \\ ComputerName performs the same action on a remote computer.

Schtasks.exe

New to Windows Server 2003 (and Windows XP), schtasks.exe is like having AT.exe
wake up one morning full of steroids, and equipped with a logical brain. This is a great
alternative to AT.exe, and the only reason I can think of to continue to have AT.exe on
your drive is to take care of the legacy scheduled commands you haven’t gotten
around to redoing with schtasks.exe.

Schtasks.exe is a command-line version of the Scheduled Tasks utility, so whatever
you do in one place is reflected in the other. Unlike AT.exe, you don’t have to worry
that if you make a change in the GUI after creating a scheduled task with schtasks.exe,
you'll never be able to use schtasks.exe on the task again.

In this section, I'll describe two sets of syntax information:

B Syntax and parameters for creating tasks

B Syntax and parameters for working with existing tasks
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Create Tasks with Schtasks.exe.

You can create tasks at the command line with an amazing degree of configuration
detail. The syntax for creating tasks with schtasks.exe is

schtasks /create /tn taskname /tr taskrun /sc schedule [/mo modifier] [/d day] [/i
idletime] [/st starttime] [/sd startdate] [/ed enddate] [/s computer] [/ru user [/rp
password]]

where:

[create is required as the first parameter.

/tn taskname is the name for the task.

[tr taskrun specifies the path and filename of the program or command that runs.
Isc schedule specifies the schedule type, using the following schedule type options:

Minute, Hourly, Specifies the time unit

Daily, Weekly,

Monthly

Once The task runs only once, at the specified date and time

Onstart The task runs at startup (either on a specified date or the next time
the system starts)

Onlogon The task runs when the user logs on (either on a specified date
or the next time the user logs on)

Onidle The tasks runs whenever the system is idle for a specified period of

time (either on a specified date or the next time the system is idle)

/mo modifier specifies how often the task runs within its schedule type. This parameter
is used as follows:

B Required for a monthly schedule type

B Optional for a minute, hourly, daily, or weekly schedule type

B begin text inlin

/d day specifies a day of the week. This parameter is used as follows:

M Valid values are mon, tue, wed, thu, fri, sat, and sun

B Required for a monthly schedule with a first, second, third, fourth, or last
modifier

B Optional for a weekly schedule

fi idletime specifies how many minutes the computer must be idle before the task
starts. Valid entries are whole numbers between 1 and 999.
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Ist starttime specifies the time of day that the task starts in hh:mm:ss format, used
as follows:

B Required with a once schedule type
B Optional with minute, hourly, daily, weekly, and monthly schedule types

Isd startdate specifies the start date for the task in mm/dd/yyyy format, used as
follows:

B Required for a once schedule type

B Optional with all other schedule types

led enddate specifies the date that the task stops running.

/s computer specifies the name or IP address of a remote computer (with or without
backslashes), and omitting the parameter targets the local computer.

/ru user runs the tasks with the permission level of the user account. If omitted, the
task runs with the permissions of the user logged on at the time the task runs.

Irp password specifies the password of the user account that is specified in the /ru user
parameter. If omitted, the user is prompted for the password when the task runs.

Manage Existing Tasks with Schtasks.exe

Schtasks.exe provides quite a few syntax options and parameters for managing existing
tasks.

Query for Task Information
You can view a list of tasks by entering schtasks /query at the command line. The
resulting display includes all tasks, including those created in the Task Scheduler GUI
and by using schtasks.exe at the command line. This is an important difference between
the capabilities of schtasks.exe and AT.exe.

Increase the power of the /query parameter by using the following syntax:

schtasks /query [/s ServerName] [/fo format] [/nh] [/v]
where:

Is ServerName specifies a remote computer as the target for the command.
[fo format specifies the format for the display, using any of the following values:

B table (this is the default display)
W list

W csv

/nh eliminates the display of column headers in table and csv formats.
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| The /nh switch is useful when redirecting output to a file, especially with the csv format. The
P resulting file can be loaded into a database or spreadsheet.
/v specifies verbose mode, which displays all the known information about each task.

Note | Verbose mode produces an unformatted display with lots of information. It’s difficult to
read. And, it’s probably more than you needed to know. If you need this information, it’s

easier to open the Schedule Tasks program and check the task’s properties.

Delete Tasks

When you delete tasks with schtasks.exe, the system first asks for a confirmation of the
deletion (unless you use the /f switch), then returns a success message. To delete tasks
with schtasks.exe, use the following syntax:

schtasks /delete /tn taskname [/s ServerName] [/£]

where:

/delete is the command and is required.

/tn taskname specifies the task (use /tn * to indicate all tasks).

Is ServerName specifies a remote computer as the target system (omit for local
computer).

/f forces deletion even if the task is currently running and also runs in quiet mode
(no confirmation required).

Caution | The [f parameter has a “take no prisoners” attitude, so use it judiciously.

If you use schtasks.exe with a task filename as the target, and you see an error message
telling you the data is invalid, the task file is corrupted. You can’t fix or recover a corrupted
task; you must delete the task and rebuild it.

___ | Disk Cleanup

Disk Cleanup is like a trash hauling service that gets rid of all the stuff that’s hanging
around that you don’t need and won’t ever use again. Unlike the junk in your house,
you can’t hold a lawn sale to entice other junk-collectors to buy your outdated,
unwanted computer files. Disk Cleanup works only on local drives, and only on one
drive at a time.
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Run Disk Cleanup

To run Disk Cleanup, use either of these methods:

B Choose Start | Run and enter cleanmgr, and then click OK.
B Choose Disk Cleanup from the System Tools submenu of the Accessories menu.

If you have multiple drives, you must first select the drive to clean up. The program
scans your drive to see how many, and which, files can be removed.

Decide What to Delete
After the analysis is complete (which could take a long time on a large drive, if you
haven’t used this program in a while), the Disk Cleanup dialog displays check marks
next to the categories of file types that can be safely deleted (see Figure 8-6).

You can select additional file categories, and deselect some of the categories that
were preselected for you, by adding or removing check marks. As you change the
settings, the total amount of disk space you'll regain is displayed. Select and deselect
categories; then click OK to clean up your drive. The system displays a confirmation
dialog; click Yes to confirm that you want to delete the selected files.
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