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SYBEX

To Our Valued Readers:

Thank you for looking to Sybex for your Microsoft certification exam prep needs. We at Sybex
are proud of the reputation we’ve established for providing certification candidates with the
practical knowledge and skills needed to succeed in the highly competitive IT marketplace.

With its release of Windows Server 2003, and the revised MCSA and MCSE tracks, Microsoft
has raised the bar for IT certifications yet again. The new programs better reflect the skill set
demanded of IT administrators in today’s marketplace and offers candidates a clearer struc-
ture for acquiring the skills necessary to advance their careers.

Sybex is proud to have helped thousands of Microsoft certification candidates prepare for
their exams over the years, and we are excited about the opportunity to continue to provide
computer and networking professionals with the skills they’ll need to succeed in the highly
competitive IT industry.

The authors and editors have worked hard to ensure that the Study Guide you hold in your
hand is comprehensive, in-depth, and pedagogically sound. We’re confident that this book
will exceed the demanding standards of the certification marketplace and help you, the
Microsoft certification candidate, succeed in your endeavors.

As always, your feedback is important to us. Please send comments, questions, or suggestions
to support@sybex.com. At Sybex, we’re continually striving to meet the needs of individuals

preparing for IT certification exams.

Good luck in pursuit of your Microsoft certification!

Neil Edde
Associate Publisher—Certification
Sybex, Inc.




Software License Agreement: Terms and Conditions

The media and/or any online materials accompanying
this book that are available now or in the future contain
programs and/or text files (the "Software") to be used in
connection with the book. SYBEX hereby grants to you
a license to use the Software, subject to the terms that
follow. Your purchase, acceptance, or use of the Soft-
ware will constitute your acceptance of such terms.
The Software compilation is the property of SYBEX
unless otherwise indicated and is protected by copyright
to SYBEX or other copyright owner(s) as indicated in
the media files (the "Owner(s)"). You are hereby
granted a single-user license to use the Software for your
personal, noncommercial use only. You may not repro-
duce, sell, distribute, publish, circulate, or commercially
exploit the Software, or any portion thereof, without the
written consent of SYBEX and the specific copyright
owner(s) of any component software included on this
media.

In the event that the Software or components include
specific license requirements or end-user agreements,
statements of condition, disclaimers, limitations or war-
ranties ("End-User License"), those End-User Licenses
supersede the terms and conditions herein as to that par-
ticular Software component. Your purchase, accep-
tance, or use of the Software will constitute your
acceptance of such End-User Licenses.

By purchase, use or acceptance of the Software you fur-
ther agree to comply with all export laws and regula-
tions of the United States as such laws and regulations
may exist from time to time.

Software Support

Components of the supplemental Software and any
offers associated with them may be supported by the
specific Owner(s) of that material, but they are not sup-
ported by SYBEX. Information regarding any available
support may be obtained from the Owner(s) using the
information provided in the appropriate read.me files or
listed elsewhere on the media.

Should the manufacturer(s) or other Owner(s) cease to
offer support or decline to honor any offer, SYBEX
bears no responsibility. This notice concerning support
for the Software is provided for your information only.
SYBEX is not the agent or principal of the Owner(s),
and SYBEX is in no way responsible for providing any
support for the Software, nor is it liable or responsible
for any support provided, or not provided, by the
Owner(s).

Warranty

SYBEX warrants the enclosed media to be free of phys-
ical defects for a period of ninety (90) days after pur-
chase. The Software is not available from SYBEX in any
other form or media than that enclosed herein or posted
to www . sybex. com. If you discover a defect in the

media during this warranty period, you may obtain a
replacement of identical format at no charge by sending
the defective media, postage prepaid, with proof of pur-
chase to:

SYBEX Inc.

Product Support Department
1151 Marina Village Parkway
Alameda, CA 94501

Web: http://www.sybex.com

After the 90-day period, you can obtain replacement
media of identical format by sending us the defective
disk, proof of purchase, and a check or money order for
$10, payable to SYBEX.

Disclaimer

SYBEX makes no warranty or representation, either
expressed or implied, with respect to the Software or its
contents, quality, performance, merchantability, or fit-
ness for a particular purpose. In no event will SYBEX,
its distributors, or dealers be liable to you or any other
party for direct, indirect, special, incidental, consequen-
tial, or other damages arising out of the use of or inabil-
ity to use the Software or its contents even if advised of
the possibility of such damage. In the event that the Soft-
ware includes an online update feature, SYBEX further
disclaims any obligation to provide this feature for any
specific duration other than the initial posting.

The exclusion of implied warranties is not permitted by
some states. Therefore, the above exclusion may not
apply to you. This warranty provides you with specific
legal rights; there may be other rights that you may have
that vary from state to state. The pricing of the book
with the Software by SYBEX reflects the allocation of
risk and limitations on liability contained in this agree-
ment of Terms and Conditions.

Shareware Distribution

This Software may contain various programs that are
distributed as shareware. Copyright laws apply to both
shareware and ordinary commercial software, and the
copyright Owner(s) retains all rights. If you try a share-
ware program and continue using it, you are expected to
register it. Individual programs differ on details of trial
periods, registration, and payment. Please observe the
requirements stated in appropriate files.

Copy Protection

The Software in whole or in part may or may not be
copy-protected or encrypted. However, in all cases,
reselling or redistributing these files without authoriza-
tion is expressly forbidden except as specifically pro-
vided for by the Owner(s) therein.
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Introduction

The Microsoft Certified Systems Associate (MCSA) and Microsoft Certified Systems Engineer
(MCSE) tracks for Windows Server 2003 are the premier certification for computer industry
professionals. Covering the core technologies around which Microsoft’s future will be built, the
MCSE program is a powerful credential for career advancement.

This book has been developed to give you the critical skills and knowledge that you need to
prepare for one of the elective requirements of the MCSE certification program: Implementing
and Administering Security in a Microsoft Windows Server 2003 Network (Exam 70-299).

As security becomes more and more important in today’s network infrastructure, your abil-
ities to design and implement security using Microsoft’s operating systems grow in importance
as well. In the future, it may very well be that significant career advancement will be tethered
to how well you understand security issues.

The Microsoft Certified Professional Program

Since the inception of its certification program, Microsoft has certified almost 1.5 million peo-
ple. As the computer network industry grows in both size and complexity, this number is sure
to grow—and the need for proven ability will also increase. Companies rely on certifications to
verify the skills of prospective employees and contractors.

Microsoft has developed its Microsoft Certified Professional (MCP) program to give you cre-
dentials that verify your ability to work with Microsoft products effectively and professionally.
Obtaining your MCP certification requires that you pass any one Microsoft certification exam.
Several levels of certification are available based on specific suites of exams. Depending on your
areas of interest or experience, you can obtain any of the following MCP credentials:

Microsoft Certified Desktop Support Technician (MCDST) Microsoft’s newest certification
track, MCDST, is aimed at an entry-level audience looking to start their IT career by troubleshoot-
ing and maintaining client desktops. Students need to take two exams to obtain this certification.

Microsoft Certified System Administrator (MCSA) on Windows Server 2003 The MCSA
certification targets system and network administrators with roughly 6 to 12 months of desktop
and network administration experience. You must take and pass a total of four exams to obtain
your MCSA: three core exams and one elective exam.

)’ If you are already certified as an MCSA on Windows 2000 and want to earn the
A&TE MCSA on Windows Server 2003, you should refer to the Microsoft website
(www.microsoft.com/Tearning/mcp/mcsa/windows2003/upgrade.asp) for
upgrade exam information.

Microsoft Certified Systems Engineer (MCSE) on Windows Server 2003 The MCSE certifi-
cation track is designed for network and systems administrators, network and systems analysts,
and technical consultants who work with Microsoft Windows 2000 Professional, Windows XP
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Professional, Windows 2000 Server, and Windows Server 2003. You must take and pass seven
exams to obtain your MCSE: five core exams, one design exam, and one elective exam.

) If you are already certified as an MCSE on Windows 2000 and want to earn the
TE MCSE on Windows Server 2003, you should refer to the Microsoft website
(www.microsoft.com/Tearning/mcp/mcse/windows2003/upgrade.asp) for
upgrade exam information.

Microsoft Certified Application Developer (MCAD) The MCAD certification track is designed
for application developers and technical consultants who primarily use Microsoft development

tools. Currently, you can take exams on Visual Basic .NET or Visual C# .NET. You must take and
pass three exams to obtain your MCAD: two core exams and one elective exam.

Microsoft Certified Solution Developer (MCSD) for Microsoft NET The MCSD certifi-
cation track is designed for software engineers and developers and technical consultants
who primarily use Microsoft development tools. Currently, you can take exams on Visual
Basic .NET and Visual C# .NET. You must take and pass five exams to obtain your MCSD:
four core exams and one elective exam.

Microsoft Certified Database Administrator (MCDBA) on SQL Server 2000 The MCDBA
certification track is designed for database administrators, developers, and analysts who work
with Microsoft SQL Server. As of this printing, you can take exams on either SQL Server 7 or
SQL Server 2000, and on either Windows 2000 Server or Windows Server 2003. You must take
and pass four exams to achieve MCDBA status: three core exams and one elective exam.

Microsoft Certified Trainer (MCT) The MCT certification track is designed for any IT pro-
fessional who develops and teaches Microsoft-approved courses. To become an MCT, you must
first obtain your MCSE, MCSD, or MCDBA. Then you must take a class at one of the Certified
Technical Training Centers. You will also be required to prove your instructional ability. You
can do this in various ways: by taking a skills-building or train-the-trainer class, by achieving
certification as a trainer from any of several vendors, or by becoming a Certified Technical
Trainer through CompTIA. Last of all, you need to complete an MCT application.

How Do You Become an MCSA or MCSE on Windows Server 2003?

Attaining any MCP certification has always been a challenge. In the past, students have been
able to acquire detailed exam information—even most of the exam questions—from online
“brain dumps” and third-party “cram” books or software products. For the new Microsoft
exams, this is simply not the case.

Microsoft has taken strong steps to protect the security and integrity of the MCSA and
MCSE tracks. Now, prospective students must complete a course of study that develops
detailed knowledge about a wide range of topics. It supplies them with the true skills needed,
derived from working with Windows 2000, Windows XP, Windows Server 2003, and related
software products.



Introduction xxiii

The Windows Server 2003 MCSA and MCSE programs are heavily weighted toward hands-
on skills and experience. Microsoft has stated that “nearly half of the core required exams’ con-
tent demands that the candidate have troubleshooting skills acquired through hands-on expe-
rience and working knowledge.”

Fortunately, if you are willing to dedicate the time and effort to learn Windows 2000, Win-
dows XP, and Windows Server 2003, you can prepare yourself well for the exams by using the
proper tools. By working through this book, you can successfully meet the exam requirements
to pass the Windows Server 2003 Network Security Administration exam.

This book is part of a complete series of MCSE Study Guides, published by Sybex, which
together cover the core MCSE as well as numerous elective exams. Check out www. sybex . com
for information on all our MCSA and MCSE titles.

MCSA Exam Requirements

Candidates for MCSA certification on Windows Server 2003 must pass four exams, including
one client operating system exam, two networking system exams, and one elective.

MCSE Exam Requirements

Candidates for MCSE certification on Windows Server 2003 must pass seven exams, includ-
ing four networking system exams, one client operating system exam, one design exam, and
one elective.

)’ For a more detailed description of the Microsoft certification programs,
A&TE including a list of current and future MCSA and MCSE electives, check
Microsoft’'s website at www.microsoft.com/learning. Additional examsin the
electives area will be added by Microsoft in the future as new and upgraded
products are released.

The Windows Server 2003 Network Administration Exam

The Implementing and Administering Security in a Microsoft Windows Server 2003 Network
exam covers concepts and skills related to installing, configuring, and managing security in a
Windows Server 2003 environment. It emphasizes the following:

*  Understanding concepts related to baseline security

*  Implementing and staying current on service packs and hotfixes from Microsoft
=  Troubleshooting secure communication channels

=  Working with remote authentication and remote access security

= Implementing and managing a PKI and EFS infrastructure

Although you won’t see it in the exam objectives, this exam is heavily weighted toward using
Group Policies to implement many of these concepts. A good understanding of Group Policies
from your Windows Server 2003 training will go a long way toward helping you pass this exam.
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) Microsoft provides exam objectives to give you a general overview of possible
TE areas of coverage on the exams. For your convenience, this Study Guide includes
objective listings at the beginning of each chapter in which specific Microsoft
exam objectives are discussed. Keep in mind, however, that exam objectives are
subject to change at any time without prior notice and at Microsoft’s sole discre-
tion. Please visit Microsoft's website (www.microsoft.com/learning) for the most
current listing of exam objectives.

Types of Exam Questions

In an effort to both refine the testing process and protect the quality of its certifications,
Microsoft has focused its Windows 2000, Windows XP, and Windows Server 2003 exams on
real experience and hands-on proficiency. There is a greater emphasis on your past working
environments and responsibilities and less emphasis on how well you can memorize. In fact,
Microsoft says an MCSE candidate should have at least one year of hands-on experience.

) Microsoft will accomplish its goal of protecting the exams’ integrity by
TE regularly adding and removing exam questions, limiting the number of
questions that any individual sees in a beta exam, limiting the number
of questions delivered to an individual by using adaptive testing, and add-
ing new exam elements.

Exam questions may be in a variety of formats. Depending on which exam you take, you’ll
see multiple-choice questions, as well as select-and-place and prioritize-a-list questions. Simu-
lations and case study-based formats are included as well. You may also find yourself taking
what’s called an adaptive format exam. Let’s take a look at the types of exam questions and
examine the adaptive testing technique, so you’ll be prepared for all the possibilities.

< Starting with the release of Windows Server 2003 exams, Microsoft is provid-
P ing a detailed score breakdown. The numerical score is broken down by objec-
tive section.

OTE www.microsoft.com/Tearning/mcpexams/policies/innovations.asp.

%’ For more information on the various exam question types, go to

Multiple-Choice Questions

Multiple-choice questions come in two main forms: One is a straightforward question followed
by several possible answers, of which one or more is correct. The other type of multiple-choice
question is more complex and is based on a specific scenario. The scenario may focus on several
areas or objectives.



Introduction XXV

Select-and-Place Questions

Select-and-place exam questions involve graphical elements that you must manipulate to suc-
cessfully answer the question. For example, you might see a diagram of a computer network, as
shown in the following graphic taken from the select-and-place demo downloaded from
Microsoft’s website.

Time Remaining: 28:48 ¥

You are creating a new client’server network. ¥You want to install both the client computers and the servers to
maximize the performance of each computer.

Which role should you choose for each computer on the network?

£ Quick Drop
To answ
| Flace hare Place here
File server Computerl: Cornputers:
Windows 95 Windows NT Server
i Fentium 120 Pentium 120
plication
Apseml 32-MB RAM 128-M B RAM
Frint server
Client
computer (Computerd:

Drual Pentium Pro 200
4-MB RAM

S

Flace here Flace here

Click on Next [or My

A typical diagram shows computers and other components next to boxes that contain the
text “Place here.” The labels for the boxes represent various computer roles on a network such
as a print server and a file server. Based on information given for each computer, you are asked
to select each label and place it in the correct box. You need to place all the labels correctly. No
credit is given for the question if you correctly label only some of the boxes.

In another select-and-place question, you might be asked to put a series of steps in order by
dragging items from boxes on the left to boxes on the right and placing them in the correct
order. One other type of select-and-place question requires that you drag an item from the left
and place it under an item in a column on the right.

Simulations

Simulations are the kinds of questions that most closely represent actual situations and test the
skills that you use while working with Microsoft software interfaces. These exam questions
include a mock interface on which you are asked to perform certain actions according to a given
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scenario. The simulated interfaces look nearly identical to what you see in the actual product,
as shown in this example:

™ Mark Current Time: 2:55:32 PM

Lrbior Shoes

(Al Unassigned)

Click Next [or More] to conlinue.

Because of the number of possible errors that can be made on simulations, be sure to consider
the following recommendations from Microsoft:

= Do not change any simulation settings that don’t pertain to the solution directly.
*  When related information has not been provided, assume that the default settings are used.
= Make sure that your entries are spelled correctly.

= Close all the simulation application windows after completing the set of tasks in the
simulation.

The best way to prepare for simulation questions is to spend time working with the graphical
interface of the product on which you will be tested.

Case Study-Based Questions

Case study—based questions first appeared in the MCSD program. These questions present a
scenario with a range of requirements. Based on the information provided, you answer a series
of multiple-choice and select-and-place questions. The interface for case study—based questions
has a number of tabs, each of which contains information about the scenario.
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At present, this type of question appears only in most of the Design exams.
P
) Microsoft will regularly add and remove questions from the exams. This is
TE called item seeding. It is part of the effort to make it more difficult for indi-

viduals to merely memorize exam questions that were passed along by pre-
vious test-takers.

Exam Question Development

Microsoft follows an exam-development process consisting of eight mandatory phases. The
process takes an average of seven months and involves more than 150 specific steps. MCP
exam development consists of the following phases:

Phase 1: Job Analysis Phase 1 is an analysis of all the tasks that make up a specific job func-
tion, based on tasks performed by people who are currently performing that job function. This
phase also identifies the knowledge, skills, and abilities that relate specifically to the perfor-
mance area being certified.

Phase 2: Objective Domain Definition The results of the job analysis phase provide the
framework used to develop objectives. Development of objectives involves translating the job-
function tasks into a comprehensive package of specific and measurable knowledge, skills, and
abilities. The resulting list of objectives—the objective domain—is the basis for the develop-
ment of both the certification exams and the training materials.

Phase 3: Blueprint Survey The final objective domain is transformed into a blueprint survey
in which contributors are asked to rate each objective. These contributors may be MCP candi-
dates, appropriately skilled exam-development volunteers, or Microsoft employees. Based on
the contributors’ input, the objectives are prioritized and weighted. The actual exam items are
written according to the prioritized objectives. Contributors are queried about how they spend
their time on the job. If a contributor doesn’t spend an adequate amount of time actually per-
forming the specified job function, their data is eliminated from the analysis. The blueprint sur-
vey phase helps determine which objectives to measure, as well as the appropriate number
and types of items to include on the exam.

Phase 4: Item Development A pool of items is developed to measure the blueprinted objec-
tive domain. The number and types of items to be written are based on the results of the blue-
print survey.
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Phase 5: Alpha Review and Item Revision During this phase, a panel of technical and job-

function experts reviews each item for technical accuracy. The panel then answers each item and
reaches a consensus on all technical issues. Once the items have been verified as being techni-
cally accurate, they are edited to ensure that they are expressed in the clearest language possible.

Phase 6: Beta Exam The reviewed and edited items are collected into beta exams. Based on
the responses of all beta participants, Microsoft performs a statistical analysis to verify the
validity of the exam items and to determine which items will be used in the certification exam.
Once the analysis has been completed, the items are distributed into multiple parallel forms, or
versions, of the final certification exam.

Phase 7: Item Selection and Cut-Score Setting The results of the beta exams are analyzed
to determine which items will be included in the certification exam. This determination is
based on many factors, including item difficulty and relevance. During this phase, a panel of
job-function experts determines the cut score (minimum passing score) for the exams. The
cut score differs from exam to exam because it is based on an item-by-item determination of
the percentage of candidates who answered the item correctly and who would be expected
to answer the item correctly.

Phase 8: Live Exam In the final phase, the exams are given to candidates. MCP exams are
administered by Prometric and Virtual University Enterprises (VUE).

Tips for Taking the Windows Server 2003 Security
Administration Exam

Here are some general tips for achieving success on your certification exam:

= Arrive early at the exam center so that you can relax and review your study materials. Dur-
ing this final review, you can look over tables and lists of exam-related information.

= Read the questions carefully. Don’t be tempted to jump to an early conclusion. Make sure
that you know exactly what the question is asking.

= Answer all questions. Remember that the adaptive format does 7ot allow you to return to
a question. Be very careful before entering your answer. Because your exam may be short-
ened by correct answers (and lengthened by incorrect answers), there is no advantage to
rushing through questions.

= Onsimulations, do not change settings that are not directly related to the question. Also,
you can assume default settings if the question does not specify or imply which settings
are used.

=  For questions that you’re not sure about, use a process of elimination to get rid of the obvi-
ously incorrect answers first. This improves your odds of selecting the correct answer when
you need to make an educated guess.
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Exam Registration

You can take the Microsoft exams at any of more than 1000 Authorized Prometric Testing Cen-
ters (APTCs) and VUE Testing Centers around the world. For the location of a testing center
near you, call Prometric at 800-755-EXAM (755-3926) or call VUE at 888-837-8616. Outside
the United States and Canada, contact your local Prometric or VUE registration center.

Find out the number of the exam that you want to take and then register with the Prometric
or VUE registration center nearest you. At this point, you will be asked for advance payment for
the exam. The exams are $125 each, and you must take them within one year of payment. You
can schedule exams up to six weeks in advance or as late as one working day prior to the date
of the exam. You can cancel or reschedule your exam if you contact the center at least two
working days prior to the exam. Same-day registration is available in some locations, subject to
space availability. If same-day registration is available, you must register a minimum of two
hours before test time.

You can also register for your exams online at www.prometric.com or
% WWW . VUe . Com.

When you schedule the exam, you will be provided with instructions regarding appointment
and cancellation procedures, ID requirements, and information about the testing center loca-
tion. In addition, you will receive a registration and payment confirmation letter from Prometric
or VUE.

Microsoft requires certification candidates to accept the terms of a Non-Disclosure Agree-
ment before taking certification exams.

Is This Book for You?

If you want to acquire a solid foundation in administering security for a Windows Server 2003
network, and your goal is to prepare for the exam by learning how to use and manage this oper-
ating system, this book is for you. You’ll find clear explanations of the fundamental concepts
that you need to grasp and plenty of help to achieve the high level of professional competency
that you need to succeed in your chosen field.

If you want to become certified as an MCSE or MCSA, this book is definitely for you. How-
ever, if you just want to attempt to pass the exam without really understanding how to admin-
ister security for a Windows Server 2003 network, this Study Guide is not for you. It is written
for people who want to acquire hands-on skills and in-depth knowledge of this topic.

How to Use This Book

What makes a Sybex Study Guide the book of choice for more than 100,000 MCSEs? We took
into account not only what you need to know to pass the exam, but what you need to know to
take what you’ve learned and apply it in the real world. Each book contains the following:

Objective-by-objective coverage of the topics that you need to know Each chapter lists the
objectives covered in that chapter, followed by detailed discussions of each objective.
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Assessment Test Directly following this introduction is an Assessment Test that you should

take. It is designed to help you determine how much you already know. Each question is tied to
a topic discussed in the book. Using the results of the Assessment Test, you can figure out the areas
where you need to focus your study. Of course, we do recommend that you read the entire book.

Exam Essentials To highlight what you learn, you’ll find a list of Exam Essentials at the end
of each chapter. The Exam Essentials section briefly highlights the topics that need your par-
ticular attention as you prepare for the exam.

Glossary Throughout each chapter, you will be introduced to important terms and concepts
that you will need to know for the exam. These terms appear in italic within the chapters. At
the end of the book, a detailed Glossary gives definitions for these terms, as well as for other
general terms that you should know.

Review questions, complete with detailed explanations Each chapter is followed by a set of
review questions that test what you learned in the chapter. The questions are written with the
exam in mind, meaning that they are designed to have the same look and feel as what you’ll see
on the exam. Question types are just like the exam, including multiple choice.

Hands-on exercises In each chapter, you’ll find exercises designed to give you the important
hands-on experience that is critical for your exam preparation. The exercises support the topics
of the chapter, and they walk you through the steps necessary to perform a particular function.

Real World Scenarios Because reading a book isn’t enough for you to learn how to apply
these topics in your everyday duties, we have provided Real World Scenarios in special sidebars.
These explain when and why a particular solution would make sense, in a working environment
that you’d actually encounter.

) The topics covered in this Study Guide map directly to Microsoft’s official exam
TE objectives. Each exam objective is covered completely.

This book provides a solid foundation for the serious effort of preparing for the exam. To
best benefit from this book, you might want to use the following study method:

1. Take the Assessment Test to identify your weak areas.
2. Study each chapter carefully. Do your best to fully understand the information.

3. Complete all the hands-on exercises in the chapter, referring to the text as necessary so that
you understand each step.

4. Read over the Real World Scenarios sidebars in the chapters to improve your understand-
ing of how to use what you learn in this book.

5. Study the Exam Essentials at the end of each chapter to make sure you are familiar with the
areas that you need to focus on.
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6. Answer the review questions at the end of each chapter. If you prefer to answer the ques-
tions in a timed and graded format, install the test engine from the book’s CD and answer
the chapter questions there instead of in the book.

7. Take note of the questions that you did not understand and study the corresponding
sections of the book again.

Go back over the Exam Essentials.

Go through the Study Guide’s other training resources, which are included on the book’s
CD. These include electronic flashcards, the electronic versions of the chapter review ques-
tions and of the Assessment Test, and the two bonus exams.

To learn all the material covered in this book, you will need to study regularly and with dis-
cipline. Try to set aside the same time every day to study and select a comfortable and quiet
place in which to do it. If you work hard, you will be surprised at how quickly you learn this
material. Good luck!

What's on the CD?

With this new book in our best-selling MCSA and MCSE Study Guide series, we are including
an array of training resources. The CD includes bonus exams and flashcards to help you study
for the exam. We have also included the complete contents of the Study Guide in electronic
form. The CD’s resources are described in the following subsections.

The Sybex Ebook for Windows Server 2003 Network Security Administration

Many people like the convenience of being able to carry their whole Study Guide on a CD. They
also like being able to search the text via computer to find specific information quickly and eas-
ily. For these reasons, the entire contents of this Study Guide are supplied in PDF on the CD.
We’ve also included Adobe Acrobat Reader, which provides the interface for the PDF contents
as well as the search capabilities.

The Sybex Test Engine

These are a collection of multiple-choice questions that will help you prepare for your exam.
There are three sets of questions:

=  Two bonus exams designed to simulate the actual live exam
= All the questions from the Study Guide, presented in a test engine for your review

= The Assessment Test
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Here is a sample screen from the Sybex MCSE test engine:

Chapter Test: Chapter 1

l [ mark Time Laft: 1 hr 18 min(s) Question: & of 20

You want to enforce a minimum password length of eight characters. You create a new Group Policy object,
open the Account Polices node, and select the Minimum Password Length setting. What should you do after
double-clicking this setting? (Choose all that apply.)

D A.  Click the Reset All Passwords To This Length check box.

I:l B. Click the Define This Policy Setting In This Template cheek box.
¥ 3 P

I:I C.  Clear the Define This Policy Setting In This Template check box.
¥ g |

O D, Clear the Reset All Passwords To This Length check box.

[J E. Select 8 as the number of characters for the minimum password length,

Your Answer:

'@ G Grenrmmn) Crnzr O @ @)

Sybex Flashcards for PCs and Handheld Devices

The “flashcard” style of question is an effective way to quickly and efficiently test your under-
standing of the fundamental concepts covered in the exam. The Sybex Flashcards set consists of
approximately 150 questions presented in a special engine developed specifically for this Study
Guide series. Here’s what the Sybex Flashcards interface looks like:

MAIN MENU OPTIONS

MCSNMCS Windows® Server 2003 Network
Security Administration Study Guide

Flashcards
P B
e The wireless netwotl standard used with certificates to provide the highest
© | level of secure authentication is
w
s
o
e vy
o ( 0
B
2
I
[
=
.5 J/

=) Ll Answer ] > ) (>> ) 0
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Contacts and Resources

To find out more about Microsoft Education and Certification materials and programs, to reg-
ister with Prometric or VUE, or to obtain other useful certification information and additional
study resources, check the following resources:

Microsoft Training and Certification Home Page
www.microsoft.com/Tearning

This website provides information about the MCP program and exams. You can also order
the latest Microsoft Roadmap to Education and Certification.

Microsoft TechNet Technical Information Network
www.microsoft.com/technet
800-344-2121

Use this website or phone number to contact support professionals and system administrators.
Outside the United States and Canada, contact your local Microsoft subsidiary for information.

Prometric
www. prometric.com
800-755-3936

Contact Prometric to register to take an MCP exam at any of more than 800 Prometric
Testing Centers around the world.

Virtual University Enterprises (VUE)
www . vue . com
888-837-8616

Contact the VUE registration center to register to take an MCP exam at one of the VUE
Testing Centers.

MCP Magazine Online
www . mcpmag . com

Microsoft Certified Professional Magazine is a well-respected publication that focuses on
Windows certification. This site hosts chats and discussion forums and tracks news related
to the MCSE program. Some of the services cost a fee, but they are well worth it.

Windows & .NET Magazine
www . windows2000mag. com

You can subscribe to this magazine or read free articles at the website. The study resource
provides general information on Windows 2000, Windows XP, and Windows Server 2003.

Cramsession on Brainbuzz.com
cramsession.brainbuzz.com

Cramsession is an online community focusing on all IT certification programs. In addition
to discussion boards and job locators, you can download one of several free cram sessions,
which are nice supplements to any study approach that you take.
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1. A
A

sessment Test

security template is

. A method of applying security settings to a Group Policy

B. A way to discover the current security settings

C
D

2. A

A.
B.
C.
D.

3. A

A.
B.
C.
D.

. A set of guidelines published by Microsoft for securing a server

. A physical layout of the server room’s security system

Group Policy contains which of the two following configuration settings?
Network
System
User

Computer

limitation of L2TP/IPSec is

It is unable to traverse NAT implementations.

It isn’t as secure as PPTP.
It works only with Windows XP Professional clients.

It requires that Active Directory be in native mode.

4. Which of the following are EFS features in Windows XP Professional? (Choose all that apply.)

A

B.
C.
D.

. Sharing EFS files with multiple users
Encrypting offline files
Using web folders for encrypted files

Encryption without an enterprise certificate authority

5. Which of the following terms describes the process of tracking noteworthy events on your network?

A.
B.
C.
D.

Process tracking
Auditing
Resource recovery

Countermeasure

6. Which of the following is a popular Microsoft tool designed to secure an Internet Information
Services (IIS) 5 website? (Choose all that apply.)

A

. URLScan

B. IIS Lockdown

Cc
D

. Security Toolbox

. Snort
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When you have confidence that a message could only have been sent by the person claiming to
be the sender, you have

A. Nonrepudiation

B. Integrity

C. Confidentiality

D. Anti-replay

Your co-worker states that he is still able to successfully use a certificate that was revoked
yesterday. What is the most likely reason?

A. A new CRL with the information for his certificate has not been published yet.

B. The CRL distribution point (CDP) is offline.

C. The revocation must still be in the pending requests folder on the CA.

D. The CA’s chain must be broken.

When you have confidence that a message has not been altered in transit, you have

. Nonrepudiation

A

B. Integrity
C. Confidentiality
D

. Anti-replay

The Microsoft server software used with 802.1x to authenticate wireless users to your Active
Directory is called

A. Kerberos Server

B. Key Distribution Center (KDC)

C. RADIUS Server

D. Internet Authentication Server (IAS)

Which of the following operating systems support Kerberos v5? (Choose all that apply.)

A. Windows 9x

B. Windows 9x with the Directory Services client

C. Windows NT 4 Workstation

D. Windows 2000 Professional

The graphical tool used to determine which service packs and hotfixes are missing from a
Windows Server 2003 computer is called

A. HFNetChk

B. EventComb
C. MBSA
D

. Server Monitor
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13. The method of incorporating service pack updates into the base set of installation files is called

Service pack installation
Hotfix installation

Windows updates

O o6 w>

Slipstreaming

14. The method of ensuring that the latest service packs and hotfixes are automatically updated on
all your Windows Server 2003 computers is called

A. Service pack installation
B. Hotfix installation

C. Slipstreaming

D. Software Update Services

15. The process of inserting a digital signature into each packet is called
A. Slipstreaming
B. Digital signing
C. SMB signing
D. Encryption

16. When a person sends a message as if they are another person, this process is called

A. Eavesdropping
B. Impersonation
C. Nonrepudiation
D. Confidentiality

17. Another term for the network name in wireless networks is
A. Security set identifier (SSID)
B. Wired Equivalent Privacy (WEP)
C. Wireless access point (WAP)

D. Beacon

18. Which of the following authentication methods can Windows 2000 Professional clients use?
(Choose all that apply.)

A. CHAP

B. MS-CHAP
C. MS-CHAPv2
D. EAP
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20.
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When the computer portion of a Group Policy is applied last, this process is called

o6 wp>

Reverse Policy Assignment
Loopback
Missing Policy Assignment

Impersonation

Before data can be securely exchanged between two computers, what must be accomplished?

A.
B.
C.
D.

Negotiation of a common dialect
Negotiation of a session key
Negotiation of the window size

Negotiation of a security association

A limitation of PPTP is

A.
B.
C.
D.

When an encrypted packet is sent to an endpoint, it is said to be in
A.
B.
C.
D.

It is Microsoft-specific.
It isn’t as secure as L2TP/IPSec.
It works only with Windows XP Professional clients.

It requires server and client certificates.

Tunnel mode
Transport mode
Mixed mode

Native mode

Which two of the following are methods to test an IPSec policy assignment?

mmo o wp

Net View

PING

Telnet

IPSec Monitor
Network Monitor
MBSA
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24.

25.

26.

27.

28.

29.

A warning message in the System Log indicates that

A. An event of no importance has occurred. You can safely ignore the message.
B. An event of importance has occurred. You should investigate.

C. A serious catastrophe has occurred. You should shut down the servers and plan on
being fired.

D. Without knowing a warning message’s contents, you cannot discern if it is important
or not.

Secure Sockets Layer (SSL) can be used with which of the following technologies? (Choose all
that apply.)

A. SMTP
B. HTTP
C. FIP

D. IMAP4

A certificate contains which of the following pieces of information? (Choose all that apply.)
A. Expiration date

B. Issuing certificate authority name

C. Length of the key

D. CRL publication interval

If you want to audit access to objects that exist in the configuration partition, you should enable

Directory Services auditing
Object Access auditing

Process auditing

O o6 wp

Logon auditing

To view the packets that have passed between two computers, which of the following tools
should you use?

A. Systems Management Server

B. Microsoft Security Baseline Analyzer

C. Network Monitor

D. IPSec Monitor

To summarize a group of Application Logs across multiple Windows Server 2003-based
computers, which of the following tools should you use?

A. MSBA

B. Network Monitor
C. IPSec Monitor
D

. EventComb
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The physical address of a network device is referred to as its address.

A.
B.
C.
D.

Media access control (MAC)
Security set identifier (SSID)
Host name

NetBIOS name

Which of the following are user certificate types? (Choose all that apply.)

A.
B.
C.
D.

EFS
S/MIME
Computer
IPSEC

Wired equivalent privacy (WEP) can be broken using new technologies and is being replaced by

O o6 w>

Pre-Shared Key mode (PSK)

Wi-Fi protected access (WPA)

Media access control (MAC) filtering
Security set identifier (SSID) beaconing

You need to deploy 802.1x authentication for your wireless network. Which of the following
are required to support 802.1x authentication? (Choose all that apply.)

A.
B.
C.
D.

Windows XP Professional clients
Active Directory
RADIUS

802.11g wireless access points

Public key cryptography uses which kind of keys?

A.
B.
C.
D.

Symmetric keys
Asymmetric keys
Shared secret keys

Pairs of shared secret keys

A wireless access point (WAP) that is deployed on your network by unauthorized personnel is
often called a

A.

User deployed WLAN (wireless local area network)

B. Wi-Fi protected access (WPA) point
C.
D. Rogue WAP

User supported WAP
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A. You can think of a template as having predetermined settings that can be applied to multiple
objects, either at the same time or at different times. You can use a template to build a Group Policy.
Only answer A matches the purpose and use of a template. For more information, see Chapter 1.

C, D. When you take a long step back from Windows Server 2003 you’ll find that there are
really two parts to a GPO: one for the computer and the other for the user. For more informa-
tion, see Chapter 1.

A. L2TP is unable to work through NAT. For more information, see Chapter 8.

A, B, C. Windows XP Professional offers some improvements on EFS from Windows 2000
Professional, including sharing EFS-encrypted files, encrypting offline files cached on a lap-
top, using web folders for storing encrypted files, using 3DES, and the ability to reset pass-
words without breaking EFS by using a special reset disk. For more information, see
Chapter 10.

B. Auditing is the process by which you define the kinds of events that you want to display in
the Security Log. Process tracking is one type of event that can be audited. For more information,
see Chapter 11.

A, B. You use the IIS Lockdown tool to configure IIS to work with only some types of requests
based on the type of website that you want to lock down. This tool is rather useful and is popular
too. URLScan runs as part of IIS Lockdown. For more information, see Chapter 2.

A. Nonrepudiation describes the assurance that the person who claims they sent the message is
the same person who actually sent the message. Although similar, the terms in the other answers
really have different foci. For more information, see Chapter 9.

A. TIf the CRL does not list his certificate as being revoked, the certificate is assumed to be good.
The next time the CRL is published, the certificate will be on it, and it will no longer work. For
more information, see Chapter 9.

B. Unlike nonrepudiation, which assures that the sender really sent the message, integrity
assures that the message itself has not been altered in transit. It is important to have integrity so
that you know that the message received was the same as the message sent. For more informa-
tion, see Chapter 9.

D. IAS works with your wireless users to ensure that they can be authenticated to Active Direc-
tory. Although your server may use Kerberos as the authentication protocol, the point that wire-
less users interact with is the IAS. For more information, see Chapter 2.

D. Only Windows 2000 and later support Kerberos authentication. For more information, see
Chapter 7.

C. Microsoft Baseline Security Analyzer is the graphical equivalent to HFNetChk. MBSA does
more than just identify computer missing service packs and hotfixes. MBSA also scans comput-
ers for known vulnerabilities. For more information, see Chapter 3.
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D. None of the other answers deal with service pack file incorporation into the source install
files. Slipstreaming is a method for ensuring that the latest version of each file is installed the first
time, and it eliminates the need to install a service pack after the initial operating system instal-
lation. For more information, see Chapter 3.

D. This free software—Software Update Services (SUS)—is designed to ensure that your servers
and workstations are kept up-to-date with the latest hotfix installations. Employing this tool
helps you close known vulnerabilities quickly. For more information, see Chapter 3.

C. Although digital signatures can sign an entire message as a single package, SMB signing
signs each packet while it is in transit between two points. This type of signature gives added
security and assures nonrepudiation. For more information, see Chapter 4.

B. Impersonation is the process of acting and looking like another person on the network.
Successful impersonation damages nonrepudiation. For more information, see Chapter 9.

A. The SSID is used by wireless access points to identify different wireless networks. For more
information, see Chapter 5.

A, B, C,D. Windows 2000 Professional supports all of these authentication methods. For
more information, see Chapter 7.

B. Loopback is the process of ensuring that the computer portion of a GPO that would not have
been assigned based on the user’s logged-in security context is still assigned. This usually hap-
pens in the context of having multiple GPOs assigned or inherited by a given object in the folder.
For more information, see Chapter 1.

D. A security association (SA) is the term used to describe the process of two computers nego-
tiating all the aspects of security so that they can talk to each other. The other three answers are
all part of the SA negotiations. For more information, see Chapter 4.

B. L2TP is more secure than PPTP. For more information, see Chapter 8.

A. You’ll see these two terms—tunnel mode and transport mode—on the exam. Just remember
that in tunnel mode the packet is encrypted all the way to its final destination endpoint. In trans-
port mode, this is not the case. For more information, see Chapter 4.

B, D. How do you know that an IPSec policy assignment is really working? You can use either
PING (Packet Internet Groper) or IPSec Monitor. For more information, see Chapter 4.

B. Check event logs every day. Warning messages can be especially problematic if they are dif-
ficult to troubleshoot. Although you can skim past the blue information icons, be sure to stop
and read the warning and error messages. For more information, see Chapter 11.

A, B, D. SSL can be used with SMTP, HTTP, and IMAP4 to secure these protocols. For more
information, see Chapter 6.

A, B, C. Certificates do not list the CRL publication interval because it can be changed on the
CA well after certificates have been issued. For more information, see Chapter 9.

A. Directory Services auditing audits events related to objects in Active Directory. Object
Access auditing can refer to objects outside AD such as a printer. For more information, see
Chapter 11.
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C. Network Monitor is Microsoft’s sniffer. It can capture packets that flow on the network line
for later analysis. For more information, see Chapter 11.

D. EventComb is the tool used to coalesce multiple log entries. For more information, see
Chapter 11.

A. The MAC address of network devices is a combination of a manufacturer identifier and a
manufacturer-assigned address that is supposed to be unique among all other network devices.
For more information, see Chapter 5.

A, B. EFS and S/MIME are user certificate templates and are stored in the user profile. For
more information, see Chapter 10.

B. WPA is considered a replacement for WEP. WPA provides encryption for wireless networks
that is not susceptible to the same attacks as WEP. For more information, see Chapter 5.

A, B, C. 802.1x authentication requires Windows XP Professional client operating systems, a
Windows Active Directory domain, a certificate authority to issue certificates, a RADIUS server,
and remote access policies. For more information, see Chapter 5.

A. Public/private keys use asymmetric keys. When one key is used to encrypt, the other key is
used to decrypt. For example, if you send an e-mail to somebody encrypted with their public key,
they use their private key (the matching one of the pair) to decrypt the e-mail. For more infor-
mation, see Chapter 6.

D. Unauthorized wireless access points are often called rogue access points. These devices can
cause considerable problems with existing wireless networks and are considered security risks.
For more information, see Chapter 5.
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THE MICROSOFT EXAM OBJECTIVES
COVERED IN THIS CHAPTER:

v" Plan security templates based on computer role.
Computer roles include SQL Server computer, Microsoft
Exchange Server computer, domain controller, Internet
Authentication Service (IAS) server, and Internet
Information Services (lIS) server.

v' Configure security templates.

Configure registry and file system permissions.
Configure account policies.

Configure .pol files.

Configure audit policies.

Configure user rights assignment.

Configure security options.

Configure system services.

Configure restricted groups.

Configure event logs.
v" Deploy security templates.

Plan the deployment of security templates.

Deploy security templates by using Active Directory—
based Group Policy Objects (GPOs).

Deploy security templates by using command-line tools
and scripting.




v" Troubleshoot security template problems.

Troubleshoot security templates in a mixed operating
system environment.

Troubleshoot security policy inheritance.

Troubleshoot removal of security template settings.




Windows Server 2003 provides a rich set of security features that
enable administrators to secure information and activity on their
Windows Server 2003-based networks. Through the use of
Group Policy Objects (GPOs), you can push configurations out to each Windows-based
machine on the network to help ensure network-wide security. You can quickly create GPOs to
perform this task by applying a template. A template is a preconfigured set of values that can
be used to create a GPO. Security templates are text-based .1inf files that allow the adminis-
trator to create security configurations once and then apply those configurations to multiple
servers. Templates also reduce the amount of administrative effort required to secure a group
of Windows Server 2003 servers, Windows 2000 workstations and servers, and Windows XP
Professional workstations. These templates are administered through the Microsoft Manage-
ment Console (MMC) and are applied to multiple servers using one or more Group Policies.

Because this exam emphasizes the use of GPOs, we are going to spend some time going over
how GPOs work and how you can deploy them effectively. We understand that this may be a
review for many of you. If you are comfortable and confident in your GPO skills and depth of
understanding, you can skip this section and start with the “Working with Security Templates”
section later in this chapter.

ITE the exam. If you need to get up to speed with the basics, try Network Security
JumpStart by Matt Strebe (Sybex, 2002). For more information on general net-
working theory and concepts, try Mastering Network Security, 2nd Edition by
Chris Brenton and Cameron Hunt (Sybex, 2002).

%’ This book jumps right in with the specific information you will need to pass

However, if you feel you need a refresher on Group Policies, read this section. You will need
this information to do well on the exam and to better understand how to implement security in
a Windows Server 2003 environment.

Group Policy Objects and
Windows 2003 Server

Policies are not new to Microsoft products. Since the release of Windows 93, policies have been
a way to ensure that Registry settings are configured correctly across multiple computers with a
single administrative act. In previous versions of Windows, policies were difficult to configure and
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did not meet the needs of most businesses when they were configured. Policies did not address as
many configurable settings in earlier versions.

You can use GPOs to define a user’s work environment and then implement changes to that
environment without the user needing to reboot their workstation. In almost every case, you can
deploy a GPO without users even knowing that it has been deployed. The only way that users
will know that there is a GPO deployed is if its settings conflict with a configuration that the
user is trying to set. User and computer settings are defined once in a GPO, and then the object
is used to push those settings out to the computers and user accounts you designate. Windows
Server 2003 continually enforces the settings in the GPO. As updates to the settings in the GPO
are configured, these updates are pushed out to the Windows Server 2003 and Windows XP
Professional computers on your network.

) In addition to handling security concerns, you can use Group Policies to reduce
TE lost productivity —which is often due to user error—by removing unnecessary
programs and abilities that ship standard with the Windows Server 2003 plat-

form. This also can lower the overall total cost of ownership (TCO).

GPOs are linked to a site, a domain, or an organizational unit (OU) container. When linked
to a site or a domain container, GPOs allow you to centralize settings for an entire organization.
When GPOs are linked to an OU container, you can apply different settings to different sets of
user and/or computer accounts. In both cases, GPOs can be filtered to prevent some users and
computers from having the GPO applied to them.

GPOs also ensure that users have the desktop environment necessary to perform their job effec-
tively. You can configure settings to ensure that certain shortcuts, drive mappings, and other config-
urations exist whenever the user is logged on. Furthermore, you can automate software installations,
negating the need to send a technician to the desktop to install or update software packages.

Corporate security and business policies can also be enforced through the use of GPOs. For
example, you can ensure that security requirements for all users match the security required by
corporate policy.

Configuring Group Policies

When a GPO is first opened, you’ll find several types of settings that you can configure:

Administrative Templates These are Registry-based settings for configuring application and
user desktop environments. For example, these settings can be used to configure which short-
cuts and objects will appear on the user’s desktop environment. They can also be used to redi-
rect the My Documents location to the user’s home directory on a remote file server.

Security Your choices here are local computer, domain, and network settings. These
settings control user access to the network, account and audit policies, and user rights. For
example, these settings can be used to configure the account policies, manage the event logs,
and even manage client behavior when there are multiple wireless networks available to the
client computer.
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Software Installation These settings centralize software management and deployment. Appli-
cations can be either published or assigned. Applications can also be deployed based upon secu-
rity group memberships as well as to individuals.

Scripts  These settings specify when Windows computers run a specific script. Scripts can be
run at four different times using GPOs:

= Computer startup: Startup scripts are run as the operating system boots up. All scripts
will run, and when they are complete, the user will be prompted with the security win-
dow to press Ctrl+Alt+Delete.

= User logon: Logon scripts are run after the user submits their username and password
to the network. Once all scripts have been completed, the user desktop appears and the
user is able to start interacting with the interface.

= User logoff: Logoff scripts are run after the user has logged off the computer. Once all
logoff scripts are complete, the computer will prompt the user with the security window
to press Ctrl+Alt+Delete.

= Computer shutdown: Shutdown scripts are run when the computer is being shut down
or restarted. Once the scripts and the other shutdown processes are complete, the user
will be prompted with the “It is now safe to turn off your computer” message. If the
computer has the proper power configuration components, it will automatically shut
down and power itself off. If the user was restarting the computer, all shutdown scripts
must run before the server will prompt for the power to turn off the power.

Remote Installation Services These settings control the options available to users when run-
ning the Client Installation Wizard by Remote Installation Services (RIS). RIS can be configured
with several options for client computer installations. For example, a client computer using RIS
can automatically be supplied with a computer name or the user can be allowed to select their
own computer name.

Internet Explorer Maintenance These settings let you administer and customize Internet
Explorer (IE) configurations on Windows Server 2003, Windows 2000, and Windows XP com-
puters. IE can be configured for all users, or select network users, with a standard home page
for the browser and standard favorites lists. GPOs can also be used to provide security config-
uration information and other important information such as the proxy settings.

Folder Redirection These settings store specific user profile information and take a shared folder
on a server and make it look like a local folder on the desktop of the computer. The Folder Redi-
rection option in a GPO is very important, because now network users can be forced to use net-
work storage locations instead of local storage locations on their computers. By forcing storage to
centralized server locations, the data can be properly backed up and scanned for viruses on a reg-
ular basis. The data can be protected more efficiently if it is stored on a server.

Now, a GPO comprises two elements: the Group Policy Container (GPC) and the Group
Policy Template (GPT). The GPC is located in Active Directory (AD) and provides version infor-
mation used by the domain controllers to discern which GPO is the most recent version. If a
domain controller (DC) does not have the most recent version, it relies on replication with other
DCs to obtain the latest GPO and thereby update its own GPC.
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The GPT is a folder hierarchy in the shared sysvol folder on domain controllers. The GPT
contains the settings that are applied to the computers on your network. Computers connect to
the sysvo1 folder on the DC to read the settings in the GPT before applying them to their local
Registry. The GPT is named after the Globally Unique Identifier (GUID) of the GPO. When the
GPO is created, it is assigned a new GUID, and the GPT name is the GUID of the GPO.

Each GPO has two sets of configuration settings: one for computers and the other for users. This
basic architecture has not changed since Windows 95, which used user.dat and system.dat as the
basis for forming the policy file. This was also the case in Windows 98, but many additional con-
figuration settings are available in Windows 2000 and Windows Server 2003.

The configuration settings for computers specify the following:

= Operating system behavior

=  Desktop behavior

= Security settings

= Computer startup and shutdown scripts

= Application assignments, options, and settings
The configuration settings for users specify the following:

= Operating system behavior

= User-specific desktop settings

= User-specific security settings

= Assigned and published applications

= Folder redirection options

= User logon and logoff scripts

When a GPO is linked to a site, a domain, or an OU container, the user and computer
accounts hosted in that object are affected by the policy. GPOs can be linked to more than one
container such that the following statements are true:

*  You can link one GPO to multiple sites, domains, and/or OUs.
=  Linking at the site or domain level gives you centralized administrative abilities.

* Linking at the OU level decentralizes your administration, yet maintains uniformity for

those objects affected by the GPO.

= You can link multiple GPOs to a single site, domain, and/or OU.

= Creating multiple GPOs allows you to easily administer each group of settings you want
to apply.

*  Link inheritance is maintained in ADj; lower-level objects inherit the upper-level settings

from a GPO. For example, all OUs in a domain inherit the settings of a GPO linked to the
domain object.

= You cannot link GPOs to default AD containers, including the Users, Computers, and
Builtin containers.
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After a GPO is created, it is not required to be linked to an object. GPOs can simply be cre-
ated and then linked later to the desired object when the GPO’s settings are needed. In addition,
when you work on GPOs from a domain controller, by default, you work in the memory space
of the domain controller that has been assigned the Flexible Single Master Operations (FSMO)
role of primary domain controller (PDC) emulator. The PDC emulator looks and feels like a
PDC to Windows NT backup domain controllers (BDC) and Windows NT workstations. The
FSMO role of PDC emulator is implemented for legacy compatibility purposes. You will use
Active Directory Users and Computers (ADUC) to link a GPO to a domain or an OU. You will
use Active Directory Sites and Services (ADSS) to link a GPO to a site. You must be a member
of the Enterprise Admins security group to link a GPO to a site object.

) If you would like to learn more about the PDC and BDC roles in Windows NT 4.0,
TE please consult Mastering Windows NT Server 4, 7th Edition by Mark Minasi
(Sybex, 2000).

Applying Group Policies

To be successful in the real world, as well as on the exam, you’ll need to understand how GPOs
are applied in AD. GPO inheritance constitutes the order in which policies are applied. GPOs are
first applied to the site container, then to the domain container, and then to the OU container. As
policies are applied, they override the previous policy, meaning that a policy setting at the OU level
overrides the policy setting at the domain level and policy settings at the domain level override pol-
icy settings at the site level. In other words, the most recently applied policy, the one that is applied
last, has the greatest priority in setting the final configurations for objects hosting in the linked
container.

However, bear in mind that inheritance is at work too. An OU could be inheriting multiple
policies that have been linked to the site, domain, and upper-level OU objects. The policies are
applied, even though no policy has been directly linked to the OU.

You’ll also need to understand how GPOs are processed, which is different from how they
are inherited or linked. When we talk about policies being processed, we are talking about the
order in which policies are applied when multiple policies are linked to the same container. And
because there are two parts to every GPO, it is important to understand which part of the GPO
is processed first.

The computer settings of a GPO are processed and applied before the user settings. When the
Windows computer processes computer settings, the startup scripts run. When a user logs on,
the logon scripts are processed. The reverse happens when a user cleanly shuts down a work-
station; logoff scripts run first, and then shutdown scripts run.

If multiple polices are linked to the same container, the default setting is to process all policies
synchronously. You can change the processing of a GPO to asynchronous by using a Group Pol-
icy setting for both computers and users. In asynchronous processing, all policies are processed
simultaneously using multiple threads. In synchronous processing, one policy must finish pro-
cessing before the next policy can begin processing. Also in synchronous processing, the desktop
for the user does not appear until all policies are processed and applied. If you decide to use
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asynchronous processing, you might possibly sacrifice reliability in each policy being enforced
correctly system-wide. Best practice is to leave policy processing at the default of synchronous.

Windows Server 2003, Windows 2000, and Windows XP clients refresh their policies every 90
minutes with an additional, randomized offset of 30 minutes to ensure that the domain controller
doesn’t become overloaded with policy calls from clients in the same site. Domain controllers refresh
every 5 minutes within the same site. Thus, new policy settings are applied more quickly to domain
controllers than to workstations. Updates for domain controllers must be done quickly to make sure
that new account policies and other security settings are implemented across the organization.

When multiple policies are applied to a single container, they are applied in the order listed
in the Group Policy tab of the object’s properties, from bottom to top. The GPO at the top of
the list is applied last and thus can overwrite earlier settings; it has top priority in the application
of the settings to the workstation or server. An exception occurs to the application priority
when the most recent setting processed results in conflicts between the user and computer set-
tings. In this case, the computer setting overrides the user settings.

) As long as there are no conflicts or overwrites during the application of mul-
TE tiple policies, the settings in all policies linked to a given container are cumu-
lative for all objects that reside in that container.

Modifying Group Policy Inheritance

Policy inheritance is not absolute, however. Inheritance can be blocked and modified. You can
prevent a child container from inheriting any GPOs from the parent containers by enabling
Block Inheritance on the child container. Enabling Block Inheritance lets you set new policies
for the child container. However, you need to bear the following in mind:

*  You cannot selectively choose which GPOs to block. It is an all-or-nothing proposition.

= GPOs can be configured with the No Override setting, which means that the GPO is
applied even if inheritance is blocked. You can use this setting to push down necessary
settings even if an OU administrator doesn’t like the settings. GPOs that represent critical,
corporate-wide rules should have the No Override option enabled.

= The No Override option is really set on the link, not on the GPO itself. Thus, if you have
a GPO that is linked to multiple containers, you can configure the No Override option on
each container and gain administrative flexibility to decide to which containers the GPO
will always be applied.

If you want to block some GPOs on a child container but apply others, the best practice is
to block inheritance and then create new links on the child container to the desired GPOs.

You can also link a GPO to a container and then filter the application of the GPO to certain
objects within the container. By default, for any given container, the GPO settings are applied
to all objects within the container. However, you might not want this. You might want certain
objects not to inherit the settings. Well, you can control or filter the application of those settings
by using the Discretionary Access Control List (DACL) in the properties of the objects you
want to filter.
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You can modify the default permissions in three ways:

= You can explicitly deny the Apply Group Policy permission for the group that contains the
user or computer account for whom you want to filter.

*  You can remove Authenticated Users Access Control Entry (ACE) from the DACL. When
you do so, Authenticated Users have no explicit permission on the GPO. However, if you
remove Authenticated Users, you will need to create a security group for the other accounts
in the container to whom the GPO should apply and then use that group account in place
of the Authenticated Users security group account.

=  You can use Windows Management Instrumentation (WMI) filters to identify which users
or computers will receive the GPO. WMI filters can be created and then imported to any
number of GPOs. Because WMI filters are so powerful, there are many different conditions
that can be part of the query. For example, a GPO can be used to install a new application.
The application, though, might require a certain service pack level. With WMI filtering,
WMI can determine which computers have the appropriate service pack and then allow the
GPO to be applied to just those computers.

You can also set a Loopback processing mode, which essentially ensures that the computer
GPO is applied last rather than the user GPO. This setting might be useful if applications that
are assigned to a user should not be automatically available on a server. Hence, you use the
Loopback processing mode to ensure that the computer portion of the GPO is applied last.

Now that we’ve reviewed GPOs, we’ll look at security administrative templates for much of
the rest of this chapter. Templates are a collection of settings that modify the Registry on the tar-
get computer. You use administrative templates to configure user and computer Registry-based
settings that control the user’s desktop environment. Specifically, the template settings modify
the HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER Registry trees.

Microsoft provides a number of preconfigured templates for security purposes that we will
discuss in detail. It is important to understand what these templates do and their purposes
because they will be a focus on this exam.

Working with Security Templates

You create and modify security templates using the Security Template snap-in of the MMC. The
way to access the templates is to create a new MMC and add the security template to the new
MMC. Follow these steps:

1. Choose Start » Run to open the Run dialog box.

2. In the Open box, enter mmc.exe to run a new MMC.

3. Choose File » Add/Remove Snap-In to open the Add/Remove Snap-In dialog box.
4

Click the Add button to open the Add Standalone Snap-In dialog box, shown in Figure 1.1,
and select Security Templates from the list of snap-ins.

5. Click Add to add the snap-in to the MMC, and then click Close to close the Add Standalone
Snap-In dialog box.

6. Click OK in the Add/Remove Snap-In dialog box to add Security Templates to the new
MMC, as shown in Figure 1.2.
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FIGURE 1.1 The Add Standalone Snap-In dialog box
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FIGURE 1.2 The Security Templates snap-in added to a new MMC
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You’ll notice in the Security Templates MMC that the templates reside (by default) in the
C:\WINNT\Security\Templates folder. If you were to look at this folder, you’d see a listing
of .inf files that you can easily open in any text editor. What the Security Templates snap-in
really does is provide a graphic front end to what would be a taxing task of modifying these
.inf files.

If you select any template in the left pane of the MMC, you’ll see seven objects in the right

pane, as shown in Figure 1.3. You might remember seeing some of these objects before as nodes
in a GPO.



Working with Security Templates 11

FIGURE 1.3 The seven objects that can be secured in a Windows Server 2003 security

template
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Here is an explanation of each of these objects:

Account Policies This area covers a cluster of policies that pertain to user accounts. Even
account policies are specified at the domain level; domain controllers receive their account pol-
icies settings from the domain controller OU. Account policies include the following three indi-
vidual policies:

Password policy With this policy, you can set restrictions on password length, age, unique-
ness, and complexity.

Account lockout policy With this policy, you set the rules for account lockout, including
duration and method of releasing the account after it has been locked out.

Kerberos policy This policy governs such settings as the ticket lifetime and the maximum
tolerance for computer time differences.

Local Policies This object includes a cluster of policies that focus on auditing local and/or net-
work access to the server. How events are audited is also included in this policy. This template
includes the following three policies:

Auditing policy This policy specifies which events are recorded for later reference.

User rights policy With this object, you specify rights for user accounts and security
groups. For example, with the Add Workstations To A Domain User right, users can add
new computers to the domain without administrator intervention.

Security options policy This policy holds a wide-ranging set of configurable values, includ-
ing the logon banner and SMB (Server Message Block) signing. Other important settings in
this section allow renaming the guest account and renaming the administrator account.

Event Log This object contains configurable options on how the application, security, and
system event logs behave. In particular, it specifies how large the logs can become, whether they
can be overwritten automatically, and how long the logs should be maintained online.
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Restricted Groups This setting allows the administrator to define membership in the built-in
security groups or other administrator-defined security groups that are given elevated privileges.
With proper configuration, it is not possible for somebody to accidentally become a domain
administrator group member or for an existing domain administrator to be accidentally removed
from the group.

System Services This policy lets you specify the security attributes of all system services,
including file, print, network, and telephone. This section of the policy will allow you to define
which services are supposed to run or not run.

Registry This object contains the security settings for your Registry keys and lets you set audit-
ing values and access permissions.

File System This object allows for the configuration of access permissions and the auditing of
specific folders and files on the local server.

Two facts should be noted at this point:

= These templates will not work on a FAT (file allocation table) partition, so make sure that you
are running NTFS (New Technology File System) on all partitions on the server that you want
to secure.

= Never deploy these templates on production systems without first testing them in a lab envi-
ronment. Unintended access or denials can occur if you don’t first test these templates on
an offline server to observe their effects.

The names of the .inf files might appear confusing at first, but after you work with them
for a while, they’ll make more sense. Let’s now take a look at each template type and the .inf
files that are included in each type.

Default Security Templates

Microsoft has some predefined templates that you can use as is or customize to meet your spe-
cific needs. Some of these templates only modify existing templates, and others install an entire
set of values on the computer.

The security templates provide Windows Server 2003, Windows 2000, and Windows XP set-
tings for workstations, servers, and domain controllers. You can use these templates to reverse
unwanted behavior that is a result of a customized template being applied. You can also use
these templates to apply an initial set of security values to any computer that has been installed
or upgraded to Windows Server 2003. These templates contain settings for the following areas
as well as for others:

= Account policies

= Local policies

=  Event log maintenance

=  Basic permissions for system services

= Access permissions for files
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These policies do not include configuration values for user rights assignments so that these
policies will not overwrite any assignments made by an installed application. Because the mem-
bers of the Windows Server 2003 Users group have stricter permissions than members of the
Windows NT Users group, Windows NT applications that are not certified for Windows
Server 2003 may not run under the security context of the Windows Server 2003 Users group.
You can fix this by doing one of the following;:

= Add all user accounts to the Power Users group (not recommended for most security envi-
ronments due to the added permissions enjoyed by the Power Users group).

= Apply the compatible security template (compatws.inf).
= Upgrade the application to be Windows Server 2003 certified.

Each of these security templates can also be applied to Windows 2000 family products. It is
possible that there are some settings that are available in the templates that do not exist in Win-
dows 2000 products. In these cases, the Windows 2000 computer will not be able to enforce
those particular settings.

Incremental Templates

Windows Server 2003 ships with several templates that modify only existing security settings.
When working with these templates, you’ll need to first have a default template applied. These
templates include only modifications. They do not include the default settings, and they elevate
security settings from the default settings found in the default templates.

Secure templates Two templates fall into this area: securews (workstations and servers) and
securedc (domain controllers). These templates provide increased security for the operating
system. Resources secured by permissions are not covered in these templates. These templates
do remove members of the Power Users group from the DACL on resources.

High security templates The hisecws (workstation and server) and hisecdc (domain controller)
templates increase security for parameters that affect network protocols such as SMB Signing. Use
this template only in pure Windows Server 2003, Windows 2000, and Windows XP environments;
applying this template will likely degrade the performance of your servers. Moreover, this template
removes the Terminal Server Security Identifier (TS SID) from your system and removes members
from the Power Users group and gives them permissions similar to that for the Users group.

Compatible template This template (compatws) is for workstations and servers. Because the
permissions for the Users group in Windows Server 2003 were tightened, you might need to
“loosen” them just a bit to allow older applications to run on your servers and workstations.
This template makes these applications “compatible” with the Windows Server 2003 and Win-
dows XP operating systems so that these older applications can run as they did under older
operating systems.

Other templates You might run across a few other templates that provide a specific func-
tion. First, the setup security template resets all values to default, which means that
you’ll be taking your server or workstation back to the state it was in when first installed.
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The rootsec template is used to secure the system root on a Windows Server 2003 Profes-
sional computer. The DC security template is used to reset all values to their defaults on
domain controllers.

Configuring Templates

You can select numerous options in each section to increase security on your systems. However,
because it would be of little value to discuss each and every one in detail, we’ll discuss at a high
level how you configure each area.

Account Policies

To modify any of the account policies settings, expand the Account Policies settings node inside
the Group Policy that you want to configure. Beneath this node, you’ll see three policies that you
can configure: password, account lockout, and Kerberos. When you select a policy, the actual
settings appear in the right pane (see Figure 1.4).

To configure an individual setting, double-click it in the right pane to open a dialog box
that is specific to that setting. However, you’ll also be given the choice to either enable or
disable the setting by selecting or clearing the Define This Policy Setting In The Template
check box. In Figure 1.5, you can see that a minimum password length of seven characters
is being enforced.

FIGURE 1.4 Individual security policy settings under the Account Policies node
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FIGURE 1.5 Theindividual policy setting dialog box for setting a minimum password
length
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Once you define the setting and click OK, the MMC displays the new configuration in the
Computer Setting column in the right pane (see Figure 1.6).

FIGURE 1.6 The results of the new minimum password setting displayed in the
Computer Setting column in the Security Templates MMC
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In Exercise 1.1, you will configure an account policy.
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Configuring an Account Policy

1. Open the Active Directory Users And Computers MMC.

Open the properties of the domain or OU that you wish to apply the account policy against.
Click the Group Policy tab.

Click Edit to open the Group Policy dialog box.

Navigate to the Account Policies section of the Group Policy.

Make your configuration changes in either the Password or Account Lockout policy or both.

Close the Group Policy dialog box.

® N @ & A W N

Click OK to close the Properties dialog box.

.pol Files

Down-level client operating systems—including Windows NT 4.0 and Windows 9x operating sys-
tems—use .po] files to maintain their profile information. Windows 9x clients use a config.pol
file, and Windows NT 4.0 clients use an ntconfig.po] file. The two . po1 files are not the same and
cannot be interchanged.

The .po1 file is used to store information such as which shortcuts appear on the Desktop and
which applications appear in the Start menu. The .po]1 file also provides control for access to
Control Panel and the command prompt, restricting access for the user to certain settings such
as the Desktop wallpaper, among many others.

The .po1 files are created using the System Policy Editor that matches each operating system.
The .pol files can also be copied from the client machine and hosted on domain controllers to
provide support for roaming users that benefit from having their profile available to them, no
matter which computer they use. Of course, the Windows 9x profile is available only to Win-
dows 9x clients, and the Windows NT 4.0 profile is available only to Windows NT 4.0 clients.

Once the . po] files have been created, they are placed in the NETLOGON share point
(c:\winnt\system32\repl\import\scripts) on the primary domain controller (PDC).
They are replicated from the PDC to all backup domain controllers (BDCs) so that the user can
access the .po]l file, no matter which server logs them in. However, in Windows Server 2003,
there is no BDC, so you need to configure the replication from the domain controller (DC) host-
ing the PDC emulator role to all other domain controllers.

Audit Policies

Auditing is both a proactive and reactive security measure. It informs administrators of events that
might be potentially dangerous and leaves a trail of accountability that can be referenced in the
future. By default, all auditing is turned off; if you want to use this feature, you’ll need to turn it
on. The easiest way to do this is through a security template that is applied to all your servers.
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Before you can configure a template for auditing, you must first plan your audit policy. The
following categories are available for auditing:

= Account logon events

= Account management

= Directory service access
= Logon events

= Object access

= Policy change

= Privilege use

= Process tracking

= System events

On non—-domain controller computers, you’ll use either Computer Management or a GPO to
enable auditing on the local machine. On a domain controller, you’ll use a Group Policy to edit
the audit policy.

When developing your audit policy, you’ll need to account for three elements:

= Who will be audited
= Whether to audit failed events, successful events, or both
= What type of object access will be audited

When you want to audit an individual resource such as a folder or printer, you’ll need to enable
object access auditing on the computer hosting the resource. Then you’ll need to go to the resource’s
Properties dialog box and enable auditing there as well. Hence, when auditing for object access,
there is always a two-step process that doesn’t exist with other event categories.

The results of your auditing policy are displayed in the Security Event Log. This log displays
detailed information about the chosen events.

The “Event Logs” section of this chapter discusses how to use security tem-

TE plates to configure the behavior of all logs on your Windows Server 2003 serv-
ers, Windows 2000-based servers, and Windows 2000 and Windows XP
Professional workstations.

The auditing options are as follows:

Audit account logon events Tracks events related to user logon and logoff activity system-
wide. Events are recorded on the domain controllers in your domain even if they occur on mem-
ber servers or workstations.

Audit account management Tracks account management actions in Active Directory Users
And Computers. Any time that a user, a computer, or a group account is created, modified, or
deleted, an event can be generated and placed in the log file.

Audit directory service access Tracks access to Active Directory by users or computers. You
will need to configure the object’s properties to audit either success or failed events.
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Audit logon events This is the same as Windows NT’s Logon and Logoff audit category. User
logon and logoff activities are recorded in the local server’s logs. This policy records only activ-
ity for the local server to which the policy is applied.

Audit object access Tracks access to objects on non—-domain controllers. You will need to
configure the object’s properties to audit either success or failed events.

Audit policy change Tracks changes to user rights, auditing, and trust relationships.

Audit privilege use Tracks the use of user rights and privileges, such as when a user shuts
down a server.

4 The audit privilege use policy does not track the following user rights: bypass

ITE traverse checking, debug programs, create a token object, replace process-
level token, generate security audits, back up files and folders, and restore files
and folders. If you want to track backup and restore activities, you'll need to
override this default behavior by enabling Audit Use Of Backup and Restore
Privilege under the Security node nested inside the Local Policies node.

Audit process tracking Tracks each process running on the server and the resources that it uses.

Audit system events Tracks system events such as startup, shutdown, and restart. It also
tracks actions that affect system security or changes to the security log.

To turn on auditing, navigate to the desired template, drill down to the Audit Policy node as
shown in Figure 1.7, and make your selections.

FIGURE 1.7 Auditlog selections for a security template
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To enable auditing for object access, you’ll need to access the folder or file properties directly
and enable it. To do so, follow these steps:

1. Open the object’s Properties dialog box.
2. Click the Security tab.

3. Click the Advanced button to open the object’s Access Control Settings dialog box, as
shown in Figure 1.8.

4. Click the Auditing tab, click Add, select the accounts that you want to audit, and then click OK.

In the Auditing Entry For name_of_object dialog box (see Figure 1.9), you can select exactly
which actions you want to audit and how to apply your selections. The information in the
Auditing Entry dialog box will depend on the object, because the auditing options are different
for folders, files, and printers.

You have two other options that you can use to specify the objects to which your auditing
policy should be applied. At the bottom of the Auditing Entry dialog box, you’ll see an Apply
These Auditing Entries To Objects And/Or Containers Within This Container Only check box.
Select this check box to specify that the auditing policy you are implementing be applied only
to objects that reside within the target container (or folder).

At the bottom of the Auditing tab in the Access Control Settings dialog box, you can push
down the auditing configurations you’ve selected to all child objects of the target object you are
configuring by selecting the Replace Auditing Entries On All Child Objects With Entries Shown
Here That Apply To Child Objects check box.

Selecting this check box does not override settings on individual child folders after the values
have been applied. For example, if you have a parent folder named Payro11 and a subfolder
named ShopWorkers, you can set auditing on both folders by making your configuration
choices on the Payro11 folder and then selecting the Replace Auditing Entries On All Child
Objects With Entries Shown Here That Apply To Child Objects check box. Thereafter, if you
make further selections on the ShopWorkers folder, you’ll find that those choices will be added
to the settings being pushed down from the Payro11 folder.

FIGURE 1.8 The Access Control Settings dialog box, open at the Auditing tab
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FIGURE 1.9 Selecting auditing options for a folder
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You can also block auditing inheritance from parent objects by clearing the Allow Inher-
itable Auditing Entries From The Parent To Propagate To This Object And All Child Objects
check box. This allows you to either copy or remove the current auditing policies and create a
new set of policies for an individual folder or for a new hierarchy of folders. However, this can
be overridden by selecting the Replace Auditing Entries On All Child Objects With Entries
Shown Here That Apply To Child Objects check box on a parent folder.

To enable auditing for an Active Directory object, you’ll need to access the object in Active
Directory Users And Computers and open the object’s Properties dialog box. From there, create
a new Group Policy and create your audit policy for that object. If necessary, you can block pol-
icy inheritance so that you can create a new, fresh policy on an individual AD object.

In Exercise 1.2, you will configure an audit policy.

Configuring an Audit Policy

1. Select a target container upon which to configure the audit policy, such as an OU.
Open the container’s Properties dialog box.
Click the Group Policy tab.

2
3
4. Highlight the Group Policy that you want to use and click Edit to open the Group Policy.
5. Navigate to the Audit Policy node under the Local Policies node.

6

Double-click an individual policy setting.
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EXERCISE 1.2 (continued)

10.
1.

Click the Define These Policy Settings check box.

Make your configuration choices.

Click OK to close the Policy Settings dialog box.

Close the Group Policy dialog box by selecting Close from the Group Policy menu.

Click OK to close the container’s Properties dialog box.

User Rights Assignment

You use the User Rights Assignment node to assign user and/or group rights to perform activities on
the network (see Figure 1.10). To configure user rights, select the User Rights Assignment node and
then double-click the right that you want to configure in the right pane. Select the Define The Policy
Settings In The Template check box, and then add the users and/or groups to the setting. Click OK

to display the new settings next to the right in the Computer Setting column in the right pane.

In Exercise 1.3, you will configure a user rights policy.

Configuring a User Rights Policy

1.

® N @ G A W N

10.
1.
12.
13.

Select a target container upon which to configure the user rights, such as an OU.

Open the container’s Properties dialog box.

Click the Group Policy tab.

Select the Group Policy that you want to use and click Edit. This will open the Group Policy.
Navigate to the User Rights Assignments node under the Local Policies node.
Double-click an individual policy setting.

Click the Define These Policy Settings check box.

Click Add to open the Add User Or Group input box. Select the user and/or group accounts
that you want to apply this policy setting to by clicking the Browse button. This will open
the Select Users Or Groups box.

Click OK to close the Select Users Or Groups box after making your selection.
Click OK to close the User And Group Names box.

Click OK to close the policy setting.

Close the Group Policy dialog box by selecting Close from the Group Policy menu.

Click OK to close the container’s Properties dialog box.
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FIGURE 1.10 The User Rights Assignment node and settings in the Security Templates
console
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Security Options

The Security Options node provides many options to strengthen security on your network. The
options are too numerous to list here, but some of the highlights include the following:

= Do Not Display Last Username In Logon Screen

= Automatically Logoff Users When Logon Time Expires

= Message Text For Users Attempting To Logon

= Force Communications Between Servers To Be Digitally Signed

You set options in this node in the same way that you assign user rights.

In Exercise 1.4, you will configure the last logged-on username so that it does not appear in
the Logon dialog box. This practice is highly encouraged on production networks. After all, an
intruder only needs only two pieces of information to break into most networks: a valid user
account and the password. By leaving the logged-on username configured in the default setting,
an intruder will be able to acquire a valid username with very little effort.

Configuring the Last Logged-On Username So That It Doesn’t Appear in the
Logon Dialog Box

1. Select a target container upon which to configure the account policy. In this example,
you'll select the domain object.

2. Open the container’s Properties dialog box.

3. Click the Group Policy tab.
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EXERCISE 1.4 (continued)

4. Select the Group Policy that you want to use and click Edit to open the Group Policy.
5. Navigate to the Security Options node under the Local Policies node.

6. Double-click Do Not Display Last Logged On Username In Logon Screen policy setting to
open this policy setting.

7. Select the Define This Policy Setting check box.

8. Make your desired configuration choices.

9. Click OK to close the policy setting.

10. Close the Group Policy dialog box by selecting Close from the Group Policy menu.

11. Click OK to close the container’s Properties dialog box.

System Services

You use the System Services node to configure the startup and access control settings for each
of the system services such as the Server service, Workstation server, DHCP (Dynamic Host
Configuration Protocol) server, and so forth.

Setting a system service policy can be both useful and destructive. Make sure that the services
configured in your template don’t conflict with any of the roles that your servers or worksta-
tions are performing.

To configure a system service setting, select the System Services node in the left pane (see
Figure 1.11). Double-click the target service in the right pane. Click the Define This Policy In The
Template check box to open the security dialog box for this service. Edit the security as needed and
then select the startup mode for the service. Click OK to configure a policy for a system service.

FIGURE 1.11 The System Services node in the Security Template console
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In Exercise 1.5, you will configure a policy for a system service.

Configuring a System Service Security and Startup Policy

1. Select a target container upon which to configure the account policy, such as an OU.
Open the container’s Properties dialog box.

Click the Group Policy tab.

Select the Group Policy that you want to use and click Edit to open the Group Policy.
Navigate to the System Services node under the Security Settings node.

Double-click an individual security policy setting.

N o o & w N

Select the Define These Policy Settings check box. The Security tab for this setting will
automatically appear.

8. Make your configurations by clicking the Browse button to add user and/or group accounts
from the Select Users, Groups Or Computers dialog box. If you are happy with the Every-
one Group as the only choice, then you need not click the Add or Remove buttons. Once
you’'ve made your selections, they will appear on the Security tab of the service. Click OK
to close the Security tab.

9. Select the Service Startup Mode that you need for this service and click OK to close the
policy setting.

10. Close the Group Policy dialog box by selecting Close from the Group Policy menu.

11. Click OK to close the container’s Properties dialog box.

Registry and File System Permissions

You use the Registry node to configure both access control entries and auditing values for spe-
cific Registry keys. To modify the Registry settings, first select the Registry node in the left pane.
Some templates may not display anything in the right pane, but those that can modify the Reg-
istry entries will display a list of Registry settings in the right pane. The hisecdc template does
not show the registry settings (see Figure 1.12). Use the compatws template, for example, to
show the registry settings.

In the left pane, right-click Registry and then select Add Key and browse the registry to the section
you would like to select. Click OK. Verify that the security settings are appropriate and click OK
again. In the Add Object window, you can configure the settings for the new permissions for that
Registry key (see Figure 1.13). From here, you can configure the key and then do the following:

= Add permissions to existing permissions on the key and subkeys.

= Replace existing permissions on all subkeys.
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You can also select to not allow permissions to be replaced on this key. This selection is most
helpful after the desired permissions have been applied to the key or if you want to essentially
block permission inheritance on a particular key.

To change the permissions on the key, click the Edit Security button and make your selection.

If you right-click the Registry node, you can add a key and then configure permissions on
that individual key. By designating individual keys, you can set and then block permissions for
an individual key in the Registry and ensure that those permissions will persist after other set-
tings have been applied.

File system permissions work exactly the same way as described for the Registry permission set-
tings, except you will be working on file and folder hierarchies and not on Registry keys. The look
and feel of the dialog boxes is the same under the File System node as it is for the Registry node.

FIGURE 1.12 The Registry node in the Security Templates console
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FIGURE 1.13 The Add Object dialog box
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In Exercise 1.6, you will configure a Registry setting for a security policy.

Configuring a Registry Setting Policy

1. Select a target container upon which to configure the Registry setting, such as a domain.
Open the container’s Properties dialog box.
Click the Group Policy tab.

2
3
4. Select the Group Policy that you want to use and click Edit to open the Group Policy.
5. Navigate to the Registry Settings node under the Security Settings node.

6

Right-click the Registry Settings node and select Add Key from the context menu. This will
open the Select Registry Key box.

7. Select a key from the list to be entered into the policy. The Security tab for this key’s prop-
erties will automatically appear.

8. Make your security choices for this key by clicking the Browse button on the Security tab to
select user and/or group accounts from the Add Users, Groups Or Computers dialog box.

9. Select the type of permission(s) that you want the account to enjoy for this key.
10. Click OK to close the Security tab.

11. Configure how you want permissions to be applied to the key in the Add Object dialog box
and then click OK to close the dialog box.

12. Close the Group Policy dialog box by selecting Close from the Group Policy menu.

13. Click OK to close the container’s Properties dialog box.

Restricted Groups

You use the Restricted Groups node to define who should and should not belong to a specific
group. When a template with a restricted Group Policy is applied to a system, the Security Con-
figuration Tool Set adds and deletes members from specified groups to ensure that the actual
group membership coincides with the settings defined in the template.

For example, you might want to add the Enterprise Admins to all Domain Admins security
groups or to add the Domain Admins group to all Local Administrators groups on your work-
stations and servers.

To create a restricted Group Policy, right-click the Restricted Groups node and choose Add
Group from the shortcut menu. Select the group that you want to modify by either entering the
group’s name or browsing to find and select the group. Then click OK.
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You’ll see the group in the right pane. Right-click the group and select Security from the
shortcut menu to open the Configure Membership tab, as shown in Figure 1.14. You can con-
figure the membership of this group or configure the groups of which this group will be a mem-
ber. Make your choices about membership and then click OK. The group membership policy
will now be set.

@ Real World Scenario
Using Security Policies to Configure Settings for DNS Dynamic Updates

You have decided that you want to prevent your Windows XP and 2000 Professional worksta-
tions from registering an A (host) and PTR (pointer) record with your DNS (Domain Name Ser-
vice) server. You'd like to rely on your Domain Host Configuration Protocol (DHCP) server to
perform the registrations for your workstations. How would you go about this?

Well, the way to do this is to configure the following Registry key on each workstation:
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\DisableDynamicUpdate

How would you configure this Registry key network-wide? Create a GPO and apply it to the OU
that hosts your workstations. Modify the GPO to include this registry key. Wait two hours to
ensure that the Registry key has been applied to all your workstations. Thereafter, when the
workstations reboot, the DHCP server will register their DNS settings.

FIGURE 1.14 The Configure Membership tab

Administrators Properties 2l

Corfiguie Memiership for Adminishators |

Membesz of thiz group:

Thiz goup should contain no membess

Hemave: I

This group i & member of

The gioups b which this gioup belongs thoud not Be modifisd

fdd Eiroupe.. Renove |

ok | cwnest | sl |

In Exercise 1.7, you will add the Domain Administrators Global Security group to a new
security group that you have created. For this exercise to work properly, you’ll first need to cre-
ate a new security group.
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Adding the Domain Administrators Global Security Group to a New Security
Group That You Have Created

1. Select a target container upon which to configure the account policy, usually a domain
container.

Open the container’s Properties dialog box.
Click the Group Policy tab.
Select the Group Policy that you want to use and click Edit to open the Group Policy.

Navigate to the Restricted Groups node.

o o » w0 N

Right-click the Restricted Groups node and choose Add Group from the shortcut menu to
open the Add Group box. Click the Browse button to open the Select Groups box and select
the Domain Administrators Security Global Group.

Click OK to close the Select Groups box.
8. Click OK to close the Add Group box.

9. Right-clickthe Domain Administrators group in the right pane of the Group Policy and select
Security from the context menu to open the Configure Membership For Guests dialog box.

10. Inthe This Group Is A Member Of section, click Add to display the Group Membership box.
If you don’t know the name of the group that you wish to use, click Browse to display the
Select Group selection box and select the group from this box.

11. Click OK to close the Select Groups box.

12. Click OK to close the Group membership box.

13. Click OK to close the Configure Membership box.

14. Close the Group Policy dialog box by selecting Close from the Group Policy menu.

15. Click OK to close the container’s Properties dialog box.

Event Logs

The settings for the event logs are configured under a common policy, regardless of the log type.
As you can see in Figure 1.15, you can set the log size, guest access, the log retention period, and
other options unique to log files in Windows Server 2003, Windows 2000 Server and Profes-
sional, and Windows XP Professional. To change the configurations on these settings, simply
double-click the setting in the right pane and make your configuration choices. Changing these
settings works the same as it does for account and local polices, described earlier in this chapter.
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After you configure your security templates to your requirements, you’ll need to deploy them.

This section describes two ways to do so, using group policies and using scripts.

Using Group Policies to Deploy Templates

The best way to deploy security templates is to use a GPO. As mentioned earlier in this chapter,

a GPO is a collection of policy settings that is applied in a uniform manner across a set of

objects. You can import security templates into a GPO and then apply that GPO to a site, a
domain, or an OU.

2

If you need to apply security settings to one or more Windows Server 2003

computers in a workgroup setting, the only way to do so is to use a local policy
template and apply it to the local system directly. Use this method when you
are in a workgroup environment, when your Windows Server 2003 server is on

a non-Microsoft network, or when no Active Directory is present.

The effective policy applied to a Windows Server 2003, Windows 2000, and Windows XP
computer is really the culmination of several policies applied in a particular order. The policies
on a Windows 2000 computer are processed in the following order:

1. Local policy of the computer

2. Policies applied at the site level

3. Policies applied at the domain level
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4. Policies applied at the parent OU level
5. DPolicies applied at the child OU level

The policy applied last takes precedence. Hence, policies processed at the local OU level
override any policy settings defined at other levels. The only exception to this is domain con-
trollers, whose account policy settings defined in the default domain controller’s policy over-
ride any account policy setting from other GPOs. Hence, domain controllers use the account
policies defined in the default domain controller’s policy regardless of the account policies set
on the domain.

To assign a GPO to a container in Active Directory, follow these steps:

1. Navigate to the container and open its Properties dialog box.
Click the Group Policy tab then click Edit to open the Group Policy.

Navigate to the Security Settings node and then right-click the node and select Import
Policy from the shortcut menu (see Figure 1.16) to open the Import Policy From selec-
tion box.

4. Select the template that you wish to import and click Open. You will be returned to the
group policy focused on the Security Settings node.

5. Select Close from the Group Policy menu. You’ve just applied a template to multiple com-
puters using a GPO.

)’ Remember that domain controllers update their GPO assignments every 5 min-
A&TE utes, whereas servers and workstations update every 90 minutes, with a ran-
dom offset of 30 minutes.

FIGURE 1.16 Selecting Import Policy from the shortcut menu
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To import a policy template for an individual server, use the Local Security Policy console on
the Administrative Tools menu.

Using Scripts to Deploy Templates

You can also use the command-line version of the Security Configuration and Analysis tool
(secedit.exe) to deploy security templates. Specifically, you use secedit /configure to apply
a stored template to one or more computers. Here are the switches and what they mean:

/db filename Use this switch, which is required, to specify the location of the database file
that you want to use. The database referred to here is one that is created using the Security Con-
figuration and Analysis tool (SCA). We’ll discuss how to do this shortly.

/cfg filename This switch can only be used in conjunction with the /db switch. Use this
switch to import a template into an existing database.

/overwrite This switch can only be used when the /cfg switch is used. This switch specifies
whether the template in the /cfg switch should be appended to current settings or whether the
template should overwrite current settings in the selected database. If you don’t use this switch,
the template settings are appended to the current settings.

/areas areal, area2 Use thisswitch to specify which security areas should be applied with
this command. If you don’t use this switch, you apply all the areas of the template. Separate area
designations using a single space. Here are the area names and their meanings:

SECURITYPOLICY Apply the local and domain policies.
GROUP_MGMT  Apply Restricted Group settings.
USER_RIGHTS Apply User Logon Rights settings.
REGKEYS Apply Registry settings.

FILESTORE Apply File System settings.

SERVICES Apply System Services settings.

/Togpath Use this switch to specify the path and name of the log file in which you want to
record the results of this command.

/verbose Use this switch if you want to know everything there is to know about the progress
of your command and how it is working or not working.

/Quiet This switch suppresses both screen and log file output.

If this is the first time you’re applying the template to one or more computers, your database
is named basic.sdb, and the path to the database is x:\securitydbs, use this syntax:

Secedit /configure /db x:\securitydbs\basic.sdb
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If this is not the first time you’re applying the template to one or more computers, and you
want to use a new template to overwrite the existing configurations in basic. sdb, and the new
template file is named highsecurity.inf, use this syntax:

Secedit /configure /db x:\securitydbs\basic.sdb /cfg
f:emplates\highsecurity.inf /overwrite

To create a new database in the SCA tool, follow these steps:
1. Create a new MMC with the SCA snap-in.
Open the snap-in.

Right-click Security Configuration And Analysis and choose Open Database from the
shortcut menu to open the Open Database dialog box.

4. Inthe File Name box, enter a name for the database. The example in Figure 1.17 named the
new database HighSecurity.

5. Click Open to open the Import Template dialog box, as shown in Figure 1.18.

FIGURE 1.17 The Open Database dialog box
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FIGURE 1.18 Associating the hisecdc template with the HighSecurity database
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6. Select the template to apply to the database (in this example, the hisecdc template is
selected) and then click Open again.

7. By default, the database is saved in the My Documents\security folder of the user account
under which you are logged on when the database is created. You can, of course, move the data-
base to another location for easier path administration when using the secedit command.

Troubleshooting Security Templates

When troubleshooting security settings, you need to understand which GPO has been applied and
at what level that GPO resides. You can determine where a GPO has been applied in the overall
folder structure in two ways: look at each site, domain, and OU container or use the gpresult
resource kit utility. Let’s look at each technique briefly.

If you want to know which objects a particular GPO has been assigned to, open the Prop-
erties dialog box of the GPO in either Active Directory Users And Computers or Active Direc-
tory Sites And Services. This dialog box has three tabs: General, Links, and Security. On the
Links tab, click Find Now to find all the objects to which this GPO has been explicitly applied.
Containers that are inheriting the GPO will not appear on this list.

The gpresult resource kit is a command-line tool that quickly runs through Active Direc-
tory and displays the results for your currently logged-on user account as well as the computer
at which you are logged on. For your purposes, look to the end of this report and find all the
GPOs that have been applied to this computer and user and what areas were affected (see
Figure 1.19). Use this information to direct your efforts when troubleshooting the deployment
of security templates.

FIGURE 1.19 The results of running the gpresult utility at the command prompt
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One of the most common scenarios when troubleshooting templates is that once applied,
they don’t do what you thought they would do. If this happens, bear in mind the following:

= Deleting the Group Policy will not remove the configurations.
= Appending a policy to current configurations will not remove the configurations.
=  You will need to overwrite the configurations with the correct configurations.

To overwrite the configurations with a new policy, you can use the secedit command. A
more labor-intensive method is to manually make the changes in the currently applied GPO. At
this workstation, use the secedit /refresh command to force this new policy to be applied
immediately. Either way, you’ll need to somehow rewrite the settings that are amiss in your
overall security configuration.

Troubleshooting Group Policy—Applied Templates

Not only do you need the skills necessary to apply security templates via GPOs or command-
line tools, but you also need to know how to troubleshoot security templates when something
doesn’t work as expected.

This section covers some basic troubleshooting tips for GPOs and discusses the “gotchas”
for applying GPOs in a mixed client environment and after a server’s operating system has been
upgraded to Windows Server 2003 from Windows NT 4.

A GPO can be applied incorrectly for a number of reasons, but they can be distilled into two
COMmMON OCCUrrences:

=  Network problems are preventing the GPO from being applied.

= The policy was assigned to the wrong AD container and therefore is not being applied to
the desired objects in AD.

First, eliminate all your network connectivity issues. Check DNS to ensure proper name res-
olution, ping your servers, check your cables, and ensure that other traffic is passing over your
network. Check the event logs to ensure that there are no warning or stop error messages. If
there are, troubleshoot them as needed.

Second, if you’ve applied the GPO to the wrong container—maybe you wanted to apply it
to one OU and instead it was applied to another OU—explicitly apply it to the correct OU and
then use the secedit /overwrite command to apply a default template to the first OU to
remove the unwanted configurations.

If you find that your policies are not being applied after waiting an appropriate amount of
time, use the secedit command to refresh the policies in the folder. In other words, if the policy
is applied to the correct container and you have eliminated connectivity issues, perhaps the
problem is that you haven’t waited long enough for the policy to be applied on its own. Remem-
ber that domain controllers update their policies every 5 minutes, but member servers and
workstations update every 90 minutes, with a randomized offset of 30 minutes. Hence, you may
need to run the secedit command to force the policies to refresh before their scheduled inter-
val. The secedit command is run from the command prompt.
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Troubleshooting after Upgrading Operating Systems

Remember that Windows NT 4 policies will not migrate to Windows Server 2003 or Windows 2000,
so any *.po] files that were created in your Windows NT 4 domain will not be migrated.

In addition, after you upgrade a Windows NT 4 server to Windows Server 2003, group pol-
icies are not automatically applied to that server. Hence, after upgrading a Windows NT 4
server to Windows Server 2003, apply the proper templates to the server to apply at least a base-
line of values to the server.

Troubleshooting Mixed Client Environments

If you have a mix of Windows 9x, Windows NT, Windows 2000, and Windows XP clients on
your network, pushing out security templates via group policies will not be easy. But you can
enable a policy setting to allow the use of Windows NT 4-style policies for your legacy clients.

When configured this way, legacy clients will connect to the Netlogon share to find their
.po1 file and apply it during logon or logoff. However, if you change the policy, your legacy
clients will need to log off and log back on to effect those changes right away. Unlike a Win-
dows 2000 client that refreshes its policy settings every 90 minutes, legacy clients apply pol-
icies only during logon or logoff. This inefficient method can create some real headaches for
administrators who might be more comfortable having their policy changes applied without
client intervention.

If the new policies conflict with the old settings, some clients can be in conflict with others;
for example, some clients can access a resource and others cannot.

The only real solution here is to adapt to the legacy clients and implement changes during
times when you know your legacy clients will soon be logging off or on to the network.

Summary

This chapter started with an overview of Group Policies and then discussed what security
templates are, how you can modify them, and how you can use them to update a GPO. You
learned about the various security templates, including the basic and incremental templates.
You also learned how to create a new template using the SCA tool, as well as how to trouble-
shoot templates.

You also learned that you can use the SCA tool to create new templates for GPOs. You saw
how to use the secedit command-line utility to push out new policies to workstations and
servers using customized templates.

This chapter also covered troubleshooting policies, which can be a bit tricky. The main thing
to remember is that most problems occur from either applying the policy to the wrong container
or configuring the wrong settings on the container. The best practice is to always apply a new
template to an offline server first to observe the results of the policy before applying it to your
production servers.
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Exam Essentials

Know how to configure security templates. Be sure that you understand which templates to
use when configuring a new template. Be sure that you understand which templates write an

entire set of configuration values and which ones merely write new information and assume that
a base set of values is already in place.

Know the methods for deploying templates. Be sure to understand that templates can be
deployed in several different ways. You can deploy policies by importing them into an existing
or a new Group Policy Object, or you can deploy them by using the secedit /configure com-
mand. You can use the secedit command to push out templates immediately. You can use a
Group Policy to push out changes that don’t need to be pushed out immediately.

Understand the potential hazards of working in mixed client environments. Understand that
you can enable the functionality of a Windows NT 4 policy in a Windows 2000 Server envi-
ronment using a Group Policy. However, be aware of the timing differences between legacy sys-
tems and Windows 2000 Professional systems. Such differences can result in significant
headaches when trying to reconfigure policies on your network.
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Review Questions

1. You have 50 Windows 2000 Professional computers and four Windows 2000 domain control-
lers. Seven of your workstations are running an old application that has not been upgraded to
be Windows 2000 compatible. You need to enable this application to run on those seven Win-
dows 2000 Professional computers. What actions should you take? (Choose all that apply.)

A. Apply the basicws.inf template. Modify the local policies to allow the application
to run.

B. Apply the compatws.inf template to the computers OU.

C. Apply the compatws.inf template.

D. Move the seven computers into their own OU and apply the compatws .inf template
to this new OU.

2. You are developing a new security template to be used on all workstations in the engineering
lab. You have been told that these computers must have the strongest security settings possi-
ble. Which template should you use as the starting point for your customer template?

A. Use the compatws.inf template.
B. Use the DC security.inf template.
C. Use the hisecdc.inf template.
D. Use the hisecws.inf template.
3. You imported the hisecws.inf template to all of your Windows XP and Windows 2000 Pro-
fessional workstations. Ever since you imported this template, everyone who uses ACT-T. exe

reports problems trying to run the application. ACT-T is a custom application written for use
by Windows 95 clients. What should you do?

A. Create a new Group Policy to apply security at the Local Policies level for all worksta-
tions that need to run the application.

B. Create a new OU named ACT-T. Create a new Group Policy to apply the hisecdc.inf
template to the new OU. Move all workstations that need to run the application to the
new OU.

C. Create a new OU named ACT-T. Create a new Group Policy to apply the
compatws.inf template to the new OU. Move all workstations that need to run the
application to the new OU.

D. Convert the new application to work with Windows Terminal Server in Windows 2000
and then apply the notssid.inf template.
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The Maximum Lifetime For User Ticket Renewal is an example of what kind of policy setting?
A. Password

Local

Kerberos

User Rights Assignment

moow

System Services

You have a new Windows Server 2003. On this server, you have an industry-specific application
that needs a unique set of system rights applied. You have applied those rights correctly. Now
you want to install a new security template. You decide to first apply the hisecws. inf template.
What will be the result of this action on the permissions that you’ve created for your application?

A. Permissions will be modified.

B. Permissions will not be modified.

C. Permissions will be retained.

D. Permission will be overwritten.

You have a special legacy application that needs to run on your Windows Server 2003 server.

You do not want to apply the compatws.inf template. What should you do?

A. Add all the user accounts that need to use this application to the Power Users security group.

B. Give the Everyone security group Write permissions to the Netlogon share.

C. Give the Authenticated Users security group Read permissions to the Sysvol folder.

D. Add all the user accounts that need to use this application to the Authenticated Users
security group and then add this group to the Power Users security group.

You want to implement a high degree of security on three of your Windows Server 2003 member

servers. Which template should you use?

A. hisecws.inf

B. hisecdc.inf

C. DCsecurity.inf

D. rootsec.inf

You want to enforce a minimum password length of eight characters. You create a new Group

Policy object, open the Account Polices node, and select the Minimum Password Length setting.
What should you do after double-clicking this setting? (Choose all that apply.)

A. Click the Reset All Passwords To This Length check box.
Click the Define This Policy Setting In This Template check box.
Clear the Define This Policy Setting In This Template check box.
Clear the Reset All Passwords To This Length check box.

Select 8 as the number of characters for the minimum password length.

moow
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You want to enable auditing on the company’s payroll printer. You believe that a malicious user
is attempting to use the printer to print bogus payroll checks. You want to find out who this user is
before they are successful. What is the best way to do this? (Choose all that apply.)

A. Enable failed logon events.
Enable failed object access.
Enable successful object access.
Enable privilege use tracking.

Audit the Authenticated Users security group in the printer’s Properties dialog box.

mmo o

Audit the Power Users security group in the printer’s Properties dialog box.

You need to audit all successful and failed logon attempts for 40 Windows Server 2003 member
servers and 15 Windows Server 2003 domain controllers. Which option should you use to
ensure that all servers are covered by your policy?

A. Account Logon Events
Account Management
Directory Service Access

Logon Events

moow

Privilege Use

You need to audit who is backing up and restoring files as part of a larger effort to track user
activity on your network and ensure overall security. What action should you take?

A. Audit Privilege Use.

B. Audit Process Tracking.

C. Enable Audit Use Of Backup And Restore Privilege under the Security node.

D. Enable Audit Use Of Backup And Restore Privilege under the Local Policies node.
You have a folder named Confidential Memos that is accessed only by executives in your com-
pany. Inside this folder are two other folders: Current Memos and Past Memos. You need to ensure

that auditing is set on all three folders and their files so that your manager can track who is access-
ing these folders and their contents. What actions should you take? (Choose all that apply.)

A. Enable successful object access on the domain GPO.

B. Enable Authenticated Users group in the Properties dialog box of the Confidential
Memos folder.

C. Select Reset Auditing Entries On All Child Objects in the Confidential Memos folder.

D. Select Apply These Auditing Entries To Objects And/Or Containers Within This Con-
tainer Only.
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16.

17.

Chapter 1 - Configuring, Deploying, and Troubleshooting Security Templates

Your manager has told you that a new Authorized Users message must appear when users log
on to your Windows Server 2003 network. Which node will you need to look inside to find the
Message Text For Users Attempting To Logon setting?

A. Local Policies

B. User Rights Assignment

C. System Services

D. Security Options

You have opened the hisecdc.inf template in the Security Template snap-in. You attempt to

modify a permission setting on a Registry value. You discover that the Registry entries are miss-
ing. What is the problem?

A. You are working with a template that won’t display the Registry entries.

B. You are working with a corrupt template. Copy an uncorrupted version of the template
from another Windows 2000 server.

C. You need to refresh your view to display the Registry entries.

D. You need to be logged on as a member of the Enterprise Administrators security group
to see these Registry entries.

When applying an audit policy on your network, what part of the object is modified?

A. The object’s properties

B. The object’s System Access Control List

C. The object’s Discretionary Access Control List

D. The object’s advanced properties

Which of the following are methods for deploying a security template to one or more comput-

ers? (Choose all that apply.)

A. Systems Management Server

B. Group Policy Object

C. secedit /export

D. secedit /configure

In your site Group Policy, you selected to remove the Run command from the Start menu. In your

computer’s OU Group Policy, you deselected to have the Run command removed from the Start

menu. In your domain Group Policy Object, you selected Not Defined for the Remove The Run
Command From The Start Menu. What is the effective result of these three policies?

A. The Run command will appear on the Start menu.

B. The Run command will not appear on the Start menu.

C. The Run command will appear but will be grayed out on the Start menu.
D

. The Run command will not appear on the Start menu but will be published in Add/
Remove Programs in Control Panel.
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18. You’ve just implemented a change to your domain security policy. The Group Policy is being
applied to the domain controllers OU and is also linked to the computers OU. After 45 minutes,
you discover that only a few of the Windows 2000 Professional workstations on your network
have the new settings applied. What should you do?

19.

20.

A.

B.

D.

Use the secedit /export command to force all the workstations to update with the
new security settings.

Use the secedit /configure command to force all the workstations to update with
the new security settings.

Reboot the PDC emulator, because this domain controller is the default domain con-
troller on which all group policies are initially applied and modified. Rebooting the
server will apply the Group Policy to all the machines on your network.

Do nothing. This is expected behavior.

You configured new account policy settings in the domain Group Policy Object. You find that
it is not being applied to your Windows Server 2003-based computers on your network. You
run the secedit /refresh command on each domain controller and wait two hours. Network
connectivity issues are not preventing non-policy traffic from working on your network. The
policy settings are still not being applied. What should you do?

A.
B.

C.
D.

Apply the account policy settings at the site level.

Make sure that you have saved the Group Policy settings correctly by rebooting your
PDC emulator.

Apply the account policy settings at the domain controllers OU.

Ensure that you have refreshed all the workstations on your network by running the
secedit /refresh command in their logon script. Have all users log off and log back on.

You have a user whom you have explicitly denied access to a folder on a Windows Server 2003
member server. How will Windows Server 2003 apply that configuration when the user
attempts to open that folder? (Choose all that apply.)

A

By reading the SACL

B. By reading the DACL
C.
D. By reading the Access Token

By reading the ACL
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Answers to Review Questions

1. C, D. The compatws.inf template is written to “loosen” permissions on Windows 2000 computers
and servers to allow older applications to work correctly. If you applied this template to the com-
puters OU, all 50 computers would have their permissions loosened. Best practice is to move the
seven computers to their own OU and have them apply the template to their own OU.

2. D. The hisecws.inf file is the most secure of the existing templates for use with workstations.
The compatws template is the least secure. The DC security and the hisecdc templates are for
domain controllers and are not meant to be used for workstations.

3. C. The best solution is to apply the compatws template to the workstations running the legacy
application. Local Policies will be overwritten by GPOs; the hisecdc template is for domain
controllers; and using Windows 2000 is not a good solution because it requires a new server and
configuration of terminal services, which is cost prohibitive and actually means taking a step
backward in operating systems.

4. C. The Kerberos protocol uses tickets, session tickets, ticket-granting tickets, and user tickets.

5. C. The default security templates do not include configuration values for user rights assignments,
including rights assignments created by an application that is installed on Windows 2000 Server.

6. A. The Power Users group enjoys additional permissions that will allow a legacy application not
written for Windows 2000 to run on the Windows 2000 platform.

7. A. Even though hisecws.inf may indicate that this is a template for workstations, it is also the
template used for member servers (not domain controllers).

8. B, E. By default, all settings are not selected in a new GPO. Therefore, you first need to define
the setting in the Group Policy template and then indicate the number of characters that you
want to use in the setting.

9. B, E. Because you know that the user has not been successful at printing any checks, it would be
better to see who is attempting to print to the printer unsuccessfully. Auditing the Authenticated
Users group will include all users who have logged on to your domain.

10. A. This option tracks events related to user logon and logoff activity domain-wide, and the
events are recorded on the domain controllers.

11. C. The Audit Privilege node does not track user activity related to backup and restore proce-
dures. Therefore, under the Security node, you’ll need to enable Audit Use Of Backup And
Restore Privilege.

12. A, B, C. The last option is set only when you want to limit the scope of the policies being applied
to the local container and its objects. If more folders are created under the Confidential Memos
folder and you have this folder selected, these folders will not inherit the policy settings.

13. C. This node includes many options that you can select to strengthen security on your network.
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15.
16.

17.

18.

19.

20.
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. A. Some templates won’t display the Registry entries. If you need to configure permissions on
Registry entries for a new policy template, you’ll need to work with a template that will display
these entries.

B. Auditing places entries in the System Access Control List.

B, D. You can use the Group Policy Object or the secedit / configure command to deploy a
security template. The secedit /export command is used to export a security template stored
in a security database to a stand-alone template. You can use Microsoft’s Systems Management
Server to deploy a secedit script, but that would be unnecessary.

A. The most local policy is applied last, and because the policy for the OU deselects this restric-
tion, the Run command will appear.

D. The workstations are configured to update every 90 minutes, with a random offset of an
additional 30 minutes. That the policy has not been applied after 45 minutes to most worksta-
tions is not a problem, and you should take no action.

C. Domain controllers receive their account policy settings only from the Group Policy object
that is applied to the domain controllers OU. Your domain controllers will not recognize
account policies applied at any other level or object.

B, D. The Windows 2000 operating system will find the explicitly denied access configuration
in the discretionary portion of the ACL. The user’s SID, which is found in the Access Token, will
be compared to the list of SIDs in the DACL. If there is a match, the match will be enforced.
Because the user has been denied access, the user’s SID will be found at the top of the DACL and
marked as Denied Access. The Local Security Services on the Windows 2000 server will enforce
this setting first, meaning that all other settings in the ACL will be ignored.
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You can apply security templates to your servers all day long, but
if you don’t understand the unique needs of your servers, you’ll

miss some important configurations that should be set for
these servers.
As part of this exam, you’ll be expected to understand these needs and know how to tweak
the configurations on these servers to ensure that they are as secure as reasonably possible.
These server platforms include

= SQL Server

= Exchange Server

= Internet Information Services
=  Windows domain controller
= Wireless client computers

This chapter also covers the security considerations for non-Windows clients.

Exam questions will probably incorporate this information into larger questions that
will require you to integrate multiple server platforms into an overall security solution.
So don’t think you can skip this chapter. You’ll find this information peppered throughout
the exam.

) The information on securing a domain controller can legitimately be applied to
TE the other server roles discussed in this chapter. Hence, although items such as
SMB signing are discussed in the “Windows Domain Controller Security” sec-

tion, those items can be applied to other server roles as well.

SQL Server Security

Microsoft has released several versions of SQL Server in recent years. This section focuses on
SQL Server 2000 (referred to as “SQL” in this chapter.)

SQL Server 2000 is based on the Windows security model. Therefore, a good understanding
of the Windows security features is necessary to understanding how to secure SQL. However,
SQL also has its own security features, which we’ll discuss first. We’ll then discuss how Win-
dows security supports SQL security.
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Security Features in SQL Server 2000

When installing SQL right out of the box, it is important to understand that the default instal-
lation is extremely vulnerable. It is important to understand the security options available dur-
ing installation and how they are affected by later Service Pack installations. SQL starts with an
option to use one of two different authentication models:

*  Windows Only—In Windows Only mode, only users who are authenticated via NT LAN
Manager (NTLM) and have been granted access to SQL Server are allowed access to SQL
Server. (Note: While it is possible for SQL 2000 to utilize Kerberos authentication, it is not
configured by default and must be enabled with the SQL Server 2000 resource kit utility
SETCERT.)

= Windows and SQL Server (Mixed)—In Mixed mode, users can be authenticated via NTLM as
in Windows Only or can supply a username and password that is validated by SQL Server. This
mode is very vulnerable, because there is no account lockout policy within SQL Server and the
passwords are stored with easily reversible encryption. There is a special account in SQL Server
called SA (system administrator) that is granted all access to SQL Server functionality. It is pos-
sible for this account to be created with a blank password. As a matter of fact, it is the default
configuration in previous versions of SQL Server. Due to the existence of this account and the
fact that other accounts are stored with such simple encryption, it is highly recommended that
this mode not be used unless absolutely necessary.

Once SQL is installed, it is vital that it be updated using the latest Service Pack available.
Starting with Service Pack 3, SQL requires that the SA account password is not blank. The Ser-
vice Pack application is vital because otherwise it is possible to have a blank password for the
SA account. You should immediately be worried any time you are told that a blank password
is the default. Because the SA is the most powerful of SQL accounts, it is vital that it is properly
secured. It is very common that the password for the SA account is never set properly during
installation, unless SQL is installed by a well-trained database administrator (DBA). The Win-
dows NT Authentication mode uses the security context of the user for validation to a domain
controller before allowing setup to continue. In Mixed mode, this does not happen.

The Windows NT Authentication mode can take advantage of the Kerberos authentication
system in Windows 2000 and Windows Server 2003. A token is requested on behalf of the user
for authentication to the SQL server. The SIDs (security identifiers) returned from the domain
controller are checked against the sysx1ogins master database. If a match is found, that match
is enforced. If a match is not found, the user cannot log in to the SQL server. For user accounts
created on the SQL server itself, the Windows NT Authentication mode allows for password
expiration, auditing, account lockouts, and password attributes.

SQL secures the folders that it installs to allow access to only the SQL service accounts and the
built-in Administrators group. In addition, the SQL Registry key (HKLM\Software\Microsoft\
MSSQLServer\MSSQLServer) will have restricted access to only the service accounts for the SQL
server that are selected during the setup process.

SQL also works with Security Account Delegation or Delegation Authentication, which is
the ability to pass security credentials across multiple computers and applications on behalf
of a user or a service account. This is a feature of Kerberos that is turned on by default in Win-
dows. If a user has authenticated to ServerX and ServerX needs to access ServerY to fulfill a
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request by the client, ServerX requests a ticket on behalf of the client, and the client is authen-
ticated on ServerY. This process is transparent to the user. This property is on all accounts in
the folder, which can be turned on or off. NTLM does not support forwarding of credentials,
but Kerberos does. This feature is thought to be a big improvement over Windows NT 4
Server and NTLM.

A word of caution is in order here when discussing Security Account Delegation. Essentially
you are opening an impersonation of a user account via a service account. The decision to
enable this feature should not be entered into lightly, because this opens a security hole in your
organization. For example, a hacker could take control of a service account and then imper-
sonate user accounts to perform malicious activities. While not easy to do, it is certainly not out-
side the realm of possibility either.

The SQL Server security model is a relatively simple model that makes heavy use of a concept
known as ownership chaining. Objects in SQL Server databases are “owned” by database users,
and the owner of any object is allowed to perform any action whatsoever on that object. (Per-
missions are never checked when an object owner accesses an object.) If the owner of object A
creates another object that references object A (for example, a stored procedure accesses a data-
base table), any user who has access to the new object need not have access to object A in order
to use the new object. This is what is known as an unbroken ownership chain. This concept is
not limited to a single database. For example, if a user has access to an object in Database A,
and that object accesses a table in Database B, the user in Database A need not have any access
whatsoever in Database B in order to access the object. This concept is known as cross-database
ownership chaining. Starting with Service Pack 3, cross-database ownership chaining is turned
off by default.

Windows Security and SQL Server

From a security standpoint, you’ll probably want to turn off delegation by default and then
enable it for certain service and user accounts. When delegation is turned on, you are enabling
delegation for all services that run under the Local System account on the computer. If an
unwary administrator installs an untrusted service on the computer and configures it to run as
Local System, it too is going to be able to gain access to local and network resources while
impersonating other users. A better practice is to configure services that use delegation to run
under their own domain user accounts managed by domain administrators. Service accounts
can be used to more effectively control the access of specific services running on a computer,
especially when multiple services are running on the same computer.

To configure a user account for delegation, follow these steps:

1. In Active Directory Users And Computers, right-click User and choose Properties from the
shortcut menu to open the Properties dialog box, which is shown in Figure 2.1.

Click the Account tab.

Notice in Figure 2.1 that the Account Is Sensitive And Cannot Be Delegated check box is
cleared by default; it should remain that way.

4. Click OK.
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FIGURE 2.1 The user's Properties dialog box, open at the Account tab
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Now if this is a service account, you’ll have an additional choice to make. The options you select
depend on whether the service runs under a computer’s Local System account or under its own
domain user account. If the service is configured to run under the Local System account, the computer
on which the service runs must be trusted for delegation. To configure this setting, follow these steps:

1. In Active Directory Users And Computers, right-click the Computer object and choose
Properties from the shortcut menu to open the Properties dialog box, shown in Figure 2.2.

FIGURE 2.2 A computer’'s Properties dialog box, open at the General tab
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2. Click the General tab.
3. Click the Trust Computer For Delegation check box. This option is not selected by default.
4. Click OK.

If the service is configured to run under a separate user account that was specially created for
the service, the user account of the service must be enabled to act as a delegate. To enable this
account, follow these steps:

1. In Active Directory Users And Computers, right-click User and choose Properties from the
shortcut menu to open the Properties dialog box.

Click the Account tab (see Figure 2.3).
Click the Account Is Trusted For Delegation check box.
Click OK.

If you have multiple SQL servers or if there is interaction between the SQL Server and
another application on another server, consider enabling Service Account Delegation. Doing so
will decrease response times to the user and create a better end-user experience.

The BulkAdmin Role

The BulkAdmin role is new in SQL Server 2000. Membership in this role allows users to load
data from any file on the network or computer that can be accessed by the SQL service account.
Do not add users to this role unless you are certain that they need it, because malicious users
with this role can potentially corrupt large portions of a database by performing a bulk insert
of bogus items.

FIGURE 2.3 The Properties dialog box for a service account, open at the Account tab
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The Encrypting File System and SQL Server 2000

SQL Server 2000 works with the Windows operating system to protect data files via the
Encrypting File System (EFS). However, to use this correctly, you must assign an individual user
account to the SQL Server 2000 service so that it doesn’t run under the Local System account.
Once you encrypt the account, if you need to change the service account for SQL Server 2000,
you must first decrypt the files under the old service account, change the account, and then
encrypt the files under the new service account.

Many DBAs recommend against implementing EFS because of its impact on performance.
The encryption and decryption processes are CPU intensive, and they significantly slow down
the performance of SQL servers. Also, keep in mind that physical security is vital when dealing
with business databases, and that physical security needs to include backup and restore func-
tions. If backups of the data can be removed from the premises, then the data is not secure.

Exchange Server Security

Most viruses enter a network through e-mail. This is why protection of your Exchange Server
is so important, both from an external and an internal viewpoint. Exploitation of the SMTP
(Simple Mail Transfer Protocol) service on an Exchange 2000 or Exchange Server 2003 server
(or any SMTP server for that matter such as SMTP as a component of IIS) can lead to significant
loss of production as well as exposure to liability should unwanted or offensive content arrive
in a person’s inbox.

Because each Exchange Server database is exposed via the Exchange Installable File System
(ExIES or just IES), each item in the store can be accessed both through a URL and through
server message blocks (SMBs). This means that folders in an Exchange Server store can be
shared to users on the local network and accept mapped drive assignments. Moreover, this
means that if you open the NetBIOS ports on your firewall (something that is not recom-
mended), then hackers could have a direct line into your Exchange databases. In addition, every
item in the database can be accessed through a browser over port 80 using a service known as
Outlook Web Access (OWA).

Like SQL, Exchange also takes advantage of the Active Directory user and group accounts.
Each item in the store, whether in a mailbox or a public folder, can be secured using regular
NTEFS (New Technology File System) permissions. What this means is that items found in a pub-
lic folder can be filtered using NTFS permissions so that only those users who have explicit
access to the item can access it. In fact, the ability to select who can view an item is also available
to an Exchange Server administrator.

Securing the SMTP Service

The SMTP service is the most important service to secure. Port 25 is one of the most often
attacked ports by hackers; hence, it is important to ensure that you have taken steps to guard
inbound and outbound e-mail. SMTP is attacked by sending unsolicited commercial e-mail
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(UCE), which puts an extra load on the server similar to a denial of service (DoS) attack. SMTP
can also be attacked by using unsecured SMTP servers as relay servers. UCE can be bounced off
of unsecured SMTP servers and sent to other recipients outside of the organization. Not only
does relaying UCE cause an additional load on the SMTP server, it can also lead to unsecured
SMTP servers being placed on block lists so that other SMTP servers will not accept messages,
even if they are valid business messages.

In most organizations, sexual harassment policies forbid certain types of conduct and con-
versation. These policies can be violated by pornographic spam arriving in a user’s inbox. The
exposure to liability for an employer in this instance is real in that it causes an uncomfortable
work environment. It is also bad for business in that it places extra messages in everyone’s mail-
boxes, which increases the size of mailboxes and increases the work of individuals who need to
clean out unwanted e-mail. To ensure that this does not become a problem, install content scan-
ning and anti-spam filters on your SMTP gateway server that will block e-mail messages based
on their content both in the subject line and in the body of the message. Also, make sure that
no other SMTP server in the organization can be used to send or receive e-mail between the
organization and the Internet. You can make sure that rogue SMTP servers are unable to com-
municate with the Internet by configuring the firewall and external routers to send all inbound
port 25 traffic to the SMTP gateway server (or other protected servers running content scanning
and spam-filtering software) and configuring the firewall and external routers to accept out-
bound port 25 traffic only from the SMTP gateway server.

In addition, e-mail messages should be scanned for viruses before they arrive in a user’s
inbox. Always ensure that antivirus scanning is turned on and is updating its definitions on a
regular basis. The combination of content scanning, spam filtering, and virus scanning will help
ensure that your e-mail arrives clean of unwanted content and viruses.

) Many third-party content and virus-scanning products are available for
TE Exchange 2000 and Exchange Server 2003. You can find more information at
www .msexchange.org.

Securing Outlook Web Access

You can secure OWA in two ways: by using a front-end server and by using Secure Socket
Layer (SSL).

In Exchange 2000 and Exchange Server 2003, you can place front-end Exchange servers in
your DMZ (de-militarized zone) and transfer user calls for content from their inbox or a public
folder to back-end database servers sitting inside your firewalls. This architecture provides a
couple of benefits. First, users don’t connect directly to the back-end database servers. Their
calls for information are proxied to the back-end servers by the front-end servers. Because the
front-end servers do not have any databases sitting on them, this architecture is more secure. For
instance, you can require users to use SSL to connect to the front-end server and then require
IPSec (Internet Protocol Security) to connect to the back-end server using an internal username
and password from your local domain controller. If the front-end servers are brought down by
a malicious user, you’ve really lost nothing (other than HTTP [Hypertext Transfer Protocol]
access) because the databases sit on the back-end server.
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) The term DMZ is often replaced with secured subnet, screened subnet, or par-
TE titioned subnet in some documentation. In all cases, these terms refer to the
use of firewalls to provide a certain level or protection for computers that reside
in the network segment defined by the firewalls.

Second, the front-end/back-end (FE/BE) architecture allows you to expose your entire
Exchange Server deployment under a single name, IP address, and port number combination.
Essentially, this hides your internal Exchange Server layout while providing services to your
users through OWA. Securing OWA with SSL will protect all OWA traffic from external mali-
cious users who attempt to listen in on e-mail messages.

Securing Outlook Web Access, URLScan,
and lIS Lockdown

You can also “lock down” your OWA website using the URLScan and IIS Lockdown tools. The
advantage of doing this is that because OWA runs inside IIS, these tools can treat OWA as
another website. These tools are explained in detail in the “IIS § Server Security” and “IIS 6
Server Security” sections later in this chapter.

Securing Public Folder Information

Items held in public folders are secured using NTES file permissions. When it comes to securing
information in a public folder, consider using these permissions to lock down folders and/or
files that should be viewed and read only by certain individuals or groups. For instance, if you
have ten items in a public folder and you want Sue to view only five of them, remove Sue from
the permissions on the other five folders. This should result in Sue being able to see only the five
remaining items.

Windows Domain Controller Security

Because Windows domain controllers (DCs) perform authentication and other network ser-
vices, it is important to understand the actions you can take to secure a domain controller.
Remember that implementing a security solution is always a tradeoff between security and ease
of use. The more secure a resource is, the more difficult it is to use that resource. Good security
usually means limited ease of use. The challenge to every security architect is to find a balance
between the two.

Domain controllers are vital to networking services that allow member servers and network
clients to operate efficiently. One of the first tasks when securing a domain controller is to find
out who the DC is talking to and who is talking to it.



54 Chapter 2 - Configuring Security Based on Computer Roles

Using Digital Signatures for Communication

If you want to ensure that the Windows DC is talking only to those servers and clients that are
a part of the domain, you can require that network traffic be digitally signed (called SMB sign-
ing) for both servers and clients before a DC will accept an incoming transmission. Implement-
ing digital signing helps to prevent impersonation of clients and servers or “man-in-the-middle”
attacks. When enabled, SMB packet signing is required, meaning that a digital signature is
placed in each packet and must be verified by both the client and the server before data transfer
can occur.

If you require servers to have their communication digitally signed but you don’t at least
enable this setting on the clients, no data transfer can occur. To require digital signing between
servers and clients, apply a Group Policy to the Domain Controller OU in Active Directory
Users And Computers. (See Figure 2.4, where these various options are illustrated.) Be sure to
enable Digitally Sign Client Communication (Always) and Digitally Sign Server Communica-
tion (Always). You will also need to do this on the OU or OUs that are hosting the client work-
station accounts. Of course, for signing to work properly, you will need certificate services
running on your network, and all servers and workstations will need to obtain a certificate from
the certificate authority. The settings for implementing digital signing are spread out between
domain member, Microsoft network client, and Microsoft network server.

FIGURE 2.4 Apply a Group Policy to the Domain Controller OU in Active Directory Users
And Computers.
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) When SMB signing is implemented, you’ll experience a performance overhead
TE of up to 15 percent in order to sign and verify each packet between the client
and server. This extra overhead can cause serious performance problems for
some systems and cause users to complain about the performance of their
workstations.

Securing DNS Updates

A second way to secure a Windows domain controller is to require secure updates to your DNS
(Domain Name System) records if you are running Active Directory—integrated DNS zones.

When a client or a server then attempts to update the DNS records in Active Directory, a secu-
rity session must first be established based on security tokens between the client and the server:

1. The client generates the initial token and sends it to the server.
2. The server processes the token and, if necessary, returns a subsequent token to the client.
3. This negotiation continues until it is complete and a security context has been established.

The security context has a finite lifetime during which it can be used to create and verify the
transaction signature on messages between the two parties. The lifetime depends on the proto-
col being used. In Windows 2000 and Windows Server 2003, the lifetime is equal to the max-
imum service ticket lifetime—any time greater than 10 minutes and less than the maximum user
ticket lifetime; the default is 10 hours.

Restricting Anonymous Access

Windows 2000 and Windows Server 2003 allow anonymous users to perform certain activities on
the network such as enumerating names of domain accounts and network shares. You might
decide that such enumeration without authentication represents a security risk. To mitigate this
risk, configure the Network Access: Do Not Allow Anonymous Enumeration Of SAM Accounts,
and the Network Access: Do Not Allow Anonymous Enumeration Of SAM Accounts And Shares.
When these options are configured, Anonymous user accounts will be able to access only
resources to which they have been granted explicit permissions. Specifically, the Do Not Allow
Anonymous Enumeration Of SAM Accounts removes the Everyone group and replaces it with the
Authenticated users group.

To configure this setting, you’ll need to use a Group Policy that is applied at the domain level.
As you can see in Figures 2.5 and 2.6, these settings are actually configured under the Network
Access section.

To configure these settings, follow these steps:

1. Double-click the Network Access: Do Not Allow Anonymous Enumeration Of SAM
Accounts setting to open the Security Policy Setting dialog box.
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FIGURE 2.5 Additional Restrictions For Anonymous Connections policy under the
Security Options node
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FIGURE 2.6 Configuring the No Access Without Explicit Anonymous Permissions policy
setting
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Check the Define This Policy Setting check box.
Select the radio button Enabled to configure the option. Click OK.

Double-click the Network Access: Do Not Allow Anonymous Enumeration Of SAM
Accounts And Shares setting to open the Security Policy Setting dialog box.

5. Check the Define This Policy Setting check box.
Select the radio button Enabled to configure the option. Click OK.
Click File and Exit to close the Group Policy Object Editor window.

Once configured, these policy changes require that Anonymous accounts be granted explicit
permissions to a resource before the resource can be exposed to the account.

Enabling NTLMv2 for Legacy Clients

If you are running a mixed-client environment with Windows NT 4 and/or Windows 9x work-
stations, you can force these clients to use the NTLMv2 authentication protocol instead of the
older NTLM protocol. Remember that these clients cannot authenticate using Kerberos, so
forcing NTLMv2 is the best you’ll get.

The difference between NTLMv2 and NTLM is that v2 introduces a secure channel that pro-
tects the authentication process, whereas NTLM does not. To enable NTLMv2, you’ll need to
install Service Pack 4 or later on the Windows NT workstations and install the Directory Service
Client on the Windows 9x workstations.

Hardening the TCP/IP Stack

You can help prevent successful denial of service (DoS) attacks by hardening the TCP/IP (Trans-
mission Control Protocol/Internet Protocol) stack on any server that is connected to the Inter-
net. You modify the Registry to harden the stack. You will perform this work under the HKLM\
System\CurrentControlSet\Services\Tcpip\Parameters key. Each key mentioned here
will be added as a subkey to this key. All keys discussed here are DWORD type keys.

TE

5’ Be sure to back up the Registry before making any changes.

=  The SynAttackProtect key allows you to configure TCP/IP to time out more quickly in
the event of a SYN attack. Zero (0) is the default setting, and two (2) is the highest setting.
Two is the recommended setting.

= The EnableDeadGWDetect Registry key allows TCP to perform dead gateway detection.
With this setting enabled, TCP may ask IP to find another gateway to use if the current
selected gateway is experiencing problems. This is a True/False setting, so 1= True and 0
=False. The upshot here is that a server under attack may connect to an undesired gateway
if this Registry key is set to True. Hence, the recommended setting is False. The default set-
ting is True.
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= The EnabTePMTUD1iscovery Registry key allows TCP to discover the largest packet size

along the entire path that will be accepted without fragmentation. The value of doing this
is that packets will be sent in a size acceptable to each router along the path and won’t need
fragmentation, increasing the transmission speed of the packets to the destination. How-
ever, if this feature is enabled, an attacker could set the discovery size so low that your TCP/
IP stack is unnecessarily overworked when transmitting data. Hence, the best practice is to
enter this Registry key and then set the value to zero (0) for False instead of one (1) for True.
The default for this key is one (1).

= The KeepAliveTime Registry key controls how often TCP attempts to verify that an idle
connection is still alive by sending a KeepAlive packet to the client. If the client is still there,
the client will respond. If there is no response, the connection is killed. The default setting
for this key is 7,200,000 milliseconds, or 2 hours. The recommended setting is 300,000 mil-
liseconds, or 5 minutes. The reasoning is that if the packets are sent more often and there
is no response, idle connections are killed more quickly.

While tedious and detailed, actions like this can help ensure that your domain controller is
not brought down by a DoS attack. You can use a Group Policy Object (GPO) to push out these
Registry settings to all your servers instead of modifying each server individually.

Disabling Auto Generation of 8.3 Filenames

The disable auto generation feature is turned on by default in Windows 2000 Server and is there
to allow for legacy compatibility with 16-bit applications. When this feature is enabled, an
attacker needs only 8 characters to refer to any file in the folder structure. Unless you are run-
ning 16-bit applications, it is recommended that you turn off this feature. To do this, add
NtfsDisable8dot3NameCreation (DWORD) as a subkey to the HKLM\System\CCS\Control\
FileSystemkey with a value of one (1). Any existing 8.3 names will remain intact after this key
is applied to your system. However, you may decide that you want to keep 8.3 names to support
down-level client operating systems, and for the ease of use of 8.3 naming when using the com-
mand prompt and when writing scripts.

Disabling LM Hash Creation

By default, Windows 2000 Server creates a hash of each password for the older LAN Manager
(LM) and Windows NT (NTLM) and NTLMv2 authentication schemes. The LM hash is the
weakest of all the hashes and can be vulnerable to a brute force attack. If you are running Win-
dows 2000 only on your network, disable the LM hash creation. To do this, add the NoLMHash
(DWORD) key as a subkey to the HKLM\System\CCS\ControT\LSA key and set the value to one (1).

Securing Built-in Accounts

A number of built-in accounts cannot be deleted in Windows 2000 Server, but you can rename
them. Be sure to rename the Guest and Administrator accounts and do not enable the Guest
account unless you have a specific reason for doing so. This advice is also true of the local
Administrator account on member servers and workstations. Accounts can be renamed using a
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@ Real World Scenario
Recovering an Infected FTP Site

Administrators make mistakes all the time. A common mistake is to set up and configure a tem-
porary FTP site. Setting up the site is not the mistake as much as forgetting that it is there.

If you ever check your firewall logs, you will see that there is a great deal of activity every day,
where all that is happening is that somebody or their unattended script is probing the firewall
to see if there are any open ports and responses on common ports. If you forget the FTP site
is there, those automated scripts running all over the Internet will not be so kind. Your site will
be found, and it will be filled with stolen software or content such as movies or music files.

Itis almost a joke today: “What is the fastest way to fill up a hard drive?” The answer is “Publish
it as an FTP site with write permissions.”

The main problem with these files is that they are all long-name files with invisible characters
and are almost impossible to delete.

So if it happens to you, what next? Just follow these steps:

1. Shut down the FTP service and disable it.

2. Atacommand prompt, navigate to the FTProot directory.

3. Atthe command prompt, run dir /x and expose all the 8.3 names.

4. Delete the files using their 8.3 names, and you will have removed the content.

Without 8.3 names, it is almost impossible to delete all of those files on the hard drive. The only
other way to get rid of them is to reformat the hard drive and start over. Of course, you will note
to yourself and your peers, “Never publish an FTP site with write permissions.”

Group Policy. To do so, use the Rename Administrator Account policy under the Security

Options node (see Figure 2.7). Just double-click the policy setting, and inside the Security Policy
Setting dialog box, select the Define This Policy Setting check box. Once selected, you’ll be able
to input the new name of the administrator account. Then click OK and exit the Group Policy.

Infrastructure Security

Securing network infrastructure resources should be a part of your implementation plan.
Dynamic Host Configuration Protocol (DHCP) and Domain Name Service (DNS) are the two
major services that can be compromised and used to insert an unauthorized computer into the
company network. DHCP and DNS are vital to most organizations, and they are also open to
several types of attacks.
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FIGURE 2.7 Renaming the Administrator account

T", Group Policy Dbject Editor
Ei=  Action  Miew Help

¢- BE XS @

2§ Default Domain Policy [LOWELARD eknow, -
=18} Computer Corfiguration
-] Software Settings
-1 Windows Sethngs
i =] Scriprs (Starkupyshutdown)
=D Security Settings
[ #9 Accousit Policies
= £ Local Policies

g7 Audt Policy

[# g User Rights Assignme

:f] Security Options

-2 Event Log

-9 Restricted Groups

i F1.T) Guachan Sariras P
T | »
: -

Policy / | Policy Settng _ ~
L‘:_'-ﬂhccm.nts: Administrator account stabus Mot Defined
A Mot Defined

Lyﬂﬁccumts: Guest account status
Accounts: Limit local account wse of Blank pa...  Naot Defined

adrnif Lk

L-,:]Accul.rﬂs. Rename guest sccount
Lﬁ_!ﬂnud.t-. Aud the access of global system abje... Mot Defined
3§ audit: Audk the use of Backup and Restore ... Mot Defined
[ﬁ__!_ﬂﬂudt: Shut dewun system immediately if unab,.,  Not Defined
[@ﬂoevﬁ:es: Al undock without having o leg an - Mot Defined
E‘llﬂoevices: Allowed to Format and eject remova,.. Not Defined
De\qces: Prevent users From installing printer,.. Mok Defined
E:? Nesdres: Baskict (-0 arcess ko laeale b '\Inr afined )_lﬂ

DHCP

Most companies implement DHCP and do not give it a second thought after DHCP has been
fully implemented and is in production. DHCP is considered to be an essential service for most
companies, because maintaining and supporting static IP addresses can take a significant
amount of administrator time and administrative effort to keep it current.

However, the very convenience that DHCP offers is also fraught with security risks. If you
look at the requirements for an intruder to access your company network, it comes down to just
a few requirements. A potential intruder just needs to know

= The IP addresses being used on the network segment that is being targeted
= The subnet mask used

Other information that can make life even easier for a potential intruder would include
the following;:

= A route table for the company network segments

= The default gateway used to access other subnets on the network
= The domain name being used

= The location of the DNS servers

= The location of any WINS servers

You should recognize all of this information as information that DHCP usually provides to
DHCP client computers on the company network. DHCP can be a double-edged sword in that
it provides a great convenience for network administration, but it also provides intruders with
information that makes it easy for them to attack the network.

DHCP is susceptible to the following types of attacks:

= Rogue servers can issue improper information to DHCP clients.

= DHCP servers can overwrite DNS information.
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= DHCP servers can create authorized DNS entries.
= Unauthorized DHCP clients can obtain IP configuration information.

DHCP is a significant security risk in that there are no protections against many of these
attacks against the service. You can choose to limit the ability of DHCP to create and update
DNS account information on behalf of DHCP clients. However, that is about the extent of the
security steps that can be taken to properly secure DHCP. If you feel that DHCP is being used
by unauthorized computers, you can use the DHCP logs to check and find the unauthorized
computers on the network. Microsoft also strongly suggests that you do not install DHCP on
a domain controller. Keeping DHCP off of domain controllers ensures that the domain control-
ler always has ownership of its own host and service records.

DNS

Windows 2000 and Windows Server 2003 Active Directory domains are dependent on a
properly functioning DNS server. DNS—Iike many other services—is susceptible to attacks
by malicious users and intruders. In particular, DNS is susceptible to the following types
of attacks:

= Modification of host and service records
*  Unauthorized zone transfers

=  Exposure of the IP addresses in use

= Denial of service (DoS) attacks

Securing DNS from these potential weaknesses requires making some changes to your DNS
configurations. In particular, many DNS functions that were meant to ease administration have
become weaknesses. The best example is the support of dynamic DNS, which allows new client
computers to enter host and service account information in DNS without any sort of approval
being required. It is possible—through modification of existing records or overwriting existing
records—for an intruder or malicious user to impersonate a server or client computer on the
network. You can imagine the possible damage that could be caused if certain servers were
impersonated successfully.

Allowing unauthorized computers to perform zone transfers with an existing DNS server
allows an attacker to gain access to all of the IP configuration information and hostnames on
the network. With this IP and host information, it is possible for an attacker to easily develop
a network diagram of the company network and use it for attacks.

Improperly configured DNS servers can lead to the entire networking structure of the inter-
nal network being made available to external users. If the DNS information for the internal net-
work is made available to the external part of the network, then others can query the DNS
service and gain detailed information about the internal network.

DNS, like most services, is susceptible to DoS attacks. The major problem with a Windows 2000-
and Windows Server 2003-based network is that without a properly functioning DNS service, it is
very difficult for network authentication to take place and very difficult for hostname resolution.
With Active Directory so dependent on DNS, any attacks that render it unavailable can shut down
the company network by making file, printing, and other services unavailable as well.
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Luckily, it is possible to reduce the exposure of DNS to many of these attacks. Some solutions
include the following:

Implement Active Directory—integrated DNS zones. By storing DNS information in Active
Directory, it is possible to maintain multiple instances of DNS and securely update replication
between DNS servers.

Implement separate DNS servers for external and internal networks. By implementing a split
DNS solution, it is possible to provide DNS services for internal network resources without
exposing them in any way, shape, or form to attackers outside the company network. External
DNS records are extremely static and very limited, so they can be maintained using manual
methods that are more secure than dynamic DNS.

Limit the servers that are allowed to request and receive zone transfers. DNS servers have the
ability to provide a list of other authorized DNS servers on the network that are authorized to
transfer zone information. This method is one of the best to use when not using Active Directory—
integrated DNS zones. When using standard primary and secondary zones, you can limit the serv-
ers that can transfer DNS zone information and stop unauthorized DNS servers from receiving
zone transfers.

Implement IPSec for DNS.  Using IPSec, DNS servers can be configured to require secure commu-
nications, and client computers can be configured as IPSec clients that attempt to use IPSec when
communicating with servers that are IPSec-enabled. With IPSec configured, any clients wishing to
use DNS must first establish and negotiate a security association with a DNS server. IPSec can then
secure all traffic between the DNS client and the DNS server by providing mutual authentication.
You need to properly configure IPSec filters to allow for all appropriate types of network traffic
between clients and servers protected using IPSec configurations. This can make IPSec difficult to
implement. Also, implementing IPSec on such a large scale within the organization can have a sig-
nificant performance impact. IPSec is covered in Chapter 4, “Configuring IPSec and SMB Signing.”

IS 5 Server Security

Port 80 is the most often attacked port on the Internet. Therefore, the likelihood of your IIS
server being attacked is rather high. To make your IIS server as secure as possible, Microsoft has
provided the IIS Lockdown tool. IIS Lockdown is a flexible tool that lets you specify the nature
of your web server and then remove any functionality that is not required. The changes made
by the IIS Lockdown tool to secure the web server can also be made manually. A manual secu-
rity checklist with manual steps can be found at www.nsa. gov for IIS 5.

Before implementing the IIS Lockdown tool (or any recommendation in this
TE chapter) in your production environment, be sure to test thoroughly any

changes you want to make in a lab environment.
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The IIS Lockdown tool is available as part of the Security Toolkit from Microsoft’s security
website (www.microsoft.com/security). After you download the tool, follow these steps:

1. Run the tool, accept the license agreement, and click Next to open the Select Server Tem-
plate screen, as shown in Figure 2.8.

2. In the Server Templates list, select the type of server that you want to lock down and click
Next to open the Internet Services screen, shown in Figure 2.9.

3. To view the individual template settings, click the View Template Settings check box. This
forces the tool to display the screens shown in Figures 2.9,2.10, and 2.11. If this box is not
checked, the tool will go directly to the URLScan screen, shown in Figure 2.12.

FIGURE 2.8 The Select Server Template screen in the 1IS Lockdown Wizard
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FIGURE 2.9 The Internet Services screen in the IS Lockdown Wizard
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4. Select which services to enable on the server. If you select the Remove Unselected Services
check box, those services not selected are removed instead of disabled. For a static web
server, select the Web Service (HTTP) option only.

5. Click Next to open the Script Maps screen, shown in Figure 2.10. The default selection for
a static web server is to disable support for all script maps.

6. Click Next to open the Additional Security screen, shown in Figure 2.11. This screen allows
you to remove unnecessary directories and change permissions for anonymous users. For
a static web server, all choices are selected by default.

FIGURE 2.10 The Script Maps screen in the IIS Lockdown Wizard
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FIGURE 2.11 The Additional Security screen in the 1IS Lockdown Wizard
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7. Click Next to open the URLScan screen, shown in Figure 2.12. The default selection is to
install the URLScan tool. Before you do so, you should understand how that tool works
and operates. Practice installing the tool in a lab environment and then put the tool through
some serious tests. We’ll discuss the URLScan tool later in this chapter.

8. Click Next to open the Ready To Apply Settings screen, shown in Figure 2.13. This screen
displays a summary of the actions that the tool will perform.

9. Click Next to start the IIS Lockdown tool. Instead of getting a progress bar, you’ll see a
listing of the actions that the tool is performing as they are being performed, as shown in
Figure 2.14.

FIGURE 2.12 The URLScan screen in the IS Lockdown Wizard
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FIGURE 2.13 The Ready To Apply Settings screen in the IIS Lockdown Wizard
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FIGURE 2.14 The Applying Security Settings screen in the 1IS Lockdown Wizard
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You can use the IIS Lockdown tool to lock down any number of server scenarios that rely
on offering services through port 80, including OWA, SQL, SharePoint Portal Server, and Small
Business Server. If you want to lock down an OWA server using IIS Lockdown, the tool will do
the following;:

= Leave HTTP and SMTP running on the OWA server.
= Leave the .asp script map enabled; all others are disabled.
=  Leave WebDAV (Web Distributed Authoring and Versioning) enabled.

To uninstall IIS Lockdown, simply run the tool a second time. The settings for the tool are
on the server in the obTt-To0g. Tog file in the %windir%\system32\inetsrv folder and can be
used to “reverse” the installation. Once IIS Lockdown is uninstalled, your server will be back
to the state it was before running the tool.

) If you want to make changes to your web server, you'll need to uninstall and
TE then reinstall the IIS Lockdown tool. In other words, you cannot change the
configuration of the server without first uninstalling the current settings.

Figure 2.8, shown earlier in this chapter, lists most of the server types that this tool locks
down. But the IIS Lockdown tool is not your only option in securing IIS. You can take further
steps to secure your servers running IIS.

IP Address/DNS Restrictions

If possible, you can set the exact IP address or DNS names that are allowed access to your web
server. Obviously, for publicly oriented websites, such as e-commerce websites, this is imprac-
tical. But for other sites that host sensitive or restricted information, you might be able to specify
the clients for the website and set this accordingly.
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Disabling the IIS Anonymous Account

It is pretty much common knowledge that the default IIS Anonymous account is named TUSR _
computername. A better way to handle anonymous access is to disable this account, create a
new account, and use the new account as the anonymous account for your website(s). Make the
account adhere to strong password guidelines, which will make it more difficult for a hacker to
guess the name and password combination.

The URLScan Tool

HTTP access to your websites can be analyzed and suspicious traffic can be rejected before that
traffic hits IIS services. URLScan protects a server from attacks by filtering and rejecting certain
packets that you define. When URLScan is first installed, it rejects the following request types:

= CGI (.exe) pages

=  WebDAV

= FrontPage server extensions
= Index Server

= Internet printing

= Server-side includes

This tool is configured via the urTscan.ini file, which is installed in the %windir%\system32\
intesrv\urlscan folder. There are several sections to this file, and a typical section is shown in
Figure 2.15.

FIGURE 2.15 Theurlscan.ini file displaying the DenyVerbs section
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The Options section of the urTscan.ini file defines how valid and invalid requests are han-
dled. The Options section includes the following:

UseAllowVerbs Allowed values for the UseAllowVerbs option are either one (1) or zero (0).
The default is one. When set to one, the tool rejects any request containing an HTTP verb that
is not explicitly listed in the AllowVerbs section of the file. This section is case-sensitive. If this
option is set to zero, the tool rejects any request that contains verbs in the DenyVerbs section
of the file. This section is not case-sensitive.

UseAllowExtensions Allowed values for the UseAllowExtensions option are either one (1) or
zero (0). The default is zero. When set to the default, the tool rejects any request in which the
file extension associated with the request is listed in the DenyExtensions section of the file.
When set to one, the tool rejects any request in which the file extension associated with the
request is not listed in the AllowExtensions section of the file.

NormalizeURLBeforeScan Allowed values for this option are either one (1) or zero (0). The
default is one. When set to the default, the tool analyzes all packets after IIS has normalized the
URL request. When set to zero, the tool analyzes all requests in their raw form. This option will
open your server to canonicalization attacks.

Canonicalization

Canonical means the simplest or most standard form of something. Canonicalization is the pro-
cess of converting something from one representation to its simplest form.

Web applications must deal with lots of canonicalization issues, from URL encoding to IP
address translation. For example, a URL canonicalization vulnerability results when a security
decision is based on a URL and not all possible URL forms are considered. If a URL is allowed
access, it is possible to send a URL that appears as if it is pointing to one resource when, in fact,
it is pointing to a different resource. When security decisions are based on canonical forms of
data, it is therefore essential that the application is able to deal with canonicalization issues
accurately. Only experienced administrators should configure the application.

VerifyNormalization Allowed values for the VerifyNormalization option are either one (1) or
zero (0). The default is one. When set to the default, this tool verifies the URL normalization and
helps defend against canonicalization attacks. The best practice is to leave this at the default value.

AllowHighBitCharacters Allowed values for the AllowHighBitCharacters option are either
one (1) or zero (0). The default is zero. When set to the default, this tool rejects any request in
which the URL contains a character not found in the ASCII character set.

AllowDotInPath  Allowed values for the AllowDotInPath option are either one (1) or zero (0).
The default is zero. When set to the default, the tool rejects any URL that contains multiple
dots (.). When set to one, the tool does not check for multiple instances of dots. In default mode,
the tool rejects names with dots such as http://mail.domainname.com/exchange.
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RemoveServerHeader Allowed values for the RemoveServerHeader option are either one (1)
or zero (0). The default is zero. When set to the default, the tool allows server headers in all
server responses. When set to one, the tool removes the server header from all server responses.

EnableLogging Allowed values for the EnableLogging option are either one (1) or zero (0).
The default is one. When set to the default, the tool logs its actions in the urlscan.1og file.
When set to zero, no logging is performed.

PerProcessLogging Allowed values for the PerProcessLogging option are either one (1) or
zero (0). The default is zero. When set to the default, the tool does not associate the log filename
with each process that is being logged. When set to one, the tool appends the process ID of the
IIS process hosting URLScan.d11 to the log filename.

AlternativeServerName The AlternativeServerName option works in concert with the
RemoveServerHeader option. When RemoveServerHeader is set to zero, the string of characters
entered here replaces the default header in all server responses.

AllowLateScanning Allowed values for the AllowLateScanning option are either one (1) or
zero (0). The default is zero. When set to one, the tool registers itself as a low-priority filter,
which means that other tools can scan and modify the incoming URL before URLScan. When
set to the default, the tool scans in high-priority mode.

PerDayLogging Allowed values for the PerDayLogging option are either one (1) or zero (0).
The default is one. When set to the default, a new log file is created for each day when the first
log entry is written for that day. If there are no entries, no log file is generated.

RejectResponseUrl  The input values for the RejectResponseUrl option are a string of charac-
ters in the form /path/filename.ext. This is the URL that is run when the tool rejects a
request. The URL must be local.

UseFastPathReject  Allowed values for the UseFastPathReject option are either one (1) or
zero (0). The default is zero. When set to the default, this option is ignored. But when set to one,
the tool ignores the settings in the RejectResponseUrl and displays a 404 response to the client
when it rejects a request.

The urlscan.ini file also contains sections for the following;:
= Allowed verbs
=  Denied verbs
= Denied headers
= Allowed extensions
=  Denied extensions

If you install URLScan on each IIS web server, it acts as an endpoint intrusion detection sys-
tem (IDS). If you install URLScan on an ISA (Internet Security and Acceleration) server, it can
act as a network-based IDS for all IIS servers on your network. At the network perimeter, you
can block all types of requests instead of letting those requests traverse your network and then
get blocked at the server level.

Although the IIS Lockdown tool works at the service level, URLScan works at the URL level
to help secure your website. When you select one of the templates during the installation of IIS
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Lockdown, a preconfigured urlscan.ini file is also installed, easing the burden of adminis-
tration for you. And if necessary, you can go back and tweak the urlscan.ini file to work
exactly the way you need it to work.

IIS 6 Server Security

With the release of Windows Server 2003, IIS 6 is now available. IIS 6 is a distinct improvement
over IIS 5 in reliability, performance, and security. As you install IIS Lockdown and URLScan, you
will notice that they are designed for use with IIS 5. Microsoft made a dramatic change in the phi-
losophy around Windows server development; security now takes priority over ease of use. The
Windows Server 2003 team worked hard to make IIS more secure with version 6. In particular,
IIS 6 now comes completely locked down when installed. You do not need to lock down IIS 6 with
any special utilities. While a version of URLScan is provided for IIS 6, it not needed in most cases.
IIS 6 is completely locked down and will support only static HTML files when first installed. If
you want to support ASP files, for example, you need to configure IIS 6 to enable ASP file support.

Open the Internet Information Services (IIS) Manager by choosing Start » Administrative
Tools > Internet Information Services (IIS) Manager. Once you have opened the MMC snap-
in, expand the server name and click Web Service Extensions, as shown in Figure 2.16.

@ Real World Scenario
Securing an lIS 5 Website Using the Anonymous Account

Let’s say you want to present company files on the Internet for general public consumption,
such as product and general information documents. Obviously, you want this site to be secure
and yet accessible via the Anonymous account. Follow these steps:

1. Install the IS Lockdown and URLScan tools.

2. Select the Static Web Site option in IS Lockdown and accept the defaults in the
urlscan.ini file.

3. Use a Group Policy to disable the Anonymous account membership in the Everyone and
Network user security groups.

4. Explicitly give permissions to the Anonymous user account to the resources that will be
presented in the website.

5. Rename the Anonymous user account with a name that “blends in” with the other names
in your Active Directory so that a hacker cannot readily discern which accounts are
intended for web access and which are not.

6. Require SSL for client connectivity if you want to ensure that data communications
between your visitors and the web server are encrypted. With public documents, this
might not be a desired outcome, but it is certainly available if you want to use it.
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FIGURE 2.16 InternetInformation Services (lIS) Manager
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To add support for ASP pages, click Active Server Pages and click the Allow button. IIS 6 will
reconfigure itself to support ASP content. To configure support for WebDAV and other exten-
sions, you should follow the same procedure to allow their use on the IIS 6 server.

Securing Mobile Communications and
Internet Authentication Service (IAS) Server

There is little doubt that wireless communication has exploded in the last few years. Along with
this explosion, however, are real security concerns that have not been fully resolved. Like the
other types of servers in this chapter, these technologies also raise specific security concerns,
which include the following;:

= No per-packet authentication.

= Vulnerability to disassociation attacks.

= No central authentication support.

= RC4 stream cipher is vulnerable to plain-text attacks.

= Some WEP (Wired Equivalent Privacy) keys are derived from passwords.

= No support for advanced security such as smart cards, biometrics, and so on.

= Key management issues such as rekeying global keys and no dynamic, per-station unicast key.
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The WEP algorithm defines the use of a 40-bit secret key for authentication and encryption.
The 802.11 standard allows for each station to hold two different shared keys: a unicast session
key and a multicast/global key. The WEP is a symmetric algorithm in which the same key is used
for both cipher and decipher.

Wireless technology can be used in conjunction with an IAS or any Remote Authentication Dial-
In User Service (RADIUS). Because most wireless communications need to access resources sitting
on a cabled network, there is a need to marry these two technologies. When a wireless user connects
to the network, the access point (AP) forwards the user’s identity to the RADIUS server to initiate
authentication services in Active Directory. Once authenticated, the RADIUS server sends back to
the user via the AP an authentication key to be used to access information on the cabled network.
The key is sent in encrypted form, of course. The AP also uses the authentication key to securely
transmit per-station unicast session and multicast/global authentication keys to the user’s device.
The user’s device, called a station (STA), then has keys available to transmit information back and
forth between itself and the AP for access to information on the cabled network. Hence, the RADIUS
server works in conjunction with your certificate authority (CA) and the AP to provide secure com-
munications with your wireless clients.

The IAS service is Microsoft’s implementation (and name) for the industry-standard
RADIUS service. IAS can check Active Directory for a wireless client’s request for authentica-
tion. The use of IAS allows the remote access user authentication services to the cabled network.

You can take some steps to further secure your IAS server. First, as the number of wireless
client types increases, it is reasonable to assume that not every client will want to authenticate
to the TAS server using the same methods. This situation already exists for Windows 9x clients,
which use NTLM, and Windows 2000 and later clients, which use Kerberos. The best practice
here is to create a different user account for each client-authentication method. This ways, if a
password on one account is compromised, it is only compromised for that client, not for all the
clients that the user is using.

Second, ensure that you are allowing all wireless traffic to come through on a specific IP
address. This allows you to hide your internal IP scheme and use a single namespace for reso-
lution outside your network.

Finally, you can use the remote access account lockout feature in Windows 2000 and Win-
dows Server 2003 to configure the number of times that a user’s authentication can fail before
future connection attempts using that account are denied.

) The Remote Access Account Lockout feature is not related at all to the Account
TE Locked Out setting in the Properties dialog box for a user account.

To configure the Remote Access Account Lockout feature, you edit the Registry on the server
providing user authentication. To enable account lockout, you must set the MaxDenials entry in
the Registry (HKLM\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parameters\
AccountLockout) to one (1) or greater. This setting specifies the maximum number of failed
attempts before the account is locked out. The default setting is that this feature is zero (0), or dis-
abled. If you set it to three (3), the account will lock out after three failed authentication attempts.
If you set it to five (5), the account will lock out after five failed authentication attempts.
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The window of time in which the specified number of failed authentication attempts is set is
called the ResetTime (mins). You can find this entry in the Registry under the HKLM\SYSTEM\
CurrentControlSet\Services\RemoteAccess\Parameters\AccountLockout key. The default
is set to 0xb40, or 2880 minutes (48 hours). You can increase or decrease this value as necessary.

If you need to manually reset a user account that has been locked out before the failed
attempts counter automatically resets the account, delete the following Registry subkey that
corresponds to the user’s account name:

HKLM\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parameters\
AccountLockout\domain name:user name

Applying Security to Client
Operating Systems

When it is time to apply additional security to client operating systems, you can either walk
around and touch each desktop, or you can use some type of method that automatically applies
the settings to each desktop. The best (and easiest) way to apply security to a group of desktops
is to use the Group Policy feature in Windows 2000 and Windows Server 2003.

You can use Group Policy Objects (GPOs) to apply additional security to clients by config-
uring a template and then applying that template to a GPO. You then assign the GPO to a site,
a domain, or an OU container, and the clients inherit the settings. Now, each operating system
is unique and has its own needs. Let’s take a look at these needs.

Unix Clients

Unix clients can authenticate using the Kerberos version 5 protocol. They can also use the Win-
dows 2000 and Windows Server 2003 domain controllers as their Kerberos Key Distribution
Center (KDC). If they already have a KDC they are using, an inter-realm Kerberos trust can be
created between their KDC and a domain controller (DC). Either way, their account will need
to be created in Active Directory in order for them to gain access to Windows resources.
Account mappings may need to be created between the Unix KDC and the DC. Such mappings
associate the Windows account SID with a defined account in the Unix domain.

Older Unix clients that use the Common Internet File System (CIFS) such as Samba can use
the NTLM protocol to authenticate with AD. In addition, Unix clients can use certificates for
SSL and Transport Layer Security (TLS) connections. All that is needed is a trusted CA by both
the Unix and the Windows servers.

Finally, remember that clear-text passwords can be secured using either SSL or IPSec (Inter-
net Protocol Security). You’ll need to secure clear-text passwords because Unix clients use them
in several utilities. To set clear-text authentication, enable the Send Unencrypted Password To
Connect To Third-Party SMB Servers setting under the Security Node in the Local Policies node
of the GPO template (see Figure 2.17). Once this policy is set, you can use IPSec or SSL to secure
the transmission.



74 Chapter 2 - Configuring Security Based on Computer Roles

FIGURE 2.17

The policy setting for clear-text authentication
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) You secure FTP and Telnet traffic using IPSec. You secure HTTP traffic
TE using SSL.

If your Unix clients need to use their native NFS (Network File System) for file services, you
can design a secure resource topology in Windows by installing Services for Unix. In this sce-
nario, the Unix clients authenticate to their own NIS (Network Information Service) server. In
order for them to access files on the Windows server, you need to map the user identifier (UID)
and group identifier (GID) from the NIS server to an account in AD. This mapping assigns the
Unix account an SID from the domain and allows the Unix client to access files and servers in
the domain. You’ll set permissions on NFS resources by using the AD accounts.

NetWare Clients

Microsoft provides three services to help NetWare clients interoperate with Windows 2000 and
Windows Server 2003:

Client Services for NetWare This service allows Windows clients to access resources hosted on a
Novell NetWare server. The clients have direct access to file services, print services, and Novell Direc-
tory Services (NDS). Do not install this if you are going to install Gateway Services for NetWare.

If you need to manage a large number of accounts for both AD and NDS, consider using the
Microsoft Directory Synchronization Service to synchronize accounts between AD and
NDS/3.x binderies. It is important to note that while NetWare 4 and later versions can emu-
late the 3.x bindery, it is not a recommended long-term solution. Many companies will
implement the bindery emulation during migrations from NetWare to Windows, but they
will not do so for long-term integrations.
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Later versions of NetWare do not require any special client software installations on Win-
dows clients.

Gateway Services for NetWare (GSNW) GSNW provides a single gateway through which
Windows clients can access NetWare resources. Essentially, a Windows server acts as a proxy
agent for requested resources to the Windows clients. Do not install this service if you are going
to install Client Services for NetWare on all your workstations.

Authentication for this service uses a single account that must be a member of the NTGATEWAY
group on the NetWare server. This account must be given permission to the NetWare resources
if Windows clients are going to be able to access these resources. If this account is given Supervisor
rights on the NetWare box, you could have a potential security hole if that account is compro-
mised. Guard this account, and ensure that the password is changed regularly.

Services for NetWare This add-on product from Microsoft provides several utilities to help
Novell and Microsoft platforms coexist:

Microsoft Directory Synchronization Services (MSDSS) This service provides two-way
directory synchronization between AD and Novell Directory Services (NDS).

Microsoft File Migration Utility This tool enables the migration of files from a NetWare
server to a Windows 2000 server while preserving the directory structure and file permissions.

File and Print Services for NetWare This service enables Windows to provide file and print
services to NetWare clients. The Windows server will look and feel like a NetWare server to
the NetWare clients.

There are security holes with the NWLink protocol, Microsoft’s implementation of IPX/SPX
(Internetwork Packet Exchange/Sequenced Packet Exchange). NetWare servers that use IPX/
SPX advertise themselves to the network using the Service Advertising Protocol (SAP), which
provides basic server information to everyone on the network, including attackers. For this rea-
son, strive to use only TCP/IP on your network.

Macintosh Clients

By default, Macintosh clients use nonencrypted passwords. This should remain the case only for
anonymous-accessed resources such as public websites or public files. If you install File Services
for Macintosh (FSM), you can have Macintosh clients that do not have accounts in AD authen-
ticate as a guest user. This is best used for resources that do not require auditing or have liberal
permission sets.

In addition, if you install FSM, you can instruct your Mac clients to authenticate using Apple
Standard Encryption, which allows passwords up to only 8 characters. You can also specify that
they use the Microsoft User Authentication Module (MS-UAM). Using MS-UAM, passwords
can be a maximum of 14 characters, but it does require the AppleShare client 3.8 or later to be
installed on the Mac client.

For file security, set up volume passwords, which is somewhat analogous to share-level per-
missions. To access the volume, users must first supply the appropriate password.

As far as printing is concerned, there are no print permissions using the AppleTalk protocol.
There is no user-level security for Macintosh printers.
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Summary

This chapter focused on securing different server platforms and securing non-Windows clients.
Specifically, it focused on how to secure the following:

= SQL Server 2000

= Exchange Server

= Internet Information Services

= Internet Authentication Service Server
= Wireless clients

This chapter also discussed how to secure a website using the IIS Lockdown and URLScan
tools. Because these tools are unique to IIS, any server platform that uses IIS can (potentially)
benefit from using them.

Non-Windows 2000 clients need to be secured too, so we discussed how to secure a Unix cli-
ent on your Windows 2000 network. Probably the best interoperability with Windows 2000
exists from the Unix world.

We also discussed the interoperation with NetWare and how to secure these platforms when
they must coexist. You learned that Microsoft has released a directory synchronization tool to
ease administration when many accounts need access to both NetWare and Windows 2000.

Finally, you learned to password-protect Macintosh volumes and to use the MS-UAM pro-
tocol for Macintosh clients.

Exam Essentials

Be able to list two or three actions that you would take to secure each server platform dis-
cussed in this chapter. Know what actions are recommended for each server and why you
need to take them. Also, remember the interaction of the RADIUS server with wireless clients
and the IAS server. You might also remember that you can use the IIS Lockdown tool for
Exchange 2000 Server OWA.

Understand how IIS Lockdown and URLScan work together with IIS 5. The IIS Lock-
down tool works at the service level to add and remove services based on the configuration
or template that you choose when working with the tool. Once set, configuration choices
must be uninstalled before they can be modified. The URLScan tool applies settings from the
urlscan.ini file to incoming web services requests. Be sure you know that URL normaliza-
tion and day-to-day security of your website is much more a function of the URLScan tool
than the IIS Lockdown tool.

Understand how IIS 6 changes do not require IIS Lockdown and URLScan. 1IIS Lockdown
and URLScan are basically built into the IIS 6 structure. IIS 6 installs in a completely locked-
down state and requires administrator effort to add functionality to IIS 6.
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Understand how to secure each client type in a Windows environment. Because so many of
you run a mixed-client environment, it is important to understand how to secure each client
type. You would also do yourself some favors by understanding the differences among the three
NetWare services that Microsoft provides.
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Review Questions

1. You have just installed SQL Server 2000 using Windows Authentication Mode. Which of the
following statements is true?

A. The SA account defaults to a predetermined password.
B. NTLM becomes the default authentication protocol.

C. Password expiration and account lockout are enabled.
D. The SQL Server 2000 Registry keys will not be secured.

2. Youarerunning 50 Windows 2000 Professional workstations and 30 Unix workstations. Mary,
a user on a Windows 2000 Professional workstation, authenticates at Server1, a DC in the
administration.testforest.com domain. She needs access to a SQL Server 2000 database
that resides on a member server, SQL1. After authenticating to the network, Mary can access the

SQL server. While working with data from the SQL server, she clicks a link that takes her to a
secure intranet website on WS1. What will be the default behavior among these servers?

A. SQL1 will request a ticket from Server1 on behalf of Mary for authentication to WS1.

B. Mary’s security credentials will be sent to WS1 from Server1, and SQL1 will not be
involved in her authentication to WS1.

C. Mary’s security credentials will need to be created on WS1 after WS1 verifies her token
with Serverl.

D. Mary’s security credentials follow her everywhere in the forest. There is no need for
SQL1 and WS1 to communicate directly.
3. When discussing Delegation Authentication, the best practice from a security standpoint is to
do what?
A. Leave the default settings alone.
B. Modify the default settings.

C. Change the default Delegation Authentication settings so that DA is enabled only for
individual computers and user accounts.

D. Remove Delegation Authentication and then install it on individual servers and work-
stations that need it.

4. You are the administrator of a Windows 2000 network. You have 200 Windows 2000 Profes-
sional workstations, 20 Windows 2000 Server Member Servers, and 5§ Windows 2000 DCs. You
want to make authentication to each server as fast and transparent as possible to your end users.
You also want communication between your servers to be as secure as possible. What should
you do? (Choose all that apply.)

A. Leave Delegation Authentication at the default configuration.

B. Require digital signatures on all communication between servers.
C. Enable Delegation Authentication on each server.
D

. Require digital signatures on all client communication.
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You are the administrator of a SQL Server 2000 server. You have used the Encrypting File Sys-
tem (EFS) to encrypt SQL-specific files. You then change the service account for your SQL
server. You discover that you cannot access the encrypted files. What should you do?

A. Reinstall the SQL binary files. This will reset the SQL server to the default, and the files
will be decrypted during the installation.

B. Use the Local System account to decrypt the files. You can then encrypt them again
using the new system account.

C. Log on locally as the administrator. Use this account to decrypt the files.

D. Change the service account to the old server account, and then decrypt the files. Change
the server account again to the new account. Encrypt the files.

Items in an Exchange 2000 Server store can be accessed using which of the following methods?

(Choose all that apply.)

A. URL

SMB

MAPI

HTTP

HTTPS

FTP

. Microsoft Office Application

@ MmMmUoow®

Which of the following steps can you take as an Exchange 2000 Server administrator to further
secure port 25 on your TCP filter? (Choose all that apply.)

A. Install URLScan to scan incoming OWA requests.

B. Install antivirus scanning of e-mail in the DMZ.

C. Install IIS Lockdown to remove unnecessary services.

D. Install content scanning of e-mail in the DMZ.

You are the system administrator for a large network of 2000 Windows 2000 Professional
workstations, 50 Windows 2000 servers, and 300 Unix workstations. You have one intranet
web server, WS1. You also have one Outlook Web Access (OWA) server. Your users use OWA
to access their e-mail from the Internet. Because of heavy demand, you need to install a second
OWA server. The OWA servers do not host any mailboxes or public folders. You also want your

users to continue using the same URL they have been using to access OWA, but you want user
calls balanced between the two servers. What should you do? (Choose all that apply.)

A. Move your OWA servers to the DMZ.
Transfer the databases to other Exchange 2000 servers.
Use a DNS alias to load-balance client calls between the two servers.

Install two Exchange 2000 Server front-end servers in your DMZ.

moow

Install Network Load Balancing to load-balance client calls between the two front-end
servers.

Use SSL for client connections to the front-end servers.

m

G. Use IPSec to secure communication between the front-end and back-end servers.
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You are the administrator for an OWA server. The server was installed using default settings. You
want to further secure this server. Which two tools would you use to do this?

A. Network Load Balancing

B. URLScan
C. IIS Lockdown
D. SSL

Which of the following will help prevent impersonation on your network? (Choose all that apply.)
A. User authentication

B. IIS Lockdown

C. SMB signing

D. Removing Delegation Authentication

You are the system administrator for 20 Windows 2000 servers and 2000 Windows 98 work-
stations. You also have 300 Unix workstations and two Novell NetWare file servers. You
want to increase security for all client logon traffic. All clients connect to both Windows 2000

servers and the two Novell NetWare file servers. What actions should you take? (Choose all
that apply.)

A. Enable NTLMv2 for the Unix workstations.

B. Enable NTLMv2 for the Windows 98 workstations.

C. Use only TCP/IP protocol on your network.

D. Use Directory Synchronization Services.

You are the system administrator of a network consisting of 600 Windows 2000 Profes-
sional workstations and 30 Windows 2000 servers. One of your servers, Web1, hosts your
company’s e-commerce website. You discover that this server has been compromised using
the Anonymous user account. You want to quickly secure this server and all resources to

which the Anonymous user account has permissions. What should you do? (Choose all
that apply.)

A. Require SSL for all connections to your e-commerce website.
B. Enable auditing for all packets on your router.

C. Configure the No Access Without Explicit Anonymous Permissions Group Policy
setting. Apply to all servers on your network.

D. Run the IIS Lockdown and URLScan tools.

E. Rename the Anonymous user account.
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You find that your web server is receiving a large number of SYN packets. You suspect that you
are being hit with a DoS attack. What should you do?

A.

C.

D.

Audit the packets and perform reverse DNS on the attacker’s IP address. Block all pack-
ets from this IP address at the router.

Configure the SynAttackProtect key on your web server to cause your web server to
time out more quickly when it receives too many SYN packets.

Configure the EnablePMTUDiscovery key on your web server to cause your web server
to time out more quickly when it receives too many SYN packets.

Block the sender’s IP address in the Properties dialog box for your web server.

You are the system administrator for 10 Windows 2000 servers. You have no 16-bit applica-
tions running on your servers. What should you do to increase security?

A.
B.
C.
D.

Modify the NtfsDisable8dot3NameCreation Registry key.
Remove the NtfsDisable8dot3NameCreation Registry key.
Uninstall the thunking process by removing the win32onwinl16.d11 file.

Do nothing. There is no security issue.

You are the system administrator for a network with 800 Windows 2000 Workstations and 40
Windows 2000 servers. You want to increase your password security. What actions should you
take? (Choose all that apply.)

A.
B.
C.
D.

Require complex passwords.
Do not allow users to publicly expose their passwords.
Disable LM hash creation.

Do not allow users to use recently used passwords.

You have run the IIS Lockdown tool on your web server. You need to deliver dynamic, stream-
ing content from your web server and use the FTP service for file transfers. You also need to
reconfigure the settings for the IIS Lockdown tool to allow this new content to be delivered effi-
ciently. What should you do?

A.
B.
C.
D.

Edit the urlscan.inf file. Reinstall IIS Lockdown.
Edit the protocol.1ini file. Reinstall IIS Lockdown.
Edit the urlscan.ini file.

Uninstall and then reinstall the IIS Lockdown tool.

You need to launch a private website that will be accessed by 20 of your users and 10 partners
from other companies. It is required that this site be highly secure. What actions should you
take? (Choose all that apply.)

A.
B.
C.
D.

Accept connections only from predetermined IP addresses and DNS names.
Disable anonymous connections. Require user authentication.

Use SSL for all client communications.

Install the IIS Lockdown and URLScan tools.
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You have been charged with designing a secure solution for wireless access to your network.
Although you don’t have any wireless users right now, your manager wants to update the remote
sales force to use wireless PCs and connect to inventory data on your intranet without plugging
into their customers’ networks to gain Internet access. How should you design this network?
(Choose all that apply.)

A. Require SSL connectivity between the wireless workstation and the intranet server.
Install an access point on your network.

Install Internet Authentication Service.

Require IPSec at the network layer between the users and the access point.

Have the web server trust an internal CA, and have your wireless users trust an external CA.
Have everyone trust the same CA.

Disable LM hash.

PmMmoo®

You are the administrator for 3000 users who are running a mix of Windows 98, Windows NT 4,
Windows 2000, and Unix workstations. You also have 400 wireless workstations in your ware-
houses and portable buildings. Many of the wireless users also log on to the network from their
desktops. What should you do to increase security?

A. Disable Routing And Remote Access for the wireless workstations.

B. Require each user to use a different account for each device they use to log on to the
network.

C. Enable Routing And Remote Access for the wireless workstations. Require IPSec.
D. Set the KeepAlive time to 120 seconds.
You are the administrator of a network that has 30 Windows 2000 workstations and 30 Mac-

intosh clients. You want to secure the Macintosh clients’ passwords as much as possible. What
actions should you take? (Choose all that apply.)

A. Require Kerberos for all Macintosh clients.

B. Install File Services for Macintosh.

C. Specify that the Microsoft User Authentication Module be used.
D

. Do nothing. Kerberos is the default authentication protocol for Macintosh clients.
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Answers to Review Questions

1.

C. When you install SQL Server 2000 using Windows Authentication Mode, the security
context of the user is used for validation to a DC before allowing setup to continue. Kerberos
becomes the default authentication protocol, and the directories and Registry keys are secured
in this mode as well.

A. Security Account Delegation, or Delegation Authentication, is the ability of one server to request
a ticket on behalf of a user or service account when that user is currently connected to the local server
but needs to connect to another server. Answer A is the only answer that fits the description of this
behavior. Delegation Authentication is enabled by default in Windows 2000 Server.

C. The best practice is to turn off Delegation Authentication by default and then enable it for
certain services and user accounts. This will guard against an easily hacked service account name
and password combination being used to access the server via impersonation.

A, B. What is described in the question is Delegation Authentication, and it is enabled by default
on all Windows 2000 servers. Requiring digital signatures, among the other answers, is the best
way to secure communication between your servers. Answer D would not be appropriate
because client-to-server communication was not a focus of this question.

D. SQL 2000 Server works with the Windows 2000 Server EFS, but it encrypts files under its
service account name and password assignment. If you change this account without decrypting
any encrypted files, this data will be totally lost to you until they are decrypted. The only way to
decrypt the files is to use the account under which they were encrypted for the decryption process.

A, B, C, D, E, G. Because of the ExIFS, every item in an Exchange 2000 Server store can be
accessed using a number of different protocols. This allows for flexibility in how information is
managed and stored. However, the different access points also create security concerns in that the
information must be secured on multiple fronts. Items are secured using Windows 2000 Server
user and group accounts and NTFS permissions.

B, D. Two actions you can take on inbound SMTP mail are to run that mail through both a con-
tent scanner and an antivirus scanner. Doing both will protect your mail from viruses, unwanted
attachments, and unwanted content. The URLScan and IIS Lockdown tools are suited for HTTP
and port 80, not SMTP and port 25.

D, E, F, G. You might be surprised that you don’t have to move any databases to achieve this solu-
tion. Because the OWA servers are not hosting any mailboxes or public folders, all you need to do
is configure them to be front-end servers and then install security for communication between the cli-
ents and the front-end server and again between the front-end servers and back-end servers. The best
security for information between the front-end servers and your clients is SSL. IPSec can be used for
calls between the servers. Because you are using front-end servers, you’ll need to install Network
Load Balancing to load-balance calls between these two servers. By default, Network Load Balanc-
ing uses a single IP address and namespace.

B, C. Although using SSL is a way to secure client-to-server communication over port 80, only
URLScan and IIS Lockdown are tools that secure the server directly.
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C, D. SMB signing, when required, is a method to ensure that all communication on your net-
work is digitally signed at the packet level. In addition, Delegation Authentication is a type of
impersonation that servers perform on behalf of clients. This can be removed to eliminate the
possibility of an attacker using this feature to impersonate another user.

B, C, D. Because Unix workstations can use Kerberos, enabling NTLMv2 would be a step back
for them. By using only TCP/IP, you eliminate IPX/SPX from the network and its need to use SAP
to advertise the presence of each server to the clients on the network. And in installations in which
a large number of clients need to authenticate to both NetWare and Windows 2000 Server, direc-
tory synchronization can increase security by using the same accounts in both directories.

C, E. Because the compromise occurred using the Anonymous user account, first limit what this
account can do and its group memberships. By default, the Anonymous account is a member of
the Everyone and Network security groups. Enabling this policy setting will require that you
explicitly set permissions to all resources for the Anonymous user account. Although you might
be able to think of other things that should be done in this scenario, only answers C and E
directly mitigate against the threat of a compromise using the Anonymous account.

B. Because this is a SYN attack, configure the SynAttackProtect Registry key on your web server.
Obviously, you might take other actions, but this one will help mitigate against the DoS attack
on that individual server.

A. If you have no Windows 16-bit applications, turn off the 8.3 auto generation of filenames.
With this feature turned on, an attacker needs only eight characters to refer to a filename. With
this feature turned off, the attacker will need the entire filename in order to use a file.

A, B, C, D. Because most resources are password-protected, this is one of the favorite tech-
niques that an attacker uses to compromise your network. All these measures will help increase
the password security on your network. And all of them are recommended, except for the LM
hash answer, which you must leave enabled if you have legacy clients, such as Windows NT 4
or Windows 98 clients.

D. If you were just allowing more verbs on your website, answer C might suffice. However,
if you need to redo the service structure on your website after running the IIS Lockdown tool,
you’ll need to uninstall and then reinstall the tool choosing the option during installation to
secure this new type of server.

A, B, C, D. All these actions will help secure your website. By accepting connections from only
certain IP addresses or DNS names, you significantly limit who can even connect to the web
server. And then requiring user authentication will mean that hackers must not only spoof an IP
address, but also compromise a username and password combination and then impersonate a
user to gain access to the website.

A, B, C, F. To connect, wireless workstations need an access point. You can use SSL for port 80
connections between the workstation and the access point. To authenticate on the network, a
RADIUS server can be employed to proxy the authentication requests from your users to the
DC. Because all this communication will occur using encryption and signatures, you’ll need a
CA available that both sides trust.
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B. Because each wireless device may have a different way to authenticate on the network, you
should require a different username and password combination for each client device. This is

because client devices will vary in their security when passing the password from the client to the
access point.

B, C. The default password security for Macintosh clients is 8 characters and clear-text pass-
words. When you install File Services for Macintosh, you can then select the MS-UAM, which
allows for password characters up to 14 characters in length.
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Probably the best way to keep your servers secure on an ongoing
basis is to install the latest service packs and hotfixes. Because new

vulnerabilities are discovered every day, new hotfixes (sometimes
referred to as “patches”) are released to shut down each vulnerability. A hotfix is nothing more than
a small piece of code that has been rewritten to eliminate the vulnerability in the software product.
In the past, Microsoft used to issue patches several times during the month, and it was sometimes dif-
ficult to keep up with the patches. Because many patches required restarting servers, this caused a
great deal of stress for many businesses. When should they apply the fix? If they did it right away, they
would have to take system outages and interrupt business in many cases. If they waited until there
were several patches to apply all at once, they would have to assume the risk of being attacked and
not having the proper patches installed to protect the company systems. What made it even worse
was the amount of testing required, because each patch had to be tested before it could be deployed.

4 Microsoft will keep you informed of these updates if you subscribe to their
ITE security notification e-mail service at www.microsoft.com/security.

Starting in October 2003, Microsoft changed the way that it deployed hotfixes by reducing the
number of hotfix release dates. New security bulletins are released the second Tuesday of each
month. However, there will be exceptions to the monthly updates, depending upon the risk asso-
ciated with the fix. The goal of the new combined releases each month is to reduce the amount of
testing that each company will need to perform and to reduce the number of system outages that
may be required throughout the year in the event that a patch requires a reboot of the system.

This chapter focuses on service packs and hotfixes. We’ll look at installing, managing, and
troubleshooting them. And we’ll discuss the tools that are available to help in this process.

Determining the Current Status of
Hotfixes and Service Packs

If you need to see the current status of a service pack that is installed on an individual worksta-
tion or server, right-click My Computer, choose Properties to open the System Properties dialog
box, and click the General tab (see Figure 3.1).

However, if you need to find out the service pack level of many workstations or servers at
the same time, you have to run the Microsoft Baseline Security Analyzer (MBSA) tool. When
you’re working at the enterprise level, it’s possible that some service pack and/or hotfix instal-
lations won’t be distributed to every computer at the same time. It’s also possible that some
workstations or servers will be missed when using manual installation techniques. Hence, you
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may need to poll a group of target computers to determine their service pack level and then get
all the updates and hotfixes installed in a uniform manner across the enterprise.

We’ll discuss the MBSA tool later in this chapter, but first, let’s go over how to install a
service pack and a hotfix.

Installing Service Packs and Hotfixes

To install a new service pack on a Windows workstation or server, you first need access to the

service pack file. Microsoft wraps service packs into a single installation file (see Figure 3.2) that,
when invoked, expands into the local temp directory (see Figure 3.3) on the computer and then
begins the installation process (see Figure 3.4). Microsoft also does this for hotfixes and updates.

FIGURE 3.1 The System Properties dialog box, open at the General tab

System Properties HE |

| Metwark Ideniication | Hardware | User Profiis | Advanced |

Systenn
Mictozcét indaws 2000

5.00.2155
Service Pack 3
Regatered to:

admmin

e

51879-335-4 2395560501 3

Computar:
86 Farniy 5 Model 4 Stepping
4
AT/AT COMPATIBLE
261,620 KB RAM

ok I Cancel Apely

FIGURE 3.2 Notice that the Windows service pack is encapsulated in a single file, which
is highlighted in this illustration.
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FIGURE 3.3 Afterthe service packfile is invoked, the file is verified and then expanded in
the temp directory.
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FIGURE 3.4 Afterthe file has been expanded, the Setup Wizard opens and starts the
service pack installation.
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to open the Select Options screen:
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3. Choose whether to archive the files that the service pack will overwrite and then click Next
to start the installation.

- Archiving the files means that the earlier versions will be retained and the cur-
TE rent service pack can be uninstalled to revert to the earlier version in case the
current service pack causes problems that cannot be resolved. If you choose
not to archive the files, the service pack cannot be uninstalled. Remember that
archiving the files requires more disk space.

The Setup Wizard first runs some diagnostic routines to determine how much disk space
your computer has (see Figure 3.5) and to find out about some of the environment variables.
It then begins the process of installing the updated files to your hard drive. If you selected to
archive your files, the Setup Wizard first backs up all the files that it intends to overwrite before
installing the updated files from the temp directory.

FIGURE 3.5 The Setup Wizard checks for adequate disk space.
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Once the Setup Wizard has completed, you are given a choice on the Finish screen to
either reboot the computer now or reboot later. What this allows you to do is to install the
service pack during the day and then reboot the computer later when client use is at low
demand. Earlier versions of service packs did not include this feature. But remember, you
must reboot the server in order for the new files that were installed to be registered and
used. Until you reboot, you are operating under the old service pack, even though the new
one has been installed.

In Exercise 3.1, you will install a new service pack for Windows 2000. The process is very
similar for both Windows Server 2003 and Windows XP Professional.
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Installing a Service Pack for Windows 2000

1. Double-click the service pack file.

2. Wait for the file to be verified and then expanded in the temp directory.

3. Atthe Welcome screen, click Next to open the licensing screen.

4. Read the licensing agreement, click the | Agree radio button, and then click Next.
5

Make your archiving selection on the Select Options screen and click Next to start the
installation.

o

Wait for the Setup Wizard to run.
7. Click Finish.

8. Reboot your computer.

Using the MBSA Tool

The Microsoft Baseline Security Analyzer (MBSA) tool is the replacement for the Microsoft Personal
Security Advisor (MPSA) and is designed to perform much of what the Microsoft Network Security
Hotfix Checker (HFNetChk) tool performs, but with a graphical front end (we like that!) and
expanded capabilities.

You can scan one computer or a group of computers and check the installed operating system
and the service pack level to determine which hotfixes are installed. You can find out about mis-
configurations and missing hotfixes that have been recommended by Microsoft.

website at www.microsoft.com/security or www.microsoft.com/mbsa, which

4 You can download the MBSA tool free of charge from Microsoft’s security
ITE
will redirect your browser to the MBSA site.

MBSA can scan the following platforms:
*  Windows Server 2003
=  Windows 2000
=  Windows NT 4
=  Windows XP Professional
=  Windows XP Home Edition

You can run MBSA from any Windows Server 2003, Windows 2000, or Windows XP platform,
but you cannot run it from a Windows NT 4 computer. MBSA uses the HFNetChk tool to discover
security updates that have been applied to a given computer or group of computers. How does
MBSA know if all the required security updates have been installed? Well, it downloads an XML
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(Extensible Markup Language) file from Microsoft that contains all the hotfix updates that should
be applied to each platform. It then checks for Registry keys, file version numbers, and checksums
for each file or key that should have been installed with the hotfix. If there is a match to the XML
file, the hotfix is presumed to be installed. If not, MBSA notifies you of this misconfiguration.

Each hotfix is stored under the Registry key HKLM\Software\Microsoft\WindowsNT\
CurrentVersion\Hotfix\Q######. Each hotfix has its own name with the syntax Q######_
XXX_YYY_ZZZ L .exe:

= Q###### is the number of the Knowledge Base article that discusses the hotfix.

= XXX indicates the platform or operating system to which this hotfix should be applied.
= YYYindicates the service pack level the system should be at before installing the hotfix.
*  ZZZ indicates the hardware platform for which this hotfix was written.

= LL indicates the language of the hotfix.

MBSA scans not only for Windows Server 2003 and Windows 2000 hotfixes, but also for hot-
fixes associated with Windows XP, IS (Internet Information Services), SQL Server 7 and 2000,
and Internet Explorer 5.01 and later. This tool also checks for simple passwords and informs you
if the passwords are either simple or blank.

Installing MBSA
To install the MBSA tool, follow these steps:

%‘/ MBSA will not install via Windows Terminal Services.
TE

Download MBSA from Microsoft’s website.
Double-click the mbsasetup.msi file to start Microsoft Baseline Security Analyzer Setup.

At the Welcome screen, click Next to open the licensing agreement screen.

A W D=

Read the licensing agreement, agree to it, and then click Next to open the User Informa-
tion screen:

¥ Microsoft Baseline Security Analyzer Setup
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Fudl Mare: [admin
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shere this computes, 'You must heve administistor nghts o instell the seitngs for al
userz. Instal this applicabion for

1 Anpoee who wess this camputer
& Qi for me [admin]

< Back [lest Cancal
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5. Enter your name and organization information, choose whether you want the tool available for
all users of the computer or just you, and then click Next to open the Destination Folder screen.

6. Specify where you want the MBSA files installed and then click Next to open the Choose
Install Options screen. You can choose to do the following:

=  Launch the application after it is installed.
= View the Readme file after installation.
=  Place a shortcut to MBSA on the Desktop after installation.

7. Make your selections and then click Next to open the Select Features screen:

& Microsoft Baseling Securily Analyzer Selup

Seloct Features.
Plezse salact which featines wou would The boratal.

=R} icrascit Flase=ine Securiy Anah|

Feature Deseription:

Thiz fealue vl be irstalied on the lcal haid
diive

This feahee requires 2955 on your hard
diive

£ il b4
Curent locahon:
C\Program Fles\Microscét Baseline Secuily Andyzer [ Biowse ]
[ ihCot | [ Resst | [ <Back | Mewr | [ Concal |

8. If you are unsure whether you have enough disk space to install MBSA, click the Disk Cost
button to display a screen that shows you the amount of space that MBSA will consume and
the amount of free disk space you will have after installation (see Figure 3.6).

FIGURE 3.6 Click the Disk Cost button to display information about drive space.
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The Select Features screen really doesn’t give you much in terms of additional features.
About all you can select here is whether you want the MBSA installed on the local hard
drive or whether you want all the features installed on the local hard drive. This is a bit of
playing with semantics, because both choices lead to the same end.
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9. Click Next, and Setup tells you that it is ready to install the application.
10. Click Next to begin the installation.
In Exercise 3.2, you will install the MBSA tool.

Installing the MBSA Tool

1. Double-click the mbsasetup.msi file to start Microsoft Baseline Security Analyzer Setup.
At the Welcome screen, click Next to open the licensing agreement screen.

Agree to the licensing agreement and then click Next to open the User Information screen.

P W N

Specify whether you want the tool available for everyone or only yourself, fill in the iden-
tifying information, and then click Next to open the Destination Folder screen.

Select your destination folder and click Next to open the Choose Install Options screen.
Make your install option choices and click Next to open the Select Features screen.
Click Next, and Setup tells you that it is ready to start the installation.

Click Next again to start the installation.

© ® N o o

Click Finish.

When you first run the MBSA tool, you’ll see a rather nifty opening splash screen, as shown
in Figure 3.7.

FIGURE 3.7 The opening menu screen for the MBSA tool
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From this point, you can scan one or multiple computers, view security reports, or access
online help.

We think it would be worthwhile, as a running example here, to scan both test computers in
the testforest.com domain. It will be interesting to see how the default installation of Win-
dows 2000 compares with the service packs and hotfixes that Microsoft recommends. By the
way, we already have Service Pack 3 installed on our domain controller, DC1. So what we’ll do
is click the Pick Multiple Computers To Scan link to display in the right pane input fields that
let you enter a domain name and/or range of IP (Internet Protocol) addresses (see Figure 3.8).

FIGURE 3.8 Configuring MBSA to scan the testforest.com domain

Microsoft Baseline Security Analyzer P|Ck multlple COmputE!"E to scan
[ welcome

Specify the computers you wank to scan, You can enter ether the domain name where
the computers are located or enter the IF address range,

[ Pick a computer bo scan
[ Pick muliple computers to scan
O picka

L] Ve & secirity report

Diornain name: [restforest com = |
1P address range: I_l_l—l_ i I_ ’—I_m

ﬁm’t"' teport h’odomain% - Fecomputeriamesh (Fhdatess)

Optians: ¥ Check for Windows vulnerabilities

Ly TEDOIT o yiew

See Also
[ Microsaft Basslne Security

Analyzer Help ¥ Check for weak passwords
[ About: Microsoft Baseline Security ¥ Check for 115 yulnerablities
Analyzer ¥ Check for 50U wulnerabiliies

[ Microsaft Security Web site ¥ Check For hetfixes

Learn more abowt Scanning Options

g Start scan

@ 2002 Microsoft Corparation, Al rights reserved,

Armed with this information, the tool finds all the computers that have a match and then
scans them for the selected items, which include the following:

*  Windows vulnerabilities
=  Weak passwords

= IS vulnerabilities

= SQL vulnerabilities

= Hotfixes

After the tool runs, it displays a report listing the computers that it scanned and its evaluation
of their security status. Needless to say, the default installations of Windows 2000 will incur a
Severe Risk assessment (see Figure 3.9).
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FIGURE 3.9 The results of running the MBSA tool on the two servers in the

testforest.com domain
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Clicking an individual computer in the report displays a detailed report for that computer
(see Figure 3.10). If you run this tool on a default installation of Windows 2000 Server, you’ll

find that the default is really not very secure!

Although the MBSA tool has lots of whistles and bells, you can also use the HFNetChk tool

to take care of many of the same tasks.

FIGURE 3.10 Anindividual server report from the MBSA tool
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The HFNetChk Tool and MBSA

MBSA uses a command-line tool to expose all of the options previously available through
HFNetChk to scan the target computer(s). You now use thembsac1i . exe command-line utility
to access the information that used to be acquired through HFNetChk. The mbsac1i . exe util-
ity has a large list of options that make it extremely flexible. The reason you’ll probably want
to run MBSA as opposed tombsac1i . exe from the command line is that MBSA has a GUI front
end that makes it easier to manage and navigate. The command-line interface of mbsac1i . exe
allows for it to be used in scheduled tasks and as part of many different scripts.

To view the syntax formbsac1i . exe, type mbsacli.exe /? at a command prompt. Table 3.1
describes each of the switches.

TABLE 3.1 The HFNetChk Switches

/hf Switch Description

/c Scan a single computer by computer name.

/1 Scan a single computer by IP address.

/r Scan multiple computers by scanning a range of IP addresses.

/d Scan all computers in a domain.

/n Select which scans to not perform. By default, all checks are run, including OS,

SQL, IIS, Updates, and Password. Multiple selections can be made by using the
+ symbol (no spaces).

/0 Output is in XML file format.

/f Redirect output to a file.

/ap Do not display the progress of the scan.

/qe Do not display the error list.

/s 0 Do not display the report list.

/s 1 Do not suppress the security update check notes.

/s 2 Suppress security update check notes and warnings.

/nosum Security update checks will not test file checksums.

/sus Check only security updates approved at the specific Software Update Services
(SUS) server.

The /sus switch includes the /nosum switch. Include /sumto override the /nosum
that is implied.



Installing Service Packs and Hotfixes 99

TABLE 3.1 The HFNetChk Switches (continued)

/hf Switch Description

/e List errors from the latest scan.

/1 List all reports available.

/1s List reports from the latest scan.

/1r Display the overview report.

/1d Display a detailed report.

/v Display the security update reason codes.

/hf Run the mbsac1i in HFNetChk mode.

-h Specify the NetBIOS computer name to scan. The default location is the local
host. You can scan multiple host names if you separate each host name entry
with a comma, as follows: hfnetchk -h computerl,computer2,serverl,server?2.

-th Specify the name of a file that contains NetBIOS computer names to scan. There
is one computer name on every line, with a maximum of 256 in every file.

-i Specify the IP address of the computer to scan. Similar to NetBIOS names, you can
scan multiple IP addresses if you separate each IP address entry with a comma.

-fip Specify the name of a file that contains IP addresses to scan. There is one
IP address for every line, with a maximum of 256 for each file.

-r Specify the IP address range to be scanned, beginning with 7paddress1 and ending
with ipaddress2 inclusive, for example: hfnetchk -r 172.16.1.1-172.16.1.35.

-d Specify the domain name to scan. All computers in the domain are scanned.

-n Specify all computers on the local network to be scanned. This switch is similar
to the -d switch for a domain, but all computers from all domains in My Network
Places are scanned.

-history Display hotfixes that have been explicitly installed. Explicitly installed hotfixes
are individually installed, as opposed to being installed in a group via a rollup
package.

-b Scan your computer for hotfixes that are marked as baseline critical by the

Microsoft Security Response Center (MISRC). To perform a baseline scan, your
computer must be running the latest service pack that is available for your oper-
ating system.
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TABLE 3.1 The HFNetChk Switches (continued)

/hf Switch Description

-t Display the number of threads that are used to run the scan. Possible values are
from 1 through 128. The default value is 64. You can use this switch to throttle
down (or up) the speed of the scanner.

-0 Specify the desired output format. The (tab) outputs in tab-delimited format.
The (wrap) outputs in a word-wrapped format. You'll use the tab output when
scanning more than 255 hosts. The default is wrap.

-X Specify the XML data source for the hotfix information. The default file is the
Mssecure.cab file from Microsoft's website.

-s Eliminate the NOTE and WARNING messages in the output of the tool. The
number 1 = NOTE messages only. The number 2 = both NOTE and WARNING
messages. The default is no suppression.

-nosum Prevent the tool from performing checksum validation for the hotfix files. The
checksum information is found in the Mssecure.xm]1 file for all hotfixes.

-z Prevent the tool from performing Registry checks.

-V Display the reason that a scan did not work in wrap mode.

-f Specify the name of a file to output the results to.

-u Specify the username to use when scanning local or remote computer(s). You

must use this switch with the -p (password) switch.

-p Specify the password to use to help create the security context under which the
tool will run. This switch must be used with the -u switch.

-about Display information about HFNetChk.

-7 Display a help menu.

You can find a public newsgroup dedicated to the HFNetChk tool at microsoft.public
.security.hfnetchk on the news.microsoft.com website.

HFNetChk is a good tool to use for scanning individual computers or a range of computers.
However, it can be used only to scan for security updates and service packs. MBSA not only pro-
vides a graphical user interface (GUI), it also provides much great functionality. MBSA can scan
Windows computers for security practices such as identifying weak passwords and missing pass-
words. MBSA can also be used to scan IIS and SQL servers for common configuration problems.
Microsoft Office, Outlook, and Internet Explorer can also be scanned for security configuration
problems using MBSA. The current release of MBSA, V1.2, combines the functionality of earlier
versions of MBSA with HFNetChk in a single product.
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A new feature of MBSA is that it will use your current SUS server to identify the hotfixes and
service packs that have been approved for the company. The results of the MBSA scan will iden-
tify only approved fixes that have not been implemented.

If you want a quick and clean report on which updates are installed on a single computer or
a range of computers, HFNetChk is a great tool to use. The differentiating factor between using
HFNetChk vs. MBSA is not the number of computers scanned, but the desired information. If
you want just a report listing the updates that are not installed, HFNetChk is the tool to use.
If you want to check for other items, such as IIS and SQL vulnerabilities, use MBSA.

Slipstreaming

Slipstreaming is a method for incorporating a service pack into the base install files on an instal-
lation point so that when a new installation occurs, the service pack is automatically installed.
Slipstreaming removes the need to install the service pack separately.

To slipstream a service pack into a distribution share point, take these steps:

1. Create a distribution folder where you want the installation files to be held.

2. Copy the I386 folder contents from the Windows 2000 CD-ROM. Be sure to copy all of
the subfolders too.

3. Run the service pack with the following syntax:

Update.exe -s:c:\<folder_name>

This command copies all the service pack files over the original installation files. Then, when-
ever a new installation is performed using these files, the service pack that was slipstreamed into
the installation point is automatically installed.

In Exercise 3.3, you will slipstream Service Pack 3 into a Windows 2000 installation share
point. The process is similar for Windows Server 2003.

Creating a Slipstreamed Installation Share Point

1. Create a distribution folder on your server.

2. Copy the contents of the I386 folder into the folder you just created.

3. Place the CD for Service Pack 3 in your CD-ROM drive.

4. Run this command: update.exe -s:c:\<name_of_distribution_folder>.
5

Allow enough time for the installation to finish.

Using Remote Installation Services (RIS)

We’ve chosen not to describe in detail how to create a RIS image and how to deploy it. This is a
long, involved topic that would provide great background information, but probably not prepare
you for the exam topic discussed in this chapter. You can’t use RIS to keep your new workstations
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up-to-date with the latest service packs. This is not a solution for workstations that have already
been deployed. Instead, this is a solution for creating a new workstation with the latest service
packs and hotfixes when initially installing the workstation’s operating system.

When new hotfixes become available, you can install these fixes on test servers and work-
stations. Once installed, you can then run Sysprep and store the new baseline image for future
server and workstation installations using third-party image distribution software. If the image
is a Windows 2000, Windows XP Professional, or Windows Server 2003 image, you can use
RIS as a means of distribution. The basic steps to using RIS are:

1. Install the RIS service on a server using the Add or Remove Software applet in Control Panel.

2. During installation, point the RIS service to the location where the source files are for the
proper operating system. RIS can be used to deploy Windows 2000 Professional and Win-
dows XP Professional, for example. Both appear on the selection menu if you configure
both sources. Authorize the RIS server in the DHCP MMC console.

3. Use a PXE (preboot execution environment) version .99¢ or later enabled network card or
a RIS boot disk that supports many popular network cards that are not PXE to boot the
computer to the network.

4. Enter the proper information during installation to complete the installation of the oper-
ating system.

You can also use RIS to build a number of reference computers and then run RIPrep on the
reference computers to load the images—including all new software and configurations—onto
the RIS server. The images then appear on the menu for RIS clients. RIPrep is a good solution
for creating images for deployment by RIS. However, there are many third-party applications
that are much better than RIS.

The good part of this is that new workstations can be installed completely updated with all
the latest service packs and patches. The downside is that you’ll need to keep re-creating the image,
which means rebuilding a source workstation every time a new service pack or hotfix becomes avail-
able. This is probably a solution for larger environments only, in which the time spent rebuilding the
source image is less than the time spent updating new computers after they have been deployed.

Working with Custom Scripts

If you are running a scripted installation of Windows Server 2003, Windows 2000, or Windows XP,
you can include in a script the hotfixes and updates. For both hotfixes and service packs, the -q
switch allows the installation to run in quiet mode, which means that no user interaction is required
for the installation to complete. Because every installation can be scripted, there are ways to ensure
that a full, unattended installation occurs without any user intervention and with every update and
fix installed.

Here are the command-line switches for update.exe:

-u Unattended mode.
-f Force other applications to close at shutdown.

-n Do not back up files for uninstall.
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-0 Overwrite OEM files without prompting.
-z Do not restart the computer after installation has completed.
-q Quiet mode—no user interaction.

-s:<foldername> Use integrated installation mode.

Here are the command-line switches for hotfix.exe:

-y Uninstall hotfix.
-f Force other applications to close at shutdown.
-n Do not back up files for uninstall.
-z Do not restart the computer after installation has completed.
-q Quiet mode—no user interaction.
-m Unattended mode.
-1 List installed hotfixes.
) If you have installed multiple hotfixes that replace the same file and you want
TE to roll back your installation, you’ll need to uninstall the hotfixes in reverse

order of how they were installed.

You can also include the QChain tool in your scripts to ensure that you don’t have version
conflicts between hotfixes when they are installed with only one reboot. Be sure to read the sec-
tion on QChain later in this chapter, as this is an outstanding tool that helps install multiple
updates with only one reboot of the server.

Working on Isolated Networks

In a nutshell, Microsoft feels that the best way to keep your system up-to-date is to use their
Software Update Services. This service (discussed in detail later in this chapter) allows you to set
up a dedicated server to download and locally host new updates from Microsoft. This server
will also manage offering these updates to the computers on your network.

However, if you are on an isolated network, meaning that you have #o Internet connectivity,
you’ll need to install the updates and fixes using an alternative method. This means that you
might need to order the service pack CD-ROM:s or find an offsite location with good Internet
connectivity, download the updates, burn them to a CD-ROM, and then bring them into your
network, or find another way to import the updates into your network.

Software Update Services lets you manually download updates. In a highly secure environ-
ment, it might be wise to completely disconnect the network from the Internet and connect only
the Software Update Services server long enough to download the updates. Although more
time-consuming for the administrator, this ensures that your network has all the updates
installed, yet is only connected for discrete periods of time to the Internet.
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Installing on New Clients and Servers

If you don’t use RIS or any imaging system to install new clients and server, but yet you want

to ensure that the initial installation contains all the latest service packs and hotfixes, this sec-

tion is for you. Essentially, what you’ll be doing is using an . in1 file to specify the hotfixes that
you want to run after you’ve installed a slipstreamed version of Windows 2000 Server or Pro-

fessional, Windows XP Professional, or Windows Server 2003.

Follow these steps:

1. Create a distribution share point on your network and slipstream the latest service pack
into the Windows installation files.

2. Prepare the hotfixes for installation. Because the Windows Setup program requires the 8.3
naming convention for all files and folders in the distribution folder, you must change the
hotfix filenames from Q###### _XXX_YYY_ZZZ LL to Q######.

3. Open the dosnet.inf file located in the I386 folder on your distribution share point.
Add svcpack under the [OptionalSrcDirs] section. Save this file.

Create a svcpack folder under the 1386 folder on your distribution share point and copy
the sp3.cat file to this folder.

Copy the hotfix(es) to this folder using the 8.3 naming convention.

Expand the hotfix and then copy the hotfix binary files to the 1386 folder. There is no need
to copy hotfix.exe, hotfix.inf, spmsg.d11, or the symbol files.

Under the 1386 folder, delete the svcpack.inf file.
Create a new svcpack. inf file and include the following information:

[Version]

Signature="$Windows NT$"

[SetupData]

CatalogSubDir="1386/svcpack"
[ProductCatalogsToInstall]

sp3.cat

[SetupHotfixesToRun]

Qu#t#### . exe </switches you want to use>

As the number of hotfixes increases or changes, all you need to do is expand the hotfix, copy
the binary files to the 1386 folder, ensure that the old binary files are deleted, and note the new
hotfix in the SetupHotfixesToRun section of the svcpack.ini file.

Once complete, you can then use the regular setup commands to run this command in unat-
tended mode.

If you don’t want to slipstream the installation files, you can install Windows 2000 and later,
integrated with the latest service pack. To do this, follow these steps:

1. Copy the installation files for Windows to a distribution share point.
2. Expand the service pack files to another distribution share point.
3. Run the update.exe program in integrated mode using the following syntax:

Update.exe -s:x:\Windows
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= The -s switch specifies integrated mode.
= x:\ is the drive letter of the partition holding your Windows installation files.
= \Windows is the name (and path) of the folder holding the installation files.

After Update.exe builds the integrated installation, you can deploy Windows to your users’

computers from the distribution share point in either attended or unattended mode.

Managing Service Packs and Hotfixes

To say on top of the latest security issues from Microsoft, you can check several resources:

Sign up to receive the latest Microsoft security bulletins from the Microsoft Security Bul-
letin Service. Whenever a new bulletin is released, you will receive an e-mail outlining the
security problem and a link to the fix(es) for the problem.

Microsoft Software Update Services sends automatic notifications to your servers and
workstations when security updates are posted to Microsoft’s website. Microsoft has also
released free software that lets an individual server on your network act as a Windows
Update server. This is a nifty way to keep your network up-to-date with the latest security
fixes and updates. We’ll discuss this server and Windows Update a bit later in this chapter.

Windows BugTraq is an independent website that maintains a mailing list that reports
reproducible security bugs in Windows NT, Windows 2000, Windows XP, Windows
Server 2003 and related applications. You can find this website, shown in Figure 3.11,
at www.ntbugtraq.com.

You can use the MBSA, discussed earlier in this chapter.

These four resources, when combined, can provide a powerful solution for keeping your work-

stations and servers up-to-date. This section focuses largely on the Software Update Services,
because this is a free software package that you can deploy on your servers and workstations.

FIGURE 3.11 The home page for ntbugtrag.com
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Software Update Services: Keeping Servers and Clients Up-to-Date

You can find the Software Update Services software at www.microsoft.com/
windowsserversystem/sus/default.mspx. This software will help you manage and dis-
tribute critical Windows updates and fixes. What this software relieves you of is the respon-
sibility of having to constantly check for new updates or download those updates when they
become available. SUS does this automatically. And only one server requires access to
the Internet; the rest of your servers and workstations can be on an isolated network with-
out Internet connectivity.

Here are the features of SUS:

Content synchronization between your SUS server and the Windows Update service at
Microsoft The synchronization feature resides on the SUS server and retrieves the latest
updates from Microsoft. As new updates are added to the Windows Update service at
Microsoft, the SUS server automatically downloads and stores those updates locally. You
can schedule this automatic downloading, or you can download manually.

Intranet-hosted Windows Update server Because the updates are downloaded to your SUS server,
what you’ll essentially have is a Windows Update server on your own network. This local server will
handle the updates from Microsoft to all the servers and workstations on your network.

The opportunity to test new updates before deployment Because the updates are downloaded
to the SUS server, you can test the effects of installing each update before deploying it on your net-
work. You can schedule the updates to run on your network, and you can deploy them according
to the options that you select.

Integration with the Automatic Updates feature Automatic Updates is a Windows feature
that can be set up to automatically check for updates published on Windows Update. SUS can
publish downloaded updates, and the clients can obtain their updates from your local SUS
server instead of from Microsoft’s Windows Update server.

The SUS solution has both server- and client-side software that is intended to run on only
Windows 2000, Windows XP Professional, and Windows Server 2003.

If you are operating in a mixed environment of Windows Server 2003, Win-

TE dows 2000, Windows NT, Windows 9x, Unix, Novell, Macintosh, and/or DOS,
you'll need to find other ways to install the updates. For example, you can use
Microsoft's Systems Management Server.

The SUS solution has three main components:
*  Windows Update Synchronization Service, which downloads content to your server running SUS
= The installation of an SUS website that services update requests from clients
= The installation of an SUS administration web page

From a client perspective, the SUS solution provides a number of features that are attractive,
including the following;:

*  Background downloads

= Chained installations
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Built-in security
Manageability
Multilanguage support

Creating an SUS Server

After you download the software, you will need to install it. Your server must meet the follow-
ing requirements:

A P700 processor or higher
512MB RAM
6GB of available disk space
Windows 2000 with Service Pack 2 or later
Windows Server 2003
Not a domain controller
Not a Small Business Server (SBS)
NTES file system
To install the SUS software on a server, follow these steps:

Double-click the sussetup.msi file (a newer version with Service Pack 1 is sus10spl.exe
from Microsoft’s website) to start an inventory of your server, which will give you context-
sensitive error messages such as not enough memory, not enough available disk space, or
domain controller status.

When the inventory is complete (it’s performed transparently in the background), you’ll see
the Welcome screen to the Microsoft Software Update Services Setup Wizard.

Click Next to open the licensing agreement screen.
Agree to the licensing terms and then click Next to open the Installation Choices screen.

You can choose to perform a typical or a custom installation. We’ll demonstrate a custom
installation. However, the typical selection is just fine if you want to perform the installa-
tion quickly with default settings. Select Custom and then click Next to open the Choose
File Locations screen:

':‘.;:-Minc-sl:lll Software Update Services Setup Wizard

Choose file locations
Specty where to stare the Microsoft Software Update Services Web sk fles 37

and the updzhs fles you spprove,
Save Mcrosoft Software Updabe Sarvices Wb site fles to this local folder:

CHAZUS, Browse

Update Storage
You can dhoose to staore updabes localy or direct chients to 2 Microsoft Windows Update
SErver,

& Save the updates to this |ocal Falder:

il SUs|content), Browss
Eeeo the updates on a Microsoft Windows Updabe server, to which T
will drect clisnts

< Hao

Cancel
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You can select the location for the updates to be stored by specifying the path when you
click the Browse button. The default is c:\sus\. Most administrators will want to select
a path other than the root drive.

You can also specify whether you want the updates pushed down to each computer on your
network and then installed locally or whether you want all the computers to connect to
your internal SUS and install the updates from that server.

Make your selection and then click Next to open the Language Updates screen.

You can select all languages, which is the default, you can select English, or you can specify
another language. Again, just make your choices and then click Next to open the Update
Approval Settings screen.

8. Here, you can tell SUS whether you want to manually approve new updates or have the tool
automatically approve the updates. If you select the manual choice, you’ll have the opportunity
to test the updates in your environment before they are deployed on your network. In this exam-
ple, select the Manual option and then click Next to open the Client URL Information screen.

9. This screen gives you the default URL that your clients should connect to for updates. The
default URL is http://<servername>. This screen is for information only, and when you
click Next, the installation will commence.

Setup will run the IIS Lockdown tool. This means that URLScan will be automatically installed
as well. Once this tool has been installed and installation is complete, you’ll see a screen indicating
the URL for administration of the tool, which is, by default, http://<servername>/susadmin.

FIGURE 3.12 The home page for the administration of Software Update Services
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Configuring the Software Update Services

Once installed, SUS needs to be configured. To do this, you have to be running Internet Explorer 5.5
or later. Go to http://<servername>/susadmin (see Figure 3.12). You’ll also find a shortcut to
this site under the Administrative Tools.

- You must be logged on as a local administrator to view the administration web-
ITE site for Software Update Services.

Click the Set Options link in the left pane to open the Set Options page (see Figure 3.13) on
which you can configure a proxy server for SUS. Enter the information that’s needed. In addition,
on this page, you can specify the name of the server that your clients use to connect to the server.

Notice that you are entering the NetBIOS name of the computer. If you need to use DNS, enter
the fully qualified domain name (FQDN) for the server or enter its IP address. Finally, you can select
to have this server synchronize directly with Microsoft’s Windows Update server or synchronize
with another update server that is hosted locally on your network. The second option allows you to
deploy a farm of update servers on your network to provide load balancing for numerous client con-
nections. This would only be applicable in large environments. Again, if you are using DNS for name
resolution on your network, you’ll want to enter the FQDN of the server from which this server
should obtain its updates. Otherwise, NetBIOS name resolution is assumed.

You can configure the synchronization schedule of the server with the Windows Update
server at Microsoft by clicking the Synchronize Server link in the left pane of the home page (see
Figure 3.12, shown earlier). On the Synchronize Server page are two buttons: Synchronize Now and
Synchronization Schedule. Click the Synchronize Now button if you want your server to synchro-
nize itself with Microsoft’s Windows Update server. This is best used when the server is first installed
and you want to get all the updates downloaded right away to your SUS server. When you click this
button, the Windows catalog is downloaded first and then the updates. A progress bar informs you
of the progress of the downloads. The catalog is important to download because the SUS server will
compare its version of the catalog with the version on the Windows Update server. Should they
match, there are no updates to download. However, if there is not a match, the server will download
the missing updates and make them available to the other computers on your network.

After all the updates are downloaded, you are prompted to click OK and approve the
updates. Remember that updates cannot be installed on computers on your network until they
are approved. When this package is initially downloaded, you’ll need to click a number of check
boxes to approve the updates that you want installed on your network if you selected the Man-
ually Approve option. This can be time-consuming because there is no Select All button in the
user interface. Also, if you did not select a specific language to install, all language versions will
be downloaded. You’ll need to scroll through that list and select the updates that you want
installed and the language that you want to use as well.

Clicking the Synchronization Schedule button displays a simple schedule page that
allows you to set a basic synchronization schedule so that you don’t have to manually
update the SUS server. The best practice here is to download updates when the server is not
being backed up.
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Installing the SUS Client

Except for your SUS servers, all your other computers will be SUS clients. If you are running
Service Pack 2 or earlier for Windows 2000 or Windows XP Professional without Service
Pack 1, you can install the SUS client, wuau22 .msi. However, the SUS client is included in Ser-
vice Pack 3 for Windows 2000 and Service Pack 1 for Windows XP Professional, so by install-
ing this service pack, you also install the SUS client. Windows Server 2003 ships with the SUS
client installed.

FIGURE 3.13 The Set Options page for Software Update Services
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Now, you might think that if you open the client, you can make your configuration
choices there. Not true. Instead, you will configure the client via Group Policy Objects
(GPOs).

When Service Pack 3 is installed in Windows 2000, for example, a wuau.adm file is also
installed, which can be imported as a template into a GPO. Once installed, the GPO can be
applied to the client computers. After you add the .adm template to the GPO, you can find the
Windows Update node under the Administrative Templates section.

See Chapter 2, “Configuring Security Based on Computer Roles,” for informa-
TE tion about how to add templates to GPOs.
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To install the SUS client, you’ll apply a GPO that has imported the wuau.adm. Here are the
steps to follow to install the SUS client:

1. Under the Windows Update node inside the Administrative Templates of your Windows 2000
GPO, double-click the Configure Automatic Updates setting to open the Configure Automatic
Updates Properties dialog box:

Configure Automatic Updates Properties BHE
Policy |E¥Dlah1

1 Configure Autemalic Updates

" Mot Configured

& Enabled

" Dissbled

Canfigure automatic updating:

] 4 - Auto download and schedus the ins&aﬂ
2 - Metify for download and_ nnti‘_l,: for inztal

Scheduled install day: [0 - Evesy day i

Scheduled installtime: [08:00 =
P oy || Mewpoiey |
(1] § I Cancel | Apph |

2. Notice that you can configure the update method, how the updates are applied to the client,
and a schedule of when you want the updates installed. Make your selections and click OK,
or if you want to go to the next policy, click the Next Policy button.

) In Windows Server 2003 GPOs, you will find the proper settings in the Computer
TE Configuration\Administrative Templates\Windows Components\Windows
Update node.

If you select Notify For Download And Notify For Install or Auto Download And Notify For
Install options in the Configure Automatic Updating section, you need to understand that these
options work only with a logged-on administrative user account. User accounts that are not
members of the local administrative group will not receive these notifications.

The other policy setting in the Windows Update node is Specify Intranet Microsoft Update
Service Location Properties. Double-click this setting to open the Specify Intranet Microsoft
Update Service Location Properties dialog box, as shown in Figure 3.14.

In this dialog box, you can specify the update server from which your clients will download
and install the updates. You’ll also need to specify the statistics server. This server is the server
to which clients will upload their statistics information so that from the SUS Admin page, you
can determine aggregate numbers about updates on your network.
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FIGURE 3.14 The Specify Intranet Microsoft Update Service Location Properties dialog box
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The statistics server must be running IIS. Statistics are stored in the IIS logs. The client returns
to the statistics server the following information:

= During self-update: self-update pending

= After self-update: success or failure

*  During detection: initialization success or failure
= After detection: detection success or failure

= After download: download success or failure

= After installation: installation success or failure

If you plan to use a server other than your SUS server as a statistics server, you need to copy the
\<website root>\Vroot\wutrack.bin file to the root of your statistics server. This file is neces-
sary to log SUS stats to the statistics server. Moreover, if you want only SUS statistics to appear in
the logs (instead of all the HT'TP traffic), you need to turn off logging in the website Properties dialog
box. Then right-click wutrack.bin and choose Log Visits from the shortcut menu.

) When Automatic Updates is configured through Group Policies, the policy will
TE override the preferences set by the local administrator for the Windows client.
If the policy is removed, the settings for the local client are used once again.

The nice thing about using GPOs to configure the clients is that by applying different settings
to different OUs (organizational units), different SUS servers can be specified for a group of
computers and thereby load-balance calls to your SUS servers.

If you are not running Service Pack 3 for Windows 2000, you’ll need to deploy the SUS client.
This is also true for Windows XP Professional, which requires SP1 in order to have the SUS cli-
ent included. You can add the SUS client in several ways. First, you can use IntelliMirror (for
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Active Directory clients only) by configuring a GPO and creating a new software installation
package. Assign the software package instead of publishing it and then allow time for the policy
to replicate throughout the forest. Ensure that you configure the package to install at boot time.
Then reboot your client computers.

You can also deploy the SUS client using the Critical Update Notification (CUN) service. Set
this Registry key as follows:

HKLM\Software\Microsoft\Windows\CurrentVersion\WindowsUpdate\CriticalUpdate
Create a Se1fUpdServer key as a REG_SZ and enter the following value:
http://<Servername./SelfUpdate/CUN5_4
Do the exact same thing under the following key:

HKLM\Software\Microsoft\Windows\CurrentVersion\WindowsUpdate\
CriticalUpdate\Critical Update SelfUpdate

To confirm that this has been successful, find the wuaueng.d11 file and check its version
number, which should be equal to or later than 5.4.3626.2.

SUS and Disaster Recovery

To successfully recover your SUS server in the event of a disaster, you need to back up the web-
site directory in which the SUS administration website was created, the SUS directory that con-
tains the content, and the IIS metabase.

You can back up the IIS metabase from within the IIS MMC (Microsoft Management
Console). In the IIS console, follow these steps:

1. Select the server to back up.
2. Choose Action » Backup/Restore Configuration to open the Configuration Backup dialog box.
3. Enter a configuration backup name and then create the backup.

You can now use your backup software to back up the metabase backup file.

Deploying SUS in the Enterprise

If you are using a proxy server to access the Internet, be sure to configure your proxy server on
the Set Options page in the SUS Admin website. If you need to bypass the proxy server for local
addresses, select the Bypass Proxy Server For Local Addresses check box. If your proxy server
requires a user ID and password to access the Internet, select the Use The Following User Cre-
dentials To Access The Proxy Server check box and enter the needed credentials. You can also
specify that basic authentication is used if your proxy server requires basic authentication.

You can deploy a farm of SUS servers to ensure that there is load-balancing of client requests
for updates. You can synchronize content between servers running SUS or from a manually con-
figured distribution point. Such a farm is useful when you have multiple SUS servers and you
don’t want all of them going to the Internet to update their content. In addition, if you have sites
that do not have Internet access, or if you want to pull content only from a test lab (after the
updates have been tested) into your production environment, synchronizing content between
SUS servers is an excellent solution.
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The server that obtains the updates from Microsoft’s website is considered the Parent server.
Other servers on your network that update their information from the Parent server are con-
sidered Child servers. On the Child server, click the Set Options link in the home page of Soft-
ware Update Services to display the Set Options page. Enter the correct server name and select
the Synchronize From A Local Software Update Services Server radio button (see Figure 3.15).
Moreover, if you select the Synchronize List Of Approved Items Updated From This Location
(Replace Mode) check box, the Child server synchronizes the list of approved items along with
the content. However, if you make this selection, you will not be able to alter the list of
approved items on the Child server because that list is the same list as the one on the Parent
server. If you need to make changes to this list, make your changes on the Parent server.

When you first install SUS, a default distribution point is created under the virtual root
/Content folder. If you want to manually create a content distribution point, you must create a
folder named Content and copy all the items from the Content folder on the source SUS server
to the distribution server. You then create an IIS virtual root called http://<servername>/
content and point that root to the Content folder. Remember that you can only deploy content
that has been synchronized via SUS to other manually created content distribution points.

In larger environments, you can configure the SUS farm in conjunction with Network Load
Balancing (NLB) to balance client connectivity to the Child servers. In this scenario, you’ll have
only one server downloading content from Microsoft’s website; then the Child servers will syn-
chronize their content and offer it to your users. NLB works best when there is good connec-
tivity between all your Child servers and your clients. The nice thing about using NLB is that
you can assign the same IP address and host name to all the Child servers in the cluster (cluster
is the term used by NLB to designate which servers are load-balanced by this service) and thus
publish only one URL for all users to connect to. In large environments, this eliminates the
necessity of having to create different GPOs and move computer accounts to different OUs to
achieve load balancing across Child servers.

When working with Child servers, each server should store its content locally. In addition,
you’ll need to ensure that you have all the locales selected that will meet the needs of your users
and choose the same locales for all the servers in the NLB cluster. Finally, each Child server in
the cluster should obtain its downloads from the same source, whether that is a manual distri-
bution point or another SUS server.

Troubleshooting SUS

Two logs are provided to the administrator to help determine SUS errors and activities: the syn-
chronization log (see Figure 3.16) and the approval log. You can view both logs from the SUS
Admin web page. You can use the logs to determine the point of failure and then use this infor-
mation to further troubleshoot the problem.

In addition, the synchronization service generates event log messages for every synchroniza-
tion action performed by the server and notes any major errors that were encountered. More-
over, a Monitor Server page (see Figure 3.17) in the SUS Admin website keeps information
about available updates. This page displays the current contents of the metadata cache on the
IIS server. From this page, you can find out how many updates are available for each platform
on your network. You’ll also see the last time the cache was updated next to each platform.
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FIGURE 3.15 The Set Options page of the Microsoft Software Update Services website
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FIGURE 3.16 The synchronization log on a SUS server
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FIGURE 3.17 The Monitor Server page in the SUS Admin website
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The white paper “Deploying Microsoft Software Update Services” contains a list of all the
event log messages and error codes for the Software Update Services. If you are working with
SUS, itis a good idea to print a copy of this paper and have it available for reference. You should
also read through this paper to prepare for the exam.

- You can find the white paper “Deploying Microsoft Software Update Services”
TE at www.microsoft.com/windowsserversystem/sus/default.mspx.

@ Real World Scenario
Using SUS to Deploy Updates to 20,000 Windows Workstations

You workin alarge installation of 20,000 workstations, with 10,000 Windows 2000 Professional
workstations, 5000 Windows NT 4 workstations, and 5000 Windows 98 workstations. In addi-
tion, there are 400 Windows 2003 servers. Generally speaking, your company deploys roughly
550 new workstations each month. Because building new workstation images for all three
workstation platforms every time a new update is released is too time-consuming, your CIO
has directed you to develop a plan to install new workstations in unattended mode with all the
updates and service packs. All new workstations are Windows 2000 Professional workstations.
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Moreover, your ClO is tired of trying to keep all the security updates installed on the servers and
workstations. Your CIO has stated that the servers can be rebooted only once—when hotfixes
are installed. He wants to ensure that the servers are up as much as possible, and he has made
a requirement that no workstation can be connected to the network at any time without the lat-
est updates and service packs installed.

The solution for this scenario is as follows:
1. Use slipstreaming to update the 1386 installation folder for Windows 2000 Professional.

2. Create an unattended script to install the Windows 2000 Professional workstation operat-
ing system. Fold the script into a batch file that includes the unattended script commands
for the operating system, plus all the hotfix commands that run with QChain.

3. Runthe batch file on the new workstation and allow the operating system to install with the
hotfixes.

4. ReboottheWindows 2000 Professional workstation. It should now be up-to-date and ready
to connect to the network.

To keep the Windows NT 4 and Windows 98 workstations up-to-date, install the SMS (Systems
Management Server) client and require the SMS client to install the new updates as they are
released to the network. Do not allow your users to decline the installation. Because some
users rarely reboot their workstations, force the SMS packages to install at logon.

For your Windows 2000 and Windows Server 2003 servers and current Windows 2000 Profes-
sional and Windows XP Professional workstations, take the following steps:

1. Install adedicated SUS server and have that server download the updates from Microsoft's
website.

2. Make this first SUS server a Parent server.
3. Build afarm of five Child SUS servers that synchronize their content with the Parent server.

4. Use NLB to balance calls between the Child SUS servers and publish a single URL for SUS
connectivity.

5. Create a GPO that instructs all the Windows 2000 computers to download and install the
updates from the SUS server farm.

6. Make sure that the schedule for the updates does not occur when backups, indexing, or
other regular database maintenance utilities are running.

Ensure that your servers install updates at a time when they can be rebooted with minimal user
interruption, usually overnight.
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Systems Management Server (SMS)

Remembering that GPOs can be used along with SUS to distribute the proper client software
and configuration settings, one of the main uses of Systems Management Server (SMS) when it
comes to software distribution for security needs is to push out updates to older Windows cli-
ents. This includes Windows NT 4 and Windows 9x clients. You can set up software packages
to install when the user logs on and even give the user a choice as to when the software is
installed. Using SMS, you can also schedule software to be installed when users are not logged
on to your network.

If you need to upgrade computers that have an operating system already installed, you can
use SMS. However, you cannot use SMS to perform the operating system installation. You must use
other means to install the operating system on your client computers.

QChain

QChain.exe is a command-line utility that gives you the ability to install multiple hotfixes with
only one reboot of the server, even if each individual hotfix would require a reboot on its own.
The updates are “chained” together into a single installation, and then the server is rebooted
only once. This allows more uptime for each server.

If you try to install multiple hotfixes before rebooting a server without QChain, you can run
into a situation in which one hotfix replaces a file in the Pending File Rename queue that another
hotfix already placed in the queue. The potential to overwrite a more recent version of a file with
an older version is great, and you can end up with version conflicts.

The answer to this problem is to use QChain. To install multiple hotfixes with only one
reboot, first run each hotfix with the -z switch to instruct the hotfix to not reboot after instal-
lation. After you install all the hotfixes, run QChain.exe and then reboot the computer.

)’ Knowledge Base article Q296861 provides sample code for performing this

A&TE operation using a simple batch file.

As you might have noticed by now, you can ensure that all the hotfixes are installed with one
administrative act in two ways: you can use QChain, or you can use the method described ear-
lier in this chapter that incorporates an .1in1 file, a distribution share point, and the manual
expanding of hotfix files into the I386 distribution folder.

Which is better? Well, it all depends on your environment, but here are some guidelines:

When you need short installation times for your workstations, manually expand the hotfix
binary files into the 1386 distribution folder. If you are going to use imaging to create a new
workstation, it makes sense to take the time to manually expand each hotfix back into the 1386
distribution folder and then create a new image for use on your new computers. Although it’s
time-consuming to expand each hotfix, this method ensures that the installation of the image
doesn’t take long and is up-to-date the moment the computer has complete installation.

When you need to ensure that your servers are up as much as possible, use QChain.
Because multiple hotfixes can be installed with only one reboot, it makes sense to use QChain
to install hotfixes on your Windows 2000 or Windows NT 4 servers.
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When you install new workstations using unattended mode but don’t want to run a batch file
after installation to install the updates, manually expand the hotfix binary files into the I386 dis-
tribution folder. Then add command lines in the Cmd1ines. txt file to run the hotfixes during
Windows 2000 Setup. Using this method, only one command—the unattend command—will
have to be run because the hotfixes are already present in the 1386 distribution folder. Just run
the setup as you normally would, and the installation of each workstation will be up-to-date.

In Exercise 3.4, you’ll use QChain to install a series of hotfixes.

Using QChain to Install a Series of Hotfixes

1. Place the hotfixes that need to be installed in the same folder location as the QChain utility.

2. Create a batch file that runs each hotfix as follows:
@echo off
setlocal
set PATHTOFIXES=<directory_path_to_fixes>
%PATHTOFIXESY\q######.EXE -Z -M
%PATHTOFIXES%\q######.EXE -Z -M
%PATHTOFIXES%\q######.EXE -Z -M
%PATHTOFIXES%\q###### .EXE -Z -M
%PATHTOFIES%qchain.exe

3. Run the batch file.

4. Reboot the computer.

Troubleshooting the Deployment of Service Packs
and Hotfixes

In our experience working with SUS, it’s best to install the server software on a new installation
of IIS. The best solution is to use a Windows Server 2003 server as the installation server for
SUS. If you have previously installed a heavily dependent software product such as Microsoft’s
SharePoint Portal Server, uninstalled it, and then tried to install SUS, chances are good that SUS
will install. But you won’t be able to display the home page from which to perform administra-
tion, and SUS is likely to perform oddly in other areas.

Hence, it is a good idea that before you install SUS, you uninstall IIS, then reinstall IIS, and then
reinstall the latest service pack. We think you’ll bypass a number of difficult-to-troubleshoot
issues using this method. The best solution is to perform a completely new build of the server.
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Other troubleshooting scenarios will crop up, and it is impossible to discuss each possible
scenario in this chapter. However, some common scenarios deserve attention, and we’ll discuss
them next. Some of these common scenarios have to do with third-party compatibility, some
with SUS itself, and others with version conflicts.

Third-Party Application Compatibility Issues

You need to ensure that after SUS is installed, your third-party applications continue to run. The best
practice is to install those applications on a test server and then install SUS and observe any negative
effects before doing this on a production server. Another best practice is to quarantine SUS services
on an individual server that is performing no other role. Doing this will ensure that your third-party
applications are not interrupted with the introduction of SUS into your environment.

However, if you are not so fortunate as to have a plethora of servers sitting around, be aware
of the changes that will be made to IIS when SUS is installed:

=  The AspProcessorThreadMax Registry key is set to one (1).

= The AspThreadGateEnabled Registry key is set to TRUE.

= ASP (Active Server Pages) files are enabled.

= IDQ (Internet data query), SHTML (Secure Hypertext Markup Language), SHTM (secure
HTM file), STM (server-side include file), IDC (Internet database connector), printer, and
HTR (hard return) mappings are all disabled.

= Sample web files and the scripts virtual folder are removed.

=  The MSDAC (Microsoft Data Access Components) virtual directory is removed.

=  WebDAV (Web Distributed Authoring and Versioning) is disabled.

= IIS anonymous user is prevented from executing system utilities.

= IS anonymous user is prevented from writing web content.

4 The 1IS Lockdown tool is not applied when SUS is installed on a Windows
ITE Server 2003 server because IIS 6 defaults to secure mode.

If any of your third-party applications need any settings different from those listed here,
don’t install SUS on that server.

Permissions

Some hotfixes and service packs will require administrative privileges on the local computer to
successfully install. SUS is a great way to ensure that these updates and service packs are installed
properly without having to log on to each workstation as an administrator and run the updates.
For new computers, you can either manually expand the hotfix binaries into the 1386 distribution
folder or use QChain to install the hotfixes using a batch file.

Another way to ensure that you don’t run into permissions issues is to use SMS to install on
legacy platforms such as Windows NT 4 and Windows 9x.



Summary 121

Version Conflicts

Version conflicts sometimes arise when you install incompatible service packs or hotfixes on the
same computer. This is most often the case when multiple hotfixes are installed without the use
of QChain. The best way to ensure that you don’t have version conflicts between hotfix instal-
lations is to use QChain.

Less often, but still not uncommon, is the scenario in which you attempt to install an earlier
version of a service pack over a later version. Microsoft does not allow this to happen because
the service packs check the current service pack level of the workstation or server that is being
run and return the error you see in Figure 3.18, for example, if the current service pack level is
greater than the one being installed. Similar messages will be generated based upon the operat-
ing system that is being patched.

FIGURE 3.18 The Service Pack Setup error message

1 Service Pack Setup Error [ x]

The version of Windows 2000 you have installed does not match the update you are
Erying ba install,

Summary

In this chapter, we discussed a number of different issues, including how to use the MBSA tool to
determine which updates need to be installed on each computer on your network and how to use
SUS to ensure that these updates are automatically downloaded and installed throughout your
environment.

We also discussed the HFNetChk tool, which is used in conjunction with MBSA to poll the
target computers to determine what hotfixes, if any, need to be installed on them. HFNetChk
can be run by itself, but is more useful when run inside MBSA.

We spent a fair amount of page space on the Software Update Services, which replaces the
Critical Notification Service. If you are working with an older version of the test’s domains and
objectives, you’ll see the Critical Notification Service mentioned. We did not neglect to cover
this. On the contrary, SUS replaces this service and is the preferred method to ensure that you
have all the updates and hotfixes installed on each Windows 2000, Windows XP, and Windows
Server 2003 computer on your network.

For legacy platforms, use SMS to install updates on computers that already have an operat-
ing system. For new computers, use slipstreaming and perhaps some scripting to run a batch of
hotfixes using the QChain tool. However, when compared to SUS, slipstreaming and writing
scripts seems rather time-consuming. If you are in an environment that doesn’t allow any com-
puter to not have the latest updates installed—even for a short period of time—slipstreaming
and scripts using QChain will be the best way to ensure that new computers are up-to-date right
from the start.
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Exam Essentials

Know how to install Software Update Services. You’ll need to understand how to install the
SUS server software. You’ll also need to remember that the client software needs to be installed
on all Windows 2000 computers that are running Service Pack 2 or earlier and that it is included
in Service Pack 3 and later versions of Windows.

Know how to use NLB to balance client demand for updates from an SUS server farm.
Essentially, NLB balances calls between IIS servers placed in a single NLB cluster. In large envi-
ronments, calls for updates to SUS servers can be high, and this would indicate a need for NLB.

Know when to use QChain, when to use SMS, and when to manually expand hotfix binaries into
the 1386 distribution folder to install hotfixes. QChain gives you the ability to install multiple
hotfixes with only one reboot. This can be advantageous on both servers and workstations if a

number of hotfixes need to be installed at the same time. You’ll use SMS when installing updates
on legacy platforms, and you’ll manually expand the hotfix binaries when you need to keep your
source installation files up-to-date for new workstation installations.

Know how to use the MBSA tool and its expanded features. Remember that the MBSA tool
uses HFNetChk to find out which target computers have which updates installed. But MBSA
has expanded features that allow you to perform an expanded diagnosis of your workstations
and servers.

Remember that version conflicts can occur without the use of QChain. QChain gives you
the ability to install multiple hotfixes and not experience version conflicts between individual
binary files. If multiple hotfixes are installed with only a single reboot, the possibility exists for
the wrong version of an individual file to be installed last, thereby creating a version conflict.
QChain solves this problem for you.
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Review Questions

1. You recently installed a service pack on your Windows Server 2003 server. You now need to
uninstall this service pack. Which installation choice should you have made to allow for the
removal of the service pack?

A. The -q switch

B. Archive files

C. Unattended mode
D. Native mode

2.  You have just been hired as the new system administrator for a company with 20 Windows Ser—
ver 2003 server computers, 400 Windows XP Professional workstations, and 100 Windows 98
workstations. You need to quickly find out what service packs and hotfixes are installed on each
computer. You want a complete report for your network. What action should you take?

A. Run the HFNetChk tool.
B. Run the MBSA tool.

C. Run Update.exe.

D. Run hotfix.exe.

3.  You need to install the MBSA tool. The server you want to install this tool on is located in
another building, so you connect to that server using the Terminal Services client. You proceed
through the Setup process and receive an unspecified error. After the error, Setup will not con-
tinue. What should you do?

A. Update your Terminal Services client and rerun Setup.
B. Turn off antivirus scanning during the installation.
C. Ensure that the Setup file is not infected with a virus.

D. Walk to the server and install MBSA in person.

4. When using MBSA to scan for multiple computers, which two options are available to specify
the target computers?

A. One or more IP subnets
B. One or more IP addresses
C. Domain name

D. Forest name

5.  You have recently acquired a small competitor who has five Windows 2000 Professional work-
stations and one Windows 2003 Server computer. You want to quickly find out what service
packs and hotfixes need to be installed on these six computers. What action should you take?

A. Run MBSA.

B. Run HFNetChk.
C. Run Update.exe.
D

. Run hotfix.exe.
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6. Which command should you run to slipstream a service pack into a distribution point for Win-
dows 2003 Server?

A. Update.exe -q
B. Update.exe - m
C. Update.exe -1
D. Update.exe -s

7. Youhave 400 new Windows 2000 Professional workstations that you need to deploy. You want
to deploy them with the latest updates installed with the initial installation. You are not using
imaging to create these new computers. What method should you use?

A. Slipstream the service packs and hotfixes into the source files and then perform the
installations on the workstations.

B. Create a batch file that will run unattend.exe, update.exe, and hotfix.exe.

C. Update your test workstation. Then run Sysprep and install the new image to each
workstation.

D. Run a basic installation of Windows 2000 Professional. Then allow the Software
Update Services server to update the workstation automatically.

8. You are the administrator of a highly secure network. One requirement of this network is that
it be isolated from all external connectivity, including dial-up and dedicated technologies. How-
ever, you need to ensure that all the servers and workstations have the latest updates from
Microsoft. Every update must be tested before being deployed on your network, and you must
import the updates in the most secure method possible. What actions should you take to ensure
that all workstations and servers are kept up-to-date with the latest updates, service packs, and
hotfixes? (Choose all that apply.)

A. Install a dedicated Software Update Services server.

B. Connect this server to the Internet only long enough to download the latest updates
from Microsoft.

C. Install a Parent Software Update Services server.

D. Connect this Parent server to the Internet only long enough to download the latest
updates from Microsoft.

E. Test the updates on an isolated network in a lab environment.

F Synchronize an internal Child server with the Parent server.

9. You are the administrator for a network of 600 Windows 2000 Professional workstations and
50 Windows 2000 Server computers. Each Windows 2000-based computer is running Service
Pack 2. You want to deploy the Software Update Services client and upgrade each computer to
Service Pack 3. What action or actions should you take? (Choose all that apply.)

A. Use a Group Policy to install the Software Update Services client on each computer.
Use a Group Policy to install Service Pack 3.
Use SMS to install the Software Update Services client on each computer.

Use SMS to install Service Pack 3 on each computer.

mo o

Reboot the computers.
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10. Which of the following are the three main components for the Software Update Services?
A. Ciritical Notification Service

Windows Update Synchronization Service

Software Update Services website

Software Update Services Administration website

moow

Windows Update service

11. You are the administrator of a network with 200 Windows 2000 Professional workstations,
7 Windows 2000 Server computers that are domain controllers, and 4 Windows Server 2003
computers. You want to install the Software Update Services. What should you do?

A. Install the Software Update Services on the root domain controller.

B. Install the Software Update Services on any domain controller.

C. Create a new domain controller and install the Software Update Services.

D. Install the Software Update Services on one of the Windows Server 2003 computers.
12. You are the administrator of your network. There are 1000 Windows 2000 Professional worksta-

tions on your network and 150 Windows 2000 Server computers on your network. All computers

are running Service Pack 3. You need to ensure that all software updates from your Software Update

Services server are installed on all workstations and servers on your network with as little adminis-
trative effort as possible. What actions should you take? (Choose all that apply.)

A. Create a new GPO and assign it to the Domain object.

B. Open the Configure Automatic Update dialog box and select the Auto Download And
Notify For Install option.

C. Open the Configure Automatic Update dialog box, and select the Auto Download And
Schedule The Install option.

D. Create a new GPO and assign it to the Domain Controllers Organization Unit object.
E. Specify an Intranet Update server and Intranet Statistics server in the Specify Intranet

Microsoft Update Service Location Properties dialog box.

13. You are the administrator for 400 Windows 2000 Professional workstations and 35 Win-
dows 2000 Server computers. Some of your workstations are not receiving software updates
from your Software Update Services server. You want to log update activities only. Which
two actions should you take?

A. Turn on logging in IIS on the Software Update Services website.
B. Turn off logging in IIS on the Software Update Services website.
C. Enable logging on the wutrack.bin file.
D. Disable logging on the wutrack.bin file.
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14.

15.

16.
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You are the administrator for 50 Windows 2000 Professional workstations, 6 Windows XP Pro-
fessional workstations, 10 Windows 2000 Server computers, and 4 Windows Server 2003 com-
puters. All Windows 2000 computers are running Service Pack 3, and Windows XP Professional
computers are running Service Pack 1. You have successfully installed a Software Update Ser-
vices server and have successfully used a GPO to configure the clients to download their updates
from the SUS server. You now have decided to have all your Windows 2000-based computers
obtain their updates directly from Microsoft’s website. You disable the policy settings in the
Windows Update node in the Group Policy Object. What will be the result of this action?

A. Current updates will be uninstalled.
B. Current updates will be unaffected, but new updates will not be downloaded.

C. Current updates will be unaffected; new updates will require an administrative inter-
vention to install them.

D. New updates will be successfully downloaded with no more intervention.

You are running a mixed environment of Windows 2000 Professional and Windows NT 4 work-

stations. You need to deploy the Software Update Services client. One group of Windows 2000

Professional clients in the East OU is running Service Pack 1. All other Windows 2000 clients are

running Service Pack 3. The Windows NT 4 clients are running Service Pack 6a. You are not run-

ning Systems Management Server. How should you deploy the Software Update Services client?
(Choose all that apply.)

A. Create a software package and use Group Policies to push the client down to the Win-
dows 2000 computers in the East OU.

B. Use the Critical Update Notification service to set the Registry entries on your Win-
dows NT 4 workstations.

C. Use the Windows Update service to set the Registry entries on your Windows NT 4
workstations.

D. Create a software package and publish it to all workstations in your domain.

What must you restore in order to fully restore a Software Update Services server? (Choose all
that apply.)

A. TIS metabase

IIS database

Extensible Storage Engine

The Content folder

moow

Software Update Services websites
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You need to push out software updates to a group of Windows 98 clients. What is the best way
to accomplish this task?

A. Create a Group Policy Object and assign the software package to the workstations.
B. Use Systems Management Server to push out each update’s installation at logon.

C. Use QChain to push out the installation packages.

D. Use the Critical Update Notification service to push out the update installations.

You have six hotfixes you need to install on 26 Windows-based workstations. What should you do?
A. Create a script that installs each hotfix individually and then runs QChain.

B. Create a script that installs each hotfix serially and then runs QChain.

C. Expand each hotfix into the I386 folder and run Update.exe -q.

D. Expand each hotfix into the 1386 folder, and then run winnt32.exe -q.

You have to install 400 new Windows 2000 Professional workstations each month and rebuild
100 deployed workstations. You need to perform these installations in the fastest time possible,

but install all the latest updates as well. You cannot use imaging to perform this task. What
should you do?

A. Run an unattended installation and then run a batch file that installs all the hotfixes
using QChain.

B. Slipstream the latest service pack into the source files and then use QChain to install
necessary hotfixes.

C. Slipstream the latest service pack into the source files and then manually expand each
hotfix into the source files.

D. Assign a software package to the desktop that will install the operating system with the
necessary hotfixes.

You have recently installed eight hotfixes on your Windows 2000 server. Now some third-party
programs won’t run correctly. You are also receiving version conflict errors in the event logs.
What should you have done to prevent this?

A. Run the wutrack.bin file.
B. Run RIS to install the hotfixes.
C. Run QChain to install the hotfixes.

D. Installed each hotfix individually and then performed one reboot of your server.
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Answers to Review Questions

1.

B. During the installation of a service pack, you can choose to archive the files that will be over-
written. When you do this, the old files are placed in a special folder and kept there in the event
that you want to uninstall the service pack. During the uninstallation process, the current files
are replaced with the old, saved files and then deleted.

B. Although the HFNetChk tool will give you a list of all the updates and hotfixes that have not
been installed on your servers and workstations, only the MBSA tool will give you a complete
report that includes IIS and SQL server platforms as well as other items such as weak passwords
and platform-specific vulnerabilities. To get the most complete report, you need to run MBSA.
Update.exe is the command used to install a service pack, and hotfix.exe is the command
used to install a hotfix.

D. You cannot install the MBSA tool using the Terminal Services client.

B, C. When running the MBSA tool, you can group your target computers based on either
domain name or IP address range. Because all four octets of the IP address range are available
for configuration, it would not be fair to say that you can specify only an IP subnet. You need
to specify the exact starting and ending IP addresses, even if this means specifying the starting
and ending address for a given subnet.

B. HFNetChk is a great tool for pinpointing which updates need to be applied to the scanned
computers. If you don’t need the additional scanning options that MBSA offers, use the
HFNetChk tool.

D. The -s switch is the integrated mode switch. You can also think of this as the slipstream switch.
When you specify a folder path and name after the -s switch, the service pack files are expanded
and then copied over the current installation files. Then, when the installation is run from these
files, the service pack will be installed along with the rest of the operating system.

A. Only answer A meets every need of the scenario described in this question. Answer D would
be correct if the scenario described did not require the updated files to be installed at the time
of initial installation. The batch file also doesn’t meet the requirements of the scenario because
this is a series of individual installations.

C, D, E, F. By installing a Parent server, you can accomplish two goals at the same time. First,
you can further protect the isolated network by placing a firewall between the Parent and Child
servers and ensure that the Child server is never connected to the Internet. Second, you can use
the Parent server and another workstation as a test bed to test the updates before they are syn-
chronized to the internal Child server. Also, this architecture keeps the SUS server on the isolated
network from ever having any direct Internet connectivity.

B, E. When Service Pack 3 is installed on a Windows 2000-based computer, the Software
Update Services client is installed as well. Although you can use SMS to perform the same func-
tion, pushing out a software update and assigning it to the workstation or server at the next
reboot is the easiest way to get this software out to all your computers in a consistent and uni-
form manner.
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B, C, D. The Ciritical Notification Service is the old iteration of the current Software Update Services.
The Windows Update service is the client-side service that works with the Windows Update service
from Microsoft’s website. The Windows Update service on the client is installed with the operating
system and exists whether the Software Update Services client is installed or not.

D. You cannot install the Software Update Services on a domain controller or a Small Business
server. In addition, the server must have at least a PIII/700 processor, S12MB RAM, and 6GB
of disk space. You must also be running Windows 2000 Server with Service Pack 2 or later
(which includes Windows Server 2003) and be using the NTFS file system. Only answer D meets
some of the criteria for server requirements for Software Update Services.

A, C, E. Answer B is incorrect because the Notify option means that someone must log on as an
administrator and approve the installation. Answer D is incorrect because a policy applied only
to the domain controllers OU would be applied only to the domain controllers and not to the
computer accounts that exist in other OUs. A policy applied to the domain object will be inher-
ited by all your computers in all OUs. The correct answers outline the basic steps that you need
to take to make sure that the software updates are pulled from your local SUS server and not
from the Windows Update server on the Internet.

B, C. In order to log only SUS traffic on the SUS server, you’ll need to turn off IIS logging of that
website and then enable logging on the wutrack.bin file.

D. When Automatic Updates are configured through Group Policies, the policy will override the
preferences set by the local administrator. However, if the policy is removed, the old settings will
take effect and be used once again.

A, B. For Windows NT 4 workstations, you can use the CUN to set Registry entries on each
workstation that will tell the workstation to pull its updates from your internal SUS server. For
the Windows 2000 workstations in the East OU, a Group Policy that assigns the package to the
computer is the easiest way to install the client.

A, D, E. The three main parts to back up on an SUS server are the websites, the metabase, and the
update content. Obviously, you’ll need to restore this information to fully restore an SUS server.

B. When working with legacy clients, it is best to use SMS to push out update installations and
assign the installation to run at a specific time. Because many people leave their computers
turned on most of the time, you can select to have the software installed at logon.

B. QChain is designed to run after a series of hotfixes has been installed. Only answer B fits the
purpose for running QChain.

C. What you are doing in answer C is updating the source installation files with the latest service
pack and hotfixes. Because you can’t use imaging here, the fastest way to get all these updates
installed on new workstations is to use a combination of slipstreaming and hotfix expansion
into the source files.

C. QChain is designed to eliminate version conflicts between system files that have been updated
by different hotfixes. RIS installs an entirely new operating system, and the wutrack.bin file is
designed to help track calls between SUS servers and SUS clients.






Configuring IPSec and
SMB Signing

THE MICROSOFT EXAM OBJECTIVES
COVERED IN THIS CHAPTER:

v" Plan IPSec deployment.

Decide which IPSec mode to use.

Plan authentication methods for IPSec.

Test the functionality of existing applications and services.
v Configure IPSec policies to secure communication between

networks and hosts. Hosts include domain controllers, Internet
web servers, databases, e-mail servers, and client computers.

Configure IPSec authentication.

Configure appropriate encryption levels. Considerations
include the selection of perfect forward secrecy (PFS) and
key lifetimes.

Configure the appropriate IPSec protocol. Protocols
include AH and ESP.

Configure IPSec inbound and outbound filters and
filter actions.
v' Deploy and manage IPSec policies.

Deploy IPSec policies by using Local policy objects or
Group Policy objects (GPOs).

Deploy IPSec policies by using commands and scripts.
Tools include IPSecPol and NetSh.

Deploy IPSec certificates. Considerations include
deployment of certificates and renewing certifications on
managed and unmanaged client computers.




v" Troubleshoot IPSec.
Monitor IPSec policies by using IP Security Monitor.
Configure IPSec logging. Considerations include Oakley
logs and IPSec driver logging.
Troubleshoot IPSec across networks. Considersations
include network address translation, port filters, protocol
filters, firewalls, and routers.
Troubleshoot IPSec certificates. Considerations include
enterprise trust policies and certificate recovation list
(CRL) checking.




Network analyzers, protocol sniffers, and packet-capturing appli-
cations have changed security requirements for most organiza-

tions as they have become more common and more people
understand how to use them. With a network analyzer, network traffic can be captured and
then later analyzed and interpreted. The network traffic that can be captured includes security-
specific information such as usernames and passwords, plus confidential information such as
payroll information being sent or retrieved from an accounting server.

This chapter focuses on Internet Protocol Security (IPSec) protocol: how you implement, man-
age, and troubleshoot it. IPSec is an important tool for ensuring that IP traffic is encrypted over
untrusted networks such as the Internet, and even internal networks that contain unauthorized
users of the information that you are protecting. We’ll cover the considerations you must make for
using [PSec in a variety of environments.

Server Message Block (SMB) signing is also an integral part of securing your network, so
we’ll go over SMB in this chapter as well.

Finally, we will cover a couple of important issues regarding Network Monitor and network
analyzers in general.

Understanding IPSec

Internet Protocol Security (IPSec) is an open framework for ensuring private, secure commu-
nications over IP (Internet Protocol) networks using cryptographic security services. IPSec is a
method widely employed to ensure that IP traffic is encrypted over untrusted networks such as
the Internet.

IPSec guards against several types of network attacks:

Eavesdropping When you use TCP/IP (Transmission Control Protocol/Internet Protocol) in
its native format, information passed between computers is sent in clear text, which allows an
attacker to “listen in” or read the traffic by simply copying the packets from the network line
to their own computer. The ability to monitor and capture packets is generally thought to be the
largest internal security concern for network administrators.

Data modification Because an attacker can read clear-text data, it would stand to reason that

the attacker could also alter the data without the sender or receiver of that data knowing that it

had been altered. Altering data can result in incorrect and perhaps illegal activities such as altering
amounts ordered, messages sent, or sums of money. The ability to modify data can lead to a num-
ber of different types of attacks:
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Identity spoofing or impersonation If you can alter the contents of packets passed on

the network, it’s possible to spoof the sender’s IP address or impersonate a different sender
to the recipient of the message. This means that messages can be sent to a recipient that
appear as if they came from a person who never sent them. In addition, real messages can be
altered to have a different, malicious meaning. Such ability to disrupt real, authentic com-
munication can wreak havoc on an organization.

Password attacks Older applications may not protect passwords well. And if you’re using
Basic Authentication, all passwords are passed in clear-text format. The ability to intercept
a password and then use it to gain access to secure data could place the attacker in a powerful
position and put the organization in a vulnerable position.

)’ Some extremely common applications will work only with clear-text passwords.
A&TE FTP and Telnet are perfect examples of applications that support only basic
authentication, where usernames and passwords, as well as all data, travel in the
clear. It is extremely important to remember that if you must use such applica-
tions, you should use a separate set of usernames and passwords that are not
used on the rest of the network.

Even passwords that are not passed in the clear are susceptible to password attacks. LM (LAN
Manager) and NTLM (NT LAN Manager) usernames and passwords can be broken using tools
available on the Internet. Even NTLM version 2 is not secure enough for many organizations.
Protecting against password attacks is extremely important. The next username and password
that get broken could be your own.

Denial of service attacks Denial of service (DoS) attacks result in servers going down or
being unavailable because of all the SYN packets it is trying to service. Resources can be
blocked by a DoS attack and your IS staff’s time totally consumed in stopping the attack.
Meanwhile, the attacker can concentrate on other secure targets and work unhindered while
the IS staff defends against the DoS attack.

Compromised-key attack In this type of attack, an attacker copies a key off the network
line and then breaks the key and uses it to gain access to secured resources. Such keys are
referred to as compromised keys because they can no longer ensure the integrity of the data
sent or secured.

IPSec is a real defense against these types of attacks. It provides a key line of defense against
private network and Internet attacks.

IPSec has two basic foci. The first is to protect the packets sent across the line, and the second
is to defend against network attacks. Both goals are achieved though the use of a public key
infrastructure for users on the network, users on the Internet, and users accessing the network
remotely through dial-up technologies. Because IPSec operates at the network layer, it provides
a method of secure data transmission that is transparent to most applications. Deploying IPSec
requires no changes to existing applications or operating systems, and IPSec policies can be cen-
trally managed through Group Policies or locally on a computer.
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The use of IPSec provides the following security benefits:

Nonrepudiation This means that the sender of the message is the only one who could have
sent the message. Nonrepudiation is accomplished through the use of digital signatures, by
which the sender’s private key is used to sign the message.

Antireplay IPSec ensures that each packet is unique. No packet can be captured, opened,
modified, and then sent again, or replayed.

Integrity [PSec ensures that the packet was not modified during transit and that the informa-
tion contained in the packet is the information the sender intended to place in the packet before
sending it. Because only the sender and receiver have the key to encrypt and decrypt the packet,
it stands to reason that only the sender and receiver can read its contents, ensuring the integrity
of the packet’s contents.

Confidentiality At first glance, you might be tempted to think that confidentiality and integ-
rity are the same thing, but they are not. Whereas integrity ensures that the packet’s contents
have not been altered, confidentiality ensures that only the sender and receiver can read the
packet’s contents. This is accomplished through the use of data encryption, which is accom-
plished by a key that is known only to the sender and receiver of the data.

IPSec encrypts the data in packets for secured transmission. The Data Encryption Standard
(DES) is one encryption method used by IPSec. IPSec’s implementation of DES has the ability
to frequently regenerate encryption keys during a communication. This prevents the entire data
set from being encrypted by the same key and thus (potentially) having the entire data set com-
promised if the key is compromised.

IPSec supports the use of an advanced form of DES, called 3DES, which processes each block
of data three times in the following manner:

=  Encryption on the block with key 1
= Decryption on the block with key 2
=  Encryption on the block with key 3

The receiving computer reverses this process to decrypt the packet.

4 Windows 2000 and Windows Server 2003 use the United States Data Encryption
ITE Standard (DES) to encrypt data in its IPSec implementation.

Within the IPSec policies, you can also control how often a new key is generated during the
communication between both computers. This regeneration of a new key is called dynamic rekey-
ing. As computers send messages back and forth, their messages are divided into blocks, which are
then encrypted to ensure confidentiality and integrity. Dynamic rekeying allows you to use a dif-
ferent key to encrypt each block of data; even if one key is compromised, only that portion of the
overall communication is compromised. This is a secure method of transmitting data.

IPSec can share keys between communicating computers without sending the key across the
network line. Windows 2000 and Windows Server 2003 use the Diffie-Hellman (DH) algo-
rithm to perform this function. First, the two communicating computers publicly exchange
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some keying information, which Windows protects with a hash function signature. Second,
with this shared information, each computer can generate the identical shared key. Now each
computer can use the key to communicate using IPSec. After the DH material exchange, iden-
tities are authenticated. Notice that the DH algorithm does not perform authentication; it
merely provides a method of creating an environment using keys in which authentication and
communication can take place.

Before data can be securely exchanged, the two computers must set up a security association
(SA), which is an agreement about how to protect information during transit. If your policies
allow unsecured communications with non-IPSec-based computers, a soft SA is established.
However, if the client is compatible with your IPSec policies and can securely communicate with
your server, a hard SA is established with the client. Once IPSec SAs are established (one in each
direction) between the client and server, they remain in effect for one hour after the last packet
is sent between them. After that hour, the client drops the association and returns to the
“respond only” state.

To build this contract, the two computers must engage in a key exchange resolution, called
the Internet Key Exchange (IKE).

IKE is a two-phase process. The first phase is a policy negotiation phase in which four param-
eters are agreed on:

= The encryption algorithm—either DES or 3DES
*  The hash algorithm—either MD35 (Message Digest 5) or SHA (Secure Hash Algorithm)
= The authentication method—either certificate, preshared key, or Kerberos
=  The exchange of DH material for key generation
In the second phase, the computers agree on the following parameters:
= The IPSec protocol—either AH or ESP
= The hash algorithm—either MDS$ of SHA
= The algorithm for encryption, if requested—either DES or 3DES

As part of the second phase, session key material is refreshed again, and a new pair of keys
is generated. The generation of new keys prevents bogus session material from being inserted
into the data stream by an attacker.

After these two phases are completed, the SA is said to be set up, and IPSec is ready to send
secured data back and forth between the two computers. In the following sections, you’ll learn
how to use IPSec and then discuss what happens when things go wrong.

Configuring and Administering IPSec Authentication

IPSec is implemented in Windows 2000 and Windows Server 2003 via the use of Group Policies.
The policy rules are enforced by the IPSec driver, which is responsible for matching every
incoming and outgoing packet against the security settings defined in the IPSec Group Policy.

These policies are managed from the IP Security Policy Management template underneath
the Security Settings template in the object’s Group Policy (see Figure 4.1).



FIGURE 4.1
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You can also create a custom MMC (Microsoft Management Console) that focuses only on
the IP Security Policy Management node. After adding this node to the MMC, you’ll need to
select the computer for which you want to manage the IPSec policies as follows (see Figure 4.2):

= If you want to manage only the computer on which you are running the console, leave the
default, which is the Local Computer option.

= If you want to manage the IPSec policies for any domain member server, select Manage
Domain Policy For This Computer’s Domain.

= Ifyou want to manage the IPSec policies for a remote domain that the local computer is not
a member of, select Manage Domain Policy For Another Domain.

= If you want to manage the IPSec policies for a single, remote computer, select Another
Computer.

After making your selection, you can save the MMC for future use.
In Exercise 4.1, you will create a custom IPSec MMC.

Creating a Custom NMMC for IPSec Management

1. Choose Start » Run to open the Run dialog box and in the Open box, type MMC and press
Enter to open the Microsoft Management Console (MMC).

2. Choose File » Add/Remove Snap-in to open the Add/Remove Snap-in dialog box.

3. Click Add to open the Add Standalone Snap-in dialog box.
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EXERCISE 4.1 (continued)

4. Selectthe IP Security Management snap-in and then click Add to open the Select Computer
selection box.

Make your selection on the Select Which Computer This Snap-in Will Manage.
Click Finish to close the Select Computer selection box.
Click Close to close the Add Standalone Snap-in dialog box.

Click OK to close the Add/Remove Snap-in dialog box.

© ©® N o o

Save the MMC Console.

Three predefined IPSec policies are installed with Windows 2000 and Windows Server 2003
(see Figure 4.1, earlier in this chapter). These policies can be left alone or modified as needed or
used to help define a custom security template for future use. The policies are as follows:

Client (Respond Only) This policy is for computers that do not require secure communica-
tions. If secure communications are requested, this policy instructs the computer to respond in
a positive fashion. Computers using this policy can communicate using IPSec with other com-
puters that request IPSec or require IPSec and can also communicate with other computers that
do not use IPSec.

Server (Request Security) This policy is for computers that would like to use secure commu-
nications, if possible. These computers will accept unsecured traffic, but they will always
attempt to secure subsequent communications by requesting security from the sending com-
puter. If the sending computer does not respond positively, all communications are sent without
using IPSec.

FIGURE 4.2 Management selections for IPSec policies when creating a customized
IPSec MMC
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@ Real World Scenario
Using IPSec to Protect Payroll Information

Many companies have their employees sign a non-disclosure agreement (NDA) that covers
many issues around their salary, benefits, and working conditions.

Your manager comes to you and says, “Last year, right after we did performance appraisals
and provided raises for some employees, we had a large number of employees come into
the Human Resources manager’s office complaining about pay discrepancies. This should
not have happened because nobody is supposed to talk about pay. I'm pretty sure that they
must have gotten this information from the network.” You reply that you will look into it
and try to provide a solution.

You investigate and find out there are three employees in Accounting who key in the new
salary information and the rest of the confidential employee service information for pay
and benefits. These employees update a database on the Accounting server.

You set up a network packet sniffer and capture traffic from the computers in Accounting to the
Accounting server. You find that it's pretty easy to decipher the information and see the data
being entered.

You configure the Accounting server to use the Secure Server (Require Security) IPSec policy. You
also configure the Accounting client computers to use the Client (Respond Only) IPSec policy.
You again test the connections between the Accounting client computers and the Accounting
server. You are no longer able to capture and decipher information about user salary.

You report back to your manager that you have resolved the problem.

Secure Server (Require Security) This policy requires computers to use IPSec and secure their
communications. Computers assigned to this policy always reject unsecured communications,
and outgoing traffic is always secured.

To assign a policy to a given computer, you must enable that policy. Enabling the policy
means that it is assigned to the object that it is modifying. You can either assign or unassign
a policy, but you cannot assign more than one policy to any given object. Hence, you cannot
assign both Client (Respond Only) and Server (Request Security) to the same Active Directory
object. Instead, all you can do is assign one of the three policy settings to any given object.

Tunnel Mode versus Transport Mode

IPSec can be configured for either transport or tunnel mode. The transport mode authenti-
cates and encrypts data moving between computers. This is the default mode for IPSec in Win-
dows 2000 and Windows Server 2003.

To specify transport mode, open the Properties dialog box of the policy setting that you want to
modify. Click the rule that you want to modify and click Edit to open the Edit Rule Properties dialog
box. On the Tunnel Setting tab, select This Rule Does Not Specify An IPSec Tunnel (see Figure 4.3).
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In Exercise 4.2, you will set your IPSec policy to run in transport mode.

Setting IPSec to Run in Transport Mode

1. Open the Group Policy in the Properties dialog box of the object that you want to modify.
Navigate to the IP Security Policies In Active Directory node.

Select the setting in the right pane for which you want to set transport mode.

Open the setting’s Properties dialog box.

Select the rule that you want to modify and click Edit to open the Edit Rule Properties dialog box.
Click the Tunnel Setting tab.

Select This Rule Does Not Specify An IPSec Tunnel.

Click OK.

© ® N © o B W N

Close the Properties dialog box and exit the Group Policy object.

Unlike transport mode, which secures the packet from the source to the destination, tunnel
mode places a secure, existing packet inside a new IP packet that is sent to a tunnel endpoint.
The tunnel endpoint is probably not the final destination of the inside packet, but it is the final
destination of the outside packet. The outside packet is stripped off at the tunnel endpoint, and
the internal packet can be further routed to the final destination.

Tunnel mode does not provide security within each network that the packet will traverse.
It simply provides security to the packet itself and guarantees that security to the endpoint (IP
address) that you specify.

FIGURE 4.3 Setting IPSec to run in transport mode
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) IPSec tunnel mode is not designed to be used for virtual private network (VPN)
TE remote access.

In Exercise 4.3, you will set IPSec to run in tunnel mode.

Setting IPSec to Run in Tunnel Mode

1. Open the Group Policy in the Properties dialog box of the object that you want to modify.

2. Navigate to the IP Security Policies In Active Directory node.

3. Select the setting in the right pane in which you want to set tunnel mode.

4. Open the setting’s Properties dialog box.

5. Select the rule that you want to modify and click Edit to open the Edit Rule Properties
dialog box.

6. Click the Tunnel Setting tab.

7. Select The Tunnel Endpoint Is Specified By This IP Address.

8. Enter the IP address of the device that will act as the endpoint for the tunnel.

9. Click Apply.

10. Close the Properties dialog box and exit the Group Policy object.

ITE Only) setting. In addition, if you need to set up multiple tunnels, you will need
to configure multiple rules, because each tunnel requires its own rule in the
policy setting. Finally, Windows 2000 and Windows Server 2003 support mul-
tiple tunnel mode connections, but only one tunnel at a time.

%’ Transport mode and tunnel mode are not available for the Client (Respond

Configuring an IPSec Rule

You can create customized [PSec policies, each with its own set of rules. Each policy can host
more than one rule, and it is important to understand how these rules work because these rules
govern how and when a policy is invoked. Any number of rules can be active simultaneously.
You can create or modify existing rules to meet your requirements. Filters are applied in the
order of most-specific filters first.
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A rule consists of the following components:

Tunnel endpoint A tunnel endpoint defines the IP address to which the tunnel will guarantee
secured communications. There must be two rules to define an IPSec tunnel—one rule for
each direction.

Network type Use this setting to select the scope of the rule. You can select All Network
Connections, Local Area Network (LAN), or Remote Access (see Figure 4.4).

Authentication method You select the authentication method in the Authentication Meth-
ods tab. The default is Kerberos, as shown in Figure 4.5. If you click Add, you can select
the other supported authentication methods in Windows, which are shown in Figure 4.6
and then described.

FIGURE 4.4 Configure the scope of the rule in the Connection Type tab.
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FIGURE 4.5 The Authentication Methods tab
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Supported authentication methods that can be selected for any given rule

This is the default for Windows 2000 and Windows Server 2003.

This selection uses the Kerberos V5 authentication protocol. Any Kerberos-compliant clients can
use Kerberos V35, even if they are not Windows-based clients. However, every client must be a
member of a local or trusted domain.

Use A Certificate From This Certificate Authority (CA) This selection requires that a trusted
CA be available and that both the sender and the receiver use a certificate issued by the trusted CA.

Use This String To Protect The Key Exchange (Preshared Key)

This setting specifies a

secret, shared key that both computers will use to encrypt and decrypt the packets. Obvi-
ously, this selection requires manual preconfiguration prior to its use.

Once a particular method is selected using the wizard, you can go back into the authentication
methods tab for the policy and add another method for authentication.

IP filter list

select the type of traffic that you want to include in the rule.

The filter is rather granular, allowing you to make selections in two areas: addressing and

This selection defines which traffic will be secured by this rule. You can use the
defaults of All ICMP Traffic (Internet Control Message Protocol) or All IP Traffic, or you can

protocols. In addressing, you can select to filter traffic against any of the following defined

addresses in Windows Server 2003 (see Figure 4.7):
My IP address

Any IP address

A specific IP address
A specific IP subnet

DNS Servers <dynamic>

WINS Servers <dynamic>
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= DHCP Servers <dynamic>
= Default Gateway <dynamic>

To access the tab in Figure 4.7, first highlight the filter list that you wish to edit in the IP Filter
List tab (either All ICMP Traffic or All IP Traffic) and then click the Edit button. This invokes
the IP Filter List dialog box. Click the Edit button on this box, and the Filter Properties dialog
box illustrated in Figure 4.7 opens.

In the Protocol tab, you can select to filter traffic against the following defined protocols and
either any port number or a predefined port number (see Figure 4.8):

= Any

=  EGP (Exterior Gateway Protocol)

=  HMP (Host Monitoring Protocol)

= ICMP (Internet Control Message Protocol)
= Other

=  RAW (protocol 255)

=  RVD (MIT Remote Virtual Disk Protocol)
= TCP (Transmission Control Protocol)

=  UDP (User Datagram Protocol)

+  XNS-IDP (Xerox NS IDP)

Filter action The filter action lists the security actions that will occur when traffic matches the
IP filter. These actions appear on the Filter Action tab in the Edit Rule Properties dialog box.
There are three basic default settings (see Figure 4.9):

= Permit, which permits unsecured IP packets to pass.

= Request Security (Optional), which means that the server will request secure methods of
communicating but will transfer data in an unsecured manner too.

FIGURE 4.7 The Addresses tab in the Filter Properties dialog box
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FIGURE 4.8 The Protocol tab in the Filter Properties dialog box
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= Require Security, which means that the server will accept unsecured connections but
then will require clients to communicate using only secured methods. This selection
instructs the server to not communicate with untrusted clients.

What is interesting here is how granular the filter action can be. Figure 4.10 shows the
default settings for the Request Security (Optional) security methods, which can be navigated
to by clicking the Protocol tab in the Filter Properties dialog box. Notice that this method allows
unsecured communications, but that each connection is responded to with IPSec. What this
means is that the server attempts IKE with each computer that connects to it in an attempt to
communicate using [PSec.

FIGURE 4.9 The Filter Action tab in the Edit Rule Properties dialog box
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FIGURE 4.10 The default settings for the Request Security (Optional) security method
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The Session Key Perfect Forward Secrecy setting is cleared by default. Perfect forward
secrecy (PFS), when selected, means that every time rekeying occurs, a new master key is also
generated. Although this is the most secure setting possible, it also generates additional over-
head for your server and should be selected only in highly secure environments. Because a new
master key is generated, both server and client will need to renegotiate new key material, and
this can create interoperability problems with some non-Microsoft products.

So when you put all of these parts together, you have the ability to create a rule that defines
the following;:

= The scope (tunnel endpoint and network type)

= The authentication method

= Which traffic to secure (the IP filter list)

= The actions to take when the rule is met (the filter action)

When taking the exam, it will be easy to get lost in the details of the question. Keep yourself
focused on the larger picture and remember how to further secure traffic using an IPSec filter
rule. For instance, if you need to secure traffic over the Internet, make sure that you have
selected a tunnel endpoint. If you need to authenticate using certificates, you’ll need a CA
trusted by all parties involved in the process. If you want to secure only certain types of traffic,
understand that you are working with the IP filter list to select a protocol and port combination.
And if you want to tweak the actions to be taken when traffic meets the defined rules, you are
working in the Filter Action area.

If, after applying a rule, you don’t like the results, you can restore default policies. Right-click
the IP Security Policies Local Machine, choose Restore Default Policies from the shortcut menu,
and then click Yes from the pop-up IP Security Policy Management message box.
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Using Command-Line Tools and Scripts

As with most Microsoft security components, IPSec can be deployed using a graphical user
interface (GUI) or a command-line interface.

Netsh is an extremely powerful command-line utility that can be used for a wide number of
network configuration changes, including IPSec. Netsh can be used to

= Add a filter.

= Add a policy.

= Adda rule.

= Delete a filter.

= Delete a policy.

= Delete a rule.

= Export a policy.

= Import a policy.

= Show configurations.
= Show statistics.

There are many other tasks that can be performed using Netsh. To go into them all would
require several pages, and to remember the syntax would require several days of studying. What
is important for you to know is that Netsh can be used to configure and manage IPSec policies
for the organization.

Another tool that can be used at the command prompt for managing IPSec is the IPSecPol tool.
You can download this tool from the Microsoft website. IPSecPol can perform every task that can
also be performed using the IP Security MMC snap-in. The IPSecPol utility is modeled directly after
the MMC snap-in and can be used in scripts to manage the IPSec implementation for the organiza-
tion. The current version—1.00.0.0—can be deployed only on Windows 2000 operating systems.

IPSecCMD is similar to IPSecPol, except that it is for use on Windows XP Professional com-
puters. [IPSecCMD is run from the command prompt by administrators using a Windows XP
Professional workstation instead of a Windows 2000 Professional workstation. IPSecCMD can
be used to configure IPSec policies, filters, and filter actions.

Testing IPSec Policy Assignments

You can test your IPSec policy assignments in two ways: by using the ping command and by
using the IP Security Monitor. The IP Security Monitor is a resource kit tool for Windows 2000,
and a new version is included in Windows Server 2003 with a different interface.

The ping (packet internet groper) command sends four echo packets to the server and
expects to receive four echo replies back. A server running under the default IPSec policies will
respond to the ping command. However, if there are problems with establishing a secure chan-
nel, you will receive a response, “Negotiating IP Security.” You can expect this response while
the secure channel is established, before the echo packets are responded to by the server.

The IP Security Monitor in Windows 2000 (see Figure 4.11) is a handy tool that gives you
statistics about what SAs have been established and with whom. Moreover, you’ll find good
information on basic IPSec statistics. The tool automatically refreshes every 15 seconds, but this
option is configurable using the Options button.
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FIGURE 4.11 The IP Security Monitor in Windows 2000
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To run the IP Security Monitor in Windows 2000, choose Start » Run, enter the following
syntax in the Open box, and press Enter:

Ipsecmon <computername>

In the lower-right corner of the IP Security Monitor dialog box is a message indicating whether
IPSec is enabled on the computer.

To run the IP Security Monitor in Windows Server 2003, as shown in Figure 4.12, you need
to add it to a custom MMC. The console contains more information in a different format from
the resource kit tool used in Windows 2000.

IPSec Policy Inheritance

IPSec policies follow the Group Policy inheritance model. Group Policies are applied in the
following order:

= Site
=  Domain
= OU

Policies applied last take precedence over policies applied first. However, you need to bear
a couple of points in mind when it comes to policy inheritance and IPSec:

= IPSec policies assigned to a domain policy override any local IPSec policies when the
computer is a member of the domain.

= IPSec policies assigned to an OU override domain-level policies.

Hence, if you need to assign a policy to a group of domain controllers but not to the other
computers on your network, you want to do this at the OU level, not at the domain level.
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FIGURE 4.12 The IP Security Monitor in Windows Server 2003
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Configuring the Appropriate IPSec Protocol and
Encryption Levels

Atahigh level, Hash Message Authentication Codes (HMAC:s) are used to sign packets to verify
that the information sent is the same information received (think “integrity” here). The hash
function is really an algorithm that combines with the sender’s private key to produce a cryp-
tographic checksum or message integrity code (MIC). Each party must compute this checksum
to ensure that the data has integrity.

When configuring the IPSec protocol, you can select two functions:

MDS5  Message Digest 5 (MDJ5) makes four passes over the data blocks, which results in a 128-bit
key that is used for the integrity check. MDJ3 is the fifth iteration of the Message Digest hash function.

SHA The Secure Hash Algorithm (SHA) is closely modeled after MD3, but it produces a
160-bit key that is used for the integrity check. Obviously, the longer key length provides
greater security, so SHA is considered stronger than MD35.

The IPSec protocols further protect each packet by adding their own security protocol header
to each IP packet. There are two protocol header types: AH and ESP.

The Authentication Header (AH)

The Authentication Header (AH) does not encrypt the data, but it does provide authentication,
integrity, and antireplay for the entire packet. Although the data is in clear text, an attacker can-
not modify it. AH uses the HMAC algorithms to sign each packet to ensure integrity. In the AH,
a checksum is inserted between the network and transport layer headers. If the receiving com-
puter’s checksum does not match that which is in the AH, the packet is discarded. Antireplay
is achieved by inserting a sequence number in the AH. AH can be used with or without the
Encapsulating Security Payload (ESP).
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The Encapsulating Security Payload (ESP)

The Encapsulating Security Payload (ESP) ensures everything: confidentiality, authentication,
integrity, and antireplay. ESP can be used with or without AH.

When ESP is used with a tunneling protocol, it encrypts the entire packet. However, in the
absence of a tunneling protocol, ESP encrypts only the data in the packet, not the headers. Like
AH, ESP provides a sequence number and a checksum in its own header and provides authen-
tication in a trailer via the integrity check value (ICV) and a message authentication code that
is used to verify the sender’s identity and message integrity.

Because the ESP header is inserted between the IP and upper layer headers, the IP header itself
is not protected, leaving this part of the packet open to attack.

Key Lifetimes

The Key Lifetimes field is used as part of the security and encryption of IPSec. There are two key
settings that can be managed using policies: the amount of data traffic that causes the generation
of a new key and the number of seconds that causes the generation of a new key.

Two different methods can be used to track the age of a key and then cause the generation of
anew key. The first method generates a new key every 100MB by default, but the amount of data
can be increased or decreased. The second method generates a new key every hour by default, and
the amount of time can be changed. If both methods are used, the first method to reach its level
causes the generation of a new key.

In the following graphic, the column for Key Lifetimes includes two numbers. The first num-
ber is the amount of data traffic that causes a new key to be generated, and the second number
is the number of seconds that causes the key to be regenerated. In this example, 100,000KB is
equal to 1T00MB and 3600 seconds is equal to one hour.
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By default, the Key Lifetimes option is not used. However, you can implement it by selecting
the security method that you wish to use and then clicking the Edit button.

Perfect Forward Secrecy (PFS)

Perfect forward secrecy (PES) can also be implemented at this same screen. You can enable the
check box, which then enables PFS for every computer that implements the IPSec policy. PFS is
used when you want to negotiate a new master key every time the computers in an IPSec con-
versation start a new session.

Implementing PFS leads to higher security, because the master key information is constantly
changing and updated with each session between IPSec-enabled computers. Using PFS has a
high impact on computer performance, because it requires reauthentication for each session.
PFS needs to be implemented only on the client or on the server, but it does not require both in
order to work properly.

Deploying and Managing IPSec Certificates

Before you can run IPSec on your network, you need to issue two different certificate types:
IPSec and Computer. Without these two certificates issued by the CA, IPSec cannot work.

The default setting of the Policy Module in the Microsoft Certificate Authority is to always
issue a certificate upon request. But you will also need to configure a Group Policy so that your
computers automatically request the certificates from the CA. Because the best practice is for all
the computers in your domain to be issued certificates, the best practice here is to perform this
task on the domain object.

Open your Group Policy, expand Computer Configuration, expand Security Settings, and
then expand Public Key Policies. Right-click Automatic Certificate Request Settings, point to
New, and select Automatic Certificate Request (see Figure 4.13) to start the Automatic Certif-
icate Request Setup Wizard.

FIGURE 4.13 Selecting the Automatic Certificate Request menu option
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Now follow these steps:
1. At the Welcome screen, click Next to open the Certificate Template screen, as shown in
Figure 4.14.

FIGURE 4.14 The Certificate Template screen
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2. Select the certificate from the template list and click Next to open the Certificate Tem-
plate screen.

3. Select the CA from whom you want to have this certificate issued and then complete the
wizard.

You’ll now see the certificate in the right pane of the Group Policy window, indicating that
this certificate will be automatically issued to every computer the next time the computers boot
up and connect to the network (see Figure 4.15).

FIGURE 4.15 The IPSec certificate is now being automatically issued.
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Notice the difference between the right pane of the screen in Figure 4.13 and the right pane
of the screen in Figure 4.15. The IPSec certificate is now listed in the right pane.

You need to do this for both the IPSec and the Computer certificates. In addition, you have
to specify the trusted root CA(s) for your network. You can specify more than one trusted root
CA to accommodate remote users who may not be able to be issued a certificate from an inter-
nal Microsoft CA.

When you run through the wizard, you are prompted to specify the file that contains the cer-
tificate from the CA. Enter the path and filename, click Next, and finish the wizard. The certificate
from the CA will now be trusted by all who have the Group Policy applied to them.

Renewing Certificates

When your users need to renew their certificates, they can do so by using the certificate website
option that can be installed with Certificate Services. The default URL is servername/certsrv.
If users navigate to that website, they can renew their certificate and continue to engage in secure
communications using IPSec.

If your users are remote, you may need to open this website so that they can renew their cer-
tificates too. If they are trusting third-party CAs, they need to purchase their renewal certificates
from the third-party vendor.

Remember that certificates need to be current and trusting the same CA as the server.

Securing Communication between Server Types with IPSec

Securing different server types requires an in-depth knowledge of the type of packet traffic that
each server will experience. This section looks at the specific attention and hurdles different
types of servers might require.

Securing Web Servers

Securing a web server using IPSec is going to be difficult if the website is public. Although you
can configure IPSec to request secured communications, chances are good that most clients will
not be IPSec-ready and will communicate using only unsecured transmissions. The proper way
to secure web server traffic is to use SSL; this topic is covered in Chapter 6, “Deploying, Man-
aging, and Configuring SSL Certificates.”

However, if the website either is secured through authentication or is an extranet with
defined, known users, you can require IPSec for communications between your server and the
site’s users.

If the secured server is directly accessible from the Internet, or if the first client packets con-
tain sensitive data, the client must receive an IPSec policy so that it requests IPSec security for
traffic when it attempts to communicate with the server. This is the best practice for a secure
website, because a server set to request security instead of requiring security is easily open to a
DoS attack. Remember that the server is set to request security, and then every client connection
is responded to with an IKE request over port 500. Such additional traffic is unwarranted on the
Internet and, through the smart use of a DoS attack, could render the server useless to legitimate
client traffic.
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One way to work with a secured website that has a defined group of users is to use a certif-
icate known to everyone in advance and require that certificate for authentication. Doing this
will prevent any unauthorized access to the website. Of course, if the certificate becomes com-
promised, another certificate needs to be generated and distributed to the users.

The best practice for unsecured Internet websites is to allow unsecured traffic. The best prac-
tice for secured websites is to require secure communications using IPSec or SSL because of its
ease of use.

Securing E-Mail Servers

If your e-mail servers connect directly to the Internet to pass SMTP (Simple Mail Transfer Pro-
tocol) traffic, it is very unwise to require secured communications because most SMTP servers
on the Internet are not configured for this type of communication. However, between your
SMTP relay server in your DMZ (de-militarized zone) and your internal SMTP servers, you can
require secure communication.

Doing this means that an attacker can compromise only your SMTP server in the DMZ,
which is not a big loss because no critical data is sitting on that server. Because the internal
SMTP servers will require secured communication before accepting mail, an attacker would
need to impersonate the SMTP server in the DMZ with a valid certificate before being able to
communicate directly with the internal SMTP server.

Securing Clients

Not all clients will be IPSec complaint. For these clients to successfully communicate with your
IPSec servers, you need to ensure that you have assigned the Server policy, not the Secure Server
policy. The Server policy always requests security, but allows unsecured communication with cli-
ents by falling back to clear-text communication if the client doesn’t respond to the IKE request.

Note, however, that if a client does respond to the IKE request and then the negotiation fails,
the client is blocked from communicating with the server for one minute, and thereafter another
negotiation will commence.

When working with remote clients, it is important to remember two facts:

= You cannot use IPSec in a VPN solution for remote clients.
= The remote clients must trust the CA that your server is trusting for key generation.

This means that if you work with a number of remote clients, you may need to trust an exter-
nal third-party CA instead of a local CA on your network. Although it is easier (and cheaper)
to create an internal certificate server and make that server the root enterprise CA, it may not
be the best way to ensure a common, trusted CA.

In addition, the list of authentication methods for remote clients must include certificates,
and at least one valid certificate must be installed on each client and peer server. And finally, if
you need to remotely administer a client computer, you must allow RPC TCP traffic in your
IPSec rules for the internal network.

Troubleshooting IPSec

At a high level, IPSec problems can be grouped into several categories. IPSec won’t work if the same
CA isn’t trusted. IPSec also won’t work if different authentication methods are used in the rules for
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client and server. If you are working over the Internet, you must open port 500 and allow protocol
IDs 50 and 51 for both inbound and outbound traffic. And finally, IPSec won’t work for remote
access clients unless they first tunnel into an RRAS (Routing and Remote Access Services) server
using L2TP (Layer 2 Tunneling Protocol).

You may also find that you’ll receive bad SPI (Security Parameter Index) messages in the event
viewer. These messages may indicate that one party continued to send data after the SA expired.
It may also indicate that the number of rekeys is too large compared to the amount of time that
the SA has been active. You can reduce the bad SPI messages by setting longer key lifetime values
in the policy.

IPSec Logging

IPSec information can be captured and made available to the event viewer through the system
log, the application log, and the security log. To enable IPSec driver event logging, you need to
use the Registry editor. As always, be very careful when using the Registry editor.

Using the Registry editor, set the HKEY_LOCAL_MACHINE\System\CurrentControlSet\
Services\IPSEC\DiagnosticMode registry setting to 1. Changing this setting requires that
you restart the computer for it to take effect.

Other logging can be implemented for IPSec using standard audit logging. Configure audit-
ing to audit logon/logoff events to view security associations. Configure auditing to audit policy
changes to view IPSec policy change events in the audit log.

The Oakley log can be enabled as well. The Oakley log provides detailed information about the
implementation of IPSec, and it can be used to troubleshoot any IPSec problems that you might be
having. The only way to enable the Oakley log is to use the Registry editor. In the Registry editor,
set the HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\PolicyAgent\Oakley\
EnablelLogging Registry setting to 1. Once the Oakley log is enabled, it stores all ISAKMP main
mode or quick mode negotiations in the systemroot\Debug folder using a file called Oakley. Tog.
The Oakley log requires restarting the computer or restarting Routing and Remote Access and IPSec
policy agent services. You can also use the net stop policyagent and net start policyagent
commands at the command prompt.

Rule Configuration Issues

You need to verify several things when working with the rules. First, even if you have multiple
rules, you must make certain that those rules allow the client and server to use the same authenti-
cation method. If not, the client and server will not be able to talk to each other. To avoid authen-
tication method problems, don’t use protocol- or port-specific filters for the purpose of negotiating
security for traffic. Instead, use protocol and port filters for permitting and blocking actions.

Also, bear in mind that IPSec cannot be configured for one-way, secured traffic. If you create a rule
that secures traffic from Server A to Client B, a rule needs to be created to secure traffic from Client B
back to Server A. This is most easily done by creating two filters in the same filter list. However, what
we’ve said here should not be confused with a one-way blocking rule. You can create a rule that
blocks traffic in one direction, but this is different from creating a rule that secures traffic in one direc-
tion. To secure traffic more easily, you can select the Mirror check box (see Figure 4.7, earlier in this
chapter), which automatically generates the rule that you are creating for both directions.
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Certificate Configuration Issues

It is possible that certificates obtained incorrectly may result in a situation in which the certif-
icate exists and is chosen for IKE authentication, but fails to work properly because the corre-
sponding key in the key pair is not present on the local computer. You can see this by creating
a new MMC that has the Certificates snap-in focused on the local computer. If the private key
is not present, the certificate can’t be used with IPSec.

In Exercise 4.4, you will create a new MMC that allows you to verify that a private key is installed.

Creating a New MMC with the Certificate Snap-in
1. Open a new MMC.

Choose File » Add/Remove Snap-in.
Click Add to open Add Standalone Snap-in.

Find the Certificates snap-in and click Add.

g &~ w0 BN

From the Certificates Snap-in dialog box that automatically opens, click the computer account
for which this snap-in will manage certificates. Then click Finish to close this dialog box.

Click Close to close the Add Standalone Snap-in box.
Click OK to close the Add/Remove Snap-in dialog box.

Expand Certificates-User (local computer).

© ® N o

Expand Personal.
10. Click the Certificates folder.
11. In the right pane, double-click the certificate that you want to use to open it.

12. Verify that you see the text, “You have a private key that corresponds to this certificate.”

Why might a private key fail? Well, for a couple of reasons. First, if the certificate in the per-
sonal folder doesn’t have a corresponding private key, it is likely that the certificate enrollment
process failed in some manner. Second, if the certificate was obtained from a Microsoft CA that
was configured with the Strong Private Key Protection option, the user needs a PIN (personal
identification number) to access the private key. Because the PIN cannot be supplied for IKE
negotiation, this certificate can’t be used for this purpose.

If the IKE negotiations are failing, enable auditing for success and failed events for the audit
attribute Audit Logon Events. The IKE service reports entries in the security log, which gives
you an explanation as to why the negotiations are failing.
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If you feel you need to clear all IKE negotiations and start “fresh”—perhaps when secured
communications suddenly fail—you can do so from a command prompt by typing the following
command:

Net stop policyagent

To resume IKE negotiations, use the Net Start command, as follows:
Net start policyagent

Remember that when you stop the policy agent, all IPSec filters are deactivated for the time
the service is stopped. In addition, your VPN tunnels are no longer protected with IPSec. In
addition, RRAS is restarted as well.

If you have recently updated the policy settings and they don’t seem to be taking effect, you
can verify that the changes made to any policy have been updated in Active Directory by testing
the policy’s integrity. To do this, right-click the policy in the IP Security Settings For Active
Directory, select Actions, point to All Tasks, and then click Check Policy Integrity.

Firewall and Router Configuration Issues

Firewalls generally reject IPSec packets by default. You’ll need to configure your router or proxy
server for some specialized filtering to ensure that packets secured with IPSec are not rejected.
Here are some recommended filters for your router:

= Allow protocol ID 51 for inbound and outbound IPSec AH traffic.
= Allow protocol ID 50 for inbound and outbound ESP traffic.
= Allow UDP port 500 for inbound and outbound IKE traffic.

Without these ports and protocol IDs allowed, your firewall will not pass IPSec traffic.

Authentication Issues

You must use the same authentication methods for both rules between the client and server.
Remember that there must be a rule for each direction, and if the authentication methods do not
match, IPSec won’t work. You must also verify that there is at least one compatible security
method in both rules. Authentication can fail if the security methods do not match. If you are
using IPSec tunneling, verify that the DNS name and IP address are correct and that the desti-
nation computer is up and running.

Common IPSec Event Log Entries

IPSec utilizes the Windows 2000 and Windows Server 2003 event logs to record events as they
occur. These events can be used to assist in troubleshooting IPSec. In particular, there are events
in the system log and events in the application log that are very valuable in troubleshooting
IPSec (see Table 4.1).
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TABLE 4.1 IPSecEvent Log Entries

Event Log Source Category Event ID Meaning

System log Policy agent None 279 Identifies that an IPSec policy isin use
on the computer. Also provides the
source of the IPSec policy (local or
domain) and the polling interval. Also
shows when a change to an IPSec
policy has been detected by showing
“Updating IPSec Policy” in the event.

System log Policy agent None 284 Shows that the policy agent was
unable to contact Active Directory.

System log Policy agent Logon/logoff 541 Shows that an IPSec security associa-
tion has been established.

System log Policy agent Logon/logoff 542 Shows that an IPSec security associa-
tion has ended.

Application log Oakley None 541 Shows that the client cannot gener-
ate high-security key material; the
resulting negotiation agrees only on
lower-level key material.

Application log Oakley None 542 Shows that client cannot perform
encryption stronger than DES; the
resulting negotiation agrees only
on DES.

Domain Controllers and SMB Signing

If you want to secure communications at the packet level, then you need to use SMB signing.
SMB signing can be an integral part of securing your network. Server Message Blocks (SMB)
date from 1984 when IBM first introduced NetBIOS (Network Basic Input Output Service). In
the years since, SMB has played a central role in passing information between computers and
has been extended several times. The SMB protocol was developed jointly by Microsoft, Intel,
and IBM. More recently, the Common Internet File System (CIFS), an advanced version of the
SMB protocol was introduced. We’ll discuss CIFS later in this chapter.

SMB is an application-level protocol that is used to implement network session control, net-
work file and print sharing, and messaging. Up to a point, SMB is analogous to the AppleTalk
Session, Filing and Printer Access protocols, and Novell’s NetWare Core Protocol (NCP).

At a granular level, SMB defines a series of commands that the client and the server use to
coordinate passage of information between each other. The redirector packages network con-
trol block (NCB) requests or responses into an SMB structure, which are then sent over the net-
work to the target machine. Like other protocols, such as SMTP, the commands passed back
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and forth between the client and the server are based on a request-response architecture. One
computer initiates the connection and sends requests (the client), and the other computer
responds to those requests (the server).

To make the initial connection with the correct server, a method of addressing was needed.
Until the advent of CIFS, the SMB protocol used the NetBIOS name for addressing. One of the
upgrades to SMB in CIFS is its ability to use DNS-based host names for addressing.

SMB Commands

The core SMB protocol commands execute basic functions. Here are some examples (in no
particular order):

= Create Directory (SMBmkd1ir)

= Open File (SMBopen)

= Commit All Files (SMBf1ush)

= Rename File (SMBmv)

= Start Connection (SMBcon)

=  End Connection (SMBtd1is)

= Create Spool File (SMBsplclose)
= Get Machine Name (SMBgetmac)

This list is not exhaustive. The core list in the original protocol consisted of 37 commands.
You can group the core commands into four types:

Session control messages These commands start and end a redirector connection to the shared
resource on the server.

File messages These commands are used by the client to access files that reside on the server.

Printer messages These commands are used to send data to a printer on a print server and
receive status information about the printer and the data being held in the queue.

Message messages These commands allow the sender and receiver to send messages back
and forth.

As the protocol developed, commands were added that extended SMB’s functionality. Com-
mands such as Lock Then Read Data (SMB1ockreadr), Write Then Unlock Data (SMBwriteunTock),
Copy (SMBcopy), Open and X (SMBopenX), Tree Connect and X (SMBtconX), or Session Set Up
and X (SMBsesssetup) can all be found in nearly every packet trace between two Windows-based
computers.

) The “and X” designation in an SMB command is a batching mechanism
TE whereby multiple commands can be batched and sent over the line to the
target computer and then processed asynchronously at the other end.
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Configuring SMB

Because there are several versions of the SMB protocol, during the dialect negotiation of the
TCP handshake, the client and the server agree on the version of the SMB protocol that they will
use to pass information back and forth. Agreement on the dialect indicates which set of com-
mands will be considered valid by both machines.

Because the SMB protocol is an application layer protocol, it can run over different transport
and network layer protocols, including Network Extended Basic User Interface (NetBEUI),
Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX), and TCP/IP.

The SMB security model has two levels: Share and User. The Share level model applies pro-
tection at the share on the resource that resides on the server. Each share can have a password,
and a client needs only to present that password to the server to access all files under that share.
Once a client is authenticated, all SMB commands are available for use between the client and
the server. This was the default SMB dialect that was selected between Windows for Work-
groups machines.

The User security model requires the user to log in to the server and be authenticated by the
server. In addition, protection is applied to individual files in each share, and access is based on
user rights configured for each file or folder. When the user is authenticated, the user is given
a user ID (UID), which they must present on all subsequent accesses to the server. This model
was first introduced in the LAN Manager 1 dialect and was available starting with Windows 95.

The Common Internet File System (CIFS)

CIFS is a public version of the SMB protocol that is essentially the NT LM 0.12 dialect with
some modifications for easier use over the Internet. CIFS is the protocol used by Windows 2000.
As you may have noticed, SMB did not contain any method for ensuring security in the packets
as they are passed back and forth. CIFS has this capability—and more.

The CIFS protocol requires server authentication of users before file accesses are allowed.
The server requires the client to provide a username and (usually) a password. (Actually, any
method whereby a client provides proof of identity is acceptable to CIFS. Passwords are the
most common form of accomplishing this goal.) How the user is authenticated is not a concern
to the CIFS protocol. Hence, the Kerberos authentication protocol can be used in conjunction
with the CIFS protocol to authenticate the client to the server.

In addition, messages passed between the client and server can be authenticated by comput-
ing a message authentication code (MAC) for each message and attaching it to the message. The
MAC key is computed from the session key. The MAC can either sign and/or encrypt the mes-
sage text plus a sequence number, which prevents replay attacks. What the CIFS calls the MAC
is what Microsoft calls SMB signing.

Enabling SMB Signing

SMB signing places a digital security signature into each SMB message, which is then verified
by both the client and the server to deter impersonation and man-in-the-middle attacks.
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) SMB signing will impose a 10 to15 percent overhead hit on each server and cli-
TE ent due to the additional processing required for each packet. Additional band-
width is not required, however, to implement SMB signing.

SMB signing must be enabled on both the client and the server before it can be used. It is not turned
on by default in Windows Server 2000; however, it is turned on by default in Windows Server 2003.
It is very important to note that with SMB signing enabled, Windows 9 x clients will be unable to con-
nect to Windows Server 2003 servers unless they have the Directory Services client installed.

To use SMB signing, you must enable it or require it on both the client and the server. If SMB
signing is enabled on a server, clients that are enabled for SMB signing will use SMB signing
when connecting to the server. If SMB signing is required on a server, a client will not be able
to establish a session unless it is at least enabled for SMB signing. SMB signing is enabled in a
Group Policy in the Security Options node under the Local Policies node (see Figure 4.16). The
configuration options are available under the Domain Member, Microsoft network client, and
Microsoft network server headings, and must be configured for all computer types for SMB
signing to be used across the network.

Here is an explanation of what each policy setting does:

Digitally Sign Client Communication (Always) When this option is selected, the computer
requires that SMB messages be digitally signed before accepting a network connection. Only do
this in pure Windows 2000, Windows XP, and Windows Server 2003 environments, because
other platforms do not work with this feature.

FIGURE 4.16 The SMB signing options under the Security Options node
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Digitally Sign Client Communication (When Possible) When enabled, this policy causes the
client to perform SMB packet signing when communicating with a Windows 2000 or Windows
Server 2003 server that is enabled or required to perform SMB packet signing.

Digitally Sign Server Communication (Always) When this policy is enabled, you are requiring
the Windows 2000 or Windows Server 2003 server to perform SMB packet signing. If the clients
are not set to at least Digitally Sign Client Communication (When Possible), the server cannot
communicate with the client.

Digitally Sign Server Communication (When Possible) When this policy is enabled, the Win-
dows 2000 or Windows Server 2003 server attempts to perform SMB signing when communi-
cating to another Windows 2000 or Windows Server 2003 machine on the network. This policy
is enabled by default on the Domain Controllers OU.

To enable SMB signing in Windows NT 4, you’ll need to be running at least Service Pack 3
and then enter the following edits in the Registry:

HKLM\System\CCS\Services\LanManServer\Parameters

After navigating to the previous location in the Registry editor, choose Edit » Add Value to
open the Add Value dialog box, and then add the following two values:

Value name: EnableSecuritySignature
Data type: REG_DWORD

Value: 0 (disable), 1 (enable)

Enter a value of 1 for this Registry key.

Value name: RequireSecuritySignature
Data type: REG_DWORD

Value: 0 (disable), 1 (enable)

Enter a value of 1 for this Registry key.

You need to restart Windows after making these Registry entries before they will take effect.
Obviously, you cannot enable both keys. If you want to require SMB signing, you need to use
the RequireSecuritySignature Registry key. If you want SMB signing to be used when pos-
sible, use the other key.

To enable SMB signing on a Windows NT 4 workstation, open the Registry Editor and
navigate to the following key:

HKLM\System\CCS\Services\Rdr\Parameters
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Choose Edit » Add Value and then enter one or the other value, depending on whether you
want to merely enable SMB signing or require it:

Value name: EnableSecuritySignature
Data type: REG_DWORD

Value: 0 (disable), 1 (enable)

Enter a value of 1 for this Registry key.

Value name: RequireSecuritySignature
Data type: REG_DWORD

Value: 0 (disable), 1 (enable)

Enter a value of 1 for this Registry key.

You need to restart the Windows NT 4 workstation for these changes to take effect. If you
are running a Windows NT 4 network and need to require SMB signing, first require signing on
the servers and then reboot them. You then need to require signing on the workstations and
reboot them as well.

To enable SMB signing on a Windows 98 client, open the Registry for the Windows 98 client,
and then navigate to the following key:

HKLM\System\CCS\Services\VxD\VNetsup

Add the following two values to the key listed previously:

Value name: EnableSecuritySignature
Data type: REG_DWORD

Value: 0 (disable), 1 (enable)

Enter a value of 1 for this Registry key.

Value name: RequireSecuritySignature
Data type: REG_DWORD

Value: 0 (disable), 1 (enable)

Enter a value of 1 for this Registry key.

Just like Windows NT 4, you need to add both keys, but not enable both keys. After adding
these items in the Registry, you need to reboot the Windows 98 client in order for the changes
to take effect.

If you are running in a mixed environment, you may find that SMB signing doesn’t work
between Windows 2000 clients and Windows NT 4 servers. This is actually a problem with the
Windows 2000 client and is fixed by installing the latest service pack. The error message is
“Network name is no longer valid,” which is a result of the initial attempt being made with an
invalid password.
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) SMB signing is really a LAN-based security measure and should be employed
TE only between Windows-based computers.

Network Analyzers

Network analyzers, protocol analyzers, and packet sniffers are names that pretty much
mean the same thing. Each of these components captures packets off the network and stores
them for view and interpretation. Microsoft has its own tool—Network Monitor—which
comes in two versions: the version that ships with the Windows Server products and the ver-
sion that ships with Systems Management Server (SMS). The main difference between the
two versions is that the Windows version captures traffic only between the single computer
and other computers on the network. The SMS version captures any and all packets that it
can see on the network.

Microsoft’s Network Monitor, the Windows version, can be installed through the Windows
Components portion of the Add/Remove Programs applet in the Control Panel. The option to
install Network Monitor Tools is under Management And Monitoring Tools. Expanding the
Management And Monitoring Tools reveals the option to install Network Monitor Tools, as
shown in Figure 4.17.

The Network Monitor allows you to capture, analyze, and troubleshoot packets to and from
the particular computer where it is installed. To capture, analyze, and troubleshoot packets
between other computers, you need to install the SMS version of Network Monitor.

FIGURE 4.17 Network Monitor Tools
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One of the major concerns with network analyzers is that a great deal of proprietary infor-
mation is sent over the network, and this includes highly confidential information such as
account names and passwords. The only person that should ever be running a network analyzer
on the network should be a network administrator or server administrator. One of the nice fea-
tures of the SMS Network Monitor is that you can use it to identify others on the network who
are also using the SMS Network Monitor. You, as an administrator, can find potential mali-
cious users by scanning for other Network Monitor users. However, the SMS Network Monitor
cannot tell you if other types of network analyzers are being used on the network.

Network analyzers are usually passive devices or passive software on the network. This
means that all they do is listen to the network traffic and capture it to local files or local mem-
ory. It is very hard to detect the user of a network analyzer, because it does not readily identify
itself to the network. There are a few tools available on the Internet that help to identify net-
work analyzers, but they are not always completely reliable and are not able to detect all poten-
tial network analyzers on the network. Many organizations reduce their exposure to network
analyzers by using switched networks; they don’t allow the switch ports to be changed to pro-
miscuous mode. A switched network sends traffic only to the port where the target computer
resides and does not send network traffic to other ports like a hub.

Summary

This chapter covered the important topics: the IPSec Protocol, SMB signing, and Network Monitor.

We spent a great deal of page space on IPSec: how to configure this service and how to man-
age it. You learned that IPSec is rather complicated in that the rules that govern how IPSec oper-
ates can be configured at a granular level and applied via Group Policies. You also learned that
IPSec depends on a successful deployment of a public key infrastructure and that deployment
of client certificates and their renewal is essential to a successful deployment of IPSec.

We also spent some time discussing the different authentication and encryption standards
that are used by IPSec in Windows 2000 and Windows Server 2003. In addition, you learned
some ideas about how to implement IPSec for web, database, and e-mail servers.

We finally ended the IPSec section by discussing troubleshooting tips and ideas to work with
when taking the exam. One of the paramount ideas to keep in mind is that both client and server
must trust the same CA, and successful certificate renewal is essential to an ongoing IPSec
deployment.

You learned that SMB signing is really placing a digital signature in each packet to allow the
receiver to verify that the sender is who they claim to be. This can be of great help in overcoming
security threats and securing network traffic in the LAN and as well as in the WAN.

Finally, you learned that Network Monitor is a Microsoft network analyzer that can be used
to capture, analyze, and troubleshoot network packets. Along with learning about network
analyzers at a high level, you also learned how to detect others using network analyzers on your
organizations network.
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Exam Essentials

Understand the role of a certificate authority for IPSec. Having a trusted CA is essential to a
successful deployment of IPSec.

Understand the difference between an authentication protocol and an encryption protocol.
It will be easy to mix up the different protocols on the exam. Be sure you understand which pro-
tocols are involved in encryption and which are involved in authentication.

Understand how to configure IPSec using Group Policies. Because so much of an IPSec
deployment is accomplished through Group Policies, it is important to understand how IPSec
is deployed and then managed.

Understand how to fix problems when they occur. You will be presented with scenarios on
the exam that will be problematic: a certificate isn’t working, the wrong protocol was selected,
and so on. Be sure you spend some time thinking about what could go wrong with IPSec and
the basic steps you would take to fix the problem.
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Review Questions

1. The architecture of SMB signing is which of the following?
A. Client-server
B. Peer-to-peer
C. Request-response
D. Offer-acceptance

2. The Common Internet File System (CIFS) contains which new features over traditional SMBs?
(Choose all that apply.)
A. Clients must connect using IPSec.
B. Clients must be authenticated before using CIFS.
C. A message authentication code can be used.
D. Clients must connect to the CIFS using a secure messaging channel.

3. One of the goals of secure communication is to ensure that the sender of the message is the only
one who could have sent the message. Which security goal does this represent?
A. Antireplay
B. Confidentiality
C. Nonrepudiation
D. Integrity

4. Youare the system administrator for your Windows-based network. You have one Active Direc-
tory domain. Your domain controllers are in the default Domain Controllers OU. You have 50
Windows 98 workstations, 25 Windows Server 2003 member servers, and 200 Windows 2000
Professional workstations. The Windows 98 workstations are in the Research OU, and the Win-
dows 2000 Professional workstations and Windows Server 2003 member servers are in the

Admin OU. You need to require SMB signing for all computers on your network. What should
you do? (Choose three answers; all three represent one part of one solution.)

A. On the Windows 98 workstations, set the EnabTleSecuritySignature to one.
B. On the Windows 2000 workstations, set the RequireSecuritySignature to one.

C. In Active Directory, enable Digitally Sign Server Communication (Always) on the
Domain Controllers OU.

D. In Active Directory, enable Digitally Sign Server Communication (Always) on the
domain object.

E. In Active Directory, enable Digitally Sign Client Communication (Always) on the
Domain Controllers OU.

F In Active Directory, enable Digitally Sign Client Communication (Always) on the
Research OU.

G. In Active Directory, enable Digitally Sign Server Communication (Always) on the
Admin OU.
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You are the system administrator of an Active Directory domain. You have 200 remote users who
have Windows 2000 Professional installed on their laptops. You have another 200 users who have
Windows XP Professional installed on their desktops in your network. Your remote users trust a
third-party certificate authority, and your network users trust your internal Microsoft certificate
authority. Your remote users need to trust the external CA in order to access secured databases
shared by your company and three other partner companies. You need to enable SMB signing for
all 400 users. What should you do first?

A.
B.
C.

D.

Install a certificate on every remote client laptop. Have the client trust your internal CA.
Use the Encapsulated Payload to transfer certificates between CAs.

Use Active Directory to add a trusted root certificate from the external CA. Apply this
to all machines on your internal network.

Ensure that the security associations (SAs) are trusting both CAs.

When a packet has been altered by an attacker to look like the sender is someone other than the
real sender, the attacker has engaged in which of the following?

A.
B.
C.
D.

Eavesdropping
Impersonation
Man-in-the-middle attack
Identity spoofing

Which of the following is responsible for key exchange between two computers during the
session authentication negotiation?

A.
B.
C.
D.

3DES
Diffie-Hellman
Dynamic rekeying

Authentication headers

Which of the following are considered hash algorithms? (Choose all that apply.)

©mmoowp

DES

MDS
Preshared keys
Diffie-Hellman
3DES

SHA

ESP
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Which of the following is the module responsible for enforcing IPSec rules against every packet?
A. IPSec driver

B. Certificate Authority Policy Module

C. Security association

D. Encapsulated Payload Protocol

You are the system administrator for an Active Directory domain. You have 4 Windows Server 2003
machines and 50 Windows XP Professional workstations. You want to ensure that the computers on

your network use secure communications on your network. Which selections should you make?
(Choose all that apply.)

A. Client (Respond Only)

B. Server (Request Security)

C. Secure Server (Require Security)

D. Encapsulated Payload Protocol

You are the system administrator for an Active Directory domain. You have 50 Windows 2000

Professional workstations in the Research OU. You have 4 domain controllers in the Domain Con-
trollers OU. You also have 50 Windows 98 computers in the Admin OU. The Admin OU is a child
OU of the Research OU. You have 20 Windows 2000 member servers. The member servers are

members of the Marketing OU. You want to assign IPSec to each computer on the network with
the least amount of administrative effort. What should you do? (Choose all that apply.)

A. Assign the Client (Respond Only) setting to the Research OU.
B. Block policy inheritance on the Admin OU.

C. Assign Secure Server (Require Security) on the Domain Controllers OU and the Mar-
keting OU.

D. Create a policy to assign the correct Registry key on the Admin OU.
E. Assign Secure Server (Require Security) on the Marketing OU.
You are the system administrator for a Windows Server 2003 Active Directory domain. You

need to securely transfer files every day to a Windows Server 2003 file server on the Internet.
You want to use IPSec to perform this task. What should you do?

A. Use the Encapsulated Payload service.
B. Use Authentication Headers.

C. Use IPSec transport mode.
D

. Use IPSec tunnel mode.
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13. When two computers use IPSec to secure their transmissions, how many IPSec rules need to be
in place in order for the transmissions to be successful?

A. One
B. Two
C. Three
D. Four
14. You are the system administrator for an Active Directory domain. You have just implemented
IPSec to secure internal data transmissions. However, two hours after you implement this policy,

no one can communicate with anyone else. You suspect that your configurations are wrong, and
you need to get communications going again as fast as possible. What action should you take?

A. Unassign the policy settings in Active Directory.
B. Select Restore Defaults and reapply the policy.
C. Disable all enabled policy settings and reapply the policy.
D. Use the secedit command.
15. You have four servers on the Internet to which you need to set up secure communications. You
decide to use tunnel mode for IPSec to securely transmit data to these four servers. Each server

is directly available on the Internet, and each server has a unique IP address. How many IPSec
rules will you need to configure?

A. One
B. Four
C. Eight
D. Ten

16. Using the information in Question 15, how many tunnels can be active at any given time?

A. One

B. Four
C. Eight
D. Ten

17. You want to implement IPSec in the most secure fashion possible. Of the answers provided,
which of the following choices should you select? (Choose three; each correct answer represents
one part of the overall solution.)

A. Encapsulated Payload

B. Perfect forward secrecy
C. Server (Request Security)
D

. Secure Server (Require Security)
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18. You ping a Windows 2000 server that is configured for Server (Request Security). You receive
the “Negotiating IP Security” message. What does this mean?

A. The server responded to the ping command using secure data transmissions.

B. The server did not respond to the ping command, because the Security Association was
being established.

C. The Security Association was not able to be established.
D. You should use Authentication Headers and DES instead of the Encapsulated Payload
and 3DES.

19. You are the system administrator for a Windows Server 2003 Active Directory domain. You
have a member server, Server1, in the Research OU. Your domain is named Corp. You have con-
figured IPSec policies in the following manner: Corp: Secure Server (Require Security); Local
Policies of Server1: Server (Request Security). Unix-based users on your network are complain-
ing that they cannot communicate with Server1. What should you do?

A. Change the policy setting on the Corp domain object to Server (Request Security).
B. Change the policy setting on the Research OU to Secure Server (Require Security).

C. Create a new policy and configure it with Server (Request Security). Link the new policy
to the domain object.

D. Create a new policy and configure it with Client (Respond Only). Link the new policy
to the domain object.

20. You need to allow IPSec traffic past your IP filter on your network. Which of the following
should you do? (Choose all that apply.)

Open port 53, inbound only.

Open port 500, inbound only.

Open port 500, inbound and outbound.

Open port 53, inbound and outbound.

Allow protocol ID 43.

Allow protocol 50.

emMmMOo O wD>

. Allow protocol 51.
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Answers to Review Questions

1.

C. The SMB architecture is a request-response architecture. The client sends requests to the
server, and the server responds to those requests. For instance, when a client wants to perform
a file move function, a request is sent to the server, and the server performs the function and then
responds to the client.

B, C. One of the two main upgrades to SMB in CIFS is the ability to use a message authentica-
tion code (MAC) on each packet. This is what Microsoft calls SMB signing. Each packet can be
digitally signed to deter impersonation and ensure confidentiality.

C. Nonrepudiation is the assurance that the person who sent the message is the only one who
could have sent the message. Confidentiality is the assurance that only the sender and receiver
of the message can actually read the message. Similar in concept is the notion of integrity, which
ensures that the packet was not altered during transit. Antireplay means that the packet cannot
be captured, modified, and then replayed with bogus information.

C, F, G. To require SMB signing in a mixed environment, you will need to use the
RequireSecuritySignature on Windows NT and 9x machines in their Registry. Then, in
Active Directory, you need to require SMB signing on all the domain controllers, member serv-
ers, and workstations. This is accomplished by creating a Group Policy on the correct objects
and then applying it. The correct objects, in this instance, are the Domain Controllers and
Admin OUs. Applying the policy at the domain level works, but is not the best answer, because
a more granular, more specific correct answer was available.

C. You can use a Group Policy to add a trusted certificate authority to your local network. All you
need is a root certificate from the CA to be used as a basis for trusting the CA. Then, when the
remote users need to perform SMB signing, everyone can use the third-party CA as a common,
trusted CA for the SMB digital signatures.

D. If the attacker had created new packets to look like they came from someone else when they
really came from him, that is impersonation. Impersonation is a form of identity spoofing. Here,
the attacker is changing who the sender is and is not altering the data. Hence, this is a more gen-
eralized form of identity spoofing.

B. The Diffie-Hellman algorithm provides a way for the two computers to send keying informa-
tion to each other so that both can generate the keys of the other system and thereby engage in
secure communications. The keys themselves are never passed over the line, just the keying infor-
mation, and that information is hashed by Windows 2000 and Windows Server 2003 to ensure the
information’s integrity and confidentiality.

B, F. The purpose of this question is to ensure that you have a good understanding of which pro-
tocols and technologies are used for which purpose. In the answers to this question, we have
inserted encryption and hash algorithms, authentication methods, and the DH key generation
exchange method. It is easy to confuse DES with MDS3, thinking that they are both encryption
methods. To a point, perhaps they are, but when used in conjunction with the SA setup, DES is
thought of as an encryption algorithm and MDS5 as an algorithm. Because the question was
about hash algorithms, the correct answers are MD5 and SHA.
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A. The IPSec driver is responsible for rule enforcement in Windows 2000- and Windows Ser-
ver 2003-based machines.

A, C. If you need to ensure that all computers on your network will use secure transmissions, A
and C are the correct answers. If you need to provide secure transmission, but not require them,
answers A and B would be correct.

A, B, C, D, E. Because the Windows 98 workstations are in a child OU, you need to block policy
inheritance and then assign the correct Registry keys to the Windows 98 workstations via a Win-
dows 98 Group Policy. All other answers are actions that you would need to take in order to
implement IPSec in your environment.

D. The tunnel mode is designed to protect the packet as it flows over an untrusted network. The
Internet is considered an untrusted network, so it is important to ensure that packet flow is
encrypted to the destination you specify. The endpoint of the tunnel is really an IP address that
is used to define the end of the tunnel. The packet may continue to travel on from there, but it
will not be secure.

B. The number of rules depends on the type of traffic each rule is configured to secure. A rule
is created for each direction of packet flow. Although you can have many active rules on the
server, only one rule per server/client relationship can actually be used; hence, the answer is
two—one rule for each direction.

B. If you want to return the IPSec rules and settings to default quickly, click the Restore Defaults
button and then reapply the policy.

B. The answer depends on the type of data you want to secure. If you need to set up multiple tun-
nels, you need to configure multiple rules—one rule per tunnel—because each tunnel requires its
own rule in the policy settings.

A. The answer depends on the resources of the server and the available bandwidth. Even though
you can have multiple tunnels configured and created in Windows 2000, only one tunnel can be
used at any given time.

A, B, D. The Encapsulated Payload is a higher, more secure method of encrypting the data than
Authentication Headers. Perfect forward secrecy regenerates the master key during rekeying
from which other keys are derived during secure transmissions, and Secure Server (Require Secu-
rity) requires your servers to interoperate using only secure transmissions.

B. When you receive the response “Negotiating IP Security” after using the ping command,
the client from whom the ping command was initiated is setting up the secure channel with the
server. Once the SA is set up, the ping command will work.

A. IPSec policies set at the domain level override local policies of member servers. If you want
to allow the Unix-based workstations to communicate with Server1, changing the policy on the
domain object overrides the local policies of the server.

C, F, G. Protocols 50 and 51 should be allowed passage on your firewall. Port 500 should be
opened for inbound and outbound traffic to allow the Internet Key Exchange protocol to work

properly.






Implementing Security
for Wireless Networks

THE MICROSOFT EXAM OBJECTIVES
COVERED IN THIS CHAPTER:

v" Plan and implement security for wireless networks.
Plan the authentication methods for a wireless network.
Plan the encryption methods for a wireless network.
Plan wireless access policies.
Configure wireless encryption.

Install and configure wireless support for client
computers.



Almost every business and aspect of life will change in the near
future as result of the drastic changes in Internet implementation
and wireless device support. Sure, many things won’t change
because of the Internet and wireless technologies, but those things probably have not changed
much in the last 50 years. Anything impacted by technology will be impacted by mobile solutions.

So why wireless? Well, first, dragging that really long Category 5 cable around can be a bit of a
killjoy. Second, if businesses want to implement more technology connected to the Internet, Joe User
cannot be running Category 5 cables around his house to support all his home devices. Nor can you
expect to add more network cable for all business applications. At last count, there were six network
drops running to one of our desks. Wireless connectivity just makes sense to provide a means for
connecting all these devices, quickly, to the home network and the Internet. Wireless is convenient.

As wireless networks begin taking hold in business, you have a new problem—securing these
networks. Just as your normal networks need to be secured, so do your wireless networks. Actu-
ally, your wireless networks need to be secured even more than your wired networks, because
the wireless aspect often means that the network is not only available within the office, but often
outside the office and even outside the building. Using a wireless network is much like having
Ethernet ports on the outside of your office building. Anyone can bring a wireless device within
the range of your network and start attacking it. Implementing security is extremely important
if you want to properly protect your company network resources from intruders.

This chapter covers the important aspects of securing your wireless networks.

Configuring Public and Private
Wireless LANs

Remember the days when people would come to a big budget meeting with their laptops and
fight over the wall jacks so they could get on the network? Well, now you can easily deploy wire-
less to locations such as conference rooms and other common areas where workers gather to
discuss their projects. You can also set up WLANS for your clients to use when they visit your
place of business. Wireless LANs (WLANs) are wonderfully convenient and can really increase
user productivity. This section explains how to set up such a network.

To set up a WLAN, you need hardware, software, and configuration settings such as

= A wireless access point (AP), sometimes referred to as a WAP
= A network connection and power for the AP

= Wireless Ethernet adapters or wireless network interface cards (NICs), usually in the form
of a PCMCIA (PC Memory Card International Association) or PCCardProximity, meaning
you have to be within range of the radio signals emitted by the AP
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Configuring a Public Wireless LAN

The idea behind a public WLAN is that getting on the network should be easy, so let’s go through
the rudimentary steps of building a public WLAN now that you’ve looked at the necessary com-
ponents. In Exercise 5.1, you’ll configure a public wireless LAN for a Windows XP Professional
client.

)’ The service set identifier (SSID) is an alphanumeric string identifier that distin-
A@TE guishes one wireless LAN from another. It is similar to an address for the wire-
less network. For example, an SSID might be a simple string such as “CorpA”,

“CompanyB”, or even “JoeSnuffy” that identifies an AP or a group of APs.

Configuring a Public Wireless LAN with a Windows XP Professional Client

1. Connectthe AP to the Ethernet network and plug in its power cable or use the inline power
option for the AP if no power outlet is available. Turn on the AP if it has a power switch.
Refer to the hardware vendor documentation if needed. This exercise cannot address each
and every AP and wireless NIC, because so many are available.

2. Connect to the AP using the serial port or use either Telnet or the web browser after IP
address assignment through DHCP. Each AP will have its own process. Refer to the hard-
ware vendor documentation as needed.

3. Setthe SSID to be used and configure the IP address of the AP as a static IP address. Refer
to the hardware vendor documentation as needed.

4. Startup aclient system and install the wireless NIC. Depending on the vendor and the ver-
sion of the operating system, you may have to download the proper drivers for the wire-
less adapter.

5. In Control Panel (in Category view), click Network And Internet Connections and then click
Network Connections.

6. Right-click the Wireless Network Connection and choose Properties from the shortcut
menu to open the Wireless Network Connection Properties dialog box. Click the Wireless
Networks tab.

7. Select the SSID in the Available Networks box and then click Configure. If the SSID is
found, proceed to step 10.

8. Ifyou don’t find a network name (SSID) in the Available Networks box (because the AP is
not broadcasting the SSID), click the Preferred Networks check box. If the SSID is there,
select it, click Properties, and proceed to step 10.
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EXERCISE 5.1 (continued)

9. If you don’t find an SSID in the Preferred Networks box or in the Available Networks box,
click Add to manually add the SSID information.

10. Update the SSID information in the Network Name (SSID) box.

At this point, the client and the AP should be able to communicate, and the client should also
be able to talk to the rest of the public network.

This is normally all that is needed for a Windows XP Professional client. Setting up a Win-
dows 2000 Professional client is similar. In Exercise 5.2, you’ll configure a public WLAN with
Windows 2000 Professional.

Configuring a Public Wireless LAN with a Windows 2000 Professional Client

1. Connectthe AP to the Ethernet network and plug in its power cable or use the inline power
option for the AP if no power outlet is available. Turn on the AP if it has a power switch.
Refer to the hardware vendor documentation if needed. This exercise cannot address each
and every AP and wireless NIC, because so many are available.

2. Connect to the AP using the serial port or use either Telnet or the web browser after IP
address assignment through DHCP. Each AP will have its own process. Refer to the hard-
ware vendor documentation as needed.

3. Setthe SSID to be used and configure the IP address of the AP as a static IP address. Refer
to the hardware vendor documentation as needed.

4. Startup aclientsystem and install the wireless NIC. Depending on the vendor and the ver-
sion of the operating system, you may have to download the proper drivers for the wire-
less adapter.

5. In Control Panel, select Network, right-click the Wireless Network Connection, and choose
Properties from the shortcut menu to open the Wireless Network Connection Properties
dialog box.

6. Inthe General tab, click Configure to open the wireless NIC Properties dialog box.

7. Clickthe Settings tab, enter the SSID in the Wireless LAN Service Area box (this is fora 3Com
wireless NIC), and click OK. Steps 6 and 7 may be a bit different for other wireless NICs.

At this point, the client and the AP should be able to communicate, and the client should also
be able to talk to the rest of the public network.

Generally, if you know the SSID, you can get on the wireless network. This is true for almost
all public WLAN:S, and it is also true for the majority of private WLANSs. Using Dynamic Host
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Configuration Protocol (DHCP) to provide the IP address and all the IP configuration information
streamlines the process of adding new wireless clients and decreases the administration involved.

Configuring a Private Wireless LAN

The idea behind a private WLAN is that it is secured so that only authorized people with the appro-
priate credentials can get on the network. This section describes how to build a private WLAN.

As mentioned in the previous section, DHCP can reduce the administration required to con-
figure and maintain a WLAN whether it is public or private. Configuring a private WLAN is
much the same as configuring a public WLAN, except you need to take some additional steps.

Many private WLANSs are misconfigured when it comes to security. Many companies use
DHCP for their wireless networks, and they do not use WEP, MAC filtering, or 802.1x to
increase the security levels. SOHO (small office, home office) networks are almost always wide
open and are not configured securely. To make it even easier to join a wireless network, Win-
dows XP Professional can detect the SSID broadcasts of APs and automatically set up the wire-
less connection configuration for you. Connecting to a wireless access point is looking rather
easy now, right? Well, in many cases, it is extremely easy.

Figure 5.1 shows how most companies install an AP, directly connecting it to their company net-
work. In this configuration, the wireless devices connect to the AP and gain access to the company
network through the AP so that they are on the same network as the wired clients. This configura-
tion is not a best practice; however, it is a good starting point for this chapter. In this configuration,
all the company client systems are behind the firewall and protected from the Internet.

FIGURE 5.1 A basic wireless network
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This configuration is easy for most administrators to support, especially with wireless
devices that can receive the SSID information through broadcasts and also receive all their
TCP/IP (Transmission Control Protocol/Internet Protocol) configuration information
through DHCP servers on the local network. You will learn to love that Windows XP Pro-
fessional is self-configuring in this sense; it is incredibly easy to get up and running. Win-
dows 2000 Professional takes a little more work, but it is also easy to configure as a wireless
client. In the configuration in Figure 5.1, all the company client systems are behind the fire-
wall and protected from the Internet. In Exercise 5.3, you’ll configure a private wireless
LAN for a Windows XP Professional client, and in Exercise 5.4, you’ll do the same using
a Windows 2000 Professional client.

Configuring a Private Wireless LAN with a Windows XP Professional Client

1. Connectthe AP to the Ethernet network and plug in its power cable, or use the inline power
option for the AP if no power outlet is available. Turn on the AP if it has a power switch.
Refer to the hardware vendor documentation if needed. This exercise cannot address each
and every AP and wireless NIC, because so many are available.

2. Connect to the AP using the serial port or use either Telnet or the web browser after IP
address assignment through DHCP. Each AP has its own process. Refer to the hardware
vendor documentation as needed.

3. Setthe SSID to be used and configure the IP address of the AP as a static IP address. Refer
to the hardware vendor documentation as needed.

4. Setthe allowed MAC address range, set the WEP key, and configure 802.1 x if available in
the AP configuration tools. Refer to the hardware vendor documentation as needed.

5. Start up a client system and install the wireless NIC. Depending on the vendor and the version
of the operating system, you may have to download the proper drivers for the wireless adapter.

6. In Control Panel (in Categories view), select Network And Internet Connections and then
select Network Connections.

7. Right-click the Wireless Network Connection and choose Properties from the shortcut
menu to open the Wireless Network Connection Properties dialog box. Click the Wireless
Networks tab.

8. Usethe Add button to manually add the SSID information in the Association tab. You need
to do this because the AP is not broadcasting the SSID. Enable WEP and then click the
Authentication tab.

9. Inthe Authentication tab, enter the 802.1x configuration information and then click OK.

At this point, the client and the AP should be able to communicate, and the client should also
be able to talk to the rest of the public network.
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Again, because Windows 2000 Professional is a bit different from Windows XP Professional,
its steps are a little different and are outlined in Exercise 5.4.

Configuring a Private Wireless LAN with a Windows 2000 Professional Client

1. Connectthe AP to the Ethernet network and plug in its power cable, or use the inline power
option for the AP if no power outlet is available. Turn on the AP if it has a power switch.
Refer to the hardware vendor documentation if needed. This exercise cannot address each
and every AP and wireless NIC because so many are available.

2. Connect to the AP using the serial port or use either Telnet or the web browser after IP
address assignment through DHCP. Each AP has its own process. Refer to the hardware
vendor documentation as needed.

3. Setthe SSID to be used and configure the IP address of the AP as a static IP address. Refer
to the hardware vendor documentation as needed.

4. Setthe allowed MAC address range, set the WEP key, and configure 802.1 x if available in
the AP configuration tools. Refer to the hardware vendor documentation as needed.

5. Startup aclient system and install the wireless NIC. Depending on the vendor and the ver-
sion of the operating system, you may have to download the proper drivers for the wire-
less adapter.

6. In Control Panel, select Network, right-click Wireless Network Connection, and choose
Properties from the shortcut menu to open the Wireless Network Connection Properties
dialog box.

7. Inthe General tab, click the Configure button to open the Wireless NIC Properties dialog box.
8. Click the Settings tab and enter the SSID in the Wireless LAN Service Area.

9. Click the Advanced button and then click the Wireless Client tab. In the Operating Mode
drop-down list box, select the proper level of WEP encryption and the proper key. These
last few steps may be a bit different for other wireless NICs.

At this point, the client and the AP should be able to communicate, and the client should also
be able to talk to the rest of the public network.

Exercises 5.1 through 5.4 may be a bit difficult to work through because of the unique tools
and menus for all the APs and wireless NICs, but it’s important to understand the process of set-
ting up a wireless network. Now let’s look at the differences between a public and a private
WLAN when it comes to the security settings and configurations.
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Configuring Windows CE as a Wireless Client

With the heavy emphasis on mobile devices, Windows CE has become important to the future
of wireless and to the future of wireless security. Windows CE is widely used in a large num-
ber of handheld devices, including personal digital assistants (PDAs). Pocket PC standards
usually specify a version of Windows CE for certain types of hardware. The current version
of Windows CE is 4.2.

Windows CE 4.2 can participate in a company network using Ethernet adapters and it can
also participate on the company wireless network. Because Windows CE 4.2 can be a wireless
client, you need to know which technologies can be used to secure CE devices. Windows CE cur-
rently supports the following security measures for wireless access:

= 64-and 128-bit WEP, with the high encryption pack installed
=  MAC address filtering

= VPN (virtual private network) clients

=  Personal firewalls

= 802.1x using Cisco components

Again, you must deal with the same limitations when it comes to wireless security and Win-
dows CE devices. You can implement the same security components as you implement on
Windows XP Professional clients, with the exception of 802.1x, which is available only through
vendor-specific solutions. Obviously, you should use 802.1x where possible.

At this time, Windows CE does not support mutual authentication for wireless
TE connectivity. According to the latest information, Windows CE .NET will not be

supported for the newer releases in the near future.

Windows CE can use different authentication methods that can be plugged in to 802.1x
through the EAP (Extensible Authentication Protocol) “extensible” capabilities, which allow
some choices for the authentication methods. Vendor-specific solutions at this time include the
ability to support usernames and passwords, certificates and certificates on smart cards, and even
fingerprints. The EAP-MD35 supports usernames and passwords, and the EAP-TLS (Extensible
Authentication Protocol-Transport Layer Security) supports certificate-based authentication.
Again, 802.1x is vendor-specific, with Cisco currently taking much of the initiative in this area.

Pocket PCs are beginning to take hold in the market today. Not only can you purchase a
Pocket PC and then add PC cards such as a wireless adapter, but you can purchase cellular tele-
phones combined with the Pocket PC operating system all in one device. Connecting to wireless
networks has become extremely easy when using a Pocket PC and a wireless card, and even eas-
ier when using a Pocket PC, Phone Edition because it has a built-in wireless modem and is not
restricted to areas enabled by wireless access points.

Wireless Components

As far as hardware is concerned, a WLAN consists of two components: APs and wireless NICs. The
AP is an important piece of equipment for a WLAN. After all, it is your main radio transmitter and
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receiver for the network and its devices. The decision about which technology to use and how to
place the APs is also important. You need to give strong consideration to the type of AP that you pur-
chase for your network. Some are really better than others. Look for the following key features:

= Support for 802.11a or 802.11g, as well as 8§02.11b for easy upgrades.

= Support for multiple radio cards. This allows you to have one 802.11b card and one 802.11a
card so that the device can support two different network architectures with a single AP.

= Support for external antennas using RP-TNC connections. This allows the AP to be well
hidden for cosmetic reasons and expose just the antenna.

- Reverse polarity threaded naval connectors (RP-TNCs) are the standard con-
ITE nections used for external antennas for wireless access points.

= Support for inline power. This allows the AP to draw its power through the Ethernet cable
and makes it much easier to deploy APs where they are needed, such as in drop-down ceil-
ings, without separate power connections.

= Support for multiple SSIDs.

= Support for 802.1x authentication.

= Support for WPA (Wi-Fi Protected Access).

= Support for RADIUS (Remote Authentication Dial-In User Service).

) Wireless NICs are supposed to be fully compatible with the various brands of
TE APs. However, in practice, we have found this is not true. We highly encourage
you to purchase APs and wireless NICs from the same vendor to avoid any
potential compatibility problems. The key will be mostly how the NICs interact
with the APs installed in the organization. A few brands let you install an exter-
nal antenna to supplement the antenna built in to the PCMCIA card to help
extend its range.

Choosing between 802.11a, 802.11b, and 802.11g is difficult for many organizations. The
802.11a and 802.11g standards are still fairly new, and equipment can be a good bit more
expensive than 802.11b equipment. Equipment based on 802.11a is even more expensive,
though, because the range is significantly smaller and requires more equipment for the same
coverage areas.

Notice in Figure 5.2 that 802.11a has significantly higher bandwidth, but that bandwidth
decreases dramatically with distance from the AP. Equipment based on the 802.11b standard
requires fewer APs; however, it does not provide the high bandwidth that many of today’s appli-
cations need. 802.11g is a good compromise for many organizations. 802.11g bandwidth can
be as high as 54 Mbps, like 802.11a. However, because 802.11g uses the same 2.4GHz spec-
trum as 802.11b, it is capable of much longer distances for connections. Also, 802.11g is back-
ward compatible with 802.11b in almost all cases.
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FIGURE 5.2 Comparing 802.11a and 802.11b
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So, you plug in the AP, hook it up to the network, install your wireless cards, and away you
go? Well, close. You need a little information about the network first. You need to answer some
questions:

= Does the wireless network support DHCP, or do you need to get a static address for your card?
*  What is the SSID for the AP?

= Are you using Wired Equivalent Privacy (WEP), and what level of encryption?

= Are you using MAC (Media Access Control) filtering?

= Do you use 802.1x security?

= Have you implemented WPA?

The answers to these questions depend on whether this WLAN is public or private. A public
wireless network is set up without any regard to security. It is built to allow anyone to use it,
but usually it is built by a business so that their customers can use it. For example, Millennium
Trenz Wireless, a business in Denver, Colorado, offers free 802.11b access, but it is intended for
customers who come in to purchase wireless devices. You can find information about Millen-
nium Trenz Wireless at www.wi-fihotspotlist.com, along with many other business and
government entities that offer 802.11b access to the general public. A private wireless network
is closed to the public and is intended for the private use of an individual or group of people
defined by the owner of the AP.
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@ Real World Scenario
Extending the Capabilities of Wireless

Let’s say you want to connect two buildings that are about 700 feet apart via a WAN link. You
can’t afford a dedicated T1 between the buildings, you can’t run fiber-optic cable between the
buildings because of the costs of protecting it, and there is property between the two buildings
that your company doesn’t own.

By purchasing and deploying two wireless access points with RP-TNC for external antennas
and connecting external directional antennas, it is easy to go beyond normal 802.11b dis-
tances and still get better bandwidth than a T1 link. The best part of the solution is that no
monthly fees are involved.

Configuring Secure Wireless
Network Settings

As previously discussed, you need to answer the following questions before you can add clients
to an existing WLAN:

=  Does the wireless network support DHCP, or do you need a static address for your card?
*  What is the SSID for the AP?

= Are you using WEP, and what level of encryption?

= Have you implemented WPA?

= Are you using MAC filtering?

= Do you use 802.1x security?

The answers to these six questions are the basis for controlling access to the wireless network
and the ability to control whether others can listen in on your radio traffic. Another way to put
it is that the answers to these six questions are the basis on which to implement security for your
wireless network. Securing wireless networks involves a great deal of effort.

Dynamic Host Configuration Protocol (DHCP)

Implementing DHCP for the wireless network is a good plan if the goal is to reduce adminis-
tration. However, it is not a good plan if security is more important. Giving intruders a working
IP address is like giving them a hall pass to roam around the network. With this level of access,
intruders can probe the many resources on the network to identify targets for further intrusion.
An anonymous user attached directly to your network can cause incredible amounts of damage
from the information they gather.
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It’s a tradeoff between reduced administration and security issues. This is not a fun decision
to make. Last year, reduced administration would have won, but in today’s computing envi-
ronment, security has to come out on top.

Using static IP configurations for wireless devices eliminates the DHCP issues. However, this
also means that you have to either talk the users through this configuration or do it yourself,
plus you have to manage the list of IP addresses that are being used and who has them. In either
case, the more you handle such tasks manually, the greater the chance that the settings will be
entered incorrectly, and the more time you have to spend troubleshooting the configuration.

Another option provides a little administrative relief and also provides security to a degree: Use
a scope of addresses that are all set up with reservations. Using DHCP to provide addresses to cer-
tain MAC addresses as provided in the DHCP request can be both secure and helpful to admin-
istrators. First, with DHCP, you can change configuration information from the DHCP server
without touching the client systems. This is, of course, a very good thing. Second, with DHCP
options such as DNS (Domain Name Service), WINS (Windows Internet Naming Service),
domain names, and default gateways, you can eliminate the problems of users fat-fingering the
information in their configurations. At the same time, you can stop potential intruders from get-
ting an address and configuration options from your DHCP servers.

Without valid IP address information, an intruder really can’t cause too many problems.
However, if an intruder is in proximity, they can still attack your AP, consume bandwidth with
their attacks, and listen in on your radio traffic to get the information they need to potentially
connect to your AP. The best you can really do when it comes to IP configuration information
is make it a bit harder on the potential intruders by using either statically assigned IP addresses
or DHCP reservations.

Let’s look at some other configuration options that can help secure your wireless network.

Service Set Identifier (SSID)

The SSID is really just a network name. In many APs and wireless NIC configurations, it is even
referred to as a network name. All that you’re doing with SSIDs is providing a unique name for your
wireless network to distinguish it from other wireless networks. The SSID is extremely important for
connecting to a wireless network. The main problem with SSIDs, though, is that few administrators
understand the security issues around wireless, and they do not know that the standard SSID for
each vendor is part of the default configuration for each AP. The following SSIDs are implemented
right out of the box:

= 3Com uses “101”.

= Addtron uses “WLAN?.

= Cisco uses “tsunami”.

=  Compaq uses “Compaq”.

= Intel uses “intel”.

= Linksys uses “linksys” and “default”.

= Lucent uses “RoamAbout Default Network Name”.
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Administrators who do change the defaults often choose names that are easy to remember
such as the name of their company or terms such as “wireless,” “default,” and “WAP.” It is
highly recommended that you change all APs from their default SSIDs as well as change default
administrative passwords to settings that are not easy to guess or successfully used for brute
force attacks.

) SSIDs can be case-sensitive. Be sure to consult your manufacturer’s documen-
TE tation for more information.

Figure 5.3 shows an example of how the wireless card configuration might look when a wire-
less network has multiple APs.

In Figure 5.3, multiple SSIDs are configured, with a priority given to the 3449 SSID. In this
example, SSID 3449 is the preferred AP, and 3350 is next on the list.

Generally, the SSID is used to segment the wireless network devices into networks of one or
more APs. A large organization might have APs in the marketing area with one SSID, and all the
marketing laptops are set up to use that SSID. The research engineers might also have some APs
in their area of the building, and they are all set up with a different SSID. Research engineers use
only their APs, and the marketing team uses only their APs. This is one way for the client sys-
tems to handle overlapping coverage areas when multiple APs provide service.

Figure 5.4 shows an example in which two APs overlap. If a user brings their computer from
their office to the conference room in the middle, they can connect to either AP. Setting the pref-
erence as shown in Figure 5.3 allows the system to remain configured to its preferred AP and
lets it switch over to its secondary AP if it is out of range of the preferred AP.

FIGURE 5.3 Configuring the SSID
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FIGURE 5.4 A sample office layout
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Overlap is important to a wireless network because you want higher bandwidth. Walls and
other factors such as interference from devices such as microwave ovens and 2.4GHz wireless
phones can reduce the broadcast distances and make them much shorter than those specified.

) Overlap of wireless zones can also be a problem with wireless networks, because
TE limited frequencies are available and overlap can cause interference with devices.
In 802.11b, of the 11 (numbered 1-11) channels available, only 3 channels are
within the frequency that will not interfere with each other and cause interference
when their zones overlap; channels 1, 6, and 11 do not overlap with each other.
This means that even in the best design, more than three wireless zones cannot
overlap without causing communications problems.

Now, so far in this chapter, you have looked at the basics of connecting a client to a wireless
access point, and you have seen how a connection can be made to a standard AP using a stan-
dard wireless NIC in Windows XP Professional or Windows 2000 Professional by setting the
SSID. The primary security issues are
= Controlling who can access the APs to connect to the network resources
= Preventing others from listening in on your radio traffic

As Figure 5.4 clearly shows, signals do not always remain within the building. Many times,
radio signals cover areas outside the building. This excess coverage is much like putting network
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jacks on the outside of the building. Most everyone would agree that this is a bad idea. So how
do you remove these wireless jacks? You use SSIDs, WEP, 802.1x, and VPNs, which are all cov-
ered in the rest of this chapter.

SSID Security Concerns

You can implement network access control using an SSID associated with an AP or with a group
of APs. The SSID provides a mechanism to segment a wireless network into multiple networks
serviced by one or more APs. Every AP is configured with an SSID for a specific wireless net-
work. To access the network, client computers must be configured with the correct SSID. An
office or a building might be segmented into multiple networks by floor or department. Nor-
mally, you can configure a client computer with multiple SSIDs for users who require access to
the network from a variety of different locations. Look back at Figure 5.3 for an example.

Because a client computer must present the correct SSID to access the AP, the SSID acts as
a simple password, and it provides a measure of security. Although this security is fairly basic,
you can configure the normal user’s computer on the wireless network with the appropriate
SSID for the department or group within the company, and you can segment their network traf-
fic away from other APs that have different SSIDs. For example, if accounting has APs in their
area and doesn’t want everyone in the company using their APs, they can create an SSID for the
accounting team APs. Anyone else in the company who doesn’t have this SSID configured
would be unable to connect to their APs. SSIDs can also be controlled through GPOs when
using Windows Server 2003. This capability does not exist with Windows 2000 Active Direc-
tory; however, it does exist with Windows Server 2003 and Windows XP Professional.

You can configure any GPO at any level of the Active Directory architecture to provide con-
nection order preferences and to provide 802.1x authentication options to wireless network cli-
ents. Using the Wireless Network (IEEE 802.11) Policies GPO configuration, as shown in
Figure 5.5, you can define which wireless network users should attach to which wireless net-
work access points in which order to help distribute the network load.

However, this minimal security is easily bypassed and compromised, primarily as a result of the
improper configuration of the AP itself. If the AP is configured to broadcast its SSID, it can be
picked up off the radio waves fairly easily. When this broadcast feature is enabled, any client com-
puter that is not configured with a specific SSID is allowed to receive the SSID and access the AP.
Windows XP Professional is really good at sniffing out these broadcast SSIDs in order to configure
its wireless network settings automatically and make it easy for the user to connect to unsecured
wireless networks. With the latest updates, Windows XP can even identify which networks that
it has found are secure and offers you the ability to input the key to quickly connect. Applications
such as NetStumbler and AirMagnet can also sniff out these SSIDs, even if the AP isn’t broadcast-
ing them.

4 SSID broadcasting is usually configured in the AP by changing the beacon set-
JTE tings. This beacon broadcasts information to the wireless network—including
the SSID.
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FIGURE 5.5 Wireless Network Policies
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The default configuration of most APs enables broadcasting of the SSID on the channel being
used by the AP. Obviously, if you shout out your configuration information, your network is
not very secure. So here is the first area in which you can tighten up security. Most vendors’ APs
can turn off this broadcasting. You would be negligent if you didn’t at least do that much.

Okay, so you turn off the broadcasting of the SSID at the AP, but that doesn’t eliminate the
problem. After all, a hacker can use an 802.11 analyzer to sniff the radio packets. Any time a
system associates or reassociates with the AP, the SSID is passed in the clear. Even if the broad-
casting is turned off, the SSID can be found out easily enough. To top it off, you know that your
network users do really odd things such as share SSIDs with their friends so they can also use
the wireless network.

) Association in wireless networks is the process of the wireless NIC getting the
TE data rates and other bits of info from the AP as it connects to it. Once the asso-
ciation is complete, the client and the AP can send data back and forth.

Protecting the SSID really isn’t possible. All it really does is keep authorized users from
accessing the wrong APs. When it comes to keeping out knowledgeable intruders, the SSID
is pretty much worthless.

Configuring Wireless Encryption Levels with WEP

You can use WEP to improve the security of your wireless networks. The idea behind WEP is
to make wireless traffic as secure as traffic traveling a wired network. WEP encrypts the body
of each wireless frame. As you have learned, encryption is a good thing because it keeps data
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and communications private. E-mail, instant messaging, usernames, passwords, and other
extremely important information should be encrypted if it contains proprietary data. This is
even more important with wireless networks that are accessible from outside the office because
of their broadcast range.

The Basics of WEP

The concept is simple. If WEP is activated at both the AP and the client, the wireless NIC
encrypts the data payload and the CRC (cyclic redundancy check) of each and every frame sent
to the AP using RC4 ciphers. All data between the AP and the wireless NIC is protected. The
seed used to create the RC4 ciphers is a combination of the WEP base key and the initialization
vector (IV) to create a 64-bit or 128-bit encryption key. The data sent between the AP and the
client includes the IV along with the encrypted payloads. The IV just happens to be transmitted
in the clear. “Transmitted in the clear” is a phrase that makes most security guys shudder, and
for good reason. Anyone listening in on the traffic can read the IV in their packet sniffer. The
IV is used on the receiving end along with the base key to decrypt the payload.

The transmission is encrypted with the IV combined with the WEP base key, which is stored
in the configuration information for the NIC and the AP. The receiving side then decrypts the
data using the IV that it receives as part of the transmission and combines it with the WEP base
key that is part of its configuration information. Assuming that the WEP base keys are the same
on both ends, the data will be successfully decrypted. It is a little more complex than this quick
explanation, but there isn’t any real value in going deep into the hows and whys of WEP encryp-
tion. The basics will do here.

)’ In many access points, WEP is optional. Even if WEP is enabled and the encryp-
A&TE tion is turned on, it is not enforced by the AP. A client without encryption can
still access that base station if they have the proper SSID.

You can typically configure WEP in three modes:
= No encryption
= 40-bit encryption
= 104-bit encryption

There is some confusion with the number of bits, so let’s take a second to straighten that out.
The IV is 24 bits. The IV is combined with the 40-bit key to create a total of 64 bits for use in
encrypting and decrypting. In the 104-bit mode, the 24 bits for the IV are added to get 128 bits.
Thus, the total encryption is 64 or 128 bits. The standards call for a maximum of 64 bits; how-
ever, many manufacturers have extended the encryption to 128 bits.

Almost every AP has WEP disabled by default. While WEP has serious flaws, it is better
than implementing no security for your wireless network. WEP will keep many curious people
out of your wireless network. Going from 64-bit encryption to 128-bit encryption does not
help with the known problems of WEP. A 128-bit encryption can be broken almost as easily
as a 64-bit encryption. Fully protecting the wireless network will take much more than imple-
menting WEP.
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The steps for configuring WEP are rather basic, as you’ll see in Exercise 5.5.

Configuring WEP

1. Configure and enable WEP and the AP using the tools and processes described in the
vendor’s hardware guide.

2. In Control Panel (in Categories view), select Network And Internet Connections and then
select Network Connections.

3. Right-click Wireless Network Connection and choose Properties from the shortcut menu to
open the Wireless Network Connection Properties dialog box. Click the Wireless Networks tab.

4. Select the SSID (Network Name) in the Available Networks box and then click the Config-
ure button to open the Wireless Network Properties dialog box. Click the Data Encryption
(WEP Enabled) check box to enable WEP.

5. Inthe Network Key box, type the key from the AP and confirm it if necessary. Click OK twice
to close the open dialog boxes.

6. Restartthe AP.

At this point, the client and the AP should be able to communicate, and the client should also
be able to talk to the rest of the public network.

Enabling WEP

What is really unsettling is that few companies turn on WEP for their access points. This can be
the case for several reasons:

= It is not easy to change the default configurations on most APs.

*  Many administrators deploy APs for evaluation and forget to secure them once they decide
that wireless is making life easy for the company employees.

=  Some administrators are just plain overworked and can’t take the time to change the default
configuration of the APs that they deploy and all the client configurations.

Figure 5.6 shows the WEP base key that will be used along with the IV to encrypt the payload.

In the Network Key box, you can see the 13 characters of the WEP key used for this client
to connect to the AP using SSID 3449. Notice that the Data Encryption check box is checked,
which means that WEP is enabled. The Network Authentication (Shared Mode) check box is
also checked. Again, keeping it basic, you provide another means of authenticating the client to
the AP by marking this check box. Using the WEP key, much like using the SSID as a password
of sorts, you can prevent clients from attaching to your wireless network unless they have the
correct key. Not only is the key used to encrypt the payload of each frame, but it is used to
authenticate client and AP to each other.
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FIGURE 5.6 Enabling WEP
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The basis of all the issues with WEP is the IV. In most WEP implementations, the base key
is static, meaning that it does not change from frame to frame. The base key is the shared secret
that you enter in the APs and in the wireless NIC configuration settings as the WEP key. Even
with the IV being rotated, the IV will be repeated fairly often over a day or two because the IV
is only 24 bits. A hacker who captures enough packets with the same IV (remember, it’s in the
clear) can decrypt the base key. Once the base key is decrypted, the encryption itself is worthless.
With the base key in the possession of an intruder or somebody trying to listen in, each and
every frame traveling on the radio signal can be easily decrypted, because the IV is traveling in
the clear and those are the only two pieces used to build the encryption keys.

This is not saying that the RC4 algorithms are defective. In fact, the RC4 ciphers are strong and
reliable. WPA also uses RC4. It is a weakness in the implementation of WEP with the IV being in the
clear that makes it a poor implementation. If the encryption is based on the combination of the IV
and the base key and the IV is a problem, the only way to really address the problem is to rotate the
base key using some automated method or to change it manually on a regular basis. Compounding
the difficulty is that wireless data is easy to capture compared to data transmitted over wired net-
works. You don’t even have to be in the building to get to it in most cases.

Let us add to your woes. If a client system is stolen or lost, standard security practices require
that you rekey each and every system in your wireless network. You can’t afford the risk of
somebody getting the WEP key from the lost or stolen system. Because 802.11 standards do not
specify tools or processes for mass updates, it all has to be done manually.

Okay, so WEP is broken too. Great! So why in the world would you want to even go through
the trouble of using WEP? The answer is simply that WEP is better than not doing anything at
all. At least you can make your intruders work for it. You can only hope that they find other
targets that are easier to penetrate and leave you alone.

If you have been keeping up with security bulletins—some of the driest reading in the known
world— either you have heard of the problems with WEP, or you have fallen asleep at your desk
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more than you care to admit. WEP has flaws. WEP has serious flaws. WEP has easily exploit-
able, serious flaws. WEP—meant to be equivalent to a wired network for security—isn’t.

Beginning September 2003, the Wi-Fi Alliance no longer certifies any WEP installations as
secure because of the many problems existing with the implementation of WEP.

Wi-Fi Protected Access (WPA)

WPA replaces WEP. The two wireless encryption methods do not work together. You can have
one or the other, but you cannot have both. Well, that is not completely correct. The two stan-
dards can coexist on different equipment in the same network. For example, you may be in the
process of migrating from WEP to WPA and will have two access points (one for WEP and one
for WPA) to support the clients while they are being converted from WEP to WPA. However,
you cannot configure an access point to support both WEP and WPA.

WPA is a subset of 802.11i and first started appearing in 2003. WPA is meant to replace
WEP by fixing all of the problems found in WEP to date. So far, in a limited number of imple-
mentations, WPA has not been broken. Even with the strength of WPA, WPA version 2 is
expected in late 2004, eventually to be followed by the complete implementation of 802.11i.

There are two types of implementations for WPA: Enterprise mode and Pre-Shared Key
(PSK) mode. These two types of implementations allow WPA to be scaled from the home and
small office all the way up to the larger enterprises that use wireless technologies. The require-
ments for Enterprise mode differ a great deal from the requirements for the PSK mode:

=  Enterprise mode
= Authentication Server: Required for verification of the user account and password.
= RADIUS: Required to protect the logon process using the RADIUS protocol methods.

= Centralized user management: Required to provide a central point for adding new users,
changing current user access, and deleting uses as they leave the organization.

*  Pre-Shared Key mode
= Does not require an authentication server.
= Does not require RADIUS.

=  Requires a strong “shared secret” key that is used for authentication of devices but is not
used for encryption.

Enterprise mode is more secure and can be scaled out to support a large number of wireless
users. The key to the Enterprise mode is that with RADIUS providing security for the usernames
and passwords submitted during network logon and Active Directory providing support for the
accounts database, new access points and users can be added to the environment quickly. How-
ever, this does not mean that the PSK mode is not also extremely strong and reliable.

The PSK mode option is still very strong and very reliable even though it does not require an
authentication server (Active Directory) and it does not require RADIUS. The shared secret pass-
phrase is used to authenticate the client and the wireless access point. The shared secret passphrase—
like the shared secret often used in RADIUS implementations—can be extremely complex and long,
so it is extremely hard to break if it can be broken at all. The only real problem regarding using the
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shared secret is that there is no automated way to update all access points and wireless clients with
new shared secrets. Each device needs to be updated individually. This amount of work can be
troublesome depending on the size of the wireless network and the availability of the users.

Configuring the wireless client is almost exactly like configuring the WEP-enabled wire-
less network client, except when selecting the mode and Data Encryption. When prompted
for the network key, you should enter the shared secret passphrase. While the passphrase
is not the same thing as a network key, it serves the same function from the wireless client
perspective when it comes to authenticating to the wireless access point. You should also
select WPA-PSK (WPA for Pre-Shared Key mode) and WPA-TKIP (WPA for Temporal Key
Integrity Protocol) for the Data Encryption option.

MAC Filtering

Yes, a Media Access Control (MAC) address is not exactly friendly and easy to use. Anyone who
has done MAC filtering with other devices knows how difficult it is to configure. Just entering
the MAC—12 hexadecimal numbers—can be a pain all its own. It is easy to read the wrong
number or mistype it.

A MAC address is unique to the network device. At least it is supposed to be unique. Assum-
ing that it is unique and that you can identify a single network device from its MAC address,
this may have some potential for security. If you can somehow identify each system by its MAC
address and then grant it access or deny it access based on a list of those MAC addresses, you
are in business.

But can you actually do this? The answer is, of course. Why else would it be here in the book?

< You can find the MAC address of your wireless network cards by entering
P IPConfig/all at a command prompt in Windows 2000 or Windows XP. Also,
many NICs print the MAC address on the outside of the network card.

To administer the AP, you can use Telnet over IP, a direct serial connection, or a web
browser, and you can dig around in the AP configuration until you find MAC filtering. It is as
simple as adding the MAC addresses that you are willing to allow on your wireless network. In
Figure 5.7, you can see how a 3Com AP can be managed using a web browser to make changes
to the security. It is as simple as clicking the View/Add/Delete button next to Ranges Of Allowed
Wireless Clients and adding the MAC addresses of the wireless NICs that you want to allow on
your network. Anyone trying to gain access to the network will be denied unless they have a
NIC with an appropriate MAC address.

Clicking the View/Add/Delete button next to Disallowed Wireless Clients lets you manage a
list of MAC addresses not allowed on the network. Because there is likely some confusion, let’s
look at why there is a list to allow and a list to disallow. Assuming that you really want to know,
think of it this way. In the list to allow access, you can enter a range of MAC addresses. Entering
a range of addresses makes much more sense than adding many MAC addresses to the list one
at a time, right? Well, if you do that, and an employee quits or is about to be terminated because
of some fishy things they are doing, you can take action right away and place them on the dis-
allow list, which removes their access.
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FIGURE 5.7 Configuring MAC filtering
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You can use SSIDs to identify APs, and you can use MAC addresses to identify client network
cards. Combining the two can definitely help secure the wireless network from unauthorized
users. Two pieces working together can definitely be better than one.

But are you ready for the bad news? MAC addresses are fairly easy to spoof. Some Unix and
Windows applications allow the user to spoof a MAC address. With a little monitoring of the net-
work, valid MAC addresses can be found, and these addresses can be used to get past the MAC
filtering that is in place. Sometimes it just seems that you can’t win when it comes to wireless secu-
rity. Despite the ability to spoof MAC addresses, you should still filter on them if it is possible.
Again, you don’t want to make it easy for intruders. If you make it hard enough, they might go
on to other more inviting targets.

MAC address filtering (along with SSIDs) provides improved security. Combine the two
with WEP and some security around IP addressing, and you are actually getting a fairly
secure environment. The biggest problem with using MAC filtering, though, is the admin-
istration involved. With large networks, keeping track of each adapter’s MAC address and
the owner of each card can be difficult. Using MAC filters is best suited to small networks
for which the MAC address list can be efficiently managed. Each AP must be manually pro-
grammed with a list of MAC addresses, and the list must be kept current. Even with tools
from the manufacturer that let you update multiple APs simultaneously, this can be cum-
bersome. Administrative overhead limits the scalability of MAC filtering just as it limits
changing WEP keys regularly, and it limits the ability to control IP configurations. Admin-
istration is a major impediment.
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Configuring Wireless Encryption Levels Using 802.1x

The IEEE (Institute of Electrical and Electronics Engineers) 802.1x standard is the next big step
in wireless security. This standard manages and controls access to the wireless network using
Extensible Authentication Protocol Over LANs (EAPOL) in combination with Protected Exten-
sible Authentication Protocol (PEAP), Extensible Authentication Protocol-Transport Layer Secu-
rity (EAP-TLS), Kerberos, or Message Digest 5 (MDS3). The 802.1x standard is not just for
wireless implementations; it can also be used for LAN-based devices.

)’ Windows XP Professional is the only client that fully supports 802.1x. Win-
A&TE dows 2000 Professional cannot use the features at this time, and only the very
latest version of Windows CE (version 4.2) supports 802.1x; previous versions
depend on certain vendor implementations through the vendor’s drivers and
other tools.

The 802.1x standard is a great step forward for security. However, setting it up requires
some extensive resources and a private key infrastructure (PKI) to provide the certificates. The
necessary resources include the following:

= Wireless clients such as Windows XP Professional that support 802.1x
= Active Directory running on Windows 2000 Server, SP3

= A certificate authority

A remote access policy for wireless clients
RADIUS servers

)’ The IEEE is an international electrical standards organization.
‘&

In Figure 5.8, you can see the additional infrastructure needed to make all this work. DC1
and DC2 are the Active Directory domain controllers (you want at least two for redundancy),
IAS1 and TAS2 are the Internet Authentication Servers (again, two for redundancy) that will be
used for RADIUS, and CA is the certificate authority.

The main goal of 802.1x is to securely authenticate clients associating with APs and to
exchange encryption keys. The process is somewhat confusing, but it can be clarified a bit. See
Figure 5.8 for the visual of the process; the steps are outlined here.

1. The AP sees that a client exists on the network and initiates contact. Access is blocked by
the AP until authentication is completed by the client. If authentication fails, no data is ever
forwarded onto the wired network.

The AP sends an EAPOL-encapsulated EAP Request-ID to the client.

The client sends an EAPOL-encapsulated EAP Response-ID message that contains the
user’s identification information to the AP.
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4. The AP then forwards this EAP Response-ID by encapsulating it in a RADIUS access
request packet and sending it to a RADIUS server. This could be either IAS1 or IAS2.

5. The RADIUS server responds with an EAP-Request-ID, encapsulated in a RADIUS packet,
that contains a password challenge for the client, and it is forwarded by the AP to the client
after the AP encapsulates it using EAPOL.

6. The client responds to the challenge with EAPOL-encapsulated response information that is
sent to the AP and then forwarded to the RADIUS server in an encapsulated RADIUS packet.

7. The RADIUS server responds with a RADIUS-encapsulated EAP success message to the
AP. The AP then forwards this EAP success message to the client encapsulated with EAPOL.

FIGURE 5.8 Authentication for 802.1x
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Once all these steps have taken place, the client is considered properly authenticated and can
start transmitting data on the wireless network to the wired network. In this exchange, all traffic
between the client and the AP is encapsulated using EAPOL. All traffic between the AP and the
IAS (RADIUS) servers is encapsulated using RADIUS.

Now that you understand the architecture of it at a high level, let’s look at the client config-
uration. Figure 5.9 shows how to enable 802.1x access control for a wireless client. You need
to enable it, and then you need to set the EAP type. Normally, this is set to use a certificate in
the Registry or a certificate on a smart card.

When a Windows XP Professional client starts, it broadcasts three EAP messages in an
attempt to prompt the AP to start the process discussed previously and illustrated in Figure 5.8.
Remember, the AP needs to see the client on the network to start the process. If the AP does not
send the request, the client will not attempt to connect via 802.1x authentication and will send
normal wireless data to the AP. If the AP, however, does send the request, the client will respond
and start the 802.1x authentication process.

If the Enable IEEE 802.1x Authentication For This Network check box is checked and the AP is
not set to use 802.1x or does not support it, the client will not be prevented from properly accessing
the AP and participating in the wireless network. If the Enable IEEE 802.1x Authentication For This
Network Enable check box is cleared and the AP is enforcing 802.1x authentication, the client will
not connect.

In the EAP Type drop-down box list box shown in Figure 5.9, the Protected EAP (PEAP)
option will be available, along with the Smart Card Or Other Certificate option after you
apply SP1. Prior to SP1, the default types available include MD-5 Challenge and Smart Card
Or Other Certificate.

FIGURE 5.9 Configuring an EAP type
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EAP Authentication Methods

Windows XP Professional, prior to SP1, supports EAP-TLS and EAP-MD35 authentication
methods. MD35 is not recommended, because it is not a mutual authentication method and it is
susceptible to offline dictionary attacks. TLS utilizes certificates stored either in the Registry or
on smart cards and can provide mutual authentication as well as an encrypted means of trans-
ferring keys.

EAP-TLS is the default EAP type. TLS is intended for wired networks, but can also be used
in wireless environments. Using TLS requires that both the RADIUS server and the client have
certificates and that both devices have the certificates residing within a trusted CA. In order for
the client to get a certificate for use with wireless access, though, it must first have wired access
to the CA to make the request and then apply the certificate. This is a problem in that each wire-
less client must also be a wired client before it can then become a wireless client. It just doesn’t
make sense on the surface of it. Administrative overhead for TLS can be a bit high.

Windows XP Professional with SP1 provides support for PEAP. Using PEAP, the initial
communications are encrypted with TLS. Because TLS encrypts the data flow, password-based
authentication protocols such as Microsoft Challenge-Handshake Authentication Protocol ver-
sion 2 (MS-CHAP v2) can be used securely. MS-CHAP v2 is not susceptible to offline dictionary
attacks if it is being passed within a TLS channel. One huge benefit of this solution is that user
and computer certificates are not required; only the RADIUS servers require certificates for a
fully secured association and authentication process for wireless users.

PEAP with MS-CHAP v2 deserves more attention than we can give it here, but it is impor-
tant to know how it works in comparison to the previous 802.1x authentication process illus-
trated in Figure 5.8. PEAP authentication takes place in two parts. In the first part, the client and
the AP create the TLS channel. In the second part, the client authenticates using MS-CHAP v2.

)’ MS-CHAP v2 is a password-based challenge-and-response authentication
A&TE protocol that uses Message Digest 4 (MD4) and Data Encryption Standard
(DES) ciphers to encrypt messages and responses. Although MS-CHAP v2 is
susceptible to offline dictionary attacks to break the encryption and find the
passwords, adding TLS in PEAP provides strong security.

Creating the TLS channel involves the following steps:

-

The AP sends an EAP Request-ID message to the wireless client.

2. The wireless client responds with an EAP Response-ID message that contains the ID of
the client.

The EAP Response-ID message is forwarded by the AP to the RADIUS server.
The RADIUS server sends an EAP Request/Start PEAP message to the client through
the AP.

5. The client and the RADIUS server send TLS messages back and forth to establish the
cipher for the TLS channel, and then the RADIUS server sends a certificate to the client
for authentication.
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Once the TLS channel is in place, the second part of the process begins. It includes the fol-
lowing steps to establish authentication using MS-CHAP v2:

1. The RADIUS server sends an EAP Request-ID
2. The client responds with an EAP Response-ID that contains the client ID.

3. The RADIUS server sends an EAP Request/EAP MS-CHAP-v2 challenge that contains a
challenge string to the client for authentication.

4. The client responds with an EAP Response/EAP MS-CHAP-v2 response that contains the
response to the RADIUS server challenge. It also issues a challenge string for the RADIUS
server to establish mutual authentication.

5. The RADIUS server sends an EAP Request/EAP MS-CHAP-v2 Success message, which tells
the client that its response was accepted. It also sends a response to the client challenge sent
in step 4 to authenticate itself to the client.

6. The client sends an EAP Response/EAP MS-CHAP-v2 Ack message to the RADIUS server
to verify that its response was accepted.

7.  The RADIUS server sends an EAP Success message. This ends the mutual authentication
process using MS-CHAP v2.

At the end of this mutual authentication exchange, the wireless client has provided proof
of knowledge of the correct password (the response to the RADIUS server challenge string),
and the RADIUS server has provided proof of knowledge of the correct password (the
response to the wireless client challenge string). The entire exchange is encrypted through
the TLS channel created in PEAP in the first part of the process.

The real benefit to PEAP with MS-CHAP v2 is that passwords are used, not certificates. In
the release of Windows .NET Server, the IAS (RADIUS) implementation requires using a cer-
tificate for it, but not for the clients. This is important because it considerably reduces the over-
head of the solution. Instead of having to implement a full PKI solution to support wireless
client security, you can purchase a single certificate from a commercial certificate authority.

Problems and Attacks Specific to
Wireless Networks

Now that your head is spinning from trying to figure out how wireless communications can be
secured, it is time to apply some of this newly gained knowledge. First, let’s identify some of the
common problems and the common attacks. Although you’ve probably heard of most of them,
this is still the perfect time to review them.

Rogue APs

The word rogue fits well here because it really does describe this problem of unsanctioned or
unauthorized activity. Your users are supposed to come to you in the I'T department to install
things like APs for their use. However, sometimes your security department does not approve
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the installation. So what do your users do? Do they just gladly accept that security denied their
request? Of course not. They read the manual and do it themselves. They participate in rogue
activities and go to great lengths to hide their work. In some instances, APs have been found
locked up in wooden file cabinets where employees have drilled holes to run the power and net-
work cables inside the cabinet.

Being busy people and bucking the system at the same time, they do the minimum to get it
to work and do not seek advice from the IT staff about the proper way to do it because they are
trying to keep it a secret. They aren’t being malicious; they just want the benefit of using all
those cool wireless toys, such as their pocket PCs and laptops, without hassling with wires and
cradles and all that stuff. Gee, go figure—they want to be productive!

You all know that it happens, but how do you stop it? Well, you take advantage of the tools in
your bag of tricks. You install NetStumbler, AiroPeek, AirSnort, or some of your other wireless tools
that will find those rogue signals. You walk around the building with your laptop hooked up with
a wireless card and run the applications looking for unauthorized radio signals. Your goal is simple:
Find the unauthorized APs and then take action to either get rid of them or secure them properly.

War Driving

No, it is not a conspiracy to rid the world of Wi-Fi. War driving is not against the law. War
driving is the act of looking for and logging active wireless access points. In most cases, it has
become a really sophisticated process using a laptop, a wireless NIC, some good software, and
even a global positioning system (GPS) to provide exact coordinates for logging the find. A war
driver can simply hook up their laptop, start up their software, and drive around the neighbor-
hood or the business park while the software automatically logs the location and type of device
using its wireless card and the attached GPS.

So why is this bad? Well, if you screwed up your implementation of wireless access, you
might be found by a war driver. Worse yet, this war driver might be one of the many out there
who participate in war-driving sites and then might upload your information to the Internet.
There, on the Internet, all the information needed to come and attack your network will be
made available. It is clear how bad this can be.

How do you stop it? Basically, you stop it the same way you stop rogue access points. You war-
drive your own buildings using the same software and tools that the culprits use, and if you find
anything, you fix it right away.

War Chalking

War chalking is much like war driving. What is done with war chalking, though, is that some-
body actually gets out of the car and puts a special symbol on your sidewalk, driveway, garage,
or the middle of the street indicating that an unsecured wireless network is nearby. War chalk-
ing gets its name from two sources. First is the practice of war dialing, in which a user uses a
modem and dials all the numbers that it can find in the area to look for a modem that answers.
Once a modem is found, the user can then start attacking it and attempt to break into the sys-
tem. Second is the practice during the Depression when hungry and homeless people put chalk
marks on homes to indicate to each other which ones were friendly and might give them a meal
or a place to stay for a night.
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What is most interesting about war chalking is that many of the chalk marks that people see
on their buildings at work or on their driveway are readily dismissed as kids playing. Bcause the
chalk is not permanent, they really don’t pay too much attention to it.

How do you avoid being war chalked? Again, you check out your networks and secure them,
so even if you are chalked, hopefully it will be with a symbol showing that you are secured.

Radio Interference

Remember, 802.11 traffic utilizes unlicensed radio frequencies. Did you know that the 2.4GHz
phone that you just bought might interfere? How about that microwave oven right down the
hall? It’s really odd how many electronic devices use the same unlicensed frequency that your
wireless networks also use. So, if you can interfere with your network without even trying, can
it be done on purpose? Absolutely!

Only 11 channels are available to you in 802.11b and 802.11g. Of those 11 channels, only
three provide non-overlapping traffic between the other eight channels. Most wireless admin-
istrators are aware of this, so they generally choose one of those three. It makes perfect sense.
Knowing that almost all wireless networks will be using one of three different channels, just
how hard could it be to set up a transmitter that sends traffic on all three channels at the same
time and then provide enough power to totally drown out and overpower all devices trying to
use those bands? In practice, it is easy, and this is scary. Imagine the number of ways that a mali-
cious user can attack an entire building of wireless networks from the parking lot and cause all
work to come to a grinding halt.

The real problem is that there are no known defenses against this type of attack. Because
the frequency is unlicensed, you can’t go to the FCC unless the user is exceeding the FCC
power restrictions of one watt. To be honest, there are very few reports of this happening,
but you do need to be aware that it’s a possibility. Maybe, when you design a new building
for construction, you might put in thicker exterior walls to defend yourselves from this kind
of activity.

WEP Attacks

As you saw earlier, WEP is not fully secure. However, as discussed earlier in this chapter, you
should use it in combination with other measures to help secure your network.

Using an application such as NetStumbler or AirSnort, an intruder can capture the packets
over time and then use tools to break the encryption key to find the base key for WEP. It really
doesn’t take too much effort for a high-end PC to break the encryption, and on a busy network,
less than a day’s worth of packets are all that are needed.

So how do you stop it? Well, you need to set some monitoring of your own. One way to beat
those trying to break in is to do your best to secure your wireless network and then use AirSnort
or some other tool to watch the network. Monitoring your traffic can help you identify when
the traffic is higher than established baselines and let you know that something fishy might be
going on. Of course, even then, it might not be enough, so what are the next steps? On to the
next section for the answer.
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The Next Steps

Now that you’ve learned more about wireless networking, you can see some of the challenges
in deploying it and the challenges in securing it. Going all the way back to Figure 5.1, you can
see that this typical wireless network implementation is probably much more typical than you
hoped. You can take your simple network and make one quick and easy change.

Simply move your AP to the DMZ (de-militarized zone), or if you have only a single firewall,
put the AP on the outside of it, as shown in Figure 5.10. Now, even if intruders defeat the secu-
rity of the AP device, they still have to defeat the firewall to get access to the inside of your net-
work and have access to your resources. That seems like a simple solution; however, it does
present some challenges.

One of the biggest challenges that you will face with the AP outside the firewall is figuring
out what ports you need to open and then doing it without compromising the security of your
firewall. This is why you may end up with a DMZ implementation as the preferred solution. At
least your external firewall will provide greater security for those attackers not in your general
area of the AP.

FIGURE 5.10 Movingthe AP
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Let’s not forget about one key piece of security here: If your wireless clients are not protected
by the firewall, as shown in Figure 5.1, you need to provide personal firewalls for them. You
can’t have your client systems susceptible to attacks from the Internet, and you need to take
measures to protect their local data as well as the applications they use. A personal firewall
might be one of the best ways to do that.

Implementing VPNs to Protect Wireless Networks

The more companies started looking at the option of moving the AP outside the firewall, the more
they started to think that it really looks like any other implementation in which clients are outside
the firewall. Consider the example of the user at home coming in via DSL (digital subscriber line)
or cable modem. How are you, as an organization, currently providing the applications that they
need and access to the data that they need to do their jobs from home? Well, if you can properly
provide secure access for them, why not your wireless users outside the firewall too?

If you use VPN to secure all traffic from your clients on the Internet through the firewall and into
your organization’s network, you should be able to use them for the wireless side too. Figure 5.11
shows the remote user coming in via the Internet. You have been using VPN for these types of users
for a couple of years now and have not had any problems with security with a proper VPN imple-
mentation. If you take that same VPN technology and use it for wireless access, you will have high
levels of security for your wireless traffic. The wireless traffic will be secure, and you don’t have to
worry about having to punch additional holes through your firewall.

FIGURE 5.11 Using VPNs
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VPN technology has many advantages, including the following:
= It is pre-existing on most enterprise networks.
= Itis scalable.

*  Theadministration is already in place, and the additional number of users in most cases will
not adversely impact the environment.

= Wireless traffic cannot enter the private network until VPN authentication takes place.

=  WEP implementations and MAC filtering are not as important because of the strong secu-
rity found in the VPN implementation.

= Users will have a consistent process for connecting to the network, whether at home using
VPNs, while traveling and using remote Internet connections, or while using wireless access
in the office.

The VPN solution for wireless network access may actually meet all the needs of the orga-
nization for security and still provide the convenience of wireless access.

Combining VPN and 802.1x

You have seen that a VPN for wireless clients is a great way to really secure the traffic. You have
also seen that 802.1x with the newer PEAP implementation can also secure your wireless net-
work. Although many see these as competing technologies, you need to step back and look at
them for what they really are: highly complementary technologies that can be used together in
many cases.

First, using 802.1x allows you to use a RADIUS server inside your network to provide
authentication for your clients. You can combine this capability with certificates to fully encap-
sulate and encrypt the authorization traffic. However, even if you use authentication methods
such as EAP-TLS and PEAP, you are not properly covering the traffic from end to end. You need
to secure the traffic all the way from the wireless client and into the network so that it is not sus-
ceptible to attacks from outsiders. The 802.1x solution encrypts traffic only from the wireless
client to the AP. If the AP is outside the network, you are not protecting the traffic from the AP
to inside the network. You have a gap that needs to be covered.

Second, you have seen that using VPN to provide access to most enterprise networks is a
fairly common solution. Accessing data and applications inside the network from the Internet
requires the client to establish a VPN to the network. A VPN connection ensures data security
all the way from the client end to the VPN server itself, inside the network.

If you combine the security of 802.1x, which protects the wireless side and provides extremely
secure authentication using RADIUS, with the high levels of security provided by a VPN solution,
you can see how they work together and provide secure access to clients accessing the company
network from the Internet from public places and homes and from the wireless network. A couple
of layers of security can really make the difference.

Wireless Security Moving Forward

Okay, you use 802.1x and VPNs. You also use WEP and MAC filtering and change your SSID
to a difficult-to-guess string, and you turn off broadcasting of your SSID. You provide limited
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access to TCP/IP addresses for your wireless networks, and after all that, you have a rather nice,
secure wireless implementation.

However, combining all these will only work if you have Windows XP Professional wireless
clients. Windows 2000 Professional clients can still take advantage of many of the security pro-
visions as discussed in this chapter; however, Windows 2000 Professional clients do not cur-
rently support 802.1x.

Wireless security is important, but it really isn’t being implemented properly. Reports from
war drivers still show that about 50 to 60 percent of wireless networks are implemented without
changing SSIDs and without using WEP. Wireless security can be broken down into four basic
levels of security:

No security A wide open network wit