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Praise for Learning from Catastrophes

‘‘What an extraordinary range of experiences and what an experienced array of
authors!  This book is actually exciting to read, whether or not you are professionally
concerned with anticipating or coping with catastrophes or their aftermath. But if
those are your concerns, this book will not only inform you but stimulate your own
thinking.’’

—Thomas Schelling, Emeritus Distinguished University Professor
at the School of Public Policy of the University of Maryland,
and recipient of the 2005 Nobel Prize in Economic Science

‘‘Learning from Catastrophes brings together the expertise of two distinguished
academics, Howard Kunreuther and Michael Useem, and other prominent thought
leaders to shed light on a provocative topic of our times—risk. Kunreuther is a 
leading expert on the economic impact of large scale catastrophes and brings a well-
honed perspective to the risk sciences. Useem is a driving force in studying 
leadership attributes, incorporating leadership studies into business curriculum and
applying them in business. Together, the two professors of The Wharton School, 
University of Pennsylvania have presented a thoughtful analysis of extreme events
and recommendations for mitigating their impacts. Spawned by discussions at the
2009 World Economic Forum, this book is a must read for those whose careers touch
on the prediction of and response to catastrophes.’’

—Jay Fishman, Chairman and Chief Executive Officer, 
The Travelers Companies, Inc.

‘‘The first decade of this century has seen natural disasters, acts of mass violence, and
a severe financial crisis; but also increasing global integration and growing prosperity
in many areas. Learning from Catastrophes is a most timely look at how we can use
the latter to be better prepared for the former. The richness of ideas in this book
reflects the diversity and expertise of the contributors. There is, however, a single
thread that runs through it—that the answer lies in communication and collaboration
and that we have a shared global responsibility to harness technology, intellectual
resources, and financial capital to prevent recurrence of these events and mitigate
their impact.’’

—K. V. Kamath, Chairman, ICICI Bank, and 
former President, Confederation of Indian Industry

‘‘In this volume, Howard Kunreuther and Michael Useem have gathered together a
cast of brilliant thinkers to impart lifesaving knowledge for successfully navigating
the hazards of the twenty-first century. This deeply optimistic book not only equips
the reader with the intellectual tools for confronting our worst fears head-on, but
teaches us that we can become a better, more compassionate, and prosperous global
society in the process.’’

—Stephen E. Flynn, Senior Fellow for Counterterrorism 
and National Security Studies, Council on Foreign Relations
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Foreword

In late autumn 2008, more than 700 experts gathered in Dubai
for the inaugural meeting of the World Economic Forum’s Global
Agenda Councils. Initiated less than 12 months earlier, the idea
behind the Councils was to bring together some of the best minds
from business, academia, and government to focus on the most press-
ing questions of our times. From that gathering emerged fresh think-
ing, sometimes provocative, sometimes pragmatic, as to how to
mobilize the combined forces of the public, private, and nongovern-
mental sectors around issues ranging from global economic imbal-
ances to ecosystems and biodiversity. One of these councils, the
Council on the Mitigation of Natural Disasters, under the chairman-
ship of Howard Kunreuther and Michael Useem, left Dubai with an
even stronger vision of the need for a holistic approach to this issue, a
vision they explore in this book. 

The initial focus of the council members was on natural catastro-
phes, which wreak havoc on lives, communities, and economies.
These events occur across countries, climates, and economic sectors,
and only mitigating strategies, preparedness, and response readiness
can make a difference. What emerged from the council’s thinking was
how much the principles and operational elements relevant for natu-
ral catastrophe mitigation and management can be applied to other
incident-driven risks. In their discussions with experts and practition-
ers from fields as diverse as terrorism prevention, pandemic pre-
paredness, and technical or even nuclear accident avoidance, the
council’s principles were unanimously deemed applicable. 

Thus, the focus of Learning from Catastrophes is on improving
our ability to identify and manage events that are perceived to be
highly unlikely, but which, if they do occur, can have catastrophic
impact at both the national and global levels. Left to our own devices,
we tend to underappreciate such low-probability, high-consequence
events. Our minds often turn them into “no likelihood”—although
sometimes into the opposite and equally pernicious prescription of
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“near certainty.” As a result, those who are responsible for leading
major institutions have a special and specific calling to recognize and
guard against these human shortcomings.

The empirical evidence presented in this book points to the value
of building an effective forecasting capacity and persuasively commu-
nicating information on high-consequence risks to everybody poten-
tially affected. The authors also recommend drawing upon economic
and other incentives to encourage individuals, firms, and public agen-
cies to work together in undertaking protective measures for reduc-
ing losses from disasters and in building a culture of resilience and
sustainability. 

To avoid and mitigate both natural and unnatural calamities in
the future, you will want to incorporate this book’s directives into
your strategic and operational planning processes and leadership pro-
grams. Leaders from business and the public and nonprofit leaders
could do a lot to protect their organizations and communities by put-
ting the principles highlighted in Learning from Catastrophes into
practice. This book provides a useful set of principles for guiding
decision making and leadership so essential for averting and over-
coming those future risks that are sure to threaten yet again our
global prosperity.

—Klaus Schwab
Founder and Executive Chairman
World Economic Forum 
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Preface

According to the 2008 World Disasters Report, natural calamities
in 2007 affected more than 200 million people. Their direct cost in
2007 totaled more than $60 billion; the financial impact of the
Sichuan earthquake in 2008 alone has been estimated to exceed $70
billion. The cost of the 2008–09 global financial crisis reached hun-
dreds of billions of dollars in many countries. A widespread outbreak
of swine flu could wreak havoc on a comparable scale. 

This book offers critical lessons for those who are most responsi-
ble for avoiding the worst, whether natural calamities or unnatural
catastrophes ranging from financial crises to terrorist attacks. 

All are low-probability but high-consequence events. By examin-
ing what worked and what did not in prior disasters, we can be better
equipped to prevent and mitigate future disasters. One cannot fully
learn to effectively manage extreme risk without looking to the les-
sons from both natural and unnatural disasters.

If New Orleans had well-maintained levees and evacuation
plans, land-use management programs, and well-enforced building
codes, and if insurers could charge premiums that reflected risk and
could reward with price reductions those who adopted loss-reduc-
tion measures, the devastation from Hurricane Katrina would have
been far less. But in fact, short-term savings trumped long-term
safeguards.

If federal regulators had required transparency in credit-default
swaps, if bank CEOs had insisted that quarterly windfalls be balanced
against future earnings, and if loan officers had to live with the sub-
prime risks they were foisting on others, we would be talking about
market correction, not credit calamity. But in fact, private greed
trumped collective good. 

If we know that we will predictably underpredict—and thus
underanticipate the next catastrophe—we can do something about it
in advance. Now is the time for all of us to appreciate the importance
of recognizing risks and preparing for them before they result in
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another Katrina washout or credit tsunami. Above all, leaders need to
remember that a low risk is not no risk.

Drawing on the knowledge of a select set of leading experts on
natural disasters and other extreme events, this book takes stock of
what we know about decision making, risk reduction, and strategies
for encouraging preventive actions. Learning from Catastrophes pro-
vides a framework and a core set of principles for designing strategies
for managing risks that have a relatively small chance of occurring—
but could create severe consequences if they do.

Learning from Catastrophes is intended for readers with a gen-
eral or professional interest in understanding behavior and develop-
ing more effective strategies for reducing losses from low-probability,
high-consequence events. These events include large-scale natural
disasters, financial crises, industrial accidents, rogue trading, corpo-
rate bankruptcies, pandemics, and terrorist attacks. The book should
be of interest to policy makers, risk managers, and business leaders;
those directly engaged in preparation for, mitigation of, and recovery
from catastrophes; and decision makers in organizations ranging from
insurance firms and financial companies to emergency preparedness
agencies and other governmental organizations concerned with the
risks from disasters. 

We owe a great debt of gratitude to World Economic Forum
Executive Chairman Klaus Schwab for his leadership in creating and
supporting the Global Agenda Councils. We are extremely grateful as
well for the assistance of Matthias Caton, Martina Gmür, Stéphane
Oertel, Fiona Paua, and Sheana Tambourgi of the World Economic
Forum in supporting our Global Agenda Council on the Mitigation of
Natural Disasters. It was through a number of wide-ranging discus-
sions with members of this council and a meeting of all the councils in
Dubai in November 2008 that this book took shape. 

We also want to thank Carol Heller of the Wharton Risk Manage-
ment and Decision Processes Center, for her careful and comprehen-
sive guidance of this project from its inception to the completion of
this book. Jeanne Glasser, Russ Hall, Steven Kobrin, Timothy C.
Moore, Teresa Regan, and Jovana San Nicolas-Shirley of Wharton
School Publishing provided unstinting support in bringing this book
to completion so that it would be available in time for the Annual
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Meeting of the World Economic Forum in Davos, Switzerland, in
2010. We hope, in time, that lessons from this book will help to
reduce the potential impact of future catastrophes. 

—Howard Kunreuther and Michael Useem
The Wharton School, University of Pennsylvania 
October 2009
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Principles and Challenges for Reducing
Risks from Disasters

Howard Kunreuther and Michael Useem

The Wharton School, University of Pennsylvania

Overview
This chapter provides a framework and a set of guiding principles

for designing alternative strategies for reducing losses from low-
probability, high-consequence events. This framework highlights the
importance of expert assessment of the risk, as well as the importance
of understanding how the public perceives the risk. These two ele-
ments should serve as a basis for developing and evaluating strategies
to manage risk. Seven principles provide guidance to leaders in
designing measures that will reduce losses in advance of a disaster
and in developing efficient and equitable means to aid the recovery
process following a catastrophe.

The past decade has been particularly devastating on the natural
disaster front, especially in developing countries. The tragic tsunami
of December 2004 killed more than 280,000 people in Southeast
Asia. Cyclone Nargis in May 2008 killed an estimated 140,000 in
Myanmar. A 7.9-Richter-scale earthquake in the same month killed
nearly 70,000 and left some 5 million homeless in China. Widespread
flooding in Mozambique following a tropical storm in February and
March 2000 displaced more than a million residents.

1

1
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2 LEARNING FROM CATASTROPHES

Even in a developed country like the United States, which has
extensive experience with natural catastrophes and ample resources
to prepare for them, the 2004 and 2005 hurricane seasons proved
devastating. Hurricane Katrina, which hit Louisiana and Mississippi
at the end of August 2005, killed 1,300 people and forced 1.5 million
to evacuate—a record for the country. Economic damages were esti-
mated at more than $150 billion.

The world experienced comparably catastrophic shocks in 2008.
The subprime mortgage crisis of mid-2008 overwhelmed dozens of
financial companies in the United States, from Fannie Mae and Fred-
die Mac to Lehman Brothers and AIG. The stock market crash in the
autumn destroyed more than a trillion dollars in investor wealth world-
wide. The great credit squeeze directly impacted Main Street in devel-
oped countries and “No Street” in emerging economies, leading to
worldwide recession in 2009.

This book provides experience-based and research-informed
insights into how individuals engaged in disaster mitigation can better
manage the risk associated with both natural and unnatural calami-
ties. Here we provide a framework that highlights the importance of
linking risk assessment and risk perception in designing strategies for
managing risks in our increasingly interconnected world. The frame-
work also outlines a set of guiding principles for the role that leaders
can take to mitigate those risks and effectively respond when the pos-
sibility of an extreme event turns into reality.

Framework for Analysis
Systematically investigating the impacts of natural and unnatural

disasters requires input from many disciplines. Engineering and the
natural sciences provide data on the nature of the risks associated
with disasters of different magnitudes and the uncertainties sur-
rounding them (risk assessment). Geography, organizational theory,
psychology, sociology, and other social sciences provide insights into
how individuals, groups, organizations, and nations perceive risks and
make decisions (risk perception and choice). Economists and policy
analysts examine various strategies for reducing future losses and for
dealing with recovery problems (risk management strategies).
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Risk Assessment
The science of estimating the chances of specific extreme events

occurring and their potential consequences originates in the field of
property insurance and the science of natural hazards. In the 1800s,
residential insurers managed their risk by “mapping” the structures
that they covered, pinning tacks onto a wall map to display the degree
of physical concentration of exposure. Although crude, the technique
served insurers well at the time and limited their risk. Widespread
usage of such “mapping” ended in the 1960s when it finally became
too cumbersome and time-consuming to execute. Now, Geographic
Information Systems (GIS) software and other digital products
achieve the same with much more extensive data and sophisticated
technologies.1

Whatever the risk-assessment process method, four basic ele-
ments for assessing risk remain the same: hazard, inventory, vulnera-
bility, and loss (see Figure 1.1). The first element focuses on the risk
of a hazard. For example, an earthquake hazard is characterized by
its likely epicenter location and magnitude, along with other signifi-
cant parameters. A hurricane is distinguished by its projected path
and wind speed. One could also describe the hazard associated with
terrorism or a pandemic by characterizing the target of a violent
attack or the spread rate of a potentially catastrophic disease such as
swine flu or severe acute respiratory syndrome (SARS). The hazard
can also be usefully characterized as a range of potential scenarios.
For example, what is the likelihood that a hurricane of magnitude 3,
4, or 5 on the Saffir-Simpson scale might strike the Miami, Florida,
area in 2010?

Hazard

Vulnerability

Inventory

Loss

Figure 1.1 Elements of the risk-assessment process model
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The risk-assessment process model’s second element identifies
the inventory of properties, humans, and the physical environment at
risk. To fully inventory structures, for instance, requires evaluation of
their location, physical dimensions, and construction quality. Taken
together, the hazard and inventory elements enable calculation of the
model’s third element, the damage vulnerability of the structures or
people at risk. And from the measure of vulnerability, the human and
property loss, the fourth element, can be evaluated.

In working with catastrophes in this model, it is also useful to dis-
tinguish between direct and indirect losses. Direct losses include
injuries, fatalities, financial losses, and the cost to repair or replace a
structure, restore a service, or rescue a company. Indirect losses
include future foregone income, slower growth, and other longer-
term consequences of evacuation costs, disrupted schooling, and com-
pany bankruptcies.

Scientists and engineers develop reasonably accurate models for
assessing risk with this model and specifying the degree of uncer-
tainty in each of the components. In doing so, analysts take special
care to minimize the role of subjective assessments and personal
biases in building their estimates. But because such factors still
sometimes intrude, it is not uncommon for the public to learn from
one expert that there is little about which to be concerned related to
a given risk, and from another expert that the alarm bells should be
sounding.

Not surprisingly, the public responds in disparate ways to the
added uncertainty resulting from conflicting expert forecasts. Some
may simply decide to ignore the expert judgments. Others may be
drawn to the expert prediction most compatible with the individual’s
own predispositions. Still others may seek out a host of expert opin-
ions and then draw independent assessments of where the prepon-
derance of informed forecasts are pointing.

Consider the uncertainties inherent in the following natural and
unnatural disasters:

• What are the chances that Tokyo will experience an earthquake
of magnitude 7 or greater next year, and what will be the result-
ing property damage, human loss, and interruption of com-
merce in Japan, East Asia, and beyond?
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• What is the prospect of a major terrorist attack in Europe, and
what would be the resulting human casualties and economic
impacts?

• What is the probability of an African pandemic in the next five
years, what type of disease is most likely to spread, where will it
start, and how soon will it reach other continents?

• What is the probability that 5 of the 20 largest financial institu-
tions worldwide will fail within the next 24 months and either
go bankrupt, as did Lehman Brothers, or enter government
receivership, as in the case of the Royal Bank of Scotland?

• What is the chance that the top ten insurance companies and
commercial banks will have their credit rating dropped four
tiers—say from AAA (almost no credit risk) to A1 or A+ (safe
unless unforeseen events arise)—in the coming year?

When expert analysts attempt to answer these questions, they
usually ask for more precise information to define the event for their
model. Take the question related to the chances of an earthquake of
magnitude 7 or greater in Tokyo next year. Experts will want to know
how to define Tokyo (the city proper or the entire metropolitan
region), whether next year means the calendar or fiscal year, and
what should be included among the indirect losses. Because experts
often take variant responses to these kinds of questions into account,
divergent forecasts for even relatively specific events can leave peo-
ple and their leaders unclear whether and how to prepare and
respond.

For many years, the focus of hazard-loss estimation for natural
disasters had been largely confined to property damage and loss of
life. And estimations were generally limited to the immediate period
of the disaster, just hours or days after the earth shook or floodwaters
peaked. Now, risk-assessment models are incorporating longer time
periods extending to weeks and even months, and to more diverse
measures, such as disrupted commercial flows or post-traumatic
stress disorders. As experts have expanded the time periods and
range of losses in their models, risk assessment has become much
more complex and forecasts are likely to be fraught with uncertainty.
That, in turn, has added to public and leadership hesitation on how
best to prepare for and react to disasters.

From the Library of Daniel Johnson



ptg

Risk Perception and Choice
Whereas risk assessment focuses on objective losses such as

financial costs, risk perception is concerned with the psychological
and emotional factors associated with risk. Research has demon-
strated that the perception of risk has an enormous impact on behav-
ior, regardless of the objective conditions.

In a set of path-breaking studies begun in the 1970s, decision sci-
entists and psychologists such as University of Oregon’s Paul Slovic,
Carnegie Mellon University’s Baruch Fischhoff, and others began
studying people’s concerns about various types of risks. They found
that people viewed hazards with which they had little personal knowl-
edge and experience as highly risky, and they especially dreaded their
possibility. In the case of unfamiliar technologies with catastrophic
potential such as nuclear power, people perceived the risks as much
higher than did the experts.2

Research also found that people often perceive the world of low-
probability and high-consequence events quite differently from
experts, and that this impacts on their decision-making process and
choice behavior. For years, however, this disparity was simply ignored
by expert analysts, who made little effort to communicate the inven-
tory, hazards, vulnerability, and losses from risks in ways that the pub-
lic could accept and act upon. Sometimes, important underlying
assumptions were not made explicit; other times, complex technical
issues were not explained well; and often, little effort was made to
help the public appreciate why experts could disagree with one
another. Rarely were public perceptions even considered.

In recent years, however, the scientific and engineering communi-
ties have devoted increased attention to the psychological factors that
impact on how individuals make decisions with respect to risks from
natural and technological hazards. Rather than simply urging policy
makers and organizational leaders to take actions on the basis of their
traditional risk-assessment models, experts are increasingly incorporat-
ing salient human emotions such as fear and anxiety into the models.

Researchers have discovered that people are generally not well
prepared to interpret low probabilities when reaching decisions
about unlikely events. In fact, evidence suggests that people may not

6 LEARNING FROM CATASTROPHES
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even want data on the likelihood of a disastrous event when the infor-
mation is available to them. One study found, for instance, that when
faced with several hypothetical managerial decisions that are risky,
individuals rarely ask for data on the probabilities of the alternative
outcomes. When one group was provided limited information about
the choices they were facing and given an opportunity to find out
more about their risks, fewer than one in four requested information
on the probabilities, and none sought precise likelihood data. When
another group was presented with precise probability data, fewer
than one in five drew upon the concept of probability when making
their choices between alternative courses of action.3

If people do not think probabilistically, how then do they make
their choices in the face of risk? Extensive research on decision mak-
ing now confirms that individuals’ risk perceptions are affected by
judgmental biases.4 One of the important forms of bias in the case of
extreme events such as large-scale disasters is a tendency for people to
estimate the risk they face on the basis of their own experience regard-
less of what the experts may have communicated. If an event is partic-
ularly recent or impactful, people tend to ignore information on the
likelihood of a recurrence of the event and focus their attention on the
consequences should another similar disaster occur.5 Following the
terrorist attacks with hijacked aircraft on September 11, 2001, many
of those living in the United States refused to fly because they
believed that the chances of ending up on a hijacked aircraft were dan-
gerously high—even though the actual likelihood was extremely low
given the tightened security measures introduced in the wake of 9/11.

More generally, researchers have found that people tend to
assess low-probability, high-consequence events by focusing on one
end of the likelihood spectrum or the other: For some people, such
events will surely happen, for others they will surely not happen, and
few fall in between. For very unlikely events, however, people crowd
toward the “will not happen” end of the spectrum. It is for this reason
that there is a general lack of public interest in voluntarily purchasing
insurance against natural disasters and in investing in loss-protection
measures. People underestimate both the probability of a disaster
and the accompanying losses, and they are often myopic when it
comes to proper planning for disasters. If a disaster does occur,
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people then tend to overinvest in seeking to prevent a recurrence.
Protective measures are thus undertaken when it is too late. A study of
homeowners in California, for example, showed that most purchased
earthquake insurance only after personally experiencing an earthquake.
When asked about the likelihood of another quake occurring in their
area, they correctly responded that it was lower than prior to the disas-
ter because the stress on the fault had been reduced. And yet that is
when they finally decided to acquire the insurance.6

Risk-Management Strategies
In developing effective risk-management strategies for reducing

losses from natural and unnatural disasters, leaders of public agencies
and private and nonprofit organizations will want to appreciate the
findings of risk-assessment studies and the factors that influence risk
perception and choice. Drawing on that research, we propose six
areas for improving risk management:

1. Risk forecasting. The broadening of disaster losses to include
longer-term impacts and indirect costs has made forecasting
more complex. Improvement in the precision of these forecasts
is critical for both averting disasters and minimizing their
impacts. For example, more detailed weather forecasts of the
path and severity of a tropical storm can be key to wise evacua-
tion decisions and avoiding unnecessary flight. So, too, would be
better data on the systemic risks that little regulated but highly
leveraged financial products can invisibly create.

2. Communicating risk information. Because people generally
dismiss low-probability events by assuming that they will not
personally experience such events, expanding the time frame
over which the likelihood of an extreme event is presented
can garner more attention. If a company is considering flood-
protection insurance for the 25-year life of a production facility,
for example, managers are more likely to take the risk seriously
if a 1-in-100-year flood is presented as having a greater than 
1-in-5 chance of occurring during a 25-year period rather than
a 1-in-100 chance during the coming year.7

3. Economic incentives. Both positive and negative economic
incentives encourage individuals to take protective measures.

8 LEARNING FROM CATASTROPHES
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But here again, the way people process information on the
costs and benefits of reducing the risk can play an important
role in their decision on whether to adopt the measures.

What would be the effectiveness, of say, a policy of reducing
homeowners’ insurance premiums for homeowners who
undertake loss-reduction measures along the Mississippi River,
or a policy of incentivizing villagers in Bangladesh to avoid
migrating into flood-prone areas? Given that people think only
about the potential benefits of such measures over the next
year or two, not the next decade or two, they may not view
these measures as financially attractive if there is a significant
up-front cost. Had they considered a longer time period when
evaluating the protective measure, the costs may well have
been viewed as worthwhile.

Fines coupled with specific regulations or building standards can
also be used to encourage protective measures, but they, too,
must be coupled with measures that ensure a high likelihood that
negligent individuals will be penalized. If people perceive the
probability of detection to be low or the cost of noncompliance as
modest, they may conclude that it does not pay to take protective
action.

4. Private-public partnerships. Because the public, private, and
nonprofit sectors share in the costs and benefits of preparing for
disasters, furthering collaboration among them ahead of time
can be vital for building effective leadership and strategies for
facing disasters. Public-private partnerships should thus be cre-
ated before they are needed.

Insurance premium reductions should be given to those who
invest in risk-reducing measures to reflect the lower losses
from a future disaster. Building codes may be desirable when
property owners would otherwise not adopt cost-effective miti-
gation measures because they either misperceive the benefits
from them or underestimate the probability of a disaster occur-
ring. This might have been a factor in the widespread loss of
life in the Pakistan earthquake, magnitude 7.6, in October
2005, which killed more than 70,000 inhabitants, many buried
under poorly constructed schools and homes. So, too, with
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investment codes: Had there been stronger regulation on
derivative products, such as insurance on subprime mortgage
securities, investment bankers would have been less likely to
contribute to the systemic risks that rocked the world’s
economy in 2008.

5. Reinsurance and other financial instruments. The shortage
of reinsurance—insurance for insurance companies that allows
them to offer greater protection to policyholders than the assets
of the insurers would ordinarily permit—following Hurricane
Andrew’s damage to Florida in 1992 and the Northridge, Cali-
fornia, earthquake in 1994, led U.S. financial institutions to
market new instruments for providing protection against mega
disasters. Known as catastrophe bonds, these were offered at
high interest rates to overcome investors’ qualms about the like-
lihood of losing their principal should a major disaster occur.
The market for such bonds grew rapidly in the 2000s, with $2.7
billion in new and renewed catastrophe bond issues in 2008.8

In anticipating exceptionally massive disasters, it may be neces-
sary for the government to provide insurance protection to pay
for losses that the private sector is not willing to cover. Florida
established the Florida Hurricane Catastrophe Fund following
Hurricane Andrew in 1992, for instance, when a number of
insurers reported that they could no longer include windstorm
damage as part of their standard homeowner coverage. After the
Northridge earthquake in 1994, insurers backed off from earth-
quake coverage, and the state formed the California Earthquake
Authority to provide homeowners with earthquake coverage.

In providing coverage against large-scale catastrophes, it is
important that premiums closely reflect risk. Equity and
affordability considerations may justify some type of subsidy for
those deserving special treatment, such as low-income resi-
dents. This subsidy should not be in the form of artificially low
premiums, but should preferably take the form of a grant from
the public sector. For example, if a risk-based flood insurance
premium of $2,000 is considered to be unaffordable to a house-
hold in a high hazard area, the family could be provided an
insurance voucher to buy a policy in much the way that food

10 LEARNING FROM CATASTROPHES
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stamps are provided to those in need of household staples. If
the family reduces its risks by investing in a mitigation measure
such as elevating its house, it receives a premium discount.

6. Resiliency and sustainability. The resilience of a community
after a disaster and its sustainability over the long run have
important ramifications for estimating the extent of hazard
damage and developing risk management policies. Resilience
refers to the ability of a business, household, or community to
cushion potential losses through inherent or explicit adaptive
behavior in the aftermath of a disaster and through a learning
process in anticipation of a future one. Businesses may have
alternative power generators in place, households may ration
their water supply, and communities may open shelters for
those forced to evacuate their homes.9

Resilience also includes the ability to use price signals, such as
premium discounts for investing in mitigation measures, to
encourage appropriate actions before and after a disaster. And
it entails the ability of community, company, and other leaders
to remain focused on recovery even as they may be at risk or
personally suffering in the immediate aftermath of a disaster.
In the wake of Hurricane Katrina, for example, the president
and senior administrators of Tulane University in New Orleans
were marooned on campus for four days without food, water,
power, or regular contact with the outside world. Despite their
severe personal circumstances, they plunged into the arduous
work of staff rescue and university restoration. After “being
stranded for four days,” recalled the president, Scott S. Cowen,
“I realized that I could either focus on the darkness, or I could
try to see beyond it and focus on the light. I chose the latter.” In
reflecting on the experience and its personal hardships, he said,
it “has taught us as an institution to stay focused on our mission
and goals even in the face of financial and physical crisis. It has
taught us the responsibility that comes with our role as the
largest employer in our home city—a responsibility to help
rebuild our city and heal its people.”10

Advanced economies are becoming increasingly interlinked
and dependent on sophisticated, vulnerable systems—especially
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infrastructural services such as highways, electric supply, and
the Internet—for which substitution is difficult and thus
resilience more critical. When the west coast of Japan was hit
by a minor earthquake in July 2007, a supplier of auto piston
rings was forced to close, and because Japanese auto making
was built on a just-in-time inventory system, the supplier’s clos-
ing forced Toyota and Honda to suspend production.11

Researchers have a role to play here in identifying ways to
improve resilience in a more interdependent and intercon-
nected world, such as the establishment of information
clearinghouses for suppliers without customers and for
customers without suppliers.

Sustainability refers to the long-run viability and self-sufficiency
of the community in the face of hazard threats. The more gen-
eral definition of the term emanates from economic develop-
ment and stipulates that decisions taken today should not
diminish productive capacity—broadly defined to include nat-
ural resources and the environment of a community—in the
future. In the case of natural hazards, sustainability implies that
land-use decisions made today—such as forest management or
strip mining—should not place the community in greater jeop-
ardy in the future or make it more dependent on external assis-
tance to survive. Sustainability emphasizes the importance of
integrating mitigation measures into overall economic develop-
ment policy and eliminating practices that increase a commu-
nity’s exposure to hazards.12

Many developing countries are especially vulnerable to disas-
ters because of low-quality structures, poor land use, inade-
quate emergency response, environmental degradation, and
limited funds. Climate change may especially increase the like-
lihood of disasters in these areas, such as flooding in low-lying
Bangladesh. Developing countries often lack the infrastructure
and institutions that developed countries take for granted in
formulating risk management strategies. And in areas where
poverty is extreme, the indirect effects of disaster may include
a surge in endemic disease, widespread starvation, and human-
rights violations. In the wake of the Mozambique flooding in
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2000, for instance, families irretrievably lost birth certificates,
marriage documents, and land titles because few personal
records had been backed up or computerized.

Guiding Principles
In characterizing and developing strategies and leadership for

perceiving, assessing, and managing risks associated with extreme
events, it is useful to focus on a set of guiding principles. These prin-
ciples apply not only to leadership in averting and responding to nat-
ural catastrophes but also to leadership facing other extreme events,
whether terrorist attacks, financial crises, or governance failures. We
briefly highlight these principles here:

Principle 1: Appreciate the importance of estimating risks
and characterizing uncertainties surrounding such esti-
mates. For developing the strategies and leadership for reduc-
ing and managing a specific risk, it is essential to have reliable
estimates of the likelihood of the event and its consequences.
Consider a business facing a decision on whether to invest
$100,000 to make its property more fire resistant. An informed
decision on whether to incur this cost depends on having accu-
rate estimates of fire frequencies and likely losses. Its execu-
tives will be more likely to make this investment if they learn
that the chances of a fire next year are 1-in-100 rather than 
1-in-1,000, and if the likely property damage and business
interruption would total $5 million rather than $500,000. The
less uncertainty surrounding these estimates, the more confi-
dent the executives will be regarding their decision as to
whether to undertake these measures.
Principle 2: Recognize the interdependencies associated
with risks and the dynamic uncertainties associated with
the interdependencies. Many factors contribute to extreme
risk, and they are connected through ever-changing linkages.
For disaster strategies and leadership, understanding the evolv-
ing interconnectedness can be very challenging because the
linkages are often hidden or indistinct.
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On December 21, 1988, Pan American flight 103 exploded
near Lockerbie, Scotland. In Malta, terrorists had checked a
bag containing a bomb onto Malta Airlines, which maintained
minimal security procedures. Airport personnel transferred the
bag at Frankfurt’s airport to a Pan Am feeder line, and person-
nel at London’s Heathrow airport in turn loaded the bag onto
Pan Am 103. The bomb was designed to explode above 28,000
feet, a flight altitude normally attained over the Atlantic Ocean,
though not over Europe. Terrorists had deliberately exploited
widely varying security procedures in place across the airports
and airlines. Measures to prevent an aircraft disaster were only
as strong as the weakest link in the system.13

Relationships among these interdependencies evolve over
time, and measures to thwart their catastrophic impact on oth-
ers may become inadequate later on. Airport authorities
around the world improved security for bag transfers in the
wake of the loss of Pan Am 103, but terrorists did find other
ways of working around airline security measures, as the world
learned on September 11, 2001. And even though government
regulators in a host of countries tightened their rules in the
wake of the financial crisis of 2008, new forms of systemic risk
may nonetheless insidiously reappear beyond the reach of the
new regulatory provisions. Evolving uncertainties point to the
need for continuous vigilance and updating of risk-projection
measures.
Principle 3: Understand people’s behavioral biases when
developing risk management strategies. Among the well-
documented biases are misperceptions of the likelihood of cat-
astrophic events, a focus on short-term concerns and returns,
and a falsely optimistic confidence that a calamity will simply
not happen on my watch—the NIMTOF (not in my term of
office) phenomenon. Appreciating such biases is an important
step for creating remedies and building cultures that can
reduce or eliminate them.
Many individuals, for instance, will not invest in protective
measures for a property unless they believe they can recoup
their investment in two or three years, even though the meas-
ures will be of benefit as long as the property stands. People
often purchase insurance following a disaster, not before, and
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then tend to cancel their policies after a few years if they have
not collected on their policy. Rarely do people concur with the
principle that “the best return on an insurance policy is no
return at all” (that is, no loss whatsoever).
Principle 4: Recognize the long-term impact of disasters
on a region’s or nation’s politics, culture, and society.
Catastrophes often create enduring change in areas far from
the epicenter in ways that public and private leaders need to
appreciate in taking preventive measures prior to a disaster and
use to their advantage in developing strategies following a cata-
strophic event. The massive earthquake of 2008 in southeast
China, for example, stimulated private charitable giving,
attracted international support, and revised how Chinese offi-
cials view substandard schools, homes, and office buildings.
Principle 5: Recognize transboundary risks by develop-
ing strategies that are global in nature. Most disasters do
not recognize political borders. The terrible Southeast Asia
tsunami of 2004 killed residents of 11 countries. The Pakistan
earthquake of 2008 left more than a thousand dead in neigh-
boring areas of India. The failure of Lehman Brothers and the
near collapse of other American banks in 2008 had catastrophic
consequences for banks in dozens of other countries, from
Britain and Iceland to China and Mongolia.
One strategy to address and minimize risks is to have countries
sign a treaty to reduce certain environmental risks, such as
global warming or atmospheric pollution. There are potential
benefits to all societies if enough countries take action, but
there is also a net cost to any single country for adopting the
treaty, as the United States argued at one point in refusing to
sign the Kyoto treaty. What incentive is there for any one
nation to adopt a treaty if it knows that a number of other coun-
tries will not join? How can policy makers and national leaders
convince countries with leverage to sign the treaty to induce
others to follow suit?
Principle 6: Overcome inequalities with respect to the
distribution and effects of catastrophes. Whether natural
or human caused, disasters often bring disproportionate hard-
ships to those already at risk from low income or poor health.
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Public policies and private actions can help prepare a readiness
plan on the part of those with more financial resources to sup-
port those in distress with fewer resources.
Consider the flow of domestic and international assistance to
China’s southeast Sichuan Province in the aftermath of its great
earthquake in 2008, with more than 69,000 dead (including
19,000 school-children), 274,000 injured, and 4.8 million
homeless. The Chinese government invested more than $100
billion in the region’s restoration, dispatched more than 50,000
soldiers and police to the area, and accepted humanitarian sup-
port from abroad, including South Korea, Japan, Russia, the
United States, and even Taiwan. The Red Cross Society of
China and many private organizations and individuals provided
rescue and restoration equipment and funds (Yao Ming, of the
Houston Rockets, donated more than $300,000.) Together,
they helped thousands of families of modest means recover
from the disaster. The experience points to the value of having
government agencies and organizations such as the Red Cross
prepared to provide assistance when it is most needed.

Principle 7: Build leadership for averting and respond-
ing to disasters before it is needed. The best time to create
a readiness to face and overcome a low-probability, high-
consequence disaster is before the event occurs. Leadership
development is a time-consuming and labor-intensive process,
and investing in it now can be seen as a preemptive and cost-
effective measure to ensure that the six principles above are
turned into active practice.
Had American financial institutions and regulators taken
greater care to understand the growth of systemic risk in the
U.S. housing and derivatives market, and had they created a
greater readiness among their leaders to anticipate sharp
downturns in those markets, the deep recession that the sys-
temic risk caused in 2008 might not have reached such a depth.
The failures of a host of banks, insurers, and manufacturers
might have been averted, and the jobs of millions in the United
States and abroad might have been saved.
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The risk-management strategies and guiding principles we
have identified here are intended to furnish a foundation for
public and private policies and practices for preventing and
reducing losses from low-probability, high-consequence
events. The chapters that follow expand and draw upon these
strategies and principles for catastrophic risks ranging from
natural disasters to financial crises, and they provide guidance
to leaders in all institutions for designing and developing meas-
ures to reduce losses and create a sustainable recovery in the
wake of a catastrophe.
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Acting in Time Against Disasters: 
A Comprehensive Risk-Management

Framework

Herman B. “Dutch” Leonard and Arnold M. Howitt1

John F. Kennedy School of Government

Harvard University

Overview
This chapter presents a framework for comprehensive analysis of

how society can reduce the aggregate loss in social welfare resulting
from disasters, identifying five leverage points in which investments
in capacity can make a difference. Substantial emphasis is generally
placed on two of these leverage points: emergency response at the
time of a disaster and preparation for response. In addition, in the
wake of a disaster, society often commits massive resources to recov-
ery for those individuals and communities directly affected. Less
attention is typically paid to prevention and mitigation efforts, which
work on reducing the likelihood that a disaster will occur or on reduc-
ing the consequences of an event if it does take place. And almost
entirely neglected are steps that could be taken in advance that would
make recovery quicker, less expensive, or more complete. Society
would benefit from developing a more balanced portfolio of invest-
ments across these leverage points. Ultimately, this is a problem of
“acting in time”—of whether society can foresee hazards, figure out

2
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actions to address them, and mobilize itself to take those actions on a
timely basis.

Managing Large-Scale Social Hazards
How should societies organize themselves to prepare for large-

scale hazardous events—serious earthquakes, major floods, severe hur-
ricanes, massive industrial accidents, significant terrorist events—that
occur with little predictability of time and place? Obviously, such
events constitute emergencies—urgent situations where the stakes are
high, outcomes depend on the actions taken (but in a highly uncertain
or significantly unknown way), and significant losses are, in the absence
of effective action, highly probable. Some of the major consequences of
the hazards we face can be effectively ameliorated if we act in advance;
most can be responded to as they unfold; and nearly all will require sig-
nificant efforts after the fact to help us recover. How, then, can we best
organize our capacities—our thinking, institutions, processes, and
resources—to cope with major emergencies? How can we most pro-
ductively “act in time” against disasters? What actions can we take in
advance—what effective, high-value investments that address the
prospects and potential consequences of future emergencies can we
identify and activate ahead of time—rather than simply waiting for neg-
ative events to happen and then figuring out what to do after the fact?

As they break upon us, emergencies are frightening and highly
salient—images of damage and injured or imperiled people demand
our consideration. Confronted by unfolding disaster, our natural
instinct is to respond—to rescue and support the afflicted. We volun-
teer to help; we open our homes to the displaced; we send donations
to the agencies that answered the call. Perhaps in part because of
their visual and political immediacy, the most common focus of work
on minimizing the overall damage and meeting the cost of disasters is
by responding quickly and effectively when they occur. When a given
class of disasters confronts us repeatedly—wildland fires, for example,
or spring floods, or hurricanes—we generally develop enough fore-
sight to prepare in advance; that is, we build response capabilities so
as to be able to mobilize an effective response when an event occurs.2

The terms crisis management and emergency management are
used extensively in discussions about how major social hazards are
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addressed.3 These terms nearly always imply a focus on a relatively
brief time window of preparation for and execution of a response to
disasters. They concentrate on whether the response apparatus and
procedures in place before the event are adequate to the task and
on the efficiency and effectiveness of actions in the immediate
aftermath of the event. Response is primarily concerned with the
intense “rescue” period during which critical assets—lives, espe-
cially, and property—are directly at risk. But preparation for
response—that is, making preparations so as to be able to execute
response/rescue actions—is not the only way that societies can or
should manage the hazards of uncertain events. More comprehen-
sive management of large-scale risks—or to put it another way,
more complete and systematic development and exploitation of
cost-effective opportunities to reduce the negative consequences
from major risks—requires us to expand the common but narrow
focus away from mere response.

We need to extend the time frame of our examination of disasters
in both directions. We need to look further into the future, after the
end of the immediate response and into the longer process of recov-
ery. And we need to look further into the past—into things that can
be done to avert events (by preventing them altogether), to shape
them so that their consequences are not so severe if they do occur
(through efforts at mitigation), or to permit more rapid recovery from
disaster consequences that still occur in spite of these efforts.

In what follows here, we build on the discussion presented by
Kunreuther and Useem in the preceding chapter. They observe that
social losses flow from the vulnerabilities of an inventory of valuable
assets (which can be either tangible or intangible) in the face of
uncertain hazards. In this chapter, we present a simple framework
for systematically developing the full range of options for interven-
tion to reduce the expected net losses from such hazards. This can
include efforts to reshape the hazards themselves, and efforts to shift
the vulnerabilities of the identified valuable inventory of social and
individual assets, and the actions can take place either before or after
the hazardous event transpires. We refer to the approach we outline
here as a “comprehensive risk-management framework.” In our
view, this approach derives in a straightforward and logical way from
a simple social optimization problem: As a society, we want to make
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cost-effective investments to minimize the expected net present
value of damage from future hazards.4 Societies face a series of prob-
abilistic hazards. If we do nothing and they come to fruition
unchecked, they will cause a loss of social welfare—a decline in the
quality of life for some or all in the community—over some period
(and perhaps indefinitely).5 For example, a major earthquake like
that recently experienced in central Italy causes losses in social wel-
fare from loss of life and from injuries, from destruction of valuable
property and assets, from lost earnings and wealth (and, therefore, a
decline in consumption opportunities for a long period following the
event itself), and from a lost sense of security and safety among those
who remain. Losses in social welfare often continue well after the
event. We can think of the total loss flowing from a disaster event as
the cumulative loss of social welfare, the amount by which social
welfare over time falls below what it would otherwise have been in
the absence of the hazard. Figure 2.1 depicts a notional graph of the
path of social welfare in the absence and in the presence of a disas-
ter. In the example shown, in the immediate aftermath of the event,
social welfare declines rapidly and precipitously, and gradually
recovers over time; the area between the social welfare path that
would have obtained in the absence of the event (shown by the solid
black line) and the curve in the presence of the event (shown as the
lower dashed black line) indicates the cumulative loss in welfare
associated with the event.

TimeDisaster
Event

Social Welfare
(No Disaster Event)

Social Welfare 
(With Disaster Event)

Aggregate
Social
Welfare

Loss

Figure 2.1 The path of social welfare with and without a disaster event
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For example, imagine that the event depicted in Figure 2.1 is an
earthquake in a major city. In the immediate aftermath of the event,
social well-being declines rapidly as members of the community are
killed or injured, property is destroyed, and economic and social
activity is disrupted. With effective response and rescue, further
damage from the event is minimized; and with efforts at recovery, the
quality of life begins to improve. Over time, the general quality of life
and economic activity returns to and then exceeds that before the
event—but, in the trajectory shown in Figure 2.1, it never reaches as
high a level as it would have had if the event had not taken place. For
example, some businesses may fail or permanently move away and
not be replaced, or the reduced sense of security may lead to a per-
manently lowered willingness to invest in economically productive
physical assets in the affected area. In this example, the community
never fully recovers from the event.

Other trajectories of social welfare in the aftermath of an event are,
of course, possible. In the example shown, at every point in time after
the event the level of social welfare falls below the level that it would
have had if the event had not taken place. In other circumstances, the
time path of welfare after the event may regain the level it would other-
wise have had, or it may even exceed that level. This would be possible,
for example, if a set of suboptimal capital investments—such as hous-
ing, roads, or utilities—that had been holding social welfare below its
potential level were swept away in the disaster. It might not have made
economic sense to destroy them before the event; but after they are
destroyed by the event, they can be rebuilt in a more efficient social
investment pattern, raising social welfare above and beyond its ex ante
value. For example, the damage during the Loma Prieta earthquake to
an elevated freeway along San Francisco’s waterfront was sufficiently
extensive to make the cost of repairs prohibitive, and the elevated
structure was taken down. In the opinion of many, this created a renais-
sance in the waterfront district. It is at least possible that, at least in this
limited instance, the earthquake resulted in a valuable opportunity to
reconstruct an area where the productivity of social assets was far
below its potential level—and the damage from the earthquake
allowed the community to move on to a more valuable use of some of
its remaining assets.
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Indeed, not only are different post-event trajectories possible,
but the purpose of our interventions in facing hazards is precisely to
shift that trajectory cost-effectively in a favorable direction—to
reduce the amount by which social welfare after the event falls
below what it would otherwise have been. Transparently, the object
of our effort should be to minimize the present value of the cumula-
tive difference between the trajectories, taking into account the
resources expended in shifting the trajectory. For example, relatively
inexpensive investments in strengthening the levies in New Orleans
would have resulted in vastly less destruction from Hurricane Kat-
rina. Here, an effective intervention in advance (in the form of
advance mitigation expenditures) would have resulted in a signifi-
cantly less steep decline in social welfare, and a much more rapid
return to a trajectory very close to or equal to what would have taken
place had Katrina never come ashore. Our challenge in the face of
future hazards is to find opportunities—in mitigation, in response,
and in recovery—to spend resources in ways that preserve social
welfare by keeping the trajectory of social welfare in the aftermath
of an event, if it does occur, as close as possible to—or above!—what
it would have been without the event.

Points of Intervention: When and Where
Can We Invest Most Effectively?

Logically, a prospective disaster event defines three different
time periods in which we can intervene against its associated future
probabilistic losses: We can take actions (1) before the event occurs,
(2) during or in the immediate aftermath of the event, or (3) after the
event itself is over and the community is working to recover from it.
And we can make these interventions in three different forms:

1. Prevention and mitigation: We can intervene (through pre-
vention or mitigation measures) to shape the event itself; we
can try to keep it from happening at all or can try to shift its
consequences if it does occur.

2. Crisis management and response: We can intervene (through
crisis management of the event) to execute an effective, further-
damage-limiting response for those events that do take place.
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3. Recovery: We can intervene (through recovery efforts) to push
the social welfare trajectory back toward where it would other-
wise have been.

Intervening by Changing the Events Themselves

The first opportunity to intervene to reduce the net present value of
social losses from risk events is before the event occurs, by altering cir-
cumstances either to prevent the event entirely or to reduce the damage
if it does occur. Sometimes, hazardous events may be prevented alto-
gether, as, for example, when successful cloud seeding brings an end to
what might otherwise have been a devastating drought. In other circum-
stances, even though the event itself may not be preventable (or may not
have been effectively prevented), we may be able to take actions that
will reduce the damage the event will do if and when it does take place.6

For example, we do not currently (and may never) have the technology
to prevent earthquakes, but we do have the technology to make build-
ings resistant to the damage that earthquakes do; with the right invest-
ments in building materials and design, we can dramatically reduce the
extent of damage that a given earthquake will cause. As described
earlier, Hurricane Katrina provides an object lesson in the value of
advance prevention and mitigation—a comparatively small investment
in strengthening the levee system would very likely have prevented the
massive flooding and attendant multiyear disruption to the lives of hun-
dreds of thousands of New Orleans residents.7 Indeed, Hurricane Kat-
rina probably constitutes the largest—and one of the most
preventable—losses of social welfare ever to befall the United States.
Katrina thus dramatically illustrates the fact that the opportunity to pre-
vent events or mitigate their consequences provides a distinct point of
intervention to reduce harms, a set of potentially cost-effective invest-
ments that might reduce the expected net present value of social loss
from hazards.8 Prevention and mitigation thus point to our first materi-
ally distinct opportunity to reduce social harm, through action in
advance of an event: Eliminate or reduce the probability of the event, or
reduce its negative impacts if it does occur.9

Intervening Through “Crisis Management”

Much of the public discussion of addressing prospective social
hazards begins with “emergency” or “crisis” management. In terms of
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the trajectory in Figure 2.1, the intent here is to limit the amount of
damage by intercepting the negative consequences as they unfold
after the event and moving people and property out of harm’s way.
This reduces the amount by which the post-event trajectory of social
welfare falls below its ex ante path and reduces the time during which
it remains below the level it would otherwise have had. Actions dur-
ing and immediately following the event are generally referred to as
response or rescue, and, as previously noted, they tend to be the pre-
dominate focus of what is commonly referred to as crisis manage-
ment. Examinations of emergency management generally focus on
what can be done “in the moment,” when the event is underway and
the consequences of the event are still actively unfolding at a rapid
pace. Studies and training in crisis management emphasize decision
making and execution in stressful situations of uncertainty, with high
stakes in the balance, and seek to improve performance during the
event by developing the skills of crisis leaders and identifying (and,
hopefully, rectifying) common errors or biases in decision making
that often lead to difficulties.10

Of course, response and rescue will generally be much more
effective if it has been planned, organized, and readied in advance, so
crisis management also focuses attention on the period before the
event begins. Its attention in this time period tends to be narrowly
focused on supporting more effective action in response—arranging
people, training, skills, equipment, procedures, systems, and organi-
zations that will enable (and, hopefully, ensure) a rapid, reliable, and
effective set of rescue actions.

Crisis management, thus, suggests two forms of intervention to
reduce probabilistic harms, in two different “time zones”: First,
before the event, take actions to prepare the response capability; and,
second, as the event unfolds, respond effectively and reliably.

Intervening Through Recovery

Finally, as the immediate response actions are accomplished, and
as the active and rapid flow of consequences subsides, we move to
the “recovery” period. Here, in terms of the trajectories in
Figure 2.1, the intent is to shift the trajectory of social welfare after the
event so that it more quickly returns to or near the level that it would
have had if the event had not transpired. Actions taken well after the
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event have traditionally not been viewed as directly related to crisis
management. Indeed, they are often approached as though the
event itself, the source of the consequences being managed
during the recovery, were no longer relevant; all that matters is what
the actual consequences are or were, and the best way to manage
them. In communities devastated by a hurricane or flood, we institute
programs of housing and community development, often with
little attention to the source of the initial damage—presumably on the
theory that if houses need to be rehabilitated, it makes little difference
whether it is because they sustained flood damage or were blighted by
neglect or were burned out in a wildland fire. The program will simply
deal with whatever damage exists and try to rectify it. Traditionally,
then, the work of recovery is understood to begin (well) after the event
is over and the response has ended or is imminently ending, and it is
time to begin rebuilding the community and its various assets that
were damaged by the event. Recovery—and actions to support recov-
ery, like planning and community mobilization—are understood to
take place after the fact. Traditional recovery discussions thus focus on
one set of actions (rehabilitation and reconstruction) and on one time
period (after the event).11

From a logical perspective, however, there is no reason that at
least some recovery activities cannot be undertaken before an event
takes place. Just as the response that will take place during the event
can be prepared for in advance of the event (and the response can be
profoundly better—faster, more reliable, more effective—as a
result), there may be actions that can be taken in advance of the event
that will “prepare” for a more rapid recovery. Importantly, such
“advance recovery” actions are distinct from the mitigation or preven-
tion measures described previously. Mitigation and prevention are
designed to reduce or eliminate the consequences of the event—that
is, to reduce the amount of recovery that is necessary. By contrast,
advance recovery efforts are designed to make whatever recovery
does need to take place more efficient, rapid, and effective.

What kinds of advance recovery actions might be helpful? To be
sure, it would be foolish to make detailed plans for a recovery before
a major event took place—every event is different, and most major
events have a high variability in intensity, so that some areas are heav-
ily damaged and other areas nearby are largely unscathed. Unduly
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detailed planning before we have knowledge of the specific damage
that needs to be rectified could easily be a waste of resources.

Nonetheless, there are actions that we can take in advance that will
shift the recovery trajectory. Generic preparation for major disasters
might be effective at accelerating the pace of recovery in the aftermath
of an event. For example, some more general forms of planning may be
valuable as a framework for more detailed efforts after an event. Atten-
tion in advance to rules and regulations that might need to be sus-
pended to allow rapid rebuilding (for example, public procurement
regulations or building codes), or the development in advance of a
planning and permitting mechanism that is designed to be nimble in
the aftermath of a significant event could materially speed reconstruc-
tion. The development of financial arrangements that would facilitate
access to resources after an event could enable recovery efforts that
would otherwise be impossible (especially early in the recovery period)
and thus may constitute an effective way to accelerate recovery. Studies
of the pace of recovery after major disasters also reveal the importance
of the quality of local (that is, neighborhood-based) leadership as a sig-
nificant determinant of how rapidly and effectively recovery takes
place—so efforts that build local leadership groups and provide them
with experience in organizing their neighborhoods may significantly
increase the rate of recovery.12 For example, San Francisco currently
has underway an ambitious program to identify and construct advance
recovery infrastructure that will successfully accelerate recovery in the
aftermath of a major seismic event and is developing planning, budget-
ing, regulatory, and financial tools that will yield significant dividends if
a major earthquake occurs in the Bay Area.

Thus, a more robust examination of what happens during recov-
ery suggests that seeking to reduce the net social cost of future haz-
ards through more rapid and reliable recovery calls for consideration
of actions of two kinds, in two time periods. The first category con-
sists of actions taken after the fact to undertake reconstruction and
thereby shift the social welfare trajectory up toward where it would
have been in the absence of the event—as rapidly as possible given
the event and the recovery preparations that preceded it. The second
category includes actions taken in advance of the event—“advance
recovery” actions—that are designed to accelerate the planning and
execution of recovery activities should a major event occur.
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Taken together, then, we have identified five different forms of
action in three different time periods that, if well and efficiently
undertaken, can reduce the expected net present value cost of the
hazards we face. Table 2.1 lists these five alternative approaches, and
Figure 2.2 shows them graphically. These alternatives for interven-
tion collectively constitute a “comprehensive risk-management
framework.” Within this framework, we can identify and compare dif-
ferent opportunities for reducing damage from hazards. We can also
search more comprehensively, seeking interventions of all possible
forms instead of limiting our attention to only a subset of the five log-
ically distinct forms of action. Ideally, we want to find the most cost-
effective interventions—the actions, in any of the five categories, that
most significantly reduce the expected value of future losses per unit
of resources expended. In short, we want to use the comprehensive
risk-management framework to help us form a balanced, efficient,
cost-effective portfolio of actions across the full range of options.
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TABLE 2.1 Form,Time Period, and Intended Benefits of Alternative
Actions to Reduce Net Present Value of Social Damage from Hazardous
Events

Investment/
Intervention/Action

Time Period Intended Benefit

1. Prevent/mitigate Before the event Reduce harm created

2. Prepare a robust
response

Before the event Reduce damage in progress

3. Build recovery infra-
structure

Before the event Accelerate recovery

4. Respond During and immediately
after the event

Reduce damage in progress

5. Recover After the event Restore social welfare as 
rapidly as possible

In the context of this picture of the comprehensive risk-
management framework, we can readily see the sense in which the
traditional focus on crisis management is too narrow. Crisis manage-
ment, as generally defined, focuses on the response itself (area 4 in
Figure 2.2). To make that response effective, it also has to focus on the
preparation for the response (area 2 in Figure 2.2). It does not gener-
ally concern itself, however, with the genesis of the events (or with
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attempts to shape those events in advance), and it also generally avoids
examining either the recovery or any efforts that could be made in
advance to make the recovery more efficient, reliable, and effective.
Therefore, to get an appropriately balanced portfolio of investments,
we need to expand the traditional focus on crisis management in both
directions—further back in time, to explore opportunities for preven-
tion, mitigation, and advance recovery, and further forward in time, to
contemplate and execute the most successful possible recovery that can
follow the crisis response/rescue phase of the event. A key opportu-
nity framed by the comprehensive risk-management framework is
precisely that it requires us to expand our focus in both of these direc-
tions to seek cost-effective means to reduce the net expected present
value of social losses from hazards, and it is to the development of
such a balanced portfolio of investments that we now turn.

Pre-Event

4. Response
(Reduce

damage in
progress)

5. Recovery
(Restore social
welfare quickly)

2. Preparation of Response
(Prepare to prevent/mitigate

 consequences during the event)

1. Advance Mitigation
(Prevent/mitigate consequences

in advance)

3. Preparation of Recovery
(Prevent/mitigate consequences

after the event)

Event Post-Event

Response                     Recovery 

Figure 2.2 Time periods of investments to reduce social cost of disasters

The Level and Balance of the Current
Portfolio of Risk-Management Efforts

Viewed through the lens of this more comprehensive framework,
it is natural to inquire about the level and composition of the current
portfolio of investments in hazard-loss reduction. Do we—in societies
around the world —invest at roughly the right level in these strategies?
And do we have reasonably coherent and efficient patterns of invest-
ments across the five possible domains?
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Unfortunately, there are good reasons to believe that in most, if
not all, societies, we do not. Getting an efficient level and pattern of
investments across such a wide range of possibilities is intrinsically
difficult, and existing institutional structures and frameworks for
developing hazard reduction strategies do little to encourage integra-
tion across the spectrum we have identified. Indeed, one potential
value of articulating the simple framework outlined here is simply that
it may encourage more comprehensive search and analysis across the
wider array of possible options.

The Overall Level of Advance Investments 
in Hazard-Loss Reduction

Investing now to reduce future harm is intrinsically a difficult
decision to get right. The costs of such investments are, for the most
part, both immediate and certain, whereas any benefits are probabilis-
tic, uncertain, and delayed. Human beings and human organizations
have always struggled with the challenge of balancing current, imme-
diate expenditures of clearly valuable resources on things they need
now against the uncertain, future, delayed, probabilistic gains they
might get from diverting those resources into investments with uncer-
tain, delayed future returns that can only be hoped for. In the preced-
ing chapter, Kunreuther and Useem outline some of the reasons for
this struggle—for example, the fact that people do not naturally think
in probabilistic terms, and the widespread tendency toward myopia in
making individual (and, often, group) decisions. It may be especially
difficult for people to balance current expenditures against future
reductions in loss when the events for which these investments would
need to be made are horrible to contemplate, and most of us would
thus prefer not to think about them. But political strategies have been
devised to ensure funding for other investment areas that have these
characteristics—national defense, for example—and we may well be
making progress in dealing with some other areas like this, including
preventive health and climate change. Kunreuther and Useem outline
a series of principles of social risk management designed to help con-
struct social decision mechanisms that can help counterbalance biases
toward myopia in the face of probabilistic events. And a central theme
of a number of the chapters in this book that look at specific hazards is
that there are politically feasible ways in which a better balance might
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be struck between current resource demands and future hazard
reductions. The fact that this remains a significant focus of research
and political effort, however, suggests that in general the overall level
of investments to reduce losses from future hazards probably falls
short of the socially optimal level. For example, although it might not
be possible with current knowledge and technology to assess the opti-
mal level of investment that we should be making to avoid climate
change (or the consequential damages of climate change), most
knowledgeable observers believe that we are currently well below the
optimal level of mitigation and adaptation efforts (to use the phraseol-
ogy common in climate change discussions). One virtue of outlining
the comprehensive risk-management framework should be that it
helps us to search more effectively for a broader range of possibilities,
and allows us more systematically to compare investments of different
types by treating them all as variations on the same general theme of
reducing the expected net present value of future social losses, and
thus putting them on a more commensurable basis.

The Balance Among Different Forms 
of Loss-Reducing Investments

It also seems likely that some areas of investment in loss reduc-
tion attract relatively more resources than others—that is, that the
portfolio of investments, in addition to being on average smaller than
it should be, is also imperfectly balanced. What keeps us from having
a balanced pattern of investments? One important factor is that some
forms of investment are dramatically more salient than others (both
visually and emotionally) and thus are more likely to attract resources.
For example, the rescue or response period in major disasters is
highly visual and emotionally galvanizing and therefore tends to gen-
erate a sense that we must do everything possible—so “all available”
resources are often mobilized after a major event has begun. 
Similarly, after an event has taken place, there is little choice but to
expend resources, subject to the limits of availability, to recover from
the consequences. When a community lies in ruins, we generally rush
to provide resources for the rebuilding. After an event, the losses are
no longer uncertain, probabilistic, or in the future—they are here,
now, visible all around us, and they cry out for help and resources. No
matter how much less it might have cost if we had made investments
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in advance to avoid the tragedy, when it has befallen us, we have little
choice but to front the resources to make the community at least par-
tially whole again, whatever that may now cost.13 Therefore, the
response itself and the recovery (investment areas 4 and 5 in 
Figure 2.2) tend differentially to be able to attract and command (and
consume) resources and are thus probably at least relatively overrep-
resented in the array of disaster-related investments.

There is reason to believe that preparation for response (invest-
ment area 2 in Figure 2.2) also differentially attracts resources, partic-
ularly after a major event has passed (in preparation for the next event).
This is because, during the highly salient rescue period of the last
event, it never seems that we have enough preparation, resources, and
readiness to deploy quickly enough; there never seem to be enough
fire trucks, and they never arrive as soon as we would like. In critical
discussions after the fact, highly animated victims of the last event (nat-
urally enough) often demand explanations for why the response was
not faster, bigger, better. A common response is to increase the prepa-
ration budget so as to have a larger fleet of fire trucks available when
the next event takes place.14 During periods with few events, however,
declining salience and memory sharpness lead to lessened political
demand for disaster protections. Often, political interest in sustaining
these investments wanes, leading to cuts, and thus sets up the next
cycle of disaster followed by reinvestment. Whether investment area 2
is over- or underinvested in may thus depend in part on where we are
in the cycle of disasters. Nonetheless, the salience of response and the
prospect of future needs probably generally inclines investment area 2
toward differential ability to attract resources, particularly in the
immediate aftermath of a major event.

By contrast, two other investment areas seem to get compara-
tively little attention. Prevention and mitigation efforts (investment
area 1 in Figure 2.2) and advance recovery activities (investment area
3) are both disadvantaged (in the same way as are all hazard-
reduction investments) by the fact that their costs are immediate and
certain, whereas their benefits are probabilistic, uncertain, and
delayed. That is, they are subject to the same myopia that generally
plagues individual risk perception and assessment. But they are
further disadvantaged by the fact that their potential benefits are
less visible (at least, until the event takes place). Prevention and
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mitigation famously create invisible benefits; we rarely are in a posi-
tion to observe what was prevented. The need to prevent or to be
ready to recover is intrinsically an abstraction, an idea. By contrast,
the need to be ready to respond is vivid, and the need to recover after
an event has occurred is visible all around us. This is the flip side that
response and recovery after the fact get so much more attention than
prevention, mitigation, and advance recovery before the fact. The
event and the recovery from the event that was uncertain and off in
the future (and therefore attracted relatively little prevention, mitiga-
tion, and advance recovery planning attention in advance) has
become immediate, inescapable, certain, and now. It is therefore able
to get many times the resources that might have been necessary to
prevent it, reduce its consequences, or prepare a more rapid recovery
from its after-effects.15

Institutional Challenges

An additional problem further enhances the difficulty of forming a
fully efficient social portfolio of investments across the range of oppor-
tunities to intervene to reduce social losses: The institutional structure
of governments in most countries gives responsibility for various com-
ponents of these investments to different agencies and, frequently, to
different levels of government, which makes it difficult to compare
them (or even to assemble a comprehensive picture of them).

Consider, for example, floods as a social hazard in the United
States. Responsibility for flood control—what we have referred to
here as prevention and mitigation of the consequences of floods—lies
with the Army Corps of Engineers (in the U.S. Department of
Defense) and with some state and local agencies. This, by itself, is a
complicated start, forced by the multilevel U.S. governmental struc-
ture, driven by the fact that floods are often large-area events that will
involve many different jurisdictions, and reflecting the fact that the
best place to control a flood may be many hundreds of miles (and
multiple jurisdictional boundaries) upstream from where the flood
may take place.16 Preparation for response is the domain of planning
and organizing and first-responder agencies—at the federal level, the
Federal Emergency Management Agency (FEMA), which will mobi-
lize many other organizations, including contractors and state and
local government agencies outside the affected region, and the Coast
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Guard; at the state level, the National Guard and other state agencies;
at the local level, police and fire departments. There is little attention
to advance recovery, and no agency appears to have an extensive man-
date for this area of investment. And recovery will be in the province
of FEMA, the Department of Housing and Urban Development, and
a variety of state and local agencies.17

From an institutional perspective, different possible interventions
suggested by the comprehensive risk-management framework lie in
multiple agencies in multiple jurisdictions at multiple levels of govern-
ment. Developing a comprehensive picture of the different responsi-
bilities of and investments being made by these different players
would be a daunting undertaking—and this is only one of many major
hazards for which the society should want to have a comprehensive,
balanced portfolio of investments before, during, and after an event.
The complex structure of institutions involved in these matters is thus
an additional barrier to examining the existing investments, forming a
more comprehensive picture, and developing a more efficient portfo-
lio of social hazard reduction strategies and investments.

The net result of these systematic forces acting upon our (largely
disconnected and independent) decision-making processes for
investments in social risk loss reduction appears to be (1) that we
wind up spending too much on response to and recovery from events
that we should have instead figured out how to prevent or mitigate,
and (2) that our recoveries are generally slower than they should be,
exacerbating social losses, because we have not built the necessary or
useful infrastructure for rapid recovery in advance.

The fact that these forces probably result in an inefficient distribu-
tion of investments across hazard-loss reduction investment areas is
precisely why we need a comprehensive risk-management framework
in the first place. In its absence, we have to try to identify and carry out
investments of different kinds in an independent and disconnected
form, with little comparative attention to where the greatest opportuni-
ties and most efficient investments lie. By contrast, if we use a compre-
hensive risk-management approach, we should be able to build a more
balanced portfolio with higher average returns on our investments.

Consider, for example, the problem of the management of wild-
land fires in the southwestern United States. Over the past century,
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recurrent fires in fire-adapted ecosystems have become more intense
and more damaging as a constellation of forces has systematically
increased the hazard and built up the inventory of valuable assets in
high-hazard zones. Traditionally, risks to life and property from wild-
land fires were managed through a standard crisis management
response approach, with growing investments in fire-suppression
technology and efforts. Recurring dramatic (and highly photogenic)
events—including 200-foot-high flame walls driven by high winds at
great speed toward vulnerable communities, and the charred remains
of homes and their treasured contents, and, far too often, the bodies
of fire victims—galvanized massive efforts to increase resources for
traditional responses designed to suppress fires after they had started.
Paradoxically, these (often partially successful) efforts to suppress
fires led to a systematic buildup of volatile fuels in wildland areas,
which actually increased the hazard by making fires both more likely
and more intense. Meanwhile, politically popular (but myopic) land-
use policies (encouraged by false confidence in our presumed ability
to continue to suppress fires) permitted fire-prone areas to be colo-
nized by suburban real estate development and extensive building of
second homes deeply embedded in fire-adapted ecosystems. The
results have been utterly catastrophic: Costs of fire suppression and
of property losses have spiraled upward, and both civilian and fire-
fighter deaths and injuries have increased. Far from investments that
have reduced the present value of loss from future hazards, policies
and investments in this domain have systematically increased losses,
lowering the expected path of future social welfare.

How might the application of the comprehensive risk-management
framework developed here help us organize our investments more
judiciously in the face of this challenge? It would focus attention on
the full range of possible investments, including prevention and miti-
gation, response and recovery. Doing so should help us notice that we
have made enormous investments in response and in preparation for
response and have been forced to make enormous expenditures for
recoveries—but have made only small investments in (1) prevention
(through land-use policies that would discourage embedding vulnera-
ble high-value properties in fire-prone areas); (2) mitigation (through
treatment of areas to reduce the buildup of natural fuels in areas with
concentrations of valuable property and through taking defensive
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measures like clearing brush in the immediate vicinity of structures in
wildland areas); and in (3) preparation for rapid and less-expensive
recovery. A more balanced analysis, structured by the comprehensive
risk-management framework, will allow us to formulate a more judi-
ciously balanced array of investments—and, thus, to reduce expected
future social losses substantially.

It is reasonable to ask what institutions might conduct this cross-
agency, cross-jurisdictional, cross-level-of-government analysis and
how the decision-making process might be structured. In many ways,
this problem recalls the efforts since the early 1960s to develop
comprehensive, analytic budgeting systems (for example, the
Kennedy-Johnson administrations’ promotion of the Planning-
Programming-Budgeting System [PPBS], first in the Pentagon and
then across the federal government).18 PPBS was much less successful
than desired, in part because even when analysis of major “programs”
in the Defense Department alone were conducted, it was exceedingly
difficult to make and enforce executive decisions based on this analy-
sis. The “best” course indicated analytically was often lost in the
intensely political budgetary bargaining within the Pentagon, between
the Department of Defense and the White House and between the
executive branch and Congress in a fragmented authorization and
appropriations process. Similar, perhaps even more complex, forces
operate in the current Homeland Security arena in the United States.

Nonetheless, the likelihood that a more comprehensive analytic
process might not be perfectly effectuated in decision making should
not preclude making the effort to think more systematically and com-
prehensively about the full portfolio of investments that societies
make to reduce the net losses from disasters of all types. One
approach that might prove beneficial would be to develop “balanced
scorecards” for a “virtual” homeland security sector either in an indi-
vidual jurisdiction or for a system that cuts across agencies, jurisdic-
tions, and levels of government.19 Good analysis, effectively
articulated and publicized, can shape public discussion and constrain
policy politics even if it does not wholly “win out” in the final political
decision-making process. The difficulties of institutional setting will
remain, but the public debate—and the direction of the outcomes—
can nonetheless be altered over time.
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The More General Problem of Acting in
Time

Identifying a more robust set of possible cost-effective social
hazard-loss reduction opportunities—which the comprehensive
risk-management framework should help us to undertake—is, in the
end, only one part of the problem of actually addressing the hazards
and reducing the prospective losses. Before they can find strategies
for expected loss reduction, societies need to identify areas of hazard
that are worth investigating. And, in addition to finding strategies for
addressing the hazards they focus on, societies need to carry those
strategies into action.20 Thus, the risk-management framework needs
to be seen as part of the larger challenge of organizing and mobilizing
public action. The losses from hazards (and the benefits from hazard-
loss reductions) are intrinsically in the future, so we can view this
wider challenge as a problem of “acting in time”—that is, of taking
action against future harms (or in favor of future opportunities) while
there is still time to do so.21

What does it take to act in time against a future hazard? First, the
hazard itself must be identified with sufficient clarity to permit us to
develop possible actions that could reduce its expected future 
damage. If it cannot be (or is not) foreseen, we cannot take specific
action against it. Second, if it is observed, then we next have to iden-
tify actions that could cost-effectively reduce its future impacts. (This,
of course, is the challenge to which the comprehensive risk-
management framework previously described is directed; it is
designed to help in the effective search and comparative evaluation of
alternative strategies for reducing future damage from probabilistic
events.) Third, once we have identified or developed potentially 
valuable actions that can be taken to reduce expected future harms,
we have to figure out how to mobilize the resources and actions
implied. Figure 2.3 illustrates these phases of being able to act in
time. We refer to the first phase as visibility: Can the hazard be 
perceived clearly enough to be acted upon? The second can be
described as actionability: Can we identify cost-effective actions that
would reduce its expected harms? The third can be referred to as
mobilizability: Is this hazard, and the associated set of actions for
addressing it, something around which we can mobilize people and
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institutions to take action (and expend resources)? Only if we can
work our way successfully through each of these steps will we be 
acting in time. Otherwise, we may have general preparations for 
dealing with the consequences of this particular risk, but we 
will not have acted in time in the face of this risk as effectively as we
might have.

Can the hazard be–and is it–foreseen?

Can–and do–we mobilize to take action?

Visibility

Actionability

Mobilizability

NOT Acting in Time

No

No

Acting in a Time

No Yes

Yes

Yes

Can we develop high value actions?

Figure 2.3 The simple analytics of acting in time

As an example of the “acting in time” challenge, we can return to
the wildland fire management problem discussed earlier. In this case,
the hazard is certainly visible. Through application of the comprehen-
sive risk-management framework, we can develop a more judicious
and balanced set of investments across the full scope of opportunities
to address the hazard. These range from prevention and mitigation
(through better land use and wildland fuel reduction) to right-sizing
the response capabilities that will be required in the lower-hazard
environment thus created to developing rapid recovery mechanisms
for circumstances where damage still occurs. Thus, the comprehen-
sive risk-management approach helps us to explore and develop
opportunities for investment and thus helps generate actionability.
The remaining problem for acting in time against this hazard, then, is
mobilizing communities to actually undertake the resulting, more
balanced set of investments. This is a problem of political visioning
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and of developing the will to act, and it has proven immensely diffi-
cult to solve. There are, however, communities where significant
rebalancing of efforts has been undertaken. In Ventura County, Cali-
fornia, for example, extensive efforts at brush clearing on public lands
and the development and enforcement of ordinances requiring brush
cutting around homes to create “defensible space” have dramatically
reduced the number of homes lost to wildland fire (in comparison
with other nearby areas). “Positive deviants” like Ventura County may
help us spot conditions in which individuals and communities are
more likely to address these challenges successfully.22 The challenge
of mobilizing is partly a problem of risk perception and assessment
(as described in the preceding chapter), partly a challenge of finding
mechanisms to collectively overcome the systematic forces of myopia,
and partly a challenge of generating the will to carry through on a
decision to act. Throughout the remaining chapters of this book, the
issue of how the acting in time problem of creating visibility, action-
ability, and mobilizability can be successfully addressed for different
social hazards will be a recurrent theme.

Conclusion
The comprehensive risk-management framework focuses atten-

tion on five different kinds of actions that can be taken at different
times (three before the event, one during and in the immediate after-
math of the event, and one that continues long after the event) to
reduce the expected present value of the losses associated with a future
hazard. Examining risks to social welfare in this framework will permit
the development of a portfolio of interventions that is balanced across
the different points of entry, encouraging us to seek cost-effective
investments in all five of these areas and allowing us to compare invest-
ments in different areas to see which will provide the greatest antici-
pated net reduction in losses associated with the hazard—that is, the
greatest return on our investments in expected hazard-loss reduction.

The useful risk-management work outlined by the comprehen-
sive risk-management framework, however, cannot be undertaken
without prior work to identify hazards that can be acted upon—and it
will not be useful unless the high-value investments it identifies are
actually undertaken.
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Identifying the opportunities to intervene, designing interven-
tions, and actually making these investments in time to matter thus
requires that we “act in time”—and this implies that the comprehen-
sive risk-management framework needs to be embedded in the larger
framework of acting in time: (1) identifying or perceiving hazards
clearly enough to permit investments to be made to reduce their
expected future costs; (2) using the comprehensive risk-management
framework to design alternative interventions and determine which
of them provide the greatest reduction in expected future losses per
unit of resources expended; and (3) mobilizing the political and social
will to expend current and future resources against the probabilistic
prospect of reduced social losses if a possible hazard turns into an
actual event. Only if we can manage each of these challenges will
societies construct a fully systematic, efficient, and effective approach
to social risk management.
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Forecasting and Communicating the Risk
of Extreme Weather Events

Geoff Love and Michel Jarraud

World Meteorological Organization1

Overview
This chapter analyzes the approaches being taken by those who pro-

vide public forecasts and warnings for extreme hydro-meteorological
events. It notes that all forecasts have a degree of uncertainty about
them and that meteorologists have developed a variety of methods for
expressing this uncertainty. Weather forecasters have traditionally
used qualifiers in their forecasts to express uncertainty consistent with
guidelines developed by the World Meteorological Organization. In
the domain of climate analysis and prediction, the Intergovernmental
Panel on Climate Change has provided a framework for expressing
uncertainty, both as reflected by general qualitative assessments and
by quantitative assessments aimed specifically at decision makers.
Often missing in the weather warning or climate information is the
assessment of the vulnerability of threatened communities. This chap-
ter outlines methods of filling this gap and integrating the resulting
estimation of risk and uncertainty so that decision makers of all types
can make better use of hydro-meteorological information in their
efforts to reduce disaster risk.

3
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Introduction
Traditionally, risk assessment considers two dimensions: the like-

lihood of a disastrous event and the expected impact of the event. For
a range of hydro-meteorological extreme events (droughts, floods,
tropical cyclones, forest fires, tornadoes, heat waves, and so on), this
chapter examines the ways in which the uncertainty in the assessment
of both the likelihood and impact of the event can be characterized.
Various techniques allow for an objective assessment of the uncer-
tainty associated with the event’s likelihood, but the uncertainty asso-
ciated with its impact is more difficult to quantify, and, as the risk of
an event is the product of these two factors, the assessment of risk has
a degree of unresolvable uncertainty attached to it. The challenge
faced by National Meteorological and Hydrological Services
(NMHSs) is characterizing these uncertainties in such a way that the
public generally, and their community leaders, can integrate the
information into their risk assessments, thereby facilitating timely
and cost-effective decisions that enable them to manage properly the
risk associated with extreme weather, climate, and hydrological
events.

The Concept of Risk

The generally accepted concept of risk2 has two key elements,
both of which involve uncertainty. First, the concept relates to an
event that has not happened but for which there is a belief that there
is a nonzero likelihood (or probability) that it will occur in some spec-
ified future time period; because all future events are to some degree
uncertain, this element of the concept introduces an element of
uncertainty. Second, the concept relates to the expected impact the
event: Because the state of the systems that will be affected by the
event cannot be precisely specified (if for no other reason than it is not
clear when the event will occur), nor can the event’s interaction with
them, then there is an element of uncertainty in the event’s impact.

The risk associated with a particular event is then the product of
the likelihood (or probability3) of occurrence and the impact:

Risk = (Probability of an event occurring) × (Impact of the
event should it occur)
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A: Seven
successive days
warmer than 30°C
in Geneva.

HIGH 1

1
HIGH

Likelihood of Occurrence

Impact

MEDIUM

MEDIUM

LOW

LOW

B: One-in-twenty
year flood in the 
Rhine River.

C: Landfalling
hurricane in the
Gulf of Mexico.

A

B

C

Figure 3.1 Schematic examples of risk-assessment outcomes with the
shaded area representing a characterization of the uncertainty associ-
ated with the two dimensions of the risk components

Graphically, the risk arising from three types of extreme meteor-
ological events might be represented in “risk space,” as depicted in
Figure 3.1. Each shaded area (event) in this space is a schematic
“estimate” of the risk. The boundaries of the shaded areas correspond
to some confidence limit (say, for example, 95 percent of events
would be expected to fall within this area), thereby characterizing the
uncertainty associated with the best estimates of probability of event’s
occurrence and its impact.

Area A on Figure 3.1 is a schematic depiction of the risk of a
longer-than-usual sequence of hot days in Geneva occurring in a par-
ticular year. Such an event will occur from time to time, possibly dis-
rupting public transport and placing unusual demands on energy
supplies. The impact is relatively low, and were it not for climate
change, the probability of occurrence could easily be calculated from
a statistical analysis of the last 150 years of climate data for Switzer-
land.

Area B on Figure 3.1 is a schematic depiction of the risk of the
1-in-20-year flood occurring in a particular year. The analysis of past
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floods would establish a flood level for the 1-in-20 year flood and also
provide a good estimate of the likelihood of occurrence and the
impact; however, changing levels of development in the catchment
and changing types of land use would affect flood likelihood and flood
impact in ways that cause uncertainty.

Area C on Figure 3.1 is a schematic depiction of the risk associated
with a hurricane land-falling on a particular 60 mile (100 km) stretch
of the coast of the Gulf of Mexico in a particular year. Depending on
the time of day and how effective early-warning procedures have
been, there can be a great deal of difference in impact. In addition, the
year-to-year variability of hurricane occurrence and the effects of cli-
mate change make future predictions of probability, based on the cli-
matology of past events, somewhat problematic.

The second important concept related to risk assessment is risk
management. Every community is exposed to weather, climate, and
hydrological extreme events. Whether these become major disasters,
minor inconveniences, or something in between depends in large
part on the risk-management decisions taken by those in leadership
positions. One of the challenges faced by professionals in NMHSs4 is
to provide information to all those decision makers who require the
information on the full range of hydro-meteorological extreme events
in a manner that identifies their likelihood of occurrence, and
impacts, as best they understand them. NMHSs must also character-
ize the uncertainty in the information and present the information in
ways that best meet the decision-maker needs.

The Role of Atmospheric and Hydrological Scientists

Atmospheric and hydrological scientists use data from past events
to provide statistically based predictions of the likelihood of future
occurrences. They also use numeric models, built through a combina-
tion of the basic laws of physics, particularly those that govern fluid
flow, and process understanding acquired through 150 years of sys-
tematic research into the behavior of natural systems, to provide
model-based predictions of the likelihood and possible impact of
extreme weather, climate, and hydrological events occurring at some
future time. These statistical systems and models are almost invariably
accompanied by tools that can provide an estimate of the uncertainty
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associated with the likelihood assessment, thus providing data for the
vertical dimension of the risk-assessment chart (Likelihood of Occur-
rence, Figure 3.1). Assessing this vertical dimension of the risk “space”
is the expertise of atmospheric and hydrological scientists.

The horizontal axis of the risk space (Impact, Figure 3.1) provides
a different range of challenges. The impact of an extreme weather,
climate, or hydrological event comes about, to a significant extent,
because of the interaction between the natural world and systems and
infrastructure put in place by humans. Whether a levee will break
under the weight of a particular storm surge, whether railway lines
will buckle in a heat wave, whether the authorities can clear snow
from key roads during and after a blizzard, whether a bridge will be
washed away in a 1-in-20-year flood are all questions beyond the
atmospheric scientists or hydrologists alone to answer. In a similar
fashion, the associated questions of what might be the range of com-
munity impacts, such as school closures, job losses, industry failure,
and so on, should these extreme weather, climate, and hydrological
events occur have also traditionally been beyond the scope of the
work of the physical science community. Nevertheless, it is becoming
increasingly clear that physical scientists need to work closely with
the engineers, land-use planners, social scientists, and other profes-
sionals with an understanding of the impacts of natural disasters so as
to ensure that risk assessments and uncertainty characterizations
from the science community are compatible with the decision-
making processes of those using them.

Assessing Risk and Characterizing
Uncertainty on Climate Timescales

Assessing the risk of long periods of hot weather (heat waves) is
an important task of NMHSs and community leaders in countries
subject to subtropical and mid-latitude climates. The heat wave in
Western Europe in 2003 lasted for different periods in different loca-
tions. In Paris, France, for example, there was a sharp upward spike
in deaths of the elderly, who are least capable of dealing with extreme
heat, throughout the period a day or so after the maximum tempera-
tures exceeded around 27°C (Figure 3.2), which was from around
August 4 to 14.5 Associated with the heat waves were also an
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Figure 3.2 Deaths per day and maximum temperature in Paris, France,
for the first 20 days of August 20037

increased incidence of fires in Mediterranean countries and the loss
of agricultural production throughout the region,6 all demonstrating
the vulnerability of communities adapted to a cooler climate to long
periods of high temperatures.
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In Australia, in March 2008, Adelaide, the capital city of South
Australia, experienced 15 days of temperature above 35°C (Figure
3.3). Prior to this event, the previous longest run of consecutive days
above 35°C in the modern instrumental record was 8. This event was
well forecast, in large part due to the excellent weather model fore-
casts available from centers operating and publicly exchanging the
output from global and regional numeric weather prediction models.
The risk of this expected extreme event was then well accepted by the
community as it developed, because its unusual nature was character-
ized in media releases as an exceptional event. Staff of the Australian
NMHS (the Bureau of Meteorology) were aware, from historical
data, that on average, a run of 8 hot days (temperature above 35°C) in
Adelaide occurs around once a decade and that hot periods had not
extended beyond 8 days. Placing the predicted 15-day sequence of
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hot days on the chart suggested that Adelaide was to experience a
once-in-3,000-year event. This message was conveyed widely through
the media and became the talking point of the city. As the heat wave
developed, local energy companies made provision for additional
energy to meet the expected air-conditioning demand, outside sports
events were canceled, water restrictions were put in place, and the
community took a wide range of local actions to mitigate its effects.

Not unlike the Adelaide heat wave, the hot summer in Western
Europe in 2003 also appears to be an extreme outlier when com-
pared with the long-run data from the available instrumental
record. Summer temperatures for Switzerland (average for Basel,
Bern, Geneva, and Zurich) for the 136 summers to 2000 fell
between 15°C and 20°C, with an average around 17°C. The 2003
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Figure 3.3 Return period (in years) for sequences of days above 30°C
and 35°C in Adelaide, Australia
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summer average temperature was in excess of 22°C, an average
temperature falling 5.4 standard deviations from the 137-year sam-
ple mean.8

In some fields of science (for example, hydrology), data points
that fall well away from other data in the sample (outliers) are some-
times removed. An explanation for removing outliers is sometimes
given in terms of an experiment to determine the value of a known
constant (for example, the speed of light) where all the data points
with one or two exceptions cluster around a single value, and that
averaging the defective points with the good ones would lower the
accuracy of the estimate. Such a justification is based on two
assumptions:

1. In such experiments the techniques and processes have been
appropriate and that for the outliers gross errors of some type
have been made.

2. The parameter being investigated is indeed not variable.

In the summer of 2003, there were no gross errors in measuring
the temperature in Switzerland, or elsewhere in Western Europe,
and second, the mean summer temperature in Switzerland is not a
constant over time. Clearly, the 2003 outlier should not be discarded
in any estimates of future summer temperatures for Switzerland. The
distant past and its statistical characteristics may not be a good indica-
tor of the future in this case because the sample of data from the past
is very likely to have different characteristics to that of the future
because of climate change.

The occurrence of these heat waves, more severe than any found
in the modern instrumental record, indicates that statistical methods
to assess the risk of these extremes are likely to give incorrect proba-
bility estimates. The alternative to the use of statistical methods is to
employ models of the earth-atmosphere system that take into account
changing climate and then to deduce, to the extent possible, the
effects of changing climate on the climatology of extreme weather
events through a detailed study of the model’s climatology of such
events.

The Intergovernmental Panel on Climate Change (IPCC) devel-
oped an agreed language to characterize uncertainty and provides a
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comprehensive account of all aspects of assessment of the risks asso-
ciated with climate change.

The IPCC’s Working Group I Fourth Assessment Report10 exam-
ined the likelihood of all aspects of climate change from a global and
regional perspective (that is, the vertical axis of Figure 3.1) and used
many ways to assess the risk of future global warming and the likely
change in the climatology of extreme and other weather events.
Table 3.1, drawn from the Working Group I Report, summarizes
these. The use of everyday expressions such as very likely with associ-
ated probability ranges is intended to bridge the understanding of the
quantitative scientists and decision makers with experience in weigh-
ing options expressed qualitatively.

IPCC Terminology

The IPCC9 used the following terms to indicate the assessed likeli-
hood of an outcome or a result:

• Virtually certain > 99% probability of occurrence

• Very likely, 99% to 90%

• Likely, 90% to 66%

• About as likely as not, 66% to 33%

• Unlikely, 33% to10%

• Very unlikely, 1% to 10%

• Exceptionally unlikely, less than 1%

The following terms were used to express confidence in a statement:

• Very high confidence, at least a 9 out of 10 chance of being
correct

• High confidence, about an 8 out of 10 chance

• Medium confidence, about a 5 out of 10 chance

• Low confidence, about a 2 out of 10 chance

• Very low confidence, less than a 1 out of 10 chance
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TABLE 3.1 Recent Trends, Assessment of Human Influence on the
Trend, and Projections for Extreme Weather Events for Which There Is
an Observed Late-Twentieth-Century Trend

Phenomenon and
Direction of
Trend

Likelihood That
Trend Occurred in
Late Twentieth
Century (Typically
Post-1960)

Likelihood of a
Human
Contribution to
Observed Trend

Likelihood of
Future Trends
Based on
Projections for
Twenty-First
Century Using
SRES11 Scenarios

Warmer and more
frequent hot days
and nights over
most land areas

Very likely Likely (nights) Virtually certain

Warm spells/heat
waves. Frequency
increases over most
land areas

Likely More likely than
not

Very likely

Area affected by
droughts increases

Likely in many
regions since 1970s

More likely than
not

Likely

Intense tropical
cyclone activity
increases

Likely in some
regions since 1970

More likely than
not

Likely

Source: IPCC12

The IPCC’s Working Group II13 considers, inter alia, the impacts
of climate change (the horizontal axis of Figure 3.1). Taking the
example of heat waves, from Table 3.1, it can be seen that the likeli-
hood of an increase in the number of heat waves occurring is in the
90 percent to 99 percent probability range and will have associated
significant and costly impacts on the affected communities if they
occur. The IPCC’s Working Group II14 essentially considers vulnera-
bility to climate change (the vertical axis of Figure 3.1). The Working
Group II Report considers a range of harmful impacts arising from an
increase in the frequency of heat waves and assigns a “moderate” con-
fidence level to their occurrence (that is, the associated impacts are
expected with a confidence attached to their occurrence of between
three and seven chances in ten). These two assessments can be com-
bined in a two-dimensional risk space giving a decision maker more
available information in a graphical form (see Figure 3.4).
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It is argued here that a true synthesis of the many global,
regional, and local changes to climate as a result of global warming is
possible through generating a series of risk space diagrams. As previ-
ously noted, the IPCC Working Group I uses language that facili-
tates quantification of the uncertainty for a range of possible
climate-change-related events and in so doing provides information
for the vertical axis of risk space diagrams. The IPCC Working
Group II has identified the impacts on communities and biological
systems and processes from these same events, again in terms that
enable quantification of uncertainty, thereby specifying the horizon-
tal axis of a series of risk space diagrams. What the IPCC did not do
was to visually depict the risk space from these events. Figure 3.4
provides an example of the risk space for heat waves, as specified by
the IPCC Working Group I and II reports. Were such risk space dia-
grams generated for a range of possible impacts for a country or
region that is reasonably homogeneous in terms of exposure to disas-
ter risk, then what would quickly emerge would be a relative ranking
of possible events (as schematically shown in Figure 3.1), thereby
assisting decision makers when determining the relative level of
resources to be applied nationally to deal with a range of possible
impacts.

HIGH 1

1
HIGH

Likelihood of Occurrence

Impact

MEDIUM

MEDIUM

LOW

LOW

Risk space of 
impacts arising 
from a possible 
increase in heat 
waves in the mid- to late 
twenty-first century

Figure 3.4 Risk space associated with a possible increase in heat
waves in the mid to late twenty-first century
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Assessing Risk and Characterizing
Uncertainty for Extreme Weather Events

The role of an NMHS is to assess continuously, on all timescales,
the likelihood of extreme weather, climate, and hydrological events
that threaten the nation they service. Outputs from statistical- and
model-based analyses and forecasts are used to assess the threat from
wind, flood, and fire from a range of weather events. Because
NMHSs maintain 24x7 monitoring for all weather events, including
those that have the potential to cause disasters, they have a role to
play as an integral part of the national disaster risk-reduction system.
The NMHS role then is to advise decision makers of the background
risk from a range of weather events and then issue real-time advices
and warnings as the risk increases.

The warning time differs by hazard, and by the stage in the life
cycle of the hazard. For a tornado, the general conditions may be
diagnosed several days ahead, but specific locality warnings can be
issued only minutes to an hour ahead of impact after the tornado has
formed and its track is apparent. For a forest fire affecting a rural or
semi-urban community, hours to days of warning may be available. A
community threatened by a tropical cyclone may receive many days’
notification of the threat but only 24 hours or so of warning that their
community will be struck.

A factor that amplifies uncertainty is the spatial scale of the fore-
cast. To say that a tropical cyclone will strike the Florida west coast in
24 hours time is qualitatively a less uncertain forecast than to say the
cyclone will strike within a 100-mile (160 Km) segment of the coast
centered on Tampa. Global uncertainty (for example, the expected
number of tropical cyclones in a year, usually about 80) is less than
regional uncertainty (for example, the number of tropical cyclones that
will affect the Gulf of Mexico in a particular year), which is, in turn, less
than local uncertainty (for example, the number of tropical cyclones
that will affect Tampa in a particular year). But the emergency man-
ager in Tampa is not so much concerned with the annual number of
tropical cyclones but the likelihood that the 100 miles of coastline cen-
tered on Tampa will receive a direct hit, and so he or she is always
working in the domain of greatest uncertainty. To do the job most

From the Library of Daniel Johnson



ptg

3 • FORECASTING AND COMMUNICATING THE RISK 53

effectively, the manager will need to rely heavily on warnings and
advice from the NMHS.

Advice and warnings of extreme weather events are communi-
cated by multiple pathways. These pathways include the traditional
media (newspapers, radio, and television) and also the Internet and
pager alerts. The messages are tailored to the medium carrying them;
television requires moving imagery, the Internet a blend of static
graphics and statistical and other detail, and radio requires a minimum
of technical detail but adequate qualitative information for the recipi-
ent to assess the hazard. Alerts sent on pagers and via telephone SMS
messages convey the bare essentials to enable the recipient to decide
whether to act immediately to obtain further information or whether
the message can be disregarded. The characterization of uncertainty is
then dependent on the transmission medium being used.

Modern weather forecasting blends the increasingly accurate
numeric weather prediction models that depict the evolution of
weather patterns on a global scale with a spatial (horizontal) resolution
of tens of miles and on a regional- or meso-scale to a resolution of
around 1 mile or less, and of human forecasters who add a knowledge of
local weather and hydrological vulnerabilities and other effects. These
forecasters then link with media commentators, emergency service
professionals, and other community decision makers to help interpret
warnings and highlight unique aspects of each developing extreme
event, and it should be emphasized that each such event is unique and
that yesterday’s plans and responses may not be appropriate in today’s
circumstances.

As the NMHS is often one of the few national institutions to oper-
ate 24x7, with continuous contact with the media and emergency serv-
ices, its hazard threat advisory and warning messages often carry
information on behalf of other government agencies, including the
state or national agencies responsible for managing roads, forest fires,
floods, and the like. In those countries where the NMHS is inade-
quately resourced, or has failed to build an effective level of multihaz-
ard warning capability, the risk of an extreme weather event becoming
a disaster is much higher than it need be (as discussed in the next sec-
tion). The World Meteorological Organization is working closely with
all NMHSs to increase its capacity to provide early warnings of
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extreme weather and hydrological phenomena such as tropical
cyclones, forest fires, and floods.

Tropical Cyclones: Risks and Uncertainties

Perhaps the most mature early warning service of the NMHSs is
the tropical cyclone warning service. In general, the weather in the
tropical regions of the world is relatively benign, with warm, dry trade
winds in the winter season and moist monsoon winds in summer, with
the occasional squally rain shower or thunderstorm embedded within
the monsoon. However, this benign picture is interrupted from time
to time by devastating tropical cyclones that bring with them deadly
winds and abnormally high tides, potentially causing loss of life and
the destruction of property in exposed coastal communities.

In countries with well-developed disaster risk-reduction strategies,
various measures are in place to reduce the risk of disasters related to
tropical cyclones.

First, the NMHS has a long history of working with the general
population, emergency services, and community leaders to inform
them of the climatological risk profile of their community, based on
the historical record of extreme weather events.

Second, NMHSs have access to the full range of meteorological
observations (conventional in situ observations at the surface, and
radar and satellite imagery necessary to detect and monitor the tropi-
cal oceans adjacent to their country). To make effective use of this
data, NMHS staff receive basic training in meteorology, specific
training in the use of the output from the advanced centers that sup-
ply forecasts from numeric model systems, and training in the use of
modern data assimilation and forecaster support systems. In addition,
the staff needs access to the data processing and communications
equipment necessary to evaluate the incoming data streams, generate
advice warnings, and disseminate these in a timely fashion to all those
who require them. Finally, the NMHS would be an active participant
in the regional tropical cyclone committee, which is coordinated by the
World Meteorological Organization. Meeting these criteria supports
the provision of data and information to the public similar to those in
Figure 3.5(A), which graphically shows the areas expected to be
affected by the tropical cyclone, along with real data (Figure 3.5[B]),
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which enables the public to “confirm” the forecasts and warnings they
are receiving.

B

A

Source: Australian Bureau of Meteorology

Figure 3.5 (A) Graphical track map for tropical cyclone Dominic depict-
ing the radius of gale force winds, and (B) a radar image from a nearby
coastal radar station at about the same time
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Upon detection of a tropical cyclone, advice will be issued. Then,
as the risk rises, warnings will be issued to the threatened communi-
ties. The advice and warnings may be graphical (highlighting the
extent of threatened areas), textual (describing the technical aspects
of the hazard), and sometimes aural (perhaps a siren preceding the
warning) (see following sidebar). These messages would be expected
to be consistent with the WMO’s guidelines15 on incorporating uncer-
tainty into forecasts and warnings. Very often, these warnings carry
information from emergency services and other organizations advis-
ing threatened communities of their most effective response. The
information flow from the NMHS to the community will be continu-
ous throughout the event, and as the threat recedes, the information
flow from the NMHS would revert back to the pre-threat level.

The effectiveness of warning systems is a key question for those
responsible for public safety. However, there have been no consistent
multicountry assessments of the economic effectiveness of multihaz-
ard warning systems. Instead, the literature contains assessments of
the effectiveness of particular systems in single communities.16 At the
risk of generalizing the results of such studies, the outcomes appear to
show that when members of the community are questioned about
their understanding of the warning system, a high percentage indicate
that they are aware of, and understand it, yet detailed questioning
shows that significantly less than 50 percent have a full appreciation
of the types of warnings that will be issued and in what circumstances.
This said, the high levels of national and international media coverage
of recent weather-related disasters such as Hurricane Katrina in the
United States, tropical cyclone Nargis in Myanmar, the bushfires in
Australia (among many) raises community awareness of warning sys-
tems, but more needs to be done with respect to both public educa-
tion and evaluation of effectiveness using standardized metrics.

There is good evidence that the meteorological community has
been steadily improving its capability to forecast the tracks of tropical
cyclones as measured by, for example, the ability to forecast the
location of a tropical cyclone at some future time (for example,
Figure 3.6, with similar figures available from most countries prepar-
ing tropical cyclone warnings). The impact of this improved accuracy
can be quantified with a simplified warning strategy analysis. Let us
assume that a land-falling tropical cyclone brings with it an area of
destructive winds around 100 miles (160km) in extent. Furthermore,
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from Figure 3.6, we can see that in 1990 the typical error in forecast-
ing (following the least squares line of best fit) the location of the
cyclone by the U.S. National Weather Service 48 hours ahead of land
fall was about 200 miles (320km). Therefore, a warning message to
communities likely to be affected by the land-falling cyclone might
reasonably cover 300 miles (480km) of coastline—that is, the area of
destructive winds plus the known uncertainty in forecasting the posi-
tion of landfall. In 2007, after 17 years of improved science and tech-
nology, the 48-hour track forecast error has been reduced to about 80
miles (105km), and so a warning alerting communities of destructive
winds, using the same approach as previously, would only need to
address communities within 80 miles plus 100 for the extent of
destructive winds (that is, 180 miles or 265km). Remember that real-
world warning strategies are significantly more complex than this very
simplified example because they must factor in the uncertainty asso-
ciated with each forecast, the communities likely to be affected, the
topography of the threatened communities, the amount of flooding
due to prior rainfall, and many other elements.

Australian Government Bureau of Meteorology Western
Australia

Media: Transmitters serving Onslow and adjacent areas are
requested to use the Standard Emergency Warning Signal before
broadcasting the following warning.

TOP PRIORITY FOR IMMEDIATE BROADCAST

TROPICAL CYCLONE ADVICE NUMBER 11

Issued at 3:50 pm WDT on Monday, 26 January 2009

BY THE BUREAU OF METEOROLOGY

TROPICAL CYCLONE WARNING CENTRE PERTH

A Cyclone WARNING is current for coastal areas from Whim Creek
to Exmouth including adjacent inland parts of the west Pilbara.

At 3:00 pm WDT Tropical Cyclone Dominic, Category 1 was esti-
mated to be 110 miles (175 kilometres) north northeast of Onslow
and 95 miles (150 kilometres) west northwest of Karratha and mov-
ing south southwest at 10 miles per hour (15 kilometres per hour).
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Tropical Cyclone Dominic is moving toward the west Pilbara
coast. Gales with gusts to 75 miles per hour (120 kilometres per
hour) are likely to develop in coastal areas this afternoon or
overnight. The system is likely to cross the west Pilbara coast
between Exmouth and Karratha, most likely in the vicinity of
Onslow, overnight.

Destructive gusts to 75 miles per hour (120 kilometres per hour)
may be experienced for a period close to the cyclone’s path; how-
ever, periods of gales are possible in all parts of the warning area.

Tides between Exmouth and Whim Creek may rise above the nor-
mal high tide mark as the cyclone approaches the coast, with very
rough seas and flooding of low lying coastal areas. Heavy rain is
likely to be confined to coastal and adjacent parts.

• Details of Tropical Cyclone Dominic at 3:00 pm WDT:
• Centre located near......20.1 degrees South 115.6 degrees East
• Location accuracy......within 30 miles (46 kilometres)
• Recent movement......toward the south southwest at 10 miles

per hour (15 kilometres per hour)
• Wind gusts near centre......75 miles per hour (120 kilometres

per hour)
• Severity category......1
• Central pressure......987 hectoPascals

FESA-State Emergency Service advises of the following commu-
nity alerts:

YELLOW ALERT: People in or near Onslow and adjacent inland
communities should be taking action in preparation for the
cyclone’s arrival.

BLUE ALERT: People in or near the communities of Roebourne,
Wickham, Point Samson, Karratha, Dampier, Panawonica, Nanu-
tarra and adjacent inland communities should be taking precautions.

The next advice will be issued by 7:00 pm WDT Monday, 26 January.

Cyclone advices and State Emergency Service Community Alerts
are available by dialling 1300 659 210.

A map showing the track of the cyclone is available at www.bom.
gov.au/weather/cyclone.
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Let’s briefly return to the simplified warning scenario. If the
48-hour warning were one that required evacuations, then the num-
ber of persons to be evacuated would have been reduced by around
58 percent (assuming that the population is evenly distributed along
our hypothetical coastline) over 17 years if the warning were issued in
2007 as opposed to 1990. Of course, in most coastal zones, the popu-
lation exposed to the threat of tropical cyclones is increasing, and so
the actual number of persons that would be able to avoid evacuation
would have increased by more that 58 percent over the 17 years.

To understand the cost-benefit of improving warnings, it is neces-
sary to compare the cost of research over the 17-year period against
the cost of avoided evacuations. Such an analysis is beyond the scope
of this chapter, but useful indicators point to the scale of some of
the costs. The cost of evacuations is highly variable depending on the
population density in the area to be evacuated and the infrastructure
available for the evacuation (roads, railways, and so forth). An often
quoted typical figure applicable to the United States is $1 million per
mile of warned coastline. However, it has been noted that “hurricane
evacuation costs for ocean counties in North Carolina range from
about $1 million to $50 million depending on storm intensity and
emergency management policy. These costs are much less than one
million dollars per mile of evacuated coastline.”17 For families, there
are substantial evacuation costs to be met that do not appear in the
official statistics (lost hours at work, fuel to drive to and from their
refuge, hotel bills and meals).18 It is difficult to weigh the costs and
benefits of reducing warning areas through improved investment in
science and technology against the cost of ineffective warning, but it
is clear that the current political judgment in many countries is that it
is a wise community investment to improve early warning systems to
the extent reasonably possible.

The reasons for improvement in the skill of tropical cyclone track
forecasting are essentially twofold:

• With the improvement in coastal radar networks and availabil-
ity of real-time satellite imagery, the errors in locating tropical
cyclones have decreased steadily, and a better initial location of
a tropical cyclone leads to a better forecast of its future track.

• The numeric weather prediction systems of the world’s most
advanced meteorological centers have steadily improved in
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their capability to resolve and predict tropical cyclones as both
the computing power available and the scientific understand-
ing of these systems have increased.
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Figure 3.6 The U.S. National Hurricane Center annual average track
errors for the Atlantic tropical cyclone basin, 1970 to 2007, with least
squares fit lines superimposed

As a result of the coordination and cooperation facilitated by the
World Meteorological Organization, every NMHS worldwide has free
and open access to the global database of meteorological observations
and to output from forecast models run by the advanced centers. A task
of the World Meteorological Organization is to assist all countries to
make the best use possible of these tools to provide early warnings for
extreme weather events. A highly significant benefit from this wide-
spread access to the steadily improving products from the major cen-
ters has been the greater willingness of the community and community
leaders to act promptly upon the advice and warnings of NMHSs.
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Forest Fires: Risks and Uncertainties

Many regions in subtropical areas around the globe20 experience
devastating forest fires.21 In essence, after a prolonged period of dry
weather and high temperatures, grasslands and forests are suscepti-
ble to uncontrolled fires when wind speeds are high, temperatures
are high, and the relative humidity (air moisture content) is low.
These conditions are often present ahead of the passage of the cold
front that heralds relief from a heat wave. Often associated with the
air mass ahead of the cold front are high-based thunderstorms that
deliver little or no rain but many lightning strikes capable of igniting
the dry vegetation and giving rise to forest fires.

The provision of fire weather forecasts is a key role for NMHSs in
countries susceptible to the conditions just described. The communi-
ties under threat are often those in rural areas, or those living on the
fringes of major cities seeking a wilderness-style living environment
while having access to the amenities of a major city. For example, sig-
nificant communities throughout Australia, on the west coast of the
United States, and on the Mediterranean coast certainly fall into this
second category. Uncontrolled forest fires can also devastate national
parks and plantations.

The NMHSs that provide fire forecasts often do this in close
cooperation with one or more agencies that have direct responsi-
bility for either forest management or for fire services. Regardless
of the governance arrangements, the NMHS will advise the com-
munity and relevant decision makers on the buildup toward dan-
gerous conditions and advise all relevant agencies when critical
thresholds are likely to be reached that will require the issuance of
public warnings. Because the NMHS has strong links with the
media and emergency services, they often undertake the warning
dissemination, the warning being a composite of meteorological
data and other information such as fuel loadings, threatened com-
munities, evacuation instructions, and the like (see the following
sidebar).
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Conclusion
The assessment of risk is a traditional task of those who provide

public forecasts of extreme hydro-meteorological events. In the past,
this assessment was largely a matter of professional judgments
developed over years of undertaking the task. As the science of risk
assessment has grown, and as demands for transparency and
accountability in public decision making has risen, the need for
more formal, documented processes consistent with the science of
risk assessment has increased. The key aspect of identifying the
impact of an extreme event on a system or community provides a
challenge to physical scientists that requires that they reach out,
through cooperative arrangements, to professionals in a range of dis-
ciplines that are better placed to assess economic and social impacts
of extreme events.

Australian Government Bureau of Meteorology Western
Australia

FIRE WEATHER WARNING

Issued at 3:45 pm WDT on Sunday, 25 January 2009

For the Central West inland sub district, Central Wheat Belt, east-
ern districts of the Great Southern and Southeast Coastal districts
for Monday.

Fresh winds and high temperatures are expected to result in an
EXTREME fire danger in the Central West inland sub district,
Central Wheat Belt, eastern districts of the Great Southern and
Southeast Coastal districts for Monday.

FESA advises

All residents should take necessary precautions to ensure the safety
of life and property. No fires including solid fuel barbecues may be
lit in the open during the warning period.

Local authorities should consider harvest and vehicle movement
bans for the period of the warning.

To report fires, dial triple zero.
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Noting that all forecasts have a degree of uncertainty about them,
meteorologists have developed a variety of methods for expressing
this uncertainty. Weather forecasters have traditionally used quali-
fiers in their forecasters to express uncertainty. In the domain of cli-
mate analysis and prediction, the IPCC has provided a framework for
expressing uncertainty, both as reflected by general qualitative assess-
ments and by quantitative assessments aimed specifically at decision
makers. The World Meteorological Organization has provided exten-
sive guidance to the field of weather forecasting on the ways uncer-
tainty in forecasts can be communicated.

A key challenge is to ensure that those charged with forecasting
extreme hydro-meteorological events—and those who use their
warnings—fully appreciate the risks along with the uncertainty. Very
often, the missing element in the flood, weather, or climate warning is
the assessment of the vulnerability of the threatened community. To
fill this gap, there is a great need to integrate further the estimation of
risk and uncertainty so that decision makers of all types can make bet-
ter use of warning services in their efforts to reduce the risk of local
disaster.
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Cognitive Constraints and 
Behavioral Biases

Seán Cleary

Parmenides Center for the Study of Thinking

Overview
This chapter discusses cognitive constraints and behavioral biases

that influence our appreciation of the complex systems that charac-
terize many natural disasters. Both personal behavior and public pol-
icy often lead to perverse results. Although traditional economic
theory suggests that people make rational decisions based on infor-
mation about costs and benefits, we cannot do this when addressing
the complex systemic interactions that give rise to many natural disas-
ters. We have too little information to make rational choices. We also
assess risk subjectively, based on our beliefs, feelings, and prior intel-
lectual constructs. Public policy makers must provide the common
goods necessary for social well-being and incentivize individual and
private behavior to assist in mitigating risks, but face the same con-
straints. As we address these challenges, we must be aware of the lim-
itations of our minds and our models, and shape our, and society’s,
expectations accordingly.

4
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Introduction
Most citizens in “developed” societies display a low tolerance for

risk, and many expect that they should be protected from the risk of
disaster. Although this is impossible, the expectation influences 
policy, sometimes for the better, oftentimes with perverse results.

Neither individuals, nor policy makers, have responded success-
fully to the challenges posed by natural disasters. Much individual
behavior1—efforts to secure a free ride—and public policy2—statutory
reduction of insurance premiums to levels lower than the risks justify,
to extend coverage—have perverse effects. Insurers, for example,
have been rendered unable to offer policies on economic terms and
have had to withdraw from certain markets, leaving property owners
without adequate cover.

This is not limited to natural disasters. A recent study3 confirms
that “policies to promote public health and welfare often fail or
worsen the problems they are intended to solve. Evidence-based
learning should prevent such policy resistance, but learning in com-
plex systems is often weak and slow.” What accounts for this?

Traditional economic theory suggests that people make rational
decisions based on relevant information. When confronted with
uncertain outcomes, economic actors are said to assess the probabil-
ity of each alternative and to select the one likely to maximize the
expected return. This theory rests on assumptions that there is sym-
metry between risk and return, that investors are risk averse, and that
they possess full information when deciding.

We do not have full information when we confront the complex
systemic interactions that give rise to some natural disasters. Each
person’s assessment of risk is subjective, moreover: Personal beliefs,
feelings, and concepts affect the way each of us perceives the world
and calculates risk and return.

Governments are charged to protect their citizens and to provide
the common goods that society needs. They seek to incentivize indi-
viduals and companies to assist in mitigating risk. Many researchers,
several of whom are represented in this book,4 have provided analysis
and advice on how to facilitate this.
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Much of the literature assumes economic rationality and draws
on experiments based on game theory. Game theoretical models
are valuable when considering the behavior of individuals who
reside in floodplains, earthquake zones, or coastal areas prone to
hurricane or typhoon activity but do not help us grapple with the
policy failures that arise from poor understanding of the interac-
tions within complex systems. Simple models cannot approximate
the dynamic complexity of climate systems or the ecosystemic
interactions that exacerbate extreme weather events. It is also
unclear how far we can generalize conclusions drawn from the
behavior of actors in laboratory games to predict how people from
different cultures will act when confronting varied choices in condi-
tions of uncertainty.

The difficulty of making sound policy at the national level is
greatly compounded by the additional complexity inherent in taking
analysis, advice, and implementation to a global scale.

If we are to provide better advice, we must understand the cogni-
tive limitations and behavioral biases that influence our ability to
grasp the workings of complex systems and to act rationally in
response to our appreciation of the challenges they pose.

Thinking About Complex Systems
Thought Patterns

It might be useful to start by reflecting on the thought patterns
that underpin human thought and behavior.

A thought pattern—which may be idiosyncratic (personal),
cultural, or disciplinary (for example, mathematical reasoning5)—has
three elements: a paradigm (a theoretical framework), a reasoning
method (a means of approaching the challenges the paradigm poses),
and one or more heuristics (indicative solutions that may help effi-
cient searches).

The history of science is full of paradigms, with the transition in
physics from the Newtonian to the relativistic and quantum theoreti-
cal paradigms in the early twentieth century being the most familiar.
The rational secular-humanist worldview, which has underpinned
Western polities since the nineteenth century, is a thought pattern, as
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is rational choice theory: Each is defined by a paradigm, includes
indicative reasoning methods, and is replete with heuristics.

Insights from Experimental Psychology and Behavioral
Economics

Not all thought patterns are rational; indeed, many are not! Kah-
neman and Tversky’s experiments6 in behavioral economics tested
how people behaved when assessing situations and making choices.
They found that we act largely intuitively, on the basis of limited
information, inadequately selected, and poorly employed. Why does
this occur?

The complex systemic interactions of the cosmos and our ecosys-
tem and the psychological-social complexity of human systems vastly
exceed the limits of our comprehension. In 1957, Herbert Simon
described the principle of “bounded rationality” for which he won the
Nobel Prize in 1978:

The capacity of the human mind for formulating and solving
complex problems is very small compared with the size of the
problem whose solution is required for objectively rational
behavior in the real world, or even for a reasonable approxi-
mation to such objective rationality.7

What Are Our Limits?

In evolutionary terms, human brains have specialized in rapid deci-
sion making under threat, at the expense of an ability to process com-
plex interactions. Survival under threat requires rapid appreciation of
new or uncertain events and effective responses to them. The adrenal
reaction, equipping us to fight, flee, or play dead, depending on our
sense of a threat, is a simple example.

Our “working memory”—the ability to remember and manipulate
information over brief periods—is small. The “seven, plus or minus
two” limit on the “chunks” of information we can process and recall
without training is well documented.8 We also cannot manipulate
more than four variables in relation to one another at the same time.9

The syntax of language, moreover, is sequential; words must
follow one another in predetermined ways to make our thoughts
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intelligible to others. This forces us to describe complex systemic rela-
tionships in inappropriate linear terms.

These limitations constrain our ability to appreciate, interpret,
and assess complex issues and systems and therefore lead to distor-
tions, three of which are common:

• Monocausal assumptions: We often assume that an event
has one cause: A→B; B←A. This is rarely (if ever) true in com-
plex systems, but it is a pervasive assumption that misdirects
behavior and produces unintended outcomes. The assumption
that removing the Taliban from power in Afghanistan and dis-
placing Saddam Hussein in Iraq would bring security and sta-
bility was clearly wrong. Creating stable societies requires
much more than “regime change,” and the military interven-
tions in both countries were exploited by radicals to justify a
“defensive jihad” against the “West.”

• Egocentric interpretation: Every person who is charged to
develop policy, or to act on behalf of others, brings to the task
many subjective perspectives that derive from individual expe-
rience and insight. Two results are worth noting:
Unconscious framing: The way one defines an issue—the con-
ceptual frame one uses—determines which information one
seeks and employs (and ignores or discards) in filling the frame.
It also shapes the interpretation of the material we select. Two
commonplace examples from the political world illustrate this:
Government leaders use domestic political relevance as a frame
when they decide what should enjoy priority, given scarce
resources and limited time. As national leaders are accountable
to their domestic constituencies, few have been prepared to
prioritize threats to the global commons like the impact of car-
bon emissions on climate change, above more politically salient
considerations such as holding down the price of fuel.
Defining a state as a “state sponsor of terrorism” creates a
frame that dictates certain security responses, discourages
diplomacy, encourages intelligence agents to search for evi-
dence that suggests sponsorship of terrorism, and leads analysts
to look for patterns to confirm it. The frame can also be used to
justify other actions. The U.S. engagement with Iraq, one of
the four countries10 defined as a state sponsor of terrorism in
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1979, illustrates this: Iraq was said to be providing bases to four
terror groups11 and was sanctioned. It was removed from the
state terrorist list in 1982 to allow Washington to provide its
government with weapons during Iraq’s war with Iran and put
back on in 1990 after it invaded Kuwait. It was removed again
on September 25, 2004.12

Pervasive incorporation of prejudice: Each of us has a unique
pattern of attitudes, beliefs, preferences, and prejudices (con-
scious and unconscious) that derives from our experiences since
birth. These beliefs and assumptions inform our view of every
event and of the context in which it occurs. We thus transfer
emotional and attitudinal prejudice to each circumstance. Take
the word environmentalist: Depending on one’s background and
experience, the word might elicit the image of “a responsible
person concerned about the future of the earth” or the image of
“a tree-hugger.” Likewise, hearing that someone is a banker, a
politician, an Arab, an Israeli, a hippie, or a rock musician cre-
ates an impression that colors any further information provided.

• Weighting or calculus distortions: Our ability to apply, con-
sistently, arithmetical calculations of probability to events that
evoke emotional responses—like gain and loss—is remarkably
limited.13 We often act without calculating the odds. Most people
instinctively seek to avoid loss, even when this means forfeiting a
larger gain. Much bureaucratic inertia is due to this, as are some
elements of investment theory.14 Prior to a disaster, many people
assume that “it can’t happen to me,” and do not take precautions
against severe risk, even when the cost of insurance is quite
affordable. After disaster strikes nearby, many overreact in the
opposite direction. The fact that the complex workings of nonlin-
ear systems exceed our mental grasp compounds the problem.

How Do We Cope?
Operational Heuristics

We can make rapid, and often effective, decisions in simple situa-
tions by relying on learned behaviors—rules of thumb—or heuristics.
This works well when we face familiar challenges. Indeed, we could
not cope with daily life without these shortcuts.
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However, many heuristics that we use to address the risks flowing
from complex systems are oversimplified cognitive biases that we use
to make “sense” of complex interactions that we cannot understand.
This is dangerous because simple models cannot explain or predict
the outcomes of complex interactions.

These heuristics also lead one astray when one is confronted with
a new situation. One tends to frame it in the light of what seem to be
similar prior experiences, thus misdirecting one’s response.

Many cognitive biases, moreover, combine and exacerbate their
perverse effects. Five of the most familiar15 are worth listing.

• Availability: We tend to interpret any story through the lens
of a superficially similar account. We recall unusual, emotion-
ally charged events more easily and unconsciously adjust the
specifics of the new case, and of our recollections, to make the
two fit. This distortion often leads to our misjudging the prob-
ability of an event, as things that we can recall easily seem
more likely.

• Representativeness: We judge the substantial similarity of
events based on superficial, perhaps insignificant, resem-
blances. We also tend to see patterns in circumstances where
none exist.

• Confirmation bias: We underpin an assumption by focusing
on instances that confirm it, while ignoring those that don’t.

• Anchoring: We cling mentally to a number or “fact” that we
have absorbed in a particular context, and employ it more gen-
erally across a presumed field, even when it is irrelevant or mis-
leading in another context.

• Overconfidence: We tend to overestimate the probability of
our success in actions that we plan. This is associated with the
illusion of superiority. Many successful people see themselves as
always right, or at least right more often than others. Exception-
ally high percentages of men believe that they are “better than
average” drivers! We also claim more responsibility for our suc-
cesses than we accept for our failures.

Many factors combine to distort our perceptions of risk. Figure 4.1
illustrates the potential relationships between the heuristics we
employ in assessing what we experience, the prejudices that shape
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Inherited or Learned Prejudices
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Figure 4.1 Prejudices and cognitive biases contribute to distorted per-
ception of risks.

our responses, and the cognitive errors that result from these interac-
tions. Our prior experiences, prejudices, and emotive-cognitive inter-
actions16 lead to three categories of common errors—those involved
in framing17 (or contextualizing) the risk, in defining its content, and
in calculating its probability and impact.

Group Behavior

Understanding our cognitive limitations and idiosyncratic biases
is necessary if we are to address our institutional weakness in identify-
ing, analyzing, and mitigating risk in complex systemic conditions.
Because large numbers of people are often involved in assessing and
mitigating risk in natural disasters, however, we also need to take
account of the effects of group behavior.

Most group behaviors are caused by the natural desire of individu-
als to be accepted by their peers. They are reinforced by pressure to
achieve consensus, and by a tendency to adjust to an emerging herd
view when dominant figures lead the way.18 Self-censorship by
potential dissidents, mutual delusional reinforcement about capacity,
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group resonance reinforcing established behaviors, and distorted per-
ceptions of the external environment, all reinforced by managers acting
as group vigilantes, often weaken the performance of groups in assess-
ing risks.

Although diversity can be an effective counter to “group think,” and
some successful leaders do encourage cabinet members, senior execu-
tives, or other employees to challenge the established wisdom, political
memoirs are filled with examples of leaders reinforcing a propensity to
“loyal” behavior by those in their circles who are party to important
decisions.19 The sustained, increasingly delusional behavior of finance
professionals in some of the world’s leading banks, which led to institu-
tional collapse and required unprecedented public rescue packages to
avert implosion, illustrates another pernicious form of group behavior.
In a notorious statement, Citigroup’s Chairman and CEO “Chuck”
Prince observed in July 2007, less than a month before the subprime
crash, “As long as the music is playing, you’ve got to get up and dance.
We’re still dancing.”20 The collective decision by the executives of the
leading finance institutions to continue their bacchanal whirl took the
global economy into its deepest recession since World War II.

Other agents, including regulators, activists, and powerful media,
can also influence herd behavior. Compliance with what is seen to be
politically correct or dogmatically sound at a certain time is common.
The former Federal Reserve Chairman Alan Greenspan has been
criticized for rejecting fears that the housing boom was turning into a
speculative bubble. His views, given his status, undoubtedly influ-
enced others.21

Risk Culture and Risk Tolerance

Personal experience affects one’s perception of risk in several
ways. The tolerance that individuals and groups have developed over
time for specific risks influences the way they assess and respond to
them. Living with a risk leads individuals and communities to take it
for granted and discount it, whereas unfamiliar risks are viewed with
far greater concern. The risk of terrorism is seen quite differently by
residents of Gaza and Zurich.

Risk tolerance appears to be a function both of familiarity with a
risk and one’s sense of one’s [in]ability to mitigate it. People living in
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Tokyo, where the Kanto earthquake claimed 142,800 people in Sep-
tember 1923; in San Francisco on the San Andreas Fault, where the
last major earthquake to take thousands of lives occurred in 190622

and resulted in 3,000 deaths; in Gujurat state in northwestern India,
where an earthquake killed nearly 20,000 people and made more
than a million homeless in January 2001;23 and in Bam in southeastern
Iran, where an earthquake killed at least 15,000 people in 200324—all
display high levels of tolerance for the risk of death or injury and the
destruction of property by earthquake. The reasons may be different.

One might hypothesize that, in the aggregate,25 temporal distance
from the last major earthquakes, better building standards, and insur-
ance coverage facilitate tolerance in San Francisco and Tokyo, whereas
cultural-religious fatalism and the absence of material choice invoke it
in Iran and India. It is also likely that group resonance discourages indi-
viduals from deviating from the group norm in such cases.

Implications for Efforts to Mitigate Risk

Efforts to reduce risk from natural disaster must be carefully
designed. People in all communities may “compensate” for the lower-
ing of risk through protection, by a form of risk homeostasis.26 This is
a controversial theory that suggests, first, that each individual has an
inbuilt sense of what constitutes an acceptable level of risk, which is
resistant to change, and that, as a result, traditional safety campaigns
tend to displace risk-taking behavior rather than reduce it. The theory
also suggests that some policies may have perverse effects, in that
many people may be less cautious when they feel better protected.

A representative sample of Munich taxi drivers, half of whose taxis
were equipped with antilock braking systems (ABS) whereas the other
half had standard systems, saw similar accident rates in both groups.
ABS drivers apparently drove faster, followed closer, and braked later.
Similar tests involving drivers and seatbelts, children and cycle helmets,
and scuba divers with differing levels of safety equipment show similar
results. Some studies suggest that traditional means of influencing
behavior—education, engineering, and enforcement in the case of traf-
fic safety, for example—do not reduce accidents per hour in traffic.27

Most research in this area is related to risk taking in the context of
road safety, however, and the principle of risk homeostasis is still
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contested and may not apply equally in all fields of activity.28 We need
to study more carefully how it may apply to mitigation of risk behav-
ior in the context of natural disasters.

Although there are limits to policy makers’ ability to promote risk
aversion, there are possible avenues: First, those who place a higher
value on the future indulge in less risk-taking behavior than those
who discount it. Second, there is evidence that a reduction in risk-
taking behavior may be achieved by interventions that reduce the
level of risk that people accept. One study in Japan also suggests that
improved access to information on the risks associated with environ-
mental issues may increase the public’s participation in policy deci-
sions and that better access to information will improve interactions
between the public and environmental policy makers.29

The “Neuroeconomics” of Risk

Building on the insights from psychology that inform behavioral
economics, neuroeconomics30 has emerged from neuroscience, draw-
ing on brain imaging31 and the study of the behavior of patients with
brain damage, disease, or disorder.32 Three pioneers—Colin
Camerer, George Loewenstein, and Drazen Prelec—observe from
the studies that “the Platonic metaphor of the mind as a charioteer
driving twin horses of reason and emotion is on the right track, except
that cognition is a smart pony, and emotion a big elephant.”33

The metaphor, which suggests that emotion often displaces
rational calculation, leads to the distinction between cognitive (or
rational) processes (which address logical questions) and affective
processes (which relate to emotions and emotional responses). Exam-
ples of the latter include fear, which prompts flight, attack, or freezing;
anger, which prompts aggression; and pain, which encourages action
to relieve it. These experiences leave memories, induce preferences,
and influence future perceptions.

Human activity is shaped by interactions between controlled and
automatic processes in our cognitive (analytic) and affective (limbic)
systems. Automatic processes, which evolved to address evolutionary
challenges, are faster than conscious thought and occur effortlessly.
They are the product of our limbic systems, which are common to
humans and animals. Human decision making is thus shaped by
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interactions between the limbic system (which governs intuitive
responses) and the analytic system (which enables structured
thought).

Brain-imaging experiments indicate that when we make decisions
in conditions of uncertainty—as we inevitably do with complex
systems—instincts and emotions conflict with rational choice. As
automatic processes occur continuously,34 the controlled (cognitive)
processes necessary35 for rational decisions have to override the auto-
matic processes. Sustained rational behavior is therefore difficult.

Neuroscience offers insights into three phenomena that affect
the appreciation of risk in the context of uncertainty and are central
to efforts to plan for the effective mitigation of natural disasters: fear,
trust, and the discounting of future rewards.

Fear

There is a neural basis for fear that influences decisions under
uncertainty. When confronted with an unfamiliar figure or event, one
is often able consciously to assess the risk and decide on the balance
of risk and reward that one finds acceptable. In some cases, however,
an immediate threat or great uncertainty may induce fear, which
leads to an automatic, rather than controlled, response.

Fear is triggered by the amygdalae, almond-shaped groups of
neurons in the medial temporal lobes of the brain, which register and
form sensations of fear when unfamiliar stimuli appear. This leads to
immobility, rapid heartbeat and breathing, and the release of stress
hormones. The amygdalae also store associations between stimuli and
the fear-inducing events they predict, allowing us to learn and
unlearn what to fear.

Damage to the amygdalae inhibits fear. Impaired ability to regis-
ter fear leads to greater risk-seeking behavior, whereas intense fear
inhibits the rational assessment of risks and may cause freezing.

Interpersonal Trust

Trust underpins joint action, social cooperation, and economic
exchange. The success of nations is correlated with the institutional-
ization of trust, whether through contract law or through social insti-
tutions like guanxi.36 Transaction costs are lower if trust is widespread.
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Subjects who experience mistrust37 at others’ behavior display
increased activity in the insula cortex, which encodes pain, the ante-
rior cingulate cortex (ACC), which processes abstract thinking and
emotions, and the dorsolateral prefrontal cortex (DPC), which is
associated with planning. The ACC seems to “balance” the discom-
fort at the “unfair” offer38 with the prospect of financial reward.39 The
same areas of the brain are involved in calculations about risk. As
trust involves accepting personal vulnerability when one has positive
expectations about the behavior of others, this is not surprising.40

The hormone oxytocin, whose levels rise in social bonding, also
plays a role. Higher oxytocin levels reflect greater trust. We may also
“neurally encode” trust: When subjects are shown the faces of people
who have cooperated with them in negotiations, activity in the ventral
striatum, a reward area of the brain, is triggered.

Men and women may assess risk differently. In a game developed
to measure trust, the medial cingulate sulcus (MCS) was active when
men calculated how much to trust and was deactivated after the deci-
sion was made. Women behaved differently: After the decision, the
caudate nucleus, which specializes in error detection, became active.
Unlike the men, the women apparently questioned whether they had
acted correctly, after deciding.41

Dealing with natural disasters requires populations to trust the
explanations the scientists provide and the policies that governments
propose. Take climate change: Sharply reducing carbon emissions
demands changes in the behavior of citizens in developed countries.
Growth must be delinked from carbon for much energy generation,
and people must separate their sense of well-being from excessive
consumption.42 Achieving change will require a mix of education, reg-
ulation, and incentives, and will succeed only if citizens and policy
makers trust the science and citizens trust their governments.

There are challenges in both areas: Surveys indicate that most
U.S. citizens believe that climate change poses serious risks, but even
educated citizens believed until recently that one could wait to
reduce emissions until there was more evidence that climate change
was seriously harmful.43 Many policy makers are hesitant to introduce
a carbon tax that will incentivize investment in research and develop-
ment into alternative technologies, but increase the price of fuel; or
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to force the introduction of carbon capture and storage, which will
raise energy costs for domestic users. They use the uncertainty of
future events as an excuse to defer action.

This dilatory behavior ignores the impact of atmospheric accu-
mulation of greenhouse gases, the very long delays in the climate’s
response to a subsequent reduction, and the risk of the inflection
points in complex nonlinear systems causing immense ecosystemic
disruption.

Policy makers wanting to effect change are challenged. Citizens in
societies that reward individualism are suspicious of “expert” evidence
that would inconvenience them if acted upon. Many believe that those
in power manipulate information for political purposes. With no inde-
pendent access to the science underpinning recommendations on a
complex issue, and unable to evaluate alternative policies, their skepti-
cism and resistance to inconvenient proposals is understandable.44

Future Rewards and Time Inconsistency

Although neoclassical economic theory suggests that we apply a
rational, declining discount factor in measuring present rewards
against future ones, we actually behave inconsistently when the
rewards are uncertain.

The role of the analytic system is constant, but the limbic system
overrides it when immediate rewards are offered. The possibility of
immediate gratification displaces accurate calculation. We are more
rational in calculating costs and benefits when the prospect of reward
is moved further into the future.

The interaction between automatic and controlled behaviors pro-
duces inconsistent discounting. Decisions involving different time
horizons require us to identify a pattern, categorize it, and match it
against already familiar conditions. Self-control—essential for
delayed gratification—involves both (affective) appreciation of a
future desired state, and (cognitive) insight into the relationship
between abstinence and future rewards.

When making decisions about the distant future, we often exhibit
control and act consistently, although reconciling the cognitive and
affective processes can be demanding. Many experience the urge to
put off a decision.
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In situations that require immediate decisions involving short-
term rewards, however, the limbic system often overrides the pre-
frontal cortex and demands immediate gratification. This is an
automatic behavior, related to the urgent satisfaction of physiological
needs, and displaces conscious control.

This may explain the failure to take account of risk when people
settle in hurricane-prone areas or floodplains, or when they fail to
build to proper specifications in earthquake zones, or to insure their
properties. The immediate benefits (the attractiveness of the loca-
tion, or the chance to consume more, rather than to pay an insurance
premium), which are perceived by the automatic system, override
more prudent behavior. Local authorities also often choose the rev-
enue that will flow from extensive development in exposed coastal
areas over more prudent policies that might avert subsequent disas-
ters. These behaviors, which discount the importance of mitigating
risk through insurance, or investment in higher construction stan-
dards, or stricter zoning requirements, are described as myopic.

How Can We Improve Our Performance?
Different preferences, experiences, and values lead humans to

perceive, assess, and evaluate risk in many different ways. The
dynamic interplay between reason and emotion and between con-
trolled and automatic processes is complex and continuous, and varies
under conditions of stress. Some responses may be gender specific,45

perhaps because of the different consequences of sexual behavior for
men and women and their different roles in child rearing.

Because the limbic processes that have allowed us to survive over
millennia still shape our intuitive responses,46 however, humans
exhibit certain risk perception patterns that cut across cultures,
gender and age groups. These include tendencies to

• Overestimate unfamiliar risks while underestimating those that
we voluntarily assume

• Prioritize immediate gratification over delayed future benefits

In seeking to improve policy in averting and mitigating the effects
of natural disasters, we must address four challenges:
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1. The workings of the dynamic deterministic and stochastic47 sys-
tems with which many such events confront us are not properly
understood or modeled. We have not identified all the compo-
nent elements, nor understood the core characteristics of the sys-
tems. Adequate mathematical models cannot be constructed,
and the available approximations do not allow for reliable predic-
tions. James Hansen of NASA’s Goddard Institute for Space
Studies noted in an article in Nature in April 2009, “Current
models are inadequate and no paleoclimate analogue to the rapid
human-made GHG [greenhouse gas] increase exists.” In simpler
terms, he notes that climate models are “our weakest tool” and
that one “cannot trust their sensitivity in any of these key areas.”48

2. Policy changes requiring (at least short-term) sacrifices49 have
to be justified in verbal terms, and the constraints that language
imposes, coupled with the limits of human working memory,
make it difficult to formulate arguments in ways that can per-
suade legislators or voters of the benefits of untested policies
premised on high uncertainty and long time horizons. Further-
more, threats whose effects are distant in time, even if cata-
strophic consequences are probable at a (remote) future date,
are sharply discounted by almost everyone.

3. The fact that different cost-bearers perceive complex systemic
problems in different ways, whereas almost all oppose the post-
ponement of immediate gratification for uncertain future ben-
efits, exacerbates the social goods problem of matching the
beneficiaries of mitigation to the bearers of the costs, especially
when the costs must be incurred well before the (uncertain)
benefits emerge.

4. Mistrust is an additional factor: Inaccurate characterizations of
threats and predictions not borne out by experience50 undermine
already fragile trust and weaken the prospects of acceptance.

Leadership in the Face of Uncertainty

The task of a leader is to define a vision and a core strategy to
achieve it and to communicate these persuasively so that others are
encouraged and empowered to help realize them. As the current
financial crisis has shown, crises focus the mind! Trillions of dollars
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were mobilized remarkably fast to bail out the banking system and
provide fiscal stimuli to economies from China to the United States.

But success in a crisis demands more than money: The fear and
negativity that the financial crisis evoked had to be managed skillfully
to avert depression and restore growth. Calm and measured tones, a
sense that policy makers knew what had to be done and were deter-
mined to do it, and unprecedented expenditure were needed to
restore confidence. The experience of managing crisis in the financial
markets may help us improve the prospects of more successful miti-
gation of natural disasters.

The rapid flow through from the collapse of the subprime mort-
gage market in August 2007 to a global financial crisis and economic
contraction within a year shows that the linkages in our global systems
can both amplify the impact of harmful events, or, as debt securitization
was designed to do, modulate and disperse their effects. What we do in
creating and modifying these linkages, in regulating and incentivizing
behavior, and in adopting particular policies, is therefore of great
importance.

There is rising evidence of extreme weather events due to climate
change. Things may be worse than we have recognized. In Nature,
James Hansen pointed to Arctic sea ice reaching record lows, many
Greenland glaciers retreating, and the tropics expanding, and argued
that halting the concentration of carbon in the atmosphere at 450
parts per million will not avoid catastrophe. Only by pulling CO2 con-
centrations down to 350ppm, well below today’s value, can we avert
crisis, he argues.51

More broadly, the growing tension between a rising global popula-
tion with expanding desires and the falling stock of natural capital—
groundwater, marine life, biodiversity, crop and grazing land, and a
healthy atmosphere—is not sustainable. Rising demands for “Western”
lifestyles in the emerging economies may push us to an inflection point
faster than we know. Climate change—and its impact on the other parts
of the ecosystem—may create a systemic feedback loop that threatens
survival. We must better align insights, expectations, policy, and action
in addressing the challenge of averting and mitigating these effects.

Humans are not “rational,” calculating machines, and policy will
never be made (or grasped and sustained by the citizens, if it were) on
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the basis of statistical probability, sophisticated simulations, and
mathematical precision. The excessive reliance in the financial system
before August 2007 on mathematically complex models that claimed
to hedge and distribute risk effectively, but took no account of
systemic contagion or human fallibility, has also shown that it should
not be.

But it is not enough to note that humans will not apply calculus
consistently. Common cognitive biases—the product of the dominance
of our limbic system over our cognition—give rise to dangerous infer-
ences, and prompt behaviors that allowed individuals to survive before
human society had urbanized and industrialized but which are ineffec-
tive and often dangerous today. The excessive consumption and waste
that characterizes our most developed societies is a case in point.52

The mismatch between the complexity of the natural systems in
which we are embedded and our limited capacity to understand their
workings makes it difficult to devise sound policies. Our understand-
ing of the systems and the responses we devise are limited by our rigid,
reductionist mental models, which tend to attribute single causes to
events. The policies we enact play out in a dynamic environment and
lead to unintended consequences. Much policy that emerges from our
legislative bodies is sullied with political compromises and trade-offs
that contribute nothing to the purposes for which the laws were
designed.53 As a result, even well-conceived policies often give rise to
perverse effects, breeding public cynicism, distrust, and resistance.

We need sophisticated tools to aid understanding of the complex
circumstances we confront and to help overcome our limitations in
comprehending them. Science, systems thinking, and mathematical
simulations are essential, and we shall use them more extensively and
in more sophisticated ways in the future. But we must align our con-
tinuous learning and the growing sophistication of our tools with
humility about the human condition. To provide effective leadership
in the context of natural disasters, therefore, we must do three things:

1. Clarify the issues as best we can and ensure that we do not con-
tribute to confusion and irrational fears. Break down each issue
into digestible and comprehensible elements that make it pos-
sible for people to understand the challenge and the need to
address it.
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2. Communicate openly and honestly. Share the information that
is available while admitting what is not known, and define an
agenda to advance the frontiers of understanding. Use language
that can be understood and appreciated by the audiences—
legislators, citizens, advocacy groups—for whom the messages
are intended.

3. Focus the conversation on what must be done in terms of pol-
icy, pricing, and changed behavior to move constructively
ahead. Seek and provide explanations for the sources of present
challenges, but avoid attributing blame unnecessarily, and
ensure that the energy is directed to creating the future.

We must compensate for our limited cognitive capability by con-
tinuing to design and develop models that help us better understand
the complex, nonlinear systems we confront and have helped to cre-
ate, while recognizing our weakness in responding sensibly to them.
We must recognize that understanding of such systems is elusive, and
that stylized assertion of the insights we have assembled at any point,
in intellectual dogma, will not move large numbers of other people to
abandon their biological habits and prejudices, sacrifice their short-
term interests, and adopt new policies.

Democratic decision-making systems are often not the most
effective means of translating new scientific insights into sound pol-
icy. Too many trade-offs, based on narrow sectional interests, are
involved in the passage of most legislation. The common interest usu-
ally triumphs only—and not always—when imminent harm is widely
perceived. Better policy in anticipating and mitigating the effects of
natural disasters will thus only result from a judicious combination of
scientific insight, appropriate humility, and effective leadership in the
cultural context of each society. Policy advisors and political leaders
alike need to understand their proper roles in this difficult task.
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Overview
The economist’s model of rational decision making in situations

of risk is composed of five elements: (1) consideration of probability,
(2) valuation of potential benefits and losses, (3) accurate use of (sub-
jective) probability and statistics, (4) delineation and evaluation of all
available alternatives, and (5) incorporation of all benefits and costs
accruing to the decision maker.

Often, however, individuals fail to address one or more of these
elements, giving rise to what we call the five neglects: (1) probability
neglect, (2) consequence neglect, (3) statistical neglect, (4) solution
neglect, and (5) external risk neglect. This chapter discusses when the
five neglects are most likely to arise and how they may influence deci-
sion making. Two case studies of environmental risk provide a
detailed description of their use in specific contexts.

Introduction
We must constantly make decisions in situations of risk. Should

we undertake a potentially beneficial medical procedure that has a
small probability of harmful complications? Should the local
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government allow development in the floodplain? How much money
should Congress allocate to fighting terrorism?

Economists have developed a “rational choice” model for making
decisions in these situations of risk, called expected utility (EU)
theory. Under this approach, a utility value (utility being a measure of
satisfaction or happiness) is first assigned to each potential outcome.
These outcomes are then weighted by the probability that they will
occur given a particular choice. The result is the expected utility
reaped from that choice. All alternatives are evaluated in this way,
and the one with the highest expected utility is chosen. When applied
to societal-level decisions, often some metric of total benefits to the
society is used in place of utility.

A rational choice approach to decision making is thus composed
of five elements:

1. Consideration of probability

2. Valuation of potential benefits and losses

3. Accurate use of (subjective) probability and statistics

4. Delineation and evaluation of all available alternatives

5. Incorporation of all benefits and costs accruing to the deci-
sion maker

First, probabilities must be considered. In practice, there are
only a few real-world situations in which objective probabilities are
known. In all the other cases, individuals are required to form unbi-
ased assessments of the probabilities, what are labeled subjective
probabilities. For policy choices, decision makers often draw on mod-
els or historical data to generate such assessments. Subjective proba-
bilities can be broadly interpreted as an individual’s degree of belief
in an outcome occurring. Comparing subjective probabilities to sim-
ple lotteries can often improve subjective estimates. For instance, an
individual who assigns a 0.1 subjective probability to the likelihood
that his property will be flooded in the coming year could recognize
this is the same probability as a number 8 coming up on a roulette
wheel with numbers 1 through 10.

Second, consideration must be given to the potential benefits and
costs associated with an option. A common complexity here is that
outcomes may be received only in the future. When they are, the
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utilities they offer are discounted. Outcomes in the future are dis-
counted to reflect the fact that money invested today gains in value by
tomorrow and also to reflect simple impatience and uncertainty. We’d
rather have a dollar today than a dollar next year.

Third, the probabilities must reflect all available information
and must not be biased. Further, calculations must also obey rules
of probability. For instance, the probabilities of all potential out-
comes from a choice must sum to one. This allows accurate calcula-
tions of the EU of each alternative. Making an optimal choice also
requires that the fourth criteria be followed: All possible alternatives
get appropriate attention. (In practice, some can be dismissed
quickly.)

Finally, the decision maker must be sure to consider all costs and
benefits an alternative will provide. Note that a choice that is rational
for the decision maker will not be optimal for society at large unless
the decision maker considers fully the benefits or costs imposed on
others as well. These impacts on others are called externalities. To get
a rational choice for society, therefore, requires replacing element 5
with 5a: Incorporation of all benefits and costs accruing to the deci-
sion maker and all external parties.

This process is more easily described than followed. Its effective
use can be time intensive and may require sophisticated calculations.
In everyday life, individuals are likely to deviate considerably from
the rational model, often employing the use of mental shortcuts. That
is, individuals are only boundedly rational.1 The shortcuts they use
can produce many systematic biases in decision making.2

Governments and businesses at times employ policy analyses or
business plans to help make risky choices. These tools help tame
biases. But such organizations fall prey to distinctive biases of their
own due to efforts to claim credit or avoid blame, for example. And
information often gets hidden in organizations by individuals pursu-
ing parochial interests. These are examples of the so called agency
problem, where a designated agent is making decisions for a principal
and what is best for the agent may not be best for the principal.

This chapter focuses on the shortcomings of individuals making
risk-related decisions, whether choosing for themselves or as agents
for others or for institutions, including the institution of society at
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large. Individuals often fail to incorporate in their decision making
the five elements we identified as critical for rational decisions. Fail-
ure to consider the five criteria give rise to what we label the five neg-
lects:

1. Probability neglect

2. Consequence neglect

3. Statistical neglect

4. Solution neglect

5. External risk neglect

The following section introduces each of these five neglects.
Each is illustrated largely through examples from decision making
regarding environmental risks and natural disasters, although exam-
ples from national security or medical choices could easily be pro-
vided. After that, we discuss two brief case studies that describe the
impact of several of our neglects in detail, and then end the chapter
with some concluding remarks.

The Five Neglects
Probability Neglect

When making decisions under uncertainty, individuals may at
times fail to consider the probability of an outcome occurring and
focus entirely on the consequences. Cass Sunstein and others have
labeled this phenomena probability neglect.3 Such neglect is espe-
cially likely for emotionally charged risks. Sunstein and Zeckhauser
demonstrate probability neglect in an experiment in which law school
students are asked how much they would pay to eliminate a cancer
risk from arsenic in drinking water. For some subjects, the risk was 1
in 100,000; for others, it was 1 in 1,000,000, or 10 times as great.
When the risk of cancer death was described unemotionally, people
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paid more to eliminate a higher risk, as would be expected. However,
when the death was described in gruesome and graphic terms, it did
not matter which risk was faced; people were willing to pay about the
same. The authors refer to this result of paying the same to reduce a
very tiny risk or a much larger one an emotion premium.4

When individuals are neglecting probabilities, they will overreact
to low-probability events. Love Canal provides a salient example. In
this community in Niagara Falls, New York, homes and a school were
built on top of a covered chemical waste site where tons of toxic waste
had been disposed in an old canal. In the 1970s, the toxic chemicals
began seeping into people’s homes and yards. Alarmed residents and
active media coverage built national concern about Love Canal and
toxic waste sites more broadly. Eventually this forced the federal gov-
ernment to relocate the residents and spend massive amounts of
money on cleaning toxic sites. However, there is no conclusive scien-
tific evidence that the waste at Love Canal caused any enduring
health problems to its residents, and the amount spent on removing
those toxic wastes could have led to much greater risk reductions if
targeted at other threats.5 Probability neglect helps explain this out-
come. It can lead, as it did here, to spending resources to achieve lit-
tle relative to what they could achieve in risk reduction elsewhere.
This is one of the reasons discussed by Zeckhauser and Viscusi that
leads our risk-mitigation spending to often be severely cost-
ineffective.6

Consequence Neglect

Individuals can neglect the magnitude of outcomes, what we
label consequence neglect, just as they neglect probabilities. Such
neglect is most likely for nonsalient and difficult-to-imagine risks.
These types of risk are often those that individuals have not experi-
enced before nor thought much about; they are “virgin risks.”7 These
are risks that are out of sight and out of mind. In most cases, however,
consequence neglect will lead us to prepare insufficiently for very
low-probability, but very high-consequence events. Because the risk
is so small, individuals pay no attention to the consequences. If those
consequences are extreme, however, some investment in prevention
and protection would likely have a positive expected net value. Taking
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risk aversion into account, and looking at expected utility, such pre-
ventative expenditures would likely become even more valuable.

Richard Posner discusses the virgin risk example of asteroid colli-
sions.8 The probability of a sizeable asteroid—such as the one that
might have wiped out the dinosaurs—colliding with the earth in any
given year is very low: Posner uses a figure of 1 in 50 million to 1 in
100 million. This may be why we spend very little on asteroid-impact
avoidance. Posner notes that with the small amount we are spending,
NASA will not even finish mapping all the close, large asteroids for
another decade. The small amount of attention spent on preventing
an asteroid from hitting us could be due to consequence neglect.
People focus on the probability, which appears almost infinitesimally
small, and neglect the monumental consequence. Given that conse-
quence, some form of cost-benefit analysis, à la Posner, would likely
suggest we should spend more on assessing and possibly combating
the risk than we do. One of the cases discussed later in this chapter
further illustrates consequence neglect.

Statistical Neglect

Subjectively assessing small probabilities, and then continually
updating them on the basis of new information, is difficult and time-
consuming. Individuals may just skip the exercise of trying to make an
informed probabilistic judgment altogether, perhaps using rules of
thumb for estimating risks. Unfortunately, such rules can lead to sys-
tematic biases in decision making. Individuals have also been shown
to misunderstand the basics of probability, and thus draw faulty statis-
tical conclusions. Here we briefly discuss just four of many examples
of statistical neglect that are well documented in the behavioral eco-
nomics and psychology literature. The first two address the biased
assessment and biased updating of probabilities. The second two rep-
resent fundamental misunderstandings individuals have about how
probabilistic systems operate.

The availability heuristic refers to the fact that individuals tend
to assess the likelihood of an event by how easily examples come to
mind.9 Individuals will thus overestimate the likelihood of risks that
are particularly salient or have been experienced recently, and under-
weight risks that are difficult to envision. Threats will get undo atten-
tion right after a disaster and too little attention before a virgin
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disaster hits, or after the past disaster stretches into distant memory.10

The availability heuristic can lead to too much ex-post spending and
insufficient ex-ante spending on preparation and mitigation. The
world reacted strongly to swine flu in 2009, despite considerable evi-
dence that it would not be a massive killer. But the lessons of the 1918
epidemic that killed 50 million people worldwide had been long for-
gotten before the recent episodes of SARS and bird flu.

Similar to the availability heuristic, individuals are also likely,
after an event occurs, to over-update their assessment of the risk if
they had never experienced or thought about it before. On the other
hand, if they did have previous experience with the risk, they are
likely to ignore new evidence.11 For example, flood risk can increase
in communities as a watershed is developed and pervious surface area
decreases, as development proceeds in areas at risk, or potentially as
the climate changes. When communities have experience with flood
risk, they may fail to appropriately update risk assessments in the face
of such changes. A case study later in this chapter provides another
example of failing to update.

Beyond neglecting and inaccurately estimating probabilities,
individuals can misuse them. Individuals have been found to mistak-
enly assume that small samples are representative.12 For instance,
with only a century of data or less, we cannot accurately estimate the
probability of hurricanes with a return frequency of, say, 1 in 50 years.
Still, we often think we know, and after a few calm years, might
assume the risk is lower than it is, and after a bad year, assume it is
greater.

Individuals have also been shown to fall prone to the so-called
gambler’s fallacy, a related mistake, which refers to the belief that sys-
tems are self-correcting.13 For example, after a coin has been tossed
several times and come up heads each time, someone suffering from
the gambler’s fallacy would think a tail is more likely on the next toss.
This might lead residents in disaster-prone areas to assume the risk
has declined after a big event. This might be true for certain disasters,
such as many earthquakes, where the quake relieves pressure on a
fault; it is not true for most disasters.
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Solution Neglect

Failure to consider all promising solutions to a problem repre-
sents a fourth neglect. An optimal alternative cannot be chosen if it is
not even considered. To illustrate, a survey of homeowners in 100-
year floodplains found that residents had a very narrow view of solu-
tions to the flood problem. Most focused entirely on technological
options and neglected to consider nonstructural approaches such as
mitigation, changes in land use, insurance, or the use of warning sys-
tems.14 One of these alternative solutions might offer higher net ben-
efits but would not be undertaken because it was not considered.
The two case studies below provide detailed examples of solution
neglect.

We hypothesize three possible explanations of this phenomenon.
First, individuals have been found to have an undue preference for
sticking with their current choice, or the current policy, a propensity
termed status quo bias.15 Given this, solutions that are not currently
being implemented get too little consideration, and possibly com-
plete neglect. Second, approaches to problems build up political cap-
ital the longer they are in existence. This makes it difficult to
consider, or even envision, new solutions. Finally, decision makers
have limited time and attention to seek out all promising responses to
a risk. Given the costs required to get a solution recognized as a pos-
sibility in the political arena, some superior solutions will never get
considered.

We highlight two classes of solution neglect related to environ-
mental risks: natural capital neglect and remediation neglect. Natural
systems can produce value. Thus, environmental economists have
extended the notion of capital to ecosystems, referring to them as nat-
ural capital. When natural capital gets neglected, society fails to con-
sider the fact that natural systems can substantially reduce risks. For
instance, wetlands act like a sponge, storing floodwaters, and coastal
vegetation, such as mangroves, can buffer storm surge. Often, only
built structures, such as levees and dams, are considered for such
tasks.

The few cases where natural capital has been considered as a
solution make clear the need to have a vocal advocate for the option
to be put on the table. One example comes from Napa, California.
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Napa had long suffered from floods along the Napa River, but the
community rejected U.S. Army Corps of Engineers proposals for a
traditional engineering approach to flood control. In the 1990s, a
community coalition developed a “living river” design for the Napa
River to protect the community from 100-year flood levels. The proj-
ect removed levees and restored more than 650 acres of tidal wet-
lands to absorb flood flows.16 The Corps ignored natural capital, the
coalition introduced that option; the option won and proved success-
ful.

Remediation neglect refers to the fact that we often fail to con-
sider that fixing what is broken can sometimes be the best way to mit-
igate a risk. Such neglect arises because restoration may appear to be
going “backward” instead of “forward.” But fixing mistakes may be
better than letting risky situations lay untouched for long periods of
time. This form of solution neglect may be coupled with consequence
neglect in situations where a longstanding activity continually creates
a small risk of a catastrophe, assuring that a bomb is always ticking. In
such cases, remediation is a promising, but frequently neglected,
alternative. We discuss an example in our next case study. Another is
the failure to improve the levees in New Orleans before Hurricane
Katrina struck.

External Risk Neglect

When making decisions, individuals or groups, following self-
interest, tend to consider only the benefits and costs that accrue to
them and ignore benefits or costs imposed on others. This is rational
behavior, but when externalities are great it leads to outcomes that are
far from socially optimal. Here, we are mostly concerned with negative
externalities, or costs that are imposed on others.

External risk neglect refers to a particular type of negative
externality—raising risk levels others face. This is a type of JARring
action, discussed by Kousky and Zeckhauser, where costs are
imposed on others that are spatially or temporally distant.17 When
such risk impositions are not considered in decision making, we
refer to it as external risk neglect. A prime example of such neglect
comes from the “levee wars” in St. Louis, Missouri. St. Louis,
located between the Missouri and Mississippi Rivers, constantly
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faces the threat of floods. Communities adjacent to the river seek
protection of their floodplains by building levees. Although provid-
ing some degree of protection for their own residents, the levees
push the floodwaters onto neighboring communities. This leads to
the escalating levee wars. One community’s decision to build a levee
causes its neighbors to do so, too. When a community decides to
build a levee, it neglects the risk this levee imposes on others. The
socially optimal level and configuration of protection for the region
will have much less of a walled river than results when communities
take self-interested actions.

The three standard mechanisms to deal with externality
problems—bargaining, tort liability, and regulation—encounter dif-
ficulties when the externality is an elevation in risk. First, changes
in risk levels are not readily visible and might be hard to detect and
trace to a source. Second, risk impositions are often created by
many and imposed by many. Greenhouse gas emissions are a stellar
example. When the creators and recipients are many, there can be
collective action problems, and high transactions costs can impede
both bargaining and tort solutions. Third, those creating the risk are
often in a different political jurisdiction from those injured, inhibit-
ing direct regulation. Finally, there will be many cases where
current generations increase risks for future generations. Those
politicians who pass regulations are elected by present citizens.
Those receiving the externality are represented only by the altruism
of current systems. Regulation is likely to be too lax.

Case Studies
We have employed logic and anecdotes to argue that our five neg-

lects frequently lead to risks gone amiss. That is, as a society and as
individuals, we routinely devote resources to risk reduction where
they do little good and neglect substantial risks that could have been
curtailed at prices worth paying. We now turn to two case studies that
explore in greater detail the problems associated with some of these
risk neglects.
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Both cases are examples where there is a compounding of past
failures to address risk and multiple forms of neglect commingle.
Both cases also demonstrate a larger, all too common problem: failure
to think about a risk in any capacity, or simply generalized risk neg-
lect. Warning signs are too often waved aside, because many of us are
imprisoned with an “it can’t happen to me” mentality. “Let sleeping
dogs lie” may be wise advice for dealing with conflicts, its intended
area of application, or for canine management. But it can be a disas-
trous strategy for risk management, as the world learned to its sorrow
with the 2008 financial meltdown, the 2004 tsunami due to the Suma-
tra earthquake, and the terror attack of September 11, 2001. To be
sure, specific neglects played a role in these disasters: External risks
were neglected by financial institutions before the meltdown, poten-
tial solutions were ignored by decision makers, and probabilities
severely miscalibrated. In this section, we take two lesser-known
cases to explore in detail how such risk neglects operate and their
resulting consequences.

The Pontine Marshes

The Pontine Marshes comprise an area measuring 980 square
kilometers (378 square miles) just south of Rome on the shore of the
Mediterranean. For more than two millennia, popes, emperors, and
famed hydraulic engineers from around the world attempted to drain
this malarial, marshy plain by building canals. Now vast tracks of
reclaimed land, the Pontine Marshes are heavily polluted. The
Province of Latina’s governmental data reveal that nine out of ten
macro-basins in the plain are more than 50 percent polluted.18 The
vast majority of the surface and ground waters in the Pontine plain
contain high levels of nitrates and phosphorous, not to mention unde-
termined amounts of hazardous industrial waste pollutants. Contami-
nated plumes flow from the canals directly into to the Mediterranean
Sea. Further, groundwater pumping threatens agriculture with salt-
water intrusion. These problems arose primarily from solution and
external risk neglect.

Drainage of the marshes began in the thirteenth century.
Drainage was not completed until 1934, however, when Benito Mus-
solini was able to combine rational planning and mapping techniques,
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a nationalistic fascist agenda, and modern dredging and pumping
machinery. Drainage was a great feat not merely of civil engineering,
but of human mobilization. From 1928 to 1935, 80,000 people were
brought in, mostly from the north of Italy, to drain 145,000 hectares
(358,000 acres, 600 square miles) of the Pontine Marshes and adjacent
provincial areas. Over the 700 years that passed between the first
attempts at settlement and Mussolini’s project, no alternatives apart
from canal building were considered, an example of extremely long-
term solution neglect.19

This myopic focus has been coupled with external risk neglect.
Relatively clean water drains from the Lepini Mountains, but after
1 kilometer of flow through agricultural and industrial operations, it
becomes contaminated. This polluted water creates health risks for
the greater seaward population and imposes risks for marine ecosys-
tems. These risks are created by farmers who heavily use fertilizer,
polluting industries, and regulators who curb neither activity. Thus,
individual decision makers do not consider the risks they impose on
others. Furthermore, farmers, attempting to avoid the polluted
canals, increasingly turn to illegal wells to pump groundwater for
their irrigation needs. As a result, 24,000 illegal wells dot the coastal
plain. They weaken the hydrostatic pressures that form a bulwark
meniscus against the saltwater intrusion that increasingly threatens
agriculturally productive portions of the plain. Thus, external risk
neglect results in compounding risks “downstream” in a series of risk-
producing byproducts.

Years of solution neglect have the potential to be overcome by the
entrepreneurial efforts of the Project for Reclamation Excellence (P-
REX), which identified and reached out to help deal with the current
risk situation. P-REX is introducing the combined use of natural capital
and new ideas for remediation to lower current risk levels.20 Pumps and
canals cannot do enough. Indeed, they are part of the problem. Para-
doxically, the drained wetlands would provide precisely the services
needed to increase freshwater quality. Extensive fieldwork, provincial
cooperation, and regional analyses enabled P-REX to formulate a basic
strategy to reclaim portions of the marshes as filtering wetland
“machines.” Combining properties of industrial efficiency and natural
wetland filtering/sequestering, the strategy collects canal water, distrib-
utes it across a wetland system to remove the pollutant load, and then
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outputs the treated water to the canals, groundwater, and sea. The wet-
lands are capable of treating water at modest costs for both construction
and long-term maintenance. In addition, they provide benefits in the
form of bird, amphibian, and fish habitats, better recreational options,
and groundwater recharge potential. Natural capital is an asset to be
mobilized, not neglected. Similar forms of pollution conditions due to
the neglect of natural capital and external risks are found in agricultural
basins worldwide.

Mining Reclamation in the American West

There are more than 600,000 inactive and abandoned mine sites
in the United States, heavily concentrated in the western states.
These abandoned mines pose numerous risks in the form of potential
dam breaks, landslides, or structure collapses. They also represent
physical hazards, with 33 people dying at these sites between 1999
and 2007. One of the most significant risks from inactive mines, how-
ever, is hazardous chemicals leaching into water systems and spread-
ing into watersheds.

First and foremost, these abandoned mines are an example of
external risk neglect. Mining companies did not consider the risks
their activities imposed on others living near their operations. The
Summitville Mine in Colorado well illustrates this neglect. More than
500 acres of natural landscape were sullied in Summitville. Under-
ground and surface drainage from the mined areas produces heavy
metal-laden, acidic water that laces the Alamosa River and its tribu-
taries with arsenic, iron, copper, aluminum, and zinc.21 These metals
and acidic conditions are known to be toxic in very small concentra-
tions to many forms of aquatic life. Over time, reservoirs holding toxic
water from the cyanide heap-leach pad operation (gold mining)
leaked into neighboring streams and ultimately proved disastrous for
the downstream ecologies. Due to several forms of reclamation,
including revegetation, mineshaft plugging, and building water-
treatment plants, the U.S. government spent more than $175 million
on this single site.22 It is unlikely that the total mined gold and silver
amounts to an equal value on a discounted basis, undermining the
original logic of the resource extraction.23 If firms had internalized the
damages mining caused to external parties—including some not

From the Library of Daniel Johnson



ptg

96 LEARNING FROM CATASTROPHES

showing up for many years—instead of engaging in external risk neg-
lect, much of the polluting activity would likely have been curbed.

Another example is the largest collective Superfund cluster: the
Clark Fork Basin Sites, a collection of former mining operations
across southwestern Montana. The area includes 500 underground
mines, 3,000 miles of underground workings, and 4 open-pit mines,
including the Berkeley Pit.24 The Berkeley Pit, a tremendous mile-
wide pit lake, contains metal concentrations at levels 18,000 times the
concentrations that affect aquatic life.25 The pit is infamous for a 2005
incident involving 342 snow geese that landed on the pit lake and
died soon thereafter, a mega-metaphor relative to the canary in the
coal mine. This is an example also of statistical neglect, particularly
the availability heuristic, because after the event, the risk became
salient, and some remediation action began.

The pit’s major risk to humans involves the rising lake level due to
lack of costly and aggressive pumping of groundwater feeding into the
area from underground fissures and mine workings. Above a certain
level, the lake will begin to contaminate a local aquifer from which
humans partake through both natural and mining-induced under-
ground rock fissures. A water-treatment plant has been constructed
to eliminate this risk once lake levels achieve a certain depth. How-
ever, it is unclear at this juncture whether that measure will suffice.

Today, these abandoned mines are an example of consequence
neglect. The risks from mines are not salient for most of the popula-
tion, and the costs of remediating the sites are very high, leading to a
neglect of the consequences should nothing be done. This situation is
further exacerbated by the fact that many of the original owners and
operators are long gone.

Should these mine sites be cleaned up, and if so, which ones and
to what level? The answer is surely that some, perhaps most, merit
significant cleanup, but unless the costs and benefits are assessed
carefully, we will never know. Significant dollars will be required. But
how many? The answer is debated. The Bureau of Land Manage-
ment, the agency that oversees the abandoned mine lands program,
estimates a mere $130 million in tax dollars will be needed to fund
the cleanup of all high-priority sites through 2013. Meanwhile, an
inspector general report found that a single district in California will
require more than $170 million in cleanup funds alone.26 There is
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thus wide disagreement on the cost of cleanup. Some estimates by
the U.S. Department of the Interior actually place the cost of repair-
ing all dangerous abandoned mine sites conservatively around
$3 billion.27 The Abandoned Mine Land Fund, collected by the
government through taxes on coal companies, currently holds almost
$2 billion but remains notoriously strangled by budget battles and
bureaucratic barriers. These funds must be used to clean up coal-
mined sites first, before being reallocated to other types of mines on
a state-by-state determination. Furthermore, the federal fund is “on
budget,” requiring its allocation to be held back to lower overall
budget deficits.

The abandoned mines also represent remediation neglect. As is
the case with Summitville, most abandoned mine reclamation pro-
ceeds in a stopgap fashion—attempting to remedy former mistakes
but never fully addressing the risk-inducing conditions. Thus, in the
Clark Fork Basin case, a century of smelting, concentrating, and
waste-accumulating operations has produced heavy metal contami-
nated surface water, groundwater, and soil. Piecemeal repair of sites
will not end the accumulated contamination. The metals are distrib-
uted along the stream banks, behind dams, in ponds, and in various
soil deposits across a 100-mile expanse. Part of the damage is cur-
rently being addressed. The EPA, in coordination with ARCO min-
ing company, is spending more than $120 million on the site.
Authorities have removed a pollution-collecting dam, reestablished
the open flow of the river confluence, and transported the contami-
nated sediments to another Superfund site. Yet, considering the
numerous potential risks the Clark Fork Basin Sites impose, this
major operation could simply open the flow of upstream pollutants
to downstream sites. Only a full-scale, comprehensive reclamation
effort will lower the combination of the probability and the cost of
severe environmental consequences.

Finally, the abandoned mines problem provides an example of
statistical neglect. Across the United States, residential developments
are creeping closer to the lands and natural systems affected by mine
pollution. This changing proximity requires updating assessments of
the potential risks. As Summitville nears reclamation “completion,” it
is noteworthy that the EPA still describes the site’s remoteness as part
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of its logic for not going beyond a certain level of risk mitigation. As
remoteness of the site and its downstream effects diminish with
changes in residential land-use patterns, will the risk assessments be
adjusted accordingly?

Conclusion
What basic strategies might stem the five neglects? A conscien-

tious assessment of current risk conditions would be a good start.
With the Pontine Marshes, remapping the data across the basins and
sub-basins showed the pervasive but under-recognized extent of the
pollution. Some reeducation on environmental systems can help pub-
lic officials understand risk phenomena. Italian officials detested the
very word for marshes (paludes). However, they gradually warmed to
the idea that these new environments would add both recreational
and ecological value in addition to their treatment function (some-
thing a traditional treatment plant cannot achieve). Risk delibera-
tions, such as those on the marshes, involve political, economic, and
technical knowledge. Thus, a diverse, workable team of interdiscipli-
nary individuals are critical to craft a vision of proper scale and
breadth. Finally, most risk-reducing strategies require a structural
shift in mindset from the short-term political timescale to the long-
term environmental and economic timescale.

Our two case studies focus on the environment. However, the
five neglects are commonly found across broad classes of societal
risks, including natural disasters, terrorism, and financial crises. For
example, better representation of current knowledge of the active
faults in Sichuan Province could have easily justified reinforced
building codes in the area before the massive 2008 quake occurred. A
long-term perspective would have shown that the consequences of
50,000 dead, millions homeless, and tens of billions of dollars in
damages—even if an unlikely outcome—would vastly outweigh any
savings reaped by building with cheap, unreinforced brick.

Despite the 1998 attacks on our embassies in East Africa by fol-
lowers of Bin Laden, which killed hundreds, the nation rested
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comfortably as the twenty-first century began. Potential terror attacks
on our shores received little media or government attention until we
were wrenched from our lethargy on September 11, 2001. Massive
expenditures and wars followed.

Careful assessment of risk levels in financial markets in 2006 and
2007, particularly those imposed on external parties through unintel-
ligible derivatives or excessive leverage, could have been undertaken
by academics, regulators, or financial institutions. Instead, nearly all
parties engaged in happy neglect of both the probabilities and conse-
quences of a meltdown. Trillions of dollars to both investors and the
economy might have been saved.

We are good at fighting yesterday’s fires. But new risks—avian
flu, groundbreaking financial crises, pollutants long ignored, climate
change—continuously emerge, and old risks wax and wane. Unfortu-
nately, collectively and individually, we have the penchant for
neglecting important elements of risks, including determining which
ones are important. For that sin, we suffer both higher risks and
higher costs.
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Can Poor Countries Afford to Prepare for
Low-Probability Risks?

Michele McNabb, Freeplay Energy

Kristine Pearson, Freeplay Foundation

Overview
This chapter examines how less-developed countries can prepare

for low-probability risks in the face of so many other pressing needs
such as health care, education, clean water, and roads. The case of
Cyclone Nargis in Myanmar (Burma) is examined, among other
recent disasters. Although it would be easy to vilify the globally
unpopular government of Myanmar and blame it for the deaths of
130,000 people, the truth is more complex. Cyclone Nargis hit a part
of the country with a low probability of cyclones. Can poor countries
like Myanmar build comprehensive cyclone warning systems for
areas that might not face another cyclone for decades or even cen-
turies? What good is a warning system if the people are too poor to
evacuate and roads are nearly nonexistent? With global climate
change, anomalistic weather is projected to increase, meaning
extreme weather events are likely to impact areas previously unaf-
fected. How can early-warning systems be created for every potential
disaster in every region? The authors argue that developing countries
cannot afford to build individual early-warning systems for low-
probability disasters, so they must rely on (1) multihazard warning
systems, (2) disaster risk-reduction education and training, (3) low-
cost/low-technology solutions, and (4) multiuse communication
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structures that can serve general development and early-warning 
purposes.

Can Poor Countries Afford to Prepare for
Low-Probability Risks?

Natural disasters don’t discriminate between rich people and
poor people. Whether over shacks or mansions, floodwaters rise
evenly, and hurricane winds blow with the same intensity. Yet the
poor, the disenfranchised, and the weak usually suffer the greatest
loss of life and lose a greater proportion of their livelihoods in disas-
ters. The reasons disasters have such disproportional effects on the
poor are clear: They have less ability to prepare for and mitigate the
effects of disasters. They live in flimsy houses. They are likely to hold
any wealth in assets like cattle or jewelry instead of in banks. They
don’t have insurance. Their jobs often depend on the land. They lack
vehicles or money to evacuate quickly. They may lack means of com-
munication to learn of an impending disaster or to plan an escape.

In rich countries, governments normally accept the responsibility
to provide extra assistance to vulnerable groups when a disaster
strikes. When the world’s richest country failed to protect its most
vulnerable citizens as Hurricane Katrina hit New Orleans, the entire
moral fiber of the country was shaken. Stories of old people aban-
doned by their caregivers and the obvious racial and socioeconomic
composition of people crowded on roof tops and in sports stadiums
caused countless editorials and deep questioning about government’s
duty to protect its own most vulnerable citizens. Barack Obama high-
lighted the moral responsibility of governments when he accepted
the Democratic nomination for president, saying “We are more com-
passionate than a government...that sits on its hands while a major
American city drowns before our eyes.”1

However, what about the governments of poor countries? Do they
not have the same moral responsibility to protect their citizens?
Cyclone Nargis killed 130,000 people in 2008 in Myanmar (Burma).
Although it would be easy to vilify the globally unpopular military gov-
ernment of Myanmar and blame it for the atrocities, the reality is
much more complicated. The government clearly impeded relief
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operations in the first days after the storm due to a combination of
bureaucracy, paranoia, and paralysis; however, many other factors sug-
gest that blaming the Myanmar government alone would be simplistic.

First, the government’s meteorological department did issue
cyclone warnings, and the excellent international tropical cyclone
warning system functioned well, tracking the storm at sea for 6 days
and sending warnings from the regional center in India to Myanmar
48 hours in advance. It is unclear how many people living in the
Irrawaddy Delta actually received the warnings, but even if they had
received them, the poor roads, lack of transport, and extreme poverty
in the region would have prevented a mass evacuation. If a govern-
ment cannot afford schools, roads, or hospitals, how it is supposed to
protect its citizens from the ravages of nature?

Second, Cyclone Nargis was a highly unusual event, hitting a
part of the country that had not experienced cyclones for decades.2

Parts of Myanmar regularly experience cyclones, but the wide flat
floodplains along the Irrawaddy Delta had not faced a cyclone in
more than 40 years—indeed, the director of a U.S.-based weather
service called Nargis “one of those once-in-every-500-years kind of
things.”3 The storm surge quickly flooded the vast flat plains where
most of the population lives. Although there had been investment
in early warning for high-probability areas, similar investments
were not made in the delta because of the low probability of
cyclones. So how can a poor country prepare itself for events that
might not recur for decades?

Third, some experts claim the unusual trajectory and intensity of
Cyclone Nargis resulted from climate change. The Centre for Science
and Environment in India claimed that Nargis was “not just a natural
disaster, but a human-made disaster caused by climate change.”4

Although most scientists warn again labeling a single event a “sign” of
climate change (extreme, anomalistic events have always occurred),
clear consensus exists that the intensity of severe weather will
increase and that areas previously unaccustomed to cyclones, floods,
heat waves, and so on will face these threats.5 So, does the moral
responsibility for preparing a poor country like Myanmar from
climate-change-induced hazards lie with the poor country or with the

From the Library of Daniel Johnson



ptg

6 • CAN POOR COUNTRIES AFFORD TO PREPARE FOR LOW-PROBABILITY RISKS? 103

countries that created the greenhouse gases and caused climate
change?

Finally, some environmentalists pin Nargis’s high death toll on
the destruction of mangrove swamps for rice and shrimp farming;
whereas other experts say years of Western sanctions against the mil-
itary regime had only exacerbated poverty and driven the environ-
mental destruction as millions of desperately poor struggled to 
survive. Therefore, protecting the most vulnerable from disasters—
especially low-probability disasters—is exceedingly complex.

State of Early Warning in Developing
Countries: High-Probability Events

Over the past 30 years, significant investment has been made in
early warning throughout the world. Advances in technology have
greatly increased our ability to predict many types of natural hazards.
Scientists have a much greater understanding of the earth’s weather
systems thanks to satellites, sensors, radar, and computer modeling.
Global cooperation has led to major improvements in short- and long-
term forecasting, with rich and poor countries working together to
share resources and knowledge. The global tropical cyclone6 warning
system described next is perhaps the best example of the benefits of
global technical and scientific collaboration in early warning.

Although there is room for improvement in nearly every early-
warning system, most countries have at least rudimentary ability to
provide warnings for high-probability events—events that have hap-
pened regularly in the past and are expected to continue. Many flood-
prone countries operate flood early-warning systems; most cyclone-prone
countries have strong early-warning systems in place; and drought
prone countries in Africa monitor rainfall and crop conditions to
sense the onset of drought before conditions lead to food insecurity
or famine.

For example, Bangladesh, Cuba, and Mozambique, although
some of the world’s poorest countries, have good early-warning 
systems to cope with cyclones, which hit all three countries nearly
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every year. Each of the three countries has adopted cyclone-warning
systems tailored to their specific geographic, cultural, and political
situation. In all cases, the strength of their systems is based not only
on expensive technologies but also on the involvement of the vulner-
able populations themselves. Scientific knowledge that a cyclone is 
developing in the ocean is meaningless unless there are also systems
to get the warnings out to at-risk populations. But even that is not
enough; vulnerable groups must have options available to protect
themselves when they receive the warning.

One of the reasons Bangladesh’s cyclone-warning system is
widely lauded is that it not only provides official warnings from
authorities and includes an extensive network of volunteers who com-
municate down to the village level, but the country has also built sev-
eral thousand cyclone shelters. The raised shelters provide
emergency accommodation in safe durable buildings not far from
people’s homes. Thousands of the poorest people in the poor nation
of Bangladesh now have a place to go when a cyclone hits. When the
massive Cyclone Sidr struck in November 2007, 3,400 people still
died, but an estimated 1.5 million people sought refuge in 2,168
cyclone shelters.7 The death of more than 3,000 people is a terrible
tragedy, the number of shelters is still woefully inadequate, and main-
tenance is a perpetual challenge, but without the option offered by
the shelters, the death toll would have been much higher.8

The cyclone early-warning systems in many other countries lack
this last component—options of last resort, especially for people who
do not have the means to evacuate or live in poor communities with
no sturdy buildings able to withstand the wind and rain of cyclones.
To advise people to evacuate when they have no vehicles, to take shel-
ter when they have no permanent buildings, or to seek higher ground
on a flat flood plain is of little value.

For high-probability events, successful models exist, and most
countries have implemented early-warning systems. Regional and
global collaboration assist governments with the information,
resources, and tools to build and continuously improve these sys-
tems. If this is true, then how could more than 200,000 people per-
ish in the Indian Ocean tsunami? The answer is simple: The tsunami
was a low-probability event.
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This chapter argues against spending resources to establish
early-warning systems for low-probability events. Highly anomalis-
tic events will continue to happen, and it is impossible to be fully
prepared for every event that might happen once in 50 or 100 or
1,000 years. It is a poor use of scarce development resources to set
up a tsunami early-warning system in Somalia, Kenya, Tanzania, or
Madagascar—all of which suffered minor impacts in the Indian
Ocean tsunami. It is well documented that early-warning systems
that are not activated regularly lose effectiveness and fall into
disrepair.9,10

State of Early Warning in Developing
Countries: Low-Probability Events

The challenges poor countries face in protecting their poorest citi-
zens from high-probability events are magnified in the case of low-
probability events. If Mozambique struggles to create and maintain
flood and cyclone early-warning systems despite the fact that it faces an
average of 3 cyclones every season and it has 11 international rivers
flowing through its soil, how can it possibly prepare for a tsunami that
might not occur in a lifetime? Should it use scarce resources to educate
its citizens about tsunamis or other low-probability events that may not
strike for decades or even centuries?

The tsunami early-warning system for the Pacific Ocean is more
than 40 years old. One of the drivers of the system was the 1960
Chilean earthquake, the most powerful instrumentally recorded in his-
tory. The resulting tsunami affected Chile, Hawaii, the Aleutian
Islands in Alaska, California, Samoa, Japan, the Philippines, New
Zealand, and Australia. Hilo, Hawaii, was one of the worst effected
cities, where waves as high as 35 feet were recorded.

Based outside of Honolulu, Hawaii, the Pacific Tsunami Warning
Center has provided dozens warnings for the Pacific Ocean countries.
Scientists continuously improve the system, tracking the effects of
underwater earthquakes and landslides to model the potential occur-
rence of tsunamis. But no system was in place in the Indian Ocean
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because tsunamis are relatively rare in that basin. In fact, as millions
of dollars were rushed into creating a tsunami early-warning system
for the Indian Ocean after the fact, some experts were suggesting the
money would be better spent creating a system for the Mediterranean
Sea—statistically more vulnerable to tsunamis than the Indian Ocean,
with 140 million people living near the shoreline, plus millions of
tourists visiting at any given moment. Some basic work has gone into
the Mediterranean tsunami early-warning system, mainly in terms of
data collection through ocean buoys, but little public outreach or edu-
cation has taken place.11 A large undersea earthquake triggering a
tsunami in the Mediterranean today could kill tens of thousands. Based
on probabilities and risk, additional investment in public education
about tsunamis in the Mediterranean is urgently needed.12

After a mega-disaster, there is a strong desire to “do something.”
Immediately after the Indian Ocean disaster, money was put into
tsunami early warning in Tanzania and other East African countries
that suffered only minor losses during the event and had never expe-
rienced a tsunami before. More than $10 million was requested for
tsunami-related activities in Somalia, for example. Such a reaction,
although understandable, is misguided. Money spent on single haz-
ard early-warning systems for low-probability events in poor coun-
tries could be better spent on general development activities that can
contribute to disaster preparedness: improved communications,
roads, education, building codes, and so forth.

High or Low Probability: How Climate
Change Is Changing the Nature of Risk

Risk assessment is considered the first step in risk management.
These risk calculations are often based on available historical data.
The most common type of probability calculations are “return peri-
ods” on flooding—calculations of how often a specific size of flood
occurs, based on data from the past 100 or more years. A rigorous
analysis of data can allow experts to classify floods as a “1 in 100-year
event” or a “1 in 10-year event” with some degree of confidence.

However, it is widely agreed that climate change is making fore-
casts based on historical data less relevant (although how much less
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relevant remains unknown). The past is no longer an accurate predic-
tor of future events—floods are occurring more frequently and
impacting areas previously unaffected. Changes in temperature mean
that vector borne diseases such as malaria may spread to areas 
previously free from the disease, unusual heat waves are affecting
Europe, and Australia is suffering severe drought and wild fires, for
example.

Climate change means risk-assessment methodologies must fac-
tor in a greater degree of uncertainty than simply an analysis of histor-
ical data. Increased uncertainty makes it that much more difficult to
label an event “high probability” or “low probability.” Some high-
probability events will become more extreme meaning an even
higher level of preparedness is needed. Some low-probability events
may happen more frequently or affect new areas, blurring the line
between high- and low-probability events.

Who Should Pay for Early Warning?
Just as natural hazards don’t discriminate between rich and poor,

they know no borders. The same hurricanes threaten Cuba, the
United States, and Mexico. Ashes from a volcano eruption in the
Philippines affect rainfall and weather patterns around the world.
Droughts in Africa cause people to cross borders in search of water
and food. Heavy rainfall in landlocked countries floods coastal com-
munities thousands of miles away. So while the state bears primary
role for early warning, responsibility and funding is rightly shared
from the global to the household level.

Arguably the best example of integrated early-warning system
with collaboration from the international to the household level is the
global cyclone early-warning system. The World Meteorological
Organization’s global operational network enables continuous obser-
vation, data exchange, and regional forecasting. Six regional special-
ized meteorological centers around the globe provide forecasts,
alerts, and bulletins to national meteorological services to all coun-
tries at risk with lead times of 24 to 72 hours. The national services
then issue warnings to government, media, and the general public
according to national protocols. Historical risk areas are well 

From the Library of Daniel Johnson



ptg

108 LEARNING FROM CATASTROPHES

established (although historical patterns are becoming a less reliable
predictor, as demonstrated in the case of Myanmar), and five
Regional Tropical Cyclone Committees work continuously to
enhance forecasting skills of all members. Costs and responsibilities
are shared and the system works extremely well.

Global Collaboration

Global collaboration in early warning has been driven by both
humanitarian imperatives and self-interest. Often, the two are entan-
gled and difficult to separate. More technologically advanced coun-
tries may support enhanced flood or tsunami warning systems, but
they also sell river gauge or ocean-monitoring equipment, sophisti-
cated computer modeling capacity, and so on.

There is nothing inherently wrong with self-interest playing a role
in global collaboration on disasters—in fact, a greater recognition of
the potential benefits to richer countries can help increase invest-
ment in early warning and disaster risk reduction in poor countries.
Unmitigated disasters often lead to a downward spiral of poverty,
increased social inequities and tensions, and even migration. For
example, families lose their homes and assets in a hurricane or earth-
quake; they are forced to send family members on difficult and dan-
gerous journeys to find work abroad; and unskilled and uneducated
migrants may fail to find work and end up relying on social programs
in the host country or turning to illegal activities to survive and sup-
port family at home. Disaster risk-reduction and -mitigation efforts
can reduce this downward spiral.

Modeling of the global climate system has lead to significant
advances in understanding how sea surface temperatures (El Niño
and La Niña) affect seasonal weather patterns, which, in turn, has
important implications for drought, flood, and malaria early warning
in developing countries. Satellites launched into orbit for weather-
monitoring purposes in developed countries were inadvertently dis-
covered to have the capacity to monitor vegetative vigor on the
ground—which has become a key indicator for drought early warning
in Africa. River systems modeling developed in Japan and the United
States has been shared with developing countries where the under-
standing of rivers and flooding was nonexistent or rudimentary.
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Regional Collaboration

Regional collaboration in early warning is generally weak, 
especially in the developing world. There are a few examples of
regional bodies that successfully share information and resources,
leading to better early warning, such as CILSS (Comite Permanent
Inter-Etats de Lutte Contre la Secheresse) for drought in West Africa
and the Mekong Delta River Authority for flooding in Southeast 
Asia. But there are many more cases where regional cooperation 
is ineffective.

Flood monitoring in sub-Saharan Africa offers an example of how
the weaknesses in regional collaboration negatively impacts early-
warning efforts and increases people’s vulnerability. Many of Africa’s
river basins are international—meaning that rain falling in one country
will eventually find its way into rivers that pass through other coun-
tries, potentially causing flooding downstream even if there is no rain
locally. It is imperative for downstream communities to know how
much rain is falling upstream and how fast the rivers are rising, yet in
many cases, the information is not readily shared. Linking upstream
information with downstream communities can provide 48 to 72
hours’ warning of an impending flood and enough time to evacuate
their assets and move to higher ground. These types of upstream-to-
downstream linkages have been created in some places, notably in
Central America, but examples of multicountry collaboration in con-
tributing to regional early warning are few.

One reason regional collaboration is weak may be a lack of
perceived self-interest. Using the flood early-warning example, four
Southern African countries share the Limpopo river basin, yet all of
the water eventually flows through Mozambique into the Indian
Ocean, presenting regular flood risks to communities living near the
river’s mouth. Even though the flood risk is only in Mozambique,
most of the catchment area is in South Africa, with small parts in
Botswana and Zimbabwe.13 For South Africa, heavy rainfall in the
high elevation catchment areas has little national impact and only lim-
ited local impact. South Africa may accept it has a humanitarian
imperative to help its poorer neighbor (its military has dispatched hel-
icopters to rescue Mozambicans stranded by floodwaters in 2000), but
when South Africa itself has countless internal demands for improved
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housing, health care, and schools, should it prioritize the establish-
ment of an extensive network of rainfall gauges for the main benefit of
its neighbor?

State’s Responsibility

The World Conference on Disaster Reduction in Kobe, Japan, in
January 2005 released the Hyogo Framework for Action 2005-2015:
Building the Resilience of Nations and Communities (HFA).14 The
HFA placed the primary responsibility for implementation of early
warning and disaster risk reduction on national governments. Ensur-
ing its citizens’ safety is a primary responsibility of government, and
national leadership and ownership are keys to effective early warning
and early action.

Even poor countries can mount effective early-warning systems
for high-probability events. The example of Cuba’s hurricane early-
warning system illustrates this clearly. The country is hit by hurri-
canes nearly every year, yet the fatalities in storms are usually far
fewer than on neighboring islands. A combination of effective gov-
ernment planning, annual simulation exercises, and citizen responsi-
bility ensures everyone is aware of a storm’s approach and knows
exactly how to respond.15 Yet nearby Haiti suffers immensely from
storms, and its government is ill equipped to protect its citizens. The
lack of government preparedness coupled with decades of deforesta-
tion has resulted in uncontrolled landslides and flooding, further
exacerbating the problem and making its population even poorer (in
fact, the poorest in the Western Hemisphere).

When a state lacks human or financial resources to protect its cit-
izens or lacks the commitment, what can and should the global com-
munity do to protect the most vulnerable? This issue is addressed in
the final section.

Community Responsibility

In the last decade, significant advances have been made in rec-
ognizing a community’s responsibility for protecting themselves
from disasters. Even the most vulnerable communities should not
be seen as helpless victims of a natural disaster but as the group with
the largest vested interest in early warning and early action.
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Empowering communities to help themselves prevent and mitigate
disasters is many times more effective than any other form of risk
reduction.

Initial advances in early warning had a strongly scientific bias.
Investments were made in technological solutions without much
practical thought about how communities would be warned and how
they would react to warnings. This mistake is still being made as 
evidenced by the lack of progress over the past few years in building
a tsunami early-warning system for the Mediterranean. Almost no
resources have been devoted to educating the millions of people
who live near the shores of the Mediterranean about how to recog-
nize a tsunami and what actions to take. This is a disaster waiting to
happen—the threat exists, and little has been done to mitigate the
risks for the vulnerable people.

Community involvement in early warning and early action must
incorporate three levels of preparedness:

1. Communities need to understand their risks. All people,
not just those in developing countries, misjudge their risks
because they don’t have an objective basis for assessing them
over a long time frame. When a catastrophic, low-probability
hazard occurs, like the Indian Ocean tsunami, people along
coastlines worldwide overestimate their risk of another event.
Communities living in floodplains generally have a good con-
ception of how often small, medium, or large floods occur—but
if a large devastating flood occurred recently, they often overes-
timate their risks.

It has been believed that bringing scientific data on historical
disaster patterns (100-year records of rainfall or cyclone tracks)
together with local knowledge about past events gathered from
older residents or collective memory was the best way to assess
risks. However, with climate change, there is a new challenge:
Those historical records or stories passed down over genera-
tions may no longer predict future frequency or intensity. There
is evidence in the Mozambique floods of 2000, for example, that
people were warned on radio the impending floods would be “a
major flood,” which community elders interpreted to mean sim-
ilar in magnitude to the floods experienced in the early 1900s.16
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However, the floods vastly exceeded floods in anyone’s living
memory.

It is essential that communities map their own knowledge of
prior events, incorporate any available data on historical events,
but also understand that climate change adds a level of uncer-
tainty never before experienced. The past is no longer an accu-
rate guide to the future of disaster events.

2. Communities need to understand warnings from out-
side, and their local knowledge needs to be shared and
assessed scientifically. Warnings may be shared from national
authorities down to community level, but insufficient analysis
has been carried out on how the messages are perceived. In
some cases, messages may lack specificity (“floods are likely
along the Mekong”) or be overly technical (“a Category 3 cyclone
with maximum sustained winds of 150km/hour will hit between
2100 and 2300 hours tomorrow”). Although these messages 
provide a basic level of alert, they are unlikely to engender any
actions from the vulnerable populations—unless they have 
confirming evidence from traditional warning indicators.

Almost all communities have “traditional” hazard warnings
embedded in their culture. In developing countries, many of
these warning signs are based on animal behavior including
birds singing at unusual times of day, monkeys or small animals
fleeing an area, or livestock refusing to approach shorelines.17

In the past, local knowledge about early warning signs has been
largely dismissed as unscientific, but it is increasingly clear that
local knowledge can complement technical warnings. For
example, in Mozambique, downstream communities watch the
color of the river water and the size and type of debris floating
down to judge the magnitude of a potential flood.

In Simeuleu, an island off the coast of Indonesia only about 100
kilometers from the epicenter of the earthquake that triggered
the tsunami, only 7 people of a total population of 83,000 were
killed. The island had suffered from a tsunami in 1907 and
knowledge of the warning signs—especially the ocean receding
after an earthquake—had been passed from generation to 
generation through songs and poems. Instead of dismissing this
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local knowledge, it should be studied and integrated into 
warning systems as appropriate.

3. Communities need to have options if a warning is
sounded. Although this step sounds obvious, it has received
remarkably little attention by practitioners and is a missing
link in many early-warning systems in developing countries.
In the case of Cyclone Nargis, for example, even if risk assess-
ments had been carried out and warnings had been received
by all people living in the Irrawaddy Delta, there would have
been little concrete action they could have taken to escape
the devastation. The roads were insufficient to handle a mass
evacuation, the population lacked means of transport, and
people were unwilling to leave their assets behind for fear of
theft.

The Bangladesh cyclone early-warning system presents one of
the few examples of warning systems that have found ways to
increase communities’ options for responding to a warning.
Poor populations in Bangladesh face almost the same chal-
lenges that affected the residents of the Irrawaddy Delta. With
few durable buildings, options to shelter from cyclonic winds
were few, and even robustly constructed buildings could be
flooded by the heavy rains accompanying the cyclone. But
Bangladesh has built a series of more than 2,000 raised cyclone
shelters, near the at-risk areas. People no longer have to choose
between leaving all of their belongings and livestock and flee-
ing long distances.

Understanding and supporting traditional means of self-
protection can be an important step. For example, much global
attention was paid to the birth of Baby Rosita in a tree in
Mozambique during the massive floods of 2000. Press reports
created images of a pregnant woman suddenly stranded in a
tree. Almost no acknowledgment of the full story took place—
Rosita’s family began constructing a platform shelter in a tree
several days before the big floods came and storing critical sup-
plies there, following traditional practices. In the low-lying
floodplains of southern Mozambique, there is nearly no high
ground. A few trees are the only thing standing a few meters
above the waterline, and so the idea of building shelters in
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trees is perfectly rational. Efforts to provide options for react-
ing to a disaster could involve developing improved techniques
for building tree shelters, providing durable construction mate-
rials, and advising on sanitation during an extended period in
the tree shelter.

Options for Early Warning for
Devastating Low-Probability Events in
Poor Countries

Can poor countries ever be prepared for catastrophic, low-
probability events? Should they allocate scarce resources to an event
that may not happen for decades or even centuries when they have
critical needs for investment in education, health, and infrastructure?
Or does the industrialized world have a responsibility, given its contribu-
tion to climate change, for funding early warning for low-probability,
high-impact events in developing countries?

The solution to these difficult challenges isn’t fatalism or inaction.
A combination of four actions can help mitigate the effects of anom-
alistic events and also can contribute to general development:

1. Multihazard early-warning systems

2. Disaster risk-reduction education

3. Low-cost/low-technology solutions

4. Multiuse communication structures

Multihazard Early-Warning Systems

The concept of multihazard early-warning systems is gaining favor
around the world, especially for places that face numerous, fairly low-
probability events. In many cases, high-probability events need their
own early-warning systems because every part of the hazard is unique,
from data collection to response options. For example, an area might
face high risks of both volcanoes and droughts. But the chain of
information flow and action is completely different between a volcano
early-warning system and a drought early-warning system, for exam-
ple, so separate systems make sense.
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Multihazard early warning does not advocate for the creation of a
mega-early-warning system but for grouping low-probability hazards
and for sharing data and structures among all systems when it makes
sense. One notable effort is the Global Earth Observation System of
Systems (GEOSS) initiated by the Group on Earth Observation,
which intends to build on existing information systems such as the
Global Telecommunications System and add new initiatives to create
timely, accurate, and interoperable data on all aspects of the earth, for
use in early warning, risk reduction, and other endeavors.

For poor countries facing multiple low-probability hazards, a
multihazard system can increase efficiency and reduce costs. Group-
ing hazards also increases the likelihood that the system will be trig-
gered more frequently—which is absolutely essential for
early-warning systems to improve over time.

Shanghai, China, has pioneered efforts to build a multihazard
early-warning system that can be a useful model for mega-cities in the
developing world. The approach grouped together the many hazards
faced by the 17 million residents—typhoons, tornados, strong winds,
and floods and also chemical spills, nuclear accidents, public health
emergencies, and so on. The Shanghai system has integrated a “top-
down” approach with unified policies, data collection systems, and
multiagency command structures with a “bottom-up” approach that
ensures the community is aware of the risks, understands appropriate
responses, and can channel information upward to emergency
response authorities and receive information transmitted from
authorities.18

Similar principles can be applied to nonurban settings, too, with
the focus on disaster risk-reduction education and low-technology
solutions, and on multiuse communications systems.

Disaster Risk-Reduction Education

Education plays a fundamental role in reducing disaster risks,
whether for high-probability or low-probability events. It could be
argued that education is even more important for low-probability
events because people will have their own firsthand knowledge and
experience with high-probability events, whereas for low-probability
events, this personal experience will be missing.

From the Library of Daniel Johnson



ptg

116 LEARNING FROM CATASTROPHES

This was compellingly illustrated by 11-year-old Tilly Smith during
the Indian Ocean tsunami. The British schoolgirl was vacationing in
Phuket, Thailand, with her family when she saw an event exactly as her
geography teacher had described to her in England a few weeks ear-
lier. The ocean was bubbling “like the foam on a beer,” said Tilly, and
receding—the signs of an impending tsunami. She warned her family
and dozens of other hotel guests on the beach, all of whom escaped to
safety.19 Initially, her mother did not believe her and nearly refused to
leave the beach, because she had never heard the word tsunami and
didn’t understand the risks. If all the local and visiting schoolchildren
in Phuket had studied the same lesson, the death toll could have been
greatly reduced.

Educational programs also teach people about general safety
improvements they can make to their homes to become better pre-
pared for many types of hazards. Various low-cost/low-technology solu-
tions can help prepare people for many types of disasters.

Low-Cost/Technology Solutions

Preparedness for low-probability events does not have to be
expensive. It can involve “normal” development interventions that
have additional benefits if a low-probability event strikes. Supporting
the development of small-scale savings programs, where poor people
trust banks and begin to accumulate money in cash rather than assets,
can play a big role in recovery after a disaster. Improving construction
practices in “nonengineered,” traditionally constructed buildings sim-
ilarly can provide better, safer, and more comfortable living condi-
tions, but also can enhance resilience to disaster events.

Many governments have tightened building codes to stop the
construction of flimsy housing that easily collapses in an earthquake,
cyclone, or flood. After the Bam earthquake in 2003 killed more than
a quarter of the town’s 100,000 people, Iranian authorities banned
traditional mud and adobe houses and prevented the building of
dome structures.20

Avalanches are becoming more common in parts of the Alps, per-
haps due to climate change. The Swiss government operates sophisti-
cated detection and early-warning systems, but local residents near
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Davos have taken their protection into their own hands with low-
technology solutions. Every year, they trek up the mountains to install
snow fences to impede avalanches. At the same time, they have
planted thousands of trees. When the trees grow to full size in 40 to
50 years, they will replace the fences and break the movement of
avalanches.

Although insurance is scarce in developing countries in general,
and insurance against low-probability events even more unlikely,
households can be encouraged to take actions to protect themselves
from future disasters. With climate change, farmers who traditionally
counted on one moderate drought every three years and one major
drought every decade may suddenly face a major drought every three
years. This means that farmers must be encouraged to adapt to the
reality that the future may be even harder to predict than the past.
Engaging farmers in climate change adaptation discussions is essen-
tial. Radio programs, extension messages, and SMS/cell phone text
messaging technologies can help inform farmers about how climate
change may impact the predictability of the seasons and require
changes in farming practices.

Thorough risk assessments at the community level can help iden-
tify mechanisms through which the community can become more
resilient.

Multiuse Communications Systems

Communication saves lives during a disaster. Communications
are also an essential component of a nation’s development. How can
authorities in the national or regional capital get information to the
community level? And how can receivers of information at a commu-
nity level get it out to the most remote members of community—the
so-called last mile? And how can communications flow from the
remote members of the community upward to national authorities, in
the case of a disease outbreak, for example? A communications
assessment can reveal gaps in the ability to reach certain groups of
people. For example, cell phones are becoming common throughout
the developing world. Many communities have cell phone coverage
and at least a few residents own cell phones. Cell phone text
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messages about an impending disaster might reach the residents
with cell phones. But how do those residents spread the word to
others who are less likely to own cell phones such as child-headed
households, rural women, elderly, or disabled? Redundancy in com-
munications structures is essential, too. What happens if the cell
phone network is damaged in an earthquake, for example?

Special attention needs to be paid to the vulnerability of groups
such as women, children (especially girls), and the disabled and ill.
The groups may fall outside the normal flow of information in a 
community—HIV/AIDS widows or orphans may be shunned by the
community and have no regular or reliable access to information
flowing into the area. Vulnerable groups have less money to buy cell
phones or radio batteries, so they may live on the margins of the com-
munity. Enhancements to communications systems need to focus on
these traditionally neglected groups.

Various options for “last mile” communications are being tested
around the developing world.21 Cell phone broadcasting of warnings
has potential applications, but with the limitations previously
described. In some densely populated places, volunteers with 
megaphones and whistles can pass through the community sounding
an alarm. In many places in the developing world, radio broadcasts
remain the most effective means to reach large numbers of people,
even when they are dispersed widely. Local community radio stations
that broadcast in local languages can receive and rebroadcast warn-
ings effectively, provided they have not been damaged by the event.

The RANET project22 has created models to disseminate infor-
mation via satellite to community radio stations, which then broadcast
them over FM frequencies to local populations. In places where radio
ownership is limited by poverty, or where people cannot afford to buy
disposable batteries every few weeks, windup and solar-powered
radios, like the Freeplay Lifeline radio, provide a low-technology,
low-cost solution. If community radio stations are damaged, these
radios can receive warnings broadcast over regional, national, or
shortwave frequencies.
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Ensuring communications to at-risk populations has many other
benefits. When no disaster threatens, radios can broadcast health,
agriculture, and educational programming, for example. The RANET
stations described above educate farmers about seasonal forecasts as
well as planting techniques and market prices. Communications
systems put in place for early warning can help medical staff evacuate
injured or ill patients from remote areas.

Conclusion
The world is confronted by almost limitless natural hazards, some

regular and fairly predictable and others extremely rare and 
unpredictable. Although it is reasonable to expect all countries to 
protect their citizens from disasters that occur regularly, it is difficult,
even for rich countries, to prepare for low-probability events.
Although there are many remaining uncertainties about global 
climate change, there is consensus that the number, location, and
intensity of natural hazards will become less predictable. For poor
countries, with critical needs for investment in health, education, and
infrastructure, investments in single-hazard early-warning systems
for low-probability events are unwise.

Following a mega-disaster like the Indian Ocean tsunami, it is
understandable that the world would want to help not only the coun-
tries devastated by the tsunami (for example, Indonesia and Sri
Lanka), but also countries that suffered only slightly from the disaster
(for example, Tanzania and Somalia). This chapter has argued that
investments in tsunami early warning in East Africa could be much
more wisely made in multihazard early-warning systems, disaster
risk-reduction education, or even general development activities that
contribute to risk reduction such as improved building codes or bet-
ter communications. If emotion were completely removed from the
risk-assessment process, post-tsunami investment may have priori-
tized the creation of a tsunami early-warning system in the 
Mediterranean Sea rather than in the Indian Ocean, given the fact
that it is statistically more vulnerable.
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Global collaboration, national government commitment, and
community involvement have created excellent early-warning 
systems for high-probability disasters even in some of the 
world’s poorest countries. Yet for low-probability events, a different 
model is needed—one that emphasizes not the hypothetical hazard
but the underlying vulnerabilities.
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The Role of Risk Regulation in Mitigating
Natural Disasters

Bridget M. Hutter

London School of Economics and Political Science

Overview
Mitigating the damaging effects of natural disasters is a global pri-

ority. Risk mitigation can help minimize the great human and financial
costs associated with disasters. Various generic forms of mitigation can
prove useful in reducing the damage that may be caused by natural
disasters. This chapter focuses on the role of risk regulation. It consid-
ers the situations for which risk regulation is best suited and circum-
stances that might limit its effectiveness. One consideration is the
importance of balancing anticipation and resilience—putting in place
firmer emergency plans and capacities where one can realistically
anticipate and act constructively, and focusing on resilience in less-
certain areas. The chapter also considers a broad view of risk regula-
tion regimes to incorporate transnational and governmental regulation
and also regulation involving business and civil society organizations.

In May 2009, the United Nations 2009 Global Assessment Report
on Disaster Risk Reduction underlined that the risk of natural disasters
is increasing across the world, partly as a result of climate change, envi-
ronmental degradation, and poor urban planning.1 It urged govern-
ments to invest in risk reduction, emphasizing the cost-effectiveness
of such measures and citing the example of Japan and the Philippines
to illustrate how investment can result in significant risk reduction.
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The report explains that both countries are exposed to frequent
cyclones, but the estimated annual death toll from cyclones in the
Philippines is almost 17 times greater than that of Japan. Focusing on
the mitigation of natural disasters is clearly a key global priority.

The concept of mitigation implies that disasters are inevitable. For
instance, there is an acceptance in many official documents that natural
events cannot be prevented. The U.K. Parliamentary Office of Science
and Technology warns that natural disasters “can strike in minutes” and
cannot be prevented.2 This emphasis on planning for contingency and
recovery conveys messages of probability and inevitability that risk
events will occur. In the private sector, this is exemplified by the emer-
gence of business-continuity management that focuses on post-event
recovery. The key message is that it may be possible with forward plan-
ning, such as risk identification, mitigation strategies, and predisaster
emergency and recovery planning, to substantially reduce the damage
that may be caused by a natural disaster, or indeed others sorts of disas-
ters. Likewise, the recent financial crisis has led to calls for measures to
be introduced that will improve the resilience of the financial system in
the event of the failure of a financial institution. For example, financial
institutions will be subject to greater routine “stress testing” to see
whether they could cope should there be a dramatic downturn in the
economy. In addition, greater attention is being paid to how failed
financial institutions could be unwound in a more orderly manner (fol-
lowing the difficulties arising from the winding down of Lehman
Brothers); how national and international authorities should work
together to resolve a crisis (following the difficulties arising from the
overseas branches and subsidiaries of Icelandic banks); and how depos-
itors in banks could benefit from higher levels of deposit insurance and
from more rapid payouts of compensation if failure occurs (following
the problems with Northern Rock).

Various forms of mitigation can prove useful in reducing the dam-
age that may be caused by natural disasters. For example, avoiding
land use in known hazardous areas and establishing and enforcing
building codes to prevent the collapse of poorly designed and con-
structed buildings can help us avoid the considerable costs that may
be associated with disaster recovery and in turn save lives and prevent
injury. Understanding these benefits can also encourage longer-term
thinking and investment in mitigating disasters that may otherwise be

From the Library of Daniel Johnson



ptg

7 • THE ROLE OF RISK REGULATION IN MITIGATING NATURAL DISASTERS 123

perceived and uncertain and even improbable. This chapter focuses
specifically on the role of risk regulation, part of a governance system
that can prove so vital in risk mitigation. It also emphasizes the need
for these processes and measures to involve the public, private, and
civil sectors.

Regulating Risk
Risk regulation refers to the governance, accountability, and pro-

cessing of risks, both within public-and private-sector organizations
as part of their risk management and compliance with government
laws. Risk regulation is inherently about the anticipation of risk and
preventing its realization: It is forward looking, trying to be preven-
tive rather than reactive in its outlook. Social commentators associate
these governance regimes with a new modern worldview in which
risks are conceptualized as manageable. The prominent social theo-
rist Anthony Giddens3 argues that there is a growing preoccupation
with the future. He maintains that there is no longer a belief in fate
but an “aspiration to control” the future. This is partly attributed to
the growth of science, a theme pursued by another commentator on
risk, Ulrich Beck,4 who believes that there has been a growing belief
in science, rationality, and calculability. Beck argues that our belief in
our ability to manage risks is so great that “even natural hazards
appear less random than they used to.”5 So he argues that there is a
growing belief that we are more able to forecast and manage natural
disasters in ways hitherto unseen. The expectation is that the occur-
rence of natural disasters may be anticipated and how to react to
them determined through emergency planning. Risk regulation is
thus very much part of a modern effort of anticipating risks and acting
to prevent them or failing that, having in place plans to cope with the
harmful effects of risks that have materialized as disasters.

Traditional modes of governing risk have typically been public-
sector centered.6 The best known form of public-sector regulation
has been “command and control regulation,” through the command
of the law backed by the legal authority of the state. Alternatively gov-
ernment has regulated activities through policies designed to influ-
ence economic life (for example, through taxation or broad economic
policy). Over the past two decades, concerns about the limits of state
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activities led to changes involving a move from public ownership and
centralized control to privatized institutions and the encouragement
of competition. This led to a broadening conceptualization of regula-
tion so that it is no longer regarded as the exclusive domain of the
state, and the role of nonstate actors in regulation is now widely
acknowledged. Many of the sources of regulation are well estab-
lished; they have existed for a long time in one form or another. What
is new is the growing recognition of these alternative sources as regu-
lation, their formal cooption by the state, and an increasing coordina-
tion of activities between various regulatory sources. Typical
examples here include insurance companies, professional organiza-
tions, and civil society organizations such as nongovernmental organ-
izations (NGOs) and charities. These developments prompted policy
discussions that advocated a regulatory mix in which the state har-
nesses sources of regulation beyond the state.

This chapter focuses especially on the role of state-backed risk
regulation involving local and national governments and also regula-
tory hybrids involving the state, such as forms of third-party delega-
tion (for example, to insurance companies and charities). It focuses
primarily on pre-event mitigation measures such as land-use regula-
tions and building codes that have received less attention than ex-post
recovery actions such as disaster relief. Indeed, the Stanford econo-
mist Roger Noll has argued that policy makers have a tendency to
underinvest in prevention and overinvest in response. Other research
(for example, the U.N. comparison of the Philippines and Japan cited
earlier),7 suggests that taking ex-ante measures can significantly
reduce ex post expenditures. This chapter focuses on those situations
for which risk regulation is best suited and circumstances that might
limit its effectiveness. It argues that risk regulation is most effective
where it is based on solid risk information, where there is provision
for an effective enforcement apparatus and where there is a broad
base of support for regulatory objectives. Its effectiveness will be lim-
ited by high levels of uncertainty, poor enforcement, and where cen-
tral governments have not secured broader cooperation for
risk-mitigation measures. One important consideration is balancing
anticipation and resilience—putting in place firmer emergency plans
and capacities where one can realistically anticipate and act and
focusing on resilience in less-certain areas.
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The Importance of Information
Risk regulation policy decisions depend on information about the

likelihood of a natural disaster occurring and information about the
extent of probable damage should a disaster occur. The knowledge
base on which policy is formulated is crucial. It is vital that we have a
knowledge base of the risks, their probabilities, and what preventable
measures are possible and effective and in what circumstances.
Indeed, the U.N. 2009 Report called for countries to consider in
much more local detail how climate change will affect their towns and
cities.8 The Lancet medical journal also urged public health services
to give much more pressing and detailed consideration to the ways
that climate change might affect health and to develop policies to
cope with this.9

But we also need to be aware of the limitations of the data we
have. The past is not always a good predictor of the future; we need to
be realistic about the reliability of the available information.10 The
importance of this is highlighted by the recent financial crisis that
revealed how the risk models used by the financial markets in the
previous decades were colored by a climate of optimism that encour-
aged mistaken assumptions about risk and the ability of markets to
regulate themselves. In the case of disasters, historic data is insuffi-
cient because climate change may be increasing the incidence and
patterns of natural disasters and thus exposing larger populations to
the possibility of natural disasters. There are additional concerns that
urban areas are particularly and increasingly vulnerable to natural
disasters as natural and technological disasters are colocated and
interact more and more.11 Charles Perrow12 discusses the problem
with respect to the United States, where a growing concentration of
economic power, hazards, and populations makes disasters more con-
sequential. He cites the example of Hurricane Katrina, which caused
such damage in New Orleans, Louisiana, an area of high population
proximate to accumulations of hazardous material. China is another
area prone to natural disasters and has particular problems as it rap-
idly urbanizes and witnesses increasing urban concentrations of peo-
ple and industrial sites in close proximity.

The focus of this volume is on low-probability, high-consequence
events, and even in these cases there may be much less information
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than might be supposed depending on the particular disaster
involved. Generally, there is some certainty about the area at risk, but
the precision of this varies widely. For example, whereas there may
be some confidence with respect to volcanoes and flooding, it may be
difficult to locate with much certainty the precise location of earth-
quakes, hurricanes, and wild fires. This is well illustrated by Hurri-
cane Gustav in 2008. The trajectory and force of the hurricane
proved difficult to predict, and nearly 2 million people fled the
Louisiana coast in anticipation of a Category 3–4 hurricane, but by
the time it reached Louisiana it had downgraded to Category 2. This
does, of course, raise the question of how seriously the next hurricane
warnings in Louisiana will be taken; there is a danger that they might
be ignored. It may well be that broad areas are at risk such as hap-
pened in the 2009 Australian wildfires. These exemplified the unpre-
dictability of these fires and the dangers of relying on past data. The
state of Victoria experienced unprecedented conditions—a severe
heat wave, low humidity, and strong and unpredictable winds—and
this led to the worst bushfires on record in Australia. It is important in
such changing conditions to collect available information and to
invest in a public body with responsibility for collating, analyzing, and
storing this information and ensuring that possible policy decision are
considered.13 The types of information might include data regarding
seismic activity, the incidence of natural disasters, and any knowledge
about the effectiveness of development planning and building codes
in disaster situations. Just as the available data may not always be as
comprehensive and certain as we would like, so too are early-warning
systems often unreliable. It is important to have up-to-date informa-
tion about the availability and accuracy of these systems and the
amount of warning they do give before deciding whether early-
warning systems are indeed worth mandating, should this be a finan-
cial or political option. This may demand investment in research and
development and keeping up-to-date with the available information
and knowledge. Transnational organizations such as the United
Nations can play an important role as purveyors of such information.
Likewise, states and NGOs may play an important coordinating role
for research and development.
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In a number of mitigation strategies, using risk regulation may be
helpful. Murat Balamir14 distinguishes between three strategies in the
pre-event risk-management stage: risk avoidance, risk minimization,
and risk sharing. He suggests that there is a “logical sequence” to
these measures, and so land use is a priority; building controls are
available for where development cannot be avoided; and risk sharing
provides for those cases and occasions when risk cannot be elimi-
nated. Let us consider the role risk regulation may play in each of
these stages and the advantages and limitations they present us with.
For example, we need to consider where information regarding the
location of hazards is sufficiently reliable to inform land-use plan-
ning; how feasible it is to implement building codes with respect to
new builds and also retroactively; and how one might encourage pub-
lic private partnerships to share the burdens of risk events and where
possible to encourage transnational cooperation whereby impover-
ished areas of the world are helped to cope with disaster planning
and recovery by those with more resources.

Risk-Avoidance Strategies

Risk-avoidance strategies focus primarily on land-use policies and
most particularly the delineation of areas where settlements are regu-
lated. These range from hazard zones where no urban development
or planning is permitted through to development laws, such as have
been established in earthquake zones in Turkey, whereby permission
to build has to be sought and this involves consideration of a geologi-
cal survey report.15 The State of California has enacted legislation that
requires that a Natural Hazard Disclosure Statement is provided by
those selling property that falls within one or more state-mapped haz-
ard areas, including a seismic hazard zone, areas prone to landslides,
tsunamis, and wildfires. In Japan, hazard zones have been created in
areas prone to sediment related disasters such as landslides, espe-
cially in the vicinity of major cities. Since 2001, new building develop-
ments in hazard zones have been restricted, relocation and the
development of early-warning systems encouraged, and public
awareness raised about possible disasters. In the most hazardous
areas, licenses are required for land development and certifications
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required for buildings. The effectiveness of such regulation depends
on them being fully enforced. It also relies on the risks being under-
stood. These are exemplified in the negative by the Californian exam-
ple, where there is evidence that disclosure by real estate agents
occurred late in the transaction process and that its importance was
not always appreciated by purchasers.16

There are a number of other limiting factors for such forms of
risk regulation. First is a reliance on the accuracy of the available
data. Determining land-use plans on floodplains is possible, but doing
this in earthquake and a hurricane area is less feasible.17 In some
countries, large areas may be vulnerable to natural disaster, thus mak-
ing it particularly difficult to implement avoidance strategies.
Bangladesh, with its dense population and vulnerability to monsoon
floods and cyclones, is a clear example. Second, local politics may
couple with financial needs to lessen the inclination of local govern-
ment to introduce and then enforce such zones. These measures may
render parts of a local area uninhabitable, and this may lessen tax rev-
enues and depress business activity in the area. These effects depend
on local financial needs. The hazard areas around Mount Vesuvius in
Italy are densely populated, and one explanation of this is that the
local community privileges economic interests such as the fertile soil,
climate, and tourism opportunities above the volcanic risks involved
in living there. Third, some may regard the declaration of hazard
zones as areas that cannot be developed as an infringement of the
right to choose where to live and work. Factors such as these may
mean that hazardous areas will inevitably be developed, and there-
fore risk-avoidance strategies need to be supplemented by other risk-
management strategies.

Risk-Reduction Strategies

The best-known risk-reduction strategies are building codes, espe-
cially in earthquake and flooding zones, where damage is primarily to
buildings and infrastructure. Where building codes do not exist or are
not enforced, the loss of life may be considerable. It is probable that
many of those who died in the 1999 Turkish earthquake and 2008 Chi-
nese earthquake would have survived had construction standards been
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vastly improved or enforced. Building controls embrace a variety of
risk-regulation tools (for example, design and engineering standards,
construction standards, and the monitoring of compliance with these
standards). These standards are often in the form of codes that are
flexible and open to updating.

New building codes are commonplace and found to be highly
effective, especially where they incorporate learning from previous dis-
asters. Robin Spence18 reports the benefit-cost ratio to be high because
the cost of incorporating the requirements of building controls are rel-
atively small compared to the overall building costs, especially when
one takes into account the reduction in damage that may be effected
and the lives such improvements can save. Retrospective building
upgrades involve strengthening programs for existing buildings in areas
of natural disaster. These are less common than new building programs,
partly because they can be so costly. But they do exist. For example,
Mexico City introduced a major program of retroactive strengthening
following the 1985 earthquake, as did California following the 1994
Northridge earthquake. Florida also enforced their building codes fol-
lowing Hurricane Andrew in 1992. Howard Kunreuther and his col-
leagues19 discuss how this disaster led to a revamping of the codes.
Programs such as these could be mandatory, but they also need to be
accompanied by funding programs to enable their realization and
incentivize compliance.

Another form of engineering and construction that falls into the
risk-minimization category is the building of flood defenses, such as
dykes, levees, or coastal defense projects. Levees control the water
flow into flood-prone areas, and ideally they prevent flooding. There
are a number of major examples, including the Netherlands, where
much of the country is actually below sea level and highly vulnerable
to flooding from rivers and sea surges. This led the Dutch govern-
ment to invest in the Delta Works project comprising a series of con-
structions of dams and barriers to protect the southwest of the
Netherlands starting in the 1950s and continuing to 1997. Another
prominent levees project involves those protecting New Orleans
from the Mississippi River.

There are limiting factors for risk-minimization programs. It is
first vital that any regulations and codes that are produced are
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adopted and enforced. Indeed, an overriding message of regulation
research is that enforcement mechanisms, whether they be public-
sector or private-sector third-party inspections, are crucial to the
implementation of risk-regulation policies. There needs to be a clear
allocation of responsibilities and liability and also sanctions for non-
compliance. Burby20 cites such factors as essential to the successful
implementation of public and private flood-insurance programs.
Moreover, it is essential that there is a demonstrable preparedness to
use sanctions; otherwise, they can become merely symbolic and ren-
dered ineffective.

It is vital that the personnel involved in these schemes are profi-
cient to design, to construct, and to inspect. Concerns about this
may lead to regulation in the form of professional registration and
regulations that demand only registered people be permitted to
undertake these roles. Such a system was instituted in Turkey follow-
ing the 1999 earthquake, when a professional proficiency require-
ment was decreed. This required inspectors to have a minimum of
five years of practice in engineering and architecture, to attend
training courses, and to take technical exams.21 Similarly, the OECD
has recommendations for standards of educational buildings in
earthquake zones.22 Establishing and implementing such structures
is no mean task, and developing countries may struggle to find the
capacity for this.23 Indeed, there may be financial and political obsta-
cles to risk-minimization schemes, especially those involving build-
ing upgrading where the allocation of funds to aid improvements
may also pose distributional problems in terms of local politics.
Spence24 cites a number of examples where this has been a difficulty
(for example, in Turkey prior to the 1999 earthquake and Southern
California following the 1933 Long Beach earthquake, where is took
some 39 to 48 years for local communities to agree to earthquake
mitigation legislation).

Another difficulty with risk-minimization schemes is the danger
that they can lull people into a false sense of security that means that
they do not take the hazard as seriously as they should and fail to pre-
pare for what to do should a disaster materialize. Indeed, some fear that
incentivizing schemes to adopt building controls in hazardous areas
may even stimulate the development of such areas and thus increase
the risks of damage.25 In other words, risk-minimization matters may
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even increase vulnerability.26 This happened in New Orleans in 2005
when Hurricane Katrina breeched the levees in multiple places and led
to very serious flooding of the city (approximately 80 percent of the city
was flooded) and multiple deaths. (Estimates vary, but well over 1,000
deaths represents consensus thinking.)

Risk-Sharing Strategies

Part of pre-event planning includes precautionary decision mak-
ing about how to deal with a natural disaster when it happens and in
its aftermath. This anticipatory planning may cover short-term con-
tingency planning and longer-term repair planning. This may involve
the state and the market burden sharing at local and national levels.27

Risk sharing includes predisaster risk transfer through insurance or
other hedging instruments such as catastrophe bonds or weather
derivatives, or collective loss sharing post-disaster that may take place
nationally or globally through charitable donations. Globally this
entails richer countries assuming some responsibility for losses in
less-developed countries.

Insurance has become an important form of risk sharing in a vari-
ety of contexts. Governments try to ensure that insurance is available
and linked to risk-regulation strategies in a number of ways. Insur-
ance can play an important role in persuading individuals to invest in
mitigation measures, especially if there are reductions in premiums
to incentivize this.28 A major route is for governments to enter into
partnerships with commercial companies. A key decision is whether
to make insurance mandatory: It could be mandatory for commercial
firms to provide insurance for natural disaster situations29 and also for
domestic and commercial occupiers of premises to have insurance.
Beyond this, insurance may regulate risk minimization or reparation
payments through differential premiums depending on compliance
with building codes.30 These are forms of delegated regulation or reg-
ulatory mix. Insurance companies may be delegated responsibility for
inspection and compliance checking such as ensuring that building
codes have been complied with. Alternatively, the state and insurance
industry may be joint providers in which case there may be govern-
ment insurance schemes or the state may offer reinsurance facilities
to commercial insurers.
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There are a variety of national insurance schemes in operation
and addressing different types of natural disaster. The U.S. National
Flood Insurance Program is a well-established scheme, originating in
1968. It provides flood insurance to communities that adopt loss-
reduction measures such as floodplain management and promoting
the awareness of flood insurance. Two types of policy are available.
One covers the cost of repair for flood damage, and the other provides
for buildings that have been substantially or repeatedly damaged and
funds either retroactive building mitigation or relocation.31 New
Zealand has provided a government-backed insurance scheme for
earthquake damage since 1993. This coverage is compulsory.32 In
1982, France established a national system that requires commercial
firms to offer catastrophe insurance that is bundled with property
insurance. The government delineates the areas covered and finances
the reinsurance of the program. The program offers decreasing com-
pensation to those in high-risk areas, encouraging relocation or the
adoption of loss-reduction measures.33 The Turkish Catastrophe
Insurance Pool, established in 2000, is a joint venture between the
World Bank and Turkish Government. The scheme mandates those in
urban areas to have insurance and aims to incentivize other risk-
mitigation measures such as retrospective building controls.

Each of these schemes is interesting as to varying degrees they
substitute for private insurance programs. They also all build in
incentives to take other risk mitigation action, such as relating pre-
miums to actions taken by property owners (such as retrofits, com-
pliance with new building standards) and also by specifying
education and awareness building campaigns for the local commu-
nity.34 These methods are important in mitigating some of the major
risks associated with public-private insurance schemes.35 There are
concerns that government based schemes can create moral hazards
as their risk classification is not always as developed as it would be
in commercial schemes. Particular problems can arise with insur-
ance when risks are pooled rather than individually calibrated. To
avoid this problem, it is important to adjust premiums to take into
account other risk-mitigation measures, such as compliance with
risk regulation or penalizing repeated claims. But even when these
measures are in place, there is another major source of moral
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hazard, namely the political reality that it is almost impossible not to
provide post-disaster aid for those without insurance. This fact
underlines the desirability of mandatory insurance schemes.

Important Considerations and Constraints
Many of the limitations we have discussed with respect to risk

avoidance, risk minimization, and risk sharing are encountered in all
societies, but they are undoubtedly exacerbated in poorer developing
countries where the prerequisites of stable governments and good
governance systems may not be met. Indeed, these societies are espe-
cially, but not exclusively, vulnerable to concerns about the solvency
and sustainability of such schemes given the increasing incidence and
severity of natural disasters caused by climate change.

A number of general factors can influence the efficacy of risk reg-
ulation strategies. An important cultural influence is how anticipatory
or fatalistic a culture is. This can be key in securing buy-in to mitiga-
tion policies. Fatalistic attitudes can be a significant obstacle to risk
regulation.36 It may be a regional characteristic, as Murat Balamir37

suggests used to be the case in Turkey until the 1999 earthquake,
when there was a significant move to change attitudes to disaster pol-
icy and become anticipatory, or it may be more localized. Local com-
munities may view natural hazards as “facts of life” that cannot be
avoided. And this may be a view shared by planners who do not believe
risk-minimization efforts will be successful.38 It has been suggested that
such views can be changed by the ways in which public agencies and
the news media report information: They can help to change attitudes
by conveying the message that damage is preventable.39 Public aware-
ness of the risks posed in local areas and the mitigation efforts in place
are also important to the success of mitigation efforts.40

Central-local government relations are crucial to the success of
risk regulation, as so often these measures emanate from central gov-
ernment, but the implementation of risk regulation measures such as
planning laws, building controls, and hazard zones is local. This can
easily lead to difficulties and inconsistencies because of intergovern-
mental tensions and the existence of obstacles to local hazard risk reg-
ulation. These center on local willingness and local capacity to
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implement central policies.41 Local government may simply decide
not to prioritize hazard-mitigation measures. This may be for a variety
of reasons. (For instance, the local population may not be interested,
perhaps because of fatalistic views about the possibility of averting or
mitigating natural disasters.) Alternatively local resources may be
scarce and other probable events appear more pressing (for example,
local health, education, or crime issues).42 There may also be confu-
sion about the shared responsibilities of central and local govern-
ments. Robert Wolensky and Kenneth Wolensky43 report that there is
often a lack of shared governance in federal and state priorities in the
United States.

Clearly, it is vital that central governments secure local govern-
ment buy-in to risk mitigation through education, discussion, and
efforts to co-opt local support and participation in disaster mitigation.
Commentators stress the importance of strong state mandates for
hazard mitigation, acknowledging that voluntary arrangements are
less likely to be effective. But this needs to be coupled with efforts to
secure local support and commitment. One U.S. state where federal
mitigation policies are especially advanced is California. New con-
struction is subject to earthquake-level building codes. But there is
great variability with respect to retrospective building requirements.
Mary Comerio44 explains that one reason for the variability between
cities is the cost and hence resistance from residents. One exception
is Berkeley, where tax rebates were introduced for this work. In 2004,
38 percent of homes in this area had such improvements, which
Comerio attributes to high levels of income and education and active
campaigning by the local population.

One danger of too much central government control manifests
itself in the post-recovery sphere when local initiatives may be hin-
dered by central government. Emily Chamlee-Wright,45 referring to
the effects of Hurricane Katrina, argues local governments, businesses,
and civil groups need to be given space to decide how to recover. This
is also a principle of integrated disaster-management schemes. The
Japanese-integrated management frameworks following the 2000 Takai
floods included strengthening the capacity of local communities to
make their own management choices and promoted their participation
in risk management.46 The Turkish earthquake management experi-
ence has also underlined the importance of stakeholder involvement to
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secure compliance with mandatory schemes.47 The message is that
there are limits to what central government can do, and it is crucial to
enhance local capabilities and ensure that political affiliation does not
bias decisions and implementation.48

Corruption is another major obstacle to the effective implemen-
tation of regulation and also the distribution of large aid packages.49

Corruption is cited as a major factor in the high loss of life in the
Turkish earthquake of 1999, and there are suspicions that it may have
been a factor in the high number of fatalities in the Chinese earth-
quake in Sichuan in 2008. In the Turkish case, corruption meant that
planning and construction codes were not enforced. Moreover, con-
struction amnesties were granted in some areas.50 Again, this under-
lines the need for good governance systems and the prerequisites of
stable governance structures. Encouraging these is important for the
handling of any kind of disaster, natural or otherwise.

Discussion: Lessons and
Recommendations

Using risk regulation in the mitigation of natural and other disas-
ters can contribute significantly to reducing the risks and costs associ-
ated with these disasters. However, these measures need to be used
strategically. Absolutely crucial in deciding policy options are the
quality and accuracy of the information available about the levels and
the location of risks. Working locally to enhance sustainability and
resilience is important in all areas vulnerable to extreme events.
Where levels of certainly are high, then, more detailed risk-regulation
measures and planning are also possible.

The reasons for this are explained by Aaron Wildavsky,51 who
urged caution in the use of anticipatory strategies and advocated
enhancing resilience (that is, the ability to learn from experience and
cope with surprises). He argued that anticipation can lead to a great
deal of unnecessarily wasted effort and resources because of the
high volume of hypothesized risks, many of which are exaggerated or
are false predictions. Anticipatory strategies, argues Wildavsky,
reduce the ability of organizations and societies to cope with the
unexpected. Indeed, many preventive programs have their own
unexpected risks attaching to them. It is only where information

From the Library of Daniel Johnson



ptg

136 LEARNING FROM CATASTROPHES

about vulnerable areas is fairly precise and accurate that specific,
targeted risk-regulation measures and investment are so valuable.
This is especially true of risk-avoidance measures that are not only
reliant on accurate information but also reliant on a willingness to
implement and enforce at the local level.

Where risk-avoidance strategies are not possible, for either infor-
mational or sociopolitical reasons, risk-mitigation strategies may be
optimal. To be successful, these are reliant on enforcement mecha-
nisms and a readiness to use sanctions. Retrofit measures may also
require financial incentives. But these need to be handled carefully so
as to avoid the danger of offering false assurance that they mitigate all
eventualities. In reality, these measures may still be insufficient to
protect against extreme events, and then there has to be awareness of
this and of alternative strategies.

Recovery strategies are therefore advisable in all areas of high risk.
There may be dangers of moral hazard attaching to these processes. It
is alleged that there is some evidence that where governments provide
for recovery individuals are less likely to be proactive providing for their
own recovery. In this case, the dangers of moral hazard need to be
avoided if at all possible. And the optimal way of doing this seems to be
building in incentives to adopt other mitigation strategies and if possi-
ble making such insurance mandatory.

It is common in risk-regulation discussions to advocate a regula-
tory mix in which the state harnesses sources of regulation beyond the
state so as to empower different participants in the regulatory
process. This includes national and local governments, businesses,
and local communities. In the private sector, insurance companies are
especially important. A mix of sources of information and support
helps to maximize the promotion and achievement of risk-
management objectives. It is also recommended that a mix of differ-
ent types of regulation be established, involving a mixture of
sanctions and incentives. The state can play a crucial role in this by
mandating mitigating measures but as we have seen these rest on a
variety of prerequisites. A key condition is the presence of strong
enforcement mechanisms to ensure that any measures put in place
are adopted and implemented by local government, whose support is,
again, decisive. Indeed, buy-in from the local community is important
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to the success of sustainable and workable schemes. Likewise, stable
and noncorrupt local infrastructures are necessary.

It is essential to acknowledge that there are likely to be local vari-
ations influencing the effectiveness or even possibility of using some
forms of mitigation. This needs to be dealt with by providing regula-
tions that can be tailored to local circumstances. Such regulations are
typically principles rather than rules based, allowing for flexibility and
discretion in implementing them in varying situations. There will be
variable levels of regulatory enforcement between countries and even
within countries. In other cases, culturally sensitive and practically
possible means of communication need to be developed, because
mitigation plans and hardware may not easily travel.

NGOs can be especially helpful here, particularly in developing
countries. They can help to secure local-level cooperation in disaster
mitigation and preparedness, through environmental management
and long-term sustainability efforts. The Red Cross has long been
involved in disaster-preparedness programs that focus on ecological
management in the hope that disasters may be prevented through a
focus on long-term sustainable development.

Transnationally, the United Nations can play an important role,
most especially through its International Strategy for Disaster Reduc-
tion, which aims to play a facilitating role with respect to research and
information sharing and stimulating partnerships and networks to
reduce the effects of disasters. An important dimension of this is to
consider the poor of the world and to offer information, advice, and
support to low-income countries prone to natural disasters. Other
organizations, such as the World Economic Forum, have the poten-
tial to facilitate cross-border and private-public sensitivity to the
problems and to foster awareness that action is both possible and nec-
essary. They have the authority to provide leadership and to help fos-
ter schemes that encourage information sharing and the resources
needed on a global basis, and thus to help mitigate the inequalities
associated with natural disasters. This is especially important in a
world where the interconnectedness of problems is acute. Central to
anticipation and resilience are notions of recovery and learning from
adverse events. This endeavor can and should be coordinated
globally.
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These lessons and recommendations have parallels in other are-
nas. The recent financial crisis has demonstrated the dangers in rely-
ing on models and data that are unreliable indicators of future risks. It
underlines the need to think about the longer term and the intercon-
nections between actions in different parts of the world. The need to
increase resilience in the financial sector has been dramatically
emphasized. There are now demands for greater attention to contin-
gency planning and crisis management, for better information about
the possible risks that could be encountered, and the need for the
development of tools to achieve the orderly winding down of firms.
As with disasters, there is also recognition of the value of strong gov-
ernment mandates for regulatory discipline and the importance of
macro oversight and communication.
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Overview
Two-thirds of the 25 most costly insured catastrophes in the past

40 years have occurred since 2001. Is this a sign of what the twenty-
first century has in store for us? Most likely, because of the increasing
concentration of population and value in high-risk areas, as well as a
change in weather patterns toward more extreme events. This poses
a real challenge as to who will provide financial protection against
future large-scale risks, if such protection is indeed available. Although
governments and traditional insurers/reinsurers have a key role to play
here, recent innovations in the financial markets can also help access
needed capital from investors internationally. This chapter discusses
some of these new financial products as they apply to both developed
and developing countries. There is an opportunity here for value cre-
ation—in protecting assets and people and also in creating new mar-
kets for those who are responsible for leading major institutions
(corporations, governments, NGOs), and even royal families.
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Introduction
The accelerating rhythm of large-scale catastrophes worldwide

has become one of our biggest economic and social challenges.
Indeed, one of the hallmarks of this new century will be more and
more such unthinkable and extraordinary events, previously unseen
contexts, and pressure for individuals, private companies, and gov-
ernment authorities to react extremely quickly, even when they can-
not predict the cascading impact their actions will have.

Conventional wisdom holds that major accidents and disasters
remain low-probability events. In today’s world, this view is clearly
outdated. Catastrophes have unfolded at an unprecedented rate in
the past few years: financial crises, large-scale natural disasters, inter-
continental pandemics, and mega-terrorism. Think also food and
water scarcity, global warming, and new types of war, nuclear prolifer-
ation, and cyber-attacks.

I predict that there will be more of these mega-crises as well as
new ones in the future. Dealing with an average of one or two such
catastrophes every 20 years is one thing; dealing with 5 or 10 on many
different fronts almost simultaneously, as is currently occurring, is
an entirely different matter. We must begin to anticipate a world in
which extreme events occur more and more often as part of our daily
life. And with that, we must begin to better proactively assess and
manage them before they occur, and also create the foundations for a
more resilient society when they do occur.1

To turn risk management into value creation, this new era of catas-
trophes demands new services, new types of protection, and innovative
new financial solutions. The demand for such services and products is
indeed likely to significantly increase in the next decade. Here, I want
to focus on one aspect of this question: What financial solutions can be
developed to provide coverage against some of the aforementioned
global risks so that one does not have to pour billions of dollars in a
rushed and disorganized way in the aftermath of disasters?

Answering this question has become even more pressing today
because the rhythm of costly disasters is accelerating due to the
growing concentration of population and assets in high-risk areas,
combined with the potential consequences of a change in climate
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patterns. One figure is eye-opening: Of the 25 most costly insured
disasters anywhere in the world between 1970 and 2008 (a 39-year
period), two-thirds of them occurred since 2001. Most of these
insured catastrophes occurred in rich countries where exposed assets
and insurance penetration are high; a disaster occurring in a poor
country where insurance coverage is very low would likely not enter
into this ranking.

As a reaction to these historical losses, we are already witnessing a
radical change in the loss sharing between public and private sectors
in many countries, with governments taking a more important role in
what were traditionally private insurance markets. Sadly, the recent
financial crisis has shown us the dark side of finance, most notably the
uncontrolled used of sophisticated instruments.2 Still, I believe some
of the most innovative and sustainable solutions to meet the challenge
of providing adequate coverage against extreme events will come from
the financial world, working in collaboration with governments and
the insurance industry. Some of these instruments are already in place
and provide the necessary capital to support a financial safety net that
helps individuals, corporations, cities and countries, international
organizations, and even royal families adequately protect exposed
assets so that they are resilient when the next catastrophe strikes.

The chapter is organized as follows. We first briefly discuss the
evolution of economic and insured losses due to major catastrophes
over the past four decades, clearly indicating that we have entered a
new era of catastrophes, which is likely to stay with us for a long time
to come. The discussion then turns to some financial innovations,
alternative and complementary to traditional insurance. I focus in
detail on two of them that transfer exposure to catastrophes to institu-
tional investors: industry loss warranties and catastrophe bonds,
which have grown significantly in volume in the past five years. Cata-
strophe bonds have been used not only by numerous insurers and
reinsurers but also by corporations (two examples are Disney Park in
Japan and the utility giant Électricité de France) to cover against hur-
ricanes, storms, typhoons, earthquakes, or even pandemics and ter-
rorism risks in many parts of the developed world. Innovative
financial solutions can also help individuals and businesses in devel-
oping countries. To illustrate this point, this chapter presents the case
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of a rain indexed-based insurance tool that was developed to help
farmers in one of the poorest countries, Ethiopia. The chapter con-
cludes by looking at how we can make these financial instruments
more widespread, and thus less expensive to a broader range of stake-
holders around the globe.

How Much Are You Willing to Lose When
the Next Catastrophe Strikes?

The economic and insured losses from great natural catastrophes
such as hurricanes, earthquakes, and floods worldwide have clearly
increased significantly in recent years. A comparison of these eco-
nomic losses over time (based on data from Munich Re Geo Risks
research) reveals a huge increase: $53.6 billion (1950–1959), $93.3 bil-
lion (1960–1969), $161.7 billion (1970–1979), $262.9 billion
(1980–1989), and $778.3 billion (1990–1999). Between 2000 and 2008,
there were $620.6 billion in losses, principally a result of the 2004,
2005, and 2008 hurricane seasons, which produced historic records.

Catastrophes have had a more devastating impact on insurers
since 1990 than in the entire history of insurance. Between 1970 and
the mid-1980s, annual insured losses from natural disasters (includ-
ing forest fires) were in the $3 billion to $4 billion range. There was a
radical increase in insured losses in the early 1990s, with Hurricane
Andrew in Florida ($24.6 billion in 2008 dollars) and the Northridge
earthquake in California ($20.3 billion in 2008 dollars). The four hur-
ricanes in Florida in 2004 (Charley, Frances, Ivan, and Jeanne) col-
lectively totaled over $33 billion in insured losses. Hurricane Katrina
alone cost insurers and reinsurers an estimated $48 billion. In 2005,
private insurers and reinsurers paid $87 billion for losses resulting
from major natural catastrophes.3 Figure 8.1 depicts the upward trend
in worldwide insured losses from major catastrophes between 1970
and 2008.4

Table 8.1 reveals the 25 most costly catastrophes for the insur-
ance sector since 1970 (in 2008 dollars).
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Figure 8.1 Worldwide evolution of major catastrophe insured losses,
1970–2008 (9/11: All lines, including property and business interruption
(BI); in U.S. $ billon indexed to 2007; except for 2008, which is current)5

TABLE 8.1 The 25 Most Costly Insured Catastrophes in the World,
1970–2008

U.S.$
Billion

Event Victims (Dead
or Missing)

Year Area of Primary
Damage

48.1 Hurricane
Katrina

1,836 2005 United States, Gulf of
Mexico, et al.

36.8 9/11 Attacks 3,025 2001 United States

24.6 Hurricane
Andrew

43 1992 United States, Bahamas

20.3 Northridge
Earthquake

61 1994 United States

16.0 Hurricane Ike 348 2008 United States, Caribbean,
et al.

14.6 Hurricane Ivan 124 2004 United States, Caribbean,
et al.

13.8 Hurricane Wilma 35 2005 United States, Gulf of
Mexico, et al.
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TABLE 8.1 The 25 Most Costly Insured Catastrophes in the World,
1970–2008

U.S.$
Billion

Event Victims (Dead
or Missing)

Year Area of Primary
Damage

11.1 Hurricane Rita 34 2005 United States, Gulf of
Mexico, et al.

9.1 Hurricane
Charley

24 2004 United States, Caribbean,
et al.

8.9 Typhoon Mireille 51 1991 Japan

7.9 Hurricane Hugo 71 1989 Puerto Rico, United
States, et al.

7.7 Winterstorm
Daria

95 1990 France, UK, et al.

7.5 Winterstorm
Lothar

110 1999 France, Switzerland, et al.

6.3 Winterstorm
Kyrill

54 2007 Germany, UK, NL, France

5.9 Storms and
Floods

22 1987 France, UK, et al.

5.8 Hurricane
Frances

38 2004 United States, Bahamas

5.2 Winterstorm
Vivian

64 1990 Western/Central Europe

5.2 Typhoon Bart 26 1999 Japan

5.0 Hurricane Gustav 153 2008 United States, Caribbean,
et al.

4.7 Hurricane
Georges

600 1998 United States, Caribbean

4.4 Tropical Storm
Alison

41 2001 United States

4.4 Hurricane Jeanne 3,034 2004 United States, Caribbean,
et al.

4.0 Typhoon Songda 45 2004 Japan, South Korea

3.7 Storms 45 2003 United States

3.6 Hurricane Floyd 70 1999 United States, Bahamas,
Columbia

Note: This table includes only payments by private insurers (governments’ payment excluded).
In billions, indexed to 2008.

Source: Wharton Risk Management and Decision Processes Center with data from Swiss Re
and Insurance Information Institute
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When viewed all together—along with many other disasters and
crises that occurred recently in the developing world where insurance
penetration is low and which, for that reason, do not appear in a ranking
of insured losses—extreme events are clearly not low-probability events
anymore. No country, and no organization, can ignore the possibility of
being hit by extreme events in the coming months. The question is not
whether future catastrophes will occur but when—and who will pay for
them.

How Alternative Risk-Transfer
Instruments Provide Financial Protection
Against Extreme Events

As one would anticipate, recent catastrophes have forced insurers
and reinsurers (those companies that insure the insurers) to signifi-
cantly increase the premiums they charge to provide financial cover-
age against such events. This is the case because catastrophes have
inflicted record losses in a twofold, concentrated way: First, many
people in the same region suffer from the same disaster when it
occurs, and so it is more difficult to diversify the risk geographically;
second, because catastrophes are occurring much more frequently,
insurers have a harder time diversifying risk over time.

Even though insurers have been able to increase the premiums
they charge to cover catastrophes, many consider insurance price reg-
ulation to be much too stringent. Indeed, legislators are often reluctant
to let premiums increase too much (even to reflect reestimated expo-
sure based on recent catastrophes) because people and firms might not
want to move to a city or state where insurance cost is extremely high,
and also because those already living or working there might decide to
leave, thus impacting the local economy. As a result, insurance regula-
tions often restrict insurers from charging premiums that adequately
reflect risks and the high cost of capital associated with truly cata-
strophic risks.7 Especially for potential mega-disasters that could inflict
losses in the $100 billion range, the capital of property and casualty
(re)insurance industry is clearly limited.8 And although governments
have typically taken on a significant part of the financial burden of the
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consequences of extreme events, one might wonder whether they can
continue to do so in the future, as budget deficits continue to grow.

In this context, it becomes more and more important to find other
complementary sources of capital to cover large-scale disasters.
Because of the significant variability of financial markets, and because
numerous investors are active on these markets, there was a strong
motivation to develop financial instruments that can transfer part of
this exposure directly to the financial markets. This has led to new
financial products.

The field of alternative risk transfer (ART; “alternative” as
opposed to traditional insurance and reinsurance mechanisms)
grew out of a series of insurance capacity crises in the 1970s
through 1990s that led purchasers of traditional reinsurance cover-
age to seek more robust ways to buy protection. Although ART
instruments can comprise a wide range of alternative solutions
(including the creation of captives or risk-retention groups), I con-
centrate here on instruments that transfer part of the risk exposure
directly to investors in the financial markets. Most of these risk-
transfer techniques permit investors to play a more direct role in
providing insurance and reinsurance protection. One of the main
advantages for investors (typically catastrophe funds, hedge funds,
and money managers) is that these instruments constitute a
different class of assets that can enhance their returns since they
are not highly correlated with other financial risks (for example,
fluctuations in interest rates).

Here I focus on two insurance-linked instruments—industry loss
warranties and catastrophe bonds—which have significantly grown in
volume as a reaction to the 7 hurricanes that hit the United States
over a 15-month period in 2004 and 2005, and which are likely to
continue to grow as a market as we witness more and more costly
catastrophes in the coming years.9

Industry Loss Warranties

The first industry loss warranties (ILWs) were issued in the 1980s
to cover airline industry losses. ILWs were then developed in the
property and casualty insurance industry in the aftermath of major
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natural disasters that have occurred since the early 1990s. In the
insurance world, an ILW is a financial instrument designed to protect
insurers and reinsurers from severe losses due to extreme events such
as natural disasters.

ILWs operate as follows. The buyer who wants to hedge risk pays
the seller a premium at the inception of the contract. In return, the
buyer can make a claim in the event of a major industry loss that is
equal or higher of a predefined threshold. For example, the buyer of
a $200 million limit hurricane ILW in New York in 2010 attached at
$20 billion will pay a premium to a protection writer (for example, a
hedge fund acting as an insurer) and in return will receive $200 mil-
lion if total losses to the insurance industry from a single hurricane in
the New York region in 2010 exceeds $20 billion.

As the name indicates, the payout of ILWs is based on the loss
suffered by the entire industry, not a single company. (The amount
the insurance industry has lost after a disaster is estimated by special-
ized third-party firms [for example, Property Claims Services in the
United States, or the 2009-created Perils, AG in Europe]). For that
reason, ILWs are particularly attractive to companies with a higher
concentration of business in a limited number of locations, thus
enabling them to take on larger books of business in their primary
area of operation. In terms of volume, the ILW market has no recog-
nized exchange or clearing source to track volume, but it is estimated
its size has been between $2 billion (before the 2005 hurricane season)
and $5 billion outstanding at the end of 2008.

Catastrophe Bonds

In a manner similar to ILWs, catastrophe bonds (hereafter “cat
bonds”) enable an insurer or reinsurer, or more generally any com-
pany or government, to access funds if a severe disaster produces
large-scale damage. But cat bonds typically cover narrowly defined
risks. To illustrate how cat bonds work, consider a company, Safe-
Company, which would like to cover part of its exposure against catas-
trophes. To do so, it creates a new company, BigCat, whose only
purpose is to cover SafeCompany. In that sense, BigCat is a single-
purpose reinsurer (also called special-purpose vehicle, SPV). When
the reinsurance contract is signed, the sponsor (SafeCompany) pays
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premiums to BigCat. On the other side, investors place their funds
with the SPV BigCat; these funds constitute the initial principal for
the bond to be issued by BigCat. Premiums collected from SafeCom-
pany will be used to provide the investors with a high enough interest
rate to compensate for a possible loss should a disaster occur. Sup-
pose the losses from a disaster covered by the contract exceed a given
trigger. (This can be a parametric trigger, for instance an earthquake
of magnitude 7 or more on the Richter scale in a specific region or a
storm with sustained wind speed higher than 150 km/93 miles per
hour; this can also be an indemnity trigger that is directly related to
the level of losses incurred by SafeCompany for a given disaster or
period of time.) Then the interest on the bond or the principal, or
both, is forgiven, depending on the specifications of the issued catas-
trophe bond. These funds are provided to SafeCompany to help
cover its claims from the event.

Cat bonds have been on the market since 1997, which enables
some comparisons as to the evolution of issuances and capital out-
standing. Figure 8.2 illustrates this evolution and the number of
bonds issued between January 1997 and December 2007.10 The mar-
ket recorded total issuance of over $4.7 billion in 2006 (20 new
issuances, twice as many as in 2005), a 125 percent increase over the
$2.1 billion in 2005. This was a new record high, and a 75 percent
increase over the $1.14 billion issued in 2004, and a 20 percent
increase over the $1.73 billion issuance in 2003 (the previous record).
The risk capital issued during 2005 and 2006 was equal to the total
capital issued over the preceding five years. Bonds outstanding
increased significantly, too, which reflects the issuance of multiyear
bonds in previous years. This trend continued in 2007, with 27 new
catastrophe bonds issued for a total of $7 billion in capital and $14 bil-
lion outstanding.11

In the context of highly volatile reinsurance prices that often
occur after large catastrophes, cat bonds offer an important element
of stability for their users by guaranteeing a predefined price over
several years, assuming that the entire capital of the bond is not trig-
gered. I believe that this stability advantage has been largely under-
valued so far.
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Figure 8.2 Catastrophe Bonds: Capital Risk Issued and Outstanding
1997–2007 (In $ Billion)

Also, whereas most cat bonds so far have been issued by insurers
and reinsurers to protect part of their portfolio against natural disas-
ters, there have been several other transactions to cover other types
of risks (pandemics, terrorism) and also several transactions issued by
noninsurers (a sport federation, utility or oil companies, and even by
a government). Some of these transactions are noted in the following
sidebar.

As have other financial instruments, catastrophe bonds have
suffered from the 2008–2009 financial crisis. After the 2007 record-
setting year, catastrophe bond issuances fell 62 percent by volume
($2.7 billion in new and renewal capacity) and nearly by half in

Furthermore, more and more cat bonds cover against multiple
events. In fact, in 2005, 2006, and 2007, over half of the capital at risk
through cat bonds was for multi-event bonds rather than single-event
bonds. In terms of capital outstanding, U.S. earthquakes and hurri-
canes represented the largest volume of cat bond at risk in both 2006
and 2007, followed by storm exposure in Europe, and then typhoons
and earthquakes in Japan.
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Alternative Uses of Catastrophe Bonds

Pandemics and Terrorism

In 2003, a securitization of catastrophe mortality risk was under-
taken (Vita Capital) by reinsurance giant Swiss Re, in response to
the realization that terrorist attacks or large-scale pandemics could
have a serious impact on its portfolio (high concentration of losses
the same year). The bond protected against losses associated with
an abnormal number of deaths in a selected number of countries.

Sport Federations: International Federation of Association
Football (FIFA)

The world governing organization of football (soccer), the Fédéra-
tion Internationale de Football Association (FIFA), which organ-
ized the 2006 World Cup in Germany, developed a $262 million
catastrophe bond in August 2003 (Golden Goal Finance) to pro-
tect its investment. The bond sale was fully subscribed at a moder-
ate cost (a spread of 150 basis points above LIBOR). Under very
specific conditions, the cat bond covered losses resulting from
both natural and terrorist extreme events that would have resulted
in the cancellation of the World Cup final game.

Corporations: Disneyland, Universal Studios, EDF, and
Dominion

The first corporate catastrophe bond was issued in 1999 by Orien-
tal Land in Japan, owner and operator of Tokyo Disneyland, to

transaction account (13), with almost no transactions taking place in
the second two quarters of 2008. Indeed, given the uncertainty asso-
ciated with the future of financial markets, the cost of capital, and
due to more favorable reinsurance rates, many transactions were
postponed. Still, with $2.7 billion of new issuances, 2008 was the
third busiest year since catastrophe bonds were introduced in 1997.
As of June 2009, it seems that 2009 will not be a record year, but
should bring enough capacity into this market to replace capacity
from maturing deals.
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An important change that resulted from the financial crisis, and
specifically from the fall of Lehman Brothers, is that there are now
tighter requirements to assure that the money invested in the bond is
more adequately protected. This should make catastrophe bonds a
more robust financial instrument moving forward. Indeed, before
2008, most cat bonds used only one company (so-called counterparty;
for example, an investment bank) to guarantee the entire amount of
collateral backing the bond. Lehman was this investment bank in many
cat bond transactions. When Lehman fell, many cat bonds became
unprotected.12

The new post-2008 structures have higher transparency and pro-
vide greater access to information about the risks associated with the
underlying assets; they also facilitate the replacement of the counter-
party or can even unwind the transaction in case of default. These
improvements should serve the interests of the sellers and buyers alike.

help insure the company against the risk (to property and earnings)
that an earthquake could damage its theme park. In 2002, Vivendi
Universal (Universal Studios) issued a $175 million bond (Studio
Re) to cover its production studios against an earthquake in South-
ern California. The first European corporate bond was issued in
2003 by EDF, the French utility giant; the $230 million bond
(Pylon) covered the company against severe windstorms in France.
In 2006, another corporate sponsor went with coverage by cat bond:
Dominion Resources, an energy producer, obtained protection for
oil-drilling assets located off the coasts of Louisiana and Texas by
issuing a $50 million bond (Drewcat).

Governments: Mexico

The government of Mexico, which through its FONDEN facility
sponsored a three-year maturity earthquake catastrophe bond for
$160 million (CAT-Mex) in May 2006, was the first government to
securitize natural catastrophe risk. In years of low fiscal revenues,
issuing bonds was viewed by the Mexican government as a solid
alternative to the risk of stopping government contribution to the
national catastrophe fund (given pressure on government budget).
A new bond was issued in October 2009.
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How Financial Instruments Can Help the
Developing World

Although most of the ILWs and cat bonds have been issued in the
developed world, in recent years, there has been an effort to create
innovative solutions to provide financial protection to inhabitants of
developing and poor countries where private insurance coverage against
natural disasters does not currently exists, or is not affordable.13 Under
the leadership of the United Nations, the World Bank, and other inter-
national organizations, large insurers and reinsurers working with mod-
eling firms that assess risks have completed several transactions that
augur well for the future.

A recent example was undertaken in Ethiopia in 2006 under the
leadership of the U.N.’s World Food Program. Even though Ethiopia
was considered the fastest growing non-oil dependent African nation in
2007, it remains with a GDP per capita at US$806 one of the poorest
countries.14 Agriculture represents an important part of the local econ-
omy, and farmers are exposed to important risks of droughts. A weather
derivative—a financial asset, the value of which depends on the
weather (rain or temperature)—was successfully developed and pro-
vided coverage to local farmers in the case of an extreme drought dur-
ing the agricultural season. The objective of this pilot program was to
develop a disaster-management system to protect the livelihoods of
Ethiopians vulnerable to severe and catastrophic weather risks as a first
step in a process involving governments, donors, and insurance and
financial markets.15 How did this work?

Challenge: Collecting Objective Weather Data

In 2004 and 2005, the World Food Program partnered with the
French insurer AXA to develop an index-based weather derivative
instrument calibrated with rainfall data from weather stations across
Ethiopia. To satisfy market concerns about the quality and integrity of
data for risk transfer, capacity building was needed for the National
Meteorological Agency to ensure that data were reported in real
time.16 The agency monitors more than 600 weather stations across
the county, but only 44 of these stations are Class 1 stations, meaning
stations recording pressure temperature, relative humidity, wind
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speed and direction, rainfall, evaporation, and soil temperature every
three hours from 06:00 to 18:00. These 44 stations had data missing,
particularly because of nonweather extreme events such as civil war.
Therefore, two companies that specialize in modeling, EarthSat and
Risk Management Solutions, were hired to clean data and replace
values missing or erroneous. The quality of the final dataset was qual-
ified as excellent by both of these companies when compared with
similar datasets from industrialised countries.

An index was then created that aggregated all livelihood losses
due to drought for certain preselected districts around the weather
stations. This drought index was based on 62,000 households (a total
of 310,000 people) during the 2006 agricultural season from March to
October 2006. Based on historical data, the average index of this pop-
ulation was $28 million per year, with a maximum loss of $80 million
in 1984 and a theoretical worst-case potential loss of $154 million.17

The contract between the World Food Program and AXA stipulated
that if the index was higher than $55 million at the end of the contract
(December 31, 2006), then the World Food Program would receive a
payout from AXA up to a maximum of $7.1 million, which could then
be used to provide aid to the farmers.

It turns out that 2006 was a good year for crop production in
Ethiopia. The index value at the end of 2006 was well below the $55
million trigger level, and no payout came out of this innovative
weather derivative contract. But the Ethiopia drought insurance
project is a powerful illustration that market mechanisms can be
used to provide financial coverage even in very low-income coun-
tries that are not seen as natural insurance markets. To do so, how-
ever, it is necessary to develop objective, timely, and accurate risk
indicators.

Long-Term Impact

Another lesson learned from this initiative links to the principle
of appreciating the long-term impact of disasters on an area’s politics
and culture. Indeed, the development and implementation of the
risk-financing solution previously described was also an incentive
for the Ethiopian government to better develop its contingency plan,
resulting in better preparation and earlier response to future shocks
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of all types, not only droughts. According to the World Food Pro-
gram, “In drafting the implementation rulebook, the (Ethiopian)
Government upgraded its contingency planning; the guarantee of
predictable and reliable contingency funding catalyzed institutional
interest and commitment.”18

Further Expanding Alternative Risk-
Transfer Markets

Notwithstanding these very encouraging examples, it is surprising
that despite the tremendous capacity offered by financial markets
today, the alternative risk-transfer market has not expanded to a
larger extent. Today, it represents just a small proportion of capital in
the global insurance markets worldwide, mainly because these instru-
ments are not standardized yet. Below are several recommendations
that, if followed, should considerably enhance this market by over-
coming some of the challenges it currently faces.19

First, ART instruments require good risk assessment, so it is
important to promote the collection and dissemination of high-
quality data on catastrophe risks and losses according to standardized
criteria across the world. Second, most transactions are handled
directly between companies and details of the deals are not necessar-
ily made public—there is no transparent market yet. Moving forward,
it will be important to promote transparency in the catastrophes-
linked securities market so that these instruments become more
standardized. Third, it is important to examine the accounting and
solvency rules presiding over the catastrophes-linked securities
market to remove any unnecessary impediments.20

Moving forward, proper risk-reduction measures must be put in
place to reduce exposure to future disasters, but there will always be
residual risks to protect against. In the new era of catastrophes we
have entered, it is very important for top decision makers to think
strategically in a what if mode, rather than simply pretend (and hope)
that catastrophes will not happen.

This is a paradigm shift from the way that many used to see risk
management. But one thing is sure: A new era calls for a new model.
It is thus important to develop a new model of management and also
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new solutions adapted to times of disaster. Well-designed financial
innovations can help do just that. While insurers and reinsurers
are natural consumers for these innovative financial instruments,
other stakeholders (corporations, governments, NGOs, royal families)
should think more about how they could protect their assets by buying
ART tools specifically designed for their needs.
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Overview
The financial crisis of 2008–2009 was a disaster that triggered a

global economic recession, the most acute since the Great Depres-
sion of the 1920s and 1930s. This chapter highlights certain elemen-
tary attributes of this financial and economic disaster and suggests
ways to recover. Given that much of the financial crisis was driven by
governmental, institutional, and individual actions that undervalued
or misunderstood risk, the chapter focuses on the “cascade of confi-
dence” required to restore a better balance between risk and reward
and growth and stability. This chapter describes six basic conditions
required for the restoration of confidence in the midst of a financial
disaster: (1) coordination and cooperation, (2) clarity of communica-
tion, (3) control of toxins, (4) capital and cushion, (5) co-investment,
and (6) courage.

The 2008–2009 financial crisis—arguably a disaster—was an eco-
nomic cancer that metastasized. The global depression of the 1920s
and 1930s (the Great Depression) demonstrated how damaging a
financial malignancy could be if government failed to respond. In this
financial crisis, unlike the one that triggered the Great Depression,
governments around the world responded aggressively and creatively
with a broad range of fiscal and monetary policies designed to stabi-
lize their financial systems, to limit economic destruction, and to pre-
vent wholesale political upheaval. However, it is critical to understand
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that the markets are fundamentally different than they were after the
Great Depression. Furthermore, like many current cancer therapies,
interventions on the current financial crisis have never been tried
before to quite the same extent or even in the same way, and like
existing cancer treatments, it is not yet known whether such interven-
tions will have any lasting therapeutic impact and what the side
effects will ultimately be.

Much has been written about the proximate causes of the current
financial crisis that has had a devastating impact on economies around
the world. Although there is much commentary and even greater
debate as to where the failures were most egregious and where blame
is most appropriately placed, it is clear that the aggregated and inter-
connected nature of the failures was central to the magnitude and
ferocity of the disaster. Many of the primary causes of the financial
crisis were known and discussed long before the crisis was upon us.1

However, no commentator actually understood how immunocompro-
mised the entire global financial system had become, what the ulti-
mate carcinogen would be, and when exactly it would metastasize.
Indeed, it is likely that the actual causes and triggers of the financial
crisis will be analyzed and subject to historical revisions for many
years to come.

The primary purpose of this chapter is to make some limited
observations on the financial crisis and to suggest ways to recover,
recognizing that there have been, and will continue to be, acute and
chronic dimensions of this crisis. Given that so much of the financial
crisis was driven by governmental and institutional actions and indi-
vidual behaviors that undervalued or misunderstood risk, this chapter
focuses only on the “cascade of confidence” required to restore a bet-
ter balance between risk and reward and stability and growth.

Although the bursting of the U.S. housing bubble was the appar-
ent trigger to this financial crisis, the overheated housing market
was only one of the symptoms of the ill health of the economic cycle.
After months of collapsing asset prices, it became clear that the
financial system was gravely ill. Monetary policies, exhibited as bold
and unconventional central bank liquidity measures (2008–2009),
were designed to disrupt the fall in asset prices and real estate
before the financial system became terminally ill (insolvent). The
aggressive actions of the central banks stabilized the financial
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system and slowed the metastases but have not cured the underlying
economic conditions. Even when the financial system becomes less
leveraged and better capitalized and prepared to lend again, quali-
fied and willing borrowers may still be in short supply. As long as
there is too much debt on the household sector in the developed
markets, there will be more interest in increasing savings and reduc-
ing debt than in investing and spending. The significant deteriora-
tion in household wealth and income from reduced housing prices
and investment portfolios and high unemployment rates may
dampen financial recovery.

The financial metastasis was exacerbated by the loss of confi-
dence and the panic and despair that ensued. As a result, throughout
the global financial system, institutional and individual investors
shunned all but the safest assets, consumers stopped spending, and
firms retracted accordingly. Therefore, the disaster response must be
focused on creating the conditions for a cascade of confidence in
which the financial system unfreezes, world trade resumes, institu-
tions begin to invest and households spend, and firms rebuild. This
chapter describes six basic conditions for the restoration of confi-
dence in the midst of a financial disaster.

Coordination and Cooperation
Global Considerations

The financial crisis exposed serious flaws in many aspects of our
financial system. Much of the severity of the crisis was due to global
economic imbalances, aggregated risks, and uncoordinated policies.
Increased coordination and cooperation between countries is a nec-
essary starting point. The economic substrate in the world is one in
which different nations are highly dependent on one another for their
economic well-being.

Global imbalances are at the core of the financial crisis. Excess
savings have accumulated in some of the world’s largest economies,
which are, along with their accumulated reserves, largely invested in
assets denominated in U.S. dollars rather than in their own local cur-
rencies. The biggest creditors are primarily in emerging market coun-
tries pursuing export-led economic growth policies, often on the basis
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of undervalued currencies. It is not only the size of the imbalances
that are unusual, but also which particular countries are actually the
debtors and the creditors. This situation runs counter to historical
economic theory, which suggests that emerging economies with rela-
tively low capital intensity, high rates of return, and the prospect of
higher income levels in the future should save less than they invest
and therefore run current account deficits. Developed economies, on
the other hand, with mature capital stocks and low internal rates of
return would be expected to save more than they invest and therefore
run surpluses. Yet from 2000 onward, emerging economies collec-
tively began to save significantly more than they invested; while the
more developed economies began to run large current account
deficits.2 Part of this effect was the result of the rise in commodities
prices, particularly of oil, in resource-rich countries such as Saudi
Arabia. But many non-natural resource-rich countries, notably China,
also saw improvement in their positions. Indeed, China’s surplus rose
from 11⁄2 percent of GDP in 2000 to 10 percent of GDP in 2008.3

The global economic crisis brought into sharp relief the extraor-
dinary level of interdependence, most markedly between China and
the United States.4 A stable recovery of the U.S. economy and ongo-
ing funding of its national debt will likely require continued support
from China for many years to come. China’s future growth will also
depend on the health and vitality of its world trading partners and
providers of natural resources, and on the redeployment of domestic
savings into domestic demand. In particular, U.S. consumers helped
feed the expansion of China’s export-oriented economy, which
allowed for massive development of the country’s physical infrastruc-
ture and manufacturing base and, in turn, fueled China’s demand for
commodities from regions around the world in places as diverse as
Africa, Australia, the Persian Gulf, Latin America, and Russia. In
addition, the demand for U.S. dollar resources by much of the devel-
oping world kept U.S. interest rates low and allowed the U.S. con-
sumer to go on an extraordinary buying binge—manifested most
dangerously in the overheated and leveraged residential housing sec-
tor and driven by the financial innovations of the last decade.

As interest and inflation rates significantly contracted during this
period, institutional and individual investors began an aggressive search
for investments that would provide attractive returns. This extreme
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search for attractive returns lowered the risk premium on almost all asset
classes—even those viewed to be relatively risky by historical norms (for
example, stocks and bonds in emerging markets). According to a report
by the McKinsey Global Institute, developing countries’ financial assets
grew to $38 trillion in 2007, which represented a 35 percent increase
over 2006 and nearly 5 times the growth rate of developed markets.5

Cross-border lending and deposits grew from slightly over $900 billion
in 2002 to $6 trillion at the end of 2007. These investment/capital flows,
particularly to the emerging markets, helped fuel an unprecedented rise
in global economic growth. However, after the crisis hit, those elevated
capital flows severely retracted. The World Bank has stated that net pri-
vate capital flows to emerging economies in 2009 are likely to be only
half the record $1 trillion in 2007; whereas global trade volumes will
shrink for the first time since 1982.6 Indeed, trade is the most serious
casualty of the financial crisis with a vicious circle of decreases in exports
leading to falls in production and rising job losses leading to further
reductions in consumer demand and exports. It is increasingly clear that
countries reliant on exports have been particularly hard hit. Neither
developed nor emerging economies have been spared. Japan lost nearly
half of its export market over the first quarter of 2009 versus the first
quarter 2008. Germany, the largest European exporter, lost more than a
fifth of its exports in the same time period. And U.S. exports declined 30
percent from the fourth quarter of 2008 to the first quarter of 2009.
Recently, the World Trade Organization (WTO) forecast global trade to
fall by 9 percent in 2009.7 The need for the world to repair and restore
these capital and trade flows is clear. What started as a “financial” prob-
lem quickly became an economic one.

The political realities of our world make even the nomenclature
around “coordination and cooperation” challenging. At the very least,
common problems must be identified and acknowledged. To get to
solutions, there must be a commitment to cooperate in a multilateral
way. Whether it is the G20 or a broader group of nations, there must
be forums where inclusive standard setting can be established—even
if the ultimate enforcement is done at a local or regional level.8 Uni-
lateralism or even bilateralism fails to recognize the fundamental
realities of fixing a systemwide problem that requires a collective
response and ongoing vigilance and preparedness. It is quite difficult
to subdivide many of these problems by political jurisdiction.
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Although bodies such as the Financial Stability Board, a group con-
sisting of major finance authorities, can serve invaluable functions in
the coordination and standard setting process and building global
connective tissue, such bodies are unlikely to have the requisite
resources to drive sustainable solutions.9 There needs to be a new
global institutional framework that provides a forum for reconcilia-
tion and disaster preparedness and response and recovery. Ulti-
mately, what must emerge is a stable global financial system in which
capital can flow safely between the more developed and the develop-
ing nations without ongoing cycles of financial crisis and increasingly
polarizing economic stratification. Although economic activities and
cultures are more globalized than ever, politics is still constrained by
the geographic and sometimes philosophical boundaries of nations.
Global engagement will need to significantly intensify. This will likely
entail significant political risk at the level of nation states. However,
there will be much greater risk in the future if the existing macro
imbalances are not addressed.

Local Considerations

This crisis also suggests two important policy goals that must be
achieved at the local level: (1) the coordination of macroeconomic
policies and financial institution regulations, and (2) the rationaliza-
tion of domestic regulatory architecture. As Martin Wolfe has so
succinctly stated, it is “in finance that microeconomics and macroeco-
nomics meet.”10

The surge of financial innovation typified by the securitization of
credit and the development of contingent contracts (for example,
derivatives) radically transformed the financial system from a rela-
tional one (where the lender knew the borrower and underwrote and
held and serviced the loan) to a transactional one (where the origina-
tor of the loan may or may not know the borrower, the underwriter
would not necessarily hold the loan, and yet another third party might
service it). Clearly, the financial system should have been better reg-
ulated. But the leverage and credit in the financial system is unlikely
to have reached such extremes without the macroeconomic imbal-
ances that have existed.
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Given how related such macro imbalances are to global financial
health and to the attendant risk taking by financial institutions, it is
clear that macro-economic policies and financial institution regula-
tions needed to be synchronized. This does not necessarily require
losing independence of central bank or financial institution regula-
tors, but it does require that some supervisory institution have pri-
mary responsibility and accountability for ensuring that areas of
systemic risk are identified and mitigated.

Fundamental reform and modernization of domestic regulatory
architecture is also needed. Although there have been some laudable
efforts at cooperation in the past, this crisis has made obvious the
conclusion that overlapping jurisdictions, gaps in regulations, uneven
technological, and informatic capabilities and regulatory competition
have created an environment where market excesses can thrive.11 In
addition, the fragmented, yet also in many ways redundant, regula-
tory structure between federal and state authorities and the myriad
of federal regulatory organizations in the United States and else-
where was not only inefficient, but it was also ineffective, particularly
in the oversight of organizations or activities that could have systemic
risk. For example, consider that although AIG presumably had capa-
ble state insurance regulatory oversight, the fact that many of its non-
insurance activities were not adequately supervised at least partially
contributed to its systemic risk.

In the United States, a firm’s regulator is determined largely by
its business form. As a result, two financial firms providing exactly the
same products might be regulated differently. Further, even in cases
where firms have identical business structures, they may opt for dif-
ferent regulators. Consider the choices of Goldman Sachs and Mor-
gan Stanley following their emergency conversion to bank holding
companies in September 2008. The Federal Reserve Board approved
applications of Goldman Sachs and Morgan Stanley to become bank
holding companies based on the conversion of their industrial loan
companies to commercial banks. As bank holding companies, the
consolidated supervisor of these organizations will be the Federal
Reserve; the SEC will continue as the functional regulator of the bro-
ker dealers of both organizations. A number of other regulators,
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including, among others, the Commodities Futures Trading Commis-
sion (CFTC) and the Financial Services Authority (FSA) will regulate
other parts of their businesses. However, the primary regulator of
Goldman Sachs’s state chartered bank subsidiary will be the State
Banking Department of New York, and of Morgan Stanley’s sub-
sidiary national bank, the Office of the Comptroller of the Currency.

Markets, financial products, technology, and business models will
continue to evolve. Regulatory authorities will need to do so, too,
even where that means authority will need to be shared/ceded.
Within a number of countries, sharing jurisdiction between regula-
tors may be among the first practical challenges.12

Clarity of Communication
One of the most dangerous aspects of this financial crisis was the

uncertainty as to the diagnosis of the problem and the attendant gov-
ernment responses. The markets generally abhor uncertainty. In an
environment where information, disinformation, and inaccuracies are
turbocharged and “truthiness”13 is often the standard, it is critical that
the nature of the problem be defined and the responses well commu-
nicated. It is an area that requires clear and accessible articulation of
the problem because the negative feedback loop has particularly dan-
gerous consequences in the midst of such a disaster. Indeed, trans-
parency may make it easier to determine where problems and
possible solutions actually lie. Consider the following analogy. If there
is a belief that the electrical grid causes cancer, one response might
be to disable every substation. Until the original theory is debunked,
it will be quite a while before the power is back on.

There also must be greater consistency of the government
response. Although it is recognized that the situation may be so com-
plex and dynamic that selected interventions will need to evolve and
change and at times be scrapped, defining the path forward and the
appropriate metrics for judging effectiveness will be a critical govern-
ment responsibility. Consider that cancer treatments are often
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modified as real-time determinations are made as to the balance of
effectiveness, safety, and side-effect profile. However, much of the
patient’s decision to follow the therapeutic regimen is trust in the
oncologist’s explanation of the road forward—for good and for bad.

Control of Toxins
One of the most critical and often difficult actions is to identify

the sources of systemic risk. Often, it will not be a single point of risk
but aggregations of risk that transform generally safe activities into
dangerous ones. In the first instance, this might be an institution that
is large and represents a pivotal role in the financing function (for
example, a Fannie Mae or Freddie Mac), or it may be an organization
whose demise would trigger an avalanche of other failures (for exam-
ple, Lehman Brothers), but it might also be an activity that if unsu-
pervised and unmonitored could be fatal (for example, derivative
contracts, collateralized debt obligations). When the cause of disease
is identified, it is critical to ring-fence the institution (for example,
conservatorship, nationalization, receivership) or to restructure the
asset or activity (for example, bankruptcy, good bank/bad bank, merg-
ers) so that it cannot continue to infect and invade the system. There
is no question that systemically important financial institutions or
activities should be identified and subjected to strict limits on lever-
age. These limits should consider potential exposure to off-balance-
sheet risks, which have proven to be a major source of vulnerability in
the past. In addition, a systemic risk regulator should have jurisdic-
tion regardless of business model, financing function, or unregulated
status of a firm.

As Richard Posner highlights, one must also consider that “an
interrelated system of financial intermediaries, is inherently unstable.
Any firm that borrows short term and lends long term is at a risk of a
run, and the run and the resulting collapse of the firm may have a
domino effect on the lenders to it and the borrowers from it and the
financial companies with which they are entwined.”14 The response to
this financial crisis has also provided a potentially important marker
for future systemic risk. The recent rating agency decision by Stan-
dard & Poor’s to downgrade its outlook for British sovereign debt
from “stable” to “negative” has implications for the United States.
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The United States has responded to the current financial crisis with
unprecedented deficits. These deficits imply enormous U.S. federal
debt in the future. The U.S. federal debt was approximately 40 per-
cent of GDP at the end of 2008; the Congressional Budget Office
projects it will increase to approximately 80 percent in the next
decade. A scenario of debt exceeding 100 percent of GDP in another
five years (particularly considering projected healthcare entitlement
spending) is not implausible. Standard and Poor’s has provided a red
flag for the United States that a “government debt burden of...[100
percent] level would be incompatible with a triple A rating.”15 John
Taylor has recently argued that the risk posed by this debt could be
characterized as systemic and could be far more lethal than the cur-
rent financial crisis.16

This challenge is not limited to the United States and the United
Kingdom. The International Monetary Fund projects that the gross
public debt of the ten richest countries in the G20 will reach 106
percent by 2009 and 114 percent by 2014, up from 78 percent in
2007.17 It is imperative that governments develop a way to reign in
not only private-sector risk but public, as well, particularly given the
demographics of aging in much of the world.

Capital and Cushion
After the financial cancer has been attacked, restoring the finan-

cial system’s capacity and resilience will require providing capital. As
part of its response to the crisis, the United States government intro-
duced “stress tests” on banks.18 These tests were an exercise designed
to show how much capital the banks needed to support their activi-
ties. The idea behind these stress tests was to make pessimistic
assumptions with no more than a 15 percent chance of likelihood.
The challenge is that such tests are not perfect science, and their
effectiveness will be highly dependent on whether the economic
assumptions underlying the requisite capital cushions are ultimately
correct. Certain commentators are already skeptical that the exercise
did not consider a “seriously bad case.”19 To the extent the economic
assumptions are too optimistic, there may be ongoing failures and a
negative feedback loop reinforced. Alternatively, the assumptions may
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be too pessimistic, and institutions will be relatively overcapitalized
and not as efficient in the allocation of capital.

A number of recent reports have argued for “countercyclical”
capital.20 This would require banks to have significantly higher capital
in boom times, while allowing for somewhat reduced capital in bust
times. A related recommendation comes from Raghuram G. Rajan,
who argues that to create real stability through the cycle, new regula-
tions must be “comprehensive, contingent, and cost-effective.”21 To
be comprehensive, he suggests that all leveraged firms be regulated
to discourage the drift from heavily regulated activities to lightly reg-
ulated activities during the boom period. Instead of permanent capi-
tal, financial institutions would be required to have contingent capital
that could be infused when the system is in trouble (for example, debt
convertible upon specified conditions). Permitting financial institu-
tions to enter into these contingent arrangements in good times when
the chances of a recession are relatively remote would be more cost-
effective than raising capital in the midst of a recession. Rajan argues
that because the infusion is seen as an unlikely possibility, firms
would not be able to raise their risk levels using future converted cap-
ital. Similarly, because the conversion would occur in bad times when
capital is scarce, the system and the taxpayer would be protected.

Co-Investment
The fifth condition for building the cascade of confidence is the

emergence of private and public capital in the system. Private capital
provides a critical signal that the worst has passed and the current
risk/reward trade-off is a reasonable one. The longer public money
remains the only alternative, the greater the risk that the particular
industry and overall market will be distorted (for example, govern-
ment advantage or disadvantage given to noninfected competitors)
or that other countries will seek some type of protectionist measures
to offset such distortions on behalf of their own industries and mar-
kets. Indeed, one of the largest and most influential global fixed
income investors has noted the overriding government role in the
markets by suggesting that investors “position their portfolios pre-
dominantly under the umbrella of government support.... The time
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will come when the authorities will return to being just the referees
of markets. For now, they both are referees and players.”22

There is also a risk that confidence will be undermined where the
government is the dominant economic actor and uses the markets
primarily for political gain (for example, injecting populist politics
into economic decision making).23 In certain cases, governments may
exercise virtual control of an investment without formal representa-
tion or rules—impacting everything from contracts to incentives to
lines of business. Central banks and finance ministries will need to lay
out the rules that will govern their exit from their unconventional
forms of monetary policy and from the significant industrial and
financial investments in which they are now deeply embedded.

An important part of restoring private participation will be the
reworking of incentives. Incentives, including compensation
schemes, will need to recalibrate the periods of performance (long
versus short) and risk levels (less versus more) and the absolute and
relative amounts of compensation.24 For example, many executive
incentive plans are based on annual targets. Note, however, that many
public equity market institutional investors get measured on quar-
terly results. This will be a relatively challenging undertaking given
that much of the discussion focuses on aligning the interests of man-
agements with common shareholders, (for example, restricted com-
mon stock). In addition, there may be divergence between the
interests of the common shareholders and those of the government as
preferred shareholder, lender, and guarantor of bank obligations.25 At
the same time, incentives must not be artificially constrained or mis-
directed to areas of limited economic value.

The private sector, to fully participate in a responsible way, will
also have to improve risk-management systems and cultures. Many
institutions were focused on short-term earnings and either rele-
gated risk management to an internal back office or compliance
function or outsourced it to third parties such as credit-rating agen-
cies or auditors. Although third parties such as rating agencies could
theoretically provide an important check and balance, even sophisti-
cated mathematical models failed to predict the magnitude of the
problems—often because they were based on relatively short-term
economic history or because they failed to consider qualitative
issues.26
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A real economic recovery will require government therapies
being replaced by sustainable sources of private investment. The con-
fidence cascade can also be significantly enhanced if historic trading
partners have confidence that there is sufficient financing capacity to
ensure the continued success of private enterprise.

Courage
The sixth condition and perhaps the most difficult to restore is

courage. Many of the first five conditions require concerted govern-
ment actions/forbearances, but in the final analysis, it is at the individ-
ual or household level where trust must be reestablished. This
implies that governmental actions must be consistent with people’s
expectations as to the safety and fairness of the system.

This reengagement with the public will be done at a time of
extreme uncertainty. The degree of risk taking by banks (many of which
are arguably still short of capital) will be muted as the deleveraging
process continues and as regulators likely move them closer to a utility
model. The deleveraging process and the overall shrinkage of the
finance sector will exacerbate the massive contraction in economic
activity. There will be enormous ongoing political pressure to introduce
new laws and regulations designed to improve stability but which may
act as restraints on trade, immigration, and innovation. Perhaps, most
important, the political consequences of the crisis have been consider-
able. Indeed, in many ways the crisis has undermined the perceived
advantages of globalization and open financial and capital markets and
the United States financial system as the best model for financial inter-
mediation.27 Furthermore, ongoing economic weakness and instability
will create increasing geopolitical tensions that are manifest in discus-
sions by Brazil, China, and Russia, among others, about the need for a
super sovereign reserve currency to replace the United States dollar as
a way to correct macro-imbalances over the longer term.28

In this scenario, informed and brave leadership will be required to
restore confidence and reduce fear without restoring to protectionism
and xenophobia. The ability to face up to the problems and their
actual causes, to reform the system, and to change behaviors and to be
crisis-prepared versus crisis-prone will be the true signs of leadership.
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We know that the next financial cancer may likely be of a different ori-
gin and may manifest itself in different sites, but our ability to learn
from this financial crisis can improve our ability to respond better
whether the next crisis is relatively benign or even more malignant.
Responsible risk taking—growth with stability—is what provides
opportunity for the next generation and security for the present one.
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Climate Change: Nature and Action

Thomas E. Lovejoy

The H. John Heinz III Center for Science, Economics, and
the Environment

Overview
All over the world, ecosystems that adjusted to the stable climate

of the past 10,000 years are already showing responses to the current
0.75 increase in global temperature and the acidification of the
oceans (0.1 pH). Although the changes observed so far are mostly
minor ripples in the fabric of nature, threshold changes have already
appeared, including coral bleaching and massive coniferous tree
dieback in North America and Europe. Consequently, 350 parts per
million (ppm) is most probably a level beyond which dangerous
change will occur. Policy implications, beyond the usual implications
for a revised energy base for society, include revised conservation
strategies and a global effort to remove some of the carbon from the
atmosphere by restoring degraded terrestrial ecosystems.

The Earth as a Biophysical System
In 1896, Swedish scientist Svante August Arrhenius1 addressed the

question of why the earth was a habitable temperature for humans and
other forms of life. His answer was the Greenhouse effect and the heat
(energy) trapping properties of the greenhouse gases, without which it
would be a much colder planet. Interestingly, his pencil and paper
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calculations of the temperature consequence of doubling preindustrial
(early-nineteenth-century) levels of carbon dioxide (CO2) (from
280ppm to 560) are quite close to the results from the fancy supercom-
puter models used today, namely an increase of 3 degrees Celsius.

Arrhenius would not have been aware of the temperature of the
planet over the past 100,000 years.2 In contrast to the gradual and lin-
ear change that is the way computer models work, temperature
change for most of this period (the first 90,000 years) is mostly a mat-
ter of abrupt change. More important in many ways, the past 10,000
years has been a period of unusual stability. This basically means the
entire human enterprise—from the origins of agriculture and the ori-
gin of human settlements down to the current day—is based on the
assumption of a stable climate. The planet’s ecosystems have also
adjusted to the stable climate during the same period.

The planet is well on its way to that doubling. There is considerable
momentum, but doubling is not inevitable.3 Current CO2 levels are
close to 390ppm, with preindustrial levels being at 280ppm. The cli-
mate system is responding with the current average global temperature
about 0.75 degrees C warmer than preindustrial. Including another 0.5
degrees built in because of lags in the system, the planet’s average tem-
perature will rise to 1.25 degrees above preindustrial temperatures. At
the same time, greenhouse gas emissions are climbing more rapidly
than the worst-case scenario of the Intergovernmental Panel on Cli-
mate Change (IPCC).4 That scenario was meant to be the upper bound
of possible emissions and consequent climate change. Yet more worri-
some, current stated national commitments on emissions reduction
mean that CO2 concentrations would rise to the vicinity of 700ppm.

The natural world is already responding to global warming. Some
of the changes are physical. Glaciers are in retreat in much of the
world, and all tropical glaciers are receding at a rate at which they will
be gone within 15 years, threatening certain city water supplies as
well as the ecosystems that depend on them.5 In the Arctic, the con-
sequences are dramatic, so much so that the first summer projected
for an ice-free Arctic Ocean has advanced from 2100 to 2050, to 2030
(and even perhaps sooner than that).6

Sea level has been rising primarily from the thermal expansion of
water but more recently also from glacial melt from land. (The loss of
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Arctic sea ice does not affect sea level because ice floats and behaves
like an ice cube in a glass of water.) The IPCC—a conservative
entity—is now projecting that sea level rise this century will be one
meter. (Although this is likely to be an underestimate.) A mere 3-foot
rise is enough to triple the area of San Francisco Bay.

Other physical changes include drought and heat. In the Ameri-
can West, snow melt is earlier, and the summers are longer and dryer,
so there is a statistically significant increase in wildfires.7 Australia is
undergoing a prolonged drought. In addition, there is the possibility
of greater frequency of more-intense tropical storms, a matter that is
still debated in scientific circles, although computer models all point
to more extreme weather events.

Associated with these physical changes are changes in the living
fabric of the planet so essential to human well-being through goods,
ecosystem services, and the living library from which the life sciences
advance. Plants are changing their life cycles (for example, blooming
earlier).8 Animals are changing their timing, too. Tree swallows are
migrating earlier, nesting earlier, laying eggs earlier.9

In addition, species are changing where they occur geographi-
cally.10 For example, in the American West, Edith’s Checkerspot but-
terfly has been moving northward and upward in altitude. In the
United States, the National Arbor Day Foundation has found it nec-
essary to publish a new hardiness zone map that guides people as to
which tree species they can successfully plant where they live. In the
Chesapeake Bay, the southern boundary of the eel grass communities
is moving northward year after year because eel grass has a very strict
upper temperature limit. Projections at double preindustrial levels of
CO2 show sugar maple will no longer be a U.S. species and will be
found only in Canada.11

These changes are relatively tiny ripples in the natural world, but
much more substantial change—ecosystem failure—is already
apparent.

Tropical coral reefs—colorful, diverse, and productive biologi-
cally and important economically—are sensitive to temperature
increase, which causes a breakdown in the fundamental partnership
between a coral animal and an alga so that the animal ejects the alga.
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The result is called “bleaching” in which the colorful world essentially
becomes black and white, while diversity and productivity crash. This
first happened in 1983 and happens with greater frequency almost
every year.12

Ecosystem failure is also occurring in the coniferous forests of
North America, in this case because of native bark beetles.13 First
observed in British Columbia but now widespread in the United
States, too, longer summers and warmer winters tip the balance in
favor of the beetles, leading to massive tree mortality of 70 percent or
more of all trees. In the United States, 7 million acres of forest are
already so affected, and it is estimated that the number will
quadruple.14

In addition, there are signs that certain classes of species will be
particularly vulnerable as they move to track their required climatic
conditions. Among them are species living at high altitudes, such as
the American pika (currently being considered for listing under the
Endangered Species Act), because as they move up in altitude in
response to warming temperatures, at some point there will be no
farther up to go. Island species will be also be especially vulnerable,
not only from climate change but also—on low-lying islands—from
sea-level rise.

In the oceans, change way beyond ecosystem failure, namely sys-
tem change, is already taking place. (Whereas ecosystem change
involves a tide pool, a lake, or a small patch of forest, system change
involves vast areas with multiple ecosystems and ecosystem types; for
example, all the world’s oceans.) Although the oceans absorb a huge
amount of CO2 every year, a small fraction of it converts to carbonic
acid, which makes the ocean more acidic. The oceans are already 0.1
pH units more acidic as a consequence, which because of the loga-
rithmic nature of the pH scale equates to 30 percent more acidic.15

This acidification is of particular consequence to all those marine
species that build skeletons and shells of calcium carbonate depend-
ing on the carbonate equilibrium. The colder and more acidic the
conditions, the harder it is for those species to lay down calcium car-
bonate. Ominous effects are already being seen at the base of food
chains in the North Atlantic and off the Alaskan coast.

From the Library of Daniel Johnson



ptg

174 LEARNING FROM CATASTROPHE

Additional system change was previewed in 2005 when changes
in the Atlantic circulation—similar to those projected in the Hadley
Center climate model16—produced the greatest drought in recorded
history in the Amazon basin. The Hadley model initially projected
Amazon dieback (dieback of the forest in the eastern half of the
basin) to occur at global temperature increase of 2.5 degrees C over
preindustrial,17 but more recently projects it at 2.0 C. (The planet is
currently headed to 1.25 C over preindustrial.) In addition, a new
World Bank study shows that when deforestation and fire are
included, the combined effect—which is, of course, how things actu-
ally work—will lead to dieback even sooner.18

The loss of a substantial part of the Amazon forest would mean not
only horrific biodiversity loss, a huge release of biological carbon to
the atmosphere, and terrible impact on local peoples and economies,
but also, because of the Amazon hydrological cycle,19 drying in Brazil
south of the western Amazon (a major agro-industry area).

So rather than a low-probability, high-consequence event, cli-
mate change is a virtual certainty. In addition, adaptation to climate
change becomes more difficult and more expensive the greater the
climate change.

The big issue is how far should greenhouse gas concentrations be
allowed to rise in the atmosphere. That is, how much climate change is
too much? The United Nations Framework Convention on Climate
Change specifically refers to avoiding “dangerous interference” in the
climate system.

For some time, those conscious of the living planet have held the
view that atmospheric CO2 concentrations of 450ppm is the point
beyond which it is not safe for ecosystems.20 We are already beyond the
point at which, in the language of the U.N. Framework Convention on
Climate Change, “ecosystems can adapt naturally.” Consequently, the
biological view leads me to agree with James Hansen’s view that
350ppm should be the limit. The problem, of course, is that the con-
centration is already 390ppm.21

This puts an even greater premium on ways to remove CO2
from the atmosphere—something that most geo-engineering
approaches ignore by focusing solely on temperature, thereby ignoring
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not only the fundamental forcing mechanism but also its acidifying
effect on the oceans.

Currently, there is only one way to remove CO2 from the atmos-
phere: biological processes, primarily photosynthesis and preferably
in the form of ecosystem restoration. Life on Earth is built from car-
bon. In particular, green plants convert CO2 into molecules that form
plant tissue and that in turn provides food for animals, which, of
course, are built of carbon, too.

Human activities and effects on terrestrial ecosystems over the
past two to three centuries may have released as much as 200 billion
tons of carbon into the atmosphere. This has been the net result of
deforestation and other forms of land clearing, draining wetlands,
degrading grasslands, and forms of agriculture that release carbon
stored in the soil.

Interestingly, twice in the history of life on Earth, extremely high
CO2 levels generated by geological events have been reduced to a
level approximating preindustrial.22 The first reduction was coincident
with the advent of and was caused by land plants. In similar fashion,
the second reduction was driven by the advent and photosynthesis of
modern flowering plants. So, the power of biology is not trivial.

All emissions come from the release of energy trapped by photo-
synthesis. The greatest amount is from the burning of fossil fuels—
the remains of geologically ancient photosynthesis—and the rest is
burning of biomass (the product of modern photosynthesis).

Today, tropical deforestation and burning releases about 20 per-
cent of all global emissions—more than the entire transportation sec-
tor. Halting that is important and is part of the negotiations under the
United Nations Framework Convention on Climate Change under
the acronym REDD (reduced emissions from deforestation and for-
est degradation). It will be important for REDD to work in a way that
doesn’t weaken efforts to transform global energy use from heavy
dependence on fossil fuels—by providing easy offsets in carbon trad-
ing systems. All efforts to address climate change must embrace the
inequities between the industrialized and developing worlds.

Going beyond that, an effort on a planetary scale to restore ter-
restrial ecosystems might remove as much as 150 billion tons of
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carbon as CO2 and accumulate it back into ecosystems.23 This would
involve reforestation, management of forests for carbon, restoration
of grasslands and degraded grazing lands, and managing agriculture
to restore carbon to the soil. For example, restoring grazing lands in
Australia could accumulate half a billion tons of carbon per year for
50 years. All such activities should bear in mind the importance of
biodiversity, and that valuing an ecosystem only for its carbon is anal-
ogous to valuing a computer chip only for its silicon.

The world desperately needs other ways to remove CO2 from the
atmosphere without additional impact on ecosystems. In the mean-
time, the CO2 removal/ecosystem restoration program will have to
contend with a single land base from which food, biofuels, biodiver-
sity conservation, and carbon sequestration must come. Ecosystem
restoration will simultaneously the ecosystems more resilient to the
climate change they will inevitably experience—and, one would
hope, finally awaken people to the importance of reconciling human
action with the natural world.

It is a matter of highest consequence to address the climate change
challenge and reduce the impact on the living planet. We can no longer
afford to ignore the imperative to actively manage the earth as a bio-
physical system.

From the Library of Daniel Johnson



ptg

Lessons from Risk Analysis: Terrorism,
Natural Disasters, and Technological

Accidents

Detlof von Winterfeldt1

International Institute for Applied Systems Analysis

Overview
Risk is defined as a combination of three elements: scenario,

probability, and consequences. A scenario is a sequence of events that
is a subset of mutually exclusive and exhaustive sequences of events
that could happen in a particular risk context. Probabilities reflect the
relative likelihood of scenarios. Consequences (for example, fatalities,
injuries, economic impacts) are defined at the end of the sequence of
events.2

This general definition of risk and has withstood the test of time
and applies to natural disaster risks, technological risks, and terrorism
risks. In this chapter, I briefly recount the history of risk analysis
related to these three types of risks and then discuss what terrorism
risk analysts can learn from risk analyses of natural and technological
risks. I also turn the question around and ask what risk analysts in the
natural and technological disaster area can learn from terrorism risk
analyses.
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A Brief History of Risk Analysis
Modern risk analysis got its unknowing start in the area of reliabil-

ity engineering. In the 1960s, aerospace engineers became interested
in the likelihood of failure of complex missions, like the mission to the
moon, and they experimented with new reliability tools like fault trees
and event trees to gauge these risks. Risk analysis in the aerospace
industry had a rocky history, with some notable failures (the poor
estimate of the failure rate of shuttle missions) and some successes
(the correct identification by risk analysts of losing heat-shielding tiles
as a likely cause of shuttle failures).3

The breakthrough event of risk analysis was the study of nuclear
power plant risks and the subsequent publication of the so called
WASH 1400 report by the U.S. Nuclear Regulatory Commission in
1975.4 Previous “worst case” analyses of nuclear power plant acci-
dents had concluded that thousands of people would die in such an
accident due to immediate high-level doses of radiation and, much
later, due to low-dose induced cancer. Proponents of nuclear power
and many scientists argued that one surely had to balance these cata-
strophic consequences against their extremely low probabilities. Thus
the notion of scenarios with their associated probabilities and conse-
quences was born and implemented in WASH 1400, the first full-
fledged probabilistic risk analysis of a major industrial facility.

An innovation in WASH 1400 was the notion of exceedance proba-
bility curves that depict the probability of exceeding certain levels of
consequences (for example, the probability of exceeding a given num-
ber of fatalities) as a function of the consequences. This was a useful
tool, not only to describe the risk from one source, but also to put dif-
ferent types of risks—including natural and technological disasters—
into perspective. The original exceedance probability curves of the
WASH 1400 report are shown in Figure 11.1. In this example, the
exceedance probability curves plot the annual frequency of exceeding
a given number of fatalities for different types of disasters. (For exam-
ple, the frequency of dam failures that result in more than 10,000
fatalities is 1 in 3,000 years.)

Since this seminal publication, risk analysis has been used rou-
tinely for assessing nuclear power plant safety5 and risks and safety
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Figure 11.1 Exceedance probability curves for selected risks in WASH
1400 (Nuclear Regulatory Commission, 1975)

issues in other industries.6 An important risk analysis was conducted
on the Columbia Space Shuttle risks in 1995, several years before the
actual shuttle disaster where the heat shielding tiles were identified
as a weak element in the shuttle safety system.7 Risk analysis also took
hold in other industries, especially concerning the risks of accidents
in industrial processing and storage plants (chemical, petroleum, liq-
uefied natural gas) and with regard to the health and environmental
impacts of pollutants.8

Meanwhile, a quite separate risk-analysis tradition had developed
in the natural disaster area, starting with work by Gilbert White and
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later Howard Kunreuther and his colleagues.9 These researchers
were primarily concerned with the risks and consequences of natural
events like earthquakes, volcano eruptions, hurricanes, tornadoes,
and floods. The technical tools were similar to those used in techno-
logical risk analysis: Statistical analysis of past events, development of
exceedance probability curves, analysis of the costs and risk-reduction
benefits of mitigation, and response and recovery options. There was
also a significant emphasis on the role of insurance as an alternative to
reduce the need for post-disaster relief and to encourage investments
in mitigation measures.

By 2000, about 25 years after its early start with the WASH 1400
report, risk analysis was a mature discipline with its own society (Soci-
ety for Risk Analysis), journal (Risk Analysis: An International
Journal), and a broad multidisciplinary following. The medical com-
munity also had developed a strong risk-analysis component, which
grew apart from the traditional risk-analysis community, with its own
journal (Journal of Medical Decision Making) and conferences. The
financial and business community also developed risk-analysis tools,
for example, project risk analysis and options pricing, which were gen-
erally successful for “normal” financial and management transactions.10

When terrorists attacked the World Trade Center in New York on
September 11, 2001, it was therefore natural to turn to risk analysis to
assess the risks of terrorism and to evaluate the costs and benefits of
policies to counter terrorism. Shortly after the U.S. Department of
Homeland Security (DHS) was created in 2003, the first university-
based center of excellence was awarded to the University of Southern
California with a mandate to study the risks and economic impacts of
terrorism. USC’s Center for Risk and Economic Analysis of Terrorist
Events (CREATE) immediately started to apply risk analysis and
related tools to study terrorism risks, borrowing heavily from the
models, mathematics, and tools of risk analyses of natural and techno-
logical disasters.

I was the cofounder and director of this center until 2009. Some of
the experiences described here reflect the excitement and challenges
of this early period of applying risk analysis to terrorism. Although ter-
rorism risk analysis was very much informed by traditional risk analy-
sis, there also were new challenges related to ability of terrorists to
identify our vulnerabilities and to adapt to counterterrorism policies.
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What Can Terrorism Risk Analysts Learn
from Risk Analyses of Natural and
Technological Disasters?

Former DHS Secretary Michael Chertoff embraced a risk-based
approach to allocate government funds to reduce the risks of terrorism:

“We have to identify and prioritize risks—understanding the
threat, the vulnerability and the consequence. And then we
have to apply our resources in a cost-effective manner....”11

The three elements of risk analysis mentioned in Chertoff’s state-
ment are closely related to scenarios, probabilities, and consequences
previously identified as the building blocks of risk analysis. However,
there are complications with translating the traditional risk-analysis
paradigm to terrorism. First, the notion of “threat” is quite different
from the notion of a rare but random natural event or a technological
accident. Unlike nature or accidental failures of technologies, an intel-
ligent adversary seeks out our vulnerabilities and tries to hurt us at a
time and place where the damage is maximized. Furthermore, an
intelligent adversary adapts to our defenses and sometimes uses them
to his or her advantage. Some analysts, therefore, have concluded that
traditional risk analysis is not applicable to terrorism12 and look instead
for new models and tools in game theory and related disciplines.

At the Center for Risk and Economic Analysis of Terrorist Events,
researchers pursued several paths, including game theory and tradi-
tional risk analysis.13 In line with traditional risk analysis, the team devel-
oped a framework that included threat and vulnerability as new
elements in terrorism risk analysis. In this framework, which was closely
linked to one proposed previously by the RAND Corporation,14 threat is
defined as a scenario of a possible terrorist attack with an attached
probability. Vulnerability is defined as the probability of success, given
an attack. Consequences are defined in terms of fatalities, injuries, and
economic and psychological impacts that occur if an attack is successful.

Identifying and quantifying threats is the most difficult task. The
CREATE team borrowed liberally from ideas developed in the
military—for example, “red-teaming” (a war gaming method in which
the “red” player acts out the role of the attacker and the “blue player”
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acts out the role of the defender) to develop credible scenarios of
attack—and from intelligence agencies to identify the terrorists’ inten-
tions and capabilities, and possible paths of attack. We also used concepts
and tools from project management to lay out a specific attack in the
form of a complex project and analyzed its risks of failure and success.

A useful way to represent terrorism events is in an extended form of
a game (a sequence of defender-attacker actions) in which the attacker
chooses actions that are responsive to our defenses. We assume that the
attacker’s responses are probabilistic, with probabilities that change as a
function of our defensive actions. A first implementation of this
approach was an analysis of the costs and benefits of MANPADS (Man-
Portable Air Defense Systems, or surface to air missiles) countermea-
sures proposed to protect commercial airplanes in the United States.15

Figure 11.2 shows the structure of the defender-attacker decision
tree in the MANPADS analysis. At the root of the tree is the defender
decision: whether to install MANPADS countermeasures on com-
mercial airplanes. These countermeasures consist of devices that
detect an incoming missile and use lasers to deflect its infrared hom-
ing system. They are expensive (about $30 billion life cycle cost for
5,000 large commercial planes in the United States alone) but also
relatively effective. (The actual efficiency of deflecting missiles is
classified, but anything less than 80 percent effectiveness would ren-
der the countermeasure useless for practical purposes.)

In this tree, squares represent chance nodes under the control of the
decision maker. Circles represent decision nodes. Triangles represent
consequences. The symbols below the branches represent probabilities
or efficiencies of countermeasures. The x’s represent the aggregate
consequences, which are different at each end point of the tree.

The decision to install countermeasures is followed by a chance
node indicating whether a terrorist group will attempt to launch a
MANPADS weapon in the next ten years. The probability of this attack
depends on the decision to use countermeasures. With “no counter-
measures,” it is denoted as p (a parameter varied over a wide range in
the analysis); with countermeasures, it is denoted by (1 – d) * p, where
d stands for the deterrence effect of the countermeasures. With
90 percent deterrence, the original attack probability would then be
reduced by a factor of 10.
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Figure 11.2 Defender-attacker tree for the MANPADS problem

The rest of the tree describes events that follow an attempt to use
a MANPADS as a weapon to attack a commercial plane: The attempt
could be interdicted, and if not, the launched missile could hit or miss
the plane, and if it hits the plane, there could be a fatal crash or a safe
landing.16 The respective probabilities, given no countermeasures, are
denoted with symbols in the lower part of the tree in Figure 11.2. With
countermeasures (upper part of the tree), these probabilities are mod-
ified to account for the impact of the countermeasures. For example,
the probability h of the plane being hit by the missile, is reduced to
(1 – e) * h, where e stands for the efficiency of deflecting the missile
with the countermeasure.

The MANPADS analysis illustrates one possibility for dealing
with the unknown (or highly uncertain) probability of a specific
threat. Instead of estimating the probability of a MANPADS attack,
we parameterized this probability and conducted sensitivity analyses
that varied it through its possible range from 0 to 100 percent. Even
with this wide range, important lessons could be learned regarding
the cost-effectiveness of MANPADS countermeasures. The analysis
suggested that these countermeasures were not cost-effective at the
estimated total life cycle cost of $30 billion. Figure 11.3 shows an
analysis in which the national economic impacts of a MANPADS
attack and the probability of an attempt were systematically varied
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through a large range and for each combination of the cost and prob-
ability the action (countermeasure versus no countermeasure) with
the lowest expected cost was determined. In the lower-left part (low-
probability, low-economic impacts), no countermeasures are pre-
ferred. To prefer countermeasures, the probability of an attack must
be high (for example, above 0.50 in ten years) and the economic
impacts must be high (above $200 billion). Most reasonable estimates
are lower, thus suggesting that countermeasures are not cost-effective.
Partly as a result of this analysis, the MANPADS program at the DHS
was eventually canceled.

With natural and technological disasters, there is no concern about
the motivation of the agents generating the initiating event—they are
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Figure 11.3 Sensitivity analysis of the probability of an attempted MAN-
PADS attack and the economic impact, if the attack is successful
(assuming $30 billion life cycle cost of countermeasures)
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neutral and random. (A possible exception is sabotage in technological
systems, which is, in fact similar in nature to terrorism.) In terrorism,
the agents’ motivation is important when considering their likely course
of action. Therefore, a significant portion of the work at CREATE has
been the study of terrorists’ motivations. Using a rational decision-
maker framework, we identified the values and objectives of terrorists17

and a conceptual framework for quantifying their preferences.18

In line with the assumption that terrorists attempt to exploit our
vulnerabilities, terrorism risk analysts are concerned with systemic
risks, interlinked and interdependent systems, and ripple effects of an
initiating event through the economy. Thus, several attempts were
made at CREATE and elsewhere to quantify these broader risks,
using both economic tools (input-output models and computable
generalized equilibrium models) and behavioral studies.

The major lessons learned from less than a decade of terrorism
risk analysis are as follows:

1. Threat scenarios and probabilities are still the most problem-
atic part of terrorism risk analysis; studying terrorist motiva-
tions and capabilities and using expert judgments to assess
initial relative threat likelihoods in response to our defensive
policies seem to be promising.

2. Adaptive and dynamic decision trees seem to be a promising
approach to study terrorism risks; in these trees, the defenders
actions are optimized, but the terrorists’ actions are modeled as
probabilistic, but adaptive, as shown in Figure 11.2.

3. Vulnerability can be quantified as the probability of success,
given an attack. This operational measure avoids many compli-
cations of defining vulnerability as a property of the attacked
system, but it requires specific attack scenarios.

4. Consequence analysis seems to be similar for terrorist acts, nat-
ural and technological disasters. When the initiating event
occurs, the progression of events, the spread of the agents that
are being released, and the ultimate health and direct eco-
nomic effects are well understood and traditional models can
be used for this purpose.
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5. Indirect economic effects can be large in terrorism events, pri-
marily because of behavior changes resulting from the fear of a
repeat attack. For example, after 9/11, there was a significant
drop in air passenger volume, which accounted for total eco-
nomic impacts exceeding those of the direct destructions of the
World Trade Center and the tragic loss of life.19

What Can Natural and Technological
Disaster Risk Analysts Learn from
Terrorism Risk Analysis?

Terrorism risk analysts are using three novel techniques that may
help improve risk analyses of natural and technological disasters:

• Red-teaming to enrich scenarios
• Emphasis on systems interlinkages, dependencies, and sys-

temic failures
• Analysis of behavioral responses to disasters

Regarding the first area, it is interesting to note how many “sur-
prises” risk analysts register after a disastrous event. For example,
while the overtopping of the levees during Hurricane Katrina in New
Orleans in 2005 surprised few, the levee failures had not been consid-
ered in the risk analyses by the U.S. Corps of Army Engineers, when
building the flood protection system. To enhance the capability of risk
analysts to “expect the unexpected” or to map out the “unknown
unknowns,” it may be useful to bring traditional risk analysts together
with risk analysts who have been exposed to red-teaming and coun-
terfactual argumentation, which is common in the military and intel-
ligence communities.

Consider, for example, an elicitation of a probability function that
mapped the pressure in a nuclear power plant containment (the con-
crete, usual dome-like structure that surrounds the reactor core and
prevents escape of radioactive material) against the probability of fail-
ure.20 When initially asked, the engineer stated that there would be a
zero chance that the containment would crack at pressures below 120
pounds per square inch. When challenged, he stated that the design
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pressure was 100 pounds per square inch, and the additional 20
pounds per square inch provided ample protection. He was then told
that there was evidence that a containment had cracked at 90 pounds
per square inch, and he was asked to explain this. Even though this
“evidence” was made up by the questioner, the expert’s immediate
response was: “That’s easy to explain. It must have been faulty rebars
or bad cement mix.” He later lowered his assessment of the “zero risk
pressure” to 90 pounds per square inch. It is this sort of counterfac-
tual thinking that red-teams and intelligence analysts may be able to
infuse into traditional risk analysis.

Terrorism risk analysts have spent a fair amount of research on
systems interconnections and dynamic interactions, particularly in the
infrastructure vulnerability area. In addition, terrorism risk analyses
often consider multiple attacks on different parts of a system (for
example, an attack on a regional electrical grid by disabling a substa-
tion, cutting a major transmission line, or conducting a cyber-attack on
the electrical grid control system). Thus, there has been an accumula-
tion of experiences of interconnected and coupled systems in terror-
ism risk analysis that can be beneficial for other types of risk analyses.

The systemic financial risk of 2008 and 2009 adds another dimen-
sion to studying risks in coupled dynamic systems. Neither risk ana-
lysts working in the natural or technological disaster field nor
terrorism risk analysts had been prepared for this crisis. In fact, the
traditional financial risk analysts had, by and large, ignored extreme
events and certainly had underestimated the ripple effects through-
out the worldwide financial system. Developing a better understand-
ing of systemic risks and of the closely coupled, interlinked, and
interdependent systems is an important task for future risk analysis of
all kinds. Risk analysts will have to work more closely with network
theorists, dynamic systems modelers, and behavioral researchers to
develop appropriate models for these types of systemic risks.

Understanding and predicting human behavior is an important
element in all risk analyses. Because terrorists attempt to instill fear
and insecurity, behavioral changes are an important part of the analy-
sis of the psychological and economic impacts of terrorism. Studies
on the impacts of the 9/11 terrorist attack on air travel behavior21

found $100 to $200 billion in GDP losses due to fear of flying, less air
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travel, and the resulting ripple effects through the economy. Simi-
larly, a dirty bomb attack on the twin ports of Los Angeles and Long
Beach could cost as much as $26 billion per month due to fear of radi-
ation and the resulting port shutdown.22 It is important that future
impact studies in the natural and technological disaster area also
include an assessment of psychological, business, and macroeco-
nomic impacts of disasters.

Conclusion
Risk analysis is a mature discipline that consists of theories, mod-

els, and techniques to quantify a wide range of risks, from natural dis-
asters, to technological accidents, to terrorism. Risk analysis can
provide important information about the cost-effectiveness and cost-
benefit information of risk reduction measures to policy makers.

When risk analysts first attempted to apply their methodology to
terrorism, they borrowed heavily from traditional approaches, includ-
ing event trees, fault trees, and decision trees. They also found the
need to modify risk analysis because, unlike nature and technologies,
the terrorists are not neutral or behave randomly, but they are pur-
poseful and adaptive adversaries. Dynamic and adaptive decision trees
methodologies proved to be a useful approach to study terrorism risks.
Other methods, based on game theory and decision theory, are cur-
rently developed and tested.

Just as terrorism risk analysts can learn from traditional risk
analysis, the reverse is possible, too. Red-teaming, analysis of ripple
effects of risks through interlinked and interdependent systems, and
analysis of behavioral responses as a key driver of consequences are
now common in terrorism risk analysis and can also benefit tradi-
tional natural and technological risk analyses.

The world will remember the first decade of the twenty-first cen-
tury for three extreme events: the terrorist attack on the World Trade
Center in New York City, which killed 3,000 people and changed the
way a nation looked at its own security environment; the tsunami in
Southeast Asia, which killed 300,000 people and changed the way we
look at natural disasters, especially in developing countries; and the
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financial meltdown of 2008 and 2009, which changed the way we are
looking at systemic risks across the world. These three events also
highlight the need for better and more sophisticated risk analysis that
includes considerations of extreme events, interlinked systems, and
behavioral responses that can magnify consequences of disasters.
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Turning Danger ( ) to Opportunities 
( ): Reconstructing China’s National
System for Emergency Management

After 2003

Lan Xue, School of Public Policy and Management,
Tsinghua University

Kaibin Zhong, China National School of Administration

Overview
This chapter provides an overview of the efforts in building a new

national system for emergency management (NSEM) in China after
the Severe Acute Respiratory Syndrome (SARS) crisis in 2003. The
weaknesses in the old system hampered the response to SARS and
amply demonstrated its vulnerabilities and weaknesses in dealing
with unexpected and catastrophic disasters. Consequently, over the
past several years since the SARS crisis, a number of measures have
been put into action to radically reconstruct the NSEM. A systematic
approach was taken to change the old practice of dealing with differ-
ent kinds of emergencies separately by different government agen-
cies to a new approach that is aimed at building a risk-based,
all-hazards, and integrated national system for emergency manage-
ment. The new NSEM is based on four key elements: the contin-
gency plans at national and regional levels; institutional mechanisms
that are dedicated to coordinate emergency management among
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different levels of government and agencies; operational procedures
in dealing with these activities; and an Emergency Response Law
dedicated to emergency management. The catastrophic disasters in
2008 in China and the responses by China’s new NSEM have shown
the effectiveness of the new system while at the same time posted
new challenges that will provide new directions for reforms of the
current NSEM.

Introduction
Since the founding of the People’s Republic of China in 1949, China

developed a national system for emergency management (NSEM).
This system, the Chinese NSEM 1.0, was departmentalized—the gov-
ernance of risks and disasters was handled by different ministries or
bureaus according to the nature of the disasters. For example, the China
Earthquake Administration was responsible for earthquake-related dis-
asters, the China Meteorological Administration was responsible for
meteorological-related disasters, the Ministry of Water Resources was
responsible for floods and droughts, the Ministry of Health was respon-
sible for epidemic diseases or public health-related accidents, and the
Ministry of Public Security was responsible for terrorist threats and
social unrest. There are also corresponding organizations in the local
governments at all the levels in China. The main characteristics of this
system were the strong vertical/sector line of command and the weak
horizontal coordination.1

The traditional NSEM 1.0 was relatively effective in planning for,
mitigating, and recovering from routine natural and man-made disas-
ters with which decision makers are experienced and familiar. For
example, under the leadership of the State Council, China lunched its
largest national mass mobilization in more than 40 years during the
flooding of the Yangzi River in 1998, a flooding that killed more than
3,000 people and affected 2.3 million people. Top national leaders
were on the frontlines of disaster relief work, and more than 280,000
soldiers and 5 million army reservist were deployed for relief work
across China’s southern provinces.2 However, in facing nonroutine
and unpredictable catastrophic disasters like SARS in 2003, the weak-
nesses of the traditional emergency management system became
apparent. Chinese leaders began to take decisive actions only after
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the tardy and ineffective response from November 2002 to February
2003, when SARS spread from Guangdong Province into Hong Kong
and many other cities in mainland China.

The failure of the traditional system in dealing with the emer-
gency at the beginning of the SARS episode and the potential devas-
tation of the epidemic have provided strong incentives for the
Chinese government to change the system radically. The Chinese
word for crisis is made of two characters, (danger) and (oppor-
tunity), which shows the Chinese perspective on the dialectic nature
of crises. China’s effort in restructuring its national system for emer-
gency management after SARS crisis in 2003 is a good illustration of
how a danger can be turned into opportunities.

After SARS, a systematic approach was soon taken to change the
old practice of dealing with different kinds of emergencies separately
by different government agencies to a new one that is aimed at build-
ing an integrated national emergency management system. The first
section of this chapter provides a general background for the analysis
of emergencies management system in China. The chapter then pro-
vides a review of the weaknesses of the traditional NSEM and dis-
cusses how these weaknesses were hampering the response to SARS.
We then cover the efforts made by the Chinese government and soci-
ety in building up the national emergency management system since
2003. The discussion then analyzes new challenges to the current sys-
tem and points to improvements needed for moving to NSEM 3.0.

Weaknesses in the Traditional Model:
Lessons from SARS

When the first case of SARS originated in the city of Foshan,
Guangdong Province, in November 2002, nobody thought that
within just a matter of weeks the epidemic would quickly spread
from the Guangdong Province to 24 provinces, autonomous regions,
and municipalities on the Chinese mainland, and that it would even-
tually infect individuals in some 37 countries around the world.3

According to the World Health Organization (WHO), the SARS virus
infected 8,098 people and killed 774 worldwide—mostly in Asia—
before it was brought under control in June 2003.4 It was officially
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reported that in mainland China alone more than 5,300 people were
sickened and 349 died of the disease, with more than half of those in
the capital, Beijing, the hardest-hit city in the world.5

The epidemic of SARS represents a new type of threat that is
faced by our global society in the twenty-first century.6 At the early
stage of the SARS crisis, the Chinese government agencies—particu-
larly the government of Guangdong Province and the Ministry of
Health—were criticized for concealing information about the SARS
virus for the first 4 months after it emerged in Foshan, 95 miles north-
west of Hong Kong. People were wondering why it took from Novem-
ber until mid-April before the Chinese leadership exercised decisive
action in dealing with SARS. The tardy response of the Chinese gov-
ernment to the challenge of the SARS virus reflects the weaknesses of
Chinese traditional NSEM 1.0, which are analyzed in this chapter.

Low Organizational Cognitive Capabilities

The Chinese NSEM 1.0 had its advantage in dealing with those
familiar and routine disasters that happen with a degree of regularity,
thus allowing decision makers and relevant government agencies to
anticipate and prepare for them accordingly. For example, in flood
and drought mitigation, earthquake mitigation, tide protection, and so
on, which are common and predictable in China, the Chinese govern-
ment and lead agency had prepared contingency plans in advance and
used them “in the moment” with adaptation at the margin.7 However,
when faced with unfamiliar disasters, the major challenge to the gov-
ernment was diagnosis and assessment. The core problem of nonrou-
tine disaster management is to recognize and react to novelty, and to
develop skills in problem diagnosis, improvisation, communication,
and collaborative action.8 Predetermined actions may be inadequate
and possibly counterproductive in such crisis situation. The epidemic
of SARS unfortunately happened to be the first severe and easily
transmissible new disease to emerge in the twenty-first century.

It is not easy to identify a new virus, and it is especially difficult in
southern China where SARS originated. Scientists found that the area
had been the point of origin for a number of flu outbreaks, and the close
proximity of livestock with humans made it ripe for producing new
strains of disease.9 Thus, with presumably mutating strains occurring
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each year, it was difficult for local health officials to decide what was
important and what was not. It was even more difficult for any local
hospital to spot a case of this new atypical pneumonia when around 100
patients each month enter hospital intensive care wards with severe
pneumonia. Being inadequate in recognizing and addressing SARS as a
new and dangerous virus, the Guangdong government and health offi-
cials from Ministry of Health considered the disease to be atypical
pneumonia with nonvital consequence. They were quite optimistic
about their ability to control the situation. Even as late as February 9,
2003, when a total of 305 SARS cases were identified (105 of them in
healthcare workers), the Chinese health officials still insisted that,
according to the analysis of epidemiology and clinical characteristics,
this epidemic of atypical pneumonia was preventable, controllable, and
treatable.10 Therefore, after an initial flurry of rumors in late 2002, the
mysterious disease seemed to disappear until early 2003, when it resur-
faced in Vietnam and Hong Kong.

Because the disease appeared to be limited to Guangdong (one
administrative jurisdiction), a national response was not triggered
until early April 2003. Not before April 8 was it clear that this was no
longer a “local” phenomenon but a new disease with serious adverse
consequence. The Chinese Ministry of Health (MOH) began to list
SARS as a statutory epidemic. On April 20, when the epidemic of
SARS—originally a domestic health emergency—spun out of control
and threatened global health and economic stability, the Chinese gov-
ernment began to take prompt and decisive actions to contain the
spread of the virus. At that point, however, the SARS virus had spread
to many provinces in China and dozens of other countries. Therefore,
the inability of the government to recognize the severity of SARS and
the over confidence of its capability in controlling the disease com-
bined to result in the failure of the Chinese system to respond to the
problem earlier.

Lack of Organizational Communication and
Coordination

The SARS case also evinced the lack of communication and
cooperation between health authorities in Beijing and Guangdong,
between different government agencies, and between civilian and
military sectors. During the early stage of the fight with the SARS

From the Library of Daniel Johnson



ptg

12 • TURNING DANGER ( ) TO OPPORTUNITIES ( ) 195

outbreak in 2003, interagency and interregional conflicts became a
major challenge. Information about the virus and subsequent fatali-
ties were delayed by bureaucratic infighting and protectionism,
which also precluded the coordination between regional government
and organizations.

The conflict between different sectors and regions is an impor-
tant factor that accounted for Beijing’s failure to deal with SARS at
the early stage. Because of the special status as China’s political and
cultural capital, Beijing has to deal with different sorts of conflicts
between Beijing Municipality and the central government. At the
early stage of the SARS crisis, the Guangdong provincial government
did not share information with Beijing or other affected areas.
Guangdong provincial authorities knew of the deadly disease at least
as early as the beginning January 2003. They issued guidance in Janu-
ary that was ambiguous enough so as to avoid disruption of the New
Year holiday. By late January, Guangdong leaders officially reported
the situation to Beijing, but underreported the rate of infection and
recommended Beijing to impose a media blackout.11 Nor did the
army share information with Beijing openly and in a timely fashion.
There is evidence that by early January 2003, at least some in the
General Hospital of the People’s Liberation Army (PLA) in Beijing
were aware of the seriousness of the disease. However, the informa-
tion was not shared with the government in Beijing in a timely fash-
ion. According to Chinese law, the army didn’t have to report the
disease to local governments.

Inadequate Information Disclosure and Public
Communication

In times of disaster, the Chinese government used to control the
disclosure of information to the public in a very tight manner so as to
“avoid confusion and panic.” Relevant officials described the height-
ened controls as Neijin Waisong, meaning “tight inside while appear-
ing lax from the outside.”12 This policy worked relatively well in the
past, because the government could ostensibly avert panic in a time of
disaster when the public channels of information were narrow and
heavily controlled. However, times have changed. In today’s globalized
and information-based world, a fundamental tension is growing between
a system structured to control and manage the flow of information
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and a society that is information savvy and “wired.” Modern commu-
nication technology has revolutionized the free flow of information
and rendered such an approach outdated. This has made it increas-
ingly difficult for the Chinese government to present situations of cri-
sis as small and local events that are fully under control when the
reality was otherwise.

That failure to communicate with the public effectively was dra-
matically demonstrated in the early stages of the SARS episode. The
SARS disease was spreading rapidly in parts of China—despite
repeated government claims to the contrary. Poor public communica-
tion caused public confusion about the new disease. As one survey
conducted on February 12, 2003 demonstrates, nearly half of the
people in Guangzhou City, the capital of Guangdong, got information
from their friends and relatives, and the overseas media also served as
a very important information source for the public.13 A comparative
analysis of the number of the reports about SARS by the four most
important mainstream news agencies in China (People’s Daily,
Brightness Daily, CCTV, and China Daily) found that the main-
stream mass media had carried few reports about SARS before the
end of April.14

At the early stages of SARS, Chinese MOH maintained the stance
that there was a small problem but that basically all was under control.
For example, it was officially reported by MOH on April 6, 2003, that
19 people had been infected in Beijing, with 4 deaths, and that the
rate of new cases in Guangdong had more than halved in the past
month. However, the figure was not accepted by the public or the
WHO. A Chinese military doctor, Jiang Yanyong, took the highly
unusual step of publicly contradicting the authorities, claiming that at
least nine people had died in Beijing’s four military hospitals.15 The
growing unease of people in China corresponded with international
criticism of China’s handling of SARS and the belief that hospitals and
officials were covering up the real extent of the outbreak. It was not
until April 20 that the Chinese health authority slowly regained its
reputation and confidence, as the central government launched an
investigation into the true size of the epidemic and took extensive
measures to curtail its spread, including firing China’s health minister
and the mayor of Beijing in a bid to demonstrate accountability and
transparency to the public and international community.
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Restructuring a New National System for
Emergency Management: Chinese NSEM
2.0 After SARS

A number of prominent policy studies have pointed out that
“focusing events” may provide windows of opportunity for policy
change—once a focusing event or occurrence gets on to the policy
agenda, policy makers will pay a significant attention to it, which will
lead to the development of new institutional arrangements to forestall
the future occurrences of such problems and establish and maintain
political or policy equilibrium.16 Although being the first serious test
for new Chinese leaders since completing the leadership transition in
March 2003, the SARS crisis also provided the new leaders with an
opportunity to push forward their own political agenda. After winning
the “war on SARS,” the Chinese new leadership soon urged the adop-
tion of more vigorous measures to accelerate the improvement of
China’s public health system. On June 17, 2003, while presiding over
an experts meeting on the subject of the public health system, Pre-
mier Wen Jiabao said that the nation will definitely recover its losses
from the crisis as it continues to make progress—the most important
point is to learn from past experiences and lessons.17

Following the SARS crisis, Chinese leaders have realized the crit-
ical need to enhance the capacity of contingency planning and emer-
gency management, particularly at the local level. Therefore, a
systematic approach was taken to build a risk-based, all-hazards, inte-
grated national emergency management system. The Chinese NSEM
2.0 is based on four key elements: the contingency plans at national
and regional levels; institutional mechanisms that are dedicated to
coordinate emergency management among different government
agencies; operational procedures in dealing with these activities; and
an Emergency Response Law dedicated to emergency management.

Creating a New Institutional Structure Nationwide for
NSEM

One major initiative to create a sound emergency management
system in China since SARS has been the creation of a new institu-
tional structure nationwide for national emergency management.
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According to the Emergency Response Law of the People’s Republic
of China, which became effective on November 1, 2007, China began
to establish an emergency response management system featuring a
unified leadership, comprehensive coordination, categorized man-
agement, graded responsibility, and territorial management.

In December 2005, a national level Emergency Management
Office (EMO) of the State Council was officially established. This
office provides a framework for a comprehensive emergency man-
agement program that directs planning, preparation, response, and
recovery. The EMO functions as an operational hinge and serves as
an enabling interagency liaison at the national level for all emergency
management and national security program activities through the
State Council. It takes charge of the daily work of the national emer-
gency management system, responds to public security events, col-
lects real-time information, and coordinates the related departments
in fields of manpower, finance, material resources, transportation,
medical care, and communications, and so forth. Expert teams were
formed, when necessary, to offer suggestions on decisions during the
emergency response work. By the end of 2005, emergency response
offices had been set up by health departments in 27 provinces,
autonomous regions, and municipalities across China.18

Based on this new systematic model, various types of emergen-
cies were divided into four categories: natural disasters, accidental
disasters, public health incidents, and social safety incidents. The
State Council is the top administrative institution in managing public
incidents and carrying out emergency responses. Each category has a
corresponding national-level government committee in charge: the
National Committee for Disaster Reduction to manage natural disas-
ters, the National Committee for Work Safety to manage industry
accidents, the National Committee for Food Safety to manage public
health incidents, and the National Committee for Integrated Man-
agement to manage public security. Such “one office and four com-
mittees” formed China’s primary disaster management system.

In addition, permanent emergency management organizations
have also been established in relevant ministries, such as the Health
Emergency Management Office and the Chinese Center for Disease
Control and Prevention (Ministry of Health, MOH), the National
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Disaster Reduction Center of China (Ministry of Civil Affairs,
MOCA), the Chinese Supervision Center for Work Safety (State
Administration of Work Safety, SAWS), and so on. At the local level,
there are corresponding emergency management organizations in
accordance with the arrangement at the national level. In the past
several years, the local emergency management center and the com-
mittees for the four categories of emergencies have been gradually
established. Therefore, different agencies ranging from the central to
local governments work together in a system of “unified leadership
combining vertical and horizontal agencies” in which the central
agency at the national level provides vertical control from above to
below while the local authority provides overall daily surveillance of
and response to disasters.

The new general contingency plan, which was drafted since the
SARS crisis in 2003, grades emergencies into four levels, repre-
sented by the colors blue, yellow, orange, and red (with the threat
level ranging from the least to the most severe), based on such fac-
tors as the character of the incident, degree of harm, controlling pos-
sibility, and scale of influence, except as otherwise provided for by a
law or administrative regulation or the State Council.19 Accordingly,
a unified leadership, multilevel management, and multilevel respon-
sibility administrative model of emergency management is designed
to deal with four categories of disasters so that the power and
responsibility are hierarchically shared by and graded into different
levels of governments. This means that the emergencies from the
most to the least severe are managed by the central, provincial, munic-
ipal, or prefecture governments in each county, respectively. China’s
new institutional structure nationwide for NSEM 2.0 is illustrated in
Figure 12.1.

Drafting Nationwide Contingency Plans

Alongside the efforts to create a new institutional structure
nationwide for NSEM 2.0, the Chinese government has also taken it
as a major priority to develop a nationwide contingency plan system.
This contingency plan system was envisioned to cover various emer-
gencies at different levels of the government throughout the country.
First, the State Council of China was responsible for drafting the
master national contingency plan. Second, the relevant ministries in
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Level I
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Emergency Management
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Emergency Management
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Emergency Management
Office (EMO)

Disasters

Figure 12.1 The new institutional structure nationwide for NSEM 2.0
in China

the State Council drafted the ministerial contingency plans in their
respective capacities in line with the master contingency plan at the
State Council level. Third, the local governments at all levels (includ-
ing provinces, cities, and counties) and their relevant departments
would draft the corresponding contingency plans in accordance with
the relevant laws and administrative regulations. In addition, the
lower level governments also had to make sure their contingency
plans are in line with the contingency plans at higher level of govern-
ments.

Beginning in December 2003, the State Council, China’s Cabinet,
created the Master State Plan for Rapid Response to Public Emer-
gencies (the Master Plan) for emergency responses, which became a
guide for the prevention of and response to various emergencies in
China. After a year’s effort, this general emergency response plan was
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endorsed in principle by the State Council. This new general contin-
gency plan serves as the overall guideline and the criterion for the
national emergency response system. If faced with new emergencies,
the Chinese government will promptly initiate an effective response
mechanism to ensure the safety of life and property.

The Master Plan emphasizes the establishment of an emergency
mechanism based on classified management, different levels of
responsibilities, and the coordination and combination of profes-
sional/technological departments and the local government at all lev-
els, with the latter taking the lead to formulate an emergency forecast
and response mechanism with unified command mandates for rapid
reaction and high efficiency. It clarifies the classification and frame-
work of the public security events and prescribes the organization
system and operation mechanism for major emergency responses.

Thus, the Master Plan has become an overarching guide for a
countrywide emergency response system. After completing the Mas-
ter Plan, the State Council also instituted and issued 25 specific
emergency response plans that cover areas such as natural disaster,
flood, earthquake, geological disaster, major forest fire, work safety
accident, railroad accident, civil aviation accident, salvage and rescue
at sea, city subway accident and disaster, large-scale blackout, nuclear
accident, environmental emergency, telecommunication emergency,
public health incident, emergency mechanism for medical assistance,
animal disease outbreak, critical food safety accident, food security,
financial incident, and overseas incident. Major functional depart-
ments of the State Council, such as the Ministry of Health, Ministry
of Agriculture, and Ministry of Public Security, have developed and
implemented 80 sector-specific plans.

The Master Plan, the 25 specific emergency plans, and the 80
sector-specific plans constitute an overall system that covers those
recurring major disasters in China. Moreover, all local governments,
from provincial, municipal, and prefecture governments, to district
and county, have already developed their own emergency plans.20

Such initiatives prescribe action plans at the local level for municipal
government or any enterprise that may get involved in large events.
Communities, rural areas, and relevant enterprises and institutions
are also required to draft their own contingency plans. The contingency
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plans increase both the capacity of and coordination among the hier-
archy of first responders. It was officially reported by the Emergency
Management Office of the State Council that, by the end of 2007, the
total number of nationwide contingency plans had reached more than
1.3 million. All provincial governments, 98 percent of prefecture-
level governments, and 93 percent of county-level governments had
drafted their own general plans. By March 2009, 51 emergency plans
at the national level had been developed. In addition, 138 major
state-owned corporations and all mining- and chemical-related cor-
porations had developed emergency plans, too. Figure 12.2 shows the
overall system of China’s nationwide contingency plans.

Improving Mechanisms in Responding to Emergencies

Another initiative of the Chinese government to create a compre-
hensive emergency management system involves a number of
improvements to operating mechanisms that respond to emergen-
cies. According to the Master Plan and the Emergency Response
Law, China should apply a standard operating procedure when
responding to various disasters. The operation mechanisms consist of

The Master State Plan for Rapid Response to
Public Emergencies (The Master Plan)

25 Specific Emergency Response Plans for
Specific Emergencies

80 Sector-Specific Plans by Major Functional
Departments of the State CouncilEmergency

Plan
System in 

China
Plans by Provincial and Local Governments

Plans by Enterprises and NGOs

Plans for Large-Scale Events and Activities

Figure 12.2 The system of nationwide contingency plans in China
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the following: prevention and emergency response preparedness,
surveillance and warning, emergency response operations and res-
cue, and post-emergency response rehabilitation and reconstruction.

China has made great efforts to integrate activities of the sectoral
and regional authorities. It is required by law that during the disaster
period, the emergency management committees and their offices at
all levels be in charge of the emergency response, acting as the
enabling agents for the interactions among various government agen-
cies and social organizations. They should work together with the civil
affairs departments, the public security departments, the public
health departments, the army, and so forth to deal with the emergen-
cies swiftly. According to the “graded responsibility and territorial
management” model, emergencies at different grades would be dealt
with by government at different levels. The more severe the situation,
the higher the grade, and the higher level of government that would
be required to respond. In such a way, the sectoral and horizontal
authorities are integrated to ensure that rescue task forces, relief sup-
plies, funds, and information are in place to address the immediate
need of the emergency response.

The information reporting and sharing system has also been
reconstructed after SARS. On May 7, 2003, the State Council issued
the Regulation on the Urgent Handling of Public Health Emergen-
cies. This regulation formulated rules for the emergency report of
paroxysmal accidents, and established an information report system
for important and urgent diseases. Article 21 of the document stipu-
lates that “No entity or individual may conceal, delay the report, or
make a false report or hint any other person to conceal, delay the
report, or make a false report of any emergency.” On November 7,
2003, MOH issued “Measures for the Administration of Information
Reporting on the Monitoring of Public Health Emergencies and Epi-
demic Situation of Infectious Diseases.” According to the Master
Plan, if a Class I (most serious) or Class II (serious) emergency hap-
pens, it should be reported to the State Council within 4 hours.21

Article 39 of China’s Emergency Response Law also stresses that,
“The emergency incident information submitted or reported by the
relevant entities and persons shall be timely, objective and true, and
any act to delay the reporting, falsify the reporting, conceal the
reporting or omit the reporting of such information shall be prohibited.”

From the Library of Daniel Johnson



ptg

204 LEARNING FROM CATASTROPHES

Accordingly, on December 30, 2007, the General Office of the State
Council issued the notice on “Tentative Measures for the Administra-
tion of Information Reporting and Sharing on Public Emergency,”
providing the detailed requirements concerning the conditions, pro-
cedure, and time required for reporting disasters.

As an acknowledgment of the need for an effective communica-
tion channel between the government and the public, the central
government required that all national and provincial departments
should establish a “spokesperson and news-briefing system” for crises
situations. In 2004, up to 70 ministerial organizations under the State
Council and 20 provincial governments had a designated spokesper-
son for communicating with the public during situations of disasters.22

On May 1, 2008, the Regulation on the Disclosure of Government
Information came into effect. This regulation stipulated that govern-
ments at various levels and their departments at or above the county
level shall establish and improve a government information disclo-
sure working system and set up an office of government information
disclosure of their respective administrative organ. As of August
2005, China declassified information on human fatalities from natural
disaster, reversing a practice that had lasted for years.23 Information
pertinent to emergency management at the national level can now be
found on the government’s official website (www.gov.cn/yjgl/index.
htm), which was launched on January 1, 2006.

As demonstrated by the SARS crisis, in a globalized world, disas-
ters originating nationally can easily cross national borders. Better
collaboration with the international community has also been
acknowledged as imperative by the Chinese government. Article 15
of China’s Emergency Response Law stipulates that the Chinese gov-
ernment “shall carry out cooperation and exchange with foreign gov-
ernments and relevant international organizations in such respects as
emergency prevention, surveillance and warning, emergency
response rescue and operations and post-emergency response reha-
bilitation and reconstruction.” Some important steps have been taken
in this regard. For example, in January 2005, the Chinese government
hosted the China-ASEAN Workshop on Earthquake-Generated
Tsunami Warnings. In 2006, the World Health Organization Collabo-
rating Center on Community Safety Promotion in Shandong
Province instituted China’s first “international safe community,”
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which became the ninety-seventh designated safe community in the
world.24

Drafting a New Emergency Response Law

In addition to the efforts mentioned already, the Chinese govern-
ment has taken a number of measures to improve the legal frame-
work for managing emergencies. On May 7, 2003, the Regulation on
the Urgent Handling of Public Health Emergencies was passed at the
seventh Executive Meeting of the State Council. This regulation put
together all the government needs to combat SARS and other similar
situations. It has become a fundamental regulation for future devel-
opment of detail emergency plan in different tactical fields.

In March 2004, an amendment to China’s constitution replaced
the term martial law with states of emergency, allowing for a more
inclusive legislative context that ensures action for a wider variety of
emergency situations including natural, public health, and economic
crises.25 Under this amendment, the president of the People’s Repub-
lic of China is entitled to declare a state of emergency. This amend-
ment provides basic support for a law on emergency management.
The constitutional amendment also stipulates that the State Council
has the power to proclaim a state of emergency in sectors of
provinces.26

In June 2003, after winning the SARS battle, the Chinese gov-
ernment initiated an effort to draft a new “all-hazards” emergency
response law. After several years’ hard work, the Emergency
Response Law of the People’s Republic of China was finally
adopted at the twenty-ninth session of the Standing Committee of
the Tenth National People’s Congress in August 2007. The law
came into effect on November 1, 2007. The law is a major mile-
stone of emergency management system in China.

New Challenges and the Way Forward
As discussed previously, SARS has led the Chinese government

to build a new national emergency management system, NSEM 2.0.
As demonstrated by the snow crisis in southern China in early 2008
and the Sichuan earthquake on May 12, 2008, the Chinese NSEM 2.0
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has both strengths and weaknesses, and to some extent it confirmed
its effectiveness in dealing with both traditional and nonroutine
disasters. However, as demonstrated by these natural calamities in
2008, the Chinese NSEM 2.0 is also facing a number of new
challenges.

New Challenges to the System

The year 2008 witnessed a number of major emergencies in
China, with the snowstorm at the beginning of the year in southern
China and the Sichuan earthquake in May. Although NSEM 2.0
played a vital role in combating these two major disasters, these natu-
ral calamities also exposed the weakness China’s existing national
emergency management system.

First, although NSEM 2.0 has made great improvements in
establishing an overall framework in addressing emergencies, the
performance of such a system is still dependent on the competence
and capabilities of the organizations and individuals in the system, as
well as technological sophistication of the supporting infrastructure
of the system. For example, Chinese weather experts admitted that
they were not properly prepared for the snowstorms in early 2008,
that left hundreds of thousands of people stranded at the New Year
holiday. The head of the Chinese Meteorological Administration,
Zheng Guoguang, conceded that “in northern China we have quite a
good emergency plan to cope with unusual weather conditions; but in
southern parts of China, the mechanism and emergency plan to cope
with such weather needs to be improved.”27

Second, NSEM 2.0 has put a great emphasis on the development
of contingency plans and standard operating procedures, which could
be useful for routine emergencies. However, for unusual major disas-
ters such as the snowstorm in southern China and the Sichuan earth-
quake, these contingency plans and standard operating procedures
proved much less useful (and in some cases might even hinder effec-
tive response).28 For example, during the snowstorm in southern
China, a major challenge was how to deal with the thousands of cars
stranded on the highway, which were covered with thick ice. The con-
tingency plan for highway safety management during snowstorms was
to block the road so as to avoid highway traffic accidents. Most of the
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highway management stations followed this plan. One county in
Guizhou Province, on the other hand, decided to open the road and
direct the traffic to drive slowly on the highway. This not only helped
reduce the pressure on the traffic network, it also, because of the con-
tinuous traffic on the road, helped alleviate the accumulation of ice.29

Clearly, the flexible response was much more effective than following
the contingency plan blindly. How to add flexibility and to allow
improvisation in a more structured and standardized NSEM 2.0 is a
difficult and interesting challenge that should not be ignored.

Third, China’s public administration system is run under a vertical
management system that suffers from bad horizontal coordination and
communication. NSEM 2.0 has not solved the problem of how to coor-
dinate among different ministries, between ministries and local gov-
ernments, and among different local governments. The snowstorm
evinced the conflicts between neighboring provinces of Guangdong
and Hunan, between the military and local governments, between
Guangdong government and the Ministry of Railway, and among dif-
ferent ministries. To effectively resolve some major problems in coal
and oil shipments when the transportation system was paralyzed by the
snowstorm, the State Council had to set up a separate Emergency
Command Center for Disaster Relief and Coal, Power, Oil, and Trans-
port Assurance at the National Development and Reform Commission.

Fourth, civil society is ostensibly inactive in China’s emergency
management system. To a large extent, NSEM 2.0 has not been able
to incorporate the nascent nongovernment organization (NGO) sec-
tor into the existing emergency management system. The govern-
ment is still at an early learning stage on how to mobilize and work
with the NGOs effectively. Although NGOs played important roles in
disaster relief work in the earthquake in Sichuan, the uncoordinated
activities of NGOs and volunteers were also criticized for having cre-
ated chaos and obstacles for professional disaster relief agencies to
move in quickly. It was widely reported that in the first few days after
the earthquake, the massive influx of uncoordinated and less-trained
NGOs and volunteers may have caused traffic jams, which in turn
delayed the transportation of essential supplies, disrupted life-saving
operations, and increased the logistic burdens on the relief system.
And, then, these volunteers and NGOs ran the risk of becoming vic-
tims themselves.
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Moving into NSEM 3.0: Major Issues to
Resolve

As demonstrated by the snow crisis and Sichuan earthquake, it is
a continuing learning process to develop and maintain a risk-based,
all-hazards national emergency management system that prevents,
prepares for, responds to, and recovers from major threats. If SARS
was the “danger” that was turned into the “opportunity” to develop
NSEM 2.0, the snowstorm in southern China and the Sichuan earth-
quake in 2008 could be thought of as the “dangers” that could help to
promote the “opportunity” to develop NSEM 3.0.

To move into Chinese NSEM 3.0, China should deepen its gover-
nance structure reform and provide a more robust and easily adapt-
able framework in time of disasters. The weakness of the traditional
national emergency management system can be resolved compre-
hensively only within a national reform program dedicated to inte-
grating social development with economic development, improving
the cooperation and exchange between different levels of govern-
ment and agencies, and enhancing broad participation and rule of law
that will help encourage local governments to be more transparent
and accept greater accountability. More specifically, both multide-
partmental coordination and central-local governmental harmoniza-
tion should be encouraged and institutionalized. Another key reform
is to further clarify the facilitating and coordinating role of a central
emergency management agency that can work effectively to enable
government ministries to respond to various emergencies more effec-
tively. Such an agency can also be set up at local government levels.

Also, the government needs to shift its approach in disaster man-
agement from one of reactive mode toward preventive mode. When
facing unexpected catastrophic disasters, China responds by setting
up headquarters in a reactive mode. Their first option is a reactive
strategy, acting slowly and postponing any reaction until clear evi-
dence implicating the government is made public. Therefore, the dis-
aster management mode should change from reactive to proactive
and become more vigorous. The critical elements of a reactive and
preventive emergency management system should include risk
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identification and assessment, risk mitigation and management, and
open communication about potential risks between the public and
decision makers. Such a system can be implemented only with robust
political support to create an environment whereby all competent
authorities, institutions, and officials are willing to be accountable for
their actions.

Another measure toward the promotion of a risk-based, all-hazards
national emergency management system entails building greater
social capital. The monitoring, prevention, and handling of various dis-
asters require not only actions of the government, but also that of the
whole society. Through the social networks and partnerships, govern-
ment can mobilize civil society to help prevent and respond to crises.
At the same time, the public can also better understand the rationales
behind various policies related to emergency management. Overall
institution building will rely heavily on the formation of such social
networks and the partnership. To date, the potential value of NGOs
and other nonofficial players has largely remained untapped in China.

Moreover, as China is becoming part of the global community,
the governments should also develop an international network of con-
tacts, associations and relationships in dealing with catastrophic disas-
ters. Marshall McLuhan’s thesis of an increasingly integrated and
interdependent global community is ever more tangible in times of
disasters.30 As coping with emergencies is a worldwide phenomenon
and disasters increasingly spill over national borders and affect
regional and international orders, China should learn to become an
active member of the international community in the field of disaster
management.

In addition, China needs to improve the training and education in
disaster prevention and relief, emergency management, and self-
protection and self-rescue. It is necessary to provide a multilevel
model exercise designed for progressive training of emergency manage-
ment staffs, and to educate the public. China can also learn about
emergency management systems from international norms and best
practices through international cooperation and partnership.

As demonstrated by the progress made after SARS crisis in 2003,
China has been able to take advantage of crises as a catalyst for change,
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turning “danger” into “opportunities.”31 We are sure that emergencies
in future years could provide further impetus for institutional reforms
that will contribute to the development of NSEM 3.0, which will
serve as a safeguard for the economic and social development in
China in the coming years.
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Overview
Low-probability, high-consequence biological events may result

in tremendous loss of lives, livestock, and property, and often exact a
serious toll on the social, economic, and political health of the com-
munities involved. Examples of low-probability, high-consequence
biological events include pandemic influenza, the Black Plague pan-
demic, and the smallpox epidemics early in the first millennium. One
current example is the ongoing plague of HIV/AIDS.

This chapter discusses measures for enhancing preparedness
against low-probability, high-consequence biological events. Earnest
collaboration between governments, private corporations, academia,
and ordinary citizens need to be established, and there must be incor-
poration of effective technologies for information sharing, biomedical
research, and development, as well as policy formulations. We will
also delve into how a regulatory framework or compact can enhance
all these interconnected areas and allow better feedback, coordina-
tion, and guidance.
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Introduction
Significant progress has been made against infectious diseases.

Basic science research has contributed to a deeper understanding of
the pathogenesis of many diseases. The advent of antibiotics in the
last century has enabled successful treatment of diseases that were
once incurable and frequently lethal. Advances in clinical practice,
public health and epidemiology gave rise to accurate diagnostic tests
and effective measures to curb the spread of disease.

However, critical challenges still exist: Resistance against many of
the current lineup of antimicrobials is increasing across many microbial
species worldwide; threats of various pandemics continue to exist as
exemplified by the current H1N1 outbreak; and infectious diseases
continue to devastate many developing countries and threaten devel-
oped nations no longer buffered in this interconnected world. The
Global Burden of Disease Study indicates that infectious diseases
account for 22 percent of all deaths and 27 percent of disability adjusted
life years, with a disproportionate impact on the developing world.1

The HIV/AIDS pandemic, for example, claimed the lives of 2.1
million people in 2007 out of a total of 33.2 million living with HIV,
while 2.5 million were newly infected.2 M. tuberculosis remains the
deadliest bacterial pathogen worldwide, causing an estimated 1.7 mil-
lion deaths in 2004 among an infected population of approximately
2 billion people, according to the World Health Organization (WHO).
In 2004, malaria is endemic in a total of 107 countries and territories,
putting a total of 3.2 billion people at risk.3 Approximately 350 to 500
million clinical disease episodes occur annually and over 80 percent of
the deaths occur in sub-Saharan Africa, where most victims are chil-
dren under 5 years of age. In addition to acute disease episodes and
deaths, these diseases also contribute significantly to morbidity, which
in turn impacts the socioeconomic future of the countries involved.
For example, malaria was estimated to be responsible for an estimated
average annual reduction of 1.3 percent in economic growth for those
countries with the highest burden.

It is a therefore paradoxical situation in that in spite of progress in
medical science, diseases are emerging and/or re-emerging, either as
adaptations of existing diseases that lose their responsiveness to current
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treatment regimes or as new diseases caused by previously unknown
pathogens. In fact, the overall situation in controlling naturally occur-
ring infectious diseases has actually deteriorated for a number of
interrelated reasons, such as:

• Increase in antibiotic-resistant bacterial infections, worsened
in part by incorrect prescription practices, increased availabil-
ity, and lay use of counterfeit antibiotics.

• Sparse pipeline of new molecular entities that lead to effective
anti-infective agents as large pharmaceutical companies have,
in many cases, abandoned anti-infective drug development and
discovery.

• Although antiviral research and development is progressing,
work developing antibacterial, antifungal, and especially
antiparasitic agents lag far behind.

• Absence of harmonized regulatory processes, both intra- and
internationally, hinders rapid development of anti-infectives.

• Woefully underdeveloped distribution of anti-infective agents
to clinics and patients in many parts of the world.

• Inadequate infrastructure for rapid and accurate diagnostic
testing in the developing world.

• Incomplete global infectious disease surveillance and reporting
and inadequate shared, interoperable, real-time databases.

• Agencies working for increased access to anti-infective agents
must coordinate goals and policies with agencies that work to
limit the emergence of resistance to anti-infective agents.

• Insufficient number of well-trained medical workers that are
necessary to ensure proper diagnosis, prescribing, and moni-
toring practices, especially in developing nations.

• Lack of consideration of zoonotic and food borne infections in
the increased incidence of the spread of infectious diseases.

• Increased incidence of national insurgencies and of failed
states which might resort to acquiring biochemical and bio-
medical weapon capabilities.

• Globalization: economic globalization, demographic globaliza-
tion (urbanization and refugee movement), technological
global changes, and environmental/climate global changes that
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TABLE 13.1 Economic Consequences of Naturally Occurring Diseases

Disease Costs

Avian Flu, Hong Kong 1997 $100 million dollars in lost poultry production; air
travel declined by 22%

Bovine Spongiform
Encephalopathy, UK 1995

$9-14 billion dollars

Cholera, Peru 1991 $775 million dollars lost in ban on seafood exports

alter patterns of communicable diseases, frequently in unpre-
dictable ways.

• New threats from the emergence of new research in synthetic
biology from the synthetic creation of new infectious agents, the
reintroduction of infectious agents that no longer exist in
nature, or in generating infectious agents that exist in nature but
are hard to isolate.

In addition, deliberate spread of infectious diseases is a major
national security concern, facilitated by advances in biotechnology
that has made it easier to nefariously manipulate infectious agents for
enhanced pathogenicity and spread.

This appropriately leads us to consider low-probability, high-
consequence biological events. We define these as natural or man-
made catastrophic events involving infectious or other biological
agents that result in significant loss of life, livestock and property.
They include epidemics or pandemics of dangerous pathogens, as
well as deliberate acts of bioterrorism. As with any serious cases of
infectious disease, they exact a debilitating burden on the socioeco-
nomic health of societies. As illustrated by Table 13.1, the financial
costs of some recent infectious disease crises were staggering, which
places enormous pressures on affected countries. The Congressional
Budget Office predicted in 2005 that a potential H5N1 influenza
pandemic would cost at least $600 billion to the United States.4 The
analysis indicated that in the near term there will be a “sharp decline
in demand as people avoided shopping malls, restaurants, and other
public spaces, and a shrinking of labor supply as workers became ill or
stayed home out of fear or to take care of others who were sick.”
Depending upon the scope of the pandemic, short-term economic
effects could rise to the level of the average postwar recession.
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Plague, India 1994 $2 billion dollars; half a million people displaced; avi-
ation and tourism shut down

Potential H5N1 Influenza,
United States

$600 billion dollars (Congressional Budget Office
Report)

However, the effects of low-probability, high-consequence events
are not confined to economics—disruptions occur in practically all
aspects of society. There is physical suffering, lost workdays, and
unmet social responsibilities for the afflicted individuals; for the com-
munity, anxious behavior may translate into altered daily patterns,
reduced interaction and assistance, and disrupted school operations;
for public infrastructure, there may be strained medical services,
reduced commercial productivity, and interrupted municipal work;
and for the military, there may be impaired readiness and responsive-
ness. For example, such disruptions were apparent during the SARS
epidemic, which led people in China to minimize their travel, busi-
ness meetings, and other social interactions, including attendance for
China’s Canton Export Exhibition, which generated far fewer visitors
and contract deals than previous years.5 In Hong Kong, the epidemic
also caused hospitals service disruptions, and affected a total of 386
healthcare workers out of the cumulative tally of 1,755 cases of SARS
in the province.6

International development scholars have described the role that
serious infectious disease plays in the perpetuation of poverty in the
developing world: destroying family structures and limiting economic
and educational opportunities.

Preparedness is paramount. Modern medicine has definitely
made great strides against disease, but advancing dual-use research of
concern (legitimate biological research that could be misused to
threaten public health or national security)7 and factors outlined in
Table 13.1 should give anyone pause before ruling out infectious dis-
ease as a serious threat to any society. Clearly, globally integrated
infectious disease surveillance and control is an essential part of
national and international security with far-reaching impacts on
linked, global economies, not just public health. As stated in the 2006
National Security Strategy: “Public health challenges like pandemics
(HIV/AIDS, avian influenza)...recognize no borders. The risks to
social order are so great that traditional public health approaches may

TABLE 13.1 Continued
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Dual-Use Research of Concern Issues
• U.S. National Institutes of Health (NIH)-
 National Science Advisory Board for
 Biosecurity (NSABB)
• European Union (EU)
• World Health Organization (WHO)
• Academies of Science

• Organization for Economic Co-
 operation and Development (OECD)
 Biosecurity (NSABB)
• WHO

Noordwijk Medicines Agenda

• Big Pharma
• Biotech
• Bio-Industry Initiative

Intellectual Properties Issues
• Synthetic Biology
• Nanotechnology
• Systems Biology
• Stem Cell Biology

New Technologies/Science

• WHO-International Health Regulations (IHR)
• EU
• Food and Agriculture Organization (FAO)
• World Organization for Animal Health (OIE)
• Organization for Economic Co-operation and
 Development (OECD)
• NIH

Information Technologies/Surveillance

• Philanthropies
• Advanced Market Commitments
• Currency Transaction Levy
• International Finance Facility for Immunization
• International Drug Purchase Facility
• Public-Private Development Partnerships
    Global Alliance for TB Drug Development
    Medicines for Malaria Venture
    One World Health
• ISTC

Funding Strategies

The Biological and
Toxin Weapons
Convention (BTWC)

Regulatory
Agencies

• Biosecurity/Biosafety
• Biodefense
• Economic Development
• Basic and Applied Science

BIO-DOMAIN

Figure 13.1 The multidisciplinary realities confronting infectious dis-
ease control

be inadequate, necessitating new strategies and responses....” (Italics
added)8 Given the level of interconnectedness, the challenges call for
new solutions that integrate basic science, technology, and social,
political, legal, and economic realities (see Figure 13.1). Paradigms of
solutions against infectious disease must focus on the health of the
global population.
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Infectious Diseases: An Enduring Threat
It is important to note that infectious agents are an enduring

threat to mankind. Certain mechanisms in nature enable them to con-
tinually evolve and be recurrently pathogenic, and these mechanisms
may be facilitated by some of mankind’s activities. For example, antibi-
otic resistance would occur naturally but is accelerated by the wide-
spread use of antibiotics in livestock farms. The main mechanisms are

• Random genetic mutation: Infectious diseases were never
quite conquered by modern medicine. Rather, the advent of
antibiotics and antivirals in the last century merely kept them at
bay for a limited time. The pathogens responsible for infectious
diseases are robust microorganisms that have the capacity to
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randomly mutate over time and alter their characteristics, from
metabolic pathways to the structures of individual protein mol-
ecules, thereby allowing them to gradually and eventually
evade the very drugs developed against them in the first place.

• Sharing of genetic information: Infectious disease pathogens
readily share (or horizontally transfer) their genetic informa-
tion, including ones that confer a growth or survival advantage.
Bacteria exchange genetic elements with other strains via
processes such as conjugation, transformation and transduc-
tion.9 Some scientists have even postulated that sharing in
Mycobacterium tuberculosis can occur between interkingdom
strains10 or even with eukaryotic cells.11 Different viral strains
exchange genetic segments when coinfecting a common host
such as birds, a phenomenon called genetic reassortment.

Globalization has led to the near-ubiquity of modern transporta-
tion and trade routes, to the extent that it also resulted in the global-
ization of regional infectious diseases. Therefore, to better appreciate
the risks of biological events, we need to know where threats may
specifically come from. Four main categories of concern are indi-
cated in Figure 13.2: increasing antibiotic resistance, misguided agri-
cultural practices, emergence of new and old infectious diseases, and
dual-use research of concern. Together, the categories essentially
represent a definite biological arms race, both by nature and by
mankind itself, against society.

Antibiotic Resistance
Microbial antibiotic resistance is facilitated by improper antibiotic

use in clinical medicine and agriculture. In the clinical setting, inap-
propriate choice, insufficient dosing and duration, patient noncompli-
ance, or even overuse/nonindication are attributed factors, whereas
indiscreet use of antibiotics in livestock farms is also an important
cause. These factors lead to sublethal selection pressure on the tar-
geted bacterial, fungal, or protozoal microbe. This allows a hardy sub-
set of the pleomorphic12 microbial population to survive and replenish,
and therefore opportunity for random genetic mutations over subse-
quent replication cycles. These mutations lead to the encoded protein
targeted by the antibiotic becoming more structurally divergent from
its original form, causing the antibiotic to lose its potency. The resistant
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Antibiotic
Resistance

Agricultural
Practices

Biologic
LPHCs

Dual-Use
Research of 

Concern

Emerging and 
Re-emerging

IDs

Figure 13.2 The factors contributing to risk of biological low-
probability, high-consequence events

microbial strain passes on their genetic advantage to subsequent prog-
enies and even spread it to other microbes via conjugation or transduc-
tion.13 This sequence aptly exemplifies microbial ability to rapidly
evolve in response to selective pressures in their environment, if the
initial instance of antibiotic application is not administered correctly.

Globally, antibiotic resistance is becoming more prevalent, and
the problems posed by it more serious. For example, in the United
States, approximately 2 million people per year acquire healthcare-
associated infections (HAIs), out of which 70 percent are resistant to
at least one first-line antibiotic, according to the Center for Disease
Control and Prevention.14 Examples include Acinetobacter baumannii
(wound infections), Mycoplasma pneumonia (atypical pneumonia),
Clostridium perfringens (gas gangrene), Staphylococcus aureus (wound
infection), Bordetella pertussis (whooping cough), Pseudomonas aerugi-
nosa (burn wounds and pneumonia), and Streptococcus pyogenes
(cutaneous infections and necrotizing fasciitis). Antibiotic-resistant
microbes require more expensive and often more toxic second-line
drugs, and the Institute of Medicine (IOM) predicted that the extra
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cost to the U.S. healthcare system due to antimicrobial resistance is at
least $4 to $5 billion annually,15 although another study estimated
between $30.3 and $40.3 billion in extra costs for both bacterial and
HIV antibiotic resistance.16

For many diseases, antibiotic resistance results in increasing micro-
bial prevalence and associated morbidity and mortality. Examples
include tuberculosis, where increasing resistance against first- and sec-
ond-line drugs by the multidrug-resistant (MDR) and extensively drug-
resistant (XDR) strains have led to increased death rates among
sufferers, especially in sub-Saharan Africa where AIDS is rampant.
Malaria spread across Africa is again on the rise due to drug-resistant
Plasmodium falciparum and Plasmodium vivax. Methicillin-resistant
strains of Staphyloccocus aureus and vancomycin-resistant Enterococci
faecium are becoming more frequent and serious causes of HAIs with
high morbidity and mortality.

Certain microbial resistance is even developing for all currently
available antibiotics, which essentially necessitates a post-antibiotic
strategy in which antibiotics unfortunately play little role in combat-
ing the disease. The problem is exacerbated by the scarcity of new
compounds in the antibiotic development pipeline. As long as new
drugs remain unavailable, as long as flawed prescription practices
continue, and as long as misguided farming methods are not rectified,
treatment failures will continue and result in an ever-growing pool of
carriers harboring resistant microbes, which in turn poses significant
risks of spread to the rest of the general population as exemplified by
the increasing prevalence of resistant strains in the community.17

Experts fear that in the worst-case scenario, society may eventu-
ally face epidemics of “super-bugs” or bacteria that are resistant
against every single antibiotic currently available, where healthcare
professionals will not have strong antibiotic options to effectively
treat patients with infections, and where hospitals will instead be
hotspots for the spread of dangerous super bugs, thereby affecting all
of society and its enterprises. Several major medical associations have
warned that antibiotic resistance is the most serious problem facing
the medical community. The Food and Drug Administration, Centers
for Disease Control and Prevention (CDC), and U.S. Department of
Agriculture have all increased their surveillance activities related to
antibiotic resistance, an example of which is the CDC’s National
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Antimicrobial Resistance Monitoring System that reports on the
number and type of antibiotic-resistant isolates of enteric bacteria,
their associated resistance rates, and trends in resistance.

Agricultural Practices
Agricultural practices impact negatively on the risks of biological

events on three principal fronts: (1) the indiscriminate use of antibi-
otics in livestock farming and to a lesser extent, horticulture; (2) the
close confinement of animals in modern livestock husbandry, and (3)
the central position of animal farms in the food chain.

Animal farms can be considered an ecologic niche in its own right,
and certain diseases are endemic due to the type of animal reared and
the closed system of contact networks and organic waste. They are
reservoirs for microbes such as Salmonella spp. (predominantly in
chicken), Escherichia coli (cow), Campylobacter coli, and Yersinia
enterocolitica (pig). A microbial profile study of three diary herds in the
northeastern United States found that in addition to E. coli, there were
also a rich variety of other medically important microbes such as
Salmonella, Campylobacter, Listeria, and Mycobacterium avium
paratuberculosis present in the farms.18 Spread occurs to the public
through consumption or contact and causes mini-epidemics in the
community that can also contaminate the local hospital and even
become a permanent part of community flora. There are many exam-
ples of well-documented cases of mini-epidemics involving E. coli,19,20

Y. enterocolitica,21,22,23 Salmonella,24 and other microbes originating from
animal farms.

There is widespread use of antibiotics intended for disease pre-
vention and growth promotion in livestock farming. A 1992 Institute
of Medicine report indicated that approximately half the amount of
antibiotics produced in the United States was used in livestock farm-
ing.25 This rampant use without strict guidelines invariably leads to
selection pressure and the development of antibiotic resistance in
livestock-associated microbes, the mechanism of which was previ-
ously explained. The close confinement endured by animals in most
modern farm facilities makes it easy for antibiotic-resistant microbial
strains to spread and renders control difficult to achieve. In 1998, the
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CDC reported that a strain of Salmonella called typhimurium DT104
emerged in the United States in the preceding two decades, which is
resistant to five different antibiotics (ampicillin, chloramphenicol,
streptomycin, sulfonamides, and tetracycline).26 The CDC attributed
the emergence to the widespread use of antibiotics in livestock. The
DT104 strain was estimated to have caused between 68,000 and
340,000 cases of infection annually in the United States.

The close confinement of animals in livestock farming can also
precipitate infectious disease. Having different animals in close con-
tact may lead to significant interactions between pathogens inherent
in these animals. Certain pathogens that are able to infect multiple
species, such as the influenza virus, may be more likely to encounter
different strains and undergo genetic segment exchange that yields a
new strain. Pigs, for example, can serve as mixing vessels when
infected by both human and avian influenza strains. Pandemic
influenza viruses, which have historically originated in China, may
have been due to the integrated pig-duck agriculture, prevalent in
certain parts of China for several centuries.27

In addition, effort at infection control will need to be stepped up
on farms. The most effective preventative measures must be
researched and information shared among counties, states, and
nations. Serologic and bacteriologic testing must be regimented to
detect and respond to infection. Transmission routes need to be
determined and livestock movement within the breeding pyramid
will need infection control checks to categorize herds and establish
and maintain pathogen-free segments. Establishing and maintaining
specific pathogen-free breeding pyramids are indeed possible, as
illustrated by a study in Norway of pig herds free of Y. enterocolitica
O:3/biovar 4 since 1996.28 Finally, monitoring systems will need to be
established to ensure quality control and innocuous microbial content
of livestock feeds.

Dual-Use Research of Concern
Life sciences research has accelerated immensely in the last few

decades. Technologies such as automated DNA sequencing have
helped to decipher the human genome and the genomic sequences
of bacteria, viruses, and protozoa, generating more questions and
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motivating scientists toward advanced specialties and sophisticated
technologies.

The implications of such advances are just as great for construc-
tive use and destructive potential. These advances are hence termed
dual-use research of concern. For example, advances in systems biol-
ogy can inform scientists on how bacterial pathogenicity can be atten-
uated, but also identify for the nefarious individual the cellular
pathways which trigger toxin production. Synthetic biology provides
the tools for the construction of modified micro-organisms or their
derivatives for constructive as well as destructive purposes. Bionan-
otechnology poses unknown environmental, health, and safety impact
of nanoscale constructs. The importance of occupational safety and
health issues in nanotechnology has been emphasized by the intera-
gency working group on Nanotechnology Environmental and Health,
Implications under the Nanoscale Science, Engineering and 
Technology Subcommittee together with the National Institute for
Occupational Safety and Health in 2004.29

There is real likelihood of a bioterrorism attack if such knowledge
and technologies are in the possession of nefarious actors. The Con-
gressional Commission on the Prevention of WMD Proliferation and
Terrorism stated that “terrorists are more likely to be able to obtain
and use a biological weapon.”30 Indeed, acts of bioterrorism have
occurred in the past, as documented below from 1940 to 2004.31

1940–1941 China: Hangzhou and Nanjing
Japanese aircraft dropped packages containing fleas infected
with Yersinia pestis. There are reports of several other such
episodes later. Recent testimony was given in a Tokyo court by
one of the aircraft pilots.
1957–1963 Brazil: Mato Grosso
Introduction of smallpox, influenza, tuberculosis, and measles
into Indian tribal populations via contaminated gifts and mesti-
zos was used in furtherance of large-scale land takeovers. Such
instances were detailed in the Figueiredo report (1968), which
led to the indictment of 134 employees of the Government
Service for the Protection of Indians.
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1981 United Kingdom: Chemical Defence Establishment
(CDE) Porton Down, Wiltshire
“Dark Harvest Commandos” deposited outside a defense
research facility a parcel of soil containing anthrax taken from a
former bioweapons proving ground. The perpetrators provided
their own account and CDE’s soil analysis confirmed presence
of Bacillus anthracis at less than 10 org/gram.
1984 United States: The Dalles, Oregon
Rajneeshee cultists sought to influence local elections by
infecting voters with salmonellosis through contaminating
neighborhood restaurants. This was followed by subsequent
medical investigation that revealed 751 persons affected.
1989 Namibia: Near Windhoek
A covert operation was done by a South African government
agency, the Civil Cooperation Bureau (CCB), to contaminate
the water supply of a refugee camp with cholera bacteria. This
was revealed through the perpetrator’s testimony during a
recent trial of Brigadier Dr. Wouter Basson.
1990–1993 Japan: Tokyo
Aum Shinrikyo cultists, prior to their 1994–1995 sarin attacks,
sprayed biological agents including anthrax, against several
U.S. and other facilities in and around the city, but with no dis-
cernible effect. Confessions and other information were con-
tained in leaked police reports.
2001 United States
The U.S. Postal Service was used by perpetrators to spread
anthrax spores contained in letters addressed to individuals in
the media and the U.S. Senate; 22 cases of cutaneous or inhala-
tional forms of anthrax ensued with 5 deaths; 10,286 receive
post-exposure prophylaxis; and many more had their daily lives
disrupted. Medical investigations were coordinated through
the Centers for Disease Control and Prevention.

To complicate matters, information technology has allowed
knowledge of these advances to be made available on the Internet. For
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example, nearly everything related to biology/life sciences, biotech-
nology, laboratory protocols, and operation of equipments can be
retrieved. It is nearly impossible and futile to try to regulate informa-
tion flow; the challenge is to determine how to organizationally and
collectively prepare for the future in a dynamically changing techno-
logical environment, with a focus on preparedness and mitigation.

Emerging and Re-emerging Infectious
Diseases

Our immune system serves as the main defense against infectious
disease. It is an adaptive biological system that coevolves with disease
pathogens. Upon encountering a particular microbial strain, specific
proteins uniquely expressed by the strain act as an inducer for the
immune system to develop, in a span of about a week, antibodies that
bind to the proteins and specialized white blood cells that assist in the
killing of the microbe. The effectiveness of our immune system
therefore depends on the range of microbial pathogens to which we
have been exposed. Disease is therefore more likely when the
pathogen in question is novel, for example, one to which our immune
system has not yet encountered. This background helps explain the
concept of emerging and re-emerging infectious diseases. These are
diseases in which the causative pathogens have long been known to
man but have newly acquired the genetic novelty to evade our
immune system and cause disease, thereby increasing in incidence
and geographic range. They also include new diseases caused by
pathogens never before encountered as a result of increased
encroachment into untouched ecological systems such as forests and
wildlife habitats. Finally, they include diseases by pathogens that are
poorly immunogenic (for example, do not trigger the immune system
to react to them) and pathogens so toxic that disease occurs in spite of
the immune system.

Many of the emerging and re-emerging diseases are zoonotic
(that is, originate at areas of interface between humans and animals at
specific endemic locations throughout the world, including agricul-
tural locations; see Figure 13.3). A review of emerging infectious
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diseases from 1940 to 2004 found that zoonoses account for approxi-
mately 60 percent of emerging infections, out of which roughly
71 percent is linked to a wildlife source.32 In these hotspots such as
Central America, tropical Africa, and south Asia, pathogens are highly
prevalent in the fauna of the local ecological system.

This is evident from the list of outbreaks of emerging and re-
emerging zoonotic diseases across the globe, especially in the tropical
latitudes, in the past decade. These include avian influenza H5N133

(Asia, in particular Hong Kong), Nipah virus34 (Malaysia,
Bangladesh), Yellow fever35 (Ivory Coast), hantavirus36 (United
States), West Nile fever37 (United States, Canada, Middle East),
ebola38 (Gabon, Congo), monkey pox39,40 (United States, Congo),
SARS41 (Global), rabies42,43 (Brazil, India, China), Crimean-Congo
hemorrhagic fever44 (Afghanistan, Iran), tuleremia45,46 (United States,
Kosovo), E. coli 0157:H747,48 (United States, Canada), and BSE-
vCJD49 (U.K., United States, Canada). This list does not include the
worsening epidemics of HIV/AIDS and tuberculosis, and epidemics

Figure 13.3 Map of emerging and re-emerging infectious diseases
around the world (compiled using data from WHO and the National Insti-
tute of Allergy and Infectious Diseases)
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of animal diseases such as foot and mouth disease, Exotic Newcastle
disease, or swine fever that have devastated agricultural economies
around the world during the same period. With worsening climate
change, it is expected that more emerging and re-emerging diseases
will manifest themselves as the tropical latitudes expand.

Half of the zoonotic infections that have arisen have involved the
United States and there is every reason to believe that the threat of
disease outbreaks from these or similar pathogens will continue.
Indeed, we are as susceptible as we ever were to the diverse range of
pathogens that exist in nature.

Preparedness Against Biological Events
Hallmarks of Infectious Disease

To plan appropriate preparedness and mitigation measures
against biological events, the main characteristics of serious infectious
diseases need to be considered.

Most infectious diseases originate at areas of interface between
humans and nature/agriculture, and there are discernable hotspots of
specific infectious diseases throughout the world, especially in lower-
latitude developing countries.50

A local disease will be a global disease unless proven otherwise.
Without intervention, the spread of infectious diseases can very
quickly extend globally due to highly developed transportation and
trade networks, as well as the rising number of refugees from lesser-
developed countries and the increased movement of people from
rural to urban areas. For example, the spread of the H5N1 avian
influenza virus to most of Asia and to parts of Africa was facilitated by
trade in infected poultry51 and exotic birds, while the global spread of
SARS from Hong Kong was greatly enhanced by air travel.52 These
factors are highlighted as point number (1) human demographics and
behavior; and (4) international travel and commerce, by the IOM.53

The most important hallmark of serious infectious diseases is the easy
spread from human to human. When disease is established, spread is
mainly a function of the human-human contact networks that exists in
society as well as the mortality and transmission rates of the diseases.
The bottom line is that disease pathogens will spread in any way they
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can, even through highly processed goods such as food products and
medical materials such as blood and tissues.

Disease pathogens may evolve over time as they spread through-
out the human population, constituting nonlinear public health
threats. An excellent example is the influenza virus that causes regu-
lar annual epidemics due to antigenic drift (minor mutations) in a
previously circulating strain. A slight change in a surface protein, usu-
ally the hemagglutinin (H) protein, allows the new strain to reinfect
previously infected persons because the altered surface protein will
no longer be recognized by the immune system. Many scientists
believe that the present H1N1 influenza virus strain will be more vir-
ulent this coming winter.

Spread of disease may not just be human to human, but may also
involve human to animal, adding another layer of complexity in the
transmission and evolution of the pathogen. Continuing with the
H1N1 example, evidence now points to the possibility that humans
can pass H1N1 infection back to swine,54 which makes curtailing
spread difficult. In addition, this may impact the respective livestock
industry with economic consequences.

Recommendations

Infectious disease control is a national and international security
priority that demands multidisciplinary effort involving public health,
epidemiology, clinical medicine, public policy, law, and many other
fields. Many excellent measures against infectious disease and biolog-
ical events need to be, and have been, implemented. However, the
efforts are highly uneven from a global distribution perspective:
Developed countries are heavily invested in infectious disease pre-
paredness, whereas lesser-developed and Third World countries lan-
guish far behind. The international community must address this
inequality especially because these countries are often the source as
well as victims of devastating diseases. We highlight the broad cate-
gories of preparedness and mitigation measures that need to be
funded and implemented in all countries:

1. Public health improvements

Improving public health includes establishing clean water and
sanitation systems, without which infectious pathogens, such
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as Vibrio cholera, can spread easily. An estimated 3.575 mil-
lion people die from water-related diseases each year.55 In
addition, immunization programs must be established and
funded, and vector control measures must be put in place.
Emphasis must be place in developing countries and inner
cities of developed nations where high population densities
facilitate disease spread.

2. Public health education on hygiene practices, health plan-
ning, sexual behavior, and handling of animal products

An excellent example of effective public health education is
promoting public awareness of the danger of stagnant water as
a breeding ground of mosquitoes, and hence a facilitator of dis-
eases such as malaria. Sex education was shown to reduce the
prevalence of HIV in Uganda and condom promotion reduced
sexually transmitted diseases in India (WHO).

3. Disease surveillance/biosurveillance

This includes training of health workers and educating the
public to recognize signs and symptoms of infectious dis-
ease, and how to bring these to the attention of relevant
authorities. It also includes using the most effective and
cost-efficient diagnostic technologies for rapid and accurate
disease testing.

4. Establish public health measures and epidemiology protocols

Control of infectious diseases requires prompt and effective
contact tracing and quarantine of contacts, and immediate pre-
scription of the necessary antibiotics, antivirals, and vaccines.
Workers who fall ill must be reminded to avoid public places
and to stay at home. City- or even organization-specific contin-
gency plans must be well communicated precrisis.

In diseases caused by new agents whereby workable diagnostic
tests and treatment are not yet available, surveillance and quar-
antine serve as the key tools in disease control.

5. Information sharing

Includes sharing of vital information between localities, regions,
and nations at the onset of any disease outbreaks, and the tech-
nological as well as the legal and political infrastructure with
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which information is shared. Progress in this area has not been
entirely smooth sailing. For example, under the so-called viral
sovereignty principle espoused by Indonesia, nations own any
viruses that they discover within their boundaries and have the
right to refuse sharing them with the World Health Organization
or any other country. This notion was conceived following years
of distrust stemming from Indonesia’s claim that rich countries
such as the United States took advantage of poorer nations in
the interest of drug-company profits and intranational interest.
Since 2005, Indonesia has not allowed access to their H5N1
strains thought to have emerged subsequently in that country.

Ultimately, early reporting of outbreaks of infectious disease to
neighboring countries/regions and to the WHO is essential to
prevent international spread.

6. Evidence-based clinical practice

Includes adopting best practices for control of infectious dis-
eases, including directly observed therapy, routine screening
with proven diagnostic tests, and antibiotic-resistance testing.

7. Research and development

Includes the vital antibiotic/antiviral discovery and development
pipeline, vaccine development, basic science research, and
research into best practices in public health and epidemiology.
For example, it was research into best epidemiological practice
that yielded the discovery that entry screening is not effective in
reducing importation of SARS by air travel.56 Antibiotic devel-
opment is perennially important in the fight against the ever-
evolving bacterial pathogens. In addition, advanced hybrid
specialties must be encouraged to produce new technologies to
combat infectious diseases. For example, network models and
simulation technologies combined can help map and predict
spread of disease, and identify main routes of transmission.

8. Safe and Secure Laboratory Practices

The infectious disease laboratory is both the driver of novel
exploratory experiments and the repository of sensitive samples
and materials. As highlighted by the Bruce Ivins/Fort Detrick
case, there is a critical need to ensure adequate security of lab-
oratories against both insider and outsider threats through
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robust employee screening, management of security clear-
ances, active peer monitoring, strict laboratory security, and
employee training to prevent misuse of materials. The issue of
personnel reliability is important especially as current labora-
tory security standards might not be sufficiently reviewed and
updated. There needs to be initiatives, by both the federal and
the nongovernmental sector, to improve security at facilities
worldwide and to develop and implement universal standards
of safe laboratory practice.

9. Sharing of treatment resources

Treatment resources such as drugs must be directed to areas
that need them the most. Effective control of infectious disease
requires channeling adequate countermeasure resources to
outbreak areas to promptly bring the disease under control.

10. Ensuring adequate medical and ancillary medical
personnel

One of the most important requirements for infectious disease
control is having enough medical personnel to help diagnose
and treat patients. Public health specialists and epidemiologist
must be available for conducting contact tracing and providing
prophylaxis.

11. Sensible land use

Extent of deforestation must be tailored according to both the
resource needs of the country in question as well as to sustain-
ability requisites. On a global scale, forests are essential depots
of biodiversity. Many of the antibiotics that improved public
health in the last century were derived from forest organisms
that have coevolved alongside dangerous zoonotic pathogens;
area conservation is essential for discovering further classes of
chemical compounds effective against pathogens in future.
Policies surrounding deforestation must ensure that the meas-
ures to control zoonotic infections are put in place and if possi-
ble, conserve areas rich in biodiversity from development as a
means to minimize encroachment and prevent the emergence
of new diseases.
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An International Compact for Infectious
Diseases

There is much progress to be made to control infectious dis-
ease. In addition to lagging antibiotic development, preparedness
suffers from the lack of adequate biosurveillance, public health
improvements, resource sharing, basic science and field research,
and global coordination of these efforts, among many others. In
terms of strategies, one of the key aspects of disease control is avail-
ability and accessibility of vital information. Therefore, a robust and
refined central information database is needed to enhance biosur-
veillance, research preparedness practices, and to share critical
knowledge and treatment resources.

We propose a new approach, a strategy based on the creation of a
unique International Compact57 for Infectious Diseases (the Com-
pact) distinguished by

Compact Core Mission I: Establish, maintain, and monitor a
shared international data and knowledge base for infectious
diseases, including but not limited to biosurveillance informa-
tion, basic research data, relevant pharmaceutical data, and
suites of services and skills.
Compact Core Mission II: Establish, maintain, and monitor
a network of international basic science research centers that
will support fundamental investigations into the pathophysiol-
ogy of certain microbial threats to global health.
Compact Core Mission III: Expand capabilities for the pro-
duction of vaccines and therapeutics expressly for emerging
and re-emerging infections.
Compact Core Mission IV: Establish, maintain, and monitor
international standards for best laboratory and regulatory
practices.

Through the implementation of these four core missions, the
Compact will minimize the impact of infectious disease on national
and international health, social and economic development and inter-
national security. The key benefit of the Compact is to drive innova-
tion and progress in these core areas: information and knowledge
sharing, basic science, drug and vaccine development, and best

From the Library of Daniel Johnson



ptg

232 LEARNING FROM CATASTROPHES

laboratory and regulatory practices. As shown in Figure 13.4, these
missions are interconnected; without a strong foundation of basic sci-
ence, the drug and vaccine pipelines dry up. Similarly, in the absence
of effective biosurveillance, it becomes difficult to project which
strain of an emerging disease represents the most significant threat,
which in turn hampers our ability to create the appropriate counter-
measures. Information technology and knowledge sharing will drive
new science, which in turn can modify and inform regulatory initia-
tives. Standardized regulatory regimes enable new drugs and vac-
cines that will change global epidemiological patterns and these
patterns must be reintegrated into a central database, beginning the
cycle again.

Addressing the problem as a whole creates powerful incentives
for stakeholders to participate. For example, to access a central data-
base containing information on current clinical trials, epidemiological
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Figure 13.4 The International Compact for Infectious Diseases

From the Library of Daniel Johnson



ptg

13 • DEALING WITH PANDEMICS 233

data and new compounds and targets, participants would pledge to
implement best laboratory and regulatory practices. By bringing
together government, the private sector, and academia, the Compact
allows each group to institutionalize their relations with the others.
Pharmaceutical companies and public-private development partner-
ships can find partners to help take promising leads through to devel-
opment. With the inclusion of post-marketing/post-distribution
clinical trial data in the database, philanthropic organizations and
governments will be able to understand the effects their investments
are having throughout the world. Academics will acquire additional
funding streams for their research as well as input from their col-
leagues all over the world. Finally, all parties will work together to
harmonize regulatory processes across the board, reducing barriers to
market entry for much needed therapeutics and ensuring their wider
distribution.

There already exist a large number of databases that address one
or more of these issues (for example, the revised 2005 International
Health Regulations). We propose developing an information tech-
nology architecture that will seamlessly integrate these databases,
make them user friendly yet provide the necessary security and add
new data as recommended by the wide user community. The chal-
lenges here are formidable but hardly insurmountable. The greatest
obstacle is the need for trust between signatory nations and a will-
ingness to share data. There are technical challenges, too. Any
attempt to create a common architecture for information systems
would require common ontologies.58 New algorithms and models of
disease spread need to be developed and validated. Lastly, the lan-
guage of the Compact has to address the issue of noncompliance by
establishing a robust platform for the public dissemination of com-
pliance status.

Conclusion
We live in a world where endemic, epidemic, and pandemic dis-

eases threaten personal, national, and international security. Efforts
to control infectious diseases are exacerbated by globalization, dual-
use research of concern, and other factors, such that biological high-
consequence events are now concrete risks to societies. It is
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erroneous to think that the developed nations have conquered infec-
tious diseases, and that they are merely a Third World problem.
These diseases represent a symmetric threat that imperils the
socioeconomic security of all nations. If unchecked, dangerous
pathogens create human costs rivaling those of armed conflict, while
simultaneously restricting the freedom of policy makers to address
other pressing concerns. A study of U.S. national security issues con-
ducted by the Woodrow Wilson School of Public and International
Affairs at Princeton University unequivocally states that “American
national security in the twenty-first century...is likely to be threatened
by pathogens as much as people. New diseases and antibiotic-resist-
ant strains of old ones are on the rise....”59 Clearly, the problem of
infectious disease is global and demands a globally integrated and
coordinated response. We all need to act now.
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Long-Term Contracts for Reducing
Losses from Future Catastrophes

Howard Kunreuther

The Wharton School, University of Pennsylvania

Overview
Many individuals and firms do not invest in protection until after

a disaster has occurred because they tend to ignore risks and are
highly myopic. People tend to focus on the expected benefits of
these investments over a short time-horizon in relation to the
upfront costs. If the costs of reduction are high, the measure is often
not viewed as economically feasible and/or financially attractive.
Another reason for individuals’ reluctance to invest in mitigation
measures is that the likelihood of the event is perceived to be below
a threshold level of concern: Those at risk might feel that the event
will not happen to them.

This chapter explores how long-term contracts such as multiyear
loans and insurance, coupled with well-enforced regulations, can
encourage property owners and division managers in firms to invest in
protection against low-probability events. Such long-term contracts
can encourage decision-makers to undertake cost-effective risk reduc-
ing measures while providing stability to their planning process. Two
illustrative examples highlight the tradeoffs that decision makers face
when making this choice. One example involves a family’s dilemma as
to whether or not to elevate its house to reduce future flood losses.
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The second illustrates a division in a firm determining whether to
invest in protective measures. The analysis reveals that the costs of
protection measures can be justified on benefit-cost grounds. 

The chapter then highlights the need for property owners to
invest in loss-reduction measures. I propose multiyear long-term
insurance policies tied to the property and long-term loans coupled
with well-enforced building codes so homeowners in hazard-prone
areas will undertake cost-effective protective actions and reap short-
term financial returns in the process. The chapter also shows how
insurance and loans coupled with third-party inspections and regula-
tions can lead divisions in firms to protect themselves against possible
catastrophic losses so they and the firm reap financial benefits in the
short term and reduce the likelihood of bankruptcy. The chapter con-
cludes by outlining the role that the public and private sectors can
jointly play by creating economic incentives and addressing interde-
pendency issues that highlight the importance of investing in mitiga-
tion measures. 

Two Illustrative Examples
Example 1: Lack of Interest by Property Owners in
Protecting Against Natural Disasters

Homeowners who reside in hazard-prone areas are generally
aware that they can take steps to reduce the damage from future nat-
ural disasters by investing in loss-protection measures. For example,
property owners in hurricane-prone areas can install shutters and
strengthen the roofs of their homes. Property owners in flood-prone
regions can elevate their houses, and those in earthquake-prone
regions can strap their water heater and bolt their structure to its
foundation. Many of these measures are cost-effective, meaning that
the expected investment expenditure is less than the expected bene-
fits over the length of the life of the property, discounted by an inter-
est rate reflecting the opportunity cost of money.

The Lowland family is considering whether to elevate its house
so as to prevent future flood damage. The principal reason that the
Lowlands decide not to undertake this measure is its high up-front
cost. In addition, like many property owners, the Lowlands evaluate
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the expected benefits from investing in these measures by utilizing a
short-time horizon (for example, two or three years). Moreover, they
are likely to underestimate the risk of experiencing future floods. As
do many other property owners, they believe that the disaster “will
not happen to me” while they are residing in the region. Those who
plan on relocating in several years have a hard time justifying this
investment because they believe (often correctly) that it will not be
reflected in increased property values.1

Example 2: Reluctance by Firms to Reduce Risk of
Catastrophic Accidents

The economic incentive for managers in one division of an organ-
ization to invest in risk-reduction measures depends on how these
managers expect the other divisions to behave. In large corporations,
a failure in one unit can lead to disruption or bankruptcy of the entire
firm nationwide or even worldwide. Interdependencies with respect
to risks can create situations where either everyone invests in protec-
tion or no one does.

To illustrate this point, consider the BeSafe Chemical Company,
a hypothetical firm that has a number of independently operating
divisions, each maximizing its own expected returns and having a
choice of whether to invest in a protective measure that would
reduce the probability of a catastrophic chemical accident in one of
its plants. Suppose Division 1 has invested in protection. There is
still a risk that BeSafe will go bankrupt if its other divisions have not
taken this precautionary measure. In other words, the employees in
Division 1 may lose their jobs because these other divisions have
not protected their operations against a catastrophic accident. If
none of the other divisions in BeSafe invests in protection, Division
1 will not want to take this action; if the others do, Division 1 will
want to follow suit.2

In the context of real-world examples, an accident at a chemi-
cal plant can lead to losses so large they cause bankruptcy of the
entire operation, as evidenced by Union Carbide’s demise in 1999.3

Similarly, a failure in just one office of a large company can lead 
to disruption or bankruptcy of the entire firm. In 1995, Britain’s
Barings Bank was destroyed by the actions of a single trader in its
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Singapore unit. In 2002, the accounting firm of Arthur Andersen
was sent into bankruptcy by the actions of its Houston partner
responsible for its Enron account. In 2008, the world’s largest
insurer, American International Group, was forced into public
receivership when a small London office, employing less than 1 percent
of the firm’s workforce, bet on subprime mortgages. Despite well-
performing units elsewhere and a strong risk-management system
in place, reckless decisions by a single undersupervised operation
killed the entire company.4

Behavioral Biases
Two behavioral biases discourage investment in protective

measures:

• Ignoring risks whose likelihood of occurrence is below a
threshold level of concern: Prior to the Bhopal chemical
accident in 1984, firms in the chemical industry estimated the
chances of such an accident as sufficiently low that it was not
something they planned for.5 Many homeowners residing in
communities that are potential sites for nuclear-waste facilities
have a tendency to dismiss the risk as negligible.6 Even experts
in risk disregard some hazards. For instance, even after the first
terrorist attack against the World Trade Center in 1993, terror-
ism risk continued to be included as an unnamed peril in com-
mercial insurance policies, so insurers were liable for losses
from a terrorist attack without their ever receiving a penny for
this coverage.7

• Need to justify decisions using short-time horizons: Most
decision makers, be they homeowners, managers, or legislators,
tend to avoid thinking about low-probability catastrophes until
after they occur. They fall into a trap of believing such events
will not take place, at least, not on their watch. The implicit
principle is NIMTOF (not in my term of office). In the context
of the previous examples, the Lowland family and the BeSafe
Chemical Company divisions are being asked to invest a tangi-
ble fixed sum now to achieve a benefit later that they instinc-
tively undervalue—and one that they paradoxically hope never
to see at all.
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The financial meltdown of 2008 illustrates these behavioral
biases. Most investment managers treated the likelihood of signifi-
cant losses on financial derivatives, such as credit default swaps, as
being sufficiently small that they did not consider the consequences
should these instruments turn into financial liabilities. Their lack of
concern with these worst-case scenarios was exacerbated by the
annual bonus system that rewards managers for short-term gains.
Key decision makers were reluctant to undertake measures that
would reduce their profits for the year. In addition, many in the
financial sector believed that if theirs was the only bank to not take
advantage of potentially highly profitable yet risky investments, they
would not fare well because their clients would leave them for sup-
posedly greener pastures.

Reducing Losses and Fatalities from
Natural Disasters
A New Era of Catastrophes

Recent natural disasters in developing countries have killed
many thousands of people and have caused severe economic disrup-
tion.8 The economic impact of disasters can be estimated by deter-
mining the losses in relation to the country’s annual gross domestic
product (GDP). A major flood in the United States or a large Euro-
pean country will have much less of an impact on GDP than if a
similar event occurred in a developing country. At one extreme, nat-
ural disasters have had a long-enduring impact on small islands,
with economic losses from major natural disasters representing sev-
eral times the annual GDP compared to losses in developed coun-
tries, where damage is a small percentage of annual GDP, as shown
in Table 14.1.

Even in a developed country such as the United States, which has
extensive experience with natural catastrophes and resources to ade-
quately prepare, there is a lack of adequate loss-reduction measures
and emergency-preparedness capacity to deal with large-scale natural
disasters, as evidenced by Hurricane Katrina in 2005.
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To Invest or Not to Invest in Loss-Reduction Measures?10

Suppose the Lowland family lives in central East Jakarta,
Indonesia, and is considering whether to elevate their masonry house
to significantly reduce the damage should there be severe flooding
from the Ciliwung River. Major flooding from this river occurred in
February 1996, February 2002, and February 2007. Based on this
historical data, it is estimated that there is a 20 percent annual chance
that there will be severe flooding.

A typical residential structure located near the Ciliwung River is
valued at approximately $19,300, and the cost to elevate the house by
1 meter is $9,200. If the home is not elevated, the damage to the
structure and contents is estimated to be $10,000. For ease of exposi-
tion, assume that elevating the house will eliminate the damage to the
house. (In reality, a severe flood of the Ciliwung River could still

TABLE 14.1 Examples of the Impact of Disasters on Economies of
Different Sizes

Year Natural Country Region Damage Damage
Disaster (U.S. $ Million) (% of GDP)

Large Economies

2005 Hurricane United North 125,000 1.1%
Katrina States America

1995 Earthquake Japan East Asia 100,000 3.2%

1998 Flood China East Asia 30,000 0.7%

2004 Earthquake Japan East Asia 28,000 0.8%

1992 Hurricane United North 26,500 0.4%
Andrew States America

Small Island Economies

1988 Hurricane St. Lucia Caribbean 1,000 365%
Gilbert

1991 Cyclones Samoa Oceania 278 248%
Val and Wasa

2004 Hurricane Ivan Grenada Caribbean 889 203%

1990 Cyclone Ofa Samoa Oceania 200 178%

1985 Cyclones Vanuatu Oceania 173 143%
Eric and Nigel

Sources: Cummins and Mahul (2008)9

From the Library of Daniel Johnson



ptg

14 • LONG-TERM CONTRACTS FOR REDUCING LOSSES 241

cause damage to an elevated house.) If the chance of a severe flood is
1 in 5, the reduction in average annual damage from adopting this
loss-reduction measure will be $2,000 (that is, 1/5 x $10,000).

The Lowland family and other households residing in these
hazard-prone areas are relatively poor, so they cannot afford the
relatively high costs of this risk-reducing measure. Even if they had
the financial resources, they might be reluctant to elevate their
home if they are myopic and focus only on the expected benefits
over the next two or three years. The $2,000 expected reduction in
annual flood losses pales relative to the $9,200 investment.

However, if one focuses on the expected life of the structure
which could be greater than 20 years, elevating the house by 1 meter
is highly cost-effective. Even if the annual interest rate used to con-
vert future returns to the present is as high as 15 percent, the
expected discounted benefit for a family adopting this measure is
$12,520. In fact, after 8.5 years, the measure would be viewed as
financially attractive. With an annual interest rate of 10 percent, the
discounted expected benefit of elevating a masonry house on the
Ciliwung River based on a 20-year time horizon would be greater
than $17,000, and the measure would be deemed cost-effective after
6 years, as shown in Figure 14.1.
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Figure 14.1 Discounted expected benefit of elevating a masonry house
on the Ciliwung River
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Long-Term Loans Coupled with Long-Term Insurance

Consider the challenges in persuading homeowners such as the
Lowland family to adopt cost-effective measures to reduce losses
from future hazardous events. One way to make investments in pro-
tection more palatable is for financial institutions or the government
to provide long-term mitigation loans. To illustrate, if the Lowland
family were given a 20-year loan for $9,200 at a 10 percent interest
rate to elevate its structure, the annual payments would be $890. Sup-
pose insurance were available to cover damage to the structure from
flooding and the premiums reflected risk. Then if the Lowland’s
house were elevated, the insurer would be willing to reduce annual
premiums by at least $2,000 to reflect the absence of future flood
losses. The Lowland family would now have a sound financial basis
for investing in the mitigation measure: The annual net savings from
taking out the bank loan would be at least $1,110 (that is, $2,000
insurance savings minus $890 annual loan payments).

Property owners may not want to take out such a loan—even if
they obtain a premium reduction on their insurance policy that exceeds
the annual loan payments—if they are unsure how long they will reside
in the house. In addition, they might believe that their insurance com-
pany is unlikely to provide them with premium discounts should they
invest in these measures. One way to address this issue is to couple the
long-term loans with a long-term insurance policy. Today, property
insurance is marketed only on an annual basis. By offering multiyear
policies tied to the property with rates that reflect risk, homeowners
are much more likely to view mitigation measures as attractive.11

In many emerging economies that are now considering insurance
as a way of reducing risks, there is an opportunity to provide long-
term contracts using the public sector to assist in this process. One
country that would benefit from such a strategy is Turkey. Indeed,
immediately after the two extremely destructive earthquakes in 1999,
the government of Turkey decided to enforce earthquake insurance
on a nationwide basis through the Turkish Catastrophe Insurance
Pool (TCIP) at affordable premiums.12

Initially funded by the World Bank, TCIP was founded on August
2000, and the TCIP program began marketing annual policies. With
its 2.7 million policy count as of April 2008, the TCIP has the poten-
tial to become the largest earthquake insurance company in the
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world. Due to inadequate enforcement, only 21 percent of residential
structures in Turkey have coverage, even though this insurance is
required. There is also no system to link insurance premiums with
efforts by residents to reduce losses from future earthquakes by
retrofitting their structures or investing in other mitigation measures.
The rates are based only on construction type and seismic zone in
which the structure is located. The TCIP could offer long-term loans
to encourage residents to adopt cost-effective loss-reduction meas-
ures and consider offering long-term insurance policies with reduced
premiums. The long-term insurance program should increase the
percentage of homeowners who are financially protected against the
next earthquake.

A Proposal for Long-Term Flood Insurance

Many homeowners purchase flood insurance only after suffering
damage in a flood, then cancel their annual policies when several
years pass without their suffering any damage from flooding.13 This
finding is particularly striking in the United States, especially consid-
ering that flood-insurance premiums on existing homes are highly
subsidized by the National Flood Insurance Program, and residences
located in special flood hazard areas are required to purchase 
insurance as a condition for federally backed mortgages. As an exam-
ple, consider the flood that damaged property in northern Vermont in
August 1998. Of the 1,549 victims of this disaster, the Federal Emer-
gency Management Agency (FEMA) found that 84 percent of the
homeowners in special flood hazard areas did not have insurance,
even though 45 percent of these individuals were required to 
purchase this coverage.14

Long-term flood insurance would prevent individuals from cancel-
ing their policies if the hazard falls below their threshold level of con-
cern. Banks and financial institutions have often not enforced the flood
insurance requirement because few of them have been fined and/or
because the mortgages are transferred to banks in nonflood-prone
regions of the country that have not focused on either the flood hazard
risk nor on the requirement that homeowners may have to purchase
this coverage. Homeowners would be more likely to want this coverage
if they are given information on the chances of a flood over the lifetime
of the insurance policy, rather than just the next year.
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For a long-term flood-insurance program to be viable, premiums
on any new structures built in flood-prone areas need to reflect risk
so that those considering residing in these areas are apprised of the
dangers. They also could then be rewarded with premium reductions
for adopting loss-reduction measures. Those currently residing in
flood-prone areas and deemed to be deserving of special treatment
(for example, low-income homeowners) will still be charged a pre-
mium that reflects risk, but they should be given a grant (in this case
from the federal government) in the form of an insurance voucher to
defray portions of the costs of a policy. The most notable example of
this type of arrangement in the United States is the food stamp pro-
gram, where low-income families are charged the market price for
items they purchase and use food stamps to cover a portion of the full
costs. In the case of flood insurance, if a low-income family invested
in mitigation measures, its premium would still be reduced to reflect
their lower expected claims following the next flood.15

This proposed long-term policy differs from the current flood
insurance program in the United States, where homeowners are given
subsidized premiums rather than insurance vouchers and no premium
reductions are offered to encourage investment in mitigation meas-
ures. Long-term flood insurance and long-term loans should be a win-
ning proposition for all the interested parties: The property owner
incurs lower premiums as a result of investing in mitigation measures
while still maintaining insurance protection to cover the financial costs
should a disaster occur. The financial institution’s mortgages are more
secure. The insurer will have lower claims costs following the next
flood, and the general taxpayer will have lower costs of disaster relief.

For this system to work, however, these regulations must be
strictly enforced. One way to do this is to require the property owner
to show that she has an insurance policy when paying property taxes
each year. This process is currently followed with respect to automo-
bile insurance: Car owners need to provide proof of insurance when
submitting their annual registration renewal form.

To complement the long-term loan contracts for encouraging
mitigation, there is a need for well-enforced building codes. Building
codes require property owners to meet standards on new structures
but normally do not require them to retrofit existing structures. Such
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codes on existing property are often necessary, particularly when
property owners are not inclined to adopt mitigation measures on
their own because they perceive the disaster will not happen to them.
Moreover, when a structure collapses, it may create negative exter-
nalities in the form of economic dislocations and other social costs
that are beyond the financial loss suffered by the owners. For exam-
ple, if a poorly designed structure collapses in a flood or hurricane, it
may cause damage to other buildings that are well designed. This
type of interdependency between structures provides another
rational for regulation.16

Dealing with Interdependencies in
Organizations

The reluctance of divisions in firms to invest in risk-reduction meas-
ures illustrates another type of interdependency as shown by the BeSafe
Chemical Company example. Each division in a firm is concerned not
only about its own expected return at the end of the year but also how
well it performs relative to other units in the organization. Thus, man-
agers may choose not to invest in risk-reducing measures simply because
none of the other divisions in the firm have taken this action. Should no
severe accident occur, the up-front costs of these protective measures
would adversely affect the division’s bottom line relative to other parts of
the company and hence reduce the annual bonuses of its employees. If
the possibility of a catastrophic accident is perceived to be below the key
decision makers’ threshold levels of concern, this is an additional reason
for them not to want to incur these investments. Failure to invest in pro-
tection may thus appear to be an optimal strategy for each division, but
from the perspective of the firm, it is likely to be suboptimal.

Risk-management strategies that involve multiyear worst-case
scenarios may be one way to force managers to pay attention to the
consequences of a catastrophic accident rather than assuming that
such an event will not happen on their watch. By extending the time
period, managers may consider the likelihood of such events occurring
during the extended time interval as sufficiently high to trigger their
concern. However, even when these events are on the radar screen of
key decision makers, there is still likely to be a need for economic
incentives to reward those who invest in risk-reducing measures.
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Internal Organizational Rules and Other Coordinating
Mechanisms

A large decentralized firm with many divisions will likely need
some type of coordinating mechanism from top management to
encourage protective investments if each division’s objective is to
maximize the expected returns of its own employees. Larger firms in
the chemical industry have formed functional units that play this role
across the organization. For example, DuPont has a process safety
management (PSM) unit that is responsible for making sure that all
the different divisions in the firm follow appropriate procedures.

Returning to the BeSafe example, BeSafe could set up such a
cross-cutting process safety unit and institute a specific rule that
would require its divisions to invest in protective measures when the
expected discounted benefits to the firm over a multiyear period
exceeds the up-front costs of the measure. One way to determine
what type of rule to enforce is to focus on catastrophic accidents that
could cause losses so large that it would threaten the solvency of the
firm, but where the division would not want to incur the costs of
investing in protective measures.

Private-Public Sector Partnerships

The public sector can also play an important role in encouraging
protection and has an interest in doing so in areas such as chemical
safety where a firm’s actions can affect people off-site. A company
such as BeSafe may not be held fully liable for the consequences of a
chemical accident. For example, the firm causing an accident may not
be legally responsible for losses from related decreases in property val-
ues of surrounding homes or disruptions in community life. For these
reasons, government can create regulations to deal with these negative
externalities. But such regulations must be enforced. With limited
staffing in many public-sector agencies, this is easier said than done.

A salient example in this regard is the lack of enforcement of
Section 112(r) of the Clean Air Act Amendments (CAAA) of 1990,
which required firms to submit a summary report to the U.S. Envi-
ronmental Protection Agency (EPA) showing how they were reducing
the risks of major chemical accidents. Firms have little financial
incentive to follow centralized regulatory procedures if there is a small
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likelihood they will be inspected by a regulatory agency and/or they face
only a low fine if caught.17 In such cases, they may be willing to take their
chances and incur the fine should they be found violating the regulation.
This is like putting money into a parking meter. If you know that the
chances of a meter being checked are low and the fine is relatively small,
then you might think twice before parting with your quarters.

One way for the government to enforce its regulations is to turn to
the private sector for assistance. More specifically, third-party inspec-
tions coupled with insurance protection can encourage divisions in
firms to take steps to reduce their risk from accidents and disasters.
Such a management-based regulatory strategy shifts the locus of deci-
sion making from the regulator to firms, which are now required to do
their own planning to meet a set of standards or regulations.18

The intuition behind using third parties and insurance to sup-
port regulations when the public sector agency has limited person-
nel to enforce its own rules is as follows: Low-risk divisions cannot
credibly distinguish themselves from the high-risk ones without
some type of inspection. By delegating part of the inspection
process to the private sector through insurance companies and third
parties, the regulatory agency can provide a channel through which
the low-risk divisions in firms can speak for themselves. If a division
chooses not to be inspected by third parties, it is more likely to be a
high-risk rather than a low-risk one. If it does get inspected and
shows that it is protecting itself and the rest of the organization
against catastrophic accidents, it will pay a lower insurance pre-
mium than a high-risk division that is not undertaking these actions.
In this way, the proposed mechanism not only substantially reduces
the number of inspections the agency has to undertake, but it also
makes their audits more efficient.19

The PSM unit of a firm has reasons to support this program for
two reasons. It provides a rationale for the firm to hire third-party
inspectors to make sure its divisions are operating safely. The PSM
unit could also provide long-term loans to the divisions that it over-
sees to encourage them to invest in risk-reducing measures so that
the division is not forced to incur large up-front costs. If insurance
rates reflect risk, the reduction in premiums from undertaking these
safety measures should justify the investment.
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Future Research Needs
The problem of managing risks presents new challenges for risk

assessment and risk perception. As indicated by the guiding princi-
ples in Chapter 1, “Principles and Challenges for Reducing Risks
from Disasters,” we need to collect better data to estimate the risks
and consequences of large-scale natural disasters, catastrophic acci-
dents, and other extreme events so that one can develop meaningful
long-term contracts. And we need to do more to increase our knowl-
edge of how individuals make decisions with respect to extreme
events, particularly when there are interdependencies associated with
the risk.

Research in these areas can improve our understanding of
extreme events and the types of strategies that are likely to be effec-
tive in managing these risks. Solutions for decreasing individual and
collective risk will require coordinating efforts across individuals,
firms, and public-sector agencies. The need for these parties and oth-
ers to work together has become even more vital in the global world
in which we live. Given our myopic behavior, we need to construct
long-term strategies that provide sufficient short-term benefits to the
concerned parties so that property owners, managers in firms, and
government policy makers find them financially attractive and are
therefore willing to promote them. Should they be implemented,
both individual and social welfare are likely to be improved over the
status quo.
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Developing Leadership to Avert and
Mitigate Disasters

Michael Useem

The Wharton School, University of Pennsylvania

Overview
Drawing on the experience of two major companies and two fire-

fighting groups that faced catastrophes, this chapter emphasizes the
importance of leadership development for averting and mitigating
disasters. Leadership development for managers is essential, and
many well-established methods for doing so have emerged in recent
years. For those responsible for managing risk and leading organiza-
tions that face severe tests, the best time to prepare their understand-
ing of leadership precepts is well before their leadership must be
exercised. And because many leadership precepts are essential but
unmemorable, anchoring those precepts in tangible experience can
be invaluable. The chapter also argues that to avert disasters, it is
important to ensure that leaders work to prevent overconfidence
about the risks they face, and that they think strategically and long-
term about how to prepare for unlikely but catastrophic events before
they happen.

The art of leadership includes preparing for the unexpected, and
the value of leadership thus becomes more important when the world
becomes more unpredictable. Because low-risk but high-consequence
events are particularly unpredictable and overcoming them equally so,
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preparing leadership to face catastrophes is an essential step for antici-
pating and prevailing over them.

Of special concern are the suboptimal ways in which most of us
foresee and respond to calamities. We tend to underanticipate their
likelihood and overreact to their occurrence. This chapter focuses on
what leaders have done and can do to constructively anticipate and
guide the predictably suboptimal behavior among those facing or
recovering from disasters.

We know that employees and citizens are not well wired for
disaster preparation or response. As previous chapters in this vol-
ume have amply demonstrated, we tend to think myopically, to focus
on a disaster when it occurs but not long afterward, avoiding
preparation for preventing or responding to future disasters. One of
the first obligations of leadership is to recognize these and other
behavioral shortcomings and then to create instruments and cul-
tures that reduce or mitigate the most common flaws of human
intelligence.

Training in the art of leadership will help. In normal times, our
natural shortcomings are worrisome and grating but usually not per-
ilous; in catastrophic times, such flaws can become magnified and
dangerous if not lethal, as evident in the avoidable loses in the 2005
landfall of Hurricane Katrina and the preventable failure of American
International Group in the 2008 financial crisis. Taking steps to 
anticipate and transcend human shortcomings is one of the responsi-
bilities of anybody in a leadership position, and preparing leaders is
essential for most of those who carry responsibilities for the security
and well being of others.

To appreciate the potential role for leadership for forestalling and
overcoming disasters, we build inductively by examining two 
leadership moments in business, one calamitous, the other felicitous. 
Comparison of these two moments provides experience-anchored
practical insights into the leadership precepts for averting disasters.
We then turn to moments of leadership in the face of two additional
disasters from which we draw pragmatic lessons on preparing leaders
to face and surmount them.
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Experience-Anchored Leadership
Precepts

We place special emphasis on experience-anchored leadership pre-
cepts. By experience-anchored leadership precepts we mean that the
precepts are of generic value for facing disasters and they are rooted in
tangible specific experiences that are salient and enduringly attached to
the precepts. We believe that those in leadership positions are most
able to keep leadership precepts well in mind when needed if the asso-
ciated experiences from which they are drawn are also kept actively in
mind. To ensure that leadership precepts for averting and responding
to disasters are active in our random-access memory, not just hard-disc
storage, anchoring them in tangible experiences is one of the more
powerful ways for doing so.1

By way of illustration, consider the following leadership precept:
Those in positions of responsibility should actively listen to the ideas
and suggestions of their subordinates. By virtue of being closer to a
geographic field or financial market, subordinates often detect and
appreciate early warning signs or ambiguous signals—such as landfall
forecasts in the case of Hurricane Katrina or mortgage defaults in the
case of Lehman Brothers—of impending disasters before more sen-
ior managers come to appreciate them. Although well substantiated
by academic research, this precept by itself may not sit at the top of
mind among many city managers or company executives as they face
their day-to-day leadership challenges.2

If a leadership precept is anchored in a personal leadership
moment—or, second best, a powerfully informative account of
another leader’s experience—the precept is more likely to become
salient in a leader’s mind at a moment when it had become important
to apply it. An example of this—and of the leadership precept of
active listening to subordinates—is the failure of the Challenger
Space Shuttle in January, 1986. On the eve of the launch, NASA
called the leaders of the booster-rocket maker, Morton Thiokol, for
guidance. As is now known, the Thiokol leaders had not listened to
one of their own engineers—Roger Boisjoly—who had been warning
that the O-rings in the booster rockets built by Morton Thiokol for
NASA would fail under the kind of cold weather conditions that
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would prevail at the launch site on that fateful day. By keeping this
instance of leaders’ failure to listen to their subordinates and the cat-
astrophic consequence actively in mind, the leadership precept of
active listening to subordinates is likely to be more vividly remem-
bered and acted upon when another disaster is potentially pending.3

American International Group

We now focus on the leadership failings at American Interna-
tional Group (AIG) that resulted in its collapse and U.S. bailout in
September 2008. Indelibly appreciating those leadership shortcom-
ings requires brief description of AIG’s history and what went disas-
trously wrong in 2008.4

Founded in Shanghai in 1919, AIG employed 116,000 by 2008,
drew annual revenue of $110 billion, and held assets of $860 billion.
On the eve of its sudden collapse in the autumn of 2008, it ranked
among the 20 largest publicly traded companies in the world. Its scale
at the time was hard to overemphasize. AIG operated in 130 coun-
tries and serviced 74 million customers, including 180,000 small busi-
nesses along with thousands of municipalities, pension funds, and
401k retirement-investment plans.

AIG had been led by just two chief executives for its first 86 years.
Founder Cornelius Vander Starr passed management of the firm to
Maurice R. (Hank) Greenberg in 1968, who shifted the company’s
focus from personal insurance to corporate coverage. By contrast,
during the three years running up to AIG’s insolvency, it was led by
three CEOs in rapid succession. An accounting scandal forced the
exit of Greenberg in 2005, his successor Martin J. Sullivan was forced
out in June 2008, and his successor, Robert B. Willumstad, was
pushed out in September 2008.

Amid the financial crisis of 2008, the United States effectively
nationalized AIG to prevent its otherwise certain bankruptcy and sig-
nificant disruption of world financial markets. Ultimately placing a
total of $170 billion in the firm, the United States acquired control of
79.9 percent of the company’s voting shares. AIG’s shares fell from a
52-week high of $70 to just $1.25 on September 16, 2008.

Many, though not all of AIG’s business lines—it owned more than
240 insurance and financial-service entities—had remained profitable
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in 2008. Just one AIG line, the Financial Products Division (AIGFP),
had become a fatal cancer within an otherwise largely healthy bundle
of assets. Under CEO Hank Greenberg’s leadership, AIG had
launched this division in 1987 as an insurer or large-scale debt obliga-
tions. If you were a financial institution acquiring large portfolios of
corporate bonds or home mortgages and wanted to insure them
against default, AIGFP had become a leading provider.

At its peak, the London-based AIGFP held a portfolio of $1.6 
trillion—one estimate even placed it at $2.7 trillion, equivalent to the
GNP of France—in a range of insured products, including credit
default obligations on subprime mortgages, and policies against 
interest-rate swings, currency gyrations, auto loan defaults, and credit
card receivables. At the outset, its fees were very low—just 0.02 cent
(two basis points) per year for each dollar of risk insured—and even
later they remained modest—0.11 cent in 1999. But across many bil-
lions of dollars in insured risk, the flow of customer fees into AIGFP
coffers became very substantial.5

AIGFP employed just 377 people in 2008, less than 0.4 percent
of AIG’s total employment worldwide, but it had become an earnings
juggernaut for the company. It produced 4.2 percent of AIG’s total
operating income by 1999 and 17.5 percent by 2005. Its profit mar-
gins had also become enormous: By 2005, operating income had
reached 83 percent of revenue, well above industry norms. Division
president Joseph J. Cassano told investors in 2007 that his unit was
making as much as $250 million in income from insurance premiums.
Those working in the unit had much to be proud of but also much to
protect: the average employee earned more than $1 million annually,
and collectively their compensation totaled more than $3.5 billion
over the seven years up to 2008.6

Leaders of both AIG and AIGFP were optimistic about the
absence of any low-risk, high-consequence threat from the operation.
On December 5, 2007, AIG chief executive Martin Sullivan told a
group of AIG investors that the risk-analysis models of AIGFP were
“very reliable” and that they provided the company with “a very high
level of comfort.” AIGFP president Cassano similarly reported, “We
believe this is a money-good portfolio” and that “the models we use
are simple, they’re specific and they’re highly conservative.” At
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another point in 2007, Cassano had been even more sanguine. “It is
hard for us, without being flippant, to even see a scenario within any
kind of realm of reason that would see us losing one dollar in any of
those transactions.” In an August 2007 conference call with analysts,
Cassano characterized the credit default swaps in his portfolio as
secure. “It is hard to get this message across,” he assured the analysts,
“but these are very much handpicked.”7

What likely contributed to CEO Sullivan’s and president Cas-
sano’s outward confidence was the triple-A-rated umbrella under
which AIGFP operated. The credit-rating agencies, witnessing AIG’s
strong annual performance in its many insurance lines, ascribed it the
highest possible mark, AAA. That helped AIGFP to issue credit
default swaps to insure more than $440 billion in securities, including
$58 billion in structured debt backed by subprime mortgage loans,
and to do so cheaply. Because of the triple-A rating, under the pre-
vailing industry practice, AIGFP did not need to set aside any collat-
eral of its own to back-stop the insurance obligations to its customers.
After all, the AAA-rating implied that the company was extremely
unlikely to default on its obligations to its customers.

Yet beneath the company’s robust results, AAA rating, and leaders’
confidence lay a fragile fault line. First and most obvious, if any of the
debt securities that AIGFP insured defaulted, the company would of
course have to pay. It could readily do so for a relatively small default
rate that its historical statistics had forecast, but it could not do so if
the default rate soared, which its risk models did not forecast. Second
and less evident, the buyers of the AIGFP swaps had the right to
require collateral from AIGFP if AIG’s own corporate-debt rating
declined below AAA. Such a downgrade was wholly unexpected—
unless the rating agencies perceived a significant drop in the market
value of AIGFP’s contracts, a development that AIG would be obli-
gated to report. But neither a significant value decline nor a credit
downgrade was anticipated by the company’s leaders.

Available evidence suggests that in pricing its products, AIGFP
had taken into account a host of anticipated risks based on historical
data—the essence of how insurance firms value products whose
losses are normally independent of one another, as in the case of life
and auto insurance. But it did not take into account the likelihood
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that systemic—that is, massive and unprecedented—losses or
declines would emerge, as in the case of catastrophic events for which
there was little historical data.8

After Lehman Brothers failed on September 15, 2008, the credit-
rating agencies downgraded AIG from AAA to AA on September 16,
which had the effect of forcing AIGFP, as required by industry con-
vention, to post large amounts of collateral on its contracts, some $18
billion according to one estimate. Customer collateral calls and
default payouts wreaked havoc: Goldman Sachs demanded and
received more than $8 billion, and other banks made their own mas-
sive collateral calls.9

With alarm bells sounding, investors stampeded out of AIG stock,
dropping its value on a single day by 60 percent. Moody’s, Fitch, and
Standard and Poor’s further downgraded AIG’s credit rating, and that
forced AIG to post another $15 billion in collateral. On September 22,
AIG was removed from the Dow Jones Industrial Average. By the end
of September, AIGFP was forced to find $32 billion as a result of the
rating actions and declining market value of its products. By October
24, AIG had borrowed $90 billion from the United States to meet its
obligations. At fourth quarter’s end, it losses reached $61 billion, the
largest in corporate history. For the year its deficit totaled $99 billion,
and it remained solvent only because of federal life support.

Contrast AIG’s performance with that of the Travelers Compa-
nies, another of America’s largest insurers. In 2007, both companies
offered a broad range of insurance products, including personal auto,
homeowners, and commercial property. Travelers is one of nine
insurance companies with which AIG compares its business and
operations. Both were very large: Travelers earned $4.6 billion that
year, while AIG earned $6.2 billion. But since then, their fortunes
radically diverged. Travelers stock outperformed the S&P 500 in
2007 and 2008, whereas the stock of AIG lost nearly all of its value.
Eight months after Dow Jones removed AIG from its industrial stock
index, it added Travelers to the bellwether index.

A critical difference between AIG and Travelers: The latter had
not created a unit comparable to AIGFP, and it stopped ensuring
residential mortgage-backed securities in 2004, topping off at
only $200 million in holdings. And that decision to exit from
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mortgage-backed securities came from the top. “The reason that we
stopped buying it was because the risk-adjusted return,” explained
Travelers chief executive Jay Fishman, “in these structures simply
were inconsistent from our standpoint with the newness of them.”
He had long been concerned about the “tails of the distributions”—
unlikely but costly events such as a hurricane sweeping up the
northeast coast of the United States—and thus had eschewed
insuring the tails of the distribution despite their lucrative near-
term value.10

Similar markets, similar products, but wholly dissimilar results.
And much of the difference, we believe, can be traced to leadership
shortcomings at AIG. According to AIG employees, for example,
AIGFP president Joseph Cassano led the financial-products division
with scant oversight from the company chief executive, and with an
autocratic hand and little tolerance for challenge on the inside.11 The
company CEO in turn received less than effective oversight from his
directors, as least as implied by the grades accorded AIG’s board by a
governance rating agency. With major publicly listed companies aver-
aging a C rating on an A to F scale, AIG received a D grade in the
year before its demise. One sign of the company’s subpar governance
practices was the board’s decision to compensate CEO Martin Sulli-
van more than 20 percent above the median for comparable firms.
This despite the fact that, as AIGFP employees later reported, the
chief executive had evinced scant understanding of the risks that their
operation was taking and thus exercised little oversight of a unit that
should have been at the top of his concerns.12

AIG’s governing board had been repeatedly warned about the
extraordinary risk that the company was taking through its AIGFP
subsidiary. The U.S. Office of Thrift Supervision (OTS), which served
as the primary regulator for AIGFP, began in 2005 reporting to the
AIG board what it had found to be “weaknesses in AIGFP’s docu-
mentation of complex structures transactions, in policies and proce-
dures regarding accounting, in stress testing, in communication of
risk tolerances, and in the company’s lines of authority, credit risk
management and measurement.” In the summer of 2007, on the eve
of the deluge, OTS warned AIG of the risks associated with subprime
mortgages and demanded that the board improve AIGFP’s organiza-
tional controls and risk management. In mid-2008, AIG’s outside
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auditor, PricewaterhouseCoopers warned the company of accounting
weaknesses in the same.13

Even as financial storm clouds were gathering in late 2007 and
early 2008, the credit-rating agencies continued to accord AIG their
AAA imprimatur, and that may help explain why neither the govern-
ing board nor the chief executive tightened their scrutiny of the
financial products division despite the regulatory and accounting
warnings. Given the lax oversight from AIG’s board and CEO, it is not
entirely surprising that the president of AIGFP had, in turn, ignored
or looked past warnings from the markets and the regulators. Joseph
Cassano had enjoyed a period of extraordinary business growth and
personal financial success over nearly two decades, and he viewed
much of his division’s success as a product of his own making. And we
know from research that positive organizational and personal moods
can lead to suboptimal decision making as over-confidence and even
hubris crowds out realistic appraisals of risk, especially long-term and
low-probability events whose ultimate price might not be felt until
the deciding executive had long passed from office.14

Because this is a predictable behavioral pattern, it was up to the
AIGFP president’s superior—AIG’s CEO—to put devices in place to
guard against overoptimism. But AIG’s several CEOs had themselves
experienced extraordinary success as the company emerged as the
world’s largest insurer and had basked in its inclusion in the Dow
Jones Industrial Average and other blue-chip rosters of the nation’s
most prominent and successful companies. Controlling the CEO’s
likely overconfidence bred of steady success in turn was a leadership
obligation of AIG’s governing board. But as indicated by the gover-
nance rater’s D grade, the board itself was evidently poorly consti-
tuted and organized to prevent suboptimal decisions from naturally
emerging in the top management team.

It was thus a collective leadership failure at the division, execu-
tive, and board levels. Arguably, more effective leadership at any one
of the three might have better prepared the president of AIGFP to
properly appreciate the massive risks that his operation was taking, to
better prepare for those risks by stockpiling the collateral that would
be required in case of systemic declines in the value of the insured
products, to heed the regulator’s and auditor’s warnings, and to more
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properly price the insurance policies for the higher than appreciated
levels of risk.

Leadership Precepts and Guiding Principles from the
AIG Experience

An important leadership precept, then, for averting disaster is to
ensure that the governing directors, chief executive, and operating
managers are prepared and organized to guard against overconfi-
dence about low-probability, high-consequence events, both in them-
selves and among those who work for them. More generally, creating
a culture that plays down success and ratchets-up attention on
unsolved problems and potential threats can be a vital principle for
the leadership of any company, agency, or country. One good way to
keep that precept much in mind is to remind oneself, when creating
company culture or reaching leadership decisions, of what went
wrong at AIG.

The AIG disaster helps underscore the importance of four of the
seven guiding principles for extreme risk management identified in
this book’s first chapter. The world’s largest insurance company’s
descent into government receivership thus also furnishes an 
experience-based anchoring of four of our guiding principles.

The first guiding principle of Learning from Catastrophes
stresses the value of reliably estimating risks and their uncertainties if
disasters are to be avoided. Partly as a result of leadership and gover-
nance lapses at American International Group, the peril of building a
trillion-dollar portfolio of credit-default swaps without collateral in a
AAA-rated company was completely underestimated by company
executives and directors.

Our second guiding principle emphasizes the importance of
appreciating that a single unit in a complex entity can potentially
place all units at risk. Moreover, interdependencies that appear safe
at one moment may develop into unsafe interconnections later. For
two decades, AIG Financial Products had not only not threatened the
enterprise as a whole, but had in fact served as a significant driver of
its success. But that virtuous interdependency gave way in 2008 to a
lethal mutual reliance when AIGFP’s well-performing assets became
toxic and dragged down the company’s other 240-plus units.
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Our third guiding principle calls for an abiding appreciation of
the behavioral biases that people bring to the workplace. It is not sur-
prising that both AIG’s and AIGFP’s unprecedented success may
have contributed to a hubris in their executive suites that permitted
radical underestimation of the risks that they were amassing. In the
wake of success, it becomes all the more imperative for organizational
directors and executives to guard against one of success’s more
ruinous corollaries, over-confidence about the risks ahead.

Our seventh guiding principle places a primacy on building lead-
ership for averting disasters before it is needed. If the AIG board and
CEO had invested more in explicitly developing their operating exec-
utives over the years, that training may have helped create a bulwark
against the pernicious behavioral biases in AIGFP that insidiously
came to ruin the entire enterprise.

Merck & Co., Inc.
We now turn to another company whose experience in developing

one product tangibly illustrates—and thus anchors in experience—a
second leadership precept for averting disasters: long-term strategic
thinking. The company is Merck, a large U.S. pharmaceutical firm,
and the product is Mectizan, a drug that combats a disease widespread
in West Africa.15

As Merck’s director of research and development in 1978, Roy
Vagelos presided over a tightly managed scientific discovery division
at a time when one of his scientists proposed developing a drug to
combat a scourge of West Africa called river blindness. The scientist
urged adapting and then testing an antiparasitical product named
Ivermectin that had already proven effective in killing parasites in a
host of animals ranging from cats and dogs to cattle and sheep. Nearly
20 million people were at risk of contracting the disease, and hun-
dreds of thousands had already gone blind from its ravages. Vagelos
appreciated that adapting, testing, and manufacturing the drug would
take years and require an investment of millions of dollars, a common
outlay for creating commercially successful products in the pharma-
ceutical industry.

The R&D director also appreciated one compelling counterpoint:
Those who carried or were exposed to river blindness resided in rural
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Nigeria and remote regions of other West African countries, and they
had nearly no disposable income. Investing in a product with millions
of prospective customers in the developed world was the essence of
commercial drug development, but bankrolling a product whose cus-
tomers in the developing world could never afford to purchase it was
hardly the lifeblood of a profitable enterprise. Even worse, if Merck
developed the product, it might also have to pay for its manufacturing
and administration in the remotest regions of Africa because there
was no existing infrastructure for doing so.

From the calculus of short-term return on investment, paying to
develop and then distribute a product based on Ivermectin would
constitute a nonstarter. But from the calculus of long-term strategic
thinking, it made sense to Vagelos. Vagelos was looking not to bolster
quarterly or annual sales, but to enhance income streams years and
even decades in the futures. By strategic thinking, he could see that
although Merck would have to give the drug away if it developed the
product, the company would one day reap at least three commercial
benefits from the drug.

First, if Merck’s investment in a product that would save twenty
million people from blindness became widely known, it could add to
the company’s public reputation, an important facet for a company
operating in a regulated industry whose sales are dependent on physi-
cian referrals. Second, Merck’s decision to go ahead could serve as a
powerful recruitment story for attracting the best scientists to work
for the company. And third, the creation and distribution of a free
drug could one day make the brand of Merck stand out in countries
like Nigeria where river blindness was so widespread.

Roy Vagelos decided to launch development of the product in
1978, and by 1987 it was tested and approved for human use under
the name of Mectizan. At a press conference to announce the drug’s
availability, he declared that Merck would make and give Mectizan
away forever. It was a costly set of leadership decisions in both 1978
and 1987, at least in the short term. Merck had invested millions to
develop the product and would now have to spend some $60 million
per year to manufacture it. Because River Blindness victims required
annual treatment of the drug for 17 years, the ultimate investment
could surpass a billion dollars.
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Yet in the longer run, the strategic benefits to Merck proved sub-
stantial. When the company sought scientists for its R&D operation,
the Mectizan account proved a powerful recruitment tool. When
Fortune magazine identified America’s most admired companies in
the 1990s, Merck consistently stood at the top of the list. And some
of Nigeria’s 140-million people may one day give preference to
Merck products over those of rivals because of Mectizan’s free
annual distribution to some 10 million Nigerians exposed to river
blindness.

In Roy Vagelos’s own retrospective assessment: “Some argue
that corporations should not be in the business of making dona-
tions, contending that their first obligation is to reward the stock-
holders with higher dividends and not squander company resources
on gifts. But I disagree.” Mectizan and other giving programs had
made Merck, he said, “a place where people were proud and
excited to work because they wanted to make lives better around
the world. It helped us recruit the best people and build company
morale.”16

Years later, Merck faced a financial and reputational disaster
when critics questioned the safety of one of its best-selling drugs,
Vioxx, a product for arthritis with two million active users and 84 mil-
lion customers at one point or another worldwide. Emerging research
evidence pointed to elevated rates of heart attacks among Vioxx users,
and the Merck withdrew the product from the market in 2004.
Expensive litigation followed, as did widespread criticism of the com-
pany for not earlier disclosing evidence that had suggested height-
ened cardiovascular risks.

It is not clear if the socially responsible reputation that Mectizan
had earlier helped create for Merck provided some buffer against the
attacks, but media coverage of the Vioxx withdrawal and litigation
sometimes favorably referenced Merck’s earlier commitment to Mec-
tizan. One of Merck’s own websites made the same point in announc-
ing that the company was withdrawing Vioxx from the market. The
decision, the company said, stemmed from its “commitment to main-
taining the highest ethics and values,” and that commitment could be
seen in “the Mectizan Donation Program,” an example of “our far-
reaching commitment to corporate social responsibility.”17
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Leadership Precepts and Guiding Principles from the
Merck Experience

An important leadership precept, then, for mitigating disaster is
to think long term and strategically. Thinking long term implies that
those in leadership positions actively consider the implications of
decisions not just for the fiscal quarter or year but fully 5, 10, or even
20 years ahead. Thinking strategically implies that those with leader-
ship responsibilities actively consider how their decisions will affect
not just their own operations or enhance narrowly defined goals such
as near-term profitability. Rather, leaders would do well to rise above
their own provincial and near-term welfare to focus on the overarch-
ing betterment of the entire organization and well beyond.

The leadership precept of long-term strategic thinking can serve
as an invaluable platform for better weathering unexpected disasters
later on. And a device for keeping that precept much in mind is to
keep salient what went right at Merck.

Like the AIG disaster, the Merck success also provides an 
experience-based anchoring for several of the general principles
guiding this book that we believe can help prevent and mitigate disas-
ters. Long-term and strategic thinking can be vital for appreciating
prospective threats. Mectizan’s enhancement of Merck’s public
standing eventually proved of benefit in reducing its uncertainties in
recruiting research talent.

Long-term and strategic thinking can also be essential for
appreciating interdependencies. The company’s decision to develop
a profitless but powerful drug served to cushion the company
against an outcry against a controversial drug it had later placed in
the market.

Finally, long-term and strategic thinking can also be invaluable
for overcoming inevitable behavioral biases. Managerial myopia is
always a threat, and by focusing on what the company should have in
the market a decade ahead, Roy Vagelos helped ensure that his com-
pany would indeed stay on sound footing.18
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Preparing Leadership for a Firefighting
Crisis

Leading people is not a natural skill set for most managers. Yet
organizations often implicitly treat leadership as inborn when they
promote people into positions of responsibility because of their tech-
nical skills, not their leadership prowess, and then provide no training
in the precepts of leadership. The deadly result of such underselec-
tion and undertraining can be seen in the behavior of team leaders in
two well-documented disasters in wildland fire fighting. We briefly
characterize each disaster and then turn to the steps taken by U.S.
agencies to better prepare its firefighters in the art of leadership for
fire combat. Significant errors of judgment in both episodes were
likely preventable if those responsible for the firefighting groups had
received adequate instruction in the precepts of team leadership
under stress.19 This section provides an experience-anchored under-
pinning of the guiding principle of building leadership for preventing
disasters before it is needed.

At 4 p.m. on August 5, 1949, an incident commander and a crew
of fourteen parachuted into the remote Montana wilderness at Mann
Gulch to combat what seemed to be a routine forest fire. By 5:56
p.m., 13 of the firefighters were fatally burned—at that time, the
greatest disaster in the history of the U.S. wildland firefighting.
Another disaster occurred on July 6, 1994, when a group of 49 fire-
fighters had spread out on Storm King Mountain near Glenwood
Spring, Colorado. Shortly after 4 o’clock in the afternoon, 14 firefight-
ers on Storm King Mountain were overwhelmed by a fiery blowup.20

In both cases, bad luck and a fatal confluence of environmental
factors contributed to the flaming ambush of the firefighters, but
leadership decisions were critical in each, too. Those most directly
responsible on site faced a sequence of decision points during their
fateful hours in the fire zone, and their decisions at those moments
helped take their teams to the brink of calamity.

In the Mann Gulch disaster, the incident commander reached
several good leadership actions, including a last-minute decision to
burn out a safe zone to save his crew. But his firefighters refused to
enter the safe zone in part because by that point they had lost faith in
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his leadership. He had said very little to the crew since they entered
the fire zone at 4 p.m., he explained none of his actions in the gulch,
nor did he share any appraisals of the situation, and he had allowed
one of the least experienced firefighters to occupy the second most
important position as they moved through the fire zone. Also, he had
never trained with his crew members before they parachuted into
Mann Gulch. As a result, the incident commander’s authority had
become undermined when he most critically needed to exercise it.

Though the incident commander in Mann Gulch carried respon-
sibility for his leadership lapses, he had received no leadership train-
ing for overcoming his own natural limitations before they proved
deadly. Moreover, the U.S. policy at the time was for teams of fire-
fighters to be assembled at the moment of a fire rather than forming
together well before being called into fire combat. Had the incident
commander been well trained and had his team been well formed
before dropping into Mann Gulch, it is likely that this disaster would
never have happened.

A series of leadership lapses in the Storm King Mountain fire
some 45 years later contributed to that disaster as well. Again, one of
the firefighters in charge—not officially designated the incident com-
mander but in effect operating as such—had made several good deci-
sions on the fateful day of July 6, 1994. He had secured additional
backup when the fire expanded, conducted aerial surveillance to
appraise the fire conditions, and sent a number of firefighters to safety
when the fire threatened to blow-up. Yet at the same time, he had
taken several suboptimal actions, including decisions to build a risky
defensive line in an effort to stop the fire, leave ambiguous who pre-
cisely was in charge of the fire crew, and not seek updated forecasts of
the local weather that would have warned of blustery conditions.

Some of the nation’s most elite wildland firefighters were on
Storm King Mountain, but qualified observers have generally con-
cluded that they were drawn into what was in fact a preventable disas-
ter. If even those most technically adept at fire suppression were
caught by a blowup, a lack of formal firefighting skills was not the pri-
mary cause. As in the case of Mann Gulch, the firefighter in charge
had never received training in how to lead in fire combat. In fact, the
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custom at the time was for one of the first firefighters to land on the
site by helicopter to take charge, regardless of prior leadership prepa-
ration or experience. This disaster and that in Mann Gulch derived
from an underdeveloped leadership capacity for making sound and
rapid leadership decisions under demanding conditions. To under-
stand everything about fire behavior but little about human behavior
is to possess only half the equipment that a fire leader requires. Yet
government practices at the time placed much emphasis on the for-
mer but little on the latter. Simply put, good people were left on their
own to exercise what leadership they could muster without prior
training in it.

In the wake of the 1994 disaster, the National Wildfire Coordinat-
ing Group, a consortium of federal and state wildland firefighting
agencies, established the Wildland Fire Leadership Development
Program in 2001 to enhance leadership skills so that responsible fire-
fighters could “make sound and timely decisions.” Federal agencies
created an array of courses with depth training in leadership decisions
in the kinds of fast-changing, unfamiliar, and complex environments
that often define firefighting.

These leadership courses emphasize building leadership decision-
making skills for safety, speed, and suppression in a fire zone. They
also emphasize learning to cope with ambiguous authority and per-
sonal stress. While sources of suboptimal decision making can never
be entirely eliminated, the federal coursework is intended to mitigate
one important cause of firefighting disasters: underpreparation of inci-
dent commanders for taking leadership decisions and other actions,
especially when stress is intense and untrained leadership is more
likely to falter.

To reinforce the classroom lessons, the Wildland Fire Leader-
ship Development Program also created a set of learning experi-
ences that draw on the concept of the battlefield “staff ride.” Long
used by the armed forces to teach military strategy, staff rides recon-
struct key leadership decisions on the ground at sites such as the bat-
tlefields of Gettysburg and Normandy. The essence of these
exercises helps anchor leadership principles through the indelible
experience of standing where others had stood when they were in a
leadership position.21
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Leadership Precepts and Guiding Principles from
Firefighting Experience

The experience of firecombat teams in Mann Gulch and on
Storm King Mountain underscores the seventh guiding principle of
Learning from Catastrophes, which stresses the importance of build-
ing leadership for averting and surviving disasters. In both firefight-
ing incidents, an individual willingly stepped forward to lead, but
neither had been trained in how to lead. Had their leadership been
developed then as it is now among their contemporary successors, the
incidents in Mann Gulch and Storm King might never have devolved
into the human disasters that they became.

Leadership precepts such as clear-minded judgment under stress
and clear communication of survival strategies are essential for lead-
ing in high-risk environments. They can be strengthened through
leadership development programs, and the Mann Gulch and Storm
King events point to the value of doing so before those in responsible
positions are called to exercise their leadership. Taken together, the
AIG, Merck, and firefighting events suggest the following experience-
anchored leadership precepts and principles for averting and mitigat-
ing extreme risk.

Leadership Precepts for Averting and Mitigating
Disasters

Ensure that company, community, and government leaders are
prepared and organized to guard against overconfidence about
low-probability, high-consequence events, both in themselves
and among those who work for them.

Create a culture that plays down success and rivets attention on
unsolved problems and potential threats.

Build a capacity for long-term and strategic thinking, with active
consideration of the implications of leadership decisions both for
decades ahead and for their impact not only on narrowly defined
goals but also the over-arching interests of all stakeholders.
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The Enduring Importance of Leadership
in the Face of Extreme Risk

The AIG, Merck, and firefighting events underscore the impor-
tance of two tenets of leadership development for averting and miti-
gating disasters. The first tenet is that because leadership for many
managers is unnatural, training is essential. For those responsible for
managing risk and leading organizations that face a severe test from
either naturally caused or person-made disasters, the best time to
prepare for their leadership is well before it must be exercised.22

The second leadership development tenet is that because many
leadership precepts are unmemorable in abstract form, anchoring the
precepts in tangible experience is invaluable. Among the more effec-
tive methods for doing so is through exposure of prospective or active
leaders to incidents and experiences where leadership helped avert—
or its shortcomings contributed to—avoidable disasters.

Classroom programs can serve as a good vehicle for conveying
leadership precepts, and tangible venues can serve as indelible vehi-
cles for remembering how to apply them. Personal engagement in
the latter can help cut through the fog of abstraction and connect the-
ory with practice more powerfully than most other learning methods.
In the summary language of researcher Max Bazerman, an “event
that evokes emotions and is vivid, easily imagined, and specific” will

Guiding Principles for Leaders in Managing Extreme Risks

Develop reliable estimates of the risks and uncertainties of low-
probability high-consequence events.

Appreciate that a single unit in a complex entity can potentially
place all units at risk, and interdependencies that appear safe at
one moment may develop into unsafe interconnections later.

Understand behavioral biases that people bring to the workplace
and build ways of guarding against them.

Develop leadership throughout the organization for averting and
overcoming disasters before that leadership is called upon.
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have greater hold on an individual’s memory than unemotional and
bland events and thus be more able to inform one’s future leader-
ship.23

From the AIG, Merck, and firefighting events we also better
appreciate the importance of trained and experienced leadership in
the face of extreme risk. For averting disasters, it is important, first, to
ensure that directors, executives, and frontline managers are pre-
pared and organized to prevent the emergence of over-confidence in
their organization about the likelihood and impact of low-probability
and high-consequent events. And second, it is valuable to prepare
directors, executives, and frontline managers in long-term strategic
thinking to better appreciate how best to prepare for unlikely but cat-
astrophic events before they happen.
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Network of Global Agenda Councils
The World Economic Forum has formed Global Agenda Coun-

cils on the foremost topics in the global arena. For each of these top-
ics, the Forum has convened the most innovative and relevant
leaders to capture the best knowledge on each key issue and inte-
grate it into global collaboration and decision-making processes.

Global Agenda Councils challenge prevailing assumptions, moni-
tor trends, map interrelationships, and address knowledge gaps.
Equally important, Global Agenda Councils also propose solutions,
devise strategies, and evaluate the effectiveness of actions using
measurable benchmarks.

In a global environment marked by short-term orientation and
silo-thinking, Global Agenda Councils are designed to foster interdis-
ciplinary and long-range thinking to address the prevailing challenges
on the global agenda.

The formation of Global Agenda Councils marks a major mile-
stone in the World Economic Forum’s evolution toward becoming
the “integrator, manager, and disseminator of the best knowledge
available in the world.” These Councils build upon a unique strength
of the Forum: its extraordinary ability to convene the best of the
world’s thought leaders.

For more information, visit www.weforum.org/gac.

Global Agenda Council on the Mitigation
of Natural Disasters

Major natural disasters can cause great human and material dam-
age and thus set back economic growth in both developed and devel-
oping countries. The Council seeks to identify operational and
leadership principles for preventing, mitigating, and responding to a
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host of large-scale risks ranging from natural disasters and climate
change to international terrorism and financial crises.

The Council has focused on the following issues:

• Guiding principles: These will provide a framework for tak-
ing actions to reduce global risks from natural disasters. They
should also be relevant to other large-scale risks.

• Linking pre-disaster measures with post-disaster meas-
ures: The development of early-warning systems, the preser-
vation and effective management of ecosystems, investment in
loss reduction measures for property and infrastructure, and
provision for financial protection insurance-type mechanisms
are needed. Many countries lack the resources to effectively
monitor disasters and invest in these measures. What lessons
can be learned from developed nations to assist developing
countries?

• Climate change and natural disasters: We need to better
understand what scientists can tell us about the relationship
between climate change and future losses from natural disas-
ters and the degree of uncertainty surrounding the models they
have developed.

• Innovative risk management strategies: Strategies for re-
ducing risks from natural disasters that can be utilized in other
contexts through public private partnerships should be pro-
posed and examined. These strategies will be guided by the
current institutional arrangements of the country under con-
sideration and the decision processes of the relevant interested
parties.

• Education: Education on responses to natural disasters can
greatly mitigate their damage. How can the experience of
countries with effective education programs best be applied to
other nations?

• Emergency management/disaster relief/humanitarian
assistance in countries hit by natural disasters: Large-scale
disasters can greatly stretch domestic and international relief
organizations. How should countries integrate and coordinate
their own efforts with those of donors?

• Business response to natural disasters: Natural disasters
often force the mass movement of people. Developing
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countries may face particularly costly recovery and reconstruc-
tion processes. Business firms can play an important role in
helping rebuild post-disaster communities by providing expert-
ise and resources to domestic and international organizations.

• Crisis leadership: What do public, private, and NGO leaders
need to know about risk assessment, behavioral biases, 
decision-rules, and their personal and organization leadership
to prevent, prepare for, and respond to natural disasters?

For more information, visit www.weforum.org/pdf/GAC/
issue_descriptions/MitigationofNaturalDisasters.pdf.
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57-60

natural capital, 80
natural capital neglect, 90-97
natural catastrophes

catastrophe bonds, alternative
uses, 150-151

developing countries, 1
hazard/loss time period

extension, 5, 15
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