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Install, configure, and manage Windows XP Professional with this comprehensive administrator’s guide!
Congratulations! You have found the ultimate task-oriented guide to Microsoft Windows XP Professional.
Whether you are maintaining one stand-alone computer or thousands of networked Windows XP Professional
systems, this book is designed to help you do your job and keep things running smoothly.

Master the Basics

e Learn all the basics of Windows XP Professional—from installing and upgrading to enabling remote
support

¢ Install and uninstall new applications with ease and use the Task Manager to handle non-responsive
programs

Tackle Administrative Issues

e Learn how to set up password requirements, secure shared resources, and manage user accounts
¢ Use Microsoft Management Consoles to delegate limited capabilities to end users

Network with XP Professional

e Master mobile computing issues such as administering offline file access, creating multiple hardware
files, and securing a dial-up connection

e Set up and configure Windows XP Internet applications, including Windows NetMeeting, Windows
Messenger, and Remote Desktop

e Master LAN configuration issues, including configuring a network protocol, setting up network
connections, and adding a computer to a domain

About the Author

Jerry Lee Ford, Jr. is an author, an educator, and an IT professional with 14 years of experience in
information technology. He is an MCSE and has also earned Microsoft’s MCP and MCP+I certifications. Jerry
is the author of nine other books, including Learn JavaScript in a Weekend, Learn VBScript in a Weekend,
and Microsoft Windows Shell Scripting and WSH Administrator’s Guide from Premier Press. He has over five
years of experience as an adjunct instructor teaching networking courses in information technology.
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Introduction

Windows XP Professional and Windows XP Home Edition are Microsoft's newest operating systems and are designed to replace
Windows 2000 Professional and Windows Me. These two Windows XP operating systems are built on a Windows 2000 code base
but also incorporate many Windows Me features, such as Plug and Play, stronger support for legacy devices, and utilities such as
the Device Manager.

Windows XP Professional and Windows XP Home Edition are designed to support different groups of people. Windows XP Home
Edition, as its name implies, is targeted directly at the home user. It includes a number of userfriendly features that are designed to
make it easier for the home user, such as Fast User Switching, which allows family members to simultaneously share a computer
without having to log each other off. While many of these features are available in Windows XP Professional, some of them are
automatically disabled when used in a networked environment in order to provide Windows XP Professional with better security.

Windows XP Professional is Microsoft's offering for corporate, engineering, and power users. Unlike Windows XP Home Edition,
which is limited to small peer to peer networks, Windows XP Professional is designed to work in networked environments of all
sizes. Like Windows NT and Windows 2000 before it, Windows XP Professional is a very complex and powerful operating system
and requires administration and maintenance in order to keep it running smoothly over time. That's why this book was written—to
provide the person charged with keeping Windows XP Professional up and running with the tools and instructions that are required
to get the job done. Whether you are maintaining one stand-alone computer running Windows XP Professional or thousands of
networked Windows XP Professional systems, this book is designed to help you do your job and keep things running smoothly.

What This Book Is About

This book is task oriented and is designed for readers who have previous Windows experience. It does not spend a lot of time on
theory or in long-winded explanations. Instead, it focuses on the practical, hands-on application of Windows XP Professional
administration. Key administrative tasks have been collected and organized, and they are explained with supplemental information
often provided in lists and tables. Step-by-step procedures are used to provide a detailed outline of how to perform each task.

This book's primary focus is to explain and demonstrate the administration of Windows XP Professional. Windows XP Home
Edition is discussed only briefly for comparative purposes. Other Microsoft operating systems will receive similar coverage.
Because of its administrative focus, this book will not attempt to cover every aspect of Windows XP Professional's operation. For
example, use of built-in applications and utilities such as Notepad, WordPad, and the Calculator have very little to do with the
administration of the operating system. Likewise, while certainly useful and exciting to the end user, Windows XP Professional's
multimedia applications are not usually considered when administering Windows XP Professional. Instead, this book's primary
focus is to show you, as an administrator, how to perform the step-by-step administration of Windows XP Professional.

You'll also be able to apply much of what you read in this book to the administration of Microsoft Windows .NET Server. Windows
.NET Server, while not available as of the release of this book, is Microsoft's replacement for Windows 2000 Server; despite the
lack of "XP" in its name, it will look and operate in much the same manner as Windows XP Professional.

By the time that you finish reading this book, you will have acquired the knowledge and skills required to perform the following
tasks:

= Perform a new installation or upgrade of Windows XP Professional
= |nstall and configure Windows device drivers

= Use the resources provided by the Windows XP Help and Support Center to troubleshoot and repair Windows
problems

= Manage the installation and removal of Windows applications and components

= |nstall and configure local printers

= Set up and manage the Windows XP Fax service

= Configure all aspects of the Windows XP desktop, Start menu, and taskbar

= Configure accessibility options that support people with disabilities

= Administer security on Windows XP Professional in order to prevent unauthorized access to system resources
= Create and manage user and group accounts and apply security policies that govern computer and user activities
= Use the Computer Management console to administer Windows XP

= Enable encryption, compression, and disk quotas

= Administer and back up disk resources

= Edit and configure the Windows Registry and other critical system files

= Monitor Windows resources and tune Windows XP performance

= Work with Windows XP from the Windows command prompt and perform basic administrative scripting

= Set up and manage remote access

= Administer TCP/IP and configure network clients

= Set up Internet access and work with built-in Windows Internet applications

= Establish virtual private connections over the Internet
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= Support and administer Windows XP network clients and configure networking services and clients

= Share and access Windows XP print and disk resources on Windows networks

Toam Lis T B


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

[Toam Lis | [« rrsvisus]
Who Should Read This Book?

This book was written for administrators and experienced Windows users who need to familiarize themselves with the intricacies of
administering computers running Windows XP Professional in stand-alone and networked environments. As such, this book
focuses on Windows XP Professional from an administrator's point of view and on the tasks required to ensure the proper operation
of Windows XP Professional.

This book is not a Windows XP primer, nor does it cover Windows XP Home Edition. To be able to take advantage of the
information presented in this book, you will need a basic understanding of computer terminology and concepts, including a basic
understanding of Windows networking and the Internet.

This book assumes a certain level of previous experience on your part with other Windows operating systems. While previous

experience with Windows NT or 2000 is not essential, it will certainly be helpful. However, power users with a strong Windows 98
and Me background will find that the information presented will provide them with the foundation that they need to prepare to step

up and support computers running Windows XP Professional.
[ erivious
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What You Need to Begin

This book is a task-oriented administrative guide to Windows XP Professional. Its focus is on providing you with the instruction and
knowledge required to administer the Windows XP Professional operating system. All that you'll need to be able to follow most of
the book’s instructions is one computer with adequate hardware resources to support Windows XP Professional. However, to take
advantage of this book's coverage of networking, remote access, and Internet coverage, you'll also need access to a local area
network that includes other computers running Windows XP Professional as well as a modem and an Internet connection. Even

without all these resources, you'll still be able to review these topics and prepare yourself for the time when such resources may be
at your disposal.
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How This Book Is Organized

This book is organized in five parts and was written to be read sequentially from beginning to end. Less experienced administrators
and users will want to read this book in this manner. More experienced administrators and power users with a strong background in
working with Windows operating systems can easily skip around and read the book in the order that best suits their own needs.

Part | provides an introduction and overview of basic Windows XP Professional features and functionality with an emphasis on
administrative procedures. Part Il focuses on tasks related to the management of the Windows XP Professional desktop. Part Ill
covers a range of advanced administrative tasks, including security administration, disk management, the administration of the
registry and critical system files, performance monitoring, and scripting. Part IV covers the networking features built into Windows
XP, including local area networking, remote access, and the Internet. Part V consists of two appendixes and a glossary of terms.
The appendixes provide supplemental information about Windows XP commands and troubleshooting.

The basic outline of the book is presented as follows:

= Chapter 1, "Introducing Windows XP Professional." This chapter provides an overview of Windows XP features that

are important to system administrators. This chapter also provides an overview of the new Windows XP user
interface and offers the administrator a basic overview of navigating Windows XP Professional, thus laying the
foundation for the rest of the book.

" This chapter provides instructions for performing
a fresh |nsta|lat|on of Windows XP Professional. It also instructs you in upgrading from a previous version of
Windows. Installation issues such as hardware compatibility, dual-booting with other Microsoft operating systems,
and the generation of upgrade reports are discussed. Postinstallation activities, including the installation of additional
hardware and the management of drivers, are also covered. The chapter concludes with coverage of Windows XP
Professional's activation and registration processes.

, "Help and Support." In this chapter, you'll learn about finding help for Windows XP Professional. In
addition to covering the basics of using the Help system, this chapter will explain how to enable remote support and
how to use it to receive or provide support. Coverage includes how to configure Windows XP Professional Help and
Support options, as well as how to use the Help and Support Center to gather information about the system. Other
topics that are covered include how to configure error reporting and automatic updates.

, "Application Management." This chapter addresses the management of Windows applications, including
how to install and uninstall new applications. It also covers how Windows XP Professional's Installer service helps to
install applications and to track them to ensure that critical application components are not deleted or corrupted.
Coverage also includes how to install and remove optional Windows XP Professional software, as well as how to
handle nonresponsive programs using the Windows Task Manager. Other topics include how to configure application
priorities and the importance of looking for applications that bear the Windows logo.

Chapter 5, "Printer and Fax Administration." Chapter 5 explains how to install, configure, and administer a local
printer using either Plug and Play or a manual install. In addition, it shows how to set up a printer connection with a
network printer and explains how Windows XP uses Universal Plug and Play. Tasks that are covered include how to
configure a printer's name, how to set up a default printer, how to print a test page, how to manage print jobs, how to
set up a printer pool, and how to work with print priorities. Faxing and printing are handled in a similar fashion under
Windows XP. This chapter extends its coverage to include the installation and configuration of the Windows XP Fax
service.

, "Configuring the Windows XP Start Menu, Taskbar, and My Documents Folder." This chapter explains
how to conﬂgure the Windows XP Start menu and taskbar. It provides a thorough review of all major components
found on the Start menu and explains every configuration option for the Start menu and taskbar. Tasks show how to
perform activities such as configuring toolbars, adding new menu links, and changing the system date and time. In
addition to explaining the differences between the Windows XP and Classic menus, Chapter 6 provides procedures
that show how to work with the Address, Links, Desktop, and Quick Launch toolbars.

" In this chapter, the tasks involved in administering the Windows desktop
are outllned Topics include the conflguratlon of desktop objects and the configuration of Windows XP display
properties. This chapter provides detailed procedures that identify the steps involved in configuring desktop themes,
background customization, and screen savers and password lockout.

Chapter 8, "Configuring Accessibility Features." This chapter explains how to configure Windows XP Professional to
support users that may have vision, hearing, or mobility issues. Chapter 8 covers all of the utilities found in the
Accessibility folder. Coverage includes how to use the Accessibility wizard to configure text font and size and display
settings, how to use the Magnifier to assist people with visual problems, and how to turn on the Narrator to provide
audio output for individuals with hearing issues. This chapter also explains how to use the Utility Manager to
configure each of the previous tools as well as the onscreen keyboard.

" Chapter 9 presents the tasks involved in administering security on a Windows
XP Professmnal system. Topics |nc|ude how to set up password requirements, secure shared resources, run
programs as another user, manage user and group accounts, and implement policies. Account management tasks
include how to add, delete, and modify user and group accounts and how to apply permissions for user and group
accounts to individual Windows resources. This chapter also explains how to perform remote account administration,
manage security policies, and implement disk quotas.

" This chapter focuses on administration tasks that are performed
using MMCs (Microsoft Management Consoles) Each console in the default Windows XP Professional console
collection is reviewed. The chapter discusses the framework behind the MMC and provides a full discussion of how
to create new custom consoles and use them to delegate limited administrative capabilities to less-experienced
administrators and end users. This discussion includes the use of snap-ins, the tools that are loaded into MMCs and
that provide MMCs with functionality, and contains a comprehensive list of snap-ins.

= Chapter 11, "Disk Management." Chapter 11 identifies the strengths and weaknesses of the file systems supported


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot

http:

www.colorpilot.com

by Windows XP Professional. Strategies for partitioning disk space and the placement of system and boot partitions
are examined. This chapter provides procedures that show how to format a disk partition, convert a FAT32 partition
to an NTFS partition, assign drive letters, and check for available disk space. In addition, the chapter covers how to
implement data encryption and compression. Other disk management tasks that are covered include the defragging
of disk drives, the running of the disk cleanup wizard, and the creation of backups.

" This chapter identifies and explains the configuration of
critical Wlndows XP Professional system files. This chapter focuses heavily on the Windows XP Professional registry
and explains the use of the Regedit and Regedt32 registry editors. In addition, critical system files including win.ini,
system.ini, and boot.ini are examined. The management of Windows XP Professional services is included in the
coverage of critical system resources as is the administration of environment variables. The chapter also explains the
importance of creating automated system recovery disks and how to use them to recover from problem situations.

, "Performance Tuning." This chapter supplies the information and instruction required to fine-tune a
Windows XP Professional installation. Procedures outline the steps involved in optimizing Windows XP's visual
effects, CPU scheduling, memory use, and virtual memory. The chapter also reviews utilities that can examine
system performance, including the Task Manager and the System Monitor Console. Other performance-tuning topics
that are covered include the configuration of display settings and power management.

Chapter 14, "Shell Scripting and the WSH." This chapter provides a review of the scripting architectures available to
Windows XP Professional, including shell scripting and the WSH (Windows Script Host). Specific examples of scripts
are provided in the form of shell scripts, JScripts, and VBScripts, from which the administrator can begin to develop
more complicated scripts. The importance of Windows Script Files is also explained.

" This chapter outlines the tasks required to set up and support Windows XP
Professmnal for mobile computing. Coverage includes modem installation and configuration, as well as the
procedures required to set up dial-up clients, a dial-up server, and a dial-up session. In addition, the chapter provides
instruction on how to secure a dial-up connection by setting callback options. Other topics covered include the
administration of offline file access, deferred printing, creation of multiple hardware profiles to support dockable
laptops, and remote access using Remote Desktop.

Chapter 16, "Windows XP and TCP/IP." This chapter details the steps involved in configuring TCP/IP on network
computers running Windows XP Professional. This includes procedures for configuring both dynamic and static IP
addressing. Domain services such as DNS and WINS are identified and procedures are provided that explain how to
configure IP settings on Windows XP Professional network clients. In addition, APIPA (Automatic Private IP
Addressing) is reviewed and explained within the context of small office and home networks.

, "The Internet." This chapter outlines the steps involved in connecting Windows XP Professional to the
Internet. Coverage includes dial-up, always-on high-speed cable, and DSL access as well as the configuration of
Internet access on local area networks. The chapter explains the setup and configuration of Windows XP Internet
applications, including Windows NetMeeting, Windows Messenger, HyperTerminal, FTP, and Telnet. Also covered is
how to set up secured communications over the Internet using virtual private network connections. Other topics
include the setup and configuration of Internet Connection Sharing and the use of Windows XP's built-in Internet
Connection Firewall.

, "LAN Configuration." Chapter 18 outlines the tasks required to set up and configure Windows XP
Professmnal network clients on local area networks. Both workgroup and client/server networks are considered.
Network clients, services, and protocols are examined, and procedures are provided that show how to install,
configure, and modify network software.

, "Printer and Disk Sharing." This chapter explains the steps involved in sharing Windows XP Professional
disk and printer resources over a network. Coverage includes how to set up a shared resource and how to properly
secure it. The chapter then examines the security implications of sharing resources using Windows XP Professional,
including a discussion of the importance of using NTFS and implementing strong security. Other topics that are
covered include how to stop sharing resources, how to connect to other network resources, and how to audit the use
of a shared resources.

Appendix A, "Windows XP Command Reference." Appendix A provides a comprehensive reference of Windows XP
commands. This list can be used to assist in the administration of Windows XP Professional from either the Windows
command prompt or within scripts that automate the administration of Windows tasks.

" Appendix B provides a foundation from which you can troubleshoot
problems that may occur with Windows XP Professmnal Coverage includes the diagnosis of both Windows XP
computer and networking problems. The appendix explains where and how to gather system information and
diagnose hardware problems. It also demonstrates how to control the startup of Windows XP as part of problem
resolution and how to use built-in Windows XP troubleshooters.

= Glossary. The glossary contains a list of terms used throughout this book.
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Conventions Used in This Book

This book uses a number of conventions that are designed to make it easier for you to read and work with it. These conventions are
described below:

Note provide additional helpful or interesting information.

Tip often suggest techniques and shortcuts to make your life easier.
n [talic is used throughout the book to highlight new terms and to emphasize key information.

= Bold is used to indicate Web addresses and text that is to be typed.
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Chapter 1: Introducing Windows XP Professional

Overview

This chapter presents an overview of Microsoft Windows XP Professional and its features and functionality. It highlights the
differences between Windows XP Professional and Windows XP Home Edition and explains Microsoft's intention for these two
operating systems.

The chapter helps current Windows 2000 administrators by pointing out differences between Windows 2000 Professional and
Windows XP Professional. The chapter also helps Windows 98 and Me power users by providing a similar comparison and by
explaining the basic steps involved in establishing a login session with Windows XP Professional.

Chapter 1 provides a foundation for the rest of the book. It highlights many key concepts that are of concern to Windows XP
Professional administrators and power users and provides cross-references to later chapters where topics are fleshed out in greater

detail.
EEIE [
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Windows XP Professional Features and Capabilities

Microsoft Windows XP represents a major operating system upgrade. It is packed with new features that elevate it above other
Windows operating systems. At its core, Windows XP is based on the Windows 2000 kernel and is thus both reliable and stable.
This means that Windows XP shares the same 32-bit architecture as Windows 2000, in addition to other advanced features such

as protected memory and the NTFS (New Technology File System) file system.

Windows XP comes in two flavors, Windows XP Home Edition and Windows XP Professional. Windows XP Home Edition is
targeted at the home consumer, whereas Windows XP Professional is aimed squarely at the corporate user. Windows XP
Professional provides all of the same key features as Windows XP Home Edition, but it comes with a collection of additional
features that make it the appropriate selection for the corporate working environment.

Windows XP Professional is loaded with user-friendly utilities and applications, such as the latest versions of Internet Explorer,
Outlook Express, and Messenger. In addition, Windows XP Professional includes multimedia-based applications such as Windows
Media Player version 8 and Windows Movie Maker version 1.1. While these applications will certainly excite most users, they
generally fall outside of the scope of an administrator's concern and will therefore not be covered in this book.

Note The Windows Media Player supports the playing of CDs and DVDs. It also allows you to listen to Internet radio and to
watch streaming video. It features the ability to communicate with many peripheral devices, such as portable music
players, and can also be used to burn new audio CDs.

The Windows Movie Maker lets you create movies using video capture devices, such as a digital camcorder that is
attached to a computer using a IEEE 1394 FireWire connection. It also provides basic editing capabilities.

Windows XP Professional provides a number of new intelligent features that are designed to enhance your computing experience.
For example, Windows XP watches you as you work and learns what programs you run most often. It then places links to these
programs on the Windows Start menu. In addition, it identifies each application's startup files and moves them to a location on your
hard drive where they can be accessed more quickly, thus letting you open them faster. For administrators, this means that
Windows XP will let you work smarter and faster.

Like Windows 2000, Windows XP has significantly reduced the number of situations that require a computer to be rebooted. For
example, reboots have been eliminated when reconfiguring network protocols or installing Plug and Play peripheral devices. In
addition, you can now change a computer's IP address without having to reboot it in order to make the change take effect.
However, not all reboot requirements have been eliminated. For example, most service pack installations still require the computer
to be restarted.

By reducing the number of situations that require you to reboot Windows XP, Microsoft has made the role of an administrator a lot
easier. You'll find many other features in Windows XP Professional that will make the administrator's job a lot easier. These
features include:

= A new user interface

= A better installation and upgrade process

= Tools that produce superior reliability

= A collection of new help and support services
= New security utilities and features

= Better hardware and software support

= New networking and remote access capabilities
Enhanced User Interface

The Windows XP graphical user interface features a completely new design, which is more colorful and features lots of rounded
edges and looks softer. Microsoft has redesigned it to consolidate tasks and to provide visual clues. For example, the color green is
now used to identify a link to other resources, such as the green All Programs icon on the Windows Start menu. Green is also used
to indicate tasks or actions that users can take.

The new interface marks a change of direction for Microsoft operating systems. Windows XP is designed to encourage a cleaner
desktop. As a result, there is much greater emphasis on the Windows Start menu. By default, a new installation of Windows XP will
place only a single icon on the Windows desktop, the Recycle Bin. To help users keep their desktops clear of clutter, Microsoft
provides the Desktop Cleanup Wizard. By default, this wizard is set up to run every 60 days. It displays a list of desktop icons that
have not been used for the last 60 days and helps you to remove them.

Note For detailed information on how to enable and disable the execution of the Desktop Cleanup Wizard or how to run it

manually, refer to "Working with the Desktop Cleanup Wizard" in Chapter 7, "Configuring Desktop Settings."

In addition to the improved Start menu, there are many other areas where Microsoft has made major component changes in the
Windows graphical user interface, including:

= The taskbar
= Windows folders

= The Windows Control Panel

The New Start Menu

Windows XP provides an adaptive working environment. It observes each user and automatically adjusts the appearance and
organization of the Start menu, shown in Figure 1.1, to match the way people work. For example, Windows XP reserves the lower


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

half of the left-hand column in the Start menu to display programs that the user uses most often and automatically keeps this list
up-to-date over time as the user's working patterns change.

Figure 1.1: Windows XP features a more intelligent and streamlined Start menu

By default, the Windows XP Start menu now displays the following links:
= Alink to the user's default Internet browser
= A link to the user's default e-mail client
= Links to the user's five most used applications
= Links to the My Documents, My Recent Documents, My Pictures, and My Music folders
= Links to the My Computer and My Network Places folders
= Links to the Windows Control Panel and the Printers and Faxes folder
= A link to the Help and Support System
= Links to the Search Results folder and the Run dialog box
= An All Programs option that provides a cascading listing of all remaining applications
= Log Off and Turn Off Computer options

Note Windows XP provides greater control over the configuration of the Windows Start menu than other Microsoft operating
systems. For detailed instruction on how to configure the Windows XP Start menu, refer to "Customizing the Windows

XP Professional Start Menu" in Chapter 6, "Configuring the Windows XP Start Menu, Taskbar, and My Documents

A Reorganized Taskbar

Another improvement in the Windows graphical user interface is the reorganization of taskbar icons into groups. This reduces
clutter and makes Windows XP a lot easier to work with when you have a large number of applications open. For example, Figure
1.2 shows a Windows XP taskbar on a system where the Windows XP Control Panel and six instances of the WordPad
applications are currently open.

Figure 1.2: The Windows XP taskbar more efficiently organizes and provides access to open applications

As soon as the Windows XP taskbar begins to get crowded, Windows XP begins grouping instances of the same applications
together. You can view all the task buttons in the list by clicking on the collection on the taskbar, as shown in Figure 1.3.
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Figure 1.3: Expanding the taskbar to display all open instances of the same application

Each task button in the collection displays the icon associated with the open application, as well as the file name of the document.
Previous versions of Windows operating systems added a task button onto the taskbar for each open application instance, which
could quickly crowd the taskbar and make it difficult to find a particular instance. This new Windows XP task-grouping scheme is
designed to reduce clutter and to streamline the way people work.

Note Windows XP provides a number of taskbar configuration options. For detailed instructions on how to work with these

configuration options, refer to "Customizing the Windows XP Taskbar" in Chapter 6, "Configuring the Windows XP Start
M T My D E

More Functional Folders

Windows XP has reorganized Windows folders to make them more task oriented and to provide a different way of organizing their
contents. Figure 1.4 shows an example of the My Documents folder. The File and Folder tasks section on the left side of the folder
provides a list of tasks that can be performed on the folder.

Figure 1.4: Windows XP's folders help you better manage files and folders by providing tasks for administering
them

Selecting an object within the folder automatically results in a new set of tasks being displayed in the File and Folder Tasks section.
The tasks that are displayed are specifically applicable to the selected object. For example, Figure 1.5 shows how the File and
Folder Tasks section appears when a document is selected.

Figure 1.5: Windows XP customizes the list of tasks that can be performed based on the object that has been
selected

Windows XP also provides new ways to view and organize folder contents. For example, you can organize folder contents by any of
the following views.

= Thumbnail

= Tile
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= [con
= List
= Details
Within these views, you can organize the display of files using any of the following options:
= Name
= Size
= Type
= Modified

In addition, Windows XP provides the ability to display folder contents by group. For example, Figure 1.6 shows the contents of the
My Document folders in Icon view, organized by type and further organized into groups.

Figure 1.6: Organizing folder contents into groups

Note For more information on how to configure the organization and display of Windows folders and their contents, refer to
"Configuring the My Documents Folder" in Chapter 6, " iguri i

The Windows XP Control Panel

The Windows Control Panel provides tools for changing the way Windows looks and the way it behaves. Windows XP has changed
the look and feel of the Windows Control Panel. Whereas previous Windows operating systems displayed a collection of Control
Panel utilities or applets, Windows XP has reorganized the applets into categories using a new Control Panel view called Category
Control Panel, as shown in Figure 1.7.

Figure 1.7: Windows XP introduces a new category view for the Windows Control Panel

In Category View, Windows XP organizes applets and relates tasks into major categories that are descriptively labeled. Category
View organizes the Control Panel into nine categories, which include:

= Appearance and Themes

= Printers and Other Hardware
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= Network and Internet Connections

= User Accounts

= Add or Remove Programs

= Date, Time, Language, and Regional Options
= Sounds, Speech, and Audio Devices

= Accessibility Options

= Performance and Maintenance

You can learn more about the contents of any particular category by placing the pointer over its icon for a moment and reading the
text that appears. When you open a category, you'll see the Control Panel applets that are related to it. In addition, you'll see a list
of tasks that when selected open Windows dialogs and wizards required to perform the associated task.

For example, if you open the Appearance and Themes category, as shown in Figure 1.8, you will see the four tasks that you can
perform to affect the appearance of Windows XP, as well as the following Control Panel applets:

= Display

= Folder Options
= Taskbar

= Start Menu

Figure 1.8: Examining the applets located under Appearance and Themes

If you prefer working with the Control Panel as it appears in Windows 2000 Professional, you can configure Windows XP to display
its Control Panel using the Classic view by selecting the Switch to Classic View option on the left-hand side of the Control Panel as

shown in Figure 1.9.

Figure 1.9: Windows XP allows you to switch between Category and Classic Views of the Control Panel


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

Streamlined Installation Process

If you order your computers with Windows XP preloaded and are comfortable with the way your PC vendor configures your
computers, then the Windows XP process may be of limited consideration when examining Windows XP Professional
administrative issues. However, from time to time, every administrator will come across a situation that requires a reinstall of the
operating system. Also, administrators do not have the luxury of purchasing all new equipment every time a new Microsoft
operating system is released, and therefore must be prepared to upgrade existing computers.

Windows XP supports two types of Windows XP installations:

= Upgrade. This type of install requires an upgrade version of Windows XP and is used to install Windows XP on a
computer that has adequate hardware resources and an upgradable Windows operating system. An upgrade installs
Windows XP while preserving existing system and user configuration settings.

= Clean. This type of install involves installing a fresh copy of Windows XP Professional on a computer. If the
computer does not have an existing operating system, Windows XP's install process can be initiated by booting off
the Windows XP CD-ROM. The Windows XP install process will then prepare the computer's disk drive and lay down
the operating system's files. If the computer already has an operating system, the install will overwrite it and will not
migrate any system or user configuration settings into Windows XP Professional.

Tip If you purchase individual copies of Windows XP Professional, be sure to purchase the correct version for your purpose.
Microsoft sells two different versions of Windows XP, an upgrade and a full version. The upgrade version can only be
used to install Windows XP on a computer that already has an operating system that is eligible for an upgrade. The full
version can install Windows XP regardless of what type of operating system a computer may currently be running. As you
might expect, the cost of the full version is significantly higher than the upgrade version. Of course, if you plan to purchase
a large number of Windows XP Professional licenses, bulk pricing in available and can be explained by the vendor from
which you purchase Windows XP Professional.

When upgrading a computer to Windows XP Professional, the computer must meet the minimum hardware requirements for
Windows XP. The computer must also have an operating system that is eligible for upgrade. Otherwise, a clean install must be
performed. Table 1.1 identifies the Microsoft operating systems that are eligible for an upgrade to Windows XP Professional.

Table 1.1: Windows XP Professional Upgrade Paths

Operating System Home Edition Professional
MS-DOS No No

3.X No No

95 No No

98 Yes Yes

98 2nd Edition Yes Yes

Me Yes Yes

NT 4 No Yes

2000 Professional No Yes

Windows XP installs easier than any previous Microsoft operating system. This is due in part to the operating system's expanded
hardware and software support. Windows XP provides an advanced Plug and Play functionality and supports all of the latest
hardware technologies. These technologies include PCl and USB enhancements and support for IEEE 1394 and new wireless
networking devices.

Note Windows XP Professional's minimum hardware requirements are outlined in "Installation Requirements" in Chapter 2,
Microsoft has also made refinements to the installation procedure itself and the tools used by the installation procedure, such as
Plug and Play. Windows XP provides a number of preparation tools that make the installation process a lot easier. These tools
include analyzers that can be used to scan a computer to analyze whether or not it and the software that it runs have any upgrade
issues. The Windows XP installation process also features a dynamic update feature that allows administrators to automatically
download any updates that Microsoft has posted for the Windows XP installation process. This ensures that the installation is
performed using the most current system files. Updates can include any of the following enhancements to the base Windows XP
installation process:

= Updated software drivers
= New security fixes
= Software and hardware compatibility updates

Like Windows 2000 Professional, Windows XP Professional supports advanced installation features, such as unattended
installation, where Windows XP installs without any administrator intervention by retrieving answers to installation questions from
configuration files created in advance by the administrator. Windows XP Professional also supports installation using SysPrep.
SysPrep lets the administrator install new instances of Windows XP based on the configuration settings of a base clone computer.
Administrators with access to Windows 2000 Server or .NET Server can also use RIS (Remote Installation Services) to remotely
install Windows XP Professional over a network.

Note Detailed information on how to install or upgrade to Windows XP Professional using various installation options is

provided in Chapter 2, "Installing and Upgrading to Windows XP Professional."
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Better Reliability

Windows XP Professional retains all the reliability features provided by Windows 2000 Professional. These reliability features
include:

= Safe mode startup. This feature provides the ability to start up Windows XP Professional using different startup
modes in order to troubleshoot boot problems. For example, various boot options allow Windows XP to be started
using reduced sets of software drivers or in a command-line only mode. This is helpful for starting a Windows XP
Professional system in order to fix a problem that would otherwise prevent startup.

= Windows Update. This feature provides an online service that Windows XP can use to automatically keep itself
updated. Microsoft regularly collects and centrally stores a collection of updates for Windows XP. These updates
include device drivers, system updates, fixes, security updates, and service packs. Windows XP can be configured to
regularly check for updates and either automatically download and install them or simply notify you of their
availability.

= Device driver signing. Device driver signing is a technique that ensures that a software driver has been properly
tested and certified for use on Microsoft operating systems. Administrators can configure Windows XP to prevent or
allow the installation of unsigned drivers or to simply provide a warning that gives the administrator an opportunity to
decide whether or not to install the driver.

Multiple Direct Link Library or DLL protection. This features allows Windows XP Professional better support
applications by allowing each application to install its own DLL files without impacting other applications that may
require different versions of the same DLL files. By supporting the storage and use of different versions of the same
DLL for applications, Windows XP allows each application to install and use the DLL for which it was designed with
no impact to the operating system or other applications.

= Windows file protection. Windows XP identifies and tracks critical application and system files. This provides the
operating system with the ability to prevent their deletion or accidental modification and to automatically restore them
when necessary.

Note Microsoft has established the Windows Hardware Quality Lab to evaluate drivers and hardware submitted to it by
vendors. The lab tests drivers and certifies their proper operation. If necessary, you can still install noncertified drivers,
and if things go wrong, you can use Windows XP's driver rollback to restore the previous driver.

Windows XP Professional further enhances system reliability by providing a host of new features and enhancements to existing
Windows capabilities. These new features and enhancements include:

= Device driver rollback
= System Restore

= Dynamic Update

Device Driver Rollback

In addition to verifying that a software driver has been certified for use by Windows XP, Windows XP now provides the ability to roll
back or uninstall a software driver and reinstall the previously used software driver. This way, if a new software driver is not
behaving appropriately, the administrator can back it out and replace it with its predecessor with a single click.

For example, Figure 1.10 displays a typical Windows XP compatible network adapter's software driver. In addition to providing
details about the driver and assisting in updating and removing it, Windows XP provides the rollback driver option. This option
allows you to restore the device's previously installed software driver. However, this option is limited to restoring only the most
recently installed software driver. In other words, it cannot restore any earlier versions of the software driver other than the last one.

Figure 1.10: Windows XP automatically saves a copy of a device's software driver before performing a driver
update
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Note Driver rollback supports all types of peripheral devices except for printers. Unlike network adapters or video hardware
drivers, a faulty printer driver is not likely to disable the computer or significantly inhibit a computer's functionality.

Note Detailed instruction on how to roll back software drivers is provided in "Driver Rollback" in Chapter 2, "Installing and
hgrading to Wi XP Professi

System Restore

Windows XP Professional provides the ability to restore a Windows XP Professional system to a previous configuration without
losing any user data. Windows XP creates automatic restoration points every day and whenever a major configuration change
occurs. Restore points are automatically created any time new software or hardware is installed or when software drivers are
updated.

In the event that a change to the system is made that inhibits the functionality or operation, an administrator can use the Windows
XP System Restore utility to restore the computer to a previously known good state by restoring the operating system using any
saved restoration point. The System Restore utility also provides the ability to manually establish restore points at any time, as

shown in Figure 1.11.

Figure 1.11: The Windows XP System Restore utility lets you recover from harmful changes made to system
settings

Note Detailed instruction on the use of the System Restore utility is provided in "Restore Points" in Appendix B,

Note To back up user data, Windows XP provides the Backup or Restore Wizard. Information on how to save and restore
user files using the Backup or Restore Wizard is available in "Recovering User Files with Windows Backup" in Appendix

B, "Troubleshooting System Startup."

System Restore can be used to recover from changes made to Windows XP configuration settings. It does not support recovery of
user data.

Dynamic Update

Dynamic Update is a new Windows installation tool that allows the administrator to retrieve the latest collection of installation files at
the beginning of the Windows XP installation process. This not only improves the probability that the installation will succeed, but
also helps produce a more stable operating system after installation is complete. Files downloaded by the dynamic update process
include the most currently available software drivers and application patches. In addition, security fixes and other enhancements
not available when Windows XP was released are also downloaded. Figure 1.12 displays the Microsoft Windows Upgrade Advisor,
which is used by the Dynamic Update process to retrieve updates files from Microsoft.
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Figure 1.12: Dynamic Update ensures that any installation files on the Windows CD are replaced with updated copies before
the installation of Windows XP Professional begins

Note Detailed instruction on the use of the Dynamic Update is provided in "Performing an Upgrade" in Chapter 2, "Installing
; Ni XP Professi

Improved Help and Support Services

Windows XP introduces the Help and Support Center. The Help and Support Center, shown in Figure 1.13, gathers together
information and tools that can be used to learn more about Windows XP and the computer running it. In addition, you'll find
Windows XP documentation, links to common tasks and utilities, links to online information, and troubleshooting assistance.

Figure 1.13: Windows XP's Help and Support Center consolidates help documentation, system information, and help tools
and provides a single source for information gathering

The Help and Support Center provides access to the same types of help information that are found in other Windows operating
systems. This includes the ability to perform searches, to view the help index, to access online information, and to access
troubleshooters. The Help and Support Center also provides direct access to tools that help the administrator to manage and
control Windows XP. These tools include:

= My Computer Information. Provides detailed information about the programs and hardware loaded on the computer
as well as information about system health

= System Restore. A utility that creates restore points and can be used to restore Windows XP to a previous state
using those restore points

= Remote Assistance. A utility that lets users seek online help by sending an invitation to an administrator or power
user that permits remote takeover and troubleshooting of the computer

= Network Diagnostics. Provides detailed information about the status of the computer's network connections

= Disk Cleanup. Searches local disk drives and locates temporary files, program files, and Internet cache files that can
be safely removed in order to increase available disk space

= Disk Defragmenter. Analyzes disk drives searching for fragmented files and then reorganizes the contents of disk
drives to eliminate fragmentation to increase disk performance

= Advanced System Information. Provides links to information that can be used to access system status and
troubleshoot problems

= System Configuration utility. A troubleshooting tool used to control system startup options, edit system files,
control services, and configure startup options

The Help and Support Center's Remote Assistance utility is especially helpful if you have remote Windows XP Professional
computers to support. This feature allows users to seek administrative support by creating an invitation and sending it to an
administrator or power user for remote assistance. The invitation can be sent using any of the following options:

= Windows Messenger
= E-mail
= File

Remote Assistance sessions are automatically encrypted and can be password protected. Once an invitation is received and
accepted, the helper is presented with a screen similar to the one shown in Figure 1.14. From here the helper can communicate
with the requestor using text or voice and can transmit files to the remote computer or request permission to take over its mouse
and keyboard.
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Figure 1.14: Remote Assistance facilitates remote desktop support and allows administrators to troubleshoot complex
problems without having to physically visit the user's computer

Note More information on Remote Assistance is provided in "Remote Assistance" in Chapter 3, "Help and Support.”
Stronger Security

Windows XP Professional supports all of the same security features as Windows 2000 Professional, including NFTS security and
the EFS (Encrypting File System). In addition, Windows XP introduces the ICF (Internet Connection Firewall), as shown in Figure
1.15.

Figure 1.15: ICF protects a computer that is directly connected to the Internet from external intrusion and
attack

ICF is designed for home users and businesses with computers that are individually connected to the Internet or that are connected
to a small peer-to-peer network with shared Internet access. It is not appropriate for large corporate networks that are protected by
industrial strength firewalls. It is automatically configured on any computer running the Windows Internet connection-sharing service
in order to protect the ICS server and all ICS clients from external attack.

Note More information on how to work with the ICF is provided in "Personal Firewalls" in Chapter 17, "The Internet."

Another new security feature found in Windows XP Professional is the ability to encrypt offline files using EFS. EFS is only
supported on NTFS formatted volumes. EFS operates using public-key encryption. A public/private key is automatically generated
by EFS for each user ensuring that only the person who encrypts a file can decrypt it. EFS does not require any configuration or
setup on the part of the administrator. Encryption key par generation is automatic. Figure 1.16 shows the Advanced Attributes
dialog that is used to apply encryption to a file or folder.
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Figure 1.16: The EFS provides an additional layer of security for critical files

Note You can learn more about working with the encrypted file system in "Applying Disk Encryption" in Chapter 11, "Disk
Management."

Improved Hardware and Software Support

One of the difficulties that Microsoft faced in the development of Windows NT and 2000 was an inherent incompatibility with
applications specifically designed to run on Windows 9x operating systems. Many Windows 9x applications were designed for
specific Windows operating systems and sometimes required direct access to system resources. A poorly written Windows 9x
application had the potential of crashing any Windows 9x system. Windows NT and 2000 provided enhanced system stability by
preventing applications from directly accessing system hardware, resulting in an inability to run many Windows 9x applications.

Software Compatibility

The introduction of Windows XP Home Edition and Windows XP Professional mark the end of support for the Windows 9x line of
operating systems. In order to avoid leaving Windows 9x users in the lurch, Microsoft put a lot of time into Windows XP to enhance
its applications support. As a result, Microsoft claims that Windows XP will run the 1,000 most popular Windows 9x applications.
However, not every popular Windows 9x application is supported. Unsupported applications include:

= Backup programs
= Antivirus programs
= Many third party system utilities

Microsoft expects that the companies that develop these incompatible applications will release updates or new versions that will be
Windows XP compatible.

For programs that did not make Microsoft's top 1,000 list and which will not run out of the box, Microsoft provides the Program
Compatibility Wizard. This wizard, shown in Figure 1.17, provides the administrator with the ability to configure Windows XP top-run
individual applications in an environment that emulates the operating system on which the applications were designed to run.

Figure 1.17: The Program Compatibility Wizard lets administrators configure Windows XP so that it can run nonWindows XP
programs

The Program Compatibility Wizard can be used to set up program execution in any of the following emulation environments:

= Microsoft Windows 95
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= Microsoft Windows NT 4.0 (Service Pack 5)
= Microsoft Windows 98 / Windows Me
= Microsoft Windows 2000

Note Detailed instruction on working with the Program Compatibility Wizard is provided in "Configuring Noncompatible
Windows XP Applications" in Chapter 4, " icati

Hardware Compatibility

Windows XP's driver model is the same as the one implemented in Windows 2000, but Windows XP features substantially
improved hardware support. Not only does it provide support for the same collection of devices supported by Windows 2000 but it
has added support for hundreds of new devices. Windows XP provides updated support for all of the following:

= [EEE 1394 FireWire devices

= PCI (Peripheral Component Interface) enhancements
= USB (Universal Serial Bus) enhancements

= Wireless networking hardware

= DVD and CD-RW devices

Windows XP now provides the ability to use CD-RW and CD-R drives to burn new CDs. It can also directly play many DVDs using
the new UDF (Universal Disk Format) version 2.01. Another nice feature added to Windows XP is AutoPlay, shown in Figure 1.18,
which allows Windows XP to automatically detect when a user adds a device or inserts new media and then to determine its
content and launch the appropriate application.

Figure 1.18: Windows XP's AutoPlay feature lets you associate an application with a media type so that Windows will
automatically load the appropriate application whenever the media type is detected

Windows XP replaces Windows 2000's TWAIN support with Window Me's WAI (Windows Image Acquisition) technology. Windows
XP uses WAI to transfer images between the computer and scanners and digital cameras. Windows XP also features stronger
support for 802.11x wireless networking hardware and for the next generation of high-resolution monitors with resolution support up
to 2000 dpi.

Better Networking and Remote Access Features

Windows XP Professional continues to build on the networking and remote access solutions provided by Windows 2000. New
Windows XP networking features include stronger support for wireless networking security, performance, and hardware. It also
provides a number of new features specifically targeted at small networks. Windows XP Professional's support for mobile and
remote computing has been improved with new features that extend battery life and provide support for the remote control of
computers running Windows XP Professional.

Enhanced Tools for Setting Up Small Networks

Windows XP provides a collection of new features that are designed to assist in the administration of small networks. These
features include:

= The Network Setup Wizard
= Network bridging
= Universal Plug and Play

The Network Setup Wizard, shown in Figure 1.19, is designed to help in the setup of a small home or business network.
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Figure 1.19: The Network Setup Wizard facilitates the setup of small networks and in the configuration of file and printer
sharing

The Network Setup Wizard assists in the setup of a number of network tasks, including:
= Sharing an Internet connection
= Setup of the ICF
= Sharing files and folders
= Sharing printers

Note You can find additional information about the Network Setup Wizard in Chapter 17, "The Internet," and Chapter 19,
Another small networking technology introduced with Windows XP is network bridging. Network bridging helps in the setup of small

networks that use two different network media, such as wireless and Ethernet, by allowing a single computer running Windows XP
to provide a transparent bridge between the network segments. This allows them to operate as a single cohesive network.

Another small networking enhancement introduced with Windows XP is Universal Plug and Play. Universal Plug and Play provides
Windows XP with the ability to automatically detect and connect to a range of devices that it discovers on a network. These devices
may include:

= Internet gateways
= Network printers
= Network appliances
Universal Plug and Play uses standard TCP/IP and Internet protocols and operates without any administrator intervention. It assists

in the setup of small business and home networks by automatically discovering and setting up connections with other network
devices.

Better Support for Mobile Computing

Like Windows 2000, Windows XP's power management scheme is based on the ACPI (.
Interface) specification. Windows XP power management is configured from the Power Options Properties dialog as shown in

Figure 1.20.
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Figure 1.20: Windows XP Professional provides the best operating system for mobile computers because of its security and
power management capabilities

Windows XP builds on Windows 2000 power management features by adding the ability to monitor processor power and to lower
the CPU's speed in order to reduce power consumption. In addition, Windows XP now has the ability to exit a Standby state when
power drops too low and to enter a hibernation state so that user and application data are not lost.

Note Standby is a state into which Windows XP can place a computer where it consumes less power while waiting for the
user to return. All data and open applications are stored in the computer's memory while the computer's display and
hard drive are powered down. When the user returns and clicks on the mouse or presses on a keyboard key, Windows
XP returns the system to its previous state. All applications that the user was working with are restored, as well as any
data. Hibernation is a state similar to Standby except that everything in memory is stored on the hard drive and the
computer is then completely powered off. When the user returns and starts the computer, Windows XP restores the
system to its previous state by retrieving everything that was previously stored in memory from the hard drive.
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Comparing Windows Operating Systems

Windows XP represents the merger of two different Windows operating system product lines. One of these lines is based on the
Windows 9x kernel and consists of Windows 95, 98, and Me operation systems. The other line is based on the Windows NT kernel
and includes Windows NT 4, 2000, and both versions of Windows XP.

Microsoft would have liked to do away with the Windows 9x family of operating systems with the introduction of Windows NT 4.0.
However, this was not possible. The Windows NT operating system represented an entirely new way of thinking. It introduced a
new and highly secure file system known as the NTFS. It was designed from the ground up to provide high levels of security,
performance, and stability. Unfortunately, achieving these goals meant abandoning many of the features supported by the
Windows 9x line of operating systems. For example, applications were restricted from directly accessing hardware resources.
Windows NT effectively isolates each application from every other application and from the computer's hardware. This design
provided Windows NT with the ability to tightly control applications and prevent them from interfering with each other or the
operating system. As a result, many applications, especially games, were unable to run on Windows NT. This was true of many
DOS, Windows 3x, and 9x applications, all of which ran just fine on computers running Windows 9x.

Compatibility

The maijority of home users and a large number of corporate users are heavily invested in applications and legacy hardware that
until now were only supported by the Windows 9x kernel. As a result, many application and games developers are not eager to
abandon the Windows 9x platform that was very profitable for them. So although there is no question that Windows NT 4.0 and
2000 are better and more reliable operating systems, Microsoft finds itself forced to continue supporting the Windows 9x line of
operating systems. It continues to do so in the form of Windows Me.

Microsoft originally planned to bring together the Windows 9x and NT lines of operating systems with the release of Windows NT
5.0. This never happened.

In 2000, Windows NT 5.0 was renamed and released as Windows 2000. Windows Me soon followed as the final operating system
in the 9x line. Windows 2000 Professional, which was the replacement operating system for Windows NT Workstation 4.0,
represented a major leap forward in bridging the gap between the NT and 9x lines of operating systems. Microsoft supplied with it
Plug and Play support and even provided the Windows 9x Device Manager utility. In addition, Windows 2000 was compatible with
significantly more hardware devices than Windows NT 4.0 had been. Microsoft also made sure that Windows 2000 supported the
most popular Windows 9x applications. However, Windows 2000 was still based on the NT kernel, and there were still plenty of
DOS, Windows 3.x, and Windows 9x specific applications that it did not support.

Windows XP Home Edition and Professional are both based on the Windows 2000 kernel. The introduction of Windows XP Home
Edition represents the end of the Windows 9x line of operating systems. Microsoft promises that Windows XP Home Edition (and
Professional) will run the 1,000 most popular applications right out of the box. In addition, Windows XP's hardware support has also
been expanded, ensuring that in most cases any Windows 9x compatible hardware will also work properly with Windows XP.

Before upgrading any computer to Windows XP, it's prudent to check and make sure that its hardware and software will continue to
operate as expected. Any hardware that is not supported must be either upgraded or replaced. In the event that you must run a
legacy application or use a piece of hardware that is not supported by Windows XP, you'll have to stick with your current operating
system. Hopefully the manufacturer of the application or hardware will eventually provide an upgrade path or replace the product
with a Windows XP compatible solution. If you are upgrading from Windows NT Workstation or Windows 2000 Professional, then
the odds are very good that all your hardware and software will be compatible. Upgrading computers that are running Windows 98
and Me operating systems are likely to be more problematic.

Windows Me vs. Windows XP Professional

Administrators that support former Windows 98 and Me users will find that these users will have more questions and will take longer
to adjust to Windows XP Professional than Windows NT Workstation 4.0 and Windows 2000 Professional users. However,
Windows 98 and Me users will be pleased with the reliability and stability of their new operating system and by its support for all the
latest hardware. Windows XP Professional will outperform Windows Me on a computer that meets Windows XP's minimum
requirements.

Perhaps the biggest inhibitor to upgrading computers running Windows 98 and Me to Windows XP Professional is the hardware
requirements imposed by Windows XP. Windows Me's minimum hardware requirements are a 150MHz processor, 32MB of
memory and 480MB disk drive. Microsoft recommends a 300MHz processor, 128MB of memory, and 1.5GB of free disk space
before you consider upgrading to Windows XP Professional.

Because Windows XP Professional is based on the Windows 2000 kernel, it provides a significantly more reliable platform.
Windows XP's NTFS file system support provides user-level security, allowing administrators to apply strong security over the
computer and its resources. In addition, Windows XP Professional provides the following features that distinguish it from Windows
Me.

= Enhanced user interface. Windows XP's enhanced graphical user interface provides the end user with a more
intuitive computing experience.

= Help and Support Center. Windows XP's new Help and Support Center helps the user to be more self-sufficient in
solving common problems.

= Remote desktop. Allows users to remotely access their desktop using terminal server technology that has been built
into Windows XP.

= Remote Assistance. Provides administrators with the ability to provide users with remote desktop support.

= Reduced reboot scenarios. Windows XP reduces the number of scenarios that require the administrator to restart
the computer and reduces the amount of time required to make changes to a user's system.

= 802.11x wireless networking enhancements. Windows XP provides enhanced support for 802.11x wireless
networking, making the job of administrators of wireless networks a lot easier.
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= EFS. Windows XP's EFS service provides strong protection of user data and provides needed protection on mobile
computers.

= Device driver verification. Provides the administrator with assurance that software drivers have been properly
tested.

= Driver rollback. Assists the administrator in backing out faulty drivers.

= Windows file protection. Helps prevent users from accidentally changing, deleting or otherwise damaging critical
system files that might inhibit computer operation.

= Dynamic Update. Ensures that administrators have the most current set of Windows XP installation files and
reduces the chances of installation errors.

Windows 2000 Professional vs. Windows XP Professional

Windows XP Professional's biggest competitor is Windows 2000 Professional, with which it shares a common code base. Windows
2000 Professional already has a huge install base. Individuals and corporations have made a big investment in Windows 2000
Professional and may be hesitant to move too quickly to Windows XP Professional. In addition, tests have shown that Windows
2000 Professional is generally a little faster than Windows XP Professional on similarly equipped systems.

Windows 2000 Professional already has many of the same core features as Windows XP Professional, and many of Windows XP
Professional's new features are available for download and installation on Windows 2000. Examples include the most current
releases of Internet Explorer, Windows Media Player, and Windows Messenger. However, not all Windows 2000 applications will
be Windows XP compatible. Examples include antivirus programs and backup utilities.

Despite many similarities, Windows XP Professional provides many features not found in Windows 2000 Professional, including:
= Remote desktop. Allows Windows XP Professional users to remotely control their computer.

= Better hardware support. Windows XP supports UDF 2.01, which is the current standard for reading DVDs. In
addition, it provides enhanced support for USB, PCI, and IEEE 1394.

= [CF. A built-in personal firewall that protects a Windows XP Professional computer from external intrusion when
connected to the Internet.

= System Restore. Provides the ability to restore a computer to a previous state without any loss of data using
restoration points that Windows XP automatically creates.

= Enhanced graphical user interface. A new task-based interface designed to provide the user with a more intuitive
working environment.

= Help and Support Center. This service replaces the Windows 2000 help system and integrates access to system
and Internet-based help and information. In addition, this service ties together a number of administrative tools,
including Remote Assistance and System Restore.

= Enhanced Encrypted File System. Windows XP provides the same encrypted file system as Windows 2000
Professional with the added ability to encrypt offline files.

= Driver Rollback. Provides the ability to reinstall the previous copy of a device's hardware driver in the event that its
current driver is not operating properly.

= Network bridging. A feature that allows a Windows XP Professional computer to connect two separate network
segments together.

Windows XP Home Edition vs. Windows XP Professional

Windows XP Home Edition and Windows XP Professional share a common kernel and user interface. They also share a common
set of applications, including Internet Explorer, Outlook Express, Windows Media Play, and Windows Movie Maker. These two
operating systems share the same base collection of utilities and features. For example, Windows XP Home Edition and Windows
XP Professional share:

= A common user interface

= The same reliability improvements

= Common networking features

= Support for EFS

= |CS, ICF, and various Internet applications
= Power management features

Windows XP Home Edition is targeted at the home user. As such, it lacks a number of features required by the corporate
consumer. For example, Windows XP Home Edition is not able to join a Windows network that uses the domain networking model.
This limits it to stand-alone implementations or to participation on small peer networks. Because ease of use is generally more
important to the home user than security, Windows XP Home Edition provides Fast User Switching. Fast User Switching is a
technique that allows two or more users to take turns sharing a computer without logging off, losing any data, or closing open
applications. Windows XP Professional also supports Fast User Switching but only in stand-alone mode or on peer networks. As
soon as a computer running Windows XP Professional is connected to a domain-based network, Fast User Switching is disabled.
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Except for Fast User Switching, Windows XP Professional provides all the functionality found in Windows XP Home Edition.
Another difference between the two operating systems is that Windows XP Professional substitutes Home Edition's Home Network
utility with the Network Setup Wizard. Other features provided by Windows XP Professional that are not found in Windows XP
Home Edition include:

= Remote desktop
= User and group security

= Roaming user profiles
Windows XP 64-Bit Edition vs. Windows XP Professional

As powerful as Windows XP Professional is, there are some people who may find that they push its capabilities to the limit. For
these people, Microsoft plans to provide a 64-bit version of Windows XP called Windows XP 64-Bit Edition. The 64-bit version of
Windows XP runs on the Intel Itanium processor and is specifically designed to leverage the strengths of that processor, which
include:

= Support for up to 16GB of memory
= Support for up to 16TB of virtual memory
= Optimization for superior floating-point performance

= Support for Intel's EPIC (Explicitly Parallel Instruction Computing) instruction set, which supports up to 20
simultaneous CPU operations

Note The 32-bit versions of Windows XP are limited to 4GB of memory and cannot work with a data set greater than 2GB.

Windows XP 64-Bit Edition is designed for deployment on technical workstations that require large amounts of memory and that
support memory intensive applications, such as:

= Engineering applications

= Intensive multimedia development applications
= Mathematic intensive applications

= Scientific applications

The main difference between the 32-bit and 64-bit versions of Windows XP is the ability of the 64-bit version to access large
amounts of memory. Workstations with gigabytes of memory will be able to load larger amounts of data and, as a result, achieve
significantly higher levels of performance.

Windows XP 64-Bit Edition will support the development of new 64-bit applications. Developers will find that its programming
environment is very similar to that provided on the 32-bit version of Windows XP and that the application programming interface
(API) is nearly identical, except for modifications that enable the exploitation of new functionality provided by the Itanium processor.
Support for the 32-bit application is provided in the form of the WOW®64 (Windows on Windows 64 x 86) emulator, which provides
an isolated environment for the execution of 32-bit applications, thus protecting 64-bit applications from possible conflicts.

Tip Windows XP 64-Bit Edition will run most 32-bit applications right out of the box. However, it will not run them as fast as a
well-equipped 32-bit Windows XP system. Unless you need to work with data sets greater than 2GB in size, you'll get
better performance by sticking with Windows XP Professional.

Windows XP 64-Bit Edition runs only with the Intel Itanium processor and a compatible 64-bit motherboard. Its minimum and
recommend hardware requirements are listed below.

= Minimum of a 733MHz Intel Itanium (800MHz Intel Itanium recommended)
= 1GB of memory

The graphical user interface for the Windows XP 64-Bit Edition will look and feel the same as the 32-bit version. In addition, the
same core set of features will be provided, including:

= Networking

= Plug and Play
= Security

= Multimedia

Computers running Windows XP 64-Bit Edition can operate on the same networking as computers running the 32-bit versions of
Windows XP. Administrators will be able to manage them using the same utilities that they currently use.
[ erivious
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Navigating a Windows XP Login Session

The remainder of the material presented in this chapter provides an overview of how to begin using a computer that is running
Windows XP Professional. Windows XP's redesigned graphical user interface is very different from its predecessors and may
create some initial confusion for many inexperienced users. Administrators will undoubtedly receive many requests for assistance
from their users and will need to be prepared to assist them in performing several basic tasks, including:

= System startup
= Logging in
= Logging off

= System shutdown
The Boot Menu

Starting up a computer running Windows XP Professional is a straightforward task. If Windows XP Professional is the only
operating system installed on the computer, Windows XP will automatically load as soon as the computer completes its initial
Power On Self Test (POST) and present a login screen. However, if the computer has been set up to support more than one
operating system, then a dual-boot menu similar to the one shown in Figure 1.21 will appear.

Figure 1.21: A computer set up to dual-boot multiple operating systems, including Windows XP
Professional

Note A dual-boot system is one in which the computer can be started using any of two or more installed operating systems. A
dual-boot system is set up by installing Windows XP Professional on a system that already has another operating
system and electing to retain the other operating system during the installation of Windows XP Professional. More

information on dual-booting is available in "Dual-Booting" in Chapter 2, "Installing and Upgrading to Windows XP.

Users may require a dual-booting system in the event that they use applications that are not supported by Windows XP
Professional. By setting up a dual-boot for users, administrators allow users to migrate to Windows XP Professional while providing
the ability to boot into an older version of Windows whenever they need to run their legacy applications. Dual-booting also benefits
administrators by allowing them to maintain copies of each operating system that they need to support on their desktop.

By default, the Windows XP dual-boot menu waits 30 seconds before starting its default operating system. You can use the Up
Arrow and Down Arrow keys on the keyboard to change this selection or simply press the Enter key to tell the computer to begin
immediately loading the default operating system.

Logging On

Windows XP Professional supports two different login modes. When connected to a domain-based network, Windows XP displays
the Log On to Windows dialog. This dialog is used to collect the username and password assigned to the user. This information is
then used to authenticate the user and verify that the user is authorized to log in to the computer. Once authentication is complete,
the Windows XP Professional desktop is displayed and the user can begin working.

When a computer running Windows XP Professional is set up to run as a standalone system or is part of a small peer-to-peer
network, the Windows Welcome Screen can be enabled. This option is less secure than the Log On to Windows dialog because it
exposes a list of usernames. However, the Welcome Screen may be appropriate for small networks and environments where ease
of use is a given preference over security. Figure 1.22 shows a Windows Welcome Screen for a system that is shared by four
people.
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Figure 1.22: The Welcome Screen speeds up user login by allowing users to initiate a login session without having to type
their usernames

To log in using the Welcome Screen, users select the icon representing their assigned usernames and type their passwords when
prompted. Once logged in, the users can begin working with Windows XP Professional by clicking on the Start button on the
Windows taskbar.

Logging Off and Shutting Down

Windows XP Professional provides two options for terminating a login, Log Off and Shut Down. The Log Off option closes all open
programs and saves all data before terminating the user's session. The Shut Down option closes all open programs, saves all data,
and then prepares the computer to be powered off.

The Log Off and Shut Down options are located on the Windows Start menu. Each option behaves differently depending on which
Windows XP login mode is being used. When connected to a domain, selecting the Log Off option displays the Log Off Windows
prompt, as shown in Figure 1.23.

Figure 1.23: Logging off a computer running Windows XP Professional that is a member of a domain-based
network

However, if the computer is a stand-alone system or is part of a peer-to-peer network and both the Windows Welcome Screen and
Fast User Switching options have been enabled, then the dialog shown in Figure 1.24 appears. Selecting Log Off logs the user off
the systems, whereas Switch User leaves the user logged on with all of the user's applications and data stored in memory in order
to allow other users to share the computer.

Figure 1.24: Logging off a stand-alone computer that uses the Windows Welcome Screen


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

When connected to a domain, selecting the Shut Down option displays the Shut Down Windows dialog shown in Figure 1.25. To
initiate the shutdown of Windows XP Professional, make sure that Shut down is selected in the "What do you want the computer to
do?" drop-down list and click on OK. Other options that are available on this dialog include:

Figure 1.25: Shutting down a Windows XP Professional system that is part of a Windows domain
= Log Off. Logs the user off without performing a system shutdown
= Restart. Logs the user off, shuts down the system, and initiates an immediate restart of the computer

= Hibernate. Copies all open data and applicants to the computer's hard drive for later retrieval and shuts down the
computer

If the computer is not part of a domain and the Windows Welcome Screen has been enabled, then the dialog shown in Figure 1.26
appears instead.

Figure 1.26: Shutting down a Windows XP Professional system that uses the Windows Welcome Screen

Windows XP Professional's ability to support different login and logoff options can be very convenient for the end user. However,
presenting different versions of these options to users can create confusion. Administrators of large domainbased networks do not
need to worry about this situation because the Windows Welcome Screen is not supported. However, administrators of stand-alone
systems and small networks will find that standardizing a single scheme will reduce user confusion and simplify system

administration.
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Chapter 2: Installing and Upgrading to Windows XP Professional

Overview

Windows XP Professional's installation process is fairly straightforward thanks to advances in Plug and Play technology and
hardware and software compatibility. Installation usually proceeds without incident. The Windows XP Professional installation
process provides the option of upgrading an existing Microsoft operating system or performing a clean installation.

Windows XP Professional provides administrators with multiple installation options, allowing you to interactively install the operating
system, to set up a silent installation, or to support a mass installation on hundreds or thousands of computers. Windows XP
Professional also provides tools that help administrators transfer user settings, system configuration settings, and files from old
computers to new ones. This saves users the trouble of recreating their configuration settings and frees up administrators to tackle
other chores.

This chapter focuses on the issues and tasks involved in installing Windows XP as well as the steps required to ensure that no data
is lost in the process. This chapter outlines the tasks involved in preparing for the installation of the operating system. It also

explains the Windows activation process and how to complete that task.
[« rasvisus]
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Installation Requirements

Microsoft and computer manufacturers work together to ensure that new computers are ready for Windows XP. If Windows XP
Professional comes preloaded on new computers that you purchase, you will not have to worry about the installation of the
operating system or the computer hardware's compatibility with Windows XP. However, administrators that must support computers
running other versions of Windows will need to perform a number of tasks to verify that the computers that they support can be
upgraded to Windows XP Professional. In some cases computers can be upgraded without any changes to their configuration. This
will probably be true for many recently purchased computers or computers that are already running Windows 2000 Professional. In
other cases computers may require additional memory or disk space in order to support an upgrade. Depending on the age of the
computers that are supported, many computers may not be candidates for upgrade. This will be true of older Windows NT
Workstation, Windows 95, and Windows 98 computers that were purchased early in the lives of these operating systems.

Table 2.1 outlines the hardware requirements of various Microsoft operating systems including Windows XP Professional. As you
can see, the hardware requirements of Windows XP Professional are substantially higher than that of Windows operating systems
built on the Windows 9x kernel. Windows NT Workstation 4.0 also has very modest hardware requirements. However, Windows Me
and Windows 2000 Professional systems have significantly higher hardware requirements making it possible for computers running
these operating systems to be more easily upgraded to Windows XP Professional.

Table 2.1: Hardware Requirements for Windows Operating Systems

Operating System CPU Memory Disk

95 386 4MB 40MB

98 486 16MB 175MB
Me 150MHz 32MB 480MB
NT 4.0 486 16MB 117MB
2000 Professional 133MHz 64MB 650MB
XP Home Edition 233MHz] 64MB 1.5GB
XP Professional 233MHzE] 64MB 1.5GB

FIMinimum requirements represent the base minimum resources needed to load and run the operating system. Microsoft
strongly recommends a minimum 300MHz processor and 128MB of memory for both of its Windows XP operating systems.

=3 o e



http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

[Toam Lo | [« erevious foat

Hardware and Software Compatibility

In addition to making sure that computers meet the base set of hardware requirements, administrators need to verify the
compatibility of peripheral devices that need to be supported and any software that needs to be run. Microsoft provides a number of
tools for gathering this information, including:

= The Microsoft Hardware Compatibility List
= The Microsoft Windows Upgrade Advisor
= The Windows Catalog

Note Don't depend exclusively on these tools to identify all possible incompatibility issues. Part of an administrator's due
diligence in researching possible incompatibility issues is to visit the Web sites for all major hardware manufacturers and
software developers to verify that their products support Windows XP Professional.

Hardware Compatibility

One source for searching hardware compatibility issues is the Microsoft Windows HCL (Hardware Compatibility List). It is located
online at http://www.microsoft.com/hcl, as shown in Figure 2.1.

Figure 2.1: Use the HCL to verify the compatibility of hardware installed on a computer before attempting to install Windows
XP Professional

The HCL is an online database that you can search to see if Windows XP Professional supports your hardware. In addition to the
online database, there is a link to a text version of the HCL at the bottom of the Microsoft Windows HCL Web page.

Tip Just because a hardware device is not listed in the HCL does not mean that it will not work on Windows XP Professional.
Check the manufacturer's Web site to see if Windows XP drivers are available.

Note Incompatible hardware can cause problems both during and after the installation of Windows XP Professional. It is
strongly recommended that you uninstall any hardware that is not supported by Windows XP before beginning the
installation process.

Generating an Incompatibility Report

Windows XP Professional provides a tool known as the Upgrade Advisor that scans a computer and creates a hardware and
software incompatibility report. This report displays any incompatibility issues that are found and provides information about the
error. In addition, a link to additional online information is provided for most errors.

The Upgrade Advisor displays two different types of information:

= Compatibility errors. Errors related to hardware and software that may cause them not to operate properly once
Windows XP Professional is installed

= Blocking errors. Errors that prevent the successful installation of Windows XP and that must be addressed before
attempting an installation

Use the steps outlined in the following procedure to create an upgrade report.
1. Insert the Windows XP Professional CD into the computer's CD-ROM drive.

2. The Welcome to Microsoft Windows XP screen appears, as shown in Figure 2.2. If the Welcome screen does not
automatically appear use Windows Explorer to access the computer's CD-ROM drive and double click on Setup.
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Figure 2.2: You can start the Upgrade Advisor directly from the Windows XP Professional
CD

. Select Check system compatibility.
. On the next screen, select Check my system automatically.

. The Microsoft Windows Upgrade Advisor appears and offers to download the latest Windows XP setup files.

Select No, Skip this step and continue installing Windows and then click on Next.

. The Upgrade Advisor then performs an analysis of the computer and displays its findings. If no incompatibilities

are found, the Upgrade Advisor will display a message stating so. Otherwise, a list of problems will be reported as

demonstrated in Figure 2.3.

. To view additional problem information, click on Details. A browser window will open and display any available

information about each problem and provide links to Web sites where more information is available. Close the
browser window.

. You have the option of saving the compatibility report by clicking on Save As and specifying a destination. The

default location and file name for the report is \Windows\upgrade.txt.

. Click on Finish.

Figure 2.3: The Upgrade Advisor generates a report of all incompatible hardware and software found on the

Note You can also run the Upgrade Advisor by clicking on Start/Run and typing X:\i386\Winnt32 /checkupgradeonly (where
X is the drive letter assigned to the computer's CD-ROM driver).

Note It is possible that administrators support applications that Microsoft does not know about and that will not therefore be
tracked by its compatibility tools. After installing Windows XP Professional, these applications may not work. Microsoft
has attempted to address this possibility by providing Windows XP Professional with the Program Compatibility Wizard.
This wizard will allow many applications designed for Microsoft operating systems other than Windows XP to run on
Windows XP Professional. It does so by providing an emulation environment that mimics the Windows operating system
for which the application was originally designed. More information on the Program Compatlblllty Wizard is available in
"Configuring Noncompatible Windows XP Applications" in Chapter 4, "

Researching the Windows Catalog
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Another source of Windows XP Professional hardware and software compatibility information is the Windows Catalog located at

ompat.asp as shown in Figure 2.4.

Figure 2.4: The Windows Catalog provides compatibility searches based on manufacturer, product, or
model

You can search the Windows Catalog using any of the following criteria:
= Manufacturer name
= Product name
= Model
Search results are displayed in a three-column format and can be sorted by clicking on any of the following column headings:
= Manufacturer
= Product

= Status
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Upgrading vs. Clean Install

Windows XP Professional supports two installation options, as listed below:

= Upgrade. This option is used to upgrade a currently installed Microsoft operating system to Windows XP
Professional. This installation option migrates currently installed applications and user and system configuration
settings.

= Clean. This option replaces the currently installed operating system without migrating any settings or installs
Windows XP Professional on a computer without any operating system.

Administrators currently supporting computers that run other Windows operating systems, which meet the minimum hardware
requirements for Windows XP Professional, will want to perform an upgrade. An upgrade is the least disruptive installation option
for the end user because it transfers all the user's data and most of the computer's configuration settings. However, sometimes it is
easier for the user just to start over with a clean slate, in which case a clean install is the proper installation option. A clean install is
also the only option for a computer without operating systems or for computers that have an operating system that is not eligible for
upgrade to Windows XP Professional.

Windows XP Professional's upgrade option supports any of the following operating systems:
= Windows 98
= Windows Me
= Windows NT 4.0 (with service pack 5 or higher)

= Windows 2000 Professional

(1eam Lo | [<erevions Lt
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Dual-Booting

Windows XP Professional supports dual-boot configurations. A dual-boot configuration is one in which two or more operating
systems are installed on a computer. By configuring Windows XP Professional to dual-boot with another Windows operating
system, administrators allow users to migrate to Windows XP Professional while retaining the ability to start their computers and run
applications that are not supported by Windows XP Professional using older Windows operating systems.

An administrator can set up a dual-boot configuration by creating multiple partitions on a computer's hard drive and installing a
different operating system onto each partition. The first step in setting up a dual-boot configuration is to

Note You can use a utility called FDISK that is supplied with other Windows operating systems to divide a disk drive into as
many as four primary partitions or three primary partitions and a number of extended partitions. FDISK is a powerful
utility and should be used with caution. Refer to the Help and Support Center for more information about FDISK.

install the older Windows operating system on one of the partitions. This partition will be marked as the primary partition. Then
install Windows XP Professional into a different partition, and Windows XP's setup program will automatically set up a dual-boot
configuration for the two operating systems.

Note You can also purchase third-party partition utilities such as PowerQuest's Partition Magic (http://www.powerquest.com)
to create and manage disk partitions. Utilities such as Partition Magic also allow you to set up dual-boot configurations

with nonMicrosoft operating systems such as Linux.
[ erivious
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Planning a Windows XP Professional Installation

A number of preparation tasks should be completed before starting the upgrade of any computer to Windows XP Professional.
Performing these tasks will help ensure a smoother installation and prevent the loss of any user data during upgrade. These tasks
include:

= Collect networking settings. If the computer is part of a network make sure that you record its name, domain, or
workgroup name and any TCP/ IP configuration settings.

= Install additional hardware. Install additional memory or disk space if required to meet Windows XP Professional's
minimum hardware requirements.

= Perform backups. Even though an upgrade is not supposed to result in the loss of any data, it's best to make a
complete copy of user files just in case something catastrophic occurs during the upgrade.

= Clean up the disk drive. Run either the Windows ChkDsk or ScanDisk disk management utility to clean up any
errors on the computer's hard disks.

= Free up disk space. Run Disk Cleanup to free up additional disk space and ensure that you have adequate disk
space to install Windows XP Professional.

= Resolve any existing hardware issues. Make sure that everything is working before you begin the upgrade.

= Scan for viruses. Microsoft recommends that you run an antivirus program to ensure that the computer is free of
viruses before attempting any upgrade.

= Uninstall third-party utilities. Many third party utilities will not function on Windows XP, including antivirus disk
management utilities.

= Uninstall incompatible hardware and applications. Leaving incompatible hardware or software on the computer
may result in problems during or after an upgrade.

[team Lo | [<erevious Lt s
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Selecting the Right Windows XP File System

Disk drives are divided into one or more partitions. A partition is a set portion of the disk drive that can be formatted with a file
system and managed as a single entity. Windows XP Professional's installation process examines the computer's hard disks and
presents administrators with a number of alternatives, including:

= Creating a new partition using unpartitioned disk space
= |nstalling into an existing partition
= Deleting existing partitions to make room for new partitions

Windows XP Professional will require a partition that is at least 1.5GB in size, although a minimum 2GB partition is recommended.
After deciding on a strategy for partitioning the computer's disk drives, the administrator must decide which file system to use to
format the partition so that it can be used to hold data. Windows XP Professional is capable of installing on partitions formatted with
any of the following file systems:

= FAT. The FAT (File Allocation Table) file system was originally developed for MS-DOS and can be accessed by any
Windows operating system. However, this file system is unable to support disk drives greater than 2GB and lacks the

robust security capabilities or other advanced features of NTFS (New Technology File System).

= FAT32. This is a 32-bit version of the FAT file system that provides enhanced supported for larger disk drives.
However, this file system lacks the strong security support and other advanced features provided by NTFS.

= NTFS. NTFS is highly secure and support advanced features such as disk quotas, encryption, and compression.

NTFS is Microsoft's recommended file system for Windows XP Professional. It supports large hard drives and advanced features
not provided by FAT or FAT32. However, if a computer is going to be set up in a dual-boot configuration, FAT or FAT32 may
provide a more appropriate file system. If Windows 95, 98, or Me is going to co-reside in a dual-boot configuration, FAT or FAT32
are should be used in order to provide these operating system with access to data on the partition that contains Windows XP
Professional. Windows 9x operating systems cannot access the NTFS file system. Similarly Windows NT Workstation cannot
access FAT32.

If you choose to format a partition with FAT or FAT32 during the installation of Windows XP Professional, you can always convert
the file system to NTFS later using the CONVERT command. However, it is only possible to convert FAT and FAT32 formatted
partitions to NTFS. You cannot convert an NTFS partition to a FAT or FAT32 partition.

Note More information on Windows file systems and disk partitioning is available in "Disk Drive Administration" in Chapter 11,
"Disk Management."
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Network Settings

Part of the process of installing Windows XP Professional involves adding the computer to a workgroup or domain. Workgroups are
a means for organizing computers on small peer-to-peer networks. Domains are used to manage networks in a centralized manner,
where all computers and users are managed using network servers known as domain controllers. A computer set up to run as a
stand-alone system should be configured to join a workgroup, even though it's not part of a network. If a computer is to be part of a
domain, it is recommended that the computer be connected to the network during installation so that the Windows XP Professional
installation process can configure its network settings, including domain membership.

Note In order to add a computer to a domain, an administrator of the domain must set up the computer account in advance of
the installation on the computer. Alternatively, the person who is performing the installation must have the administrative
access required to create the computer domain account during the installation process.

Computers can be switched between workgroups and domains as necessary. Therefore if it is not possible to connect the computer
being set up to its network, the administrator can always configure the computer to join a workgroup and then come back later and
attach the computer to the network and join it to the domain.

Note More information about domain and workgroup configuration is available in "Network Client Configuration" in Chapter 18,

In addition to determining whether a computer should join a workgroup or a domain, administrators need to collect TCP/IP
configuration settings for the computer prior to installation. This includes determining whether the computer will be configured with
static IP settings or DHCP. For static configurations, the information that will be needed includes:

= A static IP address

= A subnet mask

= The default gateway

= WINS and DNS settings

Note Additional information on working with TCP/IP network settings can be found in "TCP/IP" in Chapter 18, "LAN
Confi ion."
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Performing an Upgrade

When an administrator upgrades a computer's existing operating system to Windows XP Professional, all the user's files are
retained as part of the upgrade. In addition, most user, system, and application settings are migrated. Because Windows NT
Workstation 4 and Windows 2000 Professional's registries more closely resemble the Windows XP registry than do those of
Windows 98 and Me systems, an upgrade of the former operating systems to Windows XP Professional generally goes smoother.
In addition, more configuration settings are migrated.

Tip Because of differences in the Windows 9x line of operating systems and the operating systems based on the Windows NT
kernel, including differences in the registry, administrators may find that some applications that are already installed on a
computer may not work as expected after an upgrade. However, a reinstallation of the programs may fix any problems.

The Windows XP upgrade process occurs in five steps, as listed below:
= Collecting information
= Dynamic update
= Preparing installation
= |nstalling Windows
= Finalizing installation

Windows Setup will display a listing of these steps on the left side of the screen and will mark each step complete as the installation
process runs. During the installation of Windows XP Professional the screen may go blank and the computer will be restarted
multiple times.

There are a number of ways in which Windows XP Professional can be installed. The choices include:
= |nitiating an upgrade using the currently installed operating system and the Windows XP Professional CD
= |nitiating the upgrade over a network using a copy of the Windows XP i386 folder located on a network share
= Booting off of the Windows XP Professional CD

The exact steps involved in performing an upgrade to Windows XP Professional and the order in which they are presented may
vary depending on a number of circumstances including:

= The installation method being used to initiate the upgrade
= The operating system being upgraded
= The options selected during the upgrade process

The following procedure outlines the general steps involved in performing a typical upgrade to Windows XP Professional. This
procedure assumes that the Windows XP Professional CD is used to perform the upgrade.

1. Insert the Windows CD into the computer CD-ROM drive. The Welcome to Microsoft Windows XP screen
appears.

2. Select Install Windows XP.

3. Windows Setup prompts you to select from the following upgrade options as shown in Figure 2.5.

Figure 2.5: The Windows XP Professional install program lets you perform an upgrade or a new
installation

= Upgrade. This option upgrades the current operating system to Windows XP Professional and
migrates any installed programs, files, and settings.

= New Installation. This is an advanced option that either replaces the current operating system or
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installs Windows XP into a different partition.
Select Upgrade and click on Next.

Note If you attempt to upgrade Windows 95 or a version of Windows NT older than Windows NT 4 with
service pack 5, the Upgrade option will not appear because Windows XP Professional does not
support an upgrade from these operating systems.

4. Read and accept the Windows XP Professional License Agreement and click on Next.

5. Type the 25-character product key that is supplied on the back of the Windows XP Professional CD folder and
click on Next.

6. Windows Setup prompts for permission to download updated setup files. If the computer is connected to the
Internet click on Yes, download the updated Set files, and click on Next. Otherwise select No, skip this step and
continue installing Windows and then click on Next. If you elected to download updated set files, Windows Setup
completes this task before continuing.

7. Windows Setup scans the computer and displays a compatibility report showing any issues that may prevent
installation or any items that may not work after the installation is complete. If necessary click on Cancel to
terminate Windows Setup so that you can address these issues and perform the install at a later time. Otherwise
click on Next to continue the installation.

Note Depending on the amount of disk space available, Windows Update will store a compressed copy of
the previous Windows operating system. This provides the administrator with the ability to uninstall
Windows XP Professional and restore the old operating system if necessary. Windows Update does
not support a restore of Windows 2000 Professional. Therefore the only way to restore a computer
back to Windows 2000 Professional is to start over and reinstall that operating system and then
restore any user data from backups.

8. Windows Setup copies installation files to the computer and then performs a restart several times as it copies files
and performs the upgrade. Windows Setup will complete the upgrade and will migrate your current user, system,
and network settings without any additional user involvement.

Once the upgrade has been completed, a Thank You message will be displayed and you'll be prompted to perform a few setup
tasks as outlined in the following procedure.

1. Click on the green Next icon in the lower right-hand corner of the screen.

2. If Windows XP Professional does not have a Internet connection, a list of connection options will be displayed.
These options include:

= Telephone modem
= Digital Subscribers line (DSL) or cable modem
= Local area network (LAN)

Select the appropriate option and click on Next to receive instructions for configuring that option or
click on Skip to bypass setup of an Internet connection.

3. You are prompted to activate Windows. To activate Windows XP Professional, select Yes, activate Windows over
the Internet now. Otherwise select No, remind me every few days. Click on Next.

Tip Wait until you have tested the operation of computer's hardware before you activate Windows XP
Professional. This way if you find that you have to make a number of configuration changes, you will not
have to worry about inadvertently changing the computer's activation ID.

Note Microsoft has introduced production activation in an effort to reduce software privacy. It is designed to
prevent the installation of the same copy of Windows XP Professional on more than one computer.
Microsoft requires that you activate Windows XP Professional within 30 days of installation in order for
the operating system to remain functional.

4. Activation requires an active Internet connection. If you decided to perform the activation and the computer has
an Internet connection, Windows XP Professional will silently complete the activation process without any
intervention on your part. If you choose not to activate, then Windows XP will periodically remind you that you
need to activate the operating system. Microsoft allows you 30 days to complete this task after which time
Windows XP Professional will refuse to load until it is activated.

5. If you chose to activate Windows XP Professional, you'll be prompted to register your copy of Windows XP
Professional. Unlike activation, registration is optional. Like activation, you can elect to put off registration until a
later date. To register your copy of Windows XP Professional select Yes, I'd like to register with Microsoft now.
Otherwise select No, not at this time. Click on Next.

6. If you decide to register, you'll be prompted to supply your name, address, and e-mail address. You'll also be
given the option of subscribing to various promotions from Microsoft and its partners. Fill in this information and
click on Next.

7. If Windows XP Professional does not have a Internet connection, you will be promoted to set one up. The
following choices will be presented:

= Get online with MSN
= Do not set up an Internet connection at this time

If you select the first option, you are stepped through the process of signing up for MSN Internet
access. If you already have an Internet connection on the computer or if you prefer to set up an
account at a later time, click on the second option and then select Next.
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8. If you are upgrading from a Windows 98 or Me operating system, you will be prompted next to type the name of
up to five people that may share this computer so that Windows XP Professional can set up local computer
accounts for these users. As local user accounts, these user accounts will be defined in Windows XP
Professional's SAM (Security Account Manager) and not in Active Directory on a Windows 2000 or .NET domain
controller. Type the names of any users of this computer in the spaces provided and click on Next.

9. Click on Finish.

10. Next you will see a dialog that displays the names of user accounts created during setup. This list will not include
the user accounts that you may have provided in step 7. A new account called the Administrator account is
automatically created and added to this list. Any accounts listed here are local accounts. You are required to type
a password for these accounts. The password that you type will be applied to all listed accounts. Type a
password in the spaces provided and then click on OK.

Note You may assign different passwords to these accounts as well as to any other accounts that you may
have created using the User Account dialog located in the Windows Control Panel. More information
on managing user accounts is available in "Account Management" located in Chapter 9, "Security

11. The setup of Windows XP Professional is complete and the Welcome screen appears. To log in, click on the
name of an account and supply its password if requested.

Note The SAM is a local security database that resides on Windows XP Professional. It is used to manage
local security information including user accounts. The SAM is used to authenticate users who log
directly in to the computer as opposed to a domain. Accounts on a Windows 2000 domain are stored
within Active Directory. Users then authenticate with Active Directory and are granted access to
resources on their local computer as well as the network.
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Performing a Clean Install

Administrators will have to perform a clean install of Windows XP Professional when the computer with which they are working
does not have an operating system. Administrators may also wish to perform a clean installation to give the user a fresh start.
Another reason for performing a clean install is to clean up a computer that is not running properly or has large numbers of files
from old applications that are consuming large amounts of disk space and are too difficult to track down and remove manually.

A clean install can be initiated by launching the installation process and selecting the New Installation option instead of the Upgrade
option. A clean install involves additional configuration on the part of the administrator because no configuration settings will be
available to be migrated to Windows XP Professional.

The following procedure outlines the steps involved in performing a clean install of Windows XP Professional. This procedure also
demonstrates the steps involved in initiating a clean install by booting directly off the Windows XP CD.

1. Insert the Windows XP Professional CD in the computer's CD-ROM drive and power the computer on.

2. You may see a message prompting you to press a key in order to ensure that the computer boots up using the
CD.

3. The Windows XP Professional Setup program begins in text mode. The following options are displayed:
= To set up Windows XP now, Press ENTER
= To repair a Windows XP installation using Recovery Console, Press R
= To quit Setup without installing Windows XP, Press F3 Press the Enter key.

Note To learn about the Recovery Console and how it is used to troubleshoot problems with
Windows XP Professional, refer to "Recovery Console" in Appendix B,
" ing S S

4. The Windows XP Professional end-user license agreement appears. Read it and press the F8 key to accept its
terms.

5. The next screen assists you in selecting or creating a partition on which Windows XP Professional will be
installed. The following options are available:

= To set up Windows XP on the selected item, press ENTER
= To create a partition in the unpartitioned space, Press C
= To delete the selected partition, Press D

Either select a partition or use the create and delete options to set one up, and then press the
Enter key.

6. Select the file system to be used to format the partition. The following options are available:
= Format the partition using the NTFS file system (Quick)
= Format the partition using the FAT file system (Quick)
= Format the partition using the NTFS file system
= Format the partition using the FAT file system
Select an option and press the Enter key.

7. If you choose FAT and the selected partition is greater than 2048MB, you'll see a screen informing you that
FAT32 will be used to format the partition. Press Enter to confirm this change.

8. The setup program formats the partition using the selected file system.

9. Setup next displays regional and language options. Click on Customize to change how Windows displays dates,
time, number, and currency or to specify your location and make changes to language options. Click on Details to
select the default input language and change keyboard settings. Click on Next to continue.

10. Setup prompts you to type the name of the person assigned to this computer and the name of your organization.
Supply this information and click on Next.

11. Setup prompts you to type the 25-character Windows XP Professional product key. Enter the key and click on
Next.

12. Setup prompts you to type the name assigned to the computer and to supply a password for the local
administrator account that will be created as part of setup. Type this information in the fields provided and click on
Next.

Note The name assigned to the computer must be unique on the network to which it is attached. If the
computer is to join a Windows domain-based network, an account will need to be defined for the
computer within Active Directory.

13. If Setup detects a modem on the computer, you will be prompted to supply the following information.
= The country or region where the computer is located

= The area code where the computer resides
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14.

15.

16.

17.

18.

19.

20.

21.

22.

= A number, if required, needed to access an outside telephone line
= The type of phone system to be used (tone or pulse)
Fill in these fields as required and click on Next.

Setup displays Date, Time, and Time Zone information and allows you to change it as necessary. Make any
required adjustments and click on Next.

Setup begins installing network components and configuring network access. You are prompted to select from the
following options:

= Typical settings. Installs the Client for Microsoft Networks, File and Print Sharing for Microsoft
Networks, QoS Packed Scheduler, and TCP/IP with automatic IP addressing.

= Custom settings. Allows the administrator to customize network setting for any client, service, or
protocol.

Select an option and click on Next.

If you selected Typical settings skip to step 17. If you selected Custom settings you'll next be presented with a list
of default network components. This list consists of all the components listed in the Typical setting option. You are
then given the opportunity to install or remove additional components and to customize the settings for any
selected network component. Customize the list of network components and click on Next.

Setup requires that you specify either a workgroup or domain to which the computer is to join. The default option
is workgroup. If the computer is going to be part of a small peer-to-peer network, type the name of a workgroup
on the network and click on Next. If the computer is going to run as a stand-alone system leave the default
workgroup option selected and click on Next. If the computer is going to join a domain select Yes, make this
computer a member of the following domain, type the name of the domain, and then click on Next.

If you selected the option to join the computer to a domain the Join Computer to Domain dialog will appear,
prompting you to supply the username and password of a domain account that has authority to join the computer
to the domain. Type in the account information and click on OK. You with then be prompted to configure a
network ID for the computer.

Setup continues to install Windows XP Professional and prompts you either to configure a user account and
password for the computer or to skip account configuration.

Setup continues installing Windows XP Professional, restarts the computer, and then presents the Welcome to
Microsoft Windows screen, which steps you through the completion of setup of the computer as described earlier.

The Welcome to the Network Identification Wizard appears and steps you through the process of setting up the
computer's network ID.

Windows XP Professional restarts and displays the Log on to Windows dialog.
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Installing Over a Network

An install of Windows XP Professional over a network is performed using essentially the same steps as a local install. In order to
set up a network install, copy the i386 folder located on the Windows XP Professional CD to a network share that the computer to
be upgraded can access. The installation can then be initiated by accessing the shared copy of the i386 folder and executing either
the Winnt.exe or the Winnt32.exe. Both of these commands are described later in this chapter.

Use Winnt32.exe if you are upgrading a Windows 98, Me, NT or 2000 operating system and Winnt.exe if you are installing on a
computer booted using MSDOS. These commands launch the Windows Setup program, which copies all the files that it will need
from the shared folder to the local computer and begins the installation process, which then proceeds in the same order as if you

were installing using the Windows XP Professional CD.
[ erivious
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Migrating User Settings and Data

While users are certain to find Windows XP Professional a much better operating system than their current Windows operating
system, they will not appreciate losing all their personal configuration settings and data as a result of a migration to their new
operating system. Fortunately Microsoft provides two tools to assist administrators in collecting and transferring a user's desktop,
application, and system settings to a new computer. These tools are:

= The Files and Settings Transfer Wizard
= User State Migration

The Files and Setting Transfer Wizard is designed to support the migration of configuration settings for a relatively small number of
computers. User State Migration, on the other hand, is better suited to helping administrators migrate large number of computers.
Both of these topics are explored further in the sections that follow.

Files and Settings Transfer Wizard

The Files and Settings Transfer Wizard is designed to be used when migrating user settings for individual machines and is not well
suited to mass migrations. Still, it can be a very handy tool when performing a few onsite migrations. In order to use the wizard, you
will need the following:

= Access to the user's old computer
= Access to the new computer

= A network share to temporarily hold migration files, a removable medium or a direct computer connection between
the two computers

= The user's account name and password on the old computer

Note A direct computer connection is a connection established directly between two computers using a DCC parallel or serial
cable or an infrared connection. A direct computer connection can be set up using the New Connection Wizard.

Note The migration of settings can be comfortably performed using floppy disks. However, migrations of both files and
settings may be very cumbersome depending on the amount of data that is collected. If possible, avoid using floppy
disks in favor of portable media that has a higher storage capacity.

The wizard only transfers the configuration settings for the currently logged-on user. If multiple users share the computer, the
wizard will need to be run once for each user in order to migrate all settings. The wizard can transfer any of the following settings:

» Dial-up connections

= Phone and modem

= Fonts

= Mouse and keyboard

= Regional options

= Accessibility

= Taskbar

= Folder options

= Sound

= Network drive

= Printer

= Desktop

= Internet Explorer

= Qutlook Express

= The contents of the My Documents folder
= The contents of the My Pictures folder
= The contents of the Cookies folder
= The contents of the Favorites folder
= Microsoft Office settings

= Microsoft Office files

= Other files as specified

Running the wizard is a three-step process. The following procedure describes how to use the Files and Settings Transfer Wizard
to migrate settings between two computers over a network.
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. Go to the new Windows XP Professional computer and click on Start/All Programs/Accessories/System Tools and

then select the Files and Settings Transfer Wizard. The Welcome screen for the Files and Settings Transfer
Wizard appears. Click on Next.

Note Both the new and old computers need to be on the same network segment in order to be able to
discover and connect each other. If they are not, then use the removable media option to perform the
migration.

. The Which computer is this? screen appears. Select New computer and click on Next.

. The Do you have a Windows XP CD? screen appears. You are prompted to specify how you plan to run the

wizard on the old computer. Select | want to create a Wizard Disk in the following drive and make sure that the
computer's floppy disk is selected. Click on Next.

. The Now go to your old computer screen appears as shown in Figure 2.6.

Figure 2.6: Running the Files and Settings Transfer Wizard is a multistep process that must be executed on
both the old and new computers

. Insert a blank formatted disk into the computer's floppy disk drive and click on OK. A copy of the wizard is placed

on the floppy disk.

. Log in to the old computer as the user whose settings are being transferred. Take the floppy disk and insert it in

the old computer. Click on Start and then Run. Type a:\Fastwiz and click on OK.

. The Welcome screen for the Files and Settings Transfer Wizard appears. Click on Next.
. The Which computer is this? screen appears. Select Old computer and click on Next.
. The Select a transfer method screen is displayed. Select Home or small office network and click on Next.

. The What do you want to transfer? screen appears as shown in Figure 2.7. Available options include:

= Settings only

= Files only

= Both files and settings

= Let me select a custom list of files and settings when I click Next

The results of the selected option are displayed on the right-hand side of the dialog providing a
detailed listing of what will be transferred. Click on Next.
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Figure 2.7: Selecting the files and settings to be transferred to the new computer

11. If you selected the customization option, the Select custom files and settings screen will appear and provide
options for adding additional settings, folders, files, and file types. Make any required additions and click on Next.

12. The wizard collects all the files and settings to be transferred. It then displays the Password dialog asking for a
password supplied by the wizard on the new computer. Return to the new computer. A password should now be
displayed. Return to the old computer and type the password in the field provided and click on OK.

13. The wizard on the old computer begins transferring the files and settings. When it completes, click on Finished
and return to the new computer.

14. The new computer may still be busy applying the files and settings. Wait for it to complete and click on Finished.

15. Restart the new computer.

User State Migration

Administrators who need to migrate users' settings on more than one or two computers will want to use the USMT (User State
Migration Tool). The USMT consists of two command-line commands, which are listed below.

= Scanstate. Scans a target computer and collects migration files and settings and stores them on a network share.
= Loadstate. Retrieves migration files from a network share and applies them to the destination computer.

The USMT transfers the same settings and files as the Files and Settings Transfer Wizard but is more flexible and allows additional
customization. In order to use the USMT you will need the following:

= Access to the old computer

» Access to the new computer

= A network share to which both computers can connect
= An administrator account on the old computer

= The user's account name and password

The Scanstate and Loadstate commands are located on the Windows XP Professional CD in \ValueAdd\MSFT\USMT. In addition
to the Scanstate and Loadstate commands, the USMT also uses four migration files that specify the settings and files to be
migrated. These files include:

= Migapp.inf
= Migsys.inf
= Miguser.inf
= Sysfiles.inf

Tip By default the USMT will migrate the same information migrated by the Files and Settings Transfer Wizard. You can
customize the data collected by the Scanstate command by editing the four .inf files using Notepad.

Scanstate uses the information supplied in these files to determine what data to collect. The syntax of the Scanstate command is
shown below.

scanstate [/c /i input.inf]* [/l scan.log] [/v verbosity] [/f] [/ u] [/x] migrationpath
= /c. Tells Scanstate to ignore any filename_too_long errors.
= [i. Specifies the .inf files to be used.
= /I. Specifies a log file.

= /v. Turns on verbose output. Valid values are 1-7, with 1 being the least verbose and 7 supplying the most
information.

= /f. Used during troubleshooting to tell Scanstate to migrate files.
= /u. Used during troubleshooting to tell Scanstate to migrate user settings.
= /x. Used during troubleshooting to tell Scanstate not to migrate files or settings.

Loadstate uses the information supplied in these files to determine what data to collect. The syntax of the Loadstate command is
shown below.

loadstate [/i input.inf]* [/l load.log] [/v #] [/f] [/u] [/x] migrationpath
= [i. Specifies the .inf files to be used.
= /I. Specifies a log file.

= /v. Turns on verbose output. Valid values are 1-7, with 1 being the least verbose and 7 supplying the most
information.
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= /f. Used during troubleshooting to tell Loadstate to migrate files.
= /u. Used during troubleshooting to tell Loadstate to migrate user settings.
= /x. Used during troubleshooting to tell Loadstate not to migrate files or settings.

For example, the following command would be executed on the old computer. It tells Scanstate to collect migration settings based
on the information outlined in the two specified migration files and to store the migration data in a folder named UserFiles on a
computer named OfficeFileSvr.

Scanstate /i miguser.inf /i migapp.inf \OfficeFileSvr\UserFiles
Similarly, the following command would then be used to complete the migration process on the new computer.

e

Loadstate /i miguser.inf /i migapp.inf \OfficeFileSvr\UserFiles
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Automated Installations

Up until this point, the installation options for Windows XP that have been presented were based on setting up one computer at a
time. Frequently this is a luxury that many administrators do not have. There are several ways to perform unattended installation of
Windows XP Professional, including:

= Answer files and uniqueness database files
= Ghosting
= Remote Installation Services

Each of these options is discussed further in the sections that follow.
Answer and Uniqueness Database Files

Answer files and uniqueness database files can be used to perform the unattended installations of any number of computers. An
answer file contains answers to questions normally asked during the Windows XP Professional installation process. If an answer
file contains all the answers required by the setup program, Windows XP will install without any need for user intervention. If setup
requires any answers that are not provided within the answer file, setup will pause and prompt the person installing Windows XP
Professional to provide the answer, thus allowing for full or partial automated installations.

If Windows XP Professional needs to be installed on more than one computer, a UDF (uniqueness database file) needs to be
created. The UDF contains answers to questions that need to be answered differently on different computers. For example, the
UDF file allows administrators to provide each computer with a different computer name or other custom settings.

Extracting the Setup Manager Wizard

Microsoft provides the Setup Manager Wizard as a tool for assisting administrators in the creation of answer files and UDF files. In
order to use the wizard the administrator must first install it using the following procedure:

1. Insert the Windows XP Professional CD in the computer's CD-ROM drive.
2. Create a folder where you wish to store the wizard.

3. Click on Start and then My Computer. Right-click on the drive representing the computer's CD-ROM drive and
click on Explore.

4. Open the \Support\Tools\Deploy.cab file. This file is a .cab file that contains a compressed collection of other files,
which will be visible once the file is opened.

5. Copy all the files in the folder to the folder that you created in step 2.

Creating Answer Files and UDFs

Once copied onto your computer, you can run the Setup Manager Wizard using the steps outlined in the following procedure:
1. Open the folder where you copied the Setup Manager Wizard.

2. Double-click on Setupmgr.exe. The Welcome to the Windows Setup Manager Wizard opens. Click on Next.

3. The New or Existing Answer File screen appears, as shown in Figure 2.8, providing the following options:

Figure 2.8: Creating a new answer file
= Create a new answer file
= Modify an existing answer file

Select Create a new answer file and click on Next.
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10.

. The Product to Install screen appears. Select the Windows Unattended Installation option and click on Next.
. The Platform screen appears. Select Windows XP Professional and click on Next.

. The User Interaction Level screen appears as shown in Figure 2.9. From here you select the level of interaction

that the user will experience during setup. The available options are:
= Provide defaults. Provides default answers but allows the user to change them during setup
= Fully automated. Provides all the answers during setup
= Hide pages. Hides wizard pages during setup when all answers are supplied
= Read only. Allows the user to view wizard pages during setup but not to changes them
= GUI attended. Only automates the text-mode portion of the install process

Select the Fully automated option and click on Next.

Figure 2.9: Specifying the level of user interaction to occur during setup

. The Distribution Folder screen appears. It asks how the installation process will be performed on the target

computer. The choices are:
= Yes, create or modify a distribution folder
= No, this answer file will be used to install from a CD

Select an option and click on Next.

. If you elected to create a distribution folder, you will then be prompted for the location of the Windows XP

Professional setup files and the location where the distribution folder is to be created. The distribution folder will
automatically be set up as a shared folder. Click on Next.

. The License Agreement screen appears. To create a fully automated install, you must select the | accept the

terms of the License Agreement option. Click on Next.

At this point the Windows Setup Manager dialog displays a tree of configuration options as shown in Figure 2.10.

Figure 2.10: Specifying the remaining setup configuration answers

The tree is divided into the following three sections:
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= General Settings. All of these settings must be configured to create a fully automated installation.

= Network Settings. The Computer Name option in this category must be configured to create a
fully automated installation.

= Advanced Settings. All of these settings are optional.

These settings can be configured either by selecting each setting and specifying a value or by
clicking on Next and having the wizard step you through each option. Configure each option as
required and then select the last element in the tree and click on Finish.

Note If you specify more than one name in the Computer Names screen, the wizard will automatically create
a UDF file that you can later edit and customize.

11. The wizard creates the answer file and prompts you to specify its name and the location where it should be
stored. Type in a destination and click on OK.

Note If you elected to create a deployment folder you may give the answer file any name that you wish. The
default name is unattend.txt. If you specified more than one computer name, a UDF file of the same
name but with a .udf file extension will also be created. If you elected to perform installs using the
Windows XP Professional CD, then you must name the answer file Winnt.sif. Installing from the CD
involves using the CD and a floppy disk containing the Winnt.sif file.

12. If you elected to create a distribution folder, the source files for Windows XP Professional Setup are now copied
into that folder.

13. When the copy process completes, the Setup Manager dialog reappears. Close it by selecting the Exit option on
the File menu.

Modifying Answer Files and UDFs

You can modify the answer file and UDF using Notepad. If you open the answer file, its contents will look similar to those shown
below.

; SetupMgrTag

[Data]
AutoPartition=1
MsDosInitiated="0"
UnattendedInstall="Yes"

[Unattended]
UnattendMode=FullUnattended
OemSkipEula=Yes

OemPreinstall=Yes
TargetPath=\WINDOWS
[GuiUnattended]
AdminPassword=
3c7648%ade7fac%9a2f£752351elee69ccbbcff430450acbfe7d3dbadac41a3f0c
EncryptedAdminPassword=Yes
AutoLogon=Yes
AutoLogonCount=2
OEMSkipRegional=1
TimeZone=35
OemSkipWelcome=1
[UserDatal
ProductID=KT29J-G79P7-Q6RRF-QP3P4-CW6FH
FullName="Jerry Ford"
OrgName="XYZ Company"
ComputerName=*
[TapiLocation]
Dialing=Tone
AreaCode=804
LongDistanceAccess="9"
[SetupMgr]
ComputerNameO=pcl
ComputerNamel=pc2
ComputerName2=pc3
DistFolder=F:\whistlerdist
DistShare=whistlerdist
[Identification]
JoinWorkgroup=WORKGROUP
[Networking]
InstallDefaultComponents=Yes

Answers are divided up into different categories and identified by headings enclosed within square brackets. A setting and its
assigned value represent each answer. UDF files look very similar to answer files, as demonstrated by the following UDF file.

Tip Unless Windows XP Professional was purchased with a site license that includes a product key eliminating the activation
requirement, the users will have to activate Windows XP Professional the first time they use it. Alternatively administrators
can set up Windows XP Professional to automatically activate itself by editing the answer file and adding the following
lines:

[Unattend]
AutoActivate=yes


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

; SetupMgrTag
[UniqueIds]
pcl=UserData
pc2=UserData
pc3=UserData
[pcl:UserDatal
ComputerName=pcl
[pc2:UserDatal
ComputerName=pc2
[pc3:UserDatal
ComputerName=pc3

UDF files are made up of two parts. The first part consists of a list of entries that identify the data that will be used to override
matching data in the accompanying answer file. The second part consists of a corresponding list of entries that specifies the actual
information to be used.To make the UDF file useful, you will have to edit it. The easiest way to do this is to open it with Notepad
and then go back to the answer file, look for the categories of information that you wish to customize on a computer-by-computer
basis, and then add corresponding entries in the UDF file. For example, the previous UDF file could be modified as follows.
; SetupMgrTag
[UniqueIds]

pcl= UserData, TapiLocation

pc2= UserData

pc3= UserData, Tapilocation
[pcl:UserDatal

FullName="Alexander"
[pcl:TapiLocation]

AreaCode=703
[pc2:UserDatal

FullName="William"
[pc3:UserDatal

FullName="Molly"
[pc3:TapilLocation]

AreaCode=776

When used with its corresponding answer file, this UDF file will override the entries in the answer file for FullName on all the
computers. It will also overwrite the TapiLocation value for the first and last computer. By following this approach, administrators
can create one answer file and one UDF file and use it to perform unattended installs of any number of computers.

Using Answer Files and UDFs

If you elected to perform an unattended installation using the Windows XP Professional CD, you can initiate an installation by
booting using the CD and then inserting a floppy disk containing your answer file. Make sure that the answer file is named Winnt.sif.
If you are installing Windows XP Professional on a networked computer running Windows 95, 98, Me, NT 4.0, or 2000
Professional, you can use the Winnt32.exe command to initiate the installation. If you are installing on a computer running MS-DOS
or Windows 3.X, then you must use the Winnt.exe command.

The syntax of the Winnt32.exe command is shown below.
Winnt32.exe [/s:source] [/tempdrive:drive] [[unattend[num]:answerfile] /udf:id[udf_file]
= /s. Specifies the location of the Windows XP Professional installation files

= /tempdrive. Tells Setup to install Windows XP Professional on the specified drive and to use the drive to store
temporary files during the setup process

= /unattend. Specifies an unattended installation as well as the name and location of the answer file
= [num]. Specifies the number of seconds to wait before restarting the computer during setup
= Judf. Specifies the name and location of the UDF file
The syntax of the Winnt.exe command is shown below.
Winnt.exe [/s:source] [/t:drive] [/fu:answerfile] /udf:id[udf_file]
= /s. Specifies the location of the Windows XP Professional installation files

= /t. Tells Setup to install Windows XP Professional on the specified drive and to use the drive to store temporary files
during the setup process

= /u. Specifies an unattended installation as well as the name and location of the answer file

= Judf. Specifies the name and location of the UDF file

Ghosting and RIS

Ghosting is a process whereby any operating system is installed on a base or reference computer. A third-party ghosting program
such as Symantec Ghost Corporate Edition is then used to create a ghost image that can be deployed to any number of similarly
configured computers. Using ghosting, administrators can deploy Windows XP to any number of computers. Ghosting can also be
used to deploy Windows XP Professional along with a complete set of preinstalled applications.

Note Even though the hardware on a target computer must be the same as the hardware on the computer where the ghost
image was created, Windows XP Professional will have to be reactivated on each target computer. Anytime Windows
XP Professional detects that more than three hardware components have changed, it forces reactivation. When
Windows XP Professional is first run on the target computer, it will detect that each hardware device in the target
computer has a different machine address than that of the hardware on the computer where the ghost image was
created and will therefore force reactivation.
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RIS (Remote Installation Services) is a tool that allows administrators to deploy Windows XP Professional on networks that use
Active Directory. RIS involves the use of RIS servers that assist in the distribution of Windows XP Professional to desktop
computers. A RIS server must be either a Windows domain controller or a server.

RIS requires a special type of network adapter that supports preboot execution. Preboot execution allows a computer to boot up
and find an RIS server. Alternatively administrators can create RIS boot disks for computers whose network adapters do not
support preboot execution. Once the target computer has booted and established communications with the RIS server, a RIS
image is then downloaded and installed.

Since ghosting requires the purchase of third-party software and RIS requires the availability of Windows 2000 or .NET servers,
both are beyond the scope of this book. Further information on ghosting is provided by the manufacturers of ghosting software.
Information on the use and implementation of RIS can be found in Windows 2000 Server and .NET server books.
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Postinstallation Activities

Once Windows XP Professional is successfully installed on a computer, a number of additional tasks need to be performed to
ensure the integrity of the operating system. These tasks include:

= Activating Windows XP Professional

= Testing all software on an upgraded computer to verify proper operation on Windows XP Professional
= |nstalling software on a computer that received a clean install and verifying its proper operation

= Verifying the proper operation of all computer hardware

= |nstalling any hardware not available before installation and verifying its proper operation
Product Activation

Product activation is incorporated into the installation process but can be postponed until a later date. If 30 days pass without
activation occurring, Windows XP will refuse to start until activation is completed. There are two ways to activate Windows XP
Professional, online or over the phone. Activating online requires an Internet connection. When initiated using the online option,
activation occurs without any user intervention and takes just a few moments. When performed over the phone, you are greeted by
an automated system that steps you through the activation process and provides you with a code that you will have to provide to
Windows XP Professional.

Unlike registration, in which you provide Microsoft with personal information, activation is an anonymous process. Windows XP
Professional examines the unique combination of hardware installed on the computer, from which it generates an Activation ID that
it sends to Microsoft as part of product activation. Changing more than three hardware devices on the computer at a time will result
in a different Activation ID and will require the reactivation of Windows XP Professional. However, if you space the installation of
new hardware out over time, you can avoid the need to reactivate because Windows XP will automatically update its Activation ID
over time with Microsoft.

If you elected not to activate Windows XP Professional during installation, you may do so at a later date. Microsoft allows up to 30
days for product activation. The following procedure outlines the steps involved in activating Windows XP Professional.

1. Click on Start/All Programs and then Activate Windows. The Let's activate Windows dialog appears as shown in

Figure 2.11.

Figure 2.11: You can activate Windows XP Professional over the Internet or by calling
Microsoft

2. Three options are presented as outlined below:
= Yes, let's activate Windows over the Internet now
= Yes, | want to telephone a customer service representative to activate Windows
= No, remind me to activate Windows every few days

3. If you decided to activate via your telephone, skip to step 6. If you decide to activate over the Internet, you will be
asked whether you wish to register Windows XP at the same time. If you click on Yes, | want to register and
activate Windows at the same time, you will be prompted to provided registration information. Otherwise click on
No, I don't want to register now let's just activate Windows to skip this step. Click on Next.

4. The activation process then checks to see if the computer has a functional Internet connection and attempts to
use it to activate Windows XP Professional. If successful you will see a message stating that you have
successfully activated your copy of Windows.
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5. Click on OK. The activation process is complete.

6. If you elected to activate over the telephone, the activation process displays the Activate Windows by phone
dialog, shown in Figure 2.12, which presents the following four steps:

= Select your location
= Call a customer service representative
= Supply the installation ID that is provided

= Type in the confirmation ID provided by the customer service representative

Figure 2.12: Activate Windows XP Professional over the phone
After completing these tasks, click on Next.

Note Do not expect to talk to a human being when you call to activate Windows XP Professional. Instead
you'll be greeted by an automated voice system that guides you through the process of entering your
installation ID and receiving your confirmation

7. Continue to read and follow the instructions that are presented and click on OK when prompted.

Note The Activate Windows link on the All Programs menu that you used to initially activate Windows XP Professional is
automatically removed once a successful activation has been completed. If you find that you later need to reactivate
Windows XP Professional, you will need to initiate its activation by clicking on Start/All Programs/ Accessories/System
Tools and then selecting Activate Windows.

Testing Software

Software verification will vary based on each individual application installed on the computer. However, a good minimum test of
functionality will include starting each application, performing several key functions, saving data, and closing the application. If the
application does not operate as expected, then reverify that it is a Windows XP compatible application by checking the Windows
Catalog at hitp://www.microsoft.com/windowsxp/pro/howtobuy/upgrading/compat.asp. Check the manufacturer's Web site for help
and for any updates that you may need to install in order to make the application run properly on Windows XP Professional. Also,
you might try setting up the application to run using the Program Compatibility wizard.

Note Information on installing and managing new applications is available in Chapter 4, "Application Management."

Hardware Validation

Hardware validation involves making sure that computer hardware operates as expected and may involve the installation of
controlling software applications provided by hardware manufacturers. For example, while Windows XP Professional is capable of
working directly with most digital cameras, the built-in Windows utilities generally provide less functionality and may not be able to
perform certain advanced features that the hardware manufacturer's software was specifically designed to support.

Windows XP Professional provides a number of tools for administering hardware devices. These tools allow administrators to view
and manage hardware device drivers and to add or remove hardware devices. These tools include:

= The Device Manager
= Plug and Play
= The Add/Remove Hardware Wizard

Note A hardware device driver is software that provides the operating system with the ability to interact with and manage a
particular hardware device.
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Device Manager

Device Manager provides a graphical view of all the hardware installed on the computer as well as its current status. You can start
Device Manager using the following procedure.
1. Click on Start and then right-click on My Computer and select Properties. The System Properties dialog appears.

2. Select the Hardware property sheet as shown in Figure 2.13.

Figure 2.13: The System Properties dialog provides access to several hardware management
utilities

3. Click on the Device Manager button. The Device Manager dialog appears as shown in Figure 2.14.

Figure 2.14: Device Manager provides a graphical view of all the hardware installed on a
computer

Device Manager represents the hardware installed on a computer in the form of a hardware tree, with each piece of hardware
displayed as a node on the tree. By default all hardware is displayed by type. For example, to list all of the USB devices installed on
a computer, click on the plus sign to the left of the Universal Serial Bus Controllers node. This expands that part of the hardware
tree displaying all the computer's USB devices.

Device Manager allows you to change its default view by selecting any of the following options found on its View menu.
= Devices by type
= Devices by connection
= Resources by type
= Resources by connection

= Show hidden devices
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For example, if you elect to display resources by type, you will see a graphical list of all hardware devices organized according to
their assigned system resources, as demonstrated in Figure 2.15.

Figure 2.15: Using Device Manager to display all hardware devices that have been assigned an IRQ

Each piece of computer hardware requires the dedicated assignment of certain system resources in order to operate. These
resources include:

= DMA (Direct Memory Access) channels. Medium speed devices such as floppy drives use these resources.

= |0 (input/output) addresses. A hexadecimal number that provides each device with a unique reference that the
CPU uses to communicate with it.

= IRQS (interrupt requests). A path used by devices to notify the CPU when they require attention.

= Memory addresses. Ranges of memory addresses that some devices use to send and receive to and from the
CPU.

Windows XP Professional's Plug and Play will handle the automatic allocation of these resources. However, if the computer uses a
non-Plug and Play device, it may be necessary for the administrator to assign the resource manually according to the
documentation supplied with the device.

Tip Avoid manually allocating system resources to hardware devices if possible. When a resource is manually allocated to a
device, it becomes unavailable to Plug and Play, thus limiting the number of resources that it has available to work with.
Plug and play is designed to allocate resources in the most efficient way possible. If too many resources are taken away,
it may not be able to satisfy all system resource requirements for the computer's remaining hardware.

By examining Device Manager, you can quickly access the status of a computer's hardware. When first opened, the Device

Manager will automatically expand the hardware tree to reveal any devices that are experiencing problems. For example, Figure
2.16 shows a computer that is experiencing problems with both of its serial ports.

Figure 2.16: Device Manager provides graphical clues that identify hardware problems

A yellow circular icon with an exclamation point indicates that a device is experiencing a problem. A red x icon indicates that a
device has either been disabled by the administrator or that it is not properly installed.
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Note You can also access the Device Manager using the Computer Management console as described in Chapter 10,
"Mi ." The advantage of accessing the Device Manager this way is that the Computer
Management console allows you to use the Device Manager to view the status of other computers' hardware. However,
it does not allow you to administer a remote system's hardware. To do that, you'll have to either visit the computer or use
Remote Assistance.

Managing Device Drivers

There are a number of important tasks that administrators must perform to keep a computer's hardware running properly or to
prevent it from causing problems for other devices.

These tasks include:
= Disabling a device
= Making sure current software drivers are installed
= Updating a device's software driver
= Rolling back problem drivers
= Uninstalling drivers
= Disabling drivers

Driver administration can be performed from the Device Manager by selecting a device and clicking on Properties. This opens the
device's Properties dialog. Figure 2.17 shows the Properties dialog for a typical network adapter.

Figure 2.17: Each device's Properties dialog provides the tools required to administer the device's software
driver

Disabling Device Drivers

The General property sheet provides basic information about a software driver and displays its status. It also allows you to control
the status of the device by allowing you to select either of the following options in the Device usage dropdown list:

= Use this device (enable)
= Do not use this device (disable)

When a device is disabled, it does not use system resources. This prevents it from creating any resource conflicts with other
devices and may be a useful tool in a hardware troubleshooting situation. Disabling a device is also helpful in situations where a
device's driver is uninstalled but the device itself is still connected to the computer. Disabling the device prevents Plug and Play
from automatically rediscovering the device and installing it again.

Gathering Device Driver Information

Manufacturers of computer hardware usually make updates to their software drivers over time. These updates may add new
features, improve performance, or fix problems. You can compare a hardware device's currently installed driver against the drivers
at the hardware manufacturer's Web site to see if they are current, as outlined in the following procedure:

1. Open the Device Manager, expand the hardware tree, and select the device whose driver you want to compare.
2. Right-click on the device's icon and select Properties.

3. Select the Driver property sheet as demonstrated in Figure 2.18.
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Figure 2.18: The Driver property sheet provides detailed control over a device's software
driver

4. The top portion of the property sheet will display information about the device and its driver. This information will
include:

= The name of the device

= The company that provided the driver

= The driver's date

= The driver's version

= The name of the company that digitally signed the driver (if the driver is digitally signed)

5. Click on Driver Details. This opens the Driver File Details dialog which displays additional information about the
driver, including:

= |ts location
= Provider
= Version
= Copyright information
= Digital signer
6. Click on OK to close the Driver File Details dialog.
7. Click on OK to close the device's property dialog and return to the Device Manager.

Compare the information about the currently installed driver against the information provided about the drivers at the manufacturer's
Web site to determine which is more current.

Updating Device Drivers

Before attempting to update a current driver with a new one, make sure that the driver that you are about to install is more current
than the one you are replacing and, if possible, use only signed drivers. More information on the importance of working with signed
drivers is available in "Working with Signed Drivers" later in this chapter.

New software drivers can offer many benefits, including:
= Better performance
= New functionality
= Problem fixes

However, sometimes a new software driver can also introduce a problem. Therefore administrators should consider installing new
drivers on a test computer to see if any adverse results occur before widely deploying the driver to other computers.

Tip Before updating a device's software driver, create a system restore point. If a problem occurs with the operation of a
device after updating its device driver, try restoring the previous software driver by performing a driver rollback as
described in the next section. If the rollback fails or if you are unable to start the computer, restore to the system restore
point that you created before updating the driver. Instructions for creating system restore points is provided in "Restore

Points" located in Appendix B, "Troubleshooting System Startup."

The following procedure outlines the steps involved in updating a device's software driver:
1. Open the Device Manager, expand the hardware tree, and select the device whose driver you want to update.
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2. Right-click on the device's icon and select Properties.
3. Select the Driver property sheet.

4. Click on Update Driver. This opens the Hardware Update Wizard, which guides you through the rest of the
process.

Driver Rollback

As part of the driver update process, Windows XP Professional automatically saves a copy of the currently installed driver before
performing the update. In the event that an updated driver causes a problem, Windows XP Professional allows administrators to
reload the previous driver using a process known as driver rollback.

Note Windows XP Professional only saves the last installed software driver for any device and, in doing so, overwrites any
previously saved driver for that device.

The following procedure outlines the steps involved in performing a driver rollback.
1. Open the Device Manager, expand the hardware tree, and select the device whose driver you want to roll back.

2. Right-click on the device's icon and select Properties.
3. Select the Driver property sheet.

4. Click on Roll Back Driver.

5. Click on Yes when prompted for confirmation.

If you attempt to roll back to a driver that is unsigned, you'll be prompted for confirmation. Driver rollback is only available if a driver
has been updated and does not work with printer drivers. If you attempt to perform a rollback for a driver that has not been updated,
Windows XP Professional will display a prompt offering to start the Hardware Device Troubleshooter.

Removing Drivers

Sometimes problems occur with the operation of a device that are difficult to troubleshoot. Many times these problems can be
corrected by uninstalling a device's software driver. Once restarted, Plug and Play should redetect the device and reinstall it.

Normally when a device is removed from a computer, Windows XP Professional detects it and uninstalls the device's driver, freeing
up any resources allocated to the device. Manually uninstalling the device driver will also free up these resources.

The following procedure outlines the steps involved in uninstalling or removing a device's software driver.
1. Open the Device Manager, expand the hardware tree, and select the device whose driver you want to uninstall.

2. Right-click on the device's icon and select Properties.
3. Select the Driver property sheet.

4. Click on Uninstall.
5

. Click on OK when prompted for confirmation.

Working with Signed Drivers

A signed device driver is one that has been tested and approved by a signing authority as Windows XP compatible. By digitally
signing a driver the signing authority verifies that the driver is of high quality and that it has not been tampered with. Every software
driver found on the Windows XP Professional CD is signed. In addition, any drivers downloaded from the Windows Update site are
signed.

Unsigned drivers may still operate correctly on Windows XP Professional. However, there is no guarantee. Administrators can
configure how Windows XP Professional deals with unsigned drivers using the following procedure:

1. Click on Start and then right-click on My Computer and select Properties. The System Properties dialog appears.
2. Select the Hardware property sheet.

3. Click on Driver Signing. The Driver Signing Options dialog appears as shown in Figure 2.19.
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Figure 2.19: Configuring how Windows XP Professional handles unsigned drivers

4. By default, Windows XP displays a warning every time an attempt is made to install an unsigned driver. The
following options are available:

= |gnore—Install the software anyway and don't ask for my approval
= Warn—Prompt me each time to choose an action
= Block—Never install unsigned driver software

Select one of the above options.

5. To make this configuration setting apply to every user of the computer, select the Make this action the system
default. Leaving this option unselected makes the configuration change only apply to the currently logged-in user.

6. Click on OK.
7. Click on OK to close the System Properties dialog.

Many times administrators find themselves responsible for computers for which they were not previously responsible. By examining
the Start menu and using the Add/Remove Programs and Device Manager utilities, administrators can get a good look at the
hardware and software installed on a computer. Windows XP Professional also provides a utility for tracking down and viewing the
status of signed drivers called File Signature Verification. This utility scans the computer for critical files that have not been digitally
signed, including software drivers.

The following procedure outlines the steps involved in running this utility.
1. Click on Start and then Run. The Run dialog appears.

2. Type sigverif and click on OK. The File Signature Verification dialog appears.

3. Click on Advanced to specify search and logging options and then click on OK.
4. Click on Start to run the scan.
5

. The Signature Verification Results dialog appears as demonstrated in Figure 2.20. It displays a list of critical files,
including drivers, tracked by Windows XP Professional that are not signed.

Figure 2.20: Viewing critical system files and drivers that do not have signatures
6. Click on Close to return to the File Signature Verification dialog.

7. Click on Close.

Plug and Play

Plug and play is a set of specifications used in the development of hardware devices that allow a computer to automatically detect
and configure the hardware devices without assistance from the user.

Because of Windows XP Professional's advanced Plug and Play support, installing new hardware is usually a matter of simply
connecting or installing the hardware device and allowing Windows XP Professional to recognize and install it. The only activity that
the administrator may be prompted to perform is to supply the location of the device's hardware device driver. To make sure that all
this works as expected, check the HCL at http://www.microsoft.com/HCL to be sure that any new hardware is supported by
Windows XP.

Except for printers, which power users can set up using the Add Printer Wizard, hardware installation requires administrative
privileges. Many hardware devices such as USB and FireWire devices will be detected by Plug and Play as soon as they are
plugged in. Other devices, such as PCIl and ISA adapters, require that the computer be powered off and the case removed in order
to install the device. Plug and Play will then recognize the new device when the computer restarts and loads Windows XP
Professional. In situations where hardware is not Plug and Play compatible or is simply not recognized by the operating system,
administrators can use the Add Hardware Wizard to perform a manual installation.

The Add Hardware Wizard
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The Add Hardware Wizard assists administrators in the installation of hardware that Plug and Play fails to automatically recognize
and install. The following procedure outlines the steps required to start and run the Add Hardware Wizard.

1. Click on Start and then right-click on My Computer and select Properties. The System Properties dialog appears.
. Select the Hardware property sheet.

. Click on Add Hardware Wizard. The Welcome to the Add Hardware Wizard dialog opens.

2

3

4. Click on Next.
5. The wizard scans for new hardware and, if it discovers any, will install it.

6. Select the Yes, | have already connected the hardware option and click on Next.
7

. Alist of installed hardware appears. Scroll to the bottom of the list and select Add a new hardware device, as
shown in Figure 2.21, and then click on Next.

Figure 2.21: Manually installing a new hardware device

8. Select the Search for and install the hardware automatically option and click on Next. This tells the wizard to scan
for non-Plug and Play devices.

9. If any non-Plug and Play devices are found, they will be displayed. Select the device and click on Next. Otherwise
a message will be displayed stating that no new hardware was found. Click on Next.

10. Alist of different types of hardware appears as shown in Figure 2.22. Select the type of hardware that you are
installing and click on Next.

Figure 2.22: Select the type of hardware device being installed

11. What happens from this point on depends on the type of hardware being installed. Continue to follow the
instructions presented by the wizard to complete the installation of the hardware device.
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Chapter 3: Help and Support

Overview

The help and support services available in Windows XP Professional represent a significant advance compared to other Windows
operating systems. Microsoft has done an excellent job of consolidating most of the operating systems' help and support tools into
a single location, the Help and Support Center. The Help and Support Center provides a Web-based interface. It seamlessly
combines a local help database with Internet-based help and provides easy access to an assortment of administrative tools,
troubleshooters, news groups, and other online content.

In addition to supplying administrators with a consolidated set of tools, the Help and Support Center helps the end user to become
more self-sufficient. Its interface is more intuitive, allowing end users to research and answer many of their own questions, thus
offloading some administrative responsibilities and helping to make everybody's life a little easier.

In addition to the tools and information provided by the Help and Support Center, Windows XP Professional provides a number of
other tools that administrators will find helpful. These tools include an automatic error collection and reporting facility, which
automates the submission of error information to Microsoft, and Windows Update, which assists administrators in keeping Windows
XP computers updated with the latest updates, enhancements, and fixes.

[« rrvvious forst s
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Introducing the Help and Support Center

Like other Microsoft operating systems before it, Windows XP Professional provides a comprehensive help system. In addition to
the information traditionally found in help systems, Windows XP Professional adds and consolidates a numbers of tools and
information in a single location known as the Help and Support Center.

The Help and Support Center provides easy access to the following tools and information:
= Local Help database. The database supplies help information stored locally on the computer.

= Online Web-based help. This information is provided via Internet links that Microsoft uses to provide constantly
updated help information.

= System status information. The help system constantly monitors and tracks system status, providing valuable
information that administrators can use when troubleshooting system problems.

= Access to Windows XP newsgroups. This new feature provides direct access to newsgroups dedicated to
Windows XP where administrators can go to ask questions and receive answers to questions.

= Remote Assistance. This remote control utility provides administrators with the ability to provide remote support
without having to physically visit the user's computer.

= Access to constantly updated articles. Links to online articles are provided on the Help and Support Center's
home page, providing easy access to a wide range of Windows XP related topics.

= Access to troubleshooters. These utilities interactively assist administrators and users in diagnosing and resolving
problems.

= Access to tutorials and tours. These resources are designed to help educate and train beginner-level users and
bring them up to speed faster.

The Help and Support Center Home Page

The home page of the Help and Support Center, shown in Figure 3.1, is displayed whenever the Help and Support Center is
started. To access this page, click on Start and then select Help and Support Center.

Figure 3.1: The Help and Support Center home page provides a focal point for all help and support
resources

The Help and Support Center's Web interface provides a familiar look and feel. Across the top of the dialog is a toolbar that, by
default, contains the following buttons.

= Back. Moves the screen backward one position in the history queue

= Forward. Moves the screen forward one position in the history queue

= Home. Displays the Help and Support Center home page

= Index. Displays a searchable index of Windows XP Professional topics

= Favorites. Displays a listing of topics that have been added to the user's collection of Favorite topics

= History. Displays a history-based view of the help topics that have been viewed during the current working session
and allows the selection of any entry in the list

= Support. Provides links to online resource where additional help is available

= Options. Provides access to Help and Support Center configuration options
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Beneath the Help and Support Center toolbar is a Search field that supports textbased searches.The rest of the Help and Support
Center home page displays a collection of links to various resources and is organized into the following sections.

= Pick a Help topic. This section organizes help information by topic allowing administrators to search for information
by starting at a high level and drilling down into more detailed topics.

= Ask for assistance. This section provides a link to Remote Assistance, a utility that allows an administrator to take
remote control of a user's computer. This section also provides links to Microsoft support and Windows XP
newsgroups.

= Pick a task. This section provides access to administrative utilities that are critical to the maintenance and repair of
Windows XP Professional.

= Did you know? If Windows XP Professional has an active Internet connection, this section provides links to articles
that are constantly updated in order provide administrators with access to current Windows XP related information.

Navigating the Help and Support Center Index

To view a list of Windows XP Professional help topics, click on the Index button on the Help and Support Center toolbar. The
screen will split into two panes. The left pane will display an alphabetical list of index entries and a search field. Scroll down and
select an entry to view it in the right pane, as demonstrated in Figure 3.2.

Figure 3.2: Performing a keyword search of the Help and Support Center's help index
Four buttons are displayed above the help topic as listed below.
= Add to Favorites. Places a link to the selected help topic in your
= Favorites folder for later retrieval and review.
= Change View. Changes the two-pane view to a single-pane view.
= Print. Submits the currently viewed help topic for printing.
= Locate in Contents. Displays the location of the topic in the Help and Support Center's table of contents.

Note These same four buttons are displayed above any content that is displayed in the right pane. However, their availability
will depend on their applicability to the topic that is being displayed.

Retrieve Previously Viewed Help Topics

If you come across help topics that you know you may want to return to at a later time, you can save them in your Favorites
collection. Topics that have been added to the Favorites collection can be accessed at any time and will remain in the collection
until you remove them. To view a listing of the topics that you have saved to your Favorites collection, click on the Favorites button
on the Help and Support Center toolbar. A list of saved help topics is displayed in the left pane. Double-click on an entry and its
contents will be displayed in the right pane. Beneath the Favorites section in the left pane are three buttons that allow you to
manage your Favorite topics. The available options are listed below.

= Rename. Allows you to provide a more descriptive name for the topic.
= Remove. Deletes the topic from your Favorites collection.
= Display. Displays the selected topic in the right pane.

One quick way that administrators can navigate a help session that they have been actively working with is by viewing the session's
history. Clicking on the History button located on the Help and Support Center's toolbar accesses session history. History
information is displayed in the left page and is organized by topic name based on the order in which it has been accessed. Select a
topic to display its contents in the right pane.

Support Options
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The Help and Support Center provides three direct support options that you can access by clicking on the Support icon on the Help
and Support Center toolbar. These are the same support options that appear on the Help and Support Center's home page in the
Ask for assistance section. The available support options are listed below.

= Ask a friend to help. Starts Remote Assistance.
= Get help from Microsoft. Assists you in contacting Microsoft support and in managing open problems.
= Go to a Windows Web site forum. Provides a link to Microsoft sponsored newsgroup communities.

Figure 3.3 shows the Windows XP Newsgroup Web site that is displayed when you select Go to a Windows Web site forum and
click on the Go to Windows Newsgroups link that appears in the right hand pane.

Figure 3.3: Newsgroups provide administrators with access to open forums where they can share information and ask
questions

Note Use discrimination when gathering information and help from newsgroups. There is no guarantee that the information
that is provided is correct or accurate.

You can access these newsgroups from directly within Internet Explorer. You do not have to use an NNTP (Network News Transfer
Protocol) newsreader. However, you can use a newsreader if you prefer by pointing the reader to

http://www.microsoft.com/windowsxp/expertzone/newsgroups.
Help and Support Center Configuration Options

Like most Windows XP Professional features, administrators can configure a number of settings that affect the operation of the
Help and Support Center. Configuration settings are administered by clicking on the Options button on the Help and Support Center
toolbar. The following options are available.

= Change Help and Support Center options. Provides control over settings that configure toolbar icons, font size,
and the display of text labels.

= Set search options. Specifies parameters used by Search when searching for and displaying help information.

= Install and share Windows Help. Installs other help information on Windows XP, allowing administrators to store
help files from other Windows operating systems. Also allows administrators to share the computer's help files over
the network.

Figure 3.4 shows the settings listed under Change Help and Support Center options. Options are configured by selecting or
clearing them and then closing the Help and Support Center or displaying another page.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

Figure 3.4: Configuring Help and Support Center options
Searching for Answers

Sometimes you will not find the help topic that you are looking for by searching through the help topics on the Help and Support
Center's home page or its index. Instead, try performing a search. A search is composed of a word or short phrase typed into the
Search field. You can initiate a search by pressing the Enter key or by clicking on the green arrow to the right of the Search field.

The results of the search are displayed in the left pane and are sorted into three categories as listed below.
= Suggested Topics. Topics are displayed based on relevant content matches with your supplied search criteria.
= Full-Text Search Matches. These topics represent documents that contain words that match the search criteria.

= Microsoft Knowledge Base. If an active Internet connection is available, a search of an online Microsoft technical
database called the Microsoft Knowledge Base is performed and any matching articles are listed.

The number of matching topics found is listed to the right of each of the three topic headings. If all of the search results are not
visible, click on each of the above headings to see a list of results for that heading. To view a topic doubleclick on it or select it and
click on Display. Figure 3.5 demonstrates the results of a typical search operation.

Figure 3.5: A search performs an exhaustive examination of the local Windows help database as well as a scan for related
information in the Microsoft Knowledge Base

[Team Lo | [«erevious Pt v
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Remote Assistance

Remote Assistance is a new feature for Windows operating systems. It provides the ability for one Windows XP user to remotely
access and view another Windows XP computer's desktop and, if given permission, to share control of the other person's mouse
and keyboard.

Note Remote Assistance only works with Windows XP and .NET server. It cannot be used on older versions of Windows
operating systems.

Similar technologies, such as pcAnywhere (http://www.symentec.com) have been around for a number of years. However, Remote
Assistance and another Windows XP feature called Remote Desktop negate the need to purchase such programs to support
remote computers running Windows XP Professional.

Note Remote Desktop is a Windows XP feature that allows a user or administrator to take remote control of another user's
desktop. Unlike Remote Assistance it does not require interaction between the user and a helper. More information
about Remote Desktop is available in "Allowing Remote Desktop Access" in Chapter 15, "Supporting Mobile Users."

Remote Assistance operates using a subset of terminal service technology adapted from Microsoft Terminal Services. Remote
Assistance is provided in the form of a service called the Remote Desktop Help Session Manager. This service can be viewed and
managed using the Computer Management MMC and must be enabled on both computers in a Remote Assistance session in
order for things to work.

Tip To open the Computer Management MMC and view Windows XP services, rightclick on the My Computer icon and select
Manage. Then expand the Services and Applications node and select Services. More information about administering

Windows XP services is available in "Services and Applications" in Chapter 10, "Microsoft Management Consoles."

Remote Assistance provides a cost-effective alternative to maintaining an onsight technical staff at every remote site. Remote
Assistance allows administrators to:

= Monitor a remote computer's desktop

= Take control of a remote computer's desktop
= Send a file to a remote computer

= Receive a file from a remote computer

= Chat with remote users

= Speak with remote users

Note Windows XP Professional automatically creates a special local user account called HelpAssistant that is used by the
helper during a Remote Assistance session. This account is disabled by default and is enabled whenever a Remote
Assistance session is initialized.

Remote Assistance supports two types of remote access:

= Solicited. A Windows XP user creates a Remote Assistance invitation and sends it to a helper, soliciting the helper's
assistance.

= Unsolicited. A helper sends an offer of remote assistance without receiving a Remote Assistance invitation.

Remote Assistance Security Considerations

Remote Assistance is a very helpful tool and can be used by administrators to provide hands-on assistance to remote users.
However, Remote Assistance also introduces a number of security concerns that need to be identified and addressed. Remote
Assistance's default settings allow users to create and send Remote Assistance invitations. By default, users can send Remote
Assistance invitations to anyone they wish on the corporate network or the Internet and have the ability to allow helpers to take
remote control of their computer. This remote control capability includes access not only to the computer and its resources, but also
to any network resources that the user has access to. Another default setting allows Remote Assistance invitations to be created
that do not expire for up to 30 days.

There are a number of ways that administrators can manage Remote Assistance. Remote Assistance is based on Microsoft's
Terminal Services and uses the same TCP communications port, port 3389. Remote Assistance uses the RDP (Remote Desktop
Protocol) to create a Remote Assistance session through this port. By ensuring that port 3389 is closed at the corporate firewall,
administrators can increase security by blocking the use of Remote Assistance with external helpers while still allowing its use
internally.

Tip Blocking port 3389 also disables Terminal Services and Windows XP's Remote Desktop. If blocking these services at the
firewall is not an acceptable option, then Remote Assistance can be locked down from the Remote properties sheet on
the System Properties dialog as described later in this section. In addition, domain or local group policy can be used to
secure Remote Assistance.

Note Windows XP Professional's internal personal firewall, ICF (Internet Connection Firewall), automatically configures itself
to open port 3389 when Remote Assistance is used. However, if a third-party software-based personal firewall is being
used instead of ICF, you may have to explicitly configure the personal firewall to allow traffic over port 3389 to pass
through. Otherwise, Remote Assistance will not work. Additional information about ICF can be found in "Personal

Firewalls" in Chapter 17, "Supporting Internet Communication."

Administrators can configure Remote Assistance from the Remote property sheet located on the System Properties dialog using
the following procedure.

1. Click on Start and then right-click on My Computer and select Properties. The System Properties dialog appears.
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2. Select the Remote properties sheet, as shown in Figure 3.6.

Figure 3.6: The Remote properties sheet on the System Properties dialog controls whether or not Remote
Assistance is enabled

3. To disable Remote Assistance, clear the Allow Remote Assistance invitations to be set from this computer option.

4. To configure specific Remote Access settings, click on Advanced. This opens the Remote Assistance Settings

dialog, as shown in Figure 3.7.

Figure 3.7: Administering advanced Remote Assistance settings

Note Using Group Policy, you can configure whether or not users can generate Remote Assistance
requests, whether Remote Assistance is enabled, and whether the user is allowed to grant remote
control access to helpers. You can also prevent helpers from offering unsolicited Remote Assistance.
Remote Assistance is configured in Group Policy by configuring the following two policies:

= Solicited Remote Assistance. Configures whether users can create Remote
Assistance invitations, whether remote control is allowed, and how long the requests
remain valid.

= Offer Remote Assistance. Determines whether unsolicited Remote Assistance is
allowed.

These two policies are located within Group Policy under \Computer Configuration\ Administrative
Templates\System\Remote Assistance. More information about Group Policy and its application is

available in "Group Policy" in Chapter 9, "Security Administration."

5. To prevent the user from granting remote control of the computer, clear the Allow this computer to be controlled
remotely option.

6. To limit the maximum amount of time that a Remote Assistance invitation remains valid, configure the settings in
the Invitations section. A value can be specified in units of minutes, hours, or days.

7. Click on OK to close the Remote Assistance Settings dialog.

8. Click on OK to close the System Properties dialog.

Establishing a Remote Assistance Session
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When the user initiates a Remote Assistance invitation, Windows XP encrypts an XML-based ticket, which is then passed on to the
helper. When the helper opens the ticket, the invitation is displayed.

Tip The performance of a Remote Assistance session can be improved by lowering the Color Quality setting on the user's
computer. This reduces the amount of data that is transferred during the session. The Color Quality setting is changed on
the Display Properties dialog. For information on how to access the Display Properties dialog and change this setting,
refer to "Setting Resolution and Color" in Chapter 7, "Configuring Desk i "

Remote Assistance provides three means of soliciting Remote Assistance:
= Messenger Service. The user sends a Remote Assistance invitation to the helper using Windows Messenger.
= E-mail. The user sends a Remote Assistance invitation using e-mail.

= File. The user creates and saves a Remote Assistance invitation as a file and sends it to the helper via various
means, such as FTP or a Webbased e-mail service like Yahoo mail.

Using Windows Messenger to Deliver a Remote Access Invitation

Use of Windows Messenger is prohibited in many environments in order to discourage employee abuse of the Internet and to cut
off a possible avenue of attack from Internet hackers. In order to use Windows Messenger, the user must be able to connect to the
Internet and port 3389 must be opened on any firewall

that resides between the user and the Internet connection. Also, the e-mail address of the helper must be defined in the user's
Buddies list within Windows Messenger, and the user must be logged on to Microsoft's MSN network. However, if both the user and
the helper have access to an internal ILS (Internet Location Service) then a connection to the MSN network is not required.

Note Windows Messenger requires that all users log in to an ILS. Once logged on, users can see if any of the individuals in
their Buddies list are also logged on. The ILS is also responsible for coordinating communications between computers.
Typically most users log in to the Microsoft MSG network when using Windows Messenger. Optionally, networking
administrators can install a local ILS inside the corporate network allowing corporate users to log in to it and use it to
manage all internal Windows Messenger communications.

Using an instant messenger requires that both the sender and the helper use Windows Messenger and that both are logged on.
The following procedure outlines the steps involved when using Windows Messenger to deliver a Remote Assistance invitation.

1. Click on Start and then Help and Support Center.

2. Click on Invite a friend to connect to your computer with Remote Assistance. The screen shown in Figure 3.8
appears.

Figure 3.8: Creating a Remote Assistance invitation

3. Click on Invite someone to help you. The screen shown in Figure 3.9 appears.
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Figure 3.9: There are three ways to deliver Remote Assistance invitations

4. Click on the Windows Messenger Sign In button. The .NET Messenger Service dialog appears requesting an e-
mail address and password.

5. Type the e-mail address and password required to log in to Windows Messenger and click on OK.

6. The Windows Messenger dialog appears as shown in Figure 3.10.

Figure 3.10: Remote Assistance invitations can be sent using Windows Messenger

7. Within Windows Messenger select Tools/Ask for Remote Assistance and then click on the e-mail address of the
person who is to receive the invitation.

8. The Windows Messenger dialog changes appearance, as demonstrated in Figure 3.11. A message is displayed
that states that the request has been sent to the helper. A similar dialog appears on the helper's screen, as shown

in Figure 3.12.
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12.

Figure 3.11: Windows Messenger waits while the invitation is sent to the helper

Figure 3.12: The helper receives the Remote Assistance invitation and clicks on Accept to initiate a Remote
Assistance session

. When the helper clicks on Accept, a message appears in the user's copy of Windows Messenger informing the

user.

The Remote Assistance Console appears on the helper's computer. The message Waiting for an answer appears
in the left-hand pane.

On the user's screen, a pop-up dialog appears, requiring the user to click on Yes to allow the helper to view the
computer's desktop and chat.

Next, the Remote Assistance dialog appears on the user's computer. At the same time the Remote Assistance
console on the helper's computer displays the user's desktop.

Using E-mail to Deliver a Remote Access Invitation

E-mail provides an alternative means of delivering Remote Assistance invitations. This option requires that the user and helper both
use MAPI (Messaging API) compliant e-mail applications such as Outlook Express. The following procedure outlines the steps
involved when using e-mail to deliver a Remote Assistance invitation.

Note In order to use e-mail to deliver Remote Assistance, invitations Outlook Express needs to be configured. If it is not, a
wizard will appear to assist in its setup.

1.
2.
3.

Click on Start and then Help and Support Center.
Click on Invite someone to help you.

Type an e-mail address in the Outlook Express e-mail field and click on Invite this person.

. The screen shown in Figure 3.13 appears. Type the name that should appear in the invitation and a brief

message explaining the reason for the invitation in the From and Message fields and click on Continue.
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6.
7.

Figure 3.13: Supply a contact name and message describing the reason for the invitation

The screen shown in Figure 3.14 appears. Specify the invitation's expiration time and date. Select Require the
recipient to use a password option and type a password in the two password fields and click on Send Invitation.

Figure 3.14: To provide additional security, instruct users to limit invitation expiration periods and to assign
a password to every invitation

A confirmation dialog appears to verify that the invitation should be sent. Click on Send to deliver the invitation.

When the helper receives the e-mail, the invitation will be included as an attachment. When opened, the helper
can accept the invitation, allowing the Remote Assistance session to be established.

Using a File to Deliver a Remote Access Invitation

Another alternative for creating Remote Assistance invitations is to create and save them as files. The invitations can then be sent
to helpers in a variety of ways, such as uploading them to an FTP site or as attachments to e-mail generated by noncompliant MAPI
e-mail applications.

The following procedure outlines the steps involved in creating an invitation and saving it as a file.

1.

2
3.
4

Click on Start and then Help and Support Center.

. Click on Invite someone to help me.

Click on the Save invitation as a file (Advanced) link.

. Type the name that should appear on the invitation and specify the invitation's expiration time limit. Click on

Continue.

. Select Require the recipient to use a password option and type a password in the two password fields. Click on

Save Invitation.
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6. The Save As dialog appears. Type a name for the invitation file. A file extension of .msrincident will automatically
be added. Specify the location where the file is to be saved and click on Save.

Once the file containing the invitation has been saved, arrange for it to be delivered to the helper. When the helper receives the file
and opens it, the dialog shown in Figure 3.15 appears.

Figure 3.15: Opening a Remote Assistance invitation that was saved as an .msrincident file
The helper will see the name of the person who sent the invitation as well as the invitation's expiration date. To start the Remote

Assistance session, the helper must type the password assigned to the invitation and click on Yes when prompted to initiate the
session.

Working with Remote Assistance

Once the user and helper have successfully established a Remote Assistance session, they can begin working together. During a
Remote Assistance session, the user and helper see different Remote Assistance consoles. The user's console, shown in Figure
3.16, is smaller than the helper's console. It includes a chat area in the left page for sending and receiving text messages and a
collection of controls in the right pane. These controls include:

Figure 3.16: The Remote Assistance console as seen on the user's screen

= Send a File. Sends a file to the other computer. In order for the transfer to complete, the helper's computer displays
a prompt requesting permission to allow the file to be received.

= Start Talking. Enables voice communications if appropriate hardware is installed on the computer.
= Settings. Used to configure console size and audio settings.

= Disconnect. Terminates a Remote Assistance session.

= Help. Provides access to Remote Assistance help information.

The helper's console, shown in Figure 3.17, is larger than the user's console. It includes the same collection of controls as the
user's console as well as a Take Control option. The controls are located at the top of the console in a toolbar. Underneath the
toolbar, the rest of the screen is divided into two panes. The leftpane provides a chat area for sending and receiving text messages.
The right pane displays the user's desktop including the taskbar and the user's Remote Assistance console.
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Figure 3.17: The Remote Assistance console as seen on the helper's screen

Taking Remote Control

By default Remote Assistance allows the helper to view the user's screen and observe the user's activities. However, the helper's
Remote Assistance console also includes a Take Control option, which sends a request to the user asking for permission to take
active control of the user's desktop. The user must click on Yes in order to grant the helper the ability to take remote control.

Even when granted permission by the user to take control of his or her computer, the helper never has complete control of the
user's computer. Control is actually shared and the user can continue to use the mouse and keyboard (although this will make
things difficult for the helper). In addition, the user can terminate the Remote Assistance session at any time by clicking on
Disconnect or pressing the Esc key.

Exchanging Text and Speech

In addition to providing the ability to take remote control of the user's console, the user and helper can send and receive text
messages by clicking the message entry area of their perspective consoles, typing a message, and clicking on the green Send
button.

If both the user's and helper's computers are equipped with the appropriate hardware (for example, microphone, speakers, and an
audio card), they can click on the Start Talking option. This sends a message to the other computer informing it of the request to
begin voice communications. Voice communications can be very helpful when the administrator needs to convey complex
information to the user that would otherwise be difficult to explain using plain text messages.

Configuring Audio and Screen Settings

Once in a Remote Assistance session, the user and the helper can also click on their Settings icon to display the Remote
Assistance Settings—Web Page Dialog. Using this dialog, they can configure audio quality and start the Audio Tuning Wizard.

In addition to the audio settings, the helper's dialog includes an option to configure the default screen view. The available options
are Scale to windows and Actual size. These two options mirror the options displayed in the upper righthand corner of the helper's
Remote Assistance console. Selecting one of these settings specifies the default view of the user's screen. The helper can toggle
between these two settings using the buttons on his or her Remote Assistance console.

Note The Audio Tuning Wizard steps you through a process that verifies that a digital camera, speakers, or a microphone
works correctly.

Sending and Receiving Files

Sometimes when assisting a remote user with Remote Assistance, it is helpful to be able to send the user a file. This file may
contain self-help documentation to assist the user should the problem reoccur. It may also contain a configuration file for an
application or a script that the administrator wants executed. In addition, it may be just as helpful to collect files on the user's
computer and send them to the helper for later analysis.

The following procedure outlines the steps involved in copying a file from the helper's computer to the user's computer.
1. Start Remote Assistance and establish a session with the user's computer.

2. Click on the Send a file icon.

3. Adialog appears. Type the path and filename of the file to be copied or click on Browse to locate the file.
4. Click on Send File.
5

. A pop-up dialog appears on the user's computer announcing that the helper is sending a file. Two options are
available:

= Save As. Allows the user to specify the location where the file should be stored.
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= Cancel. Stops the file transfer process.
6. If the user elects to save the file, he or she is prompted to open the file. The user can click on Yes or No.

7. A pop-up message is displayed on the helper's computer stating whether the user saved the file or terminated the
transfer operation. Click on OK to acknowledge the prompt.

Disconnecting a Remote Assistance Session

The user or the helper can terminate a Remote Assistance session at any time. The helper terminates the session by clicking on
the Disconnect icon on the toolbar at the top of the Remote Assistance console. The user can also terminate the session by clicking
on the Disconnect icon. Once disconnected, the session between the helper's and the user's computers is closed and the helper is
unable to reestablish the session without the user's consent.

To prevent the helper from attempting to reestablish the session, the user can revoke or delete the invitation, as described in the
next section.

Managing Invitations

Remote Assistance invitations can be viewed and managed locally. This provides their creator with the ability to perform any of the
following tasks:

= View invitation details. Displays additional information about invitations
= Expire invitations. Invalidates invitations and prevents them from being used
= Resend invitations. Resends e-mail-based invitations to their original recipients

= Delete invitations. Removes invitations from the Remote Assistance invitation list and prevents them from being
used

The following procedure outlines the steps involved in viewing and managing Remote Assistance requests.
1. Open the Help and Support Center.

2. Click on Invite someone to help me.

3. Click on View the status of all my invitations. Note that the number of outstanding invitations is listed just to the
right of this link. The dialog shown in Figure 3.18 appears.

Figure 3.18: Viewing and managing Remote Assistance invitations
4. To manage a Remote Assistance invitation, select it and click on the Details, Expire, Resend, or Delete button.
Remote Assistance invitations are listed in a table. The following data is displayed about each invitation:

= Sent To. The e-mail address or MSN address of the invitation recipient or the location where the invitation was
saved.

= Expiration Time. The date and time that each invitation becomes invalid.

= Status. The current status of the invitation. Valid status options are open, expired, and closed.

Offering Unsolicited Remote Assistance
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Administrators can also configure Windows XP to allow helpers to offer unsolicited Remote Assistance. Unsolicited Remote
Assistance is only applicable to corporate networks. It requires that the user and helper belong to the same domain or to domains
that trust one another. In order to provide unsolicited Remote Assistance, the Offer Remote Assistance policy must be enabled in
Group Policy. Once enabled, helpers can use Remote Assistance to offer help to users whom they know are experiencing
problems, as outlined in the following procedure.

Note In order to offer unsolicited Remote Assistance the Offer Remote Assistance Group Policy setting must be enabled on
the helper's computer. This policy is located within Group Policy under \Computer Configuration\Administrative
Templates\ System\Remote Assistance. More information about Group Policy and its application is available in "Group

1. Open the Help and Support Center.

2. Click on the Use Tools to view your computer information or diagnose problems option in the Pick a task section.
3. Click on the Offer Remote Assistance.
4

. The Offer Remote Assistance screen is displayed. Type the IP address or DNS name assigned to the computer
to which Remote Assistance is being offered and click on Connect.

5. A pop-up dialog appears on the user's computer indicating the offer of Remote Assistance. Wait for the user to
accept the invitation.
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Help and Support Center Tasks

The Pick a task section on the Help and Support Center home page provides links to a series of tools that assist administrators in
performing numerous tasks. The options in this section are listed below.

= Keep your computer up-to-date with Windows Update
= Find compatible hardware and software for Windows XP
= Undo changes to your computer with System Restore

= Use Tools to view your computer information and diagnose problems
Windows Update

Windows Update is a tool that allows administrators to manually connect to the Microsoft's Windows Update Web site and search
for updates that are applicable to the computer. Only local or domain administrators can install new soft-

ware on a computer running Windows XP Professional. This includes downloading and installing updates.

Clicking on the Windows Update option displays the Welcome to Windows Update page in the Help and Support Center's right
page. A single option is available. It is Scan for updates. When initiated, Windows Update scans the computer, contacts the
Windows Update site, and performs an analysis of the computer to determine if any updates are available for the computer's
operating system, hardware, or software. If any updates are available, a list is presented that allows the selection and download of
individual updates, as demonstrated in Figure 3.19.

Figure 3.19: Administrators can use Windows Update to check the Microsoft Update site to determine if updates are
available

Note Using Group Policy, administrators can remove all links to the Windows Update site from Windows XP Professional.
Group Policy can be applied at the domain and local levels. If set, domain policy settings override local policy settings.
To perform this task using local Group Policy, open or create an MMC console that contains the Group Policy snap-in
and select User Configuration/Administrative Templates/ Windows Components and then click on Windows Update.
Double-click on the Remove access to use all Windows Update features, and then select Enabled from the available list
of configuration options. Click on OK and then close the MMC console. More information regarding system

administration using MMCs and Group Policy is available in Chapter 9, "Security Administration."
Hardware and Software Compatibility

Before authorizing purchases for new hardware and software, administrators need to verify that peripheral devices and applications
are compatible with Windows XP Professional. Clicking on the Find compatible hardware and software for Windows XP link opens
Internet Explorer and loads the Windows Catalog Web site.

The Windows Catalog provides a searchable listing of hardware and software that is compatible with Windows XP. To be included
in this list, an application or device needs to be tested and verified as Windows XP compatible. However, inclusion in the catalog
does not mean that the application or device bears the Windows XP Logo. The Logo identifies products that have been specifically
designed for Windows XP.
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Just because an application or device is not listed in the Windows Catalog does not mean that it will not work perfectly well with
Windows XP. Check with the Web sites belonging to the vendors of the other applications and hardware devices to see if their
products will work with Windows XP.

Note Many software and hardware vendors do not wish to incur the additional expenses required by Microsoft in order for their
products to be tested and verified as Windows XP compatible.

Note For more information on the Windows Catalog, refer to "Researching the Windows Catalog" in Chapter 2, "Installing and
: Wi XP. Professi

System Restore

System Restore is a Windows XP feature that allows administrators to recover from complex system problems by restoring critical
system files to a previously saved state. Windows XP automatically creates and saves restore points whenever significant changes
are made to the computer. Administrators can also manually create system restore points and should do so before making any
majorconfiguration changes, such as installing new hardware or software. This way if a problem occurs that inhibits computer
operation, the system can be restored to its previous state.

System Restore only affects system files and leaves all user data intact. Clicking on Undo changes to your computer with System
Restore on the Help and Support Center home page opens the Welcome to System Restore dialog, as shown in Figure 3.20.

Figure 3.20: System Restore provides a means of restoring critical system files to a previous state

From the Welcome to System Restore dialog, an administrator can create a new restore point or initiate a system restoration. In
addition, administrators can click on System Restore Settings to open the System Restore Properties dialog and display the System
Restore properties page, as shown in Figure 3.21.

Figure 3.21: Configuring which drives are tracked and restored by the System Restore process

From this dialog, you can disable System Restore for all disk drives or configure its availability on a drive-by-drive basis by selecting
a drive, clicking on Setting, and then moving a slider bar to set the amount of disk space available to the System Restore process.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot

http://www.colorpilot.com

Note More information on the use and administration of the System Restore process is available in " "in

Tools

The Use Tools to view your computer information and diagnose problems option in the Pick a task section of the Help and Support
Center's home page displays a list of Windows XP tools and utilities, which administrators can use to gather information about
Windows XP or troubleshoot and solve many problem situations. While each of these tools and utilities can be individually
accessed from other places within Windows XP, this grouping makes them readily available and easy to locate.

A complete listing of Help and Support Center Tools is provided in Table 3.1.

Table 3.1: Help and Support Center Tools

Tool

My Computer
Information

System
Restore

Remote
Assistance

Offer Remote
Assistance

Network
Diagnostics

Disk Cleanup

Disk
Fragmenter

Backup

Advanced
System
Information

Command-line
Reference A-Z

New
Command-line
Tools

Command
Shell
Overview

Windows
Support Tools

Resource Kit
Tools

Description

Provides detailed information about a computer's hardware and software. More information is available
about this utility later in this chapter.

A utility that can restore critical Windows XP files to a previously stored state using saved restore points.

Refer to Appendix B, "Troubleshooting System Startup,” for more information on this utility.

A remote control utility that allows remote control over a computer running Windows XP Professional.
More information is available about this utility elsewhere in this chapter.

A Remote Assistance capability that allows a helper to offer unsolicited assistance. More information is
available about this utility elsewhere in this chapter.

Scans a computer and collects and displays information about software, hardware, and networking
connections.

Removes superfluous files, such as temporary files and cached Internet files, in order to free up disk

space. Refer to Chapter 11, "Disk Management," for more information on this utility.

Analyzes the storage of files on a hard disk and rearranges them for optimal storage and retrieval. Refer

to Chapter 11, "Disk Management," for more information on this utility.

Provides a link to the Backup utility that can be used to create and manage disk and tape backups.

Refer to Chapter 11, "Disk Management" for more information on this utility.

Displays links to resources that assist in troubleshooting.

Displays a list of command-line commands and explains their syntax and use.

Lists command-line tools that are being introduced by Windows XP.
Explains the operation and use of the Windows command shell as a command-line user interface.
Explains how to locate and install support tools located on the Windows XP CD.

Provides information about the Windows Resource Kit and the types of information and resources that it
provides.

As an example of one of the tools in Table 3.1, the My Computer Information utility provides detailed information about a computer
and its installed hardware and software. When first opened, this utility displays the following list of options:

= VView general system information about this computer

= View the status of my system hardware and software

= Find information about the hardware installed on this computer

= View a list of Microsoft software installed on this computer

= View Advanced System Information

For example, an administrator can click on the View the status of my system hardware and software option to see the status of
hardware and software installed on the computer, as demonstrated in Figure 3.22. Users can also be instructed to refer to this
information to assist administrators in gathering information and troubleshooting system problems in situations where Remote

Assistance is not available.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

Figure 3.22: Viewing detailed information about the hardware and software installed on a computer running Windows XP
Professional
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Help and Support Center Troubleshooters

Another important Help and Support Center resource that merits inclusion in this chapter is troubleshooters. Troubleshooters can
help administrators in a number of ways. First off, they provide users with a place to turn before seekinghelp from administrators.

[<erevions Lt

Secondly, they provide

administrators with a troubleshooting starting point. Troubleshooters are especially helpful when

administrators are called upon to troubleshoot a problem with which they have never worked with before.

Table 3.2 provides a listing of all the troubleshooters located in the Help and Support Center.

Table 3.2: Help and Support Center Troubleshooters

Troubleshooters

Digital Video Discs
(DVDs)

Drives and Network
Adapters

File and Print Sharing

Input Devices

Internet connection
sharing

Internet Explorer
Hardware
Home Networking

Modem

Multimedia and Games

Outlook Express
(Messaging)

Printing

Sound
Startup/Shutdown
System setup
usB

Assists in Troubleshooting

DVD drives, display video adapters, settings, and drivers

Floppy disks, hard disk drives, CD-ROM drives, DVD drives, tape drives, and network
adapters

Problems with sharing drives and folders, printers, and problems with accessing these
resources over a network

Mice, keyboards, trackballs, scanners, cameras, etc.

Issues related to setting up ICS and connecting to a computer running ICS

Issues related to Internet Explorer toolbars, printing, browsing, downloading, etc.
Generic issues related to all types of peripheral devices

Issues related to network setup and file and print sharing

Modem setup, configuration, and connections

Joysticks, DVD problems, USB hardware, DirectX drivers, and general gaming issues

Issues relating to Outlook Express and Windows Messenger

Printer setup, configuration, and operation

Audio cards

Issues related to starting and stopping Windows XP
Issues related to installing and configuring Windows XP

USB devices and connection issues

You can access any troubleshooter in Table 3.2 using the following procedure.

1.
2. Type
3. Click

. Alist

Open the Help and Support Center.

List of troubleshooters in the Search field and press on the Enter key.

on List of troubleshooters in the Search Result section in the left pane.

of Help and Support Center troubleshooters appears in the right pane. Click on a troubleshooter to start it,

as demonstrated in Figure 3.23.

Figure 3.23: Troubleshooters like the System Setup troubleshooter begin with general questions and
gradually guide you through a detailed problem resolution
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Configuring Windows XP Error Reporting

Many errors went unreported with previous Microsoft operating systems and the applications that they ran because these operating
systems did not provide a problem reporting mechanism. Windows XP changes this by providing an automatic error reporting utility.
When an error occurs, Windows XP's default action is to display an error message asking the user for permission to report the error
to Microsoft, as demonstrated in Figure 3.24.

Figure 3.24: An Internet Explorer error has occurred on a Windows XP system that has been configured to report on
errors

By default Windows XP reports both application and operating system errors. Application errors are reported as soon as they occur.
Operating system errors(for example, blue screen errors) are not reported until the next time the system is started and the user logs
on.

Administrators can configure whether or not users are allowed report errors to Microsoft. Administrators can configure whether
application or operating system errors are reported and can even specify whether Microsoft or non Microsoft applications are
reported. In addition, administrators have the ability to specify specific applications that should and should not be reported.

If error reporting is enabled, administrators should encourage users to report problems whenever they occur. This way Microsoft is
supplied with valuable error information that they can use in developing new program fixes. A Thank You dialog is displayed after
an error has been successfully reported to Microsoft. In many cases, if Microsoft has seen the error before and has a resolution, the
dialog may display information that assists in fixing the problem. However, administrators will still need to train users to report any
problem to them as well as any resolution that may be provided. This way administrators can fix the problem on the user's
computer and on any other computers running the same application.

Tip If your organization uses any internally developed applications, consider configuring Windows XP not to report on them,
since Microsoft cannot do anything about them.

Error reporting is enabled by default for all application and operating system errors. The following procedure outlines the steps
involved in disabling error reporting.

1. Click on Start and then right-click on My Computer and select Properties. The System Properties dialog appears.

2. Select the Advanced property sheet and click on the Error Reporting button at the bottom of the dialog, as shown

in Figure 3.25.

Figure 3.25: The option for configuring error reporting is found on the Advanced property sheet of the
System Properties dialog
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3. The Error Reporting dialog appears as shown in Figure 3.26. Select Disable error reporting.

Figure 3.26: Disabling automatic error reporting
4. Optionally, select But notify me when critical errors occur.
5. Click on OK to close the Error Reporting dialog.
6. Click on OK to close the System Properties dialog.

The following procedure outlines the steps involved in enabling error reporting and configuring whether or not application and
operating systems errors are reported.

1. Open the System Properties dialog, select the Advanced property sheet and click on Error Reporting.
2. Select Enable error reporting.

3. Select Windows operating system to report on operating system errors. Select Programs to report on application
errors.

4. To configure program error reporting, click on Choose Programs. The Choose Programs dialog appears, as

shown in Figure 3.27.
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Figure 3.27: Configuring how Windows XP reports program errors

5. To enable the reporting of all applications, select the All programs option. Alternatively, select the All programs in
this list option and then select any of the following options.

= Programs from Microsoft. Specifies that Microsoft applications such Microsoft Word, Excel, and
PowerPoint should be reported

= Windows components. Specifies that that services such as the Windows XP Indexing service
should be reported

6. Click on the Add button to specify additional applications that should be reported, and click on Remove to remove
applications that no longer need to be reported.

7. To block the reporting of a specific application, click on the Add button in the Do not report errors for these
programs section and specify the name of the application's executable file. Click on Remove to remove an
application.

8. Click on OK as required to close the Choose Programs, Error Reporting, and System Properties dialogs.
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Keeping Windows XP Up-to-Date

Windows XP provides a feature known as Automatic Updates that can assist administrators in keeping computers running Windows
XP Professional up-todate. When enabled, this service scans the local computer, connects to the Microsoft Update Web site, and
determines if Microsoft has posted any updates that are applicable to the computer. While Automatic Updates can automatically
retrieve updates, it cannot apply them without the user's consent. However, only users with local or domain administrator privileges
can install updates provided by Automatic Updates.

Administrators can configure whether or not Automatic Updates runs and how it interacts with the user. In addition, administrators
can remove any update after it has been installed. They can also restore any updates that users have rejected and install them.
Each of these procedures is outlined in the sections that follow.

Note Automatic updates are provided in the form of a service called Automatic Updates. This service must be running in order
for the automatic update process to work. This service can be viewed and managed using the Computer Management
MMC. More information about administering Windows XP services is available in "Working with the Computer

Management Console" in Chapter 10, "Microsoft Management Consoles."
Configuring Automatic Updates

Automatic Updates is configured on the Automatic Updates property sheet on the System Properties dialog. Automatic Updates
can be configured to allow Windows XP to silently collect updates as they become available and then to prompt the user for
permission to apply them. Administrators can configure Automatic Updates so that the user is prompted before updates are even
downloaded to the computer. If administrators exercise strict control over the computers for which they are responsible, then
Automatic Updates can be disabled.

The following procedure describes the steps involved in configuring Automatic Updates.

1. Open the System Properties dialog and select the Automatic Updates Properties sheet, as shown in Figure 3.28.

Figure 3.28: Automatic Updates is configured using the System Properties dialog
2. The following options are available:
= Download the updates automatically and notify me when they are ready to be installed.

= Notify me before downloading any updates and notify me again before installing them on my
computer.

= Turn off automatic updating. | want to update my computer manually.
Select one of these options and click on OK.

Note Administrators can also use Group Policy to disable Automatic Update. Group Policy can be applied at the domain and
local levels. If set, domain policy settings override local policy settings. To perform this task using local Group Policy,
open or create an MMC console that contains the Group Policy snap-in and select User Configuration/Administrative
Templates/Windows Components and then click on System. Double-click on Windows Automatic Updates and then
select Disabled from the available list of configuration options. Click on OK and then close the MMC console. More
information regarding system administration using Group Policy is available in "Group Policy" in Chapter 9, "Security

Applying Automatic Updates

When configured to automatically download updates or to display a notification that new updates are available, Windows XP
notifies that new updates are availableby displaying the Automatic Updates icon in the Notification Area of the system taskbar.
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The following procedure outlines the steps involved in installing updates.

1. If Automatic Updates has been configured to notify the user before downloading updates, then a New updates are
ready to download message will appear in a bubble just above the Automatic Updates icon in the Notification
Area. Double-click on the Automatic Updates icon in the Display area. The Automatic Updates dialog appears, as
shown in Figure 3.29. If Automatic Updates is configured to download updates before notifying the user, then skip
to step 4.

Figure 3.29: Automatic Updates displays a list of updates that have not been applied to the
computer

2. Clear the selection box to the left of any update to avoid downloading it. Otherwise leave the selection box
selected.

3. Three options are available at the bottom of the dialog.
= Settings. Displays a dialog allowing administrators to configure Automatic Updates

= Remind Me Later. Postpones the downloading of updates and tells Windows XP to remind you to
perform this task later

= Start Download. Downloads the selected updates
Click on Start Download.

4. The Automatic Updates icon displays a message stating that new updates are ready to install. Click on the
Automatic Updates icon. TheReady to Install dialog appears. Three options are available as listed below.

= Details. Displays information about each update and allows the administrator the opportunity to
select which updates to install and not to install

= Remind Me Later. Postpones the installation of updates to a later time and tells Windows XP to
remind you to perform it later

= Install. Installs all selected updates on the computer

5. Depending on the nature of the updates that are installed, you may be prompted to restart the computer. Click on
Yes if prompted to perform a restart.

6. The computer restarts and the update process completes.

Uninstalling Automatic Updates

Updates applied using the Automatic Updates feature are tracked and managed by the Windows Installer service just like any other
application. You can view all updates that have been applied to a computer and uninstall them if they are causing problems using
Add/Remove Programs.

The following procedure describes the steps involved in removing an update.
1. Click on Start and then Control Panel. The Windows XP Control Panel appears.

2. Click on the Add or Remove Programs icon. The Add/Remove Programs dialog appears.
3. Scroll down the list of installed software, select the update, and click on Change/Remove.
4. Follow any instructions that are present and then click on Close when done.

Note Depending on the type of update that you remove, you may be asked to restart the computer.

[<erevions Lt
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Chapter 4: Application Management

Overview

Windows XP Professional is equipped with a generous supply of applications. This includes the WordPad word processor, the Paint
application, applications for playing CDs and streaming multimedia, and a Calculator application. In addition, Windows XP
Professional provides a number of built-in utilities that allow users to work with scanners, digital cameras, and digital records and
their output without requiring the use of third-party applications.

In an effort to constantly improve Windows operating systems, Microsoft has also integrated support for a number of new features
that have until now been provided by third-party applications. For example, Windows XP Professional can now natively create,
view, and extract Zip files. In addition, the operating system now provides its own built-in personal firewall.

Although the applications provided with Windows XP Professional provide a base of functionality, none are as robust or
comprehensive as the applications provided by Microsoft and other third-party software developers. As a result, administrators must
be prepared to assist users in installing and maintaining a variety of applications.
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Application Administration

Installing a new application on a computer running Windows XP Professional requires membership in either the power users or
administrators group. In environments where administrators allow users administrative privileges over their own computers, users
can install and maintain their own applications and typically operate under a set of rules and guidelines that outline their
responsibilities. However, in tightly managed environments where users do not have administrative authority, administrators are
responsible for software installations.

Windows XP Professional allows administrators to install software locally and via domain-based group policy. Local application
installation is performed by using the Add or Remove Programs utility or by directly executing the application's setup program.

Note Domain-based group policy requires that managed computers are part of a domain-based network. Using Active
Directory and a management tool known as Organizational Groups, Windows 2000 and .NET domain administrators can
create policies that can deploy new applications to any computer managed within the organization unit. Domain-based
group policy is beyond the scope of this book. However, more information can be found in Que's Special Edition Using
Microsoft Windows 2000 Server by Roger Jennings, October 2000.

The installation of new software represents only one facet of the administrator's responsibility in performing application
management. Administrators must track and manage applications throughout their life cycles and perform the following tasks:

= Upgrading applications to newer versions

= Performing program updates (for example, applying fixes and patches)

= Repairing damaged applications or partially installed or partially uninstalled applications
= Removing or uninstalling applications once they are no longer needed

= Troubleshooting problems with application installation, operation, and removal

= Managing resources shared by applications to ensure that the installation or removal of one application does not
create problems for other applications

Windows XP Professional provides administrators with a number of tools that assist in managing applications. These tools are
listed below and discussed throughout the rest of this chapter or where noted.

= Error reporting. Administrators can specify whether application error reporting should be enabled and if it is,
whether Microsoft or non Microsoft applications should be reported. In addition, administrators can select specific
applications that should and should not be reported. More information about error reporting is available in

"Configuring Windows XP Error Reporting" in Chapter 3, "Help and Support".

= Monitoring the Application Event log. Administrators need to keep an eye on the Application Event log. Windows
XP Professional uses this log to record application related events such as error messages. The information found
here often assists in resolving application problems.

= Optimizing application performance. Administrators can tweak the manner in which Windows XP Professional
allocates resources to applications and network services to create a proper balance between the two.

= Scheduling application execution. Administrators can set up automated execution schedules for applications,
allowing them to be run during off hours or during times when the users' processing requirements may be lower.

= Configuring applications with compatibility issues. Not every application will install and operate on Windows XP
Professional right out of the box. When problems occur, administrators can attempt to apply application compatibility
settings to the application to get it working.

= Terminating nonresponsive applications. Applications sometimes stop responding to users and yet continue to
run and consume resources. When this happens, administrators can assist by terminating the application.

= Resolving application file conflicts. Sometimes applications overwrite or remove critical files that are needed by
other applications or the operating system, creating stability and reliability problems. Administrators need to be able
to help users prevent and recover from these situations.

In order to administer and manage applications on a computer running Windows XP Professional, administrators need to know
what software is already installed. There are a number of different places that administrators must go to collect this information.
Administrators can begin by examining the programs listed on the Start menu under All Programs. Another place to look is in the
Add or Remove Programs utility. This utility lists all applications that have registered themselves as part of their installation
procedure. The information found here will include the names of applications, their size, usage information, and controls for
modifying or removing the applications from the computer.

Unfortunately, not all applications are designed for Windows XP Professional. As a result, they may not register themselves or their
installation information and there may be no sign of them on the Windows Start menu or in the Add or Remove Programs utility. An
examination of the file system using Windows Explorer may be required to track down these applications.
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The Designed for Windows Logo

One way to determlne if an appllcanon will run on Windows XP is to check the Windows Catalog at

. However just because an application is listed in the catalog as Windows XP compatible
does not mean that it was designed for Wlndows XP or that it will take advantage of Windows XP's operating environment. The
only requirement that must be satisfied in order for an application to make it into the Windows Catalog is that it is able to run on
Windows XP. An entry in the catalog, therefore, is not necessarily indicative of a application that is designed and optimized to run
well on Windows XP Professional.

Whenever possible, administrators should try to restrict the use of software that does not comply with the Designed for Microsoft
This specification is a collection of requirements that Microsoft imposes on any application

Windows XP Application Specification.
vendor that wishes to display the Designed for Windows logo on their application.

In order for an application to bear this logo, its operation must prove stable and reliable on Windows XP. In addition, it must register
itself during installation and comply with Windows XP's application management standards. This means that it will be visible in the
Add or Remove Programs utility and that it will install and uninstall cleanly.

Note More information about the Designed for Windows logo program can be found at

) ) : . X _

Another advantage of purchasing products with the Designed for Windows logo is that any updates, fixes, and patches that are
available for the application may be published by Microsoft and made available for download by Windows XP Professional's

Windows Update utility.
[« rasvisos foosr s
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The Windows Installer Service

The installation, management, and removal of applications that display the Designed for Windows logo, and many applications that
do not display the logo, are performed by the Windows Installer service. The Windows Installer service runs quietly in the
background just like any other Windows service and can be enabled and displayed using the Computer Management Console.

Note Detailed information on the Computer Management Console and how to use it to administer Windows services can be

found in "Services and Applications" in Chapter 10, Microsoft Management Consoles.

The Add or Remove Programs utility provides an interface for working with the Windows Installer service. Using the Add or Remove
Programs utility and the Windows Installer service, administrators can manage an application's entire life cycle, from initial
installation to upgrade and finally to removal.

Note Administrators have to manually manage and administer applications that do not register themselves with the Windows
Installer service. Many such programs provide their own uninstall programs and depend on vendor specific instruction for
maintenance and repair. Occasionally administrators may come across applications that do not provide uninstall
programs. To remove these programs from a computer, administrators must rely on vendor documentation to remove
the application or may have to use Windows Explorer to try and locate and remove as many of the application's
components as possible.

Since it is a service, administrators do not work directly with Windows Installer. Instead, the primary way of working with it is through
the Add or Remove Programs dialog. Applications that register with Windows Installer contain an .MSl file that provides the
services with detailed application information. This information includes identifying critical application components. Windows
Installer verifies the presence and integrity of these critical components every time the application is started. In the event that
something happens to a critical file that may hamper or even disable the operation of the application, the Windows Installer will
automatically attempt to repair the application by replacing the missing or corrupted file. As a result, a prompt may appear asking
for the application's source media so that the service can replace the damaged or missing file. Once fixed, the application is loaded
and allowed to run without interference.

The Windows Installer service makes application installation and removal run smoother. During application install, the service
tracks the files and registry keys created or modified by the application's setup program. If a problem occurs during installation, the
service can then use this information to undo any changes or additions to the system and restore the computer to its previous state.
Tracking all the changes made to the computer during installation helps ensure a clean uninstall when the time comes.

Another way that the Windows Installer service improves application and system stability is by preventing applications from
changing or deleting files that are critical to the operation of other applications or the operating system. To accomplish this, the
Windows Installer service keeps track of which applications require which files. Then, for example, if an application's uninstall
process attempts to delete a file that the service knows is a critical file for another application, the service prevents it from being

deleted.
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Using the Add or Remove Programs Utility

Only members of the power users or administrators groups can install new applications on a computer running Windows XP
Professional. Windows XP supplies the Add or Remove Programs utility to assist in the location and execution of application setup
programs. A link to the Add or Remove Programs utility is located on the Windows XP Control Panel. Clicking on the link opens the

utility, as shown in Figure 4.1.

Figure 4.1: The Add or Remove Programs utility can be used to manage applications and Windows
components

The Add or Remove Programs utility is a Windows Installer client, acting as an intermediary between the administrator and the
Windows Installer service. The utility is organized into three categories as listed below.

= Change or Remove Programs. Provides the ability to view information about currently installed applications, to alter
their installation, or to remove them from the computer

= Add New Programs. Provides the ability to install third party applications
= Add or Remove Windows Components. Provides the ability to add

Windows XP applications that were not installed during the installation of the operating system or to remove certain Windows XP
applications

Adding a New Program

The Add or Remove Program utility assists in installing new applications by helping the administrator to locate the application's
setup program. The following procedure outlines the steps involved in installing a new application.

1. Click on Start/Control Panel and then select the Add or Remove Programs link. The Add or Remove Programs
dialog appears.

Note Most applications launch their own setup program as soon as you place their CD in the computer's
CD-ROM drive, allowing application installation to proceed immediately without the use of the Add or
Remove Program utility. In addition, application installation can be initiated by executing an
application's setup program using Windows Explorer or the Run dialog. Installing applications using
either of these options has no effect on how the applications are installed or how they will perform. The
events that occur during the installation process are the same regardless of how the process is started.
If the application displays the Designed for Windows logo, it registers itself and is visible in the Add or
Remove Programs dialog the next time the utility is executed.

2. Click on the Add New Program option on the left side of the dialog. The options shown in Figure 4.2 are then
displayed.
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Figure 4.2: The Add New Programs option on the Add or Remove Programs utility assists administrators
and power users in installing new applications

3. The following options are available.

= Add a program from CD-ROM or floppy disk. Select this option to install a new application from
CD or floppy disk. Also select this option to install an application whose setup program is located
on the computer's local hard disk drive or on a network drive.

= Add programs from Microsoft. Select this option to connect to Microsoft's Windows Update
Web site and run a scan to see if any applicable updates are available for download and
installation on the computer.

Note More information on the Microsoft Windows Update Web site is available in "Windows Update" in
Chapter 3, Help and Support.

Click on CD or Floppy.
4. The Install Program From Floppy Disk or CD-ROM dialog appears. Click on Next.

5. A scan of the local floppy disk and CD-ROM drive is performed to search for a setup program. The Run
Installation Program dialog appears as shown in Figure 4.3.

Figure 4.3: Specify the location of the application's setup program

If an application's setup program is found, the name and path to the program will be displayed in the Open field.
Otherwise the field will remain blank and the location of the setup program must be provided by typing it into the
Open file or clicking on Browse and manually locating it. This provides the opportunity to specify the location of
setup programs located on the local hard disk drive or on a network drive. Once the setup program is correctly
specified, click on Finish.

6. The application's setup program executes. The exact steps involved to complete the installation process vary from
application to application. Follow the instructions presented to complete application installation.

Managing an Application's Life Cycle

A number of administrative tasks may have to be performed over time to keep an application working properly between the time the
application is first installed and when it is finally removed from the computer. These tasks may include:

= Upgrading to a newer version
= Updating the application with fixes and service packs
= Repairing the application in the event that a critical file is damaged or deleted

= Modifying the way the application is installed by adding or removing application components

Upgrading, Updating, and Repairing Applications

Upgrading and updating an application can be performed by a number of means. If the application displays the Designed for
Windows logo, updates and upgrades may be posted at the Microsoft Windows Update site. In this case the Automatic Updates or
Windows Update utilities can be used to download and install them. Otherwise administrators will need to look for vendor-supplied
updates, upgrades, and instructions at the software vendor's Web site.

If the application conforms to the Designed for Microsoft Windows XP Application Specification, it will register critical application
components during installation and the Windows Installer service will track and repair the application as needed. If the application
does not conform to this standard, administrators will need to use a number of tactics for repairing broken applications, including:


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

= VVendor supplied instructions
= Restoring application files from backups

= Reinstalling the application from scratch

Modifying or Removing Applications

The modification and removal of applications that conform to the Designed for Microsoft Windows XP Application Specification can
be performed using the Change or Remove Programs option on the Add or Remove Programs dialog, as shown in Figure 4.4.

Figure 4.4: Making changes to an application or removing it from the computer

The Change or Remove programs option displays a list of all the applications that have registered themselves with the Windows
Installer service. In addition to the name of the application, a number of pieces of information about the application are displayed,
including:

= Size. Specifies the amount of hard disk space used to install the application
= Used. Provides information regarding how often the application is actually run
= Last Used On. Displays the date on which the application was last used

In the upper right-hand corner of the dialog is the Sort by drop-down list. The value displayed here determines the order in which
applications are displayed. Applications can be sorted using any of the following options:

= Name

= Size

= Frequency Of Use
= Date Last Used

To the right of each application is usually a Change/Remove button, although sometimes separate Change and Remove buttons
are displayed. The effect of clicking on these buttons varies between applications. Usually clicking on the Change/Remove button
starts the application's uninstall process. When applications have separate Change and Remove buttons, the Remove button starts
the uninstall process and the Change button displays a dialog allowing the reconfiguration of the application. For example, if
Microsoft Office was installed on a computer, individual applications such as Word or PowerPoint can be added and removed as
necessary by clicking on the Change button.

Manually Uninstalling Applications

If the application does not register itself with the Windows Installer service during installation, administrators will have to use other
tools to manage its modification or removal. Many applications store their uninstall program in the same location as their source
files. The location of source files can often be determined by right-clicking on an application's shortcut, selecting Properties, and
looking for the Target field on the application's Shortcut property sheet. For example, Figure 4.5 shows the Shortcut property sheet
for Notepad.
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Figure 4.5: Locating an application's source files

Once the source file is located, look in the folder where the application's source files are stored for its uninstall program. Sometimes
application vendors place a link to an application's uninstall program on the Windows Start menu along with links to the
application's execution file and other application components. Another option for removing an application from a computer is to
manually delete its source files and Start menu shortcuts. However, this option is prone to error. Some applications place their
source files in multiple locations, making it difficult to track them down without vendor-provided instructions. Also, unless the vendor
provides instructions for removing registry keys and values the application may never be completely uninstalled.

Note The use of %SystemRoot% in the path name of the Target field on the application's shortcut property sheet shown in
Figure 4.5 is an example of environment variable substitution. The %SystemRoot% variable represents the folder where
Windows XP Professional's system files have been stored. More information about environment variables is available in

"Working with Environment Variables" in Chapter 12, "Configuring and Administering System Files".

Note Information on how to work with the Windows XP Registry can be found in "Working with the Registry" in Chapter 12,
"Configuri Administering S Files".

Adding Windows Components

Windows XP Professional provides a collection of built-in applications and utilities, which Microsoft refers to as components. A
number of these components are installed by default as part of the Windows XP Professional's installation process. However, not
all of the available components are installed.

Administrators can use the Add/Remove Windows Components option on the Add or Remove Programs dialog to start the
Windows Components Wizard, shown in Figure 4.6, and selectively add and remove Windows components. Table 4.1 provides an
overview of the available categories of Windows components.

Figure 4.6: Adding and removing Windows components

Table 4.1: Windows XP Professional Component Categories

Components Category Contents
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Accessories and Utilities Installs various accessories, utilities, and games

Fax Services Installs the fax application

Indexing Service Installs the index service, which provides fast fulltext
searches

Internet Explorer Installs Internet Explorer

IIS (Internet Information Services) Installs 1S

Management and Monitoring Tools Installs tools for monitoring network performance

Message Queuing Installs transaction support services

MSN Explorer Installs MSN Explorer

Networking Services Installs network services and protocols

Other Network File and Printer Services Installs print services for UNIX

Update Root Certificates Installs services for managing root
certifications

Note In addition to the default collection of categories of components displayed by the Windows Components Wizard, a
number of other components can be found on the Windows XP CD in the following locations:

\VALUEADD\MSFT
\VALUEADD\3RDPARTY

The Windows Components Wizard displays a list of optional Windows Components broken down into major categories. In most
cases, a major category contains more than one application. Selection boxes to the left of each category indicate the installation
status of the components listed in that category, as explained below:

= Cleared. None of the components in this category is installed.

= Gray and selected. Some of the components in this category are installed. To view which components are installed,
select the category and click on Details.

= Clear and selected. All of the components located in this category are installed.

The following procedure describes the steps involved in adding and removing Windows components.

1. Click on Start/Control Panel and then select the Add or Remove Programs link. The Add or Remove Programs
dialog appears.

2. Click on Add/Remove Windows Components. The Windows Components Wizard appears.

3. To install a particular component, locate its category and display and select it from the list of components in that
category. To uninstall a component, locate it and clear its selection. Click on OK to return to the category view
and then click on Next. Similarly, to install or remove all the components in a category, select or clear the category
selection box and click on Next.

4. The wizard installs and removes Windows components as instructed and displays a completion dialog. Click on
Finish.

Note Depending on the components that were installed, some additional configuration steps may be required. In addition, the

computer may need to be restarted.
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Configuring Noncompatible Windows XP Applications

Microsoft states that Windows XP Professional will work with the 1,000 most popular Windows applications right out of the box. The
only exceptions are utilities, such as antivirus and backup applications, which are no longer safe to run on Windows XP.

Note Utilities programs such as antivirus and backup programs designed for other Microsoft operating systems can cause
problems on computers running Windows XP. The only option for these programs is to replace them with newer
Windows XP compatible versions.

Many applications are designed to run with a particular version of Windows. For example, many games were developed for
Windows 95, 98, and Me that were never intended for Windows NT or 2000. Windows NT and 2000 imposed more stringent
programming requirements upon software developers in order to ensure tighter security and better reliability. As a result, many
games that run well on Windows 9x operating systems will not run on Windows NT or 2000. Since Windows XP is based on the
Windows 2000 kernel, it inherits many of the same compatibility issues.

Some additional reasons why applications may have difficulty executing on Windows XP Professional include:
= Some applications are designed to run only on specific versions of Windows
= Differences in the design of the Windows XP Registry may create problems for some applications
= Windows XP has changed the location of many folders

= Applications that call older Windows APIs may receive unexpected results on computers with large amounts of disk
space and memory

= Applications may attempt to directly access hardware, which is prohibited on Windows XP

Microsoft has addressed most software compatibility programs using a variety of techniques. For example, Dynamic Update can be
used during the installation of Windows XP to download and install application workarounds on computers being upgraded to
Windows XP Professional. Another example of an application compatibility technology used by Windows XP Professional is a
database called SysMain.sdb that ships with over 200 application workarounds. Using matching information criteria such as file
size, file name, file version, and so on, Windows XP checks each application that is started to see if any of the workarounds need
to be applied before starting the application.

Tip By configuring Automatic Updates or running Windows Update, administrators can keep the SysMain.sdb database
updated with the latest application fixes and workarounds.

In the event that administrators find themselves responsible for applications that will not run on Windows XP Professional despite
all Microsoft's best efforts, Microsoft provides two additional ways that administrators can try and configure an application to run on
Windows XP Professional. These are the Program Compatibility Wizard and the Compatibility property sheet on the Properties
dialog for executable application files.

Note Microsoft provides an additional tool for dealing with applications that have compatibility issues. It is called the
Application Compatibility Toolkit and it is available for free download at http://msdn.microsoft.com. The kit includes
utilities and documentation that allows administrators to view the SysMain.sdb database and create custom fixes.

Using the Program Compatibility Wizard

Windows XP Professional provides the Program Compatibility Wizard to assist administrators in configuring applications that are
having problems with installation or execution. This wizard can be used to configure an application's setup program in the event that
it runs into compatibility issues during installation. The wizard can also be used to configure the application's executable program in
the event that it experiences trouble during execution.

The following procedure outlines the steps involved in using the Program Compatibility Wizard.

1. Click on Start/All Programs/Accessories and then select Program Compatibility Wizard. The Help and Support
Center starts and displays the Program Compatibility Wizard.

2. Click on Next.
3. The following options are presented as shown in Figure 4.7.
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Figure 4.7: Tell the wizard how it will find the application that is experiencing compatibility
problems

= | want to choose from a list of programs
= | want to use the program in the CD-ROM drive
= | want to locate the program manually

Select the appropriate option and click on Next.

4. The next screen that appears varies depending on which of the previous options was selected. Supply the wizard
with the name of the executable file to be configured and click on Next.

5. The wizard then asks which Microsoft operating system should be emulated when executing the application, as
shown in Figure 4.8. The available selections include:

Figure 4.8: Select the type of Microsoft operating system for which the application was
designed

= Microsoft Windows 95

= Microsoft Windows NT 4.0 (Service Pack 5)
= Microsoft Windows 98 / Me

= Microsoft Windows 2000

= Do not apply a compatibility mode

6. The next screen, shown in Figure 4.9, displays the following options.
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Figure 4.9: If necessary, alter the display settings to be used when executing the
application

= 256 colors. Select this option if the application runs but its interface is difficult to view.

= 640 x 480 screen resolution. Select this option if the application's interface is distorted or
scrambled.

= Disable visual themes. Select this option if the application's interface still appears distorted and
the previous two options have not resolved the problem.

Select any required options and click on Next.

7. The wizard displays a summary of the information that it has collected. Confirm that the settings are correct and

click on Next.

8. The wizard starts the application so that the new compatibility settings can be tested. Test the application to see

how it operates and then close it.

9. The wizard displays the following options:

= Yes, set this program to always use these compatibility settings. Select this option if the
application worked correctly.

= No, try different compatibility settings. Select this option to try reconfiguring compatibility
settings in the event that the application still has a problem.

= No, | am finished trying compatibility settings. Select this option when all compatibility settings
have been tried and the application still fails to operate properly.

Select the second option and click on Next to try again or select one of the other two options and click on Next to
continue to the next step.

10. The wizard displays a screen asking if the information that it has collected should be sent to Microsoft to assist

them in analyzing and providing additional application workarounds. Select either Yes or No and click on Next.

11. Click on Finish.

Manually Configuring Compatibility Settings

As an alternative to the Program Compatibility Wizard, Windows XP Professional also allows administrators to configure
compatibility settings from the Properties dialog of executable programs. This option can be used quickly when administrators know
the exact compatibility settings that they need to apply and do not require a compatibility test.

The following procedure outlines the steps involved in setting compatibility settings manually from an executable file's property

sheet.

1. Use Windows Explorer to locate the application's executable file.
2. Right-click on the file and select Properties.

3. Click on the Compatibility property sheet, as demonstrated in Figure 4.10.
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Figure 4.10: Manually setting compatibility mode settings

4. Select the Run this program in compatibility mode for option and then select the Microsoft operating system for
which the application was designed.

5. Select any combination of the three options located in the Display settings section.

6. Click on OK.
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Scheduling Application Execution
Windows XP Professional provides administrators with a number of applications that assist in performing administrative tasks. For

example, Table 4.2 lists two utilities that perform disk management tasks. As the table shows, these utilities can also be run from
the Windows command prompt.

Table 4.2: Windows XP Professional Component Categories

Utility Command Description
Disk Cleanup cleanmgr.exe Removes unnecessary files from the hard disk
Disk Defragmenter defrag Consolidates fragmented files on a disk drive

Note More information about the Disk Cleanup and Disk Defragmenter utilities is available in Chapter 11, Disk Management.

The execution of these applications can have a significant impact on the performance of the computer upon which they run.
Therefore, it is generally preferable to run these applications during periods when the user is not working on the computer. Using
the Windows Task Schedule service, administrators can create tasks and set them up to execute on an automated schedule.

Note Windows XP Professional allows only administrators to create and manage scheduled tasks.

Windows XP Professional provides two interfaces for working with the Task Scheduler services. One interface is the AT command.
The AT command is a text-based interface used at the Windows command prompt. Using this command, administrators can view,
add, and delete tasks. The other interface is the Scheduled Tasks folder. This folder provides a list of currently scheduled tasks,
allowing administrators to view, modify, and delete them. The folder also provides access to the Scheduled Task Wizard, which
assists in the creation of new scheduled tasks.

The Task Scheduler service allows administrators to schedule the execution of tasks that execute:
= Daily
= Weekly
= Monthly
= One time only
= At startup
= At login

One limitation of scheduled tasks is that they run, by default, using the Local-System user account. This account lacks sufficient
permissions to run most tasks. The Scheduled Task Wizard provides the opportunity to specify a user account name and password
to be used when executing the script. As long as the user account has the appropriate permissions, the tasks will successfully
execute. However, if the user account's password expires and is not updated in the scheduled task, it will fail. One alternative is to
create a user account especially for the purpose of running scheduled tasks whose password is very strong (that is, complicated
and long) and never expires.

Note For instruction on how to create user accounts refer to "Account Management" in Chapter 9, Security Administration.
Configuring the Task Scheduler Service

The Windows XP Task Scheduler service must be configured before it can be used to schedule the automatic execution of tasks.
The following procedure outlines the steps involved in configuring the Task Scheduler service.

1. Click on Start and then Control Panel.

2. Click on Performance and Maintenance.
3. Click on Administrative Tools.
4

. Double-click on the Services icon. The Services console opens as shown in Figure 4.11.
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Figure 4.11: Configuring the Task Scheduler service

5. Scroll down and locate Task Scheduler service. Double-click on it. The Task Scheduler Properties dialog box

appears, as shown in Figure 4.12.

Figure 4.12: The General property sheet on the Task Scheduler Properties dialog can be used to change
task startup type and to control task execution

6. If the service is not started, click on Start.
7. Make sure that the Startup type drop-down list is set to automatic.

8. Click on OK.
Scheduling Tasks with the Scheduled Task Wizard

The Scheduled Task Wizard provides a point-and-click tool for creating new scheduled tasks. Its advantage over the AT command
is that the administrator does not have to be concerned with remembering command line syntax and is instead guided step by step
through new task creation. The following procedure outlines the steps involved in creating a new task using this wizard.

1. Click on Start and the Control Panel.
2. Click on Performance and Maintenance.

3. Click on Scheduled Tasks. The Scheduled Tasks Folder opens, as shown in Figure 4.13.

Figure 4.13: The Scheduled Tasks folder is the focal point for managing all scheduled
tasks

4. Double-click on the Add Scheduled Task icon. The Scheduled Task Wizard appears.

5. Click on Next.

6. Alist of Windows XP applications is displayed, as shown in Figure 4.14. Select an application from the list or click
on Browse to search for another application.
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Figure 4.14: Select an application to schedule

7. Type a name for the task and then select one of the available scheduling options, as shown in Figure 4.15.

Figure 4.15: Select a scheduling option for the new task

8. If a Daily schedule is selected, the wizard displays the dialog shown in Figure 4.16, allowing further specification
of the task's execution schedule. The following options are available:

Figure 4.16: Setting up a Daily execution schedule
= Start time. The time at which the task is to begin execution.
= Perform this task. Choices include running the task daily, just on weekdays or every___days.
= Start date. The date at which the task is to start executing.
Click on Next and skip to step 14.

9. If a Weekly schedule is selected, the wizard displays the dialog shown in Figure 4.17, allowing further
specification of the task's execution schedule. The following options are available:


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot

http://www.colorpilot.com

Figure 4.17: Setting up a Weekly execution schedule
= Start time. The time at which the task is to begin execution.
= Every___weeks. Allows task execution on a regular schedule based on a set number of weeks.

= Select the day(s) of the week below. Allows the specification of the one or more days of the
week that the task will run.

Click on Next and skip to step 14.

10. If a Monthly schedule is selected, the wizard displays the dialog shown in Figure 4.18, allowing further
specification of the task's execution schedule. The following options are available:

Figure 4.18: Setting up a Monthly execution schedule
= Start time. The time at which the task is to begin execution.
Day. The day of the month to run the task.
The _ _. Specifies the which day of the month to run the task.
Of the month(s). Specifies the months of the year to run the task.
Click on Next and skip to step 14.

11. If a One time only schedule is selected, the wizard displays the dialog shown in Figure 4.19, allowing further
specification of the task's execution schedule. The following options are available:
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Figure 4.19: Setting up a One time only execution schedule
= Start time. The time at which the task is to begin execution.
Start date. The date at which the task is to start executing.
Click on Next and skip to step 14.

12. If a When my computer starts schedule is selected, the wizard displays the dialog shown in Figure 4.20. The
following options are available:

Figure 4.20: Setting up a When my computer starts execution schedule
= Enter the user name. The name of the user account to be used to execute the task.
= Enter the password. The password associated with the user account.
= Confirm password. A confirmation of the password associated with the user account.
Click on Next and skip to step 14.

13. If a When | log on schedule is selected, the wizard displays a dialog similar to the one shown in Figure 4.20. The
following options are available:

= Enter the user name. The name of the user account to be used to execute the task.

= Enter the password. The password associated with the user account.

= Confirm password. A confirmation of the password associated with the user account.

Click on Next and skip to step 14.
14. The wizard displays a dialog similar to the one shown in Figure 4.20. The following options are available:

= Enter the user name. The name of the user account to be used to execute the task.

= Enter the password. The password associated with the user account.

= Confirm password. A confirmation of the password associated with the user account.

Click on Finish.

Note Clicking on Start/All Programs/Accessories/System tools and then selecting Scheduled Tasks will also open the
Scheduled Tasks folder.

Once completed, the Scheduled Task Wizard stores the new scheduled task in C:\WINDOWS\TASKS and displays an entry for it in
the Scheduled Task folder.

Note Any scheduled task can be executed immediately by right-clicking on it and selecting Run.

Most Windows applications are designed to interact with people. For example, the Disk Defragmenter utility will display its graphical
user interface when executed as a scheduled task and will not proceed further until it receives instructions. However, many
applications, including Disk Defragmenter, support execution from the command line. By using command line syntax to execute the
utility, its execution can be fully automated. Unfortunately, while the Scheduled Task Wizard will allow you to browse and find the
defrag command, it does not give you the opportunity to specify command line argument. However, command line arguments can
be added after the task is created by opening its Properties dialog and typing any required arguments in the Run field on the task
property sheet, as demonstrated in Figure 4.21.
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Figure 4.21: Refining the execution of a scheduled task by adding command line arguments

Note For instruction on how to use the DEFRAG command in the Windows XP command line refer to "Performing Disk

Maintenance Tasks" in Chapter 11, "Disk Management".

Note Administrators can also modify the user account and password used to execute a task, its schedule, and other task
settings from its Properties dialog.

In the case of the example shown in Figure 4.21, two arguments have been added to the end of the defrag command, which
specify the disk drive to be defragged and that the defrag should run regardless of whether or not the disk drive is heavily
fragmented.

Scheduling Tasks with the AT Command

The AT command provides a command line interface for creating, viewing, and managing scheduled tasks. Its advantage over the
Scheduled Task Wizard is that it can be incorporated into scripts that can then programmatically control scheduled tasks.

Note Information on using scripting as an administrative tool is provided in Chapter 14, Shell Scripting and the WSH.

The following procedure demonstrates the steps involved in opening the Windows command prompt and then creating a new
scheduled task.

1. Click on Start/All Programs/Accessories and then select Command Prompt.

2. Type AT 00:30 /every:M cmd /c defrag c:/f and press Enter. A message is displayed stating that a new job has
been added to the schedule and assigned a numeric job ID, as demonstrated below. In this case a task has been
added to the schedule with a job ID = 1 that runs the Disk Defragmenter utility at 30 minutes past midnight every
Monday night.

C:\>at 00:30 /every:M cmd /c defrag d: /f
Added a new job with job ID = 1

C:\>

3. To view a list of all currently scheduled tasks, type AT and press Enter, as demonstrated below.

C:\>at
Status ID Day Time Command Line

1 Each M 12:30 AM cmd /c defrag d: /f
C:\>

In this example, one task is currently scheduled to execute.

Using the AT command you can create scheduled tasks that run on other computers. For example, the following
command will set up a task to run on a computer named MyComputer.

at \\MyComputer /every:M cmd /c defrag d: /f

Scheduled tasks can be deleted by specifying their job ID as demonstrated below.
at 1 /delete

Note Additional information about the AT command can be found in Appendix A, "Windows XP Command Reference."
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Using the Task Manager to Control Applications

Windows XP Professional provides a utility known as the Windows Task Manager that provides administrators with tools for
managing active applications. The Windows Task Manager can be started, as shown in Figure 4.22, either by right-clicking on the
Windows XP taskbar and selecting Task Manager or by pressing down and holding the Ctrl+Alt+Delete keys at the same time.

Figure 4.22: The Windows Task Manager provides a means for terminating nonresponsive applications
The Windows Task Manager can control applications in a number of ways, including:
= Opening active applications
= Starting new applications
= Terminating hung applications
= Altering application processing priority

The Windows Task Manager displays a list of all active applications and their current status. To begin working with any application
in the list, select the task and click on Switch to. To begin working with an application that is not currently running, click on New task
and specify the name and path of the application in the Create new task dialog and click on OK.

Terminating Nonresponsive Applications

Sometimes applications experience problems during execution that prevent them from executing any further. These applications
are often referred to as hung. When an application hangs, it not only stops doing whatever it is supposed to do, but also stops
responding to the user, who may then call upon the administrator for assistance. Using the Windows Task Manager, administrators
can forcefully terminate a program that has stopped responding. Caution should be exercised when using the Windows Task
Manager to terminate a hung application because any unsaved work will be lost.

The following procedure outlines the steps involved in using the Windows Task Manager to terminate a hung application.
1. Press the Ctrl+Alt+Delete keys to start the Windows Task Manager.

2. Make sure that the Application sheet is selected. A list of active applications and their status is displayed.
Possible application states include Running and Not Responding.

3. Select the application that is not responding and click on End Task.

4. Close the Task Manager dialog.
Changing Application Priority

Another capability provided by the Application sheet on the Windows Task Manager is the ability to alter the speed or priority that
Windows XP Professional uses when executing a particular application. Windows XP Professional governs the amount of
processing time allocated to an application. Windows XP Professional assigns applications one of four different speeds or priorities
when an application is started, as listed below:

= High. Provides an application with a higher execution priority than other applications, making the application run
faster.

= Normal. This is the default speed or priority that all applications are assigned.
= Low. This option reduces an application priority and causes it to run slower than other applications.

= Paused. This setting prevents the application from processing while still leaving it in an active state.
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There is usually no reason to change application speed or priority of most applications. However, this feature can be helpful in
assisting a user who has an application that needs to run as quickly as possible without stopping other active applications. The
following procedure outlines the steps involved in changing an application's priority.

1.

Press the Ctrl+Alt+Delete keys simultaneously to start the Windows Task Manager.

. Make sure that the Application sheet is selected. A list of active applications and their status is displayed.
. Select an application.

2
3
4.
5
6

Click on the View menu and then select Update Speed.

. This displays a list of processing speeds or priorities. Select a speed.

. Close the Task Manager dialog.

[+erevions Lot
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Other Application Management Tasks

In addition to the application management tasks listed earlier in this chapter, there are still several other administrative tasks that
administrators need to perform. These tasks including configuring error reporting to automate the reporting of errors to Microsoft,
configuring the Windows XP Professional's performance to favor applications versus network services, and regularly monitoring the
Windows XP Application event log for application errors.

Application Error Reporting

By default, Windows XP Professional is configured to report any application errors to Microsoft when they occur. However,
administrators can prevent the reporting of application errors or limit the applications that Windows XP can report. The advantage
of reporting application errors is that it gives Microsoft and the third-party application developers that work with it information that
they need to analyze and fix application problems and then to make these fixes available at the Microsoft Windows Update site.

Error reporting is configured from the Advanced property sheet on the System Properties dialog. A detailed review of error
reporting, including how to disable, enable, and configure it to report only on specific applications, is provided in "Configuring

Windows XP Error Reporting" in Chapter 3, Help and Support.
Optimizing Application Performance

A computer running Windows XP Professional can participate on a local area network and can provide shared access to its
resources to other computers running on the network. Administrators can configure the manner in which Windows XP Professional
allocates processor and memory resources to both local applications and shared network resources.

By allocating resources to support local application programs, administrators speed up response time for the local user.
Conversely, by adjusting Windows XP Professional's assignment of processor and memory resources to favor network services,
application performance suffers. Chapter 13, "Performance Tuning," provides a detailed explanation of the effects of assigning
processor and memory resources and explains how to configure both.

Monitoring the Application Event Log

Windows XP Professional logs events that occur in a collection of logs called event logs. There are three event logs, each of which
records different types of events, as listed below:

= Application
= System
= Security

These logs can be viewed and managed using the Event Viewer snap-in located in the Computer Management Console.
Administrators use the application event log to search for problem information when assisting users in resolving application
problems. In addition to reporting application activity and errors, event records may also supply administrators with answers to
problems or links to other resources where additional information regarding a particular problem can be found.

For more information on working with the application event log, refer to Chapter 10, Microsoft Management Consoles, which
explains how to use the Computer Management console to access and use the Event Viewer snap-in.
[« prsvious
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Chapter 5: Printer and Fax Administration

Overview

Windows XP Professional provides robust support for print and fax services. Print support includes the ability to install a local print
device and to share it over a network as well as the ability to connect to and submit print jobs to a network printer. Fax support
includes the ability to set up a computer running Windows XP Professional with fax management capabilities, including the ability to
create, send, receive, monitor, and archive faxes.

Both printer and fax support are configured and managed from the Printers and Faxes folder. Faxes are managed in much the
same way as printers and are displayed as icons within the Printers and Faxes folder. Once configured, you can create and send
faxes from the Windows XP Fax Console or from any application that supports printing.

Administrators need to know how to install and configure local printers as well as how to connect to shared network printers in order
to assist their users and to help in troubleshooting problems. In addition, administrators may be called upon to set up and manage

fax services.
[« rrvvious forst s
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Windows XP Fax and Printer Support

In most cases, the configuration and administration of Windows XP resources requires administrative privileges. Printing is an
exception to this rule because individuals that are members of the power users group have the authority to install local print
devices. While users can manage their own print jobs and the faxes that they have sent, only administrators or individuals that have
been given sufficient permissions can administer all the jobs in a print queue or the faxes in the incoming fax folder.

From a Windows XP point of view, a fax device and a print device are essentially the same thing. Both receive input, temporarily
store it, and then provide printed output. Both are managed from the Printers and Faxes folder. In addition, any Windows
application that can submit a print job can also submit its output to a fax device.

To use a printer, Windows XP needs access to it. This can be provided by a physical connection to a local printer, usually through a
parallel printer cable. A printer connection can also be established to a network printer. In similar fashion, the Fax application
requires access to a fax device, which is generally provided by a network-connected fax device or a local device such as a fax
modem, and a telephone line. Windows XP allows faxes to be viewed and managed online. However, access to a print device is
required to create hard copies.

Printer and fax devices are managed using the Windows XP Printers and Faxes folder, as shown in Figure 5.1.

Figure 5.1: The Printers and Faxes folder displays an icon for each local or network print device and fax device that has been
set up on the computer

To open the Printers and Faxes folder, click on Start/Control Panel/Printers and Other Hardware and then click on View installed
printers or fax printers. An icon will be displayed for every print and fax device that has been set up on the computer.

Thanks to Plug and Play, any locally attached printer and fax device should automatically be recognized and have an icon created
for it in this folder. In addition, there is a link in this folder that assists in adding new print or fax devices. Any fax or print device can
be administered from this folder. Double-click on any device's icon to access and manage its activity. Similarly, right-click on an icon
and select Properties to access the device's properties dialog and configure its properties.

Tip To make it more accessible, a link to the Printers and Faxes folder can be added directly to the Windows Start menu. This
can be set up using the following procedure:

1. Right-click on the Start button and select Properties. The Taskbar and Start Menu Properties dialog
appears.

2. Select the Start menu option and click on Customize. The Customize Start Menu dialog appears.

3. Click on the Advanced property sheet and scroll down in the Start menu items section and select
Printers and Faxes.

4. Click on OK to close the Customize Start Menu dialog.
5. Click on OK to close the Taskbar and Start Menu Properties dialog.

Note Windows XP Professional can support any number of locally installed printers. However, regardless of the number of fax
modems installed on the computer, only one local fax device can be configured at a time.
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Fax Administration

Windows XP Professional provides a complete fax management system. It includes the ability to create, send, receive, monitor,
view, print, and archive faxes. It also provides a fax cover page editor. Windows XP treats fax devices like print devices. Both print
devices and fax devices are configured and managed from the Printers and Faxes folder. However, Windows XP handles faxes in
much the same way that Outlook Express manages e-mail. The Windows Fax Console, which is the main Fax user interface, looks
and operates a lot like Outlook Express.

Windows XP Professional's Fax application consists of a collection of different components, including:
= The Fax Console. The primary Fax application interface, which provides access to stored faxes and other fax tools
= The Fax Configuration Wizard. Configures Fax application settings
= The Send Fax Wizard. Assists the creation and delivery of new faxes
= The Fax Monitor. Monitors the status of incoming and outgoing faxes
= The Fax Cover Page Wizard. Creates and modifies custom fax cover pages
Windows XP Fax provides the ability to send faxes in a number of different ways, including:
= Using the Fax Console
= From any Windows application that can submit print jobs
= From a graphics scanner

Unless a previous version of Windows was upgraded to Windows XP Professional that already had a fax application installed, the
Windows XP Professional Fax application is not installed by default. In order to install and use the Fax application, the following
resources are required:

= A dial-up fax modem
= A connection to a telephone line

Note For information on how to install a dial-up modem, refer to "Installing a Modem" in Chapter 15, Supporting Mobile Users.

The Fax application automatically detects any dial-up fax modem and configures itself to work with the modem so that it can send
faxes if such a device is already present when the application is installed. However, the administrator must manually configure the
Fax application in order to allow it to receive faxes.

Note If more than one fax device is installed on the computer, the Fax application should detect them all; however, it can only
be configured to use one local fax device.

Installing and Administering the Fax Application

In order to use the Windows XP Professional Fax application, you must first install it. In order to install it, the administrator must
have access to the Windows XP Professional CD. The following procedure outlines the steps involved in installing the Fax
application.

1. Click on Start/Control Panel and then click on Add or Remove Programs. The Add or Remove Programs dialog
appears.

2. Click on the Select Add/Remove Windows Components icon. The Windows Components Wizard appears.
3. Select Fax Services from the list of component software. Click on Next.

4. Insert the Windows XP CD when prompted.

5. Click on Finish.

6. Close the Add Remove Programs dialog by clicking on Close.

Note The Fax application can also be installed by clicking on the Set up faxing link in the Printer Tasks section on the left-
hand side of the Printer and Faxes dialog.

Working with the Fax Console

The Fax Console, shown in Figure 5.2, is the main interface for working with faxes. To open it, click on Start/All
Programs/Accessories/Communications/Fax and then Fax Console.

In order to use the Fax Console, it must first be configured. The first time that the Fax Console is accessed, the Fax Configuration
Wizard is started. The following procedure outlines the steps involved in configuring the fax console.
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Figure 5.2: The Fax Console is the primary interface for working with faxes
1. Click on Next when prompted by the Fax Configuration Wizard.

2. The wizard asks for information about the person setting up the Fax application, including location and contact
information, as shown in Figure 5.3. Supply the requested information and click on Next.

Figure 5.3: The Fax Configuration Wizard collects sender information

3. The next page displayed by the wizard requires selection of the fax device that will be used by the Fax
application, as shown in Figure 5.4. If more than one fax device is installed on the computer, select the one that
should be used from the Please select the fax device drop-down list. The Fax application is configured to send
faxes by default. To allow it to receive faxes, select Enable Receive. This will then enable the following options:

= Manual answer

= Automatically answer after __ rings

Figure 5.4: Configuring whether the fax device can send or receive faxes
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If necessary, select and configure the appropriate option and click on Next.

4. The wizard next asks for a TSID (Transmitting Subscriber Identification), as shown in Figure 5.5. This number
normally consists of the fax number and a name. Enter a TSID and click on Next.

Figure 5.5: The TSID usually identifies the fax device owner and fax number

Note The TSID is often displayed on the receiving fax device and provides a means of determining who is
sending the fax while it is being received.

5. Next, the wizard asks for a CSID (Called Subscriber Identification). Like the TSID, the CSID normally consists of a
fax number and a name. Enter a CSID and click on Next.

6. The wizard next asks for information about how to handle incoming faxes, as shown in Figure 5.6. Select the Print
in option to specify a printer and automatically print the incoming fax. Select the Store a copy in a folder option to
save the fax in a specified folder. Select an option and click on Next.

Figure 5.6: Tell the Fax Configuration Wizard what to do when an incoming fax is
received

7. The wizard displays a summary of all the information that it has collected. Verify that everything is correct and
click on Finish.

The Fax Console appears as soon as the Fax Configuration Wizard closes. The left-hand side of the Fax Console
displays a list of folders that are used to manage faxes. This list includes the following folders.

= Incoming. Holds an incoming fax as it is being received
= Inbox. Holds all faxes received faxes
= Qutbox. Holds faxes that are waiting to be sent

= Sent items. Holds copies of all sent faxes

Working with Individual Faxes
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The right-hand side of the Fax Console displays a list of the faxes stored in a particular folder. Double-click on a fax entry to view it
using the Windows Picture and Fax Viewer, as demonstrated in Figure 5.7.

Figure 5.7: The Windows Picture and Fax Viewer is used to display faxes
Right-click on any individual fax to manage it. Available options include:
= View. Displays the fax using the Windows Picture and Fax Viewer
= Delete. Removes the fax from the folder
= Save As. Saves a copy of the fax as a .TIF file
= Mail To. Sends a copy of the fax as an e-mail attachment
= Print. Prints the fax
= Pause. Pauses an incoming or outgoing fax
= Resume. Resumes a paused incoming or outgoing fax
= Restart. Restarts a failed fax transmission

= Properties. Displays fax document properties

Sending a Fax

The Windows XP Fax application allows faxes to be sent in a number of different ways, including:
= Using the Fax Console
= From a Windows application
= Directly from a scanning program

The Fax Console allows for the transmission of single page faxes in which the fax cover sheet is also used to deliver the fax
message. The following procedure outlines the steps involved in sending a fax using the Fax Console.

1. Click on Start/All Programs/Accessories/Communications/Fax and then Select Fax Console. The Fax Console
opens.

2. Click on the Send a fax option on the File menu. The Send Fax Wizard starts.
3. Click on Next.

4. The Recipient Information screen is displayed, as shown in Figure 5.8. Type the name and fax number of the fax
recipient and click on Add.
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Figure 5.8: Specify the names and fax number of the individuals who are to receive the
fax

Repeat this step to add as many recipients as necessary and then click on Next.

5. The Preparing the Cover Page screen is displayed next, as shown in Figure 5.9. Select the type of cover page to
be used from the Cover page template drop-down list and then type a subject in the Subject line field. Type the

fax message in the Note field and click on Next.

Figure 5.9: Type the subject and message that are to be sent on the fax

6. The Schedule page appears, as shown in Figure 5.10, providing the opportunity to specify when the fax should be
sent and what its priority is. The default options are to send the fax now or to deliver it using normal priority. Make

the appropriate selections and click on Next.

Figure 5.10: Specify the delivery schedule and priority of the fax

The Send Fax Wizard displays a summary of the information that it has collected. Verify that this information is
correct and click on Finish.
Faxes can also be sent directly from any Windows application that can submit a print job. When this option is used, the Send Fax

Wizard is used to collect recipient information and to build a cover page that is added to the front of the document produced by the
Windows application. For example, the following procedure outlines how to send a fax using the WordPad application supplied with

Windows XP Professional.
1. Click on Start/All Programs/Accessories and then select WordPad. WordPad opens.

2. Type the message text that is to be sent.
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3. Click on File and then select the Print option. The Print dialog appears.
4. Select the icon representing the computer's fax device and click on Print.
5. The Send Fax Wizard appears. Follow the instructions presented to finish sending the fax.

Faxes can also be sent directly from most scanning device applications, as outlined in the following procedure.
1. Power on the scanner and allow it to warm up.

. Start the scanning application that controls the scanning device.
. Use the application to scan a document.
. Use the scanning program's image preview option to display the scanned image.

2

3

4

5. Press Ctrl+P to print the image.

6. Select the icon representing the computer's fax device and click on Print.
7.

The Send Fax Wizard appears. Follow the instructions presented to finish sending the fax.

Receiving a Fax

To be able to automatically receive faxes, the Fax application must be configured to do so. This can be done using the Fax
Configuration Wizard. Once configured, Windows XP will automatically answer all incoming calls and receive fax transmissions.
Another option for receiving faxes is to disable automatic receipt and manually manage the receipt of incoming faxes, as outlined in
the following procedure.

Note If the phone line being used by the Windows XP fax service is also shared by another device such as an answering
machine a conflict may arise between the fax service and the device. Either set the answering machine to wait an
additional number of rings before answering or move it or the fax service to another phone line.

1. Click on Start/All Programs/Accessories/Communications/Fax and then select Fax Console. The Fax Console
opens.

2. When the telephone rings, click on the Receive a fax now option on the File menu. The Fax monitor dialog
appears.

3. The Fax application begins receiving the incoming fax and the status of the transmission is displayed.

Modifying Sender Information

Sender information is configured the first time that the Fax Configuration Wizard is run. The Fax Configuration Wizard can be rerun
at any time by selecting the Configure Fax option located under the Tools menu. It will be used by default on every fax that is sent.
However, the Send Fax Wizard allows for the temporary or permanent changing of sender information. Sender information can also
be changed from the Fax Console by clicking on Tools and then selecting sender information. This opens the Sender Information

dialog as shown in Figure 5.11.

Figure 5.11: Modifying sender information

Creating Custom Fax Cover Pages

The Windows XP Fax application supplies four default cover page templates that can be selected from the Send Fax Wizard. The
Cover page templates are:

= confdent
= fyi
= generic

= urgent


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

Using the Fax Application's Personal Cover Page Editor, new custom cover pages can be created. New cover pages can be
created from scratch, or any of the four templates can be used as a basis for creating new cover pages. The following procedure
outlines the steps involved in starting the Personal Cover Page Editor and creating a new fax cover page.

1. Click on Start/All Programs/Accessories/Communications/Fax and then Select Fax Console. The Fax Console
opens.

2. Click on Tools and select the Personal Cover Pages option. The Personal Cover Pages dialog appears as shown
in Figure 5.12.

Figure 5.12: The Personal Cover Pages dialog displays a list of the user's personal cover
pages

3. To create a new cover page from scratch, click on New. The first time the Fax Cover Page Editor is started, a
Cover Page Editor Tips dialog appears. Clear the Show Tips at startup option to prevent this from happening in
the future. The Fax Cover Page Editor opens, as shown in Figure 5.13. Create a new coverage page, click on
File, select Save, and type the name for the new cover page. Click on File and select Exit to close the Fax Cover
Page Editor.

Figure 5.13: Creating custom fax cover pages

4. To create a new cover page by using one of the templates supplied with the Fax application, click on Copy. The
Copy cover page to list of personal cover pages dialog appears, displaying a list of available cover pages to
choose from. Select one of the templates and click on Open. This places a copy of the template into the user's
personal folder and allows it to be renamed, deleted, and modified. To modify it, double-click on it. This opens the
Fax Cover Page Editor. Make any desired changes and then click on File, select Save, and type the name for the
new cover page. Click on File and select Exit to close the Fax Cover Page Editor.

5. Click on Close to exit the Personal Cover Pages dialog.

Any cover pages created using the Fax Cover Page Editor are stored by default in the user's Personal Cover pages folder, which is
located inside the user's Fax folder in the user's My Documents folder, as shown in Figure 5.14.
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Figure 5.14: Viewing a user's personal cover pages

Note You can also open the Fax Cover Page Editor by clicking on Start/Accessories/ Communications/Fax and then selecting
Fax Cover Page Editor.

Monitoring Fax Resources

The Windows XP Fax application provides two tools that provide status information about the fax device and any incoming or
outgoing faxes.To view the status of the currently configured fax device, select the Fax Printers Status option on the Fax Console's

Tools menu. This displays the Fax Printers Status dialog, as shown in Figure 5.15.

Figure 5.15: Checking the status of fax devices

The status of incoming and outgoing faxes can be monitored using the Fax Monitor, as shown in Figure 5.16.
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Figure 5.16: Checking the status of incoming and outgoing faxes

The Fax Monitor provides a graphic view of current transmission status as well as detailed history information about previous fax
operations. Using the information provided here, administrators can often determine the reason for failed fax transmissions. For
example, a "no dial tone" message would indicate that there is a problem with the fax device's telephone line, while a "fax was
cancelled" message might indicate that a user had inadvertently cancelled his or her own fax.
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Windows XP's Printer Support

In most cases, Windows XP will have no problem automatically discovering and installing a locally attached print device. Since
Windows XP is equipped with hundreds of printer software drivers, chances are good that the entire process will occur silently. Its
completion can be verified by looking at the Printers and Faxes folder for an icon representing the print device. If Windows XP does
not have a suitable printer driver, it will prompt for one.

Note After installing a new printer, as outlined later in this chapter, the administrator may want to check the printer software
driver that Windows XP installed to make sure that it is current, especially if Windows XP automatically installed the
printer. If Windows XP installs an incorrect or older version of a driver, or a generic driver, the printer may not always
function properly. To view and change a printer device driver, open the Printer's properties dialog, select the Advanced
property sheet and click on New Driver.

Terminology within the IT field can often be confusing. The following list outlines the terminology used by Microsoft and this book to
refer to various components that make up the Windows XP print process.

= Print device. A device that creates printed output
= Local print device. A print device that is connected to a computer's serial, parallel, or USB port

= Network print device. A print device that is shared over a network and is accessible by other computers on the
network

= Print queue. A temporary folder where print jobs are stored until printed
= Spool. The process of copying a print job to the print queue where it then waits its turn to be printed

Windows XP provides a device-independent print architecture, meaning that any print job can be submitted to any print device and
it will print properly. Users can submit print jobs to any installed printer, local or network, and Windows XP ensures that it prints
correctly. An understanding of the steps involved in printing a print job is fundamental knowledge for any administrator and will help
facilitate print management and problem resolution. The basic steps involved in the Windows XP Professional print process are
outlined below.

= The user selects the option to print from any Windows application and chooses a print device.

= Windows XP determines the location of the print device. If it is a local print device, the print job is spooled to the local
hard drive. If the print device is a network print device, the print job is sent out over the network to the print server
that is responsible for managing that print device, where the print job is then spooled.

= The print job remains in the print queue until its turn to print.
= Windows begins sending the print job to the print device a page at a time until the entire print job has been printed.
= Once the entire print job has been printed, the copy of the print job in the print queue is deleted.

As long as a print job remains in the print queue it can be managed by its owner or an administrator. Management tasks include
placing jobs on hold, releasing held print jobs, restarting print jobs from the beginning, and deleting print jobs.

Note Windows XP Professional stores print jobs submitted to local printers in the \Windows\System32\spool\printers folder. All
print jobs are stored here regardless of the number of local print devices that may be installed or the print devices to
which print jobs have been submitted. To view the print jobs on a per-print-device basis, open each device's print queue
by double-clicking on that print device's icon in the Printers and Faxes folder.

Printer Installation

The first step involved in installing a local print device is to physically connect it to the computer. The following procedure outlines
the steps that are involved in this process.

1. Prepare the print device for operation according to the manufacturer's instructions.
2. Depending on the type of print device, connect it to the computer using a parallel, serial, or USB cable.
3. Connect the print device's power supply and power the print device on.

What happens next depends on the print device. If the computer is not running, turn it on. Under normal conditions Plug and Play
should automatically detect the printer, either when first attached or when the computer is started, and install it. If Windows XP
Professional has a printer driver for the printer, it will silently complete its installation. Otherwise it will pause and prompt for the
location of the print device's software driver.

Although serial and USB printers are available, most printers connect to the computer using a parallel print port connection. To
detect and install a parallel printer, the print device must be bidirectional, meaning that in addition to accepting print output from the
computer, the print device must be able to communicate back to the computer. In addition, an IEEE 1284 printer cable must be
used to connect the print device to the computer's parallel port. This cable allows bidirectional data flow between the computer and
the print device. Without it, Plug and Play will not work.

If the print device is an older model, Plug and Play may not be able to automatically detect it. In this case, the administrator or

power user must tell Windows to look for the printer and initiate a Plug and Play installation. If this does not work, then a manual
installation must be performed.

Initiating an Automatic Printer Installation

In the event that Plug and Play does not automatically detect and install a printer that has just been connected to a computer,
administrators and power users can tell Windows XP to look for it as outlined in the following procedure.
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1. Click on Start/Control Panel and then Printers and Other Hardware. The Printers and Other Hardware folder
appears.

2. Click on the Add a printer link. This starts the Add Printer Wizard. Click on Next.
3. The Add Printer Wizard presents the following two options, as shown in Figure 5.17:

Figure 5.17: Initiating a Plug and Play printer installation
= Local printer attached to this computer
= A network printer, or a printer attached to another computer

Select the Local printer attached to this computer option. This enables the Automatically detect
and install my Plug and Play printer option. Click on Next.

4. If the print device is detected, the Found New Hardware Wizard starts, as shown in Figure 5.18. Leave the default
option of Install the software automatically selected and click on Next.

Figure 5.18: The wizard announces that it has detected a new printer

5. The Found New Hardware Wizard looks for a software driver for the print device. If one is found, the dialog shown
in Figure 5.19 is displayed. The wizard may also find more than one software driver for the printer. Select the
appropriate driver and click on Next.
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Figure 5.19: Select the appropriate software driver

6. The software driver is used to complete the setup of the printer. Click on Finish when prompted to close the
Found New Hardware Wizard.

7. Next, the Add Printer Wizard asks if it should print a text page to verify the operability of the print device. Select
Yes and click on Next.

8. A summary of the information collected by the wizard is displayed. Verify its accuracy and click on Finish.

9. The test page should begin printing on the print device. Windows XP displays a prompt asking whether the text
page printed correctly. Wait for the test page to finish printing. Click on OK if the page prints successfully.
Otherwise click on Troubleshoot and the Help and Support Center will open and display the Printing
Troubleshooter.

An icon for the print device should now be visible in the Printers and Faxes dialog.

Manual Printer Installation

In the event that Plug and Play fails to detect when a new printer is installed, or an older non-Plug and Play compatible printer is
installed, Windows XP Professional allows for the manual installation of a local print device. This process is outlined in the following
procedure.

1. Click on Start/Control Panel and then Printers and Other Hardware. The Printers and Other Hardware folder
appears.

2. Click on the Add a printer link. This starts the Add Printer Wizard. Click on Next.
3. The Add Printer Wizard presents the following two options.

= Local printer attached to this computer

= A network printer, or a printer attached to another computer

Select the Local printer attached to this computer option and make sure that the Automatically detect and install
my Plug and Play printer option is not selected. Click on Next.

4. The next step is to specify the port where the print device has been connected. Typically, this is LPT1, as
demonstrated in Figure 5.20. Select the appropriate port and click on Next.

Figure 5.20: Specify the port where the print device has been connected

5. The next information collected by the Add Printer Wizard is the manufacturer and model of the print device being
installed, as shown in Figure 5.21.
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Figure 5.21: Tell the wizard the manufacturer of the printer and its model

Select the manufacturer of the print device. A list of print devices made by that manufacturer is then displayed.
Select the appropriate print device and click on Next.

. Next, the wizard asks for a printer name. This name can be up to 31 characters and should provide a meaningful

identification of the print device. If other print devices have been set up on the computer, the wizard will ask
whether this print device should be made the default printer. Click on Next.

. If the computer is connected to a network, the wizard next asks whether the printer should be shared over the

network, as shown in Figure 5.22. The available options are:

Figure 5.22: If the computer is connected to a network, the Add Printer Wizard can set it up as a shared
network resource

= Do not share this printer
= Share name

Selecting the Share name option enables the Share name text field. The name typed into this field is used to
identify the print device on the network. Select one of these options and click on Next.

. If the option to share the printer was selected then the wizard provides the opportunity to specify additional

information including the print device's location and a detailed description as demonstrated in Figure 5.23.
Otherwise skip to step 9. The information supplied here will be visible to other network users. Provide the
requested information and click on Next.
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Figure 5.23: Providing as much information as possible about the shared printer will assist other network
users in identifying the print device

9. Next, the wizard asks if it should print a test page to validate that setup has been properly performed. Click on
Yes.

10. A summary of all the information that the wizard has collected is displayed. Verify the accuracy of all the
information and click on Finish

11. The test page should begin printing on the print device, and Windows XP displays a prompt asking whether the
text page printed correctly. Wait for the test page to finish printing. Click on OK if the page prints successfully.
Otherwise click on Troubleshoot and the Help and Support Center will open and display the Printing
Troubleshooter.

An icon for the print device should now be visible in the Printers and Faxes dialog.

Selecting a Default Printer

The first print device that is installed is automatically set up as the default. Each time an additional print device is installed, the Add
Printer Wizard will ask if the new print device should be made the default. The default print device is configured on a user-by-user
basis, meaning that if multiple users share the same computer, each may have a different default printer.

Each print device has an icon representing it in the Printers and Faxes folder. The default print device is identified by the presence
of a small black circle with a checkmark in it at the top of the icon, as demonstrated in Figure 5.24. The default printer can be
changed at any time using the following procedure.

| ‘ﬁﬁ HP 712C

Figure 5.24: Windows applications automatically suggest sending all print output to the default print device

1. Click on Start/Control Panel/Printers and Other Hardware, and then click on View installed printers or fax printers.
The Printers and Faxes folder appears.

2. Right-click on the icon representing the print device that is to become the new default print device.

3. Select Set as Default printer. The print device's icon will change to reflect its new status.

Uninstalling a Printer

Windows XP Professional should automatically detect the physical removal of a local print device. It will then uninstall its device
driver and delete its icon from the Printers and Faxes dialog. In the event that Windows XP fails to detect the removal of the print
device it can manually be uninstalled using the following procedure.

1. Click on Start/Control Panel/Printers and Other Hardware, and then click on View installed printers or fax printers.
The Printers and Faxes folder appears.

2. Right-click on the printer that is to be uninstalled and select the Delete option.
3. Click on Yes when asked to confirm the print device's removal.

Note Make sure that the print device has been disconnected from the computer. Otherwise Plug and Play may redetect it and
reinstall it.

Printer Configuration
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Printer configuration is performed from the Printers and Faxes folder by right-clicking on a printer icon and selecting Properties.
This displays the print device's Properties dialog. Printer configuration settings are organized by property sheet. The number and
types of property sheets that are displayed varies among print devices, depending on their features and capabilities. However, the
following four property sheets are always present.

= General. Configures basic property settings including the name, location, and a description of the print device
= Sharing. Provides the ability to enable or disable the sharing of the print device over a network
= Ports. Configures printer ports and printer pools

= Advanced. Configures print device availability, priority, and its software driver, as well as spooling and other advance
settings

The following sections will explain the major configuration settings found on each of these property sheets.

The General Property Sheet

The General property sheet, shown in Figure 5.25, provides the ability to change the print device's name, location, and comment
information. The property sheet also displays the information about the model of the print device and its features. None of this
information can be changed.

Figure 5.25: The General property sheet displays information about basic printer features and provides the ability to change
the print device's name, location, and comment information

At the bottom of the General property sheet are two buttons that provide the ability to configure printing preferences and print a test
page. Clicking on Printing Preference opens the Printing Preferences dialog. What appears here varies from print device to print
device but in general includes the ability to change layout features and paper quality settings. Clicking on the Print Test Page button
causes a test page to be submitted to the print device. In addition, a prompt appears requesting confirmation of the success or
failure of the test page. Clicking on OK closes the prompt. Clicking on Troubleshoot opens the Help and Support Center, which then
displays the Printing Troubleshooter.

The Sharing Property Sheet

The Sharing property sheet, shown in Figure 5.26, provides the ability to share a local print device with other computers on a local
area network. This property sheet also provides the ability to load software drivers for other operating systems so that the computer
can automatically download them to any computer that sets up a network connection to the shared printer. This makes print
connections a lot easier to set up on other network computers by allowing each computer to automatically retrieve and install its
own software driver.
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Figure 5.26: The Sharing property sheet determines whether or not the printer is shared with other computers on a local area

network

A computer that is set up to share a local print device over a network acts just like any other print server. As soon as it is configured
to share a printer, Windows XP Professional starts accepting and spooling print jobs sent to it from over the network. The following
procedure outlines the steps involved in sharing a local printer.

Note Allowing other network computers to set up connections to a shared print device places additional processing workload
on the computer where the print device is connected. Depending on the number of print jobs regularly received from
over the network, the user of the computer may detect a slowdown in performance. This is because the computer must
dedicate a portion of its disk storage and memory to storing and processing each print job, thus denying these resources
to the local user.

1.
2.
3.

8.

Right-click on a print device's icon in the Printers and Faxes folder and select Properties.
Select the Sharing property sheet.

Select the Share name option and type a name for the print device in the Share name text field. This name will be
used by other network computers to connect to and use the print device.

. To load software drivers for computers that run other operating systems on the local area network, click on

Additional drivers. The Additional Drivers dialog will appear as shown in Figure 5.27.

Figure 5.27: By loading drivers for other operating systems, administrators make the setup of network
printer connections easier

. Select each type of operating system for which software drivers are to be loaded and click on OK.

. A dialog will appear for each selected group of operating systems asking for the location of the print driver for that

particular set of operating systems. Specify the proper location and click on OK.

. Another dialog will appear displaying a list of printer drivers that have been found for the print device. Select the

appropriate driver and click on OK. This step will repeat for each of the operating systems for which software
drivers are being loaded.

Click on OK when returned to the General property sheet.

The Ports Property Sheet

The Ports property sheet, shown in Figure 5.28, allows for the configuration of printer ports. Windows XP supports a number of
different types of ports, including:
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Figure 5.28: Each printer connection requires a unique port assignment
= Parallel. Includes ports LPT1-LPT3 and is used to communicate with parallel devices.
= Serial. Includes ports COM1-COM4 and is used to communicate with serial devices.

= Share. These port names are expressed as \\sharename\printer and are automatically set up when a connection is
made to a shared network printer.

= USB. USB ports only appear when a USB print device is connected to the computer.
= |EEE 1394. IEEE 1394 (FireWire) ports only appear when an IEEE 1394 print device is connected to the computer.

To change a print device's current port assignment, select a different port from the Port list. The following port management options
are also available on this property sheet.

= Add Port. This option is used to set up vendor specific ports such as network print server appliance ports or port
monitors.

= Delete Port. This option removes a port from the list of available ports.
= Configure Port. This option is used to configure port settings.

At the bottom of the Ports property sheet are two additional configuration options. Enable bidirectional support is a feature used
with higher-end print devices that enables Windows XP to receive detailed information back from the printer regarding the status of
print jobs. The Enable printer pooling option is designed to allow administrators to configure two or more print devices that use the
exact same printer software driver to act as a single logical print device. When two or more print devices are grouped into a printer
pool, print jobs are routed to the first available printer in the pool.

A printer pool provides an effective means of evenly spreading print job workload between two shared print devices that belong to
the same computer. By establishing a printer pool, administrators do not have to worry about users sending too many print jobs to
one print device while another remains idle. The following procedure outlines the steps involved in setting up a printer pool with two
shared network print devices.

1. Install two or more local printers that use the same printer software driver.
2. Share both print devices.

3. From the Printers and Faxes folder, right-click on the icon representing one of the print devices and select
Properties.

4. Select the Ports property sheet.
5. Select the Enable printer pooling option.

6. Select the ports used by both print devices from the Port list and click on OK.

The Advanced Property Sheet

The Advanced property sheet, shown in Figure 5.29, allows for the configuration of a number of printer settings. The property sheet
is divided into three sections. The first section sets printer availability and priority settings. It also provides the ability to change a
print device's software driver.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

Figure 5.29: The Advanced property sheets allows administrators to configure print device availability and priority
settings

Controlling Print Device Availability

By default, all print devices are configured for 24-hour access. By setting a print device's availability schedule, administrators can
control when users' print jobs are printed. Windows XP also allows multiple logical instances of the same print device to be
installed. By installing multiple instances of the same print device, different print priorities can be assigned to each instance. By
restricting which printer certain groups of network users can connect to, administrators can then control when each group can print.
For example, administrators might set a ban on printing every night for 30 minutes while printer maintenance is performed.

The following procedure outlines the steps involved in restricting the availability of one logical instance of a print device.
1. Install the same print device two times, assigning a different name to each instance.

2. Share both instances of the print device.

3. To restrict the availability of one of the instances, right-click on it and select Properties.

4. Select the Advanced property sheet.

5. Select the Available from option and then specify the start and end times that the print device should be available.
6. Click on OK.

Note Restricting the availability schedule of a print device does not prevent Windows XP from accepting and spooling new
print jobs. It only prevents the print jobs from being submitted to the print device outside its available hours of operation.

Assigning Printer Priorities

Administrators can exercise control over which user's print jobs are printed first on shared printers by assigning different priorities to
multiple logical instances of the same physical print device. This provides the ability to ensure that certain groups of users, such as
administrators or management, are given preference over other users. Priority settings range from 1 to 99, with 1 being the lowest
and 99 the highest. Print jobs submitted to the instance with the higher priority setting will be given preference over jobs submitted
to an instance with a lower priority. The following procedure outlines the steps involved in setting up printer priorities.

1. Install the same print device two times, assigning a different name to each instance.
2. Share both instances of the print device.
3. To change the priority assigned to one of the instances, right-click on it and select Properties.
4. Select the Advanced property sheet.
5. Change the value of the number displayed in the priority field.
6. Click on OK.
Updating Print Device Software Drivers

Print device manufacturers are constantly improving their products. This includes making new software printer drivers available on
their Web sites. These software drivers may includes fixes, performance enhancements, or even provide new features. The
following procedure outlines the steps involved in upgrading a print device's software driver.

1. Open the Printers and Faxes folder, right-click on a print device's icon, and select Properties.
2. Select the Advanced property sheet.

3. Click on the Down Arrow in the Driver drop-down list to see if Windows XP already lists the new driver. If it does,
select the driver and click on OK. Otherwise, continue to step 4.

4. Click on New Driver. The Add Printer Driver Wizard appears.
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5. Click on Next.

6. Select the manufacturer of the print device. A list of print devices made by that manufacturer is then displayed.
Select the appropriate print device and click on Next.

7. The wizard displays a summary of the information that it has connected. Make sure that the correct manufacturer
and printer model is displayed and click on Finish.

8. If Windows XP already has the appropriate software driver, it will install it. Otherwise, it will display a prompt
asking for the location of the new software driver.

Other Advanced Printer Configuration Settings

The middle section of the Advanced property sheet contains configuration options that control how print jobs are spooled. The
default settings are Spool print documents so program finishes faster and Start printing immediately.

Unless directed to change these settings by the printer manufacturer's documentation of an application, there is usually no need to
make changes to any of these settings.

The third section on the Advanced property sheet provides the following options:

= Hold mismatched documents. Prevents documents from printing whose print setup does not match the print
device's setup

= Print spooled documents first. Gives preference to print jobs that have already spooled over those that are
currently spooling

= Keep printed documents. Prevents the automatic deletion of print jobs from the print queue
(\Windows\System32\spool\printers) after being printed, leaving the administrator responsible for regularly reviewing
and deleting them

= Enable advanced printing features. Enables printer-specific advanced features such as controlling the order in
which pages print or the number of pages that can print per sheet.

At the bottom of the third section on the Advanced property sheet are three more options, as listed below.

= Printing Defaults. Displays and changes default document properties that affect all users of the computer, including
such things as default document orientation, page print order, and print quality settings.

= Print Processor. Displays a list of print processors. Print processor settings should only be changed if required to
support a specific application.

= Separator Page. Allows administrators to specify a separator page that will automatically be printed at the start of
each print job in order to separate and help identify user print jobs from one another.

Print Job Management

Individual users can manage their own print jobs but are unable to affect other users' print jobs. Administrators can manage any
print job regardless of who submitted it. Administrators charged with managing print devices and print jobs need to be able to stop
print processing in a controlled fashion to perform maintenance tasks such as ink and toner replacement, clearing out paper jams,
and even basic hardware repair. Once maintenance is complete, administrators need to know how to allow printing to resume
without loss of output.

Print jobs can be managed individually or globally. Individual print job management involves opening a printer's print queue,
selecting a print job, and then performing an action on the print job. Global print job management involves taking actions that affect
all of the print jobs currently in the print queue.

The following list outlines various print job management tasks supported by Windows XP Professional.
= Pausing individual print jobs or all the print jobs in the print queue
= Canceling (deleting) individual print jobs or all the print jobs in the print queue
= Resuming an individual print job from the point where it was paused

= Restarting an individual print job that has been paused from the beginning

Managing Individual Print Jobs

Individual users are limited to managing their own print jobs. Administrators can manage any print job regardless of who submitted
it. The following procedure outlines the steps involved in managing individual print jobs.

1. Click on Start/Control Panel/Printers and Other Hardware, and then click on View installed printers or fax printers.
The Printers and Faxes folder appears.

2. Double-click on the icon representing the print device to which the print job was submitted. The print device's print
queue is displayed.

3. Select the print job and then click on one of the commands located in the Documents menu. These commands
include:

= Pause. Pauses the print job
= Resume. Restarts a paused print job from where it was when the print job was paused

= Restart. Restarts a paused print job from the beginning, producing a complete reprint
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= Cancel. Deletes the print job
= Properties. Displays print job properties, which includes information such as the print job's owner and its size

Figure 5.30 shows a typical Windows XP print queue. It contains five print jobs. The first two print jobs have been paused, the third
job is currently printing, and the remaining jobs are waiting to be printed.

Figure 5.30: Administrators can manage any job in the print queue regardless of who submitted it
The print queue displays a number of pieces of information about each print job, including:
= Document Name. The name of the document that is being printed
= Status. The print job's status, which includes any of the following: Printing, Spooling, Paused
= Owner. The username assigned to the person who submitted the print job
= Pages. The number of pages printed and the total page count of the print job
= Size. The file size of the print job in kilobytes
= Submitted. The date and time the print job was submitted

= Port. The port that is being used to process the print job

Managing the Entire Print Queue

Sometimes it may be necessary to manage all the print jobs in the print queue at the same time. Commands that have this
capability are located on the print queue's Printer menu. These commands include:

= Set as Default Printer. Establishes the default printer.
= Printing Preferences. Sets print settings such as paper orientation and print quality.

= Pause Printing. Pauses all print jobs in the print queue. Selecting this command a second time unpauses all print
jobs.

= Cancel All Documents. Deletes all print jobs in the print queue.
= Sharing. Allows administrators to share or to stop sharing the printer device over a network.

= Use Printer Offline. Allows Windows XP to locally spool print jobs destined for a network printer when the computer
is not connected to the network, and to submit them when the network connection is reestablished.

= Properties. Displays the printer's Properties dialog.

Changing the Print Order of Print Jobs

Windows XP automatically prints all print jobs in FIFO (first in, first out) order. The order in which print jobs are processed can be
seen by opening the print device's printer queue. Print jobs listed at the top of the print queue are processed before print jobs at the
bottom of the queue. Using the following procedure, administrators can alter the order in which a print job is printed.

1. Click on Start/Control Panel/Printers and Other Hardware and then View installed printers or faxes.
2. Double-click on the print device's icon to display its print queue.

3. Select a print job, click on the Document menu, and then select the Properties option.

4

. The Document's properties dialog appears, as demonstrated in Figure 5.31.
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Figure 5.31: Changing the order in which print jobs are processed

5. Change the default priority of 1 to a higher priority by moving the slider bar in the Priority section to the right. The
higher the priority, the greater the preference that the print job will receive.

Working with Network Printers

Windows XP Professional works with network print devices as easily as it works with locally attached print devices. Network print
servers manage network print devices. Sometimes print servers are just computers that have been set up to share a locally
attached print device. On many networks, network printers are connected to and managed by dedicated stand-alone print
appliances, and in other cases, high-end network printers come equipped with built-in network servers.

Automatic Installation on Small Networks

Setting up a computer running Windows XP Professional to connect to and use a network print device is not very different from
setting up a local print device. On small peer-to-peer networks, Windows XP should automatically detect shared network print
devices and configure them as network printers, totally automating the setup process. Windows XP Professional accomplishes this
task using Universal Plug and Play, which is a specification that allows Windows to autodetect and set itself up to work with network
devices such as printers, scanners, and Internet gateways. On a small peer-to-peer network, double-click on the Printers and Faxes
folder to see if Windows XP has automatically set up a connection with a network printer before attempting to install it. In most
cases, a connection to the network print device will automatically be set up within a few minutes from the time it was made available
to the network.

As Figure 5.32 shows, the icon representing network print devices that are automatically discovered and configured by a Windows
XP computer looks different than other printer icons. The name that is automatically assigned has the word Auto in it.

Figure 5.32: On small networks and local subnets, Windows XP Professional automatically detects and sets up a connection
with most network print devices

Setting Up a Connection to a Shared Print Device

Connecting to network print devices on larger networks requires that administrators establish the connection. The following
procedure outlines the steps involved in performing this process. This same procedure can be used on peer-to-peer networks to
connect to a network printer that has not been automatically detected and set up.
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1. Click on Start/Control Panel and then Printers and Other Hardware. The Printers and Other Hardware folder
appears.

2. Click on the Add a printer link. This starts the Add Printer Wizard. Click on Next.
3. The Add Printer Wizard presents the following two options.
= Local printer attached to this computer
= A network printer, or a printer attached to another computer
Select the A network printer, or a printer attached to another computer option and click on Next.

4. The next dialog, shown in Figure 5.33, collects the location of the network print device. Any of the following
options can be used to supply this information:

= Browse for a printer. Use this option to search for the print device by browsing the network.

= Connect to this printer. Use this to specify the print device's location using its UNC (Universal
Naming Convention) name in the format \\printservername\sharename.

= Connect to a printer on the Internet or on a home or office network. Use this option to specify
an Internet printer's URL in the format http://printservername/Printers/sharename/.printer.

Select one of these options and specify the location of the next print device and then click on
Next.

Figure 5.33: Tell the Add Printer Wizard the location of the network print device
5. Click on Yes or No if prompted to make this connection the default printer and then click on Next.

6. A summary of information that has been collected by the Add Printer Wizard is displayed. Verify that everything is
accurate and click on Finish.
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[ Team Li | [ PREvisia]
Chapter 6: Configuring the Windows XP Start Menu, Taskbar, and

My Documents Folder

Overview

Windows XP Professional is a highly configurable operating system. It allows users to configure a number of features that make
working with the computer easier and more efficient. By configuring the Windows Start menu, a user is able to more efficiently
access Windows applications and Windows XP utilities. By configuring the Windows XP taskbar, users are able to access various
toolbars, such as the Quick Launch toolbar, which provides single click access to applications, folders and other Windows objects.
Taskbar configuration also allows users to control the display of icons in the taskbar's notification area.

Some users will need the administrator's assistance in setting up their personal settings. In some organizations, administrators may
be required to set up and enforce a standardized configuration for all users. Therefore, administrators must know how to configure
settings both for individual users and for all users.

In addition to configuring the Windows XP Start menu and taskbar, administrators can customize users' My Documents folders by
storing them on network servers in order to provide backup services. Finally, administrators can configure roaming user profiles that
allow users to access their personalized settings regardless of which network computer they log on to.

= [+erevions Lot
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Customizing the Windows XP Professional Start Menu

Windows XP Professional supports two versions of the Start menu. The default version is called the Simple Start menu and is
basically a new and improved version of the older Start menu, which is now called the Classic Start menu. The Classic Start menu,
shown in Figure 6.1, is basically the same as the Windows 2000 Start menu and will initially be more familiar to users.

The Simple Start menu, shown in Figure 6.2, may take a little getting used to but will quickly become the preferred choice. The
Simple Start menu represents Microsoft's attempt to reduce desktop clutter by placing greater emphasis on the Start menu.

Figure 6.1: Windows XP provides the option of using the Classic Start menu

Figure 6.2: The Simple Start menu provides better access to Windows applications and utilities and has more configuration
options than the Classic Start menu
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The Simple Start menu is divided into multiple sections. The name of the currently logged-in user is displayed at the top of the
menu. At the bottom of the menu are the Log Off and Turn Off Computer buttons. The rest of the Simple Start menu is divided into
two maijor sections. The left-hand side of the menu stores links to the following groups of resources:

= Pinned applications. Contains links to applications that are always visible on the menu. The default e-mail client
and Internet browser are always displayed here. Other applications can be manually pinned here.

= Recently accessed applications. Displays a list of applications based on how often and how recently they are
used. Windows XP controls which applications are placed here.

= The All Programs menu. Displays the All Programs menu, which provides access to other Windows applications
and components. Of all the components of the Windows Start menu, the All Programs menu is the most
configurable.

The right-hand side of the menu is also divided into three parts, as shown below.

= Default folders. Provides links to the following collection of user folders: My Documents, My Pictures, My Music, and
My Computer.

= The Windows XP Control Panel. Provides a link to the Windows XP Control Panel.

= Default utilities. By default, this section provides links to the Windows XP Help and Support Center and the Search
and Run dialogs.

The following procedure outlines the steps involved in switching between the Simple Start menu and Classic Start menu.
1. Right-click on the Windows XP taskbar and select Properties. The Taskbar and Start Menu Properties dialog
appears, as shown in Figure 6.3.

2. To configure Windows XP to use the Simple Start menu, select Start menu.
3. To configure Windows XP to use the Classic Start menu, select Classic Start menu.

4. Click on OK.

Figure 6.3: Choosing between the Simple Start menu and the Classic Start menu

Configuring the Classic and Simple Start Menus

Both the Classic and Simple Start menus are highly configurable, and both can be configured on an individual user basis or for all
users of the computer.

Most users will want to use the Windows XP Simple Start menu. However, some users may be resistant to change and will want to
continue working with the Classic Start menu. The following procedure outlines the steps involved in configuring the Classic Start
menu.
1. Right-click on Start and select Properties. The Taskbar and Start Menu Properties dialog appears. The Start
Menu property sheet is automatically selected.

2. Click on the Customize button to the right of the Classic Start menu option. The Customize Classic Start Menu
dialog appears, as shown in Figure 6.4.

3. Click on Add to add additional applications to the Start menu. The Create Shortcut wizard appears. Type the
name and path of the resource to be added and click on Next. Select the Start menu folder or a subfolder where
the new menu option should be stored and click on Next. Type a descriptive name for the shortcut and click on
Finish.

4. Click on Remove to select a menu item to delete. The Remove Shortcuts/ Folders dialog appears. Locate the
menu or menu option to be removed and click on Remove.
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Figure 6.4: Configuring the Windows XP Classic Start menu

5. Click on Advanced to open Windows Explorer and display a view of the current user's Start menu. Copy or move
menus and menu options or use drag and drop to add and remove menus and menu options.

6. Click on Sort to alphabetically reorganize the entries into default order on the Start menu.

7. Click on Clear to remove all recently access documents, programs and Web sites from the My Recent Documents
folder.

8. Under Advanced Start menu options, select or clear any of the options listed in Table 6.1.

Table 6.1: Windows XP Classic Menu Configuration Settings

Classic Menu Description

Options

Display Displays the contents of the Administrative Tools folders
Administrative Tools

Display Favorites Displays the contents of the Favorites folders

Display Run Displays the Run dialog

Enable dragging and Enables drag and drop operations when configuring the Start menu
dropping

Expand Control Displays Control Panel options as a submenu

Panel

Expand My Displays the contents of the My Documents file as a submenu
Documents

Expand My Pictures Displays the contents of the My Pictures file as a submenu

Expand Network Displays objects in the Network Connections folder as a submenu
Connections
Expand Printers Displays the list of printers in the Printers and Faxes folder as a submenu
Scroll Programs Enables the horizontal scrolling of Start menu items
Show Small Icons in Changes the display size of Start menu icons
Start menu
Use Personalized Allows Windows XP to track user activity and to limit the display of Start menu
Menus options to frequently used applications

9. Click on OK.

The Windows Simple Start menu is more configurable than the Classic Start menu. While the contents of the All Programs menu
are completely configurable, the rest of the Start menu configuration options are somewhat limited and are found on the Advanced
property sheet of the Customize Start Menu dialog. The following procedure outlines the steps involved in configuring the Simple
Start menu.

1. Right-click on the Windows Start menu and select Properties. The Taskbar and Start Menu Properties dialog
appears. The Start Menu property sheet is automatically selected.

2. Click on the Customize button to the right of the Start menu option. The Customize Start Menu dialog appears, as
shown in Figure 6.5. By default the General property sheet is displayed.
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Figure 6.5: Configuring general options for the Windows XP Simple Start menu

. Select either Large icons or Small icons in the Select an icon size for program section.

. Specify a value in the Number of programs on Start menu option to set the number of most recently used

applications that Windows XP should display on the Start menu.

. Click on Clear List to remove the current list of most recently used applications from the Start menu.

. Enable or disable the display of the default Internet browser and e-mail client on the computer by selecting or

clearing the Internet and E-mail options. If more than one browser or e-mail client is installed, select the ones to
be displayed in the pinned section of the Start menu by selecting them from the drop-down list in the Show on
Start menu section.

. Select the Advanced property sheet, as shown in Figure 6.6.

Figure 6.6: Configuring advanced options for the Windows XP Simple Start menu

. The following options can be selected.

= Open submenus when | pause on them with my mouse

= Highlight newly installed programs

. Configure any of the options located in the Start menu items section. The complete list of available options is

listed in Table 6.2.

Table 6.2: Windows XP Simple Menu Configuration Settings
Simple Suboptions Description

Menu
Options

Control Panel  Display as a link Opens the Control Panel
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Display as a menu

Don't display this item

Displays Control Panel options as a submenu

Removes the Control Panel from theStart menu

Enable Enables drag and drop operations when configuring the
dragging and Start menu

dropping

Favorites Displays the contents of the user's Favorites folder
menu

Help and Opens the Help and Support Center

Support

My Computer

Display as a link

Display as a menu

Don't display this item

Opens the My Computer folder

Displays the contents of the My Computer folder as a
submenu

Removes the My Computer folder from the Start menu

My Display as a link Opens the My Computer folder
Documents
Display as a menu Displays the contents of the My Documents folder as a
submenu
Don't display this item Removes the My Documents folder from the Start menu
My Music Display as a link Opens the My Music folder
Display as a menu Displays the contents of the My Music folder as a submenu
Don't display this item Removes the My Music folder from the Start menu
My Network Opens the My Networks Places folder
Places
My Pictures Display as a link Opens the My Pictures folder
Display as a menu Displays the contents of the My Pictures folder as a
submenu
Don't display this item Removes the My Pictures folder from the Start menu
Network Display as Connect to Displays the contents of the Network Connections folder

Connections

Printers and

menu

Don't display this item

Link to Network
Connections Folder

Removes the Network Connections folder from the Start
menu

Opens the Network Connections folder

Opens the Printers and Faxes folder

Faxes

Run Opens the Run dialog

Command

Scroll Enables horizontal scrolling of Start menu items
Programs

Search Opens the Search folder

System Display on the All Displays the System Administrative Tools folder as an
Administrative ~ Programs menu entry on the All Programs menu

Tools

Display on the All
Programs menu and the
start menu

Don't display this item

Displays the System Administrative Tools folder as an
entry on the All Programs menu and as an entry on the
Start menu

Removes the System Administrative Tools folder from the
Start menu

10. Select or clear the List my most recently opened documents option to determine whether or not Windows XP

displays the My Recent Documents menu and places recently accessed documents in it.

11. Click on Clear list to clear out all entries currently displayed in the My Recent Documents folder.

12. Click on OK.

Start Menu Organization

Windows XP Professional's Start menu consists of folders and shortcuts. For example, the All Programs menu is simply a folder
that contains other subfolders and shortcuts. Folders provide a structure for grouping shortcuts that provide links to actual Windows
applications and utilities. Because the Start menu consists of folders and shortcuts, it can be managed using Windows Explorer.

Note Because the Start menu is a collection of folders and shortcuts, it can be programmatically managed and configured.
This allows administrators to develop scripts that can assist in the configuration and maintenance of the Start menu. In a
similar fashion, scripts can also be used to add shortcuts to the Taskbar's Quick Launch toolbar. For more information

on the scripting options available with Windows XP Professional, refer to Chapter 14, "Shell Scripting and the WSH."
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Windows XP assigns a profile to each user of the computer. A user's profile is built the first time the user logs on to the computer
and is assigned a name that matches the user's account name. A user's initial profile is created by loading the Default User profile
and saving it and any configuring changes as the user's personal profile when they log off. In addition to the default user profile and
profiles for each individual user, Windows XP Professional manages an All Users profile. This profile is used to store settings that
are applied to all users of the computer.

Note User profiles are used to store more than just user Start menu settings. Profiles also store settings that affect the
Windows desktop, a user's collection of Favorite links, the user's My Document folder, Internet Explorer links, and much
more.

The following procedure outlines the steps involved in viewing the user profiles stored on a Windows XP computer.
1. Open Windows Explorer.

2. Locate and expand the drive where the Windows XP Professional system files are stored.

3. Expand the Documents and Settings folder. A list of all the user profiles stored on the computer is displayed.
4. Expand a user's profile to view its contents.
5

. Expand the Start menu folder to view the user's Start menu, as demonstrated in Figure 6.7.

Figure 6.7: Viewing all the user profiles stored on a computer running Windows XP
Professional

An administrator can configure an individual user's profile or the All Users profile from Windows Explorer. For example, to add a
new menu to a user's Start menu, the administrator would create a new folder. To add menu options, the administrator would then
create shortcuts to Windows applications and utilities and store them in the folder.

Configuring the Individual User's Start Menu

Windows XP Professional allows administrators to apply changes to the Start menu to individual users or to all users. Changes that
can be made to an individual user's Start menu include:

= Adding, moving, and rearranging submenus on the All Programs menu
= Adding, moving, and rearranging submenu options on the All Programs menu
= Pinning applications to the Start menu

In addition to rearranging a user's Start menu by dragging and dropping menus and menu options using Windows Explorer,
administrators can make modifications using the Start menu itself. The following procedure outlines the steps involved in assisting a
user in rearranging the submenus and submenu options located on the All Programs submenu.

1. Instruct the user to log in.

2. Click on Start and then All Programs.

3. Move the pointer over a menu or menu option and then click and hold down the left mouse button.
4

. Drag the menu or menu option to a new location elsewhere on the All Programs menu and release the left mouse
button.

The upper portion of the left-hand side of the Simple Start menu contains pinned programs. Pinned programs remain on the Start
menu and are not dynamically added and removed based on how often they are used. By default, Internet Explorer and Outlook
Express are pinned programs. However, other applications can be pinned as well. Underneath the pinned programs is a list of
application icons which Windows XP automatically adds and removes from the Start menu based on how often the user accesses
them.

Note Only applications can be pinned to the Windows XP Professional Start menu.

The following procedure outlines the steps involved in pinning additional applications to the Windows XP Start menu.
1. Using Windows Explorer or My Computer, locate the application that is to be pinned.
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2. Right-click on the application and select Pin to Start menu.

3. If necessary, open the Windows XP Start menu and use drag and drop to rearrange the order in which pinned
applications are organized.

Configuring the Start Menu for All Users

Editing the All Users profile affects all users of the computer. One way to edit the All Users profile is from Windows Explorer.
Another way to edit the All Users profile is to right-click on the Start menu and select Open All Users. This opens the Start Menu
dialog and shows the contents of the All Users profile's Start menu, as shown in Figure 6.8.

Figure 6.8: Making a change to the All Users profile's Start menu affects all users of the computer

Creating a new folder within the All Users Start menu folder creates a new submenu. Copying and pasting or dragging and dropping
a shortcut into this folder adds a new menu option.

Configuring the Startup Folder

Windows XP Professional allows users to configure the automatic startup of applications by placing shortcuts to the applications in
the Startup folder. This folder resides on the Simple Start menu under the Programs submenu. Administrators can assist users by
placing shortcuts to applications that are always used by users in either their own profile or in the All Users profile.This way the
applications that they use will automatically be started every time that they log in.

The following procedure outlines a quick way to add a shortcut to an individual user's Start menu.

1. Right-click on Start and select Explorer All Users. This opens the Start Menu dialog and displays both its contents
and a tree view of the Documents and Settings folder where all user profiles are stored, as demonstrated in

Figure 6.9.

Figure 6.9: Accessing an individual user's profile
2. Locate and expand the profile for an individual user.
3. Expand the user's Start Menu folder.

4. Expand the user's Programs folder.
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5. Expand the user's Startup folder.

6. Cut and paste or drag and drop an application shortcut into the Startup folder and then close the Start Menu
dialog.
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Customizing the Windows XP Taskbar

The Windows XP Professional taskbar is designed to provide users with quick access to their open applications and to notify the
user of important system events. The taskbar consists of four parts, as outlined below.

= The Start menu
= The application icon display area
= Optional toolbars

= The notification area

Using the Taskbar to Work with Open Applications

The Windows XP Professional taskbar displays icons representing open applications. Unlike the taskbar on earlier Windows
operating systems, the Windows XP taskbar organizes applications into groups and displays an icon for each group on the taskbar
instead of trying to display an icon for each individual application. This cuts down on clutter and makes the taskbar a much easier
tool to use.

As soon as the taskbar begins to become crowded, the taskbar reorganizes the display of application icons to grouped instances of
the same application. In addition to displaying the name of the application, the taskbar's application icon displays a number to the
left of the application name indicating the number of active instances of the application. Clicking on the icon displays a menu listing
each open application, as demonstrated in Figure 6.10. In this case, three instances of the Notepad application are open at the
same time. To access a particular instance, select it from the list.
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Figure 6.10: The Windows XP taskbar groups applications of the same type into groups to prevent the taskbar from becoming
overcrowded as the number of active applications grows

By default, the Windows XP taskbar is displayed at the bottom of the Windows XP Professional desktop. However, unless it is
locked to this location, it can be easily moved to the top of the desktop or to the right or left side of the desktop using the following
procedure.

1. Move the pointer over an unused portion of the taskbar.
2. Click and hold down the left mouse button.

3. Move the pointer to one of the other three sides of the desktop and release the left mouse button. The taskbar
appears in its new location.

As more different applications are started, their icons are added to the taskbar. When space becomes tight, icons are reduced in
size. In the event that too many different types of applications are opened at once, making it difficult to find applications on the
taskbar, the taskbar can be resized as outlined in the following procedure.

1. Move the pointer to the edge of the taskbar.

2. Click and hold down the left mouse and drag the pointer outward toward the middle of the desktop to expand it or
inward toward the edge of the desktop display to reduce its size.

3. Release the left mouse button.

Expanding the size of the taskbar for users who work with a number of different applications at the same time can have a big
impact on user efficiency.

Configuring Taskbar Properties

Administrators should configure the taskbar based on the level of computer experience that users have. For example,
inexperienced users may accidentally move or hide their taskbar and not know how to restore it, whereas experienced users may
prefer to have the taskbar hidden when not in use. Table 6.3 outlines the settings that can be used to configure the behavior of the
Windows XP taskbar.

Table 6.3: Windows XP Taskbar Configuration Settings

Taskbar Setting Description

Lock the taskbar Locks the taskbar in its current location to prevent it from accidentally being moved or
resized.

Auto-hide the taskbar Hides the taskbar when it is not being used. To redisplay the taskbar, move the pointer

over the area where it resides.

Keep the taskbar on top of Keeps Windows applications from overlaying or hiding the taskbar.
other windows

Group similar taskbar buttons Controls whether applications of the same type are grouped on the taskbar to save
space and improve organization.
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Show Quick Launch Enables the Quick Launch toolbar and places it on the taskbar.
Show the clock Displays the current time in the taskbar's notification area.
Hide inactive icons Hides inactive icons located in the notification area.

The following procedure outlines the steps involved in configuring the Windows XP taskbar.

1. Right-click on an unused portion of the taskbar and select Properties. The Taskbar and Start Menu Properties
dialog appears. By default, the Taskbar property sheet is automatically selected, as shown in Figure 6.11.

Figure 6.11: Configuring the Windows XP taskbar

2. The Taskbar property sheet is organized into two sections. The Taskbar appearance section contains settings
that configure taskbar features and behavior. The Notification area section contains settings that configure the
appearance of icons located in the notification area. Select the desired options.

3. Click on Customize to configure settings for the notification area, as explained in "Working with the Notification
Area" later in this chapter.

4. Click on OK to close the Taskbar and Start Menu Properties dialog.

Configuring Taskbar Toolbars

The Windows XP Professional taskbar supports a number of predefined toolbars, which can be enabled and configured to provide
additional functionality. Table 6.4 provides an overview of toolbars supported by Windows XP Professional.

Table 6.4: Windows XP Taskbar Configuration Settings

Toolbar Description

Quick Provides single-click access to applications whose shortcuts have been placed on the toolbar

Launch

Address Displays a browser URL field, allowing the user to launch the default Internet browser and load Web
pages

Links Provides a list of links to Web pages for quick retrieval

Desktop Displays an icon for each desktop shortcut and provides single-click access to these shortcuts

The following procedure outlines the steps involved in enabling or disabling a toolbar.
1. Right-click on an unused portion of the taskbar and select Toolbars.

2. Alist of toolbars appears. If a check mark appears to the left of a toolbar entry, the toolbar is already enabled. To
enable or disable the toolbar, select it.

3. The selected toolbar appears or disappears from the taskbar depending on the action that was performed.

Except for the Quick Launch toolbar, the taskbar displays toolbar names whenever they are enabled. Depending on the number of
enabled toolbars and the number of open applications, it may be preferable to prevent the display of the toolbar names. The display
of toolbar names is configured on a toolbar-by-toolbar basis. To disable the display of a given toolbar's title, right-click on its name
and select Show Title. To later redisplay its title, right-click on the edge of the toolbar and select Show Title again. Similarly, the
names of the applications or folders stored in a toolbar can be displayed or hidden by toggling the Show Text setting.
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When a toolbar is no longer needed, it can be removed. To do so, right-click on the toolbar and select Close Toolbar. The Confirm
Toolbar Close dialog appears. Click on OK to confirm its removal from the taskbar.

Setting Up the Quick Launch Toolbar

The Quick Launch toolbar is used to provide single-click access to applications that users work with regularly. This enables users to
start their applications without having to go through the Start menu. By default, the following applications are included on the Quick
Launch toolbar.

= Windows Desktop

= Internet Explorer

= Outlook Express

= Windows Media Player

The following procedure outlines the steps involved in adding new shortcuts to the Quick Launch toolbar.
1. Right-click on an unused portion of the Quick Launch toolbar and click on Open Folder. The Quick Launch folder

appears, as shown in Figure 6.12.

Figure 6.12: Configuring the taskbar's Quick Launch toolbar
2. Click on the File menu, select New, and then click on Shortcut.
3. Type the name and path of the application or click on Browse to search for it and then click on Next.
4. Type a name for the shortcut and click on Finish.
Tip Another way to add shortcuts to the Quick Launch toolbar is to drag and drop the shortcut onto the toolbar.

To delete a shortcut from the Quick Launch toolbar, right-click on it and select the Delete option. To change its location on the
toolbar, place the pointer over a shortcut, press and hold the left mouse button, and drag the shortcut to a new location.

Setting Up the Address Toolbar

Enabling the Address toolbar, as shown in Figure 6.13, places an address text field on the taskbar that allows the user to enter a
Web page's URL. When clicked, the green Go button to the right of the URL field opens the user's default Internet browser and
loads the specified Web page. This toolbar speeds access to the Internet by saving the user the trouble of first starting an Internet
browser.
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Figure 6.13: Adding the Address toolbar to the Windows XP taskbar

Setting Up the Links Toolbar

Enabling the Links toolbar, as shown in Figure 6.14, displays the links stored in the user's Internet Explorer Links folder. This folder
is found in Internet Explorer under the Favorites menu. Clicking on a link opens the user's default Internet browser and loads the
URL associated with the link.
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Figure 6.14: Adding the Links toolbar to the Windows XP taskbar

Setting Up the Desktop Toolbar

Enabling the Desktop toolbar, as shown in Figure 6.15, displays all of the shortcuts stored on the user's desktop. In addition, the
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following list of shortcuts is also displayed.
= My Documents
= My Computer
= My Network Places

= Recycle Bin

Figure 6.15: Adding the Desktop toolbar to the Windows XP taskbar

This toolbar provides single-click access to desktop shortcuts even when the desktop is cluttered and they cannot otherwise be
seen.

Creating Custom Toolbars

In addition to Windows XP's collection of predefined toolbars, Windows XP allows new toolbars to be created. This task is
accomplished by creating a new folder, placing shortcuts to applications within it, and then specifying the folder as the source for
the new toolbar. The taskbar will then display a new toolbar, the contents of which will be the shortcuts located in the folder.

The following procedure outlines the steps required to create a new custom toolbar.

1. Use Windows Explorer to create a new folder. Copy shortcuts for the applications that are to appear on the
custom toolbar into the folder.

2. Right-click on an unused portion of the Windows XP taskbar, click on Toolbars, and then select New toolbar. The
New Toolbar dialog appears, as shown in Figure 6.16.

Figure 6.16: Creating a new custom toolbar
3. Specify the location of the folder created in step 1 and click on OK.

4. The new custom folder is displayed on the Windows taskbar, as demonstrated in Figure 6.17.

Figure 6.17: Viewing the contents of the newly created custom toolbar

The custom toolbar will now appear in the list of available toolbars whenever they are displayed by right-clicking on the taskbar and
selecting Toolbars. Unlike other toolbars, which remain on the toolbar list after they have been removed from the taskbars, custom
toolbars are completely removed from the list when they are removed from the taskbar and can only be added back by recreating
them.

Working with the Notification Area
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The taskbar's notification area is used to display icons for applications that are automatically started by Windows XP Professional.
Many applications add icons to the notification area when they are installed to provide quick access to application functionality.
Windows XP also displays a great deal of information using the notification area. For example, the notification area display
messages from utilities such as:

= Automatic Update. Messages appear whenever new updates are available from Microsoft.

= Desktop Cleanup. The user is regularly prompted to allow the utility to move desktop shortcuts that have not been
used recently to a desktop folder to reduce clutter.

Windows XP places icons in the notification area that display other types of information, such as network connectivity status or
CPU usage when the Task Manager utility is running. In addition, icons may be displayed that provide control over speaker and
volume control. Windows XP attempts to reduce the amount of space taken up by the notification area by hiding icons that have
been inactive for a while. When this happens, the chevron (<) character appears on the left-hand side of the notification area.
Clicking on it expands the notification area and shows all its icons.

Placing the pointer over icons in the notification area displays a screen tip that shows the name of the application to which the icon
is associated. Double-clicking on the icon usually displays the application or a component of the application. Right-clicking on an
icon usually displays a menu with options that can be used to configure and manage the application. In addition to the controls that
the applications assign to each icon in the notification area, Windows XP provides global controls over all the icons stored there.
The following procedure outlines the steps involved in configuring Windows XP's control over notification area icons.

1. Right-click on an unused portion of the taskbar and select Properties. The Taskbar and Start Menu Properties
dialog appears. By default, the Taskbar property sheet is automatically selected.

2. Click on the Customize button, located in the notification area section at the bottom of the property sheet. The
Customize Notifications dialog appears, as shown in Figure 6.18.

Figure 6.18: Customizing the display of notification area icons
3. Information about the icons located in the notification area is displayed in two columns, as outlined below.
= Name. The name of the application associated with the icon.
= Behavior. The currently configured application's behavior.
Application behavior settings include:

o Hide when inactive
o Always hide
o Always show

Behavior settings are changed by clicking on the setting and selecting a new setting from the
drop-down list that appears. Select behavior settings for icons as desired. Alternatively, click on
Restore Defaults to restore the notification area's default icon behavior settings.

4. Click on OK to close the Customize Notifications dialog.

5. Click on OK to close the Taskbar and Start Menu Properties dialog.
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Configuring the My Documents Folder

Windows XP Professional automatically assigns each user a My Documents folder, which is located in \Documents and
Settings\username\My Documents. Administrators should encourage users to store all their files in their individual My Document
folders. By requiring all users to save their data in this fashion, administrators create a centralized location on each user's computer
for file storage. This makes locating and backing up user data a lot simpler.

If the My Documents folder is located on an NTFS (New Technology File System) formatted partition or volume, then by default
only the user (and administrators) can access the contents of the user's My Documents folder. However, if the My Documents
folder is located on a partition or volume formatted with FAT or FAAT32, it is accessible to all users of the computer.

To better manage the storage of all users' My Documents folders, administrators can move their My Documents folders to a shared
folder on a network computer to which users have read and write access. This makes the backup and restoration of user data much
easier. The following procedure outlines the steps involved in moving the My Documents folder to a network computer.

1. Create a shared folder on a disk drive formatted with NTFS on a network computer.

2. Create a subfolder for each user and ensure that each user has read and write access to the folder.

3. At the user's computer, click on Start, right-click on My Documents, and select Properties. The My Documents
properties dialog appears, as shown in Figure 6.19.

Figure 6.19: Changing the location of the user's My Document folder

4. By default, the Target property sheet is selected. To move the My Documents folder, click on Move. This opens
the Select a Destination folder, which provides an Internet Explorer view of the local computer and My Network
Places. Locate the shared folder that has been set up to hold the user's My Documents folder and click on OK.

Note For instructions on how to create shared folders and apply share permissions, refer to Chapter 19,
"Printer and Disk Sharing." For information about how to apply NTFS security permission to folders,

refer to Chapter 9, "Security Administration."
5. Click on OK to close the My Documents Properties folder.

Tip The My Documents folder can easily be restored to its original location at a later date by opening the My
Document Properties folder and clicking on Restore Default.
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Managing User Profiles

Windows XP Professional requires that every user has his or her own profile in order to be able to log in and use the computer.
Profiles store settings that determine the user's working environment. This includes settings that affect Start menu and taskbar
configuration. Administrators can affect the user's profile in a number of ways, including:

= Establishing roaming profiles
= Creating a mandatory profile

= Restricting user profiles using Group Policy
Setting Up a Roaming Profile

A roaming profile follows the user regardless of which Windows XP Professional computer he or she logs on to. This provides users
with a consistent configuration wherever they go. A roaming user profile is established when the administrator stores the user's
profile in a shared folder on a network computer to which the user has read and write access. When the user logs in to Windows
XP Professional, the user's profile is copied from the shared folder and loaded on the local computer. Any changes that the user
makes are later stored in the user's profile back on the shared network folder when the user logs off.

User accounts can be created and managed using the Local Users and Groups extension on the Computer Management console.
Figure 6.20 shows the profile property sheet on the Properties dialog for a typical user account. In this example, the location for the
roaming profile is specified as \\FileSvr\Profile\Molly. User profiles are named ntuser.dat and are stored as hidden files.

Figure 6.20: Configuring a roaming user profile

Note For information on the creation and configuration of user accounts refer to Chapter 9, "Security Administration."
Setting Up a Mandatory User Profile

A mandatory user profile is one that is configured by the administrator and is assigned to the user, which the user is not able to
modify. A mandatory user profile provides administrators with a tool for enforcing a standardized user desktop and Start menu.

To create a mandatory profile, the administrator logs on as a regular user, customizes the Windows XP desktop and Start menu as
required, and then saves the settings by logging off. The administrator then logs back on as an administrator and renames the
profile that was just created from ntuser.dat to ntuser.man. The ntuser.man file can then be copied to each user's profile folder and
assigned security permissions that allow users to read but not to change the file. This allows Windows XP to access and download
the user's profile during login while preventing any changes that may have been made by the user from being saved at logoff.

Mandatory user profiles can be stored either on the local computer or in a shared folder on a network computer.
Controlling User Profiles Using Group Policy

Using Local Group Policy or Group Policy applied by Active Directory on Windows networks, administrators can configure policies
that restrict the user's working environment, including the Start menu and taskbar. Group Policy settings always override profile
settings. For example, the Prevent Changes to Taskbar and Start Menu Settings policy prevents any users from making any
changes to the Windows XP Start menu and taskbar. Examples of other policies include policies that prevent the My Documents,
My Pictures, and My Music folders from appearing on the Start menu. In addition, there are policies that control taskbar toolbars
and the notification area.

Note For information on the application of Group Policy, refer to Chapter 9, "Security Administration."
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Chapter 7: Configuring Desktop Settings

Overview

The Windows XP Professional desktop is the area on which all Windows objects are opened. Administrators are often called upon
to assist users in configuring their desktops. In tightly managed corporate environments, administrators may be required to create
and deploy a standard desktop to all users. Like the Start menu and taskbar, changes made to the users' desktop are stored in
their individual profiles.

Desktop configuration involves the modification of display settings. Display settings affect everything from display color and
resolution to the application of themes, which specify a collection of settings that affect the look and appearance of windows, fonts,
icons, and other Windows features.

Another important component of desktop management is the creation and configuration of desktop shortcuts, which can be used to
provide users with quick access to the applications and folders that they work with most often. Administrators can also assist users
by creating shortcuts to folders stored on centralized network servers, allowing users to store and retrieve their files on computers

that are regularly backed up.
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Administering the Windows XP Professional Desktop

The appearance of the Windows XP Professional desktop is controlled by display properties that are stored in the Windows
registry. To make modification of these settings easy, Windows XP Professional provides the Appearance and Themes folder on
the Window XP Control Panel, as shown in Figure 7.1.

Figure 7.1: Administering desktop appearance using the Appearance and Themes folder
The top portion of the Appearance and Themes folder displays a list of four commonly performed tasks, which include:
= Change the computer's theme
= Change the desktop background
= Choose a screen saver
= Change the screen resolution

Selecting any of these tasks opens the Display Properties dialog and displays a property sheet designed to accomplish the selected
task. In addition, the bottom section of the Appearance and Themes folder displays links to the following resources:

= Display.Opens the Display Properties dialog where most desktop configuration is performed
= Taskbar and Start Menu.Opens the Taskbar and Start Menu Properties dialog
= Folder Options.Opens the Folder Options dialog where folder configuration options are configured

However, the most common and convenient way to modify display properties is to access them directly from the Windows XP
desktop, as outlined by the following procedure.

1. Right-click on an open area of the Windows XP Professional desktop.
2. Select Properties.
3. The Display Properties dialog appears.

The Windows XP Display Properties dialog configures a number of desktop settings that affect the overall appearance and
functionality of the desktop. These settings include:

= The desktop background

= The screen saver

= Monitor power settings

= Windows settings

= Button settings

= Colors

= Desktop icons

= Configuration of the Desktop Cleanup wizard
= Fonts

= Resolution

= Color quality
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Deploying a Standard Desktop

By default, users are permitted to customize their own desktops. However, administrators can establish a mandatory user desktop
configuration using mandatory profiles or Group Policy. This allows for the implementation and deployment of a standard desktop to
all users in a corporate environment. By deploying a standard desktop, administrators provide a level of consistency that makes the
administration of Windows XP Professional easier and more efficient.

A standard desktop also helps protect users from themselves by preventing them from accidentally deleting desktop icons and
shortcuts that they may need but may not know how to configure or reconfigure should they accidentally alter their desktop settings.
Of course, not all users appreciate this approach. Experienced and technically savvy users will want control over their working
environment and may argue that without it, their productivity is compromised. Ultimately, this decision comes down to corporate
policy and philosophy, and administrators need to be prepared to support whatever set of rules the company decides upon.

Mandatory profiles and Group Policy allow users to temporarily make changes to their desktop settings for the current working
session but prevent users from saving and reusing these settings the next time that they log in.

Note For more |nformat|on on the use of mandatory proflles refer to "Settlng Up a Mandatory User Profile" in Chapter 6,

" To learn more about Group Policy, refer
to "Controllmg User Proﬁles Usmg Group Pollcy" in QhapieLﬁ anilguung_thejﬂLmdeID_SlaﬂJMleaskbaLjﬂd
My Documents Folder" and "Group Policy" in Chapter 9, "Security Administration."

Improving User Efficiency with Shortcuts

A shortcut is a link to another object that, when opened, accesses the object. Windows allows a number of different types of
shortcuts to be set up. The types of shortcuts supported by Windows XP Professional include:

= Application shortcuts
= Folder shortcuts
= URL shortcuts

Note Shortcuts are also used to configure other Windows XP resources, such as the Start menu and the Quick Launch
toolbar. To learn more about how to apply shortcuts to these resources, refer to Chapter 6, "Configuring the Windows
XP Start Menu, Taskbar, and My Documents Folder."
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Configuring the Windows XP Display

The Windows XP Display Properties dialog is organized into five property sheets, each of which configures a related collection of
display options and performs specific display-related tasks. These property sheets include:

= Themes.A stored collection of colors, icons, sounds, fonts, and a screen saver and desktop background that can be
applied to Windows XP Professional

= Desktop.Provides the ability to select from different desktop backgrounds and to configure the display of desktop
icons and Web content

= Screen Saver.Provides the ability to enable a desktop screen saver and to add password protection to the screen
saver, as well as the ability to configure monitor power settings

= Appearance.Provides the ability to configures window, button, color, and font settings

= Settings.Provides control over screen resolution and color setting as well as the ability to manage video adapter and
monitor property settings

Applying Desktop Themes

The Themes property sheet on the Windows XP Display Properties dialog provides the ability to select a theme. A theme is a
collection of configuration settings that affect the overall appearance of Windows XP Professional. These settings include:

= Colors used to display windows

= Appearance of Windows icons

= Sounds played when specific events occur
= Style and size of fonts

= Desktop background

= Screen saver

The following procedure outlines the steps involved in selecting a Windows theme.

1. Right-click on the Windows XP Desktop in a clear area and select Properties. The Display Properties dialog
appears.

2. Select the Themes property sheet, as shown in Figure 7.2.

Figure 7.2: Selecting a desktop theme

3. Select a theme from the Theme drop-down list. The selected theme will be displayed in the Sample section of the
Themes dialog for review.

4. Click on OK.

Table 7.1 lists the entries that are available by default in the Theme drop-down list.

Table 7.1: Windows XP Themes

Theme Description
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My Current The current configuration of icons, colors, fonts, and sounds

Theme

Windows XP The default Windows XP theme

Windows A theme that provides Windows XP with the look and feel of previous Windows operating systems
Classic

More themes A link to the Microsoft Plus! for Windows XP Web page where additional themes can be downloaded
online and saved on the computer

Browse Displays the Open Theme dialog, which can be used to locate and install other theme files

Windows XP Professional also allows for the creation of custom themes. To create a custom theme, simply make any desired
changes to the Windows XP desktop using the property sheets on the Display Properties dialog and then click on Save As on the
Themes property sheet. Type a descriptive name for the new theme and click on Save. The new theme will be saved and displayed
as an option in the Theme drop-down list.

Note Themes are stored as files with a .theme file extension. By default, Windows XP stores themes in
\Windows\Resources\Themes. When a user saves his or her own custom theme, it is stored by default in the user's My
Documents folder.

Similarly, themes can be deleted by selecting them from the drop-down list and clicking on Delete.

Customizing the Windows XP Desktop

The Desktop property sheet on the Windows XP Display Properties dialog, shown in Figure 7.3, provides the ability to select a
desktop background. Windows XP Professional provides a large collection of backgrounds to choose from. As each is selected, a
preview is displayed in the top portion of the Desktop property sheet.

Figure 7.3: Configuring the Windows XP desktop background

Desktop images can be applied to the desktop in three different ways by clicking on the Position drop-down list and selecting one of
the following options.

= Center.Centers the image in the middle of the Windows XP desktop
= Tile.Copies or tiles the image as many times as possible on the Windows XP desktop
= Stretch.Stretches the image, if necessary, until it fills the entire Windows XP desktop

In addition to the predefined collection of Windows desktop images, any image saved to the user's My Pictures folder can be used
as a background picture. To use an image stored in this folder, click on the Browse button. The My Pictures folder opens. Select an
image and click on Open.

In addition to these background images, Windows XP can display a desktop color instead of a background image. To display a
background color, select the None entry in the Background list and then click on the Color drop-down list. A list of 20 predefined
background colors is displayed. Select a color to use it as the desktop background.

At the bottom of the Color drop-down list is a button that opens the Color dialog, shown in Figure 7.4, which allows a custom color
to be configured and selected.
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Figure 7.4: Selecting a custom background color

Configuring and Maintaining Desktop Shortcuts

The Customize Desktop button at the bottom of the Desktop property sheet opens the Desktop Items dialog, which consists of two
Properties sheets. The General property sheet provides the ability to configure special desktop shortcuts as well as the icons that
represent them. In addition, this property sheet provides the ability to configure the Desktop Cleanup Wizard and to run the wizard
manually. This wizard assists the user by automatically moving any unused desktop shortcuts to a special folder on the Windows
XP desktop. Detailed instructions on how to configure the options found on this property sheet are available later in this chapter in

"Working with Special Shortcuts" and "Working with the Desktop Cleanup Wizard."
Adding Web Content to the Windows XP Desktop

The second property sheet on the Desktop Items dialog is the Web property sheet as shown in Figure 7.5. This property sheet
provides the ability to use a Web page as the desktop background.

Figure 7.5: Adding Web content to the Windows XP desktop

The Web pages section provides a list of Web pages previously used as desktop backgrounds. The My Current Home Page entry
can be selected to choose the user's current home page as the desktop background. Select an entry from this list to reapply it.

The following procedure outlines the steps involved in specifying a Web page as the desktop background.
1. Click on New. The New Desktop Item wizard starts, as shown in Figure 7.6.
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Figure 7.6: Specifying a Web page to be used as the desktop's background
2. There are three ways to specify a Web page, as shown below:
= Click on Visit Gallery to add an item from the Microsoft Desktop Gallery
= Type a URL in the Location field

= Click on Browse and specify the location of an HTML page stored on the computer or local area
network.

3. Once a Web page has been specified, click on OK.

To delete a Web page from the Web pages list, select it and click on Delete. To view and configure the properties associated with a
Web page, select it and click on Properties. Click on Synchronize to force an immediate resynchronization of the content of the
desktop with its associated Web page. Select the Lock desktop items option at the bottom of the Web property sheet to lock all
Web content in place and prevent it from accidentally being moved.

Configuring Web Page Properties for Desktop Backgrounds

The Properties dialog associated with a desktop background Web page displays information about the Web page. It provides the
ability to configure a schedule for synchronizing the desktop's content and to specify whether any links located on the desktop
should be automatically downloaded. The following procedure outlines the steps involved in accessing the properties associated
with a desktop background Web page.

1. Right-click on the Windows XP desktop and select Properties. The Display Properties dialog appears.

2. Select the Desktop property sheet.

3. Click on Customize Desktop.

4. Select the Web property sheet.

5. Select a Web page from the Web pages list and click on Properties. The Web page's Properties dialog appears.

The Web page's Properties dialog is organized into three property sheets. The Web Documents property sheet, shown in Figure
7.7, displays information about the Web page and has just one configurable option. The Make this page available offline option is
selected by default to ensure that the Web page can display information from this Web page even when the computer is not
connected to the Internet.

Figure 7.7: Viewing Web Document properties

The Schedule property sheet, shown in Figure 7.8, contains the following pair of options, which determine when content on the
desktop is synchronized with the Web page.

= Only when | choose Synchronize from the Tools menu

= Using the following schedule(s)
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Figure 7.8: Specifying when Windows XP should synchronize the desktop content with the Web page

Selecting the second option opens the New Schedule dialog, as shown in Figure 7.9. It allows specification of the interval (in days)
and the time that Windows XP should synchronize desktop content with the Web page. Type a descriptive name for the schedule
and, optionally, select the option to allow Windows XP to connect to the Internet if it is not already connected. Click on OK.
Additional schedules can be set up, edited, or removed as necessary.

Figure 7.9: Setting up a synchronization schedule

The Download property sheet, shown in Figure 7.10, provides the ability to specify how many links deep into the Web page
Windows XP should download contents. This includes the ability to download links outside of the Web site and to limit the amount
of disk space that can be used to store Web page content. Clicking on the Advanced button opens the Advanced Download
Options dialog, shown in Figure 7.11, which is used to specify what contents from the Web page are downloaded.
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Figure 7.10: Determining how many links deep to download for the specified Web page

Figure 7.11: Specifying the types of content to download

The Download property sheet can also be used to send a notification e-mail to an e-mail address or mail server whenever the
content on the Web page changes.

If the Web site requires that a username and password be provided in order to gain access, click on Login. This displays the Login
Options dialog shown in Figure 7.12.

Figure 7.12: Provide the username and password required to gain access to the Web
Setting Up a Screen Saver

Screen savers are programs that become active after a specified period of user inactivity. They were originally designed to prevent
monitor burn-in, which used to occur on older monitors when the same image was displayed for long periods of time. Newer
monitor technology has eliminated the burn-in issue, but screen savers still remain popular. Users often enjoy looking at them and
may consider them to be art or entertainment. Administrators have an entirely different use for them; they use screen savers as an
additional form of security.

By applying a password to a screen saver, the administrator forces users to reauthenticate to Windows XP when they return and
want to resume work. By locking the computer in this manner, it becomes more difficult for passersby to steal access to a user's
computer, thus helping to protect personal and corporate data.

Windows XP Professional ships with a large collection of screen savers. Unfortunately, the screen savers that generally attract
most users are the 3D ones. The bad thing about these screen savers is that they are graphically intensive and consume a great
deal of memory and processor time when they execute. In fact, these screen savers can consume up to 100 percent of all available
processor resources. This also causes the computer to consume additional power. If the computer shares its disk space or printer
with other computers on a network, these screen savers slow down the computer's ability to service network requests. In addition,
any batch processing normally performed when the user is not using the computer takes longer to run. So unless the computer is
completely idle when a local user is not using it, it is best to avoid using the 3D screen savers.

The following procedure outlines the steps involved in setting up a Windows XP screen saver.
1. Right-click on the Windows XP desktop and select Properties. The Display Properties dialog appears.

2. Select the Screen Saver property sheet, as shown in Figure 7.13.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot

http://www.colorpilot.com

Figure 7.13: Setting up a Windows XP screen saver

. Select a screen saver from the drop-down list in the Screen saver section. A preview of the screen saver will be

displayed in the graphic monitor at the top of the Screen Saver property sheet.

. Enter a value in the Wait field to specify the number of minutes of inactivity that must pass before the screen

saver begins executing.

. Select the On resume, password protect option to enable password protection.

. Some screen savers have settings that control their execution. If the Settings button is enabled, click on it, as

demonstrated in Figure 7.14.

Figure 7.14: Some screen savers have settings that can be configured to specify their
behavior

. Configure these settings as desired on click on OK.

Tip If the Screen Saver Settings dialog displays an entry for complexity or other similar options, changing
these settings to a lower value may reduce memory and CPU usage.

. Click on Preview to see how the screen saver will appear when run and then press any key to return to the

Screen Saver property sheet.

. Click on OK.
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The Power button at the bottom of the Screen Saver property sheet displays the Power Options Properties dialog, where power
schemes, alarms, and other energy saver settings can be configured.

Note For information about how to work with the energy saver settings found on the Power Options Properties dialog, refer to

"Power Management" in Chapter 13, "Performance Tuning."

Configuring Appearance Options

The Appearance property sheet on the Windows XP Display Properties dialog, shown in Figure 7.15, provides the ability to select
appearance settings that control the way the following display elements look:

= Windows

= Buttons

= Colors

= Fonts

Figure 7.15: Specifying the appearance of Windows, buttons, colors, and fonts

The following procedure outlines the steps involved in configuring appearance settings.

1.

2
3.
4

[¢,]

Right-click on the Windows XP desktop and select Properties. The Display Properties dialog appears.

. Select the Appearance property sheet.

Use the Windows and buttons drop-down list to specify the appearance of Windows and buttons.

. Use the Color scheme drop-down list to specify the collection of colors to be used when displaying Windows and

buttons.

. Use the Font size drop-down list to specify the font size to be displayed on Windows and buttons.

. As each option is selected from one of the drop-down lists, a preview is displayed in the top portion of the

Desktop property sheet, providing an indication of the selection's affect on the way things will appear in Windows
XP. Once the appearance has been set as desired, click on OK.

The Appearance property sheet also provides links to two additional dialogs where appearance effects and other advanced settings

are administered.

Note Each additional effect that is configured consumes additional memory and processor performance. Turning off some of
the available effects may improve performance, especially on a computer with limited resources.

The following procedure outlines the steps involved in configuring appearance effects.

1.
2.
3.

Right-click on the Windows XP desktop and select Properties. The Display Properties dialog appears.
Select the Appearance property sheet.

Click on the Effects button located in the lower right-hand portion of the Appearance property sheet. The Effects
dialog opens as shown in Figure 7.16.
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Figure 7.16: Specify Windows visual effects
4. The following effects options can be enabled or disabled:
= Use the following transition effect for menus and ToolTips
= Use the following method to smooth edges of screen fonts
= Use large icons
= Show shadows under menus
= Show window contents while dragging
= Hide underlined letters for keyboard navigation until | press the Alt key

The options available for the transition effect for menus and ToolTips include Fade Effect or Scroll Effect. The
available options for smoothing the edges of screen fonts are Standard and Clear Type.

Select the desired options and click on OK to close the Effects dialog.
5. Click on OK to close the Display Properties dialog.

Note Clear Type is a display technology that triples the horizontal resolution on LCD screens with a digital interface making it
easier to view. It is not intended for use on CRTs.

The following procedure outlines the steps involved in configuring advanced appearance settings.
1. Right-click on the Windows XP desktop and select Properties. The Display Properties dialog appears.

2. Select the Appearance property sheet.

3. Click on the Advanced button located in the lower right-hand portion of the Appearance property sheet. The
Advanced Appearance dialog appears, as shown in Figure 7.17.

Figure 7.17: Setting advanced appearance settings

4. Select a specific Windows item from the Item drop-down list. The entry fields to the right and underneath the
selected item are enabled or disabled based on how they apply to the selected item. Change the configuration
settings as allowed for the item. Changes made to the selected item are reflected in the graphic displayed in the
upper half of the dialog, demonstrating the effects caused by the configuration change.

5. Repeat step 4 to configure as many Windows items as necessary.

6. Click on OK to close the Advanced Appearance dialog.
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7. Click on OK to close the Display Properties dialog.
Setting Resolution and Color

The Settings property sheet on the Windows XP Display Properties dialog, shown in Figure 7.18, provides the ability to configure
display resolution and color depth. Windows XP Professional supports a minimum display resolution of 800 x 600. Unlike all earlier
versions of Windows, it does not support a 480 x 640 pixel resolution option. The ranges of resolution and color options that are
available depend on the computer's video adapter. Generally speaking, the upper limits of one setting have an impact on the other
setting, meaning that the highest resolution setting can only be implemented by reducing the color setting and vice versa.

Figure 7.18: Configuring Windows XP display resolution and color settings

The following procedure outlines the steps involved in changing the computer's resolution and color settings.
1. Right-click on the Windows XP desktop and select Properties. The Display Properties dialog appears.

2. Select the Settings property sheet, as shown in Figure 7.18.

3. To change screen resolution, move the slider bar in the Screen resolution section to the left or right. Moving the
slider to the left decreases the resolution setting, and moving it to the right has the opposite effect. If the slider bar
will not move or only offers limited movement, the computer's video card does not support higher resolutions.

4. To change screen color depth, select an entry from the Color quality drop-down list.
5. Click on OK to close the Display Properties dialog.

Note Resolution and color settings can also be impacted if Windows XP Professional has installed the wrong video driver for
the computer's video card or if a generic video driver has been installed. To avoid having the resolution and color display
options artificially limited in this fashion, verify that the video adapter listed on the Monitor and Drivers Property dialog
matches the video adapter installed on the computer. Also visit the Web site of the video adapter manufacturer and
make sure that the most current video driver has been installed.

At the bottom of the Settings property sheet are two buttons. The Troubleshoot button opens the Windows XP Help and Support
Center and displays the Video Display troubleshooter. Clicking on the Advanced button opens the Monitor and Drivers Property
dialog. This dialog contains a number of property sheets that provide the ability to view and change video adapter and monitor

property settings.
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Working with Desktop Shortcuts

Desktop shortcuts provide quick access to resources frequently accessed by users. By placing shortcuts on the Windows XP
desktop, administrators can help users improve their productivity. Shortcuts provide users with double-click access to applications
and other resources. They allow the user to bypass the Start menu and are a great way of accessing applications that may be
several clicks deep in the Start menu.

Shortcuts can also provide easy access to folders, which contain applications or data that users often work with. For example, if all
users need to access and use a common set of applications on a regular basis, administrators may find that creating a desktop
shortcut called Standard Applications with links to these applications will be of great help to their users.

Creating Application Shortcuts

Desktop shortcuts in Windows XP Professional can be created using a number of techniques. For example, the following procedure
outlines the steps involved in creating a desktop shortcut using the Create Shortcut Wizard.

1. Right-click on an open area of the Windows XP desktop, select New, and then Shortcut. The Create Shortcut
Wizard appears, as shown in Figure 7.19.

2. Type the name and path of the application or click on Browse to locate it. Once specified, click on Next.

3. Type a name for the shortcut and click on Finish.

Figure 7.19: Creating a desktop shortcut

When a shortcut is no longer needed, it can be removed from the Windows XP desktop, as outlined in the following procedure.
1. Right-click on the shortcut and select Delete.

2. Click on Yes when prompted for confirmation.
Windows XP Professional provides a number of other options for creating desktop shortcuts. These techniques include:

= Moving the pointer over an icon in a Windows folder and right-clicking on it, holding the right mouse button while
dragging the icon to the Windows desktop, releasing the right mouse button, and selecting Create Shortcut

= Moving the pointer over an icon in the Quick Launch toolbar, right-clicking and holding the right mouse button while
dragging the icon to the Windows desktop, and then releasing the right mouse button and selecting Create Shortcut

= Dragging and dropping an icon from the Windows XP Start menu to the desktop

= Right-clicking on an application icon, selecting copy, and then rightclicking on an open area of the Windows XP
desktop and selecting Past Shortcut

Modifying Shortcut Properties

Like other Windows objects, shortcuts have their own set of properties, as demonstrated in Figure 7.20. These properties can be
modified by right-clicking on the shortcut and selecting Properties. This opens the shortcut's Properties dialog and by default
displays the Shortcut property sheet. Any of the following application shortcut properties can be modified.

= Target.The name and path of the application to which the shortcut points

= Start in.The location of the folder that contains the application or that contains files that may be needed by the
application

= Shortcut key.Specifies a keyboard keystroke sequence, such as Alt+T, that can be used to start the application

= Run.Specifies whether the application should be opened in a normal window or whether it should be started in a
minimized or maximized state

= Comment.A descriptive statement that provides additional information about the shortcut
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Figure 7.20: Examining the properties associated with an application shortcut
At the bottom of the Shortcut property sheet are icons that provide the following functionality.
= Find Target.Opens the folder that contains the application to which the shortcut points
= Change Icon.Displays the Change Icon dialog, allowing a different icon to be chosen to represent the shortcut
= Advanced.Displays the Advanced Properties

Advanced shortcut properties allow the shortcut to start its associated application in two different ways, as shown in Figure 7.21.

Figure 7.21: Modifying the manner in which the shortcut opens its associated application
Selecting Run with different credentials causes the Run As dialog, shown in Figure 7.22, to appear when the shortcut is opened.

This dialog allows the user to run the application while protecting the computer from viruses, or to run the application as a different
user.

Figure 7.22: Configuring a shortcut's advanced properties

The Run in separate memory space option is enabled for all Windows 3.1 applications. Selecting this option runs the application in
a separate memory space, thus protecting the rest of the computer from the Windows 3.1 application should it act inappropriately.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

Using Shortcuts to Configure Other Windows XP Features

Windows shortcuts are also used as components of the Windows XP Start menu and Quick Launch toolbar. The Windows XP Start
menu is made up of a collection of folders, each of which contains shortcuts. Each folder represents a submenu on the Windows
XP Start menu. For example, the Start menu itself is a folder that contains other folders, including the All Programs folder. Each
folder can contain other folders or shortcuts.

Shortcuts represent menu options on the Start menu and its submenus. Therefore, by adding an application shortcut to the
Accessories folder that resides under the All Programs folder, a new application menu option is added to the Accessories submenu.

Shortcuts are also used to configure the Quick Launch toolbar. This toolbar provides single-click access to applications and, when
enabled, is located on the Windows XP taskbar.

Note To learn more about the use of shortcuts on the Windows XP Professional Start menu and Quick Launch toolbar, refer

to Chapter 6, "Configuring the Windows XP Start Menu, Taskbar, and My Documents Folder."
Creating Folder Shortcuts

Desktop shortcuts can also provide links to folders. This allows a single shortcut to provide quick access to any number of Windows
files and folders that may be located within the target folder. The following procedure outlines the steps involved in creating a
desktop shortcut to a Windows folder.

1. Right-click on an open area of the Windows XP desktop, select New, and then Shortcut. The Create Shortcut
Wizard appears.

2. Type the name and path of the folder or click on Browse to locate it. Once specified, click on Next.

3. Type a descriptive name for the shortcut and click on Finish.
Creating URL Shortcuts

Desktop shortcuts also provide a quick way to access resources located on the Internet or on a corporate intranet. For example,
workers at a corporate help desk might need to access phone numbers or procedures stored on the corporate Web site in order to
assist callers. Creating a URL shortcut to the Web pages where this information is stored can thus provide faster customer service.

The following procedure outlines the steps involved in using the Create Shortcut Wizard to create a URL shortcut.

1. Right-click on an open area of the Windows XP desktop, select New, and then Shortcut. The Create Shortcut
Wizard appears.

2. Type the URL of the Internet site or Web page and click on Next.
3. Type a descriptive name for the shortcut and click on Finish.

Double-clicking on the shortcut opens the default Internet browser and then loads the specified Web page. Another way to create a
desktop shortcut to a URL is to open Internet Explorer, right-click anywhere on the Web page, select Create Shortcut, and then
click on OK when prompted to confirm the creation of the shortcut.

Working with Special Shortcuts

In addition to normal shortcuts, Windows XP Professional has four special shortcuts that can be added to the desktop. These
shortcuts provide access to the following applications and folders.

= My Documents

= My Computer

= My Network Places
= Internet Explorer

Using the following procedure, administrators can quickly add any of these shortcuts to the desktop. This can be helpful when
initially setting up a user's desktop or when assisting users in restoring a shortcut to one of these resources that they accidentally
deleted.

1. Right-click on an open area of the Windows XP desktop and click on Properties. The Display Properties dialog
appears.

2. Select the Desktop property sheet.

3. Click on Customize Desktop. The Desktop Items dialog appears.

4. Select or clear the selection box for any of the icons listed in the Desktop icons section.
5. Click on OK to close the Desktop Items dialog.

6. Click on OK to close the Display Properties dialog.

The icon used to represent each of these special desktop shortcuts is displayed just beneath the Desktop icons section. The
Recycle Bin shortcut has two different icons. One represents the Recycle Bin when it is empty and the other represents it when it is
full. If desired, each of these icons can be changed. The following procedure outlines the steps involved in changing the icon
assigned to one of the special shortcuts.

1. Right-click on an open area of the Windows XP desktop and click on Properties. The Display Properties dialog
appears.

2. Select the Desktop property sheet.
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. Click on Customize Desktop. The Desktop ltems dialog appears.
. Select the icons to be changed and click on Change Icon.
. The Change Icon dialog appears, as shown in Figure 7.23.

. Select a new icon from the available list and click on OK, or to restore an special shortcut's icon back to its default

icon, click on Restore Default.

. Click on OK to close the Desktop Items dialog.
. Click on OK to close the Display Properties dialog.

Figure 7.23: Changing the icon associated with a special desktop shortcut

Working with the Desktop Cleanup Wizard

It does not take many shortcuts to clutter up the Windows XP desktop and make it difficult for users to locate the shortcuts that they
use most often. One way to handle this is to train users to delete desktop shortcuts that they no longer need. You can also create a
desktop shortcut to a folder and advise users to manually move shortcuts that they seldom use to that folder. The second option
keeps shortcuts handy while keeping the desktop manageable.

Another way to assist users in managing their desktop is to enable the Desktop Cleanup Wizard to automatically clean up the
desktop using the following procedure.

1.
2
3
4.
5

6.

Right-click on an open area of the Windows XP desktop and click on Properties. The Display Properties dialog
appears.

. Select the Desktop property sheet.

. Click on Customize Desktop. The Desktop Items dialog appears.

Select Run Desktop Cleanup Wizard every 60 days.

. Click on OK to close the Desktop Items dialog.

Click on OK to close the Display Properties dialog.

When executed, the Desktop Cleanup Wizard will copy any shortcuts on the user's desktop that have not been used within the last
60 days to a folder named Unused Desktop Shortcuts. The folder resides on the Windows XP desktop. Shortcuts can be restored
back to the desktop by dragging and dropping them back to the desktop.

If the Desktop Cleanup Wizard is disabled or if it was unable to execute as scheduled, it can be manually executed, as outlined in
the following procedure.

1.

Right-click on an open area of the Windows XP desktop and click on Properties. The Display Properties dialog
appears.

. Select the Desktop property sheet.
. Click on Clean Desktop Now. The Desktop Cleanup Wizard starts.
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4. Click on Next.

a

. Alist of desktop shortcuts that have not be accessed within the last 60 days is displayed, as shown in Figure
7.24.

. To leave a shortcut on the desktop, clear its selection box.
. Click on Next.

. The wizard displays a finalized list of the shortcuts that it will move. Click on Finish to approve the list.

© o N O

. If it does not already exist, the Unused Desktop Shortcuts folders is created on the Windows XP desktop and
copies of the selected shortcuts are moved into it.

10. Click on OK to close the Desktop Items dialog.
11. Click on OK to close the Display Properties dialog.

Figure 7.24: Removing seldom-used shortcuts from the Windows XP desktop

= [+erevions Lot
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Chapter 8: Configuring Accessibility Features

Highlights

Some users may have vision, hearing, or physical handicaps that inhibit their ability to work with a computer. These handicaps may
make working with the mouse or keyboard a challenge. They may also make viewing screen content or hearing Windows sounds
difficult. Administrators must be prepared to help these users by configuring Windows XP Professional to help accommodate their
special needs.

To assist administrators, Windows XP Professional provides a collection of accessibility options. While the accessibility options
included with Windows XP Professional are not as comprehensive as some third-party products, they can be used to effectively
improve the computing experience for many disabled users.

Most of the accessibility options provided by Windows XP Professional can be configured by users. However, a few settings require
administrative privileges and many users with disabilities, who may be unaware that Windows XP includes accessibility options,

may require assistance in the initial setup of Windows XP Professional.
[« rasvisus]
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Accessibility Options Overview

Windows XP Professional provides administrators with a collection of tools for assisting disabled users. Most of these tools can be
accessed from the WindowsXP Start Menu by clicking on Start/All Programs/Accessories/Accessibility and then selecting an
accessibility option. Windows XP's accessibility options include:

= Accessibility Wizard. This wizard assists in configuring accessibility options by guiding users and administrators
through a series of steps.

= Magnifier. Displays a magnified portion of the screen inside a window for easier viewing.
= Narrator. Reads text displayed on the screen.

= On-Screen Keyboard. Displays a graphical keyboard on the screen and allows users to enter keyboard input using
their mouse.

= Utility Manager. Enables and disables the operation of the Magnifier, Narrator, and On-Screen Keyboard
accessibility options and determines when they are in effect.

In addition, accessibility options can be configured from the Accessibility Options folder, which can be opened by clicking on the
Accessibility Options link on the Windows XP Control Panel. The Accessibility Options folder contains links to the following
accessibility options:

= Magnifier
= On-Screen Keyboard
= Accessibility Wizard

In addition, the Accessibility Options folder provides access to the Accessibility Options dialog, where the following groups of
settings can be configured.

= Keyboard. Controls keyboard-related accessibility settings as well as the ability to display extra keyboard help
= Sound. Configures visual warnings and captions

= Display. Configures contract and cursor settings

= Mouse. Configures a keyboard's numeric keypad to function in place of a mouse

= General. Configures a collection of miscellaneous accessibility settings, including notification and administrative
options

Note This chapter discusses the configuration of accessibility settings within the context of local configuration on the user's
computer. However, in a networked environment managed by Active Directory, network administrators can configure
and deploy accessibility options using Group Policy.

Applications that display the Designed for Windows logo should automatically adjust their appearance and behavior to
accommodate Windows XP's accessibility option settings, helping to ensure a consistent operating environment for disabled users.
However, other applications may not provide this level of compatibility with Windows XP's accessory options. In this case,
administrators need to find other ways of accommodating disabled users. The accessibility options provided by Windows XP
Professional represent a basic level of assistance. To assist users who require advanced assistance, administrators need to turn to
third-party hardware and software products.

Note More information about Microsoft products that support individuals with disabilities can be found at the Microsoft

Accessibility Web site located at http://www.microsoft.com/enable.

[Toam Lo | [«erevious Pt v
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Using the Accessibility Wizard

The Accessibility Wizard is designed to help establish accessibility settings by providing step-by-step assistance. For example, it
can:

= Set font size

= Enable the Microsoft magnifier
= Set scroll bar options

= Specify Windows border size
= Specify icon size

= Set desktop color schemes

= Configure cursor style

= Enable visual warnings

= Enable audio speech

= Configure mouse settings

= Turn on keystroke settings

The following procedure outlines the steps involved in using the Accessibility Wizard to configure accessibility settings.

1. Click on Start/All Programs/Accessories/Accessibility and then select Accessibility Wizard. The Accessibility
Wizard opens and displays an introductory message.

2. Click on Next.

3. The Text Size screen appears, as shown in Figure 8.1. The following three options are available:

Figure 8.1: Configuring text size for vision-impaired users
= Use usual text size for Windows.
= Use large window titles and menus.
= Use Microsoft Magnifier, and large title and menus.

Each option visually demonstrates the effect of selecting it. Select the appropriate option based on the user's
vision requirements and click on Next.

4. The Display Settings screen appears, providing the following options, as shown in Figure 8.2.
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Figure 8.2: Configuring display settings using the Accessibility Wizard
= Change the font size
= Switch to a lower screen resolution
= Use Microsoft Magnifier
= Disable personalized menus

Select the appropriate options based on the user's vision requirements and click on Next.

. The Set Wizard Options screen displays a list of four options that affect vision, hearing, and mobility settings, as

listed below.
= | am blind or have difficulty seeing things on screen
= | am deaf or have difficulty hearing sounds from the computer
= | have difficulty using the keyboard or mouse
= | want to set administrative options

If none of these options is selected, the wizard displays a screen summarizing the configuration information that it
has collected. Click on Finish to close the wizard and apply the new settings.

. If the | am blind or have difficulty seeing things on screen option is selected, then the wizard will display five

additional screens allowing specification of the following settings:
= Scroll bar and window border size
= |con size
= Color settings
= Cursor size and color
= Cursor blink rate and width

After setting configuration settings on each of these five screens, click on Finish to close the wizard and apply the
new settings.

. If the I am deaf or have difficulty hearing sounds from the computer option is selected, then the wizard will display

two additional screens allowing specification of the following settings:
= The display of visual warnings when sound events occur
= The display of captions for speech and sound events

After setting configuration settings on each of these two screens, click on Finish to close the wizard and apply the
new settings.

. If the | have difficulty using the keyboard or mouse option is selected, then the wizard will display eight additional

screens allowing specification of the following settings:

= StickyKeys. Allow users to perform keystroke combinations such as Ctrl+Alt+Delete a key at a
time instead of having to press them all at once

= BounceKeys. Tells Windows XP to ignore repeated keystrokes
= ToggleKeys. Plays a sound when the Num Lock, Scroll Lock, or Caps Lock keys are pressed

= Extra Keyboard Help. Displays help information and ToolTips when using the keyboard instead
of the mouse to work with applications

= MouseKeys. Allows the keyboard's numeric keypad to be used in place of a mouse
= Mouse Cursor. Sets mouse size and color

= Mouse Button Settings. Sets up the mouse for right-and left-handed users

= Mouse Speed. Configures the speed at which the pointer moves

After setting configuration settings on each of these eight screens, click on Finish to close the wizard and apply
the new settings.

. If the | want to set administrative options option is selected, then the wizard will display two additional screens

allowing specification of the following settings:

= Turn off accessibility settings after a specified amount of idle time occurs
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= Make the accessibility settings the default settings for all users of the computer

After setting configuration settings on each of these two screens, click on Finish to close the wizard and apply the
new settings.
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Making Things Clearer with Magnifier

The Magnifier application opens a horizontal window at the top of the display screen. It uses this window to display a magnified
view of a portion of the desktop based on the location of one of the following:

= Cursor location. If the mouse is being used to move the cursor, the Magnifier displays the text under and around
the pointer mouse.

= Keyboard focus. If the keyboard is being used to move the cursor or enter keyboard input, the Magnifier enlarges
the area where text is being typed.

The following procedure outlines the steps involved in setting up the Magnifier application.

1. Click on Start/All Programs/Accessories/Accessibility and then select Magnifier. The Magnifier Settings dialog and
Microsoft Magnifier dialog open. In addition, the top portion of the screen displays the Magnifier window, as
demonstrated in Figure 8.3.

Figure 8.3: Setting up the Magnifier application to support vision-impaired users

2. The Microsoft Magnifier dialog displays a message advising that users with more than minimum visibility
impairments may require a morerobust third-party application to support daily work. Select the Do not show this
message again option on the Microsoft Magnifier dialog and click on OK to prevent this dialog from appearing
again.

3. The top portion of the Magnifier Settings dialog displays the Magnification level setting. Its default setting is 2. The

possible range of values is 1- 9 with 9 being the largest possible magnification. The rest of the dialog is
organized into two sections, Tracking and Presentation, as outlined below.

Tracking

= Follow mouse cursor. Configures Magnifier to follow the mouse pointer when it moves
= Follow keyboard focus. Configures Magnifier to follow keyboard focus when it is used to move the cursor
= Follow text editing. Configures Magnifier to follow keyboard text input

Presentation

= Invert colors. Inverts or reverses screen colors in the Magnifier window
= Start minimized. Starts Magnifier while minimizing the Magnifier Setting dialog to the Windows XP taskbar
= Show Magnifier. Displays or hides the Magnifier window

Select the appropriate options for the user and click on Exit.

[<ereious Lot
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Setting Up Narrator

The Narrator application provides text-to-speech translation. It reads portions of the screen, including application menus and text. It
works with all of the following Windows applications and utilities:

= Notepad

= WordPad

= Windows Desktop

= Internet Explorer

= Control Panel utilities

The following procedure outlines the steps involved in setting up the Narrator utility.

1. Click on Start/All Programs/Accessories/Accessibility and then select Narrator. The Narrator dialog and the
Microsoft Narrator dialog appear.

2. The Microsoft Narrator dialog displays a message advising that users with more than minimum visibility
impairments may need a third-party application to provide for their needs. It also states that Narrator speaks only
in English and that it may not work with all applications. Select the Do not show this message again option on the
Microsoft Narrator dialog and click on OK to prevent this dialog from appearing again.

3. The Narrator dialog, shown in Figure 8.4, displays the following settings.

Figure 8.4: Select the appropriate Narrator settings for the user

= Announce events on screen. Tells Narrator to announce when events occur, such as the
opening of new applications or the selection of menu options

= Read typed characters. Reads aloud any typed keyboard characters
= Move mouse pointer to the active item. Sets the mouse pointer to follow the active screen item
= Start Narrator minimized. Displays or hides the Narrator window

4. Click on the Voice button located at the bottom of the Narrator dialog to set voice settings as shown in Figure 8.5.
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Figure 8.5: Configuring Narrator voice settings

. The following voices settings are available:

= Voice. Lists the available Narrator voices

= Speed. Controls the speed at which Narrators speaks
= Volume. Controls the volume of the Narrator voice

= Pitch. Controls the pitch used by the Narrator voice

Select the appropriate voice settings and click on OK.

. Click on Exit to close the Narrator utility.

. Click on Yes when requested to confirm the closing of Narrator.

[<erevious Lt s
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Configuring the On-Screen Keyboard

The On-Screen Keyboard application is designed to assist users who have problems working with a keyboard by allowing them to
use an on-screen keyboard, shown in Figure 8.6, that can be controlled by the mouse.

Figure 8.6: The On-Screen Keyboard lets users use their mouse to enter keyboard input

The following procedure outlines the steps involved in setting up the On-Screen Keyboard application.

1. Click on Start/All Programs/Accessories/Accessibility and then select On-Screen Keyboard. Two On-Screen
Keyboard dialogs appear. One displays a graphical keyboard, and the other displays an introductory message.

2. The introductory messages states that the On-Screen Keyboard only provides a minimum level of functionality for
mobility-impaired users and advises that third-party applications may be required to support some users. Click on
OK to close this dialog.

3. By default, the graphical On-Screen Keyboard is displayed as an enhanced keyboard with a regular keyboard
layout with 101 keys. To change this configuration, click on the Keyboard menu and select from the following
options:

= Enhanced Keyboard
= Standard Keyboard
= Regular Layout

= Block Layout

= 101 keys

= 102 keys

= 106 keys

4. By default, the On-Screen Keyboard is configured to prevent itself from being overlaid by other applications. This
setting can be disabled and enabled by clicking on the Settings menu and selecting the Always on Top option.

5. By default, the On-Screen Keyboard does not provide any notification when a keyboard key is clicked. An optional
mechanical click sound can be enabled or disabled by clicking on the Settings menu and selecting the Use Click
Sound option.

6. To control how keyboard keystrokes are performed, select the Typing Mode option on the Settings menu. This
displays the Typing Mode dialog shown in Figure 8.7. The available settings are:

Figure 8.7: Specify what constitutes a keyboard stroke

= Click to select. Creates a keystroke when the user moves the pointer over a key and clicks on
the mouse button.

= Hover to select. Creates a keystroke when the user moves the pointer over a key for a specific
period of time.

= Joystick or key to select. Creates keystrokes at timed intervals, allowing the user to select a key
using a joystick or keyboard key. Selecting this option enables the Advanced button. When the
Advanced button is clicked, it displays the Scanning Options dialog, where the type of joystick port
can be selected. In addition, a key that can be used to initiate a scanning interval can be selected.

Select the appropriate settings and click on OK to close the Typing Mode dialog.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

7. By default, the On-Screen Keyboard displays characters using the Microsoft San Serif font with a bold font style
and a font size of 8. By clicking on the Font option on the Settings menu, different font settings can be specified.

8. To exit the On-Screen Keyboard and save the new settings, click on File and select Exit.
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Managing Accessibility Options Using the Utility Manager

The Utility Manager application, shown in Figure 8.8, can be used to enable and disable the execution of the following accessibility
applications:

= Magnifier
= Narrator

= On-Screen Keyboard

Figure 8.8: The Utility Manager provides control over the execution of several accessibility applications

The Utility Manger can be started by clicking on Start/All Programs/Accessories/Accessibility and then selecting Utility Manager.
However, a more convenient way to start it is to press the Windows logo key + U. In addition, users can press the Windows logo
key + U even before they initiate the login sequence, thus providing immediate assistance.

The Utility Manager allows users and administrators to perform the following actions:
= Examine the status of accessibility applications
= Stop and start accessibility applications
= Configure an accessibility application to start as soon as the user logs in
= Configure an accessibility application to start when the user locks the desktop
= Configure an accessibility application to start when the Utility Manager starts

The following procedure demonstrates the steps involved in using the Utility Manager.
1. Press the Windows logo key + U. The Utility Manager dialog appears.

2. Any accessibility applications configured to start with the Utility Manager are also started.

3. Select an accessibility application and click on Start or Stop as required to begin or terminate use of the
application.

4. To configure which of the three available startup options are applied to an application, select the application and
each desired start option.

5. Click on OK to close the Utility Manger dialog. Any active accessibility applications that were started with the
Utility Manager will remain active until closed.

[team Lo | [+erevious Lt s
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Manually Configuring Accessibility Options

To open the Accessibility Options folder, click on Start/Control Panel and then select Accessibility Options, as shown in Figure 8.9.
Links to the following accessibility applications are listed in the See Also section on the left-hand side of the folder.

= Magnifier

= On-Screen Keyboard

Figure 8.9: The Accessibility Options folder provides access to several accessibility applications as well as the Accessibility
Options dialog

In addition, the Configure Windows to work for your vision, hearing, and mobility needs link in the Pick a task section starts the
Accessibility Wizard.

The remaining links on the Accessibility Options folder provide access to different property sheets on the Accessibility Options
dialog. This dialog provides access to the same accessibility settings managed by the various accessibilityoption applications and
the Accessibility Wizard.The Accessibility Options dialog is organized into five property sheets, as listed below.

= Keyboard
= Sound

= Display

= Mouse

= General

Each of the accessory settings located on each of these property sheets is explained in the sections that follow.

Setting Keyboard Accessibility Settings

The Keyboard property sheet on the Accessibility Options dialog, shown in Figure 8.10, displays four keyboard-related settings,
which include:

= Use StickyKeys. When selected, this option allows the Shift, Ctrl, Alt and Windows logo keys to be pressed one key
at a time.

= Use FilterKeys. When selected, this option tells Windows XP to briefly ignore repeated keystrokes.

= Use ToggleKeys. When selected, this option plays an audio tone when the Caps Lock, Num Lock, or Scroll Lock
keys are pressed.

= Show extra keyboard help in programs. Causes applications to display extra keyboard help when available.
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Figure 8.10: The Keyboard property sheet on the Accessibility Options dialog provides access to an assortment of keyboard
configuration settings

The following procedure outlines the steps involved in configuring the Sticky Keys options.

1.

Click on Start/Control Panel and then click on the Accessibility Options icon. The Accessibility Options folder
appears.

. Click on Accessibility Options. The Accessibility Options dialog appears.
. Select the Keyboard property sheet.
. Select Use StickyKeys and then click on the Settings button located in the StickyKeys section of the Accessibility

Options dialog.

. The Settings for StickyKeys dialog appears, as shown in Figure 8.11, displaying the following settings:

= Use shortcut. Allows the StickyKeys settings to be disabled by pressing the Shift key five times in
a row.

= Press modifier key twice to lock. Causes the Ctrl, Alt, Shift, or Windows logo key to remain
active once pressed and to remain that way until pressed again.

= Turn StickyKeys off if two keys are pressed at once. Turns off StickyKeys as soon as a
modifier key and another key are pressed at the same time.

= Make sounds when modifier key is pressed. Plays an audio tone whenever a modifier key is
pressed.

= Show Sticky Keys status on screen. Displays a StickyKeys icon on the Windows XP notification
area, as shown in Figure 8.12. Each component of the icon represents a different StickyKey. A
cleared square or rectangle indicates that the key is not selected. A colored-in square or rectangle
indicates an active key.

Figure 8.12: The Show StickyKeys status on-screen option displays a graphical
representation of the status of StickyKeys
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Figure 8.11: Configuring StickyKeys settings
Select the appropriate options and click on OK to close the Settings for StickyKeys dialog.
6. Click on OK to close the Accessibility Options dialog.

The following procedure outlines the steps involved in configuring the FilterKeys options.

1. Click on Start/Control Panel and then click on the Accessibility Options icon. The Accessibility Options folder
appears.

2. Click on the Accessibility Options. The Accessibility Options dialog appears.
3. Select the Keyboard property sheet.

4. Select Use FilterKeys and then click on the Settings button located in the FilterKeys section of the Accessibility
Options dialog.

5. The Settings for FilterKeys dialog appears, as shown in Figure 8.13, displaying the following settings:

= Use shortcut. Allows the FilterKeys settings to be disabled by holding down the Shift key for eight
seconds.

= Ignore repeated keystrokes. Tells Windows XP to ignore repeated keystrokes.

= [gnore quick keystrokes and slow down the repeat rate. Tells Windows XP to ignore any
briefly repeated keystrokes. When selected, the Settings button is enabled to allow for the
specification of the length of time that a key must be pressed down for a repeated keystroke to
register and be accepted as input.

= Beep when keys pressed or accepted. Plays an audio beep whenever a key is pressed and
another beep when the keystroke is accepted.

= Show FilterKeys status on screen. Displays a FilterKeys icon in the Windows XP taskbar
notification area signifying that the FilterKeys option is active, as shown in Figure 8.14.

Figure 8.13: Configuring FilterKeys settings
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Figure 8.14: The Show FilterKey status on screen option displays a graphical stopwatch, indicating that
FilterKey settings are being used

Select the appropriate options and click on OK to close the Settings for FilterKeys dialog.
6. Click on OK to close the Accessibility Options dialog.

The following procedure outlines the steps involved in configuring the ToggleKeys options.

1. Click on Start/Control Panel and then click on the Accessibility Options icon. The Accessibility Options folder
appears.

2. Click on the Accessibility Options. The Accessibility Options dialog appears.
3. Select the Keyboard property sheet.

4. Select Use ToggleKeys and then click on the Settings button located in the ToggleKeys section of the
Accessibility Options dialog.

5. The Settings for ToggleKeys dialog appears as shown in Figure 8.15. Select the Use Shortcut setting to turn on
the ability to enable and disable ToggleKeys by holding down the Num Lock key for five seconds.

Figure 8.15: Configuring the ToggleKeys Use Shortcut setting
6. Click on OK to close the Settings for ToggleKeys dialog.
7. Click on OK to close the Accessibility Options dialog.

Setting Sound Accessibility Settings

The Sound property sheet on the Accessibility Options dialog, shown in Figure 8.16, displays three sound-related settings as shown
below.

Figure 8.16: The Sound property sheet on the Accessibility Options dialog provides access to an assortment of audio
configuration setting

= Use SoundSentry. Flashes a part of the screen every time a audio event occurs.
= Choose the visual warning. This option is enabled when the Use

SoundSentry option is selected. It specifies what area of the screen will flash when an audio event occurs. Available
options include Flash active caption bar, Flash active window, Flash desktop, and None.
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= Use ShowSounds. Tells applications that notify the user via audio sounds to add visual notifications.

The following procedure outlines the steps involved in configuring the settings found on the Sound property sheet.

1. Click on Start/Control Panel and then click on the Accessibility Options icon. The Accessibility Options folder
appears.

. Click on the Accessibility Options. The Accessibility Options dialog appears.

. Select the Sound property sheet.

. Select Use SoundSentry to enable a flash notification. The Choose the visual warning option is then enabled.
. Select one of the visual warnings available in the Choose the visual warning drop-down list.

. Select Use ShowSounds to configure applications to supplement audio sounds with video notifications.

N o o A~ W N

. Click on OK to close the Accessibility Options dialog.
Setting Display Accessibility Settings

The Display property sheet on the Accessibility Options dialog, shown in Figure 8.17, contains one display-related setting and two
cursor settings, as shown below.

Figure 8.17: The Display property sheet on the Accessibility Options dialog provides access to display and cursor
configuration settings

= Use High Contrast. Increases screen legibility in supporting applications by expanding font sizes and changing color
schemes

= Cursor Option None. Sets the speed at which the cursor blinks
= Cursor Options Narrow. Sets cursor width

Note Administrators may be able to further assist users by changing resolution, color, and appearance settings in the Display
Properties dialog, as explained in "Configuring the Windows XP Display"found in Chapter 7", iguri

The following procedure outlines the steps involved in configuring the settings found on the Display property sheet.

1. Click on Start/Control Panel and then click on the Accessibility Options icon. The Accessibility Options folder
appears.

2. Click on the Accessibility Options folder. The Accessibility Options dialog appears.
3. Select the Display property sheet.

4. Select Use High Contrast and click on Settings to change the computer's color scheme and increase legibility.
The Settings for High Contrast dialog appears, as shown in Figure 8.18.
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Figure 8.18: Refining High Contrast display settings

5. Select Use shortcut to turn the left Alt+left Shift+Print Screen keys into a toggle switch for the normal and high
contrast color schemes.

6. Select a high contrast color scheme from the drop-down list in the High contrast appearance scheme section and
click on OK.

7. Move the Blink Rate slider bar left or right to adjust the rate at which the cursor blinks.
8. Move the Width slider bar to adjust the cursor's width.

9. Click on OK to close the Accessibility Options dialog.
Setting Mouse Accessibility Settings

The Mouse property sheet on the Accessibility Options dialog, shown in Figure 8.19, displays keyboard-related settings, as shown
below.

Figure 8.19: The Mouse property sheet on the Accessibility Options dialog provides access to settings that allow the
keyboard to be substituted for the mouse

= Use shortcut. Allows MouseKeys to be enabled and disabled by pressing the left Alt+left Shift+Num Lock keys
= Top speed. Sets the maximum speed at which the pointer can be moved around the screen
= Acceleration. Determines how quickly the pointer can reach its maximum speed once moved

= Hold down Ctrl to speed up and Shift to slow down. Enables the ability to increase or decrease mouse speed by
holding down the Ctrl and Shift keys while moving the mouse

= Use MouseKeys when NumLock is_. Provides the ability to toggle MouseKeys on and off using the NumLock key

= Show MouseKey status on-screen. Displays a MouseKeys icon in the taskbar notification area when MouseKeys
settings are active, as shown in Figure 8.20
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Figure 8.20: The MouseKeys icon will be displayed in the taskbar's notification area whenever MouseKeys are
enabled

The following procedure outlines the steps involved in configuring the settings found on the Mouse property sheet.

1. Click on Start/Control Panel and then click on the Accessibility Options icon. The Accessibility Options folder
appears.

2. Click on the Accessibility Options folder. The Accessibility Options dialog appears.
3. Select the Mouse property sheet.

4. Select Use MouseKeys and click on Settings to specify detailed MouseKeys configuration settings. The Settings
for MouseKeys dialog appears, as shown in Figure 8.21.

Figure 8.21: Modifying MouseKeys settings
. Select Use shortcut to set the left Alt+left Shift+NumLock keys as toggle switch for controlling MouseKeys.
. Move the Top speed slider bar left or right to set the pointer's top speed.

. Move the Acceleration slider bar left or right to specify how quickly the pointer switches to top speed.

0o N o o

. Select the Hold down Ctrl to speed up and Shift to slow down option to provide additional control over pointer
speed.

9. Select the Use MouseKeys when NumLock is_setting to specify how the Num Lock key is used to toggle
MouseKeys on and off.

10. Select Show MouseKey status on screen to display the MouseKey icon in the notification area whenever
MouseKeys are in effect.

11. Click on OK to close the Accessibility Options dialog.
Setting General Accessibility Settings
The General property sheet on the Accessibility Options dialog, shown in Figure 8.22, displays a collection of Accessibility settings

that do not fit into the categories located on the other property sheets. The following settings are located on the General property
sheet.
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Figure 8.22: The General property sheet provides access to a miscellaneous collection of Accessibility
settings

= Turn off accessibility features after idle for-

= Give warning message when turning a feature on
= Make a sound when turning a feature on or off

» Use Serial Keys

= Apply all settings to logon desktop

= Apply all settings to defaults for new users

The following procedure outlines the steps involved in configuring the settings found on the General property sheet.

1. Click on Start/Control Panel and then click on the Accessibility Options icon. The Accessibility Options folder
appears.

2. Click on the Accessibility Options folder. The Accessibility Options dialog appears.
3. Select the General property sheet.

4. If two or more users share the computer, it can be configured to automatically turn off StickyKeys, SoundSentry,
MouseKeys, FilterKeys, ToggleKeys, and High Contrast after a specified period of inactivity by selecting the Turn
off accessibility features after idle for option and selecting a time frame from the drop-down list.

5. Select the Give warning message when turning a feature on option to tell Windows XP to display a confirmation
prompt before enabling or disabling an accessibility option.

6. Select the Make a sound when turning a feature on or off option to tell Windows XP to play an audio sound when
enabling or disabling an accessibility option.

7. To set up a serial device such as a joystick to provide input in place of a mouse or keyboard, select the Use Serial
keys option and click on Settings. This displays the Settings for SerialKeys dialog, as shown in Figure 8.23. Select
the serial port to which the device is connected and the speed at which it operates and click on OK.

Figure 8.23: Configuring the communications port and baud rate for an alternate input
device

8. Select the Apply all settings to logon desktop option to tell Windows XP to apply the current user's Accessibility
settings to all users of the computer. Only administrators can set this option.

9. Select the Apply all settings to defaults for new users option to make the current Accessibility settings the default
setup for all new users' accounts created on the computer. Only administrators can set this option.

10. Click on OK to close the Accessibility Options dialog.
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Setting Accessibility Settings in Internet Explorer

Many Windows applications have accessibility settings that can be individually configured to assist users with disabilities. In order to
assist users in configuring these settings, administrators will have to consult each individual application's documentation. An
excellent example of one such application is Internet Explorer 6.0, which ships with Windows XP Professional.

Internet Explorer's accessibility settings are located on the Advanced property sheet on the Internet Options dialog, as shown in
Figure 8.24. They include:

= Always expand ALT text for images. Tells Internet Explorer to automatically display any alternative text supplied on
Web pages. Alternative text is used by Web page developers to provide descriptive text for graphic images displayed

on Web pages.

= Move system caret with focus/selection changes. Configures Internet Explorer so that the cursor follows the
pointer, assisting the Magnifier and Narrator Accessibility applications.

Figure 8.24: Configuring Internet Explorer accessibility setting
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Chapter 9: Security Administration

Highlights

One of the most important aspects of desktop administration is locking down and securing Windows XP Professional. This includes
the implementation of user accounts and passwords, requiring users to identify themselves and authenticate before a login session
is permitted. This protects both corporate and individual data stored on the computer while also protecting the corporate network by
preventing outsiders from gaining unauthorized access.

Windows XP Professional security can be performed locally or by Active Directory if the computer is part of a domain-based
network. This chapter will focus on the steps involved in performing local security administration. This will include an overview of
security-related tasks, the administration of user and group accounts, and the application of security permissions.

This chapter will also review the steps involved in administering security policies as a means for specifying and enforcing security

standards, such as minimum password length and password history.
[« rasisus]
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Overview of Security Administration

Windows XP Professional provides the administrator with a number of tools and controls for the security of the computer and its
resources. The application of security varies based on a computer's network status. For example, both stand-alone computers and
computers that are part of a small peer-to-peer network provide their own security by maintaining a security database known as the
SAM (Security Account Manager). On the other hand, while a computer connected to a Windows-based domain also maintains its
own SAM, it is subject tosecurity policies implemented by Active Directory. This chapter will focus on security as applied at the local
workstation.

Controlling the Login Process

One security mechanism that varies based on network status is the manner in which users are able to log in to Windows XP
Professional. When a computer is operated as a stand-alone system or as a member of a peer-to-peer network, the administrator
has the ability to configure either the Classic login screen or the Welcome login screen. The Welcome screen displays a list of user
accounts and allows a user to initiate a login session by selecting one. The Classic screen requires that the user specify a
username and password in order to log in to the computer. The Classic screen requires that users know both their assigned
username and password. Because the Classic screen is more secure, it is the only option available to Windows XP Professional
computers that are part of a domain.

The following procedure outlines the steps involved in configuring which login screen is implemented on a stand-alone computer or
a computer that resides on a peer-to-peer network.

1. Click on Start and then Control Panel. The Windows XP Control Panel appears.

2. Click on User Accounts. The User Accounts folder appears, as shown in Figure 9.1.

Figure 9.1: The User Accounts folder displays local user accounts and provides access to basic account
administration tasks

3. Click on Change the way users log on or off. By default, the Use the Welcome Screen option is enabled, as
shown in Figure 9.2. To disable it and enable the Classic screen, clear the Use the Welcome screen option. This
also disables the Use Fast User Switching option.

Note When enabled, Fast User Switching allows two or more users to take turns sharing a computer without
logging off. When enabled, Fast User Switching places a Switch User icon on the Log off Windows
dialog, allowing users to toggle between active login sessions.

4. Click on Apply Options.
Applying Password Protection

Another key difference between a computer that is part of a Windows domain and one that is not is the applicability of user
passwords. In order to log in to a computer that is part of a Windows domain, the user must supply both a username and a
password in the Classic logon screen. However, passwords are optional for stand-alone computers and computers that are part of
a peer-to-peer network.

While essential to corporate security, passwords may not be required in other situations, including small office networks.
Instructions on how to create and delete passwords for individual user accounts on nondomain computers is provided in "User
Account Administration" later in this chapter.
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Figure 9.2: Configuring the Windows XP Professional login screen
Setting Up Password-Protected Screen Savers

Another mechanism for improving security is the application of a password-protected screen saver. Screen savers automatically
start after a specified period of inactivity. When password protection is enabled for a screen saver, the user is prompted to resupply
their password before resuming work on the computer. This helps to prevent a passerby from commandeering another user's login
session if the user forgot to either log off or lock the computer before leaving it unattended.

The following procedure outlines the steps required to implement a passwordprotected screen saver.
1. Right-click on the Windows XP desktop and select Properties. The Display Properties dialog box appears.

. Click the Screen Saver property sheet.

. Select a screen saver.

2
3
4. Set the amount of time that must pass without any user activity before the screen saver starts.
5. Select On Resume, Display Welcome Screen.

6

. Click OK.

Note For more information on working with screen savers, refer to "Setting Up a Screen Saver" in Chapter 7, "Configuring

Encrypting Data Stored on the Local Computer

Another security tool provided by Windows XP Professional is the EFS (Encrypted File System). EFS encodes data stored on a
computer running Windows XP Professional so that only the person who encrypted it can view it. EFS uses public-key encryption
that requires no administration. EFS automatically creates an encryption key pair and certificate for the users the first time that they
encrypt a file.

While individual files can be encrypted, Microsoft recommends that encryption be applied at the folder level, thus ensuring that all
files within the folder are encrypted. EFS is especially important for mobile users who run the risk that their computers may be
stolen when they are on the road. One way to access dataon a stolen computer is to reinstall the operating system without
reformatting the hard drive. The administrator account for the new operating system can then access any file on the computer,
except for previously encrypted files. Another technique for stealing data is to take the hard drive from one computer and mount it in
another where administrative access is available. However, any files and folders protected by EFS will once again remain
protected.

Note For more information on EFS, including how to apply it to secure files and folders, refer to "Applying Disk Encryption" in

Chapter 11, "Disk Management."
Protecting Network Connections Using the Internet Connection Firewall

Another security utility provided by Windows XP Professional is the ICF (Internet Connection Firewall). ICF is a stateful packet filter.
ICF maintains a table that tracks the flow of all network connections. Any time a data packet arrives from an external network
connection, ICF checks the table to see if it is part of a previously established connection. If the packet cannot be associated with a
network connection that was initiated by the local computer, it is blocked.

ICF is configurable and is administered on a connection-by-connection basis, allowing the administrator to apply different security
settings for each connection. ICF is designed to protect computers that are connected directly to the Internet. It is appropriate for a
stand-alone computer with a direct Internet connection and for a computer that runs the ICS (Internet Connection Service) in order
to share an Internet connection with other computers on a small home or office peer-to-peer network.

Note ICS is a Windows XP Professional feature that allows a computer running the ICS service to share its Internet
connection with other computers (ICS clients) on a small network. ICS provides a number of other network services,
including NAT translation, DHCP services, and DNS services. For more information about ICS, refer to "Setting Up an

ICS Server" and "Setting Up ICS Clients" in Chapter 18, "LAN Configuration."

ICF is not suitable for deployment on large corporate networks where network administrators and engineers are responsible for
protecting network security and do so with the help of high-end routers, firewalls and gateway devices.
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User Account Administration

In order to log in to Windows XP Professional, a user account is required. Only an administrator can create and modify user and
group accounts. Windows XP Professional supports two types of user accounts, local user accounts and domain user accounts. A
local user account provides access to the computer on which it is defined. A domain user account provides access to all the
resources on a domain to which it has been assigned access. Domain accounts are stored in Active Directory. Local accounts are
stored on the computer's local SAM.

Every user requires his or her own user account. However, rather than trying to manage a large number of individual users,
administrators organize user accounts into groups for easier management. By making a user account a member of a group, the
user account inherits all the permissions assigned to the group account. User accounts can be added to multiple group accounts,
and the resulting set of permission assignments is the accumulation of all their group permissions.

Examing Built-in user Accounts

Windows XP automatically creates a number of local user accounts during its installation. These user accounts and their purposes
are outlined in Table 9.1.

Note If Windows XP Professional was installed as an upgrade on an existing computer, any user accounts already defined on
the computer will be migrated into Windows XP Professional as well.

Table 9.1: Built-in Windows XP Professional User Accounts

User Description
Account

Administrator ~ An administrative account with complete control over all local resources

Guest An account used by individuals with temporary access requirements that provides limited access to
system resources

HelpAssistant ~ An account used by the Remote Assistance utility to provide the remote helper with access to the local
computer

Support An account used by the Help and Support services

Because of its importance, the Administrator account must be closely guarded. It should be assigned a strong password. If
possible, this password should be written down and locked in a safe place. This account should not be used to perform normal
work on the computer. Individuals who require administrative privileges should have their user accounts added to the local
Administrators group. The administrator account can be renamed but it cannot be disabled.

The Guest account is disabled by default and should only be enabled if absolutely necessary. This account provides only limited
access capabilities, but it can be used by a would-be intruder to gain access to the computer and search for other ways of gaining
access.

Administering User Accounts

When Windows XP Professional is first installed, the administrator is given the opportunity to add new user accounts to the
computer. Windows XP Professional provides two utilities for administering user accounts once the operating system has been
installed, as outlined below.

= User Accounts folder
= Local Users and Groups snap-in or extension

The User Accounts folder is located on the Windows Control Panel and provides basic account administration capabilities. It can be
used to create, modify, and delete local user accounts but only provides limited control over the accounts. The Local Users and
Groups shap-in or extension provides moredetailed control over user accounts, including the ability to remotely manage user
accounts on other computers to which the administrator has administrative privileges.

Working with the User Accounts Folder

The User Accounts folder displays a list of all currently configured user accounts. In addition, it displays the following tasks:
= Change an account
= Create a new account
= Change the way users log off

When creating a new user account using the User Accounts folder, the administrator is limited to creating two types of accounts,
Computer Administrator and Limited. User Accounts creates a Computer Administrator account by adding it to the local
Administrators group. Likewise, it creates a Limited account by adding it to the local Users group.

A Computer Administrator account has complete control over the local computer and its resources. A Limited account has the
following capabilities:

= Saving and retrieving files created by that account

= Changing the password associated with that account
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= Modifying desktop settings and themes

= VViewing files located in the Shared Documents folder

Users with Limited accounts can also change their passwords, run applications and submit print jobs. A Limited account cannot be
used to modify system settings, install new hardware, or install most applications.

Note Windows XP Professional allows user account names to be up to 20 characters long and supports passwords up to 256
characters long. Passwords are case-sensitive, meaning that they must be typed using the same case as was used
when they were created. Although passwords are case-sensitive, user account names are not. However, user account
names must be unique.

The following procedure outlines the steps involved in creating a new user account.

1.

2
3.
4

Click on Start and the Control Panel. The Windows XP Control Panel appears.

. Click on User Accounts. The User Account folder appears.

Click on Create a new account.

. The Name the new account screen appears. Type a name for the account, as demonstrated in Figure 9.3, and

then click on Next.

. The Pick an account type screen appears. Select Computer administrator to create a local administrative account

or Limited to create a Limited account and click on Create Account, as shown in Figure 9.4.

Figure 9.3: Usernames can be up to 20 characters long

Figure 9.4: Select the type of account to be created

Using the User Accounts folder, the administrator can modify any existing user account. The changes that can be made to an
account vary for different types of accounts. For example, the only configuration options that can be made to the Guest account

are:

= Change the picture. Modifies the icon associated with the Guest account

= Turn off the guest account. Disables the Guest account to prevent it from being used

= Turn on the guest account. Enables the Guest account so that it can be used

Changes that can be made to other types of accounts include:

= Change the password. Changes the password associated with a user account
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= Set up my account to use a .NET Passport. Registers a .NET Passport account

= Change the name. Changes the name assigned to the user account

= Remove the password. Deletes the password associated with a user account

= Change the account type. Adds the account to either the Administrators or Users group
= Delete the account. Deletes the user account

Note A .NET Passport is an Internet-based account used by Microsoft to track user activity at Web sites that use their service.
For more information about the .NET Passport, including how to set one up, refer to "Using Windows Messenger to

Deliver a Remote Access Invitation" in Chapter 3, "Help and Support.”

All user accounts should be required to have a password. Passwords help protect user accounts from unauthorized access.
Administrators should also establish a policy that governs password strength and ensure that users follow it. A strong password is
one that contains:

= At least eight characters

= Uppercase and lowercase letters
= Numbers

= Special characters

The following procedure outlines the steps involved in modifying a user account.
1. Click on Start and then Control Panel. The Windows XP Control Panel appears.

. Click on User Accounts. The User Account folder appears.

. Click on Change an account.

2
3
4. The Pick an account to change screen appears, as shown in Figure 9.5.
5. The screen shown in Figure 9.6 appears.

6

. Click on an option to change its associate account attribute and then click on the Back button to return to the main
User Account screen.

Figure 9.5: Select a user account to modify

Figure 9.6: Select an account attribute to change
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Working with the Local Users and Groups Snap-in

The Local Users and Groups snap-in or extension provides a more powerful account management tool. It can be used to
administer both user and group accounts and provides detailed control over all account attributes. Local Users and Groups also
provides the ability to perform remote account administration, making it the preferred tool for account administration.

Local Users and Groups is conveniently located as an extension in the Computer Management console. Table 9.2 lists the built-in
group accounts provided by Windows XP Professional. In addition, administrators can use Local Users and Groups to create new

local groups.

Table 9.2: Built-in Windows XP Professional Group Accounts

Group Account Description

Administrators

Members of this group have complete control over the computer and its resources.

Backup Operators Members of this group can back up and restore all files on the computer.

Guests Members of this group are given equivalent access capabilities as those of the Users group. This
group contains the Guest account, which is further restricted.

Network Members of this group have the ability to configure TCP/IP and other network settings on the

Configuration computer.

Operators

Power Users

Members of this group have the same capabilities as members of the Users group, plus the ability
to install applications and modify certain system settings.

Remote Desktop Members of this group are permitted to use Remote Assistance to connect to the computer.
Users
Replicator This group is managed by Windows XP and is used to support domain replication.

Users

Members of this group are permitted to log in, run applications, save and print files, turn off the
computer, and perform nonadministrative tasks.

HelpServicesGroup  This group is managed by Windows XP and supports the Help and Support Center service.

Note Before creating new accounts, the administrator should ensure that standards are developed and followed in order to

ensure consistency and manageability. For example, always set up new user accounts so that users must change their
password the first time that they log in. Instruct users to create strong passwords and establish guidelines for doing so

using Group Policy, as explained later in this chapter.

The following procedure outlines the steps involved in creating a new account using Local Users and Groups.

1.

6.

Click on Start and then right-click on My Computer and select Manage. The Computer Management console
appears.

. To administer accounts on a remote computer, right-click on Computer Management, Select Connect to another

computer, specify the computer's name or IP address, and click on OK.

. Expand the System Tool node in the console tree.
. Expand the Local Users and Groups node on the console tree.

. Select Users. A list of user accounts defined in the SAM is displayed in the right-hand pane, as shown in Figure

9.7

Figure 9.7: Examining all user accounts defined in the targeted computer's SAM

Right-click on Users and select New User. The New User dialog appears, as shown in Figure 9.8. Type a new
username in the User name field. Type a user's real name in the Full name field and a brief descriptionin the
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Description field. Type and confirm a password for the account and then select any number of the following
options:

= User must change password at next logon. Forces the user to change the assigned password
at his or her first login

= User cannot change password. Prevents the user from changing his or her password

= Password never expires. Prevents the account from expiring by overriding the Maximum
password age policy

= Account is disabled. Prevents the account from being used until it is later enabled

Figure 9.8: Creating a new user account using the Local Users and Groups extension in the Computer
Management console

7. Click on Create followed by Close.

Once a user account has been created, it can be further modified using the following procedure.
1. Double-click on the user account. The user account's Properties dialog appears, as shown in Figure 9.9.

Figure 9.9: Modifying user account properties
2. The General property sheet on the user account Properties dialog allows the administrator to modify the user
account's name and description. In addition, the administrator can configure any of the following options:
= User must change password at next logon. Adds or removes the requirement that the user
change his or her password at the next login
= User cannot change password. Enables or disables the user's ability to change the password
= Password never expires. Enables or disables the ability of the password to expire

= Account is disabled. Can be used to enable or disable a user account
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= Account is locked out. Can be used to lock an account or unlock a locked account

3. Click on the Member Of property sheet, as shown in Figure 9.10.

Figure 9.10: Administering the account's group membership

4. By default, new accounts are added to the Users group. To add the user account to other groups, click on Add,
specify a group, and click on OK.

5. To remove the user account from a group, select the group and click on Remove.

6. Click on the Profile property sheet, as shown in Figure 9.11.

Figure 9.11: Configuring an account profile and home folder
7. By default, Windows XP automatically manages the location of user account profiles and home folders. However,
administrators can modifythese settings to accommodate corporate standards and set up profiles and home
folders on centralized servers. The following options can be configured:
= Profile path. The location where the user account's profile will be stored
= Logon script. The location of a script to be run when the user logs on to the computer
= Local path. The location of the user account's home folder on the local computer

= Connect. The location of the user account's home folder on a network server

8. Click on OK.
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Note Windows XP Professional implements user profiles as a means of allowing individual users to create custom settings
without affecting the settings implemented by other users. Examples of settings stored in user profiles include the
Windows desktop background, a screen saver, and a custom Start menu configuration. Windows XP automatically
saves any configuration changes made by the user at logoff and reloads them at login. Unless changed by the
administrator, Windows XP Professional stores user profiles in the root directory on the drive where Windows XP system
files are stored (usually C:\Windows) in a folder with the same name as the user's account name.

If a user account is no longer needed, it can be deleted using the following procedure.

1.

3
4
5
6

Click on Start and then right-click on My Computer and select Manage. The Computer Management console
appears.

. To administer an account on a remote computer, right-click on Computer Management, select Connect to another

computer, specify the computer's name or IP address, and click on OK.

. Expand the System Tool node in the console tree.
. Expand the Local Users and Groups node on the console tree.
. Select Users to display a list of locally defined user accounts.

. Select an account and press the Delete key. Click on Yes when prompted for confirmation.

In addition to detailed control over accounts on local and remote computers, Local Users and Groups can also be used to create
new Group accounts. Managing large numbers of users by placing them into groups is a lot easier on administrators than trying to
manage user accounts individually. The steps involved in setting up a group account are outlined in the following procedure.

1.

6.

Click on Start and then right-click on My Computer and select Manage. The Computer Management console
appears.

. To administer an account on a remote computer, right-click on Computer Management, select Connect to another

computer, specify the computer's name or IP address, and click on OK.

. Expand the System Tool node in the console tree.
. Expand the Local Users and Groups node on the console tree.

. Select Groups. A list of group accounts defined in the SAM is displayed in the right-hand pane, as shown in

Figure 9.12.

Figure 9.12: Administering group accounts

Right-click on Groups and select New Group. The New Group dialog appears, as shown in Figure 9.13.
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Figure 9.13: Defining a new group and populating it with user accounts
7. Type a name for the group in the Group name field and a brief description in the Description field.
8. To add new members to the group, click on Add, type the name of a user account, and click on OK.
9. To delete a user account from the group, select the user account and click on Remove.

10. Click on Close.
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Administering NFTS Security Permissions

In order to log in to a computer running Windows XP Professional, a user must supply a valid username and password. Once
logged in, the resources that the user can access are governed by the security permissions assigned to the user's account and to
the group accounts to which the user account has been added. Computers that use NFTS as their file system are able to
implement NTFS security permissions. These permissions allow administrators to define what resources users and groups are
allowed to access. In addition, administrators differentiate among different types of access.

Note Computers whose drives are formatted using the FAT or FAT32 file system are not able to implement NFTS security
permission and, as a result, are not able to restrict local access to computer resources. However, remote network
access to local resources can be controlled using share level security. For more information on share level security, refer

to "Securing Shared Drives and Folders" in Chapter 19, "Printer and Disk Sharing."

Every drive, folder, file, printer, and registry key on the computer is viewed by Windows XP Professional as an object. On
computers using NTFS, access to each of these resources is controlled by each object's ACL (Access Control List). An ACL is
composed of one or more ACEs (Access Control Entries) that specify exactly what type of access a user or group account has over
the resource.

able 9.3 lists the NTFS permissions associated with folder access. Similarly, Table 9.4 lists the NTFS permissions associated with
file access.

Table 9.3: NTFS Folder Permissions

Permission Description

Full Control Provides the ability to take ownership of files, change file permission, and perform any operation
provided by the other NTFS permissions

Modify Provides the ability to change and delete folders and to perform any operation provided by the Read &
Execute NTFS permission

Read & Provides the ability to explore drives and folders and to perform any operation provided by the List

Execute Folder Contents NTFS permission

List Folder Provides the ability to examine folder contents

Contents

Read Provides the ability to examine the contents of files and folders

Write Provides the ability to create files and folders and to view file and folder properties

Table 9.4: NTFS File Permissions

Permission  Description

Full Control Provides the ability to take ownership of files, change file permissions, and perform any operation provided
by the other NTFS permissions

Modify Provides the ability to change and delete files and to perform any operation provided by the Read &
Execute NTFS permission

Read & Provides the ability to execute programs and to perform any operation provided by the Read NTFS

Execute permission

Read Provides the ability to view files and their properties

Write Provides the ability to change file contents and view their properties

Similarly, Table 9.5 lists the permissions associated with securing printers.

Table 9.5: NTFS Printer Permissions

Permission Description

Print Allows the user or group to connect to and submit print jobs to the printer
Manage Printers Allows the user or group to administrate all print jobs located in the printer queue
Manage Documents Allows the user or group to manage all print jobs submitted by the user

NTFS permissions are applied to resources by selecting the Security property sheet on the resource's Properties dialog. The
following procedure outlines the steps involved in applying the folder and file permissions listed in Table 9.3 and Table 9.4 to
administer access to user accounts by specifying NTFS permissions.

1. Click on Start and then My Computer. The My Computer folder appears.

2. Right-click on a drive, folder, or file and select Properties.
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3. Select the Security property sheet, as shown in Figure 9.14.

Figure 9.14: Modifying NTFS security permissions for a folder

4. To modify the security permission assigned to a user or group account that has already been assigned to the
object's ACL, select the account and select the appropriate NFTS permission in the lower half of the dialog.
Permissions can be applied by selecting Allow, which grants the specified level of access to the resource, or by
selecting Deny, which denies access to the resource.

Tip As a rule of thumb, administrators typically do not specify the Deny option when setting NTFS
permissions. Simply removing a user or group from the object's ACL prevents their access.

5. To add a new user or group account to the object's ACL, click on Add, type the account's name, and click on OK.
6. To remove a user or group account from the object's ACL, select the account and click on Remove.
7. Click on OK. The permissions will take effect the next time that the user logs in to the computer.

A user's actual access to a resource is based on the accumulation of all the NTFS permissions defined to their user account and to
all the groups to which the account is a member. For example, if a user account has been given Read access to a resource while a
group to which the account has been added provides Full Control, the user's resulting level of access will be Full Control. The only
exception to the cumulative nature of NTFS permissions is the Deny setting, whichoverrides other security permissions. For
example, if a user account has been assigned the Change permission over a resource but is a member of a group that has been
assigned the Deny Read permission, the user will not be able to access the resource.
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Group Policy

Windows XP Professional provides a number of ways of configuring itself. This includes changing settings located in individual
Windows applications and components, making changes from the Windows XP Control Panel, and direct modification of the
system by making changes to the Windows XP registry. Another option is the application of Group Policy. Group Policy provides a
consistent means of configuring and securing Windows XP and its applications.

Using the Group Policy Snap-In

Group Policy can be applied at the local computer or at the domain level via Active Directory. Only an administrator can configure
Group Policy. If policy conflicts occur between settings specified on both the local computer and Active Directory, the Active
Directory settings will always override locally applied settings.This section will focus on the application of Group Policy at the local
level.

When administered locally, group policy is managed using the Group Policy snap-in. Windows XP Professional also provides a
Group Policy console that contains this snap-in. The following procedure outlines the steps involved in opening this console.

1. Click on Start and then Run. The Run dialog appears.
2. Type GPEDIT.MSC and press Enter. The Group Policy folder appears.
Group Policy is organized into two categories, as outlined below.

= Computer Configuration. Contains policies that affect the computer regardless of who is logged on. These policies
are applied at system startup.

= User Configuration. Contains policies that affect users. These policies are applied at user login.

Changes made to policies in these two categories are reflected in the Windows XP registry. Changes made to Computer
Configuration policies are reflected inthe HKEY_LOCAL_MACHINE hive, and changes made to User Configuration policies are
reflected in the HKEY_CURRENT_USER hive. Most of the policies located under these two categories do not overlap. However,
where overlaps occur, Computer Configuration policy overrides User Configuration policy.

Note For information about the Windows XP Registry, refer to "Working with the Registry" in Chapter 12, "Configuring and

Policies located in both Computer Configuration and User Configuration are organized into three subcategories, as listed below.
= Software Settings. Configures software-related settings
= Windows Settings. Configures security and other related settings

= Administrative Templates. Configures specific operating system features, Windows components, and Windows
utilities

Policies exist in one of three states:
= Not Configured
= Enabled
= Disabled

In addition, many policies allow the administrator to set specific settings related to the Windows component that the policy
manages. The following procedure outlines the steps involved in configuring a policy.
1. Open the Group Policy console.

2. Expand either the Computer Configuration or User Configuration node and locate the folder containing the policy
that is to be modified, as demonstrated in Figure 9.15.
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Figure 9.15: Modifying the policies for a Windows component that is located under the Computer
Configuration node in Group Policy

3. Dirill down to expose the individual policies for the selected Windows resource.

4. Double-click on the policy to open it, as demonstrated in Figure 9.16.

Figure 9.16: Modifying NetMeeting's Disable remote Desktop Sharing policy

5. Click on the Explain property sheet to view a description of the policy, as demonstrated in Figure 9.17.

Figure 9.17: Every policy provides a complete description of its function

6. Click on the Setting property sheet and select one of the following options:

= Not Configured

= Enabled

= Disabled
7. If any policy specific settings are presented on the Setting property sheet, configure them as required.
8. Click on OK.

Using Group Policy, administrators can configure and secure many Windows applications, utilities, components, and other
operating system properties. For example, Group Policy provides access to policies that can be used to configure and secure each
of the following Windows components and utilities:

= Disk quotas

= Remote Assistance
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= Error reporting

= System Restore

= Offline files

= Printers

= Task Scheduler

= Windows Installer

= Windows Messenger
= Start menu

= Taskbar

= Control Panel
Configuring Security Policies

In addition to providing the ability to administer and secure the Windows utilities and components listed in the previous section,
Group Policy provides administrators with policies that are of particular importance when it comes to securing a computer running
Windows XP Professional. These policies are located under the Computer Configuration node in the Group Policy snap-in. They
include:

= Password Policy. Contains policies that define requirements that Windows XP will enforce on users when creating
and changing passwords

= Account Lockout Policy. Contains policies that define how Windows XP will manage failed login attempts

= Audit Policy. Contains policies that define the types of event that Windows XP will audit and record in the Windows
XP Security event log

Administering Password Policies

Group Policy's Password Policy provides access to a collection of policies that provide the ability to specify settings that control
password strength and require users to regularly change their passwords. Table 9.6 defines the policies that make up the Password
Policy.

Table 9.6: Password Policies

Policy Default Setting

Enforce password history
Maximum password age
Minimum password age

Minimum password length

0 passwords remembered
42 days

0 days

0 characters

Password must meet complexity requirements Disabled

Store password using reversible encryption for all users in the domain Disabled

To access the Password Policy, open the Group Policy console and expand the Computer Configuration node as follows:

\Computer Configuration\Windows Settings\Security Settings\Account
Policies\Password Policy

Figure 9.8 shows password policies that make up the Password Policy.
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Figure 9.18: Examining password policies stored under the Computer Configuration node in the Group Policy snap-
in

Administering Account Lockout Policies

Group Policy's Account Lockout Policy provides the ability to specify how Windows XP Professional should respond to failed login
attempts. The purpose of these policies is to protect the computer by disabling an account if its associated password is incorrectly
specified too many times. This helps to prevent unauthorized access by preventing someone from trying to gain access by
repeatedlyguessing an account's password. Once locked out, an account cannot be used to establish a login session until an
administrator unlocks it, unless otherwise specified by policy.

Table 9.7 defines the policies that make up the Account Lockout Policy.

Table 9.7: Account Lockout Policies

Policy Default Setting
Account lockout duration Not Applicable

Account lockout threshold 0 invalid logon attempts
Reset account lockout counter after Not Applicable

To access the Account Lockout policy, open the Group Policy console and expand the Computer Configuration node as follows:

\Computer Configuration\Windows Settings\Security
Settings\Account Policies\Account Lockout Policy

Establishing Audit Policies

Group Policy's Audit Policy provides access to a collection of policies that determine what type of Windows events will be recorded
in the Windows XP Security event log. By default, auditing is disabled and no audit events are generated. The following audit
policies are available:

= Audit account logon events. Tracks failed or successful user logins

= Audit account management. Tracks user and group account creation, modification, and deletion
= Audit directory service access. Tracks access to Active Directory objects

= Audit logon events. Tracks network connections to local resources

= Audit object access. Tracks user access of files, folders, and printers

= Audit policy change. Tracks changes made to audit policies

= Audit privilege use. Tracks the use of user rights as defined by User Rights Policy

= Audit process tracking. Tracks application activity

= Audit system events. Tracks events such as computer startup and shutdown

To access the Audit Policy, open the Group Policy console and expand the Computer Configuration node as follows:

\Computer Configuration\Windows Settings\Security Settings\
Local Policies\Audit Policy

Windows XP Professional can audit both Success and Failure events, such as when users successfully manage to log in to
Windows XP or when they fail to do so. For example, to enable the ability to audit both successful and failed logon events, the
administrator would double-click on the Audit account logon events policy. This opens the Audit account logon events Properties
dialog, as shown in Figure 9.19. Selecting Success and Failure enables the ability to audit logon attempts. Clearing these options
disables this ability.

Figure 9.19: Configuring the Audit account logon event policy

= [« revvisos axi o)


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com



http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

[Toam Lib | [« pwvisos foroxr o
Monitoring Audit Events

In order to enable auditing on Windows XP Professional, two steps must be performed. The first step is to enable one or more audit
policies, as previously described. Enabling audit policies turns on the ability to perform auditing on the computer. It does not
actually cause any audit activity to begin. The second step to enabling auditing is to access individual Windows XP resources and
configure them as audited resources.

Turning Auditing On for Specific Windows Resources

The following procedure outlines the steps involved in turning on auditing for a specific Windows resource such as a file, folder, or
printer.
1. Locate a Windows resource, right-click on it and select Properties. The resource's Properties dialog appears.

2. Select the Security property sheet.
3. Click on Advanced. The Advanced Security Setting for dialog appears.
4. Select the Auditing property sheet, as shown in Figure 9.20.

Figure 9.20: Configuring audit settings for the selected resource

5. Click on Add. The Select User or Group dialog appears.
6. Select a user or group to audit and click on OK. The Auditing Entry for dialog appears, as shown in Figure 9.21.

Figure 9.21: Configuring detailed audit settings
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7. Specify how auditing is to be applied by selecting an audit option from the Apply onto drop-down list.
8. Select what types of audit events to report (such as Successful and/or Failed).

9. Click on OK twice.
Monitoring Audit Events

Audit events are recorded in one of three event logs maintained by Windows XP Professional called the Security event log. This log
can be viewed and administered using the Event Viewer snap-in or the Event Viewer extension found in the Computer
Management console.

Note For information on how to administer Windows XP event logs, refer to "Managing Windows XP Event Logs" in Chapter

10, "Microsoft Management Consoles."

The following procedure outlines the steps required to open the Security Event log using the Event Viewer extension found in the
Computer Management console.

1. Click on Start and then right-click on My Computer and select Manage. The Computer Management console
appears.

2. To view a Security event log located on a remote computer, right-click on Computer Management, select Connect
to another computer, specify the computer's name or IP address, and click on OK.

3. Expand the System Tool node in the console tree.
4. Expand the Event Viewer node on the console tree.

5. Select the Security node. If auditing has been enabled and configured for specific Windows resources, a list of
security and audit events is displayed, as demonstrated in Figure 9.22.

Figure 9.22: Accessing the records stored in Windows XP's Security event log
Two types of events are recorded to the Security event log, as shown below.
= Success Audit. Represents a successful audit event, such as a successful user login
= Failure Audit. Represents a failed audit event, such as a failed user login

The Windows XP Security event log also associates an icon with each type of security event, making event types easy to identify. A
yellow key icon represents a Success Audit event, whereas a yellow padlock icon represents a Failed Audit event. To view the
contents of a particular event, double-click on it. The event's Properties dialog appears and displays detailed information about the
event, as demonstrated in Figure 9.23.
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Figure 9.23: Examining a successful logon event record
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Chapter 10: Microsoft Management Consoles

Overview

This chapter introduces the MMC ( ) as a framework for running administration tools that assist
administrators in managing computers. Using an MMC, administrators can manage both local and remote network computers from
their own desktops.

In earlier Microsoft operating systems, administrators had to learn how to use a number of very different management tools in order
to perform their duties. Microsoft has reworked and migrated many of these management tools so that they now operate within the
context of the MMC framework. In doing so, Microsoft has provided administrators with a consistent user interface that makes the
learning curve for working with the tools a lot shorter.

Administrators can also use the MMC framework to create their own custom management tools, allowing them to add and remove
components as best suits the manner in which they work. The ability to create custom management consoles allows administrators
to create consoles that focus on a single task and then to delegate the use of these consoles to less experienced administrators.
This assists administrators in distributing their workload without overwhelming new administrators with tools that contain
components for which they have not been trained.
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MMC Administration

The MMC is an application management framework that provides a consistent interface and methodology for implementing and
using system administration tools. By itself, the MMC does not provide any administrative capabilities.

However, components known as snap-ins can be added to a console, providing a specific management capability.

MMCs provide a standard interface for working with administrative tools or snap-ins. This simplifies overall administration and
shortens the learning curve for learning how to work with new consoles. Third-party software developers can also take advantage of
MMCs and may add their own consoles and snap-ins to the computer.

MMCs are saved as files with an .msc file extension. Table 10.1 lists the default collection of MMCs that are supplied with Windows
XP Professional. With one exception noted in the table, all consoles are stored by default in %System-Root%\System32.

Table 10.1: Built-in MMCs

Console File Name

Certificates certmgr.msc

Indexing Service

Computer Management

Device Manager
Disk Defragmenter
Disk Management

Event Viewer

ciadv.msc
compmgmt.msc
devmgmt.msc
dfrg.msc
diskmgmt.msc

eventvwr.msc

Shared Folders fsmgmt.msc
Local Users and Groups lusrmgr.msc
Removable Storage ntmsmgr.msc
Removable Store Operator Requests ntmsoprg.msc
Performance perfmon.msc
Services services.msc
Windows Management Infrastructure (WMI) wmimgmt.msc
Component Services comexp.mscl]

By default, all MMCs reside in %SysemRoot%\System32, except for comexp.msc, which is stored in %System-
Root%\System32\Com.

Starting an MMC

There are a number of different ways to start an MMC. Some, but not all, of Windows XP's prebuilt consoles can be found in and
started from the Administrative Tools folder, as shown in the following procedure.

1. Click on Start and then Control Panel. The Windows XP Control Panel opens.
2. Click on Performance and Maintenance to display the Performance and Maintenance folder.

3. Click on Administrative Tools. The Administrative Tools folder appears, as shown in Figure 10.1.

Figure 10.1: Viewing the MMCs stored in the Administrative Tools folder

4. The following consoles are displayed:
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= Component Services

= Computer Management

= Data Sources (ODBC)

= Event Viewer

= Local Security Policy

= Performance

= Services

Double-click on an icon to open any of these listed consoles.

Consoles can also be started by locating them in %System-Root%\System32 or %System-Root%\System32\Com and double-
clicking on them. In addition, consoles can be quickly opened from the Run dialog, using the following procedure.

1. Click on Start and then Run. The Run dialog appears.

2. Type in the name of one of the consoles that reside in the %System-Root%\System32 folder, including its .msc
file extension as specified in Table 10.1, and click on OK.

3. To open a console located in a different folder, type the name of the console including its .msc extension and its
complete path and click on OK.

Tip By default, Windows XP Professional's built-in consoles manage the local computer. This focus can be changed once the
console has been opened by right-clicking on the root of the console tree and selecting the Connect to another computer
option. Alternatively, administrators can open a console from the Run dialog and target its focus to a remote network
computer by appending / computer=xxxxxx to the end of the console name. For example, the following statement opens
the Computer Management console and sets it to administer a network computer named MktingPC.

compmgmt .msc /computer=MktingPC

Note The consoles in the %System-Root%\System32 folder can be started without specifying their complement path because
the %System-Root%\System32 folder is automatically added to each user's search path.

MMC Snap-ins and Extensions

Another advantage of MMC is that administrators can use it to build their own custom management tools. This is done by running
MMC.exe to open a new empty console and then adding snap-ins. Table 10.2 lists the default collections of snap-ins provided with

Windows XP Professional.

Table 10.2: MMC Snap-ins

Snap-in

ActiveX Control

Certificates

Component Services
Computer Management

Device Manager

Disk Defragmenter

Disk Management

Event Viewer

Folder

Group Policy

Indexing Service

IP Security Monitor

IP Security Policy Management
Link to Web Address

Local Users and Groups
Performance Logs and Alerts
Removable Storage Management
Resultant Set of Policy

Security Configuration and
Analysis

Security Templates
Services

Shared Folders
WMI Control

Description

Allows ActiveX controls to be added to a console
Permits the browsing of user, service, or computer certificates
A COM+ management tool

A collection of system and computer management tools
Manages hardware and hardware resources

Defrags local hard disk drives

Provides dynamic disk and volume management
Manages event logs

Adds folders to MMCs

Administers group policy objects

Searches the Windows XP index

Monitors IP Security status

Sets IPSec security policies

Adds a link to a Web page

Manages local user and group accounts

Collects performance data

Catalogs removable storage devices

Displays policies governing the local user

Provides security configuration and analysis when the computer uses security
templates

Edits security templates
Manages Windows XP services
Manages shared folders

Configures WMI (Windows Management Instrumentation)


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

Snap-ins add various capabilities to a console. For example, the Services snap-in provides the ability to stop, start, pause, resume,
and restart services, as well as the ability to configure service properties.

In addition to snap-ins, MMCs may contain extensions. Extensions are components that cannot stand on their own; instead they
require a hosting snap-in. For example, the Computer Management snap-in provides administrative control over the following
resources:

= Event logs

= Shared folders

= User and group accounts

= Performance data

= Hardware devices

= Removable storage devices

= Disk management tools

= Windows XP services

= WMI control

= Indexing service
The Computer Management snap-in is actually composed of 10 extensions. Extensions can be enabled and disabled. Therefore,

an administrator can create a new console by adding the Computer Management snap-in and yet limit its functionality by disabling
some of its extensions.

Creating a Custom Console

In addition to working with Windows XP Professional's prebuilt collection of MMCs, administrators can use snap-ins and extensions
to create their own specialized consoles. New consoles can be created either by opening an existing console and modifying it or by
creating a new console from scratch. To perform these procedures, you must first run MMC.exe, which opens an empty MMC
console. This tool allows administrators to work with consoles in author mode. In author mode, the administrator can add and
remove snap-ins and extensions to a console. Once the console has been configured, it can be saved and later opened in user
mode. User mode allows the console to be run but not modified.

The following procedure outlines the steps involved in creating a new console.
1. Click on Start and then Run. The Run dialog appears.

2. Type MMC and press Enter. This creates a new empty console and opens it in author mode, as shown in Figure
10.2.

Figure 10.2: Creating a customized MMC

3. A generic Console Root node is automatically added on the left-hand side of the console. Rename this node by
right-clicking on it, selecting Rename, typing a new name for the root, and pressing the Enter key.

4. New entries can now be added to the root by clicking on the Add/Remove Snap-in option on the File menu. This
opens the Add/Remove Snap-in dialog, as shown in Figure 10.3.
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Figure 10.3: Adding a snap-in to an MMC

5. A drop-down list at the top of the dialog contains a list of elements within the console under which snap-ins can
be added. At the moment, only the root node exists, and it is selected by default.

6. Click on Add to open the Add Standalone Snap-in dialog, as shown in Figure 10.4.

Figure 10.4: Selecting the snap-in to add to the new MMC
7. Alist of snap-ins is displayed. In addition to snap-ins, the following can also be added:
= Folder. Used to organize and group other snap-ins

= Link to Web Address. Used to provide links to a Web page where helpful information is located
Select any number of snap-ins that should be children of the console root by selecting each snap-
in and clicking on Add.

8. Depending on the snap-in that is added, a dialog similar to the one shown in Figure 10.5 may appear and present
any of the following options:
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Figure 10.5: Specify whether the snap-in will be used to manage the local computer or a network
computer

= Local computer

= Another computer

= Allow the selected computer to be changed when launching from the command line
These options determine how the initial target computer is set when the console is first opened.

9. The snap-ins that were selected appear on the Standalone property sheet on the Add/Remove Snap-in dialog, as
shown in Figure 10.6.

Figure 10.6: Viewing snap-ins that have been added to the new MMC

10. Additional snap-ins can be added either by adding them to the root node or by selecting any other element in the
console tree, such as a folder, using the Snap-ins added to drop-down list and then clicking on Add. This allows
the selection of more snap-ins and the creation of more branches to the console tree.

11. If any of the snap-ins that were added contain extensions, they can be further configured from the Extension
property sheet on the Add/Remove Snap-in dialog, as demonstrated in Figure 10.7.

Figure 10.7: Select the extensions that are to appear in a custom console containing the Computer
Management snap-in
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12. Select a snap-in that contains extension from the Snap-ins that can be extended option and then either leave the
Add all extensions option selected or clear it and select or deselect any of the available extensions for that snap-
in.

13. When done adding snap-ins and configuring extensions, click on OK to close the Add/Remove Snap-in dialog.

14. The new custom console, with all its snap-ins and extensions, is displayed. To save the console, click on the
Save option located in the File menu. The Save as dialog appears. The default storage location for the snap-ins
will be \Documents and Settings\username\Start Menu\ Programs\Administrative Tools. Type a name for the
console, making sure to keep the .msc file extension, and click on Save.

Once saved, the custom console can be opened by double-clicking on it in \Documents and Settings\username\Start
Menu\Programs\Administrative Tools. This opens it in author mode, allowing the console to be further modified. If no more changes
are needed, another copy of the console can be saved in user mode, which will prevent that copy from being modified, using the
following procedure.

1. Open the new custom console and make any additional changes that are required.

2. Click on File and select Options. The Options dialog appears, as shown in Figure 10.8.

Figure 10.8: Saving the custom console in user mode

3. If desired, the name of the console or its associated icon can be changed at the top of the Console property sheet
by retyping its name or clicking on Change Icon.

4. The Console mode setting determines the execution mode for the console. Four options are available:
= Author mode. Gives the user the ability to modify the console.

= User mode—full access. Gives the user access to Windows management commands and the
console tree but not to add or remove snap-ins.

= User mode-limited access, multiple window. Limits user access to the portion of the console
that was visible when it was saved. This option also allows users to open a new console window
but prevents the user from closing exiting windows.

= User mode-limited access, single window. Limits user access to the portion of the console that
was visible when it was saved and prevents the user from opening a new console window.

Select one of the last two user modes.
5. At the bottom of the Console property sheet are two additional configuration options, as listed below.

= Do not save changes to this console. Prevents the user from saving any changes to the
console

= Allow the user to customize views. Determines whether the user can call windows that are
rooted on console items

These two options are enabled only when one of the three user modes is selected. Select these options as
desired and click on OK.

6. Click on File and then select Save.

7. Close the console and reopen it to examine how it operates in user mode.

e
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Working with the Computer Management Console

Of all the predefined MMCs provided by Windows XP Professional, the Computer Management, or compmgmt.msc, shown in
Figure 10.9, is the one that administrators use the most. It can be started by any of the following means:

= Double-click on its icon in the Administrative Tools folder
= Double-click on its icon in the %System-Root%\System32 folder
= Type compmgmt.msc at the Windows XP Run dialog

= Type compmgmt.msc /computer=xxxxxx at the Windows XP Run dialog

Figure 10.9: Managing local and network computers using the Computer Management console

The Computer Management console contains only one snap-in, the Computer Management snap-in. This snap-in consists of a
collection of extensions.

Note Many of the extensions found in the Computer Management snap-in also exist separately as independent snap-ins. For
example, there is an Event Viewer snap-in that provides the same functionality as the Event Viewer extension.

The Computer Management console is organized into three main nodes, as shown below.

= System Tools. Provides access to a collection of extensions that manage event logs, shared folders, user and group
accounts, performance logs and alerts, and hardware devices

= Storage. Provides access to a collection of extensions that provide control over various disk management features
= Services and Applications. Provides access to tools that manage Windows XP services and WMI
By default, the Computer Management console administers the local computer. However, any network computer to which the

administrator has administrative privileges can be managed from the Computer Management console using the following
procedure.

1. Open the Computer Management Console.

2. Right-click on the Computer Management root node and select the Connect to Another Computer option. The
Select Computer dialog appears, as shown in Figure 10.10.

Figure 10.10: Specifying the name of a network computer to manage
3. Type the name of the target computer or its IP address in the Another computer field and click on OK.
Although the Computer Management console, like other MMCs, provides access to extensions or snap-ins that contain system
administration tools, it does not provide the access privileges required to use the tools. In other words, administrative privileges are

still required to perform administrative tasks. To use the Computer Management console to manage remote computers, the
administrator must also have administrative privileges on each remote network computer that is to be managed.

System Tools

The System Tools branch of the Computer Management snap-in contains the following five extensions.
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= Event Viewer. Provides access and management over Windows XP Professional Application, System, and Security
logs

= Shared Folders. Provides access to the computer's shared folders, active sessions, and open files as well as the
ability to create new shares, terminate existing shares, send messages to users, and terminate access to files,
sessions, and folders

= Local Users and Groups. Provides access to user and group accounts configured on the computer as well as the
ability to manage them

= Performance Logs and Alerts. Provides the ability to collect performance data and create logs and alerts based on
predetermined thresholds

= Device Manager. Provides the ability to view computer hardware and to manage the resources assigned to
hardware

Managing Windows XP Event Logs

Windows XP Professional stores information about events that occur on the computer in event logs. Administrators can use the
information stored in these logs to monitor system performance, look for information when troubleshooting problems and to audit
user activity. Windows XP Professional maintains three separate event logs. These logs include:

= The Application Event Log. Stores information regarding events produced by applications
= The Security Event Log. Stores audit events that record information about user activity
= The System Event Log. Stores information regarding operating system, hardware, and software driver activity

To view a particular event log, expand the Event Viewer node on the Computer Management console tree and then select one of
the logs. Figure 10.11 shows a listing of alerts in the System event log. System and application events are classified into the
following categories:

Figure 10.11: Viewing events stored in the System log

= Error. A serious event that indicates a problem with the operation of the operating system, services, drivers, or
applications

= Warning. An event that may indicate a problem or a potential problem but that does not necessary affect
performance of the operating system or its services, drivers, and applications

= Information. An informational event that does not indicate a problem

Double-clicking on an event displays the Event Properties dialog, as demonstrated in Figure 10.12. Information found here includes
the date and time that the event was logged, and the event type, source, and category. In addition, if the event is associated with a
user, a username is displayed. The description section displays the text of the event message and may include advice on how to
handle it as well as a link to additional information on the Internet.
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Figure 10.12: Examining an error message in the System log
Configuring Event Logs

Windows XP Professional automatically manages the event logs. Each event log is automatically preconfigured to be 512KB in
size. When logs become full, the oldest recorded events are automatically overwritten by newer events. Administrators may wish to
increase the size of event logs when trying to troubleshoot a problem to ensure that valuable information is not overwritten before it
has a chance to be examined. In addition, administrators may wish to specify how event logs are handled when they fill up.
Available options include:

= Overwriting them as needed. This is the default setting.

= Overwriting events older than a specified age. This prevents Windows XP from overwriting an event for a certain

period of time. However, if a log fills up and there are no events eligible to be overridden, new events will not be
recorded to the log.

= Never overwrite events. This prevents any event from being overwritten and places the burden on administrators to
manually manage event logs.

Windows XP Professional does not display any type of warning message when an event log fills up, preventing it from recording
new events. Therefore, it is critical that administrators who elect to manually manage event logs keep a close eye on the logs. Any
log that has not had an event recently posted to it may be full.

Each event log is configured and managed separately.The following procedure outlines the steps involved in configuring the size
and logging method for event logs.

1. Open the Computer Management console.
2. Expand the System Tools node.
3. Expand the Event Viewer node to display the three event logs.

4. Right-click on one of the event logs and select Properties. The System Properties dialog for the event log

appears, as shown in Figure 10.13.

Figure 10.13: Configuring event log properties
5. To change the size of the log file, type a new value in the Maximum log size field.

6. To change the manner in which events are written to the log when it becomes full, select one of the following
options:

= Overwrite events as needed.
= Overwrite events older than _ days.
= Do not overwrite events (clear log manually).

7. Click on OK to close the log's property dialog and return to the Computer Management console.
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Manually Administering Event Logs

If administrators choose to manually administer event logs, a number of administrative tasks must be performed. These tasks
include:

= Clearing the event logs when they become full
= Saving the contents of an event log for later review
= Retrieving the contents of saved event logs for review and analysis

The following procedure outlines the steps involved in clearing an event log.
1. Open the Computer Management console.

2. Expand the System Tools node.
3. Expand the Event Viewer node to display the three event logs.
4

. Select the event log to be cleared and then select the Clear all Events option on the Computer Management
console's Action menu.

5. Click on No when prompted to save the log.

Administrators may wish to save event logs when troubleshooting a problem or to maintain a history of event logs. The following
procedure outlines the steps involved in saving an event log.

1. Open the Computer Management console.
2. Expand the System Tools node.
3. Expand the Event Viewer node to display the three event logs.

4. Select the event log to be saved and then select the Save Log File As option on the Computer Management
console's Action menu.

5. Type a name for the log file and click on Save.

The following procedure outlines the steps involved in retrieving and viewing a saved event log should an administrator later decide
to review its contents.

1. Open the Computer Management console.
2. Expand the System Tools node.
3. Expand the Event Viewer node to display the three event logs.

4. Select an event log and then select the Open Log File option on the Computer Management console's Action
menu. The Open dialog appears.

5. Specify the name of the archive log file and click on Open.

Administering Shared Folders

The Shared Folders extension on the Computer Management snap-in, shown in Figure 10.14, provides administrative control over
the following resources:

= Shares. A folder or drive that has been made available to other computers on a network
= Sessions. A list of network connections established with the computer

= Open Files. A list of local files currently being accessed by network users

Figure 10.14: Viewing shared drives and folders
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Using the Shared Folders extension, administrators can perform a number of tasks including:

= View the current list of shares including hidden shares (for example, shares with the symbol $ appended to the end
of their name)

= View the number of currently established network connections to shared folders and drives
= View all active network sessions with the computer

= Disconnect network sessions

= View local files currently being accessed over the network and see who is accessing them
= Terminate access to files

= Creating shares on remote computers

= Send messages to users or computers

Note More detailed information on working with the Computer Management snap-in's Local Users and Groups extension is

available in "Working with the Local Users and Groups Snap-In" in Chapter 9, "Security Administration."

User and Group Account Administration

The Local Users and Groups extension on the Computer Management snap-in, shown in Figure 10.15, provides administrative
control over the creation and management of both user and group accounts. It is organized into two folders, which are listed below.

Figure 10.15: Managing user and group accounts

= Users. Contains a list of all user accounts stored on the target computer. Each user account in the list can be
opened and modified.

= Groups. Contains a list of all group accounts stored on the target computer. Each group account in the list can be
opened and its membership modified.

The Local Users and Group extension allows administrators to perform any of the following tasks:
= VView existing user and group accounts
= Add, modify, and delete user and group accounts
= Add and remove user accounts to and from group accounts
= Change user account passwords
= Modify user account information
= Configure individual password settings
= Enable and disable user accounts
= Modify user profile and home folder settings

Note More detailed information on working with the Computer Management snap-in's Shared Folder extension is available in

"Monitoring Access to Shared Drives and Folders" in Chapter 19, "Printer and Disk Sharing."

Tracking Performance Data

The Performance Logs and Alerts extension on the Computer Management snap-in, shown in Figure 10.16, is used to create logs

and alerts that report on performance data. Data is collected by specifying one or more objects to be monitored.Then counters are

selected for each object that measure a particular aspect of the object's performance. In addition, data can be displayed in multiple
formats, including:

= Graph
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= Histogram

= Report

Figure 10.16: Examining performance logs and alerts

Data collected in logs can be viewed using the Performance snap-in and can also be imported into databases and spreadsheets
such as Microsoft Access and Microsoft Excel. Data can also be used to create baseline measurements of computer performance
and then later used to compare performance of the computer if performance becomes an issue.

The Performance Logs and Alerts extension is organized into three sections, as shown below.
= Counter Logs. Collects and logs performance data at predefined intervals
= Trace Logs. Collects and logs performance data based on events that exceed a predetermined threshold
= Alerts. Notifies administrators of events that exceed predefined thresholds
Note More detailed information on working with the Computer Management snap-in's Performance Logs and Alerts extension
is available in "Performance Logs and Alerts" in Chapter 13, "Performance Tuning."
Managing Hardware Devices

The Device Manager extension on the Computer Management snap-in, shown in Figure 10.17, is used to view and administer a
computer's hardware. The Device Manager extension provides administrators with a graphical tool for reviewing device resource
assignment and manually altering the resource assignment of any of the following resources.

Figure 10.17: The Device Manager extension allows administrators to view and configure all the hardware devices installed
on a computer

= DMA
= |/O
= IRQs

= Memory

In addition to configuring hardware resources, the Device Manager extension can assist the administrator in performing all of the
following hardware-related tasks.
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= Enabling or disabling a hardware device
= Updating a device's software driver
= Rolling back a driver to a previous version to recover from a problem with the newer version
= Removing software drivers
Note More detailed information on working with the Computer Management snap-in's Device Manager extension is available
in "Device Manager" in Chapter 2, "Installing and Upgrading to Windows XP Professional."
Storage

The Storage branch of the Computer Management snap-in contains three extensions that are designed to assist the administrator
in the management of disk storage. The list of disk management extensions include:

= Removable Storage. Provides the ability to track removable storage media

= Disk Defragmenter. Analyzes and reorganizes the storage of files on the disk drive to provide faster access and
more efficient storage

= Disk Management. Provides a graphical interface for viewing and managing disk drives, including the ability to
partition, format, and change drive letter assignment

Working with Removable Storage Devices

The Removable Storage extension on the Computer Management snap-in, shown in Figure 10.18, is used to track and administer
removable storage media. It can also assist in the management of jukebox libraries and similar storage devices.

Figure 10.18: Managing removable media storage
The Removable Storage extension is organized into two sections, as shown below.

= Media. Assists administrators in the management of removable media. Examples of removable media include tapes,
floppy disks, removable hard disks, and compact discs.

= Libraries. Manages jukeboxes and other similar devices.
The Removable Storage extension can assist administrators in performing any of the following tasks:
= Displaying media and library status information
= Cleaning tape drives
= Inventorying jukeboxes and libraries
= Creating media pools
= Inserting and ejecting media in automated devices
= Mounting and dismounting media

Note More detailed information on working with the Computer Management snap-in's Removable Storage extension is

available in Chapter 11, "Disk Management."

Defragmenting Hard Disk Drives

The Disk Defragmenter branch of the Computer Management snap-in, shown in Figure 10.19, displays information about every
hard disk drive installed on the computer. This information includes:

= \/olume name
= Session status

= File system
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= Capacity
= Free space

= % free space

Figure 10.19: Analyzing and defragging disk space

Clicking on Analyze performs an analysis of the selected disk drive. Results are graphically displayed in the Estimated disk usage
before defragmentation bar using the following color scheme:

= Red. Represents the amount of disk fragmentation

= Blue. Represents the number of files stored in contiguous disk space
= Green. Represents systems files that cannot be moved

= White. Represents the amount of unused disk space

Click on Defragment to defrag the selected disk drive. The status of the defrag process can be monitored by comparing graphic
data displayed in the Estimated disk usage before defragmentation bar and the Estimated disk usage after defragmentation bar.

Note More detailed information on the use of the Disk Defragmenter extension in the Computer Management snap-in is
available in "Disk Defragmenter" in Chapter 11, "Disk Management."
Freeing Up Disk Space

The Disk Management branch of the Computer Management snap-in, shown in Figure 10.20, displays information about every disk
on the computer. This information includes:

= Volume name
= Layout

= Type

= File system

= Status

= Capacity

= Free space

= % free

= Fault tolerance

= Overhead
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Figure 10.20: Performing disk drive administration
The Disk Management extension assists administrators in performing the following tasks:
= Examining drive status and properties
= Changing drive letter assignments
= Marking a partition as active
= Formatting a partition
= Deleting a partition
= Creating a partition
= Working with basic and dynamic disks
Note More detailed information on working with the Computer Management snap-in's Disk Management extension is available
in Chapter 11, "Disk Management."
Services and Applications

The Services and Applications branch of the Computer Management snap-in contains three extensions that are designed to assist
the administrator in managing Windows XP services and applications. The extensions that make up this branch of the Computer
Management console include:

= Services. Displays Windows XP services and provides the ability to start, stop, pause, and resume them as well as
to configure their automatic startup and other properties

= WMI Control. Provides control of WMI settings, which are used by other Windows utilities to collect and display
system information

= Indexing Service. Provides the ability to start, stop, query, and administer the Windows XP Indexing Service, which
maintains a searchable index of information stored in documents located on the computer

Services Administration

The Services branch of the Computer Management snap-in, shown in Figure 10.21, displays a list of all Windows XP services
installed on the computer as well as their current status, which is either started, stopped, or paused. Using the Services extension,
administrators can perform any of the following actions:

= Start a service

= Stop a service

= Pause a service

= Resume a service
» Restart a service

= Edit a service's properties
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Figure 10.21: Managing Windows XP services

The following procedure outlines the steps involved in administering a service.
1. Open the Computer Management console.

2. Expand the Services and Applications node.
3. Select Services to view a list of Windows XP services.
4. Right-click on an individual service and select one of the following options:
= Start
= Stop
= Pause
= Resume
= Restart
= Properties

Each service has its own Properties dialog that allows detailed administration over the service. Each service's Properties dialog is
organized into four property sheets, as outlined below.

= General. Displays the service's name and description and provides control over its startup type and status.

= Log On. Allows the administrator to associate a specific user account with the service in the event that the service
needs to run using specific account permissions.

= Recovery. Defines a series of steps that Windows XP is to follow in the event that a service fails. Possible actions
include restarting the service or computer.

= Dependencies. Displays a list of other services upon which the service is dependent as well as a list of services that
depend on the service.

Configuring Startup Options
Some Windows XP services, like the Workstation and Plug and Play services, are active all the time. Other services, such as the
Fax service, are only started when the administrator configures them, while still other services, depending on how the computer is
used, may never be started.
There are three startup types for services. These are:

= Automatic. Starts the service when the computer is started

= Manual. Allows the service to be manually started

= Disabled. Prevents service startup

The following procedure outlines the steps involved in configuring service startup.
1. Open the Computer Management console.

2. Expand the Services and Applications node.

3. Select Services.

4. Right-click on an individual service and select Properties. The Properties dialog for the service appears.
5

. Make sure that the General property sheet is selected, as shown in Figure 10.22.
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Figure 10.22: Specifying service startup type

6. Select a startup option from the Startup type drop-down list.

7.

Click on OK.

Associating a User Account with a Service

Most Windows XP services are executed using the Windows XP LocalService account. This account provides the service with the
access permissions that it requires to operate and perform its work. Sometimes applications install their own service or set of
services, which may require special security permission in order to perform their function. In this case, the application's
documentation will ask the administrator to create a new user account with appropriate permissions to run the service and then ask
that the account be associated with the service.

, "Security Administration," explains the steps involved in creating new user accounts. Once a new account has been
created, the following procedure can be used to associate the account with its service.

1.

Open the Computer Management console.

. Expand the Services and Applications node.
. Select Services.

2
3
4.
5

Right-click on the service and select Properties. The Properties dialog for the service appears.

. Select the Log On property sheet, as shown in Figure 10.23.

Figure 10.23: Associating a user account with a service to ensure that it has the security permissions that it
requires to execute

6. Select the This account option and type the name of the new account in the field provided.

7. Type the account's password in the Password and Confirm password field.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

8. Click on OK.
Setting Service Recovery Options
Sometimes problems occur with services, causing them to fail. Using the Recovery property sheet on the service's Properties
dialog, administrators can tell Windows XP Professional how to react by specifying one of four recovery options. These options
include:

= Take No Action. Tells Windows XP not to take any action. However, an error will still be logged to the System Event
Log. This places the burden on the administrator to discover and deal with the service failure.

= Restart the Service. Tells Windows XP to automatically restart the service. Services can fail for a variety of reasons,
not all of which are critical, meaning that a restart will often be successful.

= Run a File. Tells Windows XP to run a program or script if the service fails. A script, for example, might perform a
number of corrective actions and then end by attempting to restart the service.

= Reboot the Computer. Tells Windows XP to restart the computer if the service fails. This is a particularly drastic
option and should only be used with great care because a restart of the computer will disrupt all activity currently
occurring on the computer.

Note Services can fail for a number of reasons. For example, a prerequisite service may fail or be stopped by an
administrator, or a required program or file may be accidentally deleted from the computer.

The following procedure outlines the steps involved in configuring service recovery.
1. Open the Computer Management console.

2. Expand the Services and Applications node.

3. Select Services.

4. Right-click on a service and select Properties. The Properties dialog for the service appears.
5

. Select the Recovery property sheet, as shown in Figure 10.24.

Figure 10.24: Telling Windows XP Professional what to do if a service fails
6. Select a recovery option for each of the following:
= First failure
= Second failure
= Subsequent failures
7. Set the Reset fail count after option to indicate the number of days that must pass without any further failures
occurring in order for the failure count to be returned to zero. Once returned to zero, any subsequent failure will
be treated as the first failure occurrence.
8. If the Restart the service option is selected as one of the recovery options, the Restart service after field will
become enabled. Use this field to specify the number of minutes that Windows XP should wait before trying to
restart the failed service.

9. If the Run a File option is selected as one of the recovery options, the Run program section will become enabled,
allowing the administrator to supply a program or script that should be executed.

10. If the Restart the Computer option is selected as one of the recovery options, the Restart Computer Option button
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becomes enabled. Click on this button and specify the number of minutes that Windows XP should wait before
restarting the computer. In addition, a message can be specified that will be sent to all network computers that
currently have a connection to the computer. Click OK to return to the service's Properties dialog.

11. Click on OK.
Examining Service Dependencies

Some services depend on other services in order to execute. Before stopping or pausing a service, it is important to know what
other services, if any, will be affected. Checking service dependencies allows administrators to stop services in an orderly fashion
and to minimize the possibility of errors.

The following procedure outlines the steps involved in checking service dependencies.
1. Open the Computer Management console.

2. Expand the Services and Applications Node.

3. Select Services.

4. Right-click on the service and select Properties. The Properties dialog for the service appears.
5

. Select the Dependencies property sheet, as shown in Figure 10.25.

Figure 10.25: Examining services dependent upon the service

6. The top half of the property sheet displays a list of services that the selected service depends on in order to
operate properly. Make sure that any required services are running before attempting to start the selected service.
The lower half of the property sheet lists services that depend on the selected service. Stopping the selected
service without first stopping services that depend on it may cause problems for dependent services.

7. Click on OK.

WMI

The WMI Control branch of the Computer Management snap-in provides administrators with the ability to control WMI settings.
WMI is Microsoft's implementation of the Web-Based Enterprise Management or WBEM initiative, which defines rules and
standards for accessing system information over a network. It is used by a number of Windows XP components, including:

= System Properties
= System Information
= Services

To administer WMI, right-click on the WMI Control node in the Services and Applications section and select Properties. This opens
the WMI Control Properties dialog, as shown in Figure 10.26
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Figure 10.26: Administering WMI Control properties

WMI Control settings are organized into five property sheets, as outlined below.

= General. Displays information about the computer, including the WMI version. Clicking on the Change button allows
the administrator to change the username used to log in to a remote network computer. This allows administrators to
log on using a user account that has different levels of access permissions than the one normally used to log in to
their local computer.

= Logging. Allows administrators to set the logging WMI level to disabled, errors only, or verbose, as well as log size
and location. The error log is used to troubleshoot WMI problems.

= Backup\Restore. Allows administrators to back up the WMI repository, a database of objects accessed via WMI,
and to later restore it in the event of a problem. By default, the backup copy of the repository is stored in %System-
Root%\System32\wbem\Repository with a filename specified by the administrator that has a .rec file extension.

= Security. Allows administrators to configure user and group access to WMI services and tasks, including the ability
to set permissions for specific namespaces.

= Advanced. Allows the administrator to change the WMI default namespace.

Note Additional information on how to work with the WMI Control is available by right-clicking on the WMI Control node in the

Computer Management console and selecting Help.

Configuring the Indexing Service

The Indexing Service branch of the Computer Management snap-in, shown in Figure 10.27, creates a systemwide index of
documents stored on the computer in order to provide faster searches. The Indexing Service scans documents, performs keyword
searches, and passes all matches to the indexer. The Indexing Service scans many types of documents. The default set of
documents includes:

= Microsoft Office documents
= Text documents
= HTML pages

= Internet mail and news

Figure 10.27: Performing an index text query
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The Indexing Service can be started, stopped, or paused by right-clicking on the Indexing Service node in the Computer
Management console tree. This service can also be configured using the Services extension on the Computer Management
console. Once started, it runs automatically and requires no administration unless administrators decide to add custom filters, which
will allow the Indexing Service to scan other types of documents.

Administrators can customize the performance of the Indexing Service to balance the level of service required by users against the
system resources consumed by the service using the following procedure.

1. Open the Computer Management console.
2. Expand the Services and Applications node.

3. Right-click on the Indexing Service, select All Tasks, and then click on Tune Performance. The Indexing Service
Usage dialog appears, as shown in Figure 10.28.

Figure 10.28: Configuring Indexing Service performance
4. The following performance settings are available:
= Used often
= Used occasionally
= Never used
= Customize
Select the option that best describes the manner in which the Indexing Service is used on the computer.

5. If the Customize option was selected, click on the Customize button to display the Desired Performance dialog, as

shown in Figure 10.29.
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Figure 10.29: Setting performance levels for the Indexing Service

6. Move the Indexing slider to the left to lower the priority placed on performing indexing operations. Move the slider
to the right to produce the opposite effect. Move the Querying slider to the left or right to tell the Indexing Service
what volume of queries to expect. Click on OK to close the Desired Performance dialog.

7. Click on OK to close the Indexing Service Usage dialog.

Note Additional information on how to work with the Indexing Service is available by right-clicking on the Indexing Service

node in the Computer Management console and selecting Help.
[ prsvisu]
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Chapter 11: Disk Management

The administration of disk drives is a critical management task for administrators. To manage disk drives, administrators require a
thorough understanding of Windows XP file systems and their advantages and disadvantages. Administrators need to know about
basic and dynamic disks in order to decide which storage method is most appropriate for the computers that they support. Windows
operating systems have always supported basic disks. Basic disks are organized into partitions. Dynamic disks are a new addition
to Windows operating systems. Dynamic disks are organized into volumes and support a number of advanced configuration options
such as disk spanning, in which the space from two or more disk drives can be combined into one logical unit of storage. Disk
administration tasks include installing new disk drives and configuring them by creating partitions on basic drives and volumes on
dynamic drives. Administrators are responsible for formatting partitions and volumes. Administrators also need to be prepared to
assist users in performing a number of tasks. These tasks include setting up file encryption or enabling file compression.

Another important role that administrators perform is disk management. This includes ensuring that adequate disk space is
available to meet user needs. This can be achieved through the implementation of disk quotas, which place limits on the amount of
disk space that any one user can consume on a shared computer. Administrators also need to ensure that disk drive performance
is optimized by regularly analyzing and defragmenting hard disk drives.

Managing Different File Systems

Windows XP Professional manages the storage and retrieval of files on disk drives using file systems. Windows XP Professional
supports the following three file systems:

= FAT(File Allocation Table). Microsoft's original file system. It was originally developed to support the MS-DOS
operating system.

= FAT32.Expands FAT to include support for large disk drives.

= NTFS(New Technology File System). The recommended file system for Windows XP Professional, providing
support for advanced security and a number of other features not found in the other file systems.

Windows XP requires that the administrator select one of these file systems during the Windows XP Professional installation
process. However, there are a number of scenarios that may occur that will require administrators to stay involved in the file system
selection process. These scenarios include situations where:

= Additional unused disk space is available on a disk drive that is now needed
= New disk drives are installed on the computer and need to be set up

= FAT or FAT32 was used when installing Windows XP Professional and the administrator now needs to convert to
NTFS

FAT was first used by the MS-DOS operating system and has since been supported by every Microsoft operating system. FAT
works well on small hard disks and floppy disks. It is limited to a maximum partition size of 2GB. Therefore, if a computer has a
hard disk drive that is greater than 2GB in size, the drive must be broken down into a series of 2GB or smaller partitions in order to
use all its capacity using the FAT file system.

FAT32 was introduced with the second release of Windows 98 or Windows 98 OSR2. It is a modified version of FAT that can
support disk partition sizes up to 32GB in size. FAT32 also supports smaller cluster sizes, allowing it to make more efficient use of
disk storage.

Note A cluster is the smallest unit of storage in which a file can be stored. If a file does not fill up an entire cluster, any unused
space is wasted. Therefore, by having smaller clusters, the amount of space that may be wasted is significantly reduced.

NTFS is an advanced file system offering better performance and security than FAT or FAT32. Table 11.1 lists some of the
advantages of using NTFS.

Table 11.1: Comparison of Windows XP Professional File Systems

Feature FAT FAT32 NTFS
Encrypted File System No No Yes
Compression No No Yes
Disk quotas No No Yes
Advanced security No No Yes
Large volume sizes No Limited Yes

NTFS uses a system of logs and checkpoints to ensure its own integrity. It also supports disk sizes up to 32 exabytes in size. On
large disks, NTFS can also use clusters as small as 4KB, which is significantly better than FAT32's 16KB size clusters.

Dual-Boot Considerations
All of the previously mentioned advantages of NTFS usually make it the preferred file system for computers running Windows XP

Professional. However, administrators who support computers that dual-boot with other Microsoft operating systems need to take
file system and operating system compatibility into account before determining which file system is right for a computer.
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Only Microsoft operating systems built on the Windows NT/2000 kernel are capable of accessing NTFS. Therefore, if the computer
is set up to dual-boot with Windows XP Professional and Windows 95, 98, or Me and both operating systems need to be able to
access the same volumes, FAT or FAT32 must be used. If Windows 95 or Windows 98 (pre OSR2) is used, the only choice is FAT.
If Windows 98 OSR2 or Windows Me is used, FAT32 is the better choice. If Windows NT Workstation 4.0 is also loaded on the
computer, FAT32 cannot be used, because Windows NT Workstation 4.0 does not support FAT32. In addition, if Windows NT
Workstation 4.0 is used and is running with a Service Pack 3 or earlier, it cannot use NTFS either, because it cannot operate with
Windows XP's version of NTFS, and Windows XP automatically upgrades all instances of NTFS on the computer to its own version.
able 11.2 provides a high-level overview of each Microsoft operating system's compatibility with each of Microsoft's file systems.

Table 11.2: Comparison of File Systems Supported by Various Windows

Operating System FAT FAT32 NTFS
Windows 95 Yes No No
Windows 98 Yes OSR2 Only No
Windows Me Yes Yes No
Windows NT Workstation 4.0 SP 5 Yes No Yes
Windows 2000 Professional Yes Yes Yes

Windows XP Professional Yes Yes Yes

Converting from FAT or FAT32 to NTFS

NTFS can be set up during the installation of Windows XP Professional. In addition, if an upgrade of an existing operating system
that uses FAT or FAT32 is performed, the Windows XP setup program allows the administrator to elect to convert the file system to
NTFS as part of the upgrade process.

FAT or FAT32 formatted drives can be converted to NTFS as any time. However, conversion is a one-way process. A drive
formatted with NTFS cannot easily be converted back to FAT or FAT32.

Note The only way to switch from NTFS to FAT or FAT32 is to back up the data stored on the volume, reformat the volume as
FAT or FAT32, and then restore the data back onto the volume.

There are two ways to convert a FAT or FAT32 volume to NTFS.
= Use the Disk Management snap-in or its extension on the Computer Management Console
= Use the convert command

Use of the Disk Management snap-in and extension is covered later in this chapter. To use the convert command, type the
following at the Windows XP command prompt:

convert drive letter: /FS:NTFS

The placeholder drive_letter represents the drive letter assigned to the drive to be converted.
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Windows XP Disk Types

Windows XP Professional supports two different types of disks, basic and dynamic. All Microsoft operating systems until Windows
2000 supported only basic drives. Windows XP Professional automatically treats all new drives as basic drives. Basic drives can be
accessed by any Windows operating system and are required to support dual-boot configurations.

Basic disks support the allocation of an entire drive or just a portion of the drive to the formation of a partition. Partitions are then
assigned a file system and are used to install operating systems and to store data. Windows XP Professional supports the following
types of partitions:

= Primary.A self-contained area of disk storage, which is formatted using a single file system and assigned a drive
letter.

= Extended.A self-contained area of disk space that can be further subdivided into multiple logical drives, each of
which can be assigned its own drive letter. The partition itself does not receive a drive letter assignment.

Windows XP's basic drives permit the establishment of up to four primary partitions on a single disk drive or the creation of three
primary partitions and one logical partition, which can then be further subdivided into logical drives. Reasons for partitioning disk
drives include:

= Creating separate partitions for the operating system and data, which prevents the computer from crashing should
the data partition run out of storage

= Creating a separate partition for each operating system in a dual-boot configuration

= Subdividing a large disk drive into multiple partitions when using the FAT file system in order to work around FAT's 2
GB maximum partition size limitation

= Establishing a special recovery partition on which administrators can install a second instance of Windows XP
Professional for the purpose of booting and troubleshooting in emergency situations

Dynamic drives provide more features than basic disks. The basic unit of storage in a dynamic disk is the volume (as opposed to a
partition). Whereas basic drive partitions are limited to 2 terabytes, dynamic drive volumes can span multiple disk drives and
exceed this limit. Dynamic disks also support the establishment of mount points, which allow a new disk to be mounted or added as
a logical folder to an existing volume, thus logically extending the size of the drive by spanning it over two physical drives. Windows
XP allows disk spanning to occur over as many as 32 disk drives.

Dynamic drives allow for the creation of all the following volume types:

= Simple.Creates a dynamic disk using only contiguous storage space provided from a single disk drive. Simple
volumes are appropriate for the average user.

= Striped.Creates a dynamic disk by allocating a portion of contiguous space from two or more disk drives into a single
logical volume. All data is evenly written to each drive in the striped volume to improve overall performance. Striped
volumes can be used to provide high-end workstations with better performance and additional storage.

= Spanned.Creates a dynamic disk by allocating a portion of contiguous space from two or more disk drives into a
single logical volume. All data is written to the first drive in the set until it fills up and then is written to the next drive in
the set. This option does not provide a performance improvement like the striped volume. Use spanned volumes to
provide users who have exhausted the available storage space on their local disk drive with additional storage,
without adding the complicity of making them work with a second drive letter.

Note If any of the disks involved in the establishment of a striped or spanned volume fail, all of the data on the volume is lost
and can only be retrieved from backups. Unlike Windows 2000 Professional, Windows XP Professional does not include
any support for fault tolerance (that is, the automated recovery of data when one of the damaged disk drives in a striped
or spanned set is replaced).

Basic partition and dynamic volumes cannot be established on the same partition. However, if a computer has more than one hard
drive, each of these options can be used on a separate drive if desired. Dynamic drives are limited to traditional hard disk drives.
Therefore, they cannot be used on any of the following storage devices:

= USB drives
= |EEE 1934 drives
= Removable disk drives

In addition, Windows XP will not allow dynamic drives to be set up on a portable laptop computer. All of these factors combine to
limit the deployment scenarios in which dynamic disks can be used.

By default, Windows XP sets up all disks as basic disks. A basic disk can be converted to a dynamic disk without the loss of any
data. To convert the dynamic disk back to a basic disk, administrators must back up all the data stored on the disk, delete all
volumes on the dynamic disk, convert it to a basic disk, format it with a file system, and finally restore the data. Unless a basic disk
contains Windows XP's system or boot files, it can be converted to a dynamic disk without requiring a restart of the system.

Note Unless otherwise specified, all of the procedures found in this chapter require administrative authority.
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Managing Disk Drives
Windows XP Professional supplies administrators with two tools for managing basic and dynamic disks. These tools are:
= The Disk Management snap-in and extension
» The diskpart command

The Disk Management snap-in or extension can be used to provide point-and-click management over disk drives on local and
remote network computers. The diskpart command can be used to configure disk drives from the Windows XP command line or
from within administrative scripts.

Working with the Disk Management Snap-in and Extension

The Disk Management extension, found in the Computer Management console as shown in Figure 11.1, can be used to manage
disk drives on local and remote computers. It displays both a text and a graphic view of the targeted computer's disks and CD-ROM
drives.

Figure 11.1: Using the Disk Management extension in the Computer Management console to manage disk
drives

Note For information about the Computer Management console and how to work with it, refer to "Working with the Computer

Management Console" in Chapter 10, "Microsoft Management Consoles."
Using the Disk Management snap-in or extension, administrators can perform any of the following actions.
= View disk status and information
= Format disks
= Create and manage volumes and partitions
= Change drive letter assignment
= Convert basic disks to dynamic disks
= Eject removable media such as CDs
= VView drive properties

The following procedure outlines the steps required to view a computer's disk drives using the Computer Management console's
Disk Management extension.

1. Open the Computer Management console.
2. Expand the Storage node.
3. Select the Disk Management extension. The computer's disk and CD-ROM drives are displayed.

Note To select a different computer and view its disk drives, right-click on the Computer Management root node, select
Connect to another computer, type the name or IP address of the network computer,and click on OK.

The top portion of the Disk Management extension displays a text view of all the drives on the targeted computer. The information
presented here includes:

= Volume.Name of the drive.

= Layout.Partition, simple, striped or spanned.
= Type.Basic or dynamic.

= File System.FAT, FAT32, or NTFS.
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= Status.Healthy (system), Healthy (Page File), Healthy (Boot).

= Capacity.The amount of space allocated to the drive.

= Free Space.The amount of unused space left on the drive.

= %Free.The percent of space still available on the drive.

= Fault Tolerance.Windows XP does not support fault tolerance.
= Overhead.Current processing overhead consumed by the drive.

The bottom portion of the Disk Management extension presents a graphical view of each drive on the computer. The information
presented here includes:

= The unique disk number that Windows XP assigns to each drive
= The type of drive (basic or dynamic)

= The total size of each drive

= The status of each drive

= Existing partitions, volumes, and their free space and sizes

= Drive letter assignments

= File systems

= Partition and volume health

At the bottom of the display is a color legend that identifies which colors are used to label drive components.
Using the Diskpart Command

The diskpart command allows administrators to manage disk drives from the Windows XP command prompt. It also allows
administrators to use the command from within scripts to automate disk management tasks. The diskpart command can perform
the same tasks as the Disk Management snap-in and extension, except that it does not support a format option.

Note Information on the creation and execution of scripts is available in Chapter 14, "Shell Scripting and the WSH."

To use the diskpart command, the administrator must specify the drive number assigned to the drive that is to be managed. Then
all diskpart commands that follow will be directed toward that drive until either a new drive is selected or the exit command is
entered, as demonstrated below.

diskpart

select Disk 0

assign letter x

select disk 1

assign letter z

exit

In this series of commands, the diskpart command is issued and the disk drive assigned disk number 0 is selected. This drive is
then assigned a new drive letter assignment of X. Next, the disk whose disk number is 1 is selected and assigned a new drive letter
of Z. The exit command is then used to terminate the diskpart command.

Note Consult the Windows XP Professional Help and Support Center for more information about the diskpart command.

[ ervions [
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Disk Drive Administration

Both basic and dynamic disks have their own unique set of management tasks that must be performed to set them up and maintain
them. Disk management tasks that are unique to basic drives include:

= Creating and deleting primary partitions
= Creating and deleting extended partitions
= Creating and deleting logical drives
Disk management tasks that are unique to dynamic drives include:
= Converting a basic disk to a dynamic disk
= Creating simple volumes
= Creating striped volumes
= Creating spanned volumes

In addition to tasks unique to both types of drives, there are a number of disk management tasks that are common to both. These
disk management tasks include:

= Changing drive letter assignments
= Deleting a partition or volume

= Extending a partition or volume

= Establishing mount points

Each of these tasks is explained and demonstrated in the sections that follow.
Administering Basic Disks

In order to store data on a new basic drive, it must first be recognized by Windows XP Professional. The following procedure
outlines the steps involved in setting up a new disk drive as a basic disk.

1. Install the disk drive according to the instructions provided by its manufacturer and the computer's user manual.
2. Start the computer.

3. Open the Computer Management console, expand the Storage node, and select the Disk Management
extension.

4. The new disk drive should be displayed along with the computer's other drives. If not, click on the Rescan Disks
option on the Action menu. Within a few moments, the new disk should appear. If it does not, review the
hardware installation procedure and make any required corrections before returning to this procedure.

5. The new drive will automatically be treated as a basic drive.

Once installed, a basic drive can be partitioned and then formatted, after which it will be ready for use. The following procedure
outlines the steps involved in creating a primary partition and formatting it on a basic disk drive.

Note Formatting a partition deletes any existing data stored on the partition. Therefore administrators must be careful not to
format any existing partitions that have data that needs to be retained.

1. Open the Computer Management console, expand the Storage node, and select the Disk Management
extension.

2. Right-click on an unallocated portion of the disk drive and select Create Partition.

3. The New Partition Wizard appears. Click on Next and then select Primary Partition.

4. Follow the instructions presented by the wizard. This will include specification of the following information:
= Partition size
= Drive letter assignment
= File system type

If four primary partitions are not sufficient to support the user's requirements, an alternative may be to create three primary
partitions and an extended partition with multiple logical drives.The following procedure outlines the steps involved in creating an
extended partition on a basic disk drive and assigning logical drives.

1. Open the Computer Management console, expand the Storage node, and select the Disk Management
extension.

. Right-click on an unallocated portion of the disk drive and select Extended Partition.
. The New Partition Wizard appears. Click on Next and then select Primary Partition.

. Follow the instructions presented by the wizard. This will include specification of the partition size.

a A W N

. Once the extended partition has been established, right-click on an area of free space within the partition and
select Create Logical Drive.
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6. The New Partition Wizard appears. Click on Next and then follow the instructions presented by the wizard. This
will include specification of the following information:

= Drive letter assignment
= File system type

Repeat this step as many times as necessary to create additional logical drives.
Administering Dynamic Disks

Dynamic disks are created by converting basic disks. Conversion can occur at any time and should not result in any data loss.
There are two ways to convert a basic drive to a dynamic drive, as shown below.

= Using the Disk Management snap-in or extension
= Using the diskpart command-line command

Always back up all data stored in the partition on a basic disk before converting it to a dynamic drive. This way, it can be recovered
in the event that a problem occurs during the conversion.

Using the Disk Management Snap-in or Extension to Convert a Drive

The following procedure outlines the steps involved in converting a basic disk to a dynamic disk using the Disk Management
extension found in the Computer Management Console.

1. Open the Computer Management console.

2. Expand the Storage node.

3. Select the Disk Management extension. The computer's disk and CD-ROM drives are displayed.
4

. In the bottom portion of the snap-in, right-click on the basic disk that is to be converted and select Convert to
Dynamic Disk. The Convert to Dynamic Disk dialog appears, as shown in Figure 11.2.

Figure 11.2: Converting a basic disk to a dynamic disk

5. Click on OK. The Disks to Convert dialog appears, as shown in Figure 11.3.

Figure 11.3: Confirming the partition to be converted to a dynamic volume

6. Click on Convert. The Disk Management dialog appears, warning that once converted, the computer will not be
able to dual-boot with other operating systems. Click on Yes.

7. The Convert Disk to Dynamic dialog appears, warning that file systems on the hard disk drive will be dismounted.
Click on Yes to continue.
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8. If the disk being converted contains the Windows XP Professional boot or system files or if it contains a paging
file, it will have to be restarted for the conversion to occur. Click on Yes if prompted to do so.

9. If necessary, the computer restarts. The System Settings Change dialog appears next stating that a second
restart of the computer is required. Click on Yes.

Note Conversion from a dynamic disk back to a basic disk can only be done by first backing up all data on the dynamic disk,
deleting all volumes on the dynamic disk, and then converting it back by right-clicking on the drive and selecting Convert
To Basic Disk. Once converted, partitions can be established and the data can then be restored from backup.

Using Diskpart to Convert a Drive

The diskpart command can also be used to convert a basic disk drive to a dynamic disk. Before starting this procedure, determine
the disk number that Windows XP Professional has assigned to the hard disk drive that is to be converted. This number is
displayed on the Disk Management snap-in or extension.

The following procedure demonstrates the steps involved in converting a basic disk with a disk drive number of 0 to a dynamic disk
using the diskpart command.

1. Click on Start/All Programs/Accessories and then Command Prompt.

Type diskpart and press Enter.
. Type select disk 0 and press Enter.

2.

3

4. Type convert dynamic and press Enter.

5. Type exit and press Enter to close the Windows XP command prompt.
6

. Restart the computer.

Creating Volumes on Dynamic Drives

If a dynamic disk has unallocated disk space, then the administrator can create new volumes. The following procedure outlines the
steps involved in creating a simple volume.

1. Open the Computer Management console.

2. Expand the Storage node.

3. Select the Disk Management extension. The computer's disk and CD-ROM drives are displayed.

4. In the bottom portion of the snap-in, right-click on a basic disk's unallocated space and select New Volume.
5. The New Volume Wizard appears. Click on Next.

6. Select Simple and then follow the instructions presented by the wizard.

Windows XP Professional also supports spanned and striped volumes. The following procedure outlines the steps involved in
setting up a striped or spanned volume.

1. Open the Computer Management console.

2. Expand the Storage node.

3. Select the Disk Management extension. The computer's disk and CD-ROM drives are displayed.

4. In the bottom portion of the snap-in, right-click on a basic disk's unallocated space and then select New Volume.
5. The New Volume Wizard starts. Click on Next.

6. Select Striped or Spanned and then follow the instructions presented by the wizard.

Note Before a new volume can be used, it must be formatted with a file system. However, the Disk Management snap-in or
extension only supports the application of NTFS on volumes. To apply FAT or FAT32 to a new volume, open My
Computer, right-click on the drive, select Format, then select FAT or FAT32 from the File System dropdown list, and
click on Start.

Common Disk Administration Tasks

There are a number of administrative disk management tasks that apply to both basic and dynamic disks. These tasks include:
= Changing drive letters
= Deleting partitions and volumes
= Extending partitions and volumes

= Establishing mount points

Changing Drive Letter Assignment

Windows XP Professional uses the 26 letters of the alphabet to assign drive letters to disk drives, CD-ROM drives, floppy disks,
and other storage devices. Letters A and B are reserved for floppy disks and other removable drives. As new partitions, logical
drives, and volumes are established on the computer, Windows XP automatically assigns each partition or volume a drive letter
using the next available letter.
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If administrators have decided to standardize the assignment of drive letters across all computers, it may be necessary to change
drive default letter assignment, as outlined in the following procedure.

1. Open the Computer Management console.
2. Expand the Storage node.
3. Select the Disk Management extension. The computer's disk and CD-ROM drives are displayed.

4. Right-click on a partition, logical drive, or volume and select Change Drive Letter and Paths. The Change Drive
Letter and Paths dialog appears, as demonstrated in Figure 11.4.

Figure 11.4: Changing drive letter assignment
5. Click on Add to assign a drive letter to a partition, logical drive, or volume that does not currently have one.
6. Click on Change to assign a different drive letter to a partition, logical drive, or volume.
7. Click on Remove to unassign a partition, logical drive, or volume drive letter.
8. Click on OK.

Note Changing drive letter assignments may create problems for applications because Windows XP does not automatically
notify them of drive letter assignment changes. As a result, some applications may need to be reconfigured or
reinstalled.

Deleting Partitions and Volumes

If a partition or volume is no longer needed or if the administrator needs to reorganize the structure of a disk drive, it may be
necessary to delete partitions or volumes. Any data stored on partitions or volumes will be deleted as well, so any data that needs
to be retained should be backed up first.

Windows XP Professional will not allow the following partitions or volumes to be deleted:
= The partition where Windows XP's system files are stored
= The partition where Windows XP's boot files are stored
= Partitions that have a page file
Windows XP will also prevent an extended partition from being deleted until all logical drives on that partition have been deleted.
Note Refer to Chapter 13, "Performance Tuning," for information about configuring and moving page files.

The following procedure outlines the steps involved in deleting a partition or volume.
1. Open the Computer Management console.

2. Expand the Storage node.

3. Select the Disk Management extension. The computer's disk and CD-ROM drives are displayed.
4. To delete a partition, right-click on it and select Delete Partition.
5.

To delete a volume, right-click on it and select Delete Volume.

Extending the Size of a Partition or Volume

Under certain circumstances, it may be possible for an administrator to extend the amount of space allocated to a volume, thus
providing the user with additional storage space. Boot and system volumes, however, cannot be extended under any
circumstances.

Only NTFS formatted volumes can be extended. In addition, a volume can be extended if there is available unallocated space
located on one of the computer's drives. The space does not have to be located on the same drive as the volume. When a volume
is extended using space from a different hard disk drive, the volume is a spanned volume.

The following procedure demonstrates the steps involved in extending a volume.
1. Open the Computer Management console.

2. Expand the Storage node.

3. Select the Disk Management extension. The computer's disk and CD-ROM drives are displayed.


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

4. Right-click on the volume to be extended, click on Extend Volume, and follow the instructions that appear.

Setting Up a Mount Point

Administrators can also extend the amount of storage space accessible from one drive by creating a mount point. Using a mount
point, the administrator creates a link from an empty folder in the drive to be extended to a root of another drive. This way, the link
to the other drive simply appears to the user and the user's applications like a folder on the original drive. Administrators can
configure as many mount points as necessary on a drive.

In order to set up a mount point, the drive where the empty folder resides must use NTFS. However, the drive that will be linked to
this folder can use FAT, FAT32, or NTFS. The following procedure outlines the steps involved in setting up a mount point.

1. Open Windows Explorer and create a new empty folder on the drive to be extended.

2. Open the Computer Management console.

3. Expand the Storage node.

4. Select the Disk Management extension. The computer's disk and CD-ROM drives are displayed.
5

. Right-click on the partition or volume to be mounted and select Change Drive Letter and Paths. The Change Drive
Letter and Paths dialog appears.

2]

. Click on Add.
7. The Add Drive Letter or Path dialog appears, as shown in Figure 11.5.

Figure 11.5: Mounting a partition or volume to an empty folder on an NTFS formatted volume or
partition

8. Select the Mount in the following empty NTFS folder option, type the path to the mount point on the other drive,
and then click on OK.
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Applying Advanced NTFS Disk Management Features
Windows XP Professional provides several advanced disk management features that an administrator may wish to apply. These
include the ability to compress all or some of the data on a disk drive to create additional storage space, and the ability to encrypt or

encode data so that it can only be accessed and decrypted or decoded by the person who created it. Compression and encryption
are mutually exclusive technologies, meaning that both cannot be applied to a file at the same time.

Another advanced disk management feature supported by Windows XP Professional is the application of disk quotas. Disk quotas
allow administrators to impose restrictions on the amount of disk space that individual users can consume on a hard disk drive. This
can be an especially useful tool on shared computers or on computers where shared files reside.

Applying Disk Compression

Compression is a tool used to create additional storage by reducing the space required to store files. To apply compression, the
user or administrator needs write permission over the file or folder. If a folder is compressed, all the files in the folder are
compressed as well. If the folder contains subfolders, Windows XP displays a prompt asking if compression should be applied to
them as well.

Compression is transparent to the user. When a compressed file is accessed, Windows XP automatically uncompresses it and
passes it to the calling application (assuming that the user has the necessary file permissions to open the file). When the user later
saves the file, Windows XP recompresses it again.

Compression can only be applied to a partition or volume formatted with the NTFS file system. In addition, compression cannot be
used on an encrypted file. If a user attempts to compress one of his or her encrypted files, Windows XP will decrypt it and then
compress it.

If a compressed file is moved or copied to another location, its compressed state may change. The following list outlines various
scenarios and their effect on a file's compression state.

= |f a compressed file or folder is moved or copied to a non-NTFS partition or volume, it is stored as a decompressed
folder on the FAT or FAT32 formatted partition or volume.

= |f a compressed file or folder is moved from one NTFS partition or volume to another NTFS partition or volume, it will
inherit the compression state of its new folder.

= |f a compressed file or folder is copied from one NTFS partition or volume to another NTFS partition or volume, it will
inherit the compression state of its new folder.

= |f a compressed file or folder is moved within an NTFS partition or volume to a different folder, it will retain its
compressed state.

= |f a compressed file or folder is copied within an NTFS partition or volume to a different folder, it will inherit the
compression state of its new folder.

One way to make working with compressed files and folders easier is to change the color that Windows XP uses to display them.
Setting these options will tell Windows XP to display the text names of any compressed files or folders using blue text. This can be
accomplished using the following procedure.

1. Click on Start and then My Computer. The My Computer folder appears.

2. Select Folder Options from the Tools menu. The Folder Options dialog appears.

3. Select the View property sheet.

4. Scroll down and select the Show encrypted or compressed NTFS files in color option.
5. Click on OK.

The following procedure outlines the steps involved in compressing a file.
1. Using Windows Explorer, locate the file to be compressed.

2. Right-click on the file and select Properties. The file's property dialog appears.
3. Click on the Advanced button located in the Attributes section of the property sheet.
4. The Advanced Attributes dialog appears, as shown in Figure 11.6.
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Figure 11.6: Compressing a file
5. Select the Compress contents to save disk space option and click on OK.

The following procedure outlines the steps involved in compressing a folder.
1. Using Windows Explorer, locate the folder to be compressed.

2. Right-click on the folder and select Properties. The folder's property dialog appears.

3. Click on the Advanced button located in the Attributes section of the property sheet.

4. Select the Compress contents to save disk space option and click on OK.

5. The Confirm Attribute Changes dialog appears, as shown in Figure 11.7. The following options are available.
= Apply changes to this folder only. Limits compression to just the files stored in this folder

= Apply changes to this folder, subfolders, and files. Compresses everything in the folder
including any files stored in subfolders

Select an option and click on OK.

Figure 11.7: Compressing a folder
Applying Disk Encryption

Encryption adds a powerful level of security to Windows XP Professional and is especially important for users with portable
computers where a greater chance exists that a computer could be stolen. Once stolen, it is possible to extract a laptop's hard disk
drive and install it in another computer and access its data. However, by applying encryption, this data theft technique is blocked.

Encryption is transparent to the user. When an encrypted file is accessed, Windows XP automatically decrypts it and passes it to
the calling application (assuming that the user has the necessary file permissions to open the file). When the user later saves the
file, Windows XP encrypts it again.

Windows XP Professional implements encryption using the EFS (Encrypted File System). EFS uses the DES (Data Encryption
Standard), which applies 56-bit encryption using public/private keys. Optionally, Microsoft provides a 128-bit Enhanced CryptoPak,
which can be used to implement 128-bit encryption for greater security.

Encryption can only be applied to files stored on NTFS formatted partitions or volumes. If a file is moved or copied from one
location to another on the same or a different NTFS volume, it remains encrypted. However, if the file is moved or copied to a FAT
or FAT32 partition or volume, it is stored in a decrypted state.

Microsoft recommends applying encryption at the folder level. When implemented, encryption should be applied to each user's My
Documents folder. In addition, all temporary folders should be encrypted, because some applications place unencrypted copies of
files in these folders when they are working with them.

One way to make working with encrypted files and folders easier is to change the color that Windows XP uses to display them.
Setting this option tells Windows XP to display the text names of any encrypted files or folders using green text. This can be
accomplished using the following procedure.

1. Click on Start and then My Computer. The My Computer folder appears.

2. Select Folder Options from the Tools menu. The Folder Options dialog appears.

3. Select the View property sheet.

4. Scroll down and select the Show encrypted or compressed NTFS files in color option.
5. Click on OK.

To encrypt a file or folder, the user or administrator must be able to read and write to it. The following procedure outlines the steps
involved in encrypting a file.

1. Using Windows Explorer, locate the file to be encrypted.

. Right-click on the file and select Properties. The file's property dialog appears.

2
3. Click on the Advanced button located in the Attributes section of the property sheet.
4. The Advanced Attributes dialog appears.

5

. Select the Encrypt contents to secure data option and click on OK.
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6.

If the file is not stored in an encrypted folder, the Encryption Warning dialog appears, as shown in Figure 11.8.
The following options are available.

= Encrypt the file and the parent folder. Encrypts the folder that stores the file

= Encrypt the file only. Only encrypts the file

Select an option and click on OK.

Figure 11.8: Encrypting a file that is not stored inside an encrypted folder

The following procedure outlines the steps involved in encrypting a folder.

1.

Using Windows Explorer, locate the folder to be encrypted.

. Right-click on the folder and select Properties. The folder's property dialog appears.
. Click on the Advanced button located in the Attributes section of the property sheet.

2
3
4.
5
6

Select the Encrypt contents to secure data option and click on OK.

. Click on OK to close the folder's Properties dialog.

. The Confirm Attribute Changes dialog appears. The following options are available.

= Apply changes to this folder only. Limits encryption to just the files stored in this folder

= Apply changes to this folder, subfolders, and files. Encrypts everything in the folder, including
any files stored in subfolders

Select an option and click on OK.

Limiting Disk Consumption with Disk Quotas

Computers that store shared data or that are used by multiple users may require administrators to limit the amount of disk space
that individual users are permitted to consume. Windows XP Professional applies encryption on a per-volume, per-user basis. Disk
quotas are only available on NFTS formatted partitions or volumes.

Windows XP allows a global quota to be set for all users of a partition or volume. It then allows administrators to set exceptions for
individual users with differing storage requirements. For example, all users could be limited to 200MB of storage on a drive partition
or volume, and a few select individuals could be assigned a higher limit. Disk quotas have no affect on administrative accounts.
Therefore, administrators cannot have their storage capacity limited.

Any time new software is installed, the space that it consumes is counted against the user that installed it, unless it is installed by
an administrator. Unlike compression and encryption, disk quotas can only be turned on at the disk level. They cannot be applied to
individual files or folders.

The following procedure outlines the steps involved in establishing a quota over a partition or volume.

1.

2
3.
4

Click on Start and then My Computer. The My Computer folder appears.

. Right-click on a hard disk drive and select Properties. The Properties dialog for the drive appears.

Select the Quota property sheet.

. Select Enable quota management, as shown in Figure 11.9.
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10.

Figure 11.9: Enabling quota management for a hard disk drive

. Select the Deny disk space to users exceeding quota limit to prevent any users who have exhausted their

predefined storage limit on that partition or volume from storing any additional files until they remove other files to
free up disk space.

. Select from one of the following options to determine how quotas are applied to new users.

= Do not limit disk usage. Does not apply storage limits to new users

= Limit disk space to/Set warning level to. Specifies storage limits for new users as well as the
amount of space that, once consumed, creates a warning message for the user

. Select the Log event when a user exceeds their quota limit option to send a message to the Windows XP

Application event log.

. Select the Log event when a user exceeds their warning level option to send a message to the Windows XP

Application event log.

. Click on OK. The Disk Quota dialog appears, stating that it may take several minutes for Windows XP to scan the

disk and set quotas.

Click on OK.

Once disk quotas have been set on a partition or volume, adjustments can be set up for individual users. The following procedure
outlines the steps involved in setting up individual quotas.

1.
2.
3.

5.

Click on Start and then My Computer. The My Computer folder appears.
Right-click on a hard disk drive and select Properties. The Properties dialog for that drive appears.

Select the Quota property sheet.

. Click on Quota Entries. The Quota Entries for New Volume dialog appears, as shown in Figure 11.10.

Figure 11.10: Viewing assigned quotas

To change the quotas assigned to a particular user, select the user and click on the Properties option located on
the Quota menu. The dialog shown in Figure 11.11 appears.
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Figure 11.11: Changing the quota limits applied to an individual user
. To remove quota limits for the user, select the Do not limit disk usage option.
. To set different disk and warning limits, specify them in the Limit disk space to and Set warning level to fields.

. Click on OK.

© oo N O

. Changes made to the user's quota limits will appear on the Quota Entries for New Volume dialog. Close this
dialog.

10. Click on OK to close the Properties dialog for the disk drive.
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Performing Disk Maintenance Tasks

Disk drive performance plays a major role in the operation of a computer. To keep a computer running Windows XP Professional
operating well, administrators need to regularly perform several maintenance tasks. These tasks include:

= Using the chkdsk to scan the file system and to look for bad sectors on the disk drive
= Using the Disk Defragmenter utility to defragment disk drives

= Using the Disk Cleanup utility to free up disk space by removing unnecessary files and uninstalling Windows
components and applications that are no longer needed

Each of these tasks is discussed further in the sections that follow.
Maintaining Disk Integrity

Administrators can monitor and even repair the integrity of disk drives on a computer running Windows XP Professional using the
Check Disk or chkdsk utility. The chkdsk utility performs a number of operations, including:

= Checking file system integrity and correcting errors
= Scanning for bad sectors and either repairing them or marking them as damaged
= Attempting to recover lost data
Note In addition to hard disk drives, the chkdsk utility can be used to scan removable disk drives and floppy disks.

In order for chkdsk to run, there must be no open files on the computer, and chkdsk must be able to place the specified disk drive
into a locked state. If it cannot lock the drive, chkdsk will instead display a pop-up dialog asking for permission to run the next time
the computer is started.

Running chkdsk from the Desktop

The chkdsk utility can be run from the Windows desktop as well as from the Windows XP command prompt. The following
procedure outlines the steps involved in running the chkdsk utility from the Windows XP desktop.

1. Start chkdsk by clicking on Start and then My Computer. The My Computer dialog opens.

2. Right-click on a hard disk drive and then select Properties. The Properties dialog for the selected hard disk drive
appears.

3. Select the Tools property sheet, as shown in Figure 11.12.

Figure 11.12: Disk management tools can be found on the Tools property sheet of the selected driver's
Properties dialog

4. Click on Check Now in the Error-checking section. The Check Disk dialog appears, as shown in Figure 11.13.
The following options are available:
= Automatically fix file system errors
= Scan for and attempt to recover bad sectors

Leave both options clear to perform an analysis of the disk drive, or select one or both options to scan and repair
errors, and then click on Start.
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Figure 11.13: The chkdsk utility can perform a scan of the file system and check the disk for bad
sectors

5. All files on the drive must be closed for the scan to run; otherwise, the dialog shown in Figure 11.14 will appear,
asking for permission to run the next time the computer is started.

Figure 11.14: If files are open on the selected drive, chkdsk cannot run and will offer to schedule its
execution at the next startup of the computer

6. Click on Yes to schedule chkdsk execution the next time the computer starts or click No to cancel chkdsk
execution.

7. If chkdsk is able to run, it will display its results upon completion.

During its execution, chkdsk may discover some bad sectors and will attempt to recover any data stored in them. In addition, as
chkdsk runs, it may cause some data loss as it makes corrections to the file system. When either of these two situations occur,
chkdsk attempts to prevent data loss by saving these files to the root of the drive on which it was run. The files are named File
xxx.chk. These files can be opened to see if they contain any data that needs to be saved.

Running chkdsk from the Windows XP Command Prompt

The chkdsk utility can also be started from the Windows XP command prompt or by clicking on Start, selecting Run, and typing
chkdsk drive_letter: For example, the following statement tells chkdsk to perform an analysis of the specified disk drive.

chkdsk c:

The chkdsk command supports a number of optional parameters. One such parameter is /f, which tells chkdsk to look for and fix
errors during the scan. Add /r to tell chkdsk to perform a physical analysis of the drive and to locate bad sectors and attempt to
recover any lost data. The /r parameter also implicitly implies the execution of the /f parameter. The chkdsk command supports a
number of other parameters. For more information on the syntax of the chkdsk command, refer to Appendix A, "Windows XP

Note A special version of the chkdsk command can also be run from the Windows XP recovery console. Type chkdsk
drive_letter: to perform an analysis of the specified disk drive. In addition, this version of chkdsk only supports two
optional parameters, as listed below.

= [p. Tells chkdsk to perform an exhaustive check of the drive

= /r. Tells chkdsk to perform a physical analysis of the drive and to locate bad sectors and attempt to
recover any lost data

Information on the recovery console and its use is provided in Appendix B, "Troubleshooting System Startup.”
Disk Defragmenter

Windows XP Professional always tries to store files in contiguous locations on the computer's hard disk drive. However, as hard
disk drives become full, this may not be possible. As a result, the operating system begins to break up or fragment files into smaller
pieces and stores each fragment in a different location on the hard disk drive. Fragmentation slows down both file storage and
retrieval.

Administrators can use two tools for defragmenting hard disk drives as shown below:

= Disk Defragmenter.An MMC (Microsoft Management Console) snap-in or extension that provides point-and-click

control over the defragmentation process

= Defrag.exe.A Windows XP command-line version of Disk Defragmenter
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Using the Disk Defragmenter Snap-In

The following procedure outlines the steps involved in using Disk Defragmenter.
1. Click on Start and My Computer. The My Computer folder appears.

2. Right-click on one of the computer's hard disk drives and select Properties. The Properties dialog for that hard
disk drive opens.

3. Select the Tools property sheet.

4. Click on Defragment Now. An MMC console containing the Disk Defragmenter snap-in appears, as shown in

Figure 11.15.

Figure 11.15: Defragmenting a hard disk drive

5. Select a hard disk drive and then click on Analyze to perform an analysis of the drive, which will be graphically
displayed in the Estimated disk usage before defragmentation bar using the following color scheme:

= Red.Represents the amount of disk fragmentation

= Blue.Represents the number of files stored in contiguous disk space
= Green.Represents systems files that cannot be moved

= White.Represents the amount of unused disk space

6. Based on its analysis, the Disk Defragmenter snap-in may suggest defragmenting the hard disk drive, as shown in

Figure 11.16.

Figure 11.16: The Disk Defragmenter snap-in recommends defragmenting the hard disk
drive

7. Click on View Report for a detailed analysis report, as shown in Figure 11.17.
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Figure 11.17: The Disk Defragmenter snap-in can provide a detailed text report of its analysis of the hard
disk drive

8. The report can be printed or saved as necessary. Click on Close to return to the Disk Defragmenter snap-in.
9. Click on Defragment to defragment the hard disk drive.
10. During execution, the Pause and Stop buttons can be used to halt and resume the defragmentation process.

11. A pop-up dialog will appear when the defragmentation process is complete. Click View Report to view the
defragmentation report and then click on Close to return to the Disk Defragmenter snap-in.

12. Close the MMC.

Using Defrag.exe

Administrators can use the defrag.exe command to defragment hard disk drives from the Windows command prompt or from within
scripts. The defrag.exe command accepts a number of parameters including:

= Ja.Performs an analysis of the specified hard disk drive.

= [f.The defragmentation process requires 15 percent free disk space on the drive to be defragged in order to run.
Specifying this parameter forces the defragmentation process to run regardless of the amount of available free
space.

Tip Consider scheduling the execution of the Disk Cleanup utility prior to the execution of the defrag command to help ensure
as much free space as possible is available on the hard disk drive.

The following procedure describes how to use the defrag command from the Windows XP command prompt.
1. Click on Start/Programs/Accessories and then Command Prompt.

2. Type defrag drive_letter: /a and press Enter to perform an analysis of the disk drive.

3. Type defrag drive_letter: If and press Enter to perform a defragmentation of the disk drive.

Scheduling Disk Defragmentation

The problem with running the Disk Defragmenter utility is that it makes doing anything else with the computer almost impossible
until it has completed running. To make things more convenient for users, administrators can use the defrag command to create an
automated execution schedule that defrags the hard disk drive when the user is not using the computer.

The following procedure can be used to defrag the hard disk drive on a scheduled basis.

1. Click on Start/All Programs/Accessories/System Tools and then Scheduled Tasks. The Scheduled Tasks folder
appears.

2. Double-click on the Add Scheduled Task icon. The Scheduled Task Wizard starts.
3. Click on Next.

I

. Alist of Windows XP applications appears. Click on Browse and locate the defrage.exe command, which is
located in \Windows\System32, and click on Open.

. Select a type of schedule and click on Next.
. Configure the selected schedule when prompted and click on Next.
. Type the username and password of a user account with administrative privileges and click on Next.

. Select Open advanced properties for this task when | click Finish. Click on Finish.

© oo N o O

. The Defrag dialog appears. Append x: /f (where x is a drive letter) to the end of the command listed in the Run
field, as demonstrated in Figure 11.18.
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Figure 11.18: Scheduling the defragmentation of a hard disk drive
10. Click on OK to close the Defrag dialog.
11. Close the Scheduled Tasks Folder.

Note Another way to schedule the execution of the defrag.exe command is to open Notepad and type defrag C: /f and then
save the file with a .bat file extension. This creates a script file. The Scheduled Task Wizard can then be used to
schedule the execution of this task. More information on the development of scripts is available in Chapter 14, "Shell

3 WSH."
Removing Temporary Files to Free Up Additional Space

Many applications create temporary files during their execution. Sometimes applications fail to delete these files when they are
done. In some cases, temporary files may be left behind because an application experiences an error and terminates unexpectedly.
Temporary files can also be left dangling when the Task Manager utility is used to forcefully terminate an application or process.

As a hard disk begins to fill up, its performance slows. Removing unnecessary files from the computer therefore not only will free up
additional disk space, but also may improve the computer's performance. Windows XP Professional supplies administrators with
the Disk Cleanup utility as the tool for freeing up disk space and removing unnecessary temporary files. It is capable of removing
any of the following:

= Files stored in temporary Windows folders

= Temporary Internet files

= Files located in the Windows XP Recycle Bin

= Java applets and ActiveX controls downloaded from the Internet

In addition, Disk Cleanup can assist in the removal of Windows XP components and other applications that are no longer being
used. Disk Cleanup can also remove old checkpoints used by the System Restore utility.

Disk Cleanup can be run from the Windows desktop or command prompt. The unfortunate thing about Disk Cleanup is that it
makes working with the computer almost impossible while it is running. Fortunately, administrators can set it up to run as an
automated process that executes after business hours.

Running Disk Cleanup from the Windows Desktop

Running Disk Cleanup from the command prompt can be inconvenient because it makes doing anything else on the computer while
it is running just about impossible. It is best to schedule its execution for a period of time when the user will not be using the
computer. However, some situations require the immediate execution of this utility. For example, the administrator may find that
while preparing to install an application on a user's computer, the computer disk drive is low on space, and to get the application
installed, Disk Cleanup needs to be run.

The following procedures outlines the steps involved in running Disk Cleanup from the Windows XP desktop.
1. Click on Start/All Programs/Accessories/System Tools and then select Disk Cleanup. The Select Drive dialog

appears, as shown in Figure 11.19.

Figure 11.19: Select the disk drive that Disk Cleanup is to clean
2. Select a disk drive from the Drives drop-down list and click on OK.

3. Disk Cleanup scans the computer and performs an analysis of the disk drive. Depending on the size of the drive
and the number of files on it, this scan may run quickly or take several minutes to complete. Once the scan is
complete, the dialog shown in Figure 11.20 is displayed.
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Figure 11.20: Select the types of files that Disk Cleanup should remove from the
computer

4. The Files to delete section displays a list of file types that can be deleted as well as the amount of space that can
be recovered. To learn more about a particular category of files, select it from the list and an explanation will
appear in the Description section.

5. The Description section also displays a button whose function varies based on the currently selected category of
files. For most categories, this button is labeled View files and clicking on it displays a listing of all the files in that
category that will be removed. However, if the Compress old files category is selected, the button's label is
changed to Options, and clicking on it opens the Compress Old Files dialog, as shown in Figure 11.21. Change
the default value of 50 days if desired and click on OK.

Figure 11.21: Configuring Disk Cleanup to compress files that are older than a specified
age

6. Click on the More Options property sheet to display a list of additional options, as shown in Figure 11.22.

Figure 11.22: Disk Cleanup can be used to access the components of the Add/Remove Programs utility
that allows administrators to uninstall Windows components or applications
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7. Click on the Clean up button in the Windows components section to open the Windows Components Wizard,
which will then display a list of installed Windows components and assist in uninstalling them. To uninstall a
Windows Component, select it, click on Next, and follow the instructions that are presented.

8. Click on the Clean up button in the Installed programs section to open the main Add/Remove Program dialog,
where a list of applications that can be uninstalled is displayed. To uninstall an application, select it and then click
on its Remove or Change/Remove button and follow the instructions that are presented.

9. Click on the Clean up button in the System Restore section to delete all but the most recent checkpoint. Click on
Yes when prompted for confirmation.

10. Click on OK when returned to the Disk Cleanup dialog.

Running Disk Cleanup from the Windows XP Command Prompt

Disk Cleanup can be run from the Windows Run dialog or from the Windows XP command prompt. Use the following procedure to
run it using the Run dialog or the Windows XP command prompt.

1. To run Disk Cleanup from the Run dialog, click on Start and then Run. The Run dialog appears. Type cleanmgr
and click on OK.

2. To run Disk Cleanup from the Windows XP command prompt, click on Start/All Programs/Accessories and the
Command Prompt. Type cleanmgr and press the Enter key.

3. The Select Drive dialog appears. From this point on, Disk Cleanup is operated just the same as if it were started
from the Windows XP desktop.

Scheduling the Execution of Disk Cleanup

The problem with running the Disk Cleanup utility it that it makes doing anything else with the computer almost impossible until it
has completed running. Fortunately, using the command line version of Disk Cleanup, administrators can set an automated
execution schedule to allow the utility to run when the user is not using the computer.

Setting up an automated execution schedule for the Disk Cleanup utility is a two-step process. In the first step, specify a list of files
that are to be removed from the computer on a scheduled basis. The second step is to set up the execution of a scheduled task
that will run the Disk Cleanup utility.

The following procedure outlines the steps involved in specifying a list of files that are to be regularly removed from the computer by
the Disk Cleanup utility.

1. Click on Start and then Run. The Run dialog appears.
2. Type cleanmgr /sageset:1 and click on OK.

3. The Disk Cleanup dialog appears. Select the files that should be regularly removed from the computer and then
click on OK. Windows XP saves the list of selected files for future reference.

Tip By repeating the above procedure again and specifying a different sageset number administrators can create additional
scheduled Disk Cleanup tasks. For example, by typing cleanmgr/sageset:2 and then selecting a different set of files,
administrators can schedule the removal of the second set of files for a different time.

Once the above procedure has been completed, the Disk Cleanup utility can be scheduled, as demonstrated by the following
procedure.

1. Click on Start/All Programs/Accessories/System Tools and then Scheduled Tasks. The Scheduled Tasks folder
appears.

. Double-click on the Add Scheduled Task icon. The Scheduled Tasks Wizard starts.

. Click on Next.

. Alist of Windows XP applications appears. Select Disk Cleanup and click on Next.

. Select a type of schedule and click on Next.

. Configure the selected schedule when prompted and click on Next.

. Type the username and password of a user account with administrative privileges and click on Next.

. Select the Open advanced properties for this task when | click Finish option and click on Finish.

© O N O O M~ W N

. The Disk Cleanup dialog appears. Append sagerun:1 to the end of the command listed in the Run field, as

demonstrated in Figure 11.23.
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Figure 11.23: Configuring the scheduled task to use the previously specified list of files when running Disk
Cleanup

10. Click on OK to close the Disk Cleanup dialog.
11. Close the Scheduled Tasks Folder.

Note For more information on how to set up scheduled tasks, refer to "Scheduling Application Execution" in Chapter 4,
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Chapter 12: Configuring and Administering System Files

Overview

The operation of Windows XP Professional is controlled by a myriad of system configuration settings. Most of these settings are
stored in the Windows XP registry, a specialized database that contains configuration settings for the operating system, hardware,
software, and users. An understanding of the registry and how it operates is essential information for any administrator.

The registry is not the only location where Windows XP Professional stores and retrieves system configuration information. A
number of other files contain configuration data that Windows XP uses. Some of these files are simply there to provide support for
legacy applications. Others directly control system startup settings and govern which services and applications are automatically
started during system startup.

This chapter will identify the location and purpose of various Windows XP system files and will explain the operation of the tools

that administrators use to maintain these files.
[« rasisus]
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Windows XP Professional System Files

System configuration data governs every aspect of an application's operation. Microsoft operating systems before Windows 95
stored system data in an assortment of files, such as:

= Win.ini

= System.ini

= config.sys

= autoexec.bat

In addition, applications sometimes store their own configuration settings in these files or in their own configuration files, leaving
dozens of configuration files strewn all over the place and making administration extremely difficult. With the advent of the registry,
most applications have moved the configuration data stored in all of these individual configuration files into the registry. The registry
provides a single reliable storage location for configuration data. The registry contains many different types of configuration data,
including:

= System settings

= Application settings
= Hardware settings
= User settings

= User account data

However, other system files still remain. Some files, such as win.ini and system.ini, are still around to support older applications that
require these files in order to properly function. Other system files, such as Boot.ini, contain configuration settings that control
specific Windows XP operations. The boot.ini file specifies settings that control the startup of Windows XP Professional.

= [Fevions L
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Working with the Registry

The registry is a specialized database that Windows XP Professional uses to store many configuration settings. The registry
operates as one logical database but is actually made up of a number of files. These files reside in %System-
Root%\System32\Config and include:

= DEFAULT

= SAM

= SECURITY
= SOFTWARE
= SYSTEM

= Userdiff

Note %SystemRoot% is an example of an environment variable and is used to specify the location of Windows XP
Professional's files. By default, this is C:\Windows. The advantage of using %SystemRoot% in place of a hard-coded
value is that administrators can use this variable to find the Windows XP Professional system files when their location is
not known. For example, an administrator might not know the location of the Windows XP system file if the person who
installed Windows XP Professional decided to change the folder's name.

In addition, registry data relating to user profile information is stored in each user's folder located within the Documents and
Settings folder.

Overview

The registry is organized into a collection of five hives or root keys, as shown in Table 12.1.

Table 12.1: Windows XP Professional Registry Hives

Key Short Name Description

HKEY_LOCAL_MACHINE HKLM Contains information that affects the computer and all its users
HKEY_USERS - Contains information about every user of the computer
HKEY_CURRENT_CONFIG - Contains information about the computer's current configuration
HKEY_CLASSES_ROOT HKCR Stores information about Windows file associations
HKEY_CURRENT_USER HKCU Contains information about the current user

Each registry hive contains a collection of keys. Keys may contain any number of other keys. They may also contain values. Keys
function much like folders do on a file system, providing a way to logically group values. A value is an actual setting to which data is
then assigned. The Windows XP registry supports a number of different types of values, including:

= String. A text string value

= Binary. A binary value

= DWORD. A hexadecimal DWORD value

= Expandable String Value. A string value that can be expanded
= Multi-String Value. A multiple string value

The health and stability of the Windows XP Professional registry is essential to the proper operation of the computer. The registry is
created during the installation of the operating system and is constantly updated during the normal operation of the computer. For
example, every time a new user account is defined on the local computer or a hardware device is added or removed, the registry is
modified.

The registry can be manually edited using a utility known as the Registry Editor or Regedit, as shown in Figure 12.1.
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Figure 12.1: The Regedit utility lets administrators view and manipulate registry keys and values

Note Take great care when using Regedit to manually make changes in the Windows XP registry. An incorrect setting or an
accidentally deleted key or value can have a great impact on the operation of a computer or its applications and could
potentially prevent Windows XP from starting. Administrators should only make changes to the registry when they fully
understand the effects of the change. As a safety precaution, always make sure a recent backup of the computer is
available, just in case something goes wrong.

The following procedure outlines the steps involved in starting Regedit and beginning a registry edit session.
1. Click on Start and then Run. The Run dialog appears.
2. Type Regedit in the Open field and click on OK. The Registry Editor appears.

3. By default, the local computer's registry is displayed. To edit the registry belonging to another Windows XP
professional network computer, click on File and select Connect Network Registry. The Select Computer dialog
appears.

4. Type the name of the target computer in the Enter the object name to select field and click on OK, as shown in
Figure 12.2. The registry for that computer is displayed.

Figure 12.2: Specifying the name of a network computer

As Figure 12.1 shows, the registry is organized into a treelike structure. At the top of the tree is the computer whose registry is
being edited. Beneath this are the five registry hives. Each hive can be expanded to see the keys and values underneath it by
clicking on the + sign to the left of each hive, as demonstrated in Figure 12.3.

Figure 12.3: Examining the keys and values stored under the HKEY_LOCAL_MACHINE hive

Modifying the Registry through the Control Panel

Users and administrators indirectly modify the registry all the time. For example, many applications record registration information in
the registry during their setup process. In addition, most of the utilities found on the Windows XP Professional Control Panel make

registry changes.

The Windows XP Control Panel utilities function, therefore, as an intermediary user-friendly interface for viewing and changing
registry values. For example, the Screen Saver property sheet on the Display Properties dialog, shown in Figure 12.4, controls
various screen saver settings.
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Figure 12.4: Using the Display Properties dialog to configure screen saver registry settings

Screen saver settings are associated with individual users and are therefore stored in the HKTY_CURRENT_USER registry hive.
There are two ways to change screen saver settings. One is to make changes using the Screen Saver property sheet. The other is
to use the Regedit utility and make the changes by editing the following registry settings, as shown in Figure 12.5.

Figure 12.5: Viewing the screen saver settings stored in the Windows XP registry

= HKCU\Control Panel\Desktop\ScreenSaveActive. When set equal to 1, this value enables the Windows screen
saver.

= HKCU\Control Panel\Desktop\ScreenSaverlsSecure. When set equal to 1, this value enables screen saver
password protection.

= HKCU\Control Panel\Desktop\ScreenSaveTimeOut. This value specifies the amount of time that must pass
without any user activity before the screen saver starts running.

» HKCU\Control Panel\Desktop\SCRNSAVE.EXE. This value specifies the name of a Window XP screen saver.

The advantage of modifying the registry through a Control Panel utility is that the utility provides some built-in intelligence by only
allowing valid changes to be made. This helps prevent administrators from accidentally doing something that may hamper the
performance of the computer or even prevent it from restarting. As a rule of thumb, administrators should never manually edit the
registry when an alternative tool, such as a Control Panel utility, exists.

Taking Precautions before Making Registry Changes

Administrators should use the Regedit utility to edit the registry only when absolutely necessary. Unlike many Windows utilities and
applications, Regedit does not have an undo function and does not display a warning to alert when a dangerous action is about to
be performed.

However, there are times when administrators must manually make changes to the registry. For example, an application or
hardware vendor may provide an application fix or driver update that requires the addition, removal, or modification of one or more
registry keys and values. There are a number of precautions that administrators can take before making registry modifications.
These include:

= Writing down the original registry keys and their values before making changes so that they can be put back to their
previous state if necessary

= Making a copy of the registry using a backup utility

= Exporting the key that stores the values to be modified before making any changes so that they can be imported
back into the registry should something go wrong
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A mistake made while editing the registry can result in anything from a simple application error to a total system failure. In the event
that a catastrophic failure occurs, administrators can attempt to restart the computer using the Last Known Good Configuration
option, which is covered later in this chapter.

Working with Regedit
Windows XP Professional ships with Regedit version 5.1. This utility allows administrators to perform any of the following activities:
= Browse the registry using its Explorer-like interface
= Search for keys, values, and data
= Modify or delete existing registry keys and values
= Add new keys and values

If the location of a registry key or value is known, the registry tree can easily be navigated to find it. The following procedure outlines
the steps involved in manually navigating the Windows XP Professional registry.

1. Open Regedit and load the registry for the local computer or a network computer.

2. Double-click on a hive's icon where the key or value resides or single-click on the + sign to the left of the hive's
icon to expand the hive and see all its keys.

3. Double-click on a key's icon or single-click on the + sign to the left of the key to expand it and see any keys and
values that reside under it.

4. To see the values stored within a key, select it. A list of values appears in the right-hand pane of the Regedit
interface.

If the exact location of a key or value is not known, it can be searched for. Regedit provides both Find and Find Next commands on
the Edit menu that can search the registry based on matching key, value, or data text. The following procedure outlines the steps
involved in searching the Windows XP Professional registry.

1. Open Regedit and load the registry for the local computer or a network computer.

2. Select a location within the registry from which you wish to begin the search (for example, the computer, a hive, or
a key).

3. Select the Find option on the Edit menu. The Find dialog appears, as shown in Figure 12.6.

Figure 12.6: Searching the Windows XP Professional registry
4. Type the name of the key, value, or data that is being searched for and select any of the following options:
= Keys
= Values
= Data
Optionally, select the Match whole string only option.
5. Click on Find Next.

Any key or value in the registry can be modified or deleted. The following procedure outlines the steps involved in manually
modifying or deleting a key or value from the Windows XP Professional registry.

1. Open Regedit and load the registry for the local computer or a network computer.
2. Navigate the registry or perform a search to find the key or value that is to be modified or deleted.

3. To delete a key or value, right-click on it, select Delete, and then click on Yes when prompted to confirm the
deletion.

4. Torename a key or value, right-click on it and select Rename. Type a new name for the key or value and press
Enter.

5. To modify a value, select the key that contains it and then right-click on the value and select Modify. A dialog
appears, as demonstrated in Figure 12.7, allowing new data to be specified.
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Figure 12.7: Modifying a registry value
6. Enter the value's new data and click on OK.

Note Consider renaming a key or value rather than deleting it. This way it will be easy to restore it in the event that a problem
occurs by changing its name back.

New keys and values can be added to any key in the registry. The following procedure outlines the steps involved in manually
adding a key or value to the Windows XP Professional registry.

1. Open Regedit and load the registry for the local computer or a network computer.
2. Navigate the registry or perform a search to find the key where the new key or value will be added.

3. To add a new key, right-click on the parent key, select New, and then click on Key. A new key appears in the
registry tree as a child key of the parent key. Type a name for the key and press Enter.

4. To add a new value, right-click on the parent key, select New, and then select one of the following options to
specify the type of value being added:

= String Value

= Binary Value

= DWORD Value

= Multi-String Value

= Expandable String Value

5. The new value appears in the right pane as a child value of the currently selected key. Type its name and press
the Enter key. Right-click on the new value and select Modify to assign data to the value.

Importing and Exporting Registry Keys and Values

Before making a change to the registry, it is a good idea to make a backup copy of it so that the key or value can be restored to its
previous value if a problem occurs as a result of the modification. One way to do this is by exporting the parent key. When a key is
exported, a text-based version of the key is copied to a file with a .reg file extension. The contents of the key can then be viewed
using a standard text editor, such as Windows XP's Notepad. The key can even be edited. Later, if necessary, the file can be
imported back to restore or replace all the keys and values that it contains.

Note If a key or value is added or modified in the .REG file and the .REG file is imported back into the registry, the new key or
value will take effect. However, if a key or value is deleted in the .REG file and the .REG file is imported back into the
registry, the deleted key or value is not deleted from the registry.

The following procedure outlines the steps involved in exporting and later importing a registry key.
1. Open Regedit and load the registry for the local computer or a network computer.

2. Locate the key that is to be exported.

3. Right-click on the key and select Export. The Export Registry File dialog appears, as shown in Figure 12.8.
Specify the name of the export file and its destination and click on Save.
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Figure 12.8: Saving the exported registry key

4. To later import a .REG file into the registry, open Regedit and select the Import option on the File menu. The
Import Registry File dialog appears. Locate the .REG file and click on Open. The keys and values stored in the
.REG file are imported back into the registry.

Figure 12.9 shows how the exported key's .REG file looks when edited by Notepad. In this example, the exported key is called
MyKey and contains a single value called TestValue, which has a data assignment of This key was created on 7/15/02.

Figure 12.9: Viewing an exported registry key

Note The entire registry can be exported by right-clicking on the computer icon in the root of the registry key and selecting
Export. Depending on the size of the registry, the .REG file could be as large as 30MB to 40MB.

Using the Last Known Good Configuration Option to Restore the Registry

Windows XP Professional automatically stores a copy of the registry's HKLM\System\CurrentControlSet key after every successful
startup of the operating system. The CurrentControlSet key stores a collection of configuration data used by Windows XP when
starting.

In the event that a configuration change is made that prevents Windows XP Professional from starting, one way to try and recover
is to boot the computer using the Last Known Good Configuration option. For example, installing the wrong device driver can
sometimes prevent computer startup. When this option is used during startup, the configuration in HKLM\System\CurrentControlSet
key from the last successful startup is used to start the computer. All other registry keys and values are left unchanged.

The following procedure outlines the steps in using the Last Known Good Configuration option to restore the registry's
HKLM\System\CurrentControlSet key.

1. Click on Start and then Turn off computer. The Turn off computer dialog appears.

2. Select Restart. The computer shuts down and begins to restart. During restart, the following message appears:

Please select the operating system to start, Press F8
3. Use the arrow keys to select the Last Known Good Configuration option and then press the Enter key.

4. The computer starts and restores HKLM\System\CurrentControlSet key.
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System Configuration Utility

In addition to the registry, Windows XP uses a number of other system files to store and retrieve configuration settings. Windows
XP Professional provides a tool for viewing and managing these system files called the System Configuration Utility, or Msconfig.
The system files and resources managed by the System Configuration Utility include:

= Startup configuration settings

= System.ini

= Win.ini

= Boot.ini

= Applications that automatically started at system startup
= Services that automatically started at system startup

The System.ini, Win.ini and Boot.ini files are system files and are automatically hidden from view when using Windows Explorer.
The following procedure outlines the steps required to view these files using Windows Explorer.

1. Click on Start/All Programs/Accessories and then select Windows Explorer.

2. Click on the Folder Options entry located in the Windows Explorer Tools menu. The Folder Options dialog
appears.

3. Select the View property sheet.

4. Select the Show hidden files and folders option.

5. Clear the Hide protected operating system files option.
6. Click on OK.

The System.ini and Win.ini system files reside in the C:\ folder by default. The format of these files is the same as any other .ini file,
a sample of which is shown below.

[drivers]
wave=mmdrv.dll
timer=timer.drv

Data is divided into sections, each of which has a header that is enclosed within a pair of square brackets. Configuration settings
located within each section consist of a setting name, the equals sign, and the value assigned to the setting. These system files can
be edited by hand using any plain text editor, such as Notepad. Editing these files can be tricky, however. It is highly recommended
that administrators use the System Configuration Utility because it provides control over the changes that can be made and
prevents accidental errors when typing new settings.

The System Configuration Utility can be started using the following procedure.
1. Open the Windows XP Professional Help and Support Center.

2. Click on the Use Tools to view your computer information and diagnose problems option in the Pick a Task
section.

3. Select System Configuration Utility from the list of tools on the lefthand side of the screen.
4. Click on the Open System Configuration Ultility link. The System Configuration Utility appears.

Tip A faster way to start the System Configuration Ultility is to click on Start, select Run to open the Run dialog, type Msconfig
in the Open field, and click on OK.

The System Configuration Utility is organized into six property sheets, each of which manages a particular system file or set of
system resources. These property sheets include:

= General. Specifies operating system startup options

= SYSTEM.INL Displays and modifies the System.ini file

= WINL.INI. Displays and modifies the Win.ini file

= BOOT.INI. Displays and modifies the Boot.ini file

= Services. Displays Windows XP services and controls which ones are automatically started at Windows XP startup

= Startup. Displays Windows XP applications and controls which ones are automatically started at Windows XP
startup

Changes made to any of the system files and resources managed by the System Configuration Utility do not take effect until the
next time the computer is started. When a modification has been made to one of the utility's files or resources, a prompt appears
asking if the computer should be restarted. Click on Restart to restart the computer and test the effects of the change.

Selecting the Startup Mode

The Startup property sheet on the System Configuration Utility, shown in Figure 12.10, determines how Windows XP Professional
starts up. The following three startup options are available.
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Figure 12.10: Setting system startup settings

1. Normal Startup-load all device drivers and services. This is the default option, and it tells Windows XP
Professional to start up normally.

2. Diagnostic Startup-load basic devices and services only. This option tells Windows XP to start without using
the System.ini or Win.ini and without starting system services or startup applications.

3. Selective Startup. Allows administrators to specify which of the following resources should be used during
system startup.

= Process SYSTEM.INI File
= Process WIN.INI File

= Load System Services

= Load Startup Items

= User Original BOOT.INI

= Use Modified BOOT.INI

Diagnostic Startup is used to diagnose startup problems and may allow the administrator to start the computer in situations where it
might not otherwise start. This allows the administrator to troubleshoot startup problems before resetting the Normal Startup option.
The Select Startup option provides even greater control when troubleshooting startup problems by allowing administrators to
disable the use of all system files, services, and applications and then to incrementally restore them one at a time while
troubleshooting.

Two buttons are located at the bottom of the Startup property sheet. These are:

= Launch System Restore. Clicking on this button opens the Windows XP Help and Support Center's System Restore
page, where administrators can create a new restore point or perform a restoration of the computer to an earlier
restore point. Instructions for using the System Restore process are provided in "Creating Restore Points" in

Appendix B, "Troubleshooting System Startup."

= Expand File. Clicking on this option opens the Expand One File from Installation Source dialog, as shown in Figure
12.11. This dialog allows administrators to restore a Windows XP file from a Cabinet or CAB file located on the
Windows XP Professional CD.

Figure 12.11: Restoring Windows XP Professional from the Windows XP Professional CD

Note Cabinet files are compressed files and are used by Microsoft and other application developers to compress application
files for more efficient storage.

In the event that a Windows XP Professional file gets deleted or becomes corrupted, it can be restored on the computer by
extracting a copy of the original file from its CAB file on the Windows XP Professional CD using the following procedure:

1. Open System Configuration Utility and select the General property sheet.

2. Click on Expand file. The Expand One File from Installation Source dialog appears.
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3. Click on Browse File to specify the location of the problem file.

4. Click on Browse From to specify the location of the CAB file on the Windows XP Professional CD where the
original copy of the file resides.

5. Click on Browse to specify the folder where the original file should be copied.

6. Click on Expand.
Modifying System.ini

The SYSTEM.INI property sheet on the System Configuration Utility, shown in Figure 12.12, allows administrators to view and edit
the System.ini file. This file was used on older versions of Windows to store configuration settings for devices and software drivers.
Windows XP Professional provides support for this file in order to provide backward compatibility with 16-bit applications that may

still need access to it in order to operate properly.

Figure 12.12: Modifying the System.ini file

To view the settings stored within a particular section of the System.ini file, click on the + sign to the left of the section header. All
the configuration settings within that section will be displayed. Settings can be enabled or disabled by selecting or clearing their
selection box. In addition, the Enable All and Disable All buttons at the bottom of the Property sheet allow global control over all the
configuration settings within the System.ini file.

On the right side of the property sheet are a collection of buttons that perform the following functions:
= Move Up. Moves the selected section or setting up one position in the file
= Move Down. Moves the selected section or setting down one position in the file
= Enable. Selects the currently selected setting or section
= Disable. Deselects the currently selected setting or section
= Find. Displays the Find dialog, allowing a keyword search of the entire file
= New. Inserts a new entry in the System.ini file

= Edit. Changes the state of the current entry to allow it to be modified
Modifying Win.ini

The WIN.INI property sheet on the System Configuration Utility, shown in Figure 12.13, allows administrators to view and edit the
Win.ini file. This file was used on older versions of Windows XP to store configuration settings for devices and software drivers.
Windows XP Professional provides support for this file in order to provide backward compatibility for 16-bit applications that may
still need access to it in order to operate properly.
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Figure 12.13: Modifying the Win.ini file

To view the configuration settings stored within a particular section of Win.ini, click on the + sign to the left of the section header. All
the configuration settings within that section appear. Settings can be enabled or disabled by selecting or clearing a selection box. In
addition, the Enable All and Disable All buttons at th