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Sams Teach Yourself PHP, MySQL, and Apache in 24 Hours combines coverage of these three popular open-source Web
development tools into one easy-to-understand book -- and it comes with one easy-to-use Starter Kit CD-ROM for
Windows or Linux.

The book teaches the reader to install, configure and set up the PHP scripting language, the MySQL database system,
and the Apache Web server.

By the end of this book the reader will understand how these technologies work, and -- more importantly -- how they
can work together to create a dynamic Web site.

After creating a simple Web site using these tools, the reader will be able to manage a simple mailing list, and to create
an online address book, shopping cart, and storefront.

The book also teaches the reader how to fine tune Apache and MySQL, and covers simple Web server security.
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As the reader of this book, you are our most important critic and commentator. We value your opinion and want to
know what we're doing right, what we could do better, what areas you'd like to see us publish in, and any other words
of wisdom you're willing to pass our way.

You can email or write me directly to let me know what you did or didn't like about this book—as well as what we can
do to make our books stronger.

Please note that I cannot help you with technical problems related to the topic of this book, and that due to the high
volume of mail I receive, I might not be able to reply to every message.

When you write, please be sure to include this book's title and author as well as your name and phone number or email
address. I will carefully review your comments and share them with the author and editors who worked on the book.

Email: opensource@samspublishing.com
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Reader Services

For more information about this book or others from Sams Publishing, visit our Web site at
Type the ISBN (excluding hyphens) or the title of the book in the Search box to find the book you're looking for.
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Introduction

Welcome to Sams Teach Yourself PHP, MySQL, and Apache in 24 Hours! This book combines the hours found in Sams
Teach Yourself PHP in 24 Hours, Sams Teach Yourself MySQL in 24 Hours, and Sams Teach Yourself Apache in 24
Hours, to provide you with a solid and painless introduction to the world of developing Web-based applications using
these three technologies.

Through a series of 24 easy hours, you'll learn the basics of programming in PHP, the methods for using and
administering the MySQL relational database system, and the concepts necessary for configuring and managing Apache.
The overall goal of the book is to provide you with the foundation you need to understand how seamlessly these
technologies integrate with one another, and to give you practical knowledge of how to integrate them.
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Who Should Read This Book?

This book is geared toward individuals who possess a general understanding of the concepts of working in a Web-based
development environment, be it Linux/Unix or Windows. Installation and configuration lessons assume that you have
familiarity with your operating system and the basic methods of building (on Linux/Unix systems) or installing (on
Windows systems) software.

The lessons that delve into programming with PHP assume no previous knowledge of the language, but if you have
experience with other programming languages such as C or Perl, you will find the going much easier. Similarly, if you
have worked with other databases before, such as Oracle or Microsoft SQL Server, you will have a good foundation for
working through the MySQL-related lessons.

The only real requirement is that you understand static Web content creation with HTML. If you are just starting out in
the world of Web development, you will still be able to use this book, though you should consider working through an
HTML tutorial. If you are comfortable creating basic documents and can build a basic HTML table, you will be fine.
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How This Book Is Organized

This book is divided into five parts, corresponding to particular topics. The lessons within each part are designed to be
read one right after another, with each lesson essentially building on the information found in those before it:

® part I, "Getting Up and Running," will walk you through the installation and configuration of PHP, MySLQ, and
Apache. You'll need to complete the lessons in Part I before moving on to the remaining lessons, unless you
already have access to a working installation of these technologies. Even if you don't need to install and
configure PHP, MySQL, and Apache in your environment, you should still skim these lessons so that you
understand the basics.

® part II, "Basic Language Elements," is predominantly devoted to teaching you the basics of the PHP language,
and will get you in the habit of writing code, uploading it to your server, and testing the results. One of the
lessons offers a basic SQL primer, and this part wraps up with an hour devoted to the integration of PHP and
MySQL.

® part III, "Getting Involved with the Code," consists of lessons that cover intermediatelevel application

development topics, including working with forms and files, access restriction, and other small projects designed
to introduce a specific concept.

® part IV, "Simple Projects," contains lessons devoted to performing a particular task. These lessons consist of

projects that integrate all the knowledge you have gained so far, and walk you through the process of building
and testing the elements you will create.

® part V, "Administration and Fine-Tuning," is devoted to administering and tuning MySQL and Apache, and also
includes information on virtual hosting and setting up a secure Web server.

If you find that you are already familiar with a topic, you can skip ahead to the next lesson. However, in some
instances, lessons will refer to specific concepts learned in previous hours, so be aware that you may have to skim
through a skipped lesson so that your development environment remains consistent with the book.

At the end of each hour, there are a few quiz questions that will test how well you've learned the material. Additional

activities provide another way to apply the information learned in the lesson and guide you toward using this newfound
knowledge in the next hour.
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Conventions Used in This Book

This book uses different typefaces to differentiate between code and plain English and also to help you identify
important concepts. Throughout the lessons, code, commands, and text you type or see onscreen appear in a

computer typeface. New terms appear in italics at the point in the text where they are defined. Additionally, icons
accompany special blocks of information:

{4 A Note presents an interesting piece of information related to the current topic.

A Tip offers advice or teaches an easier method for performing a task.

A Caution warns you about potential pitfalls and explains how to avoid them.

A new term icon will appear next to text introducing terms to the reader for the first time.
MW TERM

[ Team LiB ] T [


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

[ Team LiB ]
Part I: Getting Up and Running

Hour


http://www.colorpilot.com/chm2pdf.html

This document is created with a trial version of CHM2PDF Pilot
http://www.colorpilot.com

[ Team LiB ] [ vy Jlri v
Hour 1. Installing and Configuring MySQL

Welcome to the first hour of Sams Teach Yourself PHP, MySQL, and Apache in 24 Hours. This is the first of three
"installation" hours, in which you will learn how to set up your development environment. We'll tackle the MySQL
installation first, because the PHP installation is much simpler when MySQL is already installed.

In this hour, you will learn

® How to install MySQL
® Basic security guidelines for running MySQL

® How to work with the MySQL user privilege system
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How to Get MySQL

The method you'll use to get MySQL depends on which distribution you want. Methods range from downloading a large
file (or several large files) to buying an off-the-shelf product.

® MySQL AB distributes the open source version of MySQL on their Web site: http://www.mysgl.com/. There is no
shrink-wrapped product; what you get is what you download from the site, which includes binary distributions
for Windows and Linux/Unix, as well as RPMs and source distributions.

® NuSphere Corporation sells a variety of products including the NuSphere Technology Platform, which includes a
version of MySQL with NuSphere-specific enhancements, such as the Gemini table type. NuSphere's products

are available for purchase from their Web site: http://www.nusphere.com/.

® AbriaSoft distributes MySQL as part of their Merlin Server (a Web development platform), which is available for

download and purchase at their Web site: http://www.abriasoft.com/.

® |inux distribution CDs usually contain some version or another of the open source MySQL distribution, although
it's usually a bit out-of-date.

The installation instructions in this hour are based on the official MySQL-Pro 4.0 distributions from MySQL AB. The
process of installing the 3.23 version of MySQL is virtually identical, but if you choose to install that version, read the
instructions that ship with the distribution just to be on the safe side. Any functional differences between versions 3.23
and 4.0 will be noted in later hours.
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Installing MySQL on Linux/Unix

The process of installing MySQL on Linux/Unix is straightforward, whether you use RPMs or install the binaries. If you
choose to install from RPMs, there are several that make up a full distribution. For a minimal installation you need

® MySQL-VERSION.i386.rpm— The MySQL server
® MySQL-client-VERSION.i386.rpm— The standard MySQL client programs
To perform the minimal installation, type the following at the prompt:

#> rpm -i MySQL-VERSION.i386.rpm MySQL-client-VERSION.i386.rpm

Replace VERSION in the filename with the actual version you downloaded. For
example, the current MySQL-Pro 4.0 server RPM is called MySQL-4.0.4-
0.i386.rpm.

Another painless installation method is to install MySQL from a binary distribution. This method requires gunzip and tar
to uncompress and unpack the distribution and also requires the ability to create groups and users on the system. The
first series of commands in the binary distribution installation process has you adding a group and a user and unpacking
the distribution, as follows:

#> groupadd mysql

#> useradd -g mysql mysql

#> cd /usr/local

#> gunzip < /path/to/mysql-VERSION-OS.tar.gz | tar xvf -

Next, the instructions tell you to create a link with a shorter name:

#> In -s mysql-VERSION-0OS mysql
#> cd mysql

Once unpacked, the README and INSTALL files will walk you through the remainder of the installation process for the
version of MySQL you've chosen. In general, the following series of commands will be used:

#> scripts/mysql_install_db

#> chown -R root /usr/local/mysql

#> chown -R mysql /usr/local/mysql/data
#> chgrp -R mysql /usr/local/mysql

#> chown -R root /usr/local/mysql/bin

You're now ready to start the MySQL server.
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Installing MySQL on Windows

The MySQL installation process on Windows is also quite simple—the developers from MySQL AB have packaged up
everything you need in one zip file with a setup program! Once you download the zip file, extract its contents into a

temporary directory and run the Setup.exe application. After the Setup.exe application installs the MySQL server and
client programs, you're ready to start the MySQL server.

The following steps detail the installation of MySQL 4.0 from MySQL AB on Windows, and show you what you can expect
if you install MySQL in a Windows 95/98/NT/2000/XP environment for testing and development. Many users install
MySQL on personal Windows machines, to get a feel for working with the database before deploying MySQL in a
production environment.

1. Visit the MySQL-Pro 4.0 download page at http://www.mysql.com/downloads/mysql-pro-4.0.html and find the

Windows section. You want to download the file under the "Installation files (zip)" heading rather than the one
under the "Cygwin downloads (tar.bz2)" heading.

If you have the tools and skills to compile your own Windows binary files,
select the Cygwin source download and follow the instructions contained in
the source distribution.

2. Clicking the Download link will take you to a page of mirror sites. Select the mirror site closest to you, and
download the file. It is a large file, so you may be waiting awhile, depending on your connection speed.

3. Once the zip file is on your hard drive, extract its contents to a temporary directory.

4. From the temporary directory, find the setup.exe file and double-click it to start the installation. You will see
the first screen of the installation wizard, as shown in Figure 1.1. Click Next to continue.

Figure 1.1. The first step of the MySQL installation wizard.

5. The second screen in the installation process contains valuable information regarding the installation location
(see Figure 1.2). The default installation location is C:\mysql. If you plan to install MySQL in a different
location, this screen shows you a few changes that you will have to make on your own. The information on this

screen is also important for Windows NT users who wish to start MySQL as a service. Read the information and
note anything relevant to your situation, then click Next to continue.
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Figure 1.2. Step 2 of the MySQL installation wizard. Note any relevant
information before continuing.

6. The third screen in the installation process has you select the installation location (see Figure 1.3). If you want
to install MySQL in the default location, click Next to continue. Otherwise, click Browse and navigate to the
location of your choice, then click Next to continue.

Figure 1.3. Step 3 of the MySQL installation wizard. Select an installation
location.

7. The fourth screen asks you to select the installation method—Typical, Compact, or Custom (see Figure 1.4).
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The Custom option allows you to select elements of MySQL to install, such as documentation and Help files.
Select Typical as the installation method, and click Next to continue.

Figure 1.4. Step 4 of the MySQL installation wizard. Select an installation
type.

8. The installation process will now take over and install files in their proper locations. When the process is
finished, you will see a confirmation of completion, as in Figure 1.5. Click Finish to complete the setup process.

Figure 1.5. MySQL has been installed.

There are no fancy shortcuts installed in your Windows Start menu after an installation of MySQL from MySQL AB, so
now you must start the process yourself. If you navigate to the MySQL applications directory (usually C:\mysql\bin\
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unless you changed your installation path), you will find numerous applications ready for action (see ElguLeJ_.ﬁ)

Figure 1.6. A directory listing of MySQL applications.

The winmysqladmin.exe application is a great friend to Windows users who are just getting started with MySQL. If
you double-click this file, it will start the MySQL server and place a stoplight icon in your taskbar.

When you start WinMySQLadmin for the first time, you will be prompted for a username and password (see Figure 1.7).
The application will create the initial MySQL user account on a Windows system.

Figure 1.7. Creating the initial MySQL account.

When you are finished creating the account, or whenever you right-click the stoplight icon in your taskbar, the graphical

user interface will launch. This interface, shown in Figure 1.8, provides an easy way to maintain and monitor your new
server.
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Figure 1.8. WinMySQLadmin started and ready for action.

WinMySQLadmin will automatically interpret environment information, such as IP address and machine name. The tabs
across the top allow you to view system information and edit MySQL configuration options.

For example, if you select the Variables tab, as shown in Figure 1.9, you can also view server configuration information.
This information is similar to the output of the MysQL SHOW VARIABLES command.

Figure 1.9. Server configuration information.

To shut down the MySQL server and/or the WinMySQLadmin tool, right-click again on the stoplight icon in your taskbar
and select the appropriate option (stop or start). As long as the MySQL server is running, you can run additional

applications through a console window, such as the MySQL monitor.
tream LB [« erivious fonxis]
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Troubleshooting Your Installation

If you have any problems during the installation of MySQL, the first place you should look is the "Problems and

Common Errors" chapter of the MySQL manual, which is located at http://www.mysql.com/doc/P/r/Problems.html.

The following are some common problems:

® On Linux/Unix, Incorrect permissions do not allow you to start the MySQL daemon. If this is the case, be sure
you have changed owners and groups to match those indicated in the installation instructions.

® If you see the message "Access denied" when connecting to MySQL, be sure you are using the correct
username and password.

® If you see the message "Can't connect to server", make sure the MySQL daemon is running.

® When defining tables, if you specify a length for a field whose type does not require a length, the table will not

be created. For example, you should not specify a length when defining a field as TEXT (as opposed to CHAR
or VARCHAR).

If you still have trouble after reading the manual, sending e-mail to the MySQL mailing list (see
http://www.mysgl.com/documentation/lists.html for more information) will likely produce results. You can also
purchase support contracts from MySQL AB for a very low fee. If you have purchased a version of MySQL other than
the one distributed by MySQL AB, you should turn to the documentation and support options for that product. The
companies that sell other versions of MySQL usually have additional support contracts that you can purchase.
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Basic Security Guidelines

Regardless of whether you are running MySQL on Windows or Linux/Unix, and no matter whether you administer your
own server or use a system provided by your Internet service provider, every developer needs to understand basic
security guidelines. If you are accessing MySQL through your Internet service provider, there are several aspects of

server security that you, as a non-root user, should not be able to modify or circumvent. Unfortunately, many Internet
service providers pay no mind to security guidelines, leaving their clients exposed—and for the most part, unaware of
the risk.

Starting MySQL

Securing MySQL begins with the server startup procedure. If you are not the administrator of the server, you won't be
able to change this, but you can certainly check it out and report vulnerabilities to your Internet service provider.

If your MySQL installation is on Linux/Unix, your primary concern should be the owner of the MySQL daemon—it should

not be rooOt. Running the daemon as a non-root user such as mysql or database will limit the ability of malicious
individuals to gain access to the server and overwrite files.

You can verify the owner of the process using the PS (process status) command on your Linux/Unix system. The
following output shows MySQL running as a non-rOOt user (see the first entry on the second line):

#> ps auxw | grep mysqld

mysqgl 153 0.0 0.6 12068 2624 ? S Nov16 0:00
/usr/local/bin/mysql/bin/mysqld
--defaults-extra-file=/usr/local/bin/mysql/data/my.cnf
--basedir=/usr/local/bin/mysql --datadir=/usr/local/bin/mysql/data
--user=mysql --pid-file=/usr/local/bin/mysql/data/mike.pid --skip-locking

The following output shows MySQL running as the rOOt user (see the first entry on the second line):

#> ps auxw | grep mysqld

root 21107 0.0 1.1 11176 1444 ? S Nov 27 0:00
/usr/local/mysql/bin/mysgld

--basedir=/usr/local/mysql --datadir=/usr/local/mysql/data --skip-locking

If you see that MySQL is running as rOOt on your system, immediately contact your Internet service provider and

complain. If you are the server administrator, you should start the MySQL process as a non-root user or specify the
username in the startup command line:

mysqld --user=non_root_user_name
For example, if you want to run MySQL as user mysql, use

mysqld --user=mysq|
Securing Your MySQL Connection

You can connect to the MySQL monitor or other MySQL applications in several different ways, each of which has its own
security risks. If your MySQL installation is on your own workstation, you have less to worry about than users who have
to use a network connection to reach their server.

If MySQL is installed on your workstation, your biggest security concern is leaving your workstation unattended with
your MySQL monitor or MySQL GUI administration tool up and running. In this type of situation, anyone can walk over
and delete data, insert bogus data, or shut down the server. Utilize a screen saver or lock screen mechanism with a
password if you must leave your workstation unattended in a public area.

If MySQL is installed on a server outside your network, the security of the connection should be of some concern. As
with any transmission of data over the Internet, it can be intercepted. If the transmission is unencrypted, the person
who intercepted it can piece it together and use the information. Suppose the unencrypted transmission is your MySQL
login information—a rogue individual now has access to your database, masquerading as you.

One way to prevent this from happening is to connect to MySQL through a secure connection. Instead of using Telnet to
reach the remote machine, use SSH. SSH looks and acts like Telnet, but all transmissions to and from the remote
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machine are encrypted. Similarly, if you use a Web-based administration interface, such as phpMyAdmin (see

http://phpmyadmin.sourceforge.net for more information) or another tool used by your Internet service provider,

access that tool over a secure HTTP connection.

In the next section, you'll learn about the MySQL privilege system, which helps secure your database even further.
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Introducing the MySQL Privilege System

The MySQL privilege system is always "on." The first time you try to connect and for each subsequent action, MySQL
checks the following three things:

® Where you are accessing from (your host)
® Who you say you are (your username and password)

® \What you're allowed to do (your command privileges)

All this information is stored in the database called mysql, which is automatically created when MySQL is installed.
There are several tables in the mysql database:

L columns_priv— Defines user privileges for specific fields within a table.

® db— Defines the permissions for all databases on the server.

® funC— Defines user-created functions.

® host— Defines the acceptable hosts that can connect to a specific database.
L4 tables_priv— Defines user privileges for specific tables within a database.
® user— Defines the command privileges for a specific user.

These tables will become more important to you later in this hour as you add a few sample users to MySQL. For now,
just remember that these tables exist and must have relevant data in them in order for users to complete actions.

The Two-Step Authentication Process

As you've learned, MySQL checks three things during the authentication process. The actions associated with these
three things are performed in two steps:

1. MySQL looks at the host you are connecting from and the username and password pair that you are using. If
your host is allowed to connect, your password is correct for your username, and the username matches one
assigned to the host, MySQL moves to the second step.

2. For whichever SQL command you are attempting to use, MySQL verifies that you have the ability to perform
that action for that database, table, and field.

If step 1 fails, you'll see an error about it and you won't be able to continue on to step 2. For example, suppose you are
connecting to MySQL with a username of joe and a password of abc123 and you want to access a database called

myDB. You will receive an error message if any of those connection variables are incorrect for any of the following
reasons:

® Your password is incorrect.

® Username jOe doesn't exist.

® User jO€ can't connect from localhost.

® User joe can connect from localhost but cannot use the myDB database.
You may see an error like the following:

#> [usr/local/bin/mysql/bin/mysql -h localhost -u joe -pabc123 test
Error 1045: Access denied for user: ‘joe@localhost' (Using password: YES)

If user joe with a password of abc123 is allowed to connect from localhost to the myDB database, MySQL will check
the actions that joe can perform in step 2 of the process. For our purposes, suppose that jOe is allowed to select data
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but is not allowed to insert data. The sequence of events and errors would look like the foilowing:

#> [usr/local/bin/mysql/bin/mysql -h localhost -u joe -pabc123 test
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 61198 to server version: 4.0.2-alpha-log
Type 'help;' or "\h' for help. Type '\c' to clear the buffer.

mysql> select * from test_table;

oo +
| id | test_field |
Fommm e +
| 1] blah |
| 2| blah blah |
s S +

2 rows in set (0.0 sec)
mysql> insert into test_table values (", 'my text");
Error 1044: Access denied for user: 'joe@localhost' (Using password: YES)

Action-based permissions are common in applications with several levels of administration. For example, if you have
created an application containing personal financial data, you might grant only SELECT privileges to entry-level staff
members, but INSERT and DELETE privileges to executive-level staff with security clearances.
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Working with User Privileges

In most cases when you are accessing MySQL through an Internet service provider, you will have only one user and
one database available to you. By default, that one user will have access to all tables in that database and will be
allowed to perform all commands.

In this case, the responsibility is yours as the developer to create a secure application through your programming.

If you are the administrator of your own server or have the ability to add as many databases and users as you want, as
well as modify the access privileges of your users, these next few sections will take you through the processes of doing
so.

Adding Users

Administering your server through a third-party application may afford you a simple method for adding users, using a
wizard-like process or a graphical interface. However, adding users through the MySQL monitor is not difficult,
especially if you understand the security checkpoints used by MySQL, which you just learned.

The simplest method for adding new users is the GRANT command. By connecting to MySQL as the root user, you can
issue one command to set up a new user. The other method is to issue INSERT statements into all the relevant tables
in the mysqI database, which requires you to know all the fields in the tables used to store permissions. This method
works just as well but is more complicated than the simple GRANT command.

The simple syntax of the GRANT command is

GRANT privileges

ON databasename.tablename
TO username@host
IDENTIFIED BY "password";

The privileges you can grant are

® ALL— Gives the user all of the following privileges

® ALTER— User can alter (modify) tables, columns, and indexes

® CREATE— User can create databases and tables

® DELETE— User can delete records from tables

® DROP— User can drop (delete) tables and databases

® FILE— User can read and write files; this is used to import or dump data

® INDEX— User can add or delete indexes

® INSERT— User can add records to tables

® PROCESS— User can view and stop system processes; only trusted users should be able to do this

® REFERENCES— Not currently used by MySQL, but a column for REFERENCES privileges exists in the user
table

® RELOAD— User can issue FLUSH statements; only trusted users should be able to do this

® SELECT— User can select records from tables

® SHUTDOWN-— User can shut down the MySQL server; only trusted users should be able to do this
® UPDATE— User can update (modify) records in tables

® USAGE— User can connect to MySQL but has no privileges
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If, for instance, you want to create a user called john with a password of 99hjc, with SELECT and INSERT privileges
on all tables in the database called myDB, and you want this user to be able to connect from any host, use

GRANT SELECT, INSERT
ON myDB.*

TO john@"%"
IDENTIFIED BY "99hjc";

Note the use of two wildcards: * and %. These wildcards are used to replace values. In this example, * replaces the
entire list of tables, and % replaces a list of all hosts in the known world—a very long list indeed.

Here's another example of adding a user using the GRANT command, this time to add a user called jane with a

password of 45sdg11, with ALL privileges on a table called employees in the database called myCompany. This new
user can connect only from a specific host:

GRANT ALL

ON myCompany.employees

TO jane@janescomputer.company.com
IDENTIFIED BY "45sdg11";

If you know that janescomputer.company.com has an IP address of 63.124.45.2, you can substitute that address in
the hostname portion of the command, as follows:

GRANT ALL

ON myCompany.employees
TO jane@'63.124.45.2'
IDENTIFIED BY "45sdgi1";

One note about adding users: Always use a password and make sure that the password is a good one! MySQL allows
you to create users without a password, but that leaves the door wide open should someone with bad intentions guess
the name of one of your users with full privileges granted to them!

If you use the GRANT command to add users, the changes will immediately take effect. To make absolutely sure of
this, you can issue the FLUSH PRIVILEGES command in the MySQL monitor to reload the privilege tables.

Removing Privileges

Removing privileges is as simple as adding them; instead of a GRANT command, you use REVOKE. The REVOKE
command syntax is

REVOKE privileges
ON databasename.tablename
FROM username@hostname;

In the same way that you can grant permissions using INSERT commands, you can also revoke permissions by issuing
DELETE commands to remove records from tables in the mysql database. However, this requires that you be familiar
with the fields and tables, and it's just much easier and safer to use REVOKE.

To revoke the ability for user john to INSERT items in the myCompany database, you would issue this REVOKE
statement:

REVOKE INSERT
ON myDB.*
FROM john@"%";

Changes made to the data in the privilege tables happen immediately, but in order for the server to be aware of your
changes, issue the FLUSH PRIVILEGES command in the MySQL monitor.
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Summary

Installing MySQL on Windows is a very simple process due to a wizard-based installation method. MySQL AB provides a
GUI-based administration tool for Windows users, called WinMySQLadmin. Linux/Unix users do not have a wizard-based
installation process, but it's not difficult to follow a simple set of commands to unpack the MySQL client and server.
Linux/Unix users can also use RPMs for installation.

Security is always a priority, and there are several steps you can take to ensure a safe and secure installation of
MySQL. Even if you are not the administrator of the server, you should be able to recognize breaches and raise a
ruckus with the server administrator!

The MySQL server should not run as the root user. Additionally, named users within MySQL should always have a
password, and their access privileges should be well defined.

MySQL uses the privilege tables in a two-step process for each request that is made. MySQL needs to know who you
are and where you are connecting from, and each of these pieces of information must match an entry in its privilege
tables. Also, the user whose identity you are using must have specific permission to perform the type of request you
are making.

You can add user privileges using the GRANT command, which uses a simple syntax to add entries to the USEr table in
the mysq|l database. The REVOKE command, which is equally simple, is used to remove those privileges.
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Q&A

Q1: How do I completely remove a user? The REVOKE command just eliminates the privileges.

Al:  To completely remove a user from the privilege table, you have to issue a specific DELETE command
from the USEr table in the mysql database.

Q2: What if I tell my Internet service provider to stop running MySQL as root, and they won't?

A2: Switch providers. If your Internet service provider doesn't recognize the risks of running something as
important as your database as the rOOt user, and doesn't listen to your request, find another provider.
There are providers with plans as low as $9.95/month that don't run important processes as root!
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Workshop

The workshop is designed to help you anticipate possible questions, review what you've learned, and begin learning
how to put your knowledge into practice.

Quiz

1: True or False: Telnet is a perfectly acceptable method to securely connect to MySQL from a remote host.

Al: False. The key word is "secure," and Telnet does not encrypt data between hosts. Instead, use SSH to
connect to your server.

2: Which three pieces of information does MySQL check each time a request is made?

A2: Who you are, where you are accessing from, and what actions you're allowed to perform.

3¢ What command would you use to grant SELECT, INSERT, and UPDATE privileges to a user named bill

on localhost to all tables on the BillDB database? Also, what piece of information is missing from this
statement that is recommended for security purposes?

A3: The command is

GRANT SELECT, INSERT, UPDATE
ON BillDB.*
TO bill@localhost;

The important missing piece is a password for the user!

Activities
1. Think of situations in which you might want to restrict command access at the table level. For example, you
wouldn't want the intern-level administrator to have shutdown privileges for the corporate database.

2. If you have administrative privileges in MySQL, issue several GRANT commands to create dummy users. It
doesn't matter whether the tables and databases you name are actually present.

3. Use REVOKE to remove some of the privileges of the users you created in activity 2.
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Hour 2. Installing and Configuring Apache

In this second of three "installation" hours, you will install the Apache Web server and familiarize yourself with its main
components, including log and configuration files. In this hour, you will learn

® How to install the Apache server on Linux/Unix
® How to install the Apache server on Windows
® How to make configuration changes to Apache

® Where Apache log and configuration files are stored
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Choosing the Appropriate Installation Method

You have several options when it comes to getting a basic Apache installation in place. Apache is open source, meaning
that you can have access to the full source code of the software, which in turn enables you to build your own custom
server. Additionally, pre-built Apache binary distributions are available for most modern Unix platforms. Finally, Apache
comes already bundled with a variety of Linux distributions, and you can purchase commercial versions from software
vendors such as Covalent Technologies and IBM. The examples in this hour will teach you how to build Apache from
source if you are using Linux/Unix, and how to use the installer if you plan to run Apache on a Windows system.

Building from Source

Building from source gives you the greatest flexibility, as it enables you to build a custom server, remove modules you
do not need, and extend the server with third-party modules. Building Apache from source code enables you to easily
upgrade to the latest versions and quickly apply security patches, whereas updated versions from vendors can take
days or weeks to appear.

The process of building Apache from the source code is not especially difficult for simple installations, but can grow in
complexity when third-party modules and libraries are involved.

Installing a Binary

Linux/Unix binary installations are available from vendors and can also be downloaded from the Apache Software
Foundation Web site. They provide a convenient way to install Apache for users with limited system administration
knowledge, or with no special configuration needs. Third-party commercial vendors provide prepackaged Apache
installations together with an application server, additional modules, support, and so on.

The Apache Software Foundation provides an installer for Windows systems—a platform where a compiler is not as
commonly available as in Linux/Unix systems.
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Installing Apache on Linux/Unix

This section explains how to install a fresh build of Apache 2.0 on Linux/Unix. The steps necessary to successfully install
Apache from source are

1. Downloading the software
2. Running the configuration script
3. Compiling the code and installing it

The following sections describe these steps in detail.
Downloading the Apache Source Code

The official Apache download site is located at http://www.apache.org/dist/httpd. You can find several Apache versions,
packaged with different compression methods. The distribution files are first packed with the tar utility and then

compressed either with the gZip tool or the COMpress utility. Download the .tar.gz version if you have the gunzip
utility installed in your system. This utility comes installed by default in open source operating systems such as FreeBSD

and Linux. Download the tar.Z file if gunzip is not present in your system. (It isn't included in the default installation of
many commercial Unix operating systems.)

The file you want to download will be named something similar to httpd-2.0. version.tar.Z or httpd-2.0.
version.tar.gz, where VErsion is the most recent release version of Apache. For example, Apache version 2.0.43 is
downloaded as a file named httpd-2.0.43.tar.gz. Keep the downloaded file in a directory reserved for source files,
such as /usr/src/ or /usr/local/src/.

Uncompressing the Source Code

If you downloaded the tarball compressed with gzip (it will have a tar.gz suffix), you can uncompress it using the
gunzip utility (part of the gzip distribution).

Tarball is a commonly used nickname for software packed using the tar utility.

You can uncompress and unpack the software by typing the following command:

#> gunzip < httpd-2.0*.tar.gz | tar xvf -

If you downloaded the tarball compressed with COMpPress (tar.Z suffix), you can issue the following command:
#> cat httpd-2.0*.tar.Z | uncompress | tar xvf -

Uncompressing the tarball creates a structure of directories, with the top-level directory named httpd-2.0_versi0n.
Change your current directory to this top-level directory to prepare for configuring the software.

Preparing to Build Apache

You can specify which features the resulting binary will have by using the configure script in the top-level distribution
directory. By default, Apache will be compiled with a set of standard modules compiled statically and will be installed in

the /usr/local/apache2 directory. If you are happy with these settings, you can issue the following command to
configure Apache:

#> .[/configure
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However, in preparation for the PHP installation in Hour 3, you will need to make sure that mod_SO0 is compiled into

Apache. This module, named for the Unix shared object (*.50) format, enables the use of dynamic modules such as

PHP with Apache. To configure Apache to install itself in a specific location (in this case /usr/local/apache2/) and to
enable the use of MOd_SO, issue the following command:

#> ./configure --prefix=/usr/local/apache2 --enable-module=so

The purpose of the configure script is to figure out everything related to finding libraries, compile-time options,
platform-specific differences, and so on, and to create a set of special files called makefiles. Makefiles contain

instructions to perform different tasks, called targets. such as building Apache. These files will be read by the make

utility, which will carry out those tasks. If everything goes well, after executing configure, you will see a set of
messages related to the different checks just performed, and will be returned to the prompt:

creating test/Makefile

config.status:
config.status:
config.status:
config.status:
config.status:
config.status:
config.status:
config.status:
config.status:
config.status:
config.status:
config.status:
config.status:

creating docs/conf/httpd-std.conf
creating include/ap_config_layout.h
creating support/apxs

creating support/apachectl
creating support/dbmmanage
creating support/envvars-std
creating support/log_server_status
creating support/logresolve.pl
creating support/phf_abuse_log.cgi
creating support/split-logfile
creating build/rules.mk

creating include/ap_config_auto.h
executing default commands

#>

If the conﬁgure script fails, warnings will appear, alerting you to track down additional software that must be installed,
such as compilers or libraries. After you install any missing software, you can try the conﬁgure command again, after
deleting the config.log and config.status files from the top-level directory.

Building and Installing Apache

The make utility reads the information stored in the makefiles and builds the server and modules. Type make at the
command line to build Apache. You will see several messages indicating the progress of the compilation, and you will

end up back at the prompt. After compilation is finished, you can install Apache by typing make install at the prompt.
The makefiles will install files and directories, and return you to the prompt:

Installing header files

Installing man pages and online manual

mkdir /usr/local/apache2/man

mkdir /usr/local/apache2/man/manl

mkdir /usr/local/apache2/man/man8

mkdir /usr/local/apache2/manual

Installing build system files

make[1]: Leaving directory '/usr/local/src/httpd-2.0.43'
#>

The Apache distribution files should now be in the /usr/local/apache2 directory, as specified by the --prefixX switch in
the configure command. To test that the httpd binary has been correctly built, type the following at the prompt:

#> [usr/local/apache2/bin/httpd -v
You should see the following output (your version and build date will be different):

Server version: Apache/2.0.43
Server built: Sep 1 2002 09:20:47
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Unless you want to learn how to install Apache on Windows, skip ahead to the "Apache Configuration File Structure"
section to learn about the Apache configuration file.
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Installing Apache on Windows

Apache 2.0 runs on most Windows platforms and offers increased performance and stability over the 1.3 versions for
Windows. You can build Apache from source, but because not many Windows users have compilers, this section deals
with the binary installer.

Before installing Apache, you'll probably want to make sure that you are not currently running a Web server (for
instance, a previous version of Apache, Microsoft Internet Information Server, or Microsoft Personal Web Server) in
your machine. You might want to uninstall or otherwise disable existing servers. You can run several Web servers, but
they will need to run in different address and port combinations.

You can download an installer from http://www.apache.org/dist/httpd/binaries/win32.

After you download the installer, double-click on the file to start the installation process. You will get a welcome screen,
as shown in Figure 2.1. Select Next to continue the installation process, and you will be prompted to accept the Apache
license. Basically the license says that you can do whatever you want with the software—including making proprietary
modifications—except claim that you wrote it, but be sure to read the license so that you fully understand the terms.

Figure 2.1. The Windows installer welcome screen.

After you accept the license, the installer presents you with a brief introduction to Apache. Following that, it asks you to
provide basic information about your computer, as shown in Figure 2.2. This includes the full network address for the
server (for instance, mycomputer.mydomain.com) and the administrator's email address. The server name will be
the name that your clients will use to access your server, and the administrator email address will be added to error
messages so that visitors know how to contact you when something goes wrong.

Figure 2.2. The basic information screen.
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If your machine does not have a full network address, use localhost or
= 127.0.0.1 as the ServerName.

M
|

In the next step, you can install Apache as a service or require it to be started manually. Installing Apache as a service
will cause it to run every time Windows is started, and you can control it through the usual Windows service
administration tools. Choose this option if you plan to run Apache in a production environment or otherwise require
Apache to run continuously. Installing Apache for the current user will require you to start Apache manually and set the
default port on which Apache listens to requests to 8080. Choose this option if you use Apache for testing or if you
already have a Web server running on port 80.

The next screen enables you to choose the type of installation, as shown in Figure 2.3. Typical installation means that
Apache binaries and documentation will be installed, but headers and libraries will not. This is the best option to choose
unless you plan to compile your own modules.

Figure 2.3. The installation type selection screen.
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A custom installation enables you to choose whether to install header files or documentation. After selecting the target

installation directory, which defaults to C:\Program Files\Apache Group, the program will proceed with the
installation process. If everyt