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INTRODUCTION

Identity Theft? “Nah, it could never happen to me,” you may say
to yourself. “1 mean, what are the chances? I'm very careful with
my personal information.”

That's whart every victim mentioned in this book once thought, if
they thought about it at all. But it 44 happen to them and their lives
were turned upside down, resulting in unforeseen expense,
humiliation, and severe mental anguish. As they suffered with the
realization they'd been personally violated, the last thing they wanted
to face were the countless hours trying to straighten things out. But
they had no choice if they were to recover even a shred of their
dignity. Regardless what the numbers show, for the victims, the
chances of identity theft turned out to be 100 percent.

You say you're careful? Well, let’s see: How many times have you
disposed of items containing personal information such as credit card
statements, solicitations for credit, even utility bills, without
destroying them first? Maybe you've used a personal computer at a
trade show or library.

When dining out, and without giving it a second thought, have
you handed over your credit card to a waiter you've never seen before
and allowed him to slip away for a few minutes to “process it2” What
do you really know about that person besides the “Todd” on his
nametag? Do you know if he’s in debt up to his ears? Are you sure the
restaurant owner will even be able to find him the next day?

Are you sure you haven't already been victimized? Are you
absolutely sure?

The truth is, while we go about our everyday business, identity
theft is fast becoming one of the most insidious threats faced by our
citizens and our economy. Just last year, more than 200 phony ID
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dealers in New York were arrested for operating six fake “identity
mills” containing more than 2,000 forged documents. The fact that
they got caught sounds like a victory for the “good guys,” don’t you
think? Sure, but as those scam merchants were shut down, no doubt
the vermin who avoided capture scattered and opened new ID mills or
launched other insidious scams. Who knows? Your name might be on
their list.

Criminals often have more on their minds than making a little
quick cash. Identity theft has been implicated in crimes ranging from
international drug trafficking to terrorism. In 2002, an FBI agent
testified before a congressional subcommittee that Al Qaeda members
in Spain used stolen credit and telephone cards and phony travel
documents, including passports, to open bank accounts and to pay for
travel and communications.

Each story described here is true. In many cases we only reveal
partial names. After living their personal nightmare, some victims of
this heinous crime are too embarrassed to be completely identified.
For others, as they say, once bitten...



IDENTITY THEFT:
STEALING OUR VIOST PRIZED
POSSESSION

When We Least Expect Trouble

Life was good for Mark, a top executive with a major securities
firm. That is, until one fateful afternoon. Upon leaving work that
day—a day he’ll never forget—the police met him head-on, forced
him face-down on the floor, slapped on handcuffs and searched his
office and car for weapons, all in front of his shocked staff. What
heinous crime had Mark committed? Nothing. Instead, Mark was a
victim of identity theft—a crime that took root in the 1990s and has
spiraled upward ever since. The sad fact is that Mark was arrested for
crimes committed by someone who stole his name.

Fortunately, at the police station Mark was cleared after the police
compared him to a photo and fingerprints of the true criminal. But
that didn’t mean Mark’s nightmare was over. Since the felon exploiting
Mark’s identity skipped town—and the police did not have his real
name—the authorities weren't in any hurry to correct the criminal
records. Although Mark now has a certificate of clearance, arrest
records (which are now transmitted nationwide) still show up with
Mark’s name and Social Security number. Sadly, this has proven to be
a continuing disaster for Mark’s career and personal life.

Identity theft is a multi-faceted crime packaged in countless shapes
and forms. At its core, it occurs when someone uses information they
acquire about an individual without permission—such as a Social
Security number—to represent themselves as that person for
fraudulent purposes.



@ IDENTITY THEFT

For example, the criminal might obtain credit cards and loans in
someone else’s name with no intention of paying the bills. They might
open utility accounts, rent an apartment, get a cell phone, even purchase
a car or a home in their name. Identity thieves can even commit the
unthinkable as in Marls case: commit a crime in someone else’s name,
leaving the innocent, unsuspecting victim saddled with a criminal record.

A BIG Problem Growing Bigger

Identity theft is a rapidly growing problem. According to a survey
released in September 2003 by the Federal Trade Commission (FTC),
over the past five years, 27.3 million Americans had their identities
stolen. Last year alone, nearly 10 million people were victims of
identity theft. The FTC statistics mean nearly one in 10 Americans
were victimized in the past five years. Surprisingly, nearly four out of
10 victims did not report the crime to any agency, the survey found.
The FTC study was based on a random survey of approximately
4,000 aduls.

“These numbers are the real thing,” said Howard Beales, director of
the FTC’s Bureau of Consumer Protection, in a news release. “For
several years we have been seeing anecdotal evidence that identity theft
is a significant problem that is on the rise. Now we know. It is affecting
millions of consumers and costing billions of dollars.”

“This survey is proof positive that we must act quickly to stem the
growing tide of identity theft by preventing identity thieves from
getting hold of personal information—especially Social Security
numbers—and enhancing penalties for those who misuse them,” said
Rep. E. Clay Shaw Jr. (R-Fla.), chairman of the House Ways and
Means Subcommittee on Social Security.

The Gartner Group paints a similarly bleak picture, according to a
study it recently conducted based on surveys completed by 2,445 U.S.
households. They estimate seven million U.S. adults, or 3.4 percent of
U.S. consumers, were victims of identity theft during the 12-month
period under study—a 79 percent increase over the 1.9 percent rate
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they reported the previous year.

A recent survey by Privacy & American Business, a publication of
the Center for Social & Legal Research, says the odds are even greater
you'll be a potential identity theft victim. They estimate one in six
adults have had their identities used by someone else since 1990, One
in six! That could be someone on your street, in your apartment
complex, in your Super Bowl pool, or sitting in the same row as you
at a PTA meeting. Could it be you? Do you even know?

Hassles for the victim don't end when the problem is reported, the
FTC survey found. Victims aren’t responsible for paying the thief’s
expenses, but all identity theft victims pay $500 on average to clear
their name. Victims of the most serious theft pay an average of
$1,200, but costs decrease the sooner the theft is discovered.

Clearing a victim’s name also takes time. Victims spend about 30
hours resolving the problem, with victims of the most serious crimes
spending about 60 hours restoring their credit.

But even if you aren't a victim, you pay for it. While identity theft
hits the victims the hardest, costing them $5 billion in out-of-pocket
expenses, the FTC reports identity theft cost business and financial
institutions nearly $48 billion. Do you think the companies are
absorbing these costs, maybe writing them off? More than likely
they’re passing them on to their customers in jacked up prices or fees.

Could This Be You?

At least in the sad tale above, Mark avoided jail. “At least,” you
say? The fact is that other victims of identity theft have fared far
worse. Consider the case of Steven Benke of Portage, Indiana.

According to a news account in the Gary Post-Tribune, Mr. Benke
had his identity stolen after misplacing his Indiana driver’s license in
May 2000. Somehow, Carter Metheny, of Michigan City, stumbled
across it and used the name and address to obrain a new license
containing his own picture and physical description. Metheny then
passed bad checks he endorsed with Mr. Benke’s name in Porter,
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LaPorte and other counties in Indiana to obtain cash and merchandise
by producing the driver’s license with Steven Benke’s name.

Eventually, the rea/ Steven Benke landed in the Porter County Jail
where he insisted he was innocent. On numerous occasions, he begged
authorities to compare his signature to the handwriting on the forged
checks, according to court documents. His claims, though, fell on
deaf ears.

After nearly eight months, Mr. Benke was transferred to the
LaPorte County Jail to face charges stemming from numerous other
check forgeries. Several weeks later, he persuaded LaPorte County
Deputy Prosecutor Thomas Alevizos to look into the matter.

“I called the Porter County prosecutor’s office and they said he
was telling them the same story,” Alevizos told the Indiana newspaper.
“Every place I turned it seemed like this guy was telling the truth.”

Alevizos said he went to the Indiana Bureau of Motor Vehicles
where he uncovered two driver's licenses that had been issued to Benke
that same year. One license contained Mr. Benke’s photo while the
other displayed a picture of a man larer identified as Carter Metheny.
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Eventually, all of the charges against Benke were dismissed. “The guy
spent nearly one year in jail falsely accused before they found out it
was Metheny,” said Alevizos.

“His voice wasn't heard because of other people who are guilty and
say they are not,” said David Sirugo, who was Mr. Benke's former
public defender in LaPorte County. But his ordeal wasn't over. Later
on, Mr. Benke had theft charges leveled against him in Porter County
as a result of Metheny’s criminal rampage. Metheny was arrested about
a year later, charged with theft-related crimes. At the time, he was
expected to receive a six-year prison sentence.

The Benke-Metheny case is not the only one of its kind. Recently,
Derek Bond, a 72-year-old British man, was imprisoned for two weeks
in South Africa after the FBI wrongly arrested him as a wanted
fugitive. He was freed when the real fugitive was collared in Las Vegas.
The U.S. Attorney’s Office believes this crook had been using Bond’s
identity as far back as 1989.

In a similar situation, Malcolm Byrd was arrested several times,
had his driver’s license revoked twice, lost pay while sitting in jail, was
eventually fired from his job and almost had his children taken away
by child protective services—all because a criminal continued to use

his identity.
Simple, Everyday Mistakes We All Viake

Every day, without giving much thought, we perform our daily
rituals. Maybe we write a check at the grocery store, charge tickets for
a show or a ball game, rent a car, search and buy merchandise online,
mail tax returns, call home on a cell phone, schedule a doctor’s
appointment, pay bills, order new checks, or apply for a loan or a new
credit card. Most of us don't give these everyday transactions a second
thought. But lurking in the shadows someone else may be after the
information we so readily give out.

Let’s face facts. Every day we share personal information about
ourselves with others. It’s so routine that we may not even realize we're
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doing it. Each contact and transaction requires us to share personal
informartion: our bank and credit card account numbers, our income,
our Social Security number, and our name, address and phone
numbers. Once a resourceful identity thief gets hold of even one piece
of your personal information, he or she can use it without our
knowledge to commit fraud or theft.

The grim numbers tell the rale. Overall, the number of people
who discovered misuse of their personal information has increased 41
percent, according to Betsy Broder, FTC assistant director of planning
and information. Crimes involving opening new accounts and other
frauds—which the FT'C considers the most severe category of fraud—
grew 17 percent.

It’s all too easy for criminals to acquire the personal information
they seek—particularly Social Security numbers. The FTC said
thieves often get hold of personal information by stealing credit and
bank cards, stealing or forwarding mail, rummaging through trash,
using personal information shared on the Internet, fraudulently
obtaining a credit report, or buying information from employees at
businesses with financial or personal information.

One way of obraining this information is by stealing a wallet or
purse. The thief then either uses the information or provides the
contents to a crime ring,

Once pilfered, Social Security numbers can be used to apply for
credit and even give a criminal access to another person’s credit report,
credit card numbers, date of birth and driver’s license numbers.

Careless handling of information by businesses we all deal with
is one reason such information is easy to come by. Long after we
leave their store or office park, our transaction records, applications
and others documents are often thoughtlessly tossed in the trash
without shredding them. Sometimes, dishonest employees pilfer
computer files and personnel records.
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TEST YOUR ID THEFT POTENTIAL

Take the following quiz about your personal habits. Do you:

store your personal information in a secure location in your
home, especially if you have roommates, employ outside
help or are having service work done in your home?

know the information security procedures in your workplace?
Who has access to your personal information?

pay attention to your billing cycles and follow up with
creditors if your bills don't arrive on time?

keep your purse or wallet in a safe place at work and know
where they are at all times?

tear or shred your charge receipts, copies of credit
applications, insurance forms, physician statements, checks
and bank statements, expired charge cards that you're
discarding, and credit offers you get in the mail?

carry your Social Security card in your wallet or purse?

give out personal information on the phone, through the
mail or over the Internet when you haven't initiated the
contact or aren‘t sure you know who you're dealing with
(identity thieves may pose as representatives of banks,
Internet service providers—also called ISPs—and even
government agencies to get you to reveal your Social
Security number, mother’s maiden name, account numbers
and other identifying information)?

use easily available information for your passwords such as
your mother’s maiden name, your birth date, the last four
digits of your Social Security number or your phone number,
or a series of consecutive numbers?

deposit outgoing mail in your own unsecured mailbox
rather than a post office collection boxes or at your local
post office?

If you answered “No" to questions 1 through 5, or “Yes” to
questions 6 through 9, you are a prime candidate for identity theft!
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Avivah Litan from the Gartner Group said many companies
don’t fully appreciate the seriousness or scope of the problem.
“Many banks, credit card issuers, cell phone service providers and
other enterprises that extend financial credit to consumers don’t
recognize most identity theft fraud for what it is,” said Litan.
“Instead they mistakenly write it off as credit losses, causing serious
disconnects between the magnitude of identity theft that innocent
consumers experience and the industry’s proper recognition of the
crime. This causes a disincentive to fix the problem with the
urgency it requires.”

Consider your own experiences. How many retailer clerks check
your signature when you buy something? Few, if any, right? Either
the companies don't instruct sales clerks to verify signatures on
credit cards and credit card slips, or tell them not to for fear of
“offending” good customers. And if it is company practice to have
clerks ask for additional identification or to verify a signature, how
many managers observe whether their clerks actually bother?

Think about it: Have you ever been asked for a second form of
identification when a clerk wasn't sure about your identity when
using a credit or debit card? Have you even had a clerk scrutinize
your photo on your driver’s license when paying by personal check?

If you order by mail or on the Internet, do you know if the
company makes it a common practice to call the customer’s
registered home number, especially on phone orders? If someone
tells them they have moved or the information doesn't match what’s
in the files, is it their procedure to contact you for verification?

Unfortunately, law enforcement doesn’t investigate many of
these type crimes. The sad fact is that there are just too many
identity theft cases for them to handle and they just don’t have the
personnel or time to treat them as priorities. Frankly, law
enforcement agencies are much more concerned and busy with
other property and violent crimes such as breaking and entering,
mugging, and robbery by gunpoint and bank thefts. Meanwhile,
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more and more criminals and organized crime rings are moving to

identity theft.

[ A

Experts recommend that you review your credit report
regularly. The Identity Theft Shield makes it easy.

You'll receive an up-to-date credit report through
Experian at no additional charge with your
membership!

A detailed analysis of your Personal Credit Score will be
included with your first credit report. You can use this
analysis to evaluate your current credit standing.

For more information:
http://www.jeferrer.com/identitytheft/index.php
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INTERNET FRAUD STATISTICS

Total Loss Overall: $14,647,933

Average Loss: $468

2002 Top 10 Frauds

Online Auctions

General Merchandise
Nigerian Money Offers
Computer Equip/Software
Internet Access Services
Work-at-Home Plans
Information/Adult Services
Travel/Vacations

Advance Fee Loans
Prizes/Sweepstakes

t Methods Overall

Credit Card
Money Order
Check

Debit Card
Bank Debit
Cashiers Check
Cash

Wire

Other

Initial Contact Overall

WWW

Email

Ages of Victims Overall

Under 20
20-29
30-39
40-49
50-59
60-69
70+

20.0%
5.0%
4.0%
0.5%
0.4%
<.1%
<.1%
<.1%
<1%
<.1%

34.0%
30.0%
14.0%
7.0%
6.0%
3.0%
2.0%
1.0%
3.0%

94.0%
6.0%

3.0%
25.0%
28.0%
25.0%
14.0%

4.0%

1.0%

Source: National Consumers League




WHO ARE THE VICTIVIS?

Anyone can be a victim. Victims of identity theft come from
all walks of life, occupations, income levels, and age, and they live in
different size cities and towns in all 50 states. Sometimes simply
having your name in a computer database can be enough. Consider
these recent revelations:

® A computer breach allowed hackers to view eight million credit
card numbers in the system of Omaha-based processing
company Data Processors International. The card companies
affected—Visa, MasterCard, and American Express—claimed no
information was used fraudulently, yet Gartner Financial Services
predicts at least 1 percent of those accounts—some 80,000
consumers—can expect to become targets of fraud as a result.

& More than 55,000 students, former students and employees of
the University of Texas had their identities compromised when a
hacker broke into the UT system and gained access to their
names, Social Security numbers and e-mail addresses last
February. “We flat out messed up on this one,” said Dan
Updegrove, vice president of UT’s Information Technology.

& In 2002, online merchant Guess Jeans was caught with their
proverbial “pants down” when a 19-year-old novice programmer,
testing the site’s security before buying a pair of jeans, broke in
and retrieved 200,000 customer names and credit card numbers,
despite the site’s claim of being “secure.” A Guess spokeswoman
says they've zipped up their security since then.
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Why Me?

The fact is, identity theft is an equal opportunity crime. Victims
include teachers and principals, nurses and doctors, secretaries and
CEOs, police officers, construction workers, retirees, students, and
yes, even employees of district attorney's offices. Many celebrities have
found out the hard way they are not immune.

In January 2003, a Sacramento, CA man was convicted of using
Tiger Woods™ identity to apply for credit cards and accrue about
$17,000 in unpaid expenses. Prosecutors say Taylor used Woods™ real
name, Eldrick T. Woods, to apply for credit cards and purchase
televisions, stereos, a used luxury car and services.

The “real” Mr. Woods testified that he never accrued expenses
such as renting a rental truck in the Sacramento area or applying for a
credit account at a local furniture store. Taylor’s defense attorney,
James Greiner, told the jury that it was ridiculous to think that anyone
would believe his client was one of the world’s most recognizable
celebrities. Maybe...but someone did!

The following March, Abraham Abdallah was arrested by the New
York Police Department and has been charged with attempred grand
larceny in the first degree and possession of forged devices. Abdallah
is accused of masterminding a scam to steal identities by using
computers in a Brooklyn library to obtain credit records of chief
executives and celebrities.

Authorities say Abdallah used the Web to steal money from the
financial accounts of celebrities and business executives he may have
found on the Forbes list of the “400 Richest People in America.”
Before he was caught, Abdallah stole money from Oprah Winfrey,
Steven Spielberg, George Lucas, Martha Stewart, Ross Perot, Ted
Turner, investors George Soros and Warren Buffett, and many other
prominent executives.

According to a report in the New York Post and other New York
newspapers, Abdallah, who worked as a busboy in a New York
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restaurant, allegedly duped credit companies into providing credit
histories of the celebrities by sending them forged document requests
on the stationery of leading investment banks, including Merrill
Lynch and Goldman Sachs. He then apparently used the data to gain
access to the celebrities’ credit card numbers and brokerage accounts.

Using Web-based e-mail services available through computers in a
branch of the local lending library, Abdallah allegedly made many
requests to transfer funds from the existing accounts of the rargeted
people to phony accounts he had constructed. Abdallah may have
successfully employed his ruse for as long as six months.

Abdallah also apparently used a Web-enabled cell phone and fax
and virtual voice mail to make his requests seem more legitimate. He
would create voice mail accounts in the area codes of his victims and
then access them from New York. Callers, thinking they were leaving a
message for Microsoft co-founder Paul Allen in Seattle, for example,
would have heard a greeting (in Abdallah’s voice), and Abdallah could
have checked any messages left at that number.

Police detectives also claim Abdallah used a sophisticated set of
mail drops to pick up his loot, sometimes using multiple couriers to
take one package to its eventual destination, and monitoring the
whereabouts of his packages sent to him via Federal Express and UPS.

According to the Post, the use of Web-based e-mail also led to
Abdallah’s downfall when he requested the transfer of more money
than existed in the Merrill Lynch account of Thomas Siebel, founder
of Siebel Systems, an e-commerce software provider.

The NYPD gradually unraveled the electronic trail left by
Abdallah and nabbed him in dramatic circumstances after a sting
operation, with the arresting officer diving through the sun roof of
Abdallah’s car to handcuff him. It was only after the arrest, law
enforcement authorities say, that they discovered Abdallah’s dog-eared
and heavily annotated copy of Forbes, marked up with addresses,
phone numbers, bank account numbers, Social Security numbers, and
more information about the well-known people on the list.
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VWe, The Victims

While each identity fraud case is unique, the victim’s story is
usually the same. Most receive little to no help from any of the
authorities that issued the identifying information to them in the first
place, including credit card companies, the Social Security
Administration and the Department of Motor Vehicles. Many victims
also say they don't receive much assistance from banks and credit card
companies. They describe difficulty even reaching someone at the
credit card companies, and tell how some creditors simply refuse to
believe them—as if they're the criminals.

Across the nation, many police and sheriff’s departments won't
issue a police report to the victims—something victims need to prove
their innocence to creditors. It’s also typical for them to find flagging
their credit report for fraud doesn’t always stop the impostor from
opening new credit accounts. Adding insult to injury, victims also
have to put up with abusive collection agencies, which threaten them
with repossessing their houses and cars.

Cleaning up the mess is a time-consuming task for the victims.
Many end up taking days or weeks off work so they can make the
necessary phone calls, write the letters and have affidavits notarized.
According to a report from the California Public Interest Research
Group (CalPIRG), the typical identity-theft victim spends 175 hours
actively trying to resolve the problems caused by the theft. Problems
include clearing up credit reports, filling out and submitting affidavics
and dealing with lawyers.

If the victim is 2 member of your staff, you may lose hundreds of
productive hours while your employee tries to straighten out their
personal nightmare, and their problem, indirectly, becomes yours. The
financial costs can be great as well, as victims must deal with a
constant barrage of legal fees, phone calls, and miscellaneous expenses.
Some victims end up saddled with the problems from identity theft
for up to 10 years.
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Privacy Violated, Independence Snuffed

There are also emotional tolls. Victims say they feel violated,
vulnerable and very angry. Victims have used the word rape to
describe how they feel.

“I felc totally helpless,” Landon Browning, an engineer in San
Francisco who fell victim to an identity thief last year told ABC News
in a story on identity theft. “I never knew when something new might
spring up. I was totally depressed about it.”

“It was as horrible feeling,” says Robert, a Web developer in
Washington, D.C., who asked that his last name not be used. “You
feel violated.”

For some people, the experience can threaten more than just their
bank account. “It almost tore apart my marriage,” Robert Calip, a victim
from Washington State told CBS. “Things were so bad that at one point
my wife and I were on the verge of divorce. We were really at our wits’
end.”

Privacy Rights Clearinghouse, a non-profit consumer information
and advocacy program based in San Diego, CA, reports it’s not
unusual to counsel—and console—victims who are weeping, or close
to tears, because they can’t stop what's happening to them. Then there
are senior citizens who are frightened they will lose their life savings
and their homes.

Is it any wonder why victims feel violated, helpless and angry? In
the aftermath of their identity theft, they are often unable to rent an
apartment, get a job, obtain a mortgage or buy a car, because someone
else’s bad credit history is hounding them. The entire burden of this
crime is placed on the shoulders of the victims.

In one case Privacy Rights Clearinghouse knows about, a
perpetrator was a major drug dealer who was using the identity of a
high-tech company president. In the aftermath of “his” crime, the
executive, who often travels out of the country, now has to carry a
letter from law enforcement explaining he is not the drug dealer, since
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it had become routine for him to be pulled in for inspection every
time he came back to the U.S. Recently, law enforcement agents from
another state entered his bedroom in the early morning hours and
tried to arrest him at gunpoint. He was able to eventually prove his
innocence, but it took some doing.

Victims quickly learn they must be savvy and tough. To clear
things up they must be assertive with the credit card and banking
industries and officials. Unfortunately, many people find they are not
equipped to deal with the problems this crime brings upon them:
maybe English is not their first language, or they cannot communicate
at the level of complexity that the problem requires. Others are
semi-literate or illiterate and can’t write the necessary letters.
Unfortunately, there isn’t enough consumer assistance for victims of

identity theft.

Your credit files will be regularly monitored.
Suspicious activity will be brought to your
attention, providing you with early detection.

You'll receive prompt notice if any new accounts
are opened in your name...or if derogatory
notations are added to your credit report.

A professional thief can assume your identity in
just a few hours, but it can take years for you to
restore your credit standing.

For more info about the Identity Theft Shield:
http://www.jeferrer.com/identitytheft/index.php
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CHAPTER Il

BAND-AID REMEDIES?

To some degree, awareness of identity theft has increased over the
past five years, primarily because of media coverage and alarms
triggered by consumer advocates. As a result, some legislative and
regulatory attention has been given the issue. There is a federal law on
the books, the “Identity Theft and Assumption Deterrence Act.” It
makes identity theft a federal felony when someone knowingly uses
the identification of another person with the intention to commit any
unlawful activity under federal and starte law.

Wisconsin Congressman Jerry Kleczka would like to take the law a
step further and has introduced a bill (H.R. 1450) that, among other
things, prohibits the commercial acquisition or distribution of Social
Security numbers without the holders’ consent and limits their use as
personal identification numbers.

But while there is a heightened awareness among lawmakers that
something must be done, so far, little of substance has been
accomplished. In recent years, other identity-theft bills were
introduced in the Senate but have either languished or been watered
down. Political pressure from the credit industry makes it doubtful
any bill restricting the sale of personal information will become law.
According to the Privacy Rights Clearinghouse, identity thieves are
rarely apprehended and sentenced. If they are, penalties are minimal
and rarely include jail time. Community service and parole are
common.

Compounding the problem, identity theft frequently crosses
jurisdictional boundaries with the crimes often occurring outside the
city or county in which the victim lives. Under those circumstances,
where does the individual report the crime?
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Making matters worse, many states do not have specific identity
theft statutes. Even when such a statute exists, the definition of identity
theft often varies from jurisdiction to jurisdiction and the format of
crime reporting can easily cause cases to “fall through the cracks.”

HAS THIS EVER HAPPENED
TO YOU? YET?

You receive a phone call or letter stating you
have been approved or denied credit for
accounts you never requested.

You no longer receive your credit card
statements, or you notice that some of your
mail seems to be missing.

Your credit card statement includes charges for
things you know you never bought.

A collection agency tells you they are collecting
for an account you never opened.




THE AGE OF VISUSED
INFORMATION

Information about us is gathered and disseminated—both with
and without our knowledge—from the time we’re born until the day
we pass away. Computers, networks and the Internet have increased
the amount of personal information about us and reside in far-flung
databases. Computers have made information gathering faster, and it’s
easier to disperse that information from one corner of the globe to the
other. Very little regulation controls what happens to this personal
information, and too often it is sold to anyone who has the means to
purchase it to do with it whatever they want.

In the past, taking someone’s identity or creating a new one meant
using their passports or birth certificates and pretending to be this
new person, according to Chris Cherrington, an analyst at research
firm, Frost and Sullivan. “To steal someone’s identity today no longer
requires forged birth certificates or smudged photographs in driver’s
licenses but a smattering of technical knowledge,” he said.

The major law enforcement agencies whose job it is to investigate
identity theft crimes in the United States say the Internet has
dramatically affected the way they do business. “[The Internet] has
changed the entire landscape of law enforcement,” says Bruce
Townsend, special agent in charge of the Financial Crimes Division of
the Secret Service. “It’s been a major challenge for us to deal with
the cyber age.”

This challenge comes with significant costs: Not only must
agencies like the Secret Service upgrade their systems to keep up with
rapidly changing technologies; their staffs must also be well versed in
the techniques and lingo of the cyber world. “Today,” said Townsend,
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“all new recruits get a badge, a gun and a laptop.”

According to the FTC, of the roughly 25,000 complaints received
for 2000, 25 percent were related to online fraud and deception.

Dr. Neil Barrett, technical director at security consultancy IRM,
explained that the crime is moving to the online world in two
different ways: “You can either create an online personality by
masquerading as someone else, or you can start to use someone else’s
existing details as your own.” Experts agree the Internet is an ideal
channel for those who wish to create multiple identities because users
can interact without proof of real physical presence.

Adrian Wright, director of I'T security at Reuters UK., said the
lack of necessary physical presence could create a way in for the
criminal regardless of where the victims live. “The amount of identity
verification information needed in an online transaction is very litde:
birth dates, mothers’ maiden names, addresses and a password, which
can all be easily guessed,” he said.

If It’s Nlot Nailed Down

Law officials say the crime is remarkably easy to perpetrate. “It’s
incredibly easy,” said security expert John Vranesevich. “Even the most
novice user can get online and with a little bit of teaching could
[commit identity theft] in an hour.”

All that is required is snippets of information about its rightful
ownet, said Betsy Broder of the FT'C. In many cases, this information
can be readily found online via various data services like U.S. Search
or Net Detective, or even offline with the phone book.

Armed with such information, an identity thief can open a bank
account, take out a loan or order credit cards—all of which can now
be done from the anonymity of a personal computer.

Compounding the ease of the theft is growing demand for the
stolen data: There is a vast virtual black market on the Web, using
tools like Internet Relay Chat (IRC) and Instant Messenger (IM),
where individuals buy and sell stolen credit card and Social
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Security numbers with the same ease with which they might buy or
sell merchandise on eBay.

Since the Internet is a global phenomenon, the traffic in stolen
identity flows effortlessly across borders. “Today, a hacker in Moscow
can break into a system in Singapore, steal credit card numbers and
transfer them via the Internet to a co-~conspirator in Buenos Aires,
where merchandise will be purchased that is transshipped and sold on
the streets of Miami,” said Townsend.

Townsend said the current identity cheft hot spots are Eastern
Europe and Southeast Asia, where the level of education and technical
sophistication is high, and where tracking down and prosecuting
criminals can be very problematic.

“Card details are easily obtainable from hard copy printouts or by
telephone or directly from a user’s PC,” explained Winn Schwarrtau, a
security expert and author,

A former hacker, named “Jericho,” rold the Web site Silicon.com
that current personal information protection methods used by banks
simply act as an invitation to criminals: “Most credit cards are
protected by four digit PINs which are very easy to guess with the
help of a basic PC. You can even find software programs designed to
do this.”
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If your identity is stolen, get more than just
information about how to restore your name and
credit rating. We'll do most of the work required
should this happen to you.

You'll have a toll-free number to report any potential
discrepancy in your credit report. If the discrepancy
is identity theft, a Fraud Restoration package will be
rushed to you and our investigators will assist you
every step of the way.

For more info about the Identity Theft Shield:
http://www.jeferrer.com/identitytheft/index.php



http://www.jeferrer.com/identitytheft/index.php

SEVENTEEN WAYS TO STEAL
YOUR IDENTITY

The Categories

Identity theft can be divided into three broad categories:

4. “True name” fraud occurs when someone uses your personal
information to open a new account.

2. In an “account takeover,” the person gains access to an
existing, legitimate account: yours.

3. Someone uses your personal information to avoid prosecution
commits “criminal” identity cheft.

Often these schemes overlap and have common elements. The end

result is the same. An innocent person is ripped off.

The List

Here’s a list of the most frequent ways identity theft happens.
There are many more schemes than these, and new ones are concocted
every day. Unfortunately, many victims haven’t a clue as to how their
identifying information was obtained by the impostor.

1. Mail Theft

2. Dumpster Diving: One Man’s Trash. ..

3. Counterfeit Credit and Debit Cards

4. Employee Theft: Access to Company Data
6. Stolen or Lost Wallets and Purses

6. Account Takeover
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7. Shoulder Surfing

8. Friends and Relatives

9. Revenge
10. Burglary
1. Pretext: Phone Scams
12. Skimming
13. Phony Bankruptey
14. Scanning tlhc Newspaper
15. Social Security Number Theft and Misuse
16. Raiding Old Computers
17. Computer Fraud

1. Mail Theft

“In November 2000, I found our that someone used my information to obtain
a cell phone. Since then, I've been living a nightimare. My credit report is a mess.
It’s a full-time job to investigate and correct the information.”

From a consumer complaint to the FTC

Mail theft, a principal way of obtaining identifying information, is
accomplished when people leave their paid bills in an unlocked
mailbox for the carrier to pick up rather than dropping them off at the
Post Office. Maybe you're the type of efficient person who puts his or
her mail out and raises the red flag in the evening before going to bed.
If enough people on your street do this, your neighborhood becomes a
virtual midnight shopping mall for identity thieves.

Identity thieves particularly seek out new credit cards sent through
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the mail. How often are we aware were due for a new card from our
friendly credit card company (who sends it via regular mail, without a
return receipt requested)? Even if we're waiting for a new one, it only
takes a day or more for a criminal to run up thousands of dollars
worth of charges on our cards before we realize it's been pilfered.

In the change-of-address routine, a thief fills out a change-of-
address card so the victim’s mail is diverted to the thief’s drop box.
Then the thief obtains bank statements and credit card bills or pre-
approved offers of credit containing enough information to
impersonate the victim. The Postal Service recently began verifying
change of addresses in order to make this more difficult, but too often,
crooks are one step ahead of any remedy.

2. Dumpster Diving: One Man's Trash...

Jane and her husband, both professionals living in Michigan, were
about to buy their first home when the loan officer informed them
that their credit was overextended. Someone in Texas had used Jane’s
name and Social Security number to obtain numerous credit cards, a
BMW, health care and a mortgage. It took two years to clean up the
mess and purchase a new home. The nightmare has finally ended, but
the fear of future problems is ever present.

Sometimes, credit card slips and loan or credit applications are
fished from the trash. By filling out a credit application, an impostor
can change the victim’s name and identifying information and have it
sent to another address. The major credit card issuers say they are now
more wary of changes of address, but their efforts are not foolproof.

Unfortunately many businesses, banks, mortgage companies and
restaurants do not shred documents pertaining to us. Credit card slips,
photocopies of checks, private phone numbers, prescription forms,
duplicate receipts and even employees” personal records and histories
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are being carelessly tossed out, there for the thief’s taking.

It’s an all-too-common practice for identity theft criminals to dig
into trash cans behind retailers, doctors’ offices, video rental stores,
retailers and large department stores and mortgage brokers’ offices,
bringing up handful after handful of sensitive information. It’s all
there for the taking; all the information an impostor needs to
assume an identity and steal thousands of dollars in merchandise,
cash and services.

But it’s not always some two-bit criminal. Organized crime rings
are also involved, using the information themselves or selling it on the
black market.

Poor document handling often results from lack of awareness: the
company does not establish secure methods of information disposal,
and employees don't realize the serious implications of identity theft.

But we're also to blame. How often do we toss unwanted credit
card solicitations right into the trash without even opening them?
What about those blank checks our credit companies send to us in
bunches to get us to draw down our unused credit limits? What do
you do with those? Many of us just flip them into the trash without
tearing them up first.

Again, if you're the efficient type, you might put your trash out
the night before it’s due to be collected. When you see your cans
overturned in the morning and scattered around the yard, do you
assume a cat or other animal did it? You might be right about the
“other animal.” But what you might not suspect is that it was due
to a two-legged breed rummaging for information goodies and not

for food.

3. Counterfeit Credit and Debit Cards

In February 2003, seven Floridians were indicted for using online
Federal Court records to steal identities of prisoners and defrauding
banks of more than $1.7 million. The defendants used the U.S,
District Court’s Internet-based PACER system and other means to
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acquire biographical and credit information for prisoners. “PACER”
(Public Access to Court Electronic Records) is a computer program
used by the administrative office of the U.S. courts,

The technology to make a counterfeit card is as close as your
nearest electronics store and has evolved into Internet sites offering
“free” cards. A counterfeit card is created when someone possesses
your card number, and then uses the coding of your magnetic strip to
create their own card with their own name printed on the front.

When you receive your monthly statement, to your dismay, you
notice thousands of dollars of charges that you did not make. That is,
if you're savvy enough to check your statement ar all.

4. Employee Theft: Access to Company Data

John worked as a part-time bookkeeper for Dr. Stone, an
ophthalmologist. John’s job entailed accepting cash and checks from
patients. He began to divert tens of thousands of dollars into a
checking account in a neighboring town using Dr. Stone’s name. He
began to impersonate Dr. Stone and ordered eyeglasses and equipment
for a new eye clinic using Dr. Stone’s credit profile, license, etc. He
hired staff and even continued to work as a part-time bookkeeper while
diverting the funds he needed. Dr. Stone only learned of the business
identity theft when John's business began to fail and creditors started to
harass the doctor. Dr. Stone’s reputation was destroyed and his quest to
regain his credibility and sanity is ongoing.

Linda Goldman-Foley, director of VOICES (Victims of Identity
Crimes Extended Services), a non-profit organization that publicizes
identity theft awareness, points out many companies don limit or
control the number of people who have access to sensitive information
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and few have established data security procedures for each type of
identifying documentation their employees handle.

Making matters worse, many companies don't have a process to
screen employees who have access to personal information, especially
part-timers. This includes out sourced employees who may be in the
office unsupervised, including cleaning crews. When a company uses
Social Security numbers for employee and customer identification and
that information is not stored in a totally secure location, it could be a
disaster waiting to happen.

Ms. Goldman-Foley knows this is true from personal experience.
She became an identity theft victim when her employer used her
personal data to apply for several credit cards and a cell phone.

Today’s modern office technology—e-mail, voice mail, personal
computers, cellular telephones, answering machines and other
services—are neither private nor secure. Despite what many think,
these are not reliable ways to transmit sensitive messages. In addition,
many are lulled into a false sense of security thinking that “deleting”
messages actually remove information from a hard drive. Messages
people thought were deleted have been reurieved and used as evidence

in lawsuits.

B. Stolen or Lost Wallets and Purses

Mary’s purse was stolen while on vacation. When she got home she
found several new credit cards in the mail, ones she never applied for.
The bills followed several days later. The impostor had found her Social
Security number on her health insurance card and used it to secure
“instant” credit at various stores. He maxed out the accounts the day
they were opened, leaving Mary to deal with the collection agencies.

Even if your wallet or purse is returned intact, there’s no way to
know whether someone copied your personal information.
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8. Account Takeover

“My wallet was stolen in December 1998. There's been no end to the problems
D've faced since then. The thieves used my identity to write checks, use a debit card,
open a bank account with a line of credit, open credir accounts with several stores,

obtain cell phones and run up huge bills, print fraudulent checks on a personal
computer bearing my name, and more, I've spent the last two years trying to repair
my credit report (a very frustrating process) and have suffered the ill effects of having
a marred credit history. I've recently been denied a student loan because of
inaccurate information on my credit report.”
From a consumer complaint to the FTC

Account takeover is one of the most common forms of identity theft. It
doesn' require the technology of a counterfeit card or the waiting time of 2
fraudulent application.

Account takeover occurs when someone acquires your personal
information. Often they do not need your actual card number. Once
the perpetrator has your information, he or she will contact your
credit card company and change the address on your account.

Next, they call and report your card lost or stolen and request a
new card replacement. The new card is then sent to the new billing
address on the account. Voila! The criminal has successfully taken over
your account.

Playing right along without their knowledge, companies often link
PINs and other information to the new card auromatically. The
criminal can access cash, and sometimes even have access to the
checking account information that you provided to your credit card
institution. Despite all the new security measures that many card

companies now have, account takeover incidents are on the rise.
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7. Shoulder Surfing

“I applied for a loan in November 2000 and was told I had bad credit.

1 requested a credit report in November 2000 and found all sorts of crazy
information on it. I'm single but was listed as married. When I renewed my
driver’s license by mail, I was surprised to find someone elsé’s face on my license.
This is a nightmare and requires a large amount of my time.”

From a consumer complaint to the FTC

Without you realizing it, your phone conversations could be
overheard while you're conducting personal business. Also, while
you're focused on an ATM transaction someone could be zeroing in as
you enter your PIN and you might not even know it. If you didn’
notice that, is it likely you would notice if the same person followed
you home to find out your address, adding to his other file of personal
information abourt you?

8. Friends and Relatives
Charlie had his identity stolen when a friend of a landlord copied

some information from an apartment rental form sitting on a desk.
The impostor used that information, which included Charlie’s Social
Security and driver’s license numbers, to get a duplicate driver’s license
and accumulate more than $50,000 in credit card bills. Then he used
the victim’s name when arrested by the police for drug smuggling.
Charlie was forgiven all the debts but his name still is on a national
crime register. He is forced to carry a letter of clearance with him
wherever he goes to prove he is not the felon who used his identity.

Relatives or friends, roommates, acquaintances, acquaintances of
acquaintances, household workers such as health care givers or spouses
going through a bitter divorce can easily obtain a victim’s Social
Security number, driver’s license number and credit card numbers. This



Seventeen Ways To Steal Your lderntity 'ﬁ

is much more common than most people would believe.

“More than half of all identiry theft—where the method of theft is
documented—is committed by criminals [who] have established
relationships with their victims, such as family members, roommates,
neighbors, or co-workers,” said Avivah Litan, vice president and
research director for the Gartner Group.

8. Revenge

One of the ways for someone to get even after a falling out with a
family member or well-known acquaintance is to steal their identity
and damage their financial standing and reputation.

Take the case of Dana and David. They were married for 25 years,
and both were physicians and business partners. Learning that David
was having an affair with their receptionist, Dana asked for a divorce.
David vowed that she would never get anything from the business.

Her husband had a great repuration and political influence and he
began to use it to destroy Dana’s life. While the divorce battle raged,
Dana began receiving collection calls, money was stolen from her
accounts, and she was billed for things she didn't order. Her phone
was disconnected “by mistake” and her mail was stolen. One day, the
FBI arrived at Dana’s medical office and arrested her for writing
painkiller prescriptions she had never authorized.

Dana went to trial with an attorney who didn’t allow her to testify
and didn't make a case that she had been framed (she later found out
the lawyer was a friend of her ex- husband). She was convicted on a
drug charge and is trying with a new attorney to get a new trial.

10. Burglary

A Texas man somehow obtained a woman’s stolen driver’s license
and combined it with his state identity card, his name and picture,
and her address and identifying information. Car thieves had stolen
the woman's purse from her home. Someone used a credit card stolen
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during the break-in to run up $4,000 in purchases. Her husband had
already cancelled the cards but he’s worried someone might have
collected other personal information in the theft. He hadn’t known
what had happened to his wife’s license until a reporter told him that
police found the missing license on a convicted thief, at 3 a.m. while

investigating a suspicious car.

For those unfortunate enough to have their home burglarized, the
reaction is usually the same: they check to see if cash, jewelry and
other valuables have been stolen. What they don't typically check,
though, is whether old checks, unused and activated credit cards, and
those blank checks our credit card companies love to send us have
been pilfered. Other things also forgotten—but not by crooks—are
passports, Social Security cards, birth certificates and other forms of
identification.

11. Pretext: Phone Scams

Pretexting is the practice of getting your personal information
under false pretenses. Pretexters sell your information to people who
may use it to get credit in your name, steal your assets, or to investigate
or sue you. Pretexting is against the law.

Pretexters use a variety of tactics to get your personal information.
For example, a pretexter may call, claim he’s from a survey firm, and
ask you a few questions. When the pretexter has the information he
wants, he uses it to call your financial institution. He pretends to be
you or someone with authorized access to your account. He might
claim that he’s forgotten his checkbook and needs information about
his account. In this way, the pretexter may be able to obtain personal
information about you such as your Social Security number, bank and
credit card account numbers, information in your credit report, and
the existence and size of your savings and investment portfolios.
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There is a law against this practice. The Gramm-Leach-Bliley Act
(“GLB”) prohibits individuals from obtaining a customer’s
information from a financial institution or directly from the customer
using false representations, fictitious documents or forgery.

Section 521 of GLB specifically prohibits the following pracrices
when used to obtain customer information from a financial institution:

® Making or attempting to make a false representation or
statement to an officer or employee of a financial institution;

@& Making or attempting to make a false representation or
statement to a customer of a financial institution; and

® Providing, or attempting to provide, a forged or fictitious
document to an officer or employee of a financial institution.

For example, it is a violation of GLB to pose as a customer of a
financial institution to obtain personal financial information, to
deceive the customer into providing personal financial information to
you or to provide a financial institution with a document known to be
fictitious for the purpose of obtaining customer financial information.
More on these scams later.

Keep in mind that some information about you may be a matter
of public record, such as whether you own a home, pay your real
estate taxes, or have ever filed for bankruptcy. It is not pretexting for
another person to collect this kind of information.

12. Skimming

Kathryn Mangold, a manager at a hospital in London
unknowingly became a victim if identity theft in April 2003, when a
week after shopping in central London in the UK., she received a
letter from Barclaycard, Britain’s biggest credit card company, which
had issued her a Visa card. Although Ms. Mangold says she is careful
with her cards, she was shocked to read that there had been abnormal
activity on her account.

After speaking directly to the bank she found out that someone
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had gone on a shopping spree the weekend after her shopping trip
and, using her card details, had spent the equivalent of more than
$800 in a computer superstore and a toy store chain. Lucky for her,
the bank acted quickly and canceled her account number.

Ms. Mangold was a victim of skimming or cloning: an escalating
and highly effective form of credit card fraud. Her tale of woe was part
of a story on skimming that recently appeared on ABC News.

Experts say skimming is one of the most difficult types of credit
card fraud to prevent because the criminals work so fast that they leave
almost no trace.

Skimming is costing credit card users around the world millions of
dollars in phony charges, as stolen clones are sold and used in the U.S.
and elsewhere. The practice took off in the United States several years
ago and is beginning to approach the scale of fraud that plagued credit
cards in the carly 1990s before new precautions were taken, according
to Gregg James, a special agent with the Secret Service’s Financial
Crimes Division in Washington.

As many as 10 to 15 restaurants a week across the United States
are cited by industry sources as harboring skimmers, James told ABC
News. “Any place you use your card, you could be a victim.”

Here’s how the scam works. Criminal gangs recruit gofers, who
then find temporary work within restaurants, hotels and retail outlets.
The recruits are given small, illicit, electronic devices known as
skimmers that caprure all of the credir or debit card’s details in the few
seconds that it takes to swipe the card through the machine.

When unsuspecting customers go to pay their bill, their card is
first swiped through the legitimate credit card machine, but then,
secretly, it is also swiped through the smaller skimmer machine.

The gofers then pass the gadgets on to counterfeiters, who pay
them the equivalent of around $150 for their part in the crime. Once
the details have been given to counterfeiters, they download the
information on to a computer and make up a fake card. The “cloned”
card is embossed with the details of the victim’s credit card and passed
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on to gang members who, police say, may sell it for berween $400 and
$700, depending on the perceived credit limic.

Gold or platinum cards are normally targeted because of their
higher credit limit, meaning the bank takes longer to realize there is a
problem. And criminals spend, on average, about $2,800 per card,
with large and frequent transactions typically over a two-day period
before discarding the card, according to one expert.

While the whole process of getting a cloned card on to the streets
can take less than a day, the customer is none the wiser, since his own
his credit card is in his wallet. In fact, vicrims may not realize they've
been taken until they check their statements at the end of the month.
By that time the criminal has moved on and the electronic and paper
trails are cold.

London police recently cracked a massive credit card fraud ring
and earlier this year, two Russian nationals were sentenced to four
years each and also served with a deportation order for their parts in
the crime.

One of them, Vladimir Stronguine, distributed skimming devices
and controlled a network of waiters working throughout London’s
restaurants. The second, Alexander Tanov, was the “card maker” who
had turned his bedroom into a virtual credit card factory.

Tanov’s equipment was capable of producing near perfect replicas
of American Express, Visa and MasterCard credit cards. When
confiscated, police found 500 credit card details on his computer—
only one in five had been taken from cards issued by British banks;
the rest had been lifted from cards issued across the United States and
Europe.

At the time of the arrests, police found evidence of fraud totaling
$300,000. Had the Russians been left to continue, authorities believe
the operation would have resulted in losses of $7 million.

But while card details are often stolen in Britain, experts say the
cloned cards are used all over, especially in the United States. New
York is also considered a “hotbed” of skimming among U.S. cities.



“The rapid growth in counterfeit fraud is not a U.K.-based problem;
it is a global problem,” says Brian Moore of Europay, the European
arm of MasterCard International. “Coupled with the fact that fraud is
no longer an opportunist crime but an organized crime, people need
to be very aware of where their card is at all times.”

13. Phony Bankruptcy

This scam targets people whose home mortgages are in trouble.
The scammers—running ads saying something like “Be debt-free in
12 months™—promise to take care of problems with mortgage lenders
or to obtain refinancing for the victim. Sometimes they ask the
victims to make mortgage payments directly to them. They may even
ask victims to hand over property deeds. The scammers pocket all the
money the victim has paid and file for bankruptcy in the victim’s
name, usually without the victim’s knowledge. Victims lose their
money and their homes and are left with a bankruptcy listed on their
credit records.

14. Scanning the Newspaper

If you're looking for a loan, thart official-looking newspaper
advertisement you answer would not only avoid providing the money
you seek but also drain your bank account. Recently, the Federal
Deposit Insurance Corporation (FDIC) released a warning to
consumers about bogus ads placed in small or community newspapers.
“On face value, you would not know there was anything out of the
ordinary,” said FDIC Spokesperson David Barr.

The bogus ads offer mortgage, small business, debt or
consolidation loans. The ads look real because they use the logos of real
banks—but with different contact information. The contact numbers
in the ads have been traced to prepaid cell phones.

Potential victims who apply for these bogus loans are asked to
provide their Social Security numbers and are then told their loans



Seventeen Ways To Steal Your Identity @l

have been granted. The scammers fax the victim a loan application,
requesting bank account information and sometimes a copy of the
applicant’s driver’s license and Social Security card. The scammer
then asks for an advance payment through a Western Union wire
transfer. Only when the fake loan never appears does the victim
realize what has happened: that he’s wired cash to a thief and his
identity has been stolen.

“Most victims lost $500 to $800 dollars each,” said Barr. But,
another danger is the possibility for identity theft, which could lead to
a much greater loss, he said.

The FDIC warns that you should be suspicious of any bank that
requests you to wire money outside of the banking system or to what
the scammers are calling a “third-party consultant.”

“Banks tend to offer consumer loans directly,” said Barr. “If you are
asked to wire money outside of the bank or outside of the country that
should raise some red flags.”

Consumers should also be suspicious if the phone numbers in the
ads are answered on a cell phone. According to the FDIC, the
scammers are communicating with the newspapers through prepaid
cell phones purchased in Canada. This scam is similar to an “advance
loan” scam also being run out of Canada.

15. Social Securicy Number Theft and Visuse

“Tomorrow is Sunday so we won’t get any notices, but
I'm not looking forward to Monday’s mail.”
From a consumer complaint to the FTC

Social Security number theft can be accomplished by insiders,
employees or temporary workers who have access to a computer
terminal connected to one of the credit reporting bureaus. Going
hand-in-hand with this type of access is the negligence of the
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company permitting unmonitored access. Insiders have also used
access to personnel records to obtain Social Security numbers of
identiry theft victims.

The Privacy Rights Clearinghouse reports of a case where a
member of a foreign-organized crime ring was employed temporarily
at a very large corporation. He downloaded the employee list
containing Social Security numbers. One by one the employees’
identities were used for fraudulent purchases. The employees didn’t
know about it until they started sharing stories and learned that
many of them had been victimized.

According to Edward Wabe, a Las Vegas-based security expert,
“The Social Security number was never meant to be a universal
identifier. In fact, it is really poorly suited to the task.”

16. Raiding Old Computers

Two MIT graduate students, Simson Gatrfinkel and Abhi Shelat,
recently bought 158 used hard drives from computer stores, small
businesses and eBay, the online auction site. Many of the hard drives
were physically damaged and/or had unreadable sections. Nevertheless,
the pair managed to retrieve a lot of information from directories and
files that had been deleted. Forty-two of the drives had what appeared
to be credit card numbers. Garfinkel says they don't know for sure if
they're working credit card numbers because that would have required
trying to make a transaction.

One drive appeared to have been used in an Illinois ATM.
Garfinkel says it had nearly 3,000 numbers that he suspects were ATM
card numbers. It also contained account numbers and balances. He says
no effort had been made to remove the drive’s financial information.
Another drive had credit card number and expiration information that
Garfinkel says he believes was used for Internet purchases. “People are
not generally aware that even after the computer says the information
has been deleted, it can be recovered,” says Garfinkel.
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A number of federal laws and regulations require federal
programs and federally funded activities to use Social Security
numbers to enforce compliance with laws and determine
eligibility for benefits. The Internal Revenue Service (IRS) uses
Social Security numbers as taxpayer identification numbers.
Employers and others making payments to individuals must
include Social Security numbers in reporting payments to the
IRS. Reportable payments include interest payments, employee
wages, investor dividends, retirement benefits, cash deposits or
purchases of more than $10,000 and annual mortgage interest
payments of more than $400.

Taxpayers must include their Social Security numbers on income
tax forms as well as the Social Security numbers of their
dependents and ex-spouses who receive alimony. However,
federal law neither requires nor prohibits many other uses of
Social Security numbers by the public and private sector. Some
businesses may ask you for your Social Security number to do a
credit check, like when you apply for a loan, rent an apartment,
or sign up for utilities. Sometimes they simply want your Social
Security number for general record keeping. These auxiliary uses
put consumers at risk of identity theft.

Banks often use the last four digits of Social Security numbers as
the default personal identification number for ATM cards and
telephone banking access. Many insurance companies use Social
Security numbers as account numbers and print them on
membership cards that must be carried by the health plan
member. Most colleges and universities use Social Security
numbers as student IDs, and grades often are posted using
Social Security numbers. In some states, Social Security numbers
are used as driver's license numbers.

If your financial institution, insurance company, motor vehicles
department or school uses your Social Security number to
identify you, you can ask to have it replaced with another
account number, personal identification number or secret code.
You don‘t have to give a business your Social Security number
just because they ask for it.
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To really get rid of something on your hard drive you have to go
way beyond pressing the delete key. Joan Feldman, president of
Seattle-based Computer Forensics, Inc., explains that when you delete
a file, the computer’s operating system marks the file with a symbol
and, essentially, removes it from view. If you did a search for the file, it
wouldn't show up, but it’s still on the hard drive until it’s been written
over—several times—by other files.

“When the hard drive is completely filled and you can't save any
more files, the operating system looks for a place where it can save a
new file and goes to the location of that deleted file. It releases that
space back to you,” says Feldman. “Buc it’s like a pencil mark on a
wall that you cover with a coat of paint. You can still see the mark, so
you cover it with another layer of paint and it’s obscured some more.
That process is called wiping, shredding or file wiping. In fac, it’s
adding layers of data on top of other data.”

However, if you don't use a lot of graphics, video or music files,
you may not run out of space, so your system may never need to write
over data you deleted.

Computers retain about three times more information than the
average user would suspect,” said Feldman. “It’s like a piece of black
velvet in a lint factory. When you're on the Internet, stuff is being
dumped to your hard drive like you wouldn’t believe. When you use
Word or Excel, they very often create multiple copies of the files you're
working on. The end result is that little thing that's smaller than a
paperback can contain much of your personal history for as long as
you've owned that computer.”



Severteen Ways To Steal Your ldentity @}

17. Computer Fraud

“I'm tired of the hours T've spent on the phone and all the faxing
T've had to do. When will it be over?”

From a consumer complaint to the FTC

It’s easy to become somebody else and have the IDs to prove it—
especially if you're wired. That’s the finding of a Senate subcommittee,
whose members recently told senators how easy it is to get a fake
driver’s license, Social Security card or birth certificate on the Internet.
Subcommittee members displayed some fake IDs obtained through
Web sites—including some showing Sen. Susan Collins, R-Maine, the
head of the subcommitree, as a reporter, a U.S. Army reservist and a
student at Boston University. The fake credentials claimed she lived in
Florida, Wyoming, Connecticut and Michigan.

Officials told the senators that nearly 30 percent of all fake
identification documents currently come from the Internet, up from
less than 5 percent just two years ago. During a five-month
investigation, Collins’s subcommittee turned up at least 60 sites selling
fake identification or show people how to create it themselves. Where
were they located? It's nearly impossible to tell since they don't give
out locations. They could be anywhere.

Some of the counterfeit documents are of “shockingly high
quality,” with official-looking bar codes and holograms, said K. Lee
Blalack, chief counsel and staff director for Collins’ Permanent
Subcommittee on Investigations.

“It will be no easy task to maintain the integrity of the
identification documents on which both the government and private
sector rely because of the new technology,” Blalack said.

David Myers, fraud coordinator for the state of Florida, added,
“Now that we're finding some that have a counterfeit magnetic stripe,
it makes it very, very difficult for law enforcement to determine the
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counterfeit from the original.”

Collins’ staff subpoenaed documents and interviewed more than
40 witnesses in the investigation and worked undercover to buy high-
quality false IDs that could be used to fabricate credentials for
employmentc.

And they found the fake ID business could be profitable.
Investigators found a 21-year-old student at Loyola University in
Baltimore who generated more than $8,000 from 621 orders for fake
IDs in two months, according to Blalack.

Thomas Seitz, a 23-year-old convicted felon awaiting sentencing
for making fake IDs, said he used fraudulent documents to get
$60,000 in car loans.

Seitz also described how easy it was to obtain personal information
for the IDs online, which he started doing via a computer at a public
library in Old Bridge, New Jersey. “I obtained, via the Internet,
names, Social Security numbers and addresses of people by accessing
files maintained as public record on the Securities and Exchange
Commission Web site,” Seitz said.

Data transferred across the Internet can be potentially intercepted
during its journey because of the open nature of the Internet. Users
must feel confident when revealing sensitive information, like credit
card details, that this information will be kepr safe and secure.
Encryption technology, which renders data secure by turning it into
an unreadable cipher, is fundamental to the development of e-
commerce, However, Internet security is as much about policy as
technology.

Hacking is broadly defined as the unauthorized use of computer
and network resources. The term ‘hacker’ originally derives from the
actions of often-gifted individual programmers, testing their skills and
“hacking” into private and public database systems and computer sites.
The “thrill” is to beat the security systems in place. Too often, though,
the “payoff” is stealing your identiry.
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WHAT’S YOUR PASSWORD?

Most people choose bad passwords that are easily guessed. Ten of
the most common passwords are: God, love, lust, money, private,
QWERTY, secret, sex, snoopy, and, believe it or not, password.

How about at work? How secure is the information residing
on your computer network? Consider these facts from recent
news reports:

®

&

®

According to the Search Security Newsletter, 60 percent of
all corporate data assets reside unprotected on PCs.

The 2002 Computer Security Institute/FBI Computer Crime
& Security Survey reports 90 percent of corporations and
government agencies detected computer security breaches
within the previous 12 months; 80 percent acknowledged
financial losses due to these breaches.

The same study shows the average financial loss from
computer security breaches was over $2 million per
company. The most serious financial losses occurred
through theft of proprietary information.

Also from the study, only 34 percent of organizations that
have a security breach report the intrusions to law
enforcement.

In a recent survey by Information Week magazine, 4,500
security professionals revealed “enhancing network
security” was identified as the top strategic security priority
for companies, and was noted by respondents as increasing
in importance,

Sixty to 70 percent of attack vulnerability occur in the
“people area”"—customers and employees, for example—
according to a study by eWeek.

In another recent study, he OMNI Consulting Group
reported network security breaches put 5.57 percent of a
business’s annual gross revenue at risk.
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Receive up to $25,000 reimbursement for many of the
expenses you may face while working to clear your name:

- Legal defense fees and expenses

- Lost wages for time spent away from work

- Notarization and postage costs for affidavits or similar
documents

- Application re-filing costs for loans that may have been
denied as a result of your identity theft

- This benefit is provided with a ZERO deductible.

The average identity theft victim spends more than $1,500
in the quest to clear his or her name—and that doesn't
include attorney fees, which could add thousands more in
expenses.

For more info about the Identity Theft Shield:
http://www.jeferrer.com/identitytheft/index.php
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SCAMS, SCAMVIS AND
VIORE SCAIVIS

“Phish” Stories

According to Internet Fraud Watch, one of the latest scams on the
Internet are authentic-appearing e-mails requesting verification of
financial information. Ironically, many such bogus e-mails prey upon
consumers’ fears of being exposed to fraud. They ask for updated
credit card account information or other pieces of personal financial
information and state that the consumer’s account will be terminated
in the near future if the information requested is not provided.

One recent fake appeared to originate from Citibank. The scam
technique, nicknamed “phishing”—an obvious play on the word
“fishing”—"spoofing, “brand spoofing,” or “carding,” this scam is
causing so many problems that the FTC, the Federal Bureau of
Investigation, the National Consumers League and Earthlink held a press
conference recently in Washington, D.C., about the problem. “Bogus
e-mails that try to trick customers into giving out personal information
are the hottest, and most troubling, new scam on the Internet,” said Jana
Monroe, Assistant Director of the FBI's Cyber Division.

In this scam, the phisher sends out a legitimate-looking e-mail that
claims to be from a company the reader—or phish—does business
with and tells the reader that there is an account error, possible fraud
or other problem with the account. The reader is asked to click on a
link in the e-mail and enter account information on the linked Web
site. The link takes the reader to a phony Web site that gathers the
information and uses the information to drain the reader’s bank
account, charge up their credit card and possibly steal their identity.
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Spammers mask their identities by using a wide array of computer servers,
opening and closing their operations quickly and working ourside the United
States. All of this makes it more difficult for U.S. law enforcement to catch
up with them.

Recendy, Citibank reported that this scam was attempting to dupe their
customers. “Citibank urges recipients of this e-mail to delete it immediately,”
says the Citibank Web site. “Citibank does not ask customers to provide
sensitive information in this way. Don' reply to any e-mail that requests your
personal information.”

In the past, similar e-mails arrempted to defraud users of eBay, PayPal,
America Online, BestBuy.com, Discover Card, Earthlink and SonyStyle.com.
Even people who do not have accounts with these companies may receive the
e-mail because it is sent as spam to as many e-mail accounts as possible. All of
these companies state they would never ask their customers for personal
information in an e-mail.

In one variation, one gaining in popularity, scammers claim to be from
the victim’s credit card company, eBay or PayPal. In this identity rip-off the
con artist sends a message that states that the company—a name you
recognize—needs to verify the victim's account information to make sure it's
protected. The scammers then use the information to make fraudulent
charges to your account.

eBay posts on their site that they would never e-mail or call you t ask
for account informarion; if you are registered, they already have it. However,
eBay may send you an e-mail requesting that you change your password if
they suspect fraud.

In July 2003, the FTC filed their first action against a suspected phisher,
a 17-year-old California boy who allegedly used a page made to look like
America Online to scam people out of their credit card numbers. If approved
by the court, the teen will be banned for life from sending spam and will
have to pay a $3,500 fine, the FTC said. Because of his age, his name was
not released and officials said it is unlikely he will face criminal charges.

“This is the FTCs first law enforcement action targeting phishing, It
wont be the last,” said FTC Chairman Timothy Muris.
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internet Scams

Here’s just a sample of scams that run rampant on the Internet.

FRAUDULENT E-MAIL TO CITIBANK CUSTOMERS

Claim: Citbank is sending ourt checking account suspension notices and
asking customers to verify their acceptance of new terms and conditions.
Status: False.

Examplg‘ : [Collected on the Internet, 2003, www.snopes.com)]

Your Checking Account at Citihank

We ave letting you know, that you, as z Citibank checking account holder; must become
acquainted with our naw Terms & Conditions and agree ta it.

Please, carsfully read all the paris of our new Terms & Qonditions and post your consent.
Otherwise, we will have o suspend your Citibank checking sccount,

This measure is to prevent misunderstanding between us and our valued customers.

we are sarry for any inconvinience it may cause. : k:

click Mss our Terms & Condi {35;3& pags and not allow your
Cit!




FRAUDULENT REQUESTS FOR ACCOUNT NUMBER
TO PAYPAL CUSTOMERS

Claim: As part of regular security maintenance, Paypal needs you to
resubmit your credit card and bank account information.

Status: Falsc.

Example: [Collected on the Internet, 2003, www.snopes.com]

PayPal is currently Derfmj'rning regular maintenance of our secunty measures. Your account has been
randomly sel d for this m 1ce, and placed on Limmed Access status. Protecting the security
of yaur PayPal account 8 our pnmary concern, and we apologze for any inconvamencs this may
caysge,

Dear PayPal Customer

To restore your account to its regular status, you must confirm your email address by logging in to
your PayPal account using the form below:

Email Address: r

Password: r )

Bank Account

Enter Bank Account #: r

A— S — — )

Credit Card

Enter Credit Card #: |

Exp. date W ;|D3§

This notification exipires March 31, 2003

Thanks for using PayPal!

This PayPal noufication was sent to your mailbox. Your PayPal actount {5 set up to receiva the PayPal
Periodical newsletter and product updates when you create your account, To modify your notification
preferances and unsubscribe, go to hons fwwe paypal.eon/PREFS 4011 and log in to your account,
Changes to your prefersnces may take several days to be reflacted in pur maillings. Raplies to this
emal will not be processad.

If you previously asked to be excluded from Providian product offerings and solictatons, they
apologize for this &-mail. Every effort was made to ensure that you were excluded from this e-mail, If
you do not wish ta receive promotional e-mail from Providian, go to hoo Jfremoveame proyidias comy.

Copynghtif) 2002 PayPal Inc. Al nghts reserved, Dasignated trademarks and brands are the property
of their respectrve owners
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FRAUDULENT SECURITY UPDATE TO EBAY CUSTOMERS

Fir 51 ame Last name

TS I ATE—

‘Date of birth

ey e
{The 53N consists of nine digits, commarly weithen & ke £l
separated by hyphers: & 4 A4-CG-5555)

[z stiIn cadaz be pravent any & astty fresn

sstronghe advise wou to specify an altemative eBay paseword. This process
allows s to gve back sole control of the accom? 1o wou & case something
!izoss wrang with instroctions regarding (he soccunt and its fishore safaty

Aternative password

your identity. Your information i bepitafe and private,
Credit or dabit card numbrar

iEa, RECE A, B
ey cait

-'F! iration date

sl ot e e et o A
a7 apd B +ipvd Racs snbi nuedlng sz
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e ST $se A sl I

ATM PIN (Bank Veriieation) #1

Source: www.snopes.com



FRAUDULENT SCAM ALERT TO VISA CUSTOMERS

Claim: Phony e-mails purportedly from VISA's “Department of
International Investigations™ are luring gullible victims into divulging their
credit card information to scammers.

Status: Undetermined.

Example: [Collected on the Interner, 2002, www.snopes.com)

Subject: VISA SCAM ALERT

SCAM ALERT: Visa USA Fraud Control has learned of a scam designed to obtain
cardholders personal data and account informarion. Visa reports this activity in
Canada, but suspects it may spread to the United States. A member/cardholder may
receive the following letter:

VISA Department of International Investigations.

We regret to inform you that your credit card is cancelled
until further notice and this in accordance with article 205 of
chapter 210 of the international fraud department. We suspect
that your card has been involved in criminal activity. In the
next two days one of our investigators will contact you on the
phone and proceed to verify your customer information. The
violation of this law is a serious criminal act and could bring
you before the courts. Your bank will not be able to assist you
until our investigation is over. We are advising you that our
offices are open 24 hrs a day. For further information on the
matter you may visit our web site at HTTP://WWW.VISAFRAUD.COM

Yours truly,
XXXXX. ou .
Director, Visa Corporation

Visa reports it is not sending this letter. Do not respond to this letter or any
subsequent telephone calls. Also report to Visa USA Fraud Control, if you receive
this or a similar letrer. Contact SCAM Alert ar 1-800-637-2676, email us at
scamalen@a ual.com, or fax the informarion to 608-231-8987.
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NIGERIAN SCAM

Claim: A wealthy foreigner needs your help moving millions of dollars
from his homeland to yours and will reward you with a hefty percentage of
this fortune if you agree to assist him.

Status: False.

Example: [Collected on the Internet, 2000, www.snopes.com]

REQUEST FOR URGENT BUSINESS RELATIONSHIP

FIRST, [ MUST SOLICIT YOUR STRICTEST CONEIDENCE IN THIS TRANSACTION. THIS 1S BY
VIRTUE OF ITS NATURE AS BETNG UTTERLY CONFIDENTIAL AND "TOP SECREL™, I AM SURE
AND HAVE CONFIDENCE OF YOUR ABILITY AND RELTABILITY TO PROSECUTE A
TRANSACTION OF THIS GREAT MAGNITUDE INVOILVING A PENDING TRANSACTION
REQUIRING MAXITMUM CONFIDENCE.

WE ARE TOP OFFICIAL OF THE FERERAL GOVERNMENT CONTRACT REVIEW PANEL WHO
ARE INTERESTED IN IMPORATION OF GOODS INTO QUR COUNTRY WITH FUNDS WHICH
ARE PRESENTLY TRAPPED IN NIGERIA. IN ORDER T COMMENCE THIS BUSINESS WE
SOLICTT YOUR ASSISTANCE TO ENABLE US TRANSFER INTOQ YOUR ACCOUNT THE SAID
TRAFPED FUNDS.

THE SOURCE OF THIS FUND 15 AS FOLLOWS; DURING THE LAST MILITARY REGIME HERE IN
MIGERIA, THE GOVERNMENT OFFICIALS SET UP COMPANIES AND AWARDED THEMSELVES
CONTRACTS WHICH WERE GROSSLY OVER-INVOICED IN VARIOUS MINISTRIES, THE
PRESENT CIVILIAN GOVERNMENT SET UP A CONTRACT REVIEW PANEL AND WE HAVE
IDENTIFIED A LT OF INFLATED CONTRACTT FUNDS WHICH ARE PRESENTLY FLOATING IN
THE CENTRAL BANK OF NIGERIA READY FOR PAYMENT.

HOWEVER, BY VIRTUE QF QUR POSITION AS CIVIL SERVANTS AND MEMBERS OF THIS
PANEL, WE CANNOT ACQUIRE THIS MONEY IN OUR NAMES, 1 HAVE THEREFORE, BEEN
DELEGATED AS A MATTER OF TRUST BY MY COLLEAGUES OF THE PANEL TO LOOK FOR AN
OVERSEAS PARTNER INTO WHOSE ACCOUNT WE WOULD TRANSFER THE SUM OF
US$21,320,000.00 (TWENTY ONE MILLION, THREE HUNDRED AND TWENTY THOUSAND ULS
DOLLARS), HENCE WE ARE WRITING YOU THIS LETTER. WE HAVE AGREED TO SHARE THE
MONEY THUS; 1. 20% FOR THE ACCOUNT OWNER 2. 70% FOR US (THE OFFICIALS) 3. 10% TO
BE USED TN SETTLING TAXATION AND ALL LOCAL AND FOREIGN EXPENSES. I'T IS FROM THE
70% THAT WE WISH TO COMMENCE THE IMPORTATION BUSINESS.

PLEASE,NOTE THAT THIS TRANSACTION IS 100% SAFE AND WE HOPE TO COMMENCE THE
TRANSFER LATEST SEVEN (7) BANKING DAYS FROM THE DATE OF THE RECEIFT OF THE
FOLLOWING INFORMATIOM BY TEL/FAX: 234-1-7740449, YOUR COMPANY'S SIGNED,

AND STAMPED LET TERHEAD PAPER THE ABOVE INFORMATIONM WILL ENABLE US WRITE
LETTERS OF CLAIM AND JOB DESCRITTION RESPECTIVELY. THIS WAY WE WILL USE YOUR
COMBANY'S NAME TO APPLY FOR PAYMENT AND RE-AWARD THE CONTRACT IN YOUR
COMPANY'S NAME,

WE ARE LOCKING FORWARD TO DOING THIS BUSINESS WITH YOU AND SOLICIT YOUR
CONFIDENTIALITY IN THIS TRANSATION. PLEASE ACKNOWLEDGE THE RECEIPT OF THIS
LETTER USING THE ABOVE TEL/FAX NUMBERS. [ WILL SEND YOU DETAILED INFORMATION
OF THIS PENDING PROJECT WHEN 1 HAVE HEARD FROM YOU,

YOURS FATTHEULLY,

DR CLEMENT OKON

WNOTE; PLEASE QUOTE THIS5 REFERENCE NUMBER [VE/S/09/99) TN ALL YOUR RESPONSES,
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Tax Rebate Scam

Since many parents looked forward to receiving their Advance
Child Tax Credit, con artists having been calling American homes,
promising to speed up the rebate process for a fee of $39.99, to be
placed on a credit card. While the tax credit of as much of $400 per
child issued by the government is real, the promise of the cons is not.

\oice Mail Scam

If you have a four-digit password on your voice mail, you may be
vulnerable to hackers who could rack up long-distance charges on
your bill. According to a warning issued by AT&T, these hackers dial
until a voice mail message picks up, then dial away until they figure
out the code. When they do, they change the outgoing message to say
the phone accepts third-party calls. Then they charge long-distance
calls to your telephone account. You won't know anything has
happened until you listen to your outgoing message or get your bill.
To protect yourself, AT&T recommends changing your voice mail
code to a six-digit number or using an answering machine.

Online Auction Scams

There are many, many scams at online auctions. First is the
escrow scam: the seller requests that you use a certain escrow
company to pay for your item. But the escrow service is a fake in
cahoots with the seller—and you quickly discover you're out all
your money.

Second is the phantom seller with the great (fake) bid history.
When you try to check up on this seller’s history you will see
nothing but praise—too bad all the praise has been posted by the
seller and his friends. Again, you're out all your money.

This next one is for sellers: the fake cashier’s check. This scam
bears a strong resemblance to the infamous Nigerian letter scam so
many of us have received. Here’s how it works: You get an order
from someone who wants to pay by cashier’s check, usually outside
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of the United States. You deposit the check. The bank tells you the
check has cleared and you send the items. Several days later, you'll
find out the check really didn't clear and the bank holds you
responsible for the balance.

In another twist, you'll get a cashier’s check for more than the
amount you requested. The buyer will ask you to refund the
difference. You do—then the cashier’s check bounces and the bank
holds you responsible for the balance.

Fake Job Boards

The last thing someone looking for a job in a depressed market
needs is to have his dwindling bank account dwindle even more with
the unwanted help of others. Recently, the job search Web site
Monster.com found it necessary to send out a warning to its users:
don’t give out personal information after it discovered identity thieves
were placing fraudulent job postings to trick job seekers into giving
out personal information. The cons contact the job seeker and ask for
personal information such as Social Security number and bank
account information, supposedly for the human resources department.
The moral of the story: never give out personal information online.

If The Price Is Too Good To Be True...

One flourishing identity theft scam can be found on Web sites
selling high-demand items at a much lower price than offered by
legitimate companies. The victim is told to pay nothing until the item
is received. The scammer then uses the victim’s name, along with an
unlawfully obtained credit card number belonging to another person
to buy the item at a legitimate Web site. Once that Web site ships the
item to the victim, the victim, believing that the transaction is
legitimate, then authorizes his credit card to be billed to the scammer
or sends payment directly to the scammer.
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Phony Sweepstakes And Prizes

In this scam, the perpetrators tell victims they have won a prize or
sweepstakes. Victims are then told they need to send the company
taxes on the winnings or purchase a product to receive the prize. It’s
illegal for a company to require purchasing a product or paying a fee
to win or claim a prize. And taxes are never sent to the awarding
company—only to the IRS.

Some scammers will instruct the victim to share bank account,
Social Security or credit card numbers. No legitimate sweepstakes
company will ask for this information. These scammers steal the victim’s
identity and empty their bank accounts, make charges on the victim’s
credit card or open accounts in the their name.

Some con artists use company names that are identical or very
similar to well-known, legitimate sweepstakes operators. Internet
Fraud Warch says doubting consumers should contact the real
company to verify the call, e-mail or letter.

Another sweepstakes scam reported by the Better Business Bureau
involves an advance. These scammers give advances on the promised
winnings to build trust. They send a check as an advance on the
winnings, instructing victims to cash it and then wire payment to
them for taxes, bonding or some other phony purpose. After victims
wire the money, the deposited check finally bounces because it turned
out to be an elaborate fake. Now the scammers have the payment, and
the victim owes the bank the amount withdrawn.
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Fictrmious IRS FOorMS & BANK LETTERS

ALERT 2002-3
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Subject: fdentity Theft Lhescriprinn: Fictitious RS Fesrrns and Bank Lerers
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Syrvem; Chermman, Fedeml Deporit Inprance Corporation; Owgfnmm w2 Boark Supervisors; Liegumy Commperaliers {disvictsis Amertant
Deputy Comperedirs; Disrree Casesret vl Examinsing Peruaniiel

RE: WARNING—Circulation of Fictitious TRS Forma and Bank Letters

Attached arc samples of o fotitions decament that is go1 3 genuine TRS Form and o fraudulent lerer addressed o a bank
mmpu:purdngmkzﬁ-umdmmlmner’shnk

Snme uf your cussomers may be the unwirrimng subiccts of a pew fraud scheme that ses fiznniow lRﬁ Forms and fraudulen: bank
correpondence. These incidents are not limired o the of small tanks. Dr Like: those srmached are being
circulated narinmwids i an anempr o stea] your cystomer's idemit: and money by lmm.,s your cugamer discluse pessonal and
banking i when the pery of the fraud camtucts your bank in person, wlephonicslly ar thugh
clecrronic means, they have all the necesary custmer information to appear credible.

Yo should ardvize any of vour customens that have filled in and retuened dhe ficzitions form via the fax number, imail service, or any
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o the fraud deparmment of each of the three major credit busesns and repor thut bisfher identity has heen siolen,
'\]m consider placing 4 “frand slen” un your fil and request dat no new credir he granted without prine 2pproval,

| Fauifax i irans Union i
| Address t RO. Box 740241 I 760 Sproul Roed |
i f Adanm, GA i | RO, Fltnv 390 3

i OAETAA24] i t Spaingfield, Fa 1

i i E -0F90 !

2t Credis Report | LBO0GES-1111 I 1 Rﬂ‘l L\PLR.IAL £ 1-B0LD16-HR00

I E 3 i

Report Fraud | 105256285 P1-ARR-EXPERIAN FE T B
3 i %

| Po(397-3742)

2, For any zcvouns thar have been frudulendy accemed or apened, conecs she seurity deparmmen: of exch affected creditor wr
fimancial inssimurion. Consider closing rhese accounts. Also, an any new acoounts you aper:, consider using a pasword, but do
ot e your mether's maiden mame.

3, File a reporr with your Incal police deparmment or the pofice whene the identity theft wok place. Rerain a copy of the police
report in ez ywur hank, credic cend company, or avhers need proof of the come ar 2 luer date.

4. Conracr the Intermal Revenue Service 1o feport the incident wang the following toll-free hotline numbes: 1-800-829-0433.

1F 2 customer has received this fieriioes buros but did nor complete and rewrm i, =ny infusnsadon which they lave concarming shis
marter should be brought 1o the atention of the Tnrernal Revenue Service st the same toll-free number Llslb?:lb(wt.

Addivional sources of i inn foz v on what 1o do i they ane 2 victin of idenrity theft, and the presavsinss w wke 1o
prevens i:ommsng a victim, can be found ar the Federal Trade Commision's Web sine:

Tt lidthefrivictim hing

and the OCCs Web site:
— G S
TF yma bave addirional questions, pleass consace the supervisory office respossible for your hank us:

Mail: Office uf the Compatoller of the Curtency
Enforcement ¥ Compliance Division
250 E Streer, W, Washingron, DT 20219

Fax: {202} B74-5301
Inrermet: iogped e, e trous. goy
Fermail: occalertroponsesifoce reas gov

Brmn O MeComalhy
Diigectne
Enforcement & Compliance Division

Amachmenes: Commaugy Lemer
ol B

n

Source: Comprrller of the Curmenoy Admisistaror of Narionzl Banks
{wvewr, oo me g {aldisc0 2 hem




0CC ALERT 2002-4: ORGANIZED GANG AND
TELLER COLLUSION SCHEMES

ALERT 2002-4
OCC ALERT

Comprroller of the Currency
Adminbwrrator of Narional Banks

Subjeer: Identity Thetr Descriptions: Chrganized Cang and Teiler Callusion Schemes

T Chuet’ Execurmee CHficen of All Nanonal Banks: All Seate Banking Authorities: Chairrnan, Bosrd of Gavernoes of the Federal
Teserve Sywem; Charrman, Federal Deposit Insurance Corporarion, Confetence of Stue Bank Supervsors, Depury Comporollers
(districes); Assistant Deputy Comptrollers, Disrict Counsel and Exsmming Personnel

RE: 1dentity Thelt and Emberzlemen: in conpection with Oluiside Partiex

The Office uf the Comperuller of the Currency (OO han been sdvised of fraud schemes involving ogenmed gngs and newly hired
bairk eellers. Oganmeed gangs see aggremtvely recrung bank teflen o cash fotged mvings account withdtuwals frm cusamer
scoounts, and m cash swolen Unived States Treasury checks, Telles are repuorecdly bemg pasd several bundied dollams per rumsction o
amast w0 ths fraud scheme.

Tederal lsw enforcement officials have learned that organized gangs are wing coentun and threan of bodily harm 1o periusde
incdividisabs 0 amass them in the fraud scheme o some e, wilen alresdy emploved tw financial instinstions ar being recruited.
Mare bv. individuals ate beiny | by gang members 1w apply for weller postions st financial institutions for the wle
putpuse ol previding sccem m che insnmnon’) operanng systeis and cusmmet acces informarion. Typically, the gang member
provides smlen minrmanon m the telier who kevs the informanan inge the bank's sutomated systerns = it will appesr 3 if cusomer
visired the reller window. The perpetrators sre carcful to keep amounts under superviwry sppeoval limime As 1 resule, devestion i
delaved until the wetsmized customer repors the frand.

gany acuvity hay beonme mane sophisticared and the sphere of influence of wome gangs has expasuded grographucally.
Mannnal banks shoald exercise care and due diligence in their hiring practices, amd petivdically evalusre meernsl conrols over the eller
wer Mational banks should sl file 3 “Suspecions Acuvity Report” (SAR). of the smuanon warranes

Aury infurmausn they you have moncerming this mager, of any questions sbout CCT SAR requurenenis, shuuld be hrought m the

serenmon of ©

Mail,  Office of the Compoolies of dhe Carrency
Enfurcement & Complance Division, MS 510
250 E Srreer, SW, Washingror, DC 20219
Fax: [202) BT4-5301

Incerner. herp-twww.oc. e oy

E mail ncralerresponsesi@ooe reas gov

Brian (. McCarmally
Direcror
Fnforcement & Comphance Division

Seurce: Comprolles of the Curnmey Admimsreanor of Nagonal Banks (www oo treas. govialdisg02. hon}




Scams, Scames And More Scams

0CC ALERT 2002-6: FicTITIOUS BANK CORRESPONDENCE
AND FRAUD REPORTING FORMS

Adaid e
April 18, 2002 B
LusToMER [
2IvE f”m»f
HOMESTEALD, FL

Re: Product erodit card 7035 = K £3203K
Dear CwtsTomer !

‘Thank you for notiiving us sbout the suspevted faudulert sooum that was opaued in
your nasse. To help prevent additions] charges from ocrurring, we have closed this

account.

To begin our £ i dn i dre foras. Pleass retom
memmpudﬁmmmenlrmwngepadmmmmw&
receipt of this letier.

Thank you for your patience and itn fo resalving this situstion. if vou have any
mwmm&iw g

Uwaphenined
@é € ;;;'g‘..p Fraols 4Ky
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NECEESAR
- - I MALED.
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i b, T UNTED BTATER
B ]
BUSINESS REPLY MAI e
AT CLAGE AL PR AT B FRAMNCIBCD. T
T TR
MR
SERVICES e
BANSSCARD g ———
FRAUD CONTROL -
POBOX:
Banlk + Frasd Questzonmaire
Accours Numsher: -
Name on Account:
Addvess an Acooumt
Your Full Mame:
Currers Addres.
Cary, Sume, und Tigs:
Loyt of Time ot casrrent ey
Flamme Phome: L Work Phege 1
Socl Scouriry Number
Provicm Address __From: Month/Yesr
To: Momth/Yesr
Piense hst the nurme(s) and reixtonshaps of sy ng with you o ey of the shove addreasjenk
N Rrhnombip
Wame Rclhatomshir
Who de you sp pp For crodit i yoe name? .
Expisn why pou suspec: tham:
Do you e il that . addrese. socual
sezurity mumber, phors mumber, drivers b b e )
" Ym Mo
Cam we contet Gewm™ Yo o
Hm » police report heen fied? Ye= Mo
1f yea, ropart nember: Pobce Department.
Telephome Numaber Detottive ar Officer Mame
S Dt
* Sagnatees Dane:

Source: Comptroller of the Currency Administrator of National Banks
(www.occ. treas.gov/altlist02.hem)



WHILE YOU WERE SLEEPING:
THE IDENTIT Y VIILL NIGHTIVIARE

The reach and diversity of the Internet has accelerated fake ID
problems. Many criminals—and potential criminals—use the Web to
talk about how to make a fake ID, and numerous sites “sell” fake
identification cards.

Not so long ago, an Internet business that bragged about the “high
quality” of the templates it sold to help produce false identity
documents was ordered to halt the sales by a U. S. District Court at
the request of the FT'C. “There is no legitimate use for defendant’s
templates and programs,” the FT'C complaint filed in U.S. District
Court stated.

The FTC complaint stated Jeremy Martinez of Tarzana,
California, doing business as Info World, maintained Web sites,
including one located at a site called “newid” that sold 45 days of
access to fake ID templates for $29.99. The site contained “high
quality” templates for the creation of fake California, Georgia,
Florida, Maine, Nevada, New Hampshire, New Jersey, Utah,
Wisconsin and New York driver’s licenses. It also contained a birth
certificate template, programs to generate bar codes—required in
some states to authenticate driver’s licenses—and a program to falsify
Social Security numbers.

The FTC said Martinez was deliberately marketing his site to
consumers who were surfing the net to find fake ID documents. A
recent Congressional investigation brought attention to this problem
and some Web sites have disappeared as a result. But others still
remain. In addition, some of the Web sites warn that, ironically, some
of their competitors may take a customer’s money but not deliver the
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fake ID. Recently, the FTC took action against six people who were
allegedly selling fake international driver’s licenses through the Web.

Illegal immigration also is an area where fake identification cards
are an underground business. Law enforcement officials, for instance,
have seen an increase in the sale of fake IDs at flea markets.

Not surprisingly, colleges and universities still are a hotbed of fake
identification cards. Police have taken action at lowa State University,
Purdue University and the University of California San Diego, to
name a few, to break up fake ID card “mills.” Otten these mills can
sell hundreds of cards, often at the beginning of a semester.



CHAP

SPECIAL VICTIMS OF
IDENTITY THEFT

Preving On The Elderly

According to the most recent FTC data, incidents of identity theft
of those over the age of 60 increased by 218 percent. Older people
make appealing financial targets because they typically have higher
credic lines, greater home equity and more financial resources than
younger populations. However, almost 66 percent of those 65 and
older did not report the crime (younger victims did better, with only
17 percent of those 18 to 24 years old not reporting the crime).

If more people had reported the crime, retired Army Lt. Colonel
John Stevens might have been forewarned. At a Senate Special
Committee on Aging, he told U.S. ranking member Senator Larry
Craig how an identity thief bought four cars and other items worth
over $113,000 using his name. “After a lifetime of integrity. all of a
sudden I was essentiality being accused of embezzlement and treated
like a deadbeat,” Stevens said. He said he has spent over $6,000 in
legal fees trying to repair his credit and the people he believes stole his
identity more than five years ago have not yet been prosecuted.
Speaking on behalf of both himself and his wife, Stevens said, “Our
feelings can be simply expressed by quoting a line from the movie
Network: “We're mad as hell and we're not going to take it anymore!””

Compounding their problems, many elderly victims don’t even
have a touch-tone phone to alert the credit bureaus to fraud alert.
Once the credit reports are received the information is often
confusing. Many letters and affidavits must be sent to creditors, and
without a computer, this is a huge task. Furthermore, many
companies take advantage of the elderly thinking they don’t really



[@f; IDENTITY THEFT

know what'’s going on. On many occasions bank have refused to
reinstate accounts that were fraudulently tampered with, telling the
elderly victim nothing could be done.

Some of the elderly are special targets. For example, hoax letters
were mailed to elderly African-American people across the South,
telling them they may be eligible for $5,000 in slave reparations or
Social Security reimbursements. According to Arkansas Attorney
General Mark Pryor, the letters, which include requests for Social
Security numbers, were apparently part of a scam aimed at stealing
people’s identities and running up credit bills under their names.
“What they are really trying to get is personal information from
seniors,” he said.

The slave reparations letter, in all capital letters on plain white
paper, is targeted at those born “prior to the year of 1928 and of the
black ethnic race.” It suggests that the federal government is seeking
individuals entitled to payments under a supposed “Slave
Reparation Act.”

The other letter is targeted at people born between 1917 and
1926. It says these “notch babies” are due $5,000 each because of a
glitch in Social Security collections. “People born between those years
may indeed be getting less Social Security money because of the way
the retirement program was set up, but Congress has not been able to
fix the error,” Pryor said.

The letter plays on those congressional attempts, saying, “There is
a measure attempting to be passed, but you must be registered in
order to receive it.”

Both letters, which were also circulated in African-American
churches and senior centers, instruct people to submit their name,
address, telephone number and Social Security number to the
National Victims Registrar in Washington, D.C. The payments would
be added to future government benefits checks or issued in a lump
sum, the letters promise.
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Preyving On The Young

Although it’s rare, child identity theft is a particularly insidious
form of a proliferating crime. While adults are far more likely to be
identity theft victims—only 2 percent are children—experts worry
that as the crime continues to grow and perpetrators get wilier, kids
will become more vulnerable. Congress, considering changes to the
nation’s credit system, is mulling new protections from identity theft
for children.

Some experts fear child identity theft is under-reported because
victimized youngsters often do not discover the crime for years—until
they are young adults applying for a driver’s license, a college loan or a
first credit card.

“We can have a ton of kids who've been victims of identify theft
and don’t even know it,” said Linda Foley, co-executive director of the
Identity Theft Resource Center in San Diego. And when the
perpetrator is a family member, children and young adults may
hesitate to report the crime, not wanting to get a family member into
trouble,

Take the case of Michelle Thibodeau and her 16-year-old son
when she took the youngster to get his learner’s permit in Worcester,
Massachusetts. To their shock, they learned he already had a driver’s
license. “I looked at them like they were nuts,” Ms. Thibodeau told
ABC News. “We went and talked to a manager, who pulled up [my
sons] driver’s license file on the computer,” Thibodeau said. “The
photo on the screen was of his father.”

Ms. Thibodeau says her ex-husband, James Johnson, who is
cutrently in a state prison in Massachusetts on unrelated charges, stole
their son’s identity years eatlier to get a license. Soon after, the teen
received a notice from the state Department of Revenue alerting him
that he was delinquent in his child support payments—money his
~ father apparently owed for other children, Thibodeau said. Thibodeau
informed the department of her son’s situation.



Still, when the boy got a job as a grocery store bagger, the
Department of Revenue seized part of his paycheck. Thibodeau called
the agency again, but part of her son’s tax return was taken as well.

Ms. Thibodeau tried her best to clear her son’s name. She
contacted the Social Security office, the IRS tax fraud hotline, the
FTC, local police and the district attorney’s office. But bureaucratic
roadblocks slowed her down. And Johnson, incarcerated for seven
years, had outrun Massachusetts’ six-year statute of limitations on
identiry theft and couldn't be charged, prosecutors told her.

Unlike adults, children don't leave trails of personal information
that can be lifted by hackers from databases or thieves rooting through
garbage cans. Instead, adults usually victimize children with access to
their fledgling identities: their Social Security numbers and/or birth
certificates. Perpetrators might be strangers who work at a health
clinic, insurance company or school, or any other place that requires
access to a child’s personal information. Illegal aliens may purchase a
child’s information from traffickers who target youngsters particularly
because it will take years before the crime is noriced.

Sadly, though, children are often victimized by people they know
well, such as family and close friends with bad credit or suspended
licenses who may see a new beginning for themselves in the juvenile’s
pristine record.

“It’s often a family member or someone who knows the child,”
said Jim Vaules, fraud consultant for LexisNexis Risk Management
and a former FBI special agent. “Most newborns are getting Social
Security numbers. The person will assume the identity of the
youngster for purposes of getting a clean record.”

Young adults are particularly at risk, experts say, because more
people have access to their information. Amy Gergely, now a
spokeswoman for Intersections, Inc., a Virginia-based company that
provides credit counseling, was herself a victim, just before her 18th
birthday.

“It was after I applied for my first credit card to take to college. As
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far as I can tell, it was a former work colleague from my summer job
who stole my employment information and got credit in my name,”
Gergely said.

“Minors nearing college age and beginning to establish a credit
record are at far more risk of identity theft, in our opinion, than 3-
year-olds, due to their new, sparkling clean credit records and lack of
credit education,” she said.

Credit education can also help consumers protect themselves, and
their children, from identity theft, experts say.

Surveys show that young adults, at least, have lictle understanding
of the credit process. More than 60 percent of young adults, ages 18
to 24, say their knowledge of credit reports are fair or poor, according
to a report by the Consumer Federation of America.

In the most extreme cases of abuse, children end up having to
change their Social Security numbers. But experts say that should be
avoided if possible. It’s like entering the government’s witness
protection program—any record of one’s former identity is erased.
And, teens with a brand-new Social Security number may run into
problems when it comes to getting college loans, for example. That’s
what Michelle Thibodeau’s son ended up facing.

About a year into his fiasco, the office of Thibodeau’s
congressman, Rep. James McGovern, D-Mass., helped her apply for a
new Social Security number for her son. The application review would
take weeks, and the number might not ever get changed, Thibodeau
was told. But when a Jocal newspaper columnist featured Thibodeau’s
case in a story last June, mother and son started seeing results.

“The article put a fire under people’s butts,” Thibodeau said. “The
tax money that was intercepted was returned, and his Social Security
number was changed a week after the article ran.”



IDENTITY THEFT

It's no secret: Identity Theft is a major problem in
America.Think you're not at risk? Unfortunately, you
are.

- Do you hand your credit card to servers at restaurants?
- Do you sign your credit cards?

- Do you supply personal information over the internet?
- Do you keep your Social Security number in your wallet
or purse?

- Do you leave mail at your home or business for the
postal carrier to collect?

- Do you shred unwanted mail with personal
information?

What would you do if you discovered that your
identity had been stolen?

- Call your bank and/or credit card company

- Contact the three major credit repositories

- Go through the helpful but extensive steps
recommended by the Federal Trade Commission in

its 30-page consumer support publication

- Fill out and submit the affidavit form supplied by
the FTC to dispute new, unauthorized accounts

- Spend on average $1,500 in out-of-pocket expenses
and an average of 175 hours in your efforts to

resolve the many problems caused by identity thieves

Or, with the Identity Theft Shield:

Get REGULAR monitoring of your credit report and let
the proven leaders in the identity restoration and legal
services fields assist you.

For more information:
http://www.jeferrer.com/identitytheft/index.php
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CONCLUSION

T

So Much Needs To Be Done
While the Identity Theft and Assumption Deterrence Act offers

some help much more needs to be done before the average, law-
abiding citizen can feel secure. While the law is an improvement, in
order to make a dent in identity theft, the practices of the credic
industry must change dramatically.

Don't hold your breath.

Identity theft is at near epidemic proportions primarily because of
the careless practices of the credit granting industry, Until laws create
incentives for how they conduct business, the crime of identity theft
will continue to climb.

Again, don’t hold your breath.

Without external pressure from legislators and industry
associations, financial service providers (FSPs) may not have the
sufficient incentive to stem the tide of identity theft crimes. Gartner
analysts said banks and other FSPs must be pressured by consumers
and lobbyists to proactively back efforts such as the U.S. Fair Credit
Reporting Act, which would cover security and accuracy of personal
financial information, which would make it easier for victims to report
a crime to financial institutions.

“Most importantly, however, banks and FSPs must implement
solutions that effectively screen for application fraud, so they don’t
wrongfully extend credit to identify thieves,” said Avivah Litan, vice
president and research director for the Gartner Group. “Without
industry prevention efforts, consumers whose identities have been
stolen will continue to bear the brunt of social and indirect
economic costs.”

Even something as simple as this would be an improvement;
whenever a credit grantor extends credit to an impostor after the
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victim has placed a fraud alert on the credit file, a stiff penalty should
be assessed.

As the hemming and hawing and thumb widdling continues by
those who can make the much needed changes to protect our
identities, the numbers will continue to climb, and they're already jaw-
dropping. As a reminder:

® Over the past five years, 27.3 million Americans had their
identities stolen. Last year alone, nearly 10 million people were
victims of identity theft, and the number of people who
discovered misuse of their personal information has increased
41 percent.

& Remember the report from the California Public Interest
Research Group (CalPIRG)? They found the typical identity-
theft victim spends 175 hours actively trying to resolve the
problems caused by the theft. Problems include clearing up
credit reports, filling out and submirtting affidavits and dealing
with lawyers.

If it happens to you, do you think your credit card company
and bank will clean up the mess? Think again. Instead, think
of your busy schedule. Where will you find the time to
straighten things out? What fun things will you be forced to
give up? The time you set aside to kick back and unwind? Your
lunches and coffee breaks? Your child’s soccer games and
school performances? Your vacation and sick days? (Granted, if
it happens to you, you'll feel quite ill.)

¢ Identity theft victims pay $500 on average to clear their name
while serious thefts pay an average of $1,200.

That’s just the average. It can be much worse. Remember the
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nightmare Retired Army Lt. Colonel John Stevens faced? He
spent over $6,000 in legal fees trying to repair his credit.

What will you be forced to forego up to pay for it? Money set

aside for a new car, college or your retirement?

® Privacy & American Business estimates one in six adults have
had their identities used by someone else since 1990.

Think About lt:

When was the last time you checked your credit report? When was
the last dime you balanced your checkbook or scrutinized your credit card
statement?

Don't be lulled into a false sense of security thinking this is crime of
hustle and bustle, large impersonal cities and thart you are far removed and
therefore immune. Even if your town is so devoid of crime and so
peaceful you don't lock your car or the front door of your home, your
name appears in numerous databases.

Maybe Steven Benke of Portage, Indiana didn’t worry about identity
theft. That is until he ended up in jail for crimes he didn’t commit.

Remember Robert Calip, a victim from Washington State? He said it
almost tore up his marriage.

What about Jane and her husband, both professionals living in
Michigan? They were about to buy their first home when they found out
their credit was shot because someone in Texas had used Jane’s name and
Social Security number to obtain numerous credit cards, a BMW, and a
mortgage. It took them two years to clean up the mess.

What about the identity mill creating fake California, Georgia,
Florida, Maine, Nevada, New Hampshire, New Jersey, Utah, Wisconsin
and New York driver’s licenses, birth certificates and Social Security
cards? Could your name be on any of those documents?

The next time you're at a football game, camping trip, in church,
or a seminar, look at three people to your left and three to your right.
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The odds are at least one of you have been, are, or will be victims of
identity theft and chances are you won't even know it until you receive
a letter or a nasty phone call. It just might be while you're cheering on
the home team, listening to a ghost story, reflecting on a sermon or
applauding a speaker, someone may be playing havoc with your name
and reputation.

Consider trying this experiment. Ask your co-workers or people in
your neighborhood, at church or your next bridge or poker game if
they've ever been a victim of identity theft. Since one in six people
have, the results might alarm you. If by some fluke, all of the people
you ask say no, you could be doing them a great service by alerting
them since most don't know until they receive a nasty phone call, or
apply for a loan.

Maybe it's time for us to follow the lead of Retired Army Lx.
Colonel John Stevens. Remember what he said? “We're mad as hell
and we're not going to take it anymore!” This needs to become every
law-abiding citizen’s fight song.

Until and unless there’s a serious crackdown or we all become
proactive against all the burgeoning identity theft schemes our there,
we are at the mercy of the con men and women who will seemingly
do anything—anything—to prolong their life of crime and live off the
sweat of our brows.

AUBHOP’B Note

The author of this book—who wishes to remain anonymous—has
twice been a victim of identity theft: once when noticing a slew of
mysterious charges to his credit card from a distant state he had never
visited, the other time when his bank balance dropped dramadically
after surrendering his ATM card to a person he thought was a bank

officer during a bank merger.



CONFESSIONS OF AN
IDENTITY THIEF

(FRONV AN INTERVIEW ON NATIONAL PUBLIC RADIO]

Curador (not his real name) is an 18-year-old hacker from rural
Wales who, one winter, stole an estimated 26,000 credit cards
numbers from a group of e-commerce Web sites and posted the
numbers, which belonged to people all over the world on the Web.
After an ex-hacker tracked him down, he was arrested on, and charged
under the United Kingdom’s computer crime statute.

N PR: What kind of thrill do you get out of hacking? Is it sort
of the New Age equivalent of sex, drugs and rock-and-roll?
CurapoR: | suppose you could call it that, in a way. After
the first ten minutes, when I was waiting for the five and a
half thousand credit cards I was to download from the first
site. Cerrtainly there was a great rush, so to speak. You do get a
rush from doing it—definitely. There is a lot of adrenaline, if
nothing else, while youre trying to track it down. I sometimes
spent two days solid trying to do something without sleep,
without anything, just constantly trying to do it.

NPR: What do computers give you back?

curapoRr: Computers are my career as well. I can ger paid
for doing the kind of work that I do. And you get a lot back in
satisfaction, really, from writing programs and things like that,
finding new ways of doing things.
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NPR: But you're like a burglar who breaks into the houses just
to see what's in there. You don’t take anything, What's the point?
curapoR: | think, obviously, I'm just a very nosey person.
I'm like your nosey neighbor on steroids, basically. It can be
interesting, because when you see into someone’s computer, it
gives you an idea of how they work, who they speak to, what
they're interested in, whether they actually do any work, what
their job is. You can see a lot of someones life just from the
contents of their PC. Some people even have correspondence
with their family at home from their PCs, and so on. So it
just depends.

N PR: What's your fascination with credit card numbers?
curapoR: They're a good choice. People don't like other
people to know they have their credit card numbers.

NPR: That’s because people that get them use them to buy stuff.

CURADOR: Yes,

NPR: Is that why you were getting them?

curapar: No, I didn't try and buy anything with them
that wasn’t refunded. There are loads of things I could’ve used
them for. Bur I didn’t. The whole point of it was the message.

NPR: And what was the message?

curapoR: There are a lot of people out there who won't
even safeguard their own safety, let alone the safety of their
customers. At the end of the day, its the fault of these
companies. The buck does stop with them. Bur they’re not
even trying to protect their own business from that.

Don’t be lulled into thinking what goes on overseas doesn't affect
you in Anytown, USA. This is where the money is. Plus, we're only as
far away as a couple of keystrokes, a poorly chosen password or doing
business with a careless company.



FACTOIDS

TEN THINGS ANYONE CAN FIND OUT ABOUT YOU

1.

10.

Your current and previous address (from the U.S. Postal
Service and credit bureaus)

Any criminal convictions (from court records)

Whether you have a professional license
(from licensing agencies)

Whether you have filed lawsuits or been a defendant in
a lawsuit (from court records)

If you've had speeding tickets, drunken driving convictions
or other black marks on your driving record (from the
drivers’ license bureau)

What cars, trucks, boats and planes you own (from state
motor vehicle records)

Whether you have filed for bankruptcy or had liens placed
against your property (from court records)

What you have pledged as collateral for bank loans (from
Universal Commercial Code filings, usually in county
recorder’s offices)

What pieces of real estate you own and how much you
paid (from county tax records)

Whether there’s a warrant out for your arrest (from court
records and police agencies)

All of this is available from companies such as www.USSearch.com

which markets its services to businesses and individuals.



CoMMON WAYS IDENTITY THIEVES USE YOUR
PERSONAL INFORMATION

They call your credit card issuer and, pretending to be you, ask
to change the mailing address on your credit card account.
The imposter then runs up charges on your account. Because
your bills are being sent to the new address, it may take some
time before you realize there’s a problem.

They open a new credit card account, using your name, date
of birth and Social Security number. When they use the credit
card and don't pay the bills, the delinquent account is reported

on your credit report.

® They establish phone or wireless service in your name.

®

They open a bank account in your name and write bad checks
on that account.

They file for bankruptcy under your name to avoid paying
debts they've incurred under your name, or to avoid eviction.
They counterfeit checks or debit cards, and drain your

bank account.

They buy cars by taking out auto loans in your name.

Source: SEC
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Factoids

P
4

THE ToP 11 CATEGORIES OF CONSUMER FRAUD
CoMPLAINTS IN 2002

. IDENTITY THEFT - 43 PERCENT

Internet Auctions - 13 percent

Internet Services and Computer Complaints - 6 percent
Advance Fee Loans and Credit Protection - 5 percent

Shop-at-Home/Catalog Sales - 5 percent

OmPpUP A

Foreign Money Offers - 4 percent

Prizes/Sweepstakes and Lotteries - 4 percent

@ N

Business Opportunity and Work-at-Home Plans - 3 percent
8. Telephone Services - 2 percent

10. Health Care - 2 percent

11. Magazines and Buyers Clubs - 2 percent

Source: SEC
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MoST COMMON IDENTITY FRAUDS

Percent of Cases*

Credit Card 42%
Phone or Utilities 22%
Bank 17%
Employment-related Benefits 9%
Benefits of Government Documents 8%
Attempted Identity Theft 8%
Loans 6%
Other 16%

*Does not total 100% as most victims experience more than
one act of fraud.

Source: SEC
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Don’t leave your
name and credit
rating to chance.

Put our Identity Theft Shield to work for you.
“The average identity theft victim
spends more than $1,500 in the
quest to clear his or her name- and
that doesn’t include attorney fees,
which could add thousands more in
expense."

-American Insurance Group (AIG)

= For more information:
http://www.jeferrer.com/identitythef
t/index.php
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